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BBeaenue

1. O0mas ungopmanus

Cucrema ayrentudukauuu Blitz Identity Provider mnpennasnauena ans oOecniedeHUs
BO3MOYHOCTH I10JI30BATEIISIM HCII0JIb30BAaTh €AMHYI0 YUETHYIO 3aIIUCh JUIsl BXO/1a B KOPIIOPATUBHBIE
Be0-CaliThl M IPUJIOKEHUSI 6€3 MHOTOKPAaTHOI'O BBOJA JIOTUHA U MApOJIs MIPU MEPEKIOYCHUN MEXKITY
pa3aMYHbIMU (pOpMaMu BXOJa.

Texnonorus equHoro Bxona Blitz Identity Provider He TpeOyeT ycTaHOBKHM clielHaIbHBIX
IIpOrpaMM Ha YCTpPOICTBA IMOJIb30BATENsl U pabOTaeT C OCHOBHBIMU MOMYJISPHBIMU KIMEHTCKHUMH
oIepalMoHHbIMU crucTeMaMu U Tunamu ycrpoiicts (11K, mianmersi, cmapTdoHsl).

Cucrema ayrtentudukauuu Blitz Identity Provider mnpennasnauena pans Jocryna
MoJIb30BaTeeil K pecypcaM Kak BHYTPUKOPIIOPaTUBHOM ceTH, Tak W K BHEMHUM HHTepHer-
pecypcam. s KaxaoW KOMIIAHUM U cepbl IPUMEHEHUsI MOTYT ObITh HAaCTPOEHBI CBOU IMpaBUia
J0CTYTa, BHEIIHUN BUJ €AMHON CTPaHMIIbI BX0/1a U UCIOJIb30BaTHCS HanOosee MOAXO0AAIINE METOIbI
aBTOPU3ALINH.

B cranpaptHoii koHurypanuu Blitz Identity Provider monp3oBaTenu MOryT MCIosib30BaTh
CBOM KOPIIOpPATUBHBIN aJpec 3JEKTPOHHOM MOYTHI U Mapoiib A foctyna B Jlnunblii kabuner. [lpu
JOCTyIIe W3 BHYTPHUKOPIIOPATHUBHOM CeTH co cBoero pabodero [IK Bo3MoxeH pexum
aBTOMAaTHYECKOTO BXOJla, KOTJa JOCTYIl OCYIIECTBISETCS Ha OCHOBE pe3yJbTaTOB BXOJa B
KOpIopaTuBHbIN ToMeH B iponecce BkitoueHus [1K. B 3aBucumoctu ot konpurypauuu Blitz Identity
Provider, nomuMo BX0Jja ¢ MOMOIIIbIO JIOTUHA U MapoJisi, BO3MOXKEH TAaK)KE BXOJI C MTOMOUIBIO KO/
noATBepkaAeHus U3 SMS-cooOlieHnss WM ¢ HCIOJIb30BAaHUEM Pa3JIMYHBbIX BHEIIHMX CEPBUCOB
UICHTU(PUKAIMY, OJHAKO HX IepedyeHb Takxke 3aBUCUT oT HacTpoek Blitz Identity Provider,
YCTaHOBJIEHHBIX OpraHU3alUEH.

[Ipu BxIHOYEHHOM ABYX(AKTOPHON ayTEHTHU(PHUKAIUU IOJIb30BATENIO JIOMOIHUTEIBHO K
BBO/Iy JIOTHHA U MapOJisi MOXKET OBbITh 3aIlpOIIEH BBOJ KOJIa MOATBEPKACHHUS, ITOJIy4eHHOTo B SMS-
COOOIIEHUHU WIH CT€HEPUPOBAHHOIO B CHEIUAIBHOM MOOWIBHOM NpuiioxeHuu. [IpuBsizka Homepa
MOOMJIBHOTO Teie(oHa W/MAM MOOWIBHOTO IPHJIOKEHHUS OCYLIECTBISETCA IOJIb30BaTEIEM
CaMOCTOSITENIbHO uepe3 JInuHbIi KaOuHEeT.

besonacnas pabora Blitz Identity Provider oGecneumBaercsi mocpeacTBOM MpaBUIIbHOMN
YCTAaHOBKM W HACTPOWKH, KOTOPBIE IIOJIKHBI OCYIIECTBJISTHCS B COOTBETCTBHH C JOKYMEHTOM
16978200.620129.000.11 «IIporpammuoe obecneuenue «Blitz Identity Provider». PykoBoactso

aJIMHHUCTPATOPA.
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2. Pesxknmbl padoThI

Pexum ¢pynkimonuposanus Blitz Identity Provider: 24 yaca/7 queii B Hezelnto.

[leproapl NMKOBO HArpy3Ku 3aBUCST OT Ipaduka paboThl, IPUHATOrO BHYTPU KOMITAHUHU, HO

00b14HO 310 HHTEpBal 9:00 - 18:00, moHeneNbHUK — MATHULA.

[Tpo1OKUTETBHOCTE CEPBUCHOTIO O0OCTY)KHBAaHHA: 5 4aCOB B MECHII.
[IpenmouruTenbHBIN HHTEPBAT CEpBUCHOTO 00cyxuBanus: 21:00 — 6:00.

[lepnoanuHOCTS ¥ CPOKHM MPOBENCHUS perIlaMeHTHBIX padoT Ha ceppepax L[OJ] omeparopa

Blitz Identity Provider:

exenHeBHO: ¢ 22:00 1o 22:20 — c60p CTaTUCTUKH, aBTOMAaTUYECKUI aHau3 sql-3ampocoB;
exenHeBHo: ¢ 02:00 go 03:00 — oOHOBIEHME AaHAJIUTUYECKUX JaHHBIX B Cllydae
B3aMMO/ICHCTBUS ¢ MHPOPMALIMOHHBIMHA CUCTEMaMH;

exenHeBHO: ¢ 3:00 1o 5:00 — pe3epBHOE KONMMPOBAHUE JAHHBIX;

nepuoguuecku: ¢ 19:00 mo 21:00 — mutaHoBble pabOTHI, YCTAaHOBKA NEPUOAMYECKUX
OOHOBJICHUM;

MEPUOTNIECKU: TT0 HEOOXOAMMOCTH — MPOYHE PadOTHI M0 MaCCOBOMY M3MEHEHHIO JTAHHBIX
(BBIBEpKa MJaHHBIX, MpHUBEJACHHE (OpPMATOB K EIUHOMY BHAY W T. II.) — IOCIE
MPEBAPUTEIILHOTO COTJIACOBAHHUA C  OOCTYKMBAIOIIUM TIEPCOHAJIOM, BBITOIHSIIOIIAM
¢byukuu anMuHuctpupoBanus Blitz Identity Provider.

Jnsa Blitz Identity Provider onpeznenensl cienyromue pexxuMbl GyHKIUOHUPOBAHUS:
IITAaTHBIA PEXUM, B KOTOPOM KOMITOHEHTHl HCIIPAaBHO BBIMOJHSAIOT BCE CBOM OCHOBHBIC
bynxumm;

CEpBUCHBIN PEXHUM, B KOTOPOM HPOBOJATCS PEKOHPUTYpaIusi, 0OHOBIECHHS MTPOrPaMMHOTO
obecrnieuenus (nanee — [10) u mpodrrakTuaeckoe 00CTyKUBaHHE;

aBapUHHBIA PEXHUM, B KOTOPOM OJWH WM HECKOJIBKO KPHUTHYECKHX KOMITOHEHTOB Blitz
Identity Provider He BBINIOJIHSAIOT CBOU (DYHKIIMH.

Jis  obGecriedeHust mraTHoro pexuma (ynkuuonupoBanus Blitz Identity Provider

HCO6XO)II/IMO BBITIOJIHATH TpC6OBaHI/I$I W BBIACPKUBATH YCJIOBUA JKCILTyaTalluH I1IO u xomInIekca

TEXHUYCCKUX CPCACTB, YKA3aHHBIC B COOTBCTCTBYIOIINX NOKYMCECHTAX (TGXHI/I‘ICCKaﬂ AOKYMCHTal M,

WHCTPYKIIUHU T10 IKCITyaTayu v T. IT.).

B cepBucnom pexxume pynkrmonupoBanus Blitz Identity Provider obecnieunBaercst mocTym

YIIOJITHOMOYEHHBIX PAOOTHUKOB JIJIsl TPOBEACHHS CICTYIONINX padoT:

periIaMeHTHOE 00CITyKUBaHHE 00IecHCTeMHOTO 1 ipukiaanoro [10, 6a3 qaHHBIX;
obnoBnenue Bepeuii [10 u 6a3 naHHBIX;

BOCCTaHOBJIEHHE 110CJIE COOEB U aBapUITHBIX CUTYAIIHIA;
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- 1poBepka (QyHKUIUNA MOHUTOPUHTA;
- wuHble paboTel, HeoOxonumble s (QyHkunonupoBanus Blitz Identity Provider B
cootBeTcTBUU ¢ TpeboBanusiMu T3 u UT3, corinacoBanHbie ¢ 3aKa34MKOM.
[Ipu naxoxxnenuu Blitz Identity Provider B cepBuCHOM peXuMe BO3MOXKHO OTpaHHYEHUE
JIO0CTYTIa MOJIb30BaTeNel K CUCTEME, HEKOTOPhIM MoayJisM u/uiu ¢pyHkiusam Blitz Identity Provider.
ABapuitHblil pexxuM QyHKINOHUPOBAHUS XapaKTEpPU3yeTCs OTKa30M OJIHOTO WIIM HECKOJIbKUX
KPUTHYECKHX KOMIIOHEHTOB IIPOIPaMMHOT0 U (WJIM) TEXHUYECKOI'O0 00€CIICUEeHHUSL.
[Ipu HaxoXIeHUU B aBapUHOM pexuMe JIocTyn mnosb3oBareneil k Blitz Identity Provider
OyZIeT HEBO3MOKEH.
YHoIHOMOYEHHBIM paOOTHUKAM W/WIKM aIMUHUCTPATOpaM HEOOXOIUMO OYyJEeT BBIIOIHUTH
KOMIUIEKC MEpOIPUATHI 110 yCTpaHeHUIo npuunHbl nepexona Blitz Identity Provider B aBapuiinbiii

pEXKUM.
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1. Bxoa moan3oBaTess B JIMUHBIA KaOUHET

1.1. Bxoa ¢ moMoub10 JIOTMHA U MAPOJIst
[Ipu Bxonme B mpunoxenue, 3amuiieHHoe Blitz Identity Provider, oGpluHO OTKpbIBaeTcs
ctpanuiia Bxonma Blitz Identity Provider. B crammaptHOi KOHuTrypamuum 1o yMOIYAHHUIO
10JIb30BATENIO Ipe/IaraeTcsi BOMTHU 1O JIOTUHY U mapoiito (cM. Pucynok 1). CranpapTHblid BUA
€IMHOM CTPAaHUILIBI BXOJA C MOMOUIBIO JIOTHHA M HapoJisd MPEJCTABJIEH Ha PUCYHKE HHXKE, OJHAKO
BHEIIHWN BHJl €IMHOW CTPAHMIIBI BXO/Ja MOXXET OTJIMYAThCS B 3aBHCHMOCTH OT HacTpoek Blitz
Identity Provider, ycTaHOBIIEHHBIX OpraHU3aALUEH.

® identity Blitz

Bxo/ B JINUHbIN KabUHET

Napons

@ Blitz Identity Provider

© 2023 000 «PEAK COOT:

Pucynok 1 — Buo cmpanuybt 6x00a ¢ ROMOWbI0 102UHA U RAPOTIO

B kauectBe s5orMHa B 3aBHUCHUMOCTH OT KOHQUIYpalMM CHUCTEMbl ayTEeHTH(QHKAIUH,
YCTaHOBJIEHHOW oOpraHu3aluel, I0Jb30BaTeld MOTYT HCIOJIb30BaTh, HAlpUMeEp, CBOHM ajpec
AJIEKTPOHHOMN MOYTHI, MOOUIIBHBIN TeNEe()OH WM MHOW YHUKAIbHBIN HIEHTU(DUKATOP.

B npouecce Bxoa Mo JOrUHY U HapOJII0 MOXKET BOSHUKHYTh CUTYallUs, YTO YCTaHOBJICHHBIHN
MapoJIbHOW MOJUTHKON O€30IaCHOCTU CPOK JEHCTBUS Mapois ucrekaeT. B aToM cimyuae cucrema
ayTeHTU(UKALUU MOXKET MPEeIIOXKUTh IOJb30BATENI0 33/1aTh HOBBIM Mapojib AJIs €ro y4deTHOU
3aIUCH.

B ciydae ommOxu rnpu BBoJI€ JIOTWHA W/UITK MTApOJIsl CUCTEMA BbIJACT cO00IIeHue 00 omnoke,
U TI0JIb30BaTeNi0 Oy/leT MPEeUIoKEHO BOWTU MOBTOPHO. MHOTOKpaTHbIE HEYCHEIIHbIE MONBITKU
BXO0/1a MOT'YT OBbITh PAaCLIEHEHbI CUCTEMOM KaK MONbITKAa MollIeHHnYecTBa. Crucrema ayTeHTU(UKaLUK

IIPOTOKOJIMPYET JI0ObIe MONBITKM BXoja (ycmeumHsle W HeycreurHsie). IIpocmorpers coObITHS

6
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0€30macHOCTH 3a BBHIOPAHHBINA MEPUOJ, CBS3aHHBIC C YYETHOW 3aMUCHIO TOJB30BATEIs, MOXHO B
Jlnynom kaOuHETE MOJB30BATEINs], BBHIMIOJIHUB IIArd, OMUCAHHBIE B COOTBETCTBYIOIIEM pasjelie

JTaHHOM MHCTPYKUUH (11. 3.6).

1.2. Bxoa ¢ U3BeCTHOI0 yCTPOMCTBA
BxoJ ¢ M3BECTHOrO yCTpOiCcTBa MO3BOJISIET HE 3alpaAIlIMBATh BXOJ I0JIb30BATENS], €CIIU paHee
B TE€YECHUE OIPE/ICIICHHOIO0 BPEMEHM JaHHBIN IOJIb30BaTENb YK€ BXOIWI B CUCTEMY C JAHHOTO
YCTPONCTBA U € UCIIOJIb30BAHUEM TOIO K€ Opaysepa.
Ecnu nonb3oBarens BXOJUT C IMYHOIO YCTPOMCTBA Uiu BelieneHHoro padouero [1K noruny
U Mapojro, MOXKHO yOpaTh oTMeTKy «UyKoi KoMmIbrOTep». B 3TOM ciiyyae BBOA JIOTMHA B 3TOM
Opay3zepe Ha stoM IIK Oyner 3anomHeH cuctemoil. Ilpu moBTOpHOM BXOJA€ Ha moOpTan Ipu
UCIOJb30BAHUU TOIO K€ €aMOro KOMIIbIOTEpa U Opay3epa He NOTpeOyeTcss BHOBb BBOJUTH
AJIEKTPOHHYIO [OYTY — JOCTATOYHO BBECTH TOJIbKO Napoiib (cM. PucyHok 2).

® identity Blitz

Bxoz B JINUHBIN KabUHeT
3ppaBcTByiiTe, ivanov@anymail.ru!

Napons

@ Blitz Identity Provider

© 2023 000 «PEAK COOT>

Pucynok 2 — Buo skpana 6xo0a ¢ coxXxpaneHHOl y4emHoul 3anucsio
Ecnu npu BxoJie ¢ HEKOTOPOIo yCTpoiicTBa u/uinu 6paysepa Obliia OIIMOOYHO CHSTA rajoyka
«Uyk0il KOMIIbIOTEP» U YCTPOHCTBO OKA3aJI0Ch 3alIOMHEHHBIM, TO MOKHO YJAJIUTh 3TO YCTPOMCTBO
U3 CIHCKA «3allOMHEHHbIE YCTPOICTBA JOCTYIa», BBIMOIHUB IL1ard, OIMCAaHHBIE B COOTBETCTBYIOIIEM

paznene maHHoW UHCTpyKuu# (1. 3.3).
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1.3. Bxoa ¢ noMoumb10 ceanca onepanuoHHOM CUCTEMbI

JJis BX01a B CHCTEMY C TTIOMOIIBIO CeaHCa ONEPAHOHHON CHCTEMbI HEOOXOIMMO Ha CTPaHUIIE
ayTeHTH(UKaIMU HaXXaTh Ha KHONIKY «Bxo0/1 110 ceaHcy onepannoHHo# cucteMsn» (cM. PucyHok 3).

@ Identity Blitz

Bxoz 8 JINUHBIA KabuHeT

Noruw

Napons

Napons ®

| BXOA NO CeaHCy ONEPaLMOHHOM CUCTEMS! |

BXOA N0 3NEKTPOHHOI NOANKCH

HeT akkayHTa?

Vcnons3ylie MHKOTHATO AN oro ycTpoficrea

@ Blitz Identity Provider

©2023 000 «PEAK COOT>

Pucynok 3 — Bxoo c ucnonv3zosanuem ceanca onepayuoHHol cucmemul
B HekoTtopeix ycranoBkax Blitz Identity Provider Bxox mo ceancy OC MOXeT 3amycKaTbCs
aBTOMAaTHYECKH, HAIpUMep, eciii OyaeT oOHapy>KeHO, YTO BXOJ OCYIIECTBIIACTCS M3 BHYTpEHHEU
ceTu KoMmrmanuu (cM. Pucynox 3).

® identity Blitz

Bxo/ B JINUHbIA KabUHET

BXOA 10 CeaHCy OnepaLyoHHO cUcTeMbI

I[:
"w

Pucynok 4 — Bxoo c ucnonv3zosanuem ceanca onepayuoHHol cucmembl
B mpomecce Bxoga ¢ MCHOJIB30BAaHWEM CEaHCA ONEPAIMOHHOW CHCTEMBI IMPEILyCMOTPEHO
BpeMsI 33JICPKKH B HECKOJIbKO CEKYH/]I, B TEYCHHE KOTOPBIX ITOJIb30BATENIb MOXKET HAXKATh Ha KHOIIKY
«OTMEHHTBY» (CM. Pucynok 4), 9TO0BI 0TKAa3aThCS OT aBTOMATUYECKOTO BXO/A.
JlaHHBI cioco0 BX0ja MOXET HCIIOJIB30BAThCS B CIIydae, €Clii ¢ KOMITbIOTEepa, Ha KOTOPOM
MOJIb30BATENh BOIIEN B JJOMEH, HY)KHO BPEMEHHO TNPEIOCTABHTH BO3MOXHOCTh BOWTH B JIMUHBIHA
KaOMHET APYroMy TOJIH30BATEIIO MO/ €r0 YYETHOW 3alMChIo, HE 3aBepliasi CeaHca B ONEepPalnOHHON

CUCTEME.
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Bxon ¢ nucrosnp30BaHuEM ceaHca ONEepaliOHHOM CHCTEMbI MOXKET 3aBEPILIUTHCS OlMOKOoM. B

OTOM CJIy4dac€ IIOJb30BAaTCIIIO IPCII0XKaAT BOUTH MO BJICKTpOHHOfI IIo4YTEC M IapoJIro. MoxHO

BOCIIOJIb30BAThCSl MPEUIOKEHHBIM CIIOCOOOM BXOJa WJIM pPa3o0parbcs € MPUYMHAMU OLIMOKH.

Bo3MOKHBI CICOYIOMUEC MPUINHBI BOBHUKHOBCHUSA OIIIMOKH:

Bxon ocymectisiercs ¢ [IK, He BBEIEHHOTO B IOMEH.

Bxon ocymiecTBiisiercss H3BHE KOPIOPATUBHOM CETH KOMITAHUU.

C momenta BimtoueHus IIK u unentudukanuu/ayreHTH(GUKALME TOJB30BATENs IPOILIO
CyliecTBeHHOEe BpeMmsi (Oosiee 8 4YacoB), W BBJIAHHOE JOMEHOM pa3pelieHue s
aBTOMAaTUYECKOH ayTeHTU(UKALUU yCTapeo.

Hacrtpoiiku Opay3epa na IIK monp3oBarens NPEnsTCTBYIOT HCIOJIB30BAHUIO DPEKUMA
aBTOMaTHYECKOT'0 BXOJa.

[Tonb3oBarento oObIYHO HE TPeOyeTCs CaMOCTOSITENIbHO MEHSTh HAacTpPOMKU Opaysepa Juis

ABTOMATH4YCCKOI'0O BXOJa — JaHHBIC HaCTPOﬁKH IMPUMCHATIOTCS 4CPE3 0OHOBJICHUE KOpIIOpaTUBHBIX

JOMCHHBIX IIOJIMTHK. O)IHaKO IMOJIB30BATCIb MOXKCET IPOBECPHUTH IPAaBUIBHOCTH HACTPOCK II0

CleAyroned HHCTPYKINH:

st Opay3epoB mona omepanroHHOW cucteMod Windows HY)XHO 3a1aTh CIEAYIOIINE

HaCTPOMKU:

oTKpbITh «Ilyck — IlaHens ynpaiieHHs», NU3MEHUTH BapuaHT IpocMoTpa ¢ «Kareropus» Ha
«Menkue 3HauKW», B OTKPBIBIIMXCS HAacTpolkax BblOpaTh «CBolicTBa Opaysepa»
(cm. Pucynok 5);

B HOBOM OKHe BbIOpaTh «bezonacHocTh — MecTHast HHTpaceTh» U HaKaTh KHOMKY «CalThl».
B oTkpeiBIIEMCSI OKHE HakaTh KHONKY «JlomomHuTensHO» U BHecTH callT ¢ Blitz Identity
Provider B crincok caifitoB «MecTHast UHTpaceThy», HaKaB «/[00aBUTHY;

B okHe «CBoiictBa: UHTepHer — be3zonacHocTs — MecTHas MHTpaceTb» HaXaTb KHOIKY
«pyroi...». B oOTKppIBIIEMCS OKHE HaWTH HacTpoilky «lIpoBepka moOIMHHOCTH
noJib3oBaress — Bxomy. YcTaHOBUTH ee B 3HaU€HHE «ABTOMATUYECKHI BXOJ] B CETh TOJIBKO
B 30HE HHTpaceTn» (cM. PucyHok 6).

MosxHO He 3a7aBaTh JUIsl ONEepauOHHON cucTeMbl Windows OINrcaHHbBIE BBITIE HACTPOUKH U

B KQ4EeCTBE aIbTEPHATHBHI /I BO3SMOKHOCTH BXO/1a 110 CEAHCY OINEPaIlMOHHON CUCTEMBI B Opay3epe

Google Chrome Toraa MOXHO 3aITycKaTh Opay3ep co CISAYIOIUMH apaMeTpaMy 3arycKa:

Chrome.exe —auth-server-whitelist="idp.domain.ru" —auth-negotiate-delegatewhitelist="idp.domain.ru" —auth-schemes="digest,ntlm,negotiate"

I'ne B xauectBe idp.domain.ru Hy>xHO yka3zaTh URL caiita ¢ Blitz Identity Provider.
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Pucynok 5 — Hacmpouiku Windows oaa éxooa uepes ceanc OC (nauano).
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Pucynok 6 — Hacmpoiiku Windows ona exooa uepes ceanc OC (npooonsicenue)

s Opaysepa Mozilla Firefox HyXHO 3amaTh CIEAYIONIHME HACTPOWKH (IS JTFOOBIX

OTIEPAIIMOHHBIX CHCTEM):

- B aJpecHoii cTpoke Opay3epa BBectu about:config u Haxars «Enter». B cienyroniem okue
BBeCTH «network.nego» B mosie «OUiIbTphI».

- JBaXJbl HAXATh HA HalJCHHOU 3anmcu «network.negotiate-auth.trusted-uris» u ycTaHOBHUTH
B Heil 3Hauenue URL caiita ¢ Blitz Identity Provider, mampumep, idp.domain.ru. ITpu

YKa3aHHH aJIPECOB MOYKHO HMCIIOJB30BaTh 3Be3704Ky (*) m yka3arh Heckoiapko URL yepes

10



Blitz Identity Provider. PyxoBocTBO mosnb3oBartens

3arsTyto, Harpumep: https:/*.idp.domain.ru,http:/*.idp.domain.ru. 3akpsITh BCIUIBIBAIOIIEE
OKHO KHONTKOU «OK».

- JBaXJbl HaKaThb Ha HaWaeHHoW 3ammcu «network.negotiate-auth.delegation-uris» wu
ycTaHOBHTH B Hell 3HaueHue URL caiita ¢ Blitz Identity Provider, Hanpumep, idp.domain.ru.
[lpu ykazaHuM aJpecoB MOXHO HCIOJIB30BaTh 3Be310uky (¥) u ykazath Heckonbko URL
gepe3 3amAryro, Hampumep:  https:/*.idp.domain.ru,http://*.idp.domain.ru.  3aKphITH
BCIUTBIBAOIIEE OKHO KHOMKOM «OK».

-  OTKpBITH apameTp «network.auth-sspi», ycTaHOBUTE €ro 3HA4YCHHE B true.

- Tepe3amycTuTh Opaysep.

s Google Chrome B macOS u B Linux HyxHO ocyectBisaTh 3anyck Google Chrome

CHeIHalIbHBIM 00pa3oM:

"/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" --args --auth-server-whitelist="auth.cscentr.com" --auth-negotiate-delegate-

whitelist="auth.cscentr.com"

I'ne B xauectBe idp.domain.ru Hy>xHO yka3aTh URL caiita ¢ Blitz Identity Provider.
st Apple Safari B macOS oTaenbHas HaCTpoHKa He TpeOyeTcs.
B cinydae moBTOpeHHs OIIMOKM TMOJB30BATEIIO CIEAyeT OOpaTUThCS K CHUCTEMHOMY

aJIMUHHUCTPATOPY OpraHU3aI|H.

1.4. Bxoa ¢ mnoMombI0 CpeacTBa JJIEKTPOHHON MOANMKUCH
B 3aBucumocTu ot HacTpoek Blitz Identity Provider, ycTaHOBI€HHBIX Opranu3aiueii, mtoMumMo
BXOJa IO JIOTUHY M IapoJIt0, MOJIb30BATEI0 MOXKET OBITh JOCTYIIEH BXOJ C IOMOIIBIO CPEICTBA
3JIEKTPOHHOM nojnucu (cM. PucyHok 7).

® dentity Blitz

Bxo/ B JINUHbIV KabuHeT

Noruk

Napons

Pucynok 7 — Bxoo c ucnoavzosanuem cpeocmea 31eKmpoHHON ROOnUCU
Jlj1 KOppeKTHOM paboThI BXO/a 110 AJIEKTPOHHOM MOJAIUCH Ha KOMIIbIOTEpaXx Mojb3oBaTenei
UCIOJIb3yeTCs crienranbHbli marud — Blitz Smart Card Plugin. I1pu nepBom BXoe 10 3J€KTPOHHOM

MTOATHCH TI0JIb30BATENIO OYJET MPEII0KEHO YCTaHOBUTH TuTaruH (cM. PucyHoxk 8).
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® identity Blitz

BxoA 8 JINUHbIV KabUHeT

NeKTPOHHOI NoANHCH

aKTMBMpY#TE VUM YC

Ainq paBoTsi €O cpea
s Chrome.

VICnonb3yiiTe MHKOTHITO AMA BXOAA C 4yXOr0 YCTPOVCTBA

Pucynok 8 — Buo cmpanuuywt co ccolnkamu 0asa ckauusanusn naazuna Blitz Smart Card Plugin
[Tocne 3arpy3ku ycranoBowdHOTO (haiina Blitz Smart Card Plugin u ero 3amycka mojin30BaTeIIto
CIIEyeT MPOUTH BCE IIard YCTAaHOBKH IutaruHa (cM. Pucynok 9). I1pu moBTOpHOM BXO/JIE C TaHHOTO

yCTpOiicTBa He MOTpedyeTcsl yCcTaHaBIMBATh IUIarkH 3aHOBO.

Bac npUBETCTBYET MacTep YCTaHOBKM
Blitz Smart Card Plugin

MacTep ycTaHoskw ycTaHoswT Blitz Smart Card Flugin va
roMneroTepe. HammiTe kHonky "Aanee”, ytobel
MPOAOMKMTE, MK KHOMKY "OTHEHE", Y4Tobs! BEIATH 13
MBCTEpa YCTaHoBKM.

Hazan Lanee | OtMera

Pucynok 9 — Buo macmepa ycmanoeku nnazuna Blitz Smart Card Plugin
JomonautensHo s Be0-0pay3epoB Google Chrome u Mozilla Firefox TpeGyercs ycraHoBKa
ClenuanbHOTO pacmmpeHus. O HEoOXOIUMOCTH JTOTO JACHCTBHsS OylIeT CBUACTEIHCTBOBATH
NpEIynpeRIECHUE CO CCHIITKOM.
- g BeO-Opaysepa Google Chrome HeoOX01uMo yCTaHOBUTH pacmupenue (cMm. Pucynok 10).
[Tpu Ha)xaTUU KHOMIKK «Y CTAHOBUTH PacIIUpEeHUE» OTKPBIBACTCSI HHTEpHET-Mara3un Google
Chrome ¢ OTKpBITBIM paciiupeHneM «Apanrtep rwiarnHa Blitz Smart Card Plugin». Ero

HE0OXO0IMMO YCTaHOBHTb.
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(B 1dentity Blitz

Pycckuia (RU) v

Bxo/ B JINUHbIN KabUHET

Bxog no anekTpoHHOM noagnucun

Ans paboTbl CO CPACTBOM 3N1EKTPOHHOW NOANMCH
aKTUBWMPYVATE UK YCTaHOBWUTE paclumperme Ans Chrome.

[Apyrvie cnocobbl Bxoga =

Pucynox 10 — Ccoinka na ycmanosujuk cneyuaibHo20 pacuiupenus 0is eeo-opaysepa
Google Chrome

- g BeO-Opaysepa Mozilla Firefox tpeOyercss ycTaHOBUTH pacmmpenue. [lpu HaxaTHu

KHONIKU «YCTaHOBUTH PaCIIMPEHHE» HEOOXOIMMO pa3pelluTh YCTAHOBKY MPOrPaMMHOIO

obecniedenus. [l atoro Tpedyercss Haxarh KHONKY «Paspemmth». [Ipu HeoOxomumocTh

pacimmpeHne MOXHO 3arpy3uTh 110 CChIJIKE M yCTAaHOBUTH BPYYHYIO C TOMOIIBIO BeO-Opay3epa
Mozilla Firefox.

[Tocne ycneniHoi ycTaHOBKY IJIarMHA M0JIb30BATEI0 HEOOXOAUMO MOJICOETMHUTE CPEJICTBO

anekTponnou noanucu K [1K. Jlanee Ha cTpanuiie Bxona B Opaysepe Oy yT 0TOOpaKeHBI TOCTYITHBIE

cepTu(UKATHI KITt0Ya IEKTPOHHOU MOANMHUCH, KOTophii noacoenuHeH k [1K. Heo6xoaumo BeIOpaTh

U3 CIIHCKA TOT CePTH(HKAT, KIIF0U KOTOPOTO MojicoeMHEH (cM. PucyHok 11).
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Pycckui (RU)

Bxog B JIU4HBIN KaBUHET

Bxoa No 3nNeKTPOHHOR NOANKCH

Buibepwre CoprpHKAT KI04a NPOBRPKI INEKTPOHHOR NOATHCH
000 “Opranusayus”
mail@example.ru

000 "KOMIMAHMA "TecTosbii Y|’
eH go: 30.11.2020

000 "KomnaHua"

mail@example.com

Kem ssigan: 000 "KOMMNAHMWA "Tecroevii Y1|®
Neicrauranen qo: 04 02 2021

Weaknos WBan

x Mpocposen

Ipyrve cnocobbl BXOAA =

@ Blitz Identity Provider

Pucynox 11 — /locmynnsie cepmupukamol Kiioua 31eKmpoHHON ROORUCU HA CLEMHOM
Hocumerne
[Tpu HeobxoaumocTn motpedyercs BBectd [TMH-Kk01, 9TOOBI OCYIIECTBUTH BXOJ B CHCTEMY

(cm. Pucynoxk 12).

é@ Kpunrolpo CSP X
- 0:09:45
f.a," BeeauTe napone aAns KoHTelHepa Rsoft”
EN
Mapone: ‘ |
[J 3anommus napons
o ] Ommera

Pucynok 12 — Beoo nun-kooa onsa cpeocmea 31eKmpoHHOU ROORUCU

Ecmun Opin BBemeH koppektHbid [IMH-kom, BXom Oyner ycmemHO BbIIOJIHEH. [Ipu
HekoppekTHoM BBozie [IMH-konma Tpu pasa monpsii WM MpU HaxaTtuud KHOMKU «OTMeHay Oyxaer
0TOOpaXKeHO cooOIIeHre 00 OMTHOKE.

Ecnu npu aBTOpH3aIiuy HCIIOJIB30BAHUEM CPEJICTBA AJIEKTpOoHHOU moanucH B Blitz Identity
Provider He HalifeHa 3aperucTpHpOBaHHAs YUYETHAs 3alMCh MOJB30BATENS C YHHKAIBHBIM
uACHTH(PHUKATOPOM U3 cepTudukara 3nmeKTpoHHON moamnucu, To Blitz Identity Provider mpemioxut
ee 3aperucrpupoBarh. [[ns 3TOro mnosib3oBaTeNb NEpeHanpaBiseTcs Ha (OpMY perucTpanuu

MI0JIb30BATENsl C MPEIBAPUTEIBHO 3allOJIHEHHBIMM U3 cepTu(dUKaTta JaHHbIMH (daMuiaus, ums,
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Blitz Identity Provider. PyxoBocTBO mosnb3oBartens

OTYECTBO, YHUKAJIBHBINA UIACHTU(UKATOP), BBOJIUT aAPEC ICKTPOHHOU MOYTHI M HOMEp TenedoHa,
IIOCJIe Yero cieayeT MHCTPYKUUSAM Ha 3KpaHe. B ciydae ycnemHo# peructpauuu Oyaer cosjaHa
ydetHas 3anuch Blitz Identity Provider u monb3oBaTens OyaeT HampaBlieH B CUCTEMY, B pamMKax

KOTOPOM NMPOU3BOIUIICS BXOJ.

1.5. Bxoa ¢ mnoMomb0 KOAA MOATBEPKIACHUS
B 3aBucumocTu ot HacTpoek Blitz Identity Provider, yctaHOBIIEHHBIX OpraHu3anueil, HoOMUMO
BXOJla IO JIOTMHY W Mapojio, IMOJb30BATEII0 MOXET OBbITh JOCTYNEH BXOJ C IOMOIIbI KOJa
noaTrBepxkaeHus (cM. Pucynok 13). BHemrHuil Buj €IMHONW CTPAHUIIBI BXOJIAa MOXKET OTIMYATHCS B

3aBHUCHMOCTH OT HACTPOCK, YCTAHOBJICHHBIX opraﬁnsauneﬁ.

®1dentity Blitz

Bxo/ 8 JINUHbIA KabUHET

Bx0A N0 QR-xoay

@ Blitz Identity Provider

© 2023 000 «PEAK CODT»

Pucynok 13 — Buo cmpanuuysl ¢ 603M0HCHOCHbIO 6X00a RO KOOY HOOMBEPHCOCHUA

[Tonp3oBarento HEOOXOIUMO yKa3aTh HOMEp TenedoHa, Ha KOTOPBIA OyAeT OTHpaBieH KO
noATBepkaeHusT B BuAe SMS-coobmenns wim push-yBemomnenus (cm. Pucynok 14). Ilocie
MOJTy4eHHUsI KOJa HEOOXOAMMO BBECTH IMOJTYUYEHHBIN KOJI B COOTBETCTBYIOIIEE IOJIE HA CTPAHHUIIE,

4TOOBI BBIIOIHUTD BXOI B JIM4HbIA KaOMHET.
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(B 1dentity Blitz

Pycckuii (RU) v

Bxo/ B JINUHbIV KabuHeT

Y1061 OTNPABUTL KOZ MOATBEPX/AEHMS, BBEAUTE HOMEP
TenedoHa 1 HaXMUTe KHOMKY OTNpaBuUTL

[ uyxoii komnetorep

Apyrue cnocobbl Bxoga =

Pucynok 14 — Buo cmpanuuywl ¢ ¢hopmoii 6600a nomepa menegona onsa nonyuenus SMS-kooa
Cnemyer y4ecTb, 4TO €CITU y TI0JIb30BaTels B JINUHOM KaOMHETe He 3a/laH HOMEp MOOHIIBHOTO
TenedoHa, TO OH HE CMOXKET MCIOJIB30BATh 3TOT CIIOCOO BXOJa. B CBSI3M ¢ 3TUM IpUBs3Ka HOMEpa
MOOMJIBHOTO TeneOHa K YYETHOW 3alucH JOJDKHA OCYIIECTBIISATHCS MOJB30BATEIEM 3apaHee —

3a1aTh HOMEp TeedoHa MOIb30BaTeNlhb MOXKET CAMOCTOSTENIbHO Yepe3 JINUHbII KaOMHeT.

1.6. Bxoa ¢ mnoMonb0 BHEIIHUX CEPBUCOB HAeHTHU(UKAIIMH

B 3aBucumMocTH ot HacTpoek Blitz Identity Provider, ycTaHOBIIEHHBIX OpraHU3aIueii, TOMAMO
BXOJla MO JIOTUHY U MapoJo, MOJb30BATENI0 MOXET ObITh JOCTYNEH BXOJ| C HCIIOJIb30BAHHEM
BHEITHUX CepBUCOB WacHTH(uKamuu (cM. PucyHok 15). BHemHuWid BuA CTpaHHUIBI BXOJa IPH
BKJTIOYCHHBIX BHEITHUX CEPBUCAX UACHTU(PHUKAIIMYA MOXKET OTIMYATHCS B 3aBUCUMOCTH OT HACTPOEK,

YCTaHOBJIEHHBIX OpraHU3alHEH.

@ Identity Blitz

Bxoz B JINUHbIV KabUHeT

Norun

3a66im napons?

o G ¢« @ 6 @ ¢

rocycnyru

(% CBEP ID

@ Blitz Identity Provider

©2023 000 «PEAK COOT»

Pucynok 15 — Buo sxpana éxooa npu 6K1104eHHbIX 6HEUWIHUX CEPEUCAX UOCHMUPUKAyUU
16



Blitz Identity Provider. PykoBoicTBO mosb3oBatens

Blitz Identity Provider moiuepxuBaeT Clieyonye BHEITHNUE CEPBUCHI HICHTH(UKAITH:
- mocraBimuka uaeHTugukanuu Apple ID;
- TIOCTaBINHKA HJICHTU(DUKAIUN COMMATLHONU CETH Facebook!;
- TIOCTaBINHKA HJICHTU(PUKAIINU conanbHol ceTn BKoHTakTe;
— TIOCTaBIIMKA WACHTUUKAINK SIHIEKC,
- TmocrtaBiuka uaeHTuukanmu Google;
- TIOCTaBIIMKA WACHTU(PHUKAIMNA CONUAITBHON ceTH OIHOKIACCHHUKH,
- TmocrtaBiuKa uaeHTuGuKanuy Mail.ru (Mail ID);
- mocrapmuka uaeaTudukanuu ECHUA (gosuslugi.ru);
- mocrapmuka uaeaTudukanuu ECUA B pexume «L{udpoBoit mpoduiasy (gosuslugi.ru);
- mocraBimuka uneHTudukanmu Coep ID;
- mocrapmuka uaeHTuukanuu Tinkoff ID;
- mocraBmuka uaeHTudukanuu Mos ID (CYIUP);
- Blitz Identity Provider, ycTaHOBJICHHOTO B TapTHEPCKOW OpraHU3aIHH.
Jis ocymiecTBIIieHUST BXOJa MOJB30BATEII0 HEOOXOAUMO BHIOpATh MOIXOISIINNA BHEIITHHHA
cepuc uneHtudukanuu. [Tocne gero B Opaysepe 3arpy3urcs CTpaHHIIA BXOJa BEIOPAHHOTO CEepBHCa
WIN COIMANIbHOM ceTh. Jlanee Ha CTpaHUIE BXOAa B COIMAIBHYIO CETh MOJB30BATEII0 HEOOXOIUMO

BBECTH JIOTHH U MapOJjIb, HAKATh KHOMKY BXxoa (cM. Pucynox 16).

I Borpute c AHpekc ID

I
BeepawTe noruH, No4Ty uau Tenedox h

He nomHio noruH

BoiTtun

3aperucTpupoBaTbea

BoiiTi c noMolLbio

© 0O G =ovm -

354
AHpekc ID — KoY OT BCeX CEPBUCOB

Y3HaTb 6onblue

Pucynok 16 — Bxoo uepe3 couuanvnuyro cems (Ha npumepe fnoexc)

! Meta nnpusHaHa 3KCTPEMUCTCKOM opraHu3anuell u 3ampelieHa Ha TeppuTopun Poccuiickoi Menepanuu, 1eATENBHOCTD
MIpUHAUIeKAINX el colranbHbIX ceteit Facebook m Instagram Takoke 3anpemieHa B PO.
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Blitz Identity Provider. PyxoBocTBO mosnb3oBartens

[Ipu mepBoM BXOJe dYepe3 YUETHYIO 3alMCh IOJIb30BATENsl COLMATIBHOW CETH MOXKET

JIOTIOJIHUTEIBHO 3alIPOCUTD JOCTYII K IaHHBIM I0JIb30BaTeNs (CM. Prcynok 17).

2

0

Bxop c nomouwbio AHOekca

Bortu Kak Kirillag

MpunoxeHue «oauth.ru (auth)»
NoAy4UT BOCTYMbI:

[ocTyn K NOruHy, UMeHW U damMunuu, nony
[ocTyn K agpecy 3NeKTPOHHOM NoYThI

JocTyn K faTte poxaeHus

Pucynok 17 — 3anpoc na 0ocmyn K 00nOJIHUMENbHBIM OAHHBIM NOb306AMENA 0/IA 6X00a Uepe3
coyuanvuyro cems (Ha npumepe fAnoekc)

Ecnun ydyeTHas 3anuch moap30BaTels COUUAIBHON CETH HE NIPUBSA3aHA HU K OJJHOM YUYETHOM
3amucu B Blitz Identity Provider, To B mporiecce Bxoa yepe3 BHEIIHUI CEPBUC HIIH COIIMATBHYIO CETh
BO3MOXHO MPUBS3aTh YUETHYIO 3allMCh II0JIb30BATEIIS COLIUATIBHOM CETH K YK€ UMEIOLIEHCS yUeTHON
3anucu. JlJis 3TOro noJjib30BaTeo HE0OX0AUMO BBIIOJIHUTD CIIEIYIOIINE IEHCTBUS:

- TPUBSA3ATh YUYETHYIO 3aMKCh MTOJIH30BATENS COIMATBHOM ceTH K yueTHo 3amucu Blitz Identity

Provider. Uto0Ob! crienath 310, Hy>KHO BBECTHU MApOJIb WIIM JIOTUH U IAPOJIb OT YUETHOU 3aIucu

Blitz Identity Provider Ha cTpanuIie cBsi3bIBaHHS y4YeTHBIX 3anucei. Cieayer ydecTb, 4TO

€CJIM 110 JaHHBIM U3 COLMAIBHOW ceTH (HampuMep, IO aJipecy UIEKTPOHHOW MOYTHI, OblLia

HalizieHa yueTHas 3anuch B Blitz Identity Provider, To 115 cBsi3pIBaHMS HY’)KHO BBECTH TOJIBKO

MapoJib OT ATOM YUYETHOU 3aIIHUCH.

Takxke mnosib30BaTeNb MOXKET OCYIIECTBUTH IPEIBAPUTENLHOE NPUBS3bIBAHUE BHELIHEH
y4eTHOM 3amucu cormanbHoi cetn K Blitz Identity Provider B Jluunom kabuHeTe depes pazaen
«Hacrpoliku 0e30nmacHOCTH», BBIIIOJIHUB 1IArd, OMMCAHHbIE B COOTBETCTBYIOIIEM pa3jiesie JaHHOU

UHCTpYKUUH (1. 3.4).

1.7. Bxox o pa3oBoii cCbLIKe

B 3aBucumocTu ot Hactpoek Blitz Identity Provider, yctaHOBI€HHBIX Opranu3anueil, 1oMUMoO

BXOJia I10 JIOTHUHY M IapOJI0, IOJb30BATCIIIO MOXKET OBITH AOCTYIICH BXO/ I10 pa30130171 CCBIJIKE.
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Blitz Identity Provider. PyxoBocTBO mosnb3oBartens

Bxox mo pa3oBoii cChUIKE UCTIONIB3YETCS sl 00ecreueHrss aBTOMaTHYECKOTO BX0/1a MOCTe
CaMOCTOSITEIbHOW PETHCTPALMK TOJIb30BATEIEM YYETHOM 3aluCH, BOCCTAHOBICHUM 3a0BITOTO
MapoJisi WU TPU UCIIOIB30BAHUU CIEIUAIBLHOTO PEXMMa BXOJa MPHU OTKPHITUH BeO-Opaysepa u3

MOOMILHOTO IMPHUIIOKCHUS, B KOTOPOC MPCABAPUTCIILHO BOLICII ITOJIB30BATECIIb.

1.8. Bxoa mo QR-koxy
B 3aBucumocTu ot Hactpoek Blitz Identity Provider, yctaHoBIIeHHBIX OpraHu3alueil, HoOMUMO
BXOJIa MO JIOTUHY W TapOJIi0, MOJIb30BATEI0 MOXKET ObITh AocTyneH Bxona 1mo QR-koxy. Buenrauit
BUJI €IMHON CTpPaHUIIbl BXOJlAa MOXET OTJIMYAThCSl B 3aBUCHMOCTH OT HACTPOEK, YCTaHOBJIEHHBIX
opranusanueil (cM. Pucyrnox 18).

® identity Blitz

Bxoz 8 JINYHbIN KabuHeT

@ Blitz Identity Provider

© 2023 000 «PEAK COOT»

Pucynok 18 — Bxoo c ucnonvzosanuem QR-xooa
Jlnst  ocymectBieHuss Bxoga mo QR-xomy Tmonb30BaTento HEOOXOAUMO BBHITIOJHUTH
CHEeAyIOUIUE ICUCTBUS:

- Ha CTpaHULE BXOJa M0JIb30BaTeN0 Heo0XoaumMo BbiOpaTh «Boiitu mo QR koxy»;

- Ha cTpaHule Bxoaa otoOpaxkaercs QR-xox u mHcTpykius. QR-koa uMeeTr orpaHuYeHHbIN
CPOK JeHcTBUS (TTOJIb30BATEINIO TIOKA3BIBACTCSI TaliMep co cpokoM nerctBust QR-koma);

- II0JIb30BaTENb 3alyCKaeT MOOWJIbHOE MPUIOKEHHE KOMIIAaHWH, B KOTOpPOE BCTpOEHA
nojaJepxKKa pexuma Bxoga mo QR-kofy, U CUMTHIBAET ¢ MOMOUIBIO 3TOTO npuiioxeHus QR
KOTI;

- MOOWJIPHOE NPUJIOKEHHE IOKAa3bIBAET MOJIb30BATEN0 JETaIbHYI0 MH(POpPMAIUMIO O BXOJE,

nostydeHHyto ot Blitz Identity Provider (umst npunoxenusi, B KOTOpO€ OCYILECTBISETCS BXO/,
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[P-anpec, 6pay3ep 1 UM ONepaliMOHHON CUCTEMBI YCTPOHCTBA, HA KOTOPOM OCYILIECTBIISETCS
BXOJ);

— MOJB30BaTeIb B MOOMILHOM IMPHUIIOKCHUHU ITPUHUMACT PCIICHUEC, PAa3pCIINTh WX 3aIlIPpECTUTDH
BXOJL;

— B 3aBUCHUMOCTHU OT PCIICHHA IOJIB30BATCIIA HA KOMIIBIOTEPC IMPOUCXOIUT yCHGHIHBIfI BXO[

IMOJIB30BATECJIA B ITIPUIIOKCHUEC UJIU 3aIIPOC BXOAa OTKIIOHACTCH.

1.9. Bxoa ¢ mnoMOIILIO KJII0Yeld 0€30MaCHOCTH

B 3aBucumocTtu ot HacTpoek Blitz Identity Provider, yctaHoBI€HHBIX Opranu3anueii, 1oMuMo
BXOJla IO JIOTUHY W IapOJII0, IMOJIb30BATEII0 MOXET ObITh JAOCTYNEH BXOJl C NMOMOIIbIO KIHOYeH
oe3onacHoctu (WebAuthn, Passkey, FIDO2). BHemnuii Buj €IMHONW CTPaHUIIBI BXOJIAa MOXET
OTJIMYATHCS B 3aBUCHUMOCTHU OT HACTPOEK, YCTAHOBJIICHHBIX OpraHu3amuen (cMm. Pucyrox 19).

® 1dentity Blitz

Bxoz B INUHbIN KabuHeT

Noruu

Napons

® Blitz Identity Provider

© 2023 000 «PEAK COOT>

Pucynok 19 — Bxoo c ucnonv3osanuem Kiuiouei 6e3onacnocmu
[TonnepxuBaroTcs ciaeayone TUIIbI KI0Ye:

- Buemnraue kimoun — npeACTaBISIOT co00# anmapatHbie ycTporcTBa B Buae USB-kitoueit wim
openoxoB, noakiouaembie k [1K, mnanmery u Tenedony ¢ nomomsto USB-nopta, Bluetooth
win NFC. Jlns ucnionb3oBaHus Kiirouel He TpedyeTcsl yCTaHOBKa Ha YCTPOHCTBO JIpaiiBepoB,
IJIarMHOB — B3aMMO/ICICTBHE C KJIFOYaMU OCYIIECTBIISIETCS Yepe3 BCTPOESHHbIE BO3MOKHOCTH
Opay3epos.

- BcTpoeHHbIE KIIIOUYM — BCTPOCHHBIE B YCTPOMCTBE M ONEPAUMOHHOW CHCTEME MEXAHH3MBbI

ayTeHTU(UKALUU, HAaIpUMeEp:
20
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- Windows Hello — moxno Bxomuth ¢ mnomonsio I[IMH-koma Windows,
MIPOBEPKH OTIEYaTKa Majblia WK PACIIO3HAHUS JIUIIA;
- Touch ID umu maposs Ha MacBook;
- Touch ID wm Face ID na moOwibHOM Tenedone iOS wim mpoBepkH
oTIIeYaTKa MaJiblla WK pacro3Hanus juma B Android.
BxoA B luHbIA KabuHeT

N10b308aTeNA AOMKEH BbiTh NPUBA3AH KKOY

YKaxvTe NOTVH NoNb30BATENS ANS BXOa. Y 3T0r0
6esonacHocTv

HeT akkayHTa? 3aperucTp

Mcnone3yiiTe MHKOTHITO A1 BXOA3 C 4YXOTO YCTPOFCTEa

@ Blitz Identity Provider

© 2023 000 «PEAK COOT>

Pucynok 20 — Bxo0 c ucnonv3osanuem Kinioueil 6ezonacnocmu (npooorcenue)
Cnemyer ydecTh, 4TO €ClM y TMoJib3oBarens B JIMuHOM kaOWHETe HE NPUBS3aH KIIOY
0€30IacHOCTH, TO OH HE CMOKET UCIOIB30BATh 3TOT CIOco0 Bxoa (cM. Pricyrok 20). B cBsi3u ¢ 3TUM
MpUBs3Ka KIIF0Ya 0€30M1aCHOCTH K yUETHOM 3aIIMCH JI0JIKHA OCYLIECTBIISTHCS I10JIb30BATENIEM 3apaHee

— CAeJIaTh 3TO IIOJb30BATCIIb MOXKET CaMOCTOATCIIBHO YE€PE3 JInuHbIi KaOuHeT.
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2. Bxoa npu BKJIIOYEHHON IBYX(PAKTOPHOU ayTEHTU(PUKAUU

[Ipu BrTFOYEHHOW IBYX(AKTOPHOW ayTEHTHU(UKAIIUU TOJH30BATEIO MOCTE BBHITIOJHEHUS
BXOJla M0 JIOTMHY W Mapojl WM JIIOOBIM JApPYrUM JOCTYHHBIM CIIOCOOOM moOTpedyercs
JIOTIOJIHUTEIBHOE MOJTBEPK/ICHUE, HAIPUMED, C TIOMOIIbIO KOJIa MOATBEPIKAECHNUS, IIOJyUYEHHOTO B
SMS-cooOmiennn, push-yBeqoMieHuu, MO 3JIEKTPOHHON MOYTE WM CrEeHEpPUPOBAHHOIO B
CHelHalbHOM MOOWIJIBHOM IpujioxkeHuu (cM. Pucynok 21).

[IpuBsizka HOMepa MOOUIIBHOTO Tesle(hoHa OCYLIECTBIIIETCS 0JIb30BAaTEIEM CAMOCTOSTEIbHO
yepe3 JInuHbli kKaOuHET, 1100 BHIMOIHAETCS B MHOM CUCTEME YIIPaBJICHUS JaHHBIMU MOJIb30BATEI,
UCIoJIb3yeMoil B opranuzanuu. CienyeT yuecTb, YTO €ciid y noJib3oBatesns B JInuHoMm kaOuHeTe He

3alaH HOMCP MOOHUILHOTO Teﬂe(i)OHa, TO OH HE CMOJKET HCIIOJIL30BATh 3TOT CIIOCO0 MNOATBCPKACHUA

(® 1dentity Blitz

Bxoz B JINUHbIA KabUHeT

BXOJa.

HaXmuTe KHONKy OTnpaBuTh

OTnpasuTb

| YT06bl OTNPaBNTL SMS-KOZ Ha HOMEp +7(964)*****11

[Apyrie cnocobi! noaTBepXAeHNA

Pucynok 21 — Buo cmpanuybl noomeepicoeHus 6xo0a ¢ ucnoib3osanuem kooa uz SMS-
coodueHus
Jljis moATBEp K IEHUS BXOJa C TIOMOIIbIO KOJIa MMOATBEPKIACHHUSI, TI0JIb30BATENI0 HEOOX0IUMO:

1. BeimonmHUTH BXOJ B MpuiiokeHue, 3amuiiennoe Blitz Identity Provider, mo noruny u napostto
WJTH JTFOOBIM JIPYTHM JIOCTYITHBIM CITIOCOOOM;

2. BpiOpaTh npeanoYTUTENbHBINA CIOCOO MOATBEPKICHUS BX0Ja, €CJIM HACTPOEHO HECKOJIbKO
crioco0oB, HaxaTueM KHonku «Jlpyrue crnocoObsl mnoarBepxkaeHus». [lo ymomdanuio
MpeJIaraeTcsi BBECTH KOJA MOATBEpXKIeHUss n3 SMS-coobmenust winm push-yBegomiieHus,
KOTOpPO€ MOXHO MOJIyUYUTh Yepe3 MOOUIIbHOE MPHUIIOKEHHUE.

3. TloaTrBepauTh BXOJ B YYETHYIO 3allMCh B 3aBUCMOCTH OT BBIOpAHHOIO criocoda:

- BBOJOM KOjaa, moiaydeHHOro SMS-cooOmienuemM wunu push-yBemomsieHnem (cMm.

Pucynok 22);
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@ Identity Blitz

Bxoz B JINUHbIN KabuHeT

BeeauTte SMS-K0OA NOATBEPXAEHWS, OTNPaBNEHHbIA Ha
HOMep +7(964)*****11

/10 OKOHYaHWs CPOKa AECTBIA Pa30BOT0 NapOAs 0CTaNnoCh
258 cekyHA.

Koa NoATBepXAeHNs

MoaTBepAVTL

Apyrvie cnocobbi NOATEEPXAEHNS

Pucynok 22 — Ilpumep noomeepiicoenus 6xooa ¢ nomouyvio kooa uz SMS-cooouenusn
—~ BBOJIOM KOJa W3 MOOHMJIBHOTO TPHIIOKEHUS, TCHEPUPYIOUIETO KOIBI MTOATBEPKICHUS
(cm. Pucynox 23).

@ Identity Blitz

BxoA 8 JINYHBIA KabUHeT

10Nb3yiiTe MHKQFHUTQ AMA BXOAA € UYXOFO YCTPOMCTES

Pucynok 23 — Buo cmpanuy c ¢popmoii 6600a kooa noomeepicoenusn uz SMS-coooumenusn unu
MOOUNbHO20 NPUNOHCEHUS

Ecnu y nonb3oBaTesiss He HACTPOEH HU OJIHOTO CIoco0a MOIy4YeHHs! KOAOB MOATBEPKACHUS,
TO Oy/eT 0TOOpaKEeH IKpaH C ONMTHOKOM.

Cpok aelicTBHs Koja, OTHpaBiieHHOro SMS-coo0rienrem, 1mo ymoadanuto orpannder 300
cekynnamu. Cpok ACMCTBUSA KOJA, CTEHEPUPOBAHHOTO MOOMIBHBIM MPHIIOKEHUEM, orpanuydeH 30
CEKyHJIaMHU.

[Ipu nmocnenyoomux BXoJax ¢ AAHHOTIO YCTPOMCTBA M Opay3epa MOKHO INPOIYCTHTb 3Tal
BBOJa KOJa TOATBEpKACHMA. [lJI1 3TOro Ha JTarme BBOJA JIOTHHA WM IMMapoiisi HEOOXOAWMO CHSTh
rajouky c¢ noyst «Hy»xoi koMmnbroTep». B 3TOM cityyae, eciu BXOJl B MOPTAJl MPOKJIET YCHEUTHO, TO
Oy/IeT 3aIIOMHEHO yCTPOHCTBO U Opay3ep MOoIb30BaTelsl: MPH MOCIEIYIONINX BX0IaX HE ITOTpedyeTcs
JIOTHH, a TaKKe TOATBEPKIATh BXOJI ITPH IOMOIIY KOJIa 13 MOOMIIBHOTO NpuiiokeHus. Eciu ramouka
«Hy>Xol KOMIIBIOTEP» ObLJIa CHATA OMIMOOYHO U YCTPOMCTBO OKA3aJIOCh 3aIIOMHEHHBIM, TO YIATUTh
YCTPOICTBO U3 CIHMCKA «3allOMHEHHBIE YCTPOICTBA JOCTYNa» MOKHO, BHIIIOJIHUB LI1ary, ONMCAaHHbIE

B COOTBETCTBYIOIIIEM pa3jiesie JaHHOW HHCTpyKuuH (1. 3.3).
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3. Ucnnoap30BaHue moJib30oBareeM JINUHoro kaomuera

3.1. YnpaBJ/jieHHe HACTPOUKAMH YUETHOM 3aIMMCH MOJIb30BATEJIS

VYnpasiienue naHHbIMH yueTHoM 3amucu B cucteme Blitz Identity Provider ocymectBusiercs
10JIb30BaTeJIeM uepe3 npuiokenue — JInunelil kabuner (cM. Pucynok 24). [lng nocryna k Jluunomy
KaOMHETY I10JIb30BaTeb MOXKET BOCIIOJIb30BAThCSI CCHUIKOM, HApUMeEp:

https://<hostname>/blitz/profile/

Buemanit Bux JlmuHOoro kaOmHeTa MOXKET OTIMYATHCS B 3aBUCHUMOCTH OT HACTPOEK,

YCTaHOBJICHHBIX opraHmauI/Ieﬁ.

1D Y -
i 9?9 Blitz Profile ivanov@anymail.ru ¢ =

& a O}
NnYHbIN KabuHeT

[AaHHble y4eTHOM 3anucn

MocnegHue cobbiTua

o BbINONHEH BXOA

o Balua yueTHas 3anvcb 3aperucTpupoBaHa ycnewHo

Pucynok 24 — Buo znaenozo sxkpana Jluunozo kabunema nonvzoeameis
Jlnunblii kaOuHET Mosb30BaTeNss — BEO-MPUIIOKEHUE, B KOTOPOM IIOJIB30BATENb MOMKET
BBINIOJIHUTH CJIEAYIONINE AEUCTBUS C YUETHON 3aMUCHIO:
-~ IIOCMOTpPETh UM U3MEHUTDH JIaHHbIE CBOEH YUETHOH 3alucy;
- TMOCMOTpPETh MOCeaHUE COOBITHSI O€30MTaCHOCTH (HampuMep, COOBITHS BX0/1A);
- CMEHUTbH apoJib;
- TIIOCMOTPETb M  HACTPOUTh  CIOCOOBI  TMOATBEPXKACHUA BXoAa  (IAByX(aKTOpHOM
ayTeHTU(UKALIUN);
- IIOCMOTPETh U HACTPOUTH KIIFOUU OE30MacCHOCTH;
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IIOCMOTPETh IIPUBSA3AaHHBIE YYETHBIC 3aIllMCH COLMAJIBHBIX CETEH, IpPUBI3aTh HOBBIC
«BHEULIHUE» YUYETHBIE 3aIIMCH, OTBS3aTh JIMIIHUE YYETHBIE 3aIIHCH;

- IIOCMOTPETh NPUBSA3aHHBIE YCTPOMCTBA JIOCTYIIA, OTBA3ATH JIMIIHUE YCTPOUCTBA;

— TIIOCMOTPETh ¥ OTO3BaTh BBIIAHHBIC IPUIIOKEHUAMHU pa3pelIeHUs Ha JOCTYN K JaHHBIM;

-~ IIOCMOTpPETh COOBITUS OE30IIaCHOCTH.
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3.2. CMeHa napoJis

JUis  cMeHbl maposis AaBTOPU30BAHHOMY IIOJIb30BATENI0 HEOOXOAMMO  OCYIIECTBUTH
CIEeAyIOUIUe IEUCTBUS:

- Ha crpanune JluuHoro kaOunera nepeiltu B pasnen «be3onacHOCTb» U BBIOPATh BKIIAAKY
«ITapons» (cm. Prucynox 25);

- Ha crpanune «CmeHa napois» HeoOXOJMMO BBECTH TEKYIIMH M HOBBIM Mapojb U HAXaTh
KHONIKY «COXpaHUTbY;

- Ecnmu Ttexkymuii maponb yTepsiH, HEOOXOAMMO BOCIIOJIb30BaThCA (QYHKIUEH «3a0bLan
napoiib?» (moapoOHee mpoleypa BOCCTAHOBJICHHS MApoJisi OMUCAaHA B COOTBETCTBYIOIIEM

pasnene JaHHOW MHCTPYKIHH (1. 5.2)).

o o
[~] o o

CmeHa napons

<

Pucynok 25 — Cmena napona aemopu3zo6anno2o noiv3oeamens

3.3. YaaneHnue 3alI0OMHEHHOT0 yCTPO#CTBA
Ecoum mpu BXome ¢ HEKOTOpPOTO yCTpoiicTBa/Opay3epa Obuia OmHMOOYHO CHSITA Trajodyka
«HyK0l KOMIIBIOTEP» U YCTPOMCTBO OKA3aJIOCh 3aAIIOMHEHHBIM, TO I YAAICHHS 3TOr0 YCTPOMCTBA
H606XOI[I/IMO BBIIIOJIHUTE CICAYIOMIME HIaru:
- Ha crpanunie JImuHoro xkabuHera mepetu B pasaen «be30macHOCTb» M BBIOPATh BKIANIKY

«YcrpoiictBa» (cM. PucyHok 26);
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JNInyHbIA KabuHeT

3anomHeHHble yCTpOICTBa AOcTyNa

BOK YUETHYIO 3aMNCh. ECIM B CMCKE UMEIOTCA HESHAKOMbIe

NocneaHnii

Ycrpoiicreo Bpayzep Nocneanwii exoa 1P apec

L0

O Windows 10

L0

O Windows 1€ Chrome 110

0|

O Windows 10

Pucynox 26 — IIpocmomp u ynpasnenue cnuckom 3anoOMHEHHbIX YCMPOIICIE
- Ha CTpaHule «3allOMHEHHBIE YCTPOMCTBAa JOCTyNa» HAWTH YCTPOWCTBO, KOTOpPOE
H606X0)II/IMO YAAJIUTh, U HaXaTb 3HA4YOK ((y)IaJ'II/ITI)» (n) HAIIpOTHUB HA3BaHHWA JAaHHOI'O

YCTpOMCTBA.

3.4. IIpocMoTp U ynpaBJ/ieHHe NPUBA3AHHBIMY YUYETHBIMH 3aNIUCAMH
COLMAJILHBIX ceTel

Jns mpocMoTpa CIHHCKa AaKKAYHTOB COIIMAJbHBIX CETEW, CBSA3AHHBIX C YYETHOW 3aluChIo,

ABTOPU30BAaHHOMY I10JI30BATCIIIO HGO6XO)II/IMO OCYIICCTBUTL CICAYIOIINE }ICI\/'ICTBI/IHI

- Ha crpanune JImuHoro kabuHera nepeitu B paszaen «be3omacHOCTh» M BHIOPATh BKIAAKY

«CouunanbHbie cetu» (cMm. PucyHnok 27);
& a (0]

JIN4HbIA KabuHeT

TpuBsi3aHHbIe yueTHbIe 3ancy

o 3anu Apple ID firnpexc Ctep ID Google VK Facebook ESIA OpoknaccHK Mail ID

Pucynox 27 — IIpocmomp u ynpasienue cnuckom aKKayHmoe COyUanbHbIX cemeil, C6A3AHHbBIX C
YuemHoil 3anucovio

— B ClIy4dac HCO6XOI[I/IMOCTI/I YAAJICHHA CBA3KH C AKKAayHTOM COIMATLHOM CETH CJICOYCT HAXKaTb

3HAUOK «YIaJIuTh» (II) HaIpOTUB Ha3BaHUS COOTBETCTBYMOLIEH 3anucu. llpunoxenue

MpomnaacT u3 CIiucCKa.
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3.5. Hacrpoiika cnoco0oB noaTBep:kaAeHus BX0Aa (ABYX(paKTOPHOM
ayTeHTH(QUKAIMHN)

Jlist BKITFOYEHHST BTOpOro (akTopa ayTeHTH(UKAUH aBTOPU30BAHHOMY I1OJIH30BATEIIO
HCO6XO)II/IMO BBIIIOJIHUTH CJICAYIOIINE )IGI\/'ICTBI/ISII
- Ha crpanune JImuHoro kabuHera nepeitu B paszaen «be3omacHOCTh» M BHIOPATh BKIAAKY
«IlonTBepxaenue Bxoma» (cm. Pucynox 28), rae mpeactaBieHa BO3MOXKHOCTh HACTPOMKHU
MCTOAOB IMMOATBCPKACHUSA BXO/JA.
& a (0]

JNInuHbIA KabuHeT

HacTpoiika noATBepXAeHUs BX0Aa

X0/ BLIK/NOYEHO

HacTpoeHHbie cnocobbl NOATBEPXKACHNS BX0Aa

E MoATBEpXAEHYe C NOMOLbI0 KoAa

AOCTynHbie ANS HACTPOTAKY CIOCOBbI NOATBEPXACHNA BXOA]

Pucynok 28 — Pazoen nacmpoiiku memoooe 08yxX@haxmopHou aymenmuurkayuu
JlocTyTHEI clienyroire crocoObl MOATBEPKIACHUS BX01a:

1. C moMompi0 pa3oBBIX Maposei, MmoaydeHHbIX SMS-coobmennem wim yepe3 push-
YBEJOMJICHHE.

2. C noMouipl0 KOAOB MOJATBEP)KJIEHUS U3 CHELHUAIBbHOTO YCTPOMCTBA, TE€HEPUPYIOIIETO
pa3oBbIe MAPOJIH.

3. C mnoMompi0 KOJOB TMOATBEPKICHUS, TEHEPHUPYEMBIX B CHEIUATHBHOM MOOUIBEHOM
MIPUIIOKCHHH.

4. C mnomouipl0 mNoOATBEpkAeHUs push-zampoca o BXojae, NPUXOIALIETO B MOOUIIBHOE
npuioxxenue Duo Mobile.
[lepBbIii BapuaHT mpenoiaraeT HaJIu4due MPHUBS3aHHOTO HOMEPA MOOMIILHOTO TenedoHa B

YYETHOM 3amlucCH TOJbh30BaTeNsl. BTOpod cmoco® MOXKET HCIOIb30BaThCsl TPU  HAIWYUHU

CHEIHAIbHOTO YCTPONCTBA, TN€HEPUPYIOIIEro pa3oBble naponu. Tpetuil crmocoO mpeanoaraet
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HaJIMYM€ YCTAHOBJIEHHOTO CIELMaIbHOTO MOOWUJIBHOrO TpHiIOKeHHs. YeTBepTbli crmocod —
YCTaHOBJIEHHOT'O U HACTpOoeHHOro npuioxenus Duo Mobile.

Jns  HacTpOMKM TOATBEPXKACHUS BXOJa C MOMOIIBI CIHEIHAIBHOIO TeHepaTopa
I10JIb30BATEI0 HEOOXOJMMO BBIIOJHUTH CIEAYIOLIUE IEUCTBUS:

- Ha Bkimanuke «llonrBepkaeHue BXxoma» B pazzaene «JlocTymHble misi HACTPOWKH CITOCOOBI
MOATBEPK/IEHUS BXOAa» HaxaTb Ha KHONKY «KoJpl HOATBEp)KIEHUS W3 CHEIHAIBLHOTO
reHepaTopay, B Pe3yJIbTaTe Yero OTKPOETCs MPUBS3Ka YCTPONCTBA JJIsl TE€HEpalMi KOJIOB B
KayecTBe crocoba AByX(pakTopHO# ayTeHTUuKauuu (cM. Prucyrox 29);

& a 0}

JNInyHbIA KabuHeT

HacTpoiiTe METOA ycuneHHo ayTeHTUdUKaLMM

Pucynok 29 — Ilpusazka cneyuanvhozo ycmpoicmea 011 2eHepupo8anus pa3zosvix K000e

- BBECTH CEpUHHBII HOMEP YCTPOMCTBA, TIEHEPUPYIOUIErO0  pa3oBbIE IAPOJIH, B
COOTBETCTBYIOIIIEE I10JI€ HA CTPAHMUIIE;

- CreHepupOBATh MOAPAJ 3HAUEHUS 7S 3 KOJOB OATBEPKACHUS U BECTH UX MOCIEI0BATEIILHO
B COOTBETCTBYIOIINE I10JIsl, IPUBEICHHBIE HA CTPAHULIE.
JUis HacTpOMKM MOOMJIBHOTO TPWIOKEHHUS JUIsl TOJXY4YeHHs KOJIOB IOJITBEPKICHMUS,

10JIb30BATEI0 HEOOXOJMMO BBIIOIHUTH CIEAYIOLIUE NEUCTBUS:

- Ha Bkimanke «llonrBepxxaeHue BXxoma» B pazaene «JlocTymHble misi HACTPOWKH CITOCOOBI
MOATBEPK/ICHUS BXO/1a» HaXKaTh Ha KHONKY «MOOUIIbHOE PUIIOKEHUE», B PE3YJIbTATE YETO
OTKpPOETCSI OKHO YCTAaHOBKHM M HACTPOMKM MOOMJIBHOTO MPUJIOKEHHUS B KauyecTBE crocoda

nByxpaktopHoit ayrenTuukanuu (cMm. Pucynok 30);
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B
[}
(C)

Nn4HbIN KabyuHeT

VVNV HGXC R7ZP D6MN C4H2 YHSI O20N JDN2

Pa30BbIit naponk

Pucynok 30 — Ceblnku 011 cKQUUeaHUuA RPULOHCEHUTL 01 2eHEPAUUU KOO08 ROOMEEPIHCOCHUA

- CKayaTb Ha cMapT(OH MOOMIIbHOE MPUJIOKEHHE JUIsl reHepauuu mnaposied. Ha crtpanune

HaCTpOI\/IIKI/I 9TOro Meroaa NpcACTaBJICHbI CCBLJIKHU, 11O KOTOPBIM MOXHO 3arpy3uTb JaHHOC

MIPUIOXKEHUS ISl pa3au4HbIX MOOMIbHBIX OC:

— ms 108S;
— mist Android;

— st Windows Mobile.

- cBs3aTh MOOWIBHOE TpwiIokeHue, Hampumep, Google Authenticator m ydeTHyrO 3amuch

nonb3oBarens. [l ATOro HEoOXOAMMO OTKPHITH MoOuIbHOEe mnpuioxkenune Google

Authenticator u cdotorpadpupoBats QR-k0oa, WM Bpy4dHYIO BBECTH B IPUIIOKEHUE

CEKPETHBIN KOJ1, 0TOOpakeHHbIN Ha 3kpaHe (cM. Pucynok 31).
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16:06 Al OB

Google Authenticator

044 932

CSCENTR (test@test.loc

Pucynok 31 — Buo kooa noomeepicoenus 6 MOOUIbHOM RPUTOHCEHUU

- BBECTHU DPa30BbIA KOJ NMOJITBEP)KICHUS, Cr€HEPHUPOBAHHBIA MOOWJIBHBIM MPHJIOKEHUEM, B
COOTBETCTBYIOIlIEE IOJ€e B Opay3epe A IMOATBEPXKACHUSA CBS3KM YYETHOM 3alHucU U
MOOUJIBHOTO MPUIIOKEHHUSL.

- ybemutbes, uro B JIuuHOM kaOuHere B paszziene HactpoeHHble crocoObl MOJITBEPKICHUS
BXOJla MOSIBUTCS COOTBETCTBYIOUIMM CMOCO0, W MOATBEPKACHHUE BXOAA BKIIOYEHO —
nepekitouatens «lloaTBepxaeHne BXoa» BKItoueH (cM. Pucynok 32).

& a (0]
JINyHbI KabuHeT

MoATBEpXAeHVE BXOAa

HacTpoiika noATBepXAeHUs BX0Aa

Pucynok 32 — Hacmpoen cnocod noomeepicoenusn 6xooa (emopoii hakmop aymenmuuxkayuu)
UtoObl HKCHONB30BATH BTOPOMl (akTOp NOATBEPXKICHUS BXOoJa — JOCTaBKAa KOJOB
MIOATBEPKICHUS, JOCTATOYHO MIPUBSI3aTh HOMEP MOOMIIBHOTO TenedoHa K yYEeTHON 3aIluCH.
Jlanee HEOOX0IMMO OCYIECTBUTH Mepexo B pa3zaen «besomacHocTb» U yOeauThCs, YTO Ha
BKiagke «lloaTBepkaeHne BXoJa» JaHHBIM CcOcO0 MOATBEPKIACHHS BXOJa HACTPOEH YCIEUIHO U

nepexitouatens «lloaTBepxkaeHne BXo1a» BKIOUeH (cM. Pucynok 33).
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B
[
(€]

JINYHbIA KabuHeT

HacTpoiika noATBepxAeHus BX0Aa

| seue
B

HacTpoeHHble cnocoBbl NOATBEpXACHMS BXOAA

E NoATBEpXAEHUE C NOMOLLbIO KOAA

Pucynok 33 — Hacmpoen cnocod noomeepicoenusn 6xooa ¢ nomouypio SMS-k0006
Jisa oTkiroueHus JByX(akTopHOW ayTeHTH(dUKanuu HeoOxonumo mnepeiith B JInuHbIi
kabuner B pazaen «lloaTrBepxkiaeHue BXoAa» U BBIKIIOYMTH nepekiatodarens «lloarBepxaeHue

BXOJa».

3.6. IIpocMoTp coOBITHITI 0€30MACHOCTH

[Tonp30Bartento 10CTyNEH NPOCMOTP OCHOBHBIX COOBITHH, CBSI3aHHBIX C IEHCTBUSAMU YUETHON
3anucu. Hanmpumep, nadopmarius o BXo1e 1/uiau Bbixo e B JINUHbIH KaOWHET U3-110]] y9€THON 3aITUCH
nosb3oBaressi. YToObl TPOCMOTPETh OCHOBHBIE COOBITHS 0€30MacHOCTH, CBSI3aHHBIE C JIEHCTBHIMHU
MOJIH30BATENsI, HEOOXOAMMO BBITIOIHHUTH CIICIYIONIUE ICHCTBUS:

- Ha ctpanune JlmyHoro kabuHera B pasnene «OCHOBHBIC NaHHBIE» M TIEPEUTH K OJIOKY
«Ilocnegaue coOwbiTHs». B HeM copepxutTca ciemyromias uHOpMaIus O MOCIEAHUX
NEHCTBUSIX MOIB30BATENS YUETHOM 3amucH (cM. Pucynok 34):

— THI COOBITHS;

- CHCTeMa, B KOHTEKCTE KOTOPOW COBEPILECHO JICUCTBUE;
- [IP-agpec yctpolicTBa;

- YCTPOWCTBO, C KOTOPOTO COBEPUICHO JEHCTBUE;

- JlaTa U BpeMs COOBITHUS.
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@ Blitz Profile ivanov@anymailru © =

& a O]

OCHOBHbIE AaHHBIE Be3onacHocT CobbiTna

NnyHbI KabuHeT

[AaHHble y4yeTHOI 3anucn

MocnegHue cobbiTus

o BbINnonHeH BXxoA

o Bawa y4yeTHas 3anu1ck 3aperucTpUpoBaHa ycnewHo

Pucynok 34 — Ilepeuensv nocneonux coovtmuii 6e3onacnocmu
[Ipy HEOOXOAMMOCTH MOCMOTPETh PACIIMPEHHBINA IepeueHb COOBITHI uiu Oosiee paHHUE
COOBITHS MOXKHO Ha)kaThb Ha KHOMNKY «Ilocmorpers Bce» mim nepeiitu B pasaen «CoObITus» (CM.

Pucynok 35).

M
i:i L3
(€]

JIMuHbIA KADWHET | CoBemm
NpocMmoTp coBLITHI

306CH OTOBPAXAITER OCHOBHLIE COBLITUA BXOAA / BIXOAA BALLEH YISTHOR 3anHC. T HAMYUI AGFICTBHIA, KOTOPLIX Ebi He COBEPILANK, CBMKUTECS
© aAMUHICTPATOpOM

01.05.2019 00:00 30.05.2019 23:55 sa cymm 33 wegenio 33 mecay

Pucynok 35 — IIpocmomp codvimuil ¢ 603moxncHocmuio punompauuu
B atom pasnene HeoOXonMMO yka3aTh BpeMs, 3a KOTOPOE CJeayeT 0TOOpa3uTh COOBITHUS U
Ha)kaTh Ha KHOMIKY «[IpuMeHUTH» (1100 BHIOPATH OJIMH U3 MPETyCMOTPEHHBIX BAPUAHTOB — 32 CYTKH,
3a HENEeNI0 WM 3a Mecsn). B pesynbrare OyayT moka3aHbl COOBITHS 3a BBIOPAHHBIN MEPHOJ (CM.

Pucynok 36).
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MpocMoTp cobLiTHA

I MpogepsTe coGemiA BeaonacHOCTH BaWER YHETHOR 3anKcH. ECN Bel BUAWTE 33MHCH O NEACTBUAX, KOTOPLIE He 1o

21.12.2019 00:00 22122019 23:59 23 cymon 2a Hagemo 22 mocAy

Bpemn Colibmue Mpunoxetue IP-anpec YerpoiicTo
22122019 21:00.07 BrinonHen Bxog MivsiHeit KaGuHeT 89.255.82.118 Windows PC
22122019 21:00:01 OLIMGKA 3YTEHTWEHKBLINH 1O N3pOnio TufHiR KADHHET 89.255.92.118 Windows PC
22.12.2019 20:59:54 OWUBKa ayTEHTUPHKALMA 1D N3pOTI0 TIHBIH KaOsHET 89.255.52.118 Windows PG
22122019 20:59:27 Bhinonten sixor Tt kaGuHeT B9.255.92.118 Windows PC
22122019 20:55:14 Benonten Bxo1 Tl KaBeT 89.255.82.118 Windows PC
22.12.2019 20:65:08 OWMBKa ayTeHTUEDHKALMN ND Napanko Tl kaBuneT 89.255.92.118 Windows PG

Pucynok 36 — Coovimus 6e3onacnocmu 3a 6b10PAHHbBLI NEPUOO
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4. PerucTpanusi HOBOIo moJib30BarTeJisi

Peructpanus nons3oBarens B Blitz Identity Provider siBisiercss o0si3aTenbHBIM yCIIOBUEM
paboThl MONb30BaTeNsl B MOAKIIOUYEHHBIX BeO-caliTax M npuioxeHusx. [lns perucrparum
I10JIb30BaTeNsl HEOOXO0AUMO BBIMOJIHUTD CIEAYIOLINE IEHCTBUSL.

— 3amycTuTh BeO-Opaysep;
— B aJpecHOM CcTpoke BeO-Opayzepa BBECTH CCBUIKY IOpTajla, MOJKIOYEHHOIO K

Blitz Identity Provider, u uHULIUEPOBATH BXOJI;

— Ha OTKpBIBIIEHCS CTPaHHULIE BXOJa EPEUTH IO CChUIKE «3aperucTpupoBarbes» (cM. PucyHox

37).

® dentity Blitz

Bxoz 8 JINUHBIA KaBUHET

Napons

O G ¢« @8 60 @ 2
rocycnyru

(% CBEP ID

©A 10 QR-K0A

@ Blitz Identity Provider

© 2023 000 <PEAK COOT»

Pucynok 37 — Ilpumep ccoinku «3apezucmpuposamucs
BHemHut BUJ1 CTpaHUIIbl perucTpalyy Nojab30BaTesield MOXKET OTJINYAThCS B 3aBUCUMOCTH OT
Hactpoek Blitz Identity Provider, ycranoBineHnHbix opranuzauueid. Ha cTpanuie perucrpauuu
10JIb30BATEI0 HEOOXOIMMO BBECTH CBOU JIaHHBIE B COOTBETCTBYIOIIME IOJS, Hampumep (cMm.
Pucynok 38):
—  (amunus;
—  uMf;
— HOMep MOOWJILHOTO TeleoHa. HA yKa3aHHBIN HOMep OyjaeT oTmpasieHo SMS ¢ komom st
MOJITBEPKIEHUSI MOOUIIBHOTO TenedoHa.
— azapec JJIeKTpoHHOW mouThl. Ha yka3aHHbIN azpec OyJeT OTHNPaBI€HO MHUCHBMO C KOJIOM
MTOATBEPIKICHUS TTOYTHI,

— TapoJib U MOATBEPKIAECHUE MTAPOJIS;
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@ Identity Blitz

Perucrtpauma

®amunus

Oruecteo

HoMep MOGUALHOrO TenepoHa

ABpeC 3neKTpORHOV nouTs!

Npuaymaiire napons

MoBTOpHUTE Naposis, UTOG! He OWMBHTLCH

Baw napons ele pa3 ®

3aperucTprpoBaTca

@ Blitz Identity Provider

Pucynox 38 — Ilpumep cmpanuypl pecucmpayuu noiv3oeamens

[anee nonp30BaTeN0 MOXKET MOTPEOOBATHCA BBECTH KOJAA MOIATBEPXKIACHMS, KOTOPBIHA OBLI
oTmparicH B SMS-coOOIICHNH Ha yKa3aHHBIM MPH PETHUCTPAllMd HOMEP MOOMIBHOTO TelieoHa.
[Tocne mosydyeHus Koja MOATBEP)KICHHUS Ha MOOWIbHBIN TeneoH HEOOXOAMMO BCTaBUTH €rO B
COOTBETCTBYIOIIIEE ITOJIE.

[anee Takxe MOXeT MOTpedOBATHCS JOTOIHUTENBHOE OATBEPKICHHUE aJjpeca JIEKTPOHHOMN
MOYTHI, YKa3aHHOTO IIPU PETUCTPAIMH, HAa KOTOPBII OyIeT OTIPABIICH KO MOITBEPKACHUS U CCBIIKA.
HeoOxoaumo npounTaTh NMCbMO, CKOIIMPOBATH MOJIYYEHHBIN KO/ U BCTaBUTH €0 B I10JI€ BBOJA WU
MEPEUTH IO CChUIKE U3 MHUChMA.

[Tocne ycnemHOM perucTpanuu NPOU30MIAET aBTOMATHYECKHWM BXOJ B CHCTEMY, KyJaa

IMOJIB30BATECJIb U3HAYAJIbHO MHUIIMUPOBAJI BXO/.
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5. BoccTaHoBJIeHHE TAPOJISl YY€THOM 3alIMCH NOJIb30BaTE A

5.1. BoccTtaHoBJIeHHE TAPOJIA 110 JIOTHHY
BoccTtaHoBUTE mapoJjb y‘ICTHOﬁ 3alinucu I10JIB30BaTCIIsA MOXHO YHUKAJIbHOMY
uneHtuukatopy. B kadecTBe wuaeHTHUKAaTOpa B 3aBUCHUMOCTH OT KOH(UIYpalH CHCTEMBI
aYTeHTI/I(l)I/IKaIII/II/I, YCTaHOBHeHHOﬁ B OpraHus3alvn, MOI'yT BBICTYIIAaTb aJapeC 3J'ICKTpOHHOI\/JI IIOYTHI,
HOMEp MOOMITBHOTO TenedoHa, TabeIbHBIN HOMEp U JP.
Jl1s1 BOCCTAaHOBJICHHS TIOTH30BATEII0 HEOOXOAUMO BBITIOIHHTH CIICAYIONINE JCHCTBUS:
— Ha CTPaHMUIIC BXOJA MEPEUTH 10 CChUIKE «3a0putn mapoiib?» (cMm. Pucynok 39). B pesynbraTe
OTKPOETCS CTPAHUIIA BOCCTAHOBJICHUS TTAPOJISL.

®)1dentity Blitz

Bxo/ B INUHbIA KabUHET

Napons

Her akxayHTa? 3aperuc

NON3yViTe MHKOTHINTO ANR BXOAA C 4YXOTO YCTPOCTSa

® st contry Provicr
Pucynox 39 — Ilpumep ccoliku 60cCmanoenenus napos

— Ha cTpaHuue «BoccTtaHOBIIEHUS OCTYNa» BBECTU YHUKAIbHBIA HACHTU(DUKATOD:

— IIpHW BBOJE aJpeca dJIEKTPOHHOM ITOYTHI, YKa3aHHOTO IIPH PErUCTPALMH, TMCbMOM IIPUAET
MHCTPYKLHS 110 BOCCTAHOBJIEHUIO M1ApOJIs;

— IIpH BBOJIE HOMEpPAa MOOMJIBHOTO Tele(OoHa, yKa3aHHOTO IIPU PETUCTPALIUY, HAa YKa3aHHbIN
HOMEp MOCTYIUT COOOIIEHHE C OTHOPA30BbIM I1APOJIEM;

— BBECTHU B Ka4eCTBE JIOTMHA YHUKAIbHBIA UAEHTU(UKATOP, YKa3aHHBIN IPU PETUCTPALINY,
OTKpOETCsI CTpaHULa JUIsl BbIOOpa crioco0a MmoxyyeHus KoAa AJisl BOCCTAaHOBIICHUS MapoJist
(Ipy HAJIMYUY aJIbTEPHATUBHBIX KAHAJIOB JIOCTABKU KOJ/Ia BOCCTAHOBJICHUS);

— ONIMOHAJBHO CHUCTEMA MOXKET IPEAJIOKUTh BBECTHU IMPOBEPOUHBIN aTpuOyT (Hampumep,
(baMuIMI0) — €ClIU 110 YKa3aHHOMY UJEHTH(PUKATOPY OyJeT HaliieHa y4eTHasl 3alKCh, TO JUIs
BOCCTAHOBJICHUSI 3HAYEHHE MPOBEPOYHOr0 aTpudyTa JOJKHO COOTBETCTBOBATH TOMY, YTO
XPAHUTCS B YYETHOM 3aINCH;

— Haxartb KHONKY «BocctanoButs goctynm» (cMm. Pucynox 40).
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® 1dentity Blitz

BoccTaHoBeHMe AoCTyna

BBeawTe NOrVH BaLueii yueTHOM 3anucu

@ Blitz Identity Provider

© 2023 000 <PEAK COOT

Pucynok 40 — Buo cmpanuuysl 6occmanosienus napois

Ecnu nannble BBEIEHBI BEPHO U B CHCTEME HANJEH 3aperuCTpUpPOBAaHHBIN MOJIb30BATENb, B
YYETHOI 3amucH KOTOpPOro YyKa3aHbl COOTBETCTBYIOIIME JaHHbIE (MOOWIBHBIA TenedoH W/WiH
AJIEKTPOHHASI TOYTa W/WIM YHUKAJbHBIH HISHTHUQHUKATOP), TO Jajiee HEoOXOJUMO CJIel0BaTh
MHCTPYKLHUSAM JUIs [I€PEX0/1a Ha CTPAaHUIy BBOJAa HOBOT'O IapOJIs.

[Ipu 3amanum HOBOro maposisi OyAeT OToOpakaTbCs CTENEeHb €ro HaaeKHOCTH. YTOObI
MOBBICUTh HAJEKHOCTh HapoJis, HEOOXOJUMO YBEIWYUTh €ro JUIMHY WJIM HCIOJIb30BaTh
crienuagbHble CUMBOJIBI. Ha 3TO# CTpaHWIle MOibh30BaTEI0 HEOOXOAMMO IBAXKIbI BBECTH HOBBIM
napoib 1 HaxaTh «BocctanoButh noctym». Ilocie ycnemHoro n3MeHeHus maposisi OCyIIeCTBUTCS
aBTOMAaTUYECKUH BXOJ] B CUCTEMY, Ky/la M0JIb30BaTellb H3HAYAIbHO HHUIIMHUPOBA BXO/I.

B cnydae mosiBnenus cooOmieHnid 0 TOM, 4TO TOJI30BATENh HE ObLT HAW/IEH, HJIU OTCYTCTBHH
KaKUX-TMOO JIMYHBIX JIaHHBIX, HEOOXOJUMO OCYILIECTBUTh BOCCTAHOBJIEHHME JOCTyHa C

HCIIOJIB30BAHHUEM APYTI'Oro KOHTAKTaA.

5.2. BoccTtaHoB/IeHHE MapoOJsi NMPH BKJIWYECHHOM ABYX(paKTOPHOU
ayTeHTU(PUKaAn
[Ipu BOCCTaHOBJIEHMM MapoJii OT YYETHOW 3aluCH, Ui KOTOPOM BKIIIOUEH PEKUM
NBYX(}aKTOpHOM ayTeHTU(UKaLKU, TpeOyeTcs TONOIHUTENbHOE oATBepkAeHue. Hanpumep, nocie
BBOJIa KOJa MOATBepkAeHus u3 SMS cucrema norpedyeT BbIOOp OAHOIO U3 MPELyCMOTPEHHBIX
JIOTIOJIHUTEIBHBIX CIIOCOOOB MOATBEPKICHHUS:
—  KOJ IOJITBEP>KJIEHUS, OTIPABIISIEMBbII Ha a/IpeC AJIEKTPOHHOM MMOYTHI (MPU HAJTUYUU B YUETHOU
3aMKCcH ajpeca IEKTPOHHOMN MOYTHI);
— KOJ| TIOATBEP)KIEHUS, TEHEPUPYEMbIX B CIELHATbHOM MOOMJIBHOM HPUIIOKEHUU (eCciau
HACTpPOEH).
Crnenyet y4ecTb, YTO B CiIydae OTCYTCTBHUS JOMOJHUTENBHOIO CII0CO0A MOATBEPKACHUS
cOpoC mapost U JOCTYI K YIETHOM 3amucu OyJIeT HEBO3MOXKEH.
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6. OOk U crIOCOObI UX YCTPAHEHUS

HEBO3MOKHOCTb BOWTH JPYTUMU

crrocobamu.

Ne Curyauusi BO3HUKHOBEHHA Cnoco0 yctpaHeHusi OIIMOKHU
OLIUOKHU
1. | OmwuOka BBOJIA IPU yKa3aHUU 3aHOBO BBECTH JIOTMH U IIApOJib, IPOBEPUB Ha
JIOTMHA W/WIIK Tapoisl. OTCYTCTBHE JIMIIHUX CUMBOJIOB U ITPOOEIIOB.
2. OmmubKa BX0Jia ¢ UCIIOJIb30BaHUEM Voenuthcs, uro 1K BXoauT B JOMEH, BXO
ceaHca ONepalluOHHON CUCTEMBI. OCYIIIECTBIISIETCS U3 KOPIIOPATUBHOM CETH, C
MoMmeHTa ayTeHTU(ukanuu Ha [1K e nmponuio
MHOT'0 BpeMeHH (Harpumep, He 6osee 8 4acon),
HAcCTpOMKHU Opay3epa HE MPENsITCTBYIOT
HCIIOJIb30BAHUIO PEXHMAa aBTOMAaTHUECKOI0 BX0/1a.
Ecnu Bce ycnoBust co0itoieHbl, TO MonpoOoBaTh
BOWTH TOBTOPHO.
3. | OmuOka BX0/a ¢ UCIOIB30BAHUEM ABTOpU30BaTHC 10 3JEKTPOHHOM 11OYTE U MapOJIIO.
CeaHca OMEepPALMOHHON CUCTEMBI.
4. | Ommubka BXo/a MpH BKIOYEHHOMN Y6enuThes, 4TO Y OJIb30BATENsI HACTPOEH XOTS Obl
NBYX(aKTOPHOM ayTeHTU(UKALINH. OJIMH CIIOCO0 MOJIyYEeHHUsI KOJIa IOATBEPKIACHHUSL.
Ecnu Hu oniuH cioco0 He HACTPOEH, TO
HE00X0JMMO 00paTUTHCSI K CUCTEMHOMY
aJIMUHHUCTPATOPY OpraHU3aIUH.
5. | IloBTOpenue omudOKu BXo/a, HeoOxoaumo o6paTUTHCS K CUCTEMHOMY

aJIMUHHUCTPATOPY OpraHU3aIUH.
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