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BBE/IEHUE
B naHHOM TOKyMEHTE COJIEpKHUTCS TEXHUYecKass HHPOpPMaLUs O MPOLEcce MOIKII0UEeHUS
npunoxenunii k Blitz Identity Provider. Dtot mporecc BKIIIOYaeT ClIeayIOIINe dTAIbI:
1. BsiOop npoTokosa B3auMOEHCTBHSL.
2. Tlomy4yeHne perucTparmoOHHbIX TAaHHBIX IS TIOAKITIOUSHHS TPHITOKEHHS.
3. KoHdurypupoBaHue npuioKeHus WK ero gopaboTka s noakitodeHus k Blitz Identity

Provider.
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1.

Bb100p npoToKo1a B3anMoAeiCcTBUSA

IMpu unterparmu npunoxenus ¢ Blitz Identity Provider s npoBenenus naeHTudukanyumn

n ayTeHTI/I(i)I/IKaLII/II/I IIOJIB30BATCIIA CICAYCT BI)I6paTI) OAIWH U3 IIPOTOKOJIOB B321PIMOI[GI>1CTBPI$II

OpenlD Connect 1.0 (OIDC)Y/OAuth 2.0 — coBpemenHbIii SSO-TPOTOKOJI, W3HAYATHLHO
OpPMEHTHPOBAHHBIM Ha paboTy ¢ BeO-mprioxkeHusiMu B cetu Mureprer. Ecim cozmaercs
HOBOE TPUJIOXKEHHE, TO PEKOMEHAyeTcs moakmounth ero k Blitz Identity Provider c
ucnoib3oBanuem OIDC/OAuth 2.0.

SAML 1.0/1.1/2.03 — SSO-mpoToKoa, MO3BONSIOIMN  MOAKIIOYHTE  Pa3IMYHOE
kopriopatuBHoe IO miam oGiauHble TPHIIOKCHHS K CEPBHCY Bxoza. Iloakimrodacmoe
MPUIOKEHUE BO3MOXKHO MMEET BCTPOCHHYIO Moanepky SAML miu Takas moamaepikka
MOXeT ObITh J00aBjieHa B Ka4yeCTBE IOMOJHHUTECILHON OIIMHU WM Yepe3 YCTaHOBKY
MHTErPaIlMOHHOT0 KOHHEKTOPa/TIaruHa.

Bribop mpoTOKOIAa BO MHOTOM 3aBHUCHUT OT TOTO, Kakoe TPUIIOKEHHE TpedyeTrcs

IOAKIIIOYHUTD.

€CITU MIPUJIO’KEHHE TOJIepKUBaeT OJuH U3 SSO-IPOTOKOIIOB, TO CTOUT MOJAKIIIOYATE €0 C
HCIIOJIb30BAHUEM JIAHHOTO MTPOTOKOJIA;

€CITU MPEeJI0KEHUE He MOIIEP>KUBAET MIPOTOKOJIBI, TO CIIEAYET POBECTU €ro A0Pa0OTKy —
B 3TOM CJIy4yae peKOMEHAyeTcs mojiepxkarh B3aumoeiictaue no OIDC;

€CIIU MPHJIOKEHHE TOJBKO CO3JAeTCsi, TO Ha ATOM CTaJuM LeJecoo0pa3Ho MoaJiepkKaTh
omuH u3 SSO-nmporokonoB — mnomaaepkky OIDC peanuzoBaTh Tmpoine, OAHAKO MPH
UCIIOJIb30BAHUU JTOCTYNHBIX Onbmuorek SAML MOYXHO UCTONB30BaTh U ATOT MPOTOKOJ.

B tabnuiie HUke IpUBEACHBI HEKOTOphIe ocoOeHHOCcTH ITpoTokosioB OIDC u SAML.

Tabauya 1 — Ocobennocmu npomoKo108 NOOKIIOUEeHUS

OIDC/OAuth 2.0 SAML 1.0/1.1/2.0
Cnioco6 obecrieuenust | Cekpet npuitokeHust (0OBIYHO B BUIE OnexTpoHHas nmoanuck. 1
JOBEPHS MEXKTY cTpoku), u3BecTHbIi Blitz ldentity 3arpockl Ha ayTeHTU(DHUKAIINIO, 1
npuaoxenueM u Blitz | Provider OTBETHI — 3TO MTOIIMCAHHEIE
Identity Provider XML-10KyMEeHTBI
Crioco6 Uepes BeO-Opay3ep mosbp30BaTest OO0BIYHO 3amPOC Ha
B3aUMOJICUCTBUSA NPOXOIUT ayTeHTUUKaIms. [is ayTeHTU(UKAIWIO U OTBET
3aBepIIeHNS ay TeH TUPUKAIIH MPOXOAT Yepe3 BeO-Opaysep
CepBepHasi YacTh IPHIIOKECHHS IOJDKHA | mojib3oBaTes. [Ipunoxenue u

L OpenlID Connect Core 1.0, cm.: https://openid.net/specs/openid-connect-core-1_0.html
2 RFC 6749 «The OAuth 2.0 Authorization Framework», cm.: https://tools.ietf.org/html/rfc6749

3 Cwm.: https://www.oasis-open.org/standards#samlv2.0
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chopmuposats HTTP-3ampoc B agpec Blitz Identity Provider moryr e

Blitz Identity Provider UMETDH CETEBOU CBA3HOCTH
[Monyyenune cBeneHuit | JIBa ciocoba MomyyYeHUs TaHHBIX O JlaHHBIC O TIONB30BATENC
0 TIOJIB30BAaTENEC MOJIb30BAaTEIE: COZIepIKaTCs B OTBETE Ha 3aIrpoc
- Ilpunoxxenue obpamaetcs K Ha ayTeHTH(]UKaIKO B popmare
REST-cepeucy Blitz Identity XML. ITpunoxxeHne MOXeT
Provider u mmoiy4aeT TaHHEIE O monydats ot Blitz Identity
rosb3oBarene B hopmate JSON. Provider narHbIe TOJIBKO B
[MpunoxeHne MOXKET MPOJIOIKATH MOMEHT BXOJIa I0JIb30BaTEJIs

HOJTy4YaTh JAaHHBIE O MOJIb30BaTElE,
JlaXke KOTJia MoJIb30BaTeb
3aBepIIACT CBOIO OHJIAMH-CECCHIO

- IlpunoxeHue nosyvaer JaHHbIC
MI0JIb30BATEIIS M3 MapKepa
unentudukanuu (id_token B popme
JWT), monmyuennoro ot Blitz

Identity Provider o pesynbTatam

BXOJa
[HonnepxxuBaemble Be6-npunoxenust 1 MOOHIIBHBIE Be6-npunoxenus
MPUIIOKEHUS MPUIIOKEHUS

OIDC mno3Bonser peanu3oBaTb BCe OCHOBHBIE cueHapun SAML, HO mnpu sTOM
ucnons3yercs 6omnee mpocroit JSON/REST-nporokoin. CymecrBennoe npeumymiectso OIDC —
MOIIEPIKKa MOOMITBHBIX TIPUIIOKEHUH.

Ecnu noaxmouaemoe k Blitz Identity Provider npunosxxenue 1opabotaTb HEBO3MOXKHO, HO
MPU 3TOM MPUIIOKECHHUE TPEACTABISIET cO00N BEO-TIPHIIOKEHUE, PAa3BEPHYTOE B COOCTBEHHOMU
uHopactpykrype (On-Premise), To moaxitounTh npuiioxkenue k Blitz Identity Provider moxHo ¢
HCII0JIb30BAHUEM BEO-TIPOKCH U CIIeabHO peanu3oBaHHoro B Blitz Identity Provider npoTtokona
Simple. MHCTpyKIIMU 110 TaKOW MHTETPallii IPUBEEHBI B PYKOBOJCTBE aIMUHICTPATOPA B IJIaBe

«Hacrpoiika Simple».
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2. IloaroroBka 3asiBKM Ha MOJAKJIIOYEHHE

2.1. Hoakaoyenue npuaoxennii nmo OIDC

BzaumoneiicrBue npunoxenus ¢ Blitz Identity Provider mpu nmpoBeaennu uaeHTHGUKAITN

U ayTeHTU(UKAIMK TOJIb30BaTeNs ocymectsisercs no cnerudukanun OpenlD Connect 1.0

(manee — OIDC)%, B ocHoBe koTOpO# NExuT ppeiimsopk OAUth 2.0°.

OIDC sBnsieTcst COBpeMEHHOI crieruduKanyel, OnUChIBaroIeil MopsI0K UCIOIb30BaHUS

OAuth2.0 mnpu obecneueHun wuACHTHPUKAIMKI/AyTeHTUGUKANIUK —1oab3oBaTeneid. OIDC

HU3HAYAJIbHO OPUCHTHPOBAH Ha pa60Ty C Be6-HpI/IJ'IO)KCHI/I$IMI/I 1 MOOHMJIbHBIMHU MMPUIIOKCHUAMU B

cetu IHTEpHET.

B Tabnuue HIke npuBeaeHa KpaTKkas Xxapakrepuctuka crnenudukaruu OIDC.

Tabnuua 2 — Kpamkas xapakmepucmuxa cneyugurxayuu OI1DC

Crioco6 obecTieueHNsT TOBEPHS
MexIy npuitokennem u Blitz

Identity Provider

Cekper npuinokennst (0OBIYHO B BUIE CTPOKH), M3BECTHBIN Blitz

Identity Provider u npuioskeHuio

Crioco0 B3auMoaeiicTBUA

Yepes Opaysep mosib30BaTeist IPOXOIUT HHULIUHPYETCS
uneHtudukanus/ayTentudukanys. s 3apepiieHus
UIeHTH()UKAINY CEpBEPHAS YacTh MIPHUIIOKEHHS TOJDKHA

chopmupoBate HTTP-3ampoc B aapec Blitz Identity Provider

[Tonyuenue cBeneHmit o

I10JIB30BaTCJIC

JlBa crioco0a MmoJTy4eHHus JaHHBIX O T0JIb30BaTENC:

— mnpunoxxenue obpamaercs kK REST-cepsucy Blitz Identity
Provider (. 3.6) u momy4aer JaHHBIE O ITOIB30BATENE B
¢dopmate JSON. [IproskeHne MOXKET TPOAOIIKATh
MOJTy4aTh JAHHBIE O MMOJIb30BaTENIE, JaKe KOT/Ia
M0JIb30BATEIIb 3aBEPIIACT CBOO OHJIAWH-CECCUI0

—  MPWIOXKEHHE MOJIy4aeT JaHHbIC MOJIb30BaTeIs U3 MapKepa
unentuduxanuu (id_token 8 popme JWT), monydeHHOr0 OT

Blitz Identity Provider mo pe3yapraTam ayTeHTH(GUKAIIMH

HOI[,Z[Cp)KI/IBaCMLIC MPUITOKCHUA

Be6-HpI/IJ'IO)KCHI/I$I 1 MOOUJILHEIE IMPUIIOKCHUA

AyTteHTUUKAIUSI B

B3aUMOJICVCTBUS TPEX CTOPOH:

tepmunojorun  OIDC/OAuth 2.0  sBasiercst  pe3ynbTaTomMm

— cepsuca apropuzanuu (Authorization Server) mnm mocraBmka pecypca (Resource

Server), B kauecTBe KoTOpbIX BhIcTymaet Blitz Identity Provider;

4 «OpenlD Connect Core 1.0», cm.: https://openid.net/specs/openid-connect-core-1_0.html
5 RFC 6749 «The OAuth 2.0 Authorization Framework», cm.: https://tools.ietf.org/html/rfc6749
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2.1.1.

cucrembl-kiarenta (Client), B kadecTBe KOTOpPOH BBICTYIAeT MPHIIOKEHHE, KOTOPOE
3ampalliBacT JOCTYIT pecypcy (MH(MOPMAIIUH U JaHHBIM TT0JIb30BaTENs);
BIaaenbia pecypca (Resource Owner), B kadecTBe KOTOPOTO BBICTYIIAET TOJIL30BATEIb,

TaK KaK B X0J€ aYTCHTI/I(bI/IKaL[I/II/I OH pa3pemacT AO0CTYIl K JaHHBIM O cebe.

Perucrpauus npuio:xenus B Blitz Identity Provider

[MpunoxeHne Kak cucreMa-KIMEeHT JOJDKHO 3apeructpupoarses B Blitz Identity Provider

Y TIOJYYUTh CIICAYIONIUE NaHHBbIC, HEOOXOAUMBIE JUIsi (OPMUPOBAHUS 3aIIPOCOB HA MPOBEICHUE

ayTeHTU(UKauK.

[Mpu noxxirouenuu k Blitz Identity Provider BeG-npunoxenuii:
uneHtuukarop npunoxenus (client_id);

cekpeT npuitokenus (client_secret).

Ipu noaxmouenun k Blitz Identity Provider MoOuIbHBIX IPHUIOKEHHUIA:
ueHTH(UKATOp MOOMIILHOTO TprItoxkeHus (Software_id);

nepBuyHbIi Mapkep mocrtyma (Initial Access Token);

MeTananHble npuioxkenus® B popme JWS-Tokena (software_statement).

Jlns peructpanuu npuioxenus B Blitz 1dentity Provider Heo6xomumMo HanpaBUTh 3asBKY,

KOTOpas BKIIIOYACT B ce0s CIICAYIOIMEC CBCACHU.

1.

2
3.
4

Tun moAKIIF0YaeMOoro MPUII0KEHHS (BEO-TPUTOKEHHE I MOOMIIBHOE TIPUIIOKEHHE).
Paspemennsie aapeca Bo3Bparta (crimcku redirect_uri u post_logout_redirect_uri).
[Mepeuenpb 3anpalmBacMbIX pa3pelneHuid (CTUCOK SCOPE).

VYka3aHue HECTaHJIAPTHBIX PEKUMOB, HEOOXOAUMBIX MPUI0KEHHIO:

— MPWIOKEHUIO HeoOXo1uMo moiy4ats refresh_token — mo ymonm4anuio mpuaoKeHHEO
refresh_token Bo3Bpararbcst He OyieT; Ipu BEIOOPE 3TOTO PeKUMa HYKHO
JIOTTOJTHUTEBHO yKa3aTh TpeOyeMblii cpok aeiictBus refresh_token (mo ymomuanuro
CPOK AeHCTBHUs Mapkepa OyzeT 1 1eHb, MaKCHMaJIbHO MOKHO 3aIIPOCUTh CPOK
neiictBus 365 nneit);

— TIPHIOKEHUIO HEOOXOIMMO HCIIOIB30BaTh HECTAHIAPTHBIN CLIEHAPHIA
B3aumozeiicteus (Hanpumep, Implicit Flow, Hybrid Flow) — mo ymonuanuro

HPUIIOKEHHIO Pa3peIlIeHO UCIOIb30BaTh Toibko Authorization Code Flow;

6 TIpu pa3paboTke MOOMILHOrO HPUIOKEHHS MOKHO MCIONb30BaTh Kak obmue Initial Access Token u

software_statement st coux i0S/Android-peanusaimii, Tak ¥ 3alpOCHTD TIOIyUEHHE pasInuHbIx HaGopos Initial

Access Token u software_statement mis xaxmoit OC 1, BO3MOKHO, KaX10# peqakiinn (TeedoH/IUIaHIIeT) u 1axe

BEPCUH MPHUIOXKEHHS. [ MPOCTOTHI AaNbHEHIIEro N3I0XKEHHSI B TEKCTE IOKyMEHTa OyJeT MoIpa3yMeBaThCs, YTO

MOOHITEHOE TIPHIIOKEHHE MCIIONBb3yeT oaun obrmumit Initial Access Token u ogun o6mmmit software_statement.
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—  MPUWIOKEHHIO HYKHO TTOJTy4aTh Mapkep noctymna B popmare JWT — mo ymomdaHuio
MapKep JOCTyIa MpenocTaBisercs B opmare Opaque,;
—  TIPUIOKEHHUIO HY)KHO IOJIy4aTh MapKep AocTyma (access_token) ¢ HectanmapTHBIM

CPOKOM JIEHCTBUS — CTAaHAAPTHO MapKep JocTyna AeucTByeT 1 vac.

IMpumeuanne — [Ipu ykasanuu B 3asBke Ha nozakaoueHue k Blitz Identity
Provider HeoOXOAMMOCTH HECTAHAAPTHBIX PEKHUMOB, IMEPEUHCICHHBIX BBIIIE,
He00XO0AMMO NMPeAOCTABUTH 000CHOBAHME ITPUYHH X HEOOXOMMOCTH.

5. TlepeuyeHp JOMONHUTENBHBIX aTpuOyTOB, KoTopwie Blitz Identity Provider momxen
N00aBUTh B Mapkep HAECHTH(UKAIMK (JIOTOJHUTENbHBIE aTPUOYTHI Ui TEpeAadyd B
cocrase id_token).

6. Pexum Bxoza (BX0a Kak (PU3MUYECKOrO JIMIA MIIH KaK MPEJACTABUTENS OPraHU3aIlHiH).

2.1.2. Onpeaesienne pa3pemieHHbIX aJpecoB BO3BpaTa
3ampoc Ha MpoBelcHHE HACHTUGHUKAMHA/AYTCHTH()UKAIMY TOJNIb30BATENS. COJICPIKUT
CCBHUIKY BO3BpaTa npu aBropu3anuu (redirect_uri), Kkyaa J0KeH ObITh BO3BpAILCH MOJIb30BATEb
Hoclie  TPOXOXKAeHHs wuAeHTHUKau/ayTeHTHUKauK. JlomycTHMBIE CCBUIKH — BO3BpaTa
JIOJDKHBI  COOTBETCTBOBATh 3apeructpupoBaHHbiM B Blitz ldentity Provider paspemieHHBIM
npedukcam. Eciu B 3anpoce Ha uaeHTH(UKALUIO/ay TCHTU(HUKALIMIO YKa3aHa CChLIKAa BO3BPATa, H
OHA  HE  COOTBETCTBYeT HU  OJHOMY M3  YyKa3aHHBIX  NpePHUKCOB, TO B
uaeHTuukanun/ayTeHTuUKauy Oy1eT 0TKa3aHo.
B 3aBucuMOCTH OT THNA MOAKIIOYAEMOTO MPHJIOKEHUS PEKOMEHIYEeTCsl MCIIOJIb30BaTh
cleayroIye npeduKChl CCHUIOK BO3BpATa:
— Ilpm nonkmoyeHWW BEO-TIPUIIOKEHUH B KavyecTBe INPEPHUKCOB CCHUIOK BO3BpaTa
UCIIOJIb30BAaTh JIOMCHHBIE MMEHA NpWIOKeHHH. Hampumep, eciam mocie MpoBeaeHHs
ayTeHTH(HKaIK TpeOyeTcsi BEpHYTh Mosb3oBarens Ha https://domain.com/callback, To B

KadecTBe mpeduKca CCHUTKMA BO3BpaTa CleayeT yKa3aTh B 3asBke https://domain.com/.

IIpumeyaHnune — npu NOAKIIOUCHUN K poayKTUBHOM cpene Blitz Identity
Provider BeO-npuioXeHHE JOJKHO HCIIONIB30BaTh B KauecTBe redirect_uri u
post_logout_redirect_uri tonmeko HTTPS-o6pabotumku. Mcmonp3zoBanue HTTP
JUTsL B3aMMOJICHCTBUS ¢ TpoayKTuBHOM cpenoi Blitz Identity Provider 3anperieno.

— Ilpu moaxirOYeHNH MOOMIIHLHBIX MPUTIOKEHUN B KadeCcTBE MPE(PHUKCOB CCHUIOK BO3BpaTa
PEKOMEHAYEeTCA  yKa3aTb  CcaMM  CCBUIKM  BO3Bpara  OJHOIO W3  THIIOB!

ccbuIky Thna «private-use URI scheme» (manpumep,

10
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com.example.app:/oauth2redirect/example-provider) nmu ccbukm Trna «Universal links»’

(mammpumep, https://app.example.com/oauth2redirect/example-provider).

3anpoc Ha TPOBEJCHUE JiorayTa COJAEPXKHT CChUIKY BO3Bpara IIpH JIOTAyTe
(post_logout_redirect_uri). Dta cchiika yka3sIBaeT, Ky 1a JOJDKEH ObITh BO3BPAIIICH MOJIb30BATEIb
MOCIIC  YCHENIHO BBINOJHEHHOTO JjorayTa. JIOMyCTHMbIE CCBUIKM BO3Bpara  JOJDKHBI
COOTBETCTBOBaTh 3apeructpupoBaHHbiM B Blitz ldentity Provider paspemenusiM npedukcam
(mpeduKc OOMKEH COAEpXAarh JAOMEHHOE WMSI TPWIOKEHHS M YacTh IyTH, MHHHUMYM,
https://domain.com/). Ecnu B 3ampoce Ha JorayT yka3aHa CCbUIKa BO3BpaTa, M OHa HeE

COOTBETCTBYET HU OJJHOMY M3 yYKa3aHHBIX Npe(UKCOB, TO Oy1eT oToOpakeHa OlnoKa.

2.1.3. Onpeaesienne 3anpamiuBaeMbIX pa3pelieHui

Paszpemennst (scope B tepmunoniorun OIDC/OAuth 2.0) onpenensior, Kakue TaHHBIE U
KaKkue MMEHHO IpaBa Ha BBHIOJIHEHHE KaKUX ONEPaluil MOJYyYUT MPUIIOKEHUE 10 Pe3ysibTaTaM
ayrentudukamun. Ilepeuenbr npemaycmorpenHsix B Blitz Identity Provider paspemienuit

MIpeACTaBJICH B Ta0IuIE 3.

Taonuua 3 — /locmynusie paspeuwienus (scope)

Ne | Paspemienne Onucanne CocraB nojiyaaeMbix aTpuéyTos®

1. | openid TeXHUUECKOE pa3pelieHue, ITpu 3ampoce atoro scope Blitz Identity
yKa3bIBaloIIee Ha TO, YTO Provider npenocTaBisieT MPHI0KSHUIO
ayTeHTU(UKALHS id_token. M3 id_token npunoxenue
MPOBOJIUTCS COTJIACHO MOKET MOJYYUTh HY)KHBIC MY
cnenupukanuu OIDC aTpuOyTHI MOIB30BATENS (CM. IIII.

3.3.4).

2. | profile OcHoBHBIE JaHHbIe Tpoduiist | —  SUD— yHUKAJIbHBIH HACHTU(DHUKATOP

TTOJIE30BATEIIS - family_name — pamusus

- given_name — ums

- middle_name — otyecTBO

- email — ciryxeOuBIii ampec
3J'I€KTpOHHOI>i IIOYThI

- phone_number — Homep

MOOMJIBHOTO Telle(OHa

3. | usr_grps [Tonyyenue cnucka rpynn - groups — CIIMCOK IPYII, B KOTOPbIE

II0JIB30BATECIIA BKJIFOUEH MOJIb30BaTeN b, Kaxkmas

" Ccpuixu Tuma «Universal links» moctynmsr maunnas ¢ i0S 9 u Android 6.0 1 SBJIAIOTCS IPEANOYTUTETEHBIMY [T
ucronb3zoBanns. Cewutkn «private-use URI scheme» pekoMeHmyeTcss WCHONB30BaTh TOIBKO B CIydae, €Cin
MPUIIOKEHNE JOIKHO paboTaTh Ha Gonee panHux Bepcusx i0S/Android.

8 Jlns nostyueHus cBeEHUI O MOJIb30BATENE MCHOJIB3YETCS CEPBHC, ONIMCAHHBIN B 1L 3.6.

11
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3aIMCh B CIIUCKE BKIIFOYAET
CIIEAYIOIINC aTPUOYTHI
OpraHu3alHu:

e id — uneHTUHHUKATOP IPYIIIBI

e Nname — uMs Ipynisl

4, native Paspemenue Ha AKTyanbHO TOJNBKO JJIST MOOHMITBHBIX
BBITIOJTHEHNE CKBO3HOTO npusoxkenui (. 3.4.8).
BXO/Ia B BEO-TIPUITOKECHHE
13 MOOHMIIBHOT'O

IMPUITOKCHUA

Criucok paspenieHnii 1 Habop MpeocTaBIsIeMbIX aTPUOYTOB MOJIB30BATEIS IPUBEACHBI B KAYECTBE
oOpasma. Coaeprxanue TabIUIIBI HEOOXOIUMO CKOPPEKTHPOBATh B 3aBUCUMOCTH OT KOHKPETHBIX

HACTpPOEK, cieanHbIx npu BHeapenun Blitz Identity Provider. Cm. «PykoBoacTBO aMUHHCTpaTOpar»

2.14. Onpeaesienne 10NOJHUTEIbHBIX ATPUOYTOB /151 BKJII0OYeHus B id_token

OOBIYHO HET HEOOXOAMMOCTH IOJIy4aTh aTpUOYThI MOJIb30BATENSl HEMOCPEACTBEHHO W3
Mmapkepa naeHTudukamu (1d_token) — Gosiee mPOCTHIM U PEKOMEHTyEMbIM CIIOCOOOM SIBIISIETCSI
MOJIyYeHHE JaHHBIX MMOJIb30BaTeNs uepe3 Bbi3oB REST-cepsuca (. 3.6).

Ecnu Bce ke HEOOXOAMMO MOMYYHTh CBEICHHs O ToJib3oBaTene B cocrae id_token
(mm. 3.3.4), To B 3asBKEe Ha MOJAKIIOYCHHE HEOOXOAMMO MEPEUYUCIUTh HEOOXOIMMBIC IS
BKJIIOYEHUS B MapKep UAECHTHU(PHUKALUU JONOIHUTEIbHbIE aTpUOYTHI. Jl0CTYIIHBIE A7 TOJTy4YeHUs

aTpuOyThI IPUBEIECHHI B TabuIie 4.

Tabauya 4 — Bozmosicnvle dononnumesibHble ampudymol nonvzosamens 6 id_token

Ne | ATpudyrt Onucanne

1 family_name dammms

2 given_name Nwmst

3. middle_name OTuecTBO

4 email Anpec 31eKTpOHHOH MOYTHI
5 phone_number Mob6uibHBIH TenehoH

Cremyromiye aTprOyThI 3AIIOIHAIOTCS TOJIBKO €CJIM T0JIp30BaTens Bomen B Blitz Identity Provider gepes

ECHA B xauecTBe COTpyAHUKA OPraHU3AIUU.

6. org_id Unentuduxarop opranuzanmu B Blitz Identity Provider

7. global_role Bri6pannas ponb npu Bxoze uepe3 ECUA:

— P — dusugeckoe muito

— B — uHaUBHIYyanbHBIN TPEATPUHUMATEND

— L — coTpyaHUK IOpUAMYECKOTO JHLA

— A — COTpyaHHK OpraHa rocyJapCTBEHHOH BJIACTH

8. org_shortname OI'PH opranmzanuu (110 cBeeHUsIM U3 yueTHou 3amucu ECHA)

9. org_fullname OI'PH opranmzarnmu (110 cBeAieHusaM n3 yuetHoi 3anmucu ECHUA)

12
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10. | org_ogrn OI'PH opranwusamuu (110 cBeeHusIM U3 yaeTHo# 3armucu ECHA)

11. | org_inn WHH oprarusanun® (110 cBeeHUAM U3 yueTHOH 3amucu ECUA)

Criicok JIOTIONHHUTEIBHBIX aTpUOYTOB TMpHBEJEH B KadecTBe oOpasua. CojaepxkaHue TaOIHIIBI

HEOOXOMMO CKOPPEKTUPOBATH B 3aBUCUMOCTH OT KOHKPETHBIX HACTPOCK, CACIAHHBIX MTPU BHEAPCHUU

Blitz Identity Provider. Cm. «PykoBOACTBO aIMHUHUCTPATOPA»

2.2. Hoaknoyenue npuioxxkenuit no SAML

Aytentudukanus B repMuHoiIorar SAML sBisieTcst pe3ybTaToM B3aUMOACHCTBHS TPEX
CTOpPOH:

— mnocraBiuk unentudukanuu (ldentity Provider), B kauectBe kotoporo Beictymaet Blitz

Identity Provider;

— mocraBInuK ycayru (Service Provider), B kauecTBe KOTOPOTO BBICTYIAET MOIKITIOYAEMOe

MPUIOKEHHE;

— BeO-Opay3ep monb3oBatens (User Agent).

[Mpunokenne (MOCTABIIMK YCIyr) AOJKHO ObITh 3apeructpupoano B Blitz ldentity
Provider. /Iy 3T0oro He0OX0JMMO HAIIPAaBUTh 3asBKY COTiacHO PernamenTy nonkirouenus k Blitz
Identity Provider. 3asBka Bkmrouaer XML-aitn ¢ MeTagaHHBIMH IMOCTAaBIIUKA YCIyT HIIH
3HAUEHHsI TapaMeTpOB, HEOOXOJUMBIC [UI CAMOCTOSTEIBHON IMOJrOTOBKM METaJaHHBIX

anmuauctparopamu Blitz Identity Provider.

2.2.1. TloaAroTroBKa MeTAJAaHHBIX MOCTABIIUKA YCJIYT

MeranaHHbIe TTOCTABIIMKA YCIYT OMUCHIBAIOT HACTPONKH TOJKIIIOUCHHS TPHIIOKEHUS K
Blitz ldentity Provider (manpumep, URL KOHEYHBIX TOYEK MPHUIIOKECHUS, KIFOUU JJIsl TPOBEPKU
DII). /Iy onmucaHus MeTaJaHHbIX UCIIONb3yeTcs A3k XML,

MerananHbie OMKHBI OBITH MOATOTOBIEHBI MO pPE3yJjbTaTaM BBITIONHEHUS PabOT IO
J00aBICHHIO MOAACPKKHU MpoTokoa (1. 4.1).

Ecmu mpunoxenne sBisercs rotoBsiM 110, nogaepxuBatonmm SAML, To MeTananHbie
JOJKHBI OBITH MOTYUYEHBI COTIIacHO JoKyMeHTanuu Ha 3To [10. O6srano Takoe [10 npenocTasiser

URL, o KOTOpoMy MOKET OBbITh MTOJyYeHBI METaJaHHBIE.

® [Ipu ayTeHTH(HMKAIMY IOPHIMYECKOTO JIMIIA C TIOMOIIBIO 3JIEKTpoHHO# noamuck MHH opranusanmu nepemaercs B

¢dopmare «00 + 10 mudpp MHH ropuamdeckoro muma», Mpu ayTeHTH(OUKAINH OPUINIECKOTO JUIA C MOMOIIBI0

yaetHo# 3armcu ECUA - B ¢popmare «10 mudp MHH ropummdeckoro iumay.

0 Tonpo6uee npo meraganasie SAML cm.: https://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-o0s.pdf
13
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Ecnu I10 noaxirouaeMoro npuiokeHus: He IpelyCMaTpUBaeT BHIMPY3KY METalaHHbIX, HO

B JNOKYMCHTAIlUMW Ha I[IO omnucansl mapaMeTpbl, KOTOPBIC HOJIKHBI OBITh HAaCTPOCHbI JIA

MMOAKIIIOYCHHA IIPUIIOKCHHA, TO MOKHO YKa3aTb 3TH IIapaMETpPhl, TaK, YTOOBI METaJaHHBIC HA UX

OCHOBE OBUTH CAMOCTOSITENIFHO MoAroToBNIeHB! AmuHucTparopoM Blitz Identity Provider. B atom

cilydae HeoOXO0AMMO yKa3aTh CICAYIOIINE IapaMeTpBbl:

1.

2.2.2.

Unentudukarop mocraBumka ycayr (entitylD) — crmemyer ykaszaTb, TOJNBKO eciu
MPUIOKEHHIO HeoOXomuM KoHKpeTHbIH entitylD. Muaue entitylD Oyner camocTosTenpHO
nprcBoeH Aamunauctpatopom Blitz Identity Provider.

Ceprugukartt

OTKPBITOTO KJII0Ya HPUIIOKEHUs (TOCTAaBIIMKA YCIYT) — JOJDKEH OBbITh
yKa3aH TOJIbKO B ClIy4ae, ecii puiioxkeHue noanuceisaer SAML-3anpoc npu otnpaske k
Blitz Identity Provider. Jlomkubsl ucmosib3oBathes kitoun RSA-2048. JlomycTtumo
UCIIOJIb30BaTh CAMOIIOANIMCAaHHbIE CePTUDUKATBHI C JUIUTEIBHBIM CPOKOM JIEHCTBUS.

URL mis mpuema ot Blitz Identity Provider SAML-oTBeta — mpuiioxeHHE IOJDKHO
IPEA0CTaBIATE 00paboTUHK, ocyInecTisromuil mpuem ot Blitz Identity Provider SAML-
OTBETOB C pe3yiapTaramMu Bxoja. OOBIYHO 3Ta HACTPOWKA NPUIIOKEHUS HAa3bIBACTCS
Assertion Consumer Service.

URL s mpuema ot Blitz Identity Provider 3ampoca Ha storayT — BEIOOpOUYHast HACTpOKa.
Ecnu npunoxeHnue mnoiuepKUBaeT €AMHBIM JIOrayT, TO OHO MOXET IPEIOCTaBIIATh
o0paboturk eauHOro jorayra. OOBIYHO 3Ta HACTPOWKA MPUIIOKEHUsT HazbiBaeTcs Single
Logout Service Location.

URL nans nepeHarnpaBlieHHs [10JIb30BaTeNs B MPHIIOKEHHE MOCIE YCIEIIHOTO JlorayTa —
ONIHUOHAJIbHAS HACTpoilka. Eciu npuiiokeHune noaaepKuBaeT eAUHBIN JTOrayT U MOXKET
WHULMUPOBATh €IUHBIN BBIXOJ, TO OHO MOXkeT mnpenocraBiate URL s Bo3Bpara
MoJIb30BaTeNsl mocje jiorayra. OOBIYHO 3Ta HACTPOWKA MPUIIOKEHUs Ha3biBaeTcs Single
Logout Service Response Location.

[Mepeuens 3anpaimmBaeMbix aTpudyToB (SAML Assertion).

I[Ipu3Hak HEOOXOQMMOCTH IIEpENaUn aTPUOYTOB B 3alIU(pPOBAHHOM BHIE,

Ilepeuenns 3anpammBaemMbix aTpudyTOoB (SAML Assertion)

B MeramaHHBIX yKa3blBaeTCsl TepeueHb aTprOyToB monb3oBatens (SAML Assertion).

[Mpenycmotrpennsie B Blitz Identity Provider atpu0yThl monbp3oBaTens npuBeACHbI B Ta0IHIIE 5.

11 Cepruguxar nocrapiyka ycuyr oTaadaercs or TLS-cepTudukaTa HoAKIH0YaEMOro Bed-caiira. OObIMHO 3TO

CaMOHOIlHI/ICElHHHﬁ CepTI/I(l)I/IKaT C JUIMTEJIBHBIM CPOKOM ,I[CI>'ICTBPIH.

12 Arpubytel B SAML-coo6lueHnn Beerja IepejaroTcst MOANUCAHHBIMU. BiilodaTh mudpoBaHue aTpubyTa

HCHGCOO6]Z)33HO, €CJIM T10JIB30BATECJIb HE JOJIKEH UMETh BO3MOKHOCTHU IMTPOYNUTATH 3HAYCHUEC anI/I6yTa.

14



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

Taonuya 5 — Jlocmynnuvie ampuoymot nonvzosamensn (SAML Assertion)

No ATpulyT Onucanue

1 logonname Jlorun nonp3oBatens B JOMEHE

2 surname dammms

3. | firstname Nms

4 middlename OtyecTBO

5 email CiyxeOHblIil agpec SIEKTPOHHOH NOYTHI

Crucok SAML arpuOyrtoB mpuBeneH B kauecTBe oOpasua. CopaepikaHue TaOIUIBI HEOOXOIMMO
CKOPPEKTHPOBAThH B 3aBUCHMOCTH OT KOHKPETHBIX HACTPOCK, CICIaHHbIX pu BHeaperuu Blitz ldentity
Provider. CM. «PyKOBOJICTBO a]MHHUCTPATOPAY.

2.3. Oc00eHHOCTH MOAKJIIYEeHU MOOMJIbHBIX NMPUJIOKEHUI
[lpu cozmaHuu B MOOMJIBHBIX MPUIIOKECHUAX (DYHKIIMH BXOJa C MCHOJb30oBaHueM Blitz
Identity Provider pekomeHayeTcs y9uTHIBaTh CIEIyIONINE OCOOEHHOCTH:

—  TOJIb30BATENIIM MOOUJIBHBIX MPUIIOKEHHUI HEY0OHO BBOJUTH MTPU KAXKIOM BXOJIE JIOTHH
U mapojb Ha BeO-cTpanuile ayrentudukanuu Blitz Identity Provider. Bmecto 3Toro um
NpUBBIYHEE TPH MOBTOPHBIX BXOAaX uHcCHonb30Bath I[IMH-kox mnpuiokeHus win
Touch ID/Face ID;

— TI0JB30BAaTENIb MOKET MCIIOJIB30BaTh CBOIO y4eTHyro 3amuch Blitz lIdentity Provider mas
BXOJIa B HECKOJIBKO YCTAHOBOK OJIHOTO M TOT'O YK€ MOOMJIBHOTO MPHIOKEHUS (Hanmpumep,
BOWTH B MpPUJIOKEHHE, YCTaHOBJICHHOe Ha IPhONe, m BOWTH B 3TO ke MPHIOKCHUE,
ycraHoBineHHoe Ha iPad). ITlomb3oBarenb HODKEH HMMETh BO3MOXHOCTH OTO3BaTh
BBIJAHHBIC 3TUM YCTaHOBKAaM TPHJIOKEHUH MpaBa JOCTyIa K CBOMM cBeJeHUsM B Blitz
Identity Provider;

— [0 HpUYMHAM O€30MaCHOCTH HEXENATEeIbHO XPaHUTh Ha YCTPOWCTBE MOJIb30BATEIIS
(BHYTpH CcOOpKM MOOWJIBHOTO TIPUIIOKEHHWs) mapoib mnpuioxkeHus (client_secret),
HCIIOB3YEMBIN 17151 B3auMoaecTBus prioxenus ¢ Blitz Identity Provider.

YroObl yuecTh U3JI0KEHHBIC BhIle ocobeHHocTH, B Blitz Identity Provider npenycmorpen
pAA  CHEHMUANbHBIX MEXaHW3MOB, NPEAHA3HAYCHHBIX JUIS HCIIOJIB30BaHUS MOOWIBHBIMU
MPUJIOKCHUSIMHU. PeKOMeHTyeMblil clieHapuii B3auMOIeHCTBHSI MOOMIIBHOTO MpUIIoKeHus ¢ Blitz

Identity Provider orucasn B . 3.4.

2.4. JobaByieHne 3JIeMEeHTOB IM3aiiHA MPUJI0KEHNSI HA CTPAHUILY BX0/a

Blitz Identity Provider mo3BojsieT MOMECTHUTH 3JCMEHTHI AW3aifHAa MPHIOKCHHS Ha
crpanuily Bxozaa Blitz Identity Provider. Tlpu sxenaHuu co3aath i MOAKIIOYAEMONM CHCTEMbI
MePCOHU(PHUIIMPOBAHHYIO CTPAHUILY BXOJa HY)KHO OTMETHTh COOTBETCTBYIOUIMN MMYHKT B 3asBKE

Ha noJKIIto4YeHue. B aTom ciyuae npu o0pabotke 3asBku Anmunauctparop Blitz Identity Provider
15
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BMECTE€ C JaHHBIMH O 3apETHCTPHPOBAHHBIX MapaMeTpax MOJKIIOYCHUs BBINIIET MMa0I0H
oopMIICHHUS CTPaHUIIBI BXOJIA.

[11a6i0H opopMITEHUS CTPAHUIIBI BXO/Ia MPEIICTABIISIET COO0H ZIP-apXUB, BHYTPH KOTOPOTO
3anucanbl HTML kapkaca CTpaHUIBI BXOJa W KCIOJIb3YEMbIC Ha CTpaHHIIC TaONWIa CTUJICH,
n3o0paxkenwsi, JavaScript oopaboTuuku.

OTBETCTBEHHBIE 3a TOJKIIOYACMYI0 CHUCTEMY MOTYT CKOPPEKTHPOBATh IPHCIAHHOE
COZIEP)KMMOE, aJalTHPOBAB TEM CAaMbIM BEpPCTKY CTPAHHMIBI BXOJa IMOJ TpeOOBaHUS au3aiiHa
MOJIKJTFOYaEMOI CUCTEMBI.

[ToaroToBICHHBIM apXMB TEMBI CTPAHHUIIBI BXOAa HYXKHO 1epenath Aamunuctpatopy Blitz
Identity Provider mis 3arpy3kd U MpOBEPKH B TECTOBOM KOHTYype. Eciu mosydeHHbIH BHEIIHUN
BUJI CTPaHMIIBI BX0J1a OyeT mpuemiieMbiM, To A qmunauctparop Blitz Identity Provider nepenecer
Hactpoiiku BHemHero suaa B [IPO/-koutyp Blitz Identity Provider.

OTBETCTBEHHOCTD 32 JTAJIbHEHIIIee COMPOBOKACHIE HECTAHJAPTHOM TEMbI COXPaHSIETCS 3a
ee pa3paboTyrkaMy (OTBETCTBEHHBIMH 3a TOJKIIOYAEMYK0 CUCTeMy). B ciydyae CHCTEMHBIX
U3MECHEHHIH B OCHOBHOW Teme Anmuuuctparop Blitz Identity Provider o6pamaercs
OTBETCTBCHHBIM C TPeOOBaHWEM BHECTH aHAJIOTHYHBIC M3MEHEHHUS B HECTaHIApTHYIO Temy. B
clly4ae eClii U3MEHEHUSI He BHECEHBI B OTBEJCHHBIH CPOK, TO NMPHIIOKECHUE MEPEKITI0YaeTCsl Ha

HCIOJIb30BaHue cTanaapTHOM Tembl Blitz Identity Provider.

16



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

3. Hoakawouyenue npuaoxenuid mo OIDC

3.1. HacTpoiiku noakiao4yeHus
o pe3ymnbraTam paccCMOTpPEHHUSI HAIPABJICHHON 3asBKH U PETHCTPAMU BEO-TIPUI0KEHHS
B Blitz Identity Provider Anmunuctpatopom Blitz Identity Provider Oyner mpemocraBieHa
cnenyromas nHGopmarus:
— wuaeHTudUKaTOp, MPUCBOCHHBIN Nprioxenuto B Blitz Identity Provider (client_id);
— cekpert npuioxenwus (client_secret);
— 3apeructpupoBaHHbIe i npuinokeHus URL Bo3Bpara npu aBTopH3anum;
— 3apeructpupoBaHHsble Juisl npunoxxeHuss URL Bo3Bpara mipu sorayre;
—  3aperuCcTPUPOBAHHBIC JUTS MPUIOKEHHUS pa3perieHus (SCope).
ITo pesynbraTam wuCHONHEHHS 3asBKM Ha mnoakitouenue k Blitz Identity Provider

MOOHUJIBLHOTO MMPUIIOKCHUA 6y,[[eT mpeaocCTaBJICHa CJICAYOIIas I/IH(I)OpMaI_II/IHZ

uaeHTuduKaTop, MPUCBOCHHBIN npuiokeHuto B Blitz Identity Provider (software_id);
— mepBuuHbIi Mapkep moctyma (Initial Access Token);
— MeTaJaHHbIe TpuiIokeHus (Software_statement);
— 3apeructpupoBaHHble Juist npunoxxenuss URL Bo3Bpara npu aBropu3anuy;
— 3aperucrpupoBanHsle s npunoxenus URL Bo3Bpara nipu sorayre;
—  3aperucTPUPOBAHHBIC TS IPUIIOKEHHS pa3perieHus (SCope).
Bce URL B nanHOM pasnene HeoOX0auMO CKOPPEKTUPOBATh B 3aBHCHMOCTH OT KOHKPETHBIX
HacTpoeK, ceanHbIx npu BHeApenun Blitz Identity Provider. Cm. «PykoBoACTBO aMUHHCTpATOpay.
B nensix B3aumoneiicteust ¢ Blitz Identity Provider mpumoxenne HOKHO HCIONb30BaTh
ClelyIoIue aapeca:
— URL ans nmpoBeneHus: aBTOPU3AUMU U Ay TEHTHU(PUKAIIH:
e https://login-test.company.com/blitz/oauth/ae (rectoBas cpema)
e https://login.company.com/blitz/oauth/ae (mponykTuBHas cpezna)
— URL ansa nmonmyueHus u 0OHOBJICHHS MapKepa JOCTYyTIa:
e https://login-test.company.com/blitz/oauth/te (TectoBas cpena)
¢ https://login.company.com/blitz/oauth/te (mpoaykTuBHas cpena)
— URL a1 nosydeHus: JaHHBIX MOJIb30BATES:
¢ https://login-test.company.com/blitz/oauth/me (TecroBas cpena)
e https://login.company.com/blitz/oauth/me (nmpoaykruBHas cpena)
— URL ansa quHaMu4YecKoi perucTpary 3K3eMIuisipa MOOMIBHOTO MPUIIOKESHHUS .
e https://login-test.company.com/blitz/oauth/register (tecroBas cpena)

e https://login.company.com/blitz/oauth/register (npoaykruBHas cpena)
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— URL mis nonyyenus koaa moarsepskacaus apropusaruu (OAuth 2.0 Device
Authorization Grant):
e https://login-test.company.com/blitz/oauth/da (tecroBas cpena)
e https://login.company.com/blitz/oauth/da (nmpoayxkruBHas cpena)
— URL a5 monyuyeHus JaHHBIX O MapKepe TOCTyma:
e https://login-test.company.com/blitz/oauth/introspect (tecroBas cpena)
e https://login.company.com/blitz/oauth/introspect (mpoaykTuBHas cpena)
— URL pans BeITOTHEHUS JIOoTayTa:
e https://login-test.company.com/blitz/oauth/logout (tecToBas cpena)
e https://login.company.com/blitz/oauth/logout (mpoaykTuBHas cpena)
Bce st URL, a Takxke 1OMOTHUTENbHBIE CBECHHS, Pa3MEIICHBI TI0 apecy
JIMHAMUYECKH 0OHOBIIIEMBIX HACTpOeK (MeTaJaHHbIX) Kax ol cpeas Blitz Identity Provider®s:
— https://login-test.company.com/blitz/.well-known/openid-configuration (tecroBas cpena)
— https://login.company.com/blitz/.well-known/openid-configuration (nmpoaykxtuBHas cpe/a)
Pazpa®oTunky MOpUIIOKEHUH MOTYT HE NpONMChIBaTh Bce YykazanHele URL B
KOH(HUTypaIlii CBOETO MPUJIOXKCHHS, a HCIONb30BaTh B HACTOHMKaX EAWHYIO CCBIIKY Ha
Metaaanneie Blitz Identity Provider.
Taxke B 3aBHCHMOCTH OT HACTPOEK, CHCIAaHHBIX Tpu pa3BepTehiBanuu Blitz ldentity
Provider, MOTyT ObITh TOCTYIHBI JOTIOJIHUTEIbHbIE CEPBHCHI, OMTHUCAHHBIC B [IPHITIOKCHUSAX.
3.2. I'oToBbIe OMOIMOTEKH
s uaterpauuu npuioxenus ¢ Blitz Identity Provider moxHo ucnosb3oBath OfHY U3
MHOXkecTBa roToBeix  OAUth 2.0  OmOnmortex!* wmm  peanms3oBaTh  B3aMMOJECHCTBHUE
CaMOCTOSITEIIBHO.
Jlns mHTerparmu MoOMIbHBIX mpuioxenuit ¢ Blitz Identity Provider Oymer mosesen
uHpopMamoHHsli pecypce https://appauth.io/, npenocrapnsrommit SDK s iI0S/Android.
B moapasgene 3.3 omucan crenapuii wHTerpammu ¢ Blitz  Identity Provider
BEO-TIPHIIOKEHHMS TSl IPOBEICHUS UICHTU(DUKAIIUU/ay TCHTU(DUKAIIUH TT0JIb30BaTEIIs.
B noapasnene 3.4 onucan cuenapuii uaterpanuu ¢ Blitz Identity Provider mo6unsHOTO
MIPUIIOKESHHUS ISl TIPOBEICHHSI UICHTU(UKAIK/ay TCHTU(DUKAIIUY TTOJIb30BaTEIIS.
B pasnene 4 omucansl npenocrasisiemeie Blitz ldentity Provider cepsucel moctyma K

PIH(i)OpMaI_II/II/I O ITIOJIB30BAaTcCIIC.

13 RFC 8414 «OAuth 2.0 Authorization Server Metadata», cm.: https://tools.ietf.org/html/rfc8414
14 Cm.: https://oauth.net/code/#client-libraries
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3.3.
3.3.1

HoakoyeHue BeO-NMPUITOKEHUS
OO0urue cBegeHust

BzaumoneiictBue BeO-punoxenus ¢ Blitz Identity Provider mo OIDC BkirouaeT B cebs

CIIEyIOIINE ATarbI:

NpUIOKEHHe Yepe3 BeO-Opaysep OTHIpaBisSeT 3ampoc Ha HACHTHGUKAHUIO U
ayteHTH(UKaIKIO Ioab30Bartes B aapec Blitz Identity Provider;

Blitz Identity Provider mpoBoauT uaeHTH()UKAIINIO/ay TEHTH(PHUIIMPYET IMOIH30BATEIS;
Blitz ldentity Provider mosryuaet coriiacue moJjib30BaTesis Ha repeiaqy HHPOpMaIlui 0 HeM
B TPHIOKECHUE (U1 TPHIOKEHHH, KOTOpbIE pa3MElIeHbl Ha JOMEHe company.com,
COTJIACHE MPEOCTABIISCTCS aBTOMATHYECKU 0€3 3arpoca mojib30BaTelis);

Blitz Identity Provider uepe3 Be0-Opay3ep mepeHampaBisieT MOJIb30BaTEeNIs OOpAaTHO B
MPUIOKEHHE U MTEPEIacT B MPUIIOKEHNUE KOl ABTOPU3AIIUH;

MPUIOKEHHE C MCIOJIb30BAaHUEM KOJia aBTOpHU3aIMU (HOPMHPYET 3ampoc Ha TOIyueHHE
Mapkepa HICHTU(DHUKAIINH, MapKepa 0OHOBIICHHUS, MapKepa JI0CTYIIa;

MIPUJIOKEHHE TIOJYYaeT OTBET, COJACPKAIIHI HEOOX0AMMbIE MapKePhI;

NPUIOKEHWE 3ampalluBacT JaHHbIC MOJB30BATEAs IO Mapkepy jgoctyma. Ilpu
HEOOXOIMMOCTH TMPHIIOKEHHE MOXKET MPOBECTH MPOBEPKY MapKepa HIACHTH(DUKAIIMH U
M3BJICYb U3 3TOTO MapKepa UACHTH()UKATODP MOTH30BATENS U JOMOIHUTEIBLHBIC ATPUOYTHI.

Ha pucynkax 1 — 3 mpeacraBieHsl MPOIECCHl MOMYUYSHHsI KOJIa aBTOPU3AIlUH, MapKepOB,

JaHHBIX IT1OJb30BaTCIIA.

MNons3oBatens Bpaysep MNpunoxeHwe Blitz Identity

(User Agent) (frontend) Provider

———
L}
g - GET /blitz/oauth/ae?response_type=code

| A3HHbIE ANA UACHTUOWKAL MM

&scope=openid%20profile
&client_id=app
‘ &redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

[
| } &state=342a2c0c...
— i
— i
i

1. MNantsosaren: o6pamaetcs k | 2.Mpunoxenue genaet 3anpoc k Blitz
| NPUACXEHNIO i

3. Blitz nposepser,
UMeeT nu
NoNb30BaTeNb CECCUIO

4. Ecnn y nons3osatenns oTcyTcTeyeT ceccun, To Blitz

|
i

i : NPOCHT NoAk30BATENA BOWTH B cucTemy

i

5. Monb3oBatens BBOAUT i
NIOTMH/NAPOAL UM MHBIE 6. flaHHble ANA MABHTUGUKALIMK U 3yTEHTUDUKALUM NEPEAAIOTCR Ha NpoBepKy B Blitz
i

W ayTeHTUhMKaL MK 7. Blitz ocywecrenser
uaeHTUGUKALUIO U

HTTP/1.1302 Found J
ayTeHTUUKaLMIO

I
1 Location: https://app.company.com/re?code=f954nEz...
i &state=342a2c0c...

i

r\
I 8. Blitz so3BpalwaeT npunoxexuio
i

K0A aBTOpU3aLuu

Pucynok 1 — Ilonyuenue kooa aemopusayuu

15 ITanwublii npolecc coBNAfaeT ¢ MOAE/IbIO aBTOPU3ALUH TIpuiokeHus Authorization Code Grant, peycMOTpeHHOI

cnerudukanmein OAuth 2.0.
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MpunoxeHne
(backend)

Blitz Identity
Provider

POST /blitz/oauth/te

&code=f954nkz...

grant_type=authorization_code

Content-Type: application/x-www-form-urlencoded
Authorization: Basic bGSjYWxo.

&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1. MpunoxeHune HanpaenseT B Blitz 3anpoc Ha nonydyeHue mapkepoB

6e3onacHocTK

HTTP/1.1 200 0K

Content-Type: application/json

{
"access_token": "ORSqylGx...",
"token_type": "bearer",
"expires_in": 3600,
"refresh_token": "FepnjwwA...",
"id_token": "eyJhbGci..."

! /4

2. MpunoxeHue NonyyaeT MapKep A0CTyna, Mapkep UAeHTUGUKaLMK,

Mapkep 06HOBAEHUA

Pucynok 2 — Ilonyuenue mapkepoe dezonacunocmu

MpunoxeHwne
(backend)

Blitz Identity
Provider

GET /blitz/oauth/me HTTP/1.1

Authorization: Bearer ORSqylGx... J

—

1. MpunoxeHwue HanpasaseT B Blitz 3anpoc Ha nonyyeHne AaHHbIX
noNb30BaTeNs, NPUKAaAbIBas MapKep A0CTyna

HTTP/1.1 2000K

Content-Type: application/json

{
"sub": "3d10f626-ea77-481d-...",
"family_name": "UsaHoB",
"given_name": "UBaH",
"middle_name": "MBaHoBMY",

"mail": "iivanov@company.com" _)

}

—

2. [punoxeHne nony4aeT gaHHble Nonb3oBaTens B suge JSSON

Pucynok 3 — Ilonyuenue oannwix nonv3osamens
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3.3.2. 3anpoc Ha moJiyyeHHe KOJIa aBTOPHU3AUH

Jlns mpoBeneHHus HUACHTU(GHUKANMKA M ayTCHTH(QHKAIIMM TOJIb30BATEIsl MPUIOKEHHE
JIOJDKHO HanpaBuTh monb3oBarenss Ha URL gna nonydenus B Blitz Identity Provider koma
aBTOPHU3AIMHU, TIEPE/IaB B KAUECTBE MapaMeTPOB:

— client_id — unenTudukaTop KIneHTa;

— response_type — tun oreera (mpunuMaer 3Hauenue'® “code”, “token”, “code token”,
“code id_token”, “code id_token token”, “id_token token”, “id_token”);

— response_mode (HeoOs3aTeNIbHBINA MapaMeTp) — MO3BOJSET SIBHO yKa3aTh TpeOyeMbIid
croco0 nepenaun Koja apTopuzanui. [Ipu 0ObIYHOM MOIKITIOUEHHH TpHIokeHus K Blitz
Identity Provider nannblii mapameTp nepenaBaThCsi HE JAOJDKEH, TaK KaK PEKOMEHIYeTCsI
HCIOJIb30BaTh CTaHJAapPTHBIE CIOCOOBI TMepenadyd Kojaa aBTopu3anuu (query — s
Authorization Code Flow u fragment — mst Implicit/Hybrid Flow).

Bo3MoskHBIE 3HAUEHHS TapaMeTpa response_mode:

e query — 3HaueHHe Kojaa aBtopusaiuu (Code) Bo3Bpamiaercs Ha redirect_uri
npuiaoxenus B ¢opme query-mapamerpa. CranmapTHbiii pexxum it Authorization
Code Flow.

o fragment — 3mauenwe koma aBTOopum3aiuu (COde) Bo3Bparmaercs Ha redirect uri
npuiioxenus B ¢popme fragment-napamerpa (#). Cranmaprtheiii pesxum s Implicit
Flow.

e form_post — B 3TOM pexumMe mapamMeTphl OTBETA Ha aBTOPU3AIIUIO KOJUPYIOTCS Kak
3naueHnst HTML-dopmebl, koTopble aBTOMaTu4decku oTmpasisiiorcs B User Agent u
nepenatotcss kiueHty uepe3 meron HTTP POST, npu s3ToM pesynapTupyronime
napaMeTpsl KOAMPYIOTCS B Teje ¢ momoinbio ¢opmara application/x-www-form-
urlencoded.

— SCOpe — 3ampaiiuBaeMble pa3pelieHus, Ui MPOBEACHUS ayTCHTU(PHUKAIIUHU JTOHKHO OBbITh
nepeaHo paspeiienue Openid ¥ HeoOXOoAUMbIC AOMOJHUTEIbHBIC SCOPE IS MOTyUCHHUS
JIaHHBIX [OJIb30BaTeNs, Hampumep, profile (mpu 3ampoce HeCKONbKHX SCOPE OHHU

HepealoTcs OIHON CTPOKOM U OTAENSAIOTCS APYT OT Apyra Mpoodenom);

16 Mcnonb3oBanue MHBIX PEXUMOB, KpoMe “code”, TpeOyeT CNELMaIbHOTO COINIACOBAHMS NPHU MOJaye 3asiBKU Ha
peructparmto npunoxenus B Blitz ldentity Provider. 3nauenue mapamerpa response_type ykassiBaeT BbIOpaHHBIH
npuiIoKeHneM criocob B3aumoseiictsust ¢ Blitz Identity Provider:

—  “code” — Authorization Code Flow;

—  “code token”, “code id_token token”, “code id_token token” — Hybrid Flow;

—  “id_token token”, “id_token” — OIDC Implicit Flow;

—  “token” — OAuth 2.0 Implicit Flow.
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redirect_uri — ccbuika JuIs BO3BpaTa MOJb30BaTEIs B MPUIOKCHUE, CChUIKA JIOJDKHA
COOTBETCTBOBAThH OJIHOMY U3 3apETUCTPHUPOBAHHBIX 3HAYCHUH;

state — HaOOp Ciy4yallHBIX CHMBOJIOB, UMEIOIMUNA BUJ 128-OuTHOrO HMAEHTH(HUKATOpA
3anpoca (UCHOob3YyeTCs JUIsl 3alUThl OT IEpexXBara), 3TO K€ 3HaueHHe Oy1eT BO3BPAIICHO
B OTBETE — OMIMOHATIBHBIN TTApaMeTp;

access_type (aeoOsi3aTesbHBIN Tapamerp) — TpeOyeTrcs U TPUIOKCHUIO TOTyYaTh
refresh_token, HeoOXoqMMBIi [T TIOTyYEHHsI CBEJACHUI O MOJIb30BaTele B AajbHEHIIEM,
Korjga Tosb3oBarenb Oynmer odduaita. Ilpunumaer 3nadenue online wmm offline,
refresh_token npenocrasnsercs npu access_type=offline. Ecnu 3nauenue ne 3amano, To
TIOBE/ICHHE OTPECIseTCs HACTPOUKOM, 3aJJaHHON ISl YKa3aHHOro npuioxenus B Blitz

Identity Provider;

prompt (HeoOsi3aTenbHbBIN Mapamerp) — ykasbiBaeT Blitz Identity Provider tpeGyembrii

pexuM Bxoza. Bo3mMokHbIe 3HAYECHUS MapameTpa prompt:

e NoOne — 3ampet Ha ayTeHTH(uKauio. Ecmu nmpu BeimosHeHnu 3anpoca y Blitz 1dentity
Provider BO3HHMKHET MOTPEOHOCTh OTOOPA3UTh TMOJIB30BATEII0 HSKPaH 3ampoca
uaeHTuukanun/ayrentudukamnuu, To Blitz Identity Provider ue Oymet sToro nenars,
a BepHeT cucteme Ha ee redirect_uri ommoOky login_required. Boi3oB ¢ mapamerpom
prompt=none Hy>KHO AeNaTh B CIy4ae, ECIIM NPUIIOKEHUE XOUYET ITPOBEPUTH HATTMUNE
y monb3oBatens ceccun Blitz Identity Provider, Ho He Xx04eT, YTOOBI ITPH BHITOJHCHUN
TaKOM MPOBEPKHU IOJIb30BaTENI0 0TOOpasuiics 3kpan Bxoja Blitz Identity Provider.

e select_account — 3ampoc cmensl Tekymiero nonbe3oBarens. Blitz Identity Provider
0TOOPA3UT MOJB30BATEI0 YKPAH BHIOOpA aKKayHTa, YTOOBI TOJI30BATEIh MOT BOUTH
O] IPYTOM YYETHOH 3aIUChIO.

e login — 3amper Ha SSO. Ecnu mpu BeimonHenuu 3ampoca Blitz ldentity Provider
BBISICHHT, YTO MOJb30BaTEIb YK€ INPOXOAUT HICHTU(UKALNIO/ayTeHTU(HUKAIIHIO
panee, To Blitz Identity Provider sBHO moTpeOyeT OT TONB30BATENS IPOUTH
unentudukanuio/ayrenTudukanuo 3aHoBo. [lpu stom Blitz Identity Provider
JIOTIOJTHUTEIILHO MPOBEPHT, YTO BXOJ OYAET OCYIIECTBICH MMEHHO TE€M € CaMbIM
M0JIb30BaTEIIEM, MTOJIB30BATEIBCKAsT CECCHsI KOTOPOTO OTKPhITa. ECiin mpu moBTOPHO#
uieHTU(UKAIMU/ay TCHTU(DUKALMK TI0JIb30BATEIb BBITIOJIHUT BXOJX TMOJ JPyrou
yueTHO# 3amuchio, To Blitz Identity Provider Bepuer cucteme nHa ee redirect_uri
omrOky login_required. Bri3oB ¢ mapameTpom prompt=l0gin Hy>xHO JenaTh B Cirydae,
eciu NPUIIOKEHHE XOUeT SIBHO 3aIPOCHUTh y M0JIb30BATEJISI
uieHTU(UKaIKMIO/ayTeHTU(QUKALIMIO, HANpUMEp, HpU JIOCTyNme K TpeOyromiei

MOBBIIIECHHON 3alUThI GYHKIUU TPUTIOKEHHUS.
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Mpumewvanue — i1 prompt=login s npHIOKEHUS MOXKHO TIpH
HEOOXOIUMOCTH BKJIIOUYUTh HWHOW CHEHapuil oOpabOTKM CHUTyalluH, 4YTO
I10JIb30BATENb BOLIEI MO/ APYTOi YUETHOM 3aIllUChIO, YeM ObLI paHee 3aJI0TMHEH B
ceccud. A HMEHHO, MOXXHO BKJIIOUHTh, 4TOOBI IMpH BbI3OBe prompt=login
OCYIIECTBIISICS MPUHYIUTENBHBIN JIOTayT TEKYIIEH CECCUM U CO3JLaHHME CECCHU
I10/1 HOBOM y4ETHOM 3aIIUChI0. Takoe IOBeIeHUE HE SBJISIETCS PEKOMEH Iy EMbIM, HO
MO>KET OBbITh BKJIFOUEHO JJISl IPUIIOKEHUS 110 OTIEIbHOMY 3ampocy.

nonce (HeoOsA3aTEIbHBIA MapaMeTp) — CTPOKa, MUCHOJb3yeMmas IS TPHUBSI3KH CECCHH

IPUIOKEHHUS ¢ MapkepoM uaeHTH(UKaruu. IIpH CTaHAApPTHOM  IOAKIIOYEHUH

npunoxenus k Blitz Identity Provider ¢ ucmons3oBanuem Authorization Code Flow

napameTp NONCE UCMOIBb30BaTh HET HeoOxoaumocTH. [Ipu moakitrouenuu o Implicit Flow
win Hybrid Flow mgannbii mapamerp IOKeH IepemaBaThCs. 3HaueHHE NONCE TOKHO

OBITh CITy4alfHOM TEKCTOBOM CTPOKOH.

display (Heobs3aTenbHbII MapaMeTp) — mapaMeTp B 3HAYSHUH SCript mepeaaeTcs TONbKO B

ciydae 3arycka nporecca Bxoaa yepe3 HTTP API (cm. [Ipunoxenne B).

bip_action_hint (meo0s3arenbHblii napamerp) — ykassiBaeT Blitz ldentity Provider, urto

CTpaHUIla BXO/1a JI0JKHA OTKPBITHCS B OJJHOM U3 CIIEIUAIBHBIX PEKUMOB:

e 0Open_reg — OTKPBITh B PEXKMME PETUCTPALMHU ITOJIL30BATEIISA; HPH HCIOJIb30BAHUH
3TOTrO PEXMMa MOYKHO JOIOJHHUTEIBHO yKa3zaTh mapameTp login_hint co 3nauenunem
email momp3oBarenss, W TOrga IMOJEe «AIpPEC DIEKTPOHHOW TOYTBD OyaeT
[epe3anojHeHO YKa3aHHbIM 3HaueHueM email;

e Open_recovery — OTKpbITh B PEKUME BOCCTAHOBIICHHUS MAPOJISL; MPH HCIOIb30BAHUH
ATOTO PEXMMa MOYHO JOIOJHHUTEIBHO yKa3zaTh mapametp login_hint co 3nauenunem
email moms3oBarens, u Torma mosie «JIoruH» OyIeT Mepe3anoaHEHO yKa3aHHBIM
3HayeHueM email;

e used_externalldps:esia:esia_1 — oTkpsITh B pexume Bxona yepe3 ECUA;

e used_externalldps:esiadp:esiadp_1 — BXOA ¢ HCIOJB30BAHHEM YUYCTHOHN 3aIlMCH
ECHA (depe3 momydeHHe coTiiacus Ha IOCTYH K [MHU(POBOMY MPOQHITIO);

e used_externalldps:sbrf:sbrf_1 — otkpsiTh B pexume Bxoma yepe3 Coep ID;

e used_externalldps:sbb:sbb_1 — otkpeiTh B pesxume Bxona uepe3 Coepbusnec 1D;

e used_externalldps:tcs:tcs_1 — oTkpeiTh B peskume Bxoaa uepe3 Tunbkodd I1D;

e used_externalldps:vtb:vtb_1 — otkpsiTh B peskume Bxomaa uepe3 BTH ID;

e used_externalldps:alfa:alfa_1 — otkpsiTh B pexume Bxona yepe3 Anbda ID;

e used_externalldps:mos:mos_1 — oTkpbITh B peskume Bxoaa uepe3 Mos ID (CYIUP);

e used_externalldps:apple:apple_1 — otkpsiTh B peskume Bxoaa uepes Apple 1D;

e used_externalldps:facebook:facebook_1 — otkpseiTh B pexxrme Bxoaa uepe3 Facebook;
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e used_externalldps:google:google 1 — oTkpsITh B pesknmMe Bxoaa uepe3 Google;

e used_externalldps:mail:mail_1 — otkpsITh B pexxume Bxoja uepe3 Mail ID;

e used_externalldps:vkid:vkid_1 — otkpsiTh B pexkrme Bxoma uepe3 VK ID;

e used_externalldps:ok:ok 1 — oTkpsITh B peskume Bxo1a uepe3 O THOKIACCHUKH;

e used_externalldps:vk:vk_1 — oTkpbITh B peskume Bxoaa uepe3 VK;

e used_externalldps:yandex:yandex_1 — oTKpbITh B peKuMe BXoa uepes SHeKc;

e used_password — OTKpBITh B PeXKHME BX0/Ia MO Mapoito (MTIOBEICHUE 10 YMOIYAHHIO);

e used_webAuthn — oTkpeiTh B pexxume Bxona ¢ wucnoib3oBanuem FIDO2 kmroua
(Passkey);

e used_x509 — OTKpBITH B PeXKKME BXOJa MO MJICKTPOHHOU MO/IIHCH;

e used_qrCode — oTKphITh B pexume Bxozaa 1o QR-koy;

e used_Spnego — OTKPHITh B PEIKUME BXO/Ia [0 CEAHCY OIMEPAIMOHHON CUCTEMBI;

e Uused_SMS — OTKpBITh B peXKUME BX0/1a 110 Koy B SMS;

e used_outside_methodname — OTKpBITH B pEeKHUME BXOJa uepe3 BHEIIHHA METOJ
ayTeHTH(]UKau ¢ uMeHeM methodname.

— bip_user_hint (Heobs3aTenbHBINM TapaMeTP) — MepeaacTes uaeHTudurarop (Sub) yueTHoi
3aliCH TOJIb30BaTENs, KOTOpasi A0JKHA OBITh BHIOpaHAa aBTOMAaTHYECKH MPU OTKPBHITHU
9KpaHa Bxoja. MaeHTuduKaTop JOHKEH COOTBETCTBOBATH OMHON M3 3allOMHEHHBIX Ha
YCTPOMCTBE YUYETHBIX 3alUCEl MM CTPaHHUIA BXOJa OyJeT OTKPhITA B PEKHUME BXOJa
HOBOTO TOJIb30BATES;

— login_hint (HeoOs3aTenpHBIN MapaMeTp) — MepeaacTcs 3HaYeHUE, KOTOPOE JOJIKHO OBITh
3al0JIHEHO B TI0JIE BBOJIA JIOTHMHA, B CIy4ae €CJIM CTpaHHIla BXOJa OTKPHITA B PEIKHME
BXOJ[a HOBOT'O MOJIb30BaTelisl. Eciiu HY»HO 3alOJHHUTH JIOTUH B CIydae, KOrja yXKe eCTh
3alIOMHEHHBIA [OJIb30BaTedb, TO HY)KHO HCIOIb30BaTh mapametp login_hint B
KoMOMHanuu ¢ mapameTpom bip_user_hint;

— bip_extldps_user_choose_hint  (meoOsi3aTenpHBI ~ mapameTp)  —  MepemacTcs
uaeHTudukarop (SUb) yueTHoit 3amucu mosb30BaTeNsl, KOTOpas J0JDKHA ObITH BHIOpaHa
AaBTOMAaTHYECKH B Cly4ae BXOJa IMOJb30BaTeIsl dYepe3 BHEIIHWHA IOCTABIIUK
UICHTHU(UKAIIMKA, K KOTOPOMY TPUBS3aHO HECKOJIbKO yueTHbIX 3amuceit Blitz ldentity
Provider;

— code_challenge_method (ueoOsi3atenbHbIil MapaMeTp) — nepeaaercs 3HaueHue “S256”,

eclM  MOAKIIOUEHHOE NPHIIOKEHHE mojuepxkuBaeT crnenudukanuo PKCEY  mna

" RFC 7636 «Proof Key for Code Exchange by OAuth Public Clients», cm.: https://tools.ietf.org/html/rfc7636
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JOTIOJTHUTEIBHOM 3anuThl B3aumozeicTeus ¢ Blitz Identity Provider. J{ist moaximroueHust
BeO-npunoxennii npumenenne PKCE e siBisiercs oOs3arenpHBIM. (15 mOAKIIOUEHUS
MoOMIIBHBIX puiiokeHuit k Blitz Identity Provider nomxken ucnonb3oBatses PKCE.

— code_challenge (HeoOs3atenbHbIi TapaMerp) — mnpu ucnonb3oBanuun PKCE B artor

napameTp IepedaeTcs 3HaueHHe, BBIUMCICHHOE oT code verifier mo ciemyrorei

popmyne's:

code_challenge=BASE64URL-ENCODE (SHA256 (ASCII (code verifier)))

IIpumMeyanue —3anpeniaeTcs OTKPbIBaTh CTpAHUILy BXoa Bo ¢peiime. [lomp3oBarensb
nomkeH BuaeTh URL cTpaHuiibl BXoJia, a Tak’Ke UMETh BO3MOYKHOCTh YO€IUThCS B HAJIUUUU
HTTPS-coemunenus Be6-mopramom login.company.com.

HpHMep 3arpoca Ha MOJIyUYCHHUC Koaa ABTOpHU3allUU (3anpomeHa

uneHTuuKaims/ayTeHTHGUKALKS 1 MapKep T0CTyma ¢ paszperieHusiMu openid u profile):

https://login.company.com/blitz/ocauth/ae?client id=ais
&response_ type=code

&scope=openid+profile&access type=offline
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%bafb6a7f

&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

IIpumep oTBeTa co 3HaUeHHEM Ko1a aBTopu3anuu (Code) u mapamerpom state:
https://app.company.com/re?code=f954..nS0&state=342a2c0c-d9%f-4cd6-b328-b67d9%af6af
Bosmoskubie ommOku mpu BbizoBe /oauth/ae coorserctByror RFC 6749 u ommcansl 1o

ceputke®.

[Mpumep 3ampoca Ha MoJdyvYeHHE KOJa aBTOpU3aluu, mpu koropom Blitz Identity Provider
HE JIOJDKEH OTKPBITh CTPAaHUIy BXOJa B Cly4ae, €CIHM IOJb30BaTENb €LIe HE IMPOXOANIT

uaeHTuGUKaIio/ayTeHTH(HUKAITNIO B TEKyIIeM BeO-Opaysepe:

https://login.company.com/blitz/ocauth/ae?client id=ais
&response_ type=code

&scope=openid+profile&access type=offline
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%afba77f&prompt=none
&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

[Mpumep oTBeTa C OIIMOKOW, e€ciM JUIs TOJYyYEHHsS KOJa aBTOPU3AIlMH MOJb30BaTENb
JOJDKEH SIBHO TPOWTH WaeHTH(MKanuio/ayTeHTHUKaNU Ha cTpanuie Bxoxa Blitz ldentity

Provider, a 3ampoc ObLI BBIIIOJIHEH C ITapaMeTpoM Prompt=none:

https://app.company.com/re?error=login required
&error description=The+Authorization+Server+requires+End-User+authentication..
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

[Mpumep 3ampoca Ha Moay4YeHHE KOa aBTOpu3aluu, mpu koropom Blitz Identity Provider

JOJDKEH OCYLIECTBUTH BXOJ B pesknuMe Bxoja uepe3 ECHA:

https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=code

&scope=openid+profile&access type=offline
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%af6a7f

&bip action hint=used externalldps:esia:esia 1
&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

18 TIpu ornaznke yao0HO MCHIONB30BaTh OHNAMH-KaIbKysTOp, cM.. https://example-app.com/pkee

19 Cm.: https://tools.ietf.org/html/rfc67494#section-4.1.2.1
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[lpumep 3ampoca Ha MoNydYeHHUE MapKepa JOCTyla W Mapkepa HIAeHTH(UKAIUU ¢

ucnoib3oBanuem OIDC Implicit Flow:

https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=id token%20token

&scope=openid+profile
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f
&nonce=n-0S6_WzA2Mj]

&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

ITpumep oteera ot Blitz ldentity Provider ¢ mapkepamu moctyna W UaeHTH(DHUKAIMH,

nosiyueHHbIMHE ¢ ucniosibzoBanuem OIDC Implicit Flow:

https://app.company.com/refaccess_ token=S1AV32hkKG
&token type=Bearer

&id token=eyJ0..NiJ9.eyJlc..I6IjIifX0.DeWt4Qu..ZXs0o
&expires in=3600
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

[lpumep 3ampoca Ha TOJy4YeHHE KOJA AaBTOPU3ALMU M MapKepa HICHTU(DUKAIUH C

ucnosis3oBanrem OIDC Hybrid Flow:
https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=code%20id token

&scope=openid+profile
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f
&nonce=n-0S6_WzA2Mj]

&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

[Mpumep oteera ot Blitz Identity Provider ¢ mapkepamu moctyna u WACHTH(QHUKAIUH,

moJIy4eHHbIMH ¢ ucronb3oBanuem OIDC Hybrid Flow:

https://app.company.com/re#code=£954..FxS0
&id token=eyJ0..NiJ9.eyJlc..I6IjIifX0.DeWt4Qu..ZXso
&state=342a2c0c-d9%f-4cd6-b328-b67d%afb6a7f

3.3.3. TloaydyeHue MmapkepoB
B nemsx mpoBeneHust pesyiabraTa HAeHTH()UKAIMN/AyTCHTU(DHUKAIMK T10JIb30BATEIS |
noiy4eHust ero nanueix Blitz Identity Provider Beimyckaer mpHIoKEHUIO pa3indHbIe MapKephl.
ITepeueHb MapKepOB U MX Ha3HAYCHHE TIPUBEICHBI B Ta0HIIE 6.
Tabnuua 6 — Henonvsyemsie ¢ Blitz 1dentity Provider mapkeput

Ne | Ha3Banme O0o3Ha4eHHE IIpenna3HavyeHne U CPOK JeHCTBUSA
1. Mapkep goctymna access_token [Tomyuenue nocTyna K 3allMIIIEHHOMY pecypcy,

HanmpuMep, K JaHHBIM I10JIb30BaTEJIA.

Mapxkep aevictButeneH 3600 cekyH.

2. | Mapkep oOHOBIICHHUS refresh_token OO0HOBJIEHHE MapKepa JocTyna. Mapkep
refresh_token npenocrasnsercs, Toiapko ecnu
JUTSL IPUJIOXKSHHUS TP PETUCTpaIiy ObLia
yKa3zaHa HE0OXOJUMOCTb MOTY4EHHSI
refresh_token, niu ecnu B 3anpoce Ha
HOJIydeHHE KOJla aBTOPHU3AIK ObLI yKa3aH
napameTp access_type=offline

Mapkep IeUCTBUTENIEH 10 MOMEHTA

KCIIOJIb30BaHM, HO HE JIOJbIIe 365 qHel.
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3. Mapkep naentuduxamuu | id_token [Mony4yeHue uaeHTUPUKATMOHHON HH(OpMAIIHH,
HanpuMep, UACHTH(HUKATOPA MMOTb30BATEIS.

Mapkep aeiicTBuTteneH 3 yaca.

[ocne momydyeHus KoJa aBTOPU3ALUH TPHIIOKEHUE JOJDKHO OOMEHSTh €ro Ha MapKephl.
Jlns1 aTOTO MpHIIoKeHue A0KHO chopmupoaTh 3ampoc MerogoM POST na URL s monyuenus
Mapkepa. 3arnpoc JI0JDKeH coliepkaTth 3arojoBok Authorization co 3nauenuem Basic {secret}, rue

secret — aro client_id:client_secret (manpumep, app:topsecret) B popmare Base64.

IIpuMeuyaHnue — CepBHUC MOIYUYECHUS] MAPKEPOB JOJDKEH 0053aTEbHO BBI3BIBATHCS C
cepBepoB moakmoueHHoro k Blitz ldentity Provider npumoskenust. Bb3oB cepBuca u3s
BBINOJIHAEMOI'0 Ha CTOPOHE BeO-Opay3epa nporpaMMHOro Koja (Harnpumep, u3 JavaScript koja
BeO-cTpanubl) SAIIPEIHAETCSI. Tlonyuennsiit Mmapkep noctyma (access_token) mommken
o0OpalaThIBaThCs CEPBEPHOM YaCThIO MPHIIOKEHUS U HE JIOJDKEH IepeiaBaTbes uepes Opaysep
H0JIb30BATEIS.

IIpumep 3aronoBka:

Authorization: Basic YW1lzOmNsaWVudF9zZWNyZXQ=
Tero 3ampoca A0HKHO COIEPIKATh CICIYIOIIUE TaPaMETPhI:

— Ccode — 3HaueHHUEe KoJ1a aBTOPU3ALUH, KOTOPBIN OBUT paHee MOTyYeH;

— grant_type — mnpunumaer 3HaueHue authorization_code, ecimu Koj aBTOpH3AIHMU
0oOMeHHUBAeTCs Ha MapKep J0CTyIa;

— redirect_uri — cchliKa, 10 KOTOPO# JOJDKCH OBITh HAMpaBJIeH MMOJIb30BATEIb MMOCIE TOTO,
KaK JIacT paspelieHUe Ha JOCTym (TO e caMoe 3Ha4yeHHe, KOTOpoe ObLIO YKa3aHO B
3ampoce Ha MOJyYeHHe KOJIa aBTOPH3AIlIH);

— code_verifier (tompko ecnu ucnonb3yercss PKCE) — 3HaueHuMe HpoOBEpPOYHOro KOJa,
UCIIOJIb30BaHHOTO MpH pacuete code_challenge npu monyuenun koja aBTOpU3aAIHMH.

IIpumep 3ampoca:
POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc211LmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=authorization code&code=FLZHS..GU
&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

B oTBeT Bo3Bpaiaercs Mapkep J0CTyna, Mapkep 0OHOBJIEHHS U MapKep UACHTU(UKALINHN.

IIpumep oTBeTa € yCHIEIIHBIM BBIITOJIHEHUEM 3aIIpoca:

"id token": "eyJhbGciOiJSUzI1NiJ9.eyJub..n0=.Ckt..sQ",
"access_token": "dO-xym..BE",

"expires_in": 3600,

"refresh token": "11lEWX..Iw",

"token type": "Bearer"

Hcnonb3yst mosydeHHBIH MapKep J0CTyIa, MPHIOKEHHE MOXKET 3anpocuTh (i 3.6)

aKTyaJbHbIE JaHHbIE oap30Baress u3 Blitz Identity Provider.
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Ecnu xox aBropm3anuu OBUT yXKe MCIIOJNB30BaH, He coBman redirect_uri ¢ pamxee
HCIIOJIb30BAaHHBIM B BbI30Be K /Oauth/ae, mnm MCTeK CpPOK AEHCTBUSA KoIa, MO0 IMepeaaHHbIiH
code_verifier He coorBerctByer code_challenge, To B kadectBe oTBera OyneT BO3BpallcHa
OIINOKA.

[Ipumep oTBeTa € OLIMOKOM:

"error": "invalid grant",
"error description”: "The provided authorization grant .. is invalid, expired, revoked.."

Bosmoxxubie ommbOku npu BbzoBe /oauth/te coorserctByror RFC 6749 u onucanbl mo
cenke?,
Jlist 0OHOBIIEHHS MapKepa JOCTyIa MPUI0KEHHE JOKHO CPOPMUPOBATH 3aIIPOC METOI0M
POST na URL s nonmyueHust 1 0OHOBIIEHHS MapKepa. 3arnpoc J0JKEH COAEPKaTh aHAJIOTUYHBIN
3aronoBok Authorization, a Taroke cieayromye napaMmeTpsl B TeJe 3ampoca:
— refresh_token — mapkep 0OHOBIICHHS;
— grant_type — mnpunumaer 3HadcHue refresh_token, ecnmu wmapkep oOHOBICHHS

0OMEHHBAETCSI HA MapKep JOCTYIIA.

IIpumep 3ampoca:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc211LmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=refresh token&refresh token=3jj2DA..bQ
[punoxenue MoXxeT 0OMeHATH acCess_token ¢ omHUM HAOOPOM pasperieHuit (SCOpPes) u

yrBepskacauii (claims) ma access_token c¢ apyrum HabOpOM paspelieHHid W yTBEPIKICHHUU C
ucnons3oBanuem OAuth 2.0 Token Exchange?l. D1o Moxker ObITH MOJNE3HO Mepel mepenadeii
access_token ot mosy4HBIIEr0 €ro MPHJIOKEHUS APYroMY MPHIOKECHHUIO, YTOOBI MPHIOKCHUE
MOJIYYHIIO COKPAIIEHHBIH HA0Op pa3pelieH i U CBEICHH O Tob30oBarese. s UCIoIb30BaHuUs
o0MeHa MapKepa IOCTYTIa TPUIIOKECHHUIO JTOKHO OBITH IPEIOCTABIICHO CIIEIHAILHOE Pa3peIIcHUE
Ha wucnoms3oBanne OAuth 2.0 Token Exchange (paspemen  grant_type —
urn:ietf:params:oauth:grant-type:token-exchange). Taxke AOMKHBI OBITH 3adaHBI HACTPONKH
paBuJI 0OMeHa MapKepoB A0cTya (cM. «PyKoBOICTBO aiMUHHUCTpaTOpay). J{iis oOMeHa Mapkepa
JOCTyTa TpriiokeHne aenaetr Bb3oB merogoM POST ma URL mns momydeHus u 0OHOBIICHUS
Mapkepa. 3ampoc JO/DKEH COjepKaTh aHaJIOTHYHBIA 3aronoBok Authorization, a Ttakke
CIICIOIIME TTAPaMETPhI B TEJIE 3apoca:

— grant_type — npuauMaeT 3HaueHue Urn:ietf:params:oauth:grant-type:token-exchange;

20 Cw.: https:/ftools.ietf.org/html/rfc6749#section-5.2
2L Cm.: https:/iwww.rfc-editor.org/rfc/rfc8693.txt
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resource — mMpUHUMAET MM pecypca, s Mepeladyd KOTOPOMY 3arpaiiuBaeTcs oOMeH
Mapkepa J0cTyma (00s3aTeNIbHO JJOJIKEH ObITh YKa3aH OJIMH U3 MapaMeTpoB — reSOUrce min
audience);

audience — mpuHMMaeT UMEHa MPHIOXKEHUH, Ui Tepenadyll KOTOPBIM 3alpaiinBaeTcs
MapKep JI0CTyIa;

subject_token_type — mepenmaercs TpeOyeMblii THIT MOJy4aeMOro Mapkepa — B TEKyIei
sepcuu Blitz Identity Provider moanepsxuBaercs Tonbko tum urn:ietf:params:oauth:token-
type:access_token;

subject_token — nepenaercs 3HaUeHIe 3aMeHsIEMOro Mapkepa goctymna (access_token);
SCOpe — HeoOs3aTeNbHBIN MapaMeTp — yKa3blBaeT MEpeueHb 3ampalinBaeMbIX SCOPE B
HOBOM Mapkepe. Ecinm He ykas3aH, TO B HOBBI Mapkep OyIyT BKJIIOUCHBI BCe SCOPE,
paspelieHHbIe PABHIOM 0OMEHa;

token_format — HeoOs3aTenbHBI MapamMeTp — YyKa3biBaeT TpeOyeMmblid (opmat s
BBIITYCKAEMOT0 Mapkepa IocTyna. Bo3mokHble 3HaueHus: jwt wiam opaque. Eciu He
yKa3aH, TO HOBBI Mapkep JocTyna OyAeT BBINYIIEH B TOM ke (opmare, 4to U popmar
Mapkepa J0CTyTa, epeaanHoro B subject_token.

IIpumep 3ampoca:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=urn:ietf:params:oauth:grant-type:token-
exchange&resource=..&subject token type=urn:ietf:params:oauth:token-
type:access_tokené&subject token=eyJ..vA

IIpumep oTBeTa € yCHEIIHBIM BBIITOJIHEHUEM 3aIIpoca:

"access token": "eyJr...-g",

"expires in": 3600,

"scope": "openid new scope",

"token type": "Bearer",

"issued token type": "urn:ietf:params:oauth:token type:access token"

[Mpumep 3ampoca ¢ nepemadeii audience, token_format u scope:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=urn:ietf:params:oauth:grant-type:token-exchange&token format=opawue&audience=systeml
system2&scope=openid profile&subject token type=urn:ietf:params:oauth:token-
type:access_tokené&subject token=uuy..OE

[Ipumep ommOku B ciay4ae, ecay HE HaWJEHO IMpaBWJI, Pa3pelIalolluX 3arpolIeHHBIN

oOMeH MapKepa JI0CTyTa!

{

"error": "invalid target",
"error description": "Access denied for resource or audience"

[Ipumep ommOKM B ciryyae, €ciiu MapKep JOCTyIa IPOCPOYEH:

"error": "bad_ access_token",
"error description”: "Access token 'CmJ..Dk' not found"
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Ecin 1mpuioKeHUro MpeoCTaBlIEHO CIENHAIBHOE pa3pelieHue Ha HCIOJIb30BAHUE
OAuth 2.0 Resource Owner Password Credentials (ROPC) (pa3peren grant_type — password), To
MIPWIOKEHUE MOXKET 3alpocuTh HoiyueHue mapkepa aoctyna merogom POST nma URL ans
MOJyYeHHUsT U OOHOBJIEHUS MapKepa. 3amnpoc JO0JDKEH COJep)KaTh aHAJIOTWYHBIN 3arojoBOK
Authorization, a Taxke clIeAyIOIIHMe TapaMeTPhl B TEJIE 3apoca:

— grant_type — npuHIMaeT 3HaUeHHEe Password;

— Username — CoIEep>KUT JIOTHUH IMOJIb30BaTeNs;

— password — coJepKUT mapoJib MOJIb30BATEIIS;

— SCOPEe — COAEPKUT CIIUCOK 3aNPALINBAEMbIX pa3pelICHUMN.

[Tpumep 3ampoca:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=password&username=testuseré&password=testpwdl&scope=profile

[Ipumep oTBeTa ¢ yCHENIHBIM BBIIIOJTHEHUEM 3aIIpoOca:

"access_ token": "dO-xym..BE",
"expires in": 3600,

"scope": "profile",

"token type": "Bearer"

[Ipumep oTBETa C OMINOKOM:

"error": "invalid grant",
"error description": "Invalid user credentials"

Bo3MoskHbIe 3HaUeHHS Tt €rror_description mpu nmpobiieMe ¢ y4eTHO#M 3aMuChIo:

— Invalid user credentials — HenpaBWIIBHBII JTOTHH WM TTAPOJIb;

— User locked — yuetHas 3amuch 3a010KHpOBaHa;

— User locked by inactivity — yueTHas 3amuch 3a0JIOKMpOBaHa MO MPUYUHE JUTATCILHON
HEaKTHBHOCTH,;

— Password method locked — mmst yueTHO# 3ammcu BKIIOYEH 3alpeT Ha KCIOJIb30BaHHE
MapoJIbHOM ayTeHTH(UKAIINY;

— Password method not configured — wmerom maponbHON ayTeHTH()UKAIMK HE
CKOH(UTYPHPOBaH;

— Password expired — cpok aeicTBHsI TapOJIb UCTEK;

— Need password change — Tpe0Oyercs o0s13aTenbHast CMEHaA aposist IPU BXOJIE.

3.3.4. Mapkep uaentuduxanuu. [losyyenne 1aHHBIX WAEHTHPUKATMHT

JIis 1OJydeHUs: AaHHBIX 00 WACHTH(PHMKAIMKA M ayTCHTH(PHUKAINUNA MPHUIOKCHHE MOXKET
CaMOCTOATEIILHO aHAIM3UPOBATh colepkanue Mapkepa uaeHtudukanuu (id_token). Ho moxHO
3TO HE JieNarh, a MCIOJIb30BaTh MOJYYEeHHBIM Mapkep noctyma jus 3amnpoca B Blitz Identity

Provider uepes cnenmanbHblii cepuc (. 3.6) akTyanbHBIX JAHHBIX TOJIH30BATEIIS.
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Mapxkep uaeHTHGUKAIIMN COCTOUT U3 TPEX YacTeH:
— 3aronoBok (header), B kotopom conepxkutcs o0mmas nHpopManus o THIIE MapKepa, B TOM
qpclie 00 UCIIOIb30BAaHHBIX B X0JI¢ €0 (OPMHUPOBAHUS KPHIITOTpahUUECKUX OIIEPALHSIX;
— Habop yrBepxkaenwuii (payload / claim set) ¢ conepxarenbHbIMU CBEICHUSIMU O MapKepe;
— mojamuck (Signature), kotopast y10CTOBepseT, uTo Mapkep «Bbimam» Blitz Identity Provider
¥ He ObUI U3MEHEH IpU Tiepeiaye.

Yactu MapKepa pa3aciICHbI TO‘IKOFI, TaK 4TO OH UMCCT BH /.

HEADER.PAYLOAD.SIGNATURE
Mapkep nepenaercst B BUie cTpoku B popmare Base64url.

3aronoBok (header) cogepxut:

— alg — omcanune anroputma nmdposanus (napametp alg); B Hacrosiuee Bpems B Blitz Identity
Provider moyiep>xuBaercst aropuT™ 3JIeKTpoHHOM mofmick RSA SHA-256, pekoMeH tyeMbilit
crienduKaryeii (COOTBeTCTByeT 3HaueHnio RS256);

—  kid — uneHTHdUKATOP KITFOYA, UCTIOIB30BAHHOIO IS TOIHCH MapKepa.

Habop yTBepkIeHUI BKIFOYACT CIICIYIONIUE aTPUOYThI:

—  eXp—Bpems IpeKpalieHus ASHCTBIS, YKa3biBaeTcs B cekyHaax ¢ 1 saBapst 1970 1. 00:00:00 GMT;

— lat— Bpems BbIgauu, yKasbiBaeTcs B cekyHaax ¢ 1 suBaps 1970 r. 00:00:00 GMT;

— sub — wunmentudukarop cyObekTa, B KadeCTBE 3HAYEHHs YKa3bIBACTCS 3HAYCHUE
uaeHTU(DHUKATOPA ITOTH30BATEIIS;

— ua_id — uaenTrdUKaTOp YCTPOWUCTBA MOIB30BATEIIS;

— aud — agpecat mapkepa, ykasbiBaercs client_id mpuioskenus, HapPaBUBIIETO 3aMPOC HA
ayTeHTH(UKALIUIO;

— ISS — opranu3arus, BEITYCTHBINAS Mapkep, ykasbiBacTcs URL Blitz Identity Provider;

— nonce — crpoka 0e30MaCHOCTH, YKa3bIBACTCS 3HAYCHHE NONCE, KOTOpoe OBLIO TepeIaHo
npuioxenuem Kk Blitz Identity Provider B ucxoanom 3ampoce k /oauth/ae. Mcnonb3yercs
toabko mpu Implicit waun Hybrid Flow. Ilpu monyuyenuu mnpuiioskeHHEM Mapkepa C
ucnois3oannem Implicit wim Hybrid Flow npunoskenue momkHo conoctaBuTh NONCE 13
cocTaBa Mapkepa uaeHTH(UKAIMKU ¢ NONCE U3 CBOETO 3arpoca;

— at_hash — nosnoBuHa x31a Mapkepa J0CTyMa, MepeIacTcs TOJIBKO MPH HCIOIb30BAHHH
Implicit waun Hybrid Flow. IlpencraBnsier coboii 3akoaupoBaHHyto B Base64 neByro
nojoBuny 3HadeHus GyHkiuun SHA-256 ot access_token; IlpuiokeHue, MOTyYHBIIEE
Mapkep moctymna ¢ ucnoib3oBanueMm Implicit wim Hybrid Flow momxno wu3Bieus u3
Mapkepa uaeHTUHuKauy 3Hadenue at_hash u cpaBHUTH ¢ Mapkepom rocTyma.

— C_hash — mnonoBuHa XdmIa Koja aBTOPU3AIMH, TIEPEIACTCS TOJIBKO B CiIydae

ucnonb3oBanus Hybrid Flow. TIpencraBnser coboii 3akoaupoBanHyio B Base64 neByro
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nosioBuHy (128 Owut) 3Hauenuss ¢ynkuun SHA-256 ot koma aBTopuzanmu (Code);

[Mpunosxenne, MoMydMBIIee KOJ aBTOPH3aLUK ¢ ucnonb3oBanuem Hybrid Flow, nomxHo

W3BJICYb M3 MapKepa uACHTH(UKAIMK 3HaYeHue C_hash u cpaBHUTE ¢ KOJIOM aBTOpHU3AIHH.

— amr — mpoWJeHHbIE METOJbl ayTeHTU(UKAIIMH, YKa3bIBACTCA CIHCOK IPOUJEHHBIX

MoJib30BarejaeM MeTo/0B ayTeHTHukauuid. CHUCOK MOXKET BKIIOYATh CIEAYIOLIUe

I/II[eHTI/I(bI/IKaTOpLI METOJOB:

password — BXoJ1 ¢ UCIIOJIb30BAHUEM TTAPOJIS;

cls:<memoo> (mampumep, cls:password) — aBTomMaTu4eckuii BXOJ ¢ 3aIIOMHEHHOTO
ycTpolicTBa (B Ha3BaHWUW WJEHTH(HUKATOpa TOCIE JBOCTOYUS YKa3aH METO]
ayTeHTU(UKALUY, TEPBUYHO MPONICHHON IOJIb30BATEIEM, B pE3yJIbTaTe Yero
MPOU30IILIO 3aIIOMUHAHUE TT0JIb30BaTeNsl Ha JJAHHOM yYCTPOHCTBE);

CSS — aBTOMATHYECKHI BXOJ 1O pe3yJbTaTaM pPEruCTpPalliu IOJb30BaTEIs,
BOCCTAHOBJICHHS TapoJii WM T[epexoja B BEO-NPWIOKEHUE W3 MOOWIBHOTO
MPUIIOKEHHSI, HCIIOJIB3YIOIIEr0 BBI30B C MCIOJIb30BaHUEM SCOpe=native;

SMS — MOATBEP>KICHHE BXOa C TOMOIIbIO kKoaa B SMS-cooOmienun (BTopoii (aktop
ayTeHTU(UKAIUN);

email — moaTBepkICHNE BXO/a C MMOMOIIBIO KOJa B COOOIICHUH 3JICKTPOHHON OYTHI
(BTOpOI (hakTOp ayTeHTU(DUKALINH);

push — moaTBep X IeHNE BXO/Ia C MOMOIIBIO KOJia B PUSh-yBeTOMIICHHH B MOOHIIbHOE
MpUJIOKEHUE (BTOPOH (pakToOp ayTeHTHU(PHUKAUN);

hotp — moaTBepkIeHWE BXOJa C MOMOIIBIO  KOJA, CrEHEPUPOBAHHOIO
HOTP-reneparopoM K0J10B TOATBEPkKACHUS (BTOPOH (HaKTOp ayTEeHTH(UKALIHH ),
totp — moATBepXkKIEHNE BXOJIa C IMMOMOIIBIO0 KOJa, CT€HEPUPOBAHHOTO MPOTPAMMHBIM
TOTP-reneparopoM KOI0B IMOATBEPKACHUS (BTOPOI (akTop ayTeHTH(PHKALINN);

tls — BXom B peknuMe aBTOMATHYECKON ayTeHTH(HMKAIMK C HCIOJb30BaHHeM TLS
Proxy;

SpPNego — BXO/I C UCIIOJIb30BAHUEM CEAHCA ONEPALIMOHHON CUCTEMBI;

userApp — BXoJ B MOOWJIbHOE MPHUIIOKEHUE MPUBI3aHHOW K YCTPONCTBY YYETHOM
3anuchio monb3oBarens (Touch ID/Face ID/TTMH-kon);

webAuthn — Bxon ¢ ucnons3oBanrem FIDO2 kiroua (Passkey) wiu moarBepkaeHue
Bxo0Ja ¢ oMo U2F-xiroua;

X509 — BX0J] ¢ UCTIONB30BAHUEM 3JIEKTPOHHON MOJIIHCH;

qrCode — Bxox mo QR-koxy;

externalldps:esia:esia_1 — Bxo ¢ ucmonib30BaHreM yueTHO# 3amucu ECUA;
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{

externalldps:esiadp:esiadp_1 — Bxox ¢ wucmoab3oBanueM ydeTHoi 3amucu ECHA
(uepe3 moy4yeHue coriacus Ha JIOCTYT K HU(ppOBOMY MpoduIo);
externalldps:sbrf:sbrf_1 — Bxox ¢ ucrons3oBanuem yuernoii 3amucu Coep ID;
externalldps:sbb:sbb_1 — Bxox ¢ ucnons3oBanuem yuetHoii 3anucu Coepbusnec ID;
externalldps:tcs:tcs_1 — Bxox ¢ ucronszoBanueM yuetHoi 3anucu Tunabkodd 1D;
externalldps:vtb:vtb_1 — Bxox ¢ ucnons3oBanuem yuernoii 3anucu BTh ID;
externalldps:alfa:alfa_1 — Bxoz ¢ ucrionb3oBanuemM ydetHou 3anucu Anbda I1D;
externalldps:mos:mos_1 — Bxoa ¢ wHcCHoOJb30BaHWEM y4ueTHO# 3amucu Mos ID
(CYyanP);

externalldps:apple:apple_1 — Bxox ¢ ucnonb3oBanuem yuetHoi 3anucu Apple 1D;
externalldps:facebook:facebook_1 — Bxox ¢ ucnosnbp3oBaHMEM YYETHOH 3amucu B
corpanbHoM cetn Facebook;

externalldps:google:google 1 — Bxox ¢ ucmonb3oBanueM yueTHo# 3amucu Google;
externalldps:mail:mail_1 — Bxox ¢ ucnonb3oBanueM yueTHoit 3amucu Mail 1D;
externalldps:vkid:vkid_1 — Bxox ¢ ucnons3oBanuem yuetHoi 3amucu VK ID;
externalldps:ok:0k_1 — Bxo/ ¢ HCIIOJIB30BaHUEM YUETHOM 3aliCH B COLUATIBHOM ceTh
OHOKJIACCHUKWU,

externalldps:vk:vk_1 — BXoJ ¢ HCIIOIb30BaHNEM YUETHOM 3aIIMCH B COIIMATIBHON CETH
VK;

externalldps:yandex:yandex_1 — BxoJ1 ¢ HCIOJIb30BAHMEM YUYETHOM 3amucu SHmekc;
outside_methodname — mpu3sHak, 4To B IpoIiecce BXO/a MOIb30BATEIb UCIIOIH30BA

BHEIITHHI MeTo]1 ayTeHTH(uKauu ¢ uMeHem methodname.

— sid — uaeHTHHUKATOP CECCUU TTOB30BATES;

— JOIIOJIHHUTCIIBHBIC anI/I6YTBI B COOTBETCTBHH C 3asIBKOM Ha IMOAKIIFOYCHHUC TTPUIIOKCHUA K

Blitz Identity Provider (Bo3moxHbie aTpuOyThl I BKiIodeHus B id_token mpuBencHb B

Tabnure 4.

[Ipumep HaOopa yTBEPKACHUIA:

"exp"
"iat":

"ua_ id":

"sub":
"amr" :

1445004777,
1444994212,
"f8a235ff-cb85-4c4b-b55d-544£9358a847",
"3d10£626-ea77-481d-a50bd4a4d432d86b",

"externalldps:esia:esia 1"

1,
"aud":
"ais"
] 4
"iss":
"sid":

"https://login.company.com/blitz",
"5a600d12-4bl4-447e-ba2l1-2dc40344a44a"

IMoamnuce (signature) Mapkepa OCYIIECTBISIETCS 110 aJITOPUTMY, KOTOPBIN YKa3bIBaeTCS B
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napamerpe alg mapkepa. I[loamuce BerYMCHseTcs OT ABYX MNPEIBLAYHIMX 4YacTell Mapkepa
(HEADER.PAYLOAD). Ceptuduxar otkpsitoro kiroua Blitz Identity Provider, neo0xoanmebrii
IS TPOBEPKH IMOJIITHCH, MOYKHO 3arPy3HUTh 110 CIICAYIOIIUM CChLIKaM (HaXOIUTCs B aTpuOyTe X5C,
uaeHTH(UKATOp KiItovya HaxoauTes B atpuOyTe Kid):

— https://login-test.company.com/blitz/.well-known/jwks (TectoBas cpena)

— https://login.company.com/blitz/.well-known/jwks (npoaykTuBHas cpeaa)

[Mocne monyuyeHus: Mapkepa UACHTH(GUKAIIMHE TPUIOKCHUIO PEKOMEH/IyETCS TPOU3BECTH
BAJTMIAIIMIO MapKepa HACHTU(PHUKALNY, KOTOpas BKIIOYACT B Ce0sI CIEAYIOIINE TPOBEPKH:

1. Tlonyuenue unentuduraropa Blitz Identity Provider (sub), comepxaierocss B mapkepe
UICHTU(UKANY, W TOJTy4YEHHE HHBIX HEOOXOIMMBIX INPHIOKECHUIO JIOTOJHUTEIbHBIX
aTpuOyTOB TOJIH30BATEIIS.

2. TlpoBepka wuneHTH(UKATOpa MPHIOKEHUS, T.€. MMEHHO MPUIOKEHHE IOJDKHO OBITH
yKa3aHO B KaueCTBE aJjpecara MapKepa UACHTH()UKAIHH.

3. IlpoBepka moamucu Mapkepa UaAeHTH(UKAINH (C NCIIOIB30BaHUEM YKa3aHHOTO B MapKepe
JIrOpUTMA).

4. Tlpoepka, 4TO TeKyIee BpeMs JOJKHO OBITh HE TIO3/IHEE, YeM BpeMsl ITPEKPALCHUs CPOKa
JEeUCTBHS MapKepa UACHTH()UKAIIH.

[Mocne Bamupanuy Mapkepa UACHTU(GUKAINY TPIIIOKEHUE MOXKET CUATATh HOJIb30BATEI
ayTCHTH(QHUIIUPOBAHHBIM.

Jnsg ananuza cojepxaHHs Mapkepa HWACHTU(UKAIMKM, a TakKe IS YIPOLICHUS
pa3paboTKu MOJyJeil MO €ero NpOBEpPKE MOXKHO BOCIOJIb30BaThCS JJOCTYIHBIMH OHJIQMH-

JeKoIepaMu U OHOIMoTEKaMu 22,

3.3.5. IIpoBepka Mapkepa 10CTyHNa C HCNOJIb30BAHHE CEPBHCA HHTPOCIIEKIUH
Jlauabie 0 Mmapkepe moctyma (access_token) HeoOXOAMMO MPOBEPSTh B CIIEAYIOIINX
CIydasx:

— TPWIOKEHHIO TpeOyeTcss OTCIEKUBATh CPOK JCHCTBUS MapKepa, 4TOOBI OIMEpPaTHBHO
MEHSITh €T0 Ha HOBBIH;

— K TPWIOKEHHIO TPEIbIBISIOTCS TOBBINICHHBIC TpeOOBaHUs K O€30MacHOCTH, |
MPUIIOKEHHE XOYET Yepe3 MPOBEPKY Mapkepa yOeAuThCsi, YTO MapKep HE aHHYJIHUPOBaH
JOCPOYHO. AHHYyJIUpOBaHME Mapkepa jmgoctymaMm (access_token) wmm  Mapkepa
unentrdukanuu (id_token) mMoxxer mpou3odTH B HEIX 0E30MAaCHOCTH B Cilydae, ecliu
MPOU30MLTH COPOC/M3MEHEHHE TIAPOJISl YICTHOM 3aITHCH TI0JIb30BATE sl WIIA €CIIH ydeTHast

3aIlMCh MT0JIHb30BaTENI OblIa 3a6HOKI/IpOBaHa;

22 Cm.: http://jwt.io/ u http:/kjur.github.io/jsjws/mobile/tool_jwt.html#verifier
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—  NIPUWIOXKEHHE SBJIACTCS IIOCTABLIMKOM PECYPCOB U MPEOCTABIISIET JOCTYII K 3TUM Pecypcam o
NpeIbsIBICHUI0 Mapkepa JocTyma, BbimanHoro Blitz Identity Provider mnprmokenuto,
3ampalvBaroLIeMy pecypc.

JL1st 3arpoca TaHHBIX 0 MapKepe JI0CTyTa Heo0X0AUMO BBIITOJIHUTH 3anpoc MeTogom POST
TI0 aJIpecy CepBUCA HHTPOCTIEKIIMK MapKepa 1ocTyna, B 3anpoc s ayTeHTH(UKAIMN CHCTEMBI-
KJIMEHTa JIOJDKeH OBITh JOOABJICH ONMCAaHHBIA paHee 3arosoBok Authorization: Basic. Taxxe
JI0JDKEH OBbITh J00aBiieH 3aroioBok Content-Type, mpuHuMmaroniuii 3Hauenue application/x-www-
form-urlencoded.

CepBuC MHTPOCHEKIUN MOXKET OBITh BBI3BaH JIIOOON CHCTEMOM, 3aperucTpUpPOBAHHON B
Blitz Identity Provider, nns nmpoBepku m060oro Mapkepa JOCTymna (CHCTEMa MOKET IPOBEPUTH
MapKkep, BBIJAaHHBIM Apyrou cucrteme). [IpoBepsTh MOXKHO HE TOJIBKO MapKep I0CTyIa, HO U
MapKep 0OHOBJICHUSI.

B Ttene 3anpoca MoryT ObITh yKa3aHbl HapaMeTpBhI:

— token — mapkep AocTyma, JaHHBIE O KOTOPOM TpeOyeTcs MPOCMOTPETh (00s3aTenbHbIH
napamerp);

— token_type_hint — Tunm mapkepa moctyna (Hampumep, access_token), mpeaHasHadYeH yis
YCKOPEHHS TIOMCKa (ONMIIMOHATIBHBIN apaMeTp).

IIpumep 3ampoca:

POST /blitz/oauth/introspect HTTP/1.1
Authorization: Basic cG9ydGFsImlhc211ImxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

token=MkvRf..No
B otBere OymyT nepeaHbl CISIyONUE JaHHBIC O MapKepe T0CTyTa:

— active — npu3HaK ACHCTBUTEIBLHOCTH MapKepa IOCTyIla, MIPUHUMAET 3HaYeHus true wmim
false. Mapkep npeiicTBuTENeH, €ciii OH BbLIAH cepBUcOM aBTopu3auuu Blitz ldentity
Provider, He ObLIT 0TO3BaH U CPOK €r0 JCHCTBHSI HE UCTEK;

— SCope — o0yacTh J0CTyIa, HAa KOTOPYIO BbIJaH Mapkep jgoctyna. [lepemaercs B Buje
TIepEUHsI pa3pelieHni;

— client_id — wunentudukarop cucTeMbI-KIMEHTa, KOTOpas MOJydYWiIa JaHHBIA Mapkep
JIOCTYyTIa;

— sub — uaeHTH(UKATOP MOJIB30BaTENs (BIaAeblla pecypca, MPeI0CTaBUBIIETO JOCTYI K
CBOMM JIaHHBIM), OTIPEICIICHHBIN Kak 0a3oBbIid uaeHTudukarop B Blitz Identity Provider.
3HadyeHue mapaMeTpa BO3BPAIIAETCs TOIBKO B TOM Cliydae, €CJIH OH MOKET OBbITh TIepeiaH

B paMKax SCOPE MO NpeAbsABICHHOMY MapKepy J0CTyIa;

2 RFC 7662 «OAuth 2.0 Token Introspection», cm.: https://tools.ietf.org/html/rfc7662
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— Jti — mpeHTH(UKATOP MapKepa A0CTyna (B BUIE CTPOKH);

— token_type — tum npeabsABICHHOTO MapKepa J0CTya;

— iat— Bpems Bbymaun Mapkepa (B Unix Epoch);

— exp — BpeMs OKOHUYaHHs JcicTBUs Mapkepa (B Unix Epoch).

[Mpumep otBera (neiicTByromuii access_token):

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"scope": "openid profile",

"jti": "10jdlNohfHzuv3xoFurvWSPheEJEC7KHdHr-dcaVyYYvV3h01l2sh",
"token type": "Bearer",

"client id": "ais",

"active": true,

"iat"™: 1699938503,

"exp": 1699942103

[Tpumep otBera (neiicTByromuii id token):

"exp": 1699939472,

"iat": 1699935872,

"jti": "fU2FTCzm9G5I4YC6VDFnfjFY5QeIULwWH1Yo BH60uCQ",
"token type": "id token",

"active": true,

"client id": "ais",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

ITpumep otBeta (aeiictByrouuii refresh_token):

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"scope": "openid profile",

"jti": "10jdlNohfHzuv3xoFurvWSPheEJEC7KHdHr-dcaVyYYvV3h01l2sh",
"token type": "refresh token",

"client id": "ais",

"active": true,

"iat": 1699938503,

"exp": 1699942103

IIpumep oTBeTa (HEACHCTBUTEILHBINA MapKep O€30MIACHOCTH):
{

"active": false

}
3.3.6. CamocrosiTeJibHAs IPOBEPKA MapKepa JI0CTYyNa NPUI0KeHHeM

IMpu perucrpammu npunoxenus B Blitz Identity Provider moxno ykaszaTh, 4TO
MIPHJIOKEHHE JTOJKHO MTOJTydaTh Mapkep jaoctymna (access_token) B hopmare JWT. B aToMm ciydae
MPUIOKEHHE TTOJTyYaeT BO3MOKHOCTh CAMOCTOSITENILHO TIPOBEPUTH MApKEp J0OCTYIIaA, BHIMOIHHUB
ero pazoop. CTpykTypa MepBUYHO MOJYYSHHOTO MapKepa J0CTymna OyIeT aHaJIOruIHa CTPYKTYpe
Mapkepa wuaeHTH(HKaiuKu, onucaHHod B mm. 3.3.4. Bo BTOpHYHBIX Mapkepax IOCTyIIa,
MOJIyYCHHBIX B pe3yJIbTaTe oOMeHa Mapkepa ooHoBienus (refresh_token), e Oymet comepkarbes
ceccuoHHass uH(popmaius (OyAyT OTCYTCTBOBaTh amMP ¥ JIONOJHUTEIbHBIC AaTPUOYTHI
MOJIH30BATETIS ).

Mapkeps! goctyna B popmare JWT cieayeT MCHOJIb30BaTh, TOJBKO B CIIydae €CIH Y
MPUJIOKEHHSI HA 3TO €CTh 0COObIC MPUYUHBI. B OCTANIbHBIX CIyYasx peKOMEH/IyeTCsI HCII0Ib30BaTh

0OBIYHBIE MapKePHI A0CTyMa B opmate opadue.
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3.3.7.

Oobecneyenue jorayra

Ecmu MPUIIOKCHUC MTPECAOCTABIIACT IMOJIB30BATCI/IIO BOSMOKHOCTE MHUIIUHUPOBATDH BBIXO U3

MPWIOKEHUs (JI0rayT), TO MPHJIOKEHUIO JUIsl 00ecliedeHHsI BbIXOJa HEJIOCTaTOYHO 3aBEPLIUTh

JoKalbHYI0 ceccuto. HeoOxomamumo takxke BhI3BaTh B Blitz Identity Provider omeparnmto norayTa.

Ecnu storo me CACIaTb, TO MOYKCET BO3HUKHYTH CHUTYyallUs, UTO IMOJIb30BATCJ/Ib B IMPHUJIOKCHUU

HaXal KHONKY Bsix00, mocie 4ero cpasy MONpoOOBaj HaxaTb KHONKY Bxo0d, U BMECTO

OXHMJAaeMOro 3ampoca uaeHTH(UKalmu ¥ ayTeHTUHKauuu cpadotan Single Sign-On, wu

IIOJIB30BATCJIb CPA3Yy ABTOMATHYCCKU OKA3aJICAd aBTOPU30BAHHLIM.

Jlns unuimupoBanus jorayta B Blitz Identity Provider mpunoxenue mocie 3aKkpbIThs

CBOEIH JIOKAJTbHOM CECCHH J0JIKHO HanpaBUTh mojib3oBaress B Blitz Identity Provider na URL st

BBINIOJIHEHHS JIOTayTa?*, epeaB B KaueCTBE MapaMeTPOB!

id_token_hint (neobszamenvnoiii napamemp) — Blitz Identity Provider mposepsiet, uTto
id_token w3 3HaveHusl mapameTpa BbImylleH uUM. JlomycTumble ajapeca BO3Bpara Ipu
jorayTe W AW3aiiH CTPaHMIIBI BBIXO/A HCIIOJB3YIOTCS B COOTBETCTBHU C HACTPOCHHBIM
npuioxenuem ¢ client_id u3 momns aud us3 id_token;

client_id (neobs3amenvhoiii napamemp) — noMycTUMBIE aJpeca BO3Bpara Ipu JIOrayTe u

JIM3aiH CTPAHHUIIBI BBIXO/A UCIOIB3YIOTCSA B COOTBETCTBHH C yKa3aHHBIM Client_id;

— post _logout redirect uri (neobsazamenvHblii napamemp) — aipec BO3BpaTa B MPUIIOKEHHE

nocie jorayta. Eciu mapaMeTrp He 3aaH, TO TEpPEHANpaBICHHE B MPHUIOKEHHE MOCIE
jorayrta He ocyuiecTisercs. Ecinu 3a1aH, To IpoBepsieTcs, 4T0 3HAYCHUE COOTBETCTBYET
XOTss Obl ONHOMY paspelieHHOMy mnpedukcy Bo3BpaTa ISl  NPWIOKCHHS,
COOTBETCTBYMOIIETO nepeaannomy B id_token_hint mpunoxxenuro (mone aud uz id_token)
win nepenandHomy client_id. Tlpu mnepemaue mnapamerpa post_logout_redirect_uri
o0s13aTeNbHO Takke nepeaath napamerp id_token_hint wiu client_id,;

state — Habop ciayyallHBIX CHMMBOJIOB, MMEIOIIUNA BHUA 128-OuTHOro uaeHTudukaropa
3ampoca. JTO K€ 3HAa4YeHUE OyAeT BO3BpAIIEHO B OTBETE MpPU IEpEHANpaBICHUH
moJib30Baress Ha Post_logout_redirect_uri.

[Ipumep 3ampoca norayra:

https://login.company.com/blitz/ocauth/logout?id token hint=eyJhbGciOiJSUzI1NiJ9.eyJub..n0=.Ckt..sQ
&post logout redirect uri=https://app.company.com/redirect uri
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%afb6a7f

Ecou Blitz Identity Provider ycmemHo 3aBepumiut JjorayT, TO OH I€pCHAIPaBHT

noJsib3oBareds no nepeganHioMy URL o6paTHO B npuiiokeHue.

ANbTepHAaTUBHBIN pUMeEp 3ampoca Jiorayra:

24 BpI30B JI0TayTa BBINOJHAETCS B COOTBETCTBUHU co crnemmdukanueii «OpenID Connect RP-Initiated Logout 1.0»,
cm.: https://openid.net/specs/openid-connect-rpinitiated-1_0.html
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https://login.company.com/blitz/ocauth/logout?client id=test-app
&post logout redirect uri=https://app.company.com/redirect uri
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%baf6a7f

Jlonyctumble TPEePUKCHl CTPAHUI[ BO3BpaTa JODKHBI OBITh 3apETUCTPUPOBAHBI B
Hactpoiikax Blitz Identity Provider, nnaue npu morayte OyaeT BblgaHa OIIMOKA.

[punoxenus, noaxitouennsie k Blitz Identity Provider mo OIDC, moryT nmoamnucarscsi Ha
yBeIOMIICHHE WX O Jorayte mosb3oBarens u3 Blitz Identity Provider. TlommepxuBarorcs
CIIEAYIOIINE BO3MOXHOCTH:

—  VBenomienue uepes Be6-6paysep (Front channel)?®,
—  VBemomienue uepes cepsep (Back channel)?®.

Jlns yBemomieHus uepes BeO-Opay3ep B HacTpoiikax npunokerus B Blitz Identity Provider
peructpupyercsi 00padoTunk «CchUTKa JUIsi OYMCTKH CECCHUU Tojb3oBaTesst B Opaysepe (Front
channel)». Ecnu 06paboTuuk 3aperucTpupoBaH U B MPOIECCE CECCUM TOJIb30BATENIh BXOIUI B
MPUJIOXKEHHE, TO TIPU BBI30BE MMOJIb30BaTeseM Jiorayta Blitz Identity Provider uepes Opaysep Ha
CTpaHMIIe BBIXOJa MOJIb30BaTels uepes dpeitm <iframe src= "ccwiika> Bwi3oBer yepes HTTP
GET yxazansblii B HacTpoiike 0o0paboT4MK mpuiokeHus. B cimyuyae ecnm Obula oTMeueHa
HacTpoiika «Jl00aBiATh WACHTHU(HUKATOP CECCHUM W SMHUTEHTA B CCBHUIKY OYHCTKH CECCUHM B
opayzepe (Front channel)», To nomomHuTEnbHO OYIYT MepenaHbl CIEAYIOIIME MapameTphl B
3arpoce:

— 1SS — uACHTU(DHUKATOP MOCTABIINKA UACHTH(PUKAIINHT;
— sid — uaeHTHGUKATOP CECCHUU TTOTH30BATENS.

[Tpumep BBI30Ba CCHUIKH TSI OYMCTKH CECCUU Tob3oBaTes B Opaysepe (Front channel):

https://app.company.com/front channel logout?iss=https://login.company.com/blitz&sid=4ac78c75-
b99d-44dc-9304-d2599c829440

B orBeT Ha BBI30OB MMPUITOKCHUC TOJIZKHO 3aBCPIIUTD JIOKAJIBbHYIO CCCCUI0O U BEPHYTH OTBET

HTTP 200 OK. Takxe B OTBET IOJDKHBI OBITH BKIIFOUEHBI 3ar0JIOBKU:

Cache-Control: no-cache, no-store
Pragma: no-cache

IIpuMedyaHue — TpU pean3allid Ha CTOPOHE MPHUJIOKECHHS 00pabOTYMKa IpHeMa
yBEAOMJICHHUS uepe3 BeO-Opay3ep clelyeT yYHTBHIBaTh OCOOCHHOCTH COBPEMEHHBIX
Opay3epoB, KOTOpbIE MPOTHUBOJCHCTBYIOT Tepenade COOKIeS mpu BbI30BE 0OpabOTYMKOB B
¢dpeiime Ha URL-nomensl, oTimunbie o URL-10MeHa pouTenbCKON CTPaHHITBI:

— 4T0OBI COOKie CTOpOHHETO caiiTa Moriia ObITh Iepeaans! u3 (peiiMa, y COOKie nomkeH ObITh
ycraHoBiieH (uar SameSite=None u ¢uar Secure, B MOMEHT YCTaHOBKH WM TIEpE3armcu
cookie He moimkeH mepemaBaThes 3aroyioBok X-Frame-Options, a cam 00pabOTYHK JTOJKCH
ObITh noctyned mo HTTPS;

% OpenlD Connect Front-Channel Logout 1.0, cm.: https://openid.net/specs/openid-connect-frontchannel-1_0.html

% OpenlD Connect Back-Channel Logout 1.0, cm.: https://openid.net/specs/openid-connect-backchannel-1_0.html
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— BBI30B 00paboTurka He OyJeT MPOU3BOAUTHCS B HEKOTOPHIX Opay3epax B Ciiydae OTKPBITHS
CTpPaHHMIIBI B PEKUME KAHKOTHUTOY.

Jlns yBemomuleHHs depe3 cepBep B HacTpoiikax mpuioxenus B Blitz Identity Provider
peructpupyercs 00padoTunk «CchbUIKa Ui OYUCTKH CECCHU TIOIb30BaTessl B mpuiioxenuu (Back
channel)». Ecan 00paboT4mk 3aperucTprupoBaH U B MPOIECCE CECCUU MOIH30BATENh BXOAUI B
MPHUJIOKCHKE, TO MPH BBI30BE MMOJIb30BaTeaeM Jiorayta cepsep Blitz Identity Provider Brizoer
cepBep npuiiokeHus uepe3 HTTP POST na ykazanuslii B HacTpoiike 00pabOTUMK MPUITOKEHUS.
B BBI30B OyzeT nepeman mapkep jorayta logout_token, mpencrasinsomnimii co6oit JWT-TokeH, B
TeJIe KOTOPOTO COJIEPKATCs CIEAYIOLINE TapaMeTphl:

— ISS — uaeHTH(HUKATOP MOCTABIINKA UACHTH(QUKAIINHT;

— aud — ueHTU(UKATOPBI OMOBEIIAEMBIX PHIIOKCHUH;

— iat — BpeMs BbIycKa Mapkepa 0OHOBJICHHUS,

— Jti — umeHTHHKATOpP MapKepa Jorayra,

— events — xoncrautHoe 3Hauenume http://schemas.openid.net/event/backchannel-logout

cornacto crenugukaruun OpenlD Connect Back-Channel Logout 1.0;

— sid — ugeHTUhHUKATOP CECCUU TTOTH30BATEIS;
— Sub — uxenTuuKaTop MONIB30BaTEINS.

B wmapkepe OOHOBIEHHs NPHCYTCTByeT JinO0 SUD (ecam He BKJIIOYCHA HACTpPOMKa
«/100aByATh UACHTU(UKATOP CECCUU U SMUTEHTA B CCHUIKY OYHUCTKHU cecCHH B puiioxkenuu (Back
channel)», 1160 sid (eciu HacTpoiika «/[00aBIATh UACHTU(UKATOP CECCUU U SMUTCHTA B CCHUIKY
OYHCTKH ceccuu B pmitoxkeHuu (Back channel)» BkiroueHa).

[Tpumep BbI30Ba cepBHCa OUMCTKH CECCUU TOJIb30BaTeNs B mpuioxenuu (Back channel):

POST /back channel logout HTTP/1.1
Host: app.company.com
Content-Type: application/x-www-form-urlencoded

logout token=eyJ..J9.eyJ..J9.RV8..Nw
[Ipumep pazoOpaHHOTO Tesla MapKepa JIorayTa Ipy BBIKJIIIOUEHHOM HacTpoiike «J]00aBisiTh

HUJIEHTU(DHUKATOP CECCUU U IMUTEHTA B CCHUIKY OUYMCTKHU ceccuu B mpuinokennu (Back channel)»:

{
"iss": "https://login.company.com/blitz",
"aud": [
"ais"
1,
"iat": 1646979918,
"jti": "ee75ccd8-ad30-4175-9a61-3ae06cla6730",
"events": {
"http://schemas.openid.net/event/backchannel-logout": {}
}7
"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

[Tpumep pazobpaHHOTO TeJIa MapKepa JiorayTa IpH BKIFOYEHHOM HAcTpoike «J{o0aBisaTh

I/II[eHTI/I(I)I/IKaTOp CCCCHUU U ODMUTCHTA B CCHUIKY OYHUCTKHU CECCUU B IPUITOKCHUU (Back channel)»:

{
"iss": "https://login.company.com/blitz",
"aud": [
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Ty

"ais

] 4

"iat": 1646979918,

"jti": "ee75ccd8-ad30-4175-9a61-3ae06clab730",

"events": {
"http://schemas.openid.net/event/backchannel-logout": {}

} ’
"sid": "4ac78c75-b99d-44dc-9304-d2599c829440"

B oTBeT Ha BBI30B NPUIIOKEHUE TOJIKHO:

1. TIpoBepuTh mOANMCH MapKepa JIorayTa 10 aHAJIOTHH C TeM, KaK BBIOJIHIETCS IMPOBEpKa
moJimucH Mapkepa uaeHtuukanuu (cm. m. 3.3.4).

2. TlpoBepuTtsb, 4TO:
— ISS cOOTBETCTBYET HAeHTU(UKATOPY pa3BepHyTO# cuctembl Blitz Identity Provider;
— aud BrroYaeT HACHTH(UKATOP BBI3BAHHOTO TIPHIIOKCHNS;
— Mapkep oOHOBJICHUS BbINyIIeH (iat) He paHee 2 MUHYT Ha3a;
—  sid nau SUD COOTBETCTBYIOT ACHCTBYIOIIUM CECCHSIM ITOJIb30BATEIS.

3. Ecnm xakue-To MpoBepKH MapKepa JiorayTa HeycCIelHbl, TO BepHyTh kog HTTP 400 Bad
Request.

4. Ecnu Bce NMpOBEPKH YCHEIIHbI, TO 3aBEPILIMTh JOKAJIbHYIO CECCHIO MOJb30BAaTENs U
BepuyTh HTTP 200 OK B cnyuae ycriexa uimn HTTP 501 Not Implemented B cityuae, ecnu

CCCCHUIO 3aBCPIINTDH HC YIAJIOCh. PeKOMeH,[[yeTCH BKJIFOUHTH B OTBET 3aroJIOBKU.

Cache-Control: no-cache, no-store
Pragma: no-cache

3.4. IoakaroyeHne MOOMJIBLHOIO MPUJIOKEHHUS
3.4.1. OO0mme cBegeHust

BzaumoneiictBue mobuisHoro npuinokenus ¢ Blitz Identity Provider npomomaurensHo K
wratHeiM cpeactam mpotokona OIDC/OAuth 2.0 ucnonssyer cnenudukanuun RFC 759127 u
RFC 7592%,

B3aumopeiictBue moOmnbHoro mupwioxkenus c Blitz Identity Provider sxirouaer
CIICYIOIIL[HE ITAIIbL:

1. Jlunamumueckas peructpaius B Blitz ldentity Provider skzemmuisipa MoOHIBHOTO
npuiokeHus. [lomyuenne sk3eMmiusipom mnpuiokenuss ot Blitz Identity Provider

yaukansHou mapsl client_id/client_secret.

27 RFC 7591 «OAuth 2.0 Dynamic Client Registration Protocol», cm.: https://tools.ietf.org/html/rfc7591
2 RFC 7592 «OAuth 2.0 Dynamic Client Registration Management Protocol», cm.:
https://tools.ietf.org/html/rfc7592
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2. TlepBuuHBIN BXOJ IMOJIL30BATEIs B MOOMIBHOE MpHioxeHue ¢ momornpio Blitz Identity
Provider. YcranoBka nons3oBarenem [TMH-koxa nnu Touch ID/Face ID. Coxpanenue Ha
ycrpoiictBe mmdpoannoi mapel client_id/client_secret, monyuennoii ot Blitz ldentity
Provider.

3. Bropuunbie Bxoabl mosb3oBatens ¢ mnomomnisio [THMH-koma wim Touch ID/Face ID.
Astopuzaumss B Blitz Identity Provider ¢ mnomompio mmdpoBaHHOH — mapbi
client_id/client_secret.

4. Vnanenwue B Blitz Identity Provider moxyuennoii mapsi client_id/client_secret npu norayre
(cMeHe y4YeTHOW 3allCH, BBIXOJA W3 YYETHOW 3aIliCh) TOJIb30BaTellsi U3 MOOHIBLHOTO
HPUIIOKCHHS.

CxeMaTuyHO TMOCJeI0BATEILHOCTh IEUCTBUM ATanoB 1-2 mpejicTaBiieHa Ha pUCyHKe 4, a

aTamna 3 — Ha PUCYHKE D.

Monb3osatens MoBunbHoe npunoxeHue Blitz Identity Provider
o @

1. Monb3oBaTens YCTaHoBMA K I'IEPBI:IFI pas33anyckaeT NnpuackKeHue

2. Mpunoxenue 3anpawmsaer B Blitz peructpaumio
3K3EMNAAPa MOBUNBHOrO NPUNOXKEHWA

3. Blitz nposepsieT mapkep
4. Blitz so3spauyaeT 3k3emMnnspy MobunbHOro NpUAoXeH1A AOCTYNA NPUNOXKEHWA W ero
WHAMBMAYaNeHY1o napy client_id/client_secret NOAMMCAHHBIE METAAAHHBIE,

PerucTpupyer 3K3emMnasp 1

BbINYCKAET UHAWMBUAYANLHYIO

5. x3emMnnap MobuNbHOro NpunoxeHnn Yepes Gpaysep napy client_id/client_secret

uHULMupyeT B Blitz BXoA nonb3osaTens AnA ceoero client_id

6. Blitz otobpaxaer popmy exoga

7. Nonb30BaTe/Ib NPOXOAWT UAEHTUGUKALMIO U

ayTeHTUDHKALLMIO
9. Blitz so3spawiaer 3k3emMnAAPY NPUAOXKEHHUA 8. Blitz npopepreT AaHHbie
KOZ aBTOpU3aL UK nonb3osarens 1
npuAoxeHna

10. IKIEMNASP NPUNCKEHUA 3aNpallMBaeT
MapKep AOCTyNa B 06MeH Ha KO/ aBTOpH3aL MM

11. Blitz Bo3epaujaer 3K3eMnAApY NPUAOKEHNS
Mapkep AoCTyna

12. IK3EMNAAP NPUNOKEHUA
AaHHBIE NOAb;

13. Blitz so3spauiaeT AaHHble nonb3oBaTeNn

14. IKIEMNAAP NPUIOXKEHNA COXPAHAET Napy
client_id/client_secret Ha yctpoiictee

Pucynox 4 — Ilepeutii 6x00 nonvzoeameinsn ¢ MOOUIbHOE NPUTLONHCEHUE
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Monb3osatens MobunbHoe npunoxeHue Blitz Identity Provider

1. MoNb30BaTENb 3aNYCKAET paHee NPHUBA3AHHBIMA
k Blitz 3xaemMnaap npunoxeHns

2. JK3EMNAAP NPUNOXKEHMA 3aNPalIMBAET BEOA
MWH koaa wnu npoeepky Touch ID /Face ID

3. Mone3osatens sBogut NMIAH kog unm
wcnone3syet Touch ID [ Face ID

|
I

i

i

i

I

i

i

|

4. IKIEMNNAP NPUNCKEHNA i
CYMTBIB2ET Napy :
client_id/client_secret i
I

|

I

i

5. IK3EMNARP NPHACKEHHWE 3aNpallMBaeT Mapkep
Aoctyna, npesbasnan client_id/client_secret

6. Blitz nposepser, yro
napa client_id/client_secret
He 0TO3BaHa

7. Blitz Bo3BpaLyaeT 3K3eMNAAP NPUACKEHHA
Mapkep 4ocTyna

8. 3K3eMNNAP NPUAOKEHMA 3aNpaluMBaeT
ABHHbIE NoNb30BaTeNs

9. IK3EMNAAP BO3BPALLAET AaHHbIE NONL3IOBATENS
10. BKSQMI'I.ﬂﬁp NpUNoXEHUA
obroBnseT AdHHbIE NONbL30BaTENA

Pucyuox 5- Hoemopnbte 6X00bl NO1b306AMENA 8 MOOUIbHOEC npujioricenue

3.4.2. JIunammu4yeckas perucrpamus B Blitz Identity Provider s3x3emniisipa Mo6uiibHOTO
NPUJIOKEHHSI

[penBapuTenbHbIC YCIOBUS UIS IMHAMUYCCKOW PETHCTPALIUH IK3EMIUIIPAa MOOHIBLHOTO
MIPUTOKEHHS:

—  TI0JIb30BAaTENb JODKCH YCTAHOBUTH MOOHIIBHOE TIPHIIOKCHHUE;,

— MOOWJIbHOEC TMPHIOKCHHE JOKHO WMETh CJACAYIOIINE JaHHbIC, IOJYYEHHBIC I10
pe3yabTataM 00pabOTKHM 3asBKH Ha MOAKIIOYCHHE MOOHIbHOTO mpuioxenus k Blitz
Identity Provider:

e uaeHTU(UKATOP MOOMIIBHOTO MputokeHus (Software_id);

e nepBUuHBI Mapkep goctyma (Initial Access Token);

e MeTajgaHHBIE MOOMIILHOTO Npuioxkenus2® (software_statement).

MobwibHOE TpUIOKEeHHE J0KHO oTnpaButh HTTP-3anpoc meromom POST B Blitz

Identity Provider o aapecy cepBuca nunamuueckoit perucrpanuu /blitz/oauth/register. Jlomkab

2 MertananHble MOOWIBLHOTO MpUiIOKeHus (Software_statement) npencrasnstor coboit JWS-TokeH, cOCTOSIIMIA U3
TpeX YacTel, pa3AeiCHHbIX TOUYKaMH M 3aKOAUPOBaHHBIX Base64: 3aronoBka, Tena, mom1ucH.
3aroJ0BOK COIEPIKUT CIY>KEOHYHO HH(POPMALIHIO O TUITE TOKEHA ¥ METOAE MOIHCH.
Teno TOKeHa COACPIKUT YTBEPIKACHUS, HCIOIb3YEMBIC UL PETUCTPAlMK dK3eMIULIpa NMPUIIOKEHHs. B yacTHOCTH,
Cpely YTBEp)KACHUH yKa3aHsbl:

—  paspereHHbIe TIPeUKCHI CCBITOK Bo3Bparta (redirect_uris);

—  [epeveHb JOMYCTUMBIX pa3pelleHui (SCOPE).
IMoamucannsiit JWS-token Bhimyckaer ammuanctpatop Blitz Identity Provider B mporiecce 06paGoTku 3asBKH Ha

MOJIKITF0UeHe MOOMIbHOTO npuinokerus K Blitz Identity Provider.
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OBITh TIEpEIaHbI TaPAMETPHI:
— uaeHTH(UKATOp MOOMIBHOTO MpHiIokeHus (Software_id);
— MeTaJaHHbIe MOOMIBHOTO IprIokeHus (Software_statement);
— THII YCTPOMCTBA, Ha KOTOPOM paboTaeT MoOMIBHOE MpHrtokeHue (device_type) — oxHo U3

BO3MOXKHBIX 3Ha‘ICHI/II71, NMpEACTaBJIICHHBIX B Ta6J'II/II_Ie 7.

Tabauua 7 — Henonvsyemsie ¢ Blitz 1dentity Provider mapkeput
© | Tun ycrpoiicTBa (device_type) | Onucanne

T.' iphone Cmaprgonsl cemelicTBa iPhone

2. ipad [Inanmerts! cemeiictBa iPad

3. android_phone Cwmaptdonst ox ynpasieanem OC Android

4. android_tab ITnanmers: mox yrpasineanem OC Android

5. | win_mobile VYerpoiicta ox ynpasieanem Windows 10 Mobile

3anpoc Ha JUHAMUYECKYI0 PETUCTPAIMIO JOJDKEH coeprkarh 3aroyioBok Authorization c
MIEPBUYHBIM MapKepoM JIocTyma (Tl — Bearer), BeIIaHHBIM TPUIIOKEHHUIO.

[Tpumep 3ampoca:

POST /blitz/ocauth/register HTTP/1.1

Content-Type: application/json

Authorization: Bearer NINxnizbgY¥YQg94vEd6MjkTPxR3r2s9IAHBO92AszgTIgIltY

{
"software id":
"device type":
"software statement":

nesTv,
"iphone",
"eyJOe..xQ"

IMpu ycnemHoM BeIoaHEHUH 3arpoca Blitz Identity Provider Bosspaiiaer sx3eMIuispy
MOOMIIBHOTO TIPHJIOKEHHS MIEPCUCHD YTBEPIKIACHHUHN, CPEIM KOTOPBIX JUIS MajbHEHIIeil paboTsl
HEOOXOMMMBI ClIeyiolie (MX HYXKHO 3allUIICHHBIM 00pa3oM COXPaHHUTh B YCTPOWCTBE

TI0JIb30BaTEJIsI):

uIeHTH(UKATOp dK3eMIUTIpa MOOMIbHOTO npritoxkenus (client_id);
—  CeKper dK3eMIuIsIpa MoouapHOro npuioxenus (client_secret);

— Mapkep yrpaBiieHus KoHUrypareii (registration_access_token);
— URL ynpasnenus xounpuryparnuei (registration_client_uri).

IIpumep orsera:

"grant_ types": [
"authorization code"
1,
"registration client uri":
ef29-4ae5-8d30-99c359b8270£f",

"https://login.company.com/blitz/oauth/register/dyn~CSI~4e6904c5-

"scope": "openid profile",

"registration access_token": "eyJOe..tw",

"client id": "dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c35908270£f",
"software id": "CSI",

"software version": "1",
"token endpoint auth method":
"response types": [

"code"

"client secret basic",

:| ’
"redirect uris": [
"com.example.app:/oauth2redirect/example-provider"
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i
"client secret": "3r0tt20lyeGecWqg",
"client secret expires at": 0

}

3.4.3. TlepBuYHBIH BXO0/ MOJIb30BATEsA B MOOMJIbLHOE MPUIIOKEHHE
[Monyuus mapy client_id/client_secret (nm. 3.4.2) sk3eMIUISIp MOOMJIBHOTO MPHIIOKCHHS
JOJDKEH  TIPOBECTH  WACHTHU(PHUKAIMIO ¥ ayTCHTHU(UKAIUIO  IOJB30BaTENsl  COTJIACHO
cnemupukanusm OIDC/OAuth 2.0 u ¢ yderom pomonnurensHol cnemudukamuu RFC 76362
(MoOMITEHOE TIpHITOXKEeHUE TIpH B3auMoericTeuu ¢ Blitz Identity Provider gomxHo ucnonb30BaTh
PKCE).
Cuenapuil HICHTUDHUKALINS U Ay TCHTU(PUKAIIMHY BKITFOYACT CJISTYFOIHE AT u:
— 3ampoc Ha MOJy4eHHE KoJia aBTOPHU3AIUH;
— TOJIy4eHHE MapKepa JI0CTYIIa;
— TOJyYeHUE JaHHBIX TOJIb30BATENsI B OOMEH Ha MapKep JIOCTyIa.
[epBUYHBIIT BXOJ ITOJIB30BATENs B MOOMIIBHOE MPHIIOKEHHUE TOJHKESH MTPOU30MTH B TEUCHUE
1yaca c 3aBepuieHus auHamudeckoul peructpaimu B Blitz ldentity Provider sksemruisipa
MoOupHOTO TpritokeHus. Muaue client_id Oymer anHymupoBaH ¥ moTpedyeTcsi MOBTOpPHAsS

JAUHAMHYCCKad perucrpanus.

3.4.4. 3anpoc Ha moJiyueHUe KO/Ia AaBTOPU3ALUHU
JInst mpoBeleHHs ayTeHTH(OUKAMH SK3EMIUISP MOOHMJIBHOTO TMPHIOKEHHS JOJKCH
BBI3BATh IITATHBIN Opay3ep MOOHMIbHOM MIATPOPMBI M MIEPEHANPABUTH B HEM TOJIb30BATENs HA
URL Blitz Identity Provider cepBuca mnpoBelneHHs aBTOpU3AIMA W ayTEHTH(UKAIMU
(/blitz/oauth/ae). Tlpu wucmons3oBaHuK Opay3epa MOOHIIBHBIM IPHIIOKEHHEM CIEAYET Y4EeCTh
CIIeYIOIINEe OCOOCHHOCTH:
— s i0S HeoOX0IMMO HCITOIB30BaTh BCTPOEHHBIN Opay3ep: kiace SFSafariViewController
i kiacc SFAuthenticationSession (in-app browser tab pattern);
— gmns Android HeoOXOaMMO HCIOJIB30BaTh BCTPOCHHBIH Opaysep: ¢ynkims «Android

Custom Tab» (peanusyert in-app browser tab patter).

IMIpumeyanune — ucnons3oBanne Embedded-6paysepa He nomyckaercs.

B kauecTBe mapamMeTpoB 3ampoca Clie/IyeT yKa3aTh:
— client_id — upentndukaTop sK3eMIIApa MOOKIEHOTO MTPHIOKCHHS

— response_type — tum orBeta (MpUHUMAET 3Ha4YeHHE “code’);

30 RFC 7636 «Proof Key for Code Exchange by OAuth Public Clients», cm.: https://tools.ietf.org/html/rfc7636
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— SCOpe — 3ampalidBaeMble pa3pelleHus, JODKHO ObITh MepelaHo paspericHue Openid u
HEOOXOAMMBIE JIOTIOTHUTENILHBIE SCOPE JUIs TIOTyYeHUsI JAHHBIX TI0JIb30BaTeNs (3TH SCOpPe
JIOJDKHBI OBITh TTPEy CMOTPEHBI METaIaHHBIMH ),

— redirect_uri — cceUIka JUIs BO3BpaTa IMOJIb30BATEIsl B TPHIIOKEHHE, CChUIKA JOJDKHA
COOTBETCTBOBATh OJHOMY M3 YKa3aHHBIX B METaJaHHBIX 3HadeHWH. UToObI mocie
aBropu3aiuu Blitz ldentity Provider cmor oOpaTtHO BbI3BaTh MOOHIIBHOE MPUIOKEHHE,
CIIEyeT UCTIOIB30BATh CICAYIONINE CXEMBI:

o s i0S3:
= papumanT 1l — wucmomb3oBath private-use URI  scheme («custom URL
scheme»). Bux ccputok Bo3Bpara: com.example.app:/oauth2redirect/example-
provider (peructpupytorcs B Info.plist kiaroun Tma CFBundleURLTypes);
= papuaHT 2 — ucnons3oBath URI Buma «https» («Universal links»). Bua ccpuiok
Bo3Bpara: https://app.example.com/oauth2redirect/example-provider
(ucrmonmezyercss  ¢ynkuusa «Universal links», URL perucrpupyrorcs B
entitlement-gaiize B NMpUIOKECHUH ¥ aCCOLMUPOBAHBI C JIOMEHOM MPHUIIOKEHUS).
3rot cnocob npennoututenbaee Wit I0S 9 U BhIIe.
e s Android3%:
= papuanT 1l — wucnonb3oBath private-use URI  scheme («custom URL
scheme»). Bun cchliok Bo3Bpara: com.example.app:/oauth2redirect/example-
provider (mommepkka cchuiok ¢ momoripio Android Implicit Intents, ccpuiku
perucTpupyrotcs B manifest);
= papuaHT 2 — ucnons3oBath URI Buna «https» («Universal links»). Bua ccbuiok
Bo3Bpara: https://app.example.com/oauth2redirect/example-provider (moctymHo
HaunHas ¢ Android 6.0, cchulkM perucTpupyrorcs B manifest). DToT cmocob
npeanoututensHee At Android 6.0 u Beie.

— state — nHaGop cimyyailHBIX CHUMBOJIOB, UMeOIMi Bua 128-OuTHOrO MAEHTU(UKATOPA
3anpoca (MCTHOob3YeTCs TSl 3alUThI OT IIEPeXBara), 3TO K€ 3Ha4eHHEe OyIeT BO3BPAIICHO
B OTBETE — OMIMOHAJIBHBINA TTapaMeTp;

— access_type (HeoOs3aTenbHBIA MapaMeTp) — TpeOyeTcs JM MPUIOKEHHIO IOJydYaTh
refresh_token, HeoOxoquMBIi U1 IOTy4eHHsI CBEACHUHN O MOJIb30BATElE B AabHEHIIIEM,
Korjga Tmosb3oBaresib Oyder odduaitn. I[lpuaumaer 3Hauenwe “online”/“offline”,

refresh_token npenocrasnsiercs npu access_type=offline. Eciu 3naueHue e 3amaHo, TO

31 Mpumep peamusanuu — cm.: https://github.com/openid/AppAuth-iOS
32 [pumep peammsanuu — .. https://github.com/openid/AppAuth-Android
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MOBEJICHHUE OMPEACIETC HACTPOMKOM, 3aJaHHON I yKa3aHHOTo npuiioxenus B Blitz
Identity Provider;

— code_challenge_method — wmerox mmudppoBanus wuaeHTHGHUKATOPA 3ampoca, CIEIyeT
yKa3bIBaTh “S256”;

— code_challenge — 3amudposannsiii uaeHTHdHUKaTop 3ampoca. Maentudukarop 3ampoca
(code_verifier) momkeH ObITh 3aIIOMHEH SK3EMILIIPOM MOOWIJIBHOTO TMPHIIOKCHUS IS
MOCIIEAYIONIeH mepenayd B 3alpoc Ha MojydeHue mapkepa poctymna. Iludposannoe

SHAYCHUEC BIYHUCIACTCA CIICAYIOIIUM O6p2130MZ
code_challenge=BASE64URL-ENCODE (SHA256 (ASCII (code verifier)))
HpHMep 3arpoca Ha IIOJIYyYCHHEC KOJa aBTOPU3AlUU (3anpomeHa aYTeHTI/I(i)I/IKaLII/ISI n

Mapkep joctymna ¢ paspemieausmu openid u profile, ucronssyercs PKCE):

https://login.company.com/blitz/ocauth/ae?scope=openid+profile
&access_type=online&response type=code
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

&client id=dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c359b8270f

&code challenge method=S256&code challenge=gqjrzSW9gMiUgpUvqggEPE4

&redirect uri=https%3A%2F%2Fapp.example.com%2Foauth2redirect%2Fexample-provider

IIpumep oTBeTa co 3HaueHHEM Koj1a aBTopu3anuu (Code) u mapamerpom state:

https://app.example.com/oauth2redirect/example-
provider?code=£954nEzQ08DXjudwxGbSSEfCX7TkZ1GVXURTTzVus8£fG
nu4AUl-YIosgax-BLXMeQQAlasD6CN2gG OKXKS5NIjARoKykhuR9IpbuzgeFxS0
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

Bosmoskasie omuOku npu Bei3oBe /0auth/ae coorsercrBytor RFC 6749 u omucanbl 110

cChUTKE S,

3.4.5. TlonyyeHne MapKepoB

[locne momyuyeHHs] KOJa aBTOPU3AIMHM DK3EMIUISIP MOOWIBHOTO TPUIOKEHHUS JIOJIKEH
O0OMEHSATH ero Ha MapKephbl. [ 3TOro 3K3eMILTp A0JKEH chopMHupoBath 3amnpoc Metogom POST
Ha URL ans momydeHus: mMapkepa. 3ampoc JOJDKEH Cojeparth 3arosiioBok Authorization co
snayennem Basic {secret}, rme secret - orto client_id:client_secret (mampumep,
dyn~CSI~4e69...Wq) B popmare Baseb4.

[Tpumep 3arosioBka:

Authorization: Basic ZHI1uOKNTSTo..dx

Teno 3anpoca T0JHKHO CONEPKATh CIIEIYIOIINE TapaAMETPBL:

— code — 3HaueHHWe KOJa ABTOPU3AIlMH, KOTOPBI OBUI paHee IMOJyYeH JK3EMILISIPOM
mMobOmsHOTrO puaoxenus ot Blitz Identity Provider;

— grant_type — 3nauenue authorization_code;

— redirect_uri — 10/KHO OBITH TO K€ CAMOE 3HaYEHHE, KOTOPOE OBLIO YKa3aHO B 3alpoce Ha

IIOJIYYCHHMEC KOJIa aBTOpU3all1H,

33 Cwm.: https:/ftools.ietf.org/html/rfc6749#section-4.1.2.1
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— code_verifier — naentudukaTop 3ampoca, CreHepUPOBAHHBIN YK3EMIUIIPOM MOOHIBLHOTO
MIPUJIOKEHHSI TIPU 3aIPOCe Ha MOJyYeHHE KO/Ia aBTOPHU3AIINH.

ITpumep 3ampoca:

POST /blitz/oauth/te HTTP/1.1
Authorization: Basic ZHIuOkNTSTo..dx
Content-Type: application/x-www-form-urlencoded

grant type=authorization code&code=FLZHS..GU
&redirect uri=https%3A%2F%2Fapp.example.com%2Foauth2redirect%2Fexample-provider
&code verifier=M25iVXpKU3puUjFaYWg3TINDTDQtcW1lROUY5YX1walNocOhhakxifmZHag

B oTBeT Bo3BpaiaeTcst Mapkep J0CTyIa U MapKep UAeHTU(UKALINH.

[Ipumep oTBeTa ¢ yCIENIHBIM BBIITOJTHEHUEM 3aIIpOca:

"id token": "eyJhb..J9. eyJub..0=.Ckt dr..sQ",
"access token": "dO-xym..BE",

"expires in": 3600,

"scope": "openid profile",

"token type": "Bearer"

IMocne momydeHuss Mapkepa JOCTyMa SK3EMIUISIP MOOHIBHOTO TPHIOKEHHS CTAHOBUTCS
CBSI3aHHBIM C YYCTHOM 3aMKChIO MOJIb30BaTelsl. PekoMeH1yeTcst, 4T0ObI MOOMIIbHOE MPHIOKEHUE
TIPEIOKUIIO TOJIb30BaTeNto yetaHoBuTh [IMH ko mnm Brmounts Touch ID/Face ID.

Takke ¢ TMOMOIIBIO TOTYYEHHOTO MapKepa JOCTYIa MPHIOKEHHE MOXKET 3alpOCHTh
JIaHHBIE O ToJib30Barese (1. 3.6).

Ecnu kox aBropumzaimu ObUT YK€ HCIONB30BaH, He coBmai redirect_uri c panee
UCIIOJIb30BAaHHBIM B BBI30Be K /Oauth/ae, mnm wcrek cpok JAeHCTBUS KojJa, JIMOO TepeaaHHbIi
code_verifier me coorBerctByer code_challenge, To B kadectBe oTBera OymeT BO3BpallcHA
omuoka.

[Tpumep oTBeTa ¢ OMIMOKOIA:

"error": "invalid grant",
"error description”: "The provided authorization grant.. is invalid, expired, revoked.."

Bo3moxxubie ommbOku nipu BbizoBe /oauth/te coorserctByror RFC 6749 u onucanbl 1o

cChUTKE .

3.4.6. TIoBTOPHBIi BXO/ M0JIb30BATEISI B MOGHILHOE MPUJIOKEHHE

Ilpxr KaXI0M BXOJ€E IOJB30BATEIS B JK3EMIUISIP MOOWIBHOTO TPHJIOKEHHUS, €CIH C
YCTPOMCTBA [OCTYNEH BBIXOA B CeTh VIHTEpHET, ClleMyeT MPOHU3BOAUTH AyTCHTU(DHKAIHIO
OJIL30BATEIS TIOCPEACTBOM BhI3oBa cepBrca Blitz Identity Provider. B wacTtHOCTH, TpH KakI0M
BXOJI€ B 9K3EMIUISAP MOOHIBHOIO MPHIOKEHHsT He00X0quMo npoBepuTh [TMH-kox nonb30BaTesIst
win Touch ID/Face ID, mocnme Yero wu3BiIeYb 3alUINEHHO XpaHHUMbIE HAa YCTPOMCTBE

client_id/client_secret u cnenats 3anpoc B Blitz Identity Provider na npoBeneHre mOBTOPHOTO

34 Cm.: https:/ftools.ietf.org/html/rfc6749#section-5.2
47



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

BXOJa moJib30Bareis. Vcmonb3oBath monmydeHusiii B otBeT oT Blitz Identity Provider mapkep
JOCTyMA JJIsI HOTYYCHUSI aKTyalIbHBIX JTAHHBIX [TOJb30BATEIIS.
3ampoc B Blitz Identity Provider ma mpoBeaeHne MOBTOPHOTO BXOJa JO/DKEH OBITH
BeimoiHeH MmerogoM POST na URL mis momywyenmst mapkepa (/oauth/te). 3ampoc momken
comepskath 3aroioBok Authorization co 3mauenumem Basic {secret}, rme secret — 510
client_id:client_secret sx3emmisipa MOOUIIBHOTO MpUIIOXkKeHHst B popmarte Base64.
Terno 3ampoca JOMKHO CONepKATh MapaMeTphl:
— grant_type — 3nauenue client_credentials;
— SCOpe — mepeveHb 3anpaniBaeMbIX IK3eMIUIIPOM MOOUIBHOTO TIPHIIOKEHUS Pa3pelIeHHU.

IIpumep 3ampoca:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc211LmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=client credentialsé&scope=profile

B oTBet Bo3BpaIaercs Mapkep J0CTyla U uH(popmalus 00 3TOM MapKepe.

[Ipumep oTBeTa ¢ yCIENIHBIM BBIMOJTHEHUEM 3aIIpoca:

"access_ token": "dO-xym..BE",
"expires_in": 3600,

"scope": "openid profile",
"token type": "Bearer"

HWcrnonb3yst oMy9YeHHbIH MapKep IOCTYIa, YK3eMIUIIP MOOHIBHOTO MPUIIOKCHUSI MOXKET
3arpocuth (mi. 3.6) akTyanbHble JaHHBIE Mmoyb3oBatens u3 Blitz ldentity Provider, uro0sr mpu
HEOOXOAMMOCTH BU3YaIM3UPOBATh WM OOHOBHUTD 3TH JJAaHHBIE B YCTPOHCTBE.

Ecnu monb3oBatens B Blitz Identity Provider oto3Ban y sk3emiuiipa MOOHIBHOIO
npuIIoKeHus paBo aBropu3anuu B Blitz Identity Provider, To B pe3ynbrate BeizoBa Blitz Identity
Provider sx3emrisip MOOHIIBHOTO MPHIIOKEHHS ITOJYYUT OIIHOKY.

[Ipumep oTBeTa C OMIMOKON:

"error": "invalid client",
"error description": "Client authentication failed.."

Bosmoskubie ommbku mpu Bei3oBe /oauth/te coorserctByror RFC 6749 u ommcansl 110

cChUTKE®,

3.4.7. TlepekjoyeHne HIH BbIXO/ MOJIb30BATEA H3 MOOMJIBHOIO MPUJIOKEHHUS

Ecnmu B MOOWIBHOM MPHUIOXKCHHH MPEIYCMOTpPeHAa (YHKIMS BBIXOJA WM CMEHBI
IOJIL30BATEJIs, TO MPH BBI30BE MMOJIL30BATEICM TaKOH (GYHKIIMHA MOOMIBLHOE MPHIIOKEHUE JOJDKHO
tarke Bb3BaTh Blitz Identity Provider u ynanuTh BBINyIIEHHYIO JJIs TAHHOTO 3K3EMILISAPA

mobmibHOro mpuiokenust mapy client_id/client_secret. Ecau ato He Oyaer caemaHo, TO MpH

35 Cw.: https://tools.ietf.org/html/rfc6749#section-5.2
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BBIXOJIC MOJIb30BATENsl U3 MOOHIBHOIO MPHJIOXKEHHS, MOJb30BaTelb B BeO-mpuiokennn Blitz

Identity Provider «Hactpoiiku 6Ge3omnacHocTn®

» BCE paBHO OyAeT BHJIETh, YTO MOOMIIBHOE
MPUIIOKEHHE BCE €Il MPUBS3aHO K €r0 yYSTHO! 3alnCH.

UYroOwr yaamute u3 Blitz Identity Provider BeimymieHHY!0 Ui SK3eMIUIsIpa MOOHIBHOTO
npuinoxenus napy client_id/client_secret, moGmIbHOE MPHIIOKEHHE JOKHO OTIpaBuTh B Blitz
Identity Provider 3ampoc wmetomom DELETE wna URL ympaBienuss KoHUrypanuen
(registration_client_uri), moay4ueHHBIH ¥ 3aIIOMHEHHBIN MOOMIILHBIM MTPHJIOKCHUEM ITPH BBI30BE
nuHaMuueckoil peructpauuu B Blitz Identity Provider sx3emmuisipa MOOMIBHOTO MPUIIOKECHUS
(mm. 3.4.2). 3anpoc nOMMKeH conepxarh 3arosioBok Authorization co 3nauenuem Bearer
{registration_access_token}, rme registration_access_token — »3TO0 Mapkep ympaBICHHS
KOH(UTypaIfei, TakKe MOTyIeHHBIN 1 3alIOMHEHHBIH B MPOLIECCEe TMHAMUYECKOHN PeruCTpaIii.

3anpoc He TpedyeT yKa3zaHusi HapaMeTpoB.

[Ipumep 3ampoca:

DELETE /blitz/ocauth/register/dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c359b8270f HTTP/1.1
Authorization: Bearer eyJOe..tw

Ecnun mocne ynanmenust mapel client id/client_secret mMoOuibHOE HPHIOKEHHE Cpasy
3alpoCcUT ToJydeHue HOoBOW mapsel client_id/client_secret, u 3ampocuT BXOJ MOJIb30BATENs, TO
€CJIM TPEAbIAYIIUKA BXOJ BBITIOJHSUICS B JTOH ke OpayszepHoi ceccun, To cpaboraer SSO u
MOJIb30BaTEh ABTOMATHYECKH BOMIET MPEKHUM akkayHTOM. OOBIYHO 3TO HEXENaTeIbHOE
MOBEJICHHE JUTSI BXOJIa Cpa3y MOCIIE BBIX0/1a, TAaK KaK 0XKHMIAETCsI, YTO TOTH30BATENb 3aX0UET BOUTH
MoJl IPYrMM akkayHTOM. [1o3ToMy mociie BbIXOJa PEKOMEHIYETCs 3alpaliuBaTh HOBBIH BXOJ
OJTHUM U3 CJIEIYIOUINX CIIOCOOOB:

— Ilpum 3ampoce koma aBTOpW3AlMU YKa3bIBaTh B 3alpoCe JOMOJIHUTEIBHBIA Mapamerp
prompt=login. Torma Blitz Identity Provider npemioXuT TeKyIeMy I0JIb30BaTEIIO
npoiitn ayreHTudukaimio, naxe ecnu akruBHa Blitz ldentity Provider ceccus. Taxke
MOJIb30BaTEIh MOKET Ha CTPAHUIIE BXOJA BBIOpaTh « CMeHums akkayumy, 9ToObl BOUTH
IO IPYTOil YY4ETHOM 3aIIUCHIO.

— TIlpm 3ampoce Koga aBTOpW3allMU YKa3aTh B 3alpoce JOMOJHUTEIBHBIA Tapamerp
prompt=select_account. Tak Blitz ldentity Provider cpa3sy npemoXuT MOJb30BaTENIO
BHIOpATh aKKayHT W3 YKCJIa 3aIIOMHEHHBIX WM BOMTH HOBBIM akkayHTOM. [loib30BaTemto
HE TPUACTCS JOMOIHUTEIBHO HAXHMATh KHONKY «CMeHums akkaywmy Ha CTpaHHIe

BXOJa.

36 CranpapTHeii agpec umeet Bu: https://login.company.com/blitz/profile
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3.4.8. OTkpbITHE BEO-pecypcoB U3 MOOMJIBLHOTO MPUJIOKEHUS B PeKUME CKBO3HOM
ayTeHTH(PUKALNU

B HekoTOpbIX MOOWIBHBIX MPUIIOKEHUSAX pPa3padOTUYMKaAM MOXKET MOTpPeOoBaThCs
PELyCMOTPETh (byHKIHUIO OTKPBITHS BeO-pecypcos, TaKxKe TpeOyIoImuX
uaeHTH(GUKaIMK/ay TeHTU(UKALIMY TI0JIb30BaTEls, U UCTIOIB3YONIMX Ju1st 3Toi nenu Blitz 1dentity
Provider. IIpu noctyne x BeO-pecypcy HOJIb30BaTelb, BOLICAIINA B MOOMIBHOE MPHIIOKECHUE,
MOXET CTOJIKHYThCS C cuTyaren, uto Blitz Identity Provider moBTopHo nmotpebyeT y Hero npoitu
uieHTUQUKaIMIo/ayTeHTUDUKALI0 B BeO-pecypce B pe3ylbTaTe 3ampoca COOTBETCTBYIOIIUM
BeO-TIpUIIOKeHHEM uaeHTH(uKaluu/ayTeHTurKanuu mnoiab3osatess B Blitz Identity Provider.
YT1oObl TAKOr0 HE MPOM30LLIO0, MOOWIBHOE IMPUIIOKCHHUE MOXKET HEMOCPEIACTBEHHO Iepe
BBI30BOM BeO-pecypca 3ampocuth B Blitz Identity Provider monydyenue mapkepa aoctyma
(access_token) ma cmernumansHoe paspemicHre (SCOpe) ¢ mmenHem native. Ilomyunts Mapkep
JOCTyIIa MOKHO CTIOCOOOM, OMMCaHHBIM B M1I. 3.4.6 v B . 3.3.3 (IpH HATMYUHN Y IPHIIOKEHHS
refresh_token).

[Tpumep 3ampoca:

POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2lllmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=client credentialsé&scope=native
B oTBeT BO3BpaIaeTcs He TOJIBKO MapKep JA0CTymna U nHpopmaius 00 3TOM Mapkepe, HO
U CIIENHANbHBIA aTpUOyT — MapKep CKBO3HOI0 BXxoja €SS (Cookie short session).

[Ipumep oTBeTa C mosryueHrueM aTpudyTa CSS:

"access token": "dO-xym..BE",
"css": "nUngQ..LA",

"expires in": 3600,

"scope": "native",

"token type": "Bearer"

ITocne 3TOro MOOWJIBHOE TPHIOKEHHE MOKET OTKphIBaTh BeO-pecypc. Ilpu sTOM B
3alyckaeMoM BeO-Opay3epe MOOWIBbHOE MPHIOKCHHUE ODKHO IMPEIBAPUTEIBHO YCTAHOBUTD
cookie co crenyronMy mapaMmeTpamu:

— nMd cookie — CSS;

— JomeH cookie — login.company.com;

— myTts (path) cookie — /blitz;

— ¢umaru HTTPOnly=true u Secure=true;

— 3HaveHWe COOKie — 3HaueHWe, MOJYyYCHHOE B mapamerpe CSS mpu monydenun ot Blitz

Identity Provider mapkepa noctyma Ha SCOpe ¢ uMeHeM Nnative.

Ecnu 3anymenssiit Be6-pecypce B TeueHue 300 cekyH]] ¢ MOMEHTa 3allycKa MHULIMUPYET B
Blitz ldentity Provider wunentudukanuto/ayreHTrduKanuo, U COOKie OblIa KOPPEKTHO

ycranoBiieHa, To Blitz Identity Provider o 3anpocy BeO-nipuiioskeHus IPOBEICT aBTOMATHUYECKY O
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CKBO3HYIO HJIEHTU(UKALIUIO U ayTeHTU(DUKALINIO [TOJIb30BATEIS TI0] YUETHOM 3alUChI0, C KOTOPOH

MOJIB30BATECJIb PAHEC BXOAUII B SK3CMILIAP MOOHJILHOTO IMPUIIOKCHU S, BBI3BABIICTO B66-pecypc.

3.4.9. [o6aBieHue B MOOWJIbLHOE MpuJiokeHue pyHknuu Bxoaa mo QR-koxy

Bxox mo QR-komy moxeT ucnonb3oBathes B Blitz Identity Provider kak mepBeblii gpakrop
ayTreHTH(UKAIMH (abTepHATHBA BBOIY JIoruHa/mmaposs). [Ipu Beidope sToro crocoda sxona Blitz
Identity Provider ¢dopmupyer u oroOpaxaer mosb3oBatento QR-koa, B KOTOPOM 3aKOAMPOBAH
3anpoc Ha BXoJ (Pucynok 6). Cpok aeiictBust QR-koma orpannyeH, a ChOpMUPOBAHHEIN 3aIIpoc
SIBJIIETCS OTHOPa30BbIM. [1o ricTeuenue cpoka aeiicTBust oToopaxeHHoro QR-koaa monbp3oBaTemnto
MPEIOCTABIISIETCS BO3MOKHOCTB 3aIIPOCHTH 0ToOpaxkeHne HoBoro QR-kona.

3akomupoBanHas B QR-kome ccruika umeet Bua: QR_URL?code=b0671081-ch73-4839-
8bc1-8cf020457228, nanpumep:

https://login.company.com/blitz/login/qr?code=b0671081-cb73-4839-8bcl-8cf020457228
3nauenne QR URL moxeT ObITh HACTPOEHO TaKUM 00pa3oM, YTOOBI B Clly4ae HaBEACHUS

cmapTdoHa Ha QR-KOJ ¢ MCIIOJIB30BaHUEM CTaHJAPTHOTO MPUIIOKEHUS KaMephl M0JIb30BaTEII0
Moria ObITh OTOOpaKeHa BeO-CTpaHMIa C HMHCTPYKLIMEH 1O TMOJNyYeHHIO TMPABHIIBHOTO
MOOWJIBHOTO NPWIOKEHUsS Ul 3arpy3ku QR-KOJOB MM BO3MOKHOCTH BBI30BAa HMOJIXOMSLIETO

MoOHIBHOTO MpuiIokeHust yepe3 Universal Link.

Bxopg B JIn4HbIM KabuHeT

OTtckanvpyiTe QR-koa B MOGUNBEHOM NPUNOXKEHUIA NN
Kamepoii ycTpoWcTBa

Cpok geictBuA kopga: 01:33

Opyruve cnocobbl BXxoga =

Pucynok 6 — Cmpanuya éxooa c omoopasxcenuem QR-kooa
[Ipouecc Bxoma mo QR-koqy Ha CTOpOHE MOOWIBHOTO MPUIOKEHHS COCTOUT U3
CJIEYIOIIMX [IaroB:
1. Tlepen dororpadupoanrem QR-ko/1a MOOMIEHBIM PHIIOKEHUEM TT0JIb30BATEIb JOJIKEH

OBITh 3JIOTUHEH B MOOMJIBHOE MPUIIOKEHHE ¢ rcnob3oBanueM Blitz Identity Provider, n
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MOOHIIbHOE TpHUJIOXKEHHE J0/bkHO monyuuTh B Blitz Identity Provider neiictByrormii
MapKep J0cTyna co scope ¢ umeneM blitz_qr_auth (pasperienue Ha npoBeaeHNE BXOA C
ucrnonbzoBanrnemM QR-koma).

2. Ilpu @otorpapupoBannu QR-koga MOOMIBHOE TPHIIOKEHHE JIOMKHO OTOPOCHTH
3HaueHne QR _URL (oHO He Hy»HO MPUJIOKEHUIO U JTOJKHO ObITh IPOUTHOPUPOBAHO) U
MPHIOKEHHE JIOJDKHO CUUTATh 3HAUCHHUE TIEPEaHHOr0 B CChUIKE mapameTpa code.

3. Tocne cunthiBanus QR-koma MOOMIBHOE MPHIIOKEHUE AOJKHO BbI3BaTh B Blitz Identity
Provider cepBuc monydeHus CBEACHHH O 3ampoce BXOJa, MepelaB B CEpBHC 3HAYCHHE
MOJTYYEHHOTO KOJ1a, a TAKXKE 3ar0JIOBOK C MAPKEPOM JIOCTYTIA M 3ar0JIOBOK TEKYIIETO S3bIKa
TI0JTb30BATEIIS.

IIpumep BrI3OBA!

curl --location --request GET 'https://login.company.com/blitz/api/v3/auth/qr/b0671081-cb73-4839-
8bcl-8cf020457228" \

--header 'Accept-Language: ru' \

--header 'Authorization: Bearer eyJhb..tA'

B otBer Beprercs JSON, copepkamuit mHpopmanuto o6 IP-anpece, onepanroHHON
cucTeMe U Opay3epe yCTpOHCTBa, Ha KOTOPOM IOJIb30BATENb MBITACTCS BOUTH C HCIIOIb30BaHUEM
BxoJa 1o QR-koxy, a Taxke UMsI IPUIIOKEHMSI, B KOTOPOE I10JIb30BATENb MBITAETCS BOUTH.

[Ipumep ycnemHoro orsera:

"ip": "83.220.238.103",
"rp name": "User profile",
"ip city": "Mockea",
"browser": "Chrome 109",
"ip state": "Mockea",
"os": "macOS 10.15.7",

"ip 1lng": "37.6171",
"device type": "pc",

"ip lat": "55.7483",

"ip country": "Poccua",
"rp_id": " blitz profile",
"device name": "macOS Big Sur (11)",
"ip radius": "20",
"device": "PC"

Tarke monb3oBaTento B BeO-cTpaHuue OyneT TMOKa3aH »JKpaH, UYTO OXKHJIAeTCs

MOATBEPKICHNE BXO/1A.

Bxopn B JIN4HbIX KabuHeT

MpoBepbTe, 4TO B MOBUNIBHOM NPUNOXEHUN OTOBpaXarTCA
[aHHble Bawero yCTPOMUCTBA, U HAXXMUTE KHOMNKY
"MoaTeBepauTsy’

Cpok peicteua koaa: 04:08

v O6HOBUTL

Opyrue cnocobbl BXoaa =

Pucynoxk 7 — Cmpanuya 3anpoca noomeepicoeHus 6x00a 6 MOOUILHOM HPUTIOHCEHUU
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[Monb30oBaTent0 B MOOWJIIBHOM TPHJIOKCHHU HYKHO OTOOpa3sHTh HMMs TMPHIOKCHHUS
(rp_name), IP-anpec (ip), reoganusie (ip_country, ip_state, ip_city — TekcToBoe onucanue aapeca
WIK TOKa3aTh Ha KapTe mo KoopauHaram Ip_lat, ip_Ing), wucmonb3yemoe ycTpoicTBO
(device_name), 6pay3sep (browser).

Bosmosxubie 3Hadenus device_type ceituac: kindle, mobile, tablet, iphone, windowsPhone,
pc, ipad, playStation, unknown. MoXHO HX HCIOJb30BaTh B BU3yaIHU3aIl[MH COOOIICHUS HIIH
MO’KHO TIPOCTO BBIBECTH UMSI YCTPOMCTBA TEKCTOBOW CTPOKOH n3 device.

HpHMep OTBCTA IIpU HEJCUCTBUTEILHOM MapKkepe JOoCTyIma:

"type": "security error",
"error": "bad access_token",
"desc": "expired access token"

[Ipumep otBera npu nmpocpoyeHHOM QR-koze:

"type": "process error",
"error": "qr session_expired",
"desc": "Error while getting QR authentication session"

IIpumep oTBETa IPU HECYILECTBYIOIIEM KOJE:

"params": {},
"desc": "Error while getting QR authentication session",
"error": "qr session not found"

[Ipumep oTBeTa mHpHU BBI3OBE M0 YK€ HCHOIb30BaHHOM QR-ceccum (korma yxe

IMOATBCPAWUIIN NI YIKE OTKIIOHUJIN BXOI[)I
{

"type": "process error",
"error": "qr session already completed",
"desc": "Error while getting QR authentication session"

1. MoOunbHOE NPUIIOKEHHUE TOJDKHO OTOOPA3UTh MOJIb30BaTENI0 MoydeHHbie u3 JSON ot
Blitz Identity Provider cBenenus o Bxone, a Takke BbIOOp AeiicTBus: «Pa3pemmTsy uiu
«OtrioHuTHY. B ciyuae « OTKIIOHUTBY 3aIPOCHTH MPUYNHY OTKIOHEHUs («BXoy BeI3BaH
10 OIIMOKe» WK « 51 He 3amparimBai BX0I»).

2. B 3aBuUCHMMOCTH OT pelIeHus MOJIb30BaTENSI MOOMIHBHOE TIPUIIOKEHUE JTOJKHO BBI3BATH B
Blitz Identity Provider cepBuc moarBepskIeHUs WU OTKa3a Bxona. [Ipu BBI30BE OJDKEH
HCIIOJIb30BaThCS MapKep J0CTyma co scope ¢ umeHem blitz_qr_auth.

[Ipumep BbI30Ba NPU MOATBEPKICHUH BXO/a:

curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/5e20b0le-5c7c-
4101-8292-98e6865c7bfb/confirm' \

--header 'Content-Type: application/json' \

—--header 'Authorization: Bearer eyJhb..cQ'

Ecnu ycnemno, To Bepuercss HTTP 204 No Content 6e3 body. Taxxe monb3oBarenb
BOMJIET B IPUJIOKEHUE.

Ecnu xox mpocpodeH, TO BEpHETCS:

"type": "process error",
"error": "gr session expired",
"desc": "Error while confirming QR authentication session"
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Ecnu kox He cymiecTByeT, TO BEpHETCS:

"params": {},
"desc": "Error while confirming QR authentication session",
"error": "qr session not found"

[Ipumep oTBeTa MPU HEAEHCTBUTEILHOM MapKepe J0CTyna:

"type": "security error",
"error": "bad access token",
"desc": "expired access_ token"

[Ipumep oTBeTa mpu BHI30BE MO YyXe HcHoidb3oBaHHONH QR-ceccum (korma yxke

MMOATBCPANIIN UJIN Y7KC OTKIIOHWIIN BXO,II):
{

"type": "process error",
"error": "qr session already completed",
"desc": "Error while getting QR authentication session"

[Ipumep BbI30Ba NpU OTKIIOHEHUH BXOJa:

curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/845£2334-fa6b-

40c0-9a71-£f57997166e39/refuse’ \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer eyJhb..bQ' \

--data-raw '{
"cause id": "mistake",
"desc": "Bxom BE3BaH no oumbke"

J o

IIpy OTKIOHEHMM BXOJa HYKHO O0s3aTeNbHO mepenaBarh B Tese 3ampoca JSON c

arpubytoM cause_id. PekomeHayeTcs TpW OTKIOHCHHWH BXOJa IMOJh30BATEICM CIPOCUTH

NpUYNHY. Ecnu nonw3oBarenb COO6H_II/IT, qTo «Hepeaymainy (I/IJ'II/I «BBI3BaJ BXO/ I10 OH_II/I6K6))), TO

3anmosHuTh cause_id=mistake. Ho eciu mosib30BaTeb COOOIIMT, YTO OH HE WHUIIMUPOBAI BXOJI,

TO 3amoyHuTH cause_id=unauthorized. ITapamerp desC omiuoHanIeH — MOKHO yKa3aTh JIIOOYIO

TEKCTOBYIO CTPOKY.

B cnyuae ycnemnoro BeizoBa BepHercss HTTP 204 No Content 6e3 body. Taxxke

M0JIB30BATENIO OYAET MOKa3aH YKPaH C OIMTUOKOM:

Bxon B JIN4HbIN KabuHeT

[NpoBepbTe, 4TO B MOOUIBHOM NPUNOXKEHUU oTobpakatoTcA
AaHHble Ballero yCTPoOMCTBa, U HAXXMUTE KHOMKY
"MoaTBepauTs"

Bxon oTKNOHEH B MOBUIBHOM NPUNOXEHUN

v O6HOBUTL

Opyrue crnocobbl BXoAa =

Pucynok 8 — Cmpanuya c ouudKoiil, 4mo 6xo00 OMKIOHEH 6 MOOUTbHOM NPUTOIHCEHUU

B cnyuae ecnu ko1 pocpoYeH, TO BEpHETCSI OIIMOKa:
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"type": "process_error",
"error": "qr_ session_ expired",
"desc": "Error while refusing QR authentication session"

Ecnu xox He cyliecTByeT, TO BEpHETCS:

"params": {},
"desc": "Error while refusing QR authentication session",
"error": "qr session not found"

[Ipumep oTBeTa Ipu HEACHCTBUTEILHOM MapKepe JOCTyma:

"type": "security error",
"error": "bad access_ token",
"desc": "expired access token"

[Ipumep oTBeTa mpu BBHI3OBE IO YK€ HCHOIb30BaHHON QR-ceccum (korma yxe

MMOATBCPANIIN UJIU Y7KE OTKIIOHHUIIN BXOI[)Z
{

"type": "process_error",
"error": "qr session already completed",
"desc": "Error while getting QR authentication session"
}
3.5. IMoakr0ueHne Npuiioxkennii yManIx ycrpoiicts (10T)

B Blitz Identity Provider peanu3oBana momaep:kka BO3MOXKHOCTH aBTOPU3AIMU
MIPHIOKCHUI YMHBIX YCTPOMCTB (ITPHIIOKECHHI TOJIOCOBBIX IMOMOITHUKOB, Smart TV, gar-60ToB)
C WHCIOJB30BAaHMEM YYETHOH 3allUCH IONb30BaTeNsl Ha JApyroMm ycrpoiictBe. s Takoi
aBTOpHM3anuu ucrnoib3yercs crnenupukamus RFC 8628 «OAuth 2.0 Device Authorization
Grant»®'.

JInsi MHUIMUPOBAHUS aBTOPU3AIMK TPHIOKEHUE YMHOIO YCTPONCTBA OJDKHO CHEIATh
3anpoc B aapec Blitz Identity Provider na cepBuc momy4eHus Koja moATBEPKICHUS aBTOPH3ALNN
(/oauth/da). 3anpoc momken ObITh caenan Meto oM POST. 3ampoc 1o/mkeH coepkaTh 3aroJIoBOK
Authorization co 3nauenuem Basic {secret}, rae secret — sto client_id:client_secret (mampumep,
app:topsecret) B popmare Base64.

IIpumep 3arosoBka:

Authorization: Basic ZH1uOKNTSTo..dx

Terno 3ampoca A0HKHO COlepIKaTh CIEIYIOIIUE TapaMeTpPhI:
— client_id — npenTHdUKATOP TPUITOKEHHUS;
— SCOpe — 3aIpaliMBaeMble pa3perIcHusI.

ITpumep 3ampoca:

POST /blitz/oauth/da HTTP/1.1
Authorization: Basic ZHIuOkNTSTo..dx
Content-Type: application/x-www-form-urlencoded

client id=test-appé&scope=profile

37 Cm.: https:/iwww.ietf.org/rfc/rfc8628.html
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B otsert Blitz Identity Provider Bepaer nanuble, HCOOXOIUMBIE VTS TOATBEPKIACHUS BX0/1a
Ha PYroM yCTPOMCTBE:

— device_code — ko ycTpoicCTBa;

— user_code — orobOpaskaeMblii TOIb30BATENIO KOJI OATBEPKICHHS 3aI1POCa aBTOPU3AIIHH;

— verification_uri — ccpuika Ha CcTpaHHIly, Ha KOTOPO# MOJIb30BATEIb MOXKET BBECTH KO
HOATBEPIKICHHS 3aIIPOCa aBTOPHU3ALINHY;

— verification_uri_complete — ccpuika Ha cTpaHHIly, B KOTOPOi B KaueCcTBE MapaMeTpa yxKe
MOJICTABJIEH KOJI TIOATBEPKICHHS 3aIIPOCa aBTOPHU3ALINY;

— expires_in — BpeMsi )KHU3HH I0JIb30BATEIBCKOI0 KOJIa B CEKYH/1aX;

— interval — pexkomMeHIyeMblii TEPHOA OXKHIAHHUS B CEKyHJaX MPH OINpalldBaHUN
MPUIOKEHMEM BBOJIA TIOJIb30BATEIEM KOJIa MOATBEPIKACHHS 3alpOCa aBTOPH3AIIHH.

[Ipumep oTBeTa ¢ yCIENIHBIM BBIMIOJTHEHUEM 3aIIpoca:

"device code": "7Lz301K57bWaKHBYxM8kW7KpOFvDg 4ujz3LpQxcleE",

"user code": "934-367-578",

"verification uri": "https://device.company.com",
"verification uri complete": "https://device.company.com?uc=934-367-578",
"expires in": 300,

"interval": 5

IMonyyrB OTBET MPWIOKEHHE YMHOTO YCTPOWCTBA JODKHO HWHCTPYKTHPOBAThH
HoJIB30BaTeNs, YTo0bl OH Iepemien nmo ccbuike Verification uri®® u sBen xox m3 user_code. B
3aBMCUMOCTH OT THUIIa yMHOT'O YCTPONCTBA HYKHO BbIOpaTh HanOoJiee y100HbIH 1715 110J1b30BaTENs
croco0. Hanmpumep:

— Tlpu aBropuzanuu B Smart TV npuiioxkeHne MOXKeT OTPUCOBATH OIb30BaTeno QR-kos,

B KOTOPOM 3aKOAMPOBaTh cChUIKY m3 Verification _uri_complete. Torga mosb3oBarento

HYXHO OyZieT HaBecTH Kamepy Tenedona Ha QR-kox v MPOHTH aBTOPU3ALUIO Ha TeNedoHe.

— Ilpu aBTOpHM3aIMK B 4aT-00TE MPHUIIOKCHUE MOKET OTPHUCOBAThH IMOJIH30BATEIO KHOIIKY,

OTKpBIBAOIIYIO B Opay3epe cchUIKy U3 Verification_uri_complete. Toraa nosib3oBaTeso

HY»KHO Oy/IeT MPOMTH aBTOPHU3AIIHIO B Opay3epe CBOEro yCTPOMCTBA.

— Tlpu aBTOpW3alMUd B MPUIOKCHAH TOJOCOBOTO TIOMOIIHUKA TPHIOKEHHE MOXKET

POUHCTPYKTUPOBATH MOJIH30BATEIS, HA KAKOH CAlT OH JOJIKEH MEPEHTH, M 03BYYUTH KO/,

KOTOPBIi TI0JIb30BaTENIb JIOJDKEH BBECTH, JIMOO TPHIOKEHHE MOXKET OTIIPABUTH

IMOJIB30BATCIIIO SMS-COO6H_ICHI/IC NI TUCBMO I10 3JICKTpOHHOI>i 1o4yTe € HHCTpYKHHeﬁ.

% Ccpuika B verification_uri BelBoaMTCS B COOTBETCTBMM C HACTpOMKamu, 3ajaHHbiMu B Blitz Identity Provider.
PexoMeHIyeTCsl HACTPOUTh, YTOOBI 9Ta CCHUTKA ObITa KOPOTKOM M yIOOHOM s BBOJA TOJIB30BATENAM, & TaKKe
XOPOIIIO BOCTIPHHUMAACh Ha CIyX WM KpacuBo oTobpaskanachk Ha skpaHe Cmapt TB. C naHHOW CCBUIKH IOJKHA
OBITH HACTPOEHA TIepeapecanus Ha 00paboTINK BBOJA MOT30BAaTENIEM KO/ TIOATBEPKICHNS, PACTIOIOKEHHBIN Ha
crpaumie  https://login.company.com/blitz/oauth/device?ci=client_id, rme Bmecro client_id wuyxHO 3amath
unentupurarop 3apeructpuposannoro B Blitz Identity Provider npunosxenns, u3 HacTpoek KOTOPOro OyayT GpaThest
pas3pelIeHHbIe CTIOCO0BI BX0/1a M HACTPOWKY BHEITHETO BHA CTPAHUIIBI BXOJ.
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[Tocne mpenmocTaBieHUsl MOJb30BATEN0 MHCTPYKIUMK MPUIIOKEHUE YMHOTO YCTPOMCTBA
JOJDKHO C MHTEpBAIOM M3 TapaMerpa interval nauars ocymectBusats onpoc Blitz Identity Provider
JUTS TIOJTyYEHUsT MapKepoB Oe3omacHOCTH. [1Jis 3TOro MpHIIOKEHHE A0JDKHO oOpariarses B Blitz
Identity Provider metonqom POST nwa URL mis momydenust mapkepa (/oauth/te). 3ampoc momken
comepskath 3aroioBok Authorization co 3mauenumem Basic {secret}, rme secret — 510
client_id:client_secret sx3emmisipa MOOUIIBHOTO MpUIIOXkKeHHst B popmarte Base64.

Teno 3anmpoca JOKHO CoNepKaTh MapaMeTphI:

— grant_type — 3nauenue urn:ietf:params:oauth:grant-type:device_code;
— device_code — panee moy4eHHBII KO/ YCTPOMCTBA.

IIpumep 3ampoca:
POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=urn:ietf:params:ocauth:grant-type:device code&device code=Yrn.. 0

Ecnu monp3oBarens emie He moaATBepAnI aBropusauuio, To Blitz Identity Provider Bepuer

CJIEIYIOIIUN OTBET C OMHUOKOM:
{

"error": "authorization pending",
"error description": "The authorization request is still pending"

Ecnu cpok neiicTBUS MOJIb30BATENILCKOTO KOJ]a UCTEK WIIM KOJ| HenpaBmibHbIH, TO Blitz

Identity Provider BepHeT cieayrommuii OTBET ¢ OMTHOKOIA:
{

"error": "invalid grant",

"error description”: "The provided authorization grant (e.g., authorization code, resource
owner credentials) or refresh token is invalid, expired, revoked, does not match the redirection
URI used in the authorization request, or was issued to another client."

}

Ecnu monb3oBarens moarBepaus aBtopusaiuio, To Blitz Identity Provider Bepner
HPUIIOKEHHIO MapKep A0CTyIa U HHPOPMAIHIO 0 HEM, a TaKKe MapKep OOHOBJICHHSI.

[Ipumep oTBeTa ¢ yCIENIHBIM BBIIIOJIHEHUEM 3aIIpOca:

"access token": "eydJd..tA",
"refresh token": "wVE..cw",
"scope": "profile",

"token type": "Bearer",
"expires in": 3600

Hcnonb3yss mosiydeHHbId Mapkep JA0CTyIa, MPUIOKEHUE YMHOTO YCTPOWCTBA MOXKET

3anpocuth (1. 3.6) akTyaiabHBIC JaHHBIC Mob3oBaTelns u3 Blitz Identity Provider.

3.6. IHonyyenune aTpudOyTOB MOJIB30BaTES
JIsist 3ampoca JaHHBIX O MOJIb30BaTENIe HEOOXOMMO BBIITOJIHUTH 3ampoc Metogom GET mo
URL-anpecy monydeHus JaHHBIX mojb3oBaress (/oauth/me). B sampoc momkeH ObITH 100aBICH

CHEAYIOLIUI 3ar0JIOBOK:

Authorization: Bearer <access token>
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B 3aromoBke <access token> — sto mapkep mocryma, moaydeHHbii ot Blitz Identity
Provider (mm. 3.3.3 u 3.4.5).

[Ipumep 3ampoca:

GET /blitz/oauth/me HTTP/1.1
Authorization: Bearer NINxn..tY
Cache-Control: no-cache

B otBere OymyT OTOOpakKeHBI TOJBLKO T€ JIaHHBIC, KOTOpPHIC OINpEACieHBI B ScOpe, Ha
KOTOPBI MmoJtyueH Mapkep goctyna (mm. 2.1.3).

[Ipumep orsera:

"family name": "MBanHos",

"given name": "UBan",

"middle name": "MBanosuu",
"email": "iivanov@company.com",
"phone number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

VYdeTHast 3anuch MOIb30BATEINIS MOKET OBbITh BKJIKOYEHA B I'PYIIIBI I10JIb30BaTene. YToOb!
MOJIyYUTh CHHCOK TPYII, B KOTOpPhIE BKJIIOYEH IOJB30BATEIb, MapKep AOCTYIA JOJDKEH OBITh
HOJTy4€eH ¢ SCOPE ¢ mMeHeM USK_grps.

HpHMep OTBETA 110 I10JIb30BATEIII0, BKIIFOUCHHOMY B TPYIIIbI JOCTYIIA.

"family name": "MBanom",

"given name": "UVBan",

"middle name": "Mpanosuu",

"email": "iivanov@company.com",

"phone number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",
"groups": [

{
"id": "564486ff-af0a-3fbl1-3f09-e7c5£7£9833e",

"name": "TecTomasa opraHm3auusa",
"OGRN": "1234567890123",
"INN": "9876543210"
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4. TloakarodeHue mpuaoxenuii mo SAML

4.1. JJanHbIe 115l NOAKJIIYECHUS 110 Pe3yJIbTaTaM PacCMOTPEHUS 3asiBKU

ITo pesynapTaram HCIONHEHHUS 3asBKKA Ha moakitoueHue K Blitz Identity Provider 6ymer
IIpeJoCcTaBIIeHa cieyromas HHpopMarus:

— wuaeHTudUKaTOp, MPUCBOCHHBIN Tpriioxkenuto B Blitz Identity Provider (entitylD);
—  YTOYHEHHBIN (aiil MeTaJaHHbIX IIOCTABIIMKA YCIyTrS?,

Bce URL B pganHOM paszzgene HEOOXOJUMO CKOPPEKTHPOBaTb B 3aBUCHUMOCTH OT
KOHKPETHBIX HACTpOEK, caenaHHbIXx npu BHenapeHnuu Blitz Identity Provider. Cm. «PykoBoacTBO
AJIMUHUCTpPATOPA».

[Mpunoxenne B3auMojelcTByeT ¢ cepucamu Blitz Identity Provider, wucmons3ys
CIIeyIONINE ajipeca:

— wmeranannsie Blitz Identity Provider:
e https://login-test.company.com/blitz/saml/profile/Metadata/SAML (tectoBas cpena)
e https://login.company.com/blitz/saml/profile/Metadata/SAML (nipoaykruBHas cpena)
— URL ans ayrenTudukanuu:

e https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/SSO (tectoBas

cpena)

e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO (mpoayxTuBHas

cpena)
— URL pns norayra:
¢ https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/SLO (tectoBas
cpena)
e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO (npomykTuBHast
cpena)
— URL uznarens:
e https://login-test.company.com/blitz/saml/ (tecroBas cpena)
e https://login.company.com/blitz/saml/ (mpoayktuBHas cpena)

Ecnmu mpunoxeHue mojaepKuBaeT MpOTOKoN moakitoueHus SAML, To yka3aHHBIX
JIAHHBIX JIOJKHO OBITh JOCTaTOYHO JUIA KOH(GUTYpUPOBaHUS NpuiiokeHus. Eciu npunoxenue He
nojjepkuBaeT mpotokoil SAML, cimegyer mpou3BecTH e€ro  J0pabOTKy — COIIACHO

PEKOMEHIAIMSAM, U3JI0KEHHBIM B TII. 4.2 1 111 4.3 HACTOAIIETO JOKyMEHTA.

%9 Kak npasuiio, 3ToT (ailn 6yeT coBnaiaTh ¢ TeM, 4To ObLI HpUIIokeH K 3asske. Ho Anmunuctparop Blitz Identity
Provider moxeTt cKOppeKTHpOBaTh (aiin MeTaldHHBIX 1 PUCIIATH €0 BMECTE C Pe3yJIbTaTaMH PACCMOTPEHHS 3asBKH.
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TunudHbpie BOMPOCHI O TOM, KaK HACTPOHMThH MPHJIOKEHHE Ui ToakimoueHus k Blitz

Identity Provider mo nmpotoxony SAML, npuBenens! B Tabiuie 8.

Tabauya 8 — Tunuunwvie 60npocsl npu NOOKIIOUEHUU RPUTLOIHCEHUA no npomokory SAML

Bomnpoc Oteer

lee HaWTH MECTaJaHHBIC YrtoObI 3arpys3uTb MECTaJaHHBIC, HpOﬁI[HTe 10 CCBLIIKE
MOCTaBIIMKA https://login.company.com/blitz/saml/profile/Metadata/SAML u ckonupyiite

uaeHTudukanun? OoTKpBITBIE XML 10KyMeHT B puiiokeHue

I'me waiitu ceptudukar | Otkpoitte XML MOKyMEHT ¢ MeTalaHHBIME TIOCTABITUKA UACHTUDHUKAIIAN.

SAML nocraBmuka Haiigure pasaen <ds:X509Certificate></ds:X509Certificate> —
uieHTuduKann? B HeM U pacrionaraetcs ceprudukar SAML nocraBmyka nneHTHUKAIAN.
IIpumep:

- xmlns="urn:ocasis:names:tc:SAML: 2. @:metadata”
.org/200a/893/xmldsig#” wxmlns:shibmd="urn:mace:shibboleth:metadata:1l.@"
43 .0rg/ 2081/ XMLSchema-instance™ entityID="https://sudir.mos.ru/blitz/saml">
protocolSupportEnumeration="urn:mace:shibboleth:1.@
urn:oasis:names:tc:SAML:1. 1iprotocel urn:casis:names:tciSAML:2.@:protocol” s
¥ <Extensions>
<shibmd:Scope regexp="false">@.1</shibmd:Scope>
</Extensions>
¥ <KeyDescriptor:
v <ds:KeyInfo>
¥ <ds:X5@9%Data>
v <ds:X580Certificate> _
MIIDDzCCATegAwIBAgIIAN xtiKgDpaeMARGCSqG5Ib3D0EBBQUAMBCXFTATBENY
BAMTDHN1ZG1y LmlvCySydTAeFwax0DA2M]AxNIQ2ZMDZaFwayODAZMTcxNIQ2ZMDZa
MBcxFTATBgNVBAMTDHNIZG 1y LmlvcySydTCCASIWDQY IKoZThvcNAQEBBQADEZER
ADCCAQoCggEBANKSUe/ 3dmNTLATzKNrgkLM7 1pdnBFNINjDkkkBF 2GodQ+r+ePLz
thw56n964ulmwFoll3fUGusbEdi2IDzg3M5s1TEYhCxzvaw7ddNUSIdh1YAQIrXT
VvtRCajyZk3AwraXNilaisQg8XuXslEtlymvdUAeY1SScKDpNYIMBcqdHmy SXKvx
FggIn+5116MEDY/ @quM2MvOhgLuP7i618wNXD4P4Tz8+0NGPcqlwn2@fIGgFyPBE
nQ2vmEnBNRotwQCnYcIApEQ2jMBGIMi2yQtIsjFYD]jdgBqau/ cXuvybivASom3n
cyMIDFde J2RAAHE ZNdXNExnnvwBIMrgRgG/ MCAWEAAaNEMFrwOwWYDVREREDQuMo T
€3VkaXIubl9zLnJ101VS5TpodHRwczov L 3N1ZG1y LmlveySyds9ibGleeigzYiils
MBOGA1UdDEOWEBRW3IACGMOCP31aM 1k, KtwFsQLZ7iDANEgkghkiGaw@BAQUFAADC
AQEAT72xDGx37QBdHIyDi0hwelKxibvwmSDZxQ6ScEYTSEFnCld1eUILIS2yKOTW
Hwfnre+nRRUAHLAZDhaZI¥YmBvUuqE1tBYadwgiksel518khES@2 jniMy izWMiwRPK
IUz738BQUD13zsT+Wv021Xced8PKRTIV2XZCnIybDbYNipy15ToVe, /bkB1SEVREX
004i0r89rgY/1EWXRNON+3Wm2 tQZXbdCTHOBZ 7 KC g4M30ngy0ilrfuvoHboeVrLUA
ap/b+THRAL 2p@8qCI0SCRhPWETuyYolgt3DSY1qqTDuilTyg8i61i65xLalIERS]
48L3Kz555Y,/DUHYmfLfddIRb/Q==
</ds:X5@9Certificate>
</ds:X5890atax
</ds:KeyInfox>
</KeyDescriptor>
<ArtifactResolutionService Binding="urn:oasis:names:tc:SAML:1.@:bindings:S0AP-binding"”
Location="https://sudir.mos.ru/blitz/saml/profile/SAML1/S0AP/ArtifactResolution” index="1"/>
<ArtifactResolutionsService Binding="urn:oasis:names:tc:SAML:2.@:bindings:S0OAP™
Location="https://sudir.mos.ru/blitz/saml/profile/sAML2/50AP/ArtifactResolution”™ index="2"/>
<5inglelogoutService Binding="urn:ocasisinames:tc:SAML:2.08:bindings :HTTP-Redirect”
Location="https://sudir.mos.ru/blitz/saml/profile/SAML2/Redirect/SLO"
Responselocation="https://s r.mos.rufsaml/profile/SAML2/Redirect/SLO"/>
<singlelogoutService Binding="urn:casis:names:tc:SAML:2.@:bindings!HTTP-Plain-Redirect”
Location="https://sudir.mos.ru/blitz/saml/profile/5AML2/Redirect/Plain/5L0"
Responselocation="https://sudir.mos.ru/saml/profile/SAML2/Redirect/Plain/SLO"/ >
<5SinglelogoutService Binding="urn:oasis:names:tc:SAML:2.8:bindings:s0AP"
Location="https://sudir.mos.ru/blitz/saml/profile/SAML2/S0AP/SLO"/ >
<NameIDFormat>urn:mace:shibboleth:1.@:nameIdentifier</NameIDFormat:>

WNuoraa juist KOppeKTHOM 3arpy3Ku B MPUIIOKEHUE TIEPe] CTPOKOH ¢

cepTu(HUKATOM HY)KHO BCTaBUTH CTPOKY ————— BEGIN CERTIFICATE-—--
-,amnociIe —————-— END CERTIFICATE-———-
I'ne naiitu anpeca 3ampockl Ha UICHTU(UKANIO/Ay TCHTH(DUKAITATO TIPHIIOKECHHIE TOJDKHO

SAML-06paboTurKoB OTIIPaBIIATH Ha ciexyrome obpadorunku (SingleSignOnService) B
HOCTAaBILMKA [NPO-cpene:

uaeHTH()UKAINAN ? - https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO — mis
mpHeMa CcxKaThIx ¢ momoulpio anroputma Deflate 3anpoco —

cranaapTHbii SAML-00paboTyHK.
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Bomnpoc Oteer

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/Plain/SSO
— JUTS TIPEEMa HECXKATHIX 3aIPOCOB — CIIEAYET HCIOIb30BaTh TOJIBKO B
cllydae, eclii MMOIKIII0YaeMoe TIpHIokeHne He ucnonbsyer deflate.

3ampockl Ha eIUHBIN JIOTayT MPUIOKEHUE JOHKHO OTIIPABIIATH HA

cnenyromnme oopadorunku (SingleLogoutService) 8 ITPO/I-cpene:

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO —
JUTS IPUEMa CHKaThIX ¢ IoMoIIbio anroputMa Deflate 3ampocos —
cranaapTHeii SAML-00paboTyHK.

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO
— JUTS IpHEMa HECKaThIX 3alPOCOB — CIIEAYET UCIIONB30BaTh TOJIBKO B
ciIydae, ecii TOAKIIYaeMoe MprIokeHne He ucmois3yer deflate.

B TECT-cpene aHajgorn4Hsle aapeca HaunHaroTes ¢ https://login-

test.company.com.

Kakoii entityID y Blitz Identity Provider kak mocTaBIiuk uaeHTH(OUKAIIMA HMEET CJICIyTOIIHe
MOCTaBIIUKA entityID:
uaeHTUGUKAIUA? - Jlns ITIPO/I-cpenst — https://login.company.com/blitz/saml

- Jlns TECT-cpenst — https://login-test.company.com/blitz/saml

4.2. I'oToBBIE OUMOIMOTEKHU

Tak kak camocTosiTeIbHas pa3padoTKa MporpaMmMHOro naTepgeiica kimenta SAML siBrsieTcst
TPYAOEMKOM 3a/1aueid, a OIIMOKM B peali3alliy YpeBaThl yrpo3aMu OE30MaCHOCTH, IIPU UHTETPAIUU
npuioxkeHus 1o SAML pekoMeHyeTcsi HCIOJIb30BaTh CYIIECTBYIOIINE TOIMYJISIPHBIC OMOIHOTEKH
SAML-kmenTos: OIOSAML* (Java, .NET), OpenSAML?* (Java), Spring Security SAML?? (Java),
SimpleSAMLphp* (PHP), ruby-saml** (Ruby on Rails). Janee npuBoasTcs KirodeBble CBEICHHM,
HE0O0XOJMMBIE JUIsl MIOHUMaHHMS TpoIiecca ay TeHTU(HKAIUH 110 ipoTokory SAML.

4.3. Pa3padorka B3aumoneiicrBus npuiioxenus ¢ Blitz Identity Provider mo
SAML

4.3.1. OO6uue cBeieHUs!
Jns noaxmouenus k Blitz Identity Provider B nensx uaeHTrdukanuy u ayreHTH(GHUKALAN

TOJIb30BATENEH MPUIOKEHHE MOKET UCTIONB30BaTh cranaapt SAML sepewii 1.0, 1.1, 2.0%. Tlpu

40 Cwm.: https://digitaliser.dk/group/42063/resources
41 Cm.: https://wiki.shibboleth.net/confluence/display/OS30/Home
42 Cw.: https://spring.io/projects/spring-security-saml
43 Cm.: https://simplesamlphp.org/
4 Cw.: https:/irubygems.org/gems/ruby-saml/
4 Cw.: http://saml.xml.org/saml-specifications
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3TOM TIpoIiecc B3auMoieicTBus npuioxenus u Blitz Identity Provider gommken ObITh TOCTPOCH B
coorBercTBuy ¢ popunem SAML Web Browser SSO Profile?®.

Crangapt SAML ocnoBan Ha XML u omnpenenser cnocodbl ooMeHa uHpopmanuein oo
ayTCHTH(HKAIIIH [T0JIb30BaTeIeH 1 UX HACHTU(QHUKAIMOHHBIX JaHHBIX (aTpUOYTHI, TOJTHOMOYHS).

JIsi BO3MOMKHOCTH OCYILECTBJIATh B3aMMOJICHCTBUSL TMOCTABIIMK YCIYI M IOCTABIIMK
WICHTU(UKAIMK  TIPEABAPUTENIHHO  JIOJDKHBI  OOMEHSAThCS  HACTPOMKaMHM  B3aHMOJICHCTBHS,
ornucaHHbIMU B popme XML -10KyMEHTOB U Ha3bIBa€MbIX METalaHHbIMU. [IoCTaBIIUK yCIyT AOJDKEH
nonyunth Hactpoiiku Blitz Identity Provider, wa3piBaeMble MeTagaHHBIMH —TIOCTABIIMKA

unenTudukarmu (mm. 2.2.1).

4.3.2. Tlpouecc npoBeneHusi UAeHTUPUKAINH U AYyTeHTH(PUKATMHU

B mporiecce B3aumo/ieiicTBUs pUiIokeHne (MOCTaBIIMK yeiryT) nmockutaet B Blitz Identity
Provider SAML-3anpoc Ha wuaeHtudukanuto mons3oBarenss (SAML Request). 3ampoc
peICTaBiIsIeT co00i 0(hOpMIICHHBIN B COOTBETCTBHH co ctanmaproM SAML XML-nokymenT. B
3ampoce MPUCYTCTBYET HMICHTU(UKATOP 3alpalldBalOMIEr0 HIACHTH()UKALIUIO MPHIOKCHHS,
HaspiBaeMbill  entitylD, a Taxke gomnojHWTENbHAs ciykeOHas wuHpopmaiusa. Cam 3ampoc
nepeaeTCs MOANMUCAHHBIM 3JIEKTPOHHON MOJIMTUCHIO TPUIIOKEHHUs. B KadecTBe TPaHCIOPTHOTO
MPOTOKOJIAa JUI Tepeiadn cooOlieHus ucnonb3yercs npotokon HTTPS, BbI3oB mocraBimka
uaentudukanuu ocyiectrisercs uyepe3 HTTP Redirect. Dto o3Hawaer, 4To 3ampoc OT
npuinoxenus k Blitz ldentity Provider ocymiectBisiercss omocpenoBaHHO, uepe3 Opaysep
MOJIb30BaTEN s, W MPSIMOE CETEBOE B3aMMOJCHcTBHE Mexay npuioxenuem u Blitz Identity
Provider nipu ucnosnb3oBanuun SAML He TpeOyercs.

[Monyuns SAML-3anpoc Ha unentudukanuto, Blitz Identity Provider upentudunupyer
NPUHAJISKHOCTh ~ 3allpoca  ONPEAETICHHOMY HIPWJIOXKEHHMIO, IIOCIe Yero orolOpaxaer
MOJTb30BATEI0  BEO-CTPAaHUIly €OMHOrO BXOJa JUISl TPOBEACHUS HWACHTH(PHUKAINHA |
ayTeHTHU(DUKAMU ToJb30BaTessl. B ciiyuae ycnemHod uaeHTH()UKAUU W ayTeHTH(HUKAIUU
nosb3oBatess Blitz Identity Provider nepemaer npunoxenuto (nocraBuimky yciayr) SAML-oTeer
(SAML Response). B 3aBHCHMOCTH OT 33JaHHBIX HACTPOEK B3aMMOICHCTBHSI 3aIIPOC MOKET OBITh
NOANMMCaHHBIM H 3amu@poBaHHbM. s QopmupoBanus moamucu © I MUPPOBAHHS
ucnonb3yrorest crangaptel XML Signature u XML Encryption. B kadecTBe TpaHCIOPTHOTO
MIPOTOKOJIA JIJIS TIepeiaur COOOIICHHUS C pe3yIbTaTaMi HICHTH(DUKALNY HCIIONB3YETCS TPOTOKOIT

HTTPS, Bb130B nocTaBuuka yciyr ocyiectisercs yepe3 HT TP POST.

46 Cm.: https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf
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[Monyuue ot Blitz Identity Provider SAML-oTBeT, nMpuIoKeHHE TPOBEPSIET €O MOIIKCh,
BBINOJTHSET pacuinpoBKy, mocie 4ero u3snekaetr n3 SAML-ytBepxkaenuit (SAML Assertions)
UJIeHTU(DUKAITMOHHBIC TAHHBIE TIOJIb30BaTelNs (MACHTU(DUKATOPHI, aTPUOYTHI, ITOTHOMOYNS).
IMpouecc B3aumoneiicteus npuiokenus u Blitz Identity Provider ¢ ucnonp3oBanrem SAML
MpUBEICH Ha pucyHke 9.

Mons3osarens bpaysep Npunoxenne Blitz Identity Provider
(User Agent) (frontend)

o O Mexay npunoxeHvem u Blitz @

YCTaHOBNEHO AoBEpHE
(npoeeaeH obMeH MeTaaHHbIxX)

1. Monb3osatent 06pauLAETCA K NPUADKEHHIO GET /SAML/Redirect/SS0?
SAMLRequest=...&RelayState=01c..a95b9%¢
2, Mpunoxenwe genaet sanpoc k Blitz :
3.Blitz nposepser,

4. Ecnm y nonb3osaTtens oTCyTCTBYET ceccus, MMEET N

To Blitz npocut nonb3osatens BOMTH B cUCTEMY NO/Nb30BATENL CECCUI0
5. Mons3osarens
BBOAWT NIOTWH/NApoab :
MAN UHBIE JaHHbIE ANS )
MAEHTUDMKAL AN POST /private HTTP/1.1

RelayState=01c..a95bS¢ 6. Blitz ocywectenser
SAMLResponse=... WABHTUOMKELMIO U
ayTeHTUGMKALMIO

AyTeHTUOUKAL MW

7. Blitz reHepupyet SAML-yTeepxaeH1s
v oTnpaeaset SAML oTeeT B agpec
NpUAOXKEHUA

Pucynox 9 — Hoenmughuxkayus nonvsosamens ¢ ucnonvzoeanuem SAML

4.3.3. O6ecneyeHue JIOrayTa nmpu ucnoab3oBannu SAML

[onxmrouennoe k Blitz ldentity Provider mo SAML mnpuiiokeHHe TaKKe MOXKET
peaycMaTpUBaTh BO3MOXKHOCTh peallu3allii eNHOr0 Bbixo/a (yorayta). Jist atux ueneit Blitz
Identity Provider noanepxusaer SAML Single Logout Profile*’. TIpunoxenue MoKeT HalpaBUTh
B Blitz Identity Provider SAML-3anpoc <LogoutRequest> U B ClIydae yCIEIIHOTO 3aBEPIICHUS
enuHoro jorayra nonyuuth ot Blitz ldentity Provider SAML-otBeT <LogoutResponse>. Ecinu
MPUIOKEHHE JODKHO OBITh 3a[eCTBOBAHO B €IMHOM JIOrayTe, WHUIMMPOBAHHBIM JPYTHUM
npuioXeHueM, mnoakimodeHHeiM K Blitz  Identity Provider, To oHO Takke JOJKHO
npeaycMaTprBaTh BO3MOXKHOCTh OOpPaOOTKH 3alpoCoB <LogoutRequest>, MOCTYNUBIIMX K
npuioxxenuto ot Blitz ldentity Provider. B ciydae ycremHoro 3aBepiieHus JOKaTbHON CECCUU
npuiIoKeHue J0DKHO yBenomiisath Blitz Identity Provider myrem otnpaBku emy SAML-oTBeta

<LogoutResponse>.

47 Cwm.: https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf
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5. TpeGoBanusi mo 6€30MACHOCTU K MPUIT0KEHUIO

Omnepatopom mpuioxkeHus, noakiouyeHHoro k Blitz Identity Provider, nomxkHo

obecrieunBaThes COOIOICHHE CIISAYIONINX TPeOOBaHUH K 0€301TaCHOCTH :

1. I[OJ'DKH& 00ecIieunBaThCs KOH(I)I/I,Z[eHI_[I/IaJ'ILHOCTB IMOJIYYCHHOI'O IJIsI HIPUIIOKCHUA IIpU

perucrpaiuu B Blitz Identity Provider 3nauenus client_secret:

3amnpeniaercss mpenaBath 3HaueHue Client_secret smiaM, He CBSI3aHHBIM C
o0ecrie4eHneM KCIUTyaTalluy MPUII0KECHHUS.

Bampemiaercss  mcmons3oBaTh  client secret B kmmentckoit wactu IO  (kopx,
BBINTOJIHAEMBI Ha CTOpOHE Opay3epa, MOOMIBHOTO TNPHIOKEHUS, IECKTOITHOTO
npuinoxenus). Ilpumenstbes  client_secret nomkeH TOJIBKO B CEpPBEPHBIX
KOMITOHEHTaX npuioxenus. Mckmouenue — client_secret, moixy4eHHbIi MOOMIEHBIM
WJIH IECKTOIHBIM IPUII0KEHUEM C TIOMOLIBIO ONIEPALUY JUHAMUYECKOM perucTpanum,
tako#u client_secret MoxxHO XpaHHUTB 1 00padaTHIBATh B MOOMJIBHOM WIIH JIECKTOITHOM
IIPUIIOKECHHH.

B ciyuae ecinu client_secret ckomnpomeTnpoBaH, TO T0JKHA OBITh TIOJIaHa 3asiBKa Ha
3ameny client_secret npwnoxenus. B Blitz Identity Provider npemycmorpena
BO3MOXKHOCTb «IUIaBHOM 3aMeHbD» Client_secret, a mMeHHO, TPHITIOKEHUIO MOXKET OBITh
NPUCBOCH JOMOJHUTENbHBIA Client_secret Ha Bpems, moka OyIeT BBIMOJHITHCS

nepeHacTpoiKa MPUIIOKEHUS C MIPEKHEro Ha HOBOE 3Ha4YeHue client_secret.

2. JlowkHa oOecrieunBaThbcsi KOH(DUICHIMAIBHOCTD TOJIYYCHHBIX IMpHIIOKeHHeM oT Blitz

Identity Provider wMapkepoB moctyna (access_token) u MapkepoB OOHOBJICHUS

(refresh_token).

HyxHo wu30erath UCHONB30BaHUSA MapKEpoOB JoOCTynma B Opay3epHON dacTu
npunoxenus. Ecam  Bce-taku 310 HeoOxomumo  (SPA-mpuioxeHue), TO
UCIONB3YIOIUN Mapkep noctyna JS-koa JOoMmKeH MpexycMaTpuBaTh 3allUTy OT
BO3MO>KHOCTH IOJTYYEHUs 3HAUEHUsI MapKepa J0CTyna u3 Opay3epHON KOHCOJIH.

3anpernieHo XpaHUTh/00pabaThiBaTh MapKep OOHOBJICHHS Ha CTOpOHE Opay3epHOM
YaCTH MPHIOKEHHS — MapKep 0OHOBIICHHS TOJDKEH MCIIONIB30BATHCS HCKIIOUUTEIBHO
B CEPBEPHBIX KOMIIOHEHTaX NpuioxeHus. [Ipu xpaneHun mapkepoB OOHOBIICHUS B
npunoxenuu (B b/, dainax u T.1.) JOCTYn K XpaHHMBIM MapkepaM OOHOBIICHHS

JOJIKEH OBITE OIrpaHHUYCH.

3. BsaumopgeiictBue mnpunoxenus c Blitz Identity Provider B mpoayKTHBHOM KOHTYype

JOJIKHO OCYHICCTBJIATHCA UCKITFOYUTCIIbHO C UCITOJIB30BAHHEM 3aTUIICHHOI'O COCIMHCHU A

(HTTPS). 3ampemeno wucnonszoBate HTTP B o0paboTumkax mnpuiioxeHus (ampeca

Bo3Bpara redirect_uri, post_logout_redirect_uri).
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4. TlpunoxeHuIo 3ampeiieHo OTKpbIBaTh cTpanuily Bxoxaa Blitz Identity Provider Bo dpeiime.
5. Ilpu nonxiroueHnn MoOMIBbHBIX puioxeHuit K Blitz Identity Provider:
— wucnons3oBanneM PKCE sBnsiercsa o0s13aTelIbHBIM;

— 3ampenieHo ucnoib3oBatb Embedded-6paysep.
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IMpuaoxenne A. Omucanne REST API B Blitz Identity Provider

A.l.

Bepcuu REST API
B macrosmuit moment B Blitz Identity Provider moctymnusl ciieayromue Bepcun REST AP,

pasiindaromuec crocobom ABTOPHU3ALUH.

1-s — REST-cepBuchl, noctynssie o aapecy https://login.company.com/blitz/reg/api/vl/*
u https://login.company.com/blitz/api/vl/*. JIns aBropu3anuu BbI30Ba 3THX CEPBHCOB
ucnone3yercs HTTP Basic asropusarus. J[ast npuiaokeHus, KOTOpoe OyIeT BBI3BIBATH
REST-cepBucel, He0OX0IMMO B HACTpOHKaxX NPHIOKEHHUS 3a7aTh Mapoyib HAa BKIIAIKE
REST nactpoek mpoTokosioB mpuiiokeHus. [Ipunoxxeruto OyayT moctymHbl Bce REST-
cepBuchl Bepcu 1. Ecnm kakme-TO W3 CEpBHUCOB HCHOJIb30BATH HE IUIAHUPYETCS, TO
PEKOMEH/IyeTCsl 3alpeTUTh MX BBI30B Yepe3 HAaCTPOHKu BeO-cepBepa (Nginx). CepBHCHI
3TOM BEpCHii TIOCIIE TOSBIICHHUS aHAIOTOB B O0Jiee HOBOM 3-if Bepcuu Oy Iy T MOMEUEHBI KaK
yCTapeBIHe, U OyJIeT PEeKOMEHIOBAHO TEPEHTH C WX HCIOJIL30BAHHS HA CEPBUCHI 3-i
BEPCHUHU.

2-51 BEpCUU — REST-cepBucsi, JOCTYITHBIE o aapecy
https://login.company.com/blitz/api/v2/*. JIns aBropu3aiuu BbI30Ba OOJBIIMHCTBA ITHX
cepBucoB ucnonb3yercs HTTP Basic aBropusanus, a s gactu cepsucos — OAuth 2.0.
CepBuchbl 3TOI BepcHil Mmocie MOSBICHHUS aHAJIOTrOB B Ooyiee HOBOW 3-ii Bepcuu OyayT
MMOMEYCHBI KaK yCTapeBIIne, U OyJIeT PEKOMEHIOBAHO TMEPEHTH C MX HMCIIOJIB30BaHUS Ha
CEpBHCHI 3-11 BEpCUH.

3-s BepCHUs — REST-cepBucsi, JIOCTYITHBIS o aapecy
https://login.company.com/blitz/api/v3/*. [lns aBropu3anuu BbI30Ba 3THX CEPBHCOB
ucnoie3yercss OAuth 2.0 m momyuennsie ot Blitz Identity Provider wmapkepst
6e3onacHoctu. Jloctyn npunoxenuii k paznuunbiM REST-cepBucam perynupyercs uepes
pasperienus (SCope).

[IpenocraBnsiemble Blitz Identity Provider CEPBUCHI

https://login.company.com/blitz/api/v3/* mMoxHO BBI3BIBATh B ABYX PEKUMAX:

[Tonb30BaTenbCKUN PEXKUM,;

CHCTEMHBII PEKUM.
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B monp30BaTEIbCKOM pEKHMME CEPBUC BBI3BIBACTCS C MPABaMHU B OTHOIICHHH YYETHON
3aMKCcH TEKYIIEro aBTOPU30BAHHOTO Toik30BaTens. [Ipu BEI30Be cepBrca JOKHEI TepeaaBaThCs
CIIEYIOIINE 3aTr OJIOBKH:

— Authorization: Bearer <mapxep oocmyna ¢ noib308amenbCKUMu pa3peuleHusIMu™> —
3aroJIOBOK aBTOPH3AIMH, COJCPIKAIIMA MapKep JOCTyNa C Pa3pelICHUsSMH TEKYIIETo
nonk3oBarens. Pasperenns onucansl B Tabmuie 9.

— X-Forwarded-For: <IP-adpec noavzosamens™> — 3arojgoBOK, B KOTOPOM JIOJIKHO OBITH
nepenano 3HaueHue |P-agpeca monb3oBarens. JlanHoe 3HaueHue OyJeT 3amucaHo B
cobprTue 6e3onacHoctu Blitz Identity Provider.

— User-Agent: <snauenue User-Agent nonvzosamensi> — 3arojloBOK, B KOTOPOM JOJKHO
ObITh epenano 3HadeHne User-Agent ycrpoiictsa nmosb3oBarenns. JlanHoe 3HaYeHHE OyIeT

3amucano B coobiTue 6ezonacuoctu Blitz Identity Provider.

A.2. Cunucok paspemenuii 1is nocryna k REST API

B naHHOM pasgene mMpuBeNeH MepedeHb paspenieHuil (SCOPE B TEPMHHOJIOTHH
OIDC/OAuth 2.0), ucons3yemsix mis gocryma k REST AP, nmpenocrasiasiemsim Blitz Identity
Provider. /lanHble pa3pelieHHs Ha3HAYAIOTCS OTACIBHBIM MPHIOKEHHUSIM TPH HEOOXOAUMOCTH

npenoctaBienus um gocryna kK REST API B Blitz Identity Provider, onmucanHsiM B JaHHOM

MPUJIOKEHUH.
Taoauuya 9 — Pazpewenusa (Scope) ona REST API ¢ Blitz Identity Provider
No | Paspemenne | HaszBanue | Onucanue
Ioap3oBaTenbCKHE pa3peleHus (pa3pelleHns, nojayyaeMble Ha M0JIb30BaTeIs1)
1. | blitz_change_password | Pa3pemienue Ha JI71st uCTIONTb30BaHMsI CEpBUCa
HU3MEHEHHE MaposIs POST /blitz/api/v2/users/{subjectld}/password
2. | blitz_user_rights Paspemenne Ha JIJ1st KCTTONTB30BAHMUS CEPBUCOB
yIpaBJieHHE GET /blitz/api/v3/rights/of/{subjectld}
MpaBaMH YYETHOU POST /blitz/api/v2/users/rights/change
3aInuCH
3. | blitz_api_user [MonyueHue JIJist NCTIONIb30BaHMSI CepBHUCA
aTpuOyTOB GET /blitz/api/v3/users/{subjectid}
4. | blitz_api_user_chg N3menenne Jis ucnonb30BaHMsI CEpPBHCA
aTpuOyTOB POST /blitz/api/v3/users/{instanceld}
5. | blitz_api_usec IMonmyuenne JIJ1st KCTTONTBE30BAHMS CEPBHUCOB!
HACTPOEK GET /blitz/api/v3/users/{subjectld}/auth
IBYX(aKTOPHOMI GET /blitz/api/v3/users/{subjectld}/totps
ayTeHTU(UKAIUH, GET /blitz/api/v3/users/{subjectld}/acls
paspernieHu, GET /blitz/api/v3/users/{subjectld}/secQsn
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KOHTPOJILHOTO POST /blitz/api/v3/users/{subjectld}/secQsn
BOIIpOCa /check
6. | blitz_api_usec_chg W3menenue mapons, | J[is uCmonb30BaHKs CEPBUCOB!
cOpoc ceccuii, POST /blitz/api/v3/users/{instanceld}/pswd
U3MEHEeHNE POST /blitz/api/v3/users/{instanceld}/sessions
KOHTPOJIBHOTO Ireset
Bompoca, Hactpoek | POST /blitz/api/v3/users/{instanceld}/secQsn
JBYX(aKTOPHOH POST /blitz/api/v3/users/{subjectld}/auth
ayTeHTU(UKAIIHY, GET /blitz/api/v3/users/{subjectld}/totps
OT3bIB pa3perenuit | /attach/gr
POST /blitz/api/v3/users/{subjectld /totps
[attach/qgr
DELETE /blitz/api/v3/users/{subjectld}
/secQsn
DELETE /blitz/api/v3/users/{subjectld}
ftotps/{id}
DELETE /blitz/api/v3/users/{subjectld}
lacls/{id}
7. | blitz_api_uapps [Momydenune Ji1s ucnonb30BaHMsI CEpPBHCA
3aIIOMHEHHBIX GET /blitz/api/v3/users/{subjectld}/apps
YCTpOMCTB
8. | blitz_api_uapps_chg VY nanexue JI71st KCTIONTB30BaHMS CEpPBHUCA
3aITOMHEHHEIX DELETE /blitz/api/v3/users/{subjectld}
YCTPOHCTB lapps/{id}
9. | blitz_api_uaud [Monydenue Jis ucnosib30BaHMsI CEpPBHCa
COOBITHIA GET blitz/api/v3/users/{subjectld}/audit
Oe3omacHOCTH
10.| blitz_api_ufa IMonyuenue crimcka | J[yist MCIOIb30BaHUS CepBHCa
YYETHBIX 3aIUCeH GET blitz/api/v3/users/{subjectld}/fa
BHCUIHUX
IIOCTaBIIHUKOB
11.] blitz_api_ufa_chg Wsmenenve crimcka | JIJIs HCIOIB30BAHMS CEPBUCOB

YUYCTHBIX 3aIucen
BHCIIHUX

IIOCTABIIUKOB

POST blitz/api/v3/users/{subjectld}/fa/{fpTyp
eH{fpName}/{sid}

DELETE blitz/api/v3/users/{subjectld}/fa/{fp
Type}H{fpName}/{sid}
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12.

blitz_gr_auth

Bxoxnc
HUCIIOJIb30BAHUEM

QR-kogma

s ucrnonb30BaHus CEPBUCOB:

GET /blitz/api/v3/auth/qr/i{QR_code}

POST
Iblitz/api/v3/auth/qr/{QR_code}/confirm
POST /blitz/api/v3/auth/qr/{QR_code}/refuse

CucrtemHble pa3penienus (pa

SPEIICHUSA, MOJTYIACMbIC HA npnnomelme)

13.]| blitz_groups Paspemenre Ha JIJ1st KCTTONTB30BAHMUS CEPBHUCOB!
noctyn k ceppucam | GET /blitz/api/v2/grps/{id}
paboTsl ¢ POST /blitz/api/v2/grps
OpTaHU3alHAMH POST /blitz/api/v2/grps/{id}?profile={profile}
DELETE
Iblitz/apilv2/grps/{id}?profile={profile}
GET /blitz/apiiv2/grps/{id}/members
POST
Iblitz/api/v2/grps/{id}/members/add?profile={
profile}
POST
Iblitz/apilv2/grps/{id}/members/rm?profile={p
rofile}
14.| blitz_rights_full_access | Paspemienue na J171st MCTIONTB30BaHMUS CEPBHUCOB!
HasHaveHue u ot3biB | PUT /blitz/api/v3/rights
npaB J0CTyIa DELETE /blitz/api/v3/rights
GET /blitz/api/v3/rights/on
GET /blitz/api/v3/rights/of
15.1 blitz_rm_rights Paspenienue Ha Jyis ucnonb30BaHMsI CEPBHCA
or3eiB mpaB goctyma | POST /blitz/api/v2/users/rights/change
BE/IOMBIX YUCTHBIX
3anucei
16.| blitz_api_sys_users [Momydenune Jiis ucnonb30BaHMsI CEpPBHCA
atpubyToB moboro | GET /blitz/api/v3/users/{subjectld}
TI0JIB30BATEIIS
17.] blitz_api_sys_users_chg | Usmenenne JIJ1st KCTTONTB30BAHMS CEPBHCA
atpubyToB soboro | POST /blitz/api/v3/users/{instanceld}
MOJIb30BATEIS
18.| blitz_api_sys_users_reg | Peructparus JIJ1s KCTTONTB30BAHMS CepBHCa
YUYETHOH 3arucu PUT /blitz/api/v3/users
19. | blitz_api_sys_usec IMonyuenue JIJ1st KCTIONTb30BAHHKSI CEPBUCOB:
HACTPOCK GET /blitz/api/v3/users/{subjectld}/auth
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IBYX(aKTOpHOI
ayTCHTUPUKAIIAH,
paspemneHuii 11000ro
IT0JIB30BAaTENs,
KOHTPOJILHOT'O

BOITpOCa

GET /blitz/api/v3/users/{subjectld}/totps
GET /blitz/api/v3/users/{subjectid}/acls
GET /blitz/api/v3/users/{subjectld}/state
GET /blitz/api/v3/users/{subjectld}/secQsn
POST /blitz/api/v3/users/{subjectld}/secQsn
/check

20.

blitz_api_sys usec_chg

M3mMenenue napois,
cOpoc ceccuii,
HU3MEHEHUE
HAaCTPOEK
IBYX(aKTOpHOI
ayTCHTU(PUKAIIAH,

OT3bIB pa3pelIeHUI

,Z[J'IS[ HCIIOJIb30BaHUA CepBI/ICOB:

POST /blitz/api/v3/users/{instanceld}/pswd
POST /blitz/api/v3/users/{instanceld}/sessions
Ireset

POST /blitz/api/v3/users/{subjectld}/auth
POST /blitz/api/v3/users/{subjectld}/state
GET /blitz/api/v3/users/{subjectld}/totps

mo00ro [attach/qr
MOJIb30BATEN, POST /blitz/api/v3/users/{subjectld}/totps
U3MEHEeHNE [attach/qr
KOHTPOJIHOTO POST /blitz/api/v3/users/{subjectld}/secQsn
BOIIpOCa DELETE /blitz/api/v3/users/{subjectld}
[totps/{id}
DELETE /blitz/api/v3/users/{subjectld}
facls/{id}
DELETE /blitz/api/v3/users/{subjectld}
/secQsn
21.| blitz_api_sys_uapps [Monyuenne JIJIst KCTIONTb30BAHMUS CEPBHUCA
3aIIOMHEHHBIX GET /blitz/api/v3/users/{subjectld}/apps

YCTPOMCTB JH000T0

TI0JIB30BATEIIS
22.| blitz_api_sys_uapps_chg | Yaanenne JI1st MCITONB30BAHUS CEPBHCA
3aIIOMHEHHBIX DELETE /blitz/api/v3/users/{subjectld}

YCTPOKCTB J11000T0

IIOJIB30BaTCJIsA

lapps/{id}

23.

blitz_api_sys_uaud

ITonyuenue
COOBITHI
0e30IMacHOCTH
100010

ITOJIB30BAaTCJIsA

s ucrnonb3oBaHus cepBuca

GET blitz/api/v3/users/{subjectld}/audit
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24.| blitz_api_sys_ufa [Monyyenune crincka | J{st MCTIONB30BaHMS CEPBUCOB
YUETHBIX 3aIHceit POST blitz/api/v3/users/{subjectld}/fa/{fpTyp
BHEIIHUX eH{fpName}/{sid}

IIOCTAaBIIMKOB

25.| blitz_api_sys_ufa_chg Uzmenenue cicka | DELETE blitz/api/v3/users/{subjectld}/fa/{fp
YUETHBIX 3aIHceit Type}H{fpName}/{sid}
BHCIIHUX

IIOCTaBIINKOB

Mapkep nocTyna Ha MOJb30BATEIbCKUE Pa3pelICHUs] MPUIOKEHUE MOJYyYaeT B MOMEHT
I/I,Z[eHTI/I(bI/IKaHI/II/I u aYTCHTI/I(i)I/IKaI_II/II/I IMOJIB30BATClIA, OCYIICCTBILAA BSaHMOﬂeﬁCTBHe B
COOTBETCTBHUHU C onucanueM B 1. 3.3.2 u . 3.3.3.

UToOBI TOJIYYUTh MapKep JOCTyla Ha CHUCTEMHOE paspelieHHue, MPUIOKEHUE JOKHO
BBIIONHUTL  3ampoc  Meromom  POST wa URL  jgms  momydenwss  mapkepa
(https://login.company.com/blitz/oauth/te). 3ampoc momken comepskath 3arosoBok Authorization
co 3nHaueHueM Basic {secret}, rae secret — aro client_id:client_secret (nanpumep, app:topsecret)
B (popmare Base64.

IIpumep 3arosoBka:

Authorization: Basic YW1zOm..XQ=

Temo 3arpoca JOJIKHO COACPKATh CICAYIOIUC ITapaMETPhI:
— grant_type — npunumaet 3HaucHue client_credentials;
— SCOp€ — 3anpammnBacMoe CUCTEMHOC pa3peIICHUE.

IIpumep 3amnpoca:
POST blitz/ocauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded

Authorization: Basic ZG51d..lg

grant type=client credentialsé&scope=blitz groups
B otBer MMPUIIOKCHUC TIOJIYUYHUT MApKEp AOCTyIla (aCCGSS_t()ken), BpEMsA €TI0 KU3HU

(expires_in) u tun wmapkepa (token_type). Bo3mokHbie ommOku mpu Bbi3oBe /oauth/te

cootBeTcTBYIOT RFC 6749 1 onmcansl o cebuike?,

[Tpumep oTBeTa C yCHEHIHBIM BBHITTOJIHEHUEM 3aIlpoca:

"access_ token": "QFiJ9mPgERPuusd36mQvD4mfzYolH CmuddAJ3YKTOI",
"expires in": 3600,

"scope": "blitz groups",

"token type": "Bearer"

Pekomenayetcsi, 4TOOBI MPUIOKEHHE KAIIUPOBAIO MONYYEHHBIM Mapkep J0oCTyna Jyis
MHOTOKPATHOT'O MCIIOJIb30BAHUS HA BPEMsI, HOMHOTO MEHbIIIeE, YeM MapaMeTp expires_in, mocie

YCro OCymeCTBIIAIIO MMOJTYYCHUE HOBOTI'O MapKepa JOCTYyIIa AJIA OOHOBJIEHHUS B KDIIIE.

48 Cm.: https://tools.ietf.org/html/rfc6749#section-5.2
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Ecnu nmpunokeHue TmOMBITaeTCS BbI3BATH C MPOCPOUYECHHBIM MAapKepoOM JO0CTyma

cootBercTBytommii emy REST-cepBuc, To momyuur oumbky HTTP 401 Unauthorized.

A.3. CepBuchl AJis1 yIpaBJeHUS YYeTHOM 3alIUCHIO M0JIb30BATEJIS
Blitz Identity Provider mpenocraBnsier cepBUCHI AJsl YIpPABJICHHS YYETHOH 3alUChiO

MOJTb30BATENS], TTO3BOJIIONINE OCYHIECTBIISTH CICAYIOIINE OIEpardil ISl CYIIECTBYIOIIUX
¢byuxkuuii Blitz Identity Provider:

— perucTpanys y4eTHOW 3aliCH MOJIb30BaTEIS;

— TIOMCK YYETHOMW 3aITUCH IOJIb30BaTE,

— TONyuyeHue aTpuOyTOB MOJIH30BATENS;

— W3MEHEHHEe 3HAYCHHS aTpuOyTa yUYETHOH 3aIHCH T0Ih30BATES;

— M3MEHEHHe HoMepa MOOWIIBHOTO TenedoHa;

— U3MEHEHHE aJipeca ANEKTPOHHOU MOYTHI;

— M3MEHEHHE MapoJis MOJIb30BATENIEM,;

— cOpoc ceccuil moabp30BaTeNs;

— TIpOBEpKa HAJHYMS Y TOJIH30BATENS KOHTPOIHHOTO BOIIPOCA;

— TIpOBEpKa OTBETA Ha KOHTPOJILHBINA BOMPOC;

— yCTaHOBKa WJIM U3MEHEHHE KOHTPOJILHOTO BOMPOCA;

— yJAaJeHHEe KOHTPOJBHOTO BOIPOCA;

— TIPOBEpKa COCTOSIHUSI peKuMa JIByX(PaKTOPHOM ayTeHTU(UKALUY;

—  BKJIIOYCHUE/OTKIIOUYEHUE PEKUMA IBYX(AKTOPHOU ayTeHTU(PUKAIINH,

— TpoBepKa HAIMYUS y Mosib3oBarens npusssku 1OTP-reneparopa;

— mnpussizka TOTP-reneparopa B kauecTBe cpeACcTBa IBYX(PaKTOPHOU ayTeHTU(PHUKAIIIH;

— otBsaska TOTP-reneparopa ot y4eTHOM 3aMuCH MOJIb30BATENS,

— TIPOBEpKa COCTOSIHHSI YUETHOH 3aIHCH;

— U3MEHEHHUE COCTOSHUS YUYETHOM 3amucH;

— TIOJly4eHHE CHHCKa TPUBA3AHHBIX K YYETHOM 3aluCH TOJIb30BaTeNsl BHEIIHUX

MOCTaBIIUKOB,;

— CO37aHWE HOBOW MPHBS3KM BHEIITHETO IMOCTABIIMKA K ITOJIb30BATEIIO;

— yJAaJeHue NPUBSA3KH YUETHON 3aIIMCH BHEUIHETO MOCTABIIUKA,

— TIONy4YeHHE CTHCKa COOBITHI aynTa MOJIb30BaTENs;

— TIOJIy4eHHUE CIUCKA U3BECTHBIX YCTPOUCTB MOJIb30BATEIIS;

— yJAaJeHHus yCTPOICTBa MOJIb30BATENs U3 CIUCKA U3BECTHBIX YCTPOUCTB;

— TOJYYCHHE CIIUCKa paspemeHI/If/'I, BbIJIaHHBIX ITOJIB30BATCIIEM,
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— OT3bIB BBIAHHOTO TIOJIb30BATENIEM Pa3peLICHHUS;

— TIOJy4Y€HUE CIHCKAa TPUBA3aHHBIX K YYETHOW 3alliCHU TOJIb30BaTeNsi MOOMIIBHBIX
MIPUITOKEHHU;

— OTBf3Ka OT YYETHOM 3aIMCH MOJIH30BATENS IPUBA3AHHOTO MOOUIILHOTO TIPHIIOKEHUS;

—  YHAJICHUC yquHOﬁ 3allMCH I10JIb30BAaTCIIA.

A.3.1. Perucrpauus y4eTHOM 3alIUCH M0J1b30BATEIs

Jlig perucrpanuy y4eTHOM 3allMCH II0JIB30BATENs IPHJIOKEHHUE JOJDKHO BBIIOJIHUTH
3anpoc metogom PUT mo aapecy https://login.company.com/blitz/reg/api/v3/users.

HeoOxonumbie paspemenust: blitz_api_sys_users_reg.

Crnucok aTpuOyToB IpuBeleH B KauecTBe oOpasua. CoaepxaHue CHHcKa HEO0OXOAMMO
CKOPPEKTUPOBATh B 3aBUCUMOCTH OT KOHKPETHBIX HACTPOEK, CAENaHHbIX IpH BHeIpeHuu Blitz
Identity Provider. CMm. «PykoBOACTBO aAMHUHHUCTPATOPAy.

Teno 3ampoca 10MKHO coJiepKaTh B O110Ke USer.attrs arpudyTsl perucTpupyemMon y4eTHON
3aIHCHU:

— first_name — pamunus;

—  name — ums;

— middle_name — otyecTBO;

— phone_number — Homep MoOWibHOrO TenepoHa B BHIEC COCTaBHOIO OOBEKTa C
aTpuOyTaMu:

e value — Homep Tenedona B popmare 7XXXXXXXXXX;

o verified — mpusHak, uro Tenaedon moarsepkacH — true wiu false;

— email — agpec AJIEeKTPOHHOM TIOYTHI B BUJIE COCTABHOTO 00BEKTa C aTpHOyTaMH:

e value — anpec 3EKTPOHHOM MOYTHI;

e verified — mpusHak, uTo ajpec moaTBEepKACH — true wiu false;

Teno 3ampoca MOXeT coaepaTh ONMIMOHANBHBIA Oiok User.credentials ¢ ykasanuem
CIIEIIOIUX [IapaMETPOB PETUCTPUPYEMOM YUETHON 3aIIUCH:

— password — maponb s CO3AaBacMOil y4YEeTHO# 3alMCH  TOJIb30BaTels (JOJDKEH

COOTBETCTBOBAaTh HACTPOEHHOW MAapOJIbHON MOJIIUTHUKE).

Teno 3ampoca MOXeT COAEpXaTh ONIMOHAIBHBIA ONOK actions ¢ yka3aHuem
JOTIOJIHUTEIBHBIX JEHCTBHUM, KOTOpBIE AOJDKHBI OBITH CHEIaHbl B PE3ysbTaTe PErucTpaluu
yueTHOH 3anucu. JlocTynHble JeHCTBUS U UX NTapaMeTpbl IPUBEICHbI B TaOJIHIIE!

Taonuya 10 — Bozmoorcnvie deiicmeus npu pecucmpayuu y4enHoll 3anucu

HeiicTBue IIpumep 3anoHeHus1 Onucanue
0J10Ka
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bindDynClient "aCtiO“S" il VKa3bIBaeT, 4TO MOCIIE PETUCTPAIIMH YUETHOU 3aIHCH

"eypen: .
AP - HEO00XO0MMO acCOIMMPOBATh C HEH paHee

"client id":

"dyn~test app~af.59" BBINYIICHHBINA CBOOOIHBINH AuHaMuueckuii client_id

] 9K3EMILIIPa MOOMIIBHOTO MpUJIOKeHUs. Mcnomnb3yeTcs

MPH PETHCTPALMK MOIH30BATENS U3 MOOMIILHOTO

HNPUIOKEHUS.

B xauecTBe mapaMeTpoB nepearoTcs:

e type — umsa neiictBus. J{omKHO OBITH ITEpeIaHO
snauenue bindDynClient;

e client_id — 3mauenue, comeprxariee TUHAMUUECKHUH

client_id.

HpHMep 3arpoca (peFI/ICTpaL[PIH C IOATBEPKACHHBIMHU email u TCJ'IC(I)OHOM):
PUT /blitz/reg/api/v3/users HTTP/1.1

Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {
"attrs": {
"sub": "BIP-9TZYWXQ",
"family name": "MBaHOB",
"given name": "UBar",
"middle name": "MBaHoBuu",
"email™: {
"value": "ivan.ivanov@example.com",
"verified": true
}!
"phone number": {
"value": "79991234567",
"verified": true
}
by
"credentials": {
"password": "Qwerty 123"

}

[Mpumep oTBera cepBuca (perucTpanus ¢ MOATBEpX IeHHbIMU email u Tenedorom) mpu

YCIEIIHOW pErucTpanym.
{

"instanceId": "Yml..Yw",
"subject": "BIP-9TZYWXQ",
"context": "MOF..pQ",
"cookies": [
{
"name": "css",
"value": "cpO..lo"
}
:| ’
"instructions": []

[Mpumep oTBeTa cepBuca (perucTpanus ¢ MOATBEpKAcHHbIMUA email u TenedoHoM) mpu

HEYCIEIHOW peructpanuu (aposb He COOTBETCTBYET MAPOJIbHO MOJIUTHKE):
{

"errors": [
{
"errMsg": "IlapoJsib HE COOTBETCTBYET IMapPOJIbHEM IOJUTMKaM: OJMHa MeHee 8 CMMBOJIOB, HE
comepxuT Uubppy, NPONUCHYH OykBYy, CIeLUMaJibHBI CHMMBOJ.",
"field": "password"

}
1y
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"context": ""

IIpumep oTBeTa cepBrca (perucrpanus ¢ moaTBepKaeHHbIMU email u Tenedonom) npu

HEYCIICIIHOW perucTpanuu (HapylieHa YHUKAIBHOCTb TOJIEH ):
{

"errors": [
{
"errMsg": "llolp30BaTeJ b C TaKMM 3HadYeHMEeM yXe 3apeTrMCTPUPOBaH. JJiIa majbHeNmen
perucTpauumu BBeOuUTe AOpyroe 3HadeHue",
"field": "phone number"
}I
{
"errMsg": "Ilosb30BaTesb C TaKMM 3HAUEHMEM yXe 3aperuMcTpMpoBaH. g IajbHelumen
perucrpauum BBeIMTe OpyTroe 3HadeHue",
"field": "email"
}I
{
"errMsg": "Ilonb30BaTesb C TakMM 3HAUEHMEM yXe 3apeIrMCTPMpOoOBaH. JMnd IajbHelumen

perucrpaluuy BBeIUTe OPpyroe 3HadeHume",
Ilfieldll. "Sub"
}
i

"context": ""

HpHMep 3arpoca (peTI/ICTpaI_II/IH C HETIOATBEPKACHHBIMU email u TCJIC(I)OHOM):
PUT /blitz/reg/api/v3/users HTTP/1.1

Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {
"attrs": {
"sub": "BIP-1TZYWXQ",
"family name": "MBaHOB",
"given name": "UBar",
"middle name": "MBaHOBMU",
"email": {
"value": "ivan.ivanov@example.com",
"verified": false
}!
"phone number": {
"value": "79991234567",
"verified": false
}
}I
"credentials": {
"password": "Qwerty 123"

}

Ecnu perucrparins BbI3BaHa ¢ mepeaayucii HeMmoATBEPKACHHBIX Teaedona u/wmm email, To

CEepBHC OTIPABHUT MOJH30BATEIIO MPoBepouHbli SMS ¢ komoMm moareepskaeHus u/mmu email c

KOJIOM TTO/ITBEPKICHHSI, K BEPHET CEPBUCHBIC aTpuOyTHI INStructions u context.

[Tpumep otBeta cepuca (TpeOyeTcs BBOJ MOIb30BaTENEM MPOBEPOUHBIX KOJIOB):

"context": "NIi..qQ",
"instructions": [
{
"mobile": "+79991234567",
"exp": 1690444604,
"attemts": 3,
"name": "mbl-enter-code"

"email": "ivan.ivanov@example.com",
"exp": 1690644970,

"attemts": 3,

"name": "eml-enter-code"
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)

CepBHC pETHUCTPAllMM MOXET OBbITh HACTPOEH TaK, YTO PErMCTpalMs IO0JIb30BaTEIs
MIPOM3BOIMTCS CPa3y, a KOHTAKTHI B YYETHYIO 3aIIKCh MIPOIKMCHIBAIOTCS MOCIIE TOATBEPKICHHS, B
3TOM Cilydae CEPBUC PETHCTPAI[MHM BEPHET MapaMeTphbl 3aperMCTPUPOBAHHONW YYETHOM 3aruCH
(instanceld, subject, cookies), a Takke HHCTPYKIHH IS OIIHOHAIBHOTO ITOJTBEPIKICHUS

KOHTAaKTOB B y‘{eTHOﬁ 3aIlucCH.
{

"instanceId": "Yml..Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [
{
"name": "css",
"value": "t8 ..84"
}
:|I
"instructions": [
{
"mobile": "+79991234567",
"exp": 1690444604,
"attemts": 3,
"name": "mbl-enter-code"

"email": "ivan.ivanov@example.com",
"exp": 1690644970,

"attemts": 3,

"name": "eml-enter-code"

[pu nonaydyenun uHCTpyKIMit eml-enter-code u/mumu mbl-enter-code mnysxHO 3ampocuTh y
MOJIH30BaTEN sl BBOJ] KOJIa MTOATBEPIKICHHUS, OTIPABICHHOTO Ha email u Ha MOOWJIbHBIH Tee(oH.
IMocite BBOJA KaJIOr0 KOJA BBI3BATH CEPBHUC JUIS TOATBEPXKICHUS KOHTAKTa, YKA3aHHOTO IIPH
perucrparun, nepeaas B URL 3ampoca 3HaueHue u3 mapamerpa context, a B Tese 3ampoca —
BBEJIEHHBIH MTOJI30BATEIIEM KOJI IIOATBEPIKICHHS:

[Mpumep 3ampoca aist moaTBepskaeHus email:

POST /blitz/reg/api/v3/users/¥YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"email code":"269302"

}

[Tpumep ommOKH, €Clii BBEACH HEMPaBWIbHBINA KOJI TOATBEpkaeHus email:

"instructions": [
{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},

"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"
}
1,
"context":"kE6r..7g"
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[Mpumep OImIMOKH, €CITU MCTEK CPOK MCHCTBHSI MJIM MPEBBIMICHO YUCIO MOmbITOK (Oyaer

obmmas ommbka eml-expired):

{

"instructions": [
{
"email":"maill23@example.com",
"name":"eml-expired"
}!
{
"mobile":"79988984169",
"exp":1655280756,
"attemts":3, "name":"mbl-try-again"
}
:|I
"context":"kE6r..7g"

[Mpumep 3ampoca Ui HHUIMMPOBAHKS TIOBTOPHOW OTIPaBKU Koja 1mo email (B kauectBe

3HAYEHUS MapaMeTpa yKa3aTh J1I000i kon):

POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{

}

"email code resend":"123456"

B caygae ecniu email ycrmeniHo moaTBepKaeH, ¥ OCTAlOCh MOATBEPIUTH Tele(oH, TO B

OTBCTC CEpBHCA HCYUYC3HCM HHCTPYKIHUA IIPO MOATBCPIKIACHUC email, U OCTaHCTCA TOJIBKO

MHCTPYKLHUS IIPO TenedoH:

{

"instructions": [
{
"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"
}
:| ’
"context":"kE6r..7g"

[Ipumep 3ampoca A HoATBEpKIeHUS TenedoHa:

POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{

}

"sms code":"953568"

[Tpumep ommbku, ecau BBEJCH HEMIPaBUIbHBIN KO MOATBEpKIeHUS TenedoHa:

"instructions": [

{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},
"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"

}

:| ’
"context":"kE6r..7g"

[Ipumep ommbkH, eciau UCTEK CPOK JIEHCTBUSL:
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{
"instructions": [
{
"mobile":"79988984169",
"name":"mbl-expired"
}
i
"context":"kE6r..7g"

[Tpumep ommOKH, €CITM MPEBBILIICHO YUCIIO MOMBITOK:

"instructions": [
{
"mobile":"79988984169",
"name":"mbl-no-attempts"
}
:| 4
"context":"kE6r..7g"

[Mpumep 3ampoca AJsi MHUIIMUPOBAHUS TIOBTOPHON OTIpaBKH Koja mo SMS (B kauecTBe

3HAa4YCHUA IMapaMeTpa yKa3aTb 1000 KOI[):
POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1

Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"sms_code_resend":"123456"

}

Ecnu perucrpanusi BbI3bIBaIach C MOATBEPKICHHBIMA KOHTAKTAMH MM BCE KOHTAKTHI
ObUTH MOATBEPK/ICHBI B MPOLIECCe PErUCTpaIliy, TO B pe3yJibTaTe BbI3oBa cepBuca B Blitz Identity
Provider Oymer 3aperucTpupoBaHa yueTHas 3alKCh IOJB30BATENs C MPEIOCTABICHHBIMU
arpubyramu U maposiieM. CepBHC BEpHET TMPHCBOCHHBIA YYETHOW 3aluCH HWACHTU(PHUKATOP
nosb3oBatesst (Subject). Kpome toro, BepHercs psi cepBUCHBIX aTpuOyToB (instructions, cookies
u context).

IIpumep oTBeTa:

"instanceId": "Yml..Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [
{
"name": "css",
"value": "t8 ..84"
}
:| r

"instructions": []

Perucrpanust MokeT 3aBepmMThCs OmMOKoW. Torma B Tene oTBeTa OyneT MOsSCHEHHE
npobaemsl. B uactHoctu, ecnu B Blitz Identity Provider Hapymiena ynukaibHOCTh arpulyTa, TO
coobmieHne OyIeT coaepkaTh epeueHb MoJIeH, 10 KOTOPhIM HapyIIeHa YHUKAIbHOCTb.

[Tpumep oTBeTa ¢ coodiieHueM 06 ormmoKe:

"errors": |

{

"errMsg": "Takol HOJIb30OBATEJIb yXe& 3aperuMcTpMpOBaH..",
"field": "email"

} 14

{
"errMsg": "Takoy NIOJIL30BATEJIbE yXe 3aperucTpupoBaH..",
"field": "phone number"
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}
:| 4
"eontext": mw

IMpumep 3ampoca (peructparus ¢ moaTBepkAeHHbIME €mail u Tenedorom ¢ mepemaueit

muHamudeckoro client_id):

PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {

"attrs": {
"sub": "BIP-9TZYWXQ",
"family name": "MBanHOoB",
"given name": "MBar",
"middle name": "MBanoBuu",
"email": {

"value": "ivan.ivanov@example.com",
"verified": true
}!
"phone number": {
"value": "79991234567",
"verified": true
}
by
"credentials": {
"password": "Qwerty 123"
}
by
"actions": [
{
"type": "bindDynClient",
"client id": "dyn~test-app~c84f26f3-10f3-4b85-a6ee-adcal2c41d26"

}

A.3.2. Tlouck y4eTHOM 3aNIMCH MOJIb30BaTEIsI
Jlist mowcka y4eTHO# 3amucu Heobxomumo merogaoM GET BbI3BaTh CepBUC MO aapecy
https://login.company.com/blitz/api/vl/users. B kauectBe URL mapamerpa query mepeaath
HOMCKOBEIH 3anpoc B popme Resource Query Language (RQL)*.IloxnepxuBaroTcs cieayromue
orieparuu:
— and — oJTHOBPEMEHHOE BBINIOJIHEHHE TOMCKOBBIX YCIOBHUH;
— Or — aJbTEPHATUBHOE BHIMOJIHEHUE MOMCKOBBIX YCIOBUHN (HAaIpUMep, MOUCK MO Pa3HbIM
aTpudyTam);
— €] — mpoBepKa YCIOBUS paBEHCTBA.
[Ipu BBIMOTHEHNH TIOMCKA TI0 aTPUOYTY, UMEIOIIEMY CTPOKOBOE 3HAYCHUE, PEKOMEH Ty eTCS
SIBHO crienuuIupoBarh THN 3Ha4eHus. Hanpumep, string:02142527602,

[IprmMep npocTOro NOMCKOBOTO 3ampoca:

GET /blitz/api/vl/users?query=phone number=string:79991234567 HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

IIpumep otsera:

"instanceId":"Mzgb5..nU",
"attrs":{

49 Cm.: https://github.com/kriszyp/rgl
79



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

"sub":"854436f6-af58-4a3f-8cb7-c2c44lebda’e",

"family name":"VBanor",
"given name":"VBaun",
"middle name":"VBanoemu",

"phone number":"79991234567",

[TprmMep CII05KHOTO MOMCKOBOT'O 3aIpoca:

GET /blitz/api/vl/users?
query=or (eq(phone number,string:79991234567),eq(phone number,string:79991112233)) HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

Ecnn mouckoBbIil aTpuOyT SIBISETCS CTPOKOM, CONEpKallled CIeNHabHbBIE CHMBOJIBI,
Takue Kak &| ()=<>,, TO HEOOXOAUMO TNPUICPKUBATHCS CIEAYIOLIEr0 aIropuT™Ma
SKpPaHUPOBAHUS M KOAUPOBAHUS ITAPAMETPOB:
1. BbInomHUTH KOJUPOBAHUE BCEX 3HAYCHHM aTpUOYyTOB — SKPAaHUPOBATH MPHUCYTCTBYIOIINE
B TlapamMeTpax CIeluajbHble CHMBOJIBL. Hampumep, eciii BBIOTHSETCS TOWUCK IO
tenedony +7(999)1234567, To 3HaueHHe MapameTpa JO0JKHO ObITh MpPeoOpa3oBaHO K
3Ha4YeHuto +7%28999%291234567.
2. CoOpatb 0011yI0 CTPOKY /7S [Iepeiayy B KauecTBe MapameTpa query B 3ampoc. Hanpumep,
phone_number=+7%28999%291234567.
3. Bemoaaute URL-Encode 3nadyenus mapamerpa. Hampumep, mOIyduTCss TaKoe 3HAUYEHUE
napamerpa — phone_number%3D%2B7%2528999%25291234567.

Pe3ynbpTHpyro1iMii BEI30B CEpBUCa MPUBEIAECH HUXKE!

GET /blitz/api/vl/users?query=phone number$%3D%$2B7%$2528999%25291234567 HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

A.3.3. TloayuyeHue aTpuldyTOB NMOJIL30BATEJIS

Jiist monmy4yeHus: aTpuOyTOB JIFOOOTO MOJIB30BATENIS IO €r0 WACHTH(PHUKATOPY HEOOXOIMMO
METOJ0M GET BBI3BaTh CepBUC o azpecy
https://login.company.com/blitz/api/v3/users/{subjectid}.

Heobxonumsie paspemenust: blitz_api_user wiu blitz_api_sys_users.

B pesynbrate BeimonHenus 3amnpoca Blitz Identity Provider sepuer JSON, coaepskarimii
aTpuOyTHI MOTH30BATENS.

[Tpumep 3ampoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a HTTP/1.1
Authorization: Bearer cNw..Nz

IIpumep orsera:

"family name": "MBanom",
"sub": "d2580c98-e584-4aad-a591-97a8cf45cd2a",
"given name": "UBan",
"locked": false,
"meta": {

"instanceId": "Mzg..Jl",

"unmodifiable": [

"sub"

]
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B 610ke meta mepearoTcs MeTajaHHbIe yUeTHOM 3amuc. ATpuoyT instanceld nysken mis
BO3MOYXHOCTH BBI30Ba B TOCIEAYIONIEM CEPBHCOB M3MEHEHHUsS aTpuOyTOB YYETHOW 3amucH U

W3MEHEHUS TapoJIs.

A.3.4. H3meHeHue aTpuOyTa y4eTHOM 3anucH

Jlns Mu3MEHEHHUs CEKpEeTHOTO BOMpOca M OTBETAa HAa CEKPETHBIM BOMPOC HEOOXOIMMO
METOA0M POST BbI3BAaTh CEpBUC o aapecy
https://login.company.com/blitz/api/v3/users/{instanceld}.

Heobxonumsie paspemenust: blitz_api_user_chg wiu blitz_api_sys_users_chg.

Temno 3arpoca J0JKHO COJACPIKAaTh 3HAUYCHUSA U3MCHACMBIX anI/I6YTOB I10JIb30BATCJIA.

[Ipumep 3ampoca:

POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"family name":"Ilerpos"

}
IIpumep orsera:

"family name": "IeTpos",
"given name": "UVBan",
"locked": false,
"sub": "5cffd68f-2cb8-4f7a-b0f3-9fa6%alfbbcd",
"meta": {

"instanceId": "Mzg..Jl",

"unmodifiable": [

"sub"

]

IIpu ommbOke BBIOJHEHMs 3alpoca, YTO MepelaHHble 3HaueHHsl aTpuOyTOB HE MPOLUIN
npoBepky, BepHetcs ommbOka HTTP 400 Bad Request. Binoxennsiit JSON B Tene orBera Oyaer
BKJIIOYATH!

— TN OmUOKY (type) — UMeeT 3HaYeHHE “input_error’ Jyis ClydaeB, KOTa 3alpoc COACPKUT

HEKOPPEKTHOE WJIM HEJIOMYyCTUMOE 3HAUEHHUE;

— KoJ omuOKu (error);
— TEKCTOBOE OMHMCAHUE OMINOKH.
Kozp! omm6ok 1 TEKCTHI OIIMOOK MOTYT OBITH ONPEIENIEHbI CIEUU(PUUHO IS PA3INYHBIX

anI/I6YTOB CBOH U OIIPCACIATHCA peaJII/I3OBaHHOI>'I AJIA anI/I6yTOB JIOTHKO BaJINAATOPOB.

[Ipumep ommoku:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "contact use violation",
"desc": "Validation mobile:79988887812 is failed.",
"pos": "mobile"

81



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

A.3.5. H3meHeHHe HOMepa MOOWJIBHOIO Tejie()OHA
Jlnst u3MeHeHus: HoMepa MOOMIIBHOTO TenedoHa Heooxoaumo merogaoM POST BwI3BaTh
cepsuc mo axapecy https://login.company.com/blitz/api/v3/users/{instanceld}.
Heobxonumsie paspemenust: blitz_api_user_chg wiu blitz_api_sys_users_chg.
[IpemycMOTpeHBI cienyonue pekuMbl U3MEHEHHS .
— H3menenue tenedonHa cpa3y Ha MOATBEPKICHHBIN
— H3menenwue TenedoHa ¢ MPOXOKJACHUEM MTOATBEPIKIACHUS
Teno 3anmpoca OHKHO CONEpKaTh CIEIYIONINE TapaMeTphI:
— phone_number — moOwIbHBII TeraedoH, MepeaaeTcss B BHAE COCTABHOTO OOBEKTa C
aTpudyTaMu:
e value — Homep Tenedona B popmate 7XXXXXXXXXX;

o vrf— MPHU3HAK, YTO Tene(bOH MNOATBEPXKACH — true.

IIpuMeyaHue — B OTIMYME OT CEPBHCA PETHCTPAIIMU MPHU3HAK MMOATBEPIKICHHOCTH
naseiBaerca VIf, a ne verified.

[Ipumep 3ampoca ¢ U3BMEHEHHEM Cpa3y Ha MOATBEPKACHHBIN

POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer wzb..Tw
Content-Type: application/json

{
"phone number":
{
"value":"79991234567",
"vrf":true

}

[Ipumep otBera:

"given name": "UBan",
"family name": "VBaHoB",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"uid"
]
by
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
by
"sub": "BIP-LIR6BO33XBBDHANEG6DZPUTYVME",
"phone number": ({
"value": "+7(999)1234567",
"vrf": true

[Ipumep 3ampoca ¢ U3BMEHEHHEM aTprOyTa C MPOXOKACHUEM MTOITBEPKIACHUS:

POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537.36
Authorization: Bearer wzb..Tw
{
"phone number":{"value":"+79999999998","vrf":false}
}
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[Ipumep otBera:

"given name": "Mean",
"family name": "MBanom",
"meta": |
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
}I
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"notes": {
"actions": {
"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 300,
"status": "code waiting",
"from": "+7(964)1234567",
"attr": "mobile",
"attempts left": 3,
"value": "+7(999)9999998",
"action": "validate mobile",

"created": 1598446512
}
by
"phone number": ({
"value": "+7(964)1234567",
"vrf": true

IMpumep 3ampoca na moarBepxkaenue cMensl (B URL wmcmomssyercs action u state us

OTBETA CEPBUCA):

POST /blitz/api/v3/users/notes/validate mobile/ch El..yQ HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..
Authorization: Bearer wzb..Tw
{

"cmd": "code",

"value": "123456"

[Ipumep oTBera (ycHenHoe N3MEHEHHE):

"given name": "Meanr",
"family name": "MBanosm",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"

email": {
"value": "aivanov+2@gmail.com",
"vrf": true

}I

"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",

"phone number": ({

"value": "+7(999)9999998",

"vrf": true

[Mpumep oTBeta (HEMPaBUIIBHBIN KOI):

"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 2592000,

"from": "+7(964)1234567",

"attr": "phone_ number",

"msg": "wrong_code",

"attempts left": 2,
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"created": 16496954009,
"value": "+7(999)9999998",
"action": "validate mobile"

ITpumep oTBeTa (HEMPaBUIIBHBIN KO ITOCIIE MOCICAHEH MOMBITKHN):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"attr": "phone number",

"cause": "no attempts left",

"from": "+7(964)1234567",
"value": "+7(999)9999998",
"action": "validate mobile"

ITpumep otBeTa (KO MPOCPOUEH):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "phone number",

"cause": "code expired",

"from": "+7(964)1234567",

"value™: "+7(999)9999998",

"action": "validate mobile"

}
A.3.6. H3meHeHune agpeca 3JIEKTPOHHOI MOYTHI
Jliss m3MeHeHHus ajapeca JJIEKTPOHHOH MouThl HeoOxomumo merogoM POST BwI3BaTh
cepauc 1o aapecy https://login.company.com/blitz/api/v3/users/{instanceld}.
Heobxomumsie paspemenust: blitz_api_user_chg wmu blitz_api_sys_users_chg.
IIpenycMOTpeHBI caenyonue pexkuMbl U3MEHEHNS .
— H3menenue email cpasy Ha MOATBEPIK ICHHBIN
— H3menenne email ¢ mpoxoxIeHnEM MMOTBEPIKICHUS
Teno 3anmpoca MOHKHO CONEpIKaTh CIIEIyFOIINE TapaMeTphI:
— email — agpec AIEeKTPOHHOW TOYTHI:
e value — azgpec 3JIeKTPOHHOM MOYTHI;

o vrf— MPHU3HAK, YTO agpeC MOATBEPKACH — true;

IIpuMeyaHue — B OTIMYME OT CEPBHCA PETHCTPAIIMU MPHU3HAK MMOATBEPIKICHHOCTH
naseiBaerca VIf, a me verified.

[Ipumep 3ampoca ¢ U3BMEHEHHEM Cpa3y Ha MOATBEPKIACHHBIMN

POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer wzb..Tw
Content-Type: application/json

{
"email":
{
"value":"mail@example.com",
"vrf":true

}

[Ipumep oTBerTa:

"given name": "UBan",
"family name": "MBaHOB",
"meta": {
"instanceId": "Mzgb5LW..2M",
"unmodifiable": [
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"sub"
]
by
"mail": {
"value": "mail@example.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone number": {
"value": "+7(999)1234567",
"vrf": true

[Tpumep 3ampoca ¢ U3MEHEHHEM aTprOyTa C MPOXOKACHUEM MTOITBEPKICHUS:

POST /blitz/api/v3/users/Mzg..J1l HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537.36
Authorization: Bearer wzb..Tw
{
"email":{"value":"mail@example.com","vrf":false}

}
[Ipumep otsera:

"given name": "Vean",
"family name": "MBanom",
"meta": |
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
}I
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"notes": {
"actions": {
"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 86400,
"status": "code waiting",
"from": "aivanov+2@gmail.com",
"attr": "mail",
"attempts left": 3,
"value": "mail@example.com",
"action": "validate mail",

"created": 1598446512
}
by
"phone number": ({
"value": "+7(964)1234567",
"vrf": true

IMpumep 3ampoca Ha moarBepxaenue cMensl (B URL wmcmoms3yercs action u state us

OTBETA CEPBUCA):

POST /blitz/api/v3/users/notes/validate_email/ch _El..yQ HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..
Authorization: Bearer wzb..Tw
{

"cmd": "code",

"value": "123456"

[Ipumep oTBera (ycnenHoe N3MEHEHHE):

"given name": "Meanr",
"family name": "MBaHosm",
"meta": {

"instanceId": "Mzg5L..2M",
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"unmodifiable": [
"sub"
]
}I
"email": {
"value": "mail@example.com",
"vrf": true
by
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone number": ({
"value": "+7(999)9999998",
"vrf": true

[Mpumep oTBeta (HEMIPABUIIBHBIN KOI):

"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 2592000,

"from": "aivanov+2@gmail.com",

"attr": "email",

"msg": "wrong_ code",

"attempts left": 2,
"created": 16496954009,
"value": "mail@example.com",
"action": "validate email"

IIpumep oTBeTa (HEMPaBUIIBHBIN KO ITOCIIC TOCICAHEH MOMBITKHN):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"attr": "email",

"cause": "no attempts left",

"from": "aivanov+2@gmail.com",

"value": "mail@example.com",

"action": "validate email"

IIpumep otBeTa (KO MPOCPOUEH):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"attr": "email",

"cause": "code expired",

"from": "aivanov+2@gmail.com",

"value": "mail@example.com",

"action": "validate email"

}

A.3.7. N3MeHeHne napoJisi MOJIL30BATEIEM

Jns m3MeHeHust mapodii HeoOxoaumo BhI3BaTh MetogoM POST cepBuc mo ampecy
https://login.company.com/blitz/api/v3/users/{instanceld}/pswd.

UYroObl y3HaTh 3HaueHue instanceld mis monb3oBaTens, HEOOXOIUMO IMPEIBAPUTEIHLHO
BbI3BaTh MeToZioM GET cepBuc monyuenust arpuOyToB monb3oBatens (A.3.3).

Heobxonumsie paspemenust: blitz_api_usec_chg umu blitz_api_sys_usec_chg.

[Ipu cMeHe mapoiisi B MOJB30BATEIBCKOM PEKUME HEOOXOTUMO MepeliaTh 3aroJOBKH C
IP-anpecom nonw3oBatensa u User-Agent.

B cuenapuu camocTosITeNbHON CMEHBI MOjib30BaTeneM mnapois B JlnyHoMm kaOuHere
BO3MOXEH cOpoc ceccuil monb3oBarensd. [Ipy 3ToM MOKeT OBITh HEXeNaTeNbHO, YTOOBI
MIPOM30IIIENT BBIXOJ MOJIb30BATENs C TEKYyIIero ycrpoicrsa/opaysepa. s Toro, 4ro0sl ykazaTh

Blitz Identity Provider, uro onpeneneHHOe YCTPOHCTBO HEOOXOIMMO COXPAHUTh 110 Pe3yJibTaTaM
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YCIEIIHOW cMeHbI naposisi (He JejaTh ¢ HEro JiorayT), He0OXOAMMO B BBI30B CEPBHCA CMEHBI

napoJisi nepefatb oT mnpuiokeHus 3aroioBok IB-CI-UA-ID ¢ uaentudukaTtopoM TeKyuero

yCTpoicTBa moJib3oBaTenst. MaeHTHudUKATOp TEKyIIero YCTPOMCTBA IOJIb30BATENsI MOXKHO

MOJY4UTh U3 MapKkepa uaeHTudukanuu (cM. . 3.3.4).

Terno 3anpoca JOMKHO COepPKATh CICIYIOUIME TAPAMETPHI:

current — TeKyIIUi MapoJib NOJIb30BaTENS (TOIBKO IIPU CMEHE MapoJis B OJIb30BATEIbCKOM
PEeKMME — B 3TOM CJIydae mapamerp I0DKeH ObITh 0053aTeIbHO MepeiaH);

password — HOBBII TTapoJb TOJIb30BaTeNs (HeoOs3aTenbHbIl mapamerp). Eciu mapamerp
He 3az1aH, To Blitz Identity Provider camocTosiTenbHO CreHEpHpY€ET HOBBIH Mapoib;
resetSessions — B ciiyuae eciid mapaMeTp He yKa3aH WM yKa3aH B 3HaueHHH true, To mpu
cMeHe napoJist OyyT aHHYJIMPOBAHBI BCE CECCHU TTOJIb30BATENS U yIAICHBI 3alIOMHEHHbIE
ycrpoiicTBa. Ecnm Heo0X0IMMO TOJBKO CMEHUTh Mapoib 0e3 cOpoca ceccuid, TO
HEeo0XO0/IMMO SIBHO yKa3aTb ImapaMerp B 3HaueHuU false;

sendPswdToAttr — ums arpubyTa ¢ Tesie()OHHBIM HOMEPOM JIJIsl OTIIPABKH TT0JIb30BATEITIO
napons (HeoOs3aTenbHBIM mapamerp). Ecmm mapamerp 3aiaH, TO IIOJIB30BATENIO HA
TeneoH U3 ykazaHHOTo arpudyTa OyneT otrnpasieHa SMS ¢ maposnem.

[Mpumep 3ampoca (B MoJIb30BaTEILCKOM PEKHUME CMEHBI TAPOJIs):

POST /blitz/api/v3/users/Mzg..J1/pswd HTTP/1.1

Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..
Authorization: Bearer wzb..Tw

IB-CI-UA-ID: {SHA256} rVWmegRKWewileZlCAél yuW70hKZ32Da94m0kzwWsVs

{

"current": "QWErtyl23",
"password": "P@S$SwOrd",
"resetSessions": false

[Mpumep 3ampoca (B peKUME CMEHBI TTAPOJIsl CHCTEMO):

POST /blitz/api/v3/users/Mzg..J1/pswd HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa..Ez

{

"password": "P@S$SwOrd",
"resetSessions": true

IIpumep 3ampoca (oTmpaBka HOBOro mapoiisi mo SMS ¢ aBToMaTHuecKol reHeparuen

naposs):

POST /blitz/api/v3/users/Mzqg..J1l/pswd HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa.Ez

{
}

"sendPswdToAttr": "phone number"

B ciyuae ycnemnoro Bei3oBa Blitz Identity Provider sepuer kon HTTP 204 No Content.

Ecnu cmena napons 3aBepimnack ournokoid, To Blitz Identity Provider BepHet coobuienue

00 ommbOke. Bo3moxubl konxel ommbok HTTP 401 Unauthorized B ciyyae ommOKu KOHTPOJIS

nocTymna (HempaBUIIbHBIA MapKep JOCTyIa MM HEMPaBUIbHBINA TEKYIIUI MapoJib MOJh30BATEs)
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wm HTTP 400 Bad Request (HOBBIM Mapoib HE YyIOBICTBOPSET TPeOOBAHUAM MapOJbLHON
MOJIUTHKH).

[Ipumep omMOKM ¢ HENPABUIBHBIM TEKYILIUM M1apOJIEM:

"type": "security error",
"error": "invalid credential",
"desc": "Wrong subject identifier or current password"

[Ipumep omMOKM ¢ HENMPaBUIIBHBIM MapKepOM JIOCTYyTIA!

"type": "security error",
"error": "bad access token",
"desc": "BEARER AUTH: CRID does not match"

[Ipumep ommOKu, 4TO HOBBIN MApOJIb HE COOTBETCTBYET MAPOJIBHOM MOIUTUKE (CIUILIKOM

KOPOTKHH):
{
"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password's length must be greater than 6",
"pos": "password",
"params": {
"rule": "to_ short",
"low": 6

[Ipumep ommMOKM, YTO HOBBIA MapoOib HE COOTBETCTBYET MAapOJIbHOM MOJUTHUKE,

ycraHoBieHHoit B LDAP-karanore:
{

"type": "input error",
"error": "password policy violated",
"desc": "Failed to update password\n",
"pos": "password",
"params": {

"rule": "id_store"

}
[Ipumep ommOKHM, YTO HOBBIM Mapojdb HE COOTBETCTBYET IMAPOJBHOM MOJIUTUKE (HE

COJIEP>KUT TPeOyEMBIX I'PYIII CUMBOJIOB):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password doesn't match enough symbols groups",
"pos": "password",
"params": {
"rule": "not enough groups",

"no matched groups": [

{
"desc": "password.policy.desc.digits",
"min number symbols": 1

"desc": "password.policy.desc.capital",
"min number symbols": 1

"desc": "password.policy.desc.special",
"min_number symbols": 1
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}

[Ipumep ommOKH, 9TO HOBBIN MApPOJIb HE COOTBETCTBYET MApPOJHHOM MOJUTHUKE (TIApOJIh

paHee UCIoJIb30BasCs):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password found in previous used ones",
"pos": "password",
"params": {
"rule": "in password history"

}

[Ipumep ommOKH, 4TO HOBBIN MApPOJIb HE COOTBETCTBYET MAapOJbHOM MOJUTHKE (HOBBII

mapoJib COBIIAAACT C TGKYH_[I/IM):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "A new password can't be the same as the current",
"pos": "password",
"params": {
"rule": "eq current"

}

[Ipumep ommOKH, YTO HOBBIK MAPOJIH HE COOTBETCTBYET MAPOIBbHON MOJUTHKE (B HOBOM

mMapoJji€ HEAO0CTAaTOYHOC YMCJIIO CUMBOJIOB OTJIIMYACTCA OT npe>1<Hero):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "There are not enough new characters in a new password",
"pos": "password",
"params": {
"rule": "not enough new chars",

"minNew": 5

[Ipumep ommOKH, 9TO HOBBIN MAPOJIF HE COOTBETCTBYET MApOJHLHOW MOJUTHUKE (TIApOIIh

BKJIFOYACT BXOKACHUC U3 CJIOBAPA 3alIPCIICHHBIX Haponeﬁ):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password contains a word from the stop dictionary",
"pos": "password",
"params": {
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"rule": "in stop dic",
"stop word": "qwerty"

[Ipumep ommOKH, 9TO HOBBIN MApPOJIb HE COOTBETCTBYET MApOIbHON MOJUTHUKE (TIApOJIh

COBIAJIAET CO CIIOBAPHBIM):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password found in a password dictionary",
"pos": "password",
"params": {
"rule": "in_ password_dic"

}

[Ipumep ommOKH, YTO HOBBIM MapOJIb HE COOTBETCTBYET MAPOJBHOM MOJIUTHKE (TapoJib

W3MEHEH paHee Pa3pelIeHHOro CPOKa):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password is too young",
"pos": "password",
"params": {
"rule": "too_ young",

"minAgeInSec": 86400

[Tpumep ommbku, YTO MEepelaHHbIA aTpUOYT VIS OTIPABKH MApOJIs HE CYIIECTBYET:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "wrong value",
"desc": "Wrong mobile attribute 'phone number wrong'",
"pos": "sendPswdToAttr"

IIpumep ommbku, YTO y MOJB30BATENS HE 3a7aH aTpuOyT ¢ TeaeGOHOM sl OTIPABKH

napoJisi Ha TesnedoH:
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "wrong value",
"desc": "User not contains mobile attribute 'phone number'",
"pos": "sendPswdToAttr"
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A.3.8. U3MeHeHMe mapoJisi BeIOMOM Y4eTHOM 3aNIMCH MOJIb30BaTEsI

W3meHeHne mnaposis BEIOMOM YYETHOM 3alMCH IOJb30BaTENsd C IOMOIIBIO BEIyLIEH
y4eTHOM  3amucu  moisib3oBarenst — ocyuiectiasercs  merogomM  POST  mo  agpecy
https://login.company.com/blitz/api/v2/users/{subjectld}/password, rne subjectld - 510
unentudukarop (Sub) Bemomoit yueTHoit 3amucu. B 3anpoc noimkeH ObITh JOOABJICH 3ar0JIOBOK C
MapKepoM JIocTyna Ha paspemenue ¢ umenem blitz_change_password, momydeHHbIM Bexyiei
YYETHOM 3amuChio. Bemynuil moiap30BaTelb MOKET BbI3BaTh CMEHY IMApOJisi BEIOMOTO TOJBKO
€cJIM paHee BelylIeMy I0JIb30BaTei0 ObLIO aHO NMPaBo Ha M3MEHEeHUe napois change_password
(cMm. A.5.4).

Teno 3ampoca JOMKHO coaepkaTh atpuOyT value co 3HaYeHHeM HOBOTO IMapois.
[lepenanuplii Tapoiab JOMKEH COOTBETCTBOBATH TPEOOBAHHUSIM HACTPOSHHOW MapOIbHOU
MTOJIUTHKHU.

[Tpumep 3ampoca:

POST /blitz/api/v2/users/c574a512-3704-4576-bc3a-3fe28b636e85/password HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json

{"value" :"QWErtyl1234"}
Ipu ycrnenrHo# cmene maposis cepsuc Bo3spariiaetr cratryc HTTP 200 (OK).
[Ipu HamM4KMK OMMOKK CEPBUC BO3BPAIIAET OMUCAHUE ITOJTYYCHHON OLITHOKH.

[Ipumep oTBeTa ¢ OOHAPYKEHHBIMH OLTMOKaMMU:

"errors": [
{
"code": "access_denied",
"desc": "Not enough rights: change password",
"params": {}

}

A.3.9. Copoc ceccuii moIb30BaTe A

s cOpoca ceccuil mosb3oBatenss HeoOxoaumo BbI3BaTh MeronoMm POST cepsuc mo
anpecy https://login.company.com/blitz/api/v3/users/{subjectld}/sessions/reset.

Heobxonumsie paspemenust: blitz_api_usec_chg unu blitz_api_sys_usec_chg.

[Ipu cMeHe mapoiisi B MOJb30BaTEIbCKOM PEKMME HEOOXOIUMO Nepe/iaTh 3aroJIOBKH C
IP-anpecom nmonw3oBatens u User-Agent.

B crenapum caMoCTOSTENIEHOTO cOpoca ceccHii mosb3oBareiieM B JIMdHOM KaOWHETE
MOXKET OBITh HEXKENaTeNbHO, YTOOBl MPOU3OLIEN BBIXOJ TOJIB30BATENS C TEKYIIETOo
ycrpoiictBa/Opay3epa. s Toro, uroOsl ykazatre Blitz Identity Provider, uto ompeneneHnoe
YCTPOMCTBO HEOOXOMMO COXPaHUTh MO pe3ysibTaTaM cOpoca ceccuid (He AenaTh C HETo JIOTayT),

He0o0X0IMMO B BBI30B cepBHca cOpoca ceccuii epenars oT mpuioxeHus 3aronosok IB-Cl-UA-1D
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C HWICHTH(HUKATOPOM TEKYyLIEro YCTpoWcTBa moib3oBarens. VaeHtudukaTop Texymiero
YCTpPOMCTBA MOJIH30BATENS MOYKHO IOJyYUTh U3 Mapkepa uaeHTuukanuu (cm. . 3.3.4).

[Ipumep 3ampoca (B M0Jb30BaTEIBCKOM PEKUME):
POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 5)a

Authorization: Bearer wzb..Tw
IB-CI-UA-ID: {SHA256}rVWmegRKWeW_le4CA4qu70hKZ32Da94mOkZWWSVS

[Mpumep 3ampoca (B peskiMe BbI30Ba CHCTEMOI):

POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa.Ez

B cnyuae ycnemnoro BeizoBa Blitz Identity Provider sepuer kom HTTP 204 No Content.
COpoc ceccuii IpUBEIET K aHHYJIMPOBAHHIO PaHee TOJyYSHHBIX MapKepOB JOCTyIa U MapKepPOB

OOHOBJICHHUS TCKYLICT'O MMOJIb30BAaTCIIA.

A.3.10. IIpoBepka HaIMuMsl y N0JIH30BATE/ISI KOHTPOJBHOIO BONPOCca

JUis IpOBEpKM TOTO, HACTPOEH JIM Y IO0JIb30BaTeNsl KOHTPOJIBHBIN BOIPOC, HEOOXOAUMO
BBI3BATh METOJ0M GET CepBUC o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn. Ecnu KOHTpOJNBHBIA BOIPOC
3aJlaH, TO B OTBET OyJET MOJy4eH TEKCT KOHTPOJIBHOTO BOMpoca.

Heobxonumsie pazpemenust: blitz_api_usec wium blitz_api_sys_usec.

ITpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBeTa, €cau KOHTPOJIBHBIN BONIPOC 33/1aH:

"question": "Kak 3Baji BaweTro IepBOTO nurToMmia"

Ecnu koHTpOJIbHBIN BONPOC HE 33/1aH, TO BepHeTcs ko omnbku 404 Not Found.

A3.11. IIpoBepka oTBeTa HA KOHTPOJILHBIA BOIPOC
Jlnist IpOBEpKH OTBETa Ha KOHTPOJIBHBIA BOMPOC HEOOXOAMMO BbI3BaTh MetogoM POST
cepBuc 1o anpecy https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn/check. B
BBI30B HEOOXOIMMO Iepe/iaTh KOHTPOJIBHBIN BoIpoc (question) u oTBet Ha Hero (answer).
Heobxomumsie paspemenwus: blitz_api_usec wium blitz_api_sys_usec.

[Tpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn/check HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

{
"question": "Kak 3BajM BameTo IepBOTO nuroMmua",
"answer": "Turp"

B cnydae ycnenrHoii npoBepku Borpoca u orBeta BepHetcs koa 204 No Content.
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ITpumep ommbKH, eclii He coBIai KOHTpoJIbHBIN Borpoc (400 Bad request):

"type": "process_error",
"error": "wrong security answer",
"desc": "security question not match"

ITpumep omuOKH, €CITM HE COBIAJ OTBET Ha KOHTPOJIbHBIH Bompoc (400 Bad request):

"type": "process_error",
"error": "wrong security answer",
"desc": "security answer not match"

[Mpumep ommbKy, eciiu KOHTPOJBHBIN BOMPOC Yy MoJib30Barelis He ycraHosieH (400 Bad
request):
{

"type": "process_error",
"error": "wrong security answer",
"desc": "security question not found"
}
A3.12. YcraHoBKa UM U3MEHEHHEe KOHTPOJbHOI0 BONPOCA MOJIb30BaTeJIs

,Hﬂﬂ YCTAaHOBKU WJIM HM3MCHCHHA KOHTPOJIbHOI'O BOIIPOCA ITOJIB30BATCIIA HCO6XOHHMO
BBI3BATh METOI0M POST CEpBUC o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn. B BbI30B HEOOX0IMMO TepeaaTh
KOHTPOJIBHBIN Borpoc (question) u oTBeT Ha Hero (answer).

Heobxonumsie paspemenust: blitz_api_sys_usec_chg wuzu blitz_api_sys_usec_chg.

HpI/I BBIBOBC B IIOJIB30BATCIIBCKOM PCKUME HeO6XOJII/IMO nepeaarb 3arojOBKM C
IP-anpecom monw3oBatens u User-Agent.

ITpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

{
"question": "Kak 3BajyM Bawero nepBoro omuromua',
"answer": "Turp"

B ciydae ycnenrHolt ycTaHOBKM KOHTPOJIBHOTO Borpoca BepHercst ko 204 No Content.

A.3.13. Ynajienne KOHTPOJbHOIO BONIPOCA

UYroObl yAaIuTh KOHTPOJIBHBIA BOINPOC U3 YUYETHOM 3alMCH MOJB30BATENs, HEOOX0AUMO
BBI3BATh METOJIOM DELETE CEpBUC o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn.

Heobxomumsie paspemenwust: blitz_api_usec_chg wau blitz_api_sys_usec_chg.

IIpyu BBI30BE B TMOJIL30BATENBCKOM pEXHME HEOOXOIUMO TIepenaTh 3arojloBKH ¢
IP-anpecom nonw3oBatens u User-Agent.

IIpumep 3ampoca:

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..
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[Tpu ycnemrnom BeimostHennu cepsuc Bepaer HTTP 204 No Content.

A.3.14. IIpoBepka cocTOSAHMA PEKUMOB ayTeHTH(PHUKAMHI
MO’KHO TIPOBEPUTH COCTOSTHHSI CIICIYIONINX PEKUMOB ayTeHTH(UKAITIN YIETHON 3aIiCH
— BKJIIOUYEHA JIH Y TOJIb30BaTeNs ABYX(hakTopHast ayTeHTU(UKAIIHS;
— YCTaHOBJICH JIM y ITOJIb30BATENS MPU3HAK HEOOXOIMMOCTH CMEHBI MTApOJIs;
— YCTaHOBJIEH JIM y IIOJIb30BATENsI BPEMEHHBIA 3allpeT MO BXOJY C HCIOJIb30BAaHHEM
OIPEIeIEHHOT0 METO/1a BXO/1a.
Jlist IpOBEPKH COCTOSIHUSI PEXKUMOB ayTCHTU(HUKAIIUN HEOOXOAMMO BBI3BATH METOJIOM
GET cepguc o agpecy https://login.company.com/blitz/api/v3/users/{subjectld}/auth.
Heobxonumsie paspemenust: blitz_api_usec nium blitz_api_sys_usec.
B otBer OymyT nosydeHs! clIeIyONHe PEKUMBI:
— requiredFactor — mpu3HaK BKJIFOUYCHHOW IBYX(akTOpHOW ayTeHTH(UKanuu. Moxer
NPUHUMATh CIIEAYIOIINE 3HAUCHHS !
o omcymcmeyem, 0 unu I — BBIKIIIOYCH
e 2 — BKIIOYEH (Tpedyercs 2-if paxTop ayreHTHPUKALIUN)
— needPasswordChange — npu3Hak He0OXOIUMOCTH CMEHBI IIAPOJIS TIPH BXO/JIE;
— methodsLocked — crimcok 3a0I0KMPOBaHHBIX METOAOB ayTeHTU(HUKAIIMN — MOIb30BaTENb
HE MOJKET MCIOIb30BaTh MMEHHO 3TH METObI BX0/1a, HO MOXET HCIIOJIb30BATh OCTAIILHBIE.

[Tpumep 3ampoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep otsera:

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

}

A.3.15. HN3meHeHue pe:xUMOB ayTEHTH(PUKALUH
Jlns u3MEHEeHHs] PEeXUMOB ayTeHTH(HUKAIMU TMOIB30BaTENsl HEOOXOAWMO BBI3BATh
metoaoMm POST cepsuc no aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/auth.
Heobxomumsie paspemenus: blitz_api_usec_chg wau blitz_api_sys_usec_chg.
[lpy w3MEHEeHWH HACTPOHKM B IIOJIb30BATEIHCKOM pEXHME HEOOXOIUMO TepeaaTh
3aronoBku ¢ |IP-agpecom nmone3oBatens u User-Agent.
Teno 3ampoca MOKET coepKaTh CIEIYIOIINE TapaMeTpPhl:
— requiredFactor — mpu3HaK BKJIIOUYCHHOW ABYX(akTOpHOW ayTeHTH(HUKAnud. Moxker
MPUHAMATh CJICIYIOIINE 3HAYCHHS .

e null — BeikITFOUEH
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e 2 — BKiIIOYEH (Tpedyercs 2-i ¢hakTop ayTeHTH(UKAITIH)

— needPasswordChange — npu3Hak HeOOXOAMMOCTH CMEHBI TAPOJIS IIPH BXOJIE — IOy CTUMA
TOJILKO TIepeaya 3HaueHus true;

— methodsLocked — crincok 3a0I0KMPOBaHHBIX METOMOB ayTEHTU(HUKAIIMN — MOJTb30BaTENb
HE MOXET MCIOJIb30BaTh MMEHHO 3THU METOIbI BX0JIa, HO MOXKET UCIIOJIh30BATh OCTAJIbHBIC.
B nacrosimuii moment Blitz Identity Provider momnmep:kuBaeT TOJIBKO OJOKHpPOBAaHUE
MCIIOJIb30BAHUS MApOJIBLHOTO BXoa (password).

[Tpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 15 5)..

Content-Type: application/json

{

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

[Ipumep otBera:

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

Ipumep omubxku HTTP 400 Bad Request (eciu y monb30BaTenss He HACTPOEH HH OJMH

METOJ JUI BTOpOro (hakropa ayTeHTU(DHUKAIIH):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "has not sf methods",
"desc": "User 'd2580c98-e584-4aad-a591-97a8cf45cd2a' has not any second factor
method",
"pos": "requiredFactor"
}
]
}
A.3.16. IIpoBepka Hannuus y noab3oBartens npussasku TOTP-reneparopa

JInsi TPOBEPKM TOro, HACTPOeH 1M y moib3oBarens 1OTPC-renepatop Kom0B
MOATBEPXKIIEHUsI,  HeoOXoammo  Bb;Batk  MeromoM  GET  cepeuc  mo  ampecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps. Eciu meToq HacTpOEH, TO B OTBET
OyIyT TIOJTy4eHBI €r0 HACTPOMKH.

Heobxomumsie paspemenwus: blitz_api_usec wmm blitz_api_sys_usec.

[Tpumep 3ampoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

%0 RFC 6238 «TOTP: Time-Based One-Time Password Algorithm», cm.: https://tools.ietf.org/html/rfc6238
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[Ipumep oTBera:

"id": "SW_TOTP_ 1 d2580c98-e584-4aad-a591-97a8cf45cd2a",
"len": o,
"name": "Google Authenticator"
}
]
A3.17. Ipussizka TOTP-reneparopa

[MpuBsizka k yueTHOW 3ammcu moib3oBatens TOTP-reneparopa ocymiecTBisieTcsl B JiBa
JTarmna:

— 3amnpoc B Blitz Identity Provider QR-kofa 1 cTpoK# npuBsA3KH
— TloaTBepkaeHUE pErUCTPaIIUK IPUBSI3KA

Heobxonumbie paspemenust: blitz_api_usec_chg uau blitz_api_sys_usec_chg.

[lpy w3MeHEeHWHM HACTPOWKM B IOJIL30BATEIBCKOM pEXHME HEOOXOIMMO IepenaTh
3arosioBku ¢ [P-anpecom nons3oBatens u User-Agent.

Ha mepBom sTame mpuiokeHne NODKHO BbI3BaTh MeTonoM GET cepBuc mo aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/attach/qr. B otset ot Blitz Identity
Provider 6yayT nmosrydeHbl aTpuOyThI:

— base64QRCode — QR-kon mpHUBA3KH TI'eHEpaTopa, KOTOPHIA HYKHO OTOOpa3HTh

MOJIL30BATEITIO;

— base32Secret — cekpeTHas cTpoka MPHBS3KU T'€HEPATOpa, KOTOPYIO HYKHO OTOOpa3UTh

MOJIB30BATENIO0, €CIIU eMy Heyao0Ho OyneT pororpadupoBars QR-koa, n oH mpeamnoyTeT

BBECTH KOJ IIPUBSI3KU B T€HEPATOP BPYUHYIO.

ITpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/attach/qr HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBerTa:

"base64QRCode": "iVB..g==",
"base32Secret": "W2470HVTPPTIAOXMGKK6Z7BZ3DEYWO74"

Ha BTOpoM »Tame mpuiokeHue IODKHO BbI3BaTh MetonoMm POST cepBuc mo aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/attach/qr.
Teno 3anmpoca TOHKHO coJlepKaTh CIEIyIOIIUe TapaMeTphl:
— base32Secret — cekpernas crpoka unuiranusanuu TOTP-reneparopa;
— otpCode — ko moaTBEpKICHUS, BEIpaOOTaHHBIH TreHepaTopoM o airoputmy TOTP or
CTPOKH SECret v TeKyIIero BpeMeHHOTO CII0Ta;
— name — oroopaxaemoe ums TOTP-renepaTopa (HE0OsI3aTEIIBHO).

IIpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/attach/qr HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDCONz

Content-Type: application/json

X-Forwarded-For: 200.200.100.100
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User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) e

{
"base32Secret": "W2470HVTPPTIAOXMGKK6Z7BZ3DEYWO74",
"name": "Google Authenticator",
"otpCode": "123456"

[Ipumep otBerTa:

"base64QRCode": "iVB..g==",
"base32Secret": "W2470HVTPPTIAOXMGKKG6Z7BZ3DEYWO74"

B ciyuae ycnemrnoro BeimosaHerus cepsuc Bepaer HTTP 204 No Content.
B ciyuae omm6xku cepsuc Bepuer HTTP 400 Bad Request.

[Ipumep ommOKu, eciu nepeal HempaBUIIbHbIN KO !

"type": "process_error",
"error": "wrong otp code"
}
A.3.18. Ynanenue npussasku TOTP-reneparopa

UtoObl ymamuth mnpuBszky [OTP-renepatopa K yYeTHOW 3allUCH TI0JIb30BATEs,
HE00X0 MO BBI3BaTh METOI0M DELETE CepBuUC no aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/{id}, rme B kauectBe id yka3arh
UACHTU(DUKATOP MPUBSI3KH, MTOIy4YeHHBIN B ri1. A.3.16.

Heobxomumsie paspemenwus: blitz_api_usec_chg wuau blitz_api_sys_usec_chg.

IIpyu BBI30BE B MOJIL30BATENLCKOM pEXHME HEOOXOIUMO TIepenaTh 3arojloBKH ¢
IP-anpecom nonw3oBatens u User-Agent.

[Ipumep 3ampoca:

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/SW _TOTP 1 d2580c98-e584-
4aad-ab591-97a8cf45cd2a HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz

X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

IIpu ycnemnom Beimonnenuu cepsuc sepaer HTTP 204 No Content.
A.3.19. IIpoBepka COCTOSIHUSA YYETHOM 3aMUCH
MO>KHO IPOBEPUTH COCTOSTHHE YUETHOH 3aMucu:
— 3a0JIOKMPOBAaHA JIM y4€THas 3alliCh IO IPUYUHE HEAaKTUBHOCTH,
- ﬂBHH@KMJHIyquHaﬂ3aHHCBHC6HOKpr€MOﬁIH)HquHHeHCaKTHBHOCTH.
JI71s1 MpOBEPKU COCTOSIHUSI YIETHON 3armucu HeoOxoauMo BeI3BaTh MeTooM GET cepBuc
o azapecy https://login.company.com/blitz/api/v3/users/{subjectld}/state.
Heobxomumsie paspemenwus: blitz_api_usec nim blitz_api_sys_usec.

IIpumep 3ampoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache
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[IprMepsl BOBMOKHBIX OTBETOB MPUBECHBI B TAOIHULIE:

Taoauya 11 — Ilpumepvl omeemos ¢ 603MOHCHBIMU COCIOAHUAMU YUEMHOU 3anUCU
Ne | IIpumepbl 0TBETOB Onucanue

1. | o CocrossHuE yUETHOW 3alUCH ellle HEe NHUITHATU3UPOBAHO (YUeTHAs
"name": "initial"

J 3aIlIMCh TOJBKO CO3/JaHa UJIM €IIIC HEC MCITI0JIb30BaJIaCh 10 BXOJa C

MOMEHTa TOSBIIEHUS (PYHKIINN)

2. | ¢ , VuertHas 3anuch aktiBHa. B mapamerpe checkedOn xpanuTcs
"name": "active",

‘checkedon®: 1688106755 BpEMEHHas OTMETKa MOCIeIHEN MPOBEPKHU COCTOSTHHUSL.

3. | ‘ . YueTHas 3anmuch 3a0JJ0KHPOBaHA 110 TPUYHHE JITATESITHLHON
"name": "inactivityLock",

on": 1688106646 HEakTHBHOCTH. B mapamerpe ON XpaHUTCs BpeMs OJIOKUPOBKH.

4, { YyeTHas 3anUCh HaAXOJUTCA B CIIUCKE HUCKIIIOUYEHUN U HE MOXKET
"name": "untouchable",

EiLLT: 1689106755 OBITH 3a0JIOKHPOBaHa IO IPUYMHE HEAKTUBHOCTH 10 HACTYTICHHS

nmatel u3 mapamerpa till. Eciiu mapamerp till otrcyTteryer, To
y4eTHAs 3aIiCh HE MOXKET OBITH BOOOIIE 3a0I0KHpPOBaHA TI0

IIPUYINHE HCAKTUBHOCTH.

A.3.20. HN3meHeHnne cocTOSIHUSA Y4eTHOM 3aNMCH
Jlns u3MEHEHHs COCTOSIHHMS YYETHOHM 3alMCH IOJIb30BaTells HEOOXOJUMO BBHI3BAThH
metoaoMm POST cepruc no aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/state.
Heobxomumsie paspemenwust: blitz_api_sys_usec_chg.
Teno 3ampoca MOXKET COICPKaTh CIACIYIOIINE TapaMETPhI:
— name — HazHaYaeMoe COCTOSTHUE. MOKHO HAa3HAYUTh TOJIBKO cocTossHME untouchable;
— till - Heobs3aTeNbHBIN MTapaMeTp, B KOTOPOM MOXHO YKa3aTh BPEMs, 10 KOTOPOT'O YUETHOU
3anMcy Ha3HauvaeTcs cocrosaue untouchable. Jlins ormensl cocrosinus untouchable moxuo
Ha3Ha4yuTh mapamerpy till Texymiee Bpemsi.

ITpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json

{
"name": "untouchable",
"till": 1689106755

B cnyuae ycnemraoro Bei3oBa Beprercss HTTP 204 No Content.

A.3.21. ITonyyeHnne cniucKa NPUBA3AHHBIX BHEIIHUX NMOCTABIIUKOB

Uro0bl MOIYYUTh CIHCOK NPUBSI30K YUETHBIX 3alUCEl BHEIIHUX IOCTAaBIIMKOB
UICHTU(UKAIIMY K YUYETHON 3aMKCH MOJIb30BaTeNsl, Heo0X0auMo BbeI3BaTh MeToqoM GET cepBuc
o aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/fa. B orBer OyayT monyueHs
tun 1 ums npusssku (fpType u fpName) u unentudukarop npusssku (Sid).

Heobxonumsie paspemenust: blitz_api_ufa wiu blitz_api_sys_ufa.
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ITpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa HTTP/1.1

Authorization: Bearer m9tuVBNUnizkuwFng95IXQOmlXTplXLUFD105TUmG1j4
Cache-Control: no-cache

[Ipumep otsera:

"sid": "1000347601",

"fpType": "esia",
"fpName": "esia 1"
b,
{
"sid": "1234",
"fpType": "tcs",
"fpName": "tcs 1"
}
]
A.3.22. Co3naHue HOBOII MPUBA3KYU BHEIIHET0 MOCTABIIMKA NPU U3BECTHOM
HIeHTU(PuKaTOpe

Ecnu BXOm yepe3 BHEIIHWH TOCTABIIUK WACHTHU(HUKAIIMA MPOU3BEICH paHee WHBIMU
CpencTBaMu W u3BecTeH uiaeHTH(uKatop (Sid) ydeTHOH 3amuicd BO BHEIIHEM [OCTABIIMKE
UACHTU(DUKAIINH, TO JIJIS MPUBSI3KMA YUCTHOM 3alTMCH BHEIIHETO MMOCTABIIMKA UACHTUDUKAIIMHA K
YUYCTHOW 3alMCH MO0JIb30BaTellsi HeoOxomumo BbI3BaTh MertogoMm POST cepBuc mo aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/fa/{fpType}/{fpName}/{sid}, rme B
KadyecTBe mapamMeTpoB mepemaercs guid mose3oBateins (Subjectld), Tum BHelIHEro mocraBIIKUKa
(fpType), ums BuemHero mocrasinuka (foName) u uaenTHdHUKATOp YUETHOM 3aMMCH BO BHEIITHEM
noctaiuke (Sid).

Heobxomumsie paspemenwust: blitz_api_ufa_chg wmm blitz_api_sys_ufa_chg.

[Tpumep 3ampoca:

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa/tcs/tes 1/1234 HITP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUmGij4

B ciyuae ycnernHoro Bei3oBa BepHercs 204 No Content.

A.3.23. Co3nanue HOBOII MPUBA3KHU BHEIIHEr0 MOCTABIIMKA
[IpuBsi3Ka K y4eTHOM 3aITMCH BHEITHETO MMOCTABIIMKA TP HEM3BECTHOM UICHTU(UKATOPY
YUYETHOM 3aITMCH BO BHEIIHEM MOCTABIIMKA OCYIIECTBIISIETCS B JIBa dTara:
— 3anpoc WHCTPYKIMH MPUBS3KH
— DBrinonnenue npuBsAsku
Ha mepBom 3Tame mpuiioxeHHe TODKHO Bb3BaTh Meromom POST cepBuc mo aapecy
https://login.company.com/blitz/api/v2/users/current/fa/bind.
Teno 3anmpoca MOHKHO COJlepIKaTh CIIEIYIOIIUE TapaMeTphl:
— fp — wunmeHtudukarop NOCTABIIMKA, CBSI3b C NPOPHIEM KOTOPOrO JOJDKHA OBITH
YCTaHOBJICHA;
— callback — anpec, Ha KOTOpPBIi TOKEH OBITH BO3BPAIIIEH ITOJIb30BATEINb MOCIIE YCIESITHON

IIPUBS3KU aKKayHTa COLICETH;
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— isPopup — tpeOyercst Jin OTKPBITHE CTPAHHIIBI ITOCTABIINKA HACHTH(OUKAIIMHA B POPUP-OKHE
(OTMIIMOHANIBHO).

ITpumep 3ampoca:

POST /blitz/api/v2/users/current/fa/bind HTTP/1.1
Authorization: Basic ZG51dm5payl0ZXNOLmlvcySydTphUU56S0JuY2VBQVQwelg
Content-Type: application/json

{
"fp": "vk:vk 1",
"callback": "https://app.company.com/callback"

B otBer ot Blitz Identity Provider Oynmet mosyuen mapamerp redirectTo ¢ cchlikoii, Ha
KOTOPYIO HEOOXOMMO HAIPaBUTh TOJIB30BATENS B Opay3epe IS BHIIOJHEHUS BTOPOTO dTara u
CO3aaHHs ITPUBA3KU yquHOﬁ 3aIllUCH IOJIb30BATCIId K BHCIITHCMY IMOCTABUIUKY I/IIICHTI/I(bI/IKaL[I/II/I.

[Ipumep oTBerTa:
{

"redirectTo":
"https://oauth.vk.com/authorize?state=5c415063-a153-424c-af9¢c-023a6bbf1892&scope=email&redirect u
ri=https%3A%2F%2Flogin.company.coms2Fblitz%2Fapi%2Fusers%2Fcurrent%2Ffps%2Fbind%2Fcb%2Fvks2Fvk 1&
client i1d=55662866&v=>5.52&response type=code"

}

A.3.24. YaajeHue NpUBSA3KU BHELIHEr0 MOCTABIINKA

YT0oObI YIaIUTh MPUBS3KY BHEIIHETO MOCTABIINKA K ITOJIH30BATEII0, HEOOXOAUMO BhI3BATh
METOJIOM DELETE CEpBHC no aapecy
https://login.company.com/blitz/api/v2/users/{subjectid}/fa/{fpType}/{fpName}/{sid}, rme B
KadyecTBe mapamMeTpoB mepemaercs guid mosb3oBateins (Subjectld), Tun BHeIIHEro mocraBIIKUKa
(fpType), ums BuemHero mocrasinuka (foName) u uaenTHdGHUKATOp YUETHOM 3aMKMCH BO BHEIIHEM
nocragsiiuke (Sid), monydennsiii B mm. A.3.21.

[Ipumep 3ampoca:

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cfd45cd2a/fa/tcs/tes_1/1234 HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUmG1j4

A.3.25. TloydyeHue cniucKa COOBITHIH ayIUTa MOJIbL30BATEISI
Jliss monydeHHs CIUCKa COOBITHE O€30MacHOCTH, 3apETHCTPHPOBAHHBIX HA YUYETHYIO
3aluCh  TOJdb30Barensd, HeoOxomumo MerogomM GET  BeBBath cepBuc 1o anpecy
https://login.company.com/blitz/api/v3/users/{subjectld}/audit.
Heobxonumbie paspemenust: blitz_api_uaud umu blitz_api_sys_uaud.
3anpoc gomkeH BKItouath ciaeayomue URL-mapameTpsr:
— rgl — yxka3biBaercs 3ampoc (MIBTpalMK BBIBOAMMBIX cBeieHMi. [lommep:kuBaercs
dbunpTpanus mo atpudyty tS (Bpems coOwiths). 3anpoc umeeT dhopmar Resource Query
Language (RQL)®.IToauepkuBaroTcs ClaeayOIHe ONEPALu:

e and— OJHOBPEMCHHOC BBIIIOJTHCHHUE ITOUCKOBBIX YCHOBHﬁ;

51 Cwm.: https://github.com/kriszyp/rql
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e |e — mpoBepka yCIOBUSI «MEHBIIIE HIA PAaBHOY;
® (€ — IpoBepKa YCIOBUS «OOJbIIE HITH PAaBHOY,

e limit — orpannvenue yrcia BO3BpaIaeMbIX 3aIUCEH.

ua — ykassiBaeT TpeOyeMblii BHA BbIBOAa cBeaeHuin o UserAgent (atpulyr ua).

HOI[I[Cp)KI/IBaIOTCH BAapHUAHTHI:

e none — He Bo3Bpamarh UserAgent;

e parsed — BosBpamath USerAgent B pasoOpanHoM Buae (OTAeIbHO Opaysep

OTIepaIlMOHHAs CUCTEMA C YKa3aHUEM HX BEPCHi);

Ecnun mapamerp ua He ykasbiBath, TO UserAgent (atpuOyT Ua) BEpHETCS MPOCTO B BUIE

CTPOKHU.

B pesynbrare BeimonHenus 3ampoca Blitz Identity Provider sepuer JSON, coxepxamimii

TepevYeHb COOBITHI ayIuTa YUYE€THOM 3alMCH 3a YKa3aHHBIN MTEPHUOJ BPEMEHH.

[Mpumep 3ampoca (0e3 mapcunra ua):

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?
rgl=and (ge (ts,1637230238),1le(ts,1637250238),1imit (2))
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

by

[Ipumep oTBerTa:

"sbj": "af583e70-fe39-407d-a87e-06cd0ecl830c",

"ua": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10 15 7)
"ts": 1637250238015,

"cAthM": "Basic",

"ipCt": "Mockma",

"ipRad": 20,

"cId": "test app",

"ip": 1406987879,

"obj": "af583e70-fe39-407d-a87e-06cd0ecl830c",

"ipSt": "Mockma",

"lpId": "test app",

"pid": "ddeebaba-2dc3-41bb-b539-7f0e472414a3",

"ipLat": 55.7483,

"prms": {
"used login": "test@yandex.ru",
"auth methods": "password",
"authnDone": "true",
"id store": "389-ds"

} ’

"type": "login",

"ipCtr": "Poccusa",

"proc": "profile",

"ipLng": 37.6171,
"sid": "54914ac3-0d39-40d3-9617-92e0e7fe07ab"

[Mpumep 3ampoca (¢ mapcHHroM Ua):

"
-7

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?

rgl=and (ge (ts,1637230238),1le(ts,1637250238),1imit (2)) &ua=parsed HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOO0xG5kxuuLubesWcb yPPQLOFWDuwzMDCcONz
Cache-Control: no-cache

[Ipumep otBera:

"sbj": "af583e70-fe39-407d-a87e-06cd0ec1830c",

ua": {
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"broName": "Chrome",

"brover": "109",

"deviceType": "pc",

"raw": "Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 15 7)
"osName": "macOS",

"osVer": "10.15.7"

"
.

} 4
"ts": 1637250238015,

"cAthM": "Basic",

"ipCt": "Mockma",

"ipRad": 20,

"cId": "test app",

"ip": 1406987879,

"obj": "af583e70-fe39-407d-a87e-06cd0ecl830c",
"ipSt": "Mockma",

"lpId": "test app",
"pid": "ddeebaba-2dc3-41bb-b539-7f0e472414a3",
"ipLat": 55.7483,

"prms": {
"used login": "test@yandex.ru",
"auth methods": "password",
"authnDone": "true",
"id store": "389-ds"

by

"type": "login",

"ipCtr": "Poccua",

"proc": "profile",

"ipLng": 37.6171,
"sid": "54914ac3-0d39-40d3-9617-92e0e7fe07ab"
}I

]

A.3.26. IloydyeHue cniMcKa M3BECTHBIX YCTPOICTB MOJIb30BaTEIs

I[J'IH IIOJIYUYCHHUA CIIMCKa YCTpOfICTB II0JIB30BAaTCIIA HGO6XOI[I/IMO MCTOJOM GET BrI3BaThH

cepsuc o aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/uas.

Heobxomumsie paspemenwust: blitz_api_uapps wnum blitz_api_sys_uapps.

B pesynbrare BeimonHenus 3ampoca Blitz Identity Provider sepuer JSON, coxepxanimii

repeyeHb YCTPOUCTB MOJIb30BATES.

[Ipumep 3ampoca:

GET /blitz/api/v3/users/af583e70-fe39-407d-a87e-06cd0ec1830c/uas HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz

Cache-Control: no-cache

IIpumep orsera:

"name": "Chrome 96",
"lastUsed": 1637249978,
"tp": "Browser",

"os": "macOS 10.15.7",
"newlyCreated": false,
"deviceType": "pc",
"latestIp": "172.25.0.1",

"subjectId": "af583e70-fe39-407d-a87e-06cd0ecl1830c",
"id": "SHA256 Z0x284K3qv313WViRuPfV5rglhDuYgSn4ztdxVKMBec",

"trusted": false,
"cls": true,
"deviceId": "738f5ce91f912ddd4alcc5fefa%9e8c63",
"device": "PC"
by
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A.3.27. YnajeHusi yCTPOMCTBA MOJIb30BaTeNsl M3 CIIUCKA U3BECTHBIX YCTPOMCTB

Jlns ynaneHus ycTpoicTBa W3 4YHCIAa 3allOMHEHHBIX HeoOxomammo metogom DELETE
BbI3BaTh cepsuc https://login.company.com/blitz/api/v3/users/{subjectld}/uas/{id}, mepemas B
kadecTBe 1d moxy4eHHbIH B 1. A.3.26 UIeHTU(HHUKATOP YCTPOHCTBA.

Heobxomumsie paspemmenus: blitz_api_uapps_chg uau blitz_api_sys_uapps_chg.

[Ipu BBI3OBE B TONIB30BATEIHCKOM PEKUME HEOOXOAMMO TepenaTh 3arojoBKH C
IP-anpecom nonw3oBatensa u User-Agent.

IIpumep 3ampoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/uas/SHA256 Z0x284K3qv313WViRuP£fV5
rglhDuYgSn4ztdxVKMBec HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGSkxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..
A.3.28. TloydeHue cnucka pa3peieHH i, BIIAHHBIX MOJIb30BaTe1eM
Jlns monmydeHusl CrucKa BBIJAHHBIX MOJIH30BATENIEM pa3pelieHnid He0OX0UMO METO/I0M
GET Bs13Bath cepruc mo anapecy https://login.company.com/blitz/api/v3/users/{subjectld}/acls.
Heobxomumsie paspemenus: blitz_api_usec nim blitz_api_sys_usec.
B pesynbrare BeinonHenus 3amnpoca Blitz Identity Provider Bepuer JSON, coneprxariii
IIepe4YeHb YCTPOMCTB MOJIB30BATEIS.

[Ipumep 3ampoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/acls HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDCONz
Cache-Control: no-cache

IIpumep oTBeTa:

"id": "d2580c98-e584-4aad-a591-97a8cf45cd2a_appl",
"updated": 1552896932780,
"client id": "appl",
"scopes": [
"openid",
"profile",

]

A.3.29. OT3bIB BBIJAHHOI0 110JIb30BaTEJIeM pa3peleHust

Jlnst oT3bIBA BBIJAHHOTO paspemieHus HeoOxoaumo metogom DELETE Be3Bath cepBuc
https://login.company.com/blitz/api/v3/users/{subjectld}/acls/{acl_id}, mnepenaB B kauecTBe
acl_id monyuennsrii B . A.3.28 uaentudukarop (id) pasperienus.

Heobxonumbie paspemenust: blitz_api_usec_chg unu blitz_api_sys_usec_chg.

[Ipru BBI3OBE B TMOJIE30BATEILCKOM pEXHME HEOOXOIUMO TIepelaTh 3arojiOBKH C
IP-anpecom monw3oBatens u User-Agent.

[Tpumep 3ampoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/acls/

d2580c98-e584-4aad-a591-97a8cf45cd2a_appl HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDCcONz
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A.3.30. IMoanyyeHue CIMCKA NMPUBSA3aHHBIX MOOMJIbHBIX MPUJIOKEHU M

Jlyist momy4eHusl CrMcKa MPUBS3aHHBIX MOOUIBHBIX MPUIOKEHHH HEOOXOIUMO METOJIOM
GET Br13Bath cepsuc 1o aapecy https://login.company.com/blitz/api/v3/users/{subjectlid}/apps.

Heobxonumsie paspemenust: blitz_api_uapps wmu blitz_api_sys_uapps.

B pesynbrare BeimonHenus 3amnpoca Blitz Identity Provider sepuer JSON, comepxariuii
IIepeUeHb YCTPOUCTB M0JIb30BATE.

[Tpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep otBera:

"id": "dyn~test app~afaeOcab-2649-482d-9832-5£73816afb59",
"name": {
" default ": "TecroBoe npuyioxeHue (test app)"

i;vailableScopes": [
"openid",
"profile"
l;oftwareId": "test app"
1
A.3.31. OTBsi3Ka OT Y4€THOM 3aIMCH MOOMJIBLHOTO NPUJIOKEHUSI
Jlnist 0T3BIBa BBIIAHHOTO pasperieHus: Heooxoaumo meronom DELETE Bri3Bath cepBuc
https://login.company.com/blitz/api/v3/users/{subjectid}/apps/{app_id}, nepemaB B KauecTBe
app_id momy4ennsiit B . A.3.30 unentudukarop (id) mpuBsS3KU IPHIOKESHUS.
Heobxomumsie paspemenwust: blitz_api_uapps_chg uau blitz_api_sys_uapps_chg.
[Ipy BBI30BE B NOJB30BATEIBCKOM PEXKUME HEOOXOAUMO NEpeNaTh 3arojoBKH C
IP-anpecom none3oBatens u User-Agent.
IIpumep 3ampoca:

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps/
d2580c98-e584-4aad-a591-97a8cf45cd2a _appl HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)a

A.3.32. YiaajieHre Y4eTHOM 3aIUCH MOJIb30BaTEIsI

Jlns ynaneHus ydeTHOMW 3amucu mojib3oBaTens Heooxoaumo merogomM DELETE Bei3Bath
CepBHUC https://login.company.com/blitz/api/v2/users/{subjectld}?instanceld={instanceld},
nepena B Subjectld maenTudukaTop ynansiemoi ydeTHOW 3ammcd, U B mapamerpe instanceld
CCBUIKY Ha yJalseMyI0 YICTHYIO 3aIHCh.

Yto0Obl y3HaTh 3HaueHue instanceld mis mosb3oBaTesst, HEOOXOAUMO MPEABAPUTEIHLHO
BbI3BaTh MeTozioM GET cepBuc monyueHust arpuOyToB mosb3oBatens (A.3.3).

[Tpumep 3ampoca:

DELETE /blitz/api/v2/users/d2580c98-e584-4aad-a591-97a8cf45cd2a?instanceld=Mzg..nU HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=
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A.4. Cepsucsl Ajs1 padoThl ¢ TPyNIaMu MOJb30BaTeel
Blitz Identity Provider mpenocraBisier cucteMe CEpBHUCHI Uil BBHIIOJIHEHUS JEUCTBUH C

IPYIIIAMH [10JIb30BaTEIICH

MOJTyYeHHE aTPUOYTOB TPYTIIIHI.

—  CO3/IaHHE IPYIIIIBL.

— U3MEHEHHUE aTpuOyTOB I'PYIIIIHI.

—  yIaJieHHe TPYIIIbI.

— TIOJIy4YEeHUE CIUCKA IT0JIb30BaTEeNeH IPYIIIIbL.

— no0aBiieHUE MOJIb30BATENEH B IPYITY.

— HCKJIFOYCHHE T0JIb30BaTENEH U3 TPYIIIIBL.

JInst BBI30OBa CEPBHUCOB CHCTEMa JOJDKHA IOJIYYUTh MapKep IOCTyla Ha CHCTEMHOE

paspetuenue blitz_groups (uHcTpyKuuio B mit. A.2) U BKJIIOYATh €r0 BO BCE BBI3bIBACMBIC CEPBHUCHI,

OIMMMCAHHBIC B CICAYIOIIUX IMOApa3aAciiax.

Criucok atpuOyTOB IpyI MOJIB30BaTeNIei PUBEACH B KauecTBe oOpasma. Coaepikanue
CIHCKa HE0OXOMMO CKOPPEKTUPOBATH B 3aBUCUMOCTH OT KOHKPETHBIX HACTPOECK, CIIEIaHHBIX TIPU
BHenpeHuu Blitz Identity Provider. Cm. «PykoBOJICTBO aMUHUCTPATOPaY.

I'pynmer B Blitz Identity Provider onucsIBatoTcst cie1yromumMu aTpu0yTamMu:

— id — upentudukarop rpymmsl B Blitz Identity Provider;

— Name — HauMCHOBAHHWEC I'PYHIIbI IIOJIL30BATEIICH.

A4.1. Tlonydyenue aTpuOyTOB rpyNnIbl
Ecnu u3Becten id rpymnmsbl, TO MOJydeHUE aTPUOYTOB TPYIIIBI BHITOIHIETCS C TIOMOIIIBIO
Bei3oBa MertomoM GET cepmuca mo azapecy https://login.company.com/blitz/api/iv2/grps/{id}.
3anpoc foykeH BKiItodath cienytone URL-napamerpsr:
— profile — ums npoduns rpynn nonp3oBarenei (Hapumep, 0rgs);
— expand — 3Ha4yeHue true, yka3pIBaromiee, 4YTo He00X0AMMO BEPHYTh BCE aTPUOYTHI IPYIIIIHL.

[Ipumep 3ampoca nonydeHus: arpuOyToOB IPYIIIBL:

GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696?
profile=orgs HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBerTa:

"instanceId": "Mzg..nU",

"id": "14339e8e-a665-4556-92f1-5c348eff6696",
"OGRN": "1234567890329",

"INN": "7743151614",

"name": "OOO TecToBas koMIaHua",

"profile": "orgs"
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Ecnu ve u3BecteH id rpymiibl, TO MOMUCK PYIIIBI M TOIYyYSHUE €€ aTPHOYTOB BBITOTHSICTCS
c MTOMOILIBIO BBI30Ba METO/I0M GET cepBuca o aapecy
https://login.company.com/blitz/api/v2/grps.  3ampoc  m0o/DKeH  BKIOYATh  CJIEIYHOIIHE
URL-napamerpsl:

— profile — ums poduts TpyII MOIB30BATENEH;

— rgl — yka3pIBaeTCsl IOMCKOBBIN 3ampoc Mo arpulyTam TPYMHIbI. 3ampoc UMeeT (popmat
Resource Query Language (RQL)®?.Iloanep’uBaroTcs claeayomue Onepalyu:

e and — oTHOBPEMEHHOE BBIIIOJIHEHUE TOUCKOBBIX YCIIOBUH;

® OF — aIbTEpPHATHBHOE BHITIOJIHEHUE MTOUCKOBBIX YCIOBHI (HaIPUMEp, MMOMCK MO Pa3HBIM

aTpubyTtam);

e e( — NpoBepKa yCIOBHUs PaBEHCTBA,

e limit — orpannucHme UKcIa BO3BpAIaeMbIX 3aITUCEH.

— expand (HeoOs3aTeNnbHBIA TapaMeTp) — TPeOyeTcs JIM BKIKOYATh B MOJYYCHHBIA OTBET
aTpuOyThl rpymi (trUe) Wik J0CTATOYHO TOJBKO BEPHYTh MACHTH(DUKATOPHI HAWICHHBIX
rpymmsl (false).

B pesynbrarte BemmonHenus 3amnpoca Blitz Identity Provider sepuer JSON, coaepskarimii
MepedYeHb TPYII, YAOBJICTBOPSIONIMX 3aJaHHBIM TOUCKOBBIM YCIOBHSIM. [ pymmbl OymyT
BO3BpaIllcHbI C yKazaHHeM ux uiacHTudukaropa (id), a Takke 3HaYEHHS OCTAILHBIX aTPHOYTOB
rpymm (B cirydae expand=true).

[Ipumep 3anpoca ¢ nouckom rpyii no arpudyram (OI'PH unu MHH B npumepe):
GET /blitz/api/v2/grps?profile=orgs&expand=trues&rgl=
or (eq(OGRN, string:1230123456789) ,eq(INN, string:7743151614)) HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

IIpumep orsera:

"instanceId": "Mzg5L..nU",

"id": "14339e8e-a665-4556-92f1-5c348e££6696",

"OGRN": "1234567890329",

"INN": "7743151614",

"name": "OOO TecToBas koMIaHua",

"profile": "orgs"
]
A.4.2. Co3gaHue rpynmnsl noJb3oBartesei

Jlyist co3manust TPYIITBI TTOJIb30BaTee HeoOXoauMo Be3BaTh MeToioM POST cepBuc 1o
anpecy https://login.company.com/blitz/api/v2/grps.

Tesno 3anpoca JOKHO COAEPIKATH CIEAYIOIINE TapaMeTpPhl:

— profile — ums npoduis rpynmn noiap3oBaTeNeH;

52 Cwm.: https://github.com/kriszyp/rgl
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— id — yHHKaJIBHBIH UICHTH()UKATOP TPYIIIH;
— {ocranpHble aTpUOYTHI TPYIIIBI M UX 3HAUCHHUS }

[Tpumep 3ampoca:

POST /blitz/api/v2/grps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCcONz
Content-Type: application/json

{
"id":"95339%9e8e-a665-4556-92f1-5c348eff6696",
"OGRN":"9876543210321",
"INN":"5012345678",
"name" :"000 TecToBas komna:Husa 2",
"profile":"orgs"

IIpumep otsera:

"instanceId": "b3Jnc..dQ",
"name": "OOO TecToBasg kommnaHusa 2",
"OGRN": "9876543210321",
"id": "95339e8e-a665-4556-92f1-5c348eff6696",
"profile": "orgs",
"INN": "5012345678"
}

A.4.3. U3meHeHune aTpuOYTOB rPyNnibl M0JIb30BaTe el

Jlist u3MeHeHus1 aTpuOyTOB TPpyNIbl HeoOXoaumo BeI3BaTh MetogoM POST cepBuc mo

anpecy https://login.company.com/blitz/api/v2/grps/{id}?profile=orgs

aTpuOyTOB.

Teno 3anmpoca JOKHO CONEPKATh CIETYIONIIE TapaMeTPhI:

HOBBIM  HaboOpoM

— profile — ums npodwmis rpynn (momkHO OBITH mepenaHo u B coctae URL, u B Tene

3ampoca);
— id — upenTHdUKATOD TPYIIIIH;
— {ocranbHbie aTpUOYTHI TPYIIIBI H UX 3HAYCHHS }

[Tpumep 3ampoca:

POST /blitz/api/v2/grps/5£f7b0580-cd2e-4146-8fc5-6eb5a95c7b42? profile=orgs HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json

{

"id": "5f7b0580-cd2e-4146-8fc5-6eb5a95c7b42",
"OGRN": "1147746651733",

"INN": "7715434658",

"name": "HoBoe Ha3BaHme",

"profile": "orgs"

[Ipumep oTBera:

"instanceId": "Mzgb5L..nU",

"id": "5f7b0580-cd2e-4146-8fc5-6eb5a95c7b42",
"OGRN": "1147746651733",

"INN": "7715434658",

"name": "HoBoe HazBaHue",

"profile": "orgs"

[IpuBer oTBeTa ¢ OMIMOKOM (OpraHu3alus HE CYIIECTBYET):

"errors": [
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{

"code": "group not found",
"desc": "Group with '95339e8e-..97' id not found in '389-ds' LDAP group store",
"params": {}

}

A.4.4. YaaneHnue rpyninsl noJib3oBartesiei
Jns ynmaneHust Tpynmbl HeoOXoaumo Bbi3BaTh Metogom DELETE cepsuc mo aapecy
https://login.company.com/blitz/api/v2/grps/{id}?profile=0rgs 6e3 nepenauu Tena 3amnpoca.

ITpumep 3ampoca:

DELETE /blitz/api/v2/grps/5£700580-cd2e-4146-8fc5-6eb5a95¢c7b42? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOO0xG5kxuuLubesWcb yPPQLOFWDuwzMDcONz

A.4.5. TloryyeHHe ciMcKa MOJb30BaTe el B rpyIine moJjb3oBaTesei
J1J1s IOJTyYeHus CIIMCKa T0JIh30BaTeNel U3 TPYIIIBI MOJIb30BaTEIeH HE0OX0IMMO BhI3BATh
metogoM GET cepsuc mo aapecy https://login.company.com/blitz/api/v2/grps/{id}/members.
3anpoc nomkeH BKItouath ciaeayromue URL-mapameTpsr:
— profile — ums npoduis rpym noiabp30BaTeNCH;
— expand (HeoOs3aTeNIbHBIN MapamMerp) — TpeOyeTcst M BKIOYATh B IMOJYYCHHBIH OTBET
®UO nonw3oBarens (truUe) WM T0CTATOYHO TOJIBKO BEPHYTH UX HIeHTUHKaTOpHI (false).

IIpumep 3amnpoca:

GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696/members? profile=orgsé&expand=false
HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz

Cache-Control: no-cache

[Mpumep otBera (npu expand=false):

"instanceId": "Mzg5L..J1l",
"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzg5L..J1l",
"subjectId": "2cafa5f4-bc84-4f6f-91aa-080dad47975£0"

IIpumep otBera (mpu expand=true):

"instanceId": "Mzg5L..J1",
"family name": "MBanOB",
"middle name": "MBaHoBMU",
"given name": "UBar",

"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzg5L..Jl",
"family name": "Ceprees",
"middle name": "Cepreesmuu",
"given name": "Cepren",

"subjectId": "2cafa5f4-bc84-4f6£f-91aa-080dad47975£0"
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A.4.6. BrioueHue nmoJib3oBaTesieil B rpyniy

Jlnis no6aBneHus 1oJib30BaTeNeil B rpynny Heo6xoaumo Bbi3BaTh MetojioM POST cepsuc
o azapecy https://login.company.com/blitz/api/v2/grps/{id}/members/add?profile=orgs.

Teno 3ampoca OMKHO COJEpXkKaTh CIHUCOK JOOABIIEMBIX B TPYIILY I0JIb30BaTeNei C
yKa3aHueM UX uaeHTuukaropos (Sub) B arpudyte subjectld.

IIpumep 3ampoca:

POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/add? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDCONz
Content-Type: application/json

[

{
"subjectId": "45ff69f2-6c40-418f-a2ld-cbe6£f07b88c9"

}I

"subjectId": "cc8c4589-b2£8-40b8-b351-36d643808943"

[Ipumep oTBeTa (MpHU yCIIEUTHOM UCIOTHEHUN):

"instanceId": "Mzg5L..J1l",
"storeId": "tam",
"subjectId": "45ff69f2-6c40-418f-a21d-cbe6f07b88c9"

"instanceId": "Nzg5L..Jl",
"storeId": "tam",
"subjectId": "cc8c4589-b2f8-40b8-b351-36d643808943"

[Mpumep oTBeta mpu omMOKe (MOMBITKA J00ABUTh HECYIIECTBYIOIIETO MOJIb30BATENIs):

"errors": [

{

"code": "user not found",
"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2qg' not found",
"params": {}

[Mpumep oTBeTa mpu ormmoOKe (MOMBITKA J00aBUTH TOTO, KTO YK€ €CTh B TPYIIE):

"errors": [

{

"code": "some members already in group",
"desc": "Some of adding members are already included in group",
"params": {}

}

A.4.7. UckiroveHnne nojb3oBareseid U3 rpynisbl
JUiss MCKITIOUEHHsI TI0JIb30BaTeNel M3 Tpymnmbl HEOOXoauMo BbI3BaTh MeTogoM POST
cepuc 1o aapecy https://login.company.com/blitz/api/v2/grps/{id}/members/rm?profile=orgs.
Teno 3ampoca JOKHO colepKaTh CIIUCOK MCKIIOYaeMBIX M3 OpraHU3alliH JOBEPEHHBIX
JIMII ¢ YKa3aHueM ux uaeHtudukatopos (sub) B arpubyte subjectld.

[Tpumep 3ampoca:
POST /blitz/api/v2/grps/5f7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/rm? profile=orgs HTTP/1.1
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Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json

[

"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"

IIpumep otBeta (mpu ycrexe):

"instanceId": "Mzg5L..Jl",
"storeId": "389-ds",
"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"

[Ipumep oTBeTa (IIPU MOMBITKE YIATUTH U3 TPYIIIBI TOT'O, KOTO TaM YK€ HET):

"errors": [

{

"code": "some members not in group",
"desc": "Some of removing members are not included in group",
"params": {}

IIpumep oTBeTa (IIpU MOMBITKE yIATUTh HECYIIECTBYIOIIETO MOJIb30BaTENs):

"errors": |

{

"code": "user not found",
"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2b' not found",
"params": {}

A.5. CepBucsl A5 padoThbl ¢ IPABAMHU J0CTYIA

JIsst BBIOJHEHMsT 3allpPOCOB MO TIPOCMOTpPY, HA3HAYCHHIO, OT3bIBY IIpaB JOCTYIa
OPUIOKEHHE  JODKHO  MONYyYHTh  MapKep JOCTylla C  CHCTEMHBIM  pa3pelieHHEeM
blitz_rights_full_access.

JIsist mpoCcMOTpa TpaB A0CTYIA MOJIb30BATENSL, T1€ OH SBJISETCS CyObEKTOM, TAKXKE MOKHO
HCIOJIb30BaTh MapKep AOCTyIa C MOJb30BaTeIbCKuM pasperinenuem blitz_user_rights.

IlpaBo moctyma Ha3zHa4yaeTcss OT CyObeKTa HOCTyma K OOBEKTY AocTyma. B kauecTBe
CYOBEKTOB JIOCTYIIa MOTYT BBICTYIATh MOJIb30BaTeIH U npriiokenus (npedukc its). B kagectse
00BEKTOB JIOCTYIa MOT'YT BBICTYNATh IOJIb30BATENM, TPYIIIbI MOJb30BaTenell (mpedpuxc grps),
npuioxeHus (mpedukc its).

JIOCTYIHBI CIIETYIOIINE CEPBHCHI:

— TOJYYUTh MO CyOBEKTY JOCTyla MepedeHb €ro mpaB JOCTyNa K Pa3IMdHbIM OOBEKTaM

JOCTYTIa;

— TIOJYYHUTh MO OOBEKTY JOCTYTA MepEeYeHb IpaB JOCTyIa K HEMY OT CYObEKTOB JOCTYyTIA;
— HA3HAYMTh CYOBEKTY JOCTYIA MPABO JOCTYIA K 00OBEKTY JOCTYIIa;

— 0TO3BaTh y CyObEKTa JOCTYIa MPaBo JOCTYyMa K 00bEKTY AOCTYTIA.
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A.5.1. Tloay4yenue mpaB g0ocTyna
[lonmydyenne mpaB AocTyma Mo CyOBEKTy JOCTyMa, SBIAIOIMIEMYCS TOJIb30BaTENIEM,

BhImostHsIeTcst ¢ momonisio GET cepsuca https://login.company.com/blitz/api/v3/rights/of/<sub>.

IIpumep 3ampoca:

GET /blitz/api/v3/rights/of/BIP-1SEQ41A HTTP/1.1
Authorization: Bearer cNwIX..Nz

IMpumep otBera cepBuca (monb3oBarens BIP-1SEQ41A umeer mpaBo ORG_ADMIN «
rpynmne nojib3oBateneiit 1147746651733, npaso APP_ADMIN k npunoxenuto test_app2, npaso

change_password k yuerHoii 3amucu moss3oBatens BIP-3SGR7TA):

{
"grps|1147746651733|oxrgs": {
"ORG ADMIN": [
"set from api",
"another one tag"
]
}I
"its|test app2": {
"APP ADMIN": [
"set from api"
1
}y
"BIP-3SGR7TA": {
"change password": [
"parent"

]

[Momydyenue mpaB gocTyma IO CYOBEKTY JOCTyNa, SBISIOMIEMYCS MPHIOKCHHEM,
BBITIOJIHSETCS c [IOMOILBIO GET cepBuca
https://login.company.com/blitz/api/v3/rights/of/its/<app_id>.

[Ipumep 3ampoca:

GET /blitz/api/v3/rights/of/its/test app HTTP/1.1
Authorization: Bearer cNwIX..Nz

[Mpumep otBera cepruca (npuoxenue test_app umeer npaso SYS_MON k npuiioxeHuto
test app2, mpaso change password x yuernoi# 3amucu monbs3oBareias BIP-3SGR7TA, mpaso

ORG_ADMIN « rpynmne nonb3oBareneit 1147746651733):

{
"its|test app2": {
"SYS MON": [
"set from api"
]
b
"BIP-3SGR7TA": {
"change password": [
"set from api"
]
}I
"grps|1147746651733|oxrgs": {
"ORG ADMIN": [
"set from api"

]
IlonyquHe nmpaB Ja0CTyna 110 O6BCKTY' A0CTyIa, ABJIAOIICMYCSA I10JIb30BATCIICM,

BhIontHsIeTcs ¢ momortibio GET cepruca https://login.company.com/blitz/api/v3/rights/on/<sub>.

ITpumep 3ampoca:

GET /blitz/api/v3/rights/on/BIP-3SGR7TA HTTP/1.1
Authorization: Bearer cNwIX..Nz
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IMpumep otBeta cepBuca (Ha yuerHyio 3amuch BIP-3SGR7TA 'y monb3oBatens

BIP-1SEQ41A, u y npunoxxenus test_app ects npaBo change_password):

{
"BIP-1SEQ41A": [
"change password"
:| ’
"its|test app": [
"change password"

]

[Tomyuenue mpaB A0CTyMa MO OOBEKTY TOCTYIIA, SBIISIFOIIEMYCS TPYTITION, BHITTOTHSIETCS C
nomortisio GET cepBuca
https://login.company.com/blitz/api/v3/rights/on/grps/<grp_id>?objectExt=<profile>.

IIpumep 3ampoca:
GET /blitz/api/v3/rights/on/grps/114774665173320bjectExt=orgs HTTP/1.1
Authorization: Bearer cNwIX..Nz

[Mpumep otBeta cepuca (Ha yueTHytO 3amuch rpymmbl 1147746651733 u3 npoduiis 0rgs

y nosib3oBatensi BIP-1SEQ41A, u y npuioxxenus test_app ectb npaBo ORG_ADMIN):

{
"BIP-1SEQ41A": [
"ORG_ADMIN"
:| ’
"its|test app": [
"ORG_ADMIN"
1

[Tomyuenue paB A0CTyma Mo 0OBEKTY OCTYIIA, SBIISIFOIIEMYCSI IIPUITOKCHHUEM,
BBITIONHsIETCS ¢ momoisio GET cepsuca
https://login.company.com/blitz/api/v3/rights/on/its/<app_id>.

IIpumep 3ampoca:
GET /blitz/api/v3/rights/on/its/test_app2 HTTP/1.1
Authorization: Bearer cNwIX..Nz

[Mpumep oTBeta cepBrca (Ha yYeTHYIO 3allUCh MPHIOKEeHHUs test_app2 y mosb3oBaresns

BIP-1SEQ41A ects npaBo APP_ADMIN, u y npunoxxenus test_app ects mpaBo SYS_MON):

{
"BIP-1SEQ41A": [
"APP ADMIN"

:| ’

"its|test app": [
"SYS MON"

1

B cnywae ecnm mapkep jgocTyma mpocpodeH, To cepBuc BepHer ommbky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad access token",
"desc": "expired access token"

}
A.5.2. Ha3nayeHmue mpas goctyna
Hasznauenune IIpaBa J0CTyI1a BBITIOJIHACTCA qepe3 PUT BBI3OB CCpBHCA
https://login.company.com/blitz/api/v3/rights.

Teno 3aIrpoca JOJKHO COACPKaTh CICAYIOIIUC IMTapaMETPbI:
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— subject — unenTHdUKaTOp CyObEKTa, KOTOPOMY Ha3Hadaercs MpaBo (MICHTH(DHUKATOP
MOJTE30BATEIISI WITH TIPUIIOKCHUS);

— subjectType — tun cyobekra. [Tapamerp yka3plBacTCs TOIBKO B CIy4ac Ha3HAUCHUS MTpaBa
IPHIOKEHHIO. B 3TOM ciydae ucronp3yercst 3HaueHue Its;

— oObject — unentudukaTop 00BEKTa, Ha KOTOPBIA HazHA4YaeTCs MpaBo (MIACHTU(DHKATOD
T0JIL30BATEJISI, TPYIIIIBI MTOJIH30BATENICH HITH MPHIOKEHHS);

— ObjectType — tun oobekra. [lapameTp yka3bIBaeTCsl TOIBKO B CIydae Ha3HAUCHHUS MpaBa
Ha IPyMITy MoJb30BaTeNei (3HaueHne grps) WK Ha NpUIIoKeHue (3HaueHwue Its);

— rights — maccuB co cicKOM Ha3HAYaeMbIX NIPaB CYOBEKTY Ha OOBEKT;

— tags — MaccuB CO CIIMCKOM TATOB Ha3HAYAeMBIX IIPaB.

HpHMep 3alpoca Ha Ha3HAaYCHHUE ITpaBa JOCTYIIAa ITOJb30BaTECIII0 HA APYI'OIr'o IOJIb30BATCIIA:
PUT /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

IprMep 3ampoca Ha Ha3HAYEHHE TpaBa JOCTYIIA IMOJb30BATENI0 Ha TPYIIY
PUT /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"] P
"tags": ["set from api"]

HpHMep 3ampoca Ha Ha3HAYCHME ITpaBa JOCTYIIA ITOJIL30BATCIIIO HA IIPUIIOKCHUE !

PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[
"subject": "BIP-1SEQ41A",
"object": "test app2",
"objectType": "its",
"rights": ["APP ADMIN"],
"tags": ["set from api"]

HpI/IMep 3arpoca Ha Ha3HAYCHUE MMpaBa AOCTYyNA IIPUIIOKCHHIO HA I10JIb30BaTCIIA:
PUT /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

[Ipumep 3anmpoca Ha Ha3HAUYEHUE IPaBa JOCTYIA MPUIOKEHHUIO Ha TPYIIITY:

PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
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Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG ADMIN"],
"tags": ["set from api"]

HpHMep 3alpoca Ha Ha3HAYCHHUE IIpaBa JOCTYyIa IIPHUII0KEHHUIO HA JIPYyTro€ MPHIIOKEHUE .

PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "test app2",
"objectType": "its",
"rights": ["SYS MON"],
"tags": ["set from api"]

B ciydae ycnemHoro HazHaueHwus paBa goctyna cepsuc sepHer HTTP 204 No Content.
B cnydae ecnu mapkep OocCTymna NpocpodeH, To cepBuc BepHeT ommbky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad access token",
"desc": "expired access_ token"

B cityuae eciii Ha3HaYaeMoro mpasa He CYIeCTBYET, TO cepBuc BepHeT ommoky HT TP 400

Bad Request:
{

"type": "process error",
"error": "unknown right",
"desc": "The specified right is unknown",
"params": {
"right": "change passwordl"

}
B cinydae ecnu yka3aHHOrO B KayecTBe CyObeKkTa WJIM OOBEKTa IMOJIb30BaTENsd HE

CyliecTByeT, To cepBuc BepHet ommmbky HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown user",
"desc": "The specified user is unknown",
"params": |
"userId": "ivanovl"

}

B ciyuae ecnu ykazaHHOH B KauecTBE 0ObEKTa IPYIIIBI HE CYIIECTBYET, TO CEPBUC BEPHET

oum6bky HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown group",
"desc": "The specified group is unknown",
"params": {
"grpId": "1147746651734"

}
B cjiydyac cCli y1<a3aHH0171 B KaydCCTBC Cy'6’beKTa W O00BEKTa MMPUIIOKCHUSA HE

cymiecTByer, To cepuc Bepret ommbky HTTP 400 Bad Request:
{
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"type": "process_error",

"error": "unknown rp",

"desc": "The specified relying party is unknown",
"params": {

"rpId": "test app3"
}
}

A.5.3. OT13bIB IpaB g0CTyNA

OT13piB  mpaBa jgoctyna  BeimonHseTcss 4depes DELETE  BweBOB  cepBuca
https://login.company.com/blitz/api/v3/rights.

Teno 3anpoca T0MKHO COAEPKATh CIIEAYIONINE TapaMeTphl:

— subject — unentudukarop cyObeKTa, y KOTOPOTO OT3BIBACTCS MPaBO (MICHTU(PHKATOP

MOJIb30BATENS UITU TIPUIIOKEHUS);

— subjectType — tumn cyobekra. [lapamerp ykaspIBaeTCs TOJIBKO B CiIydae OT3bIBa MpaBa y

NPUIOKEHUS. B 3TOM citydae UCIOIb3yeTcsl 3HaYeHHE itS;

— object — unentudukatop 0ObEKTa, HA KOTOPBIA OT3BIBACTCS MPaBO (MICHTU(PHUKATOP

TMOJIb30BATEJIs, TPYIIIIHI MOIH30BATEIICH UITU TPUIIOKEHHS);

— objectType — tun oObekra. [lapamerp yka3piBaeTCs TOJILKO B CIy4ae OT3bIBa MpaBa Ha

TPy MOJIb30BaTeNeH (3HaueHue grps) Wik Ha MpuIoKeHue (3HaueHue its);

— rights — MaccuB €O CIIMCKOM OT3bIBAEMBIX MpaB CyObeKTa Ha 00BEKT;
— 1ags — maccuB cO CIIUCKOM TAI'OB OT3bIBAEMBIX IIPAB.

Ecnu npaBo goctyna Obl10 Ha3HaYEHO CYOBEKTY JIOCTYIIa Ha OOBEKT JOCTYIIA C YKa3aHUEM
HECKOJIBKUX TATOB, TO JUIs OT3bIBA MpaBa JOCTyNa TOXXe HEOOXOAMMO yKas3aTh Bce TATU. Ecnmu
OT3BIB IPaBa IOCTYIIA BHI3BIBAETCSI HE C MOJIHBIM YKa3aHUEM TATOB, TO IIPU OT3bIBE OYIyT yalICHBI
TOJILKO OT3BIBAEMBIE TATH, a MPABO JOCTYIAa y CYOBEKTa JA0CTyNa K 00bEKTY JOCTyNa OCTaHEeTCs,
MOKa OCTaeTcst XOTs Obl OJAUH U3 TATOB.

HpI/IMep 3ampoca Ha OT3BIB IIpaBa JOCTYIIA IIOJIL30BATEII0 HA APYIOro IMOJb30BATCIIA.
DELETE /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

HpHMep 3ampoca Ha OT3BIB IIpaBa AOCTYIIa MMOJIb30BATEC/II0 HA I'PYIIILY.

DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{
"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"] P
"tags": ["set from api"]

HpHMep 3ampoca Ha OT3BIB IIpaBa JOCTYIIA ITOJIB30BATEC/II0 HA IIPUITIOXKCHHUC.
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DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "test app2",
"objectType": "its",
"rights": ["APP ADMIN"],
"tags": ["set from api"]

[Mpumep 3ampoca Ha OT3BIB MPaBa JOCTYIA MPUI0KESHUIO HA TIOJIb30BATEIS:

DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

HpI/IMep 3arpoca Ha OT3bIB IIpaBa JOCTYyIIa IIPHIIOKCHHUIO HAa rpynny:
DELETE /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set from api"]

HpI/IMep 3arpoca Ha OT3bIB IpaBa A0CTyIA IIPHUIIOKCHHUIO HA APYTroC IIPHUIIOXKCHUC.
DELETE /blitz/api/v3/rights

Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "test app2",
"objectType": "its",
"rights": ["SYS MON"],
"tags": ["set from api"]

B cnydae ycnenrHoro ot3biBa npasa Joctyna cepsuc sepHer HTTP 204 No Content.
B cnywae ecnm mapkep Joctyma MpOCpodeH, TO cepBuc BepHer ommbky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad_access_token",
"desc": "expired access token"

B ciryuae ecnu 0T3bIBa€MOT0 IpaBa He CYLIECTBYET, TO cepBUC BepHeT ommbky HTTP 400

Bad Request:
{

"type": "process error",
"error": "unknown right",
"desc": "The specified right is unknown",
"params": {
"right": "change passwordl"

}
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B cinydae ecnu yka3zaHHOro B KayecTBe CyObeKkTa WJIM OOBEKTa IMOJb30BaTENd HE

CyIIeCTBYeT, To cepBuc BepHeT ommmbky HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown user",
"desc": "The specified user is unknown",
"params": {
"userId": "ivanovl"

}

B ciygae ecnu ykazaHHOHM B KauecTBE 00BEKTa IPYIINBI HE CYLIECTBYET, TO CEPBUC BEPHET

oumnoxy HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown group",
"desc": "The specified group is unknown",
"params": |
"grpId": "1147746651734"
}

B cjIydac CCJlIk y1(a3aHH01>i B KaydCCTBC CY6’BCKTa WIH O0beKTa IPUITOKCHUS HC

CyliecTByeT, To cepuc BepHet ommbky HTTP 400 Bad Request:
{

"type": "process error",

"error": "unknown rp",

"desc": "The specified relying party is unknown",
"params": {

"rpId": "test app3"
}
}

A.S5.4. YnpapjeHue NpaBaMH MeKAy BeIyIIMM M BeIOMbIM MOJIb30BATEISIMU

Hasnadyenue npasa BemynieMy IOJIb30BATENI0 B OTHOIIEHUM BEAOMOIO IOJIB30BATENS
OCYLIECTBIAETCA METOAOM POST 110 azpecy
https://login.company.com/blitz/api/v2/users/rights/change.

B 3anpoc nmomxeH ObITh M00aBIEH 3arojoBOK ¢ MapKepoM JOCTYyNa Ha pa3pelieHHe ¢
umeneM blitz_user_rights, momy4eHHBIM yUETHOM 3aIIKCHIO BEIYIIETO TOIb30BATEIS.

Ecnu HasHauvaroTcs mpaBa, TO TeNO 3ampoca JOJKHO COJIEp>KaTh 3aMOJIHEHHBIH OJIOK
update ¢ mepeuHeM MpaB, KOTOpPbIE JOJKHBI OBITH J00ABJICHBI B PE3YJIbTATE BBIMOJIHECHUS

OIIcpanuu. Ka>1<z[oe IIpaBO ONMCHIBACTCS CICAYIOIIMMHU IIapaMETPaAMMU .

subject — unenTuduxarop (SUb) yueTHO# 3amKcu BeayIIero Mojab30BaTENs;

— object — unentudukarop (SUb) yueTHoit 3amucu BeIOMOTO MOJIb30BATEIIS;

— rights — mepe4eHs mpaB B BUEC MAaCCHBA, KOTOPBIN IMOyYaeT ydeTHAs 3aliCh BEIYIIETO
M0JIb30BAaTE/sl B OTHONICHUH YYETHOM 3alicH BEIOMOTO Mojib3oBareis. Hampumep, mist
IpaBa MEHATH MApOJIb OT YUETHOM 3alTUCH JOJDKHO OBITH YKa3aHo mpaBo change_password
(cmeHa maposs);

— tags — mepeveHb TEroB, YKa3bIBAIOIIUX Ha OCHOBAHMS, 110 KOTOPHIM JTAaHHBIN MOJIb30BATEITh

MOJTYIHJT [TPaBa.

Ecnu oT3b1BatoTCs paBa, TO TEJI0 3ampoca JT0/DKHO CoepIKaTh 3anoHeHHbIH 010k delete
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C TMEepeYHeM IIpaB, KOTOPbIC JOJIKHBI ObITh OTO3BAHbI B PE3yJbTATE BBIMOJIHCHHS OIEPAIIUH.
Kaxmoe nmpaBo OMMCHIBACTCS CIIEIYIONMMHI TapaMETPaMU
— subject — ugentudukaTop (SUb) yuerHo# 3amucH BEIyIIETO MOJIb30BATEIS;
— object — unentudukarop (Sub) yuerHol 3anmucu BeJOMOTO MOJb30BATEII;
— rights — mepeveHb mpaB B BHIEC MacCcHBa, KOTOPbIC OT3BIBAIOTCSA y BEAyIIEH y4eTHON
3alMCH B OTHOIIEHUU BEJOMOW YYETHOM 3aIUCH;
— tags — mepeveHb TErOB, YKa3bIBAIOIIUX Ha OCHOBAHMS, TI0 KOTOPHIM JTaHHBIN MTOJIb30BATEITh

MOJTYIHJI [IPaBa.

Ecnu npu BBITIOJIHEHWH 3ampoca MpaBa He HA3HAYAFOTCS WM HE OT3BIBAIOTCS, TO B TEJC
3ampoca JIOJDKEH COOTBETCTBEHHO MPHCYTCTBOBATH MJIHM ITyCTOM Oitok update, wiu mycToii 610k
delete.

B omHOM 3ampoce MOKET OBITh YKa3aHO Cpa3y HECKOJIBKO Ha3HaYaeMBIX/OT3BIBAEMBIX
mpaB, HO B KauecTBe cyObekra (Subject) momkeH ObITh yKa3aH TOJNIBKO TOT IOJIb30BATENlb, HA
KOTOPOTO OBLIT IMOJIy4eH MapKep JIOCTyIIa, HCITOIb3yEeMBIH JUIs BBI30Ba CEPBHCA.

[Ipumep 3ampoca Ha Ha3HAUEHUE MPAB:

POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json
{
"update": [
{
"subject":"6561d0d9-5583-4bb5-a681-b591358e5fcd",
"object" :"5cffd68f-2cb8-4f7a-b0£f3-9fa69alfbbcd",
"rights": [
"change password"
i
"tags": [
"parent"

]

"subject":"6561d0d9-5583-4bb5-a681-b591358e5£fcd",
"object":"b855957d-bf24-48d4-bb63-ccedf5064590d",
"rights": [
"change password"
I
"tags": [
"parent"
1
}
1,
Ydelete: |
]

[Ipumep 3anpoca Ha OT3BIB IIPaB:

POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json
{
"update": [
1
"delete": [
{
"subject":"b855957d-bf24-48d4-bb63-cce4£50645904",
"object" :"5cffd68f-2cb8-4f7a-b0£3-9fa69alfbbcd",
"rights": [
"change password"
:|I
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"tags": [
"parent"

]

3ampoc MOKET 3aBEpIIUThCs OomOKoit. B aTom ciyuae Blitz Identity Provider orkimonut

3aIpocC LEJTMKOM M BEpHET NepedeHb BO3HUKIINX OmHOoK. [Ipumep oTBeTa ¢ ommoOkamu:

{

"errors" : [
{
"code" : "validation error",
"params" : {},
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b"') Incorrect right '' to

object '5cffd68f-2cb8-4f7a-b0f3-9fa69alfbbcd'"

by
{

"params" : {},
"code" : "validation error",
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b') Incorrect tag '' for

right 'write' to object '5cffd68f-2cb8-4f7a-b0f3-9fa69alfbbcd'"

by
{

"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b"') Incorrect object ''",
"code" : "validation_error",
"params" : {}
}l
{
"desc" : "Incorrect subject ''",
"code" : "validation error",
"params" : {}

3ampoc Ha OT3BIB TPaB MOXET OBbITh BBIMOJHCH MPUIOKCHHEM HE TOJBKO C
UCIIOJIb30BaHUEM ITOJIH30BATENILCKOTO MapKepa JOCTYIIa, HOTyYeHHOT 0 Ha pa3perieHue C MMEHEM
blitz_user_rights, Ho ¥ ¢ ucnoab30BaHHEM CHUCTEMHOTO MapKepa JOCTYyIa, MOJyYeHHOro Ha
pasperenue ¢ umerem blitz_rm_rights. B atom cirydae 3ammpoc Ha 0T3bIB MOKET BKITIOYaTh SUbject
IO0BIX MOJIb30BaTeNe (1715 OT3bIBA Y TIOJIB30BATEIS PaBa He MOTPEOyeTCs, YTOOBI UMEHHO 3TOT
MOJIb30BaTEbh OCYIIECTBISUT BXOJ B CHCTEMYy M MOJydYal MapKep JOCTyla — CHCTeMa MOXKET

OT3bIBAThH ITpaBa 1100010 HOJ'IB3OBaTeJ'I${).
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Hpunoxenue b. Jlo6aBJieHne JOMOJHUTEIbHOT0O METOAA AYTEHTH(PUKAIUA

Blitz Identity Provider mo3BossieT MOIKIIOUUTH COOCTBEHHBIM pa3pabOTaHHBIA METO.
ayTeHTH(UKanuu. s 3Toro Heo6X0AMMO CUCTEMA, BBICTYHAIOIIAs B KAUECTBE «IOCTABIIHUKA»
TaKOT'0 METO/a ayTeHTH(PUKALINH, TOJDKHA!

— IlIpenocraButh 06pabOTUUK 3amIpoca HA AyTEHTU(DUKALUIO.
— Ilepenars B Blitz Identity Provider pe3ynbraT ayTeHTHUKALIUN.

Taxke cucteMa MOXET ONIMOHAIBHO MPEJOCTaBUTh CEPBUC MPOBEPKU MPUMEHUMOCTH
MeTOJ1a ayTeHTU(UKALIUH.

B Blitz Identity Provider pa3paboraHHblii MeTOJ ayTEHTU(HKAIMHA HYXKHO
3aperucTpupoBatb kak «Buemmmii  meron — ayreHTudukamum»  (cM.  «PykoBoacTBO

aJIMUHUCTPATOPA»).

b.1. Cepsuc 00padoTunka 3anpoca Ha AYTEHTH(PUKALUIO
Ipencrasasier coboit URL mist mpuema HTTP-3ampocos ot Blitz Identity Provider. TIpu
3anpoce Ha ayreHTudukanuio Blitz Identity Provider 6yner aenars 3anpoc merogom POST mo
naHHOMYy anapecy. B tene mamnoro 3ampoca Blitz Identity Provider 8 dopmare JSON mepenact
CIICAYIOIINE JaHHBIE:
— uneHtudukaTop 3ampoca (id);
— YTBEPXKJICHHUsI, XapaKTepU3YIOIIHe Mojib3oBaTelns (claims) — ONMIUOHAIBHO, TOJBKO MPH
BBI30BE B Ka4e€CTBE BTOPOTO (haKkTopa;
— uaeHTu(dUKATOp CUCTEMBI, 3anpocuBinuil Bxox (rpld);
— uneHtudukarop kontekcra ayreHTudukanuu (loginContextld);
— JaHHBIE O 3ampoce (request), BKIrouaromuii B ceds 3aronoBku (headers), IP-ampec
nosb3oBarenst (remoteAddress), agpec merona (uri), mepeueHs cookie (cookies) m User
Agent nonb3oBaTens (userAgent).

[Ipumep tena 3anpoca:

"id": "a9692091-4613-41aa-91d2-9a71la3fc2e07",
"claims": {},

"rpId": " blitz profile",
"loginContextId": "4502aa51-f28c-4a64-951c-5able77b1294",
"request": {
"headers": {1},
"remoteAddress": "172.25.0.1",
"uri": "/blitz/login/methods2/outside_ test",
"cookies": {},
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0).."

Ha ctopone «mocraBiiykay BHEIIHEr0 METoJa HEOOXOAMMO MPEeryCMOTPETh 00paboTKy
JAHHOTO 3arpoca. B pesynbTare BHEMIHUI MeTOJ NOJKEeH BepHyTh aubo HTTP-orBer mns
BBINIOJIHEHUSI B Opaysepe mnosb3oBaTens (Hampumep, BepHyTh koja HTML-crpanunsl win
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WHUIMMPOBATh PEAUPEKT Opay3epa Ha HEOOXOAUMYIO CTpPaHUILy BHEIIHETO METO0/a), JUO0O
cooOrieHue 06 omuoke.
Tpedosanus k HTTP-otBety Ha 3ampoc:
— OTBET JOJDKEH BKJIIOYaTh B ce0s ycTaHoBKY cookie (Ha oOmwmit momen Blitz ldentity
Provider u BHeIIHEr0 METO/1a);
— Ha3BaHMe cookie JOJDKHO OBITh IMpeABapHTENILHO 3apeructpupoano B Blitz ldentity
Provider;
— B KayecTBe 3HaueHHs cookie IO/bKeH OBbITh MCHOJB30BaH HICHTHU(HKATOP CECCHUH,
CT€HEPUPOBAaHHBIN BHEITHUM METOJIOM.

[Mpumep HTTP-oTBeTa ¢ peMpeKTOM U YCTaHOBKO# COOKie:

HTTP/1.1 302 Found

Location: https://login.company.com/blitz/begin?id=a9692091-4613-41aa-91d2
Set-Cookie: Bmr=YTk20TIwWOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3; Domain=company.com;
path=/blitz; Secure; HttpOnly

Ipr IPOXOKIAECHUH BHEIIHETO METO/A «IOCTABIIUK» JIOJDKEH IMPOBEPHUTH, YTO 3HAUCHHE
cookie tst JTaHHOTO 3ampoca He ObLIO H3MEHEHO.
B ciydae HEBO3MOKHOCTH TPOBECTH AyTEHTH(OUKAIIUIO TTOJIB30BATEIS, BHEITHUN METOT

JIOJDKEH BEpHYTh OMIMOKY. [IpuMep pekoMeHIyeMbIX K BO3BpaTy OLIMOOK MPUBEACH B TaONUIe

HIDKE.
Tabauua 12 — Pexomenoyemoie Kooa 603epama

Ne | Koxg orBera HTTP 3Ha4YeHHE OTBETA Onucanue oTBeTAa

1 200 OK WHunuupoBaHue BHEHIHETO  METOAA
MOCPEJICTBOM OTOOpaXEHUsI KOHTECHTA
CTpaHUIIbI

2 302 Found NHunuupoBaHne BHEUTHETO0  METOJa
MOCPEACTBOM PEIUPEKTa

3 400 Bad Request OTCyTCTBYIOT 00s13aTeIbHBIC
napaMeTphl 3ampoca

4 500 Internal Server Error | BayTtpennss omubOka  00paboOTKH
BXO/ISIIIIETO 3ammpoca

B.2. Ilepexaua pesyabraTa ayTeHTH(pUKaALUH

[Mocne mpoxokIeHUsT BHEIITHETO METOJIa «ITOCTABIIUKY JOJDKEH BBIMOTHHUTH CIICTYIOIINE
IEUCTBUS:
a) cepBepHas 4acTh «IOCTaBIIMKa» J0JkHA Bbi3BaTh Blitz Identity Provider metomom POST

110 CJICAyHOIIEMyY aapecy.
https://login.company.com/blitz/login/methods/outside/save?methodName=outside {name}

B nanHOM 3ampoce name — 3To WM BHEIIHEr0 METo/1a, MpUcBoeHHoe emy B Blitz ldentity
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Provider npu perucrpanuu.

B ClIy4dac ycCriexa B TCJIC 3a1poca JOJIKHBI OBITh YKa3aHblI:

uaentudukarop 3ampoca (id);

— extSessionld — wuaeHTH(GUKATOP CECCHH, CreHEPHUPOBAHHBIN BHEIIHUM METOJIOM.
Wnentudukarop 10DKEH COBINAIATh CO 3HAYCHHEM, MEPEIaHHBIM B HCXOJHOM 3alpoce B
cookie;

— claims — mepeueHp yTBepKACHHUH, KOTOPBIMH HY)KHO OOOTaTHTh CECCHIO MOJIb30BATEIIs.
[lepeueHb MOXKeET ObITH MyCTHIM;

— subjectld — uaenTuduKaTOp MoNB30BaTeNs (TONBKO ISl IEPBOrO (haKTOpa; MPH BHI3OBE
BHECIITHET'O METO/Ia B KayecTBE BTOPOro (hakTopa HENb3s MepelaBaTh WASHTU(UKATOP
TI0JIb30BATEIIS);

— loginContextld — wuneHTHdUKaTOp KOHTEKCTa ayTEHTU(GHUKAIUH, COOTBETCTBYIOIINMN

HCXOJHOMY 3aIpocy.

[Tpumep 3ampoca:

POST /blitz/login/methods/outside/save?methodName=outside test HTTP/1.1
Content-Type: application/json

{

"id": "426b5139-e4£f7-41e6-a206-9503de6£34dd",
"extSessionId": "YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3",
"claims": {},

"loginContextId": "3cad4dlf0-654a-4665-be98-d105abbec35d",
"subjectId": "2db787c7-6e37-4018-abe9-2beal011c047"

B ciydae ommOku B Tene 3ampoca JOKHBI ObITh YKa3aHbI:

— id — ugenTrduKaTOp 3ampoca;

— extSessionld — wuaeHTHGUKATOP CECCHM, CreHEPHPOBAHHBI BHEIIHHUM METOJIOM.
Wnentudukarop 10DKEH COBIAIATh CO 3HAYCHHEM, MEPEIAaHHBIM B HCXOTHOM 3alpoce B
cookie;

— error — xoj OImuOKu;

— MSQ — TEKCTOBOE OMKMCAHKUE OMTUOKHU (OMIIMOHAIIBHO).

POST /blitz/login/methods/outside/save?methodName=outside test HTTP/1.1
Content-Type: application/json

{
"id": "426b5139-e4£f7-41e6-a206-9503de6f34dd",
"extSessionId": "YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3",

"error": "not found",
"msg": "User not found"

B citydae coxpaHeHust pe3ysibTaToOB ayTeHTU(HUKAIMHU (KaK YCICIIHOM, TaK U HEYCIEeITHOMN )
Blitz Identity Provider Bozspamiaer oreer HTTP 200 OK.
b) Opay3epHas 4acTh «IIOCTABIINKa» JOJDKHA 00ECIICUUTD TIepEHAIIPABICHHE MTOJIb30BATENS
obparno B Blitz Identity Provider. /Iyis aToro Heo0xoauMo niepeHanpaBuTh Opay3ep 1o

anpecy:
https://login.company.com/blitz/login/methods/outside/callback?methodName=outside {name}
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B nanHoM 3ampoce name — 3To WM BHEIIIHEr0 METOo/1a, MpUcBoeHHoe emy B Blitz ldentity

Provider npu perucrpanuu.

b.3. CepBuc npoBepky NPpUMEHUMOCTH METOIa Ay TEHTH(PUKANH
[MpencraBnser coboit URL mms mpuema HTTP-3ampocos ot Blitz Identity Provider. o
3ampoca Ha ayreHTudukanuio Blitz Identity Provider 6yner nenars 3ampoc merogom POST mo
JTAaHHOMY ajpecy, nepenaB B Tene B ¢opmare JSON Te ke naHHBIE, YTO M B 3amlpoce Ha
ayTEeHTU(UKALIUIO.
B kauectBe oTBeTa BHEHmHHMI MeToa JobkeH BepHyTh JSON co ciemyrommmu
aTpubyTamu:
— wupeHtudukarop 3anpoca (id);
— pe3yabTar MPOBEPKU MpUMEHUMOCTH (result), mpuHuMaromuii 3HaueHue auoo true (merosn
npuMenum) wiu false (meron He npumeHum);
— wungeHtudukatop KoHTekcTa ayrentudukanuu (loginContextld), coorBercTByIOIIMIA
3aIpocy.
Ecnu cepBuc BepHer false B kadecTBe pe3ynbraTa MPOBEPKH MPUMEHHUMOCTH, TO Jajice
Blitz ldentity Provider He OynmeT BBIMOJHATH 3aMpoOC Ha AyTEHTU(DUKALUIO Ui JTAHHOTO

II0JIb30BAaTECIIA.
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Hpuaoxkenue B. APl ayreHTHPHKAIIME 10J1b30BATEJIA

CranmaptHO TpH HEOOXOIMMOCTH TIPOBECTH HWIACHTU(DUKAUIO M ayTEHTHU(PHUKAIHIO
0JIb30BaTE s BeO-CcaliT MiIn MOOMJIBHOE MPHIIOKEHKE B3aumoaeiictByer ¢ Blitz Identity Provider
mo Jr0OMy W3 JOCTYNMHBIX TpoTOokojioB (cm.m. 1l). Tlpu 93TOM HeEmoCpeACTBEHHO
ayTeHTH(UKaIMel NpuiioKeHne He 3aHuMaeTcs. [IpunokeHne nepeHanpasisieT mojib30BaTeisl B
Blitz Identity Provider na crpanuny Bxoma. Jlamee Blitz ldentity Provider camocrosrensHO
IpeylaraeT  IMOJIb30BATENI0  pa3IMyHble  METOJAbl  ayTCHTU(HUKAIMH,  OCYIIECTBISET
B3aUMOJICHCTBHE C TIOJIB30BATENIEM B ITPOIIECCE BXO/IA.

B HEKOTOpBIX cCiIy4asx MOXET OBITh JKEJIaTeIbHO TPEAOCTaBUTh IIOJIE30BATEIIO
BO3MOKHOCTh IMPOUTH HICHTH(DUKALIMIO U ayTCHTU(UKAIMIO Oe3 TIepeHanpaBJICHUS Ha CTPAHHILY
Bxomga Blitz Identity Provider. Takue BO3MOXHOCTH OrpaHHYCHBI (HE BCE METOJbI BXOJa U
MOJTBEP)KACHUST BXOJa JOCTYNHBI 0e€3 TIepeHanpaBlieHus), TpeOylT OoJbpmoro odbema
J0pab0OTOK Ha CTOPOHE MPHIOKEHUS (TaKk Kak B MPHJIOKECHHH HEOOXOIMMO IOAICPKaTh
00paboTKy pa3lUYHbIX CLIEHAPHUEB, CBA3aHHBIX C ayTeHTU(UKALIEH).

Blitz Identity Provider mnpenocraBmsser HTTP API, mno3Bomsioniee BCTPOUTH B
BEO-CTpaHUIy MPHUIOKEHUS WISHTU(UKAIMIO M ayTeHTH(UKAIMIO Toyb30Bareneil  0e3
TepeHanpaBIeHus MOJIb30BaTENs HA OTAETbHYI0 cTpaHuily Bxonaa. Jlannoe HTTP API co3gano
1151 BeO-npunoxkenuid. [pu ucnonb3oBanun API obectieunsaercst Web Single Sign-On, a umenHo
NP MOCJICIYIOIIEM BXOJIE B TOM ke BEO-CECCHH TOJIb30BATENs B Ipyroe mojakiodeHHoe k Blitz

Identity Provider npunoxenue, y Hero He Oy€T MOBTOPHO 3aMpanIuBaThCs BXO/I.

B.1. Hacrpoiiku 15 ucnosab3osanus API

Ipunoxenne K0KHO OBITH 3apeructpuposano B Blitz Identity Provider. ITpuioxenuto B
Blitz Identity Provider momxubl ObiTh mpucBoensl client id u client_secret, u B Blitz Identity
Provider momxusl ObITh 3apeructpupoBanbl URL Bo3BpaTa npuiIoKeHus.

B3aumopeiictBue crpanunbl npuioxenuss u Blitz Identity Provider ocHoBano Ha
BoIoTHEHUU cepun AJAX-B3aumoneicTBuid. J[Ji1 BO3MOXXHOCTH TakOTO B3aMMOJICHCTBUS Ha
BeO-cepBepe MpuiiokeHuss U Ha BeO-cepepe Blitz Identity Provider momxHbl OBITH CleliaHBI
crenyromue Hactpoiitku CORS (Cross-origin resource sharing):

Ha cepsepe Blitz Identity Provider nns o6padorumka /blitz/oauth/ae nyxHO HacTpouTh
CORS-paspemenne, no06aBuB cienytonme HTTP Headers (myxkHo ykasare Origin  mis

IMTPO/I-caiita 1 HeoOXoaMMBIE OFigin I HY)KHBIX TECTOBBIX CPEJ):

"Access-Control-Allow-Origin" -> "https://{app-domain}",
"Access-Control-Allow-Credentials" -> "true"

B sTom 3aronoske {app-domain} — 3To 1o0MeH IpUIOKEHHUS.
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Ha cepepe moprana juis callback-oopaborurka (cm. cieayrorniuii pasaen) otseta ot Blitz
Identity Provider nyxno HacTpouTtsh cnenyromee CORS-paspemienue (pasperuenue na null, tak

Kak Iocjie peaupekra opaysep copacsiBaeT 0Origin):

"Access-Control-Allow-Origin" -> null,
"Access-Control-Allow-Credentials" -> "true"

B.2. Cxema B3amMmopericTBusi
HTTP APl ayrenTudukannu no3BoJiser:
— IlpoBepurs Hannuue SSO-ceccun. B ciydae orcyrerBus SSO-ceccun NOIydnuTh CIIUCOK
JOCTYITHBIX ITOJIb30BATEII0 METOJIOB 2y TCHTH(HKAIIHH.
— TIIpoBecTr HACHTU(UKAINIO U ayTEHTH(PHUKAIIUIO C UCIIOIB30BAaHUEM JIOTHHA M MTAPOJISL.
— IIpoBecTH nACHTUGUKAMIO U ayTEHTU(HUKALMIO C UCIIOIb30BAaHUEM JIOTHHA (TesnedoHa) U
KO/JIa TOITBEPKJAEHUS, OTIpaBIiieMoro no SMS.
— IlpoBectu unentudukanuio u ayrentudukanuo no QR-komy;
— IlpoBecTr mOANTBEpXKIEHHE BXOAa C UCIONB30BAHUEM KOJA IOATBEPKACHUS,
otmpasisiemoro mo SMS.
Ha pucynke 10 mpuBeneHa cxema B3aUMOJICHCTBUS MPH BXOJE IO JIOTHHY W TApOIIO C
MOCTEIYIOIUM  TOATBEPXKICHUEM BXOJa C  HCIHOJb30BAHMEM KOJa TOATBEPXKICHHUS,

otmpasisieMoro mo SMS.

Nonb3oBaTens @ponTena npuACK e Bakena Blitz Identity Provider
(6paysepa) NPHUAOKEHUA
l l O ‘ ;L I @
MonkL3osaTtenk Bbi3bIBAET NPUAOKEHUE , | AJAX CORS. MHMumumposaHue Bxoaa

L4 v

HTTP Redirect /blitz/oauthfae?client_id=...&scope=...&state=...&
response_type=...&redirect_uri=...&display=script

= 3anyck npoyecca BxoAa

Access_Control_Allow_Origin https://company.com, IDP session state cookies,

HTTP Body: uHcTpykuun («3anpocute naponby», «sanpacute SMS kog» , «sanpocute
BXO/] Yepe3 CoL,.CETU») MAM aBTOMATHYeCKoe nepeHanpaeneHue Ha redirect_uri ¢ kogom
28TOPH3aLIUK, eC/H SSO-ceccun ecTb

v

¥

AJAX CORS. Bbi3oB nposepky napons.
Moneb3osaTens BEOAMT NOTWH/NAponL

HTTP POST noruk, napons, Apyrve napameTpsi . Nposepka napons

Access_Control_Allow_Origin https:/fcompany.com, IDP session state cookies,
HTTP Body: nHcTpykuma («3anpocute ewe pas», «nogTeepanTte axoar) wim HTTP Redirect
Ha redirect_uri ¢ koj oM aBTOpU3ayMu

v

AJAX CORS. MHWYu1poBaHue 0TNpaekk SMS ¢ KOAOM NOATEEPXAEHWUA N Ornpaska SMS

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: MHCTpyKuma («3anpocuTe KOg NOATBEPKAEHNAR)

v

N b
Mons3osaTens BBOAWT koA 13 SMS AJAX CORS. Bbi3os npoeepkv KOAa NOATEEPKAEHWA.

ey HTTP POST koA noaTeepxaenms . Mposepxa kopa

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: uHcTpykums («3anpocuTe ewe pas») uam HTTP Redirect Ha redirect_uric
KOAOM aBTOpM3aL MM

v

Bei3os redirect_uri npunoxeHmns ¢

nepejauen KOAa aBTOpUIaLMHN Bei3os fblitz/oauthite, 3anpoc mapkepos

NpunoxeHue CO343€T CBOIO CECTHIO W id_token, access_token, refresh_token
BNYCKAeT NoNb30BaTeNs é

Pucynoxk 10 — Cxema 63aumodeiicmeus npu 6xooe no 102uny u napoio
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Ha pucynke 11 mpuBenena cxema B3aMMOJEUCTBHUS MPU BXOJE MO TelnehOHY M KOIY

MOJITBEPXKICHUS, OTIIpaBiisieMoMy 1o SMS.

DpoHTeHA NPUNOKEHUA Bakena . . .
MNone3oBatens (6pay3epa) npHACKEHUA Blitz Identity Provider
M0/1b30BaTENL BLI3LIBAET NPUNOKEHWE AJAX CORS. MHuuumposaHme Bxo4a

HTTP Redirect [blitz/oauth/ae?client_id=...&scope=.. &state=...&
response_type=...&redirect_uri=... &display=script

3anyck npouecca Bxoaa

Access_Control_Allow_Origin https://company.com, IDP session state cookies,

HTTP Body: MHCTPYKL MA («3aNpocuTe Naponb», «3anpocute SMS kog» , «3anpocute
BXO/, Yepe3 COL.CEeTH») MM ABTOMATUYECKOE NepeHanpasaeHue Ha redirect_uri c kogom
a8TOPU3AUMK, ECK S50-ceccun ecTb

|

4

MonLacaaTent aRogHT TanedoH AJAX CORS. Muuyumposanme oTnpaski SMS ¢ Ko0M NOATBEPXAEHWA

. HTTP POST tenedon _ Otnpaska SMS
v L4
Access_Control_Allow_Origin https://company.com, IDP session state cookies,
P HTTP Body: MHCTPYKLUA («3aNPOCUTE KOA NOATBEPXKABHUAR)
Monek3osaTens BBOAWT KOA M3 SMS AJAX CORS. Bbi30B NPOBEPKM KOAS NOATBEPXAEHUA.
- HTTP POST kog NOATBEPXAEHUA Mposepka koga

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: uHcTpykuus («3anpocuTe ewe pas») unm HTTP Redirect Ha redirect_uri c
KO/OM aBTOPH3aL MK

v

I

Buizos redirect_uri npunoxenns ¢

nepeAayeil KoAa aBTOPH3AUMM Buizos /blitz/oauthjte, 3anpoc Mapkepos

: —

id_token, access_token, refresh_token

MpunoxeHue co3faeT CBOIO CRCCHIO U
BMycKaeT noAb3oBaTeNA

A

‘

Pucynok 11 — Cxema e3aumooeiicmeus npu éxooe no meyiephony u Kooy noOmeepiHcoeHus
BeO-npunoxxenne B3aumopeiicteyer ¢ Blitz Identity Provider, Beimmonnss cepuio u3

AJAX-3anpocos.

INpumeyanume — 3ampockl AODKHBI JeNaThCsi 00s3aTENBHO C COXPAaHCHHEM H
nepenaueii Cookie — neodxonumo ucnosp3oBath WithCredentials: true

B mocnenyronmx pasgenax MpUBOIITCS OMMCAHUS BBI3BIBAEMBIX 3aIPOCOB, BO3MOXHBIX

OTBETOB U PEKOMEHJIAIMI 10 ux o0padoTke. [IpuMepsl 3apocoB 1 OTBETOB MPUBOASATCS B BUJIC

Be130BOB CURL.

B.3. 3anyck npouecca Bxojaa

YroObl 3amyCTHTh MPOIECC BXOJa, NpUIOkKeHHe AobKHO HampaButh B AJAX k Blitz
Identity Provider sanpoc HTTP GET (o6s3arensuo ¢ withCredentials: true) wa oObIYHBII
obpabotunk Authorization Endpoint (/blitz/oauth/ae, cm. m. 3.3.2), mobGaBuB K 3ampocy
crieranbHbI mapametp display=script.

[Ipumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \
—--request GET

'https://login.company.com/blitz/cauth/ae?response type=code&client id=ais&scope=openids&state=..&d
isplay=scripté&redirect uri=https%3A%2F%2Fapp.company.com%2Fre’

Ecin SSO-ceccust yxe cymectByer, To Blitz Identity Provider apromarnuecku

MepeHanpaBuT TOJIb30BaTeNlsl Ha aapec oOpaborumka redirect _uri, mo0aBMB K 3ampocy KoOj
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aBTopu3zauuu U mapameTp State. lMcrmonb3ys HOJydeHHBIM KO aBTOpHU3AIMM IPHUIIOKEHUE

MPOAOIDKUT cTaHAapTHoe B3auMmojeiictBue mo OpenlD Connect ans momyuyeHus MapKepoB

0€30I1aCHOCTH U JaHHBIX YUYETHOW 3alUCH.

IIpumep oTBeTa C nepeHanpasieHueM, eciu ceccust SSO-ceccust yKe CylecTByerT:

< HTTP/2 302

< location: https://..?code=..&state=..

[Ipumep oTBeTa, eciu TpeOyeTcs ayTEeHTH(PHUKALINA:

"inquire":"choose one",
"items": [
{
"inquire":"login with password"
}!
{
"inquire":"request auth with fed point",

"fp":"esia:esia 1"

"inquire":"request auth with fed point",
"fp":"yandex:yandex 1"

"inquire":"login to send sms"

"inquire":"show gr code",
"link":"https://..?code=dde087£0-8f4a-478e-886b-5354b0283362",
"expires":1660905165,

"logo":"https:/.."

Ecnu TpeOyercs ayrentudukanus, To Blitz ldentity Provider Bo3Bpamaer npuiioxeHnto

OJIHY U3 BO3MOKHBIX UHCTPYKIUH:

login_with_password — BoiiTu 1o JJOrHHY U TIapOJIIo;

request_auth with _fed point — BoiiTM ¢ MOMOIIBIO BHENIHETO  IIOCTABINHKA
uaeHTU(DUKAIIY (COIMATTLHON CETH);

login_to_send_sms — Bo#iTH ¢ IOMOIIIBIO JIOTHHA U KOJIa ITOATBEPKACHHUS, OTIIPABICHHOTO
o SMS;

show_qr_code — oto6pa3uth QR-K0/1, O3BOJISIONINN OCYIIECTBUThH BXO/I.

Ecnu xakue-to w3 MeTon0B ayTeHTH(UKauu He ckoHdurypuposansl B Blitz Identity

Provider niu sBisrorcs HEAOCTYIIHBIMU JJII BXOZAa B 3alIpalliInBArOIICC IIPHUIIOKCHHUC (HaHpI/IMCp,

B pPE3yJbTaTe HACTPOEK «IPOLEAYpbl BXOJa» s COOTBETCTBYIOLIETO MNPUIOKEHHS), TO U

HUHCTPYKIMHU 10 HUM 6y,Z[YT OTCYTCTBOBATH B OTBETC CCPBUCA.

B 3aBucumoctu ot BritodeHHbIX B Blitz Identity Provider pexxumoB 3amuThl HHCTPYKIIHS

login_with_password moseT comepkaTh JOMOJHUTEIbHBIC TAPAMETPHI:
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— Ecmu B Blitz ldentity Provider mactpoeH pexuM HEOOXOAUMOCTH HCIIOIb30BAHUS
CAPTCHA mnpu Bxoze, TO B MHCTpyKIHMH Oyner mapamerp captchald, xoropsrit

HEOOXOAMMO HCIIOIB30BaTh npuiokennto 1 recta CAPTCHA:

"inquire": "choose one",
"items": [
{
"inquire": "login with password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472f"
}!

— Ecnu B Blitz Identity Provider HacTpoeH pexuM 3amiuThl OT MoA00pa napoJis, TpeOyomui

pelleHusl OT MPUIOKEHHs IIUTEeNbHON BeuucIuTenbHoOM 3anaun (Proof of Work), To B

MHCTpYKIMK OyeT nmapamerp proofOfwork:

"inquire": "choose one",
"items": [
{
"inquire": "login with password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472£f",
"proofOfWork": "1:15:220313184752:abe..539: :Ekf.w==:"

— B cnyuae mnonyuenus mapametpa ProofOfWork pekomenmyercs acMHXpPOHHO cpasy
3alyCTHTh AJITOPUTM HAXOXKICHUS PEIICHHsI, HE JT0KUIasACh, IIOKA MOJIh30BATEIh BHIOEPET
PCXKUM BXOJa IO JIOTMHY W MapOJIt0 U BBCACT HOAHHBIC. DTO I03BOJIUT CKPBITH OT
MOJIb30BATEIsl BpeMsl 3aJIpP)KKH Ha pEIICHHE 3aqadd (MOXET COCTaBJIATh HECKOJBKO
CCKYHIA B 3aBHUCHUMOCTH OT CJIOKHOCTHU Saﬂa‘-H/I). B HaCTOHH_[I/II\/'I MOMCHT HCIIOJIB3YCTCA
anroput™m Hashcash®. Heo6xomumo nononauts mapamerp proofOfWork Takum

3HaueHueM>*

, 4TOOBI BBIYMCICHHBIH OT Hero mo aimroputmy SHA-1 Xsm coxpepxkan B
Hayajie CTOJIbKO HYJIEBBIX OUT, CKOJIbKO 33/IaHO YCJIOBHEM 337auu (UHUCIIO MOCIIE MEPBOT0
cuMBoia : B mapamerpe proofOfWork).

B 3aBHCHMOCTH OT BBIOPaHHOTO CIIOCO0a ayTeHTH(DUKAIIMY TPUI0KeHUe Bbi3biBaeT B Blitz

Identity Provider Bxoa ogHUM K3 CIEIYIONUX CIIOCOOOB!

— Bxoa no noruny u naposito — onucas gaiee B 1. B.4.

— Bxopx no Tenedony u koxy noarsepxkaeHus B SMS — onucan ganee B 1. B.S.

— Bxona no QR-koxy — onucan nanee B 1. B.6.

— Bxoja depe3 BHEHIHMM MOCTaBIIMK HAEHTU(UKALKUU — TaKOW Crocod BXO0/a BO3MOXKEH
TOJILKO 4epe3 Opay3ep ¢ nepeHanpaBiIeHUeM M0JIb30BaTeNs HAa CTPAHUIY BXO/a BHEIIHETO

noctaBmka uaeHTHudukauu. HyxHo mnoBroputh BbI3OB Authorization Endpoint

58 Cm.: http://www.hashcash.org
54 Hanpumep, pemennem pis 1:15:yyyy03Su212003:Blitzldp::McMybZIhxKXu57jd:0 6yaer cTpoka
1:15:yyyy03Su212003:Blitzldp::McMybZIhxKXu57jd:3/g
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(em. m. m. 3.3.2), HCHOJB30BaTh B BBHI30BE HEOOXOAMMOE 3HAYCHHE IapaMeTpa
bip_action_hint,  cooTBercTByrOIICE  BHIOPAHHOMY  IOJIL30BATEJICM  BHEIIHEMY
MMOCTaBIIKMKY BXoja (Harpumep, bip_action_hint=externalldps:esia:esia_1).

IIpumep 3ampoca:
https://login.company.com/blitz/ocauth/ae?response type=code&client id=portal.ru&scope=openid+prof

ilegredirect uri=https://apitest.company.com/success&state=342a2c0c-d9%ef-4cd6-b328-b67d%bafba7fs
bip action hint=used externalldps:esia:esia 1

3aBeplieHNEe MpoIlecca BXOAa B 3TOM Cilydae OyAeT MPOUCXOIUTh CTaHAapPTHBIM 00pa3om
B cootBetTcTBUM ¢ OpenlD Connect — Blitz Identity Provider BepHer ko aBTopu3anuu Ha

redirect_uri o06paboTYMK MPUITOKCHHUSI.

B.4. Bxoj 1o JIOTHHY U TAPOJII0

Ecou B Blitz Identity Provider mactpoeno ucnonszoBanue CAPTCHA, To no BbI3OBa
MIPOBEPKH JIOTHHA ¥ TIAPOJIS TPUIIOKEHHUE TOJIKHO BBITIOJIHUTH BBI30BHI 110 TIOJTYYSHHIO M TPOBEPKE
CAPTCHA. 3anpockl Ha NpoBEpKy MODKHBI (DOPMHPOBATHCA 4Yepe3 ClelHaTu3upOBaHHbIE
proxy-cepsucsl Blitz Identity Provider, a ve Hampsimyro k cepeucam CAPTCHA.

IIpu wucnonszoBannu reCAPTCHA V3 HeoOX0IMMO BBIMOTHUTh HHUIIMATU3AIMIO
reCAPTCHA V3 cornacHo J0KyMeHTalun

— 3arpy3uTh Ha CTpaHULE NPHIOKEHHUs CKpUIT, ucrnonub3ys Takoil ke reCAPTCHA v3

sitekey kaxk 3apeructpuposan B Blitz Identity Provider:

<script src="https://www.google.com/recaptcha/api.js?render=reCAPTCHA site key"></script>
— Be3Bark grecaptcha.execute Ha Ha)kaTHe KHOIIKH BXO/a:

<script>
function onClick(e) {
e.preventDefault () ;
grecaptcha.ready (function () {
grecaptcha.execute ('reCAPTCHA site key', {action: 'submit'}).then (function (token) {
// Add your logic to submit to your backend server here.
1)
});
}
</script>

Cpa3y mocie BbI30Ba co cTpaHuilsl Bxoja ceppucoB reCAPTCHA HeoOxo1mMMo BBI3BATh C
cepBepa MPHIOXKEHHUI omepanuio mpoBepku (Verify). Bbi3oB noiokeH OBbITh MPOU3BEICH HE
HanpsMyro Ha cepBepa Google, a uepes crienuansHbIN ProxXy-cepsuc B Blitz Identity Provider.

ITpumep 3ampoca Ha poBepku (omeparus Verify):

POST /blitz/login/captcha/verify
Content-Type: 'text/json'
{

"ctx": {
// captchald, nosyueHHer oT Blitz Identity Provider
"id": "9cf48a75-6bel-4008-b34e-8906220c472ft",
"method": "password"
}I
"params": {
// token myis NpoBepKM KamuM, I[IOJyUYEHHBEM NpY perucrpauum B Google
"response": "03..sA"

55 Cm.: https://developers.google.com/recaptcha/docs/v3#programmatically_invoke_the_challenge
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Otser HTTP 200 OK:

"action": "submit",

"challenge ts": "2021-03-16T11:18:412Z",
"success": true,

"hostname": "company.com",

"score": 0.9

Taxke ecnm B Blitz Identity Provider Bxirouena 3amura Proof of Work, to myxHO
BBIYKMCIIUTH 3HaYeHue napamerpa proofOfWork xak onucano B . B.3.

J1y1st mpoBEPKH JIOTHHA ¥ TIApOJIs MPHIIOKEHHE T0JkHO HanpaBuTh B AJAX k Blitz Identity
Provider 3anpoc HTTP POST (oGs3atensbHo ¢ withCredentials: true) wa URL
https://login.company.com/blitz/login/methods/headless/password ¢ Content-Type x-www-form-
urlencoded u Body, comepkamum mapamerpbl login u password, a Takke BBIUHCICHHBIN
proofOfWork (eciu atot mapametp 611 osry4er ot Blitz Identity Provider npu 3amycke nporecca
BXO0/1a).

[Tpumep 3ampoca:
curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/password’' \
--header "Content-Type: application/x-www-form-urlencoded" \
—--data 'login=mormré&password=napons&proofOfWork=pemenne'

Blitz Identity Provider mpu momyueHuu 3ampoca BBIIOJHSET HEOOXOIUMBIE MPOBEPKU
oezonacuoctu (mpoimena qu CAPTCHA, permen nu ProofOfWork, we 3abigoxkupoBana ju
ydetHas 3anuch). Eciu npoBepku Oe3omacHocty npoiinensl, To Blitz Identity Provider mposepsier
nepeanHbIe JIOTUH U Mapoib.

Ecnu mpoBepku JIOTMHA M Taposis YCIEHIHbIE W €CIM NPONACHHON ayTeHTHU(HKAIUH
nocratouno, To Blitz Identity Provider aBromaTnuecku nepeHanpaBUT TOJIB30BATENs Ha apec
obpaboTumka redirect_uri, 106aBuB K 3anpocy KOj aBTopH3aluu u mapametp State. Mcmons3ys
MOJTyYSHHBIH KOJI aBTOPH3AIMH IPHJIOKEHHE IMPOAOIDKUT CTAaHAAPTHOE B3aMMOJACHCTBHE II0

OpenlD Connect ass momy4yeHuss MapKkepoB OE30TIAaCHOCTH M JIAHHBIX YUETHOM 3aIlHCH.

[Tpumep oTBeTa ¢ mepeHanpaBieHueM, eciu ceccust SSO-ceccus yke CyIEeCTBYeT:

< HTTP/2 302

2 location: https://..?code=..&state=..
Eciu xakue-nmu00 mpoBepKH 3aBEPIIMIIMCH OMTUOKON WIIH €CITM HEOOXOAMMBI TATbHEHIITHE
JefcTBHs OT mosib3oBaress, To Blitz Identity Provider Bo3Bpaiiaer ogHy U3 HHCTPYKIIHH.

[Ipumep oTBeTa B cilydae OMIMOKY IPOBEPKH JIOTMHA U APOJISL:

"inquire": "login with password",
"errors": [
{
"code": "invalid credentials",
"params": {}
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[Ipy momy4yeHHHM TaKOTrO OTBETa MNPUIIOKEHHE MOXKET OTOOpa3uTh TEKCT OIIMOKU U
MIPEJIOKUTH T0JIB30BATENI0 BBECTH €IIE€ JIOTMH M IAapojib, MOCIE YEr0 MOXKHO ITOBTOPUTH
IIPOBEPKY JIOTMHA U TapOJIsl.

Ecnu monp3oBaTens BBEN Mapoiib, KOTOPBIM paHee ObUT B yUETHOW 3amluCH, WA €CIH

y4eTHasl 3aIuch 3a0JI0KUpOBaHa, TO OIMIMOKa OyJeT UMETh BU/I:
{

"inquire": "login with password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472f",
"proofOfWork": "1:15:220313184752:abe..539: :Ekf.w==:",
"errors": [
{
"code": "invalid credentials",
"params": {
" cause": "used old password"

}

[Ipumep momydenust omumoOKu, uto He Tpomuia mpoBepka CAPTCHA:

"inquire": "login with password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472£f",
"errors": |

{
"code": "invalid captcha",
"params": {}

[Mpumep ommOKu, 4TO HE MpoILIa mpoBepka pemenus Proof of Work:

"inquire": "handle error",
"errors": |

{

"code": "doesNotMatch",
"params": {}

Ecnu B Blitz Identity Provider BxirodeHa crienuanbHas 3aliuTa Ha 3aIePHKKY MPOBEPKH
JIOTHMHA U TIAPOJIsl, TO IIPH IPOBEPKE JIOTUHA M TapoJIs MOXKHO ToyuuTh ot Blitz Identity Provider
CIEIYIOUIYI0 HMHCTPYKIHMIO, YTO HYKSH IOBTOPHBIH BBI30B TPOBEPKH MApOJsl CIYCTS

OIIPEACIICHHOC YMCJIO CCKYH/I.
{

"inquire": "delayed login with password",
"delayedFor": 5

[ToBTOpHBIN BHI30B JIOJIKEH OBITH C/I€TIaH, KOrJa IpoiaeT Tpedyemoe BpeMs. B moBTOpHbII
BBI30B HE0OX0IMMO riepeaath napamerp isDelayed=true.
[Ipumep TNOBTOPHOrO BBI30BA INPOBEPKM IMapojii B OTBET Ha HUHCTPYKIMIO

delayed_login_with_password:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/password' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'login=smormH&password=naponb&proofOfWork=pemennesisDelayed=true'

Ecmu B Blitz ldentity Provider BkimodeHa crieripaibHas 3ammra ot nepebopa mapoJis, To

Blitz ldentity Provider mpu npoBepke mapoisi o JaHHOH yYETHOW 3allMCH MOXKET 3alpOCUTh
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norotaATepHO poBepky CAPTCHA. PaznnyaroTcst 1Be BO3MOKHBIC CUTYAIIHH

— Ilonb3oBarens mepenan HeNMpaBUIbHBINA MapoJib, MOCIAE YEro BKIIOYHIACH 3allUTa, U
CAPTCHA nyxHa 1151 O4epeTHON MOTBITKH ayTeHTU(PUKAIIUH.

— 3amurta ot moxbopa mapoys Ui YYETHOW 3amuCH BKIOYainach paHee. Texyrmmid
nepeaHHbIN MapoiIb HE MPOBEpsIIcs, Tak Kak He nmpoBoauiica Tect CAPTCHA.

B nepBoMm ciyudae HyKHO COOOILIUTH MOJIH30BATENIO, YTO JIOTUH U MAPOJIb HEPABUIbHBIH,

Y JUTsl HOBOM TOTIBITKY JOTIOJTHUTEIBHO K BBOY MapoJist 3anmpocuth mpoitu Tect CAPTCHA.

Bo BTOpOM ciyyae Hy»HO onpocuTh noibs3oBaress npoiitu rect CAPTCHA, nocrne yero

HampaBUTh HA TPOBEPKY paHee BBEJACHHBIE JIOTUH U MapOJib.

IIpumep otBeTa I IMEpPBOrO cCilydas, YTO I[ApOJb HENPABWIBHBIA M HYKEH TECT

CAPTCHA:

{

"inquire":"login with password",
"captchalId":"1c9e4047-c8c4-47ad-ad447-ccl809%bd3ebc",
"errors": [
{
"code":"invalid credentials",
"params": {}

HpI/IMep OTBCTAa JIA BTOPOTO ClIy4dasd, 4YTO IapOJib HE IPOBEPAIICA U HYKCH TCECT

CAPTCHA:

{

"inquire":"login with password",
"captchaId":"2£818f5d-3a89-428d-b424-cde38c19051e",
"errors": [
{
"code":"bypass captcha",
"params": {}

[Ipumep ommoOKH, eciau ydeTHas BpeMEHHO 3a0JI0KHpOBaHa!

"inquire":"login with password",
"errors": [
{
won

"code":"pswd method temp locked",
"params™: {"0":"2")

[Ipumep ommbku, ecinu yueTHas 3a0JIOKHPOBaHA 10 MPUYNHE JUTUTETbHOW HEAaKTUBHOCTH

"inquire": "handle error",
"errors": [
{
"code": "inactivity lock",
"params": {}

Ecmm mapoJib yquHOﬁ 3aliuCu HE COOTBETCTBYET HapOHbHOﬁ IOJIMTHKE, TO MOXCET

BO3HHMKHYTh HEOOXOIMMOCTh CMEHUThH MapoJib pH Bxoje. B aTom ciyuae Blitz Identity Provider
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BEpPHET MHCTPYKIIHIO, YTO HEOOXOIMMO MepEHANPaBUTh II0JIB30BATENSI HA CTPAHUILY C YKa3aHHBIM

aJipecoMm:
{

w.n

"inquire":"go to web",
"redirect uri":
"https://../blitz/login/methods/password/change?f=false&c=password policy violated"

Ecau morun u apoJib yClCluIHbl, HO AJOIMOJIHUTCIILHO TpGGyETCﬂ OOATBCPAUTL BXOH, TO

BCPHCTCA MHCTPYKIHUA C BO3MOKHBIMU crocobamu MOATBEPKIACHUA .

{

"inquire":"choose one",
"items": [
{
"inquire":"ask to send sms"
} 4
{
"inquire":"go to web",

"redirect uri":"https://login.company.com/blitz/login/methods2/sms"

MOXHO WIIM IEpEeHalpaBUTh I0Jb30BATENsI Ha BEO-CTPaHHILY, YTOOBI OH IIPOJOJIKHII
MOATBEPXKIeHHE BX0o1a Ha BeO-cTpanwuie Blitz Identity Provider, wiu mpoaomkuTh HCITOIB30BaTh
HTTP API ans nmonTeepxaeHus Bxoaa mo koxy u3z SMS — cm. . B.7,

Ecnu B mporemype BXoaa, YCTAaHOBJIEHHOM JUIS IPHIOKCHHs, HACTPOEH BHI3OB
JIONIOJTHUTEIBHOTO 3KpaHa mocie Bxona (Hampumep, cMm. [lpunoxenue I'), To Blitz Identity

Provider mepeaapecyer moiap30BaTelis Ha TOT KPaH.

B.S. Bxoa no renedony u Koay noaTBepKACHUA
Bxon o tenedoHy U Koy TOATBEPIKACHUS COCTOUT U3 CICAYIONIHX IIIaroB:
— OrtnpaBka noiab30BaTENO KOJa MOATBEPKAeHUS 10 SMS.
— TIIpoBepka BBeJIeHHOT'O IIOJIB30BATENEM KOJIa MTOATBEPKICHHUS.

JUiss OTIIpaBKM TOJB30BATENIO KOJA MOATBEpkAeHUS mo SMS mpuioxeHne IOIHKHO
manpasute B AJAX k Blitz Identity Provider szampoc HTTP POST (o0s3aTensHO ¢
withCredentials: true) ma URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded u Body, conep:xamum login mons3oBaress. B kauecTe
login pekomenayercs nepeaaBath HOMEp TeaeoHa, BBEACHHBIH MMOJB30BATEIIEM.

[Ipumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'login=morumn'

Ecnu yderHas 3amuch C mepegaHHbBIM JIOTMHOM He HaiineHa, To Blitz Identity Provider

BEpHET OIHUOKY:
{

"inquire":"handle error",
"errors": [
{
won

"code":"no_ subject found",
"params": {}
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]

Ecnmu ydernast 3anuchk HaiijieHa, HO 1O HEW paHee Obu1 3aduikcupoBaH mepedop KOJOB

noarBepskaeHust, To Blitz Identity Provider Beprer ommoky:
{

"inquire":"handle error",
"errors": [

{
"code":"method temp locked",
"params": {}

Ecnu yuyeTHas 3amuch HaiiieHa U U1 Hee BO3MOXKEH BXOJ JAHHBIM criocobom, To Blitz

Identity Provider otnipaBut nose3oBarento SMS ¢ K0Z0M MOATBEPKACHUS U BEPHET OTBET:
{

"inquire":"enter sms code",
"contact":"+79991234567",
"ttl":300,

"remain attempts":3

B nomny4yenHoMm oTBeTe yKa3zaHO, CKOJIBKO CEKYH]I y MOJIb30BATENsl OCTAETCS TSl OTIPABKU
Koma Ha mpoBepky (ttl), ckoapko MOMBITOK BBECTH KO y HEro ecth (remain_attempts), va xaxoi
HOMep TeneoHa eMy ObUI OTIIPaBIIeH Ko (contact).

JIJist TpOBEpKH BBEICHHOTO ITOJIB30BATENIEM KOJIa TIOTBEPIKICHUS MPUIIOKEHHUE JTOJIKHO
manpasute B AJAX k Blitz Identity Provider szampoc HTTP POST (o0s3aTensHO ¢
withCredentials: true) ma URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded u Body, coxepxkamum Sms-code ¢ KogoMm
MTO/ITBEPKICHUSI.

[Ipumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'sms-code=123456"

Ecnu kon HenpaBmibHbiid, To Blitz Identity Provider BepueT ommoky:

"inquire":"handle error",
"errors": [
{
"code":"invalid otp",
"params": {}
}
1,
"contact":"+79991234567",
"remain attempts":2,
"ttl":276

Ecnu xonmuecTBO MOMBITOK MPOBEpKM Koaa 3akoHumioch, To Blitz Identity Provider

BEpHET OIIHUOKY:
{

"inquire":"handle error",
"errors": [
{
w.on

"code":"no attempts",
"params": {}
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Ecnu cpok aeiictBus koma uctek, To Blitz Identity Provider Bepuer omuoKy:

"inquire":"handle error",
"errors": [

{

w.n

"code":"expired",
"params": {}

B citydae 310i1 ommOKku MOXKHO 3alpOCHUTH OTIIPaBKY HOBOTO KOJa MOATBEpxACHUS. [[is

3TOTO MPHUJIOKEHHE JT0JDKHO BhI3BaTh Blitz Identity Provider cnenyrommm ob6pazom:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

—--data 'sms-send=sms'

Ecmn 3aMpoCUTh MEPCOTIIPABKY KOJa JO0 HCTCUCHHA CpPOKa HeﬁCTBHH opeabIaymero, To
BEpHETCS OIIMOKA:
{
"inquire":"handle error",

"errors": [

{
"code":"code not expired",
"params": {}

Eciu o01iiee KOJIMYECTBO MOMBITOK BXO/a IO KOAY MOATBEPKACHUS U3 SMS mpeBblIlieHO,
to Blitz Identity Provider ocyiecTBiser BpeMeHHOE OJIOKHPOBAHUE BXO/A IS YIETHOM 3aIMCH
10 KOJIy TIOATBEPXKICHHS. B 3TOM ciiydyae mpu o4epeHOM MOMbBITKE BBO/IA HEMPABUIBHOTO KOJa

noareepxaeHus Blitz Identity Provider mosxeT BepHYTh OLIHOKY:
{
"inquire":"handle error",

"errors": [

{
"code":"method temp locked",
"params": {}

Ecnu BBeIeHHBIN KOJI TOATBEPIKACHUS TPABUIIBHBIHN, M 3TOTO IOCTATOYHO JIJIS 3aBEPIICHHS
Bxoxa, To Blitz Identity Provider aBToMaTHuecku mepeHANpaBUT IOJIb30BATEIs Ha aapec
obpaboTturka redirect_uri, 100aBUB K 3ampocy KOJ aBTOpHU3alMy U mapaMetp State. Vcrmons3ys
MIOJIyYEHHBIM KOJl aBTOPU3ALMHU IIPUIOKEHUE IPOJOJDKAT CTAHAAPTHOE B3aUMOJCHUCTBHUE I10
OpenlD Connect ass momy4yeHuss MapKkepoB O€30TaCHOCTH U JIAHHBIX YUETHOM 3aIlHCH.

IIpumep oTBeTa B cirydae yCIENIHOr0 BXO1a!

< HTTP/2 302

< location: https://..?code=..&state=..

Ecnmu mpoBepka Koja TOATBEPKICHHS YCIHEIIHA, HO JIOMOJHUTEIBHO TpelOyercs

IMOATBEPAUTH BXOO, TO BEPHETCA NHCTPYKIHA C BOSMOKHBIMHU crocodbamu IMOATBEPKIACHUA:
{

"inquire":"choose one",
"items": [
{
"inquire":"go to web",
"redirect uri":"https://login.company.com/blitz/login/methods2/email™"
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}

B.6. Bxoa no QR-koay

Bxon mo QR-koay cocToUT U3 CIEAYIOMMX IaroB:
— OtoOpaxenue monp3oBarento QR-koa Ha KOMITBIOTEPE, HA KOTOPOM BBITIONHSETCS BXOJ;

— Ilepuoauyeckass mpoBepKa, BBIIOJIHWI JIM TIOJNb30BaTeNlb CckaHupoBanne QR-koma
MOOHJIBHBIM TIPUIIOKCHUEM;
— Tlepuoanveckas mpoBepKa, MOATBEPAWS WA OTKJIOHHI MOJb30BATElb B MOOHILHOM
IPUIIOKEHHH 3ampoc Ha BXoJ 1o QR-koxy;
— Oo6HnoBnenue ycrapesiiero QR-koxa.
[MpuoskeHne JOIDKHO 0TOOPa3uTh MoJIb30BaTenr0 QR-Ko/, 3aK0MPOBaB B HETO CTPOKY,
noayuennyio ot Blitz Identity Provider. Huke nokazan ¢parMeHT MHCTPYKIIUH JUIS BXOJa 110

QR-koxay (cm. ommcanue panee B 1. B.3).
{

"inquire":"choose one",

"items": [
{
"inquire":"show qr code",
"link":"https://..?code=dde087£0-8f4a-478e-886b-5354b0283362",

"expires":1660905165,
"logo":"https:/.."

[Mosicuenus mo nonyveHHsM ot Blitz 1dentity Provider mapamerpam:
— inquire — MHCTPYKIUS C TOCTYITHBIM BAPHAHTOM BX0/1a, B cIy4ae Bxoa mo QR-koay umeer
3HaueHue Show_qr_code;
— link — ccpuika, xoropas momkHa ObITh 3akoaupoBaHa B QR-kome, oToOpaxaeMom
HI0JIb30BATEINIO;
— expires — Bpems (B Unix Epoch), mo xoroporo aeiictButened QR-koxa. ITo mcreueHuu
CpOKa JefCTBHS PEKOMEHIyeTCsl 0TOOPa3uTh MoJb30Barento, 4o QR-xox mpocpoyeH;
— logo — ecnu B Blitz Identity Provider nactpoeHo oTOOpakeHHE MaCHBKOTO JIOTOTHUIIA B
nentpe nmoBepx QR-koxda, To B ykazanHO# HacTpolike BepHeTcst URL-anpec nororura.
Korna npunoxenue 0To0pa3uiio mosib3oBareinto QR-ko/, HE0OX0IUMO A0XKIATHCS, YUTOOBI
noJjb3oBaTenab npountan QR-kom crenuanbHbIM MOOWIIBHBIM TpHIIOKEeHHEeM. HHTerpamus
MOOUIIFHOTO MPUIIOKEHHUS TSl BcTpauBaHus GyHKuuu Bxoaa nmo QR-koxy onucano B . 3.4.9.
BeO-nipuiiockeHre MOXKET TEPUOIUYECKH BBIMONHATH TPOBEPKY, OBUI JIM CYUTAH
MOOHITbHBIM nprtoskeHrneM QR-ko . Jlist aToro Heodxoaumo BeimonauTs B AJAX k Blitz Identity
Provider 3ampoc HTTP GET  (oGs3arensno ¢ withCredentials: true) wa  URL
https://login.company.com/blitz/login/methods/headless/qrCode/pull.
[Tpumep 3ampoca:
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curl -v -b cookies.txt -c cookies.txt \
--request GET 'https://login.company.com/blitz/login/methods/headless/grCode/pull’

Ecin QR-kop emie He ObIT cunTaH, TO BEPHETCS OTBET:

"command" : "showQRCode"

Ecimm QR-koj cunTaH, TO BEpHETCSI OTBET:

"command" :"askForConfirm"

B sToMm ciyyae MOkHO OOHOBHTH MOJIb30BATENIO BEO-CTPAHUIy U HamKcaTh Ha HEH, 4TO
OKUJIACTCS TTOATBEPKICHUE BXO/]a B MOOMIIBHOM TPUJIOKEHUH.

Ecimm QR-kox mpocpoueH, To BepHETCS OTBET:

"command" : "needRefresh",

"cause":"qr code expired"

Ecnu monb30BaTens OTKIOHWT B MOOMIIBHOM MTPUIIOKEHHUH 3ampoc Bxona no QR-koxy, To

BCPHETCA OTBET.
{

"command" : "needRefresh",

non

"cause":"refused login"

B cnyuae ecnmu QR-ko mpocpoueH WM MOJIb30BaTelbh OTKIOHUI BXxoa mo QR-komy, To
MOKHO TPEUIOKHUTH TOJIB30BATENIO MOJIYIUTh HOBBIM QR-koa. [ aToro BeimoiHUTE B AJAX K
Blitz Identity Provider 3ampoc HTTP POST (o6s3arensro ¢ withCredentials: true) ma URL
https://login.company.com/blitz/login/methods/headless/qrCode/refresh.

IIpumep 3amnpoca:

curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/qrCode/refresh’

[Ipumep oTBerTa:

"link":"https://..?2code=4ddf1667-d57f-4£86-b8f2-3ee53b367dfe",
"expires":1660922807,
"logo":"https:/.."

Ecmm nmonws3oBaTenn MNOATBCPANII B MOOHJIbHOM IMPUJIOKCHUHU 3aIIPpOC BXOa I10 QR'KOI[y,

to cepsuc https://login.company.com/blitz/login/methods/headless/qrCode/pull Bepuercs oTBert:
{

"command" : "needComplete"

}
B oTBeT Ha 3TOT 3ampoc i 3aBepiieHus Bxo1a Heo0xoaumMo BeInoaHuTh B AJAX k Blitz

Identity Provider sampoc HTTP POST (o6s3arensno ¢ WwithCredentials: true) ma URL
https://login.company.com/blitz/login/methods/headless/qrCode/complete.

ITpumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/qgrCode/complete’

Ecnu npoiineHHo# ayTeHTH(UKAIMK TOCTATOYHO IS 3aBeplieHus Bxoa, To Blitz Identity

Provider aBroMaTHuecKd IMepeHANpaBUT IMOJb30BaTElsI Ha aapec obpaborumka redirect _uri,
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no0aBUB K 3ampocy Ko aBTopu3anuu u mapamerp State. Mcmomb3ys momydeHHBIM KO
aBTOPHU3ALINY TIPUIIOKEHUE TPOJIOJDKUT cTaHaapTHOe B3aumozeiicteue mo OpenlD Connect ans
MOJTyYeHHUsI MapKepoB O€30MaCHOCTH 1 JAHHBIX YYETHOU 3aIUCH.

HpHMep OTBETA B ClIy4ac yCICUIHOI'O BXOJa.

< HTTP/2 302

< location: https://..?code=..&state=..

Ecmu Tpe6yeTCH HpOﬁTH JAOMOJIHUTCIIBHO TMMOATBCPIKACHUC BXOJd, TO BCPHCTCA

HUHCTPYKIHA C BOBMOKHBIMU crocodbamu IMOATBEPKACHU .
{

"inquire":"choose one",
"items": [

{

"inquire":"go to web",

"redirect uri":"https://login.company.com/blitz/login/methods2/email™"

B.7. TloaTrBep:kaeHue BX0/a MO KOAY NOATBEP:KIEHUS

[MoaTBepkieHNe BXoJa C TOMOIIBIO KoJa moaTBepxkaeHus mo SMS cocrout wus

CIIEAYIOIIMX LIaroB:
— OrtnpaBka noibp30BaTENIO KOJa MOATBEPKAeHUS 10 SMS.
- HpOBepKa BBCACHHOTO ITOJIB30BATCIIEM KOJId ITIOATBCPKACHU .

JIisi OTIIpaBKM TOJIB30BATEINI0 KOJA MOATBEpkAeHHUS 1o SMS mpuiokeHwe TOJDKHO
manpasute B AJAX k Blitz Identity Provider szampoc HTTP POST (o0s3aTensHO ¢
withCredentials: true) ma URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded 6e3 Body:

[Tpumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded"

Blitz Identity Provider ormipaBut noss3oBarento SMS ¢ Ko1oM NOATBEPKACHUS U BEPHET

OTBCT.

{
"inquire":"enter sms code",
"contact":"+79991234567",
"ttl":300,

"remain attempts":3
B nonydyenHom oTBeTe yka3zaHO, CKOJIBKO CEKYHJ1 y MOJIb30BATENsl OCTAETCSl ISl OTIPABKU
Koja Ha mpoBepky (ttl), ckoabpKO MOMBITOK BBECTH KO/ Y HETO ecTh (remain_attempts), Ha kakoit
HOMep TeneoHa eMy ObUT OTIpaBIieH Ko (contact).
Jl71s IpoBepKU BBEJIEHHOTO IMOJIH30BATENEM KOJa MOATBEPKACHUS MIPHIIOKEHHUE JTOJIKHO
HanpaBute B AJAX «k Blitz Identity Provider 3ampoc HTTP POST (o0si3atenbHO €
withCredentials: true) ma URL https://login.company.com/blitz/login/methods/headless/sms/bind
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¢ Content-Type x-www-form-urlencoded u Body, coxepxkamum Sms-code ¢ Koo
TOATBCPIKACHUS.

[Tpumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'sms-code=123456"

Ecnu xon HenpaBuibHbii, To Blitz Identity Provider BepreT ommoky:

"inquire":"handle error",
"errors": [
{
"code":"invalid otp",
"params": {}
}
:| ’
"contact":"+79991234567",
"remain attempts":2,
"ttl":276

Ecnu KonnM4yecTBO MOMBITOK MPOBEPKH Koja 3akoHumioch, To Blitz ldentity Provider

BEPHET OMINOKY:
{

"inquire":"handle error",
"errors": [

{
"code":"no attempts",
"params": {}

Ecnu cpok neiicTBust kona uctek, To Blitz Identity Provider Bepuer ommOky:

"inquire":"handle error",
"errors": [

{

"code":"expired",
"params": {}

B ciyuae 3To# OmmMOKH MOXHO 3alpOCUTh OTIIPABKY HOBOTO KOJa MOATBEpKaAeHUs. Jliis

3TOrO NPUIIOKEHUE TOJDKHO BbI3BatTh Blitz Identity Provider cnemyromum oopaszom:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

—--data 'sms-send=sms'

Ecmn 3aMpoCUTh MEPCOTIIPABKY KOJa J0 HCTCUHCHHA CpOKa HeﬁCTBHH opeapiaymero, To
BEpHETCS OIIMOKA!
{
"inquire":"handle error",

"errors": [

{
"code":"code not expired",
"params": {}

Eciu o0Iee KOJIMYECTBO MOIMBITOK MOATBEPKIACHUS BXOAa M0 KOIY MOATBEPKICHUS M3
SMS mpessimeno, to Blitz Identity Provider ocyiuectBisier BpeMeHHOE OJOKHpPOBaHHE

IMOATBCPIKACHUA BXOoda IJIA y‘-IGTHOfI 3allMCu IO KOAY MNOATBCPXKIACHUA. B stom cjydac Imnpu
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OYEpEIHOM MOMBITKE BBOJIA HEMPABMIILHOTO Koja moarsepskaenus Blitz Identity Provider moxer

BEPHYTh OIINOKY:
{

"inquire":"handle error",
"errors": [

{

"code":"method temp locked",
"params": {}

Ecnu BBeIeHHBIN KOJT TOATBEPIKACHHS TPABUIIBHBIN, H 3TOTO JOCTATOYHO IS 3aBEPIICHUS
Bxoma, To Blitz ldentity Provider aBTomMaTHuecku mepeHAnpaBUT I0JIB30BATEIs Ha ajapec
oOpaborurka redirect_uri, 100aBuB K 3ampocy KoJ aBTopu3aluu u nmapaMerp State. Vcrmons3ys
MOJTYYEHHBI KOJ aBTOPH3AaLlMU TPHIOKEHUE IMPOMODKUT CTaHJAPTHOE B3aMMOJCHCTBHE IO
OpenID Connect ams nosydeHus: MapKkepoB 0€30MacCHOCTH U IAHHBIX YUYETHOH 3alHCH.

[Ipumep oTBeTa B Cilydae yCIEIIHOTO BXOAA:

< HTTP/2 302

< location: https://..?code=..&state=..
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IIpuioxkenue I'. BbI30B BcmoMOrareJibHOr0 NPUJI0KEHUsSI B MOMEHT BXO0/1a

B moment Bxopa Blitz Identity Provider mmeer BO3MOKHOCTD BBI3BaTh BCIIOMOTATEIBHOE
NPUIOKEHHE. DTO TPHIOKCHUE MOXKET BBIMOJHHUTH JOMOJHUTEIBHBIC Olepanuu (HarmpuMep,
MOKa3aTh IOJh30BATEN0 HMH(POPMAMOHHOE COOOIICHHE WM 3alpPOCHTh AKTYaTH3aIHIo
CBEJICHHIT), TOCiIe Yero BepHyTh mosb3oBatens B Blitz Identity Provider mis mociemyromero
BXO/Ia B IIEJIEBOC MPUIIOKCHHE.

BcnomorarensHoe NPUI0KEHUE J0JKHO BBITOIHATH CIICAYIONIHE JCHCTBHS:

- OO0paboTaTh 3a1Mpoc Ha OTKPHITUE BCIIOMOTATEIBLHOTO MPUIIOKEHUS.

- Bepuyts noas3oBarens B Blitz Identity Provider mociie okonganus o6paboTKu.

I'.1. Ilpuem 3anmpoca 00 OTKPBHITHN BCIIOMOTATEIbHOT0 MPUJIOKEHUS

ITepexo/1 BO BCITOMOTaTeIbHOE MPUIIOKEHHE IPOUCXOIUT MOCPEICTBOM MIEpEHANPABIICHHS
MOJIB30BATCIA Ha HNPCAOCTABJIICHHYHO BCIIOMOTATCJIBHBIM IIPUIIOKCHUCM CCBIIKE. Ccouika B
KadecTBe Tmapamerpa OyaeT cojepkath Kkoa asropusanuu (code). ITlpumep ccbutku s

WHUIUUPOBAHUA 3aIllpoca:

https://<app_hostname>/?lang=ru&theme=default&code=0T]j..qw
IIpr HEOOXOIUMOCTH MOIYYUTH JAaHHBIE TOJIH30BATENS MPHIIOKEHHE JOKHO OOMEHSThH
KOJl aBTOpHU3AIMK Ha Mapkep jaoctymna coriacHo crenudukamun OAuth 2.0. BenomorarensHoe
NPUIIOKEHHE JODKHO OBITh IMpeABapuTeNnsHO 3apeructpupoano B Blitz Identity Provider c
YUETOM CIIEAYIONINX OCOOEHHOCTEH:
— JI0JoKeH ObITh yKazaH npenonpeneneHusiii URL Bo3BpaTa, MMEHHO OH Jiajiee J0JKEH ObITh
WCTIOJIH30BAH IS TIOYYEHUS TOKEHA,
- JIOJDKHBI OBITh HACTPOCHBI Pa3pelICHHs 10 YMOTYaHHs (SCOPE), UMEHHO OHHU ONPEICIISIFOT
00BEM JIaHHBIX, MTOJTyYaeMbIX BCIIOMOTATEIbHBIM IPUIIOKEHUEM.

<HPHM€p33HpOCK
curl -k -d

"grant type=authorization code&redirect uri=https%3A%2F%2Fapp.company.com$2F&client id=app&client
_secret=EW..10&code=0TJj..gw" -X POST https://login.company.com/blitz/oauth/te

B otBer OyneTr BO3BpallleH MapKep 0CTyINa, KOTOPBIH JOKEH ObITh MCIIOJIb30BaH IS
MOJTyYeHHS UACHTU(PHUKATOPA CECCUH, a TAKKE TIPU HEOOXOJMMOCTH JTAHHBIX MOJIB30BATEIS.

[Tpumep nmomyueHHOTO MapKepa JoCTyna:

"access token": "ey..J9.ey..n0.Wa..Pw",
"token type": "Bearer",

"expires in": 3600,

"scope": "profile"
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I'.2. Bo3sspar noJan3oBareis B Blitz Identity Provider

BeimonmHuB ~ HeoOXoaumble — JeiicTBUS  (HampuMmep, — OKa3aB  IOJIb30BATEII0
UH(POPMAIIMOHHOE COOOIIIEHKE), BCIOMOTaTeIbHOE TPUIIOKCHUE TOJDKHO BEPHYTH TOJIb30BATEIIS
B Blitz Identity Provider. [Iyist 3Toro He00X0IMMO JIEKOAUPOBATh MOJYUYCHHBIH MapKep J0CTYIa,
nosydeHHbli B ¢opmare JWT, u u3Bieyb U3 HEro yTBEP)KICHHE C CECCHEH IMOIb30BaTeNs
(sessionld).

IMpumep Tena aekoaupoBaHHOro access_token:

"scope": "blitz api user blitz api user chg blitz api usec_chg",
"j ti": "ka,,AjA" ,
"client id": "app",

"exp": 1631026605,
"sessionId": "ce9f3109-ac79-46b4-b277-099fflaalffl",
"iat™: 1631023005,

"sub": "8b970179-e141-43b9-b9d5-25997be99261",
"aud": [
"app”
:| ’
"crid": "u9th2LzMXZdwb3rRmI3Paw",
"iss": "https://login.company.com/blitz"

[locne sToro BcriomorarenbHOE MpHIOXKeHHE NOKHO caenare POST-zampoc ma URL
obpaboTunka 3aBepirenust ayreHtuduxanuu Blitz  Identity Provider, wumerommii Bua
/login/pipe/save/<sessionld>. B tene 3amnpoca MoxeT ObITh yKa3aH Ha0Op yTBepkaeHuUH (Claims),
KOTOPBIC ClIeIyeT J00aBUTh B CECCHIO MOJIb30BaTENs, IH00 mH(OopMaIuio 00 omuoke (Error).

IIpumep 3ampoca:
curl -v --location --request POST 'https://login.company.com/blitz/login/pipe/save/ce9£3109-ac79-
46b4-b277-099fflaalff0" \
--header 'Content-Type: application/json' \

--header 'Authorization: Basic Z2.ww' \
--data-raw '{"claims":{"org id":"12345678"}}"

B cayuae ycnexa Blitz Identity Provider sepuer HTTP 204 No Content. IToxyuus ero,
BCIIOMOTATeNIbHOE NPUIIOKEHHE JIOJDKHO BEPHYTh Opay3ep IONb30BaTellsi 10  apecy
/login/pipe/callback, uToObl monb30BaTENh 3aBEPIIMII BXOA B IieieBoe mpuiioxenue. [Ipumep

CCBIJIKH IJId ICPCHAITPABJIICHUA:

https://login.company.com/blitz/login/pipe/callback
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Mpuaoxkenne /1. [Iporpammubie cepBuchl aamMuaucTpupoBanus Blitz 1dentity
Provider

Anmunuctpuposath Blitz Identity Provider mosxHO ¢ omMoisio:
- koHcoun ynpasienus Blitz Console;
— KOH(UTYpalMOHHBIX (ailyoB,;
- anmuHHCTpaTUBHBIE REST-cepBurcOB.

AnmvunuctpatuBasie REST-cepucet B Blitz ldentity Provider B Tekymieit Bepcuu

MO3BOJISIFOT BBITIOJHSATH CIICAYIOIIUE ICHCTBHUS:
—  perucrpanys npuioKeHHH;
— TIOJIy4e€HHUE HACTPOEK MPHIIOKEHHIA;
- HM3MCHEHHUE HACTPOCK MPHIIOKCHHIA;
- yAAJIECHHUE NPUIIOKECHUMN.

AJIMUHHUCTpPATUBHBIC REST-cepBucsr JOCTYITHBI o aapecy
https://login.company.com/blitz/admin/api/v3/...

J171s1 BKITIOYEHUST QJIMUHUCTPATUBHBIX CEPBUCOB MPEIBAPUTEIHLHO TOJDKHBI OBITH CIIETaHbI
HacTpoiiku Ha BeO-cepepe, ucmonszyemom Blitz Identity Provider. He pexomenmyercs
myoMKoBaTh aAMUHUCTpaTuBHBIE REST-cepBuce B cetn IHTEpHET.

IMpumep Onoka location B HacTpoiikax BeO-cepBepa NQGINX IS BKIOYCHUS JTOCTYITHOCTH

anMuHUCTpaTUBHBIX REST-cepBucoB:

location /blitz/admin/api {
proxy intercept errors off;
proxy pass http://blitz-console/blitz/admin/api;

Hoctyn k agmuHucTpatuBHBEIM REST-cepBucam perynupyercst ¢ mOMOLIbIO pa3perieHnit

(scope), mpuBeICHHBIX B TaOIHIIE:

Tabruya 13 — Pazpewenusn (SCOpe) o1a adomunucmpamuensix REST API

Ne | Pa3pemienne Ha3Banue Onncanne

1. | blitz_api_sys_app Paspemenne na J1J1st HCTTONTb30BaHUS CEpBUCA
YTEHHE HACTPOEK GET /blitz/admin/api/v3/app/{appld}
MPUIOKEHUI

2. | blitz_api_sys_app_chg Pazpewmenne na J171st MCTIONTB30BaHUS CEPBHUCOB!
BHECEHHE PUT /blitz/admin/api/v3/app/{appld}
U3MEHEHUH B POST /blitz/admin/api/v3/app/{appld}
HACTPOUKH DELETE /blitz/admin/api/v3/app/{appld}
MPUIOKEHUI

UTo0Bl MOJIYyYHTh MapKep JIOCTyla Ha CHUCTEMHOE paspellieHue, MPHIOKECHUE JOJIKHO
BBIMOMHUTH  3ampoc  Metogom  POST wa URL  jgnig  momydyenwss — mapkepa
(https://login.company.com/blitz/oauth/te). 3ampoc momken comepkath 3arosoBok Authorization
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co 3naucHueM Basic {secret}, rae secret — aro client_id:client_secret (manpumep, app:topsecret)
B (hopmarte Base64.

[Ipumep 3arosoBka:

Authorization: Basic YW1zOm..XQ=

Teno 3ampoca JOJKHO COAEPKaTh CIEAYIOLINE MapaMETPhI:
— grant_type — npunumaet 3HaueHue client_credentials;
— SCOpe — 3ampalluBaeMoe CUCTEMHOE pa3pellIeHUE.

[Ipumep 3ampoca:

POST blitz/oauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Authorization: Basic ZG51d..lg

grant_type=client credentialsgscope=blitz api sys app+blitz api_ sys app chg

B orBer mpuiokeHHE MONYYUT Mapkep goctyma (access_token), Bpems ero >Ku3HU
(expires_in) u Tum wmapkepa (token type). Bosmoxknbie omubOku mpu Bei3oBe /oauth/te
cootBercTBYI0T RFC 6749 1 onucansl 1o cebuike®®,

HpHMep OTBCTA C YCIICIIHBIM BBIIIOJIHCHUEM 3aIIpoca:

"access_token": "QFiJ9mPgERPuusd36mQvD4mfzYolH CmuddAJ3YKTOI",
"expires_in": 3600,

"scope": "blitz api sys app blitz api sys app chg",

"token type": "Bearer"

PexomenayeTcs, yToOBl MPUIIOKEHHE KIUIMPOBAJIO MOIYUYEHHBIH MapKep IOCTyma JUis
MHOT'OKPaTHOTO MCITOJIb30BaHMsI Ha BPEeMsi, HEMHOTO MEHBIIIEE, YeM TapaMeTp expires_in, mocie
Yero OCYILECTBIISIO MOTyYeHHEe HOBOTO MapKepa JIOCTyTa JJisi OOHOBJICHHUS B KAIIIE.

Ecin npuiiokeHue NOoNbITaeTCs BbI3BATh C IMPOCPOYECHHBIM MApKEPOM JOCTYyIIA

cootBercTByOIMi eMy REST-cepsuc, To noiyuut ommodky HTTP 401 Unauthorized.

A.1. TloayuyeHue HACTPOEK NMPUIIOKEHU I

I[J'I}I MOJIYUCHUA HACTPOCK MPUIIOKCHUA IO €ro I/II[CHTI/I(l)I/IKaTOpy HCOGXO,[[I/IMO METOAOM
GET Br13Bath cepsuc 1o aapecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxonumsie paspemenus: blitz_api_sys_app.

B pesynbrare BeimonHenus 3amnpoca Blitz Identity Provider sepuer JSON, coxepxarimii
HaCTPOUKU IIPUIIOKEHUS.

[Tpumep 3ampoca:

GET /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz

[Ipumep otBera:
HTTP/2 200

content-type: application/json
etag: 96 1658847045000

56 Cw.: https://tools.ietf.org/html/rfc6749#section-5.2
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{

"name":"..",

"domain":"..",

"startPageUrl":"..",

"oauth": {
"clientSecret":"..",
"redirectUriPrefixes":[".."],
"predefinedRedirectUri":"..",
"availableScopes":["..",".."],
"defaultScopes": [".."],
"enabled":true,
"autoConsent":true,

"idToken":{"claims":[".."]},
"accessTokenTt1l":3600,
"defaultAccessType" :"online",
"refreshTokenTt1":86400,
"dynReg" : {
"isAllow":true,
"allowedPlainJsonClaims": ["device type"]

by

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-91{3,3}-[0-91(3,3}-[0-91{3,3}",
"userCodeTtl1l":120,
"verificationUrl":"..",
"useCompleteUri":true

}!

"teAuthMethod":"client secret basic",

"grantTypes": ["authorization code","client credentials"],

"responseTypes": ["code"],

"extraClientSecret":"..",

"accessTokenFormat":"jwt",

"logout": {

"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannellLogoutUri":"..",
"frontchannellLogoutSessionRequired":true,
"backchannelLogoutUri":"."
}

by

"simple": {

"ssl":true,

"formSelector":"..",

"loginSelector":"..",

"logoutUrl":"..",

"postLogoutUrl":".."

}I

"rest": {
"Basic":{"pswd":".."},
"TLS": []

}I

"theme":"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
"id":"test-app",

"attributeRules":[{"attr":"..","isPermitted":true}]
} 4
"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",

"encryptNameIds":"always",
"includeAttributeStatement":true

CoepKUMOE OTBETA MOXKET OTIIMYATHCSA B 3aBUCHMOCTH OT 3aJAHHBIX JUIS IPHIOMKEHHUS
HACTPOEK M CKOH(UTYPUPOBAHHBIX MPOTOKOJIOB MojkIroueHus. bioku saml, oauth, simple, rest
MOT'YT OTCYTCTBOBATh, €CJIM COOTBETCTBYIOIIHME IIPOTOKOJIBI IS IIPHJIOKEHHUS HE HACTPOECHHI.

B oTBeTe cepBrca MPUCYTCTBYET 3ar0JIOBOK €tag. 3HaueHHe U3 3TOTO 3arojioBKa CIIeayeT
HCIIOJIb30BaTh B 3arojoBke If-Match, eciin mmanupyercst mocite mosrygeH st HaCTPOEK MPHITOKEHHST

BbI3bIBATH CCPBUCHI PCTUCTPALMN IPUIIOKCHUA, PCAAKTUPOBAHUA HACTPOCK IIPUIOKCHUS HIIN
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ynanenus npuiaoxkenus. C momornpio etag Blitz Identity Provider mposepsier, 4ro Mexmay
MOCJIEZIHUM TIOJy4YeHHeM etag M BBI30BOM olepauud u3MeHeHHs Hactpoek c If-Match e
BBITIOJTHSUTHCh  KaKue-T0o eIme Hu3MeHEeHHWs B KoHpurypamumoHHOM (aiiie Ha cepBepe B
napajieNIbHbIX ceaHcax (OMTUMUCTUYHOE OJIOKHPOBaHUE).

Ilpu wucnons3oBanuu SAML B Hactpoiike SpMetadata Oymer HaxoauThCs
3akoaupoBaHHbli B Base64URL aiin meraganubix a1 npuiioxkeHust (Service Provider
Metadata).

Nmena  BoO3BpallaeMbIX  CEpBUCOM  HACTPOEK  COOTBETCTBYIOT  HMMEHaMm B
KoHburyparonnom ¢aiine blitz.conf.

Ecnu HacTpoliku npuiiokeHus 1mo nepenannomy appld ve 6yayt Haitnensl, To cepsep Blitz

Identity Provider sepuet ommoky HTTP 404 Not found.

J.2. Perucrpanusi NpuI0KeHUs

Jyist perucTpaiuy mpuitosKeHU st HE0OXOUMO BBITIONHUTH 3arpoc meroaoMm PUT mo anpecy
https://login.company.com/blitz/admin/api/v3/app/{appld}.

HeobOxoaumsie paspemienus: blitz_api_sys_app_chg.

B 3ampoc moxer ObITh (OmMImHMOHaIBHO) mo0aBiacH 3arojioBok If-Match, comepskarmuii
nocjeHee MOJyYeHHOe OT cepBepa 3HaueHue etag.

Teno 3anmpoca MOKHO collepKaTh 3HAYCHUS HACTPOCK PETUCTPUPYEMOTO TTPHITIOKEHHSL.

IIpumep 3ampoca:

PUT /blitz/admin/api/v3/app/test-app2 HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

If-Match: 98 1658857264000

{
"name":"..",
"domain":"..",
"startPageUrl":"..",
"oauth": {

"clientSecret":"..",

"redirectUriPrefixes":[".."],

"predefinedRedirectUri":"..",

"availableScopes":["..",".."],

"defaultScopes":[".."],

"enabled" :true,

"autoConsent":true,

"idToken":{"claims":[".."]},

"accessTokenTt1":3600,

"defaultAccessType" :"online",

"refreshTokenTt1l":86400,

"dynReg" : {

"isAllow":true,
"allowedPlainJsonClaims": ["device type"]

}!

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-9]1{3,3}-[0-91{3,3}-[0-91{3,3}",
"userCodeTtl1l":120,
"verificationUrl":"..",
"useCompleteUri":true

}!

"teAuthMethod":"client secret basic",

"grantTypes": ["authorization code","client credentials"],

"responseTypes": ["code"],
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"extraClientSecret":"..",
"accessTokenFormat":"jwt",
"logout": {
"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."
}
}I
"simple": {
"ssl":true,
"formSelector":"..",
"loginSelector":"..",
"logoutUrl":"..",
"postLogoutUrl":".."

rest": {
"Basic":{"pswd":".."},
"TLS": []

by

"theme":"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
Wal@lW g T W,
"attributeRules": [{"attr":"..","isPermitted":true}]

}!

"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

[Ipu perucrpauuu nmpunoxeHus, padorarouiero mo SAML, HYKHO y4ecThb CieIyrOIIHe
0COOEHHOCTH:
— B SpMetadata HyxHO mepenaBaTh  COJCPKHMMOE  METaJAaHHBIX  MPHIIOKCHUS,
3akoupoBaHHoe B popmare Base64URL.
— B HacTpoiiky id B SpAttributeFilterPolicy nHeo6xomumo nepenats TOT *e id, uTO epeaaH B
URL B kagectBe appld.
Ecnu perucrpauus ycnemna, to cepep BepHer HTTP 200, akryanbHble JaHHBbIC
IIPUJIOKEHHUS U aKTyaJbHOE 3HaueHue etag.

IIpumep otBera:

HTTP/2 200

content-type: application/json
etag: 99 1658857631000

{
"id":"test-app2",
"hame":"..",

"oauth": {

}I

Ecnu npu peructpanuu npuiioxkeHuss OyzaeT oOHapyKe€HO, 4YTO JaHHbIE B
KOH(UrypaoHHoM (aiiie Ha cepBepe ObUIM M3MEHEHBI MEXIY MoMydyeHHeM etag ¥ BBI30BOM

perucTparuu, To cepep BepHer oTBeT ¢ KogoM HTTP 412 Precondition Failed u Terom omuoku:
{
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"type":"process error",

"error":"cas mismatch",

"desc":"cas mismatch"
Ecimn IIpH peTrucTpalliy IPHUITOXKCHUA BO3HUKIIA oum61<a, TO CEPBEP BEPHET OTBET C KOAOM
HTTP 400 Bad Request ¢ onrcaHieM OMMOKH.

[Ipumep oTBeTa ¢ OMIMOKONM PErUCTPALINH:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "json.error.mandatory.field",
"desc": "json.error.expected.array",

"pos": "oauth.redirectUriPrefixes"

J.3. H3MeHeHHMe HACTPOEK NMPUJIOKEHUS

Jlist u3MEHEeHHs HaCTPOEK MPHIIOKEHHSI HE0OOXO0AMMO BBIIOIHUTH 3arpoc merogom POST
o azapecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxonumbie paspemenust: blitz_api_sys_app_chg.

B 3ampoc momken ObiTh goGaBiieH 3arosmoBok If-Match, comepskamuii mocneanee
MOJy4YEeHHOE OT cepBepa 3HaYeHue etag.

Teno 3ampoca MJODKHO coIepXKaTh 3HAYCHUS HACTPOSK NPUIIOKEHHUS — IOCIe
penakTupoBanusi. JJoKHBI OBITH TEPEAaHbl BCE HACTPOMKH, a HE TOJIBKO N3MEHSIEMBIE.

[Tpumep 3ampoca:

POST /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

If-Match: 98 1658857264000

{

"name":"..",

"domain":"..",

"startPageUrl":"..",

"oauth": {
"clientSecret":"..",
"redirectUriPrefixes":[".."],
"predefinedRedirectUri":"..",
"availableScopes":["..",".."],
"defaultScopes": [".."],
"enabled" :true,
"autoConsent":true,
"idToken":{"claims":[".."]},
"accessTokenTt1":3600,
"defaultAccessType" :"online",
"refreshTokenTtl1":86400,

"dynReg" : {
"isAllow":true,
"allowedPlainJsonClaims": ["device type"]

b

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-9]{3,3}-[0-9]1{3,3}-[0-9]{3,3}",
"userCodeTtl1l":120,

"verificationUrl":"..",
"useCompleteUri":true

}!

"teAuthMethod":"client secret basic",

"grantTypes": ["authorization code","client credentials"],

"responseTypes": ["code"],
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"extraClientSecret":"..",
"accessTokenFormat":"jwt",
"logout": {
"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."
}
}I
"simple": {
"ssl":true,
"formSelector":"..",
"loginSelector":"..",
"logoutUrl":"..",
"postLogoutUrl":".."

rest": {
"Basic":{"pswd":".."},
"TLS": []

by

"theme":"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
Wal@lW g T W,
"attributeRules": [{"attr":"..","isPermitted":true}]

}!

"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

Ecnu uzmenenue ycneurto, To cepsep Bepuer HT TP 200, akryanbHble 3Ha4eHHS HACTPOEK
IIPUJIOKEHHUS ¥ HOBBIN etag.

[Ipumep oTBerTa:
HTTP/2 200

content-type: application/json
etag: 99 1658857631000

{
"id":"test-app",
"name":"..",

"oauth": {

}I

Ecnmu npu  penakTHpOBaHMM TPHIOKEHHS OyaeT OOHapyKeHO, YTO JaHHbIE B
KOH(UryparoHHoM (aiiie Ha cepBepe ObUIM M3MEHEHBI MEXKIY MOJyuYeHUueM etag ¥ BBI30BOM
pelIaKTHPOBaHMs, TO cepBep BepHeT oTBeT ¢ kogom HTTP 412 Precondition Failed u temom

OLINOKH:
{

"type":"process error",
"error":"cas mismatch",

"desc":"cas mismatch"
Ecnu mnpu penakTMpoBaHMM TPWIOKEHHS BO3HUKJIA OLIMOKA, YTO IepelaHbl
HeTpaBUJIbHBIC TAHHBIC, TO cepBep BepHeT oTBeT ¢ kogom HTTP 400 Bad Request ¢ onucanuem
OLINOOK.

[Ipumep oTBeTa ¢ OLIMOKON:
149



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

{

"type": "input error",

"error": "wrong values",

"errors": [

{

"type": "input error",
"error": "json.error.mandatory.field",
"desc": "json.error.expected.array",
"pos": "oauth.redirectUriPrefixes"

A.4. ¥YnaneHue nNpuiIOKeHUsI

JUis ynaneHusl MpUIIOKEHHMs HEeoOXOIUMO BBINMOJHUTHL 3ampoc meronoM DELETE mo
anpecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxomumsie paspemenus: blitz_api_sys_app_chg.

B 3ampoc nmomken ObITh go0OaBieH 3aroioBok If-Match, conmepkammii mocnemHee
MOJy4eHHOE OT cepBepa 3HadeHue etag.

[Tpumep 3ampoca:

DELETE /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz
If-Match: 99 1658857631000

Ecnu npunioskeHue ycrenrHo yaaineHo, To cepsep Bepaer HTTP 204,
Ecnu npu yaaneHuun npuiioskeHust OyneT 00HapyKeHO, YTO IaHHbIC B KOH(DUTYpaIIMOHHOM
(aiine Ha cepBepe ObUTM M3MEHEHBI MEXKAY MOJydeHHEeM €tag W BBHI30BOM YIAJICHUS, TO CEpBEp

BepHeT oTBeT ¢ kogom HTTP 412 Precondition Failed u Teom ommoku:
{

"type":"process error",
"error":"cas mismatch",

"desc":"cas mismatch"
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Ipunoxenue E. BbI30B CTOPOHHEIr0  NPUWJIOKEHHMS  PerucTpanuu
noJjb30Barejen

B Blitz Identity Provider Mo)xxHO HAaCTPOUTH MCIIOJIB30BAHUE CTOPOHHETO MPUIOKEHHS
peructpamuu monb3oBateneii. B atom cimydae Blitz Identity Provider cmosker BbI3BaTh
NPUIOKEHHE PETHCTPAIlMU TOJIb30BaTeNeil CO CTpPaHUIBI BXojaa (MPH IMEPEeXoe MO CChLIKE
«3aperucTpupoBarhCs») WIA B PE3yJbTaTe IMEPBOTO BXOa IOJIL30BATENS Yepe3 BHEIIHHI
MOCTABIIKMK uaeHTH(GUKaIMH. [Ipr 3TOM JOCTYIHBI CIIEAYIONIHE BO3MOKHOCTH :

- B ciyuae eciam perucrpanms 3amyiieHa B pe3ysibTaTe MEPBOTO BXOIa Yepe3 BHEIIHHI
nocraBiiuk uaeHtudukanuu, to Blitz Identity Provider mepemact mnpuiokeHuio
pETUCTpallii TMOJYYEHHBIC W3 BHEIIHETO IOCTAaBIIMKA HACHTH(OUKAIIMKA aTPHOYTHI.
[MpuoskeHre CMOXKET UX MCIIOIB30BATh IS TIPEA3aOTHEHUS (POPMBI pETUCTPALIUH.

- Ecnu monb3oBarens yCIENIHO MPOWIAET PErHCTPALUI0, TO OH CMOXET MPOIOJDKHUTH
nporiecc  BXxoaa.  Hampumep, MOXHO  00ECHEYUTh  aBTOMATHYECKHH  BXOJI
3aperrCTPUPOBAHHOIO TI0JIL30BATENI B TMPHIOKEHHE aHAJOTMYHO TOMY, KakK 3TO
MIPOMCXOIUT TPH KCIOJb30BaHMK BeTpoeHHoro B Blitz Identity Provider mpunoxenus
PETUCTPAIUH.

Juns noxgkmrouenust k Blitz ldentity Provider cropoHHEro npuioXKeHHs PETHCTpaIvn
HEOOXOMMO Ha CTOPOHE BEO-TIPUITOKEHUST PETUCTPALINH MTOIEPHKATH CEPBUCHI B COOTBETCTBHH C

OIMMCAHHBIMHU B IMOCJICAYIOIINX pa3gciax Tp€60BaHI/I$IMI/I.

E.1. CepBuc HHUIIUMPOBAHNS PErUCTPALNH
CropoHHEe MPUIOKCHHE pPEerucTpanuu JoJpkHO mpemoctaBute HTTP POST cepBuc
WHHUIMUPOBAHMS perucrpanuu. AJpec cepBuca 3amaeTcs B HacTpoiikax Blitz Identity Provider
(cMm. «PyKOBOJICTBO aIMUHUCTPATOPAY).
CepBuC J0JDKEH IPUHUMATh ciieayromnue napameTpsl (B Buae JSSON):
- id — uaenTHdUKATOp 3aBKU HA PETUCTPALIUIO;
- entryPoint — cBeaeHust 0 TOUke BX0/1a. BO3MOKHBI Clle/IyoIne 3HAUCHHUS:
e SOCIAL — peructpanus BbI3BaHa BCIICJCTBUE BXOJIa HOBOTO IOJB30BATENS dYepe3
BHEIIHUI MOCTABIINK HJICHTU(DUKALINY;
e WEB - mnonp30BaTenb CaMOCTOSITENHHO WHHUIMHUPOBAI PETHCTPAIUIO (BBIOpaT
«3aperucTpupoBaThCs» Ha CTPAHUILIE BXOJIA).
- appld — uneHTUdUKATOP MPUIIOKESHNUS, B KOTOPOE U3HAYAIIHLHO XOTEN BOMTH MOJIH30BATEb,
B pe3yJbTaTe YEro 3aryCTUiICs MPOLECcC PEruCTPaLllH;
—  expires — BpeMsi OKOHYAHHSI ICHCTBUS 3asIBKU Ha perucTpanuio. Ykassisaercs B Unix time,
B CEKYHJaXx;
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— SOUICé — HMCTOYHUK CBEJICHMH O MoJsib30BaTesie (B Cilaydae IOJIy4eHHs CBEAECHUH u3
BHEIIIHET0 NOCTaBIIMKa BX0/1a). CoaepKUT UASHTU(HUKATOP BHEIIHET O MOCTABIIMKA BX0/1a
(marmpumep, esia:esia_1 B ciryuae ECHUA);

- TIepeueHb aTpUOYTOB, TOJYYEHHBIX W3 BHEIIHErO IOCTABIIUKA HJCHTU(UKAIUH.
[lepenarorcst aTpuOyThl U3 HACTPOEK CBSI3bIBAHMS YUETHBIX 3alIUCEN COOTBETCTBYIOIETO
BHEIIIHEr 0 MOCTABIIUKA HJICHTU(DUKALINY.

- hints — moxcka3ku, nepenaHHbie B BbI30B (OpMbI BXojaa. Hampumep, TyT MOXeT OBITh
IepefaH JOTMH II0JIb30BAaTeNsl, B Clly4yac €CIU IO0Jb30BaTellb WUHULHUHUPOBAI
CaMOCTOSITENTFHYIO PErHCTPAIUIO ¢ POPMBI BX0O/1a, KOTOPasi B CBOO 04Yepe/ib ObljIa OTKPHITA
¢ mapameTpowm login_hint;

- lang — Tekymmii 361K HHTEpQEiica MOIH30BATENS HA CTPAHUIIC BXO/IA.

[Tpumep 3ampoca (rpu BbI30Be B pexxume Bxoaa yepe3 ECHA):

POST /reg/url HTTP/1.1
Content-Type: application/json

{
"id" :"6DXDHyyiZ2hByUN-sCRUEdvA0OQuUn7WwQ",
"entryPoint":"SOCIAL",
"appId":"portal",
"expires":1608129702,

"source":"esia:esia 1",
"hints": {},
"attrs": [
{
"esia family name":"IleTrpos",
"esia given name":"MBan",
"esia middle name":"Cepreesuu",

"esia passport":
"{\"issueDate\":\"01.01.2016\", \"stateFacts\": [\"EntityRoot\"],\"eTag\":\"452E4EEA3A9FBCD244766D6
549B8E7E616478BD2\", \"vrfStu\": \"VERIFIED\", \"type\":\"RF_PASSPORT\", \"issueId\":\"111001\", \"num
ber\":\"123456\", \"series\":\"4567\",\"issuedBy\":\"PYBI r.Mockeu\",\"1d\":38226}",

"esia trusted":true,

"esia 1d":"1000334562",

"esia gender": "M",

"esia birthdate": "01.01.1999",

"esia birthplace": "Mocksa",

"esia email": "johndoe@company.ru",
"esia snils": "123-456-789 12",

"esia inn": "123456789012",

"esia phone number": "+7(999)1234567",

"esia liv_address":
{\"stateFacts\":[\"Identifiable\"],\"1id\":24243131, \"type\":\"PRG\", \"addressStr\":\"r MockBa, yx
Onexckasa\",\"fiasCode\":\"06690b31-d4ae-463d-adl2-
cf3963e0d7ed\", \"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\"16\",\"zipCode\":\"125414\",\"st
reet\":\"Ouexcrkag\",\"region\":\"Mockea\", \"vrfDdt\":\"0,10,0\",\"eTag\":\"0C7C02CA3BC3623B2628A7
603DA342792D5CE491\"}",

"esia reg address":
{\"stateFacts\":[\"Identifiable\"],\"1id\":24343142,\"type\":\"PRG\",\"addressStr\":\"r MockBa, yx
Onexckasa\",\"fiasCode\":\"06690b31-d4ae-463d-adl2-
cf3963e0d7ed\", \"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\"16\",\"zipCode\":\"125414\",\"st
reet\":\"Ouexckas\",\"region\":\"MockBa\",\"vrfDdt\":\"0,10, 0\",\"eTag\":\"0C7C02CA3BC3623B2628A7
603DA342792D5CES591\"}"

}
1

4
ang": "ru

[Ipumep 3ampoca (mpu HaXkaTHM IOJb30BaTENIEM «3aperMCTPUPOBATHCA» HAa CTPAaHULE

BXOJIQ):

POST /reg/url HTTP/1.1
Content-Type: application/json

{
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"id" :"6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ",
"entryPoint":"WEB",

"appId":"portal",

"expires":1608129702,

"hints": {},

"attrs": {},

"lang": "ru"

B oTBer cepBHC MHUITMUPOBAHMS PETUCTpAIMU JA0KeH BepHYTh 1u00 HTTP-oTBeT mst
BBIIIOJIHEHUS B Opay3epe mnosb3oBarens (Hanpumep, kog HTML-crpanuus!l uiy MHULMAPOBATH
TepeHanpasjcHUe MOJIb30BaTeNs B Opay3epe Ha CTpaHUILy perucTpaiuu), Jubo coodmieHue oo
ommnoke.

[Ipumep oTBerTa:

HTTP/1.1 302 Found
Location: https://www.company.ru/register/

B pesynbraTe noabs3oBarens OyaeT nepenanpanieH u3 Blitz Identity Provider B ctoponnee

MPUIOKEHHUE PETUCTPALINH.

E.2. CepBuc 3aBepuieHusi perucTpauuu

Korga momp3oBaTens B CTOPOHHEM MPWIOKEHHH PETHUCTPALMM BBEJI BCE JaHHEIE,
HE00XO0IMMBbIE [T pErHCTPALlMU YUETHOH 3aIlUCH, CTOPOHHEE MPUIIOKEHHUE PETUCTPALIMH JI0JIKHO
Bei3Bath B Blitz Identity Provider cepsuc 3aBepiieHHs perucTpandyd YYeTHOW 3allUCH
10JIb30BATEII. Cepsuc BBI3bIBACTCSA METOJIOM POST o azapecy
https://login.company.com/blitz/reg/api/vl/users/{id}, rme B kauectBe id B URL cepBuca
nepenaercss MACHTH(GUKATOP 3asBKM Ha pErUCTpaluio, paHee monydeHHeld ot Blitz ldentity
Provider.

B 3ampoc nomxkeH ObITh 100aBIIEH CIEIYIOLINI 3aroj0oBOK, I1e SeCret — 3To MpUCBOEHHBIE

npuIoKeHHIo Tipu peructpanuu B Blitz Identity Provider client_id:rest_secret B popmare Base64:

Authorization: Basic <secret>
Crincok aTpuOyTOB TMpHBEIeH B KadecTBe oOpasma. ConepaHue CHUCKa HEOOXOIMMO
CKOPPEKTHPOBAaTh B 3aBUCUMOCTH OT KOHKPETHBIX HACTPOEK, CICNaHHBIX NMpH BHeApeHuu Blitz
Identity Provider. CMm. «PykoBOACTBO aAMHUHHUCTPATOPAY.
Teno 3ampoca JOMKHO coliepKaTh aTPUOYTHI PETUCTPUPYEMOIT YUETHOM 3aIHCH:
— first_name — pamunus;
—  name — ums;
— middle_name — otuecTBO;
— phone_number — Homep MOOWIBHOrO TeneOoHA B BHIEC COCTABHOTO OOBEKTa C
aTpulOyTamu.
e value — Homep Tenedona B popmate 7XXXXXXXXXX;

o verified — mpusHak, uto Tenedon moarsepkacH — true wiu false;
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— email — agpec 2JIEKTPOHHOM IOYTHI B BUJIE COCTABHOIO 00BEKTA C aTpHOyTaMH:
e value — azmpec AIEKTPOHHOM OYTHI;
e verified — mpusHak, uTo aapec moaTBepKaAeH — true wiu false;

— password — mapoiap UL CO3JaBAaEMOM Y4YETHOW 3allMCH  IOJb30BaTels (IOJDKEH
COOTBETCTBOBATH HACTPOCHHOM MApOJIBHOM MOJUTHKE).

[Mpumep 3ampoca (peructpanus ¢ noATBepkACHHBIME eMail u TeraedoHoM):

POST /blitz/reg/api/vl/users/6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=
Content-Type: application/json

{
"first name":"lBaHoB",
"name"?"MBaH",
"middle name":"VBaHoBuu'",
"phoneigumber": {
"value": "79991234567",
"verified": true

email": {
"value":"mail@example.com",

"verified": true

}I
"password" :"QWErty$123"

B oter Blitz Identity Provider B ciydae ycnemrHoro 3aBepiieHusi perucTpaliii BEPHET
JSON co crnenyronumMu JaHHBIMH:

- subject — uaeHTHUKATOP 3apETUCTPUPOBAHHOTO MOTH30BATENS;

- 0rigin — cCchUIKY, Ha KOTOPYIO HEOOXOMMO HAIPaBUTh Opay3ep MoJIb30BaTENs;

- cookies — Kyku, KOTOpbIE HYKHO YCTaHOBHTH TIIpH IIE€pEHAIIPaBICHUU Opay3epa
moJs30Baress Ha oommem ¢ Blitz Identity Provider nomene;

- instanceld, instructions — mnpoure TEXHOJOTHYCCKHE CBEACHHUSA, KOTOPBHIC HYKHO
MPOUTHOPUPOBATb.

IIpumep orsera:

"instanceId": "amRiY21kcG9zdGdyZXM6YzhjMGExYzEtYzdmYSO00ZDg3LWFiYmMtZTNiYzglYTk4",
"subject":"5cffd68f-2cb8-4f7a-b0£f3-9fa69%9alfbbcd",
"context" :"6DXDHyyiZ2hByUN-sCRUEdvAoQuUn7WwQ",

"cookies": [{
"name": "css",
"value": "TSQA-AruOjUNphGZ984elLgzT ROebNiBsjyjEg4n-nL-PdsiXqq"
11,
"origin": "/blitz/profile?",
"instructions": []

ITocie  mepeHampaBlieHUs CTOPOHHHM — TNPUJIOKEHHEM  pErucTpanuu  Opaysepa
MOJIb30BaTE sl TI0 CCBhUIKE, YKa3aHHO# B Origin, u ¢ ykasanueiMu COOKies Blitz Identity Provider
CO3/IACT CECCHI0O M OOECIEYUT BXOJ MOJB30BATENsl B HPHIOKEHHE, /Ui BXOJa B KOTOPOE

ITOJIB30BATCJIb OCYHICCTBUII PECTUCTPALIUIO yquHOﬁ 3aIllnucCu.
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