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BBEJIEHUE
B naHHOM JOKyMEHTE COICPIKUTCS TEXHUYECKast WH(OPMAIIHSI O MPOLIECCE O KITFOYUCHUS
npunoxenunii k Blitz Identity Provider. DtoT mporiecc BKIIIOYaeT CleAyIOIINe YTAIb:
1. Br16op npoTokosa B3auMOAEHCTBUS.
2. Tlomy4yeHue perucTpalmOHHBIX TaHHBIX IS TIOAKITFOUSHHUS TPHITOKEHHSL.
3. KoudurypupoBanue mpuioxkeHus Win ero qopaborka s noakitoueHus k Blitz 1dentity
Provider.
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1. Bbi0op NpPoTOKOJIA B3aUMOAEHCTBUSA

IMpu unTerpanuu npunoxenus ¢ Blitz 1dentity Provider nis nposenenust
UICHTU(QUKAIIMN U ayTEHTU(DHUKAIMHU TTOJIH30BATEIIS CIIEAYET BHIOPATh OJUH U3 MPOTOKOJIOB

B3aUMOJIEUCTBUS:

— OpenlD Connect 1.0 (OIDC)YOAuth 2.0? — coBpemerHbIi SSO-IPOTOKOI, N3HAYATLHO
OpPUEHTHUPOBAaHHBIN Ha paboTy ¢ BeO-puiiokeHusiMu B cetn HTepHet. Ecim co3naercs
HOBOE MPUJIOKEHHE, TO PEKOMEHIyeTCs MOAKIIounTh ero k Blitz Identity Provider ¢
ucnonb3oBanuem OIDC/OAuth 2.0.

—  SAML 1.0/1.1/2.0° — SSO-1poTOKOJI, MO3BOJISIOMIMI MOIKIIOUUTH PA3THYHOE
koprnoparusHoe 1O nin o0naunble npunoxeHus K cepBucy Bxoaa. [logkimouaemoe
HPUIIOKEHHE BO3MOYKHO MMEET BCTPOSHHYIO moiepkKy SAML wmmn takast moiepxka
MOXeT OBITh 100aBJICHA B KAYECTBE JIOMOJHUTEILHON OIIIMU WK Yepe3 YCTaHOBKY
MHTErPAIllMOHHOT0 KOHHEKTOPa/TIaruHa.
Br160p mpoTOKOIa BO MHOTOM 3aBUCHT OT TOT0, KaKOE MPHIIOKEHUE TpeOyeTcs

HOAKIIOYUTD.

—  eCIH MPHJIOKEHHE MOIePKUBAET 0uH 13 SSO-TIPOTOKOJIOB, TO CTOUT MOIKIIOYATh €r0
C UCIOJIb30BaHUEM JIaHHOT'O IIPOTOKOJIA;

—  €CIHM MpeUI0KEeHUE He TIOJIEP’KUBACT IPOTOKOJIBI, TO CIIEIYET IPOBECTH €ro A0PabOTKy
— B 3TOM Cllydae peKOMEHyeTcs moaaepxkaTth B3aumozaeiicteue no OIDC;

—  €CIM NPUIOKEHHE TOJIBKO CO3/1aeTCsl, TO Ha 3TOU CTaJUM LeIecO00pa3HO MOAepKaTh
oxuH u3 SSO-mporokoioB — noanepxkky OIDC peannsoBars mpole, 0AHAKO IPH
WCTOJIB30BAHUU JOCTYMHBIX OMOnoTek SAML MOXXKHO MCIIOIB30BATh M 3TOT MPOTOKOJL.
B tabnmiie Hyke IpUBEACHBI HEKOTOphIe ocoOeHHOoCcTH ITpoTokosioB OIDC u SAML.

Tabauya 1 — Ocobennocmu npomoKo108 NOOKIIOUEeHUS

OIDC/OAuth 2.0

SAML 1.0/1.1/2.0

Crioco6 obecrieueHust
JOBEPHS MEIKITY
npuaoxenuem u Blitz
Identity Provider

Cekpet npuioxxeHus (0OIYHO B BUIE
cTpoku), u3BecTHbii Blitz ldentity
Provider

OnekTpoHHas moanuck. 1
3alpoChl Ha ayTeHTU(QUKALIUIO, U
OTBETHI — 3TO IIOAIIMCAHHBIC
XML-10KyMeHTHI

Crioco6
B3aUMOJENCTBUS

Uepe3s BeO-Opaysep monp30BaTes
npoxoauT ayreHTudukarys. s
3aBepILEHHS ayTeHTU(PHKALUU
CepBEpHAs YacTh MPUIIOKEHHS JOJDKHA
chopmuposats HTTP-3ampoc B agpec
Blitz Identity Provider

OO0BIYHO 3ampoC Ha
ayTeHTU(UKALUIO U OTBET
MPOXOISIT Yepe3 BeO-Opaysep
nosb3osates. [Ipunoxenue u
Blitz Identity Provider moryT He
HMMETh CETEBOM CBSI3BHOCTHU

[Tonyuyenue cBeaeHuit
0 MOJIb30BaTEIIE

JIBa crioco0a moyry4eHus: JaHHbIX O

MOJIb30BaTele:

- Ilpunoxenue odpamaercs K
REST-cepsucy Blitz Identity
Provider u nosxyyaer 1aHHbIE O
nosib3oBateiie B popmare JSSON.
[MpunokeHne MOXKET MPOIOKATH
HOJTy4aTh JaHHBIC O TOJIL30BATENE,
JlaXke KOT/ia MoJIb30BaTeb
3aBepIIACT CBOIO OHJIAMH-CECCHIO

- IlpunoxxeHue moayvaeT JaHHbIC
MIOJIb30BATEIIS M3 MapKepa
unentudukanuu (id_token B popme
JWT), monyuennoro ort Blitz

JlaHHBIE O ITOJIB30BaTENIC
COZIepIKaTcs B OTBETE Ha 3aI1poc
Ha ayTeHTH(UKauio B opmare
XML. IlpunoxeHne MOXET
nonyuats ot Blitz ldentity
Provider nanasie TOnbKO B
MOMEHT BXO/Ia IOJIb30BaTEIIs

L OpenlID Connect Core 1.0, cm.: https://openid.net/specs/openid-connect-core-1_0.html
2 RFC 6749 «The OAuth 2.0 Authorization Framework», cm.: https://tools.ietf.org/html/rfc6749
3 Cwm.: https://www.oasis-open.org/standards#samlv2.0
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Identity Provider o pesynbTatam
BXOJIa

[HomnepxuBaembie
MIPIIOKEHUS

Beb-npumnoxennst 1 MOOMITEHBIC
TIPUIIOKECHUS

Be6-npunoxenns

OIDC no3BossieT peaanu3oBaTh BCE OCHOBHBIE clieHapuu SAML, HO 11pu 3TOM
ucrnonssyercs 6onee mpoctoit JSON/REST-npotokoin. CymiectBennoe npeumymectso OIDC —
MOJIEP’KKA MOOMIIBHBIX MPHIIOKEHUH.

Ecnu moaxmouaemoe k Blitz Identity Provider mpunosxxenune 1opabotaTh HEBO3MOXKHO, HO
TIPU ATOM TIPUIIOKEHHE MTPEACTABISIET COO0M BEO-TIPUIIOKEHHUE, PA3BEPHYTOE B COOCTBEHHOM
undpactpykrype (On-Premise), To noakmounts npunoxenue k Blitz Identity Provider MmoxxHo ¢
HCIOJIb30BaHNEM BeO-TIPOKCH U CIIeMalibHO peann3oBanHoro B Blitz Identity Provider
npotokoja Simple. MHCTpyKIMK MO TaKOH WHTErPAIMK TPUBEICHBI B PYKOBOJICTBE
anMHHHCTpaTopa B riaBe «Hactpoiika Simple».
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2. IloaroroBka 3asiBKM Ha MOJAKJIIOYEHHE

2.1. IMoaknaw4yenue npuioxenunii mo OIDC

BzaumoneiictBue npunoxenus ¢ Blitz Identity Provider mpu nposencann
UACHTUDUKAIIMY U ayTeHTU(UKAIIUK [10JIb30BaTeNs ocyllecTBisercs no cnenudukamuu OpenlD
Connect 1.0 (nanee — OIDC)*, B ocHoBe koTOpoii exuT ppeiimBopk OAUth 2.0°.

OIDC siBnsieTcst COBpeMEHHOM crieliMpUKaueii, OmuChIBaroIeil MOPSA0K NCIOIb30BAHUS
OAuth 2.0 npu obecnieuennn uneHTHGuKanuu/ayrenTuduKanuy nojip3oparenein. OIDC
W3HA4YaJIbHO OPHEHTUPOBAH Ha paboTy ¢ BEO-NPHIIOKEHUSIMA U MOOMIIBHBIMH NPHIIOKEHUSIMU B
cetu HTEepHeT.

B Tabnmuiie HibKe MpuBeaeHa KpaTkas xapakTepuctuka cnenngukanuun OIDC.

Tabnuua 2 — Kpamkasa xapakmepucmuxa cneyuguxayuu OI1DC

Crioco6 obecrieueHus TOBEpHs CexpeT npuiokeHus (00bIYHO B BUJIE CTPOKH), M3BeCTHBIN Blitz
MexIy npuitoxkennem u Blitz Identity Provider u npuioxxeHuto

Identity Provider

Cnioco6 B3auMoieiCTBHS Yepes Opaysep Mob30BaTessi MPOXOIUT HHULIMUPYESTCSI

uaenTudukanus/ayrenTuduranus. s 3apepriueHus
UICHTU(HUKAIMN CEPBEPHAs YaCTh MPUIIOKEHHS JOJDKHA
chopmupoBath HTTP-3anpoc B aapec Blitz Identity Provider
[MonyueHue cBeaeHui O JBa crioco0a moJTy4eHHs JaHHBIX O TI0JIb30BAaTENC:
M0JIb30BaTEIIe — mpwioxeHne odpamaercs k REST-cepsucy Blitz Identity
Provider (mm. 3.6) u mosny4yaeT qaHHbIe O TOJIb30BaTeNe B
¢dopmate JSON. IIpuioskeHne MOXKET TPOAOIIKATh
NOJTy4YaTh JIaHHBIC O MOJIb30BaTENe, JaKe KOTra
M0JIb30BATEIb 3aBEPIIACT CBOIO OHJIAWH-CECCUI0
—  MPWIOKEHHE MOJy4aeT JaHHbIC MOJIb30BaTe s U3 MapKepa
unentuduxaiuu (id_token B hopme JWT), nonydeHHOTO OT
Blitz Identity Provider mo pesynpraTtam ayTeHTHOHKAIHN
[MognepxuBaeMble MPUIIOKSHUS Be0-npuiioxeHust 1 MOOHIIbHBIC TTPUIIOKCHUS

Ayrentudukanus B repmunosiornn OIDC/OAuth 2.0 sisiercs pe3ynbTatoM
B3aUMOJICUCTBUS TPEX CTOPOH:

— cepsuca aBropusaiuu (Authorization Server) wim mocrasiuka pecypea (Resource
Server), B kauecTBe KoTOpbIX BhicTymaet Blitz Identity Provider;

— cucrembi-kinenta (Client), B kauecTBe KOTOPO# BBICTYIAET MPHIOKEHUE, KOTOPOE
3ampalinBaeT J0CTYI pecypcy (MH(GOPMAaLUH U JaHHBIM TT0JIb30BaTENs);

— Buazaensia pecypca (Resource Owner), B kaueCTBE KOTOPOT'O BBICTYIAET MOJIh30BATENb,
TaK KakK B X0Ji¢ ayTeHTH(UKAIIMK OH pa3peliaeT A0CTYII K JaHHBIM O cele.

2.1.1. Perucrpaunus npuioxenus B Blitz Identity Provider

[punoxeHue Kak cuCTeMa-KIMEHT JOJDKHO 3apeructpupoBathes B Blitz Identity
Provider u mony4uTh cieayronme JaHHbIe, He00X0IuMbIe 1l HOPMUPOBAHUS 3aMIPOCOB HA
MPOBEJICHNE ayTEHTU(UKAIINY.

[Mpu noxxirouenuu k Blitz Identity Provider BeG-npunoxenuii:

— wunentudukarop npuinoxenus (client_id);
— cekpet npuioxenus (client_secret).
[Mpu noxxirouennu k Blitz Identity Provider MoOMIBHBIX MPHUIOKEHUIA
— uaeHTH(UKATOp MOOHIIBHOTO NpuiiokeHus (Software_id);
— mepBuuHbIi Mapkep moctyma (Initial Access Token);

4 «OpenlD Connect Core 1.0», cm.: https://openid.net/specs/openid-connect-core-1_0.html
5 RFC 6749 «The OAuth 2.0 Authorization Framework», cm.: https://tools.ietf.org/html/rfc6749
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— MeranaHHble npunoxenua® B popme JWS-tokena (software_statement).
Jlns peructpaiuu npunoxkerus B Blitz Identity Provider Heo6xomumo HampaBuTh 3asBKY,
KOTOpasi BKITIOYAET B ce0sl CIICAYIOINE CBEICHUS:
1. Tun noaxiro4aeMoro NpuiaoKeHus (BeO-MpHiIoKeHNEe WM MOOUIIBHOE MTPUIIOKEHHUE).
2. Paspemennsie aapeca Bo3Bpara (crucku redirect_uri m post_logout_redirect_uri).
3. Tlepeuens 3ampamBaeMbIX pa3pemieHni (CITHCOK SCOPE).
4. VYxa3aHWE HECTAaHJAPTHBIX PEKHUMOB, HEOOXOJAUMBIX MTPUIOKECHHIO:

— IPWIOKEHUIO HeoOXoauMo nony4ath refresh_token — mo ymon4anuio npusioxeHuo
refresh_token Bo3Bpaiarbcst He OyIeT; Ipu BBIOOpPE 3TOTO PeKUMa HYIKHO
JIOTIOJTHUTEBHO yKa3aTh TpeOyeMblii cpok aeiictBus refresh_token (mo ymomuanuro
CPOK JIelicTBHsI Mapkepa Oyzaer | JeHb, MAKCUMAaIbHO MOKHO 3aIIPOCUTH CPOK
JeicTBus 365 aHEl);

—  MPUIOKEHHUIO HEOOXOAMMO HCIIO0Ih30BaATh HECTAHIAPTHBIN CLIEHAPUI
B3anMmoeiictBus (Harmpumep, Implicit Flow, Hybrid Flow) — o ymonmuanuto
NPUIIOKEHHIO Pa3pelIeHo Ucrob30Bath Tonbko Authorization Code Flow;

—  TPWIOKEHUIO HYXKHO MOIy4aTh Mapkep goctyna B popmare JWT — o ymoauanuto
MapKep J0cTyIia npeocTasisiercs B Gpopmate opaque;

— TMPWIOKEHUIO HY)KHO IOJIy4aTh MapKep JocTyna (access_token) c HecranmapTHBHIM
CPOKOM JICUCTBHS — CTAHAAPTHO MapKep JAOCTyIa IeHCcTByeT | Jac.

IMIpumeuanue — [lpu ykazanuu B 3asBKe Ha moakiroueHue k Blitz Identity
Provider HeoOX0AUMOCTH HECTAaHIAPTHBIX PEKUMOB, TIEPEUUCIICHHBIX BBIIIIE,
He00X0IUMO NPeAOCTABUTH 000CHOBAHUE NIPUYMH UX HEOOXOIUMOCTH.

5. TlepeueHb HOMONHUTEIBHBIX aTpUOYTOB, KoTOphIe Blitz Identity Provider nomken
100aBHUTh B MapKep UICHTU(PUKAIMHU (IOTOTHUTEIbHBIC aTPHOYTHI U1l IepeIadn B
coctase id_token).

6. Pexum Bxoza (BXoj Kak (HU3UUECKOTO JIMIA HIIH KaK MPEACTABUTEIISI OPraHU3aIiH).

2.1.2. OmnpenesieHue pa3penieHHbIX a/{PecoB BoO3BpaTa

3anpoc Ha NpOBEICHUE UICHTH(PUKAIMK/ayTeHTU(DUKAIIMN TI0JIb30BATENS COACPIKUT
CCBUIKY BO3Bpara rpu apropusanuu (redirect_uri), Kyaa JobkeH ObITh BO3BpAILCH IT0JIb30BaTENb
MOCIIe IPOXOXKICHUS HACHTHPHUKauK/ayTeHTH()UKay. JJonycTuMBbIe CCBUIKH BO3BpaTa
JIOJDKHBI COOTBETCTBOBATH 3apeructpupoBantbiM B Blitz Identity Provider paspemennbim
npedukcam. Eciu B 3ampoce Ha uaeHTHUKaIHo/ay TeHTH(OUKAIMIO YKa3aHa CChUIKA BO3BPATa,
Y OHa HE COOTBETCTBYET HH OJHOMY M3 yKa3aHHBIX MIPE(PHUKCOB, TO B
uaeHTH(GUKAIMK/ay TCHTU(UKAIUY OYIET OTKa3aHo.

B 3aBuCHMOCTH OT THIIA TOJKIFOYAEMOT0 TPUIIOKCHUST PEKOMEH TYETCSI UCTIOJIb30BATh
cleayrolue npedUKChl CChUIOK BO3BpATa:

— Ilpu noakmrodeHnH BEO-TIPUIIOKEHNH B Ka4eCcTBE MPE(YUKCOB CChIIIOK BO3BpaTa
UCII0JIb30BATh JIOMEHHbBIC UMEHA MPUJIoKeH. Harpumep, ecii mocie npoBeeHUs
ayreHTH(UKaIMu TpeOyeTcss BepHYTh Mojbp30Bares Ha https://domain.com/callback, To B
KadyecTBe MpeduKca CChUTKM BO3BpaTa ClieayeT yka3aTh B 3asBke https://domain.com/.

IlpumMeyaHnue — npu NOIKIIOYCHUH K TPOoayKTUBHOM cpene Blitz Identity
Provider Be6-nipuiokeHne T0KHO MCITOIB30BaTh B KauecTse redirect_uri u

6 [Ipu pa3paboTke MOOUILHOIO MPHUIOKEHUS MOYKHO MCIOJb30BaTh Kak oduue Initial Access Token u
software_statement myst cBoux 10S/Android-peanusarmii, Tak 1 3aIPOCUTD TIOAyUEHHE pas3InyHbIX Habopos Initial
Access Token u software_statement st kaxmoit OC 1, BO3MOKHO, KaKI0H peqakiiu (TenepoH/TUIaHIIeT) 1 TakKe
BEPCHH MPUIOKEHUS. JJIs IPOCTOTHI JaJbHEHIET0 H3I0KEHHUS B TEKCTE IOKYMEHTa OyIeT NoApa3yMeBaThes, 4To
MOOHJIBHOE TIPHJIOKEHHE UCTIONB3YeT oauH oomiuii Initial Access Token u oxun o6mmii software_statement.
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post_logout_redirect_uri tonsxo HTTPS-06pabotunku. Mcnoas3zoBanue HTTP
JUIS1 B3aMMOJICHCTBHS C MPOAyKTHBHOM cpenoii Blitz Identity Provider 3amperieno.

—  Tlpu noakIrOYEeHHH MOOUIIBHBIX MPHIOKEHUH B Ka4eCTBE MPE(UKCOB CCHUTOK BO3BpaTa

PEKOMEH/IyeTCsl YKa3aTh CaMH CCBUTKH BO3BpaTa OJHOTO U3 THUIIOB:

ccblTKH TUTa «private-use URI scheme» (manpumep,

com.example.app:/oauth2redirect/example-provider) wiu ccbuiku Tuma «Universal

links»” (manpumep, https://app.example.com/oauth2redirect/example-provider).

3anpoc Ha MPOBECHHUE JIOrayTa COMEPKUT CChIIIKY BO3BpaTa IPH JIOrayTe
(post_logout_redirect_uri). Ota cchiika yka3bIBaeT, Ky/a J0JDKEH ObITh BO3BPAIICH
M0JIH30BaTENb MOCIIE YCICITHO BBITIOJIHEHHOTO JIorayTa. JlomyCcTUMbIC CCBUTKH BO3BpATa JIOJKHBI
COOTBETCTBOBATH 3aperucrpupoBanubiM B Blitz Identity Provider paspemenasiv npedukcam
(nmpeduKc TOIDKEH COepKaTh JOMEHHOE MMsI IIPHITOKEHHS M YaCTh MyTH, MUHHMYM,
https://domain.com/). Eciu B 3anpoce Ha jiorayT yKa3aHa CChUIKa BO3Bpara, ¥ OHa He
COOTBETCTBYET HU OJHOMY U3 YKa3aHHBIX MPE(PUKCOB, TO OyIeT OTOOpakeHa OITHOKA.

2.1.3.

OmnpenesieHne 3anpamnBaeMbIX pa3peneHui

Pazpemenns (scope B repmunonioruu OIDC/OAuth 2.0) onpenensitor, kakue JaHHBIC U
KaKue MMEHHO IPaBa Ha BBHIIIOJIHEHHE KaKMX ONepannii IOydUT NPHIIOKEHUE 110 Pe3ysbTaTamM
aytenTudukamun. [lepedens npenycmorpennsix B Blitz Identity Provider paspemiennii

MpeacTaBieH B Tabnuie 3.

Tabauya 3 — /locmynnvle pazpewienus (scope)

Ne | Pazpemenue Onucanne CocraB nojiygaeMbix aTpudyTos®
1. | openid Texuuveckoe paspemenue, | Ilpu 3anpoce storo scope Blitz Identity
YKa3bIBaIOIIEE HA TO, YTO Provider mpeocTaBiseT MpUIOKEHUIO
ayTeHTH(UKAIHS id_token. U3 id_token npunoxenne
IIPOBOJUTCS COTJIACHO MOXET MOJIYYUTH HYXHBIC EMY
crienudukarun OIDC aTpuOYTHI MOIH30BATEISI (CM. TITI.
3.3.4).
2. | profile OcHoBHBIC JaHHBIC TpodWIst | — SUD— yHHKaIbHBII HACHTUPHUKATOD
MOJIb30BATEIS - family_name — pamunus
- given_name — ums
- middle_name — otuecTBO
- email — ciryxe6uBIii ampec
3JIEKTPOHHOM MOYTHI
- phone_number — zHomep
MOOWJIBHOTO TenehoHa
3. | usr_grps [Monyuenue cnucka rpymmn -  groups — CIUCOK rpyTiI, B KOTOPbIE
MOJIb30BATEIIS BKJIFOYCH T0JIb30BaTe b, Kaknas
3aIKCh B CIIUCKE BKJIFOYAET
cJenyromue aTpuoyThI
OpraHM3aINN:
e id — uaeHTHHHUKATOP TPYIIIIBI
e Name — uMs IPYIIIbI
4, native Pazpemenne na AKTyaJIbHO TOJIBKO JIJIsl MOOHMITbHBIX
BBIIIOJIHEHHE CKBO3HOI'O npunoxenuii (. 3.4.8).
BXO0J1a B BEO-TIPUIIOKCHHE
13 MOOUJIBHOTO
IIPUJIOKEHHUS

" Cebinxu tuna «Universal links» noctynusl Hauunas ¢ i0S 9 u Android 6.0 1 SBIAIOTCS TIPEANOYTUTENLHBIMH JUIs
ucnonb3oBanus. Ceputku «private-use URI schemey» pekoMenmyeTcst HCIIOMB30BaTh TOJIBKO B CIydae, eCII
MIPUIIOKEHUE JOJDKHO paboTath Ha Oojee paHHux Bepcusx i0S/Android.

8 Jlnst mosydeHus cBeIeHUil O MONIb30BaTele HCHOL3YETCs CEPBHC, ONMCAHHbIH B L. 3.6.
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Criucok paspeleHnii 1 Habop MpeIoCTaBIIIEMbIX aTPUOYTOB MOJIB30BATEIS IPUBE/ICHBI B KAYECTBE
obpaszna. Cozepxanue TabIUIBl HEOOXOAUMO CKOPPEKTUPOBAThH B 3aBUCHMOCTH OT KOHKPETHBIX
HACTPOEK, cieNanHbIX npu BHeapenuu Blitz Identity Provider. Cm. «PykoBOACTBO 8 IMUHUCTPATOPAY

2.14.

Onpenenenue 10NOJHUTEIbHBIX ATPHOYTOB VI BKJII0OYeHus B id_token

OOBIYHO HET HEOOXOIUMOCTH TOJTyYaTh aTPUOYTHI IMOJIH30BATENS HEMOCPEICTBEHHO W3
Mmapkepa uaeHtudukanuu (id_token) — 6osree mpoCTHIM U PEKOMEHIYEMBIM CIIOCOOOM SIBIISIETCS
MOJTy4eHHE JaHHbBIX MOJIb30Bates yepe3 Bbi3oB REST-cepBuca (mm. 3.6).

Ecmu Bce ke HeoOX0uMO MOJyYUTh CBEJCHHUS O MOJIb30Barese B coctase id_token

(rm. 3.3.4), To B 3asBKe Ha MOAKIIOYEHHE HEOOXOIUMO MIEPEUHUCITUTE HEOOXOIUMBIE IS
BKJIFOUEHUSI B MapKep UACHTU(DUKAIINY TOTIOTHUTENbHBIC aTpUOyThI. JlocTymHbBIE 1715
MOJIy4eHHUs aTpuOyThI MPUBEEHBI B TabIHIE 4.

Taonuua 4 — Bozmooscnvle 0ononnumenvrvle ampuoymol noivzosamens 6 id token

phone_number

Ne | ATpudyrt Onucanne

1. family _name Damunus

2. given_name Nwmst

3. middle_name OTuecTBO

4. email AJpec 3NEeKTPOHHOMN MOYTHI
5.

MoOubHBIH TenedoH

Cremyroriie aTprHOyTHI 3aMMOTHSIIOTCS TOJIBKO €CIH ToNb3oBaTess Borten B Blitz Identity Provider
yepe3 ECUA B kauecTBe COTPYJHHKA OpraHU3aIIH.

6. org_id Wnentudurarop opranmsaiuu B Blitz Identity Provider
7. | global_role Bri6pannast poss mpu Bxoje uepe3 ECHUA:

— P — ¢usnueckoe muio

— B — uHOuBHAyanbHBIN MPEAIPUHUMATEIb

— L — coTpyaHUK IOpUIHYECKOTO JIUIIA

— A — COTpYZHHUK OpraHa rocyJaapcTBeHHOH BIACTH
8. org_shortname OI'PH opranmsarmu (110 cBeAeHusM n3 yuetHou 3anucu ECUA)
9. org_fullname OI'PH opranmzauuu (1o cBenenusM u3 yuetHou 3anucu ECHA)
10. | org_ogrn OI'PH opranu3aimu (110 cBeieHHsM 13 yueTHo# 3amucu ECHA)
11. | org_inn WHH opranunszauuu® (o cBeieHusM u3 yuetHol 3anucu ECHA)

CrucoK IOTOITHATEIBbHBIX aTpHOYTOB MPHUBE/ICH B KauecTBe 0Opasua. CozepkaHue TabIuIbl
HEO0OXOANMO CKOPPEKTHPOBATH B 3aBHCUMOCTH OT KOHKPETHBIX HACTPOEK, CICTAHHBIX PH BHEAPECHUU
Blitz Identity Provider. Cm. «PyKoBOACTBO aIMHUHUCTPATOPA»

2.2.

Ioaknaroyenue nmpuiaoxkenuit mo SAML

Aytentudukanus B repmuHonorun SAML siBisieTcst pe3yibTaToM B3aUMOACHCTBHS TPEX
CTOpPOH:
noctaBuuk uaeHTudukarmu (ldentity Provider), B kauectBe koToporo BeicTymnaet Blitz

Identity Provider;

nocTaBIKK ycayru (Service Provider), B kauecTBe KOTOPOTO BBICTYIACT MOKIII0YaEMOE

TIPUIIOKCHUC,

Be0-Opay3ep monb3oBareis (User Agent).

[Mpunosxenne (MOCTABIIMK YCIYT) JOJDKHO OBITH 3apeructpuponano B Blitz Identity
Provider. [{5st 3Toro He0OX0ANMO HAIPABUTH 3asBKY COTJIACHO PeriiaMeHTy MOAKIFOUYeHUS K
Blitz Identity Provider. 3asBka Bxirouaer XML-¢aiin ¢ MeTagaHHBIME OCTABIIMKA YCITYT WA
3HAYCHHS TAPAMETPOB, HEOOXOAUMBIE [Tl CAMOCTOSTEILHOM MOATOTOBKY METaJaHHBIX
anmuauctparopamu Blitz Identity Provider.

° TIpu ayTeHTU(hMKALMY FOPUANIECKOTO JIULA C HOMOLIBIO 31eKTpoHHoM noanucy MHH opranusanuu nepenaercs B
¢dopmare «00 + 10 mup MHH ropuamgeckoro numay, npu ayTeHTH(OUKAITAN IOPHANIESCKOTO JINIIA C TIOMOIIIBIO
yuetHoii 3anucu ECUA - B popmare «10 uudp MHH ropuandeckoro numay.
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2.2.1. TloaroroBka MeTaJaHHbIX MOCTABIIMKA YCJIYT

MertagaHHbIe TOCTABIIMKA YCIYT OMMCHIBAIOT HACTPOMKH MOAKIIOYESHUS IPUIOKEHUS K
Blitz Identity Provider (manpumep, URL kOoHEUHBIX TOYECK MPUIIOKEHHS, KITFOYH ISl TPOBEPKU
DII). Iy onucaHus METaJaHHbIX UCIIONb3yeTcs A3k XML,

MertanaHHbIe JOJKHBI OBITH MOATOTOBIIEHBI 10 Pe3yJIbTaTaM BBIMOJIHEHUS paboT 1o
N00aBJICHUIO MOICPXKKH rpoTokona (1. 4.1).

Ecmu npunoxenne sBisiercs rotoBeiM [10, mognepxuBaronum SAML, To MeTagaHHbIC
JIOJKHBI OBITh MOJTYUYEHBI COTIacHO JJokyMeHTauuu Ha 370 I10. O6sruno Takoe I10
npenoctasisier URL, mo KoTopoMy MOXeT OBITh IOJTy4eHbl METaaHHBIE.

Ecnu I10 nonkiroyaemMoro npuiioKeHus He MpelyCMaTpPUBAET BBITPY3KY METaJaHHBbIX,
HO B JJoKyMeHTaluu Ha [10 onucaHsl mapameTpbl, KOTOPbIE TOJIKHBI ObITh HACTPOSHBI IS
MOJIKITFOUEHUS TIPUIIOKEHUS, TO MOYKHO yKa3aTh 3TH MapaMeTPhl, TaK, YTOOBI METaJaHHBIC HA UX
OCHOBE OBLIH CAaMOCTOSATEIILHO MOAr0TOBICHBI A mmunaKcTpaTtopom Blitz Identity Provider. B
3TOM ClTydae HEOOXOIMMO yKa3aTh CIEIYIOUIHE ITapaMeTphl:

1. Wnentuduxarop nocrapuruka yciyr (entitylD) — cinenyer ykazars, TOJIBKO €Ciu
MPUIOKEHHUIO HeoOxoauM KoHKpeTHbIi entitylD. Muade entitylD Gyner camocTosTeIbHO
nprcBoeH Aamunuctparopom Blitz Identity Provider.

2. Cepruduxar!! OTKpHITOro Kiro4a npuioKeHus (MOCTABIMKA YCIIYT) — JOJKEH OBITh
yKa3aH TOJIBKO B CIIy4ae, eciu MpriokeHune moanuceiBaer SAML-3anpoc npu oTnpaBke
k Blitz Identity Provider. /lomkubl ncnosb3oBathest Kiroun RSA-2048. Jlomyctumo
UCIOJIb30BATh CAMONIOANNCAHHBIE CePTU(DHUKATHI C JUTUTEIBHBIM CPOKOM JICHCTBUSI.

3. URL ans npuema ot Blitz Identity Provider SAML-oTBeTa — npriio)eHue JOIMKHO
MPEIOCTABIIATH 00pabOTUHK, OCymiecTBIsONMIA Tprem oT Blitz Identity Provider
SAML-o1BeTOB ¢ pe3ynbraTamMu Bxoaa. OOBIYHO 3Ta HACTPOMKA MPUIIOKEHUS
HasbiBaeTcs Assertion Consumer Service.

4. URL gns mpuema ot Blitz Identity Provider 3ampoca Ha orayt — BeIOOpOUHast
HacTpoiika. Ecin npusioxenne noaiepKuBaeT eIMHbIN JI0rayT, TO OHO MOKET
MPEIOCTABIIATE 00pAOOTUNK eAUMHOTO JorayTa. OOBIYHO 3Ta HACTPOWKA MPUIIOKECHHUS
HasbiBaercs Single Logout Service Location.

5. URL nans nepeHanpaBieHUs MOJIb30BaTENs B IPHIIOKEHHUE TIOCIIE YCIIEIIHOrO JorayTa —
ONIMOHAJIbHAS HACTPOMKA. Ecny npuiokeHue noaaepKUBaeT eUHbIN JIOrayT U MOXKET
WHUIIMHPOBATH €IUHBIN BBIXO, TO OHO MOKeT npenoctaisite URL ms Bo3BpaTa
0JIb30BaTENs Hocie sorayTa. OOBIMHO 3Ta HACTPOIKA MPHUIIOKEHHUS Ha3biBaeTcs Single
Logout Service Response Location.

6. Ilepeuens 3ampammBaembix arpuOyToB (SAML Assertion).

7. Tlpu3Hak HEOOXOAMMOCTH NEpeaaun aTpuOyToB B 3amn(poBaHHoM Buae!?,

2.2.2. Ilepedenb 3anpamuBaemMbix aTpudyToB (SAML Assertion)

B MeTagaHHBIX yKa3bIBacTCs MepedeHb aTpuOyToB mosb3oBateis (SAML Assertion).
IMpenycmotpennsie B Blitz Identity Provider atpu0yThl mosb3oBaTens mpuBeeHbl B TaduIe 5.

Taonuua 5 — /locmynnvie ampudymul nonvzosamens (SAML Assertion)

Ne ATpuOyT Onucanue
1. logonname JloruH nonp30BaTelIsd B JOMEHE

2. surname damuims

3. firstname Nms

4, middlename OT4eCTBO

1 TToppo6uee mpo metaganusie SAML cm.: https://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-0s.pdf
1 Cepruguxar nocrapiyka yciuyr oTaddaercs or TLS-cepTudukaTa NoAKIH0YaeMOro sed-caiira. OOBIMHO 3TO
CaMOTIO/IIIUCAHHBIN CEPTUPHKAT C JITUTEILHBIM CPOKOM JICUCTBHSI.

12 ATpubyThl B SAML-c0o0011IeHNH Beer/ia NepeaoTcs NoAMMCaHHbIMU. BKilodyaTh mmudposanue arpudyTa
1esiecoo0pasHo, eCITi MOJIb30BaTeNb He JI0JDKEH HMETh BO3MOKHOCTH NPOYHUTATh 3HAYSHHE aTpUOyTa.
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5. | email | Ciy»e6HBIi apec HIEKTPOHHOI MOUTHI

Cmmcox SAML atpu0yToB npuBecH B KadecTBe oOpasma. ComepskaHne TaOIuIbl He00X0IUuMO
CKOPPEKTHUPOBATh B 3aBUCHMOCTH OT KOHKPETHBIX HACTPOEK, CAeIaHHbIX ITpH BHeapenuu Blitz Identity
Provider. CM. «PYKOBOJCTBO aIMHHUCTPATOPAY.

2.3. Oco0eHHOCTH NMOAKIIYeHUsI MOOUILHBIX MPHJIOKEHUI

[Tpu co3nanny B MOOMIIBHBIX MPUIIOKEHHUSIX (PYHKIIMU BXOJa C HCIOIb30BaHueM Blitz
Identity Provider pekoMeHTyeTCsSl yIUTHIBATh CICAYIOIINE OCOOCHHOCTH .

—  TI0JIb30BATEISIM MOOMIIBHBIX MPHIIOKEHNH HEYJOOHO BBOANTH MTPH KAKIOM BXOJE JIOTHH
¥ apoJib Ha BeO-cTpanuie ayrentudukamnuu Blitz Identity Provider. Bmecro atoro nm
IIPUBBIYHEE IIPU IIOBTOPHBIX BX0Jax ucnoyb3oBaTh [IMH-kox npritoxenus nim
Touch ID/Face ID;

— TIOJIb30BAaTEIIb MOKET UCIIOJIL30BATh CBOIO yueTHYI0 3anuch Blitz Identity Provider ms
BX0/Ia B HECKOJIBKO YCTaHOBOK OJIHOTO U TOTO )K€ MOOMJIBHOTO NIPUIIOKEHHS (HAarpumep,
BOWTH B IPUJIOKEHHE, YCTaHOBJIEHHOE Ha IPhone, u BoiTH B 3TO ke MpHUIIOKEHHE,
ycranosieHHoe Ha iPad). [Tonb3oBartens J0KEH HUMETh BO3MOKHOCTh OTO3BAaTh
BBIJJAaHHBIC 3TUM yCTaHOBKaM IPUJIOKEHHH TpaBa J0CTyIa K CBOMM CBeJieHusM B Blitz
Identity Provider;

— 10 MpUYMHAM 0E30TIaCHOCTH HEKENATeIbHO XPAaHUTh Ha YCTPOHCTBE IOJIb30BATEIsS
(BHYTpH cOOpKM MOOMIJIEHOTO TIPUIIOKEHHS1) Tapoib mpuiioxkeHus (client_secret),
HCIOJIb3YEMBIH Ui B3aumojeicTeus npuioxenus ¢ Blitz Identity Provider.

Yrobsl yuecTh U3JI0XKEHHBIE BhIe 0coOeHHOCTH, B Blitz Identity Provider mpexycmorpen
PSI CTICIMATBHBIX MEXaHU3MOB, IPEAHA3HAYCHHBIX JUIS UCIIOIB30BAHUS MOOMIBHBIMU
MPWIOKEHUSIMU. PekoMeHayemblil clieHapuil B3auMOJeHCTBHSI MOOMIIBHOTO NpuiioxkeHus ¢ Blitz
Identity Provider orucasn B . 3.4.

2.4. IlOﬁaBJIeHl/Ie 3J1EMEeHTOB An3aiiHa NMPWJIOKEHU A Ha CTPAaHUIY BX0da

Blitz Identity Provider mo3BosisieT moMeCTUTh JIEMEHTHI Au3aiiHa MPUIIOKEHUS Ha
crpanuity Bxona Blitz Identity Provider. ITpu xenanuu co3aaTh ISt MOIKIFOYaEMON CHCTEMBI
NEePCOHU(PHUIIMPOBAHHYIO CTPAHUILY BXOJIa HY)KHO OTMETHTh COOTBETCTBYIOIINH IyHKT B 3asBKE
Ha nmoKiIo4YeHue. B atom ciydae npu 00paboTke 3asBku Aamunuctpatop Blitz 1dentity
Provider BMecTe ¢ JaHHBIMHU O 3aPETHCTPUPOBAHHBIX TTAPAMETPAx MOIAKIFOUEHHS BIIILICT
1abJIoH 0(OPMIICHHSI CTPAHUIIBI BXO/1A.

[11a610H 0(opMIIEHHST CTPAHMIIBI BXO/Ia MMPEACTABIIAET COOO0M Zip-apXuB, BHYTPH
koToporo 3anucanbl HTML kapkaca cTpaHuIlbl BX0J1a M UCTIOJIb3YEMbIE Ha CTPaHHIIE Ta0IHIa
cTuIIeH, n3o0paxenus, JavaScript o0paboTuuK.

OTBETCTBEHHBIC 32 MOAKIIOYACMYI0 CHCTEMY MOT'YT CKOPPEKTHPOBATh MTPUCIIAHHOES
COZIEPIKMMOE, aJIalITHPOBAB TEM CaMbIM BEPCTKY CTPaHHUIIBI BXOJIa MO TpeOOBaHHMS An3aiiHa
MOAKI0YAEMOU CUCTEMBI.

[ToAroTOBICHHBIN apXUB TEMbI CTPAHHIIBI BXOJa HYXKHO MepeiaTh AJIMUHUCTPATOPY
Blitz Identity Provider mis 3arpy3ku u mpoBepKd B TECTOBOM KOHTYpe. Eciu mosTyYeHHbIH
BHEIITHHUI BHJI CTPAaHHIIBI BXOa OyieT mpuemieMsiM, To AamuHuctpatop Blitz Identity Provider
nepeHecet HacTpoiiku BHemHero Buaa B [IPO/I-kouTyp Blitz Identity Provider.

OTBETCTBEHHOCTD 32 JAIbHEHIIIee COMPOBOKICHHE HECTAHIAPTHON TEMbI COXPAHSIETCS 32
ee pa3paboTuynkamu (OTBETCTBEHHBIMH 32 TIOAKIIIOYaEMYIO CHCTEMY). B cirydae cucteMHbIX
M3MCHEHHI B OCHOBHOM Teme Anmunuctparop Blitz Identity Provider o6pamaercs k
OTBETCTBEHHBIM C TpeOOBaHHWEM BHECTH aHAJIOTHYHBIC M3MEHEHHUS B HECTAaHIAPTHYIO TeMy. B
clly4yae ecii U3MCHEHHsI HE BHECCHBI B OTBEJICHHBIN CPOK, TO MPHJIOKEHUE IEPEKITIOYACTCS Ha
UCIIOJIb30BaHue cTanaapTHoi TeMbl Blitz Identity Provider.
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3. Hoakawouyenue npuaoxenuid mo OIDC

3.1. HacTpoiiku noakiao4yeHus

[lo pe3ynbraTaM paccMOTpeHUs HaMpPaBICHHON 3asiBKU U PETUCTPALlUU BEO-TIPUITOKEHUS
B Blitz Identity Provider Anmunuctparopom Blitz Identity Provider 6yner npexocrasiena
clenyrommas nHGOpMaIus:
— wuaeHTuduKaTop, MPUCBOCHHBIN nprioxenuto B Blitz Identity Provider (client_id);
— cekpert npuioxenus (client_secret);
— 3aperucrpupoBaHHsle i npunoxenus URL Bo3Bpara npu aBropusanuy;
— 3apeructpupoBanHsle Juisl npunoxeHuss URL Bo3Bpara mipu sorayre;
—  3aperuCTPUPOBAHHBIC TS IPUIIOKEHHS pa3perieHus (SCope).
ITo pe3ynbraTam UCHIOTHEHHUS 3asBKH Ha nojkiodeHue k Blitz Identity Provider
MOOUJIBHOTO MPUIIOKEHUsI OyIeT MpeocTaBIeHa cieayouas HHpopMarus:
— wugeHTHdHKaTOp, MPUCBOECHHBIN nprtokeHuio B Blitz Identity Provider (software_id);
— mnepBu4HbIA Mapkep noctyna (Initial Access Token);
— MeTaaaHHble TpuiIokeHus (Software_statement);
— 3apeructpupoBaHHbIe 1 npuioxenust URL Bo3Bpara npu aBropusaiuu;
— 3apeructpupoBaHHbie Juis npunioxkenust URL Bo3Bpara npu norayre;
—  3aperucTPUPOBAHHBIC TS IPUIIOKEHHS pa3penieHus (SCope).
Bce URL B nanHOM paszene HeoOXoquMo CKOPPEKTUPOBATEH B 3aBUCHMOCTH OT KOHKPETHBIX
HACTPOEK, caeianubix npu BHeapenuu Blitz Identity Provider. Cm. «PykoBoACTBO aIMUHUCTpATOPay.
B nensx szaumonerictust ¢ Blitz Identity Provider mpusnoxeHnue 10J1KHO KCIIOJIB30BaTh
ClIelyIoIue aapeca:
— URL ans npoBeneHus: aBTOPU3aUU U Ay TEHTHU(PUKAIIH:
e https://login-test.company.com/blitz/oauth/ae (rectoBas cpeza)
e https://login.company.com/blitz/oauth/ae (mpoxyxTuBHas cpeza)
— URL s nony4eHus: 1 OOHOBJIEHUS! MapKepa JI0CTyTa:
e https://login-test.company.com/blitz/oauth/te (TecroBas cpena)
e https://login.company.com/blitz/oauth/te (mpoaykruBHas cpena)
— URL a5 nonyueHus JaHHBIX MOJIb30BATEIS:
e https://login-test.company.com/blitz/oauth/me (TecroBas cpena)
e https://login.company.com/blitz/oauth/me (nmpoaykruBHas cpena)
— URL g quHamMuyeckoil perucTparuy 3K3eMIuisipa MOOMIBHOTO MPUIIOKEHHUS .
e https://login-test.company.com/blitz/oauth/register (TectoBas cpena)
e https://login.company.com/blitz/oauth/register (npoaykruBHas cpena)
— URL mis nonyyenus koaa noarsepskacaus apropusarmu (OAuth 2.0 Device
Authorization Grant):
e https://login-test.company.com/blitz/oauth/da (tecroBas cpena)
e https://login.company.com/blitz/oauth/da (mpoayxruBHas cpena)
— URL gna nonyuyenus qaHHBIX O MapKepe JI0CTymna:
¢ https://login-test.company.com/blitz/oauth/introspect (tecroBas cpena)
e https://login.company.com/blitz/oauth/introspect (nmpoaykruBHas cpena)
— URL pans BeIOTHEHUS JIOoTayTa:
e https://login-test.company.com/blitz/oauth/logout (tecToBas cpena)
e https://login.company.com/blitz/oauth/logout (nmpoaykTruBHas cpena)
Bce st URL, a Takxke 10omogHUTENbHbBIE CBECHHS, pa3MELICHBI 10 apecy
JIMHAMUYECKH OOHOBIIIEMBIX HACTPOEK (MeTagaHHbIX) Kaxaol cpeasl Blitz Identity Provider®s:
— https://login-test.company.com/blitz/.well-known/openid-configuration (tecroBas cpena)
— https://login.company.com/blitz/.well-known/openid-configuration (nmpoayktuBHas cpea)

13 RFC 8414 «OAuth 2.0 Authorization Server Metadata», cm.: https://tools.ietf.org/html/rfc8414
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PazpaboTurku mpuiokeHnuii MOTYT HE ITPOIUCHIBAaTh Bee ykazanHbie URL B

KOH(UTYypaIiK CBOETO MPUIIOKEHHS, a UCIIOJIb30BaTh B HACTOWKAX €IMHYIO CChIIKY Ha
metananubie Blitz Identity Provider.

Takoke B 3aBUCHMOCTH OT HACTPOEK, CJICIaHHBIX ITpH pa3BepThiBanuu Blitz Identity

PrOVider, MOr'yT OBLITE AOCTYIIHBI JOIIOJIHUTCIbHBIC CCPBUCHI, OITHCAHHBIC B HpI/IJ'IO)KeHI/IHX.

3.2.

I'oToBBIC OMOJIMOTEKH

Jlns unterparuu npunoxenus ¢ Blitz Identity Provider moxHO ncmonb30Bath OJHY 13

MHOkecTBa rotoBeix OAUth 2.0 6ubnmrorek® miu peanu3oBarh B3aUMOIEHCTBHIE
CaMOCTOSITENILHO.

Jlns mHTErpanuu MoOMIbHBIX npuitokenuit ¢ Blitz Identity Provider 6ymer mosesen

uHpopMarmonHslii pecypce https://appauth.io/, npenocrapnsromuit SDK s iI0S/Android.

B moapasnene 3.3 onmcan cuenapuii uaterpamuu ¢ Blitz 1dentity Provider

Be6-HpI/IJ'IO}KeHI/IH I IIPOBCACHH A I/I,Z[eHTI/I(bI/IKaHI/II/I/aYTCHTI/I(l)I/IKaHI/II/I ITIOJIB30BAaTCJIA.

B nogpaznene 3.4 onucan cuenapuit unterpammu c Blitz Identity Provider moGuisHOTO

MMPHUIIOKCHUSA TJI TPOBCACHU A I/II[eHTI/I(l)I/IKaHI/II/I/ aYTeHTI/I(i)I/IKaIII/II/I OJB30BaTCIIA.

B pasnene 4 onncansl npegocTasisiemsie Blitz Identity Provider cepsucer mocryma k

uH(pOpMaLIUU O MOJIB30BaTElNeE.

3.3.

3.3.1.

HoakaroueHue BeO-NPUITOKEHUS
OO0mue cBegeHust

BsaumogeiictBue BeG-npusoxenus ¢ Blitz Identity Provider mo OIDC Bxitouaet B ce0st
15.

CJICAYIOIIUC OTAallbl™".

MPUIIOKEHHE Yepe3 BeO-Opay3ep OTIpaBIIseT 3anpoc Ha UACHTU(UKAITUIO U
ayTeHTH(HKaIUIO mosk3oBarens B aapec Blitz Identity Provider;

Blitz Identity Provider mpoBoauT uaeHTH()HUKAIINIO/ay TEHTH(DHUIIMPYET IMOIH30BATENS;
Blitz Identity Provider mosmyuaer coriacue moJjib30BaTelisi Ha repeaady HHPOpMaIuu o
HEM B IPUJIOKEHUE (JUTs TPUIIOKEHHM, KOTOpBIE pa3MeIlleHbl Ha JoOMeHe company.com,
corjiacue MmpeaoCcTaBisieTCss aBTOMAaTHIECKH 0e3 3armpoca MojIb30BaTes);

Blitz Identity Provider uepe3 BeG-Opay3ep nepeHarnpapisieT OIb30BaTeNs 0OPaTHO B
MPUIOKEHHE U MIepeiacT B MPUIIOKEHUE KOJ] aBTOPU3AIUH;

IPUIIOKEHHE C UCTIONB30BAaHUEM KOJIa aBTOPHU3ALMK (POPMUPYET 3alpOC Ha MOTydYEHHE
MapKepa HICHTU(PHUKALUH, MapKepa OOHOBIICHNUS, MapKepa JI0CTYTIa;

IPUIOKEHHE TTOJTyYaeT OTBET, COJIECPIKAIINN HE0OOX0IMMbIC MapKEPHhI;

MPUIOXKEHHE 3alpanIiBaeT JaHHBIE TTOJIb30BATEIs 110 Mapkepy nocryna. [Tpu
HEOOXOIMMOCTH TPUIIOKEHUE MOKET IPOBECTH MTPOBEPKY MapKepa UICHTU(DHUKALIUT 1
U3BJICYb U3 3TOTO MapKepa UACHTH()UKATOP MOIH30BATENS U IOMOTHUTEIBHBIC
aTpUOYTHI.

Ha pucynkax 1 — 3 mpezcraBiieHbI TPOIIECCHI TTOTYYSHHS KOJa aBTOPHU3ALUH, MapKEPOB,

JaHHBIX ITOJIb30BaTCIIA.

14 Cm.: https://oauth.net/code/#client-libraries
15 JTannbIif mpoLecc cOBNaAaeT ¢ MOAENbIO aBTOpH3aLKy Nprioxkenus Authorization Code Grant,
npeaycMoTpennoi cienupukanuein OAuth 2.0.
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Monb3osaTtens

(¢ )

) |

5. Mone3osarens BBOAUT
NOTUH[MapoNk UK UHble

| ABHHbIE ANA MAEHTUGKMKAL K

W ayTeHTUdMKaL MK

Bpaysep Mpunoxexwe
(User Agent) (frontend)

E GET /blitz/oauth/ae?response_type=code

&scope=openid%20profile
&client_id=app

&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1. Monb3oBaTeNns nﬁpamaeTcn K
i
| NPUAOXKEHMIO

2. MpunoxeHue genaet 3anpoc K Blitz

] I
' i } &state=342a2c0c...
i ‘ — ‘
I
|
i
I

Blitz Identity
Provider

4. Ecan y none3osatens otcyTcreyet ceccun, To Blitz

6. [laHHble AN uaeHTUDUKAL UM U “ay'renmd)mkauuu nepegaioTcs Ha nposepky 8 Blitz
I

|
|
! NPOCKT NO/Nb30BATENA BOWTH B cucTemy
|
i

HTTP/1.1302Found

&state=342a2clc...

Location: https://app.company.com/re?code=f354nEz... J

]
i 8. Blitz Bo3BpaulaeT NprOXKeHHI0
|

KO/ aBTOPU3aLMUM

Pucynok 1 — Ilonyuenue kooa agmopuzayuu

MpunoxeHne
(backe

nd)

POST /blitz/oauth/te
Content-Type: application/x-www-form-urlencoded
Authorization: Basic bG9jYWxo...

grant_type=authorization_code
&code=f954nkEz...
Bredirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1. MpunoxeHune HanpaenseT B Blitz 3anpoc Ha nonydyeHue mapkepoB

Blitz Identity
Provider

"
’

6esonacHocTH

HTTP/1.1 200 0K

Content-Type: application/json

{
"access_token": "ORSqyIGx...
"token_type": "bearer",
"expires_in": 3600,
"refresh_token": "FepnjwwA...",
"id_token": "eyJhbGci..."

}

y

—

2. MpunoxeHue NonyyaeT MapKep A0CTyna, Mapkep UAeHTUGUKaLMK,

Mapkep o6HoBAEHWA

Pucynox 2 — Ilonyuenue mapkepos dezonacnocmu

3. Blitz nposepser,
WMEeT
N0Nb30BATENbL CECCUIO

7. Blitz ocywecrenser
WAEHTUDUKALMIO 1
ayTeHTudrKaLmo
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MpunoxeHue Blitz Identity
(backend) Provider
. ——
M-

GET /blitz/oauth/me HTTP/1.1
Authorization: Bearer ORSqylGx...

1. MpunoxeHwue HanpasaseT B Blitz 3anpoc Ha nonyyeHne AaHHbIX
noNb30BaTeNs, NPUKAaAbIBas MapKep A0CTyna

HTTP/1.1 2000K

Content-Type: application/json

{
"sub": "3d10f626-ea77-481d-...",
"family_name": "MBaHoB",
"given_name": "MBan",
"middle_name": "MBaHoBKY",

"mail": "iivanov@company.com" __J

}

—

2. [punoxeHne nony4aeT gaHHble Nonb3oBaTens B suge JSSON

Pucynok 3 — Ilonyuenue oannsix nonv3oeamens
3.3.2. 3ampoc Ha moJiyuyeHHe KO/Aa aBTOPU3aALMHI

Jlnst ipoBeieHus UACHTU(DUKAIIMY U ayTEHTU(DHUKAIUY TTOJIb30BATEIIs TIPUIIOKECHUE
JIOJDKHO HampaBHUTh monb3oBarens Ha URL ms monyuenus B Blitz Identity Provider kona
aBTOPU3AIIHH, TIEPE/IaB B KaUeCTBE MapaMeTPOB:

— client_id — upenTndukaTop KInMeHTa;

— response_type — tum orsera (mpuHuMaet 3HaueHue® “code”, “token”, “code token”,
“code id_token”, “code id_token token”, “id_token token”, “id_token”);

— response_mode (HeoOsI3aTebHBIN MapaMeTp) — MO3BOJISIET SIBHO YKa3aTh TPeOyeMblil
croco0 nepeaadn Kojia apropuzanuu. [Ipu 0ObIYHOM MOIKITFOUECHUH MPHIoKeHus K Blitz
Identity Provider nanubiii mapaMeTp nepeaaBaThCsi He TOJDKEH, TaK KaK PEKOMEHIYETCs
UCIIOJIB30BaTh CTaHAaPTHBIC CIIOCOOBI TIepeauy KoJia aBTopu3auu (query — s
Authorization Code Flow u fragment — nys Implicit/Hybrid Flow).

Bo3MoskHBIE 3HAUEHHS ITapaMeTpa response_mode:

e (uery — 3HaveHue Kojia aBTopu3aiuu (Code) Bo3Bpamaercs Ha redirect_uri
NpUIIOKeHHs B popme query-napamerpa. CranaaptHeiid pexxum s Authorization
Code Flow.

o fragment — 3nauenue kona aBropusanuu (Code) Bo3Bpainaercs Ha redirect_uri
npuiioxeHus B popme fragment-napamerpa (#). Crannaprasiii pexxum s Implicit
Flow.

e form_post — B 3TOM pekume mapaMeTpsl OTBETa Ha aBTOPU3AIUIO KOAUPYIOTCS KaKk
3naueHust HTML-¢dopmsl, koTopeie aBToMaTHuecku oTnpasistorcs B User Agent u
nepenarotcs kieHty yepe3 merogq HTTP POST, npu 3Tom pe3ynbTupyromue

16 Yicnonb3oBanue MHBIX PEXKUMOB, KpoMe “code”, TpebyeT CreluanbHOro COrliacoBaHms TIPH M0/aue 3aBKH Ha
peructparuto npunoxenus B Blitz Identity Provider. 3nauenune napamerpa response_type ykaspiBaeT BHIOPaHHBII
npuiIoKeHneM criocob B3aumoseiictsust ¢ Blitz Identity Provider:
—  “code” — Authorization Code Flow;
—  “code token”, “code id_token token”, “code id_token token” — Hybrid Flow;
“id_token token”, “id_token” — OIDC Implicit Flow;
“token” — OAuUth 2.0 Implicit Flow.
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napamMeTpsl KOJUPYIOTCS B Telle ¢ momolnbio Gopmara application/x-www-form-
urlencoded.

— SCOpe — 3ampaliMBaeMble pa3perieHus, AJsl IPOBEACHUS ayTeHTU(UKAIINU JOHKHO OBITH
nepenaHo paspeireHie openid 1 HeoOX0MMbIE TOTIOJIHUTETbHBIC SCOPE ISl MOy YCHHSI
JIAHHBIX TIOJb30BaTENs, Harpumep, profile (mpu 3ampoce HeckoIbKUX SCOPE OHU
nepealoTCs OJHON CTPOKOM U OTAETSAIOTCS JPYT OT Apyra Mpooenom);

— redirect_uri — cchlika [T BO3BpaTa MoJib30BaTells B MPHIOKEHHUE, CChLIKA JODKHA
COOTBETCTBOBAThH OJIHOMY U3 3apETUCTPUPOBAHHBIX 3HAYCHUH;

— state — Habop ciry4ailHbIX CUMBOJIOB, UMeroLUi Bu 128-0utHOrO HaeHTudukaropa
3ampoca (MCIOJIb3yeTCs TS 3alUThI OT TIepexBarTa), 3TO JKe 3HaUeHHe OyIeT BO3BPAIICHO
B OTBETE — OIIMOHAIIBHBIN TTapaMeTp;

— access_type (HeoOs13aTeIbHBIN MapaMeTp) — TpeOyeTCs TN MPUIIOKEHHUIO TTOTyYaTh
refresh_token, HeoOXo MBI 1J1s1 TOJTy4YESHUS CBEIICHUH O TO0JIb30BATElIE B JabHEHILIEM,
KOT/Ia MoJib30BaTesb Oyaet odduiaiin. [Ipuaumaet 3Hauerue online wiu offline,
refresh_token mpenocrasnsercst mpu access_type=offline. Eciu 3nauenue He 3a1ano, TO
MOBE/ICHKE OIPEACISIETCS HACTPOMKOM, 33 JaHHOM JUTsl yKa3aHHOTO MpuiioxkeHus B Blitz
Identity Provider;

— prompt (Heobs3aTenbHBIN TapameTp) — ykasbiBaet Blitz Identity Provider tpeGyembrit
pexuM BXosa. Bo3Mo)kHbIe 3HaUSHMS TTapaMeTpa prompt:

e none — 3ampert Ha ayreHTH(dUKalmo. Eciu npu BeimonHennu 3anpoca y Blitz 1dentity
Provider Bo3HHKHET MOTPEOHOCTh OTOOPA3KUTh TOJIB30BATENIO IKPaH 3a1poca
uaeHTuukanuu/ayrenTudukamnuu, To Blitz 1dentity Provider ue 6yaer atoro
JieTiaTh, a BepHeT cucteMe Ha ee redirect_uri ommo6ky login_required. Boi3os ¢
napaMeTpoM Prompt=none Hy>KHO JeNaTh B Cliydae, €CIu MPUI0KEHHE XOUeT
NpOBEPHUTH HaJMuKe y nojib3oBarens ceccun Blitz Identity Provider, Ho He xouer,
4TOOBI MPH BHIMOJIHEHUU TaKOW MPOBEPKH MOJIH30BATENI0 0TOOPA3UIICS SKpaH BXO1a
Blitz Identity Provider.

e select_account — 3anpoc cMeHsbI TekyIero noas3osatens. Blitz Identity Provider
0TOOPA3UT MOJIH30BATENIO PKPAH BHIOOpA aKKayHTa, YTOOBI IOJIB30BATEIb MOT BOUTH
MOJI APYTOMl YUETHOU 3aIUCHIO.

e login —3anper va SSO. Ecnu npu Beinosiaenuu 3anpoca Blitz Identity Provider
BBISICHHT, YTO MOJIb30BATEIIb YK€ MPOXOAUT HACHTHU(DUKAIIIO/ay TeHTH()UKAIHEO
panee, To Blitz Identity Provider sieHo moTpeOyeT OT 1oJb30BaTeNs MPOHTH
uneHTuukanuo/ayreHTudukanuio 3anoo. [Ipu stom Blitz Identity Provider
JIOTIOJTHUTEIILHO TMPOBEPHUT, YTO BXOJI OyIET OCYIIECTBICH HMEHHO TEM e CaMbIM
0JIb30BaTEJIEM, MTOJIB30BATEIBLCKAsT CECCHSI KOTOPOTO OTKPHITA. EC/iN MpH MOBTOPHO#
uACHTU(UKAIMHA/ay TCHTU(UKAIIMH [TOJIH30BATENb BBIMOJHUT BXOJ MO APYTOM
yueTHo# 3amnuchto, To Blitz Identity Provider Bepuer cucteme Ha ee redirect_uri
omu6ky login_required. Bri3oB ¢ mapamerpom prompt=login HyxHo nenars B
clly4ae, eCliv MPHIIOKESHUE XOUEeT SIBHO 3allPOCHTH Y MOJIB30BATENS
uieHTU(UKaIHIO/ay TeHTU(UKALINIO, HAIPUMED, TIPU IOCTYIIE K TpeOyrolei
MOBBIIICHHON 3aIMUTHI (PYHKIIUU TPHIOKECHHS.

MNpumeyuanue — g prompt=login mwist nprsIoKEHUSI MOKHO TIPH
HEOOXOUMOCTH BKJIIOYUTh MHOM CIIeHapuil 00pabOTKH CUTYyallUH, YTO
MOJIH30BATE b BOIIEI MO APYTOM YUETHOM 3aITMChI0, YeM OBLT paHee 3aJIOTHHEH B
ceccrd. A UMEHHO, MOKHO BKJTFOUHMTB, 4TOOBI ITpU BeI30BE prompt=Ilogin
OCYIIECTBJISUICS IPUHYIUTEIBHBIN JIOTayT TEKYIIEH CECCUM U CO3/IaHUE CECCUU
10J] HOBOM y4E€THOM 3anuchlo. Takoe moBeneHue He SBISIETCS PEKOMEHYEMBbIM,
HO MO>XET OBITh BKJIIOYCHO JJIsl IPUIIOKEHUS TI0 OTAECTBHOMY 3aMpocy.
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— nonce (HeoOs3aTeNbHbIIN MapaMeTp) — CTPOKa, UCTIOJIb3yeMast IS IPUBSI3KU CECCHU
MPUIOKEHHS ¢ MapKepoM uaeHTHuKaruu. [Ipu CTaHAapTHOM MTOAKIIOUCHUN
npuinokenus k Blitz Identity Provider ¢ ucionszoBannem Authorization Code Flow
mapameTp NONCE MCITOJIb30BaTh HET HeoOxoauMocTu. [Ipu moaxmoueHun mo Implicit
Flow unu Hybrid Flow nanubiit mapametp nobKeH nepeaaBaTbes. 3HaueHne NONce
JIOJKHO OBITh CITy4allHOM TEKCTOBOM CTPOKOM.

— display (Heobs3aTenbHBIN TapaMeTP) — MapaMeTp B 3HAYCHUHU SCript mepemaeTcs TOIBKO B
cityuae 3armycka npoiecca Bxoaa yepe3 HTTP API (cm. [Tpunoxenne B).

— bip_action_hint (neo0s3aTensHbIil mapamerp) — ykasbiBaet Blitz Identity Provider, uto
CTpaHUIla BXO/1a IOJDKHA OTKPBITHCS B OJJHOM U3 CIIEIUATBHBIX PEKUMOB:

Open_reg — OTKPHITh B PEKUME PETHCTPAIMH TI0JIb30BATEIIS; IPU HCIOIb30BAaHUN
3TOTO peXXMMa MOKHO JIOTIOJIHUTENILHO yKa3aTh mapametp login_hint co 3nauenuem
email monmp3oBarens, U Toraa nose «AApec 3JIEKTPOHHOHN MOUYTHD OyIeT
Nepe3anojHeHO YKa3aHHbIM 3HaueHueM email;

Open_recovery — OTKpBITh B PEKUME BOCCTaHOBIICHUS ITAPOJIS; PH MCIIOIb30BAaHUU
3TOTO PEKMMa MOKHO JIOTIOJTHUTENBHO yKa3ath napamerp login_hint co 3nauennem
email monmp3oBarens, u Toraa nose «JIoruH» OyneT nepe3anoiTHeHO yKa3aHHbIM
3HadyeHueM email;

used_externalldps:esia:esia_1 — oTkpbITh B pesxkxume Bxoja uepe3 ECUA;
used_externalldps:esiadp:esiadp_1 — BXo/ ¢ HCIIOJB30BAaHHEM YUYCTHOM 3aIUCH
ECHA (uepe3 nosyueHue cormiacus Ha JOCTYI K TU(PPOBOMY MPOPUITIO);
used_externalldps:sbrf:sbrf_1 — otkpsiTh B pesxxume Bxojaa uepe3 Coep ID;
used_externalldps:sbb:sbb_1 — otkpsiTs B pesknme Bxoma uepe3 Coepbusnec 1D;
used_externalldps:tcs:tcs_1 — oTkpsITh B pexumMe Bxoja yepe3 Tunbkodpd 1D;
used_externalldps:vtb:vtb 1 — orkpseiTs B pexume Bxoaa yepe3 BT ID;
used_externalldps:alfa:alfa_1 — otkpsITh B pesxkxume Bxoja uepe3 Anbda ID;
used_externalldps:mos:mos_1 — oTkpsITh B peskumMe Bxomaa uepes Mos ID (CYIUP);
used_externalldps:apple:apple_1 — otkpsith B pexume Bxozaa uepe3 Apple ID;
used_externalldps:facebook:facebook 1 — oTkpbITh B peskuMe BXo/1a yepes
Facebook;

used_externalldps:google:google 1 — otkpsiTh B pexrme Bxoza yepe3 Google;
used_externalldps:mail:mail_1 — oTkpsITh B pexume Bxoaa yepe3 Mail ID;
used_externalldps:vkid:vkid_1 — otkpsiTh B pexume Bxona yepe3 VK ID;
used_externalldps:ok:ok 1 — oTKpsITh B pexume BXxoa yepe3 OTHOKIACCHHUKH,
used_externalldps:vk:vk_1 — oTkpbITh B pesxume Bxoaa uepe3 VK;
used_externalldps:yandex:yandex_1 — oTKpsITh B pexuMe BXOa depe3 SIHmekc;
used_password — OTKpbITh B peXKHME BXO0/1a 110 TApOJItO (MTIOBEICHHUE 10
YMOJYaHHUIO);

used_webAuthn — oTkpsITh B pexiMe Bxoa ¢ ucnonb3oBanuem FIDO2 kiroua
(Passkey);

used_x509 — OTKpBITH B PEIKUME BXOJIa IO JICKTPOHHOM MOIITHCH;

used_qgrCode — oTkpbITh B peskume Bxoja o QR-koxy;

used_Spnego — OTKPHITH B PSIKMUME BXO/Ia IO CEAHCY ONMEPAI[HOHHON CUCTEMBI,
used_sSmS — OTKpPBITh B PeKUME BXo/ia 10 Koay B SMS;

used_outside_methodname — oTKpbITH B peXKUME BXO/Ia Yepe3 BHEIITHHI METO
aytreHTH(UKauu ¢ uMmeHeM methodname.

— bip_user_hint (HeoOs3aTenbHbINM TapaMeTp) — nepenacTcs uaeHTudukarop (sub)
YUYETHOM 3aIMCH MOJIb30BATENs, KOTOPas JOJDKHA OBITh BHIOpaHa aBTOMATHYECKH TIPH
OTKPBITHH 3KpaHa Bxo/a. MieHTH(UKATOp T0/KEH COOTBETCTBOBATh OIHOM U3
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3alIOMHEHHBIX Ha YCTPOIMCTBE YUETHBIX 3aMMCEeH MK CTPaHKIIA BXO/1a OYIET OTKphITa B
pexuMe BX0J1a HOBOTO MOJIb30BATEIIS;

— login_hint (HeoOsi3aTenbHBIM TapaMeTp) — MEPEACTCS 3HAYCHHE, KOTOPOE JA0JKHO OBITH
3aI0JIHEHO B TI0JIC BBO/[A JIOTHHA, B CITy4Yae €CJIM CTPAHMIIA BXOa OTKPHITA B PEKUME
BXOJ[a HOBOT'O T0JIb30BaTels. Eciii HY>KHO 3aIlOJTHUTB JIOTHH B ClTydae, KOTJa yKe €CTh
3alIOMHEHHBIH M0JIb30BaTElb, TO HYXKHO UCIOJb30BaTh mapametp login_hint B
KOMOHMHaIKHU ¢ mapameTpom bip_user_hint;

— bip_extldps_user_choose_hint (HeoOs3aTenbHbIN TapaMeTp) — MeperacTcs
uneHTruukarop (Sub) yuernoit 3anmucu nosip3oBaress, KOTOpas A0JDKHA ObITh BEIOpaHa
ABTOMATHYECKH B CIIydae BXOJIa MMOJIb30BATENS Yepe3 BHEITHUN MTOCTABIIUK
UICHTHU(PUKAIIMY, K KOTOPOMY MPHUBSA3aHO HECKOJIbKO yueTHbIX 3anuceit Blitz Identity
Provider;

— code_challenge_method (reo0si3aTenpHbII MapaMeTp) — nepeaaercs 3naueHue “S256”,
€CIIH MOJIKIIFOYEHHOE NPHIIOKEHHE ToepkuBaet cnenuduranuo PKCEY ms
JIOTIOJTHUTEIBHOM 3aIuThl B3aumoeicteus ¢ Blitz Identity Provider. Ins moaxmoueHust
BeO-nipritoxkeHuit npumeHenne PKCE He sBasieTcst 00s3aTenbHBIM. J1J1s1 TOIKITIOUSHUS
MoOMITBHBIX TiprtokeHui k Blitz Identity Provider nomxen ucnonszoBathest PKCE.

— code_challenge (Heo0s3aTenbHbIi TapameTp) — npu ucnonabzoBanun PKCE B aTot
napaMmeTp rnepeaaeTcs 3HaueHue, BeranucieHnoe ot code_verifier mo cienyrorieit

popmyne’s:
code challenge=BASE64URL-ENCODE (SHA256 (ASCII (code verifier)))

IIpumMeyanue — 3ampeniaeTcs OTKPbIBaTh CTPAHHUILY BX0Ja BO (peiime.
[Tonb3oBarens nomxen BuaeTb URL cTpaHuibl BX0a, a TaKKe UMETh BO3MOKHOCTD
yoenuthes B Hamumuuun HTTPS-coenunenus Be6-mopramom login.company.com.

HpHMep 3aIpoca Ha MOJIy4YCHHEC KOJa aBTOPU3allun (3anp0meHa

uaeHTUGUKaIMs/ayTeHTUUKAIMS 1 MapKep JOCTyma ¢ pa3perienusmu openid u profile):
https://login.company.com/blitz/ocauth/ae?client id=ais

&response type=code

&scope=openid+profile&access type=offline

&state=342a2c0c-d9%ef-4cd6-b328-b67d9%baf6a7f

&redirect uri=https%3A%2F%2Fapp.company.com32Fre

IIpumMep oTBeTa CO 3HAUECHHEM Ko1a aBTopu3anuu (Code) u mapamerpom state:
https://app.company.com/re?code=£954..nS0&state=342a2c0c-d%ef-4cd6-b328-b67d%bafba7f

Bo3moxxHbie ommOku npu Bei3oBe /0auth/ae coorBerctByror RFC 6749 u onrcans! 1o

ceputke,

IIpumep 3ampoca Ha MOJIyYEHHE Koa aBTopu3aliuu, mpu kotopom Blitz Identity Provider
HE JIOJDKCH OTKPBITh CTPAHHUILY BXOJIa B CITydae, €CIIH MOJIb30BaTENb €IIe HE TPOXO TN

uaeHTUGUKaIIIO/ay TeHTU(DUKAITUIO B TEKyIeM BeO-Opaysepe:
https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=code

&scope=openid+profile&access type=offline
&state=342a2c0c-d9%ef-4cd6-b328-b67d%afba7f&prompt=none
&redirect uri=https%3A%2F%2Fapp.company.com32Fre

[Ipumep oTBeTa ¢ OIIMOKOMN, €CIIN AJIs NOJYyUYEHUs KOAa aBTOPU3ALH M0JIb30BaTEIb
JIOJDKEH SIBHO TIPOWTH MAeHTH(GHKAIHIO/ayTeHTH(HKAIINIO HA cTpaHuIie Bxoaa Blitz 1dentity

PrOVlder, a 3a1pocC OBLI BBIMTOJIHEH C mapamMeTpom prompt:none:
https://app.company.com/re?error=login required

&error description=The+Authorization+Server+requires+End-User+authentication..
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

IIpumep 3ampoca Ha HOJIyYeHHE KoJa aBTopu3aliuu, mpu kotopom Blitz Identity Provider
JOJDKEH OCYLIECTBUTH BXOJ B pesknuMe Bxoja uepe3 ECHA:

" RFC 7636 «Proof Key for Code Exchange by OAuth Public Clients», cm.: https://tools.ietf.org/html/rfc7636
18 TIpu ornaznke yao0HO MCHONB30BaTh OHNAH-KaIbKysaTOp, cM.. https://fexample-app.com/pkee
19 Cm.: https://tools.ietf.org/html/rfc67494#section-4.1.2.1
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https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=code

&scope=openidt+profile&access type=offline
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%baf6a7f

&bip action hint=used externalldps:esia:esia 1
&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

[Ipumep 3ampoca Ha MoTydYeHHE MapKepa JOCTyla U MapKepa UACHTHU(PUKAIIUH C

ucnoib3oBanuem OIDC Implicit Flow:
https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=id token%20token

&scope=openid+profile
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f
&nonce=n-0S6_WzA2Mj]

&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

[Mpumep otBera ot Blitz Identity Provider ¢ mapkepamu goctyna u uaeHTHGUKAINH,

moiydeHHbIMHE ¢ ucronb3oBannem OIDC Implicit Flow:
https://app.company.com/re#access token=S1AV32hkKG
&token type=Bearer

&id token=eyJ0..NiJ9.eyJlc..I6IjIifX0.DeWt4Qu..ZXso
&expires in=3600
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

[Ipumep 3anmpoca Ha MoIy4YeHHE KOJa aBTOPU3aLMU U MapKepa UAeHTU(UKALUN C

ucnoib3oBanuem OIDC Hybrid Flow:
https://login.company.com/blitz/ocauth/ae?client id=ais
&response type=code%20id token

&scope=openid+profile
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f
&nonce=n-0S6_WzA2Mj]

&redirect uri=https%3A%2F%2Fapp.company.com%2Fre

[Mpumep oteera ot Blitz Identity Provider ¢ mapkepamu goctyna u uaeHTH(OUKAINH,

MoJIy4eHHBIMH ¢ ucronb3oBanuem OIDC Hybrid Flow:
https://app.company.com/re#code=£954..FxS0

&id token=eyJ0..NiJ9.eyJlc..I6IjIifX0.DeWt4Qu..ZXs0o
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

3.3.3.

IHonyuyenune MmapkepoB

B nensx npoBeneHus pesynbrara HISHTUPUKAIUU/ay TeHTH(DUKAMH T0JIb30BATENS U

noiy4enust ero nanueix Blitz Identity Provider BeimyckaeT mpuioKeHHIO pa3iudHble MapKephl.
[TepeueHb MapKepoOB 1 UX Ha3HAYCHUE IPUBECHBI B TA0HIIE 6.

Tabuya 6 — Henonwzyemete ¢ Blitz 1dentity Provider mapkepot

Ne

Ha3Banmue O0o03HaYeHHe Ilpenna3HayeHue U CPOK JelCTBUSA

1.

Mapkep nocryna access_token [TonydeHue nocTymna K 3alllUIIEHHOMY PECYPCY,
HaIpuMep, K JAaHHBIM TTOJIb30BATEI.
Mapkep apeiictBurenieH 3600 cekyHa.

Mapkep oOHOBIICHUS refresh_token OO6HOBNIECHHE MapKepa aocTyna. Mapkep
refresh_token mpenocraBisiercsi, TONBKO €CIIH
JUTSI TPUJIOKEHUS TIPU PETUCTpAIiy Oblia
yKa3zaHa He0OXOJUMOCTb MOTy4CHHSI
refresh_token, niu eciu B 3anpoce Ha
MOJTyYeHHUE KOJIa aBTOPHU3AINH OB YKa3aH
napameTp access_type=offline

Mapkep necTBUTENEH A0 MOMEHTA
HCIIOJIb30BaHMs, HO HE oJblie 365 qHei.

Mapkep naentuduxanuu | id_token [Mony4yeHnue uaeHTUPHUKALMOHHON HH(OpMALINH,
HanpuMmep, UACHTU(PHUKATOPA TTOJIH30BATEIS.
Mapkep gericTBuTeNeH 3 yaca.

ITocne MOJIYUCHHUA KOJa aBTOpHU3aAlUHN IPUIIOKCHUEC JOJIZKHO OOMEHSTD €r0 Ha MapKephI.

JUJ1st 3TOTO MpHIIOKEHHE AODKHO copmupoBats 3anpoc MetogoM POST na URL st
MOJTy4eHHsI MapKepa. 3arnpoc JODKeH CoepKaTh 3aroyioBok Authorization co 3HaueHuem
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Basic {secret}, rae secret — sto client_id:client_secret (manpumep, app:topsecret) B popmare
Base64.

IIpumedyaHnmue — cepBUC MOIYUCHHUS] MAPKEPOB JIOIDKEH 00sI3aTEIILHO BBI3BIBATHCS C
cepBepoB nojkioueHHoro K Blitz Identity Provider npunosxenus. Bbi3oB cepBuca u3
BBITIOJIHSIEMOT'O Ha CTOPOHE BeO-Opay3epa mporpaMMHOTo Kojia (Harpumep, u3 JavaScript
xona BeO-ctpannibl) SAIIPEINAETCS. Tony4ennsiii Mmapkep goctyrma (access_token)
JOJDKEH 00padaThIBaThCsl CEPBEPHOI YaCTHIO MPHIIOKEHHUS U HE JIOJDKEH TIepeiaBaThCs Yepe3
Opay3ep HOJIb30BaTeIIs.

ITpumep 3arosoBka:
Authorization: Basic YW1zOmNsaWVudF9zZWNyZXQ=
Tero 3ampoca J0KHO COAEPIKATH CIIEAYIOIINE TapaMeTPhI:

— code — 3HaueHME KOJ]a aBTOPHU3AIIUH, KOTOPBIH ObLIT paHee MOJy4eH;

— grant_type — npunumaeT 3HadeHue authorization_code, eciu ko aBTOpU3aIMn
00OMEHUBAETCS Ha MapKep J0CTyIIa;

— redirect_uri — ccpuiKa, 10 KOTOPO#i JOKEH OBITh HAIIPABJICH MOJB30BaTE b ITOCIIE TOTO,
KakK JIaCT pa3pelieHne Ha JOCTYI (TO jKe caMoe 3HaYCHHE, KOTOPOe ObLIO YKa3aHO B
3a1poce Ha MOJyYeHHE KOJIa aBTOPH3AIIH);

— code_verifier (tonpko ecnu ucnonszyercs PKCE) — 3nauenue mpoBepo4HOro Koja,
UCIIOJIb30BaHHOTO MpH pacuete code_challenge mpu monydeHnn Koj1a aBTOPU3AIHH.

[Tpumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2lllmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=authorization code&code=FLZHS..GU
&redirect uri=https%3A%2F%2Fapp.company.com%2Fre
B oTtBer BO3BpaacTCsa MapKep JOCTYyIId, MapKEP OOHOBIIEHHUS U Mapkep
UICHTH(PUKAIUY.
HpI/IMep OTBCTA C YCIICIIHBIM BBIITOJITHCHUEM 3aIipoca:
"id token": "eyJhbGciOiJSUzI1NiJ9.eyJub..n0=.Ckt..sQ",
"access token": "dO-xym..BE",
"expires in": 3600,

"refresh token": "1lEWX..Iw",
"token type": "Bearer"

Hcnonb3yst oaydYeHHbIH MapKep J0CTYIIa, MPUIOKEHNE MOXKET 3anmpocuTh (. 3.6)
aKTyaJbHbIE JaHHbIE oap30Baress u3 Blitz Identity Provider.

Ecnu ko aBTOpH3aiinu ObLT YK€ UCIIOJIb30BaH, He coBnai redirect_uri ¢ panee
MCIIOJIb30BaHHBIM B BbI30Be K /0auth/ae, uiau ucTek cpoK AeHCTBUS KOJIa, THOO0 MepeTaHHbINn
code_verifier me coorBerctByer code_challenge, To B kauecTBe oTBeTa OyeT BO3BpaIlicHA
ommoKa.

[Tpumep oTBeTa ¢ OMTUOKOI:

"error": "invalid grant",
"error description": "The provided authorization grant .. is invalid, expired, revoked.."

Bosmoskuabie ormbku mpu Bei3oBe /oauth/te coorBerctByror RFC 6749 1 onucansl mo
cepuike?’,

Jiist 0OOHOBIIEHHS MapKepa JOCTYIIa MPUIIOKEHUE TOTDKHO C(hOPMHUPOBATH 3aIIpOC
MeroaoM POST na URL i monmydeHnust u 0OHOBJICHHST MapKepa. 3anmpoc JOJKEH COIepkKaTh
aHAJIOTUYHBIN 3arooBok Authorization, a Takxe cienyrolue mapaMeTphl B TEJIE 3a1poca:

— refresh_token — mapkep 0OHOBIICHHS;

20 Cw.: https://tools.ietf.org/html/rfc6749#section-5.2
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— grant_type — npuaumaet 3HaucHue refresh_token, ecau mapkep oOHOBIIEHHUS

0oOMEHHBaeTCsl Ha MapKep JOCTyIIa.

[Tpumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc211LmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded
grant type=refresh token&refresh token=3jj2DA..bQ

[punoxenue Moxer oOMeHTh access_token ¢ oxHuM HabopoM paspereHuii (SCOPes) u
yrBepxaeHuii (claims) na access_token ¢ qpyrum HabopoM paspelieHui U yTBepKICHUI ¢
ucnons3oBanuem OAUth 2.0 Token Exchange?l. D1o MoxkeT ObITh ONE3HO MEpe] Tepeaadeii
access_token ot mosryuuBIIEro €ro MpUI0KEHUs JPYroMy TPUIIOKEHUIO, YTOOBI PUIIOKEHHE
TOJTYYHJIO COKPAIICHHBIA HA0Op pa3perieHnii U CBeAeHUH 0 moip3oBarene. s ucnoab3oBaHus
oOMeHa Mapkepa JJOCTyIa MPUIOKEHUIO JTOJDKHO OBITh MPEIOCTABICHO CHEIMATbHOE
paspernienue Ha ucrnosib3oBanue OAuth 2.0 Token Exchange (paspemien grant_type —
urn:ietf:params:oauth:grant-type:token-exchange). Takxe J0/KHBI OBITH 3aIaHBI HACTPONUKH
MpaBHI OOMEHa MapKepoB ocTymna (cM. «PykoBoJICTBO aiMUHUCTpaTopay). st oOMeHa
Mapkepa J0CTyIla MpuiiokeHue jenaeT Bpi3oB MeroioM POST na URL ans nomnmydeHus u
OOHOBJICHHSI MapKepa. 3arpoc OJDKSH COJIepKaTh aHAIOTHMYHbIH 3aronoBok Authorization, a
TaKKe CIICAYIONINE TapaMeTPhI B TEJIE 3ampoca:

— grant_type — npunumaet 3HadeHue urn:ietf:params:oauth:grant-type:token-exchange;

— resource — mpuHUMAaET UM pecypca, s mepeiadd KOTOPOMY 3allpalinBaeTcsi 0OMEH
Mapkepa JocTyra (00s3aTenbHO T0JKEeH ObITh YKa3aH OJUH U3 TapaMeTpoB — resource
wiu audience);

— audience — mpruHUMAaET UMEHA MPHIIOKESHHUH, /IS Tepead KOTOPBIM 3arpainBaeTcs
MapKep J10CTyTa,

— subject_token_type — nepeaaercst TpeOyeMBbIii THIT TOJTy4aeMOTr0 MapKepa — B TEKYIIEi
Bepcuu Blitz Identity Provider momaepxuBaeTcst TOIBKO THII
urn:ietf:params:oauth:token-type:access_token;

— subject_token — mepemaercs 3HaueHHE 3aMEHAEMOTr0 Mapkepa aocTyia (access_token);

— SCOpe — HeoOs3aTenbHBIN MapaMeTp — yKa3bIBaeT MEePEUYCHb 3alpalinBacMbIX SCOPe B
HOBOM Mapkepe. Ecnu He ykazaH, TO B HOBBIM Mapkep OyIyT BKIIFOUEHBI Bce SCOPE,
pa3pelieHHbIC IPaBUIIOM OOMEHA,

— token_format — HeoOs3aTenbHBIM apaMeTp — yKa3bIiBaeT TpeOyeMblit popmar st
BBIITYCKAaeMOT0 MapKepa jocTtyma. Bo3moxHbie 3HaueHus: jwt uiau opaque. Eciu He
yKa3aH, TO HOBBII MapKep J0CTyna OyJeT BhIIYIIEH B TOM ke Gopmate, 4To u popmat
MapKepa JlocTyna, nepenannoro B subject_token.

[Ipumep 3ampoca:
POST /blitz/cauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=urn:ietf:params:oauth:grant-type:token-
exchange&resource=..&subject token type=urn:ietf:params:oauth:token-
type:access_tokené&subject token=eyJ..vA

HpI/IMep OTBCTA C YCIICIIHBIM BBIITIOJIHCHUEM 3aIipoca:
{
"access token": "eyJr...-g",
"expires in": 3600,
"scope": "openid new scope",
"token type": "Bearer",
"issued token type": "urn:ietf:params:oauth:token type:access token"
}
IMpumep 3ampoca ¢ nepeaayeii audience, token_format u scope:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

2L Cm.: https:/iwww.rfc-editor.org/rfc/rfc8693.txt
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grant type=urn:ietf:params:oauth:grant-type:token-exchange&token format=opawue&audience=systeml
system2&scope=openid profile&subject token type=urn:ietf:params:oauth:token-
type:access_tokené&subject token=uuy..OE

[Ipumep ommbku B citydae, eciy He HailIGHO MPaBHJI, pa3peliaionuX 3arpoIeHHbINH

00MeH MapKepa JIoCTyTa.:
{

"error": "invalid target",
"error description": "Access denied for resource or audience"

[Tpumep ommOku B ciiyyae, eciid MapKep JOCTYIa MPOCPOUEH:

"error": "bad access token",
"error description”: "Access token 'CmJ..Dk' not found"

Ecnu npuitokeHuIo MpeaocTaBiIeHO CIENUaIbHOE pa3pelieHUue Ha UCII0JIb30BAaHUE

OAuth 2.0 Resource Owner Password Credentials (ROPC) (pa3pemien grant_type — password),
TO NMPUJIOKEHHE MOXKET 3alIPOCUTH MoydeHue Mmapkepa nocryna merogqom POST na URL ans
MOJTyYeHHs 1 OOHOBJICHUS MapKepa. 3ampoc JOHKEH COAEPKaTh aHAJTOTMYHBIN 3aT0JIOBOK
Authorization, a Taxxe clIeAyIOIIHe TapaMeTPhl B TEJIE 3apoca:

— grant_type — npuHIMaeT 3HaUeHHe Password;

— Username — COIEpKUT JIOTHH I10JIb30BaTeNs;

— password — coepKUT maposb MoJIb30BaTENS;

— SCOpPE — COAEPKUT CIUCOK 3aMPAIINBAEMBIX PA3PEIICHH.

[Tpumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=password&username=testuseré&password=testpwdl&scope=profile

[Ipumep oTBeTa C yCIENIHBIM BBIIIOJTHEHUEM 3aIIpoca:

"access_token": "dO-xym..BE",
"expires in": 3600,

"scope": "profile",

"token type": "Bearer"

[Tpumep oTBeTa ¢ OMIMOKOIA:

"error": "invalid grant",
"error description": "Invalid user credentials"

Bo3MoskHbIe 3HaUEHUS [Tt €rror_description mpu nmpobiieMe ¢ y4eTHO#H 3aMuChIo:

— Invalid user credentials — HenpaBUIBHBII JTOTHH WK TAPOJIb;

— User locked — yyernas 3amuch 3a0JI0KUpOBaHa;

— User locked by inactivity — yuerHas 3amuch 3a0I0KUpOBaHa 110 MPUYMHE [UTATESIBHOM
HEaKTHBHOCTH;

— Password method locked — mist yueTHO# 3anucy BKIIOYEH 3aIpeT Ha UCIIOIb30BaHUE
HapOJIbHOM ayTCHTU(HUKAIUH;

— Password method not configured — mero naposipHON ayTeHTH()UKALIMH HE
CKOH(HUTYpHUPOBaH,

— Password expired — cpok JieHcTBHsI TapOJIb UCTEK;

— Need password change — tpebyercs o0s13aTenbHast CMEHA [apoJIst IPH BXOJIE.

3.3.4. Mapkep uaentuduxanuu. [lonyyenne JaHHbIX HAEHTHHUKATMT

JI7ist TONTyYeHuUs TAaHHBIX 00 MICHTU(DUKAIUY U Ay TCHTU(QHUKAIIUH TPUI0KESHUE MOXKET
CaMOCTOSTENILHO aHAJM3UPOBATh CoiepkaHne Mapkepa uaeHTuukanuu (id_token). Ho moxHo
9TO HE JIeNIaTh, a UCIIOJIL30BATh MOIYYSHHBI MapKep jJocTtyna Juis 3anpoca B Blitz Identity
Provider uepe3 crieruanbHblii cepBuC (TIr1. 3.6) akTya bHBIX JaHHBIX MTOJIH30BATEIIS.

Mapxkep uIeHTUDHUKALUN COCTOUT U3 TPEX YacTei:

— 3aronoBok (header), B koropoM conepxutcs o0as nHGopManus o TUIe MapKepa, B TOM
qucie 00 UCTIOJIb30BAHHBIX B X0JI€ €r0 (JOPMUPOBAHUS KPUIITOTPAYUUECKUX OTEPALIUIX;
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— Habop yrBepxkaeauii (payload / claim set) ¢ comepikaTenbHBIMU CBEICHUSIMH O MapKepe;
— mojamuck (Signature), koTopast yaocToBepsiet, uTo Mapkep «Bbiman» Blitz Identity
Provider u He ObUT K3MEHEH TIPH TIEpeIaye.

Yactu MapKepa pa3aciICHbI TO‘IKOI\/’I, TaK 4TO OH UMCCT BH /.
HEADER.PAYLOAD.SIGNATURE

Mapkep nepenaercs B Buje cTpoku B popmare Base64url.
3arosnoBok (header) conepxut:

— alg — onmcanwe anropurMa rmdpoBanust (apamerp alg); B Hacrosiee Bpems B Blitz Identity
Provider monepxuBactcst anroput™ 31eKTponHoi noamucu RSA SHA-256, pekoMeH Ty eMblit
crienduKaryeii (COOTBeTCTByeT 3HaueHni0 RS256);

—  kid — uneHTHdUKaTOp KITFOYA, UCTIOIB30BAHHOIO IS TOIHCH MapKepa.

Habop yTBepkIeHUI BKIFOYAET CIICIYIONIUE aTPUOYTHI:

—  eXP — BpeMms NpeKpalLeHus 1eHCTBUSL, yKa3bIBaeTcs B ceKyH1ax ¢ 1 sBapst 1970 r. 00:00:00
GMT,

— iat— Bpems BbIIa4H, yKa3eiBaeTcs B cekyHuax ¢ 1 saBaps 1970 r. 00:00:00 GMT;

— Sub — unentudukarop cyobekra, B Ka4eCTBE 3HAUCHHS YKA3bIBACTCS 3HAUCHHE
UJICHTH(PHUKATOPA TIOJIH30BATEIS,

— ua_id — uaeHTHUKATOP YCTPONUCTBA MOJIb30BATEIIS;

— aud — agpecat mapkepa, ykasbiBaercs client_id mpuiokeHus, HampaBUBIIIErO 3apoC Ha
ayTeHTU(UKALUIO;

— ISS — opranu3aius, BbITyCTUBIIAs Mapkep, ykasbiaercst URL Blitz Identity Provider;

— nonce — ctpoka 0e30MacHOCTH, YKa3bIBaeTCs 3HAUCHHE NONCE, KOTOpOoe OBLIO MepeIaHo
npuinoxenneM k Blitz 1dentity Provider B ucxomgnom 3anpoce k /oauth/ae. Ucnone3yercs
toabko ripu Implicit wm Hybrid Flow. IIpu mony4ennun npuiiokeHueM MapKepa ¢
ucnons3oanuem Implicit wim Hybrid Flow npunoxenue 10mKHO comocTaBUTh NONCE U3
cocTaBa Mapkepa uaeHTH(UKaIMKU ¢ NONCE U3 CBOETO 3arpoca;

— at_hash — nonoBuna xs111a Mapkepa J10CTyIa, MepeaaeTcs TONIbKO MPH UCTIOJIb30BAHUT
Implicit wiu Hybrid Flow. TIpencrasnser co6oit 3akonupoBaHHyto B Base64 neByro
nojoBuHy 3HaueHus pynkiun SHA-256 ot access_token; Ipuioskenue, moayduBIinee
MapKep J0cTyma ¢ ucrojib3oanrem Implicit wmm Hybrid Flow momkso u3Biaeus u3
Mapkepa uaeHTuuKanuu 3HaueHue at_hash u cpaBHUTH ¢ MapKepoM JOCTYyTIA.

— ¢_hash — monoBuHa x3111a KOJla aBTOPU3AIIUH, TIEPEIACTCSI TOIBKO B CIydae
ucnonb3oBanus Hybrid Flow. Ipeacrasaser coboii 3akoaupoBannyro B Base64 neByro
nosioBuHy (128 6ut) 3HaueHus Gpyukiuun SHA-256 ot kona aBropusaiuu (Code);
[Mpunosxenue, Moay4MBIIEe KOJ aBTOPU3AIUK ¢ ucnoib3oBanuem Hybrid Flow, nomxkxo
U3BJIeYb U3 MapKepa uaeHTu(uKanuu 3HadeHne C_hash u cpaBHUTH ¢ KOTOM
aBTOPHU3AIHH.

—  amr — npoiiicHHbIe METO/IbI ayTEHTU()UKAIIMHU, YKA3bIBACTCS CIIUCOK TPOUICHHBIX
TI0JI30BaTEIeM METOJIOB ayTeHTU(UKaIil. CIIUCOK MOXKET BKIIFOYATh CIICTYOIINE
UACHTH()UKATOPHI METOJIOB:

e password — BXOJ1 C UCMOJIb30BaHUEM MApOJIs;

o Cls:<memoo> (nmampumep, Cls:password) — aBToMaTu4eCKuii BXOJI C 3alIOMHEHHOTO
ycTpoiicTBa (B Ha3BaHUM UACHTH(UKATOpA MTOCTIC TBOCTOUHS YKa3aH METO/
ayTeHTU(UKAIIUH, TIEPBUYHO TIPOIICHHOH MOJIb30BaTeIeM, B PE3yJIbTaTe Yero
MPOM30IILIO 3aIIOMUHAHKE TT0JIb30BATENS HA IAHHOM yCTPOMCTBE);

® (SS — aBTOMaTHYECKUH BXO/[ IO PE3yJIbTaTaM PErUCTPAIIUH MOJIh30BATE,
BOCCTaHOBJICHHS TTAPOJISl WIIH TIEPEX0/ia B BEO-NIPUIIOKEHUE M3 MOOMIIBHOTO
TIPUIIOJKEHHSI, HCIIOJIB3YIOIIETr0 BBI30B C MCIOJIb30BaHuEM SCOpe=native;

® SMS — MOATBEPKJICHNUE BXO/1a C MOMOMIBIO Koaa B SMS-coo0mennu (BTopoit pakrop
ayTeHTU(UKALIUN);

e email — moaTBepKACHUE BXO/Ia C MOMOIIBIO KO/Ia B COOOILEHUU 3JICKTPOHHOM MOYTHI
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(BTOpO# (hakTOp ayTeHTU(PHUKAIIUHN);

push — moaTBep K ICHNE BXO/Ia C MOMOIIBIO KOJa B PUSh-yBegoMiIeHnu B MOOHIIBHOE
npUIoKeHue (BTOpoit GakTop ayTeHTH(PHUKALNN);

hotp — moaTBeprkAEHUE BXO/1a C MOMOIIBIO KOJ/Ia, CTEHEPUPOBAHHOTO
HOTP-renepaTopom K0J0B MOATBEPXkKAEHUS (BTOpOH (hakTop ayTeHTU(UKAIIH);
totp — moaTBepKICHIE BXO/a C TIOMOIIBIO KOJIa, CTEHEPHPOBAHHOTO MPOTPAMMHBIM
TOTP-renepatopoM KOIOB MOATBEPKACHHUS (BTOPOH (hakTop ayTeHTH(HUKAIINN);

tls — Bxox B pe’kuMe aBTOMATHYECKOI ayTeHTH()UKAIMK C UCTIONb30BaHueM TLS
Proxy;

SPNEgo — BXOJ C UCIOJIb30BAaHUEM CEaHCa ONEPAUMOHHON CHCTEMBI;

userApp — BXoJ B MOOMIJIBHOE MPUJIOKEHUE MPUBSI3aHHON K YCTPOUCTBY YUETHOM
3anuchio mosb3oBarels (Touch ID/Face ID/TTMH-kon);

webAuthn — Bxon ¢ ucronbs3oBanuem FIDO2 kiroua (Passkey) wiu moarBepkacHue
Bxo0J1a ¢ noMouiepo U2F-xiroua;

x509 — BXOJ] ¢ UCMOJIb30BAHUEM DJIEKTPOHHON TOITHUCH,

grCode — Bxox mo QR-koxy;

externalldps:esia:esia_1 — Bxo ¢ ucnosib30BaHreM yueTHO# 3anucu ECUA;
externalldps:esiadp:esiadp_1 — Bxosx ¢ ucnois30BanreM ydetHoi 3amucu ECUA
(uepes moy4yeHue corjaacus Ha JOCTyN K HUPPOBOMY PODUIIIO);
externalldps:sbrf:sbrf_1 — Bxon ¢ ucnons3oBanueM yderHo# 3amucu Coep 1D;
externalldps:sbb:sbb_1 — Bxox ¢ ucnons3oBanuem yuernoi 3amucu Coepbusnec ID;
externalldps:tcs:tcs_1 — Bxox ¢ ucrons3oBanueM yueTHoit 3anucu Tunabkodd 1D;
externalldps:vtb:vtb_1 — Bxox ¢ ucnons3oBanuem yuernoii 3anucu BTh ID;
externalldps:alfa:alfa_1 — Bxox ¢ ucrionp3oBanuemM ydetHo 3anucu Anbda ID;
externalldps:mos:mos_1 — BX0/ ¢ HCIIOJIb30BaHUEM yUueTHO# 3amucu Mos ID
(Cyaup);

externalldps:apple:apple_1 — Bxox ¢ ucnonb3oBanuem yuetHoi 3amucu Apple 1D;
externalldps:facebook:facebook 1 — Bxoj ¢ ncnosp30BaHrEM YUYETHOM 3aITUCH B
conmanbHou cetu Facebook;

externalldps:google:google 1 — Bxox ¢ ucmonb30BaHueM yueTHo# 3amvcu Google;
externalldps:mail:mail_1 — Bxox ¢ ucnosnp3oBanuem yuerHoi 3anucu Mail 1D;
externalldps:vkid:vkid_1 — Bxox ¢ ucrnons3oBanueM yuetHoi 3amucu VK ID;
externalldps:ok:0k_1 — Bxoj ¢ UCTIOIB30BaHUEM YUETHOM 3alTUCH B COLMAIBHOM
cetr OTHOKIACCHUKH;

externalldps:vk:vk_1 — BXoj ¢ HCIIOIB30BaHUEM YUETHOM 3aIMCH B COIHATLHON CETH
VK;

externalldps:yandex:yandex_1 — BXoJ1 ¢ UCIIOJIb30BAHUEM YUSTHOM 3amKcH STHIIEKC;
outside_methodname — npu3Hak, 4TO B MpoIecce BXo/1a MOoJIb30BaTeb HCIOIb30BaIl
BHEIITHUI MeTo]| ayTeHTH(uKauu ¢ uMeHem methodname.

sid — uaeHTH(UKATOP CECCHU TIOTb30BATEIS;

JIOTIOJTHUTEIbHBIE aTPHOYTHI B COOTBETCTBHH C 3asABKOM Ha MOJKIIIOYEHUE TIPUITOKEHHS K
Blitz Identity Provider (Bo3moxHbIe aTpuOyThI 151 BKIrOUeHus B id_token mpuBeneHs! B
Taosuie 4.

[Tpumep HAOOpa yTBEPKICHHUIA:

"exp" .

"ig

"am

&"s

"

1445004777,
1444994212,
"ua id":
"sub":

"f8a235ff-cb85-4c4b-b55d-544£9358a8d7",

"3d10f626-ea77-481d-a50bd4a4d432d86b",

[

"externalldps:esia:esia 1"
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1,

"iss": "https://login.company.com/blitz",

"sid": "5a600d12-4bl4-447e-ba21-2dc40344ad44a"
}

[Moxmucs (Signature) Mmapkepa OCYIIECTBIISIETCS 110 AITOPUTMY, KOTOPBIN YKa3bIBaeTCs B
napamerpe alg mapkepa. [ToAmuCh BBIYUCISIETCS OT ABYX MPEABIAYIIMX YacTel Mapkepa
(HEADER.PAYLOAD). Ceprudukat otkpsitoro kitoda Blitz Identity Provider, HeoOxoaumbrit
JUIsL IPOBEPKU ITOJITHCH, MOYKHO 3arpy3UTh 110 CICAYIOLIMM CChUTKaM (HaXOJHUTCS B aTpUOyTe
X5¢C, unentrdukarop kiaroya HaxoauTcs B atpudyTe Kid):

— https://login-test.company.com/blitz/.well-known/jwks (TectoBas cpena)

— https://login.company.com/blitz/.well-known/jwks (npoxykTuBHas cpesa)

[Tocne nony4yeHus: Mapkepa UISHTU(PHUKAIIMN TPUIOKEHUIO PEKOMEHTyeTCs TPOU3BECTH
BaIUIAIMIO MapKepa UIeHTU(UKAIINY, KOTOPasi BKIIIOYAET B Ce0sl CICIYIOINE TPOBEPKU:

1. Tlonyuenue unentudukaropa Blitz Identity Provider (sub), comepskaiierocs B Mmapkepe
UJICHTH()UKALINY, ¥ TOJTyYSHUE UHBIX HEOOXOIMMBIX IPUIIOKECHHIO JOTMOTHUTEIbHBIX
aTpuOyTOB NOJIH30BATEIIS.

2. TlpoBepka uneHTH(UKATOPA TPUIOKEHHUSI, T.€. UMCHHO MPUIIOKEHHE JTIOJDKHO OBITh
yKa3aHO B KQueCTBe aJipecara MapKepa UAeHTU(DHKALHH.

3. TlpoBepka noanucu Mapkepa HASHTU(PHUKALNH (C UCIIOIB30BAaHHEM YKa3aHHOTO B
MapKepe alropuTMa).

4. TlpoBepka, 4TO TEKyIIee BpeMsl JOJDKHO ObITh HE MO3JIHEE, YeM BPeMsl IPEKpaIleHUs
CpOKa JICHCTBHUS MapKepa WACHTH()UKAIHH.

[Mocne Banupanuy Mapkepa UaeHTHOUKAIMY TPUIOKEHUE MOXKET CUMTATh MOJIH30BATEIS
ayTeHTU(HUIUPOBAHHBIM.

Jlns ananmm3a coepikaHus MapKepa HICHTU(DHUKALNY, a TAKXKe IS YIIPOIICHUS
pa3pabOTKU MOJIYJIEH MO ero MPOBEpKE MOYKHO BOCIIOIB30BAThCS TOCTYTHBIMH OHJIANH-

JeKoIepaMu U OubIuoTeKamu??,

3.3.5. IIpoBepka mapkepa I0CTyNa ¢ HCNOJIb30BAHNE CEPBUCA MHTPOCIEKINHU

JlaHHBIE 0 Mapkepe aocTyma (access_token) He0OXOAMMO MPOBEPSTH B CIICTYIOLIHX
clyJasx:

— TMPWIOKEHUIO TPEOYETCsl OTCIICKUBATH CPOK JICHCTBHSI MapKepa, YTOObI OIIepaTHBHO
MEHSTH €I'0 Ha HOBBII;

— K NPWIOKEHUIO MPEIBSIBISIFOTCS MOBBINICHHBIE TPEOOBaHUS K 0€30IIaCHOCTH,
MIPUJIOKEHHUE XOUET Uepe3 MPOBEPKY MapKepa yOeauThCs, YTO MapKep HE aHHYJIMPOBaH
JOCPOYHO. AHHYJIMpOBaHWE MapKepa jgoctymnam (access_token) wim mapkepa
unentudukanun (id_token) MoskeT mpou3oiiTH B 1eNIx 6€30MaCHOCTH B CIydae, €Clid
MPOU3OIILTH COPOC/M3MEHEHHE TIAPOJIsl YUCTHOM 3aITUCH M0JIb30BATENS HITH €CIIM yUeTHas
3aIiCh T0JIb30BaTENs OblIa 3a0JIOKMPOBaHA;

—  NIPWIOKCHHE SBISETCSI IIOCTABIIMKOM PECYPCOB M MPEIOCTABIISET IOCTYII K 3THM pecypcam Mo
NpeIbSIBICHUIO MapKepa ocTya, BeinanHoro Blitz Identity Provider npuiosxenuro,
3ampanIvBaroIIeMy pecypc.

Jli1st 3ampoca JaHHBIX O MapKepe J0CTyna HeoOXO0AMMO BBITOIHUTH 3alIPOC METOJIOM
POST o ajpecy cepBrca HHTPOCIIEKIIMU MapKepa JA0CTymaZs, B 3anpoc 11 ayTeHTH KAy
CHCTEMBI-KJIMEHTA JI0JOKEeH ObITh J00aBIICH OMMCAHHBIN paHee 3arosoBok Authorization: Basic.
Taxoxe nomxeH ObITh J00aBIIeH 3aroioBok Content-Type, mpuHUMAOIIHMK 3HAYCHUE
application/x-www-form-urlencoded.

CepBrC HHTPOCIIEKIINU MOXKET OBITH BBI3BaH JIFO00I CHCTEMOI, 3apeTUCTPHUPOBAHHOM B
Blitz Identity Provider, aus mpoBepku 100010 Mapkepa J0CTyIa (CHCTEMa MOXKET IIPOBEPUTH
MapKep, BbIJIaHHBIN JIpyroi cucteme). [IpoBepsATh MOKHO HE TOJIBKO MapKep JOCTyIa, HO U
MapKep OOHOBJICHUS.

22 Cm.: http://jwt.io/ u http:/kjur.github.io/jsjws/mobile/tool_jwt.html#verifier
B RFC 7662 «OAuth 2.0 Token Introspection», cm.: https://tools.ietf.org/html/rfc7662
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B Tere 3ampoca MOryT ObITh YKa3aHbI ITAPAMETPBI

— token — mapkep gocTymna, JaHHBIE O KOTOPOM TPEOYeTCst MPOCMOTPETH (00s3aTeIbHBIH
napamerp);

— token_type_hint — T Mmapkepa moctyma (HampuMep, access_token), mpeaHasHaveH s
YCKOPEHHS TIOUCKA (OMIIMOHATIBHBIN TTapaMeTp).

IIpumep 3ampoca:
POST /blitz/oauth/introspect HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2l1lLmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

token=MkvRf..No

B orBete OynyT nepenaHsl ClIeAyIOIIUE JaHHBIE O MapKepe A0CTYIa:

— active — mpu3HaK AeHCTBUTEIBHOCTH MapKepa A0CTyTa, IPHHUMAET 3HAYCHUs true wiu
false. Mapkep neiicTBuTEINEH, €CIIM OH BbIIaH cepBricoM aBTopusanuu Blitz ldentity
Provider, He ObLIT 0TO3BaH U CPOK €r0 JCHCTBHSI HE UCTEK;

— SCOpe — o0acTh J0CTYyIMa, Ha KOTOPYIO BbIIaH Mapkep goctyna. [lepenaercs B Buie
IIepEeYHs Pa3peLICHUN;

— client_id — uaenTH(UKATOP CHCTEMBI-KIIMEHTA, KOTOPas MOJYYHIIa JaHHBIH MapKep
JOCTYTIA;

— Sub — unentudukarop nmons3oBarens (Baaaeabila pecypca, Ipe0CTaBUBILIETO JOCTYI K
CBOMM JIaHHBIM), OIIPEICIIEHHBIN Kak 0a30BbIi naentudukarop B Blitz Identity Provider.
3HaYCHHUE MapaMeTpa BO3BPALIACTCS TOJIBKO B TOM CIIydyae, €CJIM OH MOXKET OBbITh
nepesial B paMKax SCOPE 1o NpeabsBICHHOMY MapKepy J0CTyIIa;

— Jti — uaeHTHU(UKATOP MapKepa A0CTyMa (B BUIE CTPOKH);

— token_type — tum npeabsABICHHOTO MapKepa J0CTyIa;

— lat — Bpems BeIgaun Mapkepa (B Unix Epoch);

— exp — BpeMsi OKOHUaHHs AercTBHs Mapkepa (B Unix Epoch).

IMpumep otBeta (neicTByrommmii access_token):

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"scope": "openid profile",

"Jjti": "10jdlNohfHzuv3xoFurviWSPheEJECT7KHdHr-dcaVyYYvVv3h012sh",

"token type": "Bearer",

"client id": "ais",

"active": true,

"iat": 1699938503,
"exp": 1699942103

IIpumep otBera (neicTBytomuii id _token):

"exp": 1699939472,

"iat": 1699935872,

"Jti": "fUZFTCZm9G514YC6VDanjFY5QeIULleYoiBH60uCQ",
"token type": "id token",

"active": true,

"client id": "ais",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

IMpumep otBera (neicTBytromuii refresh_token):

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"scope": "openid profile",

"Jti": "10jdlNohfHzuv3xoFurvWSPheEJEC7KHdHr-dcaVyYYvV3h01l2sh",
"token type": "refresh token",

"client_ id": "ais",

"active": true,

"iat": 1699938503,
"exp": 1699942103

[Mpumep oTBeTa (HENCHCTBUTENBHBINA Mapkep 0E30MaCHOCTH):

"active": false
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3.3.6. CamocrosiTeJibHAs IPOBEPKAa MapKepa JI0CTYyNa NPUI0KeHUeM

[Mpu perucrpanun npunoxenus B Blitz Identity Provider moxxHo ykasats, 4to
MIPUJIOKEHHE JO0JDKHO TIOIy4aTh Mapkep Aoctyma (access_token) B popmare JIWT. B sTom
ciry4ae TPUIJIOKEHUE MOTy4aeT BO3MOXXHOCTh CAMOCTOSATENFHO MPOBEPUTH MapKep J0CTYTIa,
BBINOJIHUB €ro pazoop. CTpykTypa nepBHYHO MOJYYEHHOT0 MapKepa J0cTymna OyaeT aHaloruyHa
CTPYKType MapKepa UACHTU(PUKAINH, OTTMCAaHHOH B 1. 3.3.4. Bo BTOpMYHBIX MapKepax
JOCTyTIa, MOJYYEHHBIX B pe3ysbraTe oOMeHa Mapkepa ooHoBjeHus (refresh_token), ve 6yner
COJIep>KaThCs ceccuoHHas MH(opmarus (OyayT OTCYyTCTBOBAaTh @Ml 1 JOMOJIHUTEIIbHBIE
aTpUOYTHI TOJIB30BATENIS).

Mapxkeps! noctyna B popmate JWT cienyer ncnosib30BaTh, TOJBKO B CIIydae €cliu y
MIPUIIOKEHUS HA 3TO €CTh 0COObIe TPUUYUHBL. B OCTaNbHBIX Cilydasx peKOMeHayeTcs
UCIIOJIb30BaTh OOBIYHBIE MapKephl 10cTyna B (hopmaTe opaque.

3.3.7. Oobecneuyenue Jjiorayra

Ecnu npuioskeHue nperocTaBiisieT MoIb30BaTeN0 BO3MOKHOCTh HHUIIMUPOBATH BBIXOT
U3 MPHIOKEHUS (JIOTayT), TO MPHUI0KECHUIO [T 00CCIICYCHHUS BBIXO/Ia HEIOCTATOYHO 3aBEPIIUTh
JoKanbHyI0 ceccuro. Heobxoaumo takke Bei3Bath B Blitz Identity Provider oneparuto orayra.
Ecnu aToro He clienaTth, TO MOYKET BOSHUKHYTH CUTYAIIMsI, YTO MOJIb30BATEIb B MPUIIOKECHUH
Ha)KaJI KHOTIKY Bwix00, 1ocie 4yero cpazy nonpo0oBaj HakKaTh KHOMKY Bxod, 1 BMECTO
OKHIaEMOT0 3ampoca uaeHTuGuKauu 1 ayreHTudukanuu cpadoran Single Sign-On, u
TI0JTb30BaTENb CPa3y aBTOMATHYECKH OKA3aJICsl aBTOPH30BAHHBIM.

Jlns unuimupoBanus norayta B Blitz Identity Provider mpunoxenue mocie 3akpbiTust
CBOEH JIOKAJTbHOM CECCHU JIOJKHO HarpaBHUTh moiik3oBarests B Blitz Identity Provider na URL
JUIS BBIIIOJTHEHUS JIOrayTa’?, mepeas B KaueCcTBE MAPAMETPOB:

— id_token_hint (neo6s3amenvuwbiti napamemp) — Blitz Identity Provider mposepsier, uro
id_token u3 3HaueHMs MapaMeTpa BBIMYIICH UM. J[OyCcTHMBIE ajpeca Bo3Bpara npu
JorayTe U IM3aiiH CTPAHMIIbI BBIX0JIAa UCIIOJIb3YIOTCS B COOTBETCTBUU C HACTPOCHHBIM
npusioxenuem ¢ client_id u3 momns aud us3 id_token;

— client_id (neob6s3amenvuviii napamemp) — nonyCcTUMBIE aapeca BO3BpaTa IIPpH JIOrayTe u
JIM3aifH CTPAHUIIBI BBIXOJa UCIIOJIB3YIOTCSA B COOTBETCTBHHY C YKa3aHHbIM client_id;

— post _logout redirect uri (Heobsi3amenvHblll napamemp) — aapec Bo3BpaTa B IPHIOKECHUE
nociie jjorayta. Eciiu mapamerp He 3a7aH, TO epeHanpaBieHUEe B MPUIOKEHHE TOCIIE
Jorayra He ocyuiecTBisiercs. Ecnu 3amaH, To mpoBepsieTcsi, YT0 3HAYEHHE COOTBETCTBYET
XOTsI ObI OTHOMY pa3pelieHHOMY IpeHKCy BO3BpaTa JUIs PUIIOKSHHUS,
COOTBETCTBYMOMIETO nepeaannomy B id_token_hint mpunoskenuro (moste aud u3 id_token)
i nepenanHomy client_id. Ilpu nepenade mapamerpa post_logout_redirect_uri
00s3aTeNbHO TaKKe mepeaars mapamerp id_token hint wmu client_id;

— state — HaOop ciyyailHBIX CUMBOJIOB, UMEIOLMH BUJT 128-0uTHOrO MaeHTHPHUKaTOpa
3ampoca. JTo ke 3HaueHue OyJIeT BO3BPAILCHO B OTBETE IIPH NIEPCHANIPABICHUH
moJsis30BarTess Ha Post_logout_redirect_uri.

HpHMep 3arpoca jgorayra:
https://login.company.com/blitz/ocauth/logout?id token hint=eyJhbGciOiJSUzI1NiJ9.eyJub..n0=.Ckt..sQ
&post_logout redirect uri=https://app.company.com/redirect uri
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%baf6a7f

Ecau Blitz Identity Provider ycmemniso 3aBepiiut jgorayT, TO OH IIepeHapaBUT

noJsip3oBaress 1o nepeganHomy URL o6paTHO B puitoKeHHE.

AJII:TepHaTI/IBHI)Iﬁ IIpUMEp 3ampoca jorayra.
https://login.company.com/blitz/ocauth/logout?client id=test-app
&post logout redirect uri=https://app.company.com/redirect uri
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

JlomycTumble IpeQUKCH CTPaHUIl BO3BPATa IOJIKHBI OBITh 3apPErUCTPUPOBAHEI B

24 BbI30B J10TayTa BBINOJIHAETCS B COOTBETCTBUH co crenupukanueii «OpenlD Connect RP-Initiated Logout 1.0»,
cm.: https://openid.net/specs/openid-connect-rpinitiated-1_0.html
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nacrpoiikax Blitz Identity Provider, unaue nmpu norayre OyaeT BblaaHa OIIMOKA.
[Mpunosxenus, moakitroueHusle k Blitz Identity Provider mo OIDC, moryT moamucarhest
Ha yBeJIOMJICHHE X O JiorayTe nosib3oBareis u3 Blitz Identity Provider. ITognep:xuBarotcs
CIIETYOIIHE BO3MOKHOCTH:
— YBenomienue yepes BeO-0paysep (Front channel
—  Veenomienue uepes cepsep (Back channel)?8.
Jlns yBenoMiieHus yepes BeO-Opaysep B HacTpoiikax mpuinokenus B Blitz 1dentity
Provider peructpupyercst 00padoTunk «CchUIKa Il OYUCTKH CECCHH MOJIb30BaTeNsl B Opay3epe
(Front channel)». Eciin 06paboTunk 3aperucTpupoBaH U B IPOILIECCE CECCHU MOIB30BATENb
BXOJIMJT B TIPUIJIOKEHHE, TO MTPH BBI30BE MOJIb30BarteneM jorayrta Blitz Identity Provider uepes
Opay3ep Ha CTpaHUIle BBIXO/a MOIb3oBarens yepe3 ¢ppeiim <iframe src= "ccwviika> BbI30BET
yepe3 HTTP GET yka3annsrii B HacTpoiike 00paboT4HK npuiokeHus. B cirydae ecim Oputa
OTMeYeHa HacTpoika «J[00aBIATh HACHTH(PHUKATOP CECCUU U IMUTEHTA B CCBUIKY OYMCTKH
ceccun B Opaysepe (Front channel)», To nonosHuTensHO OyIyT NEpeAaHbl CIEIYIOLINE
napameTpsl B 3a1poce:
— iSS — uaeHTH()UKATOP MOCTABIIMKA UACHTU(DUKAIINY;
— Sid — uaeHTUUKATOP CECCUU TTOTH30BATEIS.

[Tpumep BBI30Ba CCHUTKH JIJISi OUMCTKHU CECCHH ToJib3oBaTelns B Opaysepe (Front channel):
https://app.company.com/front channel logout?iss=https://login.company.com/blitz&sid=4ac78c75-
99d-44dc-9304-d2599c829440

B oTBeT Ha BBI30B MPUIIOKCHUEC NOJIKHO 3aBEPIIUTD JIOKAJIbBHYHO CCCCHUIO U BEPHYTH OTBCT

HTTP 200 OK. Tak:xe B OTBET JOJDKHBI OBITh BKJIFOUEHBI 3ar0JIOBKH:
Cache-Control: no-cache, no-store
Pragma: no-cache

)25_

IIpuMeyaHnme — IpH peayTM3aIlK HA CTOPOHE IPHIIOKEHUST 00paboTUNKa TpreMa
yBEAOMIICHHS Yepe3 BeO-Opay3ep cieayeT YIUThIBaTh 0COOCHHOCTH COBPEMEHHBIX
Opay3epoB, KOTOpPbIC TPOTHBOICHCTBYIOT mepeaaue COOKIeS mpu BbI30BE 00paOOTUYHUKOB B
¢dpeiime Ha URL-nomensl, oTiimunbie o URL-1oMeHa poauTensCKon CTpaHUIb

— yT00BI COOKI€ CTOpOHHErO caiiTa MOrja ObITh TIepeaansl U3 GpeiiMa, y COOKie momkeH
ObITh ycTaHoBIeH ¢uiar SameSite=None u ¢uar Secure, B MOMEHT yCTaHOBKH HJIH
nepe3anucu COOKie He To/mKeH mepeaaBaThes 3aroioBok X-Frame-Options, a cam
00paboTuuk 10JDKeH OBITh nocTyreH mo HTTPS;

— BBI30B 00paboTunka He OyJeT IPOU3BOIUTHCS B HEKOTOPHIX Opay3epax B CIydae OTKPBITHS
CTPAHHMIIBI B PEKUME «HTHKOTHHTOM.

Jlns yBeIOMIIEHHS Yepe3 cepBep B HacTpoiikax npuinoxkenus B Blitz Identity Provider
perucrpupyercsi 0opadoTunk « CCchlIKa JUIsi OYMCTKU CECCUU TOJIb30BATENIS B IPHIIOKCHUH
(Back channel)». Eciim 06paboT4mK 3aperucTpupOBaH U B MPOIIECCE CECCHUU TI0JTb30BATEIb
BXOJIMJT B TIPMJIO’KEHHE, TO IIPU BBI30BE MOJIb30BaTeneM jorayta cepsep Blitz Identity Provider
BbI30BeT cepBep npuioxenus yepes HTTP POST na ykazanHublil B HacTpoiike 00paboTuuK
npuiokeHus. B BbI30B OyzeT nepenan Mapkep jorayra logout_token, mpeacrasinstomuii coboit
JWT-ToKeH, B Teie KOTOPOTO COIEPIKATCS CICIYIOIINE TapaMeTphI:

— ISS — uAeHTU(HUKATOP MOCTABIINKA UACHTH(PUKAIINHT;

— aud — uaeHTU(HUKATOPBI OMOBEIIAEMbIX MPHIOKCHHUH;

— lat — BpeMs BbIlTycKa MapKepa OOHOBJICHHUS;

— Jti — uneHTHHUKATOpP MapKepa Jorayra,

— events — koncranTHOe 3HaueHue http://schemas.openid.net/event/backchannel-logout

% OpenlD Connect Front-Channel Logout 1.0, cm.: https://openid.net/specs/openid-connect-frontchannel-1_0.html

% OpenlD Connect Back-Channel Logout 1.0, cm.: https://openid.net/specs/openid-connect-backchannel-1_0.html
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cornacto crenugukaruun OpenlD Connect Back-Channel Logout 1.0;
— Sid — uaeHTUHUKATOP CECCUU TTOTH30BATEIS;
— Sub — unentudukarop nonb30BaTEINs.

B mapkepe 00HOBIICHHUS PUCYTCTBYET 100 SUD (eciu He BKIIIOYEeHA HACTPOiKa
«/106aBJyiATh MIEHTH()HUKATOP CECCUHM U YMUTEHTA B CCHUIKY OYMCTKH CECCUU B TIPUIIOKECHUHU
(Back channel)», 6o Sid (ecnu HacTpoiika «J100aBisATh HACHTH(GHUKATOP CECCHH U YMUTEHTA B
CCBUIKY OYMCTKH ceccuu B npuioxkenuu (Back channel)» Bxatouena).

HpHMep BBI30OBaA CCPBHCA OYHUCTKH CCCCHUU IMOJB30BATCIIA B ITPHUIIOKCHHUHA (BaCk Channel):
POST /back channel logout HTTP/1.1
Host: app.company.com
Content-Type: application/x-www—form-urlencoded

logout token=eyJ..J9.eyJ..J9.RV8..Nw

HpHMep pa306paHHor0 TCJIa MapKepa Jiorayra 1rnpu BBIKJTIOUSHHOMN HaCTpOﬁKC
<<I[063.BJI$ITI) I/IIleHTI/I(l)I/IKaTOp CCCCUHU U OMUTCHTA B CCBIJIKY OYUCTKU CECCUH B IIPUITOKCHUU
(Back channel)»:
{

"iss": "https://login.company.com/blitz",
"aud": [

ais"

] 4

"iat": 1646979918,

"jti": "ee75ccd8-ad30-4175-9a61-3ae06clab730",

"events": {
"http://schemas.openid.net/event/backchannel-logout": {}

by
"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

[Ipumep pa3oOpaHHOrO TeIa MapKepa JiorayTa NpHu BKIIOUYEHHON HacTpoiike «Jlo06aBiasaTh

UICHTU(PHUKATOP CECCUU M AIMUTEHTA B CCbUIKY OUMCTKU ceccuH B npuioxeHuu (Back channel)»:

{

"iss": "https://login.company.com/blitz",

maud": [
"ais"

] 4

"iat": 1646979918,

"jti": "ee75ccdB8-ad30-4175-9a61-3ae06clab730",

"events": {
"http://schemas.openid.net/event/backchannel-logout": {}

b,
"sid": "4ac78c75-b99d-44dc-9304-d2599c829440"

B oTBeT Ha BBI30B NPUIIOKEHHE JIOTKHO!

1. TIpoBepuTh MONMKCH MapKepa JiorayTa Mo aHaJOTHHU C TEM, KaK BBINOJIHSICTCS MPOBEPKa
HOJMKMCH MapKepa uaeHtudukarmu (cm. . 3.3.4).

2. IlpoBepuTts, yTO:
— ISS cooTBeTCTBYET MaeHTU(UKATOPY pa3BepHyTOi cuctembl Blitz Identity Provider;
— aud BxTroYaeT uaeHTU()UKATOP BHI3BAHHOTO MPHIIOKEHHS;
— Mapkep oOHOBJIeHUS BbINyIeH (iat) He paHee 2 MUHYT Ha3a;
—  sid uau SUD COOTBETCTBYIOT ACHCTBYIOIIUM CECCHSIM MTOJIb30BATEIIS.

3. Ecnu kakue-To MpoBepKH MapKepa JiorayTa HeyClenHbl, To BepHyTh kox HTTP 400 Bad
Request.

4. Ecnu Bce MPOBEPKHU YCIICIIHBL, TO 3aBEPIINTH JIOKAJIBHYIO CECCHIO TIOJIb30BATENS U
BepuyTh HTTP 200 OK B ciyuae ycmexa mm HTTP 501 Not Implemented B ciyuae, ecnu

CCCCHUIO 3aBCPINUTL HE YAJI0Ch. PCKOMCHI[yeTCH BKJIIOUUTH B OTBET 3aroJIOBKH.
Cache-Control: no-cache, no-store
Pragma: no-cache
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3.4. HoakaroyeHne MOOMJIBLHOIO0 MPUJIOKEHHUSA
3.4.1. OO0mme cBeeHus

BsaunmozeiictBue modmisHoOTro Tipuitokenus ¢ Blitz Identity Provider nqononauTenbHo K
mratHeIM cpejactBam npotokona OIDC/OAuth 2.0 ucnionssyer cnenndurannu RFC 759127 u
RFC 7592%,

BzaumoseiictBre mobmisHOrO0 mprioxkenus ¢ Blitz 1dentity Provider sxirouaer
CIIETYOLITHE DTaIbI:

1. JIunamuueckas peructpanus B Blitz Identity Provider sx3emiuisipa MOOHIBHOTO
npunoxenus. [Tonyuenue sx3emmsipom npuinoxerus ot Blitz Identity Provider
yHukanbHoi maper client_id/client_secret.

2. TlepBuuHbIil BXO/I ITOJIK30BATENsS B MOOMIIbHOE ITpUiIOKeHHe ¢ momotibio Blitz Identity
Provider. Ycranoska noss3oBarenem I[TMH-koxa wim Touch ID/Face ID. Coxpanenue Ha
ycrpoiictBe mmdpoBannoii napsl client_id/client_secret, momyuennoii ot Blitz Identity
Provider.

3. Bropuunbie BX0o1bI OIB30BaTes ¢ momoiisio [TMH-koma wiu Touch ID/Face ID.
Asrtopusarus B Blitz Identity Provider ¢ momorpro mudpoBaHHO mapbl
client_id/client_secret.

4. VYnanenwue B Blitz Identity Provider monyuennoit mapsr client_id/client_secret npu
jorayte (CMEHE y4eTHOM 3alliCH, BBIXO/Ia U3 YYETHOM 3aIKCH) TOIb30BaTENs U3
MOOWJIBHOTO MPHJIOKEHHSL.

CxeMaTu4yHO MOCIeA0BATENLHOCTh NEHUCTBUI 3TanoB 1-2 mpejcTaBiieHa Ha pUCYHKE 4, a
aTamna 3 — Ha PUCYHKE D.

MNonb3osatens MobBunbHoe npunoxex1e Blitz Identity Provider
@

1. Monb3oearens YCTaHoBMA K I'lepBblﬁ pas3anyckKaeT NpuacKeHue

2. Mpunoxerue 3anpawusaert B Blitz peructpauuio
3K3eMNAApa MOBMABHOIO NPUNCKEHUS

3. Blitz npoeepsieT Mapkep
4. Blitz Bo3epawjaeT 3k3eMNAAPY MOBUABLHOTO NPUAOXKEHUA AOCTYNA NPUNOKEHNA M ero
vHAMBMAYansHyto napy client_id/client_secret MOANUCAHHBIE METAJaHHbIE,

PerucTpUpYeT SKIEMNARAP U
BbINYCKAET MHANBUAYANbHYIO
napy client_id/client_secret

5. 3k3eMnNAp MobuNLHOro NpunoxeHuA Yepes Gpaysep
wHuymnpyet B Blitz xoa nonb3osarens gnn cecero client_id

6. Blitz otobpaxaer dpopmy Bxoja

7. Monb3osaTens NPOXOAMT MAEHTUGUKALMIO W
ayTeHTUGMKALMIO

9. Blitz so3spawaer 3k3emMnAAPY NPUAOXKEHUA 8. Blitz npoBepseT AaHHble
KOJ aBTOpU3aL MK NoNbL30BATENA U
npunoXeHns

10. 3KIEMNAAP NPUNOXEHUA 3aNpalumBaeT
Mapkep AOCTyna B o6MeH Ha KoA aBTOpH3aL My

11. Blitz Bo3BpawW|aeT 3K3eMNAAPY NPUAOKEHWR
MapKep AoCTyna

12. IK3EMNIAP NPUAOKEHUA
3anpawuBaeT AaHHbIE NONL30BATENA

13. Blitz so3spauiaet AaHHble noAb3oBaTENA

14, IKIEMNAAP NPUIOKEHHUA COXPAHAET Napy
client_id/client_secret Ha yctpoiictee

Pucynok 4 — Ilepeutii 6x00 nonv3osamens 6 MOOUIbHOE NPUTIOHCEHUE

2" RFC 7591 «OAuth 2.0 Dynamic Client Registration Protocol», cm.: https://tools.ietf.org/html/rfc7591
2 RFC 7592 «OAuth 2.0 Dynamic Client Registration Management Protocol», cm.:
https://tools.ietf.org/html/rfc7592
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Monb3osatens MobunbHoe npunoxeHue Blitz Identity Provider

(o] B,

I I

i i
1. MoNb30BaTENb 3aNYCKAET paHee NPHUBA3AHHBIMA
k Blitz 3xaemMnaap npunoxeHns

2. JK3EMNAAP NPUNOXKEHMA 3aNPalIMBAET BEOA
MWH koaa wnu npoeepky Touch ID /Face ID

3. Mone3osatens sBogut NMIAH kog unm
wcnone3syet Touch ID [ Face ID

|
i

i

i

i

I

i

i

|

4. IKIEMNNAP NPUNCKEHNA i
CYMTBIB2ET Napy :
client_id/client_secret i
I

|

i

i

5. IK3EMNARP NPHACKEHHWE 3aNpallMBaeT Mapkep
AocTyna, npeabasnnsa client_id/client_secret

i
! 6. Blitz nposepsert, YTo

7. Blitz Bo3BpalyaeT 3K3eMNAP NPUACKEHHA | napa client_id/client_secret
|
i
i

Mapkep gocTyna He 0To3BaHa

8. 3K3eMNNAP NPUAOKEHMA 3aNpaluMBaeT
ABHHbIE NoNb30BaTeNs

i
i

i

I

9. JK3EMNAAP BO3BPALY3ET AaHHbIE NO/b30BATENR i

i

i

10. IKIEMNAAP NPUNOKEHUS i
0BHOBNRAET AaHHBIE NONb30BATENA !

Pucynok 5 — IloemopHhule 6x00bl nob306amentss 6 MOOUIbHOE NPUTIONHCEHUE

3.4.2. JIunamuyeckas perucrpamus B Blitz Identity Provider sx3emnisipa Mo6uiisHOT0O
NMPUJIOKEHU S

IpenBapuTeabHbBIE YCAOBHUS I AUHAMUYECKOW PETHCTPAIMU K3EMIUISIPa MOOUIBHOTO
TPUITOKCHHSL:

— MOJIb30BAaTENb JJOJDKCH YCTAHOBUTH MOOMIIBHOE TIPUIIOKEHHE;,

— MOOWIIBHOE MPUIIOKEHHE IOJDKHO UMETh CIICAYIOIINE JaHHbIC, TOIYICHHBIC 110
pe3yabTataM 00pabOTKH 3asIBKM Ha MOIKIF0UYEHHE MOOUIBHOTO mpritokenus K Blitz
Identity Provider:

e uaeHTU(UKATOP MOOMIIBHOTO MpuiiokeHus (Software_id);
e nepBuuHBIi Mapkep aocryma (Initial Access Token);
e MeTajaHHbIE MOOMIBHOTO MpHIoKeHusn2Y (software_statement).

MobuibHOE pHUIoKeHHe T0JKHO oTipaButh HT TP-3anpoc meromom POST B Blitz
Identity Provider mo aapecy cepBuca quHamuueckoit perucrpaiuu /blitz/oauth/register. JTomkHb
OBITh TIEpPEaHbI TapaAMETPHI:

— wuaeHTHdUKaTOp MOOMIBHOTO Tpriokenus (Software_id);

— MeTaJlaHHbIe MOOMJILHOTO TpHIIoKeHus (Software_statement);

— THII YCTPOMCTBA, Ha KOTOPOM paboTaeT MoOHILHOE Tpuioxkenue (device _type) — omHo u3
BO3MOKHBIX 3HAYECHH, TIPEICTABICHHBIX B TAOJIHIIE 7:

Taonuya 7 — Henonwsyemeie ¢ Blitz 1dentity Provider mapkeput

Ne | Tum ycrpoiicrBa (device_type) | Onucanne

1. iphone Cmaprdonsl cemeiictsa iPhone

2. ipad IInanmeTs! cemeiicta iPad

3. android_phone Cwmaprdonsl noa ynpasiesuem OC Android

29 MeraaHHBIE MOOHITBHOTO npunoxenus (Software_statement) npeacrasnsror co6oit JWS-TokeH, cocTosiuii u3
TpeX 4acTei, pa3/ie/IiCHHBIX TOYKAMH U 3aKOJANPOBAaHHBIX Base64: 3aroiaoBka, Teina, MoAMUCH.
3aroJ0BOK COAEPIKUT CITy>KEOHYIO HH(POPMAIIHIO O THIIE TOKEHA F METOE MOIIHCH.
Tenno TokeHa COAEPKUT YTBEPIKACHHS, UCIIONIB3yeMbIe [UIsl pETUCTPALIMK IK3EMIUIsIpa MpuiiokeHus. B yacTHocTH,
Cpeir YyTBEPIKICHUN YKa3aHbI:

—  paspemreHHbIe TIPeUKCHI CCBUTOK Bo3Bparta (redirect_uris);

—  TepeveHb TOMYCTUMBIX Pa3pelneHuii (SCOpe).
IMoxamucanubrit JWS-TokeH Boimyckaet aamunuctparop Blitz Identity Provider B mporiecce 06paboTku 3asBKH Ha
MOAKITIOUeHe MOOmIbHOTO Tiprtoxkenust k Blitz ldentity Provider.
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4. | android_tab ITnanmerst nox ynpasieanem OC Android
5. win_mobile VYcrpoticTa moj yrpasiearneM Windows 10 Mobile

3anpoc Ha AMHAMUYECKYIO PETHCTPAIMIO JOIDKEH CoJepsKaTh 3aroyioBok Authorization c
HEPBUYHBIM MapKepoM JocTyna (Tun — Bearer), BbliaHHbIM PUIIOKEHHUIO.

[Tpumep 3ampoca:
POST /blitz/ocauth/register HTTP/1.1
Content-Type: application/json
Authorization: Bearer NINxnizbg¥YYQg94vEd6MJjkTPxR3r2s9IAHBO92AszgTIqItY
{

"software id": "CSI",
"device type": "iphone",
"software statement": "eyJOe..xQ"

[Mpu ycnemnom BeinmoaHeHuu 3amnpoca Blitz Identity Provider Bo3Bpaiaer sx3eMIuispy
MOOHJIBHOTO MPUIIOKEHHSI TIePeUeHb YTBEPIKIACHHUN, CPEAN KOTOPBIX IS albHE el paboTh
HEOOXOAUMBI CiIeayIoNre (MX HYXKHO 3alUIICHHBIM 00pa30M COXPAHHUTh B YCTPOHCTBE
MOJIb30BATEJIS):

— wuaeHTH(UKATOP 3K3eMILIIpa MOOMIbHOTO mpritokenus (client_id);

— CeKpeT dK3eMIuIsipa MoouIbHOTO npuioxenus (client_secret);

— Mapkep yrpaBiieHus KoHbHUTypareii (registration_access_token);

— URL ynpasnenus xon¢purypamumeit (registration_client_uri).
[Tpumep oTBera:

"grant types": [

"authorization code"
}I
"registration client uri": "https://login.company.com/blitz/oauth/register/dyn~CSI~4e6904c5-
ef29-4ae5-8d30-99¢c359p8270£f",
"scope": "openid profile",
"registration access token": "eyJOe..tw",
"client id": "dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c359b8270£f",
"software id": "CSI",
"software version": "1",
"token endpoint auth method": "client secret basic",
"response types": [
"code"
:|I
"redirect uris": [
"com.example.app:/oauth2redirect/example-provider"
1,
"client secret": "3r0tt20lyeGecWqg",
"client secret expires at": 0

}

3.4.3. TlepBuuHBbIii BX0J M0JIb30BaTeE/s1 B MOOUJIbHOE NPHJI0KEHHE

[Monyuus napy client_id/client_secret (. 3.4.2) sx3eMIuIsip MOOHIBHOTO IPHIIOKESHUS
JOJDKEH MTPOBECTH UACHTU(DHUKAINIO ¥ Ay TCHTH(UKAIUIO TTOJIE30BATEISI COTIIACHO
cnenudukanusam OIDC/OAuth 2.0 u ¢ yuerom nononrutensHol cnenudukanyun RFC 7636%°
(MoOMIBbHOE TpHITOKEHHE TTpH B3auMoaeiictBuu ¢ Blitz Identity Provider momkHo ucmons30BaTh
PKCE).

Cuenapuii nneHTH(GUKAINS ¥ ayTEHTU(PHUKAIINH BKITFOYAST CIICIYFOIINE Maru:

— 3ampoc Ha MOJy4eHHEe KoJia aBTOPHU3AIUH;
— TOJIyd4eHHe MapKepa JOCTYIIa;
— TOJIy4eHHUE JaHHBIX MO0JIb30BaTeNs B 0OMEH Ha MapKep JOCTyIIa.

[lepBuuHbIi BXOA 110J1b30BaTENS B MOOMIIBHOE TIPUIIOKEHHUE JTOJIKEH TPOU30UTH B
TeueHue | yaca ¢ 3aBepleHus AnHaMuueckoi peructparuu B Blitz Identity Provider
9K3eMILIsIpa MOOHIIbHOTO Mpriioxenus. Muage client_id Oyaet anHyMpoBaH U oTpedyeTcs
MOBTOPHAs IMHAMUYECKAs PErHCTPAIIHSL.

30 RFC 7636 «Proof Key for Code Exchange by OAuth Public Clients», cm.: https://tools.ietf.org/html/rfc7636
34



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

3.4.4.

3anpoc Ha MoJIy4YeHne KoJ1a aBTOPHU3aIUU

Jlnis ipoBeieH st ay TEHTU(UKAIIMH SK3EMIUTSIP MOOMIIBHOTO TIPUIIOKEHUS T0JIKEH

BBI3BATH IITATHBII Opay3ep MOOUJIBHOM TIATGOPMBI U IIEPEHANPABUTH B HEM IOJIb30BATENS Ha
URL Blitz ldentity Provider cepBuca npoBejieHus aBTOpU3aIK U ayTeHTU(DUKAINN
(/blitz/oauth/ae). TTpu ucnonws3zoBanuu Opay3epa MOOUIIBHBIM MTPUIOKEHUEM CIIETYET YUECTh
CJIeIyIOIe 0COOEHHOCTH:

st 10S HeoOX0AMMO HCIIONB30BaTh BCTPOSHHBIN Opay3ep: Kiacc
SFSafariViewController uiu knace SFAuthenticationSession (in-app browser tab
pattern);

a1t Android HeoOX0MMO KCITOIB30BaTh BCTPOCHHBIN Opaysep: hyHkuusa «Android
Custom Tab» (peanusyert in-app browser tab patter).

ITpumewyanue — ucnonp3oBanue Embedded-opaysepa He momyckaercs.

B kadecTBe mapameTpoB 3ampoca cieIyeT yKa3arh:
client_id — unentugukarop 3K3eMIuIsipa MOOHIBHOTO MPHUIOKEHHS;
response_type — tum oTBera (mMpuHUMAET 3HaueHue “code”);
SCOpe — 3ampaluBaeMble pa3pelieHsl, JODKHO OBITh MepeiaHo pa3peleHue openid u
HE00XOIMMBIE JIOTIOTHUTEIBHBIC SCOPE ISl MOJTyYeHUs TaHHBIX MOJIb30BaTelst (3TH SCOPE
JIOJDKHBI OBITh TTPEy CMOTPEHBI METaIaHHBIMHU ),
redirect_uri — ccpuika Juis BO3Bpara IMojIb30BaTelis B IPUIIOKEHUE, CChUIKA JOJDKHA
COOTBETCTBOBATH OJJTHOMY M3 YKa3aHHBIX B METaJJaHHBIX 3HaueHUH. UT0OBI Tocie
apropu3aiiu Blitz ldentity Provider cmor 00paTHO BbI3BaTh MOOMIIBHOE MIPUIIOKEHHE,
CIIEIyeT UCTOIb30BATh CIEAYIOININE CXEMBI:
o s i0S3L:
= papuaHT 1 — ucnosb3oBath private-use URI scheme («custom URL
scheme»). Bup ccputok Bo3Bpara: com.example.app:/oauth2redirect/example-
provider (peructpupytorcs B Info.plist kiaroun Trima CFBundleURLTypes);
= BapuaHT 2 — ucnons3oBathk URI Buga «https» («Universal linksy»). Bun ccpinok
Bo3Bpara: https://app.example.com/oauth2redirect/example-provider
(ucnonb3yercs pynkius «Universal linksy, URL peructpupytorcs B
entitlement-gaiine B npuiIoKEHUH U aCCOLMHPOBAHBI C JOMEHOM TPHIIOKECHUS).
Orot cnocob npennoututenbaee Wist 1I0S 9 U BhIIE.
e s Android3%:
= papuanT 1 — ucnosnb3oBath private-use URI scheme («custom URL
scheme»). Bun ccputok Bo3Bpara: com.example.app:/oauth2redirect/example-
provider (momaep»xka ccputok ¢ momornsio Android Implicit Intents, cebuikm
peructpupyroTcs B manifest);
= papuanT 2 — ucnonb3oBath URI Buaa «https» («Universal links»). Bun ccpuiox
Bo3Bpara: https://app.example.com/oauth2redirect/example-provider (zocrymHo
HauuHas ¢ Android 6.0, ccbulkM perucTpupyroTes B manifest). 1ot crioco6
npennoututensaee A Android 6.0 u BeIIe.
state — Habop ciydaifHBIX CUMBOJIOB, UMEIOITNI BU 128-0uTHOTO MaeHTH(hHKaTOpa
3arpoca (UCTob3yeTcs Ul 3allUThl OT IIepexBara), 3To e 3HaueHue Oy/IeT BO3BpaIeHO
B OTBETE — ONIIMOHAIBHBIN TTapameTp;
access_type (HeoOsi3aTeNbHBIN MapaMeTp) — TPeOyeTCs JIU MPHUI0KEHHUIO IMOJyYaTh
refresh_token, HeoOxo MBIl TS TTOJTyUCHHSI CBEICHHI O MOJIb30BATEIEC B ajbHEUIIICM,
KOTJIa Tosib3oBartenb Oynet odduaiin. [Ipunumaer 3nadenue “online”/“offline”,
refresh_token npenocrasnsercs npu access_type=offline. Ecnu 3nauenue ne 3amaHo, T0

31 MMpumep peammsamuu — .. https://github.com/openid/AppAuth-iOS
%2 ITpumep peamusanuu — cm.: https://github.com/openid/AppAuth-Android
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MOBEJICHHE OIMPEIEIIICTCS HACTPOMKOM, 3aJaHHOM /I YKa3aHHOro mpuioxenus B Blitz
Identity Provider;

— code_challenge_method — meron mudpoBanus uaeHTHGUKATOPA 3aIpoca, CIeAyeT
yKa3bIBaTh “S256”;

— code_challenge — 3ammdpoBanHbIil HvaACHTUPHUKATOP 3anpoca. MneHtudukarop 3ampoca
(code_verifier) momkeH ObITh 3aIOMHEH dK3EMILISIPOM MOOMIIBHOTO TIPUIIOKEHHUS TSI
HOCIIeAYIOIIEH TIepeiavyn B 3apoc Ha MojyueHrne Mapkepa faocrymna. [llndpoBanHoe

3HAYCHHUC BBIYHUCILACTCA CICAYIOIHUM 06pa30M:
code challenge=BASE64URL-ENCODE (SHA256 (ASCII (code verifier)))

IIpumep 3ampoca Ha MOTy4YeHUE KOJja aBTOPU3ALIUH (3aIlpOIIeHa ayTeHTU(UKALMS U

Mapkep Jgoctymna ¢ paspemeHussmu openid u profile, ucnonssyercs PKCE):
https://login.company.com/blitz/ocauth/ae?scope=openid+profile

&access type=online&response type=code
&state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a7f

&client id=dyn~CSI~4e6904c5-ef29-4ae5-8d30-99¢c35908270f

&code challenge method=S256&code challenge=qjrzSW9gMiUgpUvqgEPE4

&redirect uri=https%3A%2F%2Fapp.example.com%2Foauth2redirect%2Fexample-provider

ITpumep oTBeTa co 3HaUeHHEM Ko1a aBTopu3anuu (Code) u mapamerpom state:
https://app.example.com/cauth2redirect/example—
provider?code=£954nEzQ08DXjudwxGbSSfCX7TkZ1GvXUR7TzVus8£fG
nu4AUl-YIosgax-BLXMeQQAlasD6CN2gG OKXKS5NIjARoKykhuR9IpbuzgeFxS0
&state=342a2c0c-d9%ef-4cd6-b328-b67d9%batfb6a7f

Bo3moxxHbie ommOku npu Bei3oBe /0auth/ae coorBerctBytor RFC 6749 u onrcansl 1o

cehUTKeS,

3.4.5. TlonxyyeHne MapKepoB

[Tocrne momyyeHus Ko/1a aBTOPU3AINH SK3EMILIIP MOOMIBHOTO MTPHIIOKEHUS JOIKEH
0OMEHSITH €ro Ha MapKepbl. JJIs1 3TOTO IK3EMILISP TODKEH CPOPMUPOBATH 3aIIPOC METOIOM
POST na URL mis mostyueHus Mapkepa. 3ampoc J0JKeH cojepxkarh 3arojoBok Authorization
co 3HaueHuem Basic {secret}, rae secret — sto client_id:client_secret (nanpumep,
dyn~CSI~4e69...Wq) B popmare Baseb4.

HpHMep 3arojioBKa.
Authorization: Basic ZH1uOkNTSTo..dx

Teno 3ampoca JOMKHO co/epKaTh CIEAYIOMINE TapaMeTphl:

— code — 3HaUeHHE KOJ]a aBTOPHU3ALIUH, KOTOPBIN ObLT paHee MOJIY4eH IK3EMIUIIPOM
MobuIbHOTO Npuiiokenus ot Blitz Identity Provider;

— grant_type — 3naucuue authorization_code;

— redirect_uri — 10J5KHO OBITH TO YK€ CaMO€ 3HAYCHUE, KOTOPOE OBLIO YKa3aHO B 3aIPOCe
Ha ITOJIy4eHHe KOJla aBTOPH3alnH,

— code_verifier — unenTHUKaTOp 3aMpoca, CreHEPUPOBAHHBII IK3EMILIIPOM MOOHIHHOTO
MIPHUIIOKEHHS TTPH 3aIIPOCE Ha TOJTYYCHUE KOJ]a aBTOPU3AIIH.

[Tpumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic ZHIuOkNTSTo..dx
Content-Type: application/x-www-form-urlencoded

grant type=authorization code&code=FLZHS..GU
&redirect uri=https%3A%2F%2Fapp.example.com%2Foauth2redirect%2Fexample-provider
&code verifier=M25iVXpKU3puUjFaYWg3TINDTDQtcWlROUY5YX1walNocOhhakxifmZHag

B oTBeT Bo3BpaiaeTcst MapKkep J0CTyIa U MapKep UAeHTU(UKALINHU.
[Ipumep oTBeTa € yCHEHIHBIM BBIITOJIHEHUEM 3aIlpoca:

"id token": "eyJhb..J9. eyJub..0=.Ckt dr..sQ",
"access_token": "dO-xym..BE",

"expires in": 3600,

"scope": "openid profile",

"token type": "Bearer"

33 Cwm.: https:/ftools.ietf.org/html/rfc6749#section-4.1.2.1
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}

[Mocne monyyeHus: MapKepa J0CTyIa SK3EMIUISP MOOMIBHOTO IPUIIOKCHUS] CTAHOBUTCS
CBSI3aHHBIM C YYETHOU 3aIKChIO MOJIb30BaTelisl. PekoMeHayercst, 4T00bl MOOMIIBHOE
MPUIIOKEHHE TIPEIUIOKHUIIO MOJIh30BaTeNi0 yecTaHOBUTh [TMH ko1 vtk BKIFOYNTH
Touch ID/Face ID.

Takke ¢ MOMOIIBIO MOJyYSHHOTO MapKepa JOCTyIa MPUI0KEHHE MOXKET 3alIPOCHTh
JaHHbIE O ToJib30Barese (1. 3.6).

Ecnu ko aBropu3aiuu ObLT y’Ke HCIOIb30BaH, He coman redirect_uri ¢ panee
UCIIOJIb30BAHHBIM B BBI30Be K /0auth/ae, nim ucrek cpok AeHCTBUS KoJa, JINOO MmepeaanHbIid
code_verifier ue coorBerctByer code_challenge, To B kauecTBe oTBeTa OyeT BO3BpaIlicHA
ommoKa.

[Tpumep oTBeTa ¢ OMTUOKOI:

"error": "invalid grant",
"error description": "The provided authorization grant.. is invalid, expired, revoked.."

Bosmoskubie ormbku mpu Bei3oBe /oauth/te cootserctByror RFC 6749 u onrcansl mo
34
cepuTke™,

3.4.6. TloBTOpHBII BXOJ MOJIb30BaTE/sl B MOOWJILHOE MPHJI0KEHH

[Tpu KaXx0M BXOJI€ MOJIL30BATEIIS B K3EMIUTSAP MOOMIBHOTO TIPHIIOKEHHUS, €CITH C
YCTPOMCTBA OCTYIICH BBIXOJ B CeTh VIHTEpPHET, ClieyeT MPOU3BOIUTh ay TeHTH()DUKALIUIO
MOJIb30BaTENIsI MOCPECTBOM BhI30oBa cepBuca Blitz Identity Provider. B yactHocTH, TIpH KaXKa0M
BXO/JI€ B 9K3EMILISIP MOOMIBHOTO MPUIIOKEHHS Heo0Xoaumo nipoBeputh [TMH-kox monb3oBaress
wiu Touch ID/Face ID, nociie yero u3Biedb 3alUIIEHHO XPaHUMbIC Ha YCTPOUCTBE
client_id/client_secret u cnenats 3anpoc B Blitz Identity Provider na mpoBeneH#e moBTOPHOTO
BXO0/1a MmoJib30oBaTens. Mcmonp3oBars mosaydennsiii B otBet ot Blitz Identity Provider mapkep
JOCTYTIa JUTSt OJTYYEHHsI aKTYaIbHBIX JaHHBIX TOTb30BATEIS.

3ampoc B Blitz Identity Provider na mpoBeeHre MOBTOPHOTO BX0/1a IOJKEH ObITH
BobimostHeH MetogoMm POST wa URL st monyuenust Mapkepa (/oauth/te). 3ampoc momken
cozepkath 3arosioBok Authorization co smauenuem Basic {secret}, rue secret — sro
client_id:client_secret sxk3emMruisipa MOOMIBLHOTO TIPUIIOKEHHUS B popmare Baseb4.

Tero 3ampoca JOKHO COepPKATh MapaMeTphbl:

— grant_type — 3nauenue client_credentials;
— SCOpe — MepeveHb 3anpanrmBaeMbIX IK3EMIUIIPOM MOOUITLHOTO TTPUIIOKEHUS
pa3pelieHui.

[Ipumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc211LmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=client credentialsé&scope=profile

B oTBer BO3BPAIacTCsa MapKep JOCTYyIla U I/IH(bOpMaI_II/IH 00 3TOM Mapkepe.
HpI/IMep OTBCTAa C YCIICIIHBIM BBIIIOJIHCHUEM 3aIlpoca:

"access_token": "dO-xym..BE",

"expires in": 3600,

"scope": "openid profile",
"token type": "Bearer"

Hcrnonp3yst HOMy4YeHHbBII MapKep JOCTYIIa, IK3EMIUIIP MOOUIBHOTO HPUIIOKEHHS MOXKET
3anpocuTh (1. 3.6) akTyanbHbIe JaHHBIC TIob3oBarens u3 Blitz Identity Provider, uto0s! mpu
HEOOXOAMMOCTH BU3YaJIM3UPOBATh WK OOHOBUTB 3TH JTAaHHBIC B YCTPONCTBE.

34 Cm.: https:/ftools.ietf.org/html/rfc6749#section-5.2
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Ecnu mone3oBatens B Blitz Identity Provider oTo3san y sk3emiuispa MOOHIBHOTO
npuiIoKeHus paBo aBTopu3amuu B Blitz Identity Provider, to B pe3yabrate Boi3oBa Blitz
Identity Provider sk3eMmuisip MOOHIBHOTO MIPHIIOKEHHSI TOTYYUT OIIHUOKY .

[Ipumep oTBeTa ¢ OLIMOKON:
{

"error": "invalid client",
"error description”: "Client authentication failed.."

Bo3moxxHbie omubku mpu Bei3oBe /oauth/te coorserctBytor RFC 6749 1 onrcansl 1o

cChUTKe®,

3.4.7. Tlepek/oveHue WJIH BHIXO/ MOJIb30BATES U3 MOOMJIBHOTO MPHJI0KEHHS

Ecnu B MOOMIIBHOM TIPUIIOKEHHH TIPELyCMOTPEHA (DYHKIUS BBIXO/IA HIIH CMEHBI
MOJIb30BAaTEJIsI, TO MIPH BBI30BE MMOJIL30BATENIEM TAKOH (PYHKIIMH MOOHIBHOE MIPUIIOKEHHE
JOJDKHO Takke Bei3Bath Blitz Identity Provider u yaanuTs BRITYIICHHYIO /IS JAHHOTO
9K3eMILIIpa MOOHIBHOTO nprioxenus napy client_id/client_secret. Eciu ato He Oyzaer caenano,
TO TIPU BBIXOJIC MOJIH30BATENS U3 MOOMIBHOTO MPUIIOKEHUS, TOJIH30BATEIh B BEO-TTPHUI0KEHUN
Blitz Identity Provider «Hactpoiiku 6e30omacHocti®» Bce paBHO OyeT BUIETh, 4TO MOOMIIBHOE
MIPUIIOKEHHE BCE €Il MPUBS3aHO K €r0 yYETHOU 3aliCH.

UYrobs ynanuts u3 Blitz Identity Provider BeimyieHHy0 U151 9K3eMIUIIpa MOOMIBHOTO
npuinoxenus napy client_id/client_secret, moOouisHOE TpUIIOKEHNE TOKHO OTIpaBuTh B Blitz
Identity Provider 3anpoc metrogom DELETE na URL ymnpaBienust koHpHrypanuei
(registration_client_uri), mony4eHHbIN ¥ 3aIIOMHEHHBIH MOOWJIbHBIM MIPUTIOKCHUEM TPH BHI30BE
auHaAMHUYecKo peructpanuu B Blitz Identity Provider sx3emiuisipa MOOHIBHOTO MPUIOKEHHS
(. 3.4.2). Bampoc A0mKeH coaepkaTh 3arooBok Authorization co 3snauenuem Bearer
{registration_access_token}, rae registration_access_token — s3to mapkep ynpaBiieHUs
KOH(uUrypaiuei, Takke moay4yeHHbIH U 3aIIOMHEHHBIN B Ipoliecce JUHAMUYECKON perucTpaium.
3anpoc He TpeOyeT yKa3aHHs apaMeTpOB.

[Ipumep 3ampoca:
DELETE /blitz/ocauth/register/dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c359p8270f HTTP/1.1
Authorization: Bearer eyJdOe..tw

Ecnu nocie ynanenus mapsi client_id/client_secret moOuibHOE MPHITOKEHHE CPA3y
3alpOoCHUT MoJiydeHre HoBoit mapsi client_id/client_secret, u 3ampocuT BX0 MOJIb30BATENsI, TO
€CITU TIPEIBITYIINIA BXO/I BBIIOJHSUICS B 3TOM *Ke Opay3epHoii ceccuu, To cpaboraer SSO u
MOJIb30BaTEIh ABTOMATHYECKH BOMIET PEKHUM aKKayHTOM. OOBIYHO 3TO HEXENATEeIbHOES
MOBEJICHUE JIJISl BXOJ[a Cpa3y MOCIIe BhIX0/IA, TAK KaK 0XKUIACTCs, YTO MOJIH30BATEIb 3aX09ET
BOWTH MOJ APYTUM akkayHTOM. [103TOMy mociie BhIX0/Ja PEeKOMEHIYETCsI 3alpaliiBaTh HOBBII
BXOJI OJJHUM M3 CJIEAYIOIIUX CIIOCOOOB:

— Ilpwm 3ampoce Ko/1a aBTOPH3AIMH YKa3bIBaTh B 3alIPOCE IOMOJHUTEILHBIN MapamMerp
prompt=login. Torxaa Blitz Identity Provider npeaioxuT TekyiieMmy mojb30BaTeio
npoiitu ayreHTHdUKaImo, 1axe ecnu aktuBHa Blitz Identity Provider ceccus. Takxe
TI0JTb30BAaTE b MOXKET Ha CTPAHUIIC BX0J1a BBIOpaTh « CMeHums akkaynmy, 9T00bl BOUTH
10| IpPYT'OM YY4ETHOM 3aIUCHIO.

— Ilpwm 3ampoce ko/1a aBTOPH3AINHT YKa3aTh B 3aPOCE OMOTHUTEIBHBIIN MapamMmerp
prompt=select_account. Tak Blitz Identity Provider cpa3y mpeaoxut moib30BaTeto
BBIOpATh aKKayHT W3 YMCJIA 3alIOMHEHHBIX HJIM BOMTH HOBBIM akkayHTOM. [Tosp30BaTesto
HE MPUICTCS JONOJIHUTEIBHO HAKUMATh KHONIKY « CMeHums akkayHmy Ha CTPaHUIE
BXOJ1a.

35 Cw.: https://tools.ietf.org/html/rfc6749#section-5.2
36 CranpapTHeii agpec umeet Bu: https://login.company.com/blitz/profile
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3.4.8. OTkpbITHE BEO-pecypcoB U3 MOOMJIBLHOTO MPUJIOKEHUS B PeKUME CKBO3HOM
ayTeHTH(PUKALNU

B HeKOTOpBIX MOOMIIBHBIX MPHIIOKEHUSIX Pa3padOTIMKaM MOXKET MOTPeOOBaThCs
IPEAyCMOTPETh PYHKIIUIO OTKPBITHS BEO-pECypCOB, TAKKE TPEOYIOMINX
uaeHTH(GUKAIMK/ay TCHTU(UKALIMY TT0JIK30BATENS, U UCIIONB3YIOIIUX It 3ToH 1enu Blitz
Identity Provider. I1pu moctyrme k BeO-pecypcy MoJjib30BaTelib, BOMICANINNA B MOOMIbHOE
HPUIIOKEHHE, MOYKET CTOJIKHYThCS ¢ cuTyarnuei, uro Blitz Identity Provider mosTopto
noTpedyer y Hero NpouTH uiaeHTH(UKaIo/ayTeHTH(UKAIINIO B BeO-pecypce B pe3yIbTaTe
3ampoca COOTBETCTBYIOIINM BEO-IIPHUIIOKEHHEM HICHTUUKAIINN/Ay TCHTH(PHKAITUH
nojs3oBares B Blitz Identity Provider. Uro0Ob1 Takoro He MpOU30ILI0, MOOUIBHOE MTPHIIOKEHHE
MOXET HEMOCPECTBEHHO Iepe/l BBI30BOM BeO-pecypcea 3anpocuts B Blitz Identity Provider
moJiyueHre Mapkepa gocTyia (access_token) na cnienmanbHoe pasperienue (SCOPe) ¢ UMEHEM
native. IToiy4nuTs Mapkep JOCTYIIa MOKHO CITIOCOOOM, OmMCcaHHbIM B 1. 3.4.6 wiu B mi. 3.3.3
(mpu Hanmumy y npuioxenus refresh_token).

[Tpumep 3ampoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2lllmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant type=client credentialsé&scope=native

B oTBeT BO3BpaIaercs He TOJILKO MapKep JA0CTyIa U HHpOopMaius 00 3TOM MapKepe, HO
U CIIeNHAIbHBIN aTpUOyT — MapKep CKBO3HOI0 BXxoja €SS (Cookie short session).

HpHMep OTBCTAa C IMOJYUYCHUEM anI/I6y'Ta CSS:
{
"access token": "dO-xym..BE",
"css": "nUngQ..LA",
"expires in": 3600,
"scope": "native",
"token type": "Bearer"

ITocre 3TOro MOOMIIbHOE MPHIIOKEHHUE MOYKET OTKPBIBATh BeO-pecypce. [Ipu 3Tom B
3aIyckaeMoM BeO-0Opay3epe MOOHIbHOE MPHUIIOKEHUE JOJKHO MPEIBAPUTEIFHO YCTAHOBUTh
cookie co creny oMy mapaMmeTpamu:

— wuMd cookie — CSS;

— momeH cookie — login.company.com;

— nyTb (path) cookie — /blitz;

— ¢uaru HTTPOnly=true u Secure=true;

— 3HauyeHue COOKie — 3HaueHue, MOIYyYCHHOE B MapaMeTpe CSS rmpu monyueHun ot Blitz

Identity Provider mapkepa nocryma Ha SCOpe ¢ uMeHem native.

Ecnu 3anymennslii Bed-pecypc B Teuenue 300 cekyH/1 ¢ MOMEHTA 3allycka MHULIMUPYET B
Blitz Identity Provider naentudukanuio/ayrearudukanumio, 1 COOKie Obu1a KOppEeKTHO
ycranoBiieHa, To Blitz Identity Provider mo 3ampocy BeG-nipuinoxeHus mpoBeneT
ABTOMATHYECKYIO CKBO3HYIO HICHTH()UKAINIO M Ay TCHTU(PHUKAIMIO TIOJIH30BATEIS TI0]T YUCTHON
3aIMChI0, C KOTOPOU MOJIb30BATENb PAHEE BXOIUIT B IK3EMILIAP MOOUIBHOTO MPUIIOKEHHS,
BBI3BABILIETO BeO-pecypc.

3.4.9. [obaBieHue B MOOWJILHOE MpHJI0oKeHHe PyHkuuu Bxoaa nmo QR-koay

Bxox mo QR-komy Moxer ucmoib3oBathes B Blitz Identity Provider kak mepssiit paktop
ayTeHTH(UKauu (aTbTepHaTUBA BBOLY JIoruHa/mapods). Ilpu BeiGope 3Toro crocoba Bxoaa
Blitz Identity Provider popmupyet u otobpakaet nosb3oBatearo QR-ko, B koTopoM
3aK0MPOBaH 3anpoc Ha BXxoJ (Pucynok 6). Cpok nerictBust QR-koma orpanuyeH, a
chOpMUPOBAHHEIH 3aIPOC SIBISIETCS OTHOPa30BhIM. 1o ucTeueHne cpoka nelcTBUS
otobpaxeHHoro QR-koza mosip30BaTesto NpeJoCTaBIsAETCS BO3MOKHOCTD 3alIPOCUTD
otoOpakeHne HoBoro QR-kona.

3akoaupoBanHas B QR-koze cepuika umeer Bua: QR_URL?code=b0671081-ch73-4839-
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8bc1-8cf020457228, nanpumep:

https://login.company.com/blitz/login/qr?code=b0671081-cb73-4839-8bcl-8cf020457228

3nauenne QR _URL moxeT ObITh HACTPOEHO TaKuM 00pa3oM, YTOOBI B Cily4ae HaBEACHUS
cmaptdona Ha QR-koj ¢ HcTOMBE30BaHUEM CTAaHAAPTHOTO MPUIIOKEHUS KAMEPHI TI0JIb30BATEITIO
Morja ObITh 0TOOpaXkeHa BeO-CTpaHUIIa C MHCTPYKIUEH MO MOTyUYEeHUIO TPABIILHOTO
MOOMIIBHOTO TIPHJIOKEHHS TSt 3arpy3Ku QR-K00B MM BO3MOXHOCTH BBI30BA MTOXOISIIETO
MobmiIbHOTO mprtokeHust yepe3 Universal Link.

Bxon B JInuHbIA KabuHeTt

OTtckannpyinTe QR-koa B MOGMNBEHOM NPUNOXKEHWN MNK
KaMmepow ycTponcTea

Cpok pgeitictBuA kopga: 01:33

vO6HOBK

Opyrue cnocobbl BXOAa =

Pucynok 6 — Cmpanuya éxooa c omoopasicenuem QR-kooa
[porecc Bxoma mo QR-koay Ha CTOpOHE MOOMIIBHOTO MPUIIOKEHHUS COCTOUT U3
CIICAYIOIIMX IIaroB:

1. Tlepen dbotorpadupoBanueM QR-koma MOOMIBHBIM MPUIIOKEHUEM TTI0JIH30BATEIb
JIOJKEH OBITh 3aJIOTHHEH B MOOMIIbHOE MPUIIOXKEHHE C UcToib3oBanueM Blitz Identity
Provider, 1 MoOuIbHOE TPUIIOKEHHE J0JDKHO NoayuuTh B Blitz Identity Provider
JEWCTBYIOIINI MapKep J0ocTyma co scope ¢ umenem blitz_qr_auth (paspemenue na
NPOBEJICHUE BXO/JIa C UCMoyb3oBaHueM QR-koma).

2. Tlpu pororpaduposanuu QR-koma MOOMIBHOE MPHUIIOKEHHUE JOIKHO OTOPOCUTH
3HaueHne QR _URL (oHO He HY>KHO NMPHIIOKEHUIO U JOKHO ObITh IPOUTHOPUPOBAHO) U
MPUIIOKEHHE TOJDKHO CUUTATh 3HAYEHHE MIEPETAHHOTO B CChIIKE MapameTrpa code.

3. Tocne cunteiBanmst QR-koqa MOOHIBHOE MTPUIIOKEHHE JTOJDKHO BbI3BaTh B Blitz Identity
Provider cepBuc mosyueHus CBEJCHUH O 3alIpoce BX0/a, IIepe/iaB B CEPBUC 3HAUCHHUE
MIOJTYYSHHOTO KOJIa, @ TAKXKE 3ar0JI0OBOK C MAPKEPOM JIOCTYIIA M 3ar0JIOBOK TEKYIIIETO
SI3bIKA TTOJIb30BATEIS.

[Tpumep BbI3OBA:
curl --location --request GET 'https://login.company.com/blitz/api/v3/auth/qr/b0671081-cb73-4839-
8bcl-8cf020457228" \
--header 'Accept-Language: ru' \
--header 'Authorization: Bearer eyJhb..tA'

B otBer Bepuercs JSON, coaeprxamuii mapopmaruio 06 [P-agpece, oneparmonHoi
cucteMme u Opaysepe yCTpoicTBa, Ha KOTOPOM MOJIb30BaTENb MMBITACTCS BONTH C
HCIIOIBb30BaHMeM BXoja Mo QR-komy, a Takyke UM MPUIIOKEHUSI, B KOTOPOE MOJIb30BaTEINb
MIBITAETCS] BOMTH.

[Ipumep ycremHoro orsera:

"ip": "83.220.238.103",
"rp_name": "User profile",
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"ip city": "Mocksa",
"browser": "Chrome 109",
"ip state": "Mockea",
"os": "macOS 10.15.7",

"ip lng": "37.6171",
"device type": "pc",

"ip lat": "55.7483",

"ip country": "Poccua",
"rp id": " blitz profile",
"device name": "macOS Big Sur (11)",
"ip radius": "20",
"device": "PC"

Taroke 1moJIb30BaTeNi0 B BeO-cTpaHuIle OyIeT MoKa3aH IKpaH, 9YTO OKUIAACTCS
MOJITBEPIKICHUE BXO/IA.

Bxopn B JInuHbIN KabuHeT

MpoBepbTe, 4TO B MOBUNIBHOM NPUNOXEHUN oTobpaXkatoTcA
[aHHble Balero yCTPOMCTBA, U HAXXMUTE KHOMNKY
"MoaTBepauTh"”

Cpok pencteua koaa: 04:08

3UTh

Opyrue cnocobbl BXoAa =

Pucynok 1 — Cmpanuya 3anpoca noomeepicoeHus 6xo0a 6 MOOUIbHOM RPUIOHCEHUN

[Tonb30Bareno B MOOMIBHOM IMPUIIOKEHUU HY>KHO OTOOPA3UTh UMS MTPHIIOKECHUS
(rp_name), IP-anpec (ip), reonannsie (ip_country, ip_state, ip_city — TekcToBoe onucaHue
ajipeca WK 1I0Ka3aTh Ha KapTe 1o koopauHatam ip_lat, ip_Ing), ucnone3yemoe ycTpoicTBO
(device_name), 6pay3ep (browser).

Bosmoskubie 3HaueHus device_type ceiivac: kindle, mobile, tablet, iphone,
windowsPhone, pc, ipad, playStation, unknown. MosxHO KX HCIOJB30BaTh B BU3yaIN3aI[MN
COOOIIEHNUs WJIK MOXHO IMPOCTO BBHIBECTH UMl YCTPOUCTBA TEKCTOBOI cTpokoii n3 device.

[Ipumep oTBETa IPU HEAEHCTBUTEIBLHOM MapKepe J0CTyna:

"type": "security error",
"error": "bad access_ token",
"desc": "expired access token"

[Ipumep otBera npu nmpocpoueHHOM QR-koze:

"type": "process error",
"error": "qr session expired",
"desc": "Error while getting QR authentication session"

[Ipumep oTBeTa NPU HECYIIECTBYIOUIEM KOJE:

"params": {1},
"desc": "Error while getting QR authentication session",
"error": "qr session not found"

IIpumep oTBeTa Ipu BBI30BE 110 YK€ Ucnoiab30BaHHOM QR-ceccun (koraa yxe

HNOATBCPANIN NI YIKE OTKIIOHUJIN BXOI[)Z
{

"type": "process error",
"error": "qr session _already completed",
"desc": "Error while getting QR authentication session"

1. MoOunpHOE MPHUIIOKEHUE JOKHO 0TOOPa3UTh MOJIb30BaTeNto morydeHHbie u3 JSON ot

Blitz Identity Provider cBenenust o BXojie, a Takxke BbIOOp neicTBus: «Pa3pemmTsy nuim

«OTKIOHHUTEY. B ciy4dac «OTKIIOHHUTEY 3alIpOCUTDh IMIPUYHHY OTKIIOHCHUS (((BXOI[ BbI3BaH
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10 omuOKe» WK «S He 3ampaimBal BXO1»).

2. B 3aBHCHMOCTH OT pEUICHUS IOJIb30BATEIsI MOOMIIBHOE TIPUIIOKEHUE TOJKHO BHI3BATh B
Blitz Identity Provider cepBuc moarBepskaeHus WK oTKaza Bxoza. [Ipu BeI30Be 10/KeH
MCII0JIb30BATHCSI MapKep J0CTyIa co scope ¢ umenem blitz_qr_auth.

HpHMep BbI30OBa ITPH IIOATBCPKACHHUHN BXOJ4:
curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/5e20b0le-5c7c-
4101-8292-98e6865c7bfb/confirm' \
--header 'Content-Type: application/json' \
—--header 'Authorization: Bearer eyJhb..cQ'

Ecnu ycnemrno, To Bepuercs HTTP 204 No Content 6e3 body. Taxoke moss3oBareis
BOWJIET B IIPUIIOKEHUE.
Ecnu Koz mpocpoyeH, TO BEpHETCS:

"type": "process error",
"error": "qr_ session expired",
"desc": "Error while confirming QR authentication session"

Ecmm KO HC CYHICCTBYCT, TO BEPHCTCA:

"params": {},
"desc": "Error while confirming QR authentication session",
"error": "gr session not found"

[Ipumep oTBeTa IpU HEACHCTBUTEILHOM MapKepe JOCTyIa:

"type": "security error",
"error": "bad access token",
"desc": "expired access_token"

[Ipumep oTBeTa MpHU BBI30BE IO YK€ UCIOIB30BaHHON QR-ceccum (koraa yxe

HNOATBCP AWM HUIIN YK€ OTKIIOHUJIN BXO)I)Z
{

"type": "process error",
"error": "qr session already completed",
"desc": "Error while getting QR authentication session"

HpHMep BbI30BA IIPHU OTKIIOHCHHUH BXOJa:
curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/845f2334-fa6b-
40c0-9a71-£f57997166e39/refuse' \
--header 'Content-Type: application/json' \
--header 'Authorization: Bearer eyJhb.DbQ' \

-—-data-raw '{
"cause id": "mistake",
"desc": "Bxonm BE3BaH no oumbke"

¥

[Ipu oTKIIOHEHUH BXOJ1a HY>)KHO 00s13aTeNIbHO nepeaaBaTh B Tene 3anpoca JSON ¢
arpubyTtom cause_id. PexoMeH tyeTcst Ipy OTKIOHEHUH BXOJIa MOJIb30BATEIEM CIIPOCUTh
npuunHy. Eciu mone3oBarens COOOUINT, YTO «eperyMain (N «BBI3BAI BXOJ IO OIIMOKE» ), TO
3anmoJHUTH cause_id=mistake. Ho eciu mosp30Baresb COOOIIMT, YTO OH HE HHUIUHUPOBAIT BXOJI,
TO 3aIOJHUTH Cause_id=unauthorized. [TapameTp desC omiroHaIeH — MOXHO YKa3aTh JIFO0YIO
TEKCTOBYIO CTPOKY.

B ciyqae ycnemmHoro Bei3oBa Bepuetrcst HTTP 204 No Content 6e3 body. Takxe
MOJIK30BATENIO OyIeT TTOKa3aH dKPaH C OIMIMOKOM:
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Bxon B JIN4HbIK KabuHeT

MpoBepbTe, 4TO B MOOMIBHOM NPUNOXKEHUU OTOBpaXkaloTCA
AaHHble BalLero yCTPOMUCTBA, N HAXXMUTE KHOMKY
"MoaTBepaunTs"

Bxoa OTKNOHEH B MOBUTBHOM NPUNOXKEHUN
Opyrue cnocobbl Bxoga =

Pucynok 8 — Cmpanuya c oumiuodKoil, 4mo 6xo00 OMKI0HEH 8 MOOUTIbHOM HPUTLOHCEHUU

B ci1ydac €CJIM Koa IMMpOCpOYCH, TO BEPHETCA olIMoKa:

"type": "process_error",
"error": "qr session expired",
"desc": "Error while refusing QR authentication session"

Ecau ko He CYHIECTBYCT, TO BEPHCTCA:

"params": {},
"desc": "Error while refusing QR authentication session",
"error": "qr session not found"

[Tpumep oTBeTa IpU HEACHCTBUTEILHOM MapKepe JOCTyma:

"type": "security error",
"error": "bad access token",
"desc": "expired access_ token"

[Ipumep oTBeTa MpH BBI30BE IO YK€ UCIIONb30BaHHON QR-ceccum (koraa yxe

HNOATBCP AN I YIKE OTKIIOHUJIN BXOIL)Z
{

"type": "process error",
"error": "qr session_already completed",
"desc": "Error while getting QR authentication session"
}
3.5. MoakaoyeHne NpUIOKeHN yMHBIX ycTpoiicTs (10T)

B Blitz Identity Provider peanu3oBana moaiep»Kka BO3SMOKHOCTH aBTOPH3AIHH
MPUIIOKEHUH YMHBIX YCTPOUCTB (MPHIIOKEHHUH TOJI0COBBIX MOMOLTHUKOB, Smart TV, uaT-60ToB)
C UCTIOJIb30BaHUEM YUCTHOM 3aIMCH TI0JIb30BaTelIsl HA IPYroM ycTpoiicTBe. J{ist Takoi
aBTOpH3anuu ucrnonbsyercs cnenudukanus RFC 8628 «OAuth 2.0 Device Authorization
Grant»®'.

JInsi MHUIIMMPOBAHUS aBTOPH3ALIUH MTPUII0KEHHE YMHOT'O YCTPOMCTBA JOJKHO C/IENaTh
3ampoc B aapec Blitz Identity Provider na cepBuc mony4enus Kojia moATBEPKACHUS
asropu3aru (/oauth/da). 3anpoc nomken ObITh ciennan Metogom POST. 3amnpoc pomkeH
cozepxkatb 3arosioBok Authorization co snauenuem Basic {secret}, rae secret —sto
client_id:client_secret (manpumep, app:topsecret) B popmare Base64.

[Tpumep 3aromnoBka:

Authorization: Basic ZHI1uOkNTSTo..dx
Tero 3anpoca J0KHO COIEPKATh CIEAYIOIINE MapaMeTPhl:
— client_id — upenTHdUKATOP TPUIIOKEHHUS;

37 Cm.: https:/iwww.ietf.org/rfc/rfc8628.html
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— SCOpe — 3ampaliinBaeMble pa3perIeHus.

IIpumep 3ampoca:
POST /blitz/ocauth/da HTTP/1.1
Authorization: Basic ZHIuOkNTSTo..dx
Content-Type: application/x-www-form-urlencoded

client id=test-appé&scope=profile

B otser Blitz Identity Provider Bepuet nanHbie, HECOOXOIUMBIC LIS TTOITBEPHKACHUS
BXOJ1a HA IPyIOM YCTPOMCTBE!

— device_code — ko ycTpoicTBa;

— user_code — oToOpakaeMblil MTOJIB30BATEITO KOJI IOITBEPIKICHUS 3apoca aBTOPU3AIINY;

— verification_uri — ccbuika Ha CTpaHHUILy, HAa KOTOPOH MOJIB30BATENIb MOXKET BBECTH KOJI
MOJITBEPKICHUS 3aIpOCca aBTOPU3ALINY;

— verification_uri_complete — cchiika Ha CTpaHHUILY, B KOTOPOW B KA4eCTBE IMapaMeTpa yiKe
TIOJICTABJICH KOJI TIOATBEP XK ACHHS 3aipOca aBTOPH3AIINH;

— expires_in — BpeMs )KHU3HH IMOJIb30BATEILCKOTO KOJIa B CEKYH/1aX;

— interval — pekoMeHIyeMblii IepUO OKUIAHHS B CEKYH/IaX MPH ONPAITHBAHUH
MPUJIOKECHUEM BBOJIA MOJIb30BATENIEM KOJIa TIOATBEPIKICHUS 3aIpoca aBTOPU3ALINH.
[Tpumep oTBeTa C YCIEIIHBIM BBITIOJIHEHHUEM 3a1Ipoca:

"device code": "7Lz301K57bWaKHBYxM8kW7KpOFvDg 4ujz3LpQxcleE",

"user code": "934-367-578",

"verification uri": "https://device.company.com",
"verification uri complete": "https://device.company.com?uc=934-367-578",
"expires_in": 300,

"interval": 5

[Tosy4ynB OTBET MPHUIIOKEHUE YMHOTO YCTPOUCTBA IOJDKHO HHCTPYKTHPOBATh
HOIIB30BaTENs, YTOOBI OH meperen 1o cepuike Verification_uri®® u Been kox us user_code. B
3aBUCHMOCTH OT THIIa YMHOT'O YCTPOMCTBA HY>KHO BHIOpAaTh HanOoJIee yIOOHBIH 1S
nosb30Baress cnocod. Hanpumep:

— Ilpu aBropu3zanuu B Smart TV npuoskeHre MOXKeT OTpUCOBaTh moJib3oBaTento QR-kox,
B KOTOPOM 3aKOJMPOBATh CChUIKY U3 Verification_uri_complete. Toraa monk3oBarento
HYXHO OyJeT HaBecTH kKamepy Teiedona Ha QR-Koa U MPOHTH aBTOPH3ALIUIO HA
TenedoHe.

— Ilpu aBTOpH3aIMK B 4aT-00TE NPUIIOKEHHE MOKET OTPHCOBATH OJIb30BATEIIO KHOIIKY,
OTKPBIBAIOLIYIO B Opay3epe cchuiky u3 Verification_uri_complete. Torzna mosip3oBarento
HYXHO OyJIeT IPOMTH aBTOPU3AIMIO B Opay3epe CBOEro YCTPOUCTBA.

— Ilpu aBTOpH3AIMH B IPUIIOKEHUH TOJIOCOBOTO MOMOIIHHIKA TIPHII0KEHHE MOXKET
MPOMHCTPYKTUPOBATH TTOJIL30BATENS], HA KAKOH CaliT OH JIOJDKEH MepeiiTH, U 03BYYHUTh
KOJI, KOTOPBIH MOJIb30BATEIIb JIOJDKEH BBECTH, JINOO MPHUII0KEHUE MOXKET OTIIPABUTH
noib3oBarento SMS-coolmieHre WM MUCbMO 10 3JIEKTPOHHOM MOYTE C HHCTPYKIIHCH.
[Tocne npenocTaBIeHUS MOJIB30BATEIN0 HHCTPYKIUN IPHIIOKEHUE YMHOTO YCTPOHCTBA

J0JDKHO ¢ MHTEPBAJIOM U3 mapamerpa interval Hadats ocymectisats onpoc Blitz Identity
Provider g nmonydenus MapkepoB 6e30macHOCTU. 17151 3TOT0 NpuiioKeHHe JOJIKHO 00paaThes
B Blitz Identity Provider metomom POST na URL mns momyyenust mapkepa (/oauth/te). 3anpoc
JIOJDKEH coziepkath 3aroioBok Authorization co 3nauenuem Basic {secret}, rae secret — sto
client_id:client_secret sxk3emMrutsipa MOOHIBHOTO TIPHUIIOKEHHUS B popmare Base64.

38 Ccpunka B verification_uri BeIBoguTCS B COOTBETCTBUY ¢ HACTpoiikamu, 3ananHbIMu B Blitz Identity Provider.
PexoMeHIyeTCst HACTPOUTD, YTOOBI 3Ta CCBHUTKA Oblila KOPOTKOM M YI0OHOM [T BBOJIA TOJIB30BATEIAM, a TAKXKe
XOPOIIIO BOCTIPHHUMANIACH Ha CIyX HIIM KpachuBo oToOpakanack Ha skpaHe Cmapt TB. C maHHO# CCBIIKH TOJDKHA
OBITH HACTPOEHA TIepeajpecalyst Ha 06paboTUHK BBOIA TI0JIB30BATEIEM KO/a TIOATBEPIKICHHSI, PACTIONOKEHHBIN Ha
crpanure https://login.company.com/blitz/oauth/device?ci=client_id, rmxe Bmecto client_id mysxHo 3amatsb
unentupurarop 3apeructpuposantoro B Blitz Identity Provider mpumoxerust, n3 HacTpoek KOTOpOro GymayT
OpaThcst pa3pelIeHHbIe CIIOCO0BI BX0/1a M HACTPOWKM BHEITHETO BUAA CTPAHHIIBI BXOJA.
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Teno 3ampoca JOJKHO COAEpKaTh MMapaMeTphl:
— grant_type — 3nauenue urn:ietf:params:oauth:grant-type:device_code;
— device_code — paHee MoJIy4eHHBIN KOJ] yCTPOMCTRA.

HpHMep 3arpoca:
POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant type=urn:ietf:params:ocauth:grant-type:device code&device code=Yrn.. 0

Ecnu monb30BaTens ele He MoATBEpAn aBTopu3saiuio, To Blitz Identity Provider Bepuer

CJICTYIOIIUN OTBET C OIUOKOM:
{

"error": "authorization pending",
"error description": "The authorization request is still pending"

Ecnu cpok neiicTBUS MOIb30BATEILCKOT0 KO/Ia HCTEK MM KOJI HelTPaBUIIbHBIH, To Blitz

Identity Provider BepHeT cieayrommuii OTBET ¢ OMIHOKOIA:
{

"error": "invalid grant",

"error description”: "The provided authorization grant (e.g., authorization code, resource
owner credentials) or refresh token is invalid, expired, revoked, does not match the redirection
URI used in the authorization request, or was issued to another client."

}
Ecnu nonp3oBaTens nmoarBepauil apropusanuio, o Blitz Identity Provider Bepuer
IMPHUIIOKCHUIO MAPKEP AOCTYyIIAa U I/IH(l)OpMaIII/IIO 0 HCM, a TAKXKXEC MapKep OOHOBJICHUS.
HpHMep OTBCTA C YCIICITHBIM BBIITIOJIHCHUECM 3allpoca:

"access_ token": "eyJ..tA",

"refresh token": "wVE..cw",

"scope": "profile",

"token type": "Bearer",

"expires in": 3600

Hcrnomnb3ys MOTyueHHbIH MapKep JT0CTyIIa, MPUI0KEHHE YMHOTO YCTPOHCTBA MOXKET
3arpocuTh (1. 3.6) akTyanbHbIe JaHHbIC ToJk30Batess u3 Blitz Identity Provider.

3.6. IHosryyeHnne aTpudyTOB MOJIB30BATEJIS

J1y1s1 3ampoca JaHHBIX O TOJIh30BaTeNIe HEOOXO0IMMO BBIMOIHUTE 3ampoc MetogoM GET mo
URL-aznpecy mosyueHus JaHHBIX moJs30Baresst (/oauth/me). B 3ampoc gomkeH ObITh 100aBICH
CIICTYIOIINHN 3aT0JIOBOK:

Authorization: Bearer <access token>

B 3arosoBke <access token> — sto mapkep gocrtyma, noaydeHusii ot Blitz Identity
Provider (mm. 3.3.3 u 3.4.5).

IIpumep 3ampoca:

GET /blitz/oauth/me HTTP/1.1
Authorization: Bearer NINxn..tY
Cache-Control: no-cache

B otBere OymyT 0TOOpaskeHBI TOIBKO TE JAHHBIC, KOTOPBIE ONPECICHBI B SCOpE, Ha

KOTOPBIH MoJTydeH Mapkep pocryna (mm. 2.1.3).

IIpumep oTBeTa:

"family name": "MBaHoB",

"given name": "UBan",

"middle name": "MBanosuu",

"email": "iivanov@company.com",

"phone number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

VY4eTHast 3a11Ch MOJIb30BATEINIS MOXKET OBITh BKJIFOUEHA B IPYIIIBI MOJIb30BaTeneil. UToObI
MOJIyYUTh CIIUCOK TPYTII, B KOTOPBIE BKJIIOUEH MOJIb30BATENb, MApKep AOCTyIa JIOJHKEH ObITh
MIOJIy4€EH C SCOPEe ¢ uMeHeM USK_grps.
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[Ipumep oTBeTa MO MOJIB30BATENIO, BKIIOYEHHOMY B IPYIIIbI 1OCTYHA!

"family name": "VBaHoB",

"given name": "VBau",

"middle name": "VeanoBuu",

"email": "iivanov@company.com",

"phone number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",
"groups": [

{
"id": "564486ff-af0a-3fbl-3f09-e7c5£7£9833e",

"name": "TecTomasa opranmszauua’,
"OGRN": "1234567890123",
"INN": "9876543210"
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4. TloakarodeHue mpuaoxenuii mo SAML

4.1.  JlaHHble A NOAKJIIOYEHHS M0 Pe3yJbTAaTaM PaccMOTPEeHH 3asiBKH

Mo pe3ynpraTam uCHoaHEHHUS 3asBKH Ha mojakaodenue K Blitz Identity Provider 6ymer
[IpeJoCTaBIIeHa cieyromas HHpopmarus:

— wuaeHTH(UKATOpP, TPUCBOCHHBIN Tpriioxenuto B Blitz Identity Provider (entitylD);
—  yTOYHEHHBIH (aiiJl METaJaHHBIX MOCTABIINKA yCIyTs?,

Bce URL B nanHOM pazjiene HeoOX0AMMO CKOPPEKTHPOBATh B 3aBUCUMOCTH OT
KOHKPETHBIX HAaCTPOEK, cielaHHbIX npu BHeApeHuu Blitz Identity Provider. Cm. «PykxoBoacTBo
AJIMUHUCTpPATOpPA».

[Mpunoskenue B3anmoeiicTByeT ¢ cepsrucamu Blitz Identity Provider, ucrons3yst
ClIeyIoIue ajpeca:

— w™etagannbie Blitz Identity Provider:
e https://login-test.company.com/blitz/saml/profile/Metadata/SAML (tectoBas cpena)
e https://login.company.com/blitz/saml/profile/Metadata/SAML (npoayktuBHas cpena)
— URL pgnsa ayrenTudukanmm:
e https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/SSO (tectoBas
cpena)
e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO (mpoayxtuBHas
cpena)
— URL ans norayra:
e https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/SLO (tectoBas
cpena)
e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO (npomykTuBHast
cpena)
— URL uznarens:
e https://login-test.company.com/blitz/saml/ (tecroBast cpena)
e https://login.company.com/blitz/saml/ (mponykrusHas cpena)

Ecnu npuitioskeHne moyiep >kuBaeT MpoTokolt moakitoueHuss SAML, To ykazaHHBIX
JAHHBIX TOJKHO OBITh JOCTATOYHO AJIsi KOH(UTYPUPOBAHUS MPHIIOKeHUs. Eciiu mpunokeHue He
nojaepKuBaeT mpotokon SAML, cienyer mpousBecTr ero JopaboTKy COrjacHO
PEKOMEHIAIUSIM, U3JI0KEHHBIM B T1I. 4.2 1 111, 4.3 HACTOSIIErO JOKYMEHTA.

TunudHbIe BOIPOCHI O TOM, KaK HACTPOUTH MPUIIOKEHHUE IS MOAKITIoueHUs K Blitz
Identity Provider o npotoxony SAML, npuBenens! B Tabiuie 8.

Tabauya 8 — Tunuunwvie 60npocvl npu NOOKIIOUEHUU RPULONHCEHUA no npomokory SAML

Bomnpoc Oteer
['ne naiiti Metagannsle | YTOOBI 3arpy3uTh METalaHHbIE, TPOUINTE 11O CCHUIKE
MOCTaBILUKA https://login.company.com/blitz/saml/profile/Metadata/SAML u ckonupyiite
WICHTUQHUKALNHU? OoTKpbIThIH XML 1OKyMEHT B MpUIIOKEHHUE
I'ne naiitu ceprudukar Otkporite XML 10KyMeHT ¢ MeTaJTaHHBIMH TIOCTABIIMKA UACHTU(DUKAIIUH,
SAML nocrasimka Haitnure pa3nen <ds:xX509Certificate></ds:X509Certificate> —
uaeHTuuKanmu? B HeM U pacniosiaraetcsa ceptudukat SAML nocraBmyka nneHTHUKALTAN.

[Tpumep:

%9 Kak npasuiio, 3ToT (aiin 6yeT coBnanarh ¢ TeM, 4To ObLI IPUIOKEH K 3asBke. Ho Anmunuctparop Blitz
Identity Provider moxeT ckoppeKTHpOBaTh (aiii MEeTalaHHBIX U TMPUCIIATE €r0 BMECTE C Pe3yIbTaTaMH
paccMOTpeHHs 3asiBKU.
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Bomnpoc

OtBeT

¥<En tlt,Bc=c|1p+o| xmlns="urn:oasis:names:tc:SAML: 2. @:metadata”

.org/2008/89/xmldsigd" xmln

rn:mace:shibboleth:metadata:1.8"
w3.org/2081/XMLSchema-instan yID="https://sudir.mos.ru/blitz/saml">
olSupportEnumeration="urn:mace bboleth:1.e

:1.1:protocol wrnicasis:names:tc:SAML:2.@:protocol”>

v<I DPSSOE:=C|1pr| pr
urn:oasis:names:tc:SA

<="1b1d Scope regexp="false">®.1</shibmd:Scope>

</Extensions>
¥ <KeyDescriptor:>

v<ds:KeyInfor

¥ <ds:X5@9Data>
¥ <ds:X589Certificatex —

MIIDDzZCCATegAWIBAZIIANxtiKgDpaeMaRGCSqGSIb3DQEBBQUAMBCXFTATBENY
BAMTDHN1ZG 1y LmlvcySydTAeFwax0DA2M]AxN]Q2ZMDZaFwayODAZMTcxNjQ2MDZa
MBcxFTATBENVEAMTDHNIZG 1y LmlvcySydTCCASIWDQY IKoZThvcNAQEBBQADEZEP
ADCCAQoCggEBANKSUe/ 3dmNTLATzKNrgKLM7 1pdnBFNIN]DkkkBF 2GodQ+r+ePLz
thwsan2c4ulmwFoll3fUsusbEdi2IDzg3Mos1TEYbCxzvaw? ddNU9Idh1YaqIrXT
VvtRCajyZk3AwraXNilaisQg8XuxXs1EtlymvdUAeY1SScKDpNYIMBcqdHmy SXKvx
FggIn+5116MEDv/BquM2MvOhgLuP7i618wNXD4P4T z8+0NGPcqlundefIGgFyPBE
nQ2vmEnNBNRotwQCnYcIApEQ2jMBGiMi2yQtIsjFYDjjdgBqau/ cXuvybivABom3l
cyMIDFde J2RAAHE zNdXNBxnnvBIMrqRgG/ MCAWEAAENeMFuwlwYDVRERBDQwi o Tw
€3VkaXIublW2zLnl101VsSTpodHRwczovL3N1ZGlyLmlveySydseibGleeigzyiils
MBOGA1UdDgOWEBRW3IACGMoCP31aM 1/ KtwFsQLZ7iDANEgkqhkiG2w@BAQUFAADC
AQEAIT72xDGx37QBdHIyDi0hwelKxibvwmSDZNQEScEYTSETNCd1eUILIS2yKOTW
Hwfnre+nRRUAHLAZDhaZI¥YmBvUuqE1tBYadwgiKS@1518khES@9 jnMy izWMiwRPK
IUz738BQUD13zsT+Wv021XcedBPKRTIY2XZCnIybDbYNipy15T2VE/ bkB1SEVREX
004i0r82rgy/1EWXRNON+2Wm2 tQIXbdCTHOBZ 7 KCg4M40ngy0ilrfuvoHboeyrLUA
ap/b+fHRAL2p@BqCIOSCRhPUETUYYolqt3DSYIqqTDuilTyg8i6165xL01IERS]
48L3Kz555Y,/DUHYmfLfddIRb/Q==

</ds:X589Certificate>
</ds: XSBGDuta>

"https://sudir.mos.ru/bli
<ArtifactResolutionService Binding
ion="https: ;fsudll mos.ru/bli
<SingleLDgoutSe ice Binding="urn:oa :

n=" Fttp; sudir.mos.ru/blitz/saml/p |of11e
sudir.mos.ru/saml/profile/
<SingleLDgoutSE ce Binding="urn:casis:names:tc:SAM

n="' Fttp; udir.mos.ru/blitz/saml/profile/
sudir.mos.ru/saml/profile/
<SinglelogoutsSe ce Binding="urn:ocasis:names:tc:SAM .@:bindings:504P"
Location="https://sudir.mos.ru/blitz/saml/profile/SAML2/50AP/SLO"/ >
<NameIDFormatrurn:mace:shibboleth:1.@:nameIdentifier</NameIDFormat>

WHorna [u1st KOppeKTHOM 3arpy3KH B MPUIIOKEHUE NIEPEN CTPOKOH C
cepTu(UKaTOM HY)KHO BCTaBHTH CTPOKY ————— BEGIN CERTIFICATE-—---—
- ,aTmocne — ————- END CERTIFICATE-----

ML1/S0AP/ArtifactResolution™ index="1"/»
IL:2.@:bindings:sS0AP"
SO0AP/ArtifactResolution™ index="2"/>
.@:bindings :HTTP-Redirect”
‘Redirect/sLO"

2/Redirect/sLO"/>
.@:bindings:HTTP-Plain-Redirect
edirect/Plain/sLO"
2/Redirect/Plain/SLO"/>

I'ne naiitu agpeca
SAML-06paboTunkoB
[1OCTaBIIUKa
uaeHTH(UKALNAN ?

3anpocsl Ha UACHTH(PUKALNIO/ay TEHTH(PHUKALUIO IPHIIOKEHUE TOTHKHO

OTHpaBJIATH Ha clieayromme oopadorunku (SingleSignOnService) B

HPOI[ cpene:
https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO — mist
IpueMa CKaThIX ¢ momobio anroputma Deflate 3ampocos —
craHmapTHBIH SAML-00paboTank.

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/Plain/SSO
— JUIS TIpHEMa HECXKATHIX 3aIPOCOB — CIIEIYET HCIOIb30BATh TOJIBKO B
clly4ae, eclii MMOIKIII0YaeMoe TIpIIoxkeHne He ucnonbsyer deflate.

3anpockl Ha eIUHBIN JIOTayT MPHI0KEHHUE TOJDKHO OTIIPABIISTH HA

crneyromue oopaborunku (SingleLogoutService) 8 ITPO/I-cpene:

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO —
JUTS TIpUeMa CKaThIX ¢ moMolibto anroputma Deflate 3armpocos —
craHmapTHBIH SAML-00paboTank.

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO
— JUIS TIPHEMa HEC)KATHIX 3aIPOCOB — CIIEIYET HCIOIb30BaTh TOJIBKO B
cllydae, eclii MOIKIII0YaeMoe IpriIoxkeHne He ucnonbsyer deflate.

B TECT-cpene ananoru4sble ajgpeca HaunHatoTes ¢ https://login-

test.company.com.

Kaxoii entitylD y
IIOCTaBIIIMKA
AIeHTAGUKAITIH ?

Blitz Identity Provider kak moctaBIuk uaeHTHOUKAIIMHA HMEET CJIE Ly TOIIHIE
entityID:

- s TIPOI-cpenst — https://login.company.com/blitz/saml

- Jlns TECT-cpensi — https://login-test.company.com/blitz/saml
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4.2. TI'oToBBIEC OMOIHOTEKH

Tak kak camocTosiTeNnpHast pa3paboTka mporpaMMHOro nHTepdetica kimmenrta SAML
SBJISICTCS TPYIOEMKOM 3a1a4eid, a OIMOKHU B peaTM3aIliy YpeBaThl yIpo3aMH O€301MacHOCTH, TIPH
MHTEerpanuu npunoxenus 1o SAML pexkoMeHyeTcst HCoJIb30BaTh CYILECTBYIOIIUE MOITYJIISIPHBIE
ouomorexku SAML-kmentos: OIOSAML*? (Java, .NET), OpenSAML*! (Java), Spring Security
SAML?*? (Java), SimpleSAMLphp*? (PHP), ruby-saml** (Ruby on Rails). Jlanee npuonstcs
KIIFOYCBBIC CBCACHU, HeO6XOI[I/IMLIe JUIL TIOHUMaHMs IIponecca aYTeHTI/I(bI/IKaLII/II/I IO IPOTOKOJIY
SAML.

4.3.  Pa3pa6orka B3aumojeiictBus npuioxkenus ¢ Blitz ldentity Provider mo

SAML

4.3.1. Ooumue cBeaeHus

Jns monxrouenus k Blitz Identity Provider B nensix uaeHTudukamuu u
ayTeHTH(UKAIMK TI0JIb30BaTeNIeH MPUIIOKEHNE MOXKET UCIT0Ib30BaTh ctanaapt SAML Bepcuii
1.0, 1.1, 2.0%. TIpu sToM mpouecc B3auMoelkicTeus npunoxenus u Blitz Identity Provider
JIOJKEH OBITH OCTPOEH B COOTBETCTBHH ¢ podueM SAML Web Browser SSO Profile?.

Crannapt SAML ocHoBan Ha XML u onpezenser criocoObl oOMeHa nHdopmareid 06
ayTeHTU()UKAILIMY TI0JTh30BaTENICH U UX UACHTU(DUKAIIMOHHBIX TAHHBIX (aTpUOYTHI,
MOJITHOMOYHS).

J171s1 BOSMOYKHOCTH OCYIIECTBIISATH B3aUMO/ICHCTBHS IIOCTABIIUK YCIIYT U MOCTABIINK
UJICHTH(DUKAIIMY TIPEIBAPUTEITEHO JIOJDKHBI 0OMEHSITHCSI HACTPOMKAMHU B3aUMOICHCTRYS,
ornrcaHHbIMU B popme XML-10KyMeHTOB 1 Ha3bIBaeMbIX MeTaJaHHbIMU. [10CTaBIIMK yCIyT
JI0JDKEH ToTyuuTh HacTpoiiku Blitz Identity Provider, HasbiBaemble MeTaJaHHBIME ITOCTABIIIHKA
uneHtudukanmu (. 2.2.1).

4.3.2. Tlpouecc npoBeaeHHs HIACHTH(PUKANNU U AyTEHTU(PUKAIINU

B mporiecce B3auMoaelcTBIS MpUIIoKeHUe (MOCTaBINKK yeayr) mockuiaet B Blitz Identity
Provider SAML-3anpoc Ha uaenTudukanuto noaszosarens (SAML Request). 3ampoc
npecTaBisieT co0o0it ohopMIeHHBIN B COOTBETCTBUU co cTanmaproM SAML XML-nokymenT. B
3aIpoce MPUCYTCTBYET UACHTU(PHUKATOP 3alPANTHBAIOIIETO HICHTH(DUKAIINIO IPUIIOKCHUS,
HasbiBaeMbii entitylD, a Taxke momonHUTENBHAS ciy)eOHas nHopMmarus. Cam 3anpoc
niepeaeTCst MOAMMCAHHBIM JIEKTPOHHON TIOIHUCHIO MPUIIOKEHHS. B KauecTBe TpaHCIIOPTHOTO
MPOTOKOJIA JIJIs TIepeaadn CoOoOIIeHUs UCTIOb3yeTcst poTokoia HTTPS, BeI30B mocTaBmuka
uneHTuukanuu ocymectsisiercs yepes HTTP Redirect. DTo o3Hauaer, 4To 3ampoc oT
npunoxenus k Blitz Identity Provider ocymiectBisiercs onocpeioBaHHo, uepe3 opaysep
0JIL30BATEJIS, U IPSIMOE CETEBOE B3aMMOJICHCTBHE MEK Iy Ipuiioxkenuem u Blitz Identity
Provider mpu ucnonszoBannu SAML He TpeOyertcs.

[Monyuns SAML-3anpoc Ha unentudukaiuio, Blitz Identity Provider uaentudurupyer
MIPUHAIIEKHOCTD 3aIIpOca ONPEIEIICHHOMY MPHIIOKEHUIO, ITOCIIE YET0 0TOOpakaeT
TI0JIb30BATENIO BEO-CTPAHUILY €AMHOTO BXOJIa [T TPOBEACHUS HICHTU(DUKAIINY 1
ayTeHTU(DUKALMK TT0JIb30BaTelisl. B ciiyyae ycrenHoi naeHTuuKanum u ayTeHTH(GUKauu
nosb3oBatesst Blitz Identity Provider nepenaer npunoxxenuto (mocraBimuky yciayr) SAML-oTBer
(SAML Response). B 3aBHCHMOCTH OT 3aJIaHHBIX HACTPOEK B3aMMOJIECHCTBHS 3aIIPOC MOKET
OBITh OJIMUCAHHBIM U 3aIu(poBaHHBIM. 11 hOpMUPOBAHUS MOANUCH U IS UPPOBAHUS
ucnons3yrotes crangapTel XML Signature u XML Encryption. B kauecTBe TpaHCIOPTHOTO

40 Cwm.: https://digitaliser.dk/group/42063/resources

41 Cwm.: https://wiki.shibboleth.net/confluence/display/OS30/Home

42 Cw.: https://spring.io/projects/spring-security-saml

43 Cw.: https://simplesamlphp.org/

4 Cw.: https:/irubygems.org/gems/ruby-saml/

4 Cwm.: http://saml.xml.org/saml-specifications

46 Cm.: https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf
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MIPOTOKOJIA JIJIS TIepeiavn COOOIICHHUS C pe3yIbTaTaMi HISHTH(DUKALNY HCIIONIBb3YETCS TPOTOKOIT
HTTPS, BbI30B nocTaBImKa ycayr ocymectsisiercs uepes HTTP POST.

[Monyuus ot Blitz Identity Provider SAML-oTBeT, puiIoKeHNE POBEPSET €ro MOIMUCH,
BBINOJTHSIET pacuindpoBKy, mocie yero ussiekaetr uz3 SAML-ytBepxxaenuit (SAML Assertions)
UACHTU(DUKAIIMOHHBIC TAHHBIE MTOJIb30BaTeNs (MACHTU(DUKATOPHI, aTPUOYTHI, IIOJTHOMOYHS).
Iporiecc B3aumoaeiictBus npusoxenus u Blitz Identity Provider ¢ ucnons3oBannem SAML
MpUBEICH Ha pucyHke 9.

Monb3osarens Bpaysep Npunoxenne Blitz Identity Provider
(User Agent) (frontend)

o O Mexay npunoxeHuem v Blitz @

YCTaHOB/IEHO f0BEpHE
(npoeeaex 0bMeH MeTagaHHbIxX)

1. Monb3osatens 06pauLaeTca K NPUDXEHHIO GET /SAML/Redirect/sS0?
SAMLRequest=...&RelayState=01c..a95b9%¢
2. Mpunoxenue genaer sanpoc k Blitz :
3. Blitz nposepser,

4. Ecnv y noab3oeatens oToyTCTBYET CeCCUA, vmeer nn

To Blitz npocuT nonbL3oBaTens BOMTH B CUCTEMY NO/Ib30BATENb CECCHIO
5. None3oeatens
BBOAWT NIOTUH/Napons :
WA MHbIE AaHHbIE 4NA -
MASHTUDMKAL M M POST /private HTTP/1.1

RelayState=01c..a95b%¢ 6. Blitz o ecTBNAET
ayTeHTUhUKaL UM SAMLResponses=... u,qemm;::;qmo "

ayTeHTUUKALMIO

7. Blitz renepupyet SAML-yTBepxaeHua
v otnpaenset SAML oTeet B agpec
NpUACXKEHUA

Pucynox 9 — Hoenmughuxayun nonviosamens ¢ ucnonvzoeanuem SAML
4.3.3. OO0ecneyenue JIOrayra npu ucnoJjib3oBanun SAML

IMoaxmouennoe k Blitz Identity Provider mo SAML mpuioxeHne TakKe MOKET
peayCMaTpUBaTh BO3MOYKHOCTD pean3alliy eIMHOro Bhixoa (yiorayta). s atux neneit Blitz
Identity Provider momnepxusaer SAML Single Logout Profile*’. ITpunoxenue moxer
nanpasuth B Blitz Identity Provider SAML-3anpoc <LogoutRequest> U B Cllydae yCIEITHOTO
3aBeplUICHUs eMHOro JorayTta noiay4yuts ot Blitz Identity Provider SAML-oTBer
<LogoutResponse>. EClIM NpuokeHne T0JKHO OBITh 3a/IeHCTBOBAHO B €IMHOM JIOTAyTe,
HHUIMUPOBAHHBIM JIPYTHM IpUIOKeHHeM, moakiarouenusM K Blitz Identity Provider, To ono
TaKXKe JOJDKHO TPEyCMaTPUBaTh BO3MOXKHOCTh 00pabOTKH 3apOCOB <LogoutRequest>,
MOCTYNUBINUX K npuioxenuto ot Blitz Identity Provider. B ciydyae ycnerHoro 3aBepiieHust
JIOKaJIbHOM cecCHM MPUIIOKEHHE T0JDKHO yBeaomiath Blitz Identity Provider myrem otnpasku
EMy SAML-oTBeTa <LogoutResponse>.

47 Cwm.: https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf
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5.

TpedoBanust M0 0€30MACHOCTH K NMPUITO0KEHHUIO

OmnepatopoM npuiiokeHus, nojakiaroueHHoro k Blitz Identity Provider, nomkno
o0ecreunBaThCs COOIIOICHNE CIEAYIOMINX TpeOOBaHM K O€30MaCHOCTH

1. JlomxHa obecrieuynBaThCst KOHPHUICHIIMATHHOCTD MOTYYSHHOTO JITSI TPHITOKEHHS TIPH
peructparuu B Blitz Identity Provider suauenust client_secret:

3ampemaercs npeaaBath 3HaueHue Client_secret nmiam, He CBSI3aHHBIM C
o0ecrieueHUEM IKCILTyaTaluy PHIOKCHUSL.

3ampermaercs uCmoib30BaTh Client_secret B kiuentckoit yactu 110 (kog,
BBITIOJTHSIEMBIN Ha CTOPOHE Opay3epa, MOOMIIBHOTO MPHIIOKEHUS, IECKTOITHOTO
npuinoxenus). [Ipumensthbes client_secret moykeH TOIbKO B CEPBEPHBIX
KOMIIOHEHTaX NpuioxeHus. Mckmouenne — client_secret, moxyueHHbII MOOMITBHBIM
WM JIECKTOITHBIM TPUJIOKEHUEM C TIOMOILBIO OTIepaIliy JUHAMUYECKON
perucrpaiyu, Takoi client_secret Mo)xHO XpaHUTh U 00pabaThIBATh B MOOUIBHOM
WJIN JIECKTOITHOM IPHJIOKEHHUU.

B ciygae ecinu client_secret ckomnpomeTupoBaH, TO JOJDKHA OBITh ITO/IaHa 3asBKa HA
3ameny client_secret npunoxenus. B Blitz Identity Provider npexycmorpena
BO3MOYKHOCTH «ILTaBHOM 3aMeHbD» Client_secret, a *UMEHHO, MPUIIOKEHUIO MOXKET
OBITH IPHCBOCH JOMONHUTENbHBIN Client_secret Ha Bpemsi, moka OyAeT BBIOIHATHCS
NIepeHACTPOIKa MPHUIIOKEHUS C PSKHEr0 Ha HOBOe 3HaueHue client_secret.

2. JlomkHa obecrieunBaThCs KOH(DHICHIIMATIBHOCTD MOJTYYEHHBIX MTpUiIoKeHneM oT Blitz
Identity Provider mapkepoB moctyma (access_token) u MmapkepoB 0OHOBICHUS
(refresh_token).

4.

Hy»xHo n36erath UCmoap30BaHus MapKEPOB JIOCTYIIa B Opay3epHON YacTH
npunoxxenus. Ecnu Bce-Taku 310 Heo6xoaumo (SPA-npusoxenue), To
MCTIOJNIB3YIONIUI MapKep Joctyna JS-Koj ToMKeH MpeayCcMaTpUBaTh 3aluTy OT
BO3MOXXHOCTH TTOJTYUYCHHS 3HAYCHUS MapKepa JOCTyIa u3 Opay3epHOi KOHCOJIH.
3anpenieHo XpaHuTh/00padaThIBaTh Mapkep OOHOBJICHUS Ha CTOpPOHE Opay3epHOi
YacTH MPHUIIOKEHUS — MapKep OOHOBIECHUS JIOJDKEH MCIOIb30BATHCS UCKITIOUYUTEIHHO
B CEPBEPHBIX KOMIIOHEHTaX MpWIokeHus. [Ipu XxpaHeHnn MapkepoB 0OHOBJICHHUS B
npunoxennu (B bJI, gaiinax u T.1.) IOCTYI K XpaHUMBbIM MapKepaMm OOHOBIICHHS
JIOJKEH OBITh OTPaHUYEH.

BzanmoneiictBue npusnoxenus ¢ Blitz Identity Provider B mpoaykTuBHOM KOHTYpE
JIOJPKHO OCYILECTBIIATHCS UCKIIFOUUTENIBHO € UCIOJIb30BAHNUEM 3aLUILEHHOTO
coenunenus (HTTPS). 3anpemeno ucnonb3oBare HTTP B 00paboTyrkax mpuioKeHus
(ampeca Bo3Bpara redirect_uri, post_logout_redirect_uri).

[Tpunoxenuro 3ampenieHo OTKpbIBaTh cTpanuily Bxojaa Blitz Identity Provider Bo
¢petime.

5. Ipu noxxiroueHnn MOOMIBHBIX TpuiokeHuit k Blitz Identity Provider:

ucriosp3oBanneM PKCE saBisieTcst 00a3aTeIbHBIM;
3ampeleHo uenosb3oBaTh Embedded-6paysep.
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IMpuaoxenne A. Omucanne REST API B Blitz Identity Provider

A.l.

Bepcuu REST API

B nacrosmuii moment B Blitz Identity Provider noctymusr cieayromiue Bepcuun REST

API, paznuyaromumecs cnocoooM aBTOPU3aIIH

1-1 — REST-cepBHCHI, TOCTyIHBIC TI0 apecy
https://login.company.com/blitz/reg/api/v1/* u https://login.company.com/blitz/api/vl/*.
JInst aBTOpH3aluy BBI30Ba 3TUX cepBHCOB ucnonb3yercst HT TP Basic aBropuzarust. st
MIPHUIIOKEHHS, KOTOpoe OyzeT Be3bIBaTh REST-cepBHChHl, HEOOX0IMMO B HaCTpOiiKax
IPUIIOKEHUS 3aaTh Mapoiib Ha BKiIaake REST HacTpoek MpoTOKOIOB MPUITOKEHUSI.
[punoxenuto OyayT nocrynusl Bce REST-cepBuce Bepcun 1. Ecnu kakue-To u3
CEpBUCOB MCIOJIB30BATh HE IJIAHUPYETCS, TO PEKOMEH IyeTCS 3alPETUTh X BHI30B Yepe3
HacTpoiiku BeO-cepBepa (NGinX). CepBUCHI 3TOM BEPCHIA MOCIIE MOSBIICHHS aHATIOTOB B
6osiee HOBOI 3-ii Bepcuu OyyT MOMEUEHBI KaK yCTapeBIIue, U Oy1eT peKOMEHI0BAaHO
TEPENTH C UX UCTIOIB30BAHMS HA CEPBUCHI 3-i1 BEPCHH.

2-s Bepcun — REST-cepBuUCHL, JOCTYIIHBIE 110 aApecy
https://login.company.com/blitz/api/v2/*. [1ns aBTopu3anuu BbI30Ba OOIBITUHCTBA 3TUX
cepBucoB ucnojn3yercss HTTP Basic aBropu3arus, a ais yactu cepsuco — OAuth 2.0.
CepBucsl 3TOi Bepcuil mocJie MosBICHUS aHAJIOroB B 0oJiee HOBOM 3-ii Bepcuu OyIyT
MIOMEYEHBI KaK yCTapeBIlue, U Oy1eT pEeKOMEHIOBAHO MEPEUTH C UX UCTIOIb30BAHUS HA
CepBHCHI 3-11 Bepcuu.

3-1 Bepcusi — REST-cepBuchl, ToCTymHBIE TIO afpecy
https://login.company.com/blitz/api/v3/*. Jlns aBTopu3annu BbI30Ba 3TUX CEPBUCOB
ucnons3yercst OAuth 2.0 u nonyuennsie ot Blitz Identity Provider mapkepst
6e3omacHoctu. JlocTyn mpuiiokeHuii k paznuunbiM REST-cepBucam perymnupyercs yepes
pasperieHus (SCope).

[Ipenocrasnsemsle Blitz Identity Provider cepBucst

https://login.company.com/blitz/api/v3/* mMosxHO BBI3BIBATh B ABYX PEIKUMAX:

[Tonb30BaTenbCKUN PEXKUM,;
CHUCTEMHBIN PEKUM.
B nonp30BaTensckoM peXMME CEPBUC BBI3BIBAETCS C IIPAaBAMU B OTHOLIEHUH YUETHOU

3aMiCcH TEKYIIET0 aBTOPU30BAaHHOTO ToNib3oBaTess. [Ipu BbI30Be cepBrca JOMKHBI ITepeIaBaThCs
CJIeTyIOIINE 3ar0JIOBKH:

A.2.

Authorization: Bearer <mapkep oocmyna ¢ noiv308amenbCKuMu pa3peumenuamu™> —
3aroJI0BOK aBTOPH3AIINH, COACPKAIINN MapKep AOCTYIIA C Pa3pelICHUSIMH TEKYIIETro
noJip3oBares. Pazpemenus onucansl B Tabnuiie 9.

X-Forwarded-For: <IP-adpec nonvzosamens> — 3aroioBokK, B KOTOPOM JIOJDKHO OBIThH
nepenano 3Hauenue IP-anpeca nmonws3zoBarens. JlaHHoe 3HaYeHHE OyAET 3aITMCaHO B
coOrITHe 6e3omacHoctu Blitz Identity Provider.

User-Agent: <suauenue User-Agent noiv3zoeamens™> — 3arojioBOK, B KOTOPOM JOJIKHO
ObITh niepeaano 3HaueHue User-Agent ycrpoiictBa noib3oBarens. JlanHoe 3HaUeHUE
Oyzert 3anucaHo B coObiTue Oe3onacHoctH Blitz Identity Provider.

Cnncok paspemennii ais gocryna k REST API

B manHOM pasierne npuBeIeH MepeyeHb pa3penieHnil (SCOpe B TePMUHOIOTUN

OIDC/OAuth 2.0), ucionb3yemsix mist gocryna k REST API, npenocrasnsembim Blitz 1dentity
Provider. JlaHHbIe pa3penIeHUs HA3HAYAKOTCS OTAEIbHBIM IPUIIOKEHHUSM IIPH HEOOXOIMMOCTH
npenocrasincaus uMm gocrymna kK REST API B Blitz Identity Provider, omicanubsiM B JaHHOM
MIPUIIOKEHHH.
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Taoauua 9 — Pazpewenusa (Scope) ona REST API ¢ Blitz Identity Provider

Ne | Paspemenne

| Ha3Banue

Onucanue

Ilosib30BaTeIbLCKHE pa3penieHns (pa3penieHus], MoJy4aeMble HA NMO0Jb30BaTeJIs)

1. | blitz_change_password | Pa3pemienue Ha JA71st MCIIONB30BaHMUS CEpBHCA
HU3MEHEHHE Maposis POST /blitz/api/v2/users/{subjectld}/password
2. | blitz_user_rights Paspemenne Ha J1J1st HCTIONTE30BAHUS CEPBHCOB
yIIpaBJIcHHE GET /blitz/api/v3/rights/of/{subjectld}
[paBaMy YIETHOM POST /blitz/api/v2/users/rights/change
3aInCH
3. | blitz_api_user [Momydenune Jyis ucnonb30BaHMsI CEpPBHCA
aTpuOyTOB GET /blitz/api/v3/users/{subjectid}
4. | blitz_api_user_chg W3menenune J1Jis ucnosib30BaHus CepBHUCaA
aTpruOyTOB POST /blitz/api/v3/users/{instanceld}
5. | blitz_api_usec [Monyuenue JI71st KCTIONT30BAHHMSI CEPBUCOB:
HAaCTPOEK GET /blitz/api/v3/users/{subjectld}/auth
IBYX(aKTOpHOI GET /blitz/api/v3/users/{subjectld}/totps
ayTeHTU(UKALIHY, GET /blitz/api/v3/users/{subjectld}/acls
paspernieHu, GET /blitz/api/v3/users/{subjectld}/secQsn
KOHTPOJIHOTO POST /blitz/api/v3/users/{subjectld}/secQsn
BOITpOCa /check
6. | blitz_api_usec_chg Wsmenenne mapons, | J[is HCIONb30BaHMs CEPBHUCOB:
copoc ceccwid, POST /blitz/api/v3/users/{instanceld}/pswd
U3MEHEHHE POST /blitz/api/v3/users/{instanceld}/sessions
KOHTPOJIEHOTO Ireset
Bompoca, Hactpoek | POST /blitz/api/v3/users/{instanceld}/secQsn
IBYX()aKTOpHOH POST /blitz/api/v3/users/{subjectld}/auth
ayTeHTH(UKAIIVH, GET /blitz/api/v3/users/{subjectld}/totps
OT3BIB paspernenunit | /attach/gr
POST /blitz/api/v3/users/{subjectld /totps
[attach/qgr
DELETE /blitz/api/v3/users/{subjectld}
/secQsn
DELETE /blitz/api/v3/users/{subjectld}
ftotps/{id}
DELETE /blitz/api/v3/users/{subjectld}
[acls/{id}
7. | blitz_api_uapps IMonyuenne JI1st MCITONB30BAHMS CEPBHCA
3aIIOMHEHHEIX GET /blitz/api/v3/users/{subjectld}/apps
YCTPOMCTB
8. | blitz_api_uapps_chg VY nanenue Ji1st MCIIONTB30BaHUS CepBHCa
3aITOMHEHHBIX DELETE /blitz/api/v3/users/{subjectld}
YCTPOMCTB lapps/{id}
9. | blitz_api_uaud IMonyuenne JIJIst KCTTONB30BAHMS CEPBHCA
COOBITHIA GET blitz/api/v3/users/{subjectld}/audit
0C30IaCHOCTH
10.| blitz_api_ufa [Monydenue cimcka | JIns uCmonbp30BaHus cepBUca
YUETHBIX 3amuceit GET blitz/api/v3/users/{subjectld}/fa
BHCUIHUX
MOCTABIIMKOB
11.] blitz_api_ufa_chg Wsmenenwe crimcka | JIJIs HCIOIB30BAHMS CEPBUCOB

YUETHBIX 3anucei
BHEIIHUX
IIOCTABIUKOB

POST blitz/api/v3/users/{subjectld}/fa/{fpTyp
e} {fpName}/{sid}

DELETE blitz/api/v3/users/{subjectld}/fa/{fp
Type}H{fpName}/{sid}
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12.

blitz_gr_auth

Bxon ¢
HCIIONL30BAHIEM
QR-xogma

Jns ucrnonp30BaHus CEPBUCOB:

GET /blitz/api/v3/auth/qr/i{QR_code}

POST
/blitz/api/v3/auth/qr/{QR_code}/confirm
POST /blitz/api/v3/auth/gr/{QR_code}/refuse

CucrtemHble pa3pemienus (pa

3penieHus , MoJdy4aeMble Ha NMPUIOKEeHNe)

13.] blitz_groups Paspemienne Ha JIJ1st KCTTONTE30BAHMS CEPBHUCOB!
nmoctyn k cepeucam | GET /blitz/api/v2/grps/{id}
paboTsI ¢ POST /blitz/apiiv2/grps
OpraHU3alHIMH POST /blitz/apiiv2/grps/{id}?profile={profile}
DELETE
Iblitz/api/v2/grps/{id}?profile={profile}
GET /blitz/api/iv2/grps/{id}/members
POST
Iblitz/api/v2/grps/{id}/members/add?profile={
profile}
POST
Iblitz/apiv2/grps/{id}/members/rm?profile={p
rofile}
14.| blitz_rights_full_access | Paspemienue Ha J1i1st MCTIONTBb30BaHUS CEPBHUCOB!
HasHauenue u o13biB | PUT /blitz/api/v3/rights
npaB AOCTYyIa DELETE /blitz/api/v3/rights
GET /blitz/api/v3/rights/on
GET /blitz/api/v3/rights/of
15. 1 blitz_rm_rights Paspemienne Ha JI1st MCITONB30BAHUS CEPBHCA
or3eiB ipaB goctyna | POST /blitz/api/v2/users/rights/change
BEJIOMBIX YUYETHBIX
3anucen
16.| blitz_api_sys_users IMonyuenne JIJ1st KCTTONT30BAHUS CEpPBUCa
atpubytoB moboro | GET /blitz/api/v3/users/{subjectid}
T0JIB30BATEIIS
17.] blitz_api_sys_users_chg | Usmenenne JI1st MCITONB30BAHMUS CEPBHCA
aTpuOyTOB JIHOOOTO POST /blitz/api/v3/users/{instanceld}
0JIb30BATEIIS
18.| blitz_api_sys_users_reg | Peructparus JIJ1s KCTTONTB30BAHMS CepBHCa
YUYETHOH 3aIucu PUT /blitz/api/v3/users
19. | blitz_api_sys_usec IMonmyuenne JIJ1st KCTTONTB30BAHMS CEPBHUCOB!
HACTPOEK GET /blitz/api/v3/users/{subjectld}/auth
IBYX(aKTOPHOI GET /blitz/api/v3/users/{subjectld}/totps
ayTeHTU(UKAIIWH, GET /blitz/api/v3/users/{subjectid}/acls
paspenienuit mrodoro | GET /blitz/api/v3/users/{subjectld}/state
MIOJIH30BATEITS, GET /blitz/api/v3/users/{subjectld}/secQsn
KOHTPOJILHOTO POST /blitz/api/v3/users/{subjectld}/secQsn
BOITpOCa /check
20.| blitz_api_sys_usec_chg | M3menenwue mapoist, | JIasS HCIIOIB30BaHMS CEPBHUCOB:

cOpoc ceccuii,
U3MECHEHUE
HACTpPOeK
IByX(aKTopHOU
ayTeHTU(UKALHY,
OT3BIB pa3pelleHUil
1r000ro
I10JIb30BATEN,
HN3MEHECHUE
KOHTPOJIEHOTO
BOIIpOCa

POST /blitz/api/v3/users/{instanceld}/pswd
POST /blitz/api/v3/users/{instanceld}/sessions
[reset

POST /blitz/api/v3/users/{subjectld}/auth
POST /blitz/api/v3/users/{subjectld}/state
GET /blitz/api/v3/users/{subjectld}/totps
[attach/qgr

POST /blitz/api/v3/users/{subjectld}/totps
[attach/qgr

POST /blitz/api/v3/users/{subjectld}/secQsn
DELETE /blitz/api/v3/users/{subjectld}
[totps/{id}
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DELETE /blitz/api/v3/users/{subjectld}
lacls/{id}

DELETE /blitz/api/v3/users/{subjectld}
/secQsn

21.| blitz_api_sys_uapps [Momydenue Jiis ucnonb30BaHMsI CEpPBHCA
3aITOMHEHHBIX GET /blitz/api/v3/users/{subjectld}/apps
YCTPOMCTB JH0O0TO
TI0JIB30BATEIIS

22.| blitz_api_sys_uapps_chg | Yaanenue JIJ1st KCTTONTB30BAHMS CEPBHCA
3aITOMHEHHBIX DELETE /blitz/api/v3/users/{subjectld}
yctpoiicTs rob6oro | /apps/{id}
0JIb30BATEIIS

23.| blitz_api_sys_uaud IMonyyenne JIJ1st KCTTONTB30BAHMS CEpBHCa
COOBITHIA GET blitz/api/v3/users/{subjectld}/audit
Oe3omacHOCTH
mo60ro
0JIh30BATEIIS

24,

blitz_api_sys_ufa

[Tomy4enune criricka
YYETHBIX 3aIHCeH
BHEIHUX
IMOCTaBIINKOB

I[J'ISI HCIIOJIB30BaHU CCPBHUCOB
POST blitz/api/v3/users/{subjectld}/fa/{fpTyp
e} {fpName}/{sid}

25.

blitz_api_sys_ufa_chg

H3mMenenue criucka
YYETHBIX 3amuceit
BHEILIHUX
MOCTaBUIMKOB

DELETE blitz/api/v3/users/{subjectld}/fa/{fp
Type}H{fpName}/{sid}

26.

fed_tkn_any

Blitz ldentity
Provider moxkHO
HACTPOHUTH TAKUM
o0Opa3oM, 4To OyIyT
COXPaHSITHCS
MapKepbl 10CTyIa
I10JIL30BATES OT
BHEIIHUX
IIOCTABILHKOB
UJCHTU(DUKALINY.
Paspewienne
MO3BOJISET MOTYYHUTh
COXPaHEHHBII
MapKep J0CTyIa
JIF000T0
IIOCTaBIIHKA.

GET
/blitz/api/v3/users/${subjectld}/fedToken/
${fedPointType}/${fedPointName}

27.

fed_tkn_${fedPointTy
pe} ${fedPointName}

Blitz Identity
Provider moxxHO
HACTPOUTH TAaKUM
o0Opa3om, 4TO
OynyT
COXPaHATHCA
MapKephl T0CTymna
MOJIL30BaTENIS OT
BHEIITHUX
IIOCTAaBIIUKOB
UICHTU(UKAITUH.
Pazpemenue
IIO3BOJISICT
MOJIYYUTh MapKep

GET
/blitz/api/v3/users/${subjectld}/fedToken/
${fedPointType}/${fedPointName}
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JOCTyTIa
HI0JIb30BATEIISI OT
BHEIITHETO
MOCTaBIIHKA
UJICHTU(HUKAIINH C
turiom ${fedPoint
Type} u

umenem ${fedPoin
tName},
Hanpumep, fed_tkn
_esia_esia 1ms
ceru esia:esia_1.

MapKep AOCTYIIAa HA MOJIB30BATCIBbCKUEC PA3PCIICHUA ITPUITOKCHUC T10JTyHaCT B MOMCHT
UACHTUDUKAIMY U ayTEHTU()UKALIUH TT0JIb30BaTeNsl, OCYIIECTBIISASA B3aUMO I ICTBHE B
COOTBETCTBHUHU C onucanueM B mil. 3.3.2 u . 3.3.3.

Yr1oO0bI IMOJIYYHUTh MAapKEp A0CTYyIIa Ha CUCTEMHOC PAa3pCIICHUC, IIPUTTOKCHUC TOJIZKHO
BBIIONMHUTE 3ampoc MerogoM POST na URL ans momyueHus: mapkepa
(https://login.company.com/blitz/oauth/te). 3anpoc nomkeH comepkaTh 3aroaoBok Authorization
co 3nauenuem Basic {secret}, rae secret — sto client_id:client_secret (manmpumep, app:topsecret)
B (hopmarte Base64.

[Tpumep 3arosioBka:

Authorization: Basic YW1zOm..XQ=
Teso 3anpoca JOKHO COAEPIKATh CIEAYIOIINE TapaMeTPhL:
— grant_type — npunumaet 3HaucHue client_credentials;
— SCOp€ — 3anpamnBacMoe CUCTEMHOC pa3peCIICHUE.

IIpumep 3amnpoca:
POST blitz/oauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Authorization: Basic ZG51d..lg

grant type=client credentialsé&scope=blitz groups

B oTBeT npusiokeHne MOTy4IUT Mapkep Aoctyma (access_token), Bpems ero u3HH
(expires_in) u Tum mapkepa (token_type). Bo3amoskubie omnbOku mmpu BeizoBe /oauth/te
cootBercTBYOT RFC 6749 1 onncanst 1o cebuike’®,

HpI/IMep OTBCTAa C YCIICIIHBIM BBIIOJIHCHUEM 3aIlpoca:
{
"access_token": "QFiJI9mPgERPuusd36mQvD4mfzYolH CmuddAJ3YKTOI",
"expires in": 3600,
"scope": "blitz groups",
"token type": "Bearer"

PexomenyeTcs, 4ToObI MPHUIIOKEHNE KIIIUPOBAIO HOIYYCHHBIH MapKep I0CTyIa Ui
MHOT'OKPaTHOTO UCIIOJIb30BaHUsI Ha BPEMsl, HEMHOT'O MEHBIIIEE, YeM IapaMeTp expires_in, mociue
Yero OCyIIECTBIIIIO ITOJyYeHHe HOBOTO MapKepa JI0CTyIa st OOHOBIICHUS B KAIIIE.

Ecnu npuiioskeHne nonbITaeTcs BEI3BATh C MPOCPOUCHHBIM MAapKEPOM JIOCTYTIa
cootBercTBytoumii emy REST-cepBuc, To momyunr ommbky HTTP 401 Unauthorized.

A.3. CepBuchl AJis1 yIpaBJeHUS YYeTHOM 3alIUCHIO MOJIb30BATEJIS

Blitz Identity Provider npenocTaBisieT CepBHCHI 1S YIPABJICHHsI YUSTHOU 3aIHChIO
MOJTE30BATEIISI, TIO3BOJISIFOIINAE OCYIIECTBISITH CIACAYIONINE OMEPAIHH TS CYIIECTBYOIIIX
¢bynukimii Blitz 1dentity Provider:

—  perwucTparys y4eTHOU 3aIKCH MMOJIb30BaTEIIs;

48 Cm.: https://tools.ietf.org/html/rfc6749#section-5.2
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MOMCK YYETHOH 3aIIUCH MOJIb30BaTENs;

MOJTyYeHHEe aTpUOyTOB MOJIH30BATEIS;

M3MEHEHUE 3HaYeHHs aTpuOyTa yUeTHOM 3aIMCH MOJIb30BaTENs;

M3MEHEHHE HOMepa MOOMIILHOTO TenedoHa;

W3MEHEHHUE a/ipeca 3JIEKTPOHHOM MOYTHI;

M3MEHEHHE NapoJis MOJIb30BATEINIEM,

cOpoc ceccuil oJIb30BaTENS;

IPOBEpPKa HAJIMYUSA y MOJIb30BaTENs] KOHTPOJIBHOTO BOIIPOCA;

MpOBEpKa OTBETA HA KOHTPOJIBHBIN BOIPOC;

YCTaHOBKA WJIM U3MEHEHHE KOHTPOJIBHOI'O BOMPOCa,;

yJaJeHue KOHTPOJIBLHOTO BOTIPOCA,;

MPOBEPKA COCTOSIHUS peXKUMa IBYX(aKTOpHON ayTeHTU(DUKAIINH;
BKJTIOYEHUE/OTKIIIOUEHUE peKUMa IByX(hakTOPHOU ayTeHTH(PHUKALINN;
MpOBEpKa HAIMYMSA Y TIoJib3oBaTess npuBssku 1 OTP-reneparopa;

npussizka TOTP-renepaTopa B kauecTBe cpeicTBa ABYX(AKTOPHON ayTeHTH(PHUKALINH;
otBsi3ka TOTP-reneparopa oT y4eTHOMW 3alIUCH MOJIb30BATEIS;

MIpOBEpKa COCTOSIHUS YYETHOM 3aIucH,

W3MEHEHHE COCTOSIHUS YIETHOW 3aITUCH,

MOJTyYeHHE CIHMCKA MPUBS3aHHBIX K YYETHOM 3aIIMCH MOJIb30BATENs BHEIIHUX
MIOCTaBIIHKOB,;

CO3/1aHHE€ HOBOMW MPUBS3KH BHEIIHErO MOCTABIIUKA K [TOJIb30BATEIIIO;
yJlaJIeHUe MPHUBSI3KU YYETHOM 3aKiCH BHEITHETO MMOCTABIINKA;

MOJTyYeHHUE CIHCKa COOBITHI ayauTa MOJIb30BaTENs;

MOJTyYeHHE CIMCKA U3BECTHBIX YCTPOIMCTB MOJIb30BATENS;

yJAaJeHHs YCTPOICTBA MOJIb30BaTeNs U3 CIIMCKA U3BECTHBIX YCTPOUCTB;
MOJTyYeHHE CIHMCKA Pa3pelleH i, BbIITAHHBIX MOJIb30BaTEIEM;

OT3BIB BBIJJAHHOTO TTOJIb30BATENIEM Pa3pelICHUS;

NOJy4YEeHHE CIIUCKA MPUBSA3AHHBIX K YYETHON 3alIMCH MOJIb30BaTENsI MOOMIIBHBIX
IIPUIIOKEHUN;

OTBSI3Ka OT YUYETHOI 3aIUCH MOJIh30BaTENs MPUBS3aHHOTO MOOMIIBHOTO PUJIOKEHUS;
yJaJIeHUE Y9eTHON 3aIMCH MOJIB30BaTEIs.

A.3.1. Perucrpaunusi y4eTHOI 3alIUCH M0JIb30BaTeEJIs

I[J'I}I perucrpanuu yLICTHOI\/'I 3aIMCH ITOJIB30BaTCIIA ITPUIIOKCHUEC NOJI’KHO BBIITOJHUTD

3arpoc metogom PUT mo aapecy https://login.company.com/blitz/reg/api/v3/users.

Heobxomumsie paspemenust: blitz_api_sys_users_reg.
Cncok arpu0yTOB NMPUBEJICH B KauecTBe oOpa3na. CoaepikaHue CIIMCKa HeOOXOMMO

CKOPPEKTUPOBAThH B 3aBHCUMOCTH OT KOHKPETHBIX HACTPOCK, CJICIIAHHBIX TP BHeApeHNH Blitz
Identity Provider. Cm. «PykoBOACTBO aAMHHUCTPATOPAY.

Teno 3anmpoca 0KHO coliepKaTh B OJ1oke USer.attrs atpubyTsl peructpupyemoit

YYETHOM 3aIUCH:

first_name — dpamumms;

name — ums;

middle_name — oTuecTBO;

phone_number — Homep MoOHIBHOTO TeNleOHA B BU/IE COCTABHOT'O OOBEKTA C
aTpuOyTaMu:

e value — Homep Tenedona B popmate 7XXXXXXXXXX;

o verified — mpusHak, uto Tenedon moarsepkaAcH — true wiu false;

email — agpec 3MeKTPOHHOM MOYTHI B BHJIE COCTABHOTO O0BEKTa C aTpUOyTaMHu:
e value — azmpec AIEKTPOHHOM OYTHI;
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o verified — mpusHak, uto agpec moATBEpPKAcH — true wiu false;

Teno 3ampoca MOKET cojiepKaTh OMIIMOHAIBHBIN 070K USer.credentials ¢ ykazanuem
CIIEIyIOIIUX [apaMeTPOB PETUCTPUPYEMOM YUETHON 3aIIUCH:

— password — mapoJsib Isl CO37aBaeMOii yUSTHOMW 3aIKMCH MMOJIB30BaTENs (JOKEH

COOTBETCTBOBATh HACTPOECHHOM MAPOJIbHON MOJIUTHUKE).

Teno 3ampoca MOKET cojiepKaTh OMIIMOHAIBHBIN 010K actions ¢ ykaszanuem
JIOTIOJTHUTEJILHBIX JIEHCTBUHN, KOTOPBIE TOJKHBI OBITH C/AETaHbl B PE3YyJIbTaTe PErUCTPALUU
ydeTHoM 3anucu. JlocTymHble NeHCTBUS U UX MTapaMeTphl IPUBEIECHBI B TAOIUIIE:

Taonuya 10 — Bo3moscHble delicmeusn npu pecucmpayuu y4emHnoil 3anucu

HeiicTBue IIpumep 3anoHeHus1 Onucanue
0J10Ka
bindDynClient "act'?ons" B [ Yka3pIBaeT, YTO MOCIIE PETUCTPALUH YUYETHOU 3alICH
neypen: HEO00X0/IMMO aCCOLIMUPOBATH C HEl paHee
"bindDynClient", BBIMYIIEHHBIH CBOOOIHBIN quHamMuueckuii client_id

"client id":

"dyn~test app~af..59" IK3EMIUIApa MOOUIIBHOTO puioxkeHus. Mcnonb3yercs

MIPH PETHCTPAIMH TTOIB30BATENS U3 MOOHIIEHOTO

] TIPHJIOKEHUSI.

B kauecTBe mapamMeTpoOB IE€PeIarOTCs:

o type — ums aeiictBus. JIOJDKHO OBITH TIEpeIaHO
snauenue bindDynClient;

e client_id — 3nauenue, comeprkariee TUHAMHUUECKHH
client_id.

ITpumep 3ampoca (perucrpanus ¢ moATBepKAcHHbIME email u Texedonom):
PUT /blitz/reg/api/v3/users HTTP/1.1

Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {

"attrs": {

"sub": "BIP-9TZYWXQ",

"family name": "MBanOB",

"given name": "UBan",

"middle name": "MpanoBMuU",

"email": {
"value": "ivan.ivanov@example.com",
"verified": true

b,

"phone number": {

"value": "79991234567",
"verified": true
}
}!
"credentials": {
"password": "Qwerty 123"

}

IIpumep oTBeTa cepBuca (peructpalius ¢ moaTBepxkaeHHbIMU email u TenedoHoM) mpu
YCIICITHONW PETUCTpallNu.
{

"instanceId": "Yml..Yw",
"subject": "BIP-9TZYWXQ",
"context": "MOF..pQ",
"cookies": [
{
"name": "css",
"value": "cpO..lo"
}
1,

"instructions": []

[Tpumep oTBeTa cepBuca (peructpanus ¢ HOATBEpkIeHHbIMU email u Tenedonom) npu

HEYCIIEMHOM perucrpanuu (apojb He COOTBETCTBYET HApOJILHOM MOJUTHKE):
{

"errors": [
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{

"errMsg": "IlapoJsib HE COOTBETCTBYET MapPOJIbHHEM I[IOJIMTMKaM: IJIMHA MeHee 8 CMMBOJIOB, He
COmEePXUT LUMdpy, NPONUCHYID OYKBY, CHeuMallbHEIM CMMBOJ.",
"field": "password"

}
] 4

"context": ""

ITpumep oTBeTa cepBuca (peructpanus ¢ IoATBepkaeHHbIMU email u Teredonom) npu

HEYCIEIHOW peructpanuu (HapylieHa YHUKaIbHOCTb TOJICH):
{

"errors": [
{
"errMsg": "Ilosmb30BaTeN b C TaKMM 3HAUYEHMEM yXe 3aperuMCTpMpOoBaH. J[nd IajlbHeNuen
perucrpaluuu BBeIuTe JpyTroe 3HadeHue",
"field": "phone number"
b
{
"errMsg": "Ilonb30BaTesb C TaKMM 3HAUYEHMEM yXe 3aperMcTprpoBaH. g IajbHenuen
perucrpauumM BBeOMTe AOpyTroe 3HadeHue",
"field": "email"
}!
{
"errMsg": "llolp30BaTeJ b C TaKMM 3HadYeHMEeM yXe 3apeTrMCTPUPOBaH. J[Ja majbHeNmen
perucTpauumu BBeOUTe AOpyroe 3HadeHue",
Ilfieldll. "Sub"
}
:II
"context": ""

HpHMep 3aIrpoca (perI/ICTpaHI/IH C HCTIOATBCPIKACHHBIMUA emall n TCHCQ)OHOM):
PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {
"attrs": {
"sub": "BIP-1TZYWXQ",
"family name": "VBazHOB",
"given name": "UBan",
"middle name": "MpanoBuu",
"email": {
"value": "ivan.ivanov@example.com",
"verified": false
}y
"phone number": {
"value": "79991234567",
"verified": false
}
}I
"credentials": {

"password": "Qwerty 123"
}

Ecnu perucrpanus BeI3BaHa ¢ Tiepeadeii HEMmoATBEPKICHHBIX TenedoHa u/umm email, To

CEpPBHUC OTIPABUT MOJIb30BATEIT0 IPOBepouHbii SMS ¢ Ko0M moaTBep x aeHus u/wau email ¢
KOJIOM ITOATBEPIKACHUS, M BEPHET CEPBUCHBIC aTpuOYTHI instructions u context.
[Tpumep oTBeTa cepuca (TpeOyeTcs BBOJ MOIb30BATENIEM MPOBEPOUHBIX KOJIOB):

"context": "NIi..qQ",
"instructions": [
{
"mobile": "+79991234567",
"exp": 1690444604,
"attemts": 3,
"name": "mbl-enter-code"

"email": "ivan.ivanov@example.com",
"exp": 1690644970,

"attemts": 3,

"name": "eml-enter-code"
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}

CepBucC perucTpanuu MOXeT ObITh HACTPOEH TaK, YTO PErUCTPAIUs MOJIb30BATEIs
MIPOU3BOUTCS Cpa3y, a KOHTAKTHI B YUETHYIO 3aITUCh MPOIMCHIBAIOTCS TIOCIIE TIOATBEPKICHNUS, B
ATOM CITy4ae CEPBHC PETHCTPAINN BEPHET IMapaMeTphl 3apETUCTPUPOBAHHON YUETHOW 3aITUCH

(instanceld, subject, cookies), a Takxe HHCTPYKIIUU JUIsl OMIIIMOHAILHOTO TIOTBEPIKICHHS

KOHTAKTOB B y‘-ICTHOfI 3allucCHu.
{
"instanceId": "Yml..Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [
{
"name": "css",
"value": "t8 ..84"
}
1,
"instructions": [
{
"mobile": "+79991234567",
"exp": 1690444604,
"attemts": 3,
"name": "mbl-enter-code"

"email": "ivan.ivanov@example.com",
"exp": 1690644970,

"attemts": 3,

"name": "eml-enter-code"

Ipu nonyyennu uucTpykuuii eml-enter-code u/uau mbl-enter-code nysxHo 3ampocuTs y
M0JIH30BAaTE sl BBOJI KOJIa MTOATBEPIKACHUS, OTIPABICHHOr0 Ha email u Ha MOOWITbHBIN Tene(oH.
ITocite BBOA KaI0I0 KOJa BBI3BATH CEPBHC JUIS IIOATBEPIKICHHS KOHTAKTa, YKA3aHHOTO IIPH
peructpanuu, nepenaB B URL 3anpoca 3naueHune u3 mapamerpa Context, a B Tene 3anpoca —
BBEJICHHBIH MOJIH30BATEIEM KO TOATBEPIKIACHUS:

[Mpumep 3ampoca i moaTBepxaeHus email:
POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"email code":"269302"
}

ITprmep omIMOKH, €CIi BBEACH HEIIPaBUIIbHBIN KO IMOATBEep kacHus email:

"instructions": [
{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},

"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"
}
1,
"context":"kE6r..7g"

[Tprmep OIIMOKH, €CIM UCTEK CPOK ACHCTBYSI UITH MPEBBIIICHO YHCIIO TOMBITOK (Oyner

obmas ombka eml-expired):
{ "instructions": [
{ "email":"maill23@example.com",
"name":"eml-expired"
1;
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"mobile":"79988984169",
"exp":1655280756,
"attemts":3,"name":"mbl-try-again"
}
I
"context":"kE6r..7g"

[Mpumep 3ampoca AJsi HHUIIMAPOBAHUS IIOBTOPHOM OTIIpaBKH Koja 1mo email (B kauecTse

3HaYEHHS MapaMeTpa yka3aTh J11000i kon):
POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

{

"email code resend":"123456"

}

B citydae eciu email ycrenisHo moAaTBepkaeH, U OCTAIOCh MTOATBEPANTD TeleOH, TO B

OTBCTC CEPpBUCA UCUC3HCM MHCTPYKIU: PO IMOATBCPIKACHUC email, N OCTAaHCTCA TOJIBKO

WHCTPYKIHUS PO TenedoH:
{
"instructions": [
{
"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"
}
1,
"context":"kE6r..7g"

HpHMep 3arpoca Al IOATBCPIKACHU A Teﬂe(bOHa:
POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"sms code":"953568"

}
[Tpumep ommbKu, ecu BBEICH HETIPaBUIIBHBIN KO MOATBEPKIeHUS TenedoHa:

"instructions": [
{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},

"mobile":"79988984169",
"exp":1655280756,
"attemts":3,
"name":"mbl-try-again"
}
:| ’
"context":"kE6r..7g"

[Tpumep ommbKH, eciau UCTEK CPOK JIEHCTBUS:

"instructions": [

{
"mobile":"79988984169",
"name":"mbl-expired"
}
1y
"context":"kE6r..7g"

HpHMep OH_II/I6KI/I, €CJIM IIPEBBIMICHO YHMCJIO IIONBITOK:

"instructions": [

{
"mobile":"79988984169",

"name":"mbl-no-attempts"
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i
"context":"kE6r..7g"

[Mpumep 3ampoca AJsi ”HUIMUPOBAHMUS IIOBTOPHOM OTIIPaBKH Koja o SMS (B kauecTBe

3HAYCHUS MapaMeTpa yKazaTh JTI000H KO):
POST /blitz/reg/api/v3/users/YNx9..Dw HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

{

"sms_code resend":"123456"
}
Ecnu perucrpanus BeI3BIBATACH C TIOATBEPKICHHBIMUA KOHTAKTAMH HITH BCE KOHTAKTHI
ObLTH MOATBEP:KJICHBI B MIPOIIECCE PETUCTPAIUH, TO B pe3ysibTaTe BhI30Ba cepBuca B Blitz
Identity Provider Oyzaer 3apeructpupoBaHa y4eTHasi 3aIIMCh [TOJIb30BATENS C IPEIOCTABICHHBIMU
aTpuOyTamu u maposieM. CepBHC BEpHET MPUCBOCHHBIN YUETHON 3aIUCH UACHTH(DHUKATOD
moJs3oBares (Subject). Kpome toro, BepHercs psaa cepBUCHBIX aTpuOyToB (instructions, cookies
u context).
[Ipumep oTBera:
"instanceId": "Yml..Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [
{
"name": "css",
"value": "t8 ..84"
}
1,

"instructions": []

Perucrpanus moxer 3aBepmnThest omuOKoi. Torya B Tene oTBeTa OyaeT NOsSCHEHUE
npobnemsl. B wactnoctu, ecnu B Blitz Identity Provider Hapymiena yHukanbHOCTB aTpudyTa, TO
cooOrienue OyneT coepkaTh MEePEeUeHb MOJIEH, M0 KOTOPHIM HApYIIeHA YHUKAIBHOCTb.

[Tpumep oTBeTa ¢ coolmieHreM 00 OITHOKe:

"errors": [

{

"errMsg": "TakoM I[OJIb3OBATEJIb YyXE& 3aperucCTPUPOBaH.",
"field": "email"
} 4
{
"errMsg": "Takoy NOJIL30BaATEJIbE yXe 3aperucTpupoBaH..",
"field": "phone number"
}
i
"context": ""

[Mpumep 3ampoca (peructpanus ¢ noaTBepx)aAeHHBIME €éMail u TenedonoM ¢ mepenayeit

muaamudeckoro client_id):

PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{

"user": {

"attrs": {
"sub": "BIP-9TZYWXQ",
"family name": "MBaHOoB",
"given name": "UBar",
"middle name": "MBaHoBMU",
"email": {
"value": "ivan.ivanov@example.com",
"verified": true
}!
"phone number": {
"value": "79991234567",
"verified": true
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"credentials": {
"password": "Qwerty 123"
}
}I
"actions": [
{
"type": "bindDynClient",

"client id": "dyn~test-app~c84f26f3-10f3-4b85-abee-ad4cal2c41d26"

}
A.3.2. Tlouck y4eTHO# 3aIIMCH NOJIL30BaTeJIs

Jlnis moucka y4yetHoi 3anucu Heooxoanmo mMetonoM GET BbI3BaTh cepBuc 10 aipecy
https://login.company.com/blitz/api/vl/users. B xauectBe URL mapamerpa query nepenarb
HOMCKOBKIH 3ampoc B popme Resource Query Language (RQL)*.TlomnepxuBaroTes clieayomme
oTepaLuu:

— and — oJTHOBPEMEHHOE BBINIOJHEHHE TOUCKOBBIX YCIOBHUH;

— Or — albTEPHATUBHOE BBIIIOJIHEHUE ITOUCKOBBIX YCIOBUH (HapuMep, MOUCK MO Pa3HbIM
aTpubyTam);

— €(J — DpoBCpKa yCJIIOBH PaBCHCTBA.

[Ipu BBINOJIHEHUH NTOUCKA IO aTPUOYTY, UMEIOLIIEMY CTPOKOBOE 3HAaUEHUE,
pEeKOMEHIyeTCs SIBHO crienn(UIIMpoBaTh TUIN 3HaueHus. Hanpumep, string:02142527602.

HpI/IMep IIPOCTOr0 MOMCKOBOI'O 3a1Ipoca.
GET /blitz/api/vl/users?query=phone number=string:79991234567 HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

[Ipumep oTBerTa:

"instanceId":"Mzgb5..nU",

"attrs":{
"sub":"854436f6-af58-4a3f-8cb7-c2c44lebda’o",
"family name":"VBanos",

"given name":"VBan",
"middle name":"VBanoeuu",
"phone number":"79991234567",

HpHMep CJIOKHOI'O ITIOMCKOBOT'O 3anpoca:
GET /blitz/api/vl/users?
query=or (eq (phone number, string:79991234567),eq(phone number,string:79991112233)) HTTP/1.1
Authorization: Basic YXBwX21kOmFwcF9zZWNyZXQ=

Ecnu mouckoBbIi aTpuOyT SBISETCS CTPOKOM, COJIEpIKaIIeH CrieluaaIbHbIe CHMBOJIHI,
TaKUe KakK & | () =<>,, TO HEOOXOJMMO MPUACPKUBATHCS CIICIYIOLIETO aIrOPUTMa
9KPAHUPOBAHUS ¥ KOAUPOBAHUS TAPAMETPOB:
1. BBHINOJHUTH KOJUPOBAHKE BCEX 3HAUCHHH aTpUOYTOB — SKPAaHHPOBATH IPUCYTCTBYIOLIHEC
B IIapaMeTpax CIielualbHbie CHMBOJIBI. Hampumep, eciii BHIIOIHSIETCS TIOUCK 110
tenepony +7(999)1234567, To 3HaueHHE apamMeTpa JI0HKHO OBITh MPe0Opa30BaHO K
3HaueHuto +7%28999%291234567.
2. CoOpartb 00I1IyI0 CTPOKY JIJIsI IEpe/laud B KauecTBe mapaMeTpa qUery B 3armpoc.
Hamnpumep, phone_number=+7%28999%6291234567.
3. Bemoaauts URL-ENncode 3nauenus mapamerpa. Hamprumep, moayduTcs Takoe 3HaYCHHE
napamerpa — phone_number%3D%2B7%2528999%25291234567.

PesynbTHpyromnyii BEI30B cepBUCa MPUBEACH HUXKE:
GET /blitz/api/vl/users?query=phone number%3D%$2B7%2528999%25291234567 HTTP/1.1
Authorization: Basic YXBwX21kOmFwcF9zZWNyZXQ=

49 Cm.: https://github.com/kriszyp/rgl
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A.3.3. Iloanyyenne aTpudyTOB MOJIb30BATEJISA

JInst mosy4eHus: arpuOyTOB JIF0OOTO MOJIB30BATENS IO €r0 UACHTH(HUKATOPY HEOOXOIMMO
metosiom GET BBI3BaThH CEpBHC 110 aapecy
https://login.company.com/blitz/api/v3/users/{subjectid}.

Heobxonumsie paspemenust: blitz_api_user wiu blitz_api_sys_users.

B pesynbrare BeinonHenus 3amnpoca Blitz Identity Provider sepaer JSON, conepxaruumii
aTpUOyTHI MOJIb30BATEIIS.

[Ipumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a HTTP/1.1
Authorization: Bearer cNw..Nz

[Ipumep oTBerTa:

"family name": "MBanoB",
"sub": "d2580c98-e584-4aad-a591-97a8cf45cd2a",
"given name": "UVBan",
"locked": false,
"meta": {

"instanceId": "Mzg..Jl",

"unmodifiable": [

"sub"

]

B 6110ke meta nepenaroTcs MeTaaHHbIC yUeTHOM 3amucu. ATpu0OyT instanceld mysxen
JUISl BO3MOKHOCTH BBI30Ba B I1OCJIEYIOIEM CEPBUCOB U3MEHEHHUS aTpUOyTOB yUYE€THOM 3allUCH U
W3MEHEHUS MapoJIsl.

A.3.4. H3meHeHue aTpuOyTa y4eTHOM 3aNuCcH

J171s1 ”BMEHEHHSI CEKPETHOTO BOMPOCA M OTBETA HA CEKPETHBINA BOIIPOC HEOOXOIUMO
MeroaoM POST BBI3BaTh CEpBHC MO aapecy
https://login.company.com/blitz/api/v3/users/{instanceld}.

Heobxonumsie paspemenust: blitz_api_user_chg wiu blitz_api_sys_users_chg.

Temno 3arpoca J0JKHO COJACPIKAaTh 3HAUCHUSA U3MCHACMBIX anI/I6YTOB I10JIb30BATECIIA.

[Ipumep 3ampoca:
POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

{
"family name":"IleTrpos"
}

IIpumep oTBeTa:
"family name": "IeTpos",
"givenigame": "Ban",
"locked": false,

"sub": "5cffd68f-2cb8-4f7a-b0£3-9fa69%9alfbbcd",
"meta": {
"instanceId": "Mzg..Jl",
"unmodifiable": [
"sub"

]

[Ipu omrOKe BHIOIHEHUS 3a1poOca, YTO TepelaHHbIe 3HAUSHHsI aTpUOYTOB HE IPOIILTH
npoBepky, BepHercs omubdka HTTP 400 Bad Request. Bioskernsiit JSON B Tene orBeta Oyaer
BKJIOYATH!

— Tun oMok (type) — uMeeT 3HaueHue “input_error” Jyisd cy4aeB, KOTJa 3ampoc

COJIEP>)KUT HEKOPPEKTHOE MJIM HEJIOMyCTUMOE 3HAUEHUE;

— Koj omubkKu (error);
— TEKCTOBOE OIMHCAHUE OIIHOKH.
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Kobl o1mmmOoK v TEKCTHI OITMOOK MOTYT OBITH ONPEEICHBI CIISU(DUIHO AT Pa3TuIHBIX

aTpUOyTOB CBOU U ONPEICISATHCS PEATH30BAHHOM ISl aTPHOYTOB JIOTUKOM BaJIMIaTOPOB.
[Tpumep ommokwu:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "contact use violation",
"desc": "Validation mobile:79988887812 is failed.",
"pos": "mobile"

}

A.3.5. H3meHeHUue HOMepa MOOWIBHOIO Tejie)oHA

Jlist '3MeHeHus: Homepa MOOWITBHOTO TeneoHa Heooxoaumo metogoM POST BeI3BaTh
cepsuc 1o aapecy https://login.company.com/blitz/api/v3/users/{instanceld}.

Heob6xoaumsie pasperrenust: blitz_api_user_chg wmu blitz_api_sys_users_chg.
[IpenycMOTpeHBI CHEAYIOUIUE PEKUMBI U3MEHECHUS |

— HW3menenue Tenedona cpasy Ha MOATBEPIKICHHBII

— H3menenue tenedoHa ¢ MPOXOKIACHUEM MOATBEPKICHUS
Teno 3ampoca JOJKHO COAEpKaTh CIAETYIOIINUE MapaMETPhI:

— phone_number — MoGHIBHBII TenedoH, nepeaaeTcs B B COCTABHOTO OOBEKTA C
aTpudyTaMu:
e value — Homep tenedona B popmare 7XXXXXXXXXX;
e vrf— mpu3Hak, uto TeneoH NoATBEpKIeH — true.

IIpuMedyaHue — B OIIMYNAE OT CEPBUCA PETHCTPAIMH TIPU3HAK OATBEPIKIECHHOCTH
HaseiBaerca VIf, a ne verified.

HpHMep 3arpoca ¢ KISMCHCHHUCM Cpa3y Ha HO,Z[TBGp)K,Z[eHHLIﬁ:
POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer wzb..Tw
Content-Type: application/json

{
"phone number":
{
"value":"79991234567",
"vrf":true

}

[Ipumep oTBera:

"given name": "UBan",
"family name": "MBanHos",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"uid"
]
}I
"email": |
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone number": ({
"value": "+7(999)1234567",
"vrf": true

[Ipumep 3ampoca ¢ U3MEHEHHEM aTpruOyTa C IPOXOKIASHUEM TTOATBEPIKICHHUS .
POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
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User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 _15 5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537.36
Authorization: Bearer wzb..Tw
{
"phone number":{"value":"+79999999998","vrf":false}
}

[Ipumep oTBerTa:

"given name": "Mean",
"family name": "MBanom",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
}I
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"notes": {
"actions": {
"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 300,
"status": "code waiting",
"from": "+7(964)1234567",
"attr": "mobile",
"attempts left": 3,
"value": "+7(999)9999998",
"action": "validate mobile",

"created": 1598446512
}
by
"phone number": ({
"value": "+7(964)1234567",
"vrf": true

ITpumep 3ampoca Ha moarBepskacHue cMenbl (B URL ucmons3yercs action u state us

OTBETa CEPBHCA):
POST /blitz/api/v3/users/notes/validate mobile/ch El..yQ HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15 5)..
Authorization: Bearer wzb..Tw
{
"cmd": "code",
"value": "123456"

[Tpumep oTBera (ycHenHoe N3MEHEHHE):

"given name": "UBan",
"family name": "VBaHoB",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
by
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
by
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone number": {
"value": "+7(999)9999998",
"vrf": true

[Tpumep oTBeTa (HEMPAaBUIIBHBIN KOI):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"exp": 2592000,

"from": "+7(964)1234567",

"attr": "phone number",
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"msg": "wrong code",
"attempts left": 2,
"created": 16496954009,
"value™: "+7(999)9999998",
"action": "validate mobile"

ITpumep oTBeTa (HEMPaBUIIBHBIN KO ITOCIIE TOCICAHEH MOMBITKHI):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIwS5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"attr": "phone number",

"cause": "no attempts left",

"from": "+7(964)1234567",
"value": "+7(999)9999998",
"action": "validate mobile"

ITpumep otBeTa (KO MPOCPOUEH):

"state": "ch EludIwSfEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "phone number",

"cause": "code expired",

"from": "+7(964)1234567",
"value": "+7(999)9999998",
"action": "validate mobile"

}

A.3.6. H3meHeHue agpeca 3JIeKTPOHHOM MOYTHI

Jyist i3BMEHEHHUS ajjpeca dIEKTPOHHOU modTh HeoOxoaumo MetooM POST BrI3BaTh
cepsuc mo aapecy https://login.company.com/blitz/api/v3/users/{instanceld}.

Heobxomumsie paspemenwus: blitz_api_user_chg wmu blitz_api_sys_users_chg.
[IpeaycMOTpeHbI eIy IONUe PEKUMbI U3MCHCHHUS |

— HWsmenenue email cpasy Ha moaTBep K A€HHBIH

— H3menenne email ¢ mpoxoxIeHnEM MMOTBEPIKICHUS
Teno 3ampoca JOKHO COJIepkKATh CIACIYIOUINE TAPAMETPHI:

— email — agpec 37EeKTPOHHOM MOYTHI:
e value — azmpec 37EKTPOHHOI MOYTHI;
e vrf— mpu3Hak, 4TO agpec MOATBEPIKACH — true;

IIpumMeyaHnue — B OTJIMYUC OT CEPBHCA PETUCTPAIIUH MPU3HAK ITOATBEPKICHHOCTH
naseiBaercs VIf, a me verified.

HpI/IMCp 3arpoca ¢ U'SMCHCHUEM Cpas3y Ha HOI[TBGp)KI[CHHBIfI:
POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Authorization: Bearer wzb..Tw
Content-Type: application/json

{
"email":
{
"value":"mail@example.com",
"vrf":true

}

IIpumep oTBeTa:

"given name": "UVBan",
"family name": "MBanoB",
"meta": {
"instanceId": "Mzg5LW..2M",
"unmodifiable": [
"sub"
1
by
"mail": {
"value": "mail@example.com",
"vrf": true
by
"sub": "BIP-LIR6BO33XBBDHANEG6DZPUTYVME",
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"phone number": {
"value": "+7(999)1234567",
"vrf": true

HpHMep 3arpoca ¢ UISMCHCHUCM anI/I6YTa C MPOXOKACHHUEM HOI[TBep)K,Z[eHI/IH:

POST /blitz/api/v3/users/Mzg..Jl HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 5) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/83.0.4103.106 Safari/537.36
Authorization: Bearer wzb..Tw
{

"email":{"value":"mail@example.com", "vrf":false}

}
IIpumep orsera:

"given name": "UBan",
"family name": "VBazoB",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
by
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"notes": {
"actions": {
"state": "ch EludIw5fEDouy8wpT GVOJ7rLxKfZUi-G3blijf34yQ",
"exp": 86400,
"status": "code waiting",
"from": "aivanov+2@gmail.com",
"attr": "mail",
"attempts left": 3,
"value": "mail@example.com",
"action": "validate mail",

"created": 1598446512
}
}I
"phone number": ({
"value": "+7(964)1234567",
"vrf": true

[Mpumep 3ampoca Ha moarBepkaeHue cmensl (B URL ucnons3yercs action u state us3

OTBETAa CEPBUCA):
POST /blitz/api/v3/users/notes/validate email/ch El..yQ HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 15 5)..
Authorization: Bearer wzb..Tw
{
"cmd": "code",
"value": "123456"

[Ipumep oTBera (ycIenHoe N3MEHEHHE):

"given name": "Mear",
"family name": "MBanos",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"
]
}I
"email": {
"value": "mail@example.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone number": ({
"value": "+7(999)9999998",
"vrf": true
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}

IMpumep oTBeTa (HENpPaBUIIBHBIHN KOJI):

"state": "ch EludIwS5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"exp": 2592000,

"from": "aivanov+2@gmail.com",

"attr": "email",

"msg": "wrong code",

"attempts left": 2,
"created": 1649695409,
"value": "mail@example.com",
"action": "validate email"

[Tpumep oTBeta (HEMIPAaBUIIBHBIN KO ITOCIIE TIOCIEIHEH MOIBITKH):

"state": "ch EludIwS5fEDouy8wpT GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "email",

"cause": "no attempts left",

"from": "aivanov+2@gmail.com",

"value": "mail@example.com",

"action": "validate email"

[Tpumep otBeTa (KO MPOCPOUCH):

"state": "ch EludIwS5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"id": "ch EludIw5fEDouy8wpT GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "email",

"cause": "code expired",

"from": "aivanov+2@gmail.com",

"value": "mail@example.com",

"action": "validate email"

}

A.3.7. N3MeHeHne napoJisi 10JIb30BATEIEM

Jlnst m3MeHeHus maposisi Heo0XoIuMo BbI3BaTh MeToIoM POST cepBuc 1o aapecy
https://login.company.com/blitz/api/v3/users/{instanceld}/pswd.

YroObl y3HaTh 3HaueHue instanceld ams monmbp3oBarelis, HEOOXOJUMO MPEABAPUTEILHO
BbI3BaTh MeTo10M GET cepBuc mosryuenust arpu0yToB mosb3oBarens (A.3.3).

HeoOxonumsie paspemenust: blitz_api_usec_chg unu blitz_api_sys_usec_chg.

[Ipu cMeHe mapoJis B MOJIb30BaTENIbCKOM PEKUME HEOOXO0MMO MepeiaTh 3ar0JIOBKH €
IP-anpecom none3oBatens u User-Agent.

B crieHapum caMOCTOATENBHONM CMEHBI 1OJIb30BaTeNeM naposist B JIMuHOM KabuHeTe
BO3MOXEH cOpoc ceccuit monp3oBatens. [Ipu 3ToM MOXKET ObITh HEXKENATEIBHO, YTOOBI
MPOM30IIIEN BBIXOJ MOJI30BaTENsI C TEKYIIEro ycTpoiicTtBa/Opay3epa. Jlist Toro, 4ToObl yKa3arh
Blitz Identity Provider, uTo onpeneneHHoe yCTpOiCTBO HEOOXOIUMO COXPAHUTD M0 pe3yIbTaTaM
YCIICIIHOM CMEHBI MapoJist (He JIeNIaTh ¢ HETOo JIOrayT), HE0OXOIMMO B BBI30B CEPBUCA CMEHBI
napoJis mepeiaTh oT nprtokeHus 3arooBok IB-CIl-UA-ID ¢ unertudukaropoM TeKymero
yCTpOMCTBa MoJib3oBaTens. aeHTuhuKkaTop TeKyIero ycTpoicTsa noab30BaTeist MOKHO
MOJY4UTh U3 MapKkepa uiaeHTudukanyuu (cM. . 3.3.4).

Teno 3anmpoca TOHKHO CONEpKaTh CIEIyIOIINE TapaMeTphI:

— current — TekyIui mapojb MoJib30BaTeNs (TOJIBKO IIPH CMEHE MapoJis B
MI0JIb30BATEIHCKOM PEKUME — B 3TOM CIIydae ImapaMeTp JIOJKEH ObITh 0053aTEIbHO
nepesan);

— password — HOBBIii TapoJIb NOJIb30BaTeNs (HeoOs3aTenbHbIH napameTp). Eciau napamerp
He 3ajaH, To Blitz Identity Provider camocrosiTeibHO CreHeprpyeT HOBBII MapoJib;

— resetSessions — B ciry4ae eciii mapaMeTp He yKa3aH WM yKa3aH B 3HAueHUH true, To npu
CMEHe mapoJist Oy IyT aHHYJIMPOBAHBI BCE CECCHH IOJIb30BATENs M yIAICHBI 3alIOMHEHHBIE
ycrpoiictBa. Eciin Heo0XxoauMo TOJIbKO CMEHUTH 1apojib 6e3 copoca ceccuid, To
HEeo0XO0/IMMO SIBHO yKa3aThb mapaMerp B 3HaueHuU false;
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— sendPswdToALttr — ums atpubyTa ¢ TeaechOHHBIM HOMEPOM TSI OTIIPABKH MOJIb30BATEITIO
napoJs (HeoOs3aTenbHBbIN napamerp). Eciu mapaMmerp 3a7aH, TO MOJIb30BATENIO HA
tenedoH u3 ykazaHHoro arpudyta Oyner ormnpasiena SMS ¢ maposiem.

HpI/IMep 3arpoca (B IMOJIB30BATCIILCKOM PEKUME CMCHEI HapOJ'IH):
POST /blitz/api/v3/users/Mzg..J1/pswd HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15 5)a
Authorization: Bearer wzb..Tw
IB-CI-UA-ID: {SHA256}rVWmegRKWeW_le4CA4qu70hKZ32Da94mOkZWWSVS
{

"current": "QWErtyl23",
"password": "P@S$SSwOrd",
"resetSessions": false

HpHMep 3aIrpoca (B PEKUMC CMCHBI I1apOJIA CHCTCMOﬁ):
POST /blitz/api/v3/users/Mzqg..J1l/pswd HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa.Ez

{
"password": "P@S$SSwOrd",
"resetSessions": true

[Tpumep 3ampoca (oTmpaBka HOBOro naposst mo SMS ¢ aBToMaTuueckoi reHepamueit

mapoJs):

POST /blitz/api/v3/users/Mzg..Jl/pswd HTTP/1.1
Content-Type: application/json

Authorization: Bearer gwa.Ez

{

"sendPswdToAttr": "phone number"

}

B ciyuae ycnemnoro Bei3oBa Blitz Identity Provider sepuer kon HTTP 204 No Content.

Ecnu cmena mapouis 3aBepiimiachk ommokoi, To Blitz Identity Provider BepaeT
coobmenne 06 ommbke. Bozmoxxusl koxb! ormmbok HTTP 401 Unauthorized B cirydae ommoku
KOHTPOJIS IOCTyIa (HeMPaBUJIbHBIA MapKep IOCTYIa UM HEPABUIbHBIA TEKYILUH Mapoih
noss3oBarens) win HTTP 400 Bad Request (HOBBII maposib HE yIOBIETBOPSAET TPEOOBAHUAM
MapOJIbHOM MOJIUTUKH).

[Mpumep omMOKK C HEPABUIBHBIM TEKYIIUM MAPOJICM:

"type": "security error",
"error": "invalid credential",
"desc": "Wrong subject identifier or current password"

[Tpumep ommOKY ¢ HEMTPABIWIIBHBIM MapKepOM JIOCTYTIA!

"type": "security error",
"error": "bad access_ token",
"desc": "BEARER AUTH: CRID does not match"

[Ipumep ommbOKH, 4TO HOBBIN MAPOJIH HE COOTBETCTBYET MAPOIBHON MOJIUTUKE (CIUIIKOM

KOPOTKHH):
{
"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password's length must be greater than 6",
"pos": "password",
"params": {
"rule": "to short",
"low": 6

[Ipumep ommOKH, 4TO HOBBIN MAPOJH HE COOTBETCTBYET MAPOJIHHOM IOIUTHKE,

ycranoBiieHHO# B LDAP-kaTanore:
{
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"type": "input error",
"error": "password policy violated",
"desc": "Failed to update password\n",
"pos": "password",
"params": {

"rule": "id store"

}

[Tpumep ommOKH, YTO HOBBIN MAPOJIb HE COOTBETCTBYET MapOJIbHON MONUTUKE (HE

COJIEP)KUT TPEOYEMBIX TPYTII CUMBOJIOB):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password doesn't match enough symbols groups",
"pos": "password",
"params": {
"rule": "not enough groups",

"no matched groups": [
{
"desc": "password.policy.desc.digits",
"min number symbols": 1

"desc": "password.policy.desc.capital",
"min number symbols": 1

"desc": "password.policy.desc.special",
"min number symbols": 1

[Ipumep ommOKM, YTO HOBBIN MAPOJIb HE COOTBETCTBYET MAapPOJIbHOM MONUTUKE (TIApOJIb

paHee KCIOJIb30BaJICs):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password found in previous used ones",
"pos": "password",
"params": {
"rule": "in password history"

}

IIpumep ommbOKH, 4TO HOBBIN MAPOJIb HE COOTBETCTBYET NApOJIbHON MOIUTUKE (HOBBIH

MapoJib COBIAAET C TEKYIIUM):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "A new password can't be the same as the current",
"pos": "password",
"params": {
"rule": "eq current"

}

[Ipumep ommOKH, 9TO HOBBIN MTAPOIH HE COOTBETCTBYET MAPOIHHOMN MOIUTHKE (B HOBOM
HapoJie HeI0OCTATOYHOE YKMCIIO CHMBOJIOB OTIMYACTCS OT MIPEXKHEro0):
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{
"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "There are not enough new characters in a new password",
"pos": "password",
"params": {
"rule": "not enough new chars",
"minNew": 5

[Ipumep ommOKH, 4TO HOBBIN MAPOJIL HE COOTBETCTBYET MApOIbHON MOIUTUKE (I1apOJIb

BKJIIOYACT BXOXKXACHUEC U3 CJI0BApP: 3alIPCIICHHBIX Haponep”l):
{
"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password contains a word from the stop dictionary",
"pos": "password",
"params": {
"rule": "in stop dic",
"stop word": "gwerty"

[Tpumep ommOKH, 4TO HOBBIN MAPOJIL HE COOTBETCTBYET MApOJIbHON MOIUTUKE (T1apOJIb

COBIAJIaET CO CIIOBAPHBIM):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password found in a password dictionary",
"pos": "password",
"params": {
"rule": "in password dic"

}

[Tpumep ommOKH, 9TO HOBBIN MAPOJIH HE COOTBETCTBYET MApOJIHHON MOIUTUKE (T1apOIIh

M3MEHEH paHee pa3peleHHOTO CPOKa):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "password policy violated",
"desc": "Password is too young",
"pos": "password",
"params": {
"rule": "too young",

"minAgeInSec": 86400

[Tpumep ommbOKu, YTO IEpeIaHHBINA aTPUOYT IS OTIIPABKY MMApOJIs HE CYIIECTBYET:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
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"error": "wrong value",
"desc": "Wrong mobile attribute 'phone number wrong'",
"pos": "sendPswdToAttr"

[Ipumep ommOKH, 4TO y MOJIL30BATENS HE 3aJaH aTpUOYT C Tee(hOHOM JUIS OTIIPABKU

napoJisi Ha TesnedoH:
{
"type": "input error",
"error": "wrongivalues",
"errors": [
{
"type": "input error",
"error": "wrongivalue",
"desc": "User not contains mobile attribute 'phone number'",
"pos": "sendPswdToAttr"

}

A.3.8. N3MeHeHHe napoJisi BeAOMOI y4eTHOM 3aNMcH NO0JIb30BaTesl

H3MeHenune naposisi BEIOMOM yYETHOM 3alMCH MOJIb30BaTENS ¢ TOMOIIBIO BEAYIIECH
YUETHOM 3alKcH NoJib3oBaress ocyuectsisercs merogoM POST no agpecy
https://login.company.com/blitz/api/v2/users/{subjectld}/password, rae subjectld — sto
unentudukarop (Sub) Bemomoii ydaetHo# 3anucu. B 3ampoc nomkeH ObITh J0OABJIEH 3aroJ0BOK C
MapKepoM J0CTyma Ha paspenienue ¢ umeHeM blitz_change _password, nonydennbsiv Bemyeit
y4eTHOM 3anuchio. Benymuii moib30BaTenb MOXKET BbI3BAaTh CMEHY MAapOJIsl BEAOMOTIO TOJIBKO
€cJIi paHee BeAylLIeMy 10JIb30BaTEI0 ObUIO 1aHO MPaBO Ha U3MEHEHUE MapoJIst
change_password (cm. A.5.4).

Teno 3anpoca JOMKHO conepxkath arpudyT value co 3HaueHHeM HOBOT'O MapoJIs.
[lepenanHblii Mapoiab 10JIKEH COOTBETCTBOBATH TPEOOBAHUSIM HACTPOESHHOM MapoIbHOM
MTOJIUTHKHU.

[Ipumep 3ampoca:
POST /blitz/api/v2/users/c574a512-3704-4576-bc3a-3fe28b636e85/password HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json

{"value" :"QWErtyl234"}

[Mpu ycnerHoii cmeHe napois cepsuc BozBpamiaer craryc HTTP 200 (OK).
[pu Hanmu4uu omMOKK CEPBUC BO3BPALIAET OMUCAHNE TTOJYIEHHON OIIHOKH.
[Ipumep oTBeTa ¢ 0OHAPYKEHHBIMH OITUOKAMH:

"errors": [

{

"code": "access_denied",
"desc": "Not enough rights: change password",
"params": {}

}

A.3.9. Copoc ceccuii moab30BaTeIst

Jliist cOpoca ceccuit moab30BaTeNst HE00X0IMMO BbI3BaTh MeToioM POST cepBuc 1o
anpecy https://login.company.com/blitz/api/v3/users/{subjectld}/sessions/reset.

Heobxomumslie paspemenus: blitz_api_usec_chg wau blitz_api_sys_usec_chg.

[Ipu cmMeHe mapoJisi B M0JIb30BaTENIbCKOM PeKUME HEOOX0MMO MepeiaTh 3aroJOBKH €
IP-anpecom nonw3oBatens u User-Agent.

B cuenapun camoctosiTennbHOTO cOpoca ceccuil moab3oBatesieM B JInuHoMm kabuHeTe
MOKET GLITL HEXKCJIATCIIbHO, I-ITOGI:I MMPOU30LICIT BBIXOJ MOJIb30BATCIIA C TCKYILICTO
yctpoiictBa/Opaysepa. Jlist Toro, uto0sl ykaszats Blitz Identity Provider, uto onpenenennoe
YCTPOHCTBO HEOOXOMMO COXPAHUTH IO pe3yJibTaraM cOpoca ceccHii (He JenaTh ¢ Hero JIoTayT),
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HEOOXOAMMO B BBI30B CEpBHUCa cOpoca ceccuil mepenarb oT nprioxkeHus 3aronoBok 1B-Cl-UA-
ID ¢ upeHTHPHUKATOPOM TEKYIIETO YCTPOUCTBA MOJIb30BaTelsl. MneHTudukarop Tekyiero
YCTpPOMCTBA MOJIH30BATENS MOYKHO MOJyYUTh U3 Mapkepa uaeHTuukanuu (cm. . 3.3.4).

[Tpumep 3ampoca (B MOJB30BaTEIBCKOM PEKUME):
POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/1.1
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 15 5)..
Authorization: Bearer wzb..Tw
IB-CI-UA-ID: {SHA256} rVWmegRKWeW_le4CA4 yuW70hKZ32Da94m0kzwWsVs

HpHMep 3arpoca (B PEKHUME BbI3OBA CHCTCMOﬁ):
POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa.Ez

B cnyuae ycnenmnoro Bei3oBa Blitz Identity Provider sepuer koq HTTP 204 No Content.
COpoc ceccuii IpUBEIET K AaHHYJIUPOBAHHIO PaHEE MOIYUYCHHBIX MAPKEPOB JOCTYIA K MAPKEPOB
OOHOBJICHHUS TEKYIIETO MOJIb30BATEIIS.

A.3.10. IIpoBepka HATMYHA Yy N10JIb30BaTE/IsI KOHTPOJIBHOI0 BOIIPOCA

JU1s IpOBEpKU TOTO, HACTPOECH JIHM Y MOJIb30BATENs] KOHTPOJIBHBINA BOIIPOC, HEOOXOAUMO
BbI3BaTh MeToIoM GET cepBuc mo ampecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn. Eciu KOHTpOJIbHBIN BOIPOC
3a/laH, TO B OTBET Oy/IET MOJTY4YeH TEKCT KOHTPOJIIBHOTO BOIIPOCa.

Heobxoaumsie paspemenwus: blitz_api_usec niwm blitz_api_sys_usec.

IIpumep 3amnpoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBeTa, eciii KOHTPOJIBHBIN BOMPOC 3a/1aH:

"question": "Kak 3BajiuM BamweTro HepBOIro nmromua'

Eciu KOHTpOIbHBIN BOMPOC HE 3a1aH, TO BepHeTcs ko omuoku 404 Not Found.
A3.11. IIpoBepka oTBeTa HA KOHTPOJILHBIN BONIPOC

J111st IpoBEepKM OTBETA HAa KOHTPOJIBHBIM BOIPOC HEOOXOIMMO BBI3BaTh MeTogoM POST
cepauc 1o aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn/check. B
BBI30B HEOOXOAMMO TepeaTh KOHTPOJIbHBIN Bopoc (question) u oTBeT Ha Hero (answer).

Heobxonumsie paspemenust: blitz_api_usec nium blitz_api_sys_usec.

[Tpumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn/check HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

{
"question": "Kak 3BajM Bawero nepBoro omuromua',
"answer": "Turp"

B ciydae ycnemrHo# npoBepku Borpoca u oTBeta BepHeTcs koa 204 No Content.

ITpumep omuOKH, e€Clii He CoBIai KOHTpoJIbHBIN Borpoc (400 Bad request):

"type": "process_error",
"error": "wrong_ security answer",
"desc": "security question not match"

[Tpumep omuOKH, €CITM HE COBITAJ OTBET Ha KOHTPOJIbHBIH Bompoc (400 Bad request):

"type": "process_error",
"error": "wrong security answer",
"desc": "security answer not match"

74



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

[Ipumep omuOKH, €CITH KOHTPOJIBHBIA BOIPOC y MoJb30Barest He ycranosien (400 Bad
request):
{

"type": "process_error",
"error": "wrong security answer",
"desc": "security question not found"
}
A3.12. YcranoBka MM U3MEHEHHE KOHTPOJBHOI0 BOIPOCA MOJIb30BaTeJIs

I[JISI YCTaHOBKU HJIM USMCHCHUSA KOHTPOJIbHOI'O BOITPOCA IMMOJIb30BATCIIA HCO6XOIII/IMO
BbI3BaTh MeTosioM POST cepBuc 1o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn. B BbI30B He0OX0AUMO
nepeaarh KOHTPOJIbHBIN Bompoc (question) u otBeT Ha Hero (answer).

Heobxoaumsie paspemenwust: blitz_api_sys_usec_chg wuu blitz_api_sys_usec_chg.

HpI/I BBI3OBC B IMOJIb30BATCIILCKOM PCIKUME HGO6XOZ[I/IMO nepeaaTb 3aroJIOBKu €
IP-anpecom nonw3oBatensa u User-Agent.

[Tpumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Content-Type: application/json
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15 5)..

{
"question": "Kak 3BajyM Bawero nepBoro omuromua'",
"answer": "Turp"

B ciydae ycnenrHolt ycTaHOBKM KOHTPOJIBHOTO Borpoca BepHercst ko 204 No Content.
A.3.13. YnajleHue KOHTPOJBLHOI0 BONIPOCA

UTo0b! yIanuTh KOHTPOJIBHBIA BOMPOC U3 YUETHOW 3alMCH TOIB30BATENS, HEOOXOIHUMO
BbI3BaTh MeToioM DELETE cepuc no agpecy
https://login.company.com/blitz/api/v3/users/{subjectld}/secQsn.

Heobxomumsie paspemenwus: blitz_api_usec_chg wmu blitz_api_sys_usec_chg.

[Ipu BBI30BE B MOJIB30BATEIHCKOM PEKUME HEOOXOIUMO MepeIaTh 3ar0JI0BKH C
IP-anpecom nonw3oBatens u User-Agent.

ITpumep 3ampoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)a

[pu ycnemnom Beimonnenuu cepsuc sepuer HTTP 204 No Content.
A3.14. IIpoBepka COCTOSIHUA PEKMMOB Ay TEHTH(PHUKALUH

MO>KHO IPOBEPUTH COCTOSTHHS CIETYIOLINX PEKUMOB ayTeHTU(UKAIIMN YUeTHON 3aIiCH
— BKJIIOYEHA JIU Y [I0JIb30BaTENs IByX(PaKTOpHas ayTeHTU(UKALUS;
— YCTaHOBJIEH JIM Y TIOJIb30BATENs IPU3HAK HEOOXOIMMOCTH CMEHBI MapOJIs;
— YCTaHOBJIEH JIM Y TIOJIb30BaTEJIs BPEMEHHBIN 3aIIPET M0 BXO/AY C UCIIOJIb30BaHUEM
OTIpeITICHHOTO0 METO/Ia BXO/1a.
JU1st IpOBEPKU COCTOSIHUS PEXKUMOB ayTEHTU(HUKAIIMM HEOOXOIMMO BbI3BAaTh METOJOM
GET cepsuc mo aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/auth.
Heobxomumsie paspemenwus: blitz_api_usec nim blitz_api_sys_usec.
B otBer OyayT nmosyyeHsl claeayroIue peXKUMBI .
— requiredFactor — npu3Hak BKIFOYEHHOH IBYX(paKkTopHOH ayTeHTH(UKamu. Moxer
OPUHUMATD CJEIyIOIINe 3HAYCHUS:
o omcymcmeyem, () unu 1 — BBIKITIOUEH
e 2 — BKiIIOYEH (Tpedyercs 2-it paKkTop ayTeHTU(PUKAIIHH )
— needPasswordChange — npu3Hak HEOOXOAMMOCTH CMEHBI TAPOJIsl TPU BXOJIE,;
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— methodsLocked — criucok 3a0I0KUPOBaHHBIX METOIOB ayTCHTU(DUKAIIUH — I10JIH30BATEIb
HE MOYET MCIT0JIb30BaTh HMEHHO 3TH METO/IbI BX0/1a, HO MOYKET UCIOJIb30BaTh
OCTaJIbHBIC.

ITpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep otBera:
"requiredFactor": 2,
"needPasswordChange": true,

"methodsLocked": ["password"]

}

A.3.15. HN3meHeHue pexuMOB ayTEeHTH(PUKALNH

JInst i3MEHEeHUs pSKUMOB ayTeHTH()UKAIIMK TI0JIb30BaTeIsi HEOOX0AMMO BBI3BATh
metogoM POST cepsuc mo aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/auth.
Heobxomumsie paspemenwust: blitz_api_usec_chg wuu blitz_api_sys_usec_chg.
ITpu U3MEHEHNH HACTPOMKH B MOJIH30BATEIBCKOM PEXHMME HEOOXOIUMO MEpeIaTh
3arosioBkH ¢ IP-agpecom nonb3oBatens u User-Agent.
Tero 3ampoca MOXET CoepkKaTh CIEAYIOIIHE TapaMeTphl:
— requiredFactor — nmpu3Hak BKIIOYEHHOH IBYX(pakTopHOH ayTeHTH(UKamu. Moxer
NPUHUMATh CIICAYIOIIUC 3HAUCHHS
e null — BeIkTIOUYCH
e 2 — BkitoveH (Tpelyercs 2-i pakrop ayreHTH(DUKAINN)
— needPasswordChange — npu3Hak He0OXOIUMOCTH CMEHBI TIAPOJIS TIPH BXOE —
JOMyCTHMa TOJIBKO Tepeiaya 3HaueHus true;
— methodsLocked — criucok 3a010KUpOBaHHBIX METOJIOB Ay TCHTU(DHUKALIUU — TTOJIb30BATEIb
HE MOXET MCIOJIb30BaTh HMEHHO 3TH METOJIbI BXO/[a, HO MOKET UCIIOJIb30BATh
octanbpHble. B Hactosmmit MmomeHT Blitz Identity Provider momnep kuBaeT TOIbKO
OJIOKMPOBaHKE MCIIOIB30BaHMS TAPOIBHOTO BXoa (password).

ITpumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) e
Content-Type: application/json

{

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

[Ipumep oTBerTa:

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

Ipumep ommbxku HTTP 400 Bad Request (eciu y mop30Bartestst He HACTPOSH HU OJHH

METO/I AJIsi BTOPOTO (hakTopa ayTeHTU(DUKAIUH ):
{

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "has not sf methods",
"desc": "User 'd2580c98-e584-4aad-a591-97a8cf45cd2a’ has not any second factor
method",
"pos": "requiredFactor"
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A.3.16. IIpoBepka Hasmums y noJib3oBarteisi npussasku TOTP-renepaTropa

JUiIst IPOBEPKHU TOTO, HACTPOEH I y moJb3oBarens TOTPY -reneparop koa0B
MTOATBEPKICHUS, HEOOX0AMMO BbI3BaTh MeTogoM GET cepsuc 1o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps. Eciau MeTo1 HACTPOEH, TO B OTBET
OyIyT TOTy4YeHBI €ro HACTPOUKH.

Heobxonumsie paspemenust: blitz_api_usec nium blitz_api_sys_usec.

ITpumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBerTa:

"id": "SW_TOTP 1 d2580c98-e584-4aad-a591-97a8cf45cd2a",
"len": o,
"name": "Google Authenticator"

]

A.3.17. Ipusszka TOTP-reneparopa

[MpuBsizka k ydeTHO# 3anmucu nonb3oBarens 1 OTP-reneparopa ocymiecTBiseTcs B 1Ba
JTamna:

— 3amnpoc B Blitz Identity Provider QR-koa 1 CTpOKH MPUBSA3KH
— TloxaTBepkaeHue perucTpanuy NpUBSI3KU

Heobxomumsie paspemenwust: blitz_api_usec_chg wau blitz_api_sys_usec_chg.

[Ipu u3MeHEeHNN HACTPOMKH B MOJIB30BATEIILCKOM PEKUME HEOOXOIUMO TIepeaaTh
3arosioBku ¢ [P-agpecom nons3oBatens u User-Agent.

Ha mepBoM sTare npuinoskeHue 10KHO BbI3BaTh MeTooM GET cepBuc o anpecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/attach/qr. B orset ot Blitz
Identity Provider 6yayT momyuyeHs! aTpuOyThI:

— base64QRCode — QR-ko mpUBS3KH TeHepaTopa, KOTOPhIN HY)KHO 0TOOpa3UTh

TI0JIb30BATEIIO;

— base32Secret — cekpeTHas cTpoKa MPUBS3KH T'eHEpaTopa, KOTOPYIO HYKHO OTOOPa3HUTh

MOJIB30BATEINIO, €CJIM eMy HeynoOHo Oyaet hororpadupoBars QR-ko/, ¥ OH NpeAnouTeT

BBECTHU KO/ IPUBS3KH B T€HEPATOP BPYUYHYIO.

IIpumep 3amnpoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/attach/qr HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

IIpumep orsera:

"base64QRCode": "iVB..g==",
"base32Secret": "W2470HVTPPTIAOXMGKKG6Z7BZ3DEYWO74"

Ha BTopom sTtamne npunoxkeHue 10JpKHO BbI3BaTh MeTogoM POST cepBuc o aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/attach/qr.
Teno 3anmpoca OHKHO CONEpKaTh CIEIYIONINE TapaMeTphl:
— base32Secret — cekpernas crpoka nnuipanusanuu TOTP-reneparopa;
— otpCode — kox moATBEPXkKICHHUS, BBIpAOOTaHHBIIT reHepaTopoM 1o ainroputmy 1OTP ot
CTpPOKH SECret u TeKyIero BpeMeHHOTO CIIOTa;
— name — orobpaxkaemoe umsi TOTP-reneparopa (HeoOs3aTeNbHO).

[Ipumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/attach/qr HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Content-Type: application/json
X-Forwarded-For: 200.200.100.100

%0 RFC 6238 «TOTP: Time-Based One-Time Password Algorithm», cm.: https://tools.ietf.org/html/rfc6238
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User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) e

{
"base32Secret": "W2470HVTPPTIAOXMGKK6Z7BZ3DEYWO74",
"name": "Google Authenticator",
"otpCode": "123456"

[Ipumep otBerTa:

"base64QRCode": "iVB..g==",
"base32Secret": "W2470HVTPPTIAOXMGKKG6Z7BZ3DEYWO74"

B ciyuae ycnemrnoro BeimosaHerus cepsuc Bepaer HTTP 204 No Content.
B cnyuae omm6ku cepsuc Bepuer HTTP 400 Bad Request.
[Tpumep ommOKy, eciu IepeaH HeMPaBWIBHBIN KO

"type": "process error",
"error": "wrong otp_ code"
1
A.3.18. VYaanenue npussizku TOTP-reneparopa

UroOs! ynanuts npuBsa3ky TOTP-reneparopa K y4eTHON 3alTUCH TOJIb30BATEs,
HeoOxoaumo Be3BaTh MeTogoM DELETE cepBuc mo anpecy
https://login.company.com/blitz/api/v3/users/{subjectld}/totps/{id}, rae B kauectBe id ykaszats
UACHTU(DUKATOP MPUBSI3KY, TOIy4eHHBIN B mi1. A.3.16.

Heobxomumsie paspemenust: blitz_api_usec_chg wuu blitz_api_sys_usec_chg.

[Ipu BBI30BE B MOJIB30BATEIHCKOM PEKHUME HEOOXOIUMO MepeIaTh 3aroJ0BKH C
IP-anpecom monw3oBatens u User-Agent.

IIpumep 3amnpoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps/SW_TOTP 1 d2580c98-e584-
4aad-a591-97a8cf45cd2a HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

[pu ycnemnom BeimonHenuu cepsuc Bepaer HTTP 204 No Content.
A.3.19. IIpoBepka cOCTOSIHUS Y4eTHOM 3aNIMCH

MOKHO POBEPUTH COCTOSIHUE YUETHOM 3aIUCH
— 3a0JIOKMPOBAaHA JIM y4€THas 3alliCh IO IPUYUHE HEAaKTUBHOCTH,
— SIBJSIETCS T YYETHAS 3alHCh HEOIOKUPYEMOM 10 MPUYHNHE HEAKTHBHOCTH.

JUJ1st IpOBEPKU COCTOSIHUS YUETHOW 3aITMCH He00X0AMMO BbI3BaTh MeToioM GET cepBuc

o azapecy https://login.company.com/blitz/api/v3/users/{subjectld}/state.
Heobxonumsie paspemenust: blitz_api_usec wium blitz_api_sys_usec.
IIpumep 3amnpoca:

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[IprMepbl BOBMOKHBIX OTBETOB IIPUBEICHBI B TaOIHIIE:

Tabauya 11 — Ilpumepvl omeenog ¢ 803MOHCHBIMU COCHOAHUAMU YUEMHOU 3aNUCU

Ne | IIpuMepbl 0OTBETOB Onucanne

"name": "initial"
} 3aIUCh TOJIBKO CO34aHa UJIK €II€ HE UCIIOJIb30BaJIaCh 0O BXOAa C

MOMEHTA NOsIBICHUS PYHKIHN)

1 |t CocrosiHE YYETHOH 3alKCH elle He HHULNAIN3UPOBAHO (yUeTHas

2. | U v waetiven VuerHas 3amuch aktiBHa. B mapametpe checkedOn xpauuTcst
name " : active’”, o
"eheckedOn™: 1688106755 BpEMEHHAS OTMETKA MOCIIECTHEH MPOBEPKU COCTOSHUS.
}
3. | ‘ o YueTHas 3anmuch 3a0JJOKHPOBaHA 110 IPUYHHE JITATESITHLHON
"name": "inactivityLock",
non": 1688106646 HEaKTHBHOCTH. B mapameTpe ON xpaHUTCS BpeMsi OJOKHPOBKH.
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4, | 1 VueTHast 3aITUCh HAXOANUTCS B CIIMCKE MCKITIOYEHUM U HE MOJKET
"name": "untouchable",
G aTA%y G EEELOETEE OBITH 320JIOKHPOBAHA [0 IPHYUHE HEAKTUBHOCTHU JI0 HACTYTLICHHUS

} natel 13 napamertpa till. Eciun mapametp till orcyretByer, To

ydeTHasl 3alKMCh HE MOKET ObITH BOOOIIIE 3a0JJ0KHPOBaHa 110

IIPUYINHEC HCAKTHUBHOCTH.

A.3.20. HN3meHenne cocTossHUSA y4eTHOM 3anMcH

JIist i3MEHEHUS COCTOSIHUS YUETHOM 3aIMCH T0JIb30BaTelIsl HEOOXOIMMO BbI3BATh
metosom POST cepBuc mo aapecy
https://login.company.com/blitz/api/v3/users/{subjectid}/state.

Heobxomumsie paspemenus: blitz_api_sys_usec_chg.

Tero 3ampoca MOXKET COACPKATH CIEAYIOIINE MapaMETPBI:

— name — HazHaYaeMoe COCTOSTHUE. MOKHO HAa3HAYUTh TOJIBKO cocTossHME untouchable;
— till — HeoOs3aTeNBHBIN TApaMeTP, B KOTOPOM MOXHO yKa3aTh BpeMsi, 0 KOTOPOTO

YUYETHOH 3amKcy HazHayaeTcs cocTosiaue untouchable. Ins ormensr coctosiHust

untouchable mosxHo HasHaunTh mapametpy till Tekyiee Bpems.

[Ipumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCONz
Content-Type: application/json

{

"name": "untouchable",
"till": 1689106755

B cnyuae ycnemroro Bei3oBa Beprercss HTTP 204 No Content.
A3.21. [HonyvyeHnne cnucKa NPUBA3AHHBIX BHEIIHUX MMOCTABIIUKOB

UT0oOBI MOTYYUTH CIICOK MPUBSA30K YUETHBIX 3allMCEH BHEITHUX ITOCTABIIIMKOB
HUICHTH(UKAIIMY K YIETHOW 3aIMCH T0JIb30BaTEIIsA, HEOOX0MMO BhI3BaTh MeTogioM GET cepBuc
o axpecy https://login.company.com/blitz/api/v3/users/{subjectld}/fa. B orBeT OyayT mosy4eHs
T 1 umMs npussizku (fpType u fpName) u unentudukarop npusssku (Sid).

Heobxomumsie paspemenust: blitz_api_ufa wmu blitz_api_sys_ufa.

[Ipumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUmG1j4
Cache-Control: no-cache

[Ipumep oTBerTa:

"sid": "1000347601",

"fpType": "esia",
"fpName": "esia 1"
} 4
{
"sid": "1234",
"fpType": "tcs",
"fpName": "tcs 1"
}
]
A.3.22. Co3naHue HOBOII MPUBA3KYU BHEIIHET0 MOCTABIIMKA MPHU U3BECTHOM
uIeHTU(PuUKaTOpe

Ecnu BXxox yepe3 BHEUTHHIA TOCTABIIUK UIACHTU(DUKAIIMH TPOU3BEICH paHEe HHBIMH
Cpe/ICTBaMU M W3BeCTeH UACHTU(UKATOP (Sid) yueTHOM 3amicy BO BHEIIIHEM ITOCTABIUKE
WUICHTH(UKAIIIH, TO JIJIS TIPUBSI3KHA YYETHOM 3aIMCH BHEIIHETO ITOCTABIIUKA HUICHTH(PUKAIIIN K
YYETHOM 3aMKCH MOJIb30BaTeNs He00X0AUMO BbI3BaTh MeTogoM POST cepBuc o ampecy
https://login.company.com/blitz/api/v3/users/{subjectld}/fa/{fpType}/{fpName}/{sid}, rue B
KadyecTBe mapameTpoB nepeaaercs guid monp3oBarens (subjectld), Tum BHerHero mocrabmmka
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(fpType), ums BuemHero mocrasinuka (fpPName) u uneHTHdGHUKATOp YUETHOM 3aITMCH BO BHEITHEM
mocrasiuke (Sid).
Heobxonumsie paspemenust: blitz_api_ufa_chg wnum blitz_api_sys_ufa_chg.

[Tpumep 3ampoca:
POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa/tes/tes_1/1234 HTITP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUmGij4

B cnyuae ycnemnoro Bei3oBa Bepuetcs 204 No Content.
A.3.23. Co3naHue HOBOIl MPUBA3KYU BHEIIHET0 MOCTABIINKA

[IpuBsi3Ka K y4eTHOW 3aITUCH BHEUTHETO MOCTABIINKA TP HEM3BECTHOM HUICHTU(DUKATOPY
YUYETHOH 3aIiCH BO BHEIIHEM ITOCTABIIMKA OCYIIECTBISICTCS B JIBa ATaIa!
— 3anpoc WHCTPYKIMH MPUBI3KH
— BrmonmHeHne NpUBS3KU
Ha nepBoM aTare npuiiokeHue J0KHO BeI3BaTh MeTogoM POST cepBuc mo agpecy
https://login.company.com/blitz/api/v2/users/current/fa/bind.
Teno 3anmpoca MOHKHO CollepKaTh CIIEIYIOIINE TapaMeTphI:
— fp — upenTudUKaTOp NMOCTABIIMKA, CBS3b C MPOPHIEM KOTOPOTO JA0JIKHA OBITh
YCTaHOBJICHA;
— callback — axgpec, Ha KOTOpBI JOIKEH OBITH BO3BpAILCH MOJIH30BATENb ITOCIIE YCIECITHOM
NPUBS3KH aKKayHTa COLICETH;
— isPopup — TpeOyeTcst 11 OTKPBITHE CTPAHUIIBI TOCTABINNKA HACHTH(GHUKAIIUKE B pOpup-
OKHE (OMIIMOHANIBHO).

ITpumep 3amnpoca:
POST /blitz/api/v2/users/current/fa/bind HTTP/1.1
Authorization: Basic ZG51dm5paylO0ZXNOLmlvcy5ydTphUU56S0JuY2VBQVQwelg
Content-Type: application/json

{
"fp": "vk:vk 1",
"callback": "https://app.company.com/callback"

B otBer ot Blitz Identity Provider 6ymet monyuen mapametp redirectTo ¢ cchuikoii, Ha
KOTOPYIO HEOOXOAUMO HAMPABUTh MOJB30BATENSI B Opay3epe [UTsl BBITOJHEHUSI BTOPOTO 3Tara u
CO3JIaHUs TIPUBSA3KH YICTHOH 3aITUCH TTOJIH30BATENS K BHEITHEMY MTOCTABIINKY MICHTH(DHUKAIIHH.

[Ipumep oTBeTa:
{

"redirectTo":
"https://oauth.vk.com/authorize?state=5c415063-al153-424c-af9¢c-023a6bbf1892&scope=email&redirect u
ri=https%3A%2F%2Flogin.company.coms2Fblitz%2Fapi%2Fuserss2Fcurrent%2Ffps%2Fbind%2Fcb%2Fvk$2Fvk 1&
client 1d=55662866&v=>5.52&response type=code"

}

A.3.24. YaajeHue NpUBSA3KU BHELIHEr0 MOCTABIINKA

YT0oObI yIaIUTh MPUBS3KY BHEITHETO MOCTABIIKKA K [TOJIb30BATEIIO0, HEOOXOAUMO
BbI3BaTh MeTosiom DELETE cepBuc mo aapecy
https://login.company.com/blitz/api/v2/users/{subjectld}/fa/{fpType}/{fpName}/{sid}, rae B
KadyecTBe mapamMeTpoB nepeaaercs guid monp3oBarens (subjectld), Tum BHerHero mocraBmmka
(fpType), umst BHemHero moctasuka (foName) u uaeHTHGHKaTOp YUETHOM 3alICH BO BHEIITHEM
nocrasiuke (Sid), monydennsiii B m. A.3.21.

ITpumep 3ampoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cfd45cd2a/fa/tes/tes 1/1234 HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQOmlXTplXLUFD105TUmG1j4

A.3.25. TlorydyeHue MapKepa J0CTyNa MOJIb30BATEJIsA

Meton
GET /api/v3/users/S${subjectId}/fedToken/${fedPointType}/${fedPointName}

HCIIOIB3YETCS IS MONYYEHHS aKTyalIbHOI'O MapKepa JOCTyIIa MOJIb30BATENS BO BHEIITHEM
IIOCTABIIUKE I/I}leHTI/I(i)I/IKaHI/II/I C THIIOM $ { fedPointType} U HMEHEM S { fedPointName}.
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Mapxkep JoCTyIa CUUTAETCs AKTyaJIbHBIM, €CIIM BpPEMsl )KU3HU 00JIblIe MUHUMAIbHO
nonycrumoro (o ymonuanuto 30 cexynn). Ecnu Mmapkep goctyna HeakTyaseH, HO BMECTE C HUM
ObUT COXpaHEeH MapKep OOHOBJICHHUS, TO IIPOUCXOAUT MOMBITKAa OOHOBJICHUSI MapKkepa JocTyna. B
ClIy4yae yJJa4yHOU MOMBITKH JAHHBI METOJI BBIAAET HOBBIM MAapKep AOCTYyIIA.

[TomrydeHnne mapkepa BO3MOKHO TOJIBKO JUISl TEX MOCTAaBUIMKOB, Y KOTOPBIX BKJIIOYEHA
HAaCTPOMKA 3anoMMHATE MAapPKEDHL.

HeoGxonumble pazpemienust: fed tkn any WU

fed tkn ${fedPointType} ${fedPointName}.
J171st TOro 4T0OBI MPUIIOKEHHE MOTJIO 3alPOCUTh MapKep AOCTYIIa, B €ro HACTPOMKaX TakkKe
JIOJKHBI OBITh YKa3aHbI JaHHBIC pa3perieHusl.
Bosspaiaer
e HTTP 404: MapKep JOCTyIa HE HalJeH.
e HTTP 200 1 JSON ¢ nHpopMaIue 1Mo Mapkepam JIOCTyTa IMOJIb30BaTeNs B ClTydae
ycnexa. [ kaxx1oro Mapkepa nepefaercs Kiod sid, 3HaueHue Mapkepa token u
HIepHoJ ACHCTBUS expiresOn B (hopmare Unix-time.
e HTTP 401:HET HEOOXOIMMOTO pa3pelleHUs WIN HEBEPHBIHM MOCTABIIHUK.
IIpumep

3ampoc
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fedToken/tcs/tes_1 HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUmGij4
Content-Type: application/json

OtBer B cilydae ycnexa:
"da0c69c5-aef8-41e4-a37f-89c6d30abdfa": {
"expiresOn": 1711125311,

"token": "t.eFgoMik6regKsLjxfdslVOPINEvV smx-W x"
}I
"00000000-1111-41e4-a37f-89c6d30abdfa": {
"expiresOn": 1711125344,
"token": "t.ddddddddddLjxfdslVOPINEvV smx-W x"
}

Her HeoGxoanmoro paspenieHus:

"type":"security error",
"error":"bad access token",
"desc":"No enough scopes or wrong subject Id"

}

A.3.26. TMonyuyeHue cnucKa cOOLITHI ayAnTAa MOJIb30BATENS

JUJ1st OTyYeHus CIIMCKa COOBITHI O€30MaCHOCTH, 3apETUCTPUPOBAHHBIX HA YUETHYIO
3amuch MOJIb30BaTeNsl, He00XoauMo MetoIoM GET BEI3BaTh CEpBUC MO aapecy
https://login.company.com/blitz/api/v3/users/{subjectld}/audit.

Heobxonumbie paspemenust: blitz_api_uaud uu blitz_api_sys_uaud.

3anpoc nomkeH Bkitouath cienyromue URL-napamerpst:

— rgl — yka3siBaercs 3anpoc GpUIbTpaluy BEIBOAUMBIX cBeneHui. [lognepxuBaeTcs
¢unbTpanus o atpudyTy ts (Bpemst coOwiTust). 3arpoc umeet Gpopmar Resource Query
Language (RQL)>L.IloanepkuBaroTcs caeayromue Oneparyu:

e and — oTHOBPEMEHHOE BBIIIOJIHEHUE TOUCKOBBIX YCIIOBUH;

¢ |e — mpoBepka yCIOBUS «MEHBIIIE HIIA PAaBHOY;

e (€ — IpoBepKa YCIOBUs «O0JIbIIE I PAaBHOY,

e limit — orpannvenue 4ncia BO3BpaIaeMbIX 3aITUCEH.

— Ua-— yka3siBaeT TpeOyeMbIil BUJ BbIBOJA cBeaeHui o UserAgent (arpudyt ua).
[onnep:xuBarOTCs BAPUAHTHI:

e none — He Bo3Bpamiarh UserAgent;

51 Cwm.: https://github.com/kriszyp/rql
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e parsed — Bo3Bpaiats UserAgent B pazobpanHoM Bujie (OTAEIBHO Opay3ep u
OllepallMOHHAs CHCTEMa C YKa3aHUEM UX BepCHil);
Ecnu mapametp ua He ykassiBath, TO UserAgent (arpuOyT Ua) BEpHETCS IPOCTO B BUJE
CTPOKH.
B pesynbrare BeimosnHeHus 3amnpoca Blitz dentity Provider seprer JSON, comepikariuii
IepeyeHb COOBITUH ayJuTa YUETHOM 3alIUCH 3@ YKa3aHHBIA IEPUOJ BPEMEHHU.

ITpumep 3ampoca (6e3 mapcunra ua):
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?
rgl=and (ge (ts,1637230238),1le(ts,1637250238),1imit (2)) HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCONz
Cache-Control: no-cache

[Ipumep otBera:

"sbj": "af583e70-fe39-407d-a87e-06cd0ecl830c",

"ua": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 7) ..",
"ts": 1637250238015,

"cAthM": "Basic",

"ipCt": "Mockma",

"ipRad": 20,

"cId": "test app",

"ip": 1406987879,

"obj": "af583e70-fe39-407d-a87e-06cd0ecl830c",

"ipSt": "Mockma",

"lpId": "test app",
"pid": "ddeebaba-2dc3-41bb-b539-7f0e472414a3",
"ipLat": 55.7483,

"prms": |
"used login": "test@yandex.ru",
"auth methods": "password",
"authnDone": "true",
"id store": "389-ds"

} 4

"type": "login",

"ipCtr": "Poccusa",

"proc": "profile",

"ipLng": 37.6171,
"sid": "54914ac3-0d39-40d3-9617-92e0e7fe07ab"
}I

HpI/IMep 3arpoca (C MMapCuHI oM Ua):
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?
rgl=and (ge (ts,1637230238),1le(ts,1637250238),1limit (2)) &ua=parsed HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCONz
Cache-Control: no-cache

[Ipumep oTBerTa:

"sbj": "af583e70-fe39-407d-a87e-06cd0ecl830c",
"ua": |
"broName": "Chrome",
"brover": "109",
"deviceType": "pc",
"raw": "Mozilla/5.0 (Macintosh; Intel Mac 0OS X 10 15 7) .",
"osName": "macOS",
"osVer": "10.15.7"

by
"ts": 1637250238015,

"cAthM": "Basic",

"ipCt": "Mockma'",

"ipRad": 20,

"cId": "test app",

"ip": 1406987879,

"obj": "af583e70-fe39-407d-a87e-06cd0ecl1830c",
"ipSt": "Mockma",

"lpId": "test app",

"pid": "ddeebaba-2dc3-41bb-b539-7f0e472414a3",
"ipLat": 55.7483,

"prms": {
"used login": "test@yandex.ru",
"auth methods": "password",
"authnDone": "true",
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"id store": "389-ds"
}!
"type": "login",
"ipCtr": "Poccua",
"proc": "profile",
"ipLng": 37.6171,
"sid": "54914ac3-0d39-40d3-9617-92e0e7fel07ab"

by
]

A.3.27. TloayyeHue CIMCKA U3BECTHBIX YCTPOMCTB MOJIb30BaTEsI

JJist ToJTy4eHus CIIMCKa yCTPOUCTB MoJIb3oBaress Heooxoaumo metogoM GET Bei3BaTh
cepsuc o aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/uas.

HeoOxonumsie pazpemenust: blitz_api_uapps wiu blitz_api_sys_uapps.

B pesysbrare BeinoaHenus 3anpoca Blitz Identity Provider Bepaer JSON, comepskarnuii
repeyeHb YCTPOUCTB MOJIb30BATES.

ITpumep 3amnpoca:
GET /blitz/api/v3/users/af583e70-fe39-407d-a87e-06cd0ecl1830c/uas HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep oTBerTa:

"name": "Chrome 96",
"lastUsed": 1637249978,
"tp": "Browser",

"os": "macOS 10.15.7",
"newlyCreated": false,

"deviceType": "pc",

"latestIp": "172.25.0.1",

"subjectId": "af583e70-fe39-407d-a87e-06cd0ec1830c",

"id": "SHA256 Z0x284K3qv313WViRuPfV5rglhDuYgSn4ztdxVKMBec",
"trusted": false,

"cls": true,

"deviceId": "738f5ce91f912ddd4alcc5fefa%e8c63",

"device": "PC"

}I
]

A.3.28. YaajneHust ycTpoiicTBa M0/1b30BaTeNs U3 CIIMCKA H3BECTHBIX YCTPOMCTB

Jlns ynaneHus yCTpoiCTBa U3 Yncia 3alIOMHEHHBIX HeoOxoaumo metogom DELETE
BbI3BaTh cepBuc https://login.company.com/blitz/api/v3/users/{subjectld}/uas/{id}, nepenas B
kavectBe id mosy4eHHbIi B . A.3.27 uIeHTH(GHUKATOp YCTPOHCTBA.

Heob6xoaumsie pasperrenus: blitz_api_uapps_chg naum blitz_api_sys_uapps_chg.

[Tpu BBI30BE B MOJI30BATEIHCKOM PEKUME HEOOXOIUMO MepPeIaTh 3ar0JI0BKH C
IP-anpecom nonw3oBatens u User-Agent.

IIpumep 3amnpoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/uas/SHA256 7Z0x284K3qv313WViRuP£fV5
rglhDuYgSn4ztdxVKMBec HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

A.3.29. Ilony4eHue cnucKa pa3pelieHH i, BbIIAHHBIX M0JIb30BaTeIeM

J11s TIOJTyYeHHUs CIIMCKA BhITAHHBIX T0JIh30BATEIEM Pa3pelIeHUuil He0OOXOAMMO METOI0M
GET Br13Bath cepsuc mo aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/acls.

Heob6xoaumsie pasperrenust: blitz_api_usec wiu blitz_api_sys_usec.

B pesysbrare BeinonHenus 3anpoca Blitz Identity Provider Bepaer JSON, coxepskarnuii
MepeyueHb YCTPOMCTB MOJIB30BATEIS.

[Ipumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/acls HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache
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[Ipumep oTBera:

"id": "d2580c98-e584-4aad-a591-97a8cf45cd2a appl",
"updated": 1552896932780,
"client id": "appl",
"scopes": [
"openid",
"profile",

]
A.3.30. OT3bIB BBIJIAHHOI'0 M0JIL30BaTeJIeM pa3pemeHust

Jlnist 0T3bIBa BBIIAHHOTO pa3perieHus Heooxoaumo MetogoM DELETE Be3Bath cepBuc
https://login.company.com/blitz/api/v3/users/{subjectld}/acls/{acl_id}, nepenas B kauecTBe
acl_id monyuennsrii B . A.3.29 unentudukarop (id) pasperienus.

Heobxonumbie paspemenust: blitz_api_usec_chg unu blitz_api_sys_usec_chg.

[Ipu BBI30BE B TIOIB30BATEIHCKOM PEKUME HEOOXOUMO TIepEeIaTh 3ar0JIOBKH C
IP-anpecom none3oBatens u User-Agent.

IIpumep 3ampoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/acls/
d2580c98-e584-4aad-a591-97a8cfd45cd2a appl HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPQLOFWDuwzMDcONz

A.3.31. Iloy4eHue cnucKa NPUBA3AHHBIX MOOMJIBHBIX PHJI0KEHUH

I[J'IS[ IMOJIYUCHUA CIIMCKA IMTPUBSA3aHHBIX MOOMIBHBIX HpI/IJ'IO)KCHI/Iﬁ HeO6XOHI/IMO METOAOM
GET Br13Bath cepsuc 1o aapecy https://login.company.com/blitz/api/v3/users/{subjectld}/apps.

HeoOxonumsie paspemmenust: blitz_api_uapps wiu blitz_api_sys_uapps.

B pesynbrare BeimonHenus 3amnpoca Blitz Identity Provider sepaer JSON, conepxarmii
MepeueHb YCTPOMCTB MOJIB30BATENS.

[Ipumep 3ampoca:
GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep otBera:

"id": "dyn~test app~afaeOcab-2649-482d-9832-5f73816afb59",
"name": {

" default ": "TecroBoe npuyoxeHue (test app)"
}I
"availableScopes": [
"openid",
"profile"
:|!
"softwareId": "test app"

]

A.3.32. OTBsI3Ka OT y4eTHOM 3aMcy MOOWJILHOIO IPHJIOKEHH S

Jl1s 0T3bIBa BBIJAHHOTO pa3peleHus Heooxoanmo merogoM DELETE Bei3BatTh cepBuc
https://login.company.com/blitz/api/v3/users/{subjectld}/apps/{app_id}, nepenas B kauecTBe
app_id momy4ennsiii B . A.3.31 unentudukarop (id) mpuBsS3KU IPHIOKEHUS.

Heobxomumsie paspemenust: blitz_api_uapps_chg uau blitz_api_sys_uapps_chg.

[Ipu BBI30BE B MOJIB30BATEIHCKOM PEKUME HEOOXOIUMO MepeIaTh 3aroJ0BKH C
IP-anpecom monw3oBatens u User-Agent.

IIpumep 3amnpoca:
DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps/
d2580c98-e584-4aad-a591-97a8cf45cd2a appl HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCONz
X-Forwarded-For: 200.200.100.100
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10 15 5)..

84



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

A.3.33. YaajieHHue YUYETHOM 3alMCH M0JIb30BaTeJIs

Jns ynaneHus: yueTHOM 3aIrucu 1nojbs3oBarediss Heooxoanumo Merogom DELETE Brei3BaTh
cepsuc https://login.company.com/blitz/api/v2/users/{subjectld}?instanceld={instanceld},
nepenas B Subjectld unentudukatop ynansemoii yueTHo 3amnucu, U B mapamerpe instanceld
CCBUIKY Ha yJAIIeMyI0 YYETHYIO 3aIUCh.

YroObl y3HaTh 3HaueHue instanceld masst monmp3oBatesis, HEOOXOIUMO MTPEABAPUTEIILHO
BbI3BaTh MeToIoM GET cepBuc nonyueHus arpuOyToB mojb3oBateis (A.3.3).

ITpumep 3amnpoca:
DELETE /blitz/api/v2/users/d2580c98-e584-4aad-a591-97a8cf45cd2a?instanceld=Mzg..nU HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

A.4. Cepsucsl 1js1 padoThl ¢ TPyNIaMu MOJIb30BaTe el

Blitz Identity Provider npeaocTaBisieT cuctemMe CepBUCHI AJIs BBIOTHEHUS JCUCTBUI C
IPYIIIAMH [10JIb30BaTEIICH
— TOJy4eHHe aTpruOyTOB IPYIIIHL.
— CO3/[aHUE TPYIIIIHL
— UW3MEHeHHe aTpuOyTOB IPYIIIHL.
— yAaJeHue TPYIIBL
— MOJy4eHHE CIHCKA I0JIb30BATEIICH IPYIIIBL.
— no0aBiieHUE M0JIb30BATENEH B IPyMITy.
— HCKJIIOYCHUE MOJIb30BATENCH U3 TPYIIIIHL.
JInst BBI30Ba CEPBHCOB CHCTEMA JIOJDKHA MOYYHTh MapKep IOCTyIa Ha CHCTEMHOE
pasperienue blitz_groups (uacTpykiuio B mi. A.2) U BKJIFOYATh €0 BO BCE BbI3HIBACMBIC
CEpPBHUCHI, OMMUCAHHBIC B CIEAYIONINX MTOIpa3ieiax.

Criucok aTpuOyTOB I'pyIIl [T0JIb30BaTENel IPUBEEH B KauecTBe oOpasua. Conepxanue
CMHCKA HEOOXOIUMO CKOPPEKTUPOBATH B 3aBUCHMOCTH OT KOHKPETHBIX HACTPOEK, CIETaHHBIX
npu BHenpenuu Blitz Identity Provider. Cm. «PykoBoacTBO antMuHUCTpaTopay.

I'pymmer B Blitz Identity Provider onuchiBaroTes cieyronuMu aTpuOyTaMu .

— id — upentudukarop rpynmnsl B Blitz Identity Provider;
— name — HauMEHOBaHME TPYIIIbI TOJIb30BATENEH.

A4.1. Tlonydyenue aTpuOyTOB rpynibl

Ecnu n3Becten id rpymbl, TO MoJy4eHHe aTpUOYTOB TPYIIIbI BBITOIHSIETCS C TIOMOIIBIO
Bb30Ba MetogoM GET cepsuca o aapecy https://login.company.com/blitz/api/v2/grps/{id}.
3anpoc JomKeH BKitouats cienyromue URL-napamerpst:

— profile — ums podus rpymnn monp3oBareneit (Hampumep, 0rgs);
— expand — 3HaueHue true, ykaspiBaroliee, 4T0 He0OX0IMMO BEPHYTh BCE aTPHOYTHI

TPYIIIbL.

<HPHMCp33Hp003HOquCHHHanH6YTOBFPYHHH:
GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348ef£6696?
profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

IIpumep orsera:

"instanceId": "Mzg..nU",

"id": "14339e8e-a665-4556-92f1-5c348eff6696",
"OGRN": "1234567890329",

"INN": "7743151614",

"name": "OOO TecToBas komnaHua",

"profile": "orgs"

Ecnu He u3BecteH id rpymrbl, TO MOKCK TPYIIIBI U TIOJy4SHUE €€ aTpuOyTOB
BBITIONTHSIETCS C MOMOIIBIO BBI30Ba MetogoM GET cepBuca mo aapecy

85



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

https://login.company.com/blitz/api/v2/grps. 3amnpoc 1oKeH BKIOYATh CICAYIOIIHNE
URL-mapametpsr:

— profile — ums npoduis rpym noabp30BaTeNCH;

— rgl — yka3pIBaeTCsl IOMCKOBBIN 3aMpoc MO aTpuOyTaM IpymIbl. 3ampoc umeeT popmar
Resource Query Language (RQL)%2.IToanepKuBaroTcs CIeAyIoNHe OepaiH:

e and — oTHOBPEMEHHOE BBIIIOJIHEHUE IOMCKOBBIX YCIIOBHIA;

e O — aTbTEPHATHBHOEC BBIITOJHEHNE IOMCKOBBIX YCIOBUH (HaIpuMep, MOKUCK 110

pa3HBIM aTpudyTam);

e e( — ImMpoBepKa yCIOBHUS PaBEHCTBA,

e limit — orpannvenue 4yncia BO3BpaIaeMbIX 3aITUCEH.

— expand (HeoOs3aTeNbHBII apaMeTp) — TPeOyeTCsl M BKIIOYATh B MTOJTYyYCHHBIH OTBET
arpuOyThl rpymi (true) Ui JO0CTaTOYHO TOJIBKO BEPHYTh UIACHTH(PHUKATOPHI HAMICHHBIX
rpymmsi (false).

B pesysbrare BeinoaHenus 3anpoca Blitz Identity Provider Bepaer JSON, comepskarmuii
NepeueHb TPYII, yIOBICTBOPSIOMINX 33JaHHBIM TOUCKOBBIM YCIIOBHSM. [ pymimisl OymyT
BO3BpAILICHBI C YKa3aHHeM X uaeHTudukatopa (id), a Takke 3HaUCHHUS OCTAJTBHBIX aTPUOYTOB
rpymi (B ciydae expand=true).

[Ipumep 3anpoca ¢ mouckom rpyii no arpudyram (OI'PH unu MHH B mpumepe):
GET /blitz/api/v2/grps?profile=orgsé&expand=true&rgl=
or (eq(OGRN, string:1230123456789) ,eq(INN, string:7743151614)) HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache

[Ipumep otBera:

"instanceId": "Mzg5L..nU",

"id": "14339e8e-a665-4556-92f1-5c348eff6696",
"OGRN": "1234567890329",

"INN": "7743151614",

"name": "OOO TecToBas koMIaHua",

"profile": "orgs"

]

A.4.2. Co3ganue rpynmnsl noJb3oBartesei

Jlyist co3aanust TPYIIIIBI TOJIb30BaTeNeii HeoOX0IMMO BBI3BaTh MeTo oM POST cepBuc 110
anpecy https://login.company.com/blitz/api/v2/grps.
Teno 3anpoca 10JKHO COIEPKATh CIENYIOIINE TapaMETPhI:
— profile — ums npoduiis rpymi nojabp30BaTeNeH;
— id — yHUKaIbHBIN UICHTU(DHUKATOP TPYIIIBI;
— {ocranbHble aTpUOYTHI TPYIIIBI M UX 3HAUCHHUS }

HpI/IMCp 3arpoca:
POST /blitz/api/v2/grps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Content-Type: application/json

{
"id":"95339%9e8e-a665-4556-92f1-5c348eff6696",
"OGRN":"9876543210321",
"INN":"5012345678",
"name" :"0O00 TecToBas koMnaHusa 2",
"profile":"orgs"

[Ipumep oTBerTa:

"instanceId": "b3Jnc..dQ",

"name": "OOO TecToBasa kommnaHug 2",

"OGRN": "9876543210321",

"id": "95339e8e-a665-4556-92f1-5c348eff6696",
"profile": "orgs",

52 Cwm.: https://github.com/kriszyp/rgl
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"INN": "5012345678"
}

A.4.3. U3meHeHune aTpUOYTOB rPyNibl MOJIb30BaTe el

Jlist u3MeHeHus: aTpuOyToOB TPYIIIEI HE00X0uMO BbI3BaTh MeTogoM POST cepBuc no
anpecy https://login.company.com/blitz/api/v2/grps/{id}?profile=0rgs ¢ HoBsIM HaGOpOM
aTpuOyTOB.

Teno 3anmpoca JOKHO coJiepKaTh CIEIYIOINe TapaMeTphl:

— profile — ums npoduis rpynn (10KHO ObITE epeaano u B coctae URL, u B Tene
3ampoca);

— id — upenTHdUKATOD TPYIIIIH;

— {ocranbHbie aTpUOYTHI TPYIIIBI H UX 3HAYCHHS }

[Ipumep 3ampoca:
POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWchb yPPQLOFWDuwzMDCONz
Content-Type: application/json

{
"id": "5f7b0580-cd2e-4146-8fc5-6eb5a95c7b42",

"OGRN": "1147746651733",
"INN": "7715434658",
"name": "Horoe Ha3BaHume",
"profile": "orgs"

[Ipumep oTBera:

"instanceId": "Mzg5L..nU",

"id": "5f7b0580-cd2e-4146-8fc5-6eb5a95c7b42",
"OGRN": "1147746651733",

"INN": "7715434658",

"name": "Horoe HazBaHue",

"profile": "orgs"

[IpuBet oTBeTa C OMIMOKOM (OpraHU3anKs HE CYIIECTBYET):

"errors": [

{

"code": "group not found",
"desc": "Group with '95339e8e-..97' id not found in '389-ds' LDAP group store",
"params": {}

}

A.4.4. Yaanenue rpynnsbl nojib3oBaresei

Jlist ymaneHus rpymnibsl HeooxoauMo Bei3BaTh MeTogoM DELETE cepBuc mo anpecy
https://login.company.com/blitz/api/v2/grps/{id}?profile=0rgs 6e3 nepenaun Tena 3ampoca.

ITpumep 3ampoca:
DELETE /blitz/api/v2/grps/5£700580-cd2e-4146-8fc5-6eb5a95¢c7b42? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz

A.4.5. TlonyyeHue cnucKka moJb3oBaTesieil B rpynie noJjb3oBaresei

JUis oTy4eHus CiMcKa Nojb30BaTeNnell U3 TpyIsl Mosib30BaTeneil He0OX0AUMO BbI3BaTh
metonoMm GET cepsuc no aapecy https://login.company.com/blitz/api/v2/grps/{id}/members.
3anpoc foikeH BKiItodath cienytomue URL-napamerpsr:

— profile — ums npoduis TpyIIn MOIB30BATENEH;
— expand (HeoOs3aTeNbHBIN MapaMeTp) — TPeOyeTCsl M BKIIOYATh B OJTYYCHHBIH OTBET
®UO nonw3oBarens (trU€) WK TOCTATOYHO TOJILKO BEPHYTh UX UICHTU(DUKATOPHI

(false).

ITpumep 3amnpoca:
GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696/members? profile=orgs&expand=false
HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDcONz
Cache-Control: no-cache
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IIpumep otBera (mpu expand=false):

"instanceId": "Mzg5L..J1l",
"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzg5L..Jl",
"subjectId": "2cafa5f4-bc84-4f6f-91aa-080dad7975£0"

IIpumep otBera (mpu expand=true):

"instanceId": "Mzg5L..Jl",
"family name": "MBaHOB",
"middle name": "VBanoBuu",
"given name": "lMBar",

"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzg5L..J1l",
"family name": "Cepreer",
"middle name": "Cepreesmuu",
"given name": "Cepren",

"subjectId": "2cafa5f4-bc84-4£f6£f-91aa-080dad7975£0"
]

A.4.6. BrioueHue noJib3oBaTesieil B rpyniy

Jlnist moGaBieHus OIB30BaTeNel B TPyYITy He00X01uMo BbI3BaTh MeTooM POST cepBuc
o azapecy https://login.company.com/blitz/api/v2/grps/{id}/members/add?profile=orgs.
Teno 3arpoca JOJIKHO COACPKaTh CIIMCOK I[06aBJ'I}IeMBIX B I'pyniry oJIL30BaTeneii ¢

yKa3aHueM UX uIeHTuHKaTopoB (Sub) B arpudyte subjectld.

ITpumep 3ampoca:

POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/add? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb yPPgQLOFWDuwzMDcONz

Content-Type: application/json

[
{
"subjectId": "45ff69f2-6c40-418f-a21ld-cbe6f07b88cI9"

by
{

"subjectId": "cc8c4589-b2£8-40b8-b351-36d643808943"

[Tpumep oTBeTa (MpH yCTIEUTHOM UCIIOTHEHUN):

"instanceId": "Mzg5L..Jl",
"storeId": "tam",
"subjectId": "45ff69f2-6c40-418f-a21d-cbe6f07b88c9"

"instanceId": "Nzg5L..Jl",
"storeId": "tam",
"subjectId": "cc8c4589-b2£8-40b8-b351-36d643808943"

ITpumep oTBeTa mpH ormmrOKe (MOMbBITKA JOOABUTh HECYIIIECTBYOIIETO OIH30BATENS):

"errors": [

{

"code": "user not found",

"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2qg’

"params": {}

not found",

[Tpumep oTBeTa npu omuoOKe (MOMBITKA J0OABUTH TOTO, KTO Y)KE €CTh B TPYIIIE):
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{

"errors": [

{

"code": "some members already in group",
"desc": "Some of adding members are already included in group",
"params": {}

}

A4.7. UckioueHne nojab3oBarteseil U3 rpyninbl

JI1s1 ICKITIOUEHUS TT0JTh30BaTeNIeH U3 TPYIIIBI HE00X0IMMO BbI3BaTh MeToj oM POST
cepsuc 1o aapecy https://login.company.com/blitz/api/v2/grps/{id}/members/rm?profile=orgs.

Terno 3ampoca TOKHO COIEePHKaTh CMUCOK HCKIIFOYAaeMbIX U3 OpraHU3allid JOBEPCHHBIX
JIMII ¢ YKa3aHueM ux uacHtudukatopos (sub) B arpubyte subjectld.

IIpumep 3ampoca:
POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/rm? profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb yPPQLOFWDuwzMDCONz
Content-Type: application/json

[

"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"

[Tpumep otBeta (mpu ycnexe):

"instanceId": "Mzg5L..Jl",
"storeId": "389-ds",
"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"

[Tpumep oTBeTa (P MOMBITKE YJAIUTH U3 TPYIIILI TOTO, KOTO TaM YK€ HET):

"errors": |

{

"code": "some members not in group",
"desc": "Some of removing members are not included in group",
"params": {}

[Tpumep oTBeTa (P MOMBITKE YJATUTH HECYIIECTBYIOIIETO MMOJIH30BATENS):

"errors": |

{

"code": "user not found",
"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2b' not found",
"params": {}

A.5. CepBucsl A5 padoThl ¢ IPABAMH J0CTYNA

JI71s1 BBITIOJIHEHHMS 3aIIPOCOB TI0 IIPOCMOTPY, Ha3HAYEHHIO, OT3bIBY MPaB JOCTYIIa
MPUIIOKEHHE JTOJHKHO MOIYYUTh MapKep A0CTYyIa ¢ CHCTEMHBIM Pa3pelicHUEM
blitz_rights_full_access.

JI71st mpoCMOTpa TIpaB A0CTYIIA TOJIb30BATENSL, TJIE OH SBJISETCSA CyOBEKTOM, TAKXKE MOKHO
HCIIOJIB30BaTh MapKep AOCTyIIa C MOJb30BaTeIbCKUM pasperirenuem blitz_user_rights.

IpaBo jocTymna Ha3HAYaeTCsA OT CyOBEKTa I0CTyIa K 00BEKTy JOCTyIa. B KauecTBe
CyOBEKTOB JIOCTYIIa MOTYT BBICTYIIATH MTOJIB30BATEIN U MPHUIIoKeHus (mpedukc its). B kauecTse
00BEKTOB JI0CTYIAa MOTYT BBICTYIATh MOJIb30BATENH, IPYIIIbI OJb30BaTenei (nmpedukc grps),
npuioxeHus (nmpedukc its).

JIOCTYIIHBI CITETYIOIINE CEPBHCHI:
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— TOJY4YUTh MO CyOBEKTY JOCTyMa MEePeueHb ero npas JI0CTyNa K pa3IuYHbIM 00bEKTaM
JOCTYTIa;

— TOJYYUTh IO OOBEKTY JIOCTYyIa IEpEUEHb MpaB JI0CTyIa K HEMY OT CyOBEKTOB JOCTYIIA;

— Ha3Ha4YMUTbh CyOBEKTYy JOCTYIa MPaBO JOCTYIA K OOBEKTY JIOCTYTIa;

— 0TO3BaTh y CyOBEKTa JOCTYIA MPaBo JOCTYyINa K 0ObEKTY AOCTYIIA.

A.S.1. TlosyyeHnue mpas aocTyna

[Momydenue npaB qocTyna 1o cyObeKTy AOCTYIIA, SIBISIOMIEMYCS TTOJIb30BaTEIIeM,
BhImostHsIeTcst ¢ momonisio GET cepsuca https://login.company.com/blitz/api/v3/rights/of/<sub>.

IIpumep 3amnpoca:
GET /blitz/api/v3/rights/of/BIP-1SEQ41A HTTP/1.1
Authorization: Bearer cNwIX..Nz

IMpumep otBera cepBuca (nonb3oBarens BIP-1SEQ41A umeer npaBo ORG_ADMIN «
rpynne nojis3oBateneil 1147746651733, npao APP_ADMIN k npunoxenuto test_app2, mpaso
change_password k yuerHoii 3amucu mons3oBatens BIP-3SGR7TA):

{

"grps|1147746651733|oxrgs": {
"ORG_ADMIN": [
"set from api",
"another one tag"
]
by
"its|test app2": {
"APP_ADMIN": [
"set from api"
]
}I
"BIP-3SGRT7TA": {
"change password": [
"parent"

]

[Tomyuenue mpaB A0CTyMa MO CyOBEKTY IOCTYIIA, SBJISTFOIIEMYCSI IPUITOKEHHUEM,
BBITIONTHsIETCS ¢ oMotbio GET cepBuca
https://login.company.com/blitz/api/v3/rights/of/its/<app_id>.

ITpumep 3ampoca:
GET /blitz/api/v3/rights/of/its/test app HTTP/1.1
Authorization: Bearer cNwIX..Nz

IMpumep otBeta cepBuca (mpunokenue test_app umeer npaso SYS_MON k npuiioxeHuro
test_app2, npaso change_password k yueTHoit 3anucu nosb3oBarens BIP-3SGR7TA, npaso

ORG_ADMIN « rpynmne nonb3oBareneit 1147746651733):
{
"its|test app2": {
"SYS MON": [
"set from api"
]
by
"BIP-3SGR7TA": {
"change password": [
"set from api"
]
} 4
"grps|1147746651733|orgs": {
"ORG ADMIN": [
"set from api"

]

[Tomydenue npaB JocTyTa MO 00BEKTY JOCTYIIA, SABIISIOMEMYCS ITOJIb30BaTEIIEM,
BhITIONHsIETCS ¢ momolsio GET cepBuca
https://login.company.com/blitz/api/v3/rights/on/<sub>.

ITpumep 3ampoca:
GET /blitz/api/v3/rights/on/BIP-3SGR7TA HTTP/1.1
Authorization: Bearer cNwIX..Nz
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ITpumep otBeta cepBuca (Ha yueTHyto 3anuch BIP-3SGR7TA y monb3oBarens
BIP-1SEQ41A, u y nmpunoxxenus test_app ects npaso change _password):
{

"BIP-1SEQ41A": [
"change password"

] 4

"its|test app": [
"change password"

]

[ony4yenue npas gocTyna Mo 00BEKTY AOCTYIA, SBISIOMIEMYCS TPYTIIOH, BBITIOIHIETCS C
nomotbio GET cepBuca
https://login.company.com/blitz/api/v3/rights/on/grps/<grp_id>?0bjectExt=<profile>.

[Tpumep 3ampoca:
GET /blitz/api/v3/rights/on/grps/114774665173320bjectExt=orgs HTTP/1.1
Authorization: Bearer cNwIX..Nz

ITpumep oTBeTa cepBuca (Ha ydeTHYIO 3amuch rpymimsl 1147746651733 u3 npodusist 0rgs
y nosib3oBatenst BIP-1SEQ41A, u y npuitoxxenus test_app ectb npaBo ORG_ADMIN):
{

"BIP-1SEQ41A": [
"ORG_ADMIN"

:| 4

"its|test app": [
"ORG_ADMIN"

1

[Tomyuenue mpaB A0CTyma Mo 0OBEKTY IOCTYIIA, SBIISIFOIIEMYCSI IIPUIIOKCHHUEM,
BBITIONTHsIETCS ¢ oMotbio GET cepBuca
https://login.company.com/blitz/api/v3/rights/on/its/<app_id>.

[Tpumep 3ampoca:
GET /blitz/api/v3/rights/on/its/test_app2 HTTP/1.1
Authorization: Bearer cNwIX..Nz
HpI/IMCp OTBCTa CE€pBHUCA (Ha YUYETHYIO 3aIIUCh MMPHUIIOXKCHUA test_appZ Yy IMOJIB30BaTCIIA

BIP-1SEQ41A ects npaBo APP_ADMIN, u y npuoxenus test_app ects mpaBo SYS_MON):
{

"BIP-1SEQ41A": [
"APP_ADMIN"

:| 4

"its|test app": [
"SYS MON"

]

B ciydae ecniu mapkep gocTyna mpocpodeH, To cepBuc BepHet omuoky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad access_ token",
"desc": "expired access_ token"

}

A.5.2. Ha3nauyeHue nmpas J0CTyna

Hasnauenue npaBa goctyna BemosHsercs uepe3 PUT BbI30B cepBuca
https://login.company.com/blitz/api/v3/rights.

Teno 3anpoca 10JIKHO COIEPKATh CIENYIOIINE TapaMETPhL:

— subject — upenTudukaTop CyoBEKTa, KOTOPOMY Ha3HAYACTCS MPABO (MACHTHPHUKATOP
MOJIb30BATENSI UITU TIPUIIOKEHHUS);

— subjectType — tun cyOnekra. [lapaMeTp yka3sIBaeTCs TOJBKO B CIydae Ha3HAUCHHUSI
npaBa MPUIOKEHUI0. B 3TOM cilyyae UCIob3yeTcst 3HaUeHHE itS;

— object — unenTuukarop oObeKTa, Ha KOTOPBII Ha3HAYACTCS MPABO (MACHTU(DHUKATOP
I10JIb30BATENSI, FPYIIIBI [10JIb30BATENEH UM MPUIIOKEHHUS);

— objectType — Tum o0bekTa. [TapaMeTp ykas3bIBaeTCs TOIBKO B CITyyae Ha3HAYCHUS MpaBa
Ha rpyIIy MoJjb30Barenei (3HaueHue grps) wim Ha npusioxeHue (3HaueHue Its);

— rights — MaccuB co CIMCKOM Ha3HAYaeMbIX MIPaB CYOBEKTY Ha OOBEKT;
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- tags — MacCCHUB CO CIIMCKOM T3I'OB Ha3HA4YaCMBIX IIpaB.
HpHMep 3alpoCa Ha HA3HAYCHUC ITpaBa AOCTYIIA IIOJIB30BATCIIIO Ha IPYyTOT0

I10JIB30BAaTCJIA:

PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

H

HpHMep 3aIpoCa Ha HA3HAYCHUEC ITpaBa AOCTYIIA ITOJIb30BATCIIIO Ha rpynny:
PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set from api"]

H

HpHMep 3aIlIpoCa Ha Ha3HAYCHUC ITpaBa JOCTYIIa IIOJb30BAaTCIIIO HA HpI/IJ'IO)KeHI/Ie:
PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "BIP-1SEQ41A",
"object": "test app2",
"objectType": "its",
"rights": ["APP_ADMIN"],
"tags": ["set from api"]

H

HpHMep 3aIlIpoCa Ha Ha3HAYCHUC ITpaBa JOCTYyIIa IIPUIIOKCHUIO HaA IIOJIL30BaTEIIA.
PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

H

HpHMep 3aIlIpoCa Ha Ha3HAYCHUC IIpaBa JOCTYyIIa IIPUJIOKCHUIO HA l"pyl'[l'[y:
PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG ADMIN"],
"tags": ["set from api"]

H

HpHMep 3aIlpoca Ha Ha3HAUYCHUC ITpaBa JOCTYIIa IIPHUIIOKCHUIO HA APYTOC npnnomeHHe:
PUT /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "test app2",
"objectType": "its",
"rights": ["SYS MON"],
"tags": ["set from api"]
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B ciyuae ycnemnoro HazHaveHus mpaea jjoctyna cepsuc Bepaer HTTP 204 No Content.
B cnyuae ecnu Mmapkep A0oCcTyma mpocpodeH, To cepBuc BepHeT ommoky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad access_ token",
"desc": "expired access token"

B ciydae ecnu Ha3HawaeMoro mpasa He CYIECTBYET, TO cepBUC BepHeT ommnbky HTTP
400 Bad Request:
{

"type": "process error",
"error": "unknown right",
"desc": "The specified right is unknown",
"params": |
"right": "change passwordl"

}

B ciydae eciu yka3aHHOTO B Ka4eCTBE CyOBEKTa MM OOBEKTA MOJIb30BATENS HE
CyIIECTBYeET, TO cepBuc BepHeT ommbky HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown user",
"desc": "The specified user is unknown",
"params": {
"userId": "ivanovl"

}

B cnyuae ecnu yka3aHHOH B KauecTBe 00BEKTa TPYIIIBI HE CYIIECTBYET, TO CEPBHC
BepHet ommbky HTTP 400 Bad Request:
{

"type": "process error",
"error": "unknown_ group",
"desc": "The specified group is unknown",
"params": {
"grpId": "1147746651734"
}

B cnyuae ecnu yka3aHHON B KauecTBe CyObEKTa UM OOBEKTA IPUIIOKEHUS HE
CylIecTByeT, To cepuc BepHeT ommbky HTTP 400 Bad Request:
{

"type": "process_error",

"error": "unknown rp",

"desc": "The specified relying party is unknown",
"params": {

"rpId": "test app3"
}
}

A.5.3. OT13bIB IpaB gocTyNA

OT3bIB npaBa qoctymna BeinonHsercs uepe3 DELETE Bwi30B cepBuca
https://login.company.com/blitz/api/v3/rights.
Teno 3anmpoca MOKHO CONEPKATh CIEIYIOIINE TapaMeTphI:
— subject — unenTudukaTop CyoneKTa, Y KOTOPOrO OT3BIBACTCS MPaBO (MACHTU(DUKATOP
MIOJIb30BATEIS UITH MTPUIIOKECHHUS);
— subjectType — Tun cyObekTa. [TapameTp yka3sIBaeTCs TOIBKO B CITydae OT3bIBA MpaBa y
npuiIokeHus. B aToM ciydae ucnonb3yercs 3Ha4eHue its;
— object — unenTuduraTop 00bEKTA, HA KOTOPBIN OT3BIBACTCS MPABO (MACHTH(HUKATOD
MOJIb30BATEIsI, TPYIIIBI MTOJIb30BATENEH I MPHIOKEHUS );
— objectType — tun o6bekra. [lapaMeTp yka3bpiBaeTCs TOJILKO B CIydae OT3bIBa IpaBa Ha
rpyIy Hojib30Bareneil (3HaueHne grps) Win Ha NpuiIoKeHue (3HadeHwue Its);
— rights — maccuB co CIIMCKOM OT3bIBaEMBIX NIPaB CYOBbEKTa HA OOBEKT;
— tags — MaccuB O CIIMCKOM TATOB OT3BIBAEMBIX TIPaB.
Ecnu npaBo gocTyma ObU10 Ha3HAYEHO CYOBEeKTY JOCTyNa Ha 0OBEKT AOCTYMa C
yKa3aHHEM HECKOJBbKHX T3TOB, TO ISl OT3bIBA MTpaBa JOCTyIa TOKE HEOOXOIMMO yKa3aTh BCe
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TAru. Eciny 0T3bIB mpaBa 10CcTyIa BbI3BIBACTCS HE € IIOJIHBIM YKa3aHUEM T3rOB, TO IIPU OT3bIBE
OyAyT yZajeHbl TOJBKO OT3bIBa€MbIE TAT'H, A PABO JOCTYIA Y CyOBEKTa 10CTyNa K 00BEKTY
JOCTyIa OCTAaHETCs], IOKA OCTAETCs XOTs Obl OUH U3 TITOB.

HpI/IMep 3arpoca Ha OT3bIB IIpaBa AOCTYyIIA ITOJbB30BATCIIIO HA APYTroro TI0JIB30BaTCIIA.
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{
"subject": "BIP-1SEQ41A",

"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

H

HpI/IMCp 3alIpocCa Ha OT3bIB IIpaBa JOCTYyIla IIOJb30BAaTCIIO HA rpyHHy:
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set from api"]

H

HpI/IMCp 3alIpocCa Ha OT3bIB IIpaBa JOCTYyIIa I1OJb30BATCIIO HA HpI/IJIO)KCHI/Ie:
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "BIP-1SEQ41A",
"object": "test app2",
"objectType": "its",
"rights": ["APP_ADMIN"],
"tags": ["set from api"]

H

HpI/IMCp 3alpocCa Ha OT3bIB IIpaBa JOCTYyIIa IPUIOKCHHUIO HA IIOJIB30BATEIA .
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change password"],
"tags": ["set from api"]

H

HpHMep 3ampoca Ha OT3BIB IIpaBa A0CTyNa IPUJIOKCHUIO HA TPyHIy.
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[{

"subject": "test app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set from api"]

H

HpHMep 3aI1ipocCa Ha OT3bIB IIpaBa AOCTYIIA ITPHIIOKCHUIO HAa APYToC HpI/IJ'IO)KeHI/Ie:
DELETE /blitz/api/v3/rights
Authorization: Bearer cNwIX..Nz
Content-Type: application/json

[

"subject": "test app",
"subjectType": "its",
"object": "test app2",
"objectType": "its",
"rights": ["SYS MON"],
"tags": ["set from api"]
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}
B ciydae ycnemrHoro or3biBa npasa fgoctymna cepsuc sepaer HTTP 204 No Content.
B ciyuae ecnum Mapkep I0CTyIa IpocpodeH, To cepBuc BepHeT ommoky HTTP 401

Unauthorized:
{

"type": "security error",
"error": "bad access token",
"desc": "expired access_ token"

B ciydae ecnu oT3pIBaEMOTO TIpaBa HE CYIIECTBYET, TO cepBUC BepHeT ommbky HTTP
400 Bad Request:
{

"type": "process error",
"error": "unknown right",
"desc": "The specified right is unknown",
"params": {
"right": "change passwordl"

}

B ciydae ecnu yka3aHHOTO B Ka4eCTBE CyOBEKTa MITH OOBEKTA MOJIb30BATENS HE
CylIecTByeT, To cepBuc BepHet ommbky HTTP 400 Bad Request:
{

"type": "process_error",
"error": "unknown user",
"desc": "The specified user is unknown",
"params": {
"userId": "ivanovl"

}

B cinyuae eciu yka3zaHHOH B KaueCTBE 00BEKTA TPYIIIBI HE CYIIECTBYET, TO CEPBHC
Bepret ommbky HTTP 400 Bad Request:
{

"type": "process_error",
"error": "unknown group",
"desc": "The specified group is unknown",
"params": |
"grpId": "1147746651734"
}

B ciydae ecnu ykazaHHOU B KauecTBe CyOBbEKTa WM OOBEKTA MPHUIIOKCHUS HE
CYIIECTBYET, TO cepBuc BepHeT ommbky HTTP 400 Bad Request:
{

"type": "process error",

"error": "unknown rp",

"desc": "The specified relying party is unknown",
"params": |

"rpId": "test app3"
}
}

A.5.4. YnpapieHue NpaBaMM Me:KIy BelyIIMM H BeJOMbIM I0JIb30BaTeJISIMU

Ha3nauenue rnpaBa BeayIieMy M0JIb30BATEIII0 B OTHOMICHUH BEAOMOIO TIOJIb30BATEIIS
ocymectBisiercs merogom POST o aapecy
https://login.company.com/blitz/api/v2/users/rights/change.

B 3ampoc omkeH ObITh 100OaBIICH 3aroJIOBOK ¢ MApKEPOM JIOCTYIIa Ha pa3pelieHue ¢
umeneM blitz_user_rights, morydeHHBIM y4eTHOM 3aITUCHIO BEAYIIETO IMOJIE30BATEIS.

Ecnu Ha3HayaroTCs paBa, TO TEJI0 3a1poca JOKHO COJIEpKaTh 3al0JIHEHHBIN 010K
update ¢ mepeuneM mpas, KOTOPBIE JOJIKHBI ObITh J00ABIICHBI B PE3yJIbTATE BHIMOJIHCHHUS
orepanuu. Kakmaoe nmpaBo onmucsIBaeTCs eIy OIIUME TapaMeTpaMHu:

— subject — ugentudukatop (SUb) yduerHoii 3anmucu BeIymIero mnojib30BaTels;
— object — unentudukarop (Sub) yuerHol 3anmucH BEJOMOTO MOJH30BATEI;
— rights — mepeucHb TpaB B BUJIE MacCHBa, KOTOPBIH MOJyYaeT YUETHAs 3alUCh BEIYIIETO

M0JIb30BATEIsl B OTHOIICHUH YUETHOM 3aliCH BEAOMOTo Tojib3oBarens. Hanmpumep, mis

MpaBa MEHSTh MapoJib OT YYETHOH 3aMUCH JJOJDKHO OBITh YKa3aHO MPaBo

change_password (cmena maposs);
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— tags — nmepeyeHb TErOB, YKa3bIBAIOIINX HA OCHOBAHUS, 110 KOTOPHIM JaHHBIN

M0JIb30BAaTEN b MOJIYYHJI ITPaBa.

Eciu oT3bIBaroTCs IpaBa, TO TEJIO 3apoca JIO/KHO COepKaTh 3aloIHeHHbIH 010k delete
C MepevHeM MpaB, KOTOPhIC JOJIKHBI OBITh OTO3BAHbI B PE3yJIbTATE BBIMOIHCHHUS ONCpPAIIUH.
Kaxxmoe nmpaBo OMMChIBAETCS CIEAYIONMMHU TapaMeTPaMu

— subject — uaentudukatop (SUb) ydueTHoM 3amuCcH BEIyIIETO MMOJIb30BATEIS;

— object — unentudukarop (SUb) yueTHo# 3amucu BeIOMOTO MOJIb30BATEIIS;

— rights — nepeueHb npaB B BUJIC MacCHBa, KOTOPBIE OT3bIBAIOTCS Y BEAYIICH yUSTHOU
3allMCH B OTHOIIIEHUHU BEOMOW YUETHOM 3alUCH;

— tags — nmepedyeHsb TEroB, yKa3blBAIOUIUX HA OCHOBAHUS, I10 KOTOPBIM JaHHbBIN
0JIB30BAaTENb MTOJYYHJI ITPaBa.

Ecnu ripu BBITIOIHEHHUH 3aMpoca MpaBa He Ha3HAYAIOTCS T HE OT3BIBAIOTCS, TO B TEJC
3ampoca JI0JKEH COOTBETCTBEHHO MPUCYTCTBOBATH WM ITyCTOH Oyok update, wmy mycroii 010K
delete.

B oaHOM 3ampoce MOXKeT ObITh YKa3aHO Cpa3y HECKOJIbKO Ha3HAYaeMbIX/OT3bIBAEMBIX
IpaB, HO B KauecTBe CyOBbeKTa (SUbject) momkeH ObITh yKa3aH TOJBKO TOT MOJIB30BaTElb, HA
KOTOPOTO OBLIT IMOJy4eH MapKep JIOCTyIIa, HCITOIb3yEeMBIH JUIs BBI30Ba CEPBHCA.

HpHMep 3arpoca Ha Ha3BHAYCHUEC TIpaB:
POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json
{
"update": [
{
"subject":"6561d0d9-5583-4bb5-a681-b591358e5fcd",
"object":"5cffd68f-2cb8-4f7a-b0£f3-9fa69alfbbecd",
"rights": [
"change password"
:| ’
"tags": [
"parent"

]

"subject":"6561d0d9-5583-4bb5-a681-b591358e5fcd",
"object":"b855957d-bf24-48d4-bb63-cced£50645904",
"rights":[
"change password"
i
"tags": [
"parent"
]
}
:|!
"delete": [
]

HpI/IMep 3alpoca Ha OT3bIB npaB:
POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json
{
"update": [
:| 4
"delete": [
{
"subject":"b855957d-bf24-48d4-bb63-cce4£50645904",
"object" :"5cffd68f-2cb8-4f7a-b0£3-9fa69alfbbcd",
"rights": [
"change password"
i
"tags": [
"parent"

3anpoc MOXKET 3aBepIIUTHCS omuoOKoil. B atom ciiyuae Blitz Identity Provider otkionuT
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3arpoc UEIUKOM U BEPHET NepeueHb BO3HUKIINX ommbok. [Ipumep otBera ¢ ommbkamu:
{

"errors" : [
{
"code" : "validation error",
"params" : {1},
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b') Incorrect right '' to

object '5cffd68f-2cb8-4f7a-b0f3-9fa69alfbbecd'"

by
{

"params" : {},
"code" : "validation_error",
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b') Incorrect tag '' for

right 'write' to object '5cffd68f-2cb8-4f7a-b0£f3-9fa6c9%9alfbbcd'"

by
{

"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b"') Incorrect object ''",
"code" : "validation error",
"params" : {}
bo
{
"desc" : "Incorrect subject ''",
"code" : "validation error",
"params" : {}

3arpoc Ha OT3bIB MPaB MOXKET ObITh BHIMOJIHEH MPUIIOKEHHUEM HE TOJIBKO C
HCIIOJIb30BAHUEM T0JIh30BATEIBCKOTO MapKepa I0CTYIIa, MOIYYEHHOTO Ha pa3pelieHue ¢
umeneM blitz_user_rights, Ho u ¢ KcoIb30BaHUEM CHCTEMHOT'O MapKepa J0CTyIa, MOJYyYSHHOTO
Ha paspenicHue ¢ umeHem blitz_rm_rights. B atom ciydae 3armpoc Ha 0T3bIB MOXKET BKIIIOYATh
subject mo0OBIX OIB30BaTENCH (U151 OT3BIBA Y MTOJIB30BATENS MPaBa He MOTPEOYETCs, YTOOBI
MMEHHO 3TOT TOJIb30BATENb OCYIIECTBIISI BXOJI B CHCTEMY M IOJTydall MapKep J0CTyIa —
CHCTEMa MOXKET OT3bIBATh IpaBa JIF000T0 MOJIb30BATEIIs).
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Hpunoxenue b. Jlo6aBJieHne JOMOJHUTEIbHOT0O METOAA AYTEHTH(PUKAIUA

Blitz Identity Provider mo3BosisieT moAKII0YUTh COOCTBEHHBIN Pa3pab0TaHHBIA METO
ayreHTH(UKauu. /171 7TOro He0OXOMMO CHCTEMa, BBICTYIIAIOMIAs B KAYECTBE «ITOCTABIIHKA
TaKOro0 METO/a ayTeHTU(UKALMY, TOJDKHA!

— IIpenocraButh 00paboTUMK 3ampoca HA ayTEHTHU(UKAIIHIO.
— Ilepenars B Blitz Identity Provider pe3ynsTaT ayTeHTHGUKALINY.

Taxoke cucteMa MOKET ONIIMOHAIBHO MTPEJOCTABUTh CEPBUC MPOBEPKU IPUMEHUMOCTH
MeTOJ1a ayTeHTU(UKALINH.

B Blitz Identity Provider paspaboTanHbIii METO] ayTEHTU(DUKAIIMH HYKHO
3aperucTpUpoOBaTh Kak «BHemHuil MeTos ayrenTudukanum» (cMm. «PykoBoacTBo
aJIMUHUCTPATOPA»).

b.1. CepBuc o0padoTunka 3anpoca Ha ayTeHTU(PUKAIUIO

[pencrapnser codoit URL mis mpuema HTTP-3anpocos ot Blitz Identity Provider. ITpu
3anpoce Ha ayTeHTuukanuio Blitz Identity Provider 6ynaet nenats 3anpoc metogom POST 1o
naHHOMY azpecy. B Tene mannoro 3ampoca Blitz Identity Provider 8 ¢popmare JSON nepenact
CIICAYIOIINE JTaHHBIE:

— wunentudukaTop 3ampoca (id);
—  YTBEpXJEHUs, XapaKTepu3yIollxe Mnoib3oBarens (claims) — ONuoHanbHO, TOIBKO MPH

BBI30BE B KQUE€CTBE BTOPOTO (haKTOpa;

— UACHTU(UKATOP CUCTEMBI, 3anpocuBinuil Bxox (rpld);

— wunertudukarop kontekcra ayreHTudukannu (loginContextld);

— JaHHBIC 0 3ampoce (request), BKIrovaromuid B ceos 3aronosku (headers), IP-aapec
nosib3oBarens (remoteAddress), anpec merona (uri), mepedens cookie (cookies) u User

Agent nonb3oBatens (userAgent).

[Ipumep Tena 3ampoca:

"id": "a9692091-4613-41aa-91d2-9a71a3fc2e07",

"claims": {},
"rpId": " blitz profile",
"loginContextId": "4502aa51-£f28c-4a64-951c-5able77b1294",
"request": {
"headers": {1},
"remoteAddress": "172.25.0.1",
"uri": "/blitz/login/methods2/outside test",
"cookies": {1},
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0).."

Ha cropoHe «mmocTaBiiyka» BHEIIHETO METOJa HE0OXO0MMO MPeTyCMOTpeTh 00paboTKy
JAHHOTO 3arpoca. B pe3ynbrare BHENIHUM METO/ 10KeH BepHYTh 11060 HTTP-oTBeT st
BBINIOJIHEHUS B Opay3epe nojbp3oBatens (Hanpumep, BepHyTh koJ HTML-cTpanuie unu
MHULMUPOBATH PEIUPEKT Opay3epa Ha He0OXOIUMYIO CTPAHUILYy BHEITHETO METOa), T100
cooOrieHue 06 omuoke.

Tpedosanus k HTTP-otBety Ha 3ampoc:

— OTBET JOJDKEH BKJIIOUYATh B ce0s ycTaHOBKY cookie (Ha oOmuit nomen Blitz ldentity

Provider u BHeIIHEr0 METO/1a);

— Ha3BaHHe cookie T0KHO OBITh MpeABapUTEILHO 3aperucTpupoBano B Blitz Identity

Provider;

— B KadecTBe 3Ha4eHUs cookie JOKeH ObITh UCTOIb30BaH UICHTU(PUKATOP CECCUH,

Cr€HEpPHUPOBAHHBIN BHEITHUM METO/IOM.

IMpumep HTTP-oTBeTa ¢ pemupeKkToM U ycTaHOBKOM COOKie:
HTTP/1.1 302 Found
Location: https://login.company.com/blitz/begin?id=a9692091-4613-41aa-91d2
Set-Cookie: Bmr=YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3; Domain=company.com;
path=/blitz; Secure; HttpOnly
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[Ipu n1poOX0KI€HNH BHEIIHETO METOJIA «IIOCTABIIKKY JIOJKEH IIPOBEPUTH, UTO 3HAYEHUE
cookie as1st TaHHOTO 3ampoca He OBLIO U3MEHEHO.

B cnyuae HEBO3MOKHOCTH POBECTH AYTEHTH(PHUKAIMIO MTOJIH30BATENs, BHEIITHUN METO]]
JOJKEH BEPHYTH OMKOKY. [IpuMep pekomMeH1yeMbIX K BO3BpaTy OIMIMOOK MPUBEICH B TAOIHIIE
HUXE.

Tabnuya 12 — Pekomenoyemole Kooa o3epama

Ne | Koxg orBera HTTP 3HaYeHHE OTBETA Onucanue oTBeTAa

1 200 OK WuunnunpoBanne BHENTHETO METO/IA
IIOCPEJCTBOM OTOOpaKECHUsI KOHTEHTA
CTpaHHMIIBI

2 302 Found WMHununpoBaHne BHENTHETO METO/1a
TIOCPEJICTBOM PEAUPEKTA

3 400 Bad Request OTCyTCTBYIOT 00sI3aTEIIBHBIC
napameTphl 3anpoca

4 500 Internal Server Error | BuyTpenHsis ommoka 00paboTku
BXOJISILLETO 3ampoca

b.2. llepenaua pe3yjbTaTa ayTeHTU(PUKALUMT

ITocrie MpoX0’kKeHNS BHEIIHETO METO/1A IIOCTABIIMKY» JTOJDKEH BBITOJIHUTD CIIETYIOIIHE
JNEUCTBUSA:
a) cepBepHas 4acTh «IOCTABIIMKa» J0JDKHA BbI3BaTh Blitz Identity Provider meromom POST
TI0 CIIeAYIOLIEMY aJpecy:

https://login.company.com/blitz/login/methods/outside/save?methodName=outside {name}
B nanHoM 3ammpoce Name — 3To WM BHEIIIHEr0 METOo/1a, MpUcBoeHHOoe emy B Blitz ldentity
Provider npu perucrpanuu.
B ciydae ycniexa B Tene 3anmpoca JOJKHBI OBbITh YKA3aHBI:

— wupaentudukarop 3amnpoca (id);

— extSessionld — ngenTH(UKATOP CECCUM, CTEHEPUPOBAHHBIM BHEITHHM METOJIOM.
WnenTudukarop J0KEH COBNAAATh CO 3HAUCHHEM, TIepelaHHBIM B HCXOHOM 3arpoce B
cookie;

— claims — nepeyeHb yTBEpKICHUH, KOTOPBIMU HY>KHO 00OTaTUTh CECCHIO MOJIB30BATEIIS.
[lepeueHb MOXKeET OBITH MyCTHIM;

— subjectld — unenTudukarop mosb30BaTes (TOIBKO IS MEPBOTO (HAKTOPA; MPH BHI30BE
BHEIIIHET0 METOJIa B Ka4yeCTBE BTOPOro (hakTopa Helb3s MepeaBaTh UACHTU(UKATOD
MOJIH30BATEIS );

— loginContextld — nnenTH(UKATOP KOHTEKCTA Ay TEHTU(PHUKALIUH, COOTBETCTBYOLIHIA
HCXOJTHOMY 3a1pocy.

[Tpumep 3ampoca:
POST /blitz/login/methods/outside/save?methodName=outside test HTTP/1.1
Content-Type: application/json

{
"id": "426b5139-e4f7-41e6-a206-9503de6f34dd",
"extSessionId": "YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3",
"claims": {},
"loginContextId": "3cad4dlf0-654a-4665-be98-d105abbec35d",
"subjectId": "2db787c7-6e37-4018-abe9-2beal011c047"

B ciydae ommOku B Tene 3ampoca JOKHBI ObITh YKa3aHbI:

— id — upenTrduKaTOp 3ampoca;

— extSessionld — naenTH(UKATOP CEcCUM, CTEHEPUPOBAHHBIM BHEITHUM METOJIOM.
WnenTndukarop N0KeH COBNAATh CO 3HAUCHUEM, TIepelaHHBIM B HCXOHOM 3a1poce B
cookie;

— error — xoj OIMOKY;
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— MSQ — TEKCTOBOE ONMKMCAHKUE OMTUOKHU (OMIIHOHAIIBHO).
POST /blitz/login/methods/outside/save?methodName=outside test HTTP/1.1
Content-Type: application/json

{
"id": "426b5139-e4£f7-41e6-a206-9503de6f34dd",
"extSessionId": "YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWE zZmMyZTA3",
"error": "not found",
"msg": "User not found"

B ciydae coxpaHeHHUs pe3ysIbTaTOB ayTeHTU(GUKAIMHU (KaK YCICIIHOM, TaK 1
HeycremHoit) Blitz Identity Provider Bozepamiaer orBer HTTP 200 OK.
b) Opay3epHas 4acTh «ITOCTABIIMKa» OJDKHA 0OECIICYHUTH MEPEHANPABICHUE MTOJTb30BATEIS
obpatno B Blitz Identity Provider. Iy 3Toro Heo0XouMo rmepeHanpaBuTh Opaysep 1o

azapecy:

https://login.company.com/blitz/login/methods/ocutside/callback?methodName=outside {name}
B nanHOM 3ampoce name — 3To UMl BHEITHET0 MEeTo1a, pucBoeHHoe emy B Blitz Identity
Provider npu perucrpanuu.

b.3. CepBuc npoBepkn NPpUMEHUMOCTH MeTOIa AyTeHTH(PUKAUMT

[MpencraBnser coboit URL ms npuema HTTP-3anpocos ot Blitz Identity Provider. 1o
3armpoca Ha ayTeHTuukaruio Blitz Identity Provider 6ynet nenats 3anpoc metogom POST 1o
JTAHHOMY ajipecy, nepeaas B Teine B popmare JSON Te ke TaHHBIC, YTO U B 3aIIpoce Ha
ayTeHTH(HKAIHIO.

B kagecTtBe oTBeTa BHEMIHUNA MeToA AoJpKeH BepHyTh JSON co crnemyromumu
aTpubyTamu:

— wuaentudukarop 3anpoca (id);
— pe3yJbTar MpoBepKH mpuMeHuMocTH (result), npuHuMaromuii 3HaueHue oo true

(Metox mpumenuM) win false (MeTon He IpUMEHUM);

— wupenTudukaTop Kontekcra ayrentudukarmu (loginContextld), coorsercTByrommii
3ampocy.

Ecnu cepsuc BepHer false B kauecTBe pe3ynbrara MpoBepKH IPUMEHUMOCTH, TO Jlajiee
Blitz Identity Provider He OyeT BHIIOIHSTD 3alIPOC HAa Ay TCHTU(DUKAIIUIO /IS TAHHOTO
MOJIb30BATEIIS.
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Hpuaoxkenue B. APl ayreHTHPHKAIIME 10J1b30BATEJIA

CrannapTHO NpH HEOOXOAUMOCTH MPOBECTH UACHTU(UKAIIUIO M 2y TEHTH(PHUKAIIUIO
MOJIb30BaTe s BeO-CailT MM MOOMIIBHOE MPHITOKEHHEe B3auMmoeicTByer ¢ Blitz Identity
Provider no mo60oMy U3 JOCTYHHBIX MPOTOKOIOB (cM. 1. 1). [Ipu 3TOM HemocpeacTBEHHO
ayTeHTH(UKanuei npuokeHne He 3aHnMaeTcs. [Ipunoxxenne nepeHanpasiseT moJIb30BaTelNs B
Blitz Identity Provider na ctpanuiy Bxona. Jlanee Blitz Identity Provider camoctositenbpro
HpeIaraeT Mojib30BaTeN0 Pa3InYHbIe METOIbl Ay TEHTU(HUKALIUH, OCYIECTBIIIET
B3aMMO/ICIICTBHE C MOJIb30BATENIEM B IIPOIIECCE BXOAA.

B HEKOTOpBIX cirydasix MOXET OBITh JKEJIATEILHO MPEIOCTABUTh MOJIE30BATEIIO
BO3MOKHOCTh MIPOMTH HICHTU(PHUKALUIO U Ay TCHTH(PUKAIMIO Oe3 epeHanpaBiIeHus Ha CTPaHHILY
Bxoja Blitz Identity Provider. Takue BO3MOXHOCTH OrpaHHUYEHBI (HE BCE METOIbI BXOJ1a U
MOATBEPKICHUS BXOJa IOCTYIHBI 0€3 MepeHanpasieHus), TpeOyroT OOIBIIIOro o0bema
I0pabOTOK Ha CTOPOHE MPHUIIOKEHU (TaK KaK B IPHIJIOKEHUU HEOOXOJMMO MOICPKATh
00paboOTKy pa3lUYHbIX CIIEHAPHUEB, CBA3aHHBIX C ayTeHTU(UKALINEH).

Blitz Identity Provider npenocrasnsier HTTP API, no3Bouisitoriiee BCTpOUTH B
BeO-CTpaHUITy MPUIIOKEHHS UACHTH(PUKAIINIO U ayTeHTU(UKAIIUIO TT0JIb30BaTeNel 6e3
NepeHanpaBiIeHus M0JIb30BaTENs Ha OT/ENbHYIO0 cTpanully Bxona. Jlannoe HT TP API coznano
st BeO-tipuiioxkenuid. [Ipu ucnonszoBanuu API obecnieunBaetcs Web Single Sign-On, a
MMEHHO TIPH TTOCIIeTYIOIEM BXO/IE B TOI JKe BeO-CeCCHH MOJIb30BATENS B IPYTO€ MOAKIIOUCHHOE
k Blitz Identity Provider npuioxenue, y Hero He OyJIeT IIOBTOPHO 3alpalliiBaThCsl BXOI.

B.1. Hacrpoiiku 15 ucnouab3osanus API

Ipunoxenne 10kHO OBITH 3apeructpuposano B Blitz Identity Provider. Ilpunoxenuro B
Blitz Identity Provider nomxusr 0b1Th nipricBoeHbI Client_id u client_secret, u B Blitz Identity
Provider momkHbl ObITh 3apeructpupoanbl URL Bo3BpaTa mpuitoxeHuUs.

BzaumoneiictBue crpanuibl npuinokenus u Blitz Identity Provider ocnoBano Ha
BBINOTHEHUU cepuu AJAX-B3anMoaeicTBHid. [[1s1 BOSMOXKHOCTH TaKOro B3auMOJCHCTBUS Ha
BeO-cepBepe npuiIoxkeHus u Ha BeO-cepsepe Blitz Identity Provider qomkHbI ObITE C1e/IaHbI
crenyrornue Hactpoiitku CORS (Cross-origin resource sharing):

Ha cepepe Blitz Identity Provider mns o6pabotuuka /blitz/oauth/ae nyxHo HacTpouTh
CORS-pa3pemenue, no6asus cinenyronme HTTP Headers (HyxHo yka3ats 0rigin s

IMTPO/I-caiiTa 1 HeoOXoaMMBIE OFiQin IS HYKHBIX TECTOBBIX Cpe):
"Access-Control-Allow-Origin" -> "https://{app-domain}",
"Access-Control-Allow-Credentials" -> "true"

B sTom 3aronoBke {app-domain} — 3To 1oMeH pUIIOKEHUSI.

Ha cepBepe nopraina g callback-o6paboTturka (cM. clieayromiuii pa3iesn) OTBeTa OT
Blitz Identity Provider nysxuo nHactpouts cinenyromee CORS-paspemenue (paspemenue Ha null,
TaK Kak Ioce peaupekTa Opaysep copachiBaet 0rigin):

"Access-Control-Allow-Origin" -> null,
"Access-Control-Allow-Credentials" -> "true"

B.2. Cxema B3aumojaeicTBus

HTTP APl ayrenTudukanuu no3Boser:

— IlpoBepurs Hannuue SSO-ceccun. B cinyuae orcyrerBust SSO-ceccuu NOayYUTh CIIMCOK
JOCTYTIHBIX ITOJIb30BATEII0 METOOB ayTEHTH(HUKAIIHH.

— IlIpoBecTr HACHTU(UKANIO U ayTEHTU(PHUKALIMIO C UCIIOIB30BAaHHEM JIOTHHA U MTAPOJISL.

— IlpoBecTtu uneHTUGUKALNIO U ayTEHTU(UKALIMIO C UCTIOJIB30BaHUEM JIOTHHA (TenedoHa)
U KOJia MOATBEPKACHHUS, OTHpaBIsieMoro no SMS.

— IlIpoBectn naeHTHUKanmio u ayreHTHGHKanuo mo QR-koxy;

— IlpoBectn moaTBEpIKAEHUE BXO/A C UCIIOJIL30BAHUEM KOJIa MTOITBEPIKICHUS,
oTmpasiusiemoro no SMS.
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Ha pucynke 10 mpuBeeHa cxemMa B3aMMOJICHCTBHUS TIPU BXO/IC 10 JIOTUHY U TAPOJIIO C
MOCJICTYFOIIIUM TTOATBEPKACHUEM BX0JIa C UCTIOJIb30BAHUEM KOJIa TTOATBEPIKIACHUS,
otmpasisiemoro mo SMS.

DpoHTEHA NPUAOKEHUA Bakena

Mons3oBatens
(6payzepa) NPUNOXKEHNA

Blitz Identity Provider

®

MoNb30BaTeNb BbI3LIBAET NPUAOKEHUE . AJAX CORS. MiHULMMpOBaHWE BXOAS

HTTP Redirect /blitz/oauthfae?client_id=...&scope=...&state=...&
response_type=...&redirect_uri=...&display=script

3anyck npouecca BX0Ad

Access_Control_Allow_Origin https:/fcompany.com, IDP session state cookies,

HTTP Body: uHcTpykuma («3anpocute , «3anpocuTe SMS kog» , «3anpocute
BXO/l YEPE3 COL.CETU») A ABTOMATMUYECKOE NepeHanpasneHye Ha redirect_uri c kogom
28TOPU3aLUK, eI SSO-ceccus ecTs

UP

~ A

AJAX CORS. Buizos nposepkuv napons.
HTTP POST noruk, napons, Apyrue napameTpsi . Mposepka napons

Monb3osaTens BBOAUT J'IDI'“HfI'IﬂDO.ﬂb

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: mHcTpykuma («3anpocuTe ewe pas», «nogTeepante axoa») wim HTTP Redirect
Ha redirect_uri ¢ kogoM aBTopu3aumn

P

v

AJAX CORS. MHWyu1posaHue oTNpaeki SMS ¢ KOAOM NOATEEPXAEHWUA N Ornpaska SMS
Access_Control_Allow_Origin https:/{company.com, IDP session state cookies,

P HTTP Body: MHCTPYKUMA («3aNPOCMTE KOZA NOATBEPKAEHNAR)

h b

Mons3osartens BBOANT KOA M3 SMS AJAX CORS. Bbi30B NpoBEpKM KOA3 NOATBEPKAEHMS.
HTTP POST ko nogTteepxaeHun R Mposepka kopa

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: nHcTpykuma («3anpocute ewe pa3n) nam HTTP Redirect Ha redirect_uri ¢
KOAOM aBTOpM3aL MM

v

Bei3os redirect_uri npunoxeHmns ¢

nepeAayeit K0Aa aBTOPHIALIMK .| Buizos /blitzjoauthite, 3anpoc Mapkepos
N
Y
y
Mpunoxexne co3paet ceolo ceccuio M id_token, access_token, refresh_token
BNYCKAET NOAb30BATENA

Pucynok 10 — Cxema 63aumooeiicmeus npu 6xooe no ji102uHy u napo.iio

Ha pucynke 11 npuBeneHa cxema B3auMOICHCTBUS MIPH BXOJE IO TeIePOHY U KOy
MOATBEPKIIEHUS, OTIpaBisieMoMy o SMS.

(DpoHTeHA NpUNOXEHUA Bakeng
Monb3oBarens (6pay3epa) npHACKEHUA Blitz Identity Provider
M0/1b30BATENb BbI3bIBAET NPUNOKEHUE AJAX CORS. MHnummposanme Bxoaa

HTTP Redirect [blitz/oauth/ae?client_id=...&scope=...&state=...&
response_type=... &redirect_uri=... &display=script
3anyck npouecca Bxoaa

P

Access_Control_Allow_Origin https://company.com, IDP session state cookies,

HTTP Body: MHCTPYKL MA («3aNpocuTe Naponb», «3anpocute SMS kog» , «3anpocute
BXO/, Yepe3 COL.CEeTH») MM ABTOMATUYECKOE NepeHanpasaeHue Ha redirect_uri c kogom
asTopu3aumm, ecnm SSO-ceccun ecTe

_

Mons3osaTens BeoAMT TenedoH AJAX CORS. Muuyumposanme oTnpaski SMS ¢ Ko0M NOATBEPXAEHWA

N HTTP POST Tenedon . Omnpaska SMS
r v
Access_Control_Allow_Origin https://company.com, IDP session state cookies,
M I—!TI'P Body: MHCTPYKLMA («33NPOCUTE KOA NOATBEPXACHMAR) :
h A
Monb3osatens BBOAMT KOA M3 SMS AJAX CORS. Bbi30B NPOBEPKM KOAS NOATBEPXAEHUA.
»  HTTP POST koa noaTeepxaeHns Mposepkakoga
Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: uHcTpykuma («3anpocuTe ewje pas») unn HTTP Redirect na redirect_uri c
KO/AOM aBTOPH3aL MM

I

Buizos redirect_uri npunoxenus ¢

nepeAaUed KoAa aBTOpHIAUMM | Buwi3os /blitzjoauthjte, 3anpoc mapkepos

r —
MNpunoxenue co3paeT CaOK Ceccuio U id_token, access_token, refresh_token
BNYCKAeT NoAb30BATENs &

Pucynok 11 — Cxema e3aumooeiicmeus npu exooe no meyiepony u K00y noOmeepiHcoeHus
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Beo6-npunokenne B3aumoeiictyer ¢ Blitz Identity Provider, Beimomnasis cepuio u3
AJAX-3ampocos.

IMIpumeyanue — 3ampockl JODKHBI ACTAThCs 00S3aTEIBHO C COXPAHCHUEM H
nepenaueii COOKie — HeoOxomumo ucronb3oBatk WithCredentials: true

B nmocnenyromux pasaenax npuBOASTCS OMHCAHUS BBI3BIBAEMBIX 3aIIPOCOB, BO3MOXKHBIX
OTBETOB U PEKOMEHIAINI 110 uX 00padoTke. [Ipumepsl 3aIpOCOB M OTBETOB MPUBOJAATCS B BUJIE
BbI30BOB CURL.

B.3. 3amyck mpouecca Bxoaa

YroObl 3ammyCcTUTh MPOLIECC BXO/1a, MPUIIOKEHHEe H0JkHO HanpaBuTh B AJAX k Blitz
Identity Provider 3ampoc HTTP GET (o6s3arensho ¢ withCredentials: true) Ha oObrambIii
obpaboruuk Authorization Endpoint (/blitz/oauth/ae, cm. . 3.3.2), no6aBus k 3anpocy
crieranbHbIil napametp display=script.

ITpumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \

—--request GET
'https://login.company.com/blitz/oauth/ae?response type=code&client id=ais&scope=openidé&state=..&d
isplay=scripté&redirect uri=https%3A%2F%2Fapp.company.com$2Fre’

Ecmu SSO-ceccust yxe cymectByer, To Blitz Identity Provider asromaTnyecku
MepeHanpaBuT MMOJIb30BaTeNs Ha ajapec oOpaboryrka redirect_uri, 100aBUB K 3arpocy KOJ
aBTOpH3alMK 1 apamerp State. Mcromnb3yst moydeHHBIH KO/l aBTOPU3AIMU IIPHIOKCHUE
HPOJOIDKUT CTaHAapTHOE B3anMozeicTeue no OpenlD Connect asist momy4yeHus: MapKkepoB
0€30MMacHOCTH U JJAHHBIX YYETHOM 3aITHUCH.

[Tprmep oTBeTa ¢ nepeHanpaieHueM, ecin ceccust SSO-ceccrst yke CyIIecTBYeT:

< HTTP/2 302

< location: https://..?code=..&state=..

[Ipumep otBera, eciu TpeGyercs ayTeHTU(DUKALINS:

"inquire":"choose one",
"items": [
{
"inquire":"login with password"
Yo
{
"inquire":"request auth with fed point",

"fp":"esia:esia 1"

"inquire":"request auth with fed point",
"fp":"yandex:yandex 1"

"inquire":"login to send sms"

"inquire":"show gr code",
"link":"https://..?2code=dde087£f0-8f4a-478e-886b-5354b0283362",
"expires":1660905165,

"logo":"https:/.."

Ecnu tpedyercs ayrentudukarus, to Blitz Identity Provider Bo3BpaiaeT npruioKeHHIO
OJTHY U3 BO3MOXHBIX HHCTPYKIIHN:
— login_with_password — BoiTH 10 JIOTHHY ¥ MapoJIio;
— request_auth_with_fed point — BoiiTu ¢ MOMOIIBIO BHEIITHETO MTOCTABIIHAKA
uAeHTU(GUKAINY (COLIMATTLHON CETH);
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— login_to_send_sms — Bo#TH ¢ IOMOIIBIO JIOTHHA U KOZA IOTBEPKICHUS,
OTHPaBIIEHHOT O 110 SMS;

— show_qgr_code — oro6pazuts QR-K01, MO3BOISOIINI OCYIIIECTBUTH BXO/I.

Ecnu xakue-To U3 METO0B ayTeHTH(UKAIMK He ckoH(purypuposansl B Blitz Identity
Provider wiu sIBIAIOTCS HEIOCTYITHBIMH JIJIsl BXO/Ia B 3ampaliiBaroiiee MprUIoKeHne (Harnpumep,
B Pe3yJIbTaTe HACTPOCK IPOIEIYPHI BXOIa» JUIsSi COOTBETCTBYIOIIETO MPUIOKEHHS), TO U
WHCTPYKIMH 110 HUM OYJyT OTCYTCTBOBATh B OTBETE CEPBHCA.

B 3aBucumoctu ot BriroueHHbIX B Blitz Identity Provider pexxuMoB 3amuThl HHCTPYKIIHS
login_with_password mosxer cozepkaTh JOMOIHUTEIbHBIC ITAPAMETPBHI:

— Ecmu B Blitz Identity Provider mactpoeH pesxum HEOOXOUMOCTH UCIIOIb30BAHUS
CAPTCHA npwu Bxoze, TO B MHCTpYKIMU Oynet napametp captchald, koropsrit
HEO0OXOAMMO HCIIOIB30BaTh npuioxkennto 1 recta CAPTCHA:

"inquire": "choose one",

"items": [

{
"inquire": "login with password",

"captchalId": "9cf48a75-6bel-4008-b34e-8906220c472f"
} 4

— Ecnu B Blitz Identity Provider HacTpoeH pekum 3amuThl OT moAdopa naposs,
TPeOYIOMUA pEIICHUs OT MPUITIOKEHHS TITUTEIHHON BIUYUCIUTENbHOM 3a1auu (Proof of
Work), To B uncTpyKkunu Oyaet mapamerp proofOfwork:

"inquire": "choose one",

"items": [

{
"inquire": "login with password",
"captchald": "9cf48a75-6bel-4008-b34e-8906220c472£",
"proofOfWork": "1:15:220313184752:abe..539: :Ekf.w==:"

— B ciyuae nonyuenus napametpa proofOfWork pekomengyeTcst acHHXpOHHO cpasy
3aIlyCTUTh aJITOPUTM HAXOXKJICHHSI PEIICHHSI, HE TOKHUIASICh, TOKA ITOJIb30BaTEIh
BBIOEpET PEXKUM BXOJIa IO JIOTUHY U MApOJII0 M BBEACT JaHHBIE. DTO MO3BOJUT CKPBITH OT
MTOJTE30BATENS BpEMs 3a/IEP)KKU Ha PEIIeHHE 3a1a9 (MOYKET COCTABIISITh HECKOIBKO
CEKYH]I B 3aBHCUMOCTH OT CJIOXHOCTH 33]1a4H ). B HACTOSIIMIT MOMEHT UCIIOJIB3YETCS
anroputm Hashcash®. Heo6xomumo gononauts napamerp proofOfWork takum
3Ha4eHreM™Y, YTOOBI BBIYMCIIEHHBIN OT HEro 1o anroputmy SHA-1 xa3m comepixan B
Havasie CTOJIBKO HYJIEBBIX OHT, CKOJIBKO 33JIaHO YCIOBHEM 3a/1a4 (YUCIIO MOCIIE TIEPBOTO
cuMBoia : B mapamerpe proofOfWork).

B 3aBucumocTu ot BbIOpaHHOIO criocoba ayTeHTU(UKalMK IPUIIOKEHUE BBI3BIBAET B
Blitz Identity Provider Bxox ogHEM U3 CIEAYIOIIMX CIIOCOOOB:

— Bxoa no noruHy 1 napoito — onucas jajiee B 1. B.4.

— Bxox mo tenedony u koxy moareepxacHus B SMS — onucan ganee B 1. B.S.

— Bxon no QR-koxy — onucan nanee B 1. B.6.

— Bxop uepe3 BHEmIHMI MOCTABIIUK UACHTH(PUKAIIMKI — TAKOK CITOCOO BX0/1a BO3MOXKEH
TOJILKO Yepe3 Opay3ep ¢ IepeHarnpaBlieHUEM 0JIb30BaTENs Ha CTPAHHILY BXOJ1a
BHEIIIHETO ToCcTaBINuKa uaeHTudukanuu. HyxHo nmosroputs Bei30B Authorization
Endpoint (cm. 1. 1. 3.3.2), ucnonb30BaTh B BBI30BE HEOOXOAMMOE 3HAYCHHUE MTapaMeTpa
bip_action_hint, cooTBeTcTBYyIOIII€E BEIOPAHHOMY IMOJIE30BATEIIEM BHEIITHEMY
MOCTaBIIMKY BXoja (Harpumep, bip_action_hint=externalldps:esia:esia_1).

58 Cm.: http://www.hashcash.org
54 Hanpumep, pemennem pis 1:15:yyyy03Su212003:Blitzldp::McMybZIhxKXu57jd:0 6yaer cTpoka
1:15:yyyy03Su212003:Blitzldp::McMybZIhxKXu57jd:3/g
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[Tpumep 3amnpoca:
https://login.company.com/blitz/ocauth/ae?response type=code&client id=portal.ru&scope=openid+prof
ilesredirect uri=https://apitest.company.com/success&state=342a2c0c-d9ef-4cd6-b328-b67d%af6a7fs
bip action hint=used externalldps:esia:esia 1

3aBepieHHE poIecca BXo/1a B 3TOM Cirydae OyIeT POUCXOANTh CTAaHIaPTHBIM 00pa3oM
B coorBercTBuH ¢ OpenlD Connect — Blitz Identity Provider BepueT ko aBTOpu3aiiuu Ha
redirect_uri oOpabOTYHK MPUITOKEHHS.

B.4. Bxoj 1o JIOTHHY U APOJII0

Ecnu B Blitz Identity Provider nactpoeno ucnonszoBanne CAPTCHA, 1o 10 BbI30Ba
MIPOBEPKH JIOTHHA M TIAPOJISI IPUIIOKEHHE JIOJKHO BBITOIHUTE BBI30BHI IO TIOJTYYEHHIO U
npoBepke CAPTCHA. 3ampocsl Ha IpOBEPKY JIOJIKHBI (POPMUPOBATHCS Yepe3
CrielMaIN3UpOBaHHbIe ProxXy-cepsuckl Blitz Identity Provider, a He HanpsiMyto K cepBUCcam
CAPTCHA.

[Tpu ucrionb3oarmnu reCAPTCHA v3 HEOOX0AMMO BBITOJTHATH HHUITHATA3AIHIO
reCAPTCHA V3 cornacHo J0KyMeHTaIlun

— 3arpy3uTh Ha CTPAHUIIE MPUIIOKEHUS CKPHUIIT, HCTIONB3Ys Takoi ke recCAPTCHA v3

sitekey kax 3apeructpupoBa B Blitz Identity Provider:
<script src="https://www.google.com/recaptcha/api.js?render=reCAPTCHA site key"></script>

— Bssars grecaptcha.execute Ha HakaTue KHOIIKH BXO/Ia:
<script>
function onClick(e) {
e.preventDefault () ;
grecaptcha.ready (function() {
grecaptcha.execute ('reCAPTCHA site key', {action: 'submit'}) .then (function (token) {
// Add your logic to submit to your backend server here.
1)
1)
}
</script>

Cpa3y mocie BbI30Ba co cTpanullbl Bxoaa ceppucoB FeCAPTCHA Heo0XoauMo BEI3BaTh
C cepBepa MpHIoKeHH oreparnto mposepku (Verify). Be3oB m1o/mkeH ObITh TPOU3BEACH HE
HanpsMyro Ha cepBepa Google, a uepes crienmansHbIN ProXy-cepsuc B Blitz Identity Provider.

[Mpumep 3ampoca Ha mpoBepku (oneparus Verify):
POST /blitz/login/captcha/verify
Content-Type: 'text/json'
{

ctx": {
// captchald, nosyuenHews or Blitz Identity Provider
"id": "9cf48a75-6bel-4008-b34e-8906220c472£",
"method": "password"
}I
"params": {
// token myis npoBepkM Kamnuy, [IOJYUEHHEM NpY perucrpaumn B Google
"response": "03..sA"

Otser HTTP 200 OK:

"action": "submit",

"challenge ts": "2021-03-16T11:18:412Z",
"success": true,

"hostname": "company.com",

"score": 0.9

Taxoke ecnu B Blitz Identity Provider Bkimouena 3amura Proof of Work, to nyxHO
BBIYKMCIIMTH 3HaYeHUE napamerpa ProofOfWork kak onucano B . B.3.

J1y1s IpOBEPKH JIOTMHA | [TApOJIst IPUJIOXKEeHHe T0JDKHO HampaBuTh B AJAX k Blitz
Identity Provider 3anpoc HTTP POST (o6si3arensno ¢ withCredentials: true) na URL
https://login.company.com/blitz/login/methods/headless/password ¢ Content-Type x-www-form-
urlencoded u Body, coaepxamium mapametpsl l0gin u password, a Takke BHIYHCIICHHBII

55 Cm.: https://developers.google.com/recaptcha/docs/v3#programmatically_invoke_the_challenge
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proofOfWork (eciu stoT mapametp 6611 osryden ot Blitz Identity Provider npu 3amycke
mporiecca BX0/a).
ITpumep 3amnpoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/password' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'login=mormmé&password=naponk&proofOfWork=pemenne'

Blitz Identity Provider mpu mosyueHun 3arpoca BBITIOIHIET HEOOXOMMBIE TPOBEPKH
oesonacHoctu (npoiiaeHa iu CAPTCHA, pewen nu ProofOfWork, ve 3a6i0kupoBana i
yuetHas 3anuch). Eciu nmpoBepku Oe3onacHocty npoiaeHsl, To Blitz Identity Provider
MPOBEPSICT MepPeJaHHbIC JIOTHH U MapOJIh.

Ecnu npoBepk# JJ0TWHA U TapoJIs YCHENIHBIE U €CIIU MPOHICHHOH ayTeHTU(hUKANN
nocratouHo, To Blitz Identity Provider aBromaTiuecky nepeHanpaBuT MMOJIb30BATENs HA aJipec
obpaboTunka redirect_uri, 1o6aBuB K 3ampocy KOJ aBTOpu3aliuu 1 napametp state. Mcmons3ys
MOJTYYEHHBIH KO/l aBTOPU3AIMU IPHIIOKEHUE MTPOJIOJDKUT CTAHAAPTHOE B3aUMOJICHCTBHUE 1O
OpenlD Connect ams nmonydeHus: MapKepoB 0€30MaCHOCTH U IAHHBIX YUYETHOH 3alHCH.

[Ipumep oTBeTa ¢ MepeHanpaniacHueM, eciim ceccust SSO-ceccHs yiKe CyIecTBYET:

< HTTP/2 302
2 location: https://..?code=..&state=..

Ecnu xakue-nmu6o nmpoBepKH 3aBEPIIMIUCH OMIMOKON WIIA €CITM HEOOXOTMMBI
JanbHEHIe JeiCTBUS OT mosb3oBarens, To Blitz Identity Provider Bo3spariaer oany us3

WHCTPYKLHHN.
[Tpumep oTBeTa B ciaydyae OMIMOKH MPOBEPKH JIOTHHA U TTAPOJIS:

"inquire": "login with password",
"errors": [
{
"code": "invalid credentials",
"params": {}

[Ipu nony4eHnn Takoro OTBETA MPHIIOKEHHE MOYKET OTOOPAa3UTh TEKCT OIIUOKH U
IIPETIOKUTH MOJIB30BATEINIO BBECTH €UIE JIOTHUH U M1apOJIb, MIOCIIE YETO MOXKHO TOBTOPUTH
IIPOBEPKY JIOTMHA U NIApOJIsL.

Ecnu monb30BaTens BBEN Maposib, KOTOPBINA paHee ObLI B YY€THOW 3aITUCH, UIIH €CIIU

y4eTHasl 3a1ich 3a0JJOKUpOBaHa, TO OMKOKa OyIeT UMETh BU/I:
{

"inquire": "login with password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472£",
"proofOfWork": "1:15:220313184752:abe..539: :Ekf..w==:",
"errors": [
{
"code": "invalid credentials",
"params": {
" cause": "used old password"

}

[Tpumep momydenust ommoOKu, uto He mpouuia mpoBepka CAPTCHA:

"inquire": "login with password",
"captchalId": "9cf48a75-6bel-4008-b34e-8906220c472f",
"errors": [

{
"code": "invalid captcha",
"params": {}

ITpumep omubku, 4TO HE Mpoiuia nposepka penienus Proof of Work:

"inquire": "handle error",
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"errors": [

{

"code": "doesNotMatch",
"params": {}

Ecnu B Blitz Identity Provider BxiroueHa crieniaibHas 3alUTa Ha 33/ICpPIKKy TPOBEPKH
JIOTWHA U TIAPOJIs, TO MPHU MPOBEPKE JIOTHHA U MApoJisi MOXKHO moryuuTh ot Blitz Identity
Provider ciemyolnyro HHCTPYKIUIO, YTO HY>KCH TIOBTOPHBIN BHI30B IIPOBEPKH MAPOJIS CITYCTsI

ONPpEACICHHOC YHCIO CCKYH/.
{

"inquire": "delayed login with password",
"delayedFor": 5

[ToBTOpPHBIN BHI30B JIOJDKEH OBITH ClIEIaH, KOTa mpoitieT Tpedyemoe Bpems. B
MOBTOPHBIH BBI30B HEOOXOIUMO TMepeaaTh nmapamerp isDelayed=true.

IIpumep MOBTOPHOTO BBI30BA IPOBEPKU 1APOJIA B OTBET HA HHCTPYKLHUIO
delayed_login_with_password:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/password' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'login=smormH&password=naponb&proofOfWork=pemennesisDelayed=true'

Ecnu B Blitz Identity Provider Bxirouena criennanbHas 3aluTa Ot nepedopa mapoiis, To
Blitz Identity Provider npu npoBepke mapoJisi 1o JaHHOW y4ETHOW 3aIIMCH MOXKET 3alPOCUTh
noroaATeIHO TpoBepky CAPTCHA. PaznmnyaroTcst 1Be BO3MOKHBIC CUTYAIIHH ;
— Tlonb3oBaTens nepenan HEMPaBUIIBHBIN APOJIb, MOCIIE YETr0 BKIIOYMIIACH 3aIUTa, U
CAPTCHA nyxHa 1151 04epeTHON NOMBITKA ayTeHTH(HUKALNH.
— 3amuTa oT moadopa maposist s YYETHOM 3alucH BKIIIoYanach panee. Tekymiuii
IepelaHHbIN [1apoJib HE IPOBepsIcs, Tak Kak He npooawicsa Tect CAPTCHA.
B nepBom cirydae Hy»KHO COOOIINTH TTOIH30BATEINIO, YTO JIOTHH U TAPOITh HEMTPABUIIHHBIH,
Y JUTIsl HOBOM TOTIBITKU JOTIOJHUTEIBHO K BBOY MapoJist 3anmpocuth mpoitu Tect CAPTCHA.
Bo BTOpOM cnyuae Hy»KHO MOMPOCHTH nosb3oBarens npoiitu tect CAPTCHA, nocne
4ero HalpaBUTh HAa IPOBEPKY paHee BBEJCHHBIC JIOTHH U MTapOJlb.
[Ipumep oTBeTa 11 EPBOTrO Cayyasi, YTO MapOib HEMPABUIBHBINA U HY)KEH TECT
CAPTCHA:
{ "inquire":"login with password",

"captchaId":"1c9e4047-c8c4-47ad-a447-ccl809bd3ebc",
"errors": [

{

"code":"invalid credentials",
"params": {}

[Ipumep oTBeTa Ui BTOPOTO ClIydasi, 4TO MapoJib HE IPOBEPSUIICS U HYKEH TECT
CAPTCHA:
{

"inquire":"login with password",
"captchalId":"2f818f5d-3a89-428d-b424-cde38cl19051e",
"errors": [
{
"code":"bypass captcha",
"params": {}

[Tpumep ommOKH, eciu ydeTHas BpeMEHHO 3a0I0KHpOBaHa!

"inquire":"login with password",
"errors": [

{
"code":"pswd method temp locked",
"params": {"0":"2"}
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}
[Ipumep ommbku, eciu ydeTHas 3a6J0KMpPOBaHa MO IPUYMHE JITUTEILHON

HCAKTUBHOCTU.
{

"inquire": "handle error",
"errors": [

{

"code": "inactivity lock",
"params": {}

Eciu maposib y4eTHOM 3aliCH He COOTBETCTBYET MAPOIBHOM MOJUTHKE, TO MOKET
BO3HUKHYTH HEOOXOIUMOCTh CMEHHUTD ITApoJib IpH BXoje. B atom ciryuae Blitz Identity Provider
BEPHET MHCTPYKLUIO, YTO HEOOXOIMMO IIepeHaNpaBUTh MOJIb30BaTENs HA CTPAHUILY C

YKa3aHHBIM agpeCOM.

{

"inquire":"go to web",

"redirect uri":
"https://../blitz/login/methods/password/change?f=false&c=password policy violated"

Ecnu norun n MapoJib YCIICIIHbI, HO JOIIOJHUTCIIBHO Tpe6yeTc;1 MnoATBCPpAUTHL BXOO, TO

BCPHCTCA MHCTPYKIHUA C BO3MOKHBIMU crocodamu MMOATBEPKIACHUA .
{

"inquire":"choose one",
"items": [
{
"inquire":"ask to send sms"
Yo
{
"inquire":"go to_web",

"redirect uri":"https://login.company.com/blitz/login/methods2/sms"

MOKHO WK TIepeHANpPaBUTh MOJIH30BATENsI HA BEO-CTPAHHMILY, YTOOBI OH MPOIOTIKUI
MOJITBEPXKICHUE BX0o/1a Ha BeO-cTpanuiie Blitz Identity Provider, win npomgomxuts
ucnonb3oBatb HTTP API ansa moarBepknenus Bxoaa mo koay u3 SMS — cm. . B.7.

Ecnu B mpouieype BXo/a, YCTaHOBJIICHHOM JIJIs TIPUJIOKEHUS, HACTPOCH BBI30B
JOTIOJHUTEIBHOIO 3KpaHa rmocie Bxoa (Hanpumep, cM. [punoxkenue I'), To Blitz Identity
Provider mepeaapecyer moiap30BarTelis Ha TOT KPaH.

B.S. Bxoa no renedony u Koay noATBepPKACHUA

Bxon mo tenedoHy u Koy MOATBEPKACHUS COCTOUT W3 CICTYIOIINX IaroB:
— OrnpaBka NoJIb30BATENIO KOAA MOATBEpKAeHUs 10 SMS.
— IIpoBepka BBEIEHHOTO TTOJIH30BATENEM KOJIa TOATBEPKICHUS.

Jl71s OTIpaBKH MOJIK30BATENIO KOJA MOATBEP kK AeHUS 10 SMS npuioxeHue T0IAKHO
HanpaButs B AJAX k Blitz Identity Provider sanpoc HTTP POST (oGsi3atenbHo ¢
withCredentials: true) na URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded u Body, coxepsamum login mosis3oBarens. B kauectse
login pexomeHayeTcst iepenaBaTh HoMep TenedoHa, BBEICHHBIH MMOJIb30BaTEIIEM.

[Tpumep 3ampoca:
curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \

--header "Content-Type: application/x-www-form-urlencoded" \
--data 'login=normu'

Ecnu ydeTHast 3ammuch ¢ epeJaHHbIM JIOTHHOM He HalijeHa, To Blitz Identity Provider

BEpHET OMIHOKY:

{
"inquire":"handle error",
"errors": [

{

"code":"no_subject found",
"params": {}
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]

Ecnu ydyernas 3anuch HaiijieHa, HO 10 Hel paHee ObLT 3a)UKCUPOBaH 1mepedop KOI0B

noarBepskaeHust, To Blitz Identity Provider Beprer ommoky:
{

"inquire":"handle error",
"errors": [

{
"code":"method temp locked",
"params": {}

Ecnu yueTHast 3amuch HaliieHa U JJIs1 Hee BO3MOXKEH BXOJI JaHHBIM criocobom, To Blitz

Identity Provider ormipaBut nosp3oBarento SMS ¢ K0J10M MOATBEPKICHUS U BEPHET OTBET:
{

"inquire":"enter sms code",
"contact":"+79991234567",
"ttl":300,

"remain attempts":3

B nonydyeHHOM OTBeTE yKa3aHO, CKOJIBKO CEKYHJ Y TIOJIb30BATENs OCTAETCS IS
OTIIPAaBKH KO Ha MpoBepky (ttl), ckoibko MombITOK BBECTH KOJ Y HEro ecTh (remain_attempts),
Ha Kakoi HoMep TenedoHa eMy ObLT OTIpaBicH Ko (contact).

J11s1 mpoBepKH BBEIEHHOTO MOJIB30BATENIEM KOJIa TOATBEPKICHUS IPUIIOKEHHUE JTOJKHO
Hanpasuts B AJAX k Blitz Identity Provider sanpoc HTTP POST (oGsi3atenbHo ¢
withCredentials: true) na URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded u Body, conepskarum Sms-code ¢ koqom
MOATBEPKICHUS.

[Ipumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

--data 'sms-code=123456"'

Ecnu ko nenpaBuibHbIi, To Blitz Identity Provider Bepuet ommoKy:

"inquire":"handle error",
"errors": [

{

wons

"code":"invalid otp",
"params": {}
}
1,
"contact":"+79991234567",
"remain attempts":2,
"ttl":276

Eciu koruecTBO MOMBITOK MPOBEPKHU KoJia 3aKoHYmII0Ch, TO Blitz 1dentity Provider

BEpHET OMIMOKY:

{
"inquire":"handle error",
"errors": [

{
"code":"no attempts",
"params":{}

Ecnu cpok neiicTBust kona uctek, To Blitz Identity Provider Bepuer ommoky:

"inquire":"handle error",
"errors": [

{
"code":"expired",
"params":{}

B ciyuae sToit ommOKku MOKHO 3alIPOCUTH OTIPABKY HOBOTO KO/a OATBEpKAeHUS. [list
3TOTO MPUJIOKEHHE JT0JDKHO Bhi3BaTh Blitz Identity Provider ciemyromnm oopasom:
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curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

—--data 'sms-send=sms'

Ecnu 3anmpocuTs nepeoTnpaBKy Koja 0 UCTEUEHUS CPOKa AEHCTBUS MPEAbIAyIIEero, TO

BEpHETCS OIHNOKa:

{
"inquire":"handle error",
"errors": [

{

"code":"code not expired",
"params": {}

Ecnm o01ee KOJIM4ECTBO MOMBITOK BX0/1a O KOy MOATBEpkKAeHHU U3 SMS mpeBbIieHo,
to Blitz Identity Provider ocymiecTsiisier BpeMeHHOE OJIOKMPOBAHKE BXOJIa ISl YUCTHOM 3alucu
0 KOy MOATBEP)KACHHS. B 3TOM ciydae mpu ouepeTHOi MOMBITKE BBOAA HEMPABUIBHOTO KOJIa

noareepskaeHus Blitz 1dentity Provider mosxer BepHYTh OIIHOKY:
{

"inquire":"handle error",

"errors": [

{

"code":"method temp locked",
"params": {}

Ecnu BBeieHHBII KO/ TOATBEPXKICHHUS PABUIIBHBII, K TOTO TOCTATOYHO IS
3aBepuieHus Bxoja, To Blitz Identity Provider apromaTruecku nepeHanpaBuT N0Ib30BaTENs HA
azpec oopaboTymka redirect_uri, 100aBuB K 3aIIpOCy KO/ aBTOPH3AIMK U mapaMeTp State.
Hcronp3ys NoTy4eHHBIH KO aBTOPU3AINHU TPHIIOKEHUE MTPOIOJDKUT CTAHIAPTHOE
B3aumosieiicteue o OpenlD Connect s momydeHust MapkepoB 0€30IacHOCTH M TAaHHBIX
Y4ETHOM 3aIUCH.

[Tpumep oTBeTa B Citydae yCIEITHOTO BXOa:

< HTTP/2 302

< location: https://..?code=..&state=..

Ecmm IIpOBEpKa KoAa NOATBECPIKACHNA YCIICHIHA, HO JOIIOJHUTCIBHO Tpe6yeTc>1

HOATBCPAUTL BXO/J, TO BEPHCTCA MHCTPYKIHA C BOSMOXHBIMHA criocodoaMu IOATBEPKIACHUA .
{

"inquire":"choose one",
"items": [

{

"inquire":"go to web",

"redirect uri":"https://login.company.com/blitz/login/methods2/email"

B.6. IlepBuunblii Bxoa mo email

[TepBuYHBII BXO/ C MOMOILBIO 3JIEKTPOHHOM MOYTHI COCTOUT U3 CIEIYIOIIHNX IIaroB:
— OrnpaBka M0JIb30BATENIO KOJA MOATBEPKACHUS 10 3JIEKTPOHHOU MOYTE.
— IIpoBepka BBEIEHHOTO TTOJIB30BATENEM KOJIa TOATBEPKIACHUS.

JI1s OTIIpaBKH TOJIB30BATEINIO KOJA IMOATBEPKICHUS 110 email mpriioKeHue T0IKHO
HanpasuTh B AJAX k Blitz Identity Provider 3anpoc HTTP POST (o6s13atensHo ¢
withCredentials: true) Ha
URL https://login.company.com/blitz/login/methods/headless/email/bind ¢ Content-Typex-www-form-
urlencoded 1 Body, conepsxamum login mons3oBatens. B kauecTse login Hy>XHO mepeaBaTh ajapec
3JIEKTPOHHOM MOYTHI, BBEJAECHHBIN MOJIb30BATEIIEM.

[Tpumep 3ampoca:

curl --location --request POST
'https://login.company.com/blitz/login/methods/headless/email/bind' \

110



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'login=<email>'

[Ipumep oTBera:

"inquire": "enter email code",
"contact": "user@gmail.com",
"remain attempts": 3,

"ttl": 300

[IpoBepka kona:
curl --location --request POST
'https://login.company.com/blitz/login/methods/headless/email/bind"' \
--header 'Content-Type: application/x-www-form-urlencoded' \
--data-urlencode 'email-code=746234"

BapuaHTbI 0TBETOB, €CIIM IMMPOBEPKA MIPOIILIA HEYCICIITHO:

"errors": [
{
"code": "invalid otp",
"params": {}
}
] ’
"contact": "user@gmail.com",
"inquire": "handle_error",
"remain attempts": 2,
"ttl": 257

"inquire": "handle error",
"errors": [
{
"code": "no attempts",
"params": {}

IIOBTTH)Haﬂ OTTHJaBKa,KOIHH
curl --location --request POST
'https://login.company.com/blitz/login/methods/headless/email/bind' \
--header 'Content-Type: application/x-www-form-urlencoded' \
--header 'Cookie:
blc=Hc20CGvbCYbsHcVs83VxLvjudyVzCEwjnA31CLPL cZbvA26 krHgOLAV31jWd1l0M9zdd4SQFbneCrtUEgHhtoWzJadc4
Y8y2jI1xFSIVAYZtPUPGQ7SkIvOt8JIx41lsIrnt 5wP4BJIAGYigYQw5sNbV03ZiRNsidabwbGyDwbWzUD-
BOg e4ICig9cWBCPOLrR3Bn8eS64YIDymCEaxDFxQANGUIhK1L44erlOECvJII56GlrHnZGbjEXo0xp9JiJVdnH3LuEPTwc4x0
pDMpnTIgFXz3draGNKZ4JfpmGumknfdtmluY1lrk1KFANMz JWLAo l1FxPLNDR7gnP5wmr831UfxaQP—
R2cyjJT2075urM0zBsI1XT-vG2XPGjCK2yo0BZOXO0eEw8mKxZiQdBI3woglBffRjo5IHXe8WY-RKTdo4iw0OhMLgn—
k 2E2x3vdQ87 9IMjT5pyyzSMv5JIWT74BFBWPpG9-DplPsw7sX0FOk03H67NhDVE2mglgNgguEOAAWMa-~-70CI tKw9zR-
hXNLUHXBvF0aeCs9m700tk3pj4n4DSNY1S8L63EIQedzQSWRAMExn0ZcW0Sg QeUQ5jbmMOvel 62YXvsStXEPC-g-
1Pk83KH7-
KQEQ814VZFRkLYXTook7Pznzl121tvitR6SaXk7xGszgLWaYhATNGhaL6sVEVPS5UNHO1iDwLUc6LzaixnEJhKXENOAC1CvGam4
4gulceEv2eP34EgxBJbFvyuOe8ymzinyvSAwpQARCFEKft X5AbbV7gD6KX7kCBAlp—
mImISDVBEsx8txnvIwI9CY |MTcwOTIzNjQ2Mw | UOgxQVMxMjhDQkM | Br5SHgNYY38ND4R8BWVKgaQ | S8htG65—
OvsDHdojC4hJ7R7£X2U@; bua=7cd2c312-107a-4721-b38a-255£1a6380ccv2; cTm=1:RGVmYXVsdCB0aGVtZQ==;
cTmTgs=1:c3Nv; oauth az=0MyeV-
5v_eT0Z268hJLGt2I30h9%4snl6aPen 2iTqUqWJIgL94mJIzYgQBOCuU7bHRMNgpkINjOA oIUlcxNrGfe3qASp2z8EHiMJI14mUB
OnIE; portal lang=ru' \
--data-urlencode 'email-send=email'

OTBeT Ha MOBTOPHYIO OTIIPABKY KOJa:

"inquire": "enter email code",
"contact": "user@gmail.com",
"remain attempts": 1,

"ttl": 288

B.7. Bxoa no QR-koxy

Bxox mo QR-kxoty cOCTOUT U3 CIIEAYIOIINX IIaroB:

— OtoOpaxenue nonb3oBatento QR-koa Ha KOMIIBIOTEpPE, HA KOTOPOM BBITIOTHSAETCS
BXOJ;

— llepuoanueckas mpoBepKa, BHIIOJIHUI JIU MOJIb30BaTelb ckaHupoBanue QR-kona
MOOUIIBHBIM MTPHUIIOKEHUEM,
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— Tlepuoanveckas npoBepKa, MOATBEPANIT HIH OTKIOHHUII ITOJIb30BATENb B MOOMIBHOM

MPUIOKEHHUH 3ampoc Ha BXox 1o QR-koxy;

— Oo0HnoBnenue ycrapesmiero QR-koma.

[punoxeHne TOHKHO 0TOOPa3HTh Mojb30oBarelto QR-K0/, 3aKOANPOBAB B HETO CTPOKY,
nonyueHHyto ot Blitz Identity Provider. Hike mokaszan ¢pparMeHT HHCTPYKIIHH JUTS BXO/1A 10
QR-koxay (cM. omricanue panee B 1. B.3).

{

"inquire":"choose one",

"items": [
{
"inquire":"show gr code",
"link":"https://..2code=dde087£f0-8f4a-478e-886b-5354b0283362",
"expires":1660905165,
"logo":"https:/.."

[Mosicuenus mo nony4eHHsM ot Blitz 1dentity Provider mapamerpam:

— inquire — MHCTPYKIIHUS C JOCTYIHBIM BApHAHTOM BX0J1a, B ciiy4ae Bxoa mo QR-komy
umeet 3HaueHre Show_qgr_code;
— link — ccpuka, KoTopas jgomkHa ObITH 3aKoqupoBaHa B QR-kojie, oToOpakaeMom

MOJIL30BATEIIIO;

— expires — Bpems (B Unix Epoch), no koroporo neiicteutenen QR-kox. [To ucreuenun

CpOKa JICHCTBHUSI PEKOMEH Ty eTCsl 0TOOPa3uTh MOJIb30BaTelo, uto QR-Kox mpocpoueH;

— logo — ecau B Blitz Identity Provider nacrpoeno oTobpaskeHrie MaJIeHbKOTO JIOTOTHIIA B
ueHtpe nosepx QR-koza, To B ykazanHoii HacTpolike BepHeTcst URL-anpec norotumna.

Korna npunoxkenne orodpasmiio nosb3oaTtento QR-ko1, HE00X0AUMO JOKIATHCS,
9TOOBI MMOJIb30BaTENh MPounTan QR-K0J crierambHbIM MOOUITHHBIM MPHIIOKEHHEM.
WuTerpaiiust MOOUIBHOTO TIPUIIOKEHUS JIJIsl BCTpanBaHus GyHKIHMU BXoza o QR-koay omucaHo
B 1. 3.4.9.

Be06-npritoskeHre MOXKeT MEPUOTNIECKU BHIITOJHATE IIPOBEPKY, OBLI JIM CUNTAH
MOOHIBHBIM TiprItoskeHreM QR-koz. JIiist aToro Heodxomaumo BeimoHuTh B AJAX k Blitz
Identity Provider 3anmpoc HTTP GET (o6s3atensHo ¢ withCredentials: true) va URL
https://login.company.com/blitz/login/methods/headless/qrCode/pull.

[Ipumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \
--request GET 'https://login.company.com/blitz/login/methods/headless/qgrCode/pull’

Ecmu QR-kog eme He ObLT CUMTAH, TO BEPHETCS OTBET:

"command" : "showQRCode"

Ecimu QR-koj cunTan, TO BEpHETCS OTBET:

"command" :"askForConfirm"

B sToMm ciyuae MOKHO 0OHOBUTH TOJTB30BATENIO BEO-CTPAHUIy U HAMKMCATh HA HEH, 4TO
0’KHMJIaeTCs TOATBEPIKICHNE BXOAa B MOOMIIEHOM TIPHIIOKEHUH.
Ecnu QR-kox nmpocpoueH, TO BEpHETCS OTBET:

"command" : "needRefresh",

"cause":"qr code expired"

Ecnu monb3oBarens OTKIOHUI B MOOMIIBHOM MPUIIOKEHUH 3ampoc Bxoaa mo QR-koxay, To

BEPHETCSI OTBET.
{

"command":"needRefresh",
"cause":"refused login"
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B ciyuae ecmn QR-ko1 mpocpoyeH HiTH TI0JIb30BaTeNb OTKIOHWT BXoA o QR-komy, To
MO>KHO MPEIOKUTD MOJIb30BATENI0 MOMy4uTh HOBBIM QR-koa. s aToro BeimonHuTh B AJAX K
Blitz Identity Provider 3apoc HTTP POST (o6s3atensho ¢ withCredentials: true) na URL
https://login.company.com/blitz/login/methods/headless/qrCode/refresh.

ITpumep 3ampoca:
curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/qgrCode/refresh’

[Ipumep oTBera:
{
"link":"https://..?2code=4ddf1667-d57f-4f86-b8f2-3ee53b367dfe",
"expires":1660922807,
"logo":"https:/.."

Ecnu monb3oBarens MOATBEPIUIT B MOOMIIEHOM MPUIIOKEHUH 3arpoc Bxoja o QR-koxny,

to cepsuc https://login.company.com/blitz/login/methods/headless/qrCode/pull Bepuercs oTBer:
{

"command" :"needComplete"

}

B oTBeT Ha 3TOT 3ampoc Jis 3aBepiieHHs BX01a Heo0xoauMo BeImoHUTs B AJAX k Blitz
Identity Provider 3ampoc HTTP POST (o6s3arensro ¢ WithCredentials: true) na URL
https://login.company.com/blitz/login/methods/headless/qrCode/complete.

[Tpumep 3ampoca:

curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/qgrCode/complete’

Ecnu npoiienHoi ayreHTHGHUKAIMK JOCTaTOYHO JJIs 3aBEepIIeHUs BXoaa, To Blitz
Identity Provider aBromMaTryecku mepeHanpaByT MOIb30BATENS Ha aapec 00paboTyrKa
redirect_uri, to6aBuB K 3anpocy KOJ aBTopu3aluu 1 napametp state. Mcronb3ys moyueHHbIH
KO/ aBTOPU3AIIMHU MTPUIIOKEHUE TTPOJIOJDKUAT CTaHaapTHOe B3aumoericteue mo OpenlD Connect
JUTS TIOJTy4EHHUS MapKepoB 0€30MacCHOCTH U JAHHBIX YUETHOM 3amHCH.

[Tpumep oTBeTa B Cilydae yCIENHOTO BXO/A:

< HTTP/2 302

< location: https://..?code=..&state=..

Ecnu TpeOyercst mpoiTH JOMOIHUTENBHO MOATBEPKAEHHE BX0/Ia, TO BEPHETCS

HUHCTPYKIHA C BOBMOKHBIMU crocobamu IMOATBEPKACHU .
{

"inquire":"choose one",

"items": [
{
"inquire":"go to web",
"redirect uri":"https://login.company.com/blitz/login/methods2/email"

B.8. IloarBep:kneHue BXo1a MO KOAY MOATBEPKIEHUs

[TonTBeprkaeHue BXOa ¢ TOMOIIIBIO KO/Ia MOATBEp:KAeHus 1o SMS coctout u3

CJIETyIOLIUX I11aroB:
— OTnpaBka MMoJab30BaTENI0 KOJAA MOATBEPKACHUS 110 SMS.
— IIpoBepka BBeI€HHOTO MOJIB30BaTENIEM KOJIa MOITBEPKICHUSI.

JIJ1s OTTIpaBKH MOJIH30BATEIO KO MMOATBEP Xk IeHUS 110 SMS npuiioxeHue T0IKHO
nanpasuth B AJAX k Blitz Identity Provider 3anpoc HTTP POST (o06s3aTensHO ¢
withCredentials: true) na URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded 6e3 Body:

ITpumep 3ampoca:
curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
--header "Content-Type: application/x-www-form-urlencoded"
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Blitz Identity Provider orpaBut moss3oBarearo SMS ¢ K010M OATBEPIKICHHUS K BEPHET

OTBCT.

{
"inquire":"enter sms code",
"contact":"+79991234567",
"ttl":300,

"remain attempts":3

B nonydeHHOM 0TBeTE yKa3aHO, CKOJIBKO CEKYH/I y MOJIb30BATEIIsl OCTACTCS IS
OTIIPaBKH KOja Ha mpoBepky (ttl), ckoapKo MOMBITOK BBECTH KOJI Y HETO ecTh (remain_attempts),
Ha Kakoii Homep TenedoHa eMy ObLT OTIpaBIeH Koa (contact).

I[J'ISI MMPOBCPKH BBCACHHOI'O IMOJIL30BATCIIEM KOJ{a NOATBCPKACHU A MPUITOKCHUC JOJIZKHO
nanpasuth B AJAX k Blitz Identity Provider 3anpoc HTTP POST (o6s3aTenbHo ¢
withCredentials: true) na URL https://login.company.com/blitz/login/methods/headless/sms/bind
¢ Content-Type x-www-form-urlencoded u Body, conepskarum Sms-code ¢ kogom
TIOATBEPKICHUS.

ITpumep 3ampoca:
curl -v -b cookies.txt -c cookies.txt \
--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
--header "Content-Type: application/x-www-form-urlencoded" \
--data 'sms-code=123456"

Ecnu kon HenpaBuibHbii, To Blitz Identity Provider BepreT ommoky:

"inquire":"handle error",
"errors": [
{
"code":"invalid otp",
"params": {}
}
:| ’
"contact":"+79991234567",
"remain attempts":2,
"ttl":276

Eciu KoIM4uecTBO MOMBITOK MPOBEPKH KOJIa 3aKOHYMIIOCK, TO Blitz Identity Provider

BEpPHET ONIHOKY:

{
"inquire":"handle error",
"errors": [

{
"code":"no_attempts",
"params": {}

Ecnu cpok neiictBus kona ucrek, o Blitz Identity Provider Bepuet ommnoky:

"inquire":"handle error",
"errors": [
{
"code":"expired",
"params": {}

B citydae 310ii 0mmOKH MOKHO 3aIIPOCUTh OTIIPaBKY HOBOT'O KOJIa MOATBEpKACHUs. J{is
3TOT0 MPUJIOKEHHE JT0JDKHO Bhi3BaTh Blitz Identity Provider cienyrommm oopazom:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
--header "Content-Type: application/x-www-form-urlencoded" \

—--data 'sms-send=sms'

Ecan 3alIPpOCUTD MIECPCOTIIPABKY KOJAa 1O UCTCUCHUS CPOKaA HeﬁCTBHH npeapIAymero, To

BEpHETCS OIMOKa:
{
"inquire":"handle error",
"errors": [
{
"code":"code not expired",
"params": {}
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]

Ecinu 06111ee KOJIUYECTBO MOMBITOK MOATBEPKIACHHS BXO/Ia MO KOy ITOTBEPKIACHUS U3
SMS mpessiiieno, To Blitz Identity Provider ocymiectBisier BpeMeHHOE OJIOKHPOBAHUE
MOATBEPKACHHS BXO/a TS YIETHOM 3aIHCH [0 KOy MOATBEPKICHHs. B 3TOM cityuae mpu
OYEpEIHOM MOTMBITKE BBOIa HEMPABUIBHOTO Koaa moareepxaeHus Blitz Identity Provider moxer

BEPHYTh OIIUOKY:

{
"inquire":"handle error",
"errors": [

{
"code":"method temp locked",
"params": {}

Ecnu BBeieHHBII KO/ TOATBEPKICHHUS PABUIIBHBII, M TOTO TOCTATOYHO IS
3aBepuieHus Bxoja, To Blitz Identity Provider apromaTiuecku nepeHanpaBuT N0JIb30BaTENs HA
azpec oopaboTumka redirect_uri, 100aBuB K 3aIIpoCy KO/ aBTOPHU3AIMK U mapaMeTp State.
Hcronb3ys NoTy4eHHBIH KOJI aBTOPU3AINHU TPHIIOKEHUE MTPOIOJDKUT CTAHAAPTHOE
B3aumosieiicteue o OpenlD Connect ais nmonydeHust MapkepoB 0€30MacHOCTH M JaHHBIX
Y4ETHOM 3aIHCH.

[Tpumep oTBeTa B Cirydae yCHEITHOTO BXO/a!

< HTTP/2 302

< location: https://..?code=..&state=..
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IIpuioxkenue I'. BbI30B BcmoMOrareJibHOr0 NPUJI0KEHUsSI B MOMEHT BXO0/1a

B momenT Bxopa Blitz ldentity Provider nmeer BO3MOXHOCTB BBI3BaTh BCIIOMOTATEIbHOE
NpUIOKEHHEe. DTO MPUIOKEHHE MOYKET BBIMOJIHUTD JIOTIOJHUTEIbHBIC OTIepalluy (HapuMep,
MOKa3aTh MOJIB30BATEI0 HHHOPMALMOHHOE COOOLICHUE W 3alIPOCUTh aKTYaJIN3aIHIO
CBEJICHHIT ), TIOCIIE Yero BepHyTh moiib3oBaress B Blitz Identity Provider ams mocnenyromiero
BXOJ1a B [IEJIEBOE MPUIIOKCHUE.

BcnomorarensHoe nMpuiioKeHue JOJKHO BBITOIHATH CIIEAYIONIHE JeHCTBHSA:

- OO0paboTaTh 3a1poc Ha OTKPHITHE BCIIOMOTaTEIbHOTO MPHIIOKEHHSL.
- Bepuyts nosne3osaresns B Blitz Identity Provider mociie okon4danusi 00paboTKH.

I'.1. Ilpuem 3anmpoca 00 OTKPBITHH BCIIOMOTaTEeJIbHOI0 NMPHUJI0KEHUS

[lepexon Bo BCioMOraTenbHOE MPUII0KEHUE IPOUCXOAUT MTOCPEACTBOM
NIepeHanpaBiIeHUs I0Ib30BATENS Ha MPEIOCTABICHHYI0 BCIIOMOTaTeIbHBIM ITPUIIOKEHUEM
ccpuike. CcpliKa B Ka4ecTBe apaMeTpa Oyaer coaepskarh ko aBropusanuu (code). [Tpumep

CCBbIJIKM JJIS1 MHUIMHUPOBAHUA 3aIIpoca
https://<app_hostname>/?lang=ru&theme=default&code=0Tj..qw

[Tpr HEOOXOIUMOCTH MTOYYHTh JAHHBIE TIOJIB30BATEINS MIPHIIOKEHHUE JOIKHO OOMEHSITh
KOJI aBTOpPHU3AIIMK Ha MapKep noctyma cornacHo crerudukanun OAuth 2.0. BciomoratenbHoe
MPHIOKCHHE JO0JDKHO OBITH IIpeaBapuTebHO 3apeructpuposano B Blitz Identity Provider ¢
Y4eTOM CJIeAYIOUINX OCOOCHHOCTEH:
- J0JDKeH OBITh yKa3aH npeaonpeneiacaasii URL Bo3BpaTa, UMEHHO OH J1ajiee JTOJIKEeH
OBITh HCIOJIB30BAH AJIS OJTYUYEHUS TOKEHA;
- JIOJDKHBI OBITh HACTPOCHBI pa3pELICHHS M0 YMOTYaHUs (SCOPE), UMCHHO OHH ONPEICISIOT
00BbEM JaHHBIX, MTOJIY4aEMbIX BCIIOMOTATEIIbHBIM ITPHIIOKEHUEM.
[Tpumep 3ampoca:
curl -k -d
"grant type=authorization code&redirect uri=https%3A%2F%2Fapp.company.com$2F&client id=app&client
_secret=EW..10&code=0Tj..qw" -X POST https://login.company.com/blitz/cauth/te
B otBet Oyner Bo3BpallieH MapKep A0CTyna, KOTOPBIA 10JIKEH ObITh UCIIOJIb30BAH IS
MOJIy4EeHUS UICHTH(PHUKATOPA CECCUU, a TAK)Ke MPU HEOOXOJMMOCTH JaHHBIX MMOIH30BATENS.
IIpumep noaydeHHOro Mapkepa AoCTyIa:
"access token": "ey..J9.ey..n0.Wa..Pw",
"token type": "Bearer",

"expires_in": 3600,
"scope": "profile"

I'.2. Bo3sspar noan3oBareis B Blitz Identity Provider

BrimonHuB HeoOXoquMbIe ACHWCTBUS (HAPUMED, MTOKA3aB MOJIb30BATEIIO
HMH(}OPMaLIMOHHOE COOOIIIEHNE), BCTIOMOTaTeNIbHOE MPUIIOKEHHE JOJIKHO BEPHYTh MOJIb30BATENS
B Blitz Identity Provider. /Iy 5Toro Heo06X0QuMO JI€KOAUPOBATh IMOJyUYEHHBIA MapKep JA0CTyIIa,
nonyueHHbIH B popmate JWT, 1 U3BII€Yb U3 HErO YTBEPXKICHHE C CECCUEH MOJIb30BATENS
(sessionld).

[Mpumep Tena neKoaMpOBaHHOTO access_token:

"scope": "blitz api user blitz api user chg blitz api usec_chg",
"jti" . "ka,,,jA" ,

"client id": "app",

"exp": 1631026605,

"sessionId": "ce9f3109-ac79-46b4-b277-099fflaalffl",
"iat"™: 1631023005,

"sub": "8b970179-e141-43b9-b9d5-25997be99261",
"aud": [
"app"”
1,
"crid": "u9th2LzMXZdwb3rRmI3Paw",
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"iss": "https://login.company.com/blitz"

[Tocre 3TOTO BCIOMorareabHOE MPHIIOKEeHHE A0bKHO crenate POST-3anpoc vHa URL
obpaboTurka 3aBepiieHus ayrentudukanuu Blitz Identity Provider, umeronuii Buz
/login/pipe/save/<sessionld>. B Tene 3anpoca MOXeT ObITh yKa3aH HAOOp yTBEPIKICHUI
(claims), koTopsie ciieayeT 100aBUTh B CECCHIO MOJIb30BATENs, THO0 HH(OpMAIIHIO 00 OmIHOKe
(error).

ITpumep 3amnpoca:
curl -v --location --request POST 'https://login.company.com/blitz/login/pipe/save/ce9£3109-ac79-
46b4-p277-099fflaalff0" \
--header 'Content-Type: application/json' \
--header 'Authorization: Basic Z2.ww' \
--data-raw '{"claims":{"org_ id":"12345678"}}"'

B ciyuae ycnexa Blitz Identity Provider Bepuer HTTP 204 No Content. [Tonyuwus ero,
BCIIOMOTATENILHOE TIPUIIOKEHHE JIOJDKHO BEPHYTH Opay3ep MoIb30BaTelIs [0 aapecy
/login/pipe/callback, uro6sI mons30BaTE I 3aBEPIIKI BXO B IIeJIeBOE mpritokenue. [Ipumep

CCBUIKHU I ICPCHAIIPABJICHU:
https://login.company.com/blitz/login/pipe/callback
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Mpunaoxenne 1. [IporpamvHubie cepBUCHI aiMUHUCTpUpoBanus Blitz Identity
Provider

Anmunuctpuposath Blitz Identity Provider mosxHO ¢ omMoisio:
- koHcoun ynpasienus Blitz Console;
- KOH(UTYpaIMOHHBIX (HanJIoB,;
- aavuHuctpatuBHbsle REST-cepBucos.

AnmvunuctpatuBabie REST-cepBucel B Blitz Identity Provider B Texymieii Bepcuu

MTO3BOJISIOT BBITIOJHSTE CIEAYIONINE ACHCTBUS:
—  perucrpanys npuioKEHHH;
— TIOJy4eHHUE HACTPOEK MPHIIOKEHHIA;
- W3MCHEHHUE HACTPOECK MPHIIOKEHHIA;
- yJaJCHHE TPUIIOKECHUH.

AnmuauctpatuBHbie REST-cepBHCH TOCTYIHBI 110 ajipecy
https://login.company.com/blitz/admin/api/v3/...

J11s1 BKITFOUCHUST aIMUHHCTPATUBHBIX CEPBUCOB MPEABAPUTEIHHO JOJKHBI OBITH CIICTaHbI
HaCTpOIKH Ha BeO-cepBepe, ucnonszyemom Blitz Identity Provider. He pexomenmyercst
myOnukoBaTh aqMuHUCTpaTHBHBIE REST-cepBucek! B cetn MHTEpHET.

IMpumep Gsoka location B HacTpoiikax BeO-cepBepa NQINX /1Sl BKIFOYEHUS JOCTYITHOCTH

anMuHuCcTpaTuBHBIX REST-cepBucos:
location /blitz/admin/api {
proxy intercept errors off;
proxy pass http://blitz-console/blitz/admin/api;

Hoctyn x ammuaACTpatuBHBIM REST-cepBrcam peryinmupyercsi ¢ HOMOIIBIO pa3perieHH
(scope), mpuBeICHHBIX B TaOIHIIE:

Tabruya 13 — Pazpewenusn (SCOpe) o1a adomunucmpamuensix REST API

Ne | Pa3pemienne Hassanue Onncanne

1. | blitz_api_sys_app Paspemenne na J1J1st HCTIONTb30BaHUS CEpBUCa
YTEHHE HACTPOEK GET /blitz/admin/api/v3/app/{appld}
NPUJIOKEHUN

2. | blitz_api_sys_app_chg Paspemienue Ha JJ1s ucnonb30BaHMS CEPBUCOB:
BHECEHUE PUT /blitz/admin/api/v3/app/{appld}
HU3MEHEHHUH B POST /blitz/admin/api/v3/app/{appld}
HACTPONKH DELETE /blitz/admin/api/v3/app/{appld}
IIPUIIOKEHU I

YtoO0bI IMOJIYYHUTb MAapKEp AOCTYyIIa HAa CUCTEMHOC pa3spCIICHUC, ITPHUIIOKCHHUEC TOJI’KHO
BBIIONHUTE 3ampoc MetogoM POST na URL ans momyueHus: Mmapkepa
(https://login.company.com/blitz/oauth/te). 3anpoc nomwkeH comepkaTh 3aroaoBok Authorization
co 3nauenuem Basic {secret}, rae secret — sto client_id:client_secret (manmpumep, app:topsecret)
B (hopmare Base64.

IIpumep 3arosioBka:

Authorization: Basic YW1lzOm..XQ=
Teno 3ampoca JOJKHO COAEPKaTh CIAEAYIOIINE TAPAMETPHI:
— grant_type — npunumaet 3HaucHue client_credentials;
— SCOp€ — 3amnpammnBacMoe CUCTEMHOC pa3peCIICHUE.

[Tpumep 3ampoca:
POST blitz/ocauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Authorization: Basic ZG51d..lg

grant type=client credentialsé&scope=blitz api sys appt+blitz api sys app chg
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B oTBeT nmpusiokeHue MoIyduT MapKep Aoctymna (access_token), Bpems ero xu3Hu

(expires_in) u Tun mapkepa (token_type). Bo3amoskHbie omubOku mpu Bei3oBe /oauth/te

cootsercTByI0T RFC 6749 1 onucansl 1o ccbuike®.

[Ipumep oTBeTa C yCHENIHBIM BBIIIOJTHEHUEM 3aIIpOca:

"access_token": "QFiJ9mPgERPuusd36mQvD4mfzYolH CmuddAJ3YKTOI",
"expires in": 3600,

"scope": "blitz api sys app blitz api sys app_chg",

"token type": "Bearer"

PexomMenayetcs, 4TOOBI MPUITOKEHHE KIIIUPOBAJIO MOYYEHHBIM MapKep TOCTyTa JJs
MHOT'OKPATHOT'O MCITOJIb30BAaHUS Ha BPeMsi, HOMHOT'O MEHbIIIEe, YeM mapameTp expires_in, mocie
Yero OCyLIECTBIISUIO MOJIyYeHHEe HOBOTO MapKepa JI0CTyIma AJisi OOHOBJIEHHUS B K3IIIE.

Ecnu npuioxeHune nonsitaeTcsi BbI3BaTh ¢ IPOCPOUYECHHBIM MAapKEPOM JIOCTYyIIa
cootBercTByONIMit eMy REST-cepuc, To noiyuut omuodky HTTP 401 Unauthorized.

A.1. TloayuyeHue HACTPOEK NMPUIIOKEHU I

JInst mosTy4eHust HaCTPOEK MPHIIOKEHUS 110 €ro HACHTH(PUKATOPY HEOOXOJMMO METOIOM
GET Br13Bath cepsuc mo aapecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxonumsie paspemenwus: blitz_api_sys_app.

B pesynbrare BeimonHenus 3anpoca Blitz Identity Provider sepaer JSON, conepxarmii
HaCTPOWKH IIPUIIOKEHUS.

ITpumep 3ampoca:
GET /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz

[Ipumep oTBera:
HTTP/2 200

content-type: application/json
etag: 96 1658847045000

{ "name":"..",

"domain":"..",

"startPageUrl":"..",

"oauth": {
"clientSecret":"..",
"redirectUriPrefixes":[".."],
"predefinedRedirectUri":"..",
"availableScopes":["..",".."],
"defaultScopes":[".."],
"enabled" :true,
"autoConsent":true,

"idToken":{"claims":[".."]1},
"accessTokenTt1":3600,
"defaultAccessType":"online",
"refreshTokenTt1":86400,
"dynReg" : {
"isAllow":true,
"allowedPlainJsonClaims": ["device type"]

} 4

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-91{3,3}-[0-91{3,3}-[0-91{3,3}",
"userCodeTtl1":120,

"verificationUrl":"..",
"useCompleteUri":true

by

"teAuthMethod":"client secret basic",

"grantTypes": ["authorization code","client credentials"],

"responseTypes":["code"],

"extraClientSecret":"..",

"accessTokenFormat":"jwt",

"logout": {

"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],

56 Cw.: https://tools.ietf.org/html/rfc6749#section-5.2
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"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."
}
}I
"simple": {
"ssl":true,
"formSelector":"..",
"loginSelector":"..",
"logoutUrl™:"..",
"postLogoutUrl":".."

rest": {
"Basic":{"pswd":".."},
"TLS": []

}I

"theme" :"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
"id":"test-app",

"attributeRules":[{"attr":"..","isPermitted":true}]
by
"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

ConepKuMoe OTBETa MOKET OTIMYATHCS B 3aBUCUMOCTH OT 33/IaHHBIX JUIsl IPUIIOKESHUS
HACTPOCK U CKOH(HUTYPHPOBAHHBIX MPOTOKOJIOB moakiroueHus. bioku saml, oauth, simple, rest
MOTYT OTCYTCTBOBATh, €CIIH COOTBETCTBYFOIINE MPOTOKOJIBI JIJIs IPHIIOKEHHSI HE HACTPOCHBI.

B otBere cepBuca IpUCYTCTBYET 3aroyioBok etag. 3HaueHne 13 3TOro 3arojoBKa CleayeT
UCIIOJIb30BaTh B 3arojoBke If-Match, eciu mnanupyercst mocie nonyueHus HaCTPOEK
MIPHUIIOXKEHHS BBI3BIBATH CEPBUCHI PETHCTPAIINH TPHIIOKCHHS, PEIAKTHPOBAHUS HACTPOEK
npuiIoKeHus Wim yaaineHus npuwioxkenus. C momoisto etag Blitz Identity Provider mposepsier,
YTO MEKIY MMOCICTHUM TOTyueHHeM etag 1 BEI30BOM olepaliuy u3MeHeHus Hactpoek ¢ I1f-Match
HE BBITIOJHSUIMCH KaKue-Tr00 elie N3MEHEeHUs1 B KOH(pUTypalmoHHOM (aiiie Ha cepBepe B
MapajuIebHBIX CeaHCcax (ONTUMUCTHYHOE OJIOKUPOBAHHE).

[Mpu ucnonp3oBannu SAML B HacTpoiike SpMetadata Oyaer HaxoauThes
3akoaupoBaHHbIN B Base64URL (aiin meTtaganHbix 11 npuioxkenus (Service Provider
Metadata).

Hmena Bo3BpaliaeMbIx CEpBUCOM HACTPOEK COOTBETCTBYIOT UMEHaM B
KoHburyparronnom ¢aiine blitz.conf.

Ecnu nactpoiiku npuinoxxeHus no nepegannomy appld He OyayTt HaliieHbI, TO cepBep
Blitz Identity Provider Bepuet ommoky HTTP 404 Not found.

J.2. Perucrpauusi npuiaoKeHUst

JUist perucTpanuy NpuiiosKeHUsT He0OXOAMMO BBIIOJIHHUTH 3arpoc MetogoM PUT mo
anpecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxomumsie paspemenwus: blitz_api_sys_app_chg.

B 3ampoc moet ObITh (OmIMoHaNbHO) n00aBieH 3aronoBok If-Match, conepsxarumii
MocJIeIHEE MOJIyYEHHOE OT cepBepa 3HaueHue etag.

Teno 3ampoca TOMKHO colepKaTh 3HAYECHUS HACTPOEK PErHCTPUPYEMOTO MPHIIOKEHHUS.

[Ipumep 3ampoca:
PUT /blitz/admin/api/v3/app/test-app2 HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json
If-Match: 98 1658857264000

{

"name":"..",
"domain™:"..",

120



Blitz Identity Provider. PykoBocTBO 110 HHTETpaluu

"startPageUrl":"..",
"oauth": {

"clientSecret":"..",

"redirectUriPrefixes":[".."],

"predefinedRedirectUri":"..",

"availableScopes":["..",".."],

"defaultScopes":[".."],

"enabled" :true,

"autoConsent":true,

"idToken":{"claims":[".."]},

"accessTokenTt1":3600,

"defaultAccessType":"online",

"refreshTokenTt1":86400,

"dynReg" : {

"isAllow":true,
"allowedPlainJsonClaims": ["device type"]

}I

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-91{3,3}-[0-91{3,3}-[0-91{3,3}",
"userCodeTtl1":120,
"verificationUrl":"..",
"useCompleteUri":true

by

"teAuthMethod":"client secret basic",

"grantTypes":["authorization code","client credentials"],

"responseTypes": ["code"],

"extraClientSecret":"..",

"accessTokenFormat":"jwt",

"logout": {
"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."

}

}I
"simple": {

"ssl":true,

"formSelector":"..",

"loginSelector":"..",

"logoutUrl":"..",

"postLogoutUrl":".."

rest": {
"Basic":{"pswd":".."},
"TLS": []

by

"theme":"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
Wal@lW g T W,
"attributeRules": [{"attr":"..","isPermitted":true}]

}I

"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

IIpu peructpauuu npunoxenus, padotaromiero no SAML, Hy)XHO ydecTb cieayromme
0COOEHHOCTH:
— B SpMetadata HyxHO mepeaBaTh COJACPKIMOE METaJaHHbBIX IPHIIOKCHNUS,
3akoaupoBaHHoOe B (popmare Base64URL.
— B Hactpoiiky id B SpAttributeFilterPolicy HeooxoaumMo nepenath TOT ke id, 4To nepeman
B URL B kauectse appld.
Ecnu perucrpanus ycneursa, To cepsep Bepaer HTTP 200, akryanbHble 1aHHBIE
NIPUJIOKEHHUS U aKTyaJbHOE 3HaueHue etag.

[Ipumep oTBerTa:
HTTP/2 200
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content-type: application/json
etag: 99 1658857631000

{
"id":"test-app2",
"hame":"..",

"oauth": {

by

Ecnu ripu peructpaiiuu npuiiokeHus OyaeT 00HapyKEeHO, 4TO JaHHbIC B
KOH(HUTypaIrmoHHOM (aiisie Ha cepBepe ObUTH N3MEHEHBI MEX/Ty MOJydeHHEeM etag u BhI30BOM
perucTpariyu, To cepsep BepHet otBeT ¢ kogom HTTP 412 Precondition Failed u teom

OILINOKH:
{

"type":"process error",

"error":"cas mismatch",

"desc":"cas mismatch"

Ecnu npu peructpanuu npuiiokeHus BO3ZHUKIIA OIINOKa, TO CEPBEP BEPHET OTBET C
komom HTTP 400 Bad Request ¢ onncanueM onmOKH.
[Tpumep oTBeTa ¢ OMMOKON PETUCTPALIAHN

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "json.error.mandatory.field",
"desc": "json.error.expected.array",
"pos": "oauth.redirectUriPrefixes"

by

J.3. H3MeHeHHMe HACTPOEK NMPUJIOKEHUS

J171st i3MEHEeHUs HACTPOEK MPUIIOKEHUSI HEOOXOAMMO BBITIOIHUTE 3arpoc MetogoM POST
no anpecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxomumsie paspemenust: blitz_api_sys_app_chg.

B 3anpoc momken 0bITh 100aBieH 3aronoBok If-Match, comepskamuii mocnennee
MOJIYYEHHOE OT cepBepa 3HaueHue etag.

Temo 3ampoca T0JKHO COep KaTh 3HAUYCHUS HACTPOCK MPUIIOKEHUS TTOCTIe
penakTupoBaHus. J{oMKHBI OBITH TIEpEaHbl BCE HACTPOMKH, a HE TOJIBKO H3MCHSICMBIE.

ITpumep 3amnpoca:
POST /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json
If-Match: 98 1658857264000

{

"name":"..",

"domain":"..",

"startPageUrl":"..",

"oauth": {
"clientSecret":"..",
"redirectUriPrefixes":[".."],
"predefinedRedirectUri":"..",
"availableScopes":["..",".."],
"defaultScopes":[".."],
"enabled" :true,
"autoConsent":true,
"idToken":{"claims":[".."]},
"accessTokenTt1":3600,
"defaultAccessType":"online",
"refreshTokenTt1":86400,
"dynReg" : {

"isAllow":true,
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"allowedPlainJsonClaims": ["device type"]

}!

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-9]1{3,3}-[0-91{3,3}-[0-91{3,3}",
"userCodeTt1":120,

"verificationUrl":"..",
"useCompleteUri":true

}I

"teAuthMethod":"client secret basic",

"grantTypes": ["authorization code","client credentials"],

"responseTypes": ["code"],

"extraClientSecret":"..",

"accessTokenFormat":"jwt",

"logout": {

"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannellLogoutSessionRequired":true,
"backchannelLogoutUri":".."
}

}I

"simple": {

"ssl":true,

"formSelector":"..",

"loginSelector":"..",

"logoutUrl":"..",

"postLogoutUrl":".."

rest": {

"Basic":{"pswd":".."},

"TLS": []

}I
"theme":"default",

"saml": {

"spMetadata":"..",

"spAttributeFilterPolicy": {
WalelW g W, W,
"attributeRules": [{"attr":"..","isPermitted":true}]

by

"saml2SSOProfile": {
"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

Ecnu u3menenue ycneuto, To cepsep Bepuer HT TP 200, akryanpHble 3HaUCHUS
HACTPOEK NMPUJIOKEHHUS U HOBBIH etag.

[Ipumep oTBera:
HTTP/2 200

content-type: application/json
etag: 99 1658857631000

{
"id":"test-app",
"name":". ",

"oauth": {

}’

Ecnu npu peiakTHpOBaHUK MTPHIIOKEHHS OyeT 00HAPYKEHO, YTO JTaHHbBIC B
KoH(pHUTyparroHHOM (aiisie Ha cepBepe ObLUTH U3MEHEHBI MEX/Ty MOJy4YeHUueM etag U BhI30BOM
pelaKTUPOBaHHUS, TO cepBep BepHeT oTBeT ¢ kojom HTTP 412 Precondition Failed u tenom

OLLIMOKH:
{

"type":"process error",
"error":"cas mismatch",
"desc":"cas mismatch"
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Ecnu npu penakTupoBaHUM MTPUIIOKEHHS BOZHUKIIA OLIMOKA, YTO MepeJaHbl
HETpaBUIbHbIC JaHHbBIC, TO cepBep BepHeT oTBeT ¢ kKogoM HTTP 400 Bad Request ¢ onrcanrem
OILINOOK.

[Ipumep oTBeTa ¢ OLIMOKON:

"type": "input error",
"error": "wrong values",
"errors": [
{
"type": "input error",
"error": "json.error.mandatory.field",

"desc": "json.error.expected.array",
"pos": "oauth.redirectUriPrefixes"

A.4. YnalleHue NPUJIOKEHUSI

Jist ynaneHust MpriIoKeHHUst He00X0AUMO BBITOIHUTS 3anpoc MerogoM DELETE mo
anpecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxomumsie paspemenus: blitz_api_sys_app_chg.

B 3ampoc momken ObITh q06aBiieH 3aronoBok If-Match, coneprkamuii mociennee
MIOJIyYEHHOE OT cepBepa 3HaueHue etag.

[Tpumep 3ampoca:
DELETE /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz
If-Match: 99 1658857631000

Ecnu npunoxxenne ycnentHo yaaneHo, To cepsep Bepaer HT TP 204.
Ecnu npu yaanenuu npumnoxxeHus: 0yaetr oOHapyKeHO, YTO JaHHBIE B
KOH(UTypaimoHHOM (Qaiisie Ha cepBepe ObUTM N3MEHEHBI MEXX/y ITOJydeHHeM etag U BHI30BOM

yIaJeHus1, To cepBep BepHeT oTBeT ¢ kogom HTTP 412 Precondition Failed u Temom omu6kwu:
{

"type":"process_error",

"error":"cas mismatch",

"desc":"cas_mismatch"
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[Ipunoxenue E. BbI30B cTOPOHHET0 NPUJIOKEHUS PErUCTPALUU
noJjb30Barejen

B Blitz Identity Provider Mmo>xHO HacCTPOHUTB HCIIOIB30BAHUE CTOPOHHETO MTPHIIOKECHHS
perucrpaiuu nojb3oarenei. B atom ciryuae Blitz Identity Provider cmoxer BbI3BaTh
NPUIIOKEHHE PETUCTPAIINH [OJIb30BaTeleld CO CTPaHUIbI BXoa (TIPH Iepexo/ie M0 CChUIKE
«3aperucTpupoBaThCs») WK B Pe3yJIbTaTe IIEPBOTO BXO/a MOJIb30BATENS Yepe3 BHEITHHUI
MOCTABINUK UAeHTUGHUKAIMA. [IpH 3TOM JOCTYIHBI CIICIYIOIINE BO3MOXHOCTH :

- B ciyuae ecnu peructpaiius 3amyiieHa B pe3ysbTare IepBoro BXo/ia 4epe3 BHEIIHU
nocraBinuk uaentudukanyu, To Blitz Identity Provider mepemact npuinoxeHuio
PETHCTpAIUK MOTyYCHHBIC U3 BHEITHETO MTOCTABIINKA UICHTH()UKAIINU aTPHOYTHI.
[MprokeHre CMOKET WX MCIOIB30BATh TS TPEA3ANONHEHUST (POPMBI PETUCTPAITHH.

- Ecnun nonp3oBarels yCrenHo mpoiaeT perucTpaiuio, TO OH CMOXKET IPOIOIKUTh
npotiecc Bxojaa. Hampumep, MOKHO 00€CIIeunTh aBTOMATUIECKHUI BXOJI
3aperuCTPUPOBAHHOTO MOJIB30BATENS B MPUJIOKEHNE AHATIOTUYHO TOMY, KaK 3TO
IPOMCXOIUT MPH UCIOIB30BaHuHU BcTpoeHHoro B Blitz Identity Provider npumoskerust
PETHCTPALH.

Jns monxrouenust k Blitz Identity Provider croporHero npuinoxxeHus perucTpaiuu
HE00XO0IMMO Ha CTOPOHE BEO-ITPUIIOKECHUS PETUCTPALIMH TOAICPKATH CEPBUCHI B COOTBETCTBHU
C OMUCAaHHBIMU B MOCIEIYIOIINX pa3ienax TpeOOBaHUSIMHU.

E.1. CepBuc MHULIUMPOBAHMS PErUCTPALMH

CropoHHee NpuIokeHHe perucTpanuu AomkHo npegoctaBute HTTP POST cepuc
MHHUIMUPOBAHMS perucTpaiu. Apec cepBuca 3amaercs B Hactpoiikax Blitz Identity Provider
(cMm. «PyKOBOZICTBO aAMHUHUCTPATOPAY).

CepBuC JOJDKEH IPUHUMATH cieayronie mapameTpsl (B Buae JSSON):

- Id — naenTHdUKATOD 3aSBKU HA PETUCTPALIUIO;

entryPoint — cBefieHus 0 TOUKe BX01a. BO3MOXKHBI ClIAyIOIINE 3HAUCHHS .

e SOCIAL — perucrpanus BpI3BaHa BCIEACTBHE BX0/Ia HOBOTO MOJIH30BATENS Yepe3
BHEITHUH IMOCTABIIUK HICHTU(DUKAIINN;

e WEB — nonp30Barens CaMOCTOATEIbHO HHUIIMMPOBAT PETUCTPAIIHIO (BBIOpa
«3aperucTpupoBaThCs» HAa CTPAHHIIE BXOA).

- appld — uaeHTHdUKATOpP NPUIIOKEHHUS, B KOTOPOE U3HAYATIBHO XOTEN BOUTH
MOJTb30BaTENh, B PE3YJIBTATE YETO 3aITyCTUIICS MPOIECC PETHUCTPALINH;

—  expires — BpeMsi OKOHYaHUsI ICHCTBH 3aBKU Ha perucTpaluio. YkaspiBaercs B UNix
time, B cekyHax;

- SOUICe — KCTOYHUK CBEIICHHI O MOJIb30BaTeNe (B CITydae MOJTyueHHs CBEICHUHN 13
BHEIIIHET 0 MOCTaBIIMKa BX0/1a). COlepKUT NACHTU(UKATOP BHEIIHETO OCTaBIIUKA
BXoa (Hampumep, esia:esia_1 B ciiyuae ECHA);

- TIepedueHb aTpuOyTOB, MOTYUYCHHBIX U3 BHEIIHETO ITOCTABIIMKA UACHTU(UKAIIHIH.
[epenarorcst aTpuOyTHI M3 HACTPOCK CBSI3BIBAHUS YUCTHBIX 3aIUCEH COOTBETCTBYIOIIETO
BHEIIIHET0 TOCTABIIMKA UICHTH(DUKALINY.

- hints — nojckasku, nepeaHHbie B BEI30B (GOpMBI BX01a. Hanpumep, TyT MOKET ObITh
Tniepe/iaH JIOTHH T0JIb30BAaTelIsA, B CIIydae €CIIU MOJIb30BaTe)Ib MHUIIMAPOBA
CaMOCTOSITENIbHYIO PETUCTPALNIO ¢ GOPMBI BX0J1a, KOTOpasi B CBOIO o4epeis Oblia
OTKpbITa ¢ mapamerpom login_hint;

- lang — Tekymuii s3b1K HHTEpdEIica MOIH30BATENS HA CTPAHUIIC BXO/A.

IIpumep 3ampoca (mpu BbI3oBe B pexume Bxoaa yepe3 ECUA):
POST /reg/url HTTP/1.1
Content-Type: application/json

{
"id" :"6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ",
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"entryPoint":"SOCIAL",
"appId":"portal",
"expires":1608129702,

"source":"esia:esia 1",
"hints": {},
"attrs": [
{
"esia family name":"IleTpos",
"esia given name":"MBau",
"esia middle name":"Cepreesuu",

"esia passport":
"{\"issueDate\":\"01.01.2016\", \"stateFacts\": [\"EntityRoot\"],\"eTag\":\"452E4EEA3A9FBCD244766D6
549B8E7E616478BD2\", \"vrfStu\": \"VERIFIED\", \"type\":\"RF_PASSPORT\", \"issueId\":\"111001\", \"num
ber\":\"123456\",\"series\":\"4567\",\"issuedBy\":\"PYB] r.Mockee\",\"id\":38226}",

"esia trusted":true,

"esia 1d":"1000334562",

"esia gender": "M",

"esia birthdate": "01.01.1999",

"esia birthplace": "Mocksa",

"esia email": "johndoe@company.ru",
"esia snils": "123-456-789 12",

"esia inn": "123456789012",

"esia phone number": "+7(999)1234567",

"esia 1iv_address":
{\"stateFacts\":[\"Identifiable\"],\"1id\":24243131, \"type\":\"PRG\", \"addressStr\":\"r MockBa, y
Onexckaa\",\"fiasCode\":\"06690b31-d4ae-463d-adl2-
c£3963e0d7ed\",\"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\"16\", \"zipCode\":\"125414\",\"st
reet\":\"Ouexckaa\",\"region\":\"Mocksa\", \"vrfDdt\":\"0,10, 0\",\"eTag\":\"0C7C02CA3BC3623B2628A7
603DA342792D5CE491\"}",

"esia reg address":

{\"stateFacts\":[\"Identifiable\"],\"1id\":24343142, \"type\":\"PRG\",\"addressStr\":\"r MockBa, yx
Onexckaa\",\"fiasCode\":\"06690b31-d4ae-463d-adl2-
c£3963e0d7ed\",\"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\"16\", \"zipCode\":\"125414\",\"st
reet\":\"Ouexckaa\",\"region\":\"Mocksa\", \"vrfDdt\":\"0,10, 0\",\"eTag\":\"0C7C02CA3BC3623B2628A7
603DA342792D5CE591\"}"
}
:I ’

"lang" : "ru"

IIpumep 3anpoca (Ipu Ha)KaTHH MOJI30BaTEIEM «3aperucTpUPOBATHCS Ha CTPAHULIE

BXO0/1a):
POST /reg/url HTTP/1.1
Content-Type: application/json

{
"id" :"6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ",
"entryPoint":"WEB",
"appId":"portal",
"expires":1608129702,

"hints": {},
"attrs": {},
lllangll: Hrull

B oTBeT cepBHC MHUITUMPOBAHUS PETUCTPAIMH A0KeH BepHYTh 100 HTTP-oTBeT mst
BBINOJIHEHUS B Opay3epe nonb3oBarens (Harnpumep, kog HTML-cTpanuiibl niiM HHUIMUPOBATH
TepeHanpasjIeHue M0JIb30BaTeNsI B Opay3epe Ha CTPaHMILy PErUCTpallun), MO0 COOOIIeHne 00
omnoKe.

[Ipumep oTBera:
HTTP/1.1 302 Found
Location: https://www.company.ru/register/

B pesynbrare nonb3oBatens Oyaer nepenamnpanieH u3 Blitz Identity Provider B
CTOpPOHHEE MPUJIOKEHUE PEerucTpaliy.

E.2. CepBuc 3aBepuieHusi perucTpanuu

KOFZ[a IMMOJIB30BATECJIb B CTOPOHHEM ITPUITOKECHUHN PErUCTpaAlli BBEII BCEC JTAHHBIC,
HEOOXOAUMBIE JUIS PETUCTPAIMU YIETHOH 3alMCH, CTOPOHHEE TIPUIIOKCHNUE PETUCTPALIUH
noJpkHO BbI3BaTh B Blitz Identity Provider cepBuc 3aBepiiieHus periucTpaliy y4eTHON 3aicH
nosib3oBarens. CepBuc BoI3bIBaeTcst MmerogoM POST mo agpecy
https://login.company.com/blitz/reg/api/v1/users/{id}, rae B kauectse id B URL cepBuca
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nepeaaeTcs HACHTH(UKATOP 3asiBKM Ha PErHCTPaInio, paHee moaydeHHbii oT Blitz Identity
Provider.

B 3anpoc momkeH ObITh T0OABJICH CIIEAYIONIUI 3aroJIOBOK, TJe SeCret — 3To
MIPUCBOCHHBIC IPUIIOXKEHHIO TipU peructpaiun B Blitz Identity Provider client_id:rest_secret B
(dhopmare Base64:

Authorization: Basic <secret>

Crrcok atpuOyTOB MPHUBEICH B KauecTBe oOpasia. CopepikaHne Cucka HeoOX0 MO
CKOPPEKTHPOBATh B 3aBUCUMOCTH OT KOHKPETHBIX HACTPOEK, CICIaHHbIX MPH BHeaApeHuH Blitz
Identity Provider. CMm. «PykoBOACTBO aAMHUHHUCTPATOPAy.

Teno 3ampoca T0KHO COIepkKaTh aTPUOYTHI PErUCTPUPYEMOU YUETHOM 3aIiCH

— first_name — ¢pamuus;

—  name — ums;

— middle_name — otyecTBo;

— phone_number — Homep MOOMITBHOTO Tene(oHa B BHIE COCTABHOTO 00BEKTA C
aTpulOyTamu.
e value — Homep Tenedona B popmate 7XXXXXXXXXX;
o verified — mpusHak, uto Tenedon moarsepkacH — true wiu false;

— email — agpec AJIEeKTPOHHOM TIOYTHI B BUJIE COCTABHOTO 00BEKTa ¢ aTpuOyTaMu:
e value — azgpec 3JEKTPOHHOI MMOYTHI;
o verified — mpusHak, 4To agpec NoATBepKaeH — true wiu false;

— password — mapoJsib [isl CO37aBacMOil yUSTHOW 3aIKMCH MOJIB30BATENs (JOJKESH

COOTBETCTBOBATH HACTPOCHHOM MApOIbHOM MOJUTHKE).

[Mpumep 3ampoca (perucrpaius ¢ moATBepKAcHHbIME email u Teredonom):
POST /blitz/reg/api/vl/users/6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=
Content-Type: application/json

{

"first name":"VBanor",

"name" :"MBau",

"middle name":"VBanoemu",

"phone number": {
"value": "79991234567",
"verified": true

by

"email": {
"value":"mail@example.com",
"verified": true

by
"password":"QWErty$123"

B otser Blitz Identity Provider B ciyyae ycnenHoro 3aBepiieHus: perucTpaiii BepHET
JSON co crnenyromumMu JaHHBIMHE:

- subject — uaeHTH(UKATOP 3apETUCTPUPOBAHHOTO MOIH30BATEINS;

- 0rigin — cCchUIKY, Ha KOTOPYIO HEOOXOIMMO HAIPaBUTh Opay3ep MoJIb30BaTENs;

— cookies — KyKH, KOTOpBIE HY>KHO YCTaHOBHUTH IIPH MIEPCHAIIPABICHIH Opay3epa
nmoJib30Baress Ha obiem ¢ Blitz Identity Provider nomene;

- instanceld, instructions — mpo4ne TEXHOJIOTHYECKHE CBEAECHUS, KOTOPBIC HYKHO
MPOUTHOPUPOBATH.
[Tpumep oTBera:

"instanceId": "amRiY21kcG9zdGdyZXM6YzhjMGExYzEtYzdmYSO00ZDg3LWFiYmMtZTNiYzglYTk4",

"subject":"5cffd68f-2cb8-4f7a-b0£f3-9fa69alfbbcd",
"context" :"6DXDHyyiZ2hByUN-sCRUEdvAoQuUn7WwQ",

"cookies": [{
"name": "css",
"value": "TSQA-AruOjUNphGZ984elLgzT ROebNiBsjyjEg4n-nL-PdsiXqq"
11,
"origin": "/blitz/profile?",
"instructions": []
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ITocrie mepeHanpaBlIeHUs] CTOPOHHHM MPUIIOKEHUEM PETUCTpAInK Opay3epa
MOJIb30BaTENISI IO CCHUTKE, YKa3aHHOM B Origin, u ¢ ykasanusiMu COOKies Blitz Identity Provider
CO3/1aCT CECCUI0 U 00ECIIEUUT BXO/I MTOJIb30BATENS B MPUIIOKEHHUE, TS BXOa B KOTOPOE
HOJIB30BATENb OCYIIECTBUI PETHCTPALIMIO YISTHOI 3aMiCH.
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