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BBenenue

1. O6mas unpopmanusa

Cucrema ayrtentudukanuu Blitz ldentity Provider mnpeanasnauena mist oOecriedeHHs
BO3MOKHOCTH TIOJIH30BATENISIM HCITONIb30BATh €IMHYI0 YUETHYIO 3aITUCh ISl BXOJ]a B KOPIIOPATUBHBIE
BEO-CATHI M MPHIIOKEHHS 0€3 MHOTOKPATHOTO BBOJIA JIOTHHA U TIAPOJIS TIPU NIEPEKITFOUCHUN MEXTY
pa3nuyHBIME (popMaMH BXOJ1a.

Texnonorust equHoro Bxoaa Blitz Identity Provider He TpeOyeT ycTaHOBKH CIIEIMAIbHBIX
IporpaMM Ha YCTPOMCTBA MOJb30BATENd M PabOTAET C OCHOBHBIMHU IOIMYJISAPHBIMH KIUEHTCKUMHU
OTIEPAIIMOHHBIMU cucTeMaMu U TutniaMu ycTpoicts (I1K, mmanmeTsl, cMapThoHBI).

Cucrema ayrentuduxauuu Blitz Identity Provider mnpennasnayena s gocTymna
MOJIb30BaTeNIel K pecypcaM Kak BHYTPHUKOPIOPATHBHOW CETH, TaK M K BHEIIHUM MHTepHET-
pecypcam. [l ka0l KoMmaHuu U cepbl IPUMEHEHHUs MOTYT OBITh HACTPOEHBI CBOM IpaBUIIa
JOCTYTIa, BHEITHUH BUJ] €IMHOW CTPAHUIIBI BXOJIA U HCTIOJIb30BAThCS HANOO0JIEE ITOIXOISIINE METOIBI
ABTOPU3AIIHH.

B crannmaprtroit kondurypanuu Blitz Identity Provider mone3oBarenu MOryT MCroib30BaTh
CBOW KOPIOPATUBHBIN ajjpec 3JIEKTPOHHON MOYTHI U MapoJib i foctyna B JInunslit kabunert. [lpu
JIOCTYTIE W3 BHYTPHUKOPIIOPATUBHOM ceTH co cBoero pabouero IIK Bo3MOXkeH pexum
ABTOMATHYECKOTO BXOJa, KOTJa IOCTYI OCYIIECTBJISETCS Ha OCHOBE pE3yJIbTaTOB BXOJa B
KOPIIOpaTHBHBIH JoMeH B riporiecce BkimtoueHus [1K. B 3aBucumoctn ot kondurypanuu Blitz Identity
Provider, moMuMo BX0Jja ¢ MOMOIIBIO JIOTHHA U MapoJisi, BO3MOXKEH TaKXke BXOJ| C MOMOIIbIO KOJa
noaTBepkIeHusT U3 SMS-cooOmIeHns WM C HCIOJIb30BAHUEM DPA3JIMYHBIX BHEIIHUX CEPBHCOB
UIeHTU(UKAIIMK, OJIHAKO WX TIepeueHb TaKXke 3aBUCHUT OT HacTpoek Blitz Identity Provider,
YCTQHOBJICHHBIX OPraHU3aIUEH.

[Mpu BriIrOUYEHHOW ABYX(aKTOpHOW ayTeHTH(HKAIMU TOIH30BATENO JOMOTHUTEIBHO K
BBOJIy JIOTMHA U TIAPOJISi MOKET OBITH 3alpoIleH BBOJ KOJIa IOATBEP K ICHHS, TTOITy4eHHOro B SMS-
COOOIICHUHU WM CTEHEPHUPOBAHHOTO B CHEIMATBHOM MOOMIBHOM NpPUJIOXKEHHHU. [IpuBsizka HOMepa
MOOMJIBHOTO TeleoHa W/WUIAM MOOWIBHOTO TPUIOKECHHS] OCYIIECTBISETCS TOIh30BaTEIIEM
CaMOCTOSITENIbHO Yepe3 JINUHbIN KaOHHET.

bezomacnas pabora Blitz Identity Provider oGecrieunmBaercsi TOCPEICTBOM MPaBHIBHON
YCTaHOBKM M HACTPOWKH, KOTOPBIC JOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHH C JOKYMEHTOM
16978200.620129.000.11 «Ilporpammuoe obecnieuenue «Blitz Identity Provider». PykoBoacTBo

aJIMUHUCTPATOpA.
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2. PesxkuMbl pa6oThI

Pexxum pynkumnonuposanus Blitz Identity Provider: 24 gaca/7 nueii B Henemro.

[Teprioap! MUKOBOM HArpy3KH 3aBUCST OT Tpaduka paboThl, IPUHATOTO BHYTPH KOMIIAHUH, HO

00bruH0 910 nHTepBat 9:00 — 18:00, noHeneNnbHUK — MATHUIIA.

[Tpo1oMmKUTENBHOCTD CEPBUCHOTO OOCITY>KUBAHHUS: 5 9aCOB B MECHIL.
[IpennouTuTenbHbIN HHTEPBAN cepBUCHOTO o0cyx)uBanus: 21:00 — 6:00.

[leproaudHOCTh U CPOKH MPOBENICHUS periiaMeHTHBIX padoT Ha cepBepax L[OJ] onmeparopa

Blitz Identity Provider:

exeaneBHO: ¢ 22:00 1o 22:20 — cO0p CTAaTUCTHKHU, aBTOMAaTHYECKUI aHanu3 sql-3ampocos;
exemneBHo: ¢ 02:00 ngo 03:00 — OOHOBJICHHWE AaHAIUTHUYECKMX JAHHBIX B Clydae
B3aUMO/JICHCTBUSA ¢ MH(POPMAITMOHHBIMU CUCTEMAMU,

exenHeBHO: ¢ 3:00 mo 5:00 — pe3epBHOE KOMMPOBAHUE JAHHBIX;

nepuomuuecku: ¢ 19:00 mo 21:00 — mranoBbsle paboOTHI, yCTAaHOBKA MEPUOANYECKUX
OOHOBJIEHUI;

NEPUOTUYECKU: TI0 HEOOXOUMOCTH — IpoYre paboThl IO MACCOBOMY M3MEHEHUIO JaHHBIX
(BBIBEpKa JaHHBIX, MpuBeneHHE (OpMATOB K €IMHOMY BHAYy W T. I.) — TOCTe
IpEBapUTENFHOIO COIJIACOBAHUS C OOCIY)KHMBAIOUIMM IEPCOHAJIOM, BBIIOIHIIOIIUM
byukiun anmuancTpuposanus Blitz Identity Provider.

s Blitz I1dentity Provider onpenenensl ciieayronme pexxuMbl GyHKITMOHUPOBAHUS:
HITAaTHBIM PEXHUM, B KOTOPOM KOMIIOHEHTHI MCIPAaBHO BBHINOJHSIOT BCE CBOM OCHOBHbBIE
byHKIIY;

CEPBUCHBIN PEXUM, B KOTOPOM MPOBOAATCS PEKOHPUTYpaIusi, 0OHOBICHHS TPOrPAMMHOTO
obecnieuenus (nanee — I10) u npodunakTrueckoe 00CIyKUBaHUE,

aBapUIHBIA PEKUM, B KOTOPOM OJMH HJIM HECKOJBKO KPUTHYECKMX KOMIOHEHTOB Blitz
Identity Provider He BBITOJIHSIOT CBOU (DyHKIIUH.

Jns  oOecriedeHusi InTatHoro pexuma QyHkiuonuposanus Blitz  Identity Provider

H€O6XOI[I/IMO BBIIIOJIHATD Tpe6OBaHI/I$[ M BBIACPIKHNBATHL YCJIOBHUA JKCILTyaTalluH 10O n xomrIuiekca

TCXHUYCCKUX CPCACTB, YKA3aHHBIC B COOTBCTCTBYIOIIUX JOKYMCHTAX (TGXHI/I‘-ICCKaSI AOKYMCHTaIus,

HHCTPYKIUHU II0 3KCILUTyaTalluu U T. I[.).

B cepsucHom pexkume dynknuonuposanus Blitz Identity Provider obecnieunBaetcs goctyn

YIIOJITHOMOYCHHBIX paGOTHI/IKOB JJI1 IIPOBEACHUSA CIICAYIOIIUX pa60T:

perIaMeHTHOE 00CITyKUBaHHUE O0IIeCHCTeMHOTO U npukiaanoro 110, 6a3 naHHbIX;
obnosnenue Bepcuii [10 u 6a3 qaHHBIX;

BOCCTaHOBJICHHE TI0C)Ie COOEB 1 aBapUIHBIX CUTYAIH;



Blitz Identity Provider. PykoBoacTBo monbs3oBarens

- mpoBepka QyHKIMI MOHUTOPUHTA;
- wuHbBIe paboThl, HeoOxomumble a8 ¢QyHkumonupoBanus Blitz Identity Provider B
cooTBeTcTBUU ¢ TpeboBanusamu T3 u UT3, cornacoBanHbie ¢ 3aKa3UNKOM.
[Tpn naxoxxnenuu Blitz Identity Provider B cepBucHOM pexume BO3MOXKHO OTpaHHYCHHE
JIOCTYTIa TI0JIb30BaTeNel K CUCTEMe, HEKOTOpbIM MOy 1siM u/uiu ¢yuakuusm Blitz 1dentity Provider.
ABapuitHBII peKUM (YHKIIHOHHUPOBAHHS XapaKTEPHU3YeTCsl 0TKa30M OJHOTO MITH HECKOJIBKHX
KPUTHUYCCKHX KOMIIOHEHTOB IIPOTPaMMHOTO U (WJIN) TEXHHYECKOTO 00eCIICUCHHSI.
[Ipy HaXOXJCHUH B aBapUITHOM peXUMe JOCTym Tonb3oBatenei k Blitz ldentity Provider
OyJIeT HEBO3MOXKEH.
VIIOJTHOMOYCHHBIM PaOOTHUKAM W/WIM aJMUHHUCTPATOpPaM HEOOXOJUMO OYIET BBHITIOIHHUTH
KOMIUIEKC MEpOIPUSATHIA 110 yCTpaHeHUIO Mpu4rHbI epexona Blitz Identity Provider B aBapuiinblii

PEKUM.
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1. Bxox moan3oBareiis B JIMUHBIA KAaOWMHET

1.1. Bxoa ¢ moMoOIIbIO JIOTHHA U TAPOJIst
ITpu Bxome B mpuioxenwue, 3ammmieHnoe Blitz ldentity Provider, o0brun0 OTKpBIBaeTCS
crpanunia Bxonma Blitz Identity Provider. B cranmapTHOit KOH(QUTypanuu IO YMOJTYAHHUIO
TOJIB30BATENI0 MpEUIaraeTcsi BOUTH 1O JIOTMHY M maponto (cM. PucyHok 1). CranmapTHBIA BHJ
SIMHOW CTPAaHUIIBI BXOJA C MOMOIIBIO JIOTHHA U TAPOJis MPECTaBICH Ha PUCYHKE HIDKE, OJHAKO
BHCUIHUI BUJ €AWHOIM CTPaHHUIBI BXOJa MOXET OTJIMYAThCS B 3aBUCHMOCTH OT HacTpoek Blitz
Identity Provider, ycTaHOBJIEHHBIX OpraHU3aLKEH.

identity Blitz

BxoA & JTIYHbIA KabuHeT

Pucynok 1 — Buo cmpanuyst 6x00a ¢ HOMOWbI0 102UHA U RAPOTIO

B kauectBe normHa B 3aBHCHUMOCTH OT KOHQUTYpallMM CHUCTEMbI ayTeHTHU(]UKAIIHH,
YCTQHOBJICHHOM OpraHW3amnuei, IOJb30BaTe MOTYT WCIIOJNb30BaTh, HAlpHUMEp, CBOW ajpec
3JIEKTPOHHON MOYTHI, MOOMJIBHBIN Tesle()OH MIIM UHON YHUKAIbHBIN HIEHTU(UKATOD.

B mporecce BXo/1a 10 JIOTMHY M TAPOJTI0 MOXKET BO3HUKHYTH CUTYAIHsI, YTO YCTaHOBJICHHBIN
NapoJIbHON MONUTUKON O€30MacHOCTH CPOK JAEUCTBUA Mapoiia McTekaeT. B aToMm ciydae cucrema
ayTeHTH()HUKALMU MOXKET TPEITIOKHUTH IMOJIB30BATEII0 33/aTh HOBBIA MApOJb JUISL €ro Y4YETHOM
3aIHCH.

B cnyuae ommOku mpu BBOJIE JIOTHHA U/HITH MTAPOJIS CHCTEMA BBIIACT COOOIIEHUE 00 OIMOKeE,
U TOJb30BaTENI0 OyJeT MPEeasoKEeHO BONTH MOBTOPHO. MHOTOKpaTHbIE HEYyCHEUIHbIE MOIMBITKI
BXOJ[a MOT'YT OBITh paclieHEHBI CUCTEMOH KaK MOIbITKa MolleHHnYecTBa. Cucrema ayTeHTU(DUKAuu

MPOTOKOJUPYET JIIOObIE TMOMBITKA BXOJa (yCHenrHble W HeycreniHsie). [IpocMoTperh coObITHS
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0e30MacHOCTH 3a BBIOPAHHBIN MEpUOJI, CBA3aHHbIE C YUYETHOM 3alHMChIO IOJIB30BATENsl, MOXKHO B
JlnuHOM KaOHWHETe IOJIb30BATENsl, BBHIMOIHHUB IIard, OMHUCAHHBIE B COOTBETCTBYIOIIEM pazjeie

JTaHHOW MHCTpYKUUU (1. 3.6).

1.2. Bxoa ¢ M3BECTHOI'0 YCTPOiicTBA

Bxoz ¢ U3BECTHOIO yCTPOKCTBA MO3BOJISET HE 3allpallluBaTh BXOJ II0JIb30BaTEINs, €CIIU PaHEe
B TCUCHHUE OIPEACIICHHOIO BPEMEHU JaHHBIM I10JIb30BATENb YK€ BXOAWI B CUCTEMY C JAHHOTO
YCTPOMCTBA U C UCIOJIB30BaHUEM TOI'O K€ Opaysepa.

Ecnu monp30BaTenb BXOJUT C JIMYHOTO YCTPOMCTBA MM BhIAeneHHOTO padouero [1K noruny
U Napoio, MOXHO yOpaTh oTMeTKy «YUykoil kommbroTep». B 3TOM ciydae BBOJ JIOTMHA B 3TOM
Opayszepe Ha sToM IIK Oyner 3amomueH cuctemoil. Ilpu moBTOpHOM BXOjA€ Ha MOpTal MIpU
UCIOJIb30BAaHUU TOTO K€ CaMOro KoMIbloTepa M Opay3epa He mNOTpeOyeTcsi BHOBb BBOJUTHh
AIIEKTPOHHYIO TIOYTY — JOCTaTOYHO BBECTH TOJBKO Mapoiib (cM. PucyHok 2).

Identity Blitz

BxoA & JTIYHbIA KabuHeT

3ppascTByiiTe, ivanov@anymail.rut

@ Blitz Identity Provider

Pucynok 2 — Buo 3xkpana 6xo0a ¢ cOXpaneHHOl y4emHoll 3anucoio
Ecnu mipu BXoJie ¢ HEKOTOPOTO YCTPOKCTBA U/ Uiu Opay3epa Oblia OIIMO0YHO CHATA rajodyka
«Hy>X0l KOMITHIOTEP» B YCTPOMCTBO OKA3aJ0Ch 3alIOMHEHHBIM, TO MOXKHO YJIaJTUTh 3TO YCTPOMCTBO
13 CIIUCKA «3allOMHEHHBIE YCTPOMUCTBA JOCTYa», BBIMOJIHUB LIary, ONMCAHHbBIE B COOTBETCTBYIOIIEM

pasnene gaHHOW UHCTpyKuuH (1. 3.3).

1.3. BXoa ¢ moMoOIIbIO ceaHca ONepanuoOHHO CUCTEMbI

Jlns1 BX0/1a B CHCTEMY € IIOMOIIIBIO CEaHca ONEePAIMOHHON CUCTEMBI HEOOXOAMMO Ha CTPaHUIIS

ayTeHTU(HKAIIMN HAKaTh HA KHOTIKY «BX0/1 110 ceaHcy onepaimoHHO# cuctemMb» (cM. PucyHok 3).
7
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BxoA 2 JlInuHbli KabuHeT

@ Blitz identity Provider

Pucynok 3 — Bxoo ¢ ucnoib3o6anuem ceanca onepayuonHoi cucmemol
B nekoropeix ycranoBkax Blitz Identity Provider Bxox no ceancy OC MoXkeT 3amycKaTbest
ABTOMATHYECKHU, HAPUMEP, €Clli OyAeT 0OHApYKEHO, YTO BXOJ OCYLICCTBISICTCS W3 BHYTPEHHEH

cetd kommanuu (cM. PucyHok 3).

Pucynok 4 — Bxoo ¢ ucnonv3oeanuem ceanca onepayuoHHol cCucmemol

B mpouecce BXoma ¢ MCHOJIB30BAHUEM CEAaHCA ONEPALMOHHOM CUCTEMBI NPEAYCMOTPEHO
BpeMsl 33/IEP>KKH B HECKOJIBKO CEKYH/I, B TEYEHHE KOTOPBIX I0JIb30BaTENb MOXKET HAXKAaTh HA KHOIIKY
«OT™MeHUTH» (CM. PUCYHOK 4), 4TOOBI OTKa3aThCsl OT ABTOMAaTHYECKOTO BXO/IA.

JlaHHBI cr1ocob BX0/1a MOKET MCIIOJIb30BaThCs B CIydae, €CIM C KOMITbIOTEpa, Ha KOTOPOM
II0JIB30BATENb BOLIEN B JOMEH, HY’)KHO BPEMEHHO IPENOCTaBUTHh BO3MOKHOCTb BOWTH B JIMYHBIN
KaOWHET JIPYroMy IOJIb30BATEIIO MO/ €r0 YYETHOW 3aIMChI0, HE 3aBepIasi CeaHca B ONEepallHOHHON
CUCTEME.

Bxon ¢ ucnonp30BaHNEM CeaHca OMEPAMOHHON CUCTEMBI MOXKET 3aBEpIIUTHCS OMIMOKOH. B
3TOM ClIy4dae MOJIb30BATENI0 MPEIIOKAT BOUTHU IO JJIEKTPOHHOM MMOYTE€ M Mapoiato. MoKHO
BOCIIOJIb30BaThCSl MPEAJIOKEHHBIM CIIOCOOOM BXOJAa MM Pa300paThCsl C MPUYMHAMHU OIIMOKH.
Bo3MosHBI crieyronye NpuYMHbI BOSHUKHOBEHUS OIINOKH

- Bxon OCYHICCTBJIACTCA C HK, HC BBCICHHOI'O B JOMCH.
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Bxon ocyiecTBisieTcss ©3BHE KOPIIOPATUBHON CETU KOMIIAHUU.

C momenta BkimoueHust [IK u uaeHTHUKauu/ayTeHTU(UKAIUKA TOJIH30BATENs MPOILIO0
CymecTBeHHOe BpeMs (Oonee 8 dacoB), W BBIAHHOE JOMEHOM pa3pelieHue s
ABTOMATUYECKOW ayTeHTH(PHUKAIIUU YCTapeo.

Hactpoiiku Opayszepa nHa IIK monbp3oBaTens NpemsTCTBYIOT HCIOJIB30BAHUIO PEXUMA
ABTOMAaTUYECKOTO BXO/Ia.

[Tonp30Barento 0OBIYHO HE TPeOyeTCs CaMOCTOATENIbHO MEHSATh HAacTpOilku Opaysepa ais

ABTOMAaTU4YCCKOIo BXoaa — AAHHBIC HaCTpOﬁKH MNPUMCHATIOTCS 49€pe3 OOHOBJICHHUE KOPIIOpAaTUBHBIX

JOMCHHBIX IIOJIHUTHK. OI[HaKO IIOJIB30BATCIIb MOXCET IPOBCPUTH IMPABUIBHOCTH HACTPOCK II0

ClenyIoeid MHCTPYKITUHN:

st Opay3epoB moj ornepanuoHHOW cuctemMorr Windows HYKHO 3a/aTh CIEIYIOIINE

HaCTPOMKH:

OoTKpbITh «Ilyck — Ilanens ynpasiieHHs», NU3MEHUTD BapuaHT Ipocmotpa ¢ «Kareropus» Ha
«Menkue 3HaukW», B OTKPBIBIIMXCS HacTpoilikax BbIOpaTh «CBoiicTBa Opaysepa»
(cM. Pucynok 5);

B HOBOM OKHE BbIOpaTh «be3onacHocTs — MecTHas HHTpaceTh» U HaXXaTh KHONKY «CalThbD».
B oTkpbiBIIEMCS OKHE Ha)kaTh KHOMKY «JlomoiaHuTenbHO» U BHeCTH caiiT ¢ Blitz Identity
Provider B cincok caiiToB «MecTHast HHTpaceThy», HaxaB «J{00aBUTHY;

B okHe «CBolicTBa: MHTepHeT — be3onacHocTe — MeCTHas MHTPAceTh» HaXKaThb KHOIKY
«/pyroi...». B oTkpeBoieMCS OKHE HaWTH HacTpouky «lIpoBepka mNOAIMHHOCTH
noJsib3oBareis — Bxom». YcraHOBUTH €€ B 3Hau€HUE « ABTOMaTHYECKUN BXOJI B CETh TOJIBKO
B 30HE MHTpaceTH» (cM. PucyHok 6).

MoxxHO He 3amaBaTh OJIs OHepaHHOHHOﬁ cucremMbl Windows OIMCaHHBIC BBIIIE HaCTPOﬁKH n

B KaueCTBE aJIbTEPHATUBHI ISl BO3MOXKHOCTH BXOJa 10 CEaHCYy ONEpPaIMOHHON CHCTEMBI B Opay3epe

Google Chrome Torja MOHO 3aIryckaTh Opay3ep cO CleAyIOIIMMH TapaMeTpaMu 3aIycKa:

Chrome.exe —auth-server-whitelist="idp.domain.ru" —auth-negotiate-delegatewhitelist="idp.domain.ru* —auth-schemes="digest,ntlm,negotiate"

I'ne B kauectBe idp.domain.ru my>xuo ykasate URL caiita ¢ Blitz Identity Provider.
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Pucynok 5 — Hacmpoiiku Windows oaa éxooa uepes ceanc OC (nauano).
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Pucynox 6 — Hacmpouxu Windows ona exooa uepes ceanc OC (npodonicenue)
s Opaysepa Mozilla Firefox HyxHO 3amaTh ciieayromue HACTPOHKH (i JIFOOBIX
OIEPALMOHHBIX CHCTEM):
- B aJpecHO cTpoke Opay3epa BBecTu about:config u Haxars «Enter». B ciemyroreMm oxHe
BBecTH «Network.nego» B mosie « OUIbTPHI».
- JIBaXKJIbl HAKATh Ha HaiIeHHOU 3amucu «network.negotiate-auth.trusted-uris» u ycraHoBuTh
B Heil 3Hauenne URL caiita ¢ Blitz Identity Provider, manpumep, idp.domain.ru. ITpu

yKa3aHUU aapecoB MOXKHO HCIOJIb30BaTh 3BE3/I0UKY (*) u yka3aTh Heckonbko URL uepes
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3anaTyro, Hanpumep: https://*.idp.domain.ru,http://*.idp.domain.ru. 3akpsiTh BCIUTBIBAIOIIEE
OKHO KHOIIKON «OK».

- JIBaXabl HaXaTh Ha HaWjaeHHOW 3ammcu «network.negotiate-auth.delegation-uris» wu
yctaHoBuTh B Helt 3HaueHne URL caiita ¢ Blitz Identity Provider, Hanpumep, idp.domain.ru.
[Ipn yka3zaHum apecoB MOKHO HCIIOJIB30BaTh 3Be3/I0YKY (*) m ykazath Heckoibko URL
4yepe3 3amsATyro, Hampumep: https://*.idp.domain.ru,http://*.idp.domain.ru.  3akpbiTh
BCIUIBIBAIOIIIEE OKHO KHONKOM «OK».

- OTKpHITH Mapametp «network.auth-sspi», ycraHoBuTh ero 3HaueHue B true.

- TIepe3amycTUTh Opaysep.

Hns Google Chrome B macOS u B Linux HyXHO ocymecTBisaTh 3anmyck Google Chrome

CHeHaIbHBIM 00pa3oM:

"/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" --args --auth-server-whitelist="auth.cscentr.com" --auth-negotiate-delegate-
whitelist="auth.cscentr.com"

I'ne B xauecte idp.domain.ru uyxHo ykazath URL caiita ¢ Blitz Identity Provider.
s Apple Safari B macOS otnenbHas HacTpoiika He TpeOyeTcs.
B ciyuae mnoBTOpeHHs OIIMOKM MOJB30BATENIO CJIEAyeT OOpaTHTBCS K CHCTEMHOMY

AIMHUHUCTPATOPY OpraHru3alnu.

1.4. Bxoa ¢ mnoMoumbI0 CpecTBA 3JIEKTPOHHON MO CH
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBIeHHBIX Opranu3anueil, HoMumMo
BXO/Ia 1O JIOTHHY M TapoJIio, TOJIb30BATENI0 MOXKET OBITh JOCTYIEH BXOJ C IOMOIIBIO CPE/CTBA

3JIEKTPOHHOU Tonucu (cM. PucyHok 7).

Bxof & NINYHbIA KabrHeT

Pucynok 1 — Bxoo c ucnonvzosanuem cpedcmea 31eKmpoHHOI ROORUCU
J171st KOppeKTHOM paboTHI BXOAA MO 3JIEKTPOHHOM MOMICH Ha KOMIIBIOTEPaX MOJIb30BaTeNeh
HCIIONIb3YyeTCs criennanbhbpli miarud — Blitz Smart Card Plugin. I1pu nepBom BXoze 1o 37eKTPOHHOM

HOJIKUCH MOJIH30BATENO OYy/IET MPEUIOKEHO YCTaHOBUTH IIaruH (cM. PucyHok 8).
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Identity Blitz

Bxoa 8 JINYHbIN KabuHeT

53y TiTE MHEOTHNTO ANS BXOA3 € LyX

Pucynok 8 — Buo cmpanuuwt co ccolikamu 0nsa ckauueanus niacuna Blitz Smart Card Plugin
IMocie 3arpy3ku yctanoBouHoro (aiia Blitz Smart Card Plugin u ero 3amycka rmosib30BaTesio
CllelyeT TPOUTH BCE IAard yCTAaHOBKH IiarkuHa (cM. PucyHok 9). IIpu moBTOPHOM BXO/IE C JaHHOTO
YCTPOHCTBA HE MOTPeOyeTCs yCTaHABIMBATH TUIATMH 3aHOBO.

Bac npueeTCTBYET MacTep YCTaHOBKH
Blitz Smart Card Plugin

MacTep ycTaHoBkM ycTaHosuT Blitz Smart Card Plugin va
KoMnetoTepe. HammiTe kHonky "Aanee”, wTobsl
MPOACITHMTE, WK KHOMKY "OTMEHE", 4TOBE! BEIATH M3
MACTEpa YCTaHOBKM.

Pucynox 9 — Buo macmepa ycmanoexku nnazuna Blit; Smart Card Plugin
HonomuutensHo 11 Be0-0pay3zepoB Google Chrome n Mozilla Firefox TpeGyercst yctaHOBKa
crienuanbHOro pacmupenus. O HEoOXOJUMOCTH 3TOro JelcTBUs OyJeT CBHUICTEIbCTBOBATH
NpEayNPEXICHUE CO CCHUIKOM.
- st Be0-Opay3epa Google Chrome HeoOXoauMO yCTaHOBUTH paciiuperue (cm. Pucynok 10).
[Ipu Ha)kaTHH KHOTIKU « Y CTAHOBHUTH PACHIMPEHHE» OTKPHIBAeTCsl HHTEpHET-MarasuH Google
Chrome ¢ oTkpwITBIM pacmupenuem «Apnantep miaarusa Blitz Smart Card Plugin». Ero

HEO0OXOMMO yCTAaHOBUTH.
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Pycckui (RU) -

Bxof B JINYHbIA KabUHeT

BxoJ No 3NeKTPOHHOM NOANNUCKA

AAns paGoTel €O CPEACTEOM SNEKTPOHHOMN NOANKCH
amwampyme WKW YCTaHOBWTE pacluvpeHne Ans Chrome

[pyrue cnocobbl Bxoga =+

Pucynox 10 — Ccblnka na ycmanosujuK cneyuaibHozo pacuiupenus 01 éed-opaysepa
Google Chrome

- s BeO-Opaysepa Mozilla Firefox tpeOyercs ycrtanoButh pacmupenue. [Ipu Haxatuu

KHONKH «YCTaHOBUTh PACIIMPEHUE» HEOOXOIUMO pa3pelInTh YCTAaHOBKY MPOIPAaMMHOIO

obecrieuenus. s aToro TpeOyercs Haxkath KHOMKY «Paspemmuts». [lpu HeoOxoammocTH

pacuImpeHne MO>KHO 3arpy3HTh 110 CChUIKE U YCTAaHOBUTH BPYUHYIO C IIOMOIIbIO BeO-0pay3epa
Mozilla Firefox.

[locne ycneniHol ycTaHOBKY IUIarMHA MOJIb30BATEN0 HE00X0AMMO MOJICOEUHUT CPEACTBO

anexTpoHHou noanucu k [IK. Jlanee Ha crpanule Bxoaa B Opaysepe OyayT 0TOOpakeHbI JOCTYITHbIE

cepTU(UKATHI KITI0Ya JIEKTPOHHON MmoAnucH, kotopblit noacoeanHex k [IK. Heobxoaumo BbIOpaTh

U3 CIKCKA TOT CepTH(HKAT, KITF0OY KOTOPOTro mojacoeauHeH (cM. Pucynok 11).
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(® identity Blitz

Bxopa B JI4HbIN KabuHeT

Bxopa no anexTponHoW Nnoanuck

000 "Opranusayus"
u

@ Blitz identity Provider

Pucynok 11 — /locmynnuvie cepmugurxamol Kn1oua 31eKmMpoOHHON NOORUCU HA CbEMHOM
Hocumerne
[Ipu HeoOxoaumoctu notpedyercs Beectu [IMH-Kkox, 4T0OBI OCYIIECTBUTH BXOJ B CUCTEMY

(cm. Pucynok 12).

';E Kpunrollpo CSP X

& 0:09:45
5@ BeeaWTe NaponL ANs KoHTelHepa Rsoft”
1

Napons: | |

[[] 3anomHuts napons

[ox ] | omee

Pucynok 12 — B600 nun-kooa 0nsn cpedcmea 31eKmMpoHHOU ROORUCU

Ecmn Obu1 BBemeH koppektHblii [IMH-xon, Bxon Oyzaer ycnemHo BelmosiHeH. Ilpum
HekoppekTHoM BBone [IMH-konma Tpu pasa monps Wiu MpH HaXaTUH KHOMKU «OTmeHa» Oyjaer
0TOOpakeHo cood1eHue 00 ommoke.

Ecnu npu aBTOpH3annu MCHOJIb30BaHUEM CpeCTBa JeKTpoHHOM noanuck B Blitz Identity
Provider He HaiijeHa 3aperucTpUpOBaHHAs Y4YeTHAas 3allMCh MOJB30BATENsl C YHHKAIbHBIM
uACHTH(PHUKATOPOM U3 cepTudukara 3aekTpoHHOM noanucu, To Blitz ldentity Provider mpemioxut
ee 3aperucrpupoBarb. JlJI1 3TOro MOJb30BaTeNlb MEpeHaNnpaBisieTcss Ha (opMy perucrpanuu

MIOJIb30BATENsl C MPEJBAPUTENILHO 3allOJHEHHBIMU W3 cepTHduKara JaHHbIMH (pamMunus, uwms,
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OTYECTBO, YHHKAIBHBIA WICHTU(PHUKATOP), BBOJAUT aAPEC JIEKTPOHHOM MOYTHI M HOMep TenedoHa,
HIOCJIC Yero ciexyeT MHCTPYKIHUSAM Ha dKpaHe. B ciyyae ycnemrHo# perucrpanuu OyneT co3aaHa
yuetHas 3anuck Blitz Identity Provider u mosb3oBarens OyaeT HampaBiieH B CHCTEMY, B paMKax

KOTOpOI>'I MMPOU3BOJAUIICA BXOM.

1.5. Bxoa ¢ mnoMOIIbIO 3JIeKTPOHHOM MOYTHI
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBIEHHBIX OpraHu3anuei, ToMUMO
BXO/Ia 110 JIOTHHY M Mapojio, MOJb30BATEII0 MOXKET OBITh JOCTYIEH BXOJA C IOMOIIBIO KOJa
HOJTBEPIKACHHS, OTIPABIIIEMOTO IO JICKTPOHHOMU TIOUTE.
[Tosnp30BaTeNI0 HEOOXOAUMO YyKazaTh aapec JJIEKTPOHHOW IMOYTHI, Ha KOTOpPHIA Oyjaer
OTHpaBJIeH Ko nmoaTBepkaeHus. [lociie momydeHus koaa ero Heo0X0AUMO BBECTH MOTYYCHHBIN KOJI

B COOTBETCTBYIOIICE TI0JIe HA CTPAHHIIE, YTOOBI BBIMOIHUTH BX0J B JInunbiil kabuuet (cM. Pucynok

13).

BxoAa B JINUHLIA KAaBUHET

BeeauTe Ko NOATBEPXKAEHWA, OTNPABNEHHEIA Ha agpec
3NEKTPOHHOM NOUTkI @**¥**¥¥*3@reaxoft.ru.
[lo oKOHUaHKWA cpoka AeRcTBUA KoAa ocTanock 108 cekyHa.

A NOATBEPKACHUA

MogreepanTs

Pucynok 13 — Buo cmpanuyut ¢ ghopmoit 6600a aopeca 3neKmpoHHOU ROUMbL

1.6. Bxox ¢ moMoubl0 KoJAa MOJATBEP KIAEHHS, OTIPABJIAEMOIro IO
SMS nau PUSH

B 3aBucumoctu ot Hactpoek Blitz Identity Provider, yctanoBieHHBIX Opranu3aiyeii, ToMuMo

BXOJla TIO JIOTUHY M TapoJil0, TMOJH30BATENI0 MOXKET OBITh JIOCTYNEH BXOJ C TMOMOIIBI0 KOJa

noarBepxkacHust (cM. Pucynok 14). BHemHuit BUI €IMHON CTPAHHUIBI BXOAa MOYKET OTJIUYATHCS B

3aBUCUMOCTH OT HACTPOCK, YCTAHOBJICHHBLIX OPT aHU3al1e.
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Bxoa 8 JINYHBIA KabuHeT

@ Blitz Identity Provider

Pucynok 14 — Buo cmpanuusbl ¢ 603MOHCHOCHLBIO 6X00a RO KOOY NHOOMEEPIHCOCHUA
[Tonb3oBarento HEOOXOAMMO yKa3aTh HOMep TenedoHa, Ha KOTOPHIH OyAeT OTIpaBieH KO
noaTBepkaAcHUS B Buae SMS-cooOmienust wiam push-ysemomuenust (cm. Pucynok 15). ITocie

MMOJIYYCHHUS KOIa HCO6XOI[I/IMO BBCCTH HOJ'Iy‘-ICHHBIﬁ KO B COOTBCTCTBYIOIICC IIOJIC HA CTPAHUIIC,

4TOOBI BBIIIOJIHUTE BXOJ B JIMUHEII KaOWHET.

(B 1dentity Blitz

Pycckuid (RU)

Bx0o/ B JINUHbIA KabUHeT
YT06bi OTNPABUTL KOA NOATBEPXACHUA, BBEAUTE HOMED
TenedoHa ¥ HaxmuTe KHONKy OTnpasuTs

D Yyxoil KomMnbioTep
Ornpaeuts

Apyrve cnocobbl BXOAa =+

Pucynok 15 — Buo cmpanuuypwl ¢ popmoii 6600a nomepa meneghona onsa nonyuenus SMS-rkooa
Crenyer y4ecTb, 4TO €CJIH Y [0JIb30BaTels B JIMuHOM KaOMHETE HEe 3aJlaH HOMEP MOOMIIBHOTO
Tesne)OHa, TO OH HE CMOXKET KCIIOJIb30BaTh ATOT crocol BXona. B cBs3u ¢ 3THM NpuBs3Ka HOMEpa
MOOMJIBHOTO Tene(oHa K YYETHOW 3allMCH JOJDKHA OCYIIECTBISITBCS TOJIB30BATEIEM 3apaHee —

3a/1aTh HOMep TenedoHa MOJIb30BaTENb MOXKET CAaMOCTOATENbHO Yepe3 JIMUHbIN kaOuHeT.
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1.7. Bxoa ¢ moMoIIbI0 BHEITHUX CEPBUCOB WIEHTH(PUKAIIMH
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBIEeHHBIX OpraHu3anuei, ToMUMO
BXOJ[a TIO JIOTMHY WM TApOJII0, TOJB30BATENNI0 MOXET OBITh JOCTYIEH BXOJA C HCIOJIb30BAaHHEM
BHEIIHUX cepBHUCOB uaeHTH(uKanuu (cM. Pucynok 16). BHemrHwii Bua CTpaHMIBI BXOJa IpH
BKJTFOUCHHBIX BHEIIHUX CEPBHCAX UICHTU(DUKAIIMN MOKET OTIIMYATHCS B 3aBUCHMOCTH OT HACTPOCK,

YCTAHOBJICHHBIX OpFaHH3aHHeﬁ.

Bxoa 8 JIn4HbIN KabuHeT

© G ¢« B8 06O 2

rocycnyru

% CBEPID

(B) ooy i
Pucynok 16 — Buo skpana 6xo0a npu 6K1104eHHbIX 6HEUIHUX CEPBUCAX UOeHMUPUKayuU
Blitz Identity Provider moamep:kuBaeT ciaeayrolne BHEITHHE CEPBUCHI HACHTH(DHUKAIIHH:
- mnocTaBuuka uaeHtudukanuu Apple ID;
-  TIOCTaBIIWKA MACHTU(UKAUK CONUanbHoM cetn Facebook?!;
- TOCTaBIIUKa HaeHTH(UKauU coranbHol cetn BKoHTakTe;
- TOCTaBIIWKA HACHTH()UKAIUU STHIEKC;
- mnocraBmuka uneHTudukanuun Google;
- TOCTaBIIWKA MICHTH()UKAIMU COHanbHON ceTd OMHOKIACCHUKH;
- mocraBiuka uaeHtudukanuu Mail.ru (Mail ID);
- mnocraBmuka uaeatudukanun VK ID;
- mocrasiuka uaeatudukamun ECUA (gosuslugi.ru);
- mocraBmuka uaeHtuukanun ECUA B pexxume «udposoit mpodmiey (gosuslugi.ru);
- mnocraBmuka uaeHtudukanun Coep ID;

- mnocrasmuka uneHTudukanuu Tinkoff ID;

! Meta npusHana 3KCTPEMUCTCKOM OpraHu3alueii u ampelena Ha Teppuropun Poccuiickoii Menepanuu, J1eSTENBHOCTD
MpYHAUIeKAINX el cormanbHbIX ceteld Facebook u Instagram takxke 3amperieHa B PO.
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- mnocraBmuka uaentudukanuu BTH ID;

- mocraBmuka uaeHtudukau Ansda ID;

- mnocraBmuka uaeHtudukanun Coéepbusnec ID;

- mocraBmuka uaeHtudukanuu Mos ID (CYIUP);

- Blitz Identity Provider, ycTaHOBIIEHHOTO B TAPTHEPCKON OPTaHU3AIIHH.

Jlnst ocymiecTBIeHUsT BXOJa MOJIb30BATEI0 HEOOXOAUMO BBIOPATh MOIXOISIINNA BHEIIHHMA

cepBuc naeHtudukanuu. [lociie yero B Opaysepe 3arpy3uTcsi CTpaHUIA BXOa BRIOPAHHOTO CepBHUCa
uaeHtudukanuu. [lanee Ha cTpaHHIle BXOJa BHEIIHETO CEpBHCA UACHTU(DUKAIIMH MOJIH30BATEIIO

HEOoOXOIMMO BBECTH JIOTHH U MapoJib, HAKATh KHOIKY BXxoja (cM. Pucynok 17).

Bonpgute c AHpgekc ID

He nomHio norux
Bontn

3apernctpupoBartbcs

D 0O G & orm

AHgekc |D — KoY OT BCex CepBUCOB

Y3Hatb 6onblue

Pucynok 17 — Bxo0 uepe3 enewtnuii cepsuc uoenmugpukayuu (na npumepe Anoexc)
[Tpu mepBOM BXO/Ie Yepe3 YUETHYIO 3aIHCh TOJIH30BATENsI BHEIIHUN CEPBHUC UACHTH(PUKAIINA

MOXKET JOIIOJHUTCIBHO 3aIIPpOCUTH JOCTYII K IAHHBIM ITOJIb30BATCIIA (CM. PI/ICYHOK 18)
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T A_W?

0

Bxop c nomoulbto AHgekca

BoiTu Kak kirillag

Mpunoxerue «oauth.ru (auth)»
MONY4YUT AOCTYNbI:

[ocTyn K NoruHy, UMeHn n dammnuu, nony
[ocTyn K agpecy 3neKTPOHHOM NoYTbI

[ocTyn K paTte poXxxaeHUs

=

Pucynok 18 — 3anpoc na oocmyn K 00nonHUmMENbHbIM OAHHBIM NOIb308ameNs 014 6X004 Uepes
6HeuwiHull cepeuc uoenmupuxayuu (na npumepe Anoexc)

Ecnu yueTHast 3anuch moJjib30BaTesl BHEIIHETO CEPBHCA UACHTU(UKAIIMK HE TIPUBSI3aHA HU K
onHoW ydetHou 3amucu B Blitz Identity Provider, To B mporecce Bxona 4epe3 BHEIIHHH CEPBHC
BO3MOXKHO TMPHBS3aTh YYETHYIO 3aIHCh IMOJB30BATENsI BHEIIHETO CepBUCA MICHTH(DHUKALNU K YyXKe
uUMerolIeiicss ydeTHOM 3amucu. [[as 3TOro mosib3oBaTeiar0 HEOOXOAWMO BBIMOJIHUTH CIEAYIOLIUE
JIEUCTBUSA:

- MpUBSA3aTh YYETHYIO 3allMCh MOJb30BATENs BHEIIHErO CEepBHCA UICHTHU(PUKAIUU K YUETHON
3anucu Blitz Identity Provider. UToOb1 caenath 3TO, HY’KHO BBECTH Mapojib WM JIOTHH U
napoiib oT yueTHou 3amucu Blitz Identity Provider Ha crpanuiie cBSI3bIBaHUS YYETHBIX
3amucedd. Crnemyer y4ecTh, 4TO €CIU 1O JaHHBIM W3 BHEIIHETO CEPBHCA WICHTH()HUKAIIUU
(Hampumep, 1Mo aapecy JIEKTPOHHOUM MoUThI, OblIa HalifieHa ydeTHas 3anuch B Blitz Identity
Provider, To 1 CBS3BIBaHUS HY>KHO BBECTH TOJBKO MAPOJIb OT ITOM YUETHOM 3amKCH.
Taxoke TMONIB30BaTENlb MOXKET OCYIIECTBUTH NPEABAPUTEIFHOE IPHUBSI3BIBAHUE YYETHOU

3aMucy BHEIIHero cepBuca uiaeHtudukanuu k Blitz Identity Provider B JInunom kaOuHere yepes
pasnen «Hactpoliku 6e30macHOCTH», BBIIOJHUB ILIATH, ONKCAHHBIE B COOTBETCTBYIOIIEM pa3Jieie
JTaHHOU MHCTPYKUuUU (1. 3.4).

Ecaun nmonb3oBarenb BXOOUT C MOMOIIBIO TAKOM YYETHOW 3allMCH BHENIHErO CEpBUCA
uaeHTU(UKAIIMK, KOTOpas OJHOBPEMEHHO MPHUBA3aHA K HECKOJbKUM y4eTHbIM 3amucsm B Blitz
Identity Provider, To mosib30BaTeno Oy[eT Mmoka3aH 3KpaH BbIOOpAa YUETHOW 3allUCH JUIS BXOJa

(cm. Pucynok 19).
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@ Identity Blitz

Bxop 8 JIMYHbIA KabuHeT

I OnA npofonxeHWA onepaunn ebiGepuTe Nnonb3osaTenn

WeaHoB MBaH
+79998561237

MNetpos Metp
+79851234512

Bacunbes Bacunui
+79991231164

Bopucoe Bopuc
+7(999)1231212

® Blitz Identity Provider

Pucynox 19 — Boioop yuemmnoit 3anucu ons 6xooa

1.8. Bxox mo pa3oBoii ccbliKe
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBIEHHBIX OpraHu3anuei, ToMIMO
BX0/1a 10 JIOTHHY U MapOJII0, ITOJIH30BATEI0 MOKET OBITH IOCTYIICH BXOJ MO Pa30BOM CCBUIKE.
Bxox 1o pa3oBOi CCBIIKE HUCIOJIB3YETCs Ul 00ecleueHNs aBTOMATHUECKOTO BX0/a MOCIe
CaMOCTOSATENIFHOM PErHCTpaliy IOJh30BaTeNIeM YYETHOH 3alncH, BOCCTAHOBJICHHH 3a0BITOTO
napojsi WIN IPU UCIOJIb30BAaHUU CIELHUAIbHOTO PEeXUMa BXOJa IPU OTKPBITUH BeO-Opaysepa u3

MOOMJILHOT'O IPHUIIOKEHNA, B KOTOPOC MPEABAPUTEIILHO BOLICII ITOJIB30BATCIIb.

1.9. Bxoa mo QR-koay
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBNIEeHHBIX OpraHu3anuei, TOMUMO
BXO0/1a I10 JIOTHHY ¥ MapoJIio, MOIb30BATENI0 MOXKET OBbITh JocTyneH Bxox no QR-xoxy. Bremrnwmii
BUJ| €MHOI CTpaHUIIbl BXOAAa MOXET OTIMYaTbCs B 3aBUCUMOCTH OT HAaCTPOEK, YCTaHOBJIEHHBIX

opranmu3anueii (cMm. Pucynok 20).
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Bxoa B JlInuHbl KabuHet

@ Blitz identity Provider

Pucynoxk 20 — Bxoo c ucnonvzoeanuem QR-kooa

I[J'ISI OCYHICCTBJICHUA BXOJa II0 QR'KOI[y IIOJIB30BATCIIIO HCO6XO,I[I/IMO BBIIIOJIHUTD

CIEAYIOLIME NEeUCTBUS:

Ha CTpaHUIIE BXO/a MOJIb30BaTEI0 He00XoauMo BeIOpaTh «Boiiti mo QR komxy»;

Ha CTpaHMIEe BxoJa oToOpaxaercs QR-xon u mHCTpyKIusa. QR-koq mMeeT orpaHu4YeHHBINH
CPOK J1eHicTBHS (TIOJIB30BATEIIO MOKA3bIBAETCS TalkMep co CpokoM aeiicTBus QR-koma);
MOJIb30BATENb 3allyCKaeT MOOWJIBbHOE TPHIOKEHHE KOMIIAaHWH, B KOTOpPOE BCTpOEHA
nojjepxKa pexuma Bxojaa no QR-Kody, U CUMTHIBAET ¢ MOMOIIBIO 3TOro MpriiokeHus QR
KOL,

MOOMJIBHOE MPHJIOKEHHE TOKa3bIBAET IMOJIb30BATENIO JETaIbHYI0 MH(GOpPMAIUIO O BXOJE,
nony4ennyto ot Blitz Identity Provider (umst npuiioskeHust, B KOTOPOE OCYIIECTBIISIETCS BXO/L,
IP-anpec, Opay3ep u UMs ONIEPAIIMOHHON CHCTEMBI YCTPOMCTBA, HA KOTOPOM OCYIIECTBIISIETCS
BXOJ);

M0JIb30BaTENb B MOOMJIBHOM MPHIJIOKEHUH IPUHUMAET peIlIeHne, Pa3pelInTh WIN 3alpeTUTh
BXOJ,

B 3aBUCHMOCTH OT PEIICHUs MOJIb30BaTENl HAa KOMIBIOTEPE MPOUCXOAUT YCIEIIHbINA BXOJ

MOJIB30BATCIIAA B IPUJIOKCHUEC WUJIH 3alIPOC BXOJd OTKIIOHACTCA.

1.10. Bxoa ¢ noMombI0 KJII04Yel 0€30IMacCHOCTH

B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycraHOBIEeHHBIX OpraHu3anuei, TOMIMO

BXOJa IIO JIOTMHY U IMapOJIt0, ITOJb30BATCIIIO MOXKCT OBITH JOCTYIICH BXOJ C IMOMOIIBIO KITI0YCeH
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oe3onacHoctn (WebAuthn, Passkey, FIDO2). Buemnuii Bua €IWHOW CTpPaHHUIBI BXOJa MOXKET

OTJINYAaTbCAd B 3aBUCUMOCTH OT HACTPOCK, YCTAHOBJICHHBIX OpFaHI/I3aI_II/ICI71 (CM. PI/ICYHOK 21)

Bx0oA B JIN4YHbIA KabuHeT

@ Blitz identity Provider

Pucynok 21 — Bxoo ¢ ucnonv3oeanuem Kiioueil 6e3onacHocmu
[Nonnep>xuBaroTCs CIEAYIOMINE THITHI KITFOYEH:

- BHemHue KI04M — NpeAcTaBisoT co0o0i anmaparHble ycrpoiicTsa B Buae USB-kintouelt uinu
Openoxos, noaxitoyaemsle K [1K, mianmery u renedony ¢ nomorsio USB-nopra, Bluetooth
wiu NFC. JInst ncnonbs3oBanus Kinroueil He TpeOyeTcsl yCTaHOBKA Ha yCTPONCTBO ApaiiBepos,
IUTArMHOB — B3aUMOJICHCTBHE C KIIFOYaMHU OCYIIECTBIISETCS Yepe3 BCTPOCHHBIE BO3MOXXHOCTH
Opay3epos.

- BcTpoeHHbIE KIIIOYM — BCTPOEHHBIE B YCTPOMCTBE M OINEPAMOHHOM CHCTEME MEXaHU3MbI
ayTeHTU(UKALMKU, HalTpUMeED:

- Windows Hello — moxHno Bxomuth ¢ momomibio [IMH-koga Windows, mpoBepku
OTIIeYaTKa Majblia WIKA PACIIO3HAHUS JINLA;

- Touch ID unu napons Ha MacBook;

- Touch ID unmu Face ID na moOunsHOM Tenedone i10S miam mpoBEpKH OTIeUaTKa majibia

WK pacno3HaHus juna B Android.
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Bxof & JIMYHbIA KabuHeT

@ Blitz identity Provider

Pucynok 22 — Bxoo c ucnonvsosanuem Kiuiouei dezonacnocmu (npooo.idicenue)
Crnenyer ydecTb, 4TO €ciy y Hojb3oBarens B JIMuHOM kaOuHeTe HE MNpPUBSA3aH KIIOY
0€30MMacHOCTH, TO OH HE CMOXET MCII0JIb30BaTh ATOT ClI0co0 BXoxa (cM. PucyHok 22). B cBsi3u ¢ aTuM
NPUBSI3Ka KITI04a 6€301aCHOCTHU K YUETHOM 3alKCH JOJIKHA OCYLIECTBIIATHCS [10JIb30BaTEIeM 3apaHee

— CACJIaTh 3TO IMOJIB30BATCIIb MOXKET CAMOCTOATCIIBHO YE€PE3 JInuHbIi KaOWHET.

1.11. Bxox ¢ TmNOMONILIO AaBTOMATHYECKOW WMIAeHTH(UKANUN
NMoJIb30BaTe/Isl 0 CBOMCTBAM CECCHH
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, ycTaHOBIEHHBIX OpraHu3aluei,
HI0JIB30BATEIF0 MOXKET OBITh JIOCTYIIEH BXOJ C IIOMOIIBI0 aBTOMATHYECKON HICHTU(DHKAIUHU. B aTOM
CITy4ae OIHO MJIM HECKOJIbKO CBOMCTB CECCHU MOJIb30BaTellsl OyIyT aBTOMAaTHYECKH BbIukcieHb! Blitz
Identity Provider, mo HuM HaiiieHa COOTBETCTBYIOIIAs y4eTHAs 3alIUCh U MPEIOCTABIICH JOCTYI B
cucreMy. YacTHBIM CiydaeM BXO/1a C TIOMOIIBIO aBTOMATHYECKON MACHTH()UKAIINH SBISIETCS BXOX
1o HOMepy TejiedoHa, aBTOMAaTHUYECKH onpenesieHHoMy 1o |P-aapecy mons3oBarelniss MOOHIBHOTO
UHTEPHETA.
B 3aBucumoctu ot Hactpoek Blitz Identity Provider, mpu maHHOM Tume BXOoma MOXET
0TOOpa)kaThCsi DKpaH MOATBEpXKAeHHs Bxoja (cM. Pucynok 23). B cirydyae ecnu mosp3oBaTenp He

MOJTBEPKIACT BXOJI, eMy OyJIeT MpeUI0KeH IPYroi METo]] ayTeHTHUPUKAIIUH.
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(B dentity Blitz

Bxop B JInyHbIl KabuHeT

[anubie Bawen yYeTHOW 3anucK: +7(926)* 25,
LnA Bxona HAXKUMTE KHONKY "BORTK", MHaYe HaxMHTe
KHONKy "BOATH NoA ApYriM Nonb3oeatenem”.

Boiitn

Boiitu nog apyrumM nonb3oBarenem

BX0p No NOTHHY W Napono

BX0f, N0 KOAY NOLTEEPXAGHHA B SMS

Her akkayHTa? 3apervcTpupoBaTeca

WCNoNs3yinTe WHKOMHMTO [1A BXOMA C HyXOMo yeTPORCTea

® Blitz Identity Provider

® 2023 000 «PEAK CODT=

Pucynok 23 — Bxoo ¢ nomouip1o asmomamuyeckoi uoenmugukayuu nonv3oeamens
Buemnuii BUA CTpaHUIBI BXOJAa MOXET OTJIMYAThCS B 3aBUCHUMOCTH OT HACTPOECK,

YCTaHOBJICHHBIX OpraHU3alHueH.
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2. Bxoa npu BKJIKOYEHHOU IBYX(DAKTOPHOM ayTeHTU(PUKALNH

[Ipu BIOUEHHOW NBYX()aKTOPHOW ayTEHTU(UKAIIMU IOJIb30BATEIIO IOCIE BBITOTHEHHS
BXOJa IO JIOTUHY M TAapojl WWIM JIOOBIM JPYrMM JOCTYIHBIM CIIOCOOOM MOTpedyercs
JIOTIOJIHUTEIIbHOE MOATBEPKIACHUE, HAIIPUMED, C ITOMOIIBIO KOJA MOATBEPKACHUS, ITOJIY4YEHHOTO B
SMS-coo0ienny, push-yBenomiieH H, 10 IEKTPOHHON MOYTE, CrEHEPUPOBAHHOTO B CIIEIIHAIEHOM
MOOHMJIFHOM TIPHJIOKEHUHM WIIM JIOCTABJICHHOTO B BHJE MOCIETHUX HHU(P BXOJAIIEro 3BOHKA (CM.
Pucynok 24).

[IpuBsizka HOMepa MOOMIIBHOTO TeNle()OHA OCYIIECTBISETCS TOIb30BATEIIEM CAMOCTOATEIBHO
yepe3 JInuHblil KaOUHET, 1100 BBIIOJHIETCS B MHOM CHUCTEME yIpPaBJICHUs JAHHBIMU MOJIb30BaTENs,
UCTIONb3yeMol B opranuzanuu. Cremyer y4ecTb, UTO €ClM y MoJib3oBarens B JInYHOM KabuHeTe He

3aJaH HOMEP MOOUILHOTO Teﬂe(i)OHa, TO OH HE CMOXKET HMCIT0JIb30BaTh STOT CIIOCO0 IOATBCPKACHUA

®)1dentity Blitz

Bxog B JINUHLIA KabuHeT

BXoza.

HaXMUTE KHOMKY OTNPaBUTL

OTnpaeuTL

| YT06bi OTNPaBUTL SMS-KOA Ha HOMED +7(964)*****11

Apyrue cnocobsl NOATBEPXABHAA

Pucynok 24 — Buo cmpanuuvt noomeepicoenus 6xo0a ¢ uchoib3zosanuem kooa uz SMS-

coobuenusn
Jly1st moATBEp K IEHUS BXOa C MOMOIIBIO0 KOJa TOATBEPKACHUS, TIOJIH30BATEII0 HEOOX0IUMO:

1. BemonuuTh BX0J B IpuiIokeHue, 3ammuiiennoe Blitz Identity Provider, mo noruny u nmapoito
WIH TIOOBIM APYTUM AOCTYITHBIM CIIOCOOOM;

2. BwIOpaTh MpearmovTUTENBHBINA CITOCOO TOATBEPIKICHUS BXO/a, €CIIM HACTPOCHO HECKOJIBKO
crocoboB, HaxaTneM KHONKU «Jlpyrue crocoObsl moarBepxaeHus». [lo ymonadaHuio
npeyTaraeTcsi BBECTH KO TMOATBEpKICHHS M3 SMS-cooOmienus wim push-yBegoMieHws,
KOTOPOE MOKHO MOJTYYUTh Yepe3 MOOMIbHOE MPUIIOKEHHE.

3. ToxaTBepauTh BXOJ B YUYETHYIO 3aIIUCh B 3aBUCUMOCTH OT BBIOPAHHOT'O CIIOCO0a:

- BBOJOM Koja, Mojy4deHHOro SMS-coobmienneM wuiam Push-yBemomiieHneM (CM.

Pucynok 25);
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(B 1dentity Blitz

Bxoz B J/INYHbIA KabuHeT

BeeguTe SMS-K0A NOATBEPXAEHWSA, OTNPABNEHHDIA Ha

HOMep +7(964)***+*11
A0 OKOH4aHWA CPOKA ASMCTEIMA PA30BOTO NAPONs OCTanochL

258 cexyHa.

Kog nogreepxaennsn

MoaTeepaUTL

Apyrvie cnocobil NOATBEPXKASHNA

Pucynox 25 — Ilpumep noomeepiicoenus 6xo0a ¢ nomowibio kooa uz SMS-cooomenus

BBOJOM KOJa U3 MOOHUJILHOTO MPpUIIOKCHU A, I'CHCPUPYIOUICTO KOJAbI ITOATBCPKACHUA

(cm. Pucynok 26).

@ Identity Blitz

BxoA 8 J/INYHBIA KabuHeT

Pucynok 26 — Buo cmpanuy ¢ ¢popmoii 6600a kooa noomeepircoenusn u3z SMS-cooouenusn unu

MOOUNLHO20 RPUTIOIHCEHUA

Pucynok 27).

BBOJOM KOJ4, JOCTABJICHHOI'O B BHAC IIOCIICOAHUX I_[I/I(l)p BXOJAIICIO 3BOHKA (CM.
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Bxopn B JIN4HbIN KabuHeT

YNUT 3BOHOK Ha Homep +7916°****98

ero HoMepa B TeueHue 288

ceKyHa, 4Tobbl NOATBEPAUTL BXOA,

Bxoa no email Koy NOATBEPKAEHUA

@ Blitz Identity Provider

© 2024 OO0 «PEAK CO®DT»

Pucynok 27 — Buo cmpanuy ¢ popmoit 6600a K00a noOOMEEPHcOCHUS U3 HOMEPA 6X00ULE20

360HKaQ

Ecnu y nonp3oBatesns He HACTPOEH HU OJHOTO CIIOCO0a MOy4eHHUs! KOJIOB OATBEPIKICHUS,
TO OyZeT 0TOOpa)keH IKpaH C OUTUOKOMH.

Cpok neiictBus Koza, oTmpaBiieHHOro SMS-cooOuieHnem, no ymonyanuto orpanuydes 300
cexkyrnamMu. Cpok JEHCTBUS KOJAA, CTEHEPUPOBAHHOTO MOOHMIILHBIM MPUIIOKEHUEM, orpaHudeH 30
CEKYHJIaMH.

[Ipu mocnenyronmx BXoAax € JAaHHOTO YCTPOMCTBA M Opay3epa MOKHO MPOIMYCTHTH JTall
BBOJIa KOJa MOATBepXkAeHus. [ sToro Ha 3Tarne BBOAA JIOTMHA M Mapoisi HEOOXOAMMO CHATH
rajgouky ¢ noius «Hyxou koMneroTep». B 3TOM ciydae, eciu BXOJ B IOPTaj MPOMAET YCIEIHO, TO
OyZeT 3alIOMHEHO YCTPOMCTBO U Opays3ep M0JIb30BaTeNs: IPU MOCIEAYIOIIMX BXOJaxX He MOTpedyeTcst
JIOTHH, a TaKKe MOATBEPKAATH BXO/I IIPU MOMOIIIHX KOJIa U3 MOOMIbHOTO Tpuioxkenus. Eciu ranouka
«Uyxo0l KOMIIbIOTEP» ObLIA CHATA OUIMOOYHO U YCTPOHWCTBO OKa3aJ0Ch 3alIOMHEHHBIM, TO yIAJINUTh
YCTPOMCTBO U3 CIUCKA «3allIOMHEHHBIE YCTPONCTBA AOCTYIIa» MOKHO, BBIIIOJIHUB LIary, ONIMCAaHHbIE

B COOTBETCTBYIOIIEM pa3jielie JaHHOM HHCTpYyKimH (11. 3.3).
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3. Bxoxa B ceTeBbIe CIyKOBI

Ecnu cucrema HacTpoeHa COOTBETCTBYIOLIMM 00pa3oM, ITOJIb30BATENd MOTYT BXOAUTH B
cereBbie cimyxObl uepe3 Blitz Identity Provider kak mo mepBomy, Tak u BTOPOMY (akTopy
ayTeHTU(HUKALUY.

B cnydae mepBUYHOr0 BX0Ja MOCIIEA0OBATENBHOCTD JCHCTBHUI MOJB30BATENS HE OTIIMYACTCS
OT CTaHJApTHOTO BBOJA JIOTMHA U MapoJisi B OKHE JocTyna K ciyxOe. [Ipu sToM mueHTHhUKannio
NOJIb30BAaTelIsl OCYIISCTBIISCT He CiTyx0a, a Blitz Identity Provider.

B ciiyuae moarBepxkieHHH BX0/1a HA BTOPOM (DaKTOpE BO3MOKHBI CIICIYIOIINE CLICHAPHH

1. TloarBepxxnenue mno koay u3 SMS — nocie nepBUYHOrO BXOJ1a MO JIOTUHY U MAPOIIIO
MOJIb30BATENI0 HEOOX0AUMO BBeCTH K01l 13 SMS B OokHe mocTyma K ciyxoe.

2. TloprBepknenue B JIMUHOM KaOMHETE MTOJIB30BATENS — OJIb30BATEb CHAYaIa BXOJUT
B CBOH JIuuHbId KaOMHET ¢ 0O0s3aTENbHBIM MPOXOXKIECHUEM JABYX(PaKTOPHOM
ayTeHTUuKauu. Jlanee mMoib30BaTeNb BBITONHSACT TEPBUYHBI BXOJ B CETEBYIO
ciyk0y, Tociie 4ero ciyx0a MepexoJuT B PEKUM OXKUAaHHs MOITBEpKAeHUs. B
JlnunoM KaOWHeTe TMOSBISIETCS COOOLIEHHE O TIOMBITKE BXOAa, B KOTOPOM
HI0JIb30BATEII0 HEOOXOJMMO HaXkaTh KHOIIKY [loaTBepaAnTD.

Brumanue! Iloomeepoicoenue 6 Jluunom kabureme e noodepacusaemcs 6 bpayzepe
Internet Explorer 11.

Blitz Profile MNpueer, pivanov@bip.loc! O =]

e
| >
C)

JInyHbIn kKabuHeT

Bl BxoauTe B npunoxenve RADIUS APP Local. MoaTteepavTs Bxoa?

IP-agpec 2.183
Bpewmn sanpoca: 13.02.2024 19:50:39

3anpoc gercTenTeneH ewé 281 cex

Pucynok 28 — Coobuienue o nonvimke 6xo00a 6 cemegyro ciyicoy
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4. Ucnmojp30BaHue MOJIb30BaTeieM JInuHoro kadmuera

4.1. YapaBJ/ieHre HACTPOKAMH Y4€THOM 3aNUCH M0JIb30BaTEJIsl

VYnpaneHue TaHHBIMM y4eTHOH 3anucu B cucteme Blitz Identity Provider ocymectsisiercs

M0JIb30BaTENEM uepe3 npuiioxkenne — JInanelii kabuuer (cM. Pucynok 29). Jlns nocryna x Jlnunomy

Ka6I/IHeTy IIOJIB30BAaTCJIb MOXKCT BOCIIOJIB30BAThCA CCBIHKOﬁ, HalpuMep:

https://idp.domain.ru/blitz/profile

Buemaui BHU/ JInyHoro kaOuMHETa MOJKET OTJIMYATHLCI B 3aBHCHMOCTH OT HaCTpPOCK,

YCTAHOBJICHHBIX OpI‘aHI/I3aLII/IeI7L

AaHHBIe y4eTHOIW 3anucn

DaMUnna

w

NeKTpoOHHaA NouTa

MobuneHeIiA TenedoH He 3

Mocnegrwne cobeiTs

o BRINONHEH BXOJ,

o Balla yueTHanA 3anncb 3aperMcTpUPoOBaHa yCnewHo

ivanov@anymailru ¢ =

Pucynok 29 — Buo znagnozo rxpana JIuunozo kabunema nonvzogamens

Jlnunplii KaOWMHET TMOJNB30BaTENsl — BEO-TNPHIIOKEHHE, B KOTOPOM IIOJH30BATENb MOXKET

BBIIIOJIHUTH CICAYIOIIHUEC HeﬁCTBHﬂ C yquHOﬁ 3alI1ChIO:

— HNOCMOTPCTHb UJIN UBMCHUTDH JAHHBIC CBOCH y‘-IGTHOfI 3aIl1CH,

- TMOCMOTPETH MOCJEAHNE COOBITHS 0€30MMacHOCTH (HAarpuMep, COOBITHS BXOQ);

— CMCHHUTH IapOJib,

- TIOCMOTPETh W  HACTPOUTH  CIOCOOBI

ayTeHTU(UKALIUN ),

TTOATBEPKICHHS

- TOCMOTPETh U HACTPOUTH KITHOUYU OE30TIaCHOCTH;

BXO0Ja

(mByxdaxTopHOU
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IIOCMOTPETh IIPUBA3AHHBIC YYETHBIC 3alMCH COLMAIBHBIX CETEH, IPHUBSI3aTh HOBBIC
«BHELIHUE» YUYETHBIC 3aIIUCH, OTBSA3aTh JIMIIHUE YUYETHBIC 3aIIUCH;

- IIOCMOTPETH IPUBSI3aHHbBIEC YCTPOMCTBA AOCTYyNA, OTBI3aTh JIUIIHUE YCTPOUCTBA,;

— IIOCMOTPETh U OTO3BATh BBIJAHHBIC IIPUIIOKCHUAMU Pa3peILCHNs Ha JOCTYII K JaHHBIM,;

- IIOCMOTPETH COOBITHS OE30MaCHOCTH.
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4.2. CMeHa nmapoJis

JUis  cMeHbl Mapoist aBTOPU30BAHHOMY IOJIb30BATENIO HEOOXOAMMO OCYILIECTBUTh
CIEeAYIOUIME NEeUCTBUS:

- Ha crpanuue Jlnunoro xabunera nepeiitu B pasnen «be3omacHOCTb» U BbIOpATh BKIAIKY
«ITaponb» (cm. Pucynoxk 30);

- Ha cTpanuie «CMeHa napoJsisi» Heo0X0AMMO BBECTH TEKYIIUI 1 HOBBIH NapoJib;

- eclM OJHOBPEMEHHO CO CMEHOW Maposii HeoOXOAMMO COpPOCHTH CECCHH TOJIb30BATENS U
BBINTH C JAPYIMX YCTPOMCTB, TO HEOOXOIUMO OTMETUTh 4YeKOokc «BbritH ¢ npyrux
YCTPOMCTBY;

- HaxaTb KHONKY «COXpaHUTH»;

—  eCJH TeKyIIUH MapoJib yTepsiH, HEOOXO0MMO BOCIIONIb30BATHCS (PYyHKIMEH «3a0bUTH Mapoib?»
(mompobHee mpoleaypa BOCCTAHOBIIEHUS MapoJjisl ONMCaHa B COOTBETCTBYIOIIEM pa3zese

JaHHOM MHCTPYyKIHH (11. 5.2)).

Mapone

Cmena napona

Mepruoavyeckn MeHARTE CBOW Naponb. PEKOMEHAYeTCA UCNONb30BATL NAP0k M3 NPOMMCHLIX, CTPOYHBIX BYKE W XOTA Bbl ¢ 0AHOW UM pOoA.
He npuMeHARTe Nnapond, UenonbayemMble ANA ApYrvx CAWTOB, U Napony, KOTOPbIe MOXHO Nerko noaotpats.

- Mapons QONMEH COAEpHAaTh:
Tekywuid naponk | v P A P

+ 8 unu Bonee CUMBONOB

¥ CTPOHYK GyKey
HoBbiii napons | |

Maponek: He COOTBETCTBYET
TpeboBaHuAM

MoareepanTe HOBLIA Naponk @
I

He npuMeHAiTE naponu, koTopeie
nerkoe nogofpare.
BeIATH C Opyrux yCTpoRcTE

3abblm naponk?

CoxpaHuTts

Pucynox 30 — Cmuena napoJjia aemopu3o6aHHo020 nojib3oeamens

4.3. YcTaHOBKA WM N3MeHeHHe KOHTPOJbHOI0 BOIPoca
JUis yCTaHOBKY WIJIM U3MEHEHHUS! KOHTPOJIBHOIO BOIPOCA U OTBETA HA KOHTPOJIBHBIM BOIIPOC
aBTOPU30BAHHOMY I10JIb30BATEI0 HEOOXOJMMO OCYILECTBUTD CIIEAYIOIINE ICHCTBUS:
- Ha crpanuue Jlnunoro xkabunera mepeiitu B pasaen «be3omacHOCTh» M BbIOpATh BKIAJIKY

«ITaponby. [epeiiti k 610Ky «CMeHa KOHTPOJILHOTO Bompocay (cMm. Pucynoxk 31);
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- B noJie «TeKymuii KOHTPOJBHBIN BOIIPOC» HEOOXOIUMO BHIOpATh BOIIPOC U3 MPETaraeMoro
CIIpaBOYHMKA

- B 1osie «OTBET» BBECTU OTBET Ha BHIOPAHHBIN BOIIPOC U Ha)KaTh KHOMKY «COXpaHUTH.

- Ecam HyXHO CMEHUTH paHee 3aJaHHBIA BOIPOC, TO HAJIO0 HAXKATh HA CCBUIKY C TEKYIIUM

BOITPOCOM, ¥ BBIOpATh HOBBII BONIPOC U 33J1aTh OTBET HA HETO.

CmMeHa KOHTponkeHOro Bonpoca

BblbepuTe KOHTPONbHLIA BONPOC W BBEAWTE COOTBETCTEYIOWMA EMY OTBET. MICNONL30BAHWE AAHHOMO METOAA ayTeHTUMWKaUMKY NO3BONKT YNPOCTUTEL NpoUeaypy
BOCCTAHOBNEHWA [OCTYNA, B CNy4Yae HeobXoAWMoCTH

TekywmMil KOHTPONbLHBIA BONPOC He zapan -

Oreer

OTmeHa CoxpaHuTh

Pucynok 31 — Cmena konmponvHozo eonpoca

4.4.Ynanenue 3aliIOMHEHHOT'0 YCTPOICTBA
Ecnn npu BXoJe ¢ HEKOTOpPOro ycTpoicTBa/Opay3epa Obuia OMMOOYHO CHATA Trajoydka
«HyK0l KOMIIBIOTEP» M YCTPOMCTBO OKa3aJ0Ch 3alIOMHEHHBIM, TO JUISl YIaJI€HUS 3TOTO YCTPOHCTBA
HEOOXO0IMMO BBIIIOJHUTH CIIEIYIOLIHE [Iaru:
- Ha crpaHuue JluuyHoro kabuHera nepedTH B paszzen «be3omacHOCTb» M BHIOpaTh BKIAJIKY

«YcrpoiictBay (cM. Pucynok 32);

a a o
Jn4HbIA KabuHeT
TPORCTBS
3anoMHeHHbIe YETPOACTBA AocTyna
m DKEET T npunoxe e ! uE 1CKE | A H eie
eHIA, Y 11066 NPEAOTS| BTOM. A
Mocneannii
YcTpoiAcTa: Epaysep NocneaHwiA BX0A IP appec
= © n
@ e J o u
N ’ n

Pucynok 32 — Ilpocmomp u ynpasnenue cnuckom 3anOMHEHHbIX YCHPOIICME
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- Ha CTpaHulle «3alOMHEHHBIE YCTPOMCTBA JOCTYNa» HANUTH YCTPOMCTBO, KOTOPOE

HEOOXOJUMO YJAJIUTh, U HAXaThb 3HAYOK «Y IAIHUTHY (n) HaIllpOTUB Ha3BAaHMS JTAHHOIO

YCTPOUCTBA.

4.5. IlpocMOTp U ynpaBjieHUE NPUBS3AHHBIMYU YY€THBIMH 3aIIUCSIMH
COIMAJILHBIX ceTel

Jns mpocMoTpa CHMCKa aKKayHTOB COLIMAJBHBIX CETEH, CBS3aHHBIX C YYETHOW 3allHChIO,

ABTOPU30BAHHOMY I10JIb30BATCIIIO HCO6XO,I[I/IMO OCYHICCTBUTD CIICAYIOIHC HeﬁCTBHHZ

Ha cTpanuie JlnuHoro kabuHera mepeiiTu B pa3aen «be3omacHOCTs» M BBIOPATh BKIIAAKY

«Cornmaneusie cetn» (cMm. Pucynok 33);

& a

MpUBA3aHHbIE y4eTHBIE 3N

Pucynok 33 — Ilpocmomp u ynpasnenue CnuckomM aKKayHmoe COyUaibHblX cemeil, C6A3aHHbIX C
YUemHoil 3anucovlo

B ClIy4ac HCO6XO,[[I/IMOCTI/I YAAJIICHHUA CBA3KH C AKKAYHTOM COLIMAJIbHOM CeTHu CJICAYCT HaXKaTb

3HAYOK «Y JaJIUTh) (n) HAIIpOTHUB HAa3BaHHUA COOTBCTCTByIOH_ICI\/'I 3aliicu. HpI/IJ'IO)KCHI/IC

mpomnaacT u3 CIIMCKa.

4.6. Hactpoiika cnoco0oB noaTBep:KaeHusi Bxogaa (IByX(aKTOpHOM
ayTeHTU(PUKALUHN)

I[J'IH BKIIFOUCHHA BTOPOI'o q)aKTopa aYTeHTI/I(i)I/IKaI_[I/II/I ABTOPHU30BAHHOMY I10JIb30BATCIIIO

HGO6XOI[I/IMO BBITTIOJITHUTD CIICOYIOIIUC HeﬁCTBHﬁZ

Ha cTpaHule JluuyHoro kabuHera mepelTu B paszzien «be3omacHOCTb» U BbIOpaTh BKIAJIKY

«ITonrBepxkaenue Bxoma» (cM. Pucynok 34), rae mpencraBieHa BO3MOKHOCTh HACTPOMKH

METOJIOB MOATBEPKICHUS BXO/Ia.
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HacTpoika NoATBEP#AEHS BXOAA

HacTpoeHHbie cocobbl NOATBEPKAEHINA BXOAA

E NoATBEPXASHWE ¢ NOMOLLLIO KOAS

Pucynok 34 — Pazoden HacmpoiiKu Memooo8 08yxX@hakmopHoii aymenmugpuxayuu

JloCTyTIHBI ClIeTyIONMe CIIOCOORI MOITBEPKACHHS BXOIa:

1. C mnomompto pa3oBbIX Maposei, momydeHHbIXx SMS-cooOmennem wunm uepe3 push-
yBEIOMJICHHE.

2. C mOMOIIBIO KOJIOB TOATBEPkKACHUS W3 CIEHUATBHOTO YCTPOICTBA, T€HEPUPYIOILIETO
pa30BbIE MAPOIIH.

3. C mnoMombI0 KOJOB TMOATBEPKICHHS, T'€HEPUPYEMBIX B CHEIHAILHOM MOOHIBHOM

MPUIIOKECHHH.

4. C mnoMoupi0 MOATBEPKACHHsS Push-zampoca o BXoje, NPUXOIAIIETO B MOOMIBHOE
npuioxenue Duo Mobile.

[lepBblii BapuaHT HpearojaraeT Hajludue MPUBS3aHHOTO HOMEpa MOOWJIBLHOTO TejaedoHa B
Y4E€THOM 3amucu moJsib3oBarens. BTopoll cnoco0 MOXKET HCHOJb30BAaThCA IPU  HAIMYUU
CIIEIUATILHOTO YCTPOMCTBA, TEHEPHUPYIOMIETOo pPa3oBble Maposir. TpeTuid crmocold mpenarosaraet
HaJIMYME YCTAaHOBJCHHOTO CIELHATbHOrO MOOWIBHOTO MpUJIOKEeHUsA. YeTBepThll crmocod —
YCTaHOBJICHHOT'O M HACTpOEHHOTOo mpuiaoxenus Duo Mobile.

JUis  HAcTpOWKM TOITBEPXKIEHUS BXO/Ja C IIOMOIIBIO CHENHMAIbHOIO TeHepaTopa
TIOJTb30BATEII0 HEOOXOAMMO BBITIOTHHUTD CIIEAYIONINE ACHCTBYS:

- Ha Bkiagke «lloarBepxkaeHue Bxoga» B paznene «JlocTymHble Ais HACTPOHMKU CHOCOOBI

MOJTBEPKIICHHSI BXO/a» HaXaTh Ha KHONKY «Kompl moaTBepkIeHHs W3 CHEIHaIbHOTO

reHepaTopa», B pe3yJbTaTe 4ero OTKPOeTCs MPUBsI3Ka YCTPOWCTBA /sl FeHepaluu KOJIOB B

KadecTBe crocoda aByxdakropHoi ayreHTrduKamu (cM. Pucynok 35);
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NwuHbIA kabuHeT

HacTpoRTe METO YCHNEHHOM ayTeHTUGMKALMM

Cepuiitiii Hom

Pucynox 35 — Ilpugaska cneyuanbhoz2o ycmpoiicmea 013 2eHepupo8anus pa3oevix K000

- BBECTM CEpPUHHBII HOMEP YCTPOWCTBA, TEHEPUPYIOLIETO pPa30OBbIE IApOiU, B
COOTBETCTBYIOILIEE T10JIE€ HA CTPAHULIE;

— CrEHEpHUpOBaTh MOAPSA] 3HAYEHUS 111 3 KOJIOB IIOATBEPIKICHUS U BECTH UX IIOCIIEI0BATEIILHO
B COOTBETCTBYIOIIME 10JIsA, IPUBEICHHBIC HA CTPAHMUIIE.
JUis  HacTpolKM MOOWIIBHOTO TPHIIOKEHHUS JUIS MOJY4YeHHS KOJOB IOATBEPKACHUS,

N0JIb30BATENI0 HEOOXOAUMO BBIIOIHUTD CIEAYIONINE ACHCTBUS:

- Ha Briagke «lloarBepkaeHue Bxona» B paznene «JlocTymHble as HACTPOMKU CHOCOOBI
MOJTBEPKJICHUS BX0/1a» HaXaTh Ha KHOMKY « MOOUIbHOE MPHIIOKEHHUE», B PE3YJIbTATE YEro
OTKpOETCSl OKHO YCTAaHOBKM M HACTPONKHM MOOMIIBHOTO NPHIIOKEHHUS B KadecTBE crocoda

nByx(dakropHoii ayreHTudukanuu (cM. PucyHok 36);
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HacTpoiiTe METOR yCuneHHOM ayTeHTH UKL

VVNV HGXC R7ZP DEMN C4H2 YHSI 020N JDN2

Pucynok 36 — Ccolnku 011 CKAUUBAHUA NPUTIONHCCHUTL 015 2eHepPauu K0O08 NOOMEEPIHCOeH U

- CKayaTb Ha cMapTPoH MOOWIBHOE NPUJIOKEHHUE JUIsl reHepanuu naposieil. Ha crpanuue

HaCTpOﬁKH 9TOTro0 METOda NPCACTABJICHBI CCBIIIKH, IO KOTOPBIM MOJXHO 3arpy3uTb ITdHHOC

NPUIIOKEHUS IS pa3IuHbIX MOOMIBHBIX OC:

— i i10S;
— g Android;

— g Windows Mobile.

- cBs3aTh MOOWJIbBHOE TpuioxkeHue, Hampumep, Google Authenticator u y4yeTHyr0 3ammch

nosip3oBatens. [l 3Toro HeoOXOoAMMO OTKPBITH MOOWIIBHOE mpmioxeHue Google

Authenticator u cdororpadupoate QR-kox, uIM Bpy4YHYIO BBECTH B MPHIIOKCHHE

CEKPETHBIN KOJI, 0TOOpakeHHBIN Ha dkpaHe (cM. Pucynok 37).
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16:06 w8 B D D

Google Authenticator

044 932

Pucynok 37 — Buo Kko0a noomeepicoeHus 6 MOOUIbHOM HPUTLOHCEHUU
— BBECTH Pa3OBBIA KOJ MOJTBEP)KICHUS, CTCHEPUPOBAHHBI MOOWJIBHBIM IMPHIOKCHHEM, B
COOTBETCTBYIOIlEE MOJIe B Opay3epe Uil MOATBEPXKAEHUS CBS3KM YUYETHOW 3alucu U
MOOUJIBHOTO MPUIIOKEHHUS.
- yb6emutbes, uro B JluuHom kabuHere B pasnene HacTtpoeHHble crocoObl MOATBEPKICHUS
BXOJ[a TOSIBUTCS COOTBETCTBYIOIIMK CIOCOO, M TOATBEP)KIACHHWE BXOAA BKIIOYCHO —

nepekovatensb «[loarBepxaeHue BXoma» BKIOUeH (cM. PucyHok 38).

& a (0]

Pucynok 38 — Hacmpoen cnocoé noomeepiicoenus 6xooa (6mopoit pakmop aymenmugpuxayuu)
UroObl HKCHONB30BaTh BTOPOW (aKTOp TMONTBEPKAEHUS BXOJa — JOCTaBKa KOJIOB
TIOJITBEPKICHHSI, JOCTATOYHO MPHUBA3aTh HOMEP MOOMIBLHOTO TeleOHA K YUSTHOW 3aITUCH.
Jlanee HEOOXOIMMO OCYLIECTBUTH MEpexo]] B pasnen «be3onacHOCTb» U yOeIuThes, 4TO Ha
Bkianke «lloaTBepikIeHHe BX0a» MAHHBIM CIIOCOO TMOATBEPIKICHUS BXOJla HACTPOEH YCIEIIHO H

nepexrouatens «[loarBepxaenue Bxoma» BkiaoueH (cMm. Pucynok 39).
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[ ]
K

Hacrpoiika NoATBEPXAEHIAA BXOAZ

HacTpoeHHbie cnocobbl NOATEEPXAEHNS BXOA

E NOATBE PXAEHIE € NOMOLB!0 KOAa

Pucynok 39 — Hacmpoen cnocod noomeepircoenus 6xooa ¢ nomouipio SMS-k0006

Jns oTkimrodeHus: NBYX(haKTOPHOW ayTeHTU(UKAIMU HeoOXoauMo mepedTH B JIMuHbBIH

KaOMHET B pasaci «HOI[TBep)KI[eHI/Ie BXOIa» W BBIKIIIOYHUTH TCPCKIOYATCIIb ((HO,[[TBep)K,Z[eHI/IC

BXOZay.

4.7. IlpocMoTp coObITHI 0€30TACHOCTH

[Tosp30BaTEN O TOCTYTIEH MTPOCMOTP OCHOBHBIX COOBITHM, CBA3aHHBIX C JICHCTBUSMHU YUETHOM

3anucu. Harpumep, nndopmanus o BXojie U/WiH BbIxo/1€ B JIMUHBINA KaOMHET U3-110]1 yUEeTHOM 3aITUCH

nosib30oBatess. YToObl MPOCMOTPETh OCHOBHBIE COOBITHSI 0€30TTaCHOCTH, CBSI3AHHBIC C JICUCTBUSMU

IIOJI30BAaTCJIA, HCO6XOI[I/IMO BBITIOJIHUTD CJICAYIOIIUC JICVCTBUS:

- Ha crpanune JluyHoro kaOuHera B pasnene «OCHOBHBIE NaHHBIE» M IMEPEUTH K OJIOKY

«Ilocnennue cobObiTHs». B HeMm comepxkuTcs cieayromas WHpoOpManus O TOCIEAHHUX

JIUCTBHSX MOJIB30BATENS yUeTHOM 3amucu (cM. Pucynok 40):

—  THII COOBITHS;

- CHCTEMa, B KOHTEKCTE KOTOPOIl COBEPIIECHO AEHCTBUE;

- IP-ampec ycrpoiictsa;

- YCTpOICTBO, C KOTOPOTO COBEPIIICHO JICHCTBUE;

— JaTra u BpCM: COOBITHSL.
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@ Blitz Profile ivanov@anymail.ru & =

& = 0

NINYHBIA KabUHET

[aHHble y4eTHOR 3anMc

MocnegHwe cobbiTs

o BeinonHeH Bxoa

o Bawa yueTHas 3annck 3aperncTpUpoBaHa ycnewHo

Pucynox 40 — Ilepeuenv nocneonux coovimuii 6e3onacHocmu

[Tpu HEOOXOAMMOCTH MOCMOTPETh PACHIMPEHHBIN MepeueHb COOBITHI Wi Ooyiee paHHHE

COOBITHSI MOXXHO HakaTh Ha KHOTKY «llocMoTpers Bce» minu nepeiitu B paszaen «CoObITus» (cM.

Pucynok 41).

I
)
©

Nuubbin kabuter

NpocMoTp coBaITHI

Pucynok 41 — Ilpocmomp codbimuil ¢ 603M0IHCHOCHIbIO punbmpayuu

B sTom paznene He0OX0AMMO yKa3aTh BpeMs, 32 KOTOPOE CIIeAyeT OTOOPa3HThb COOBITHS H
Ha)kaTh Ha KHOMKY «IIpuMeHUTH (1160 BHIOpATh OMH U3 MIPELyCMOTPEHHBIX BAPUAHTOB — 32 CYTKH,

3a HEJEI0 WIM 3a Mecdl). B pesyibrare OyayT moka3aHbl COOBITHS 3a BBHIOpaHHBIM mepuon (cwm.

Pucynok 42).
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MpocMoTp cobbiTHA

| TposepsTe CoBLTHA E30NACHOCTI BALIGH Y4ETHOR 3aNHCH, ECNM Bl BHATE 33NHCH 0 AOACTBIAX, KOTOPLIE HE COBOPLIANH, TO YBEAOMLTE AQMAHKCTPATOPa
21.12.2019 00:00 221220192359 28 cymor a wenanio 14 wocs
Bpeun CoBiue IP-anpec Yetpo#cTeo
2212 00:0 8 e oy
2 21:00 4A0Ka BYTEHTUDHKILAN v
22 Windows PC

OusGia ayTeHTHGMKaLIN NQ NaPONIo Nt iaGineT

Pucynok 42 — Cobvimusa 6e3onacrnocmu 3a 6b10paHHblil nEPUOO
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5. Perucrpanusi HOBOro nmoJib30BarteJist

Peructpanus none3oBarens B Blitz ldentity Provider siBisiercss o0si3aTenbHBIM YCIOBHEM

pa6OTLI IIOJB30BATCIIA B IIOAKIHOYCHHBIX BeO-caliTax M IMPUITOKCHUAX. ZIJ'IH perucTpanuu

IIOJIB30BaTCIIA HCOGXOL{I/IMO BBIITIOJIHUTB CICAYIOIIUC Ilef/'ICTBI/ISI.

3aIyCcTUTh BeO-Opaysep;

B aJpecHOW CTpoke BeO-Opay3zepa BBECTH CCBUIKY IOpTalia, MOAKIIOYEHHOTO K
Blitz Identity Provider, u uHUIIMUpOBATH BXOJ;,

Ha OTKPBIBILEICS CTPaHMIIE BX0/1a IEPENTH 10 CChUIKE «3aperucTpupoBarbes» (cM. Pucynok
43).

Bxoz B JINYHbIA KabuHeT

O G ¢« B8 0 @ ¢
rocycnyru

% CBEP ID

® Blitz Identity Provider

Pucynok 43 — Ilpumep ccoinku «3apezucmpuposamsca»

Bremanit BUJ CTPAHUILIBI pCTUCTPALIUU IMOJIL30BaTEICH MOKET OTIIMYATHCA B 3aBUCHMOCTH OT

Hactpoek Blitz Identity Provider, ycraHoBneHHBIX opraHu3anmei. Ha crpaHmie perucrparuu

IIOJIB30BAaTCIIO HeO6XOI[I/IMO BBECTU CBOU HNAHHBIC B COOTBETCTBYIOIIHUEC TIIOJIA, HAIIPUMED (CM.

Pucynok 44):

bamumus;

UM,

HOMEp MOOMJILHOTO TenedoHa. Ha YKa3aHHbIH HOMep OyAeT oTmpasieHo SMS ¢ kogoM ams
MOITBEPKICHUS MOOMIIBHOTO TenedoHa.

aZipec NEKTPOHHOW mouThl. Ha ykazaHHBIN ampec OyJeT OTIpaBiIEHO MHUCHMO C KOJOM
MOATBEPKCHUS MTOYTHI;

— TapoJib U MOATBEPKIIEHUE MapOJIs;
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@ Identity Blitz

Peructpauus

Bowtun

Damunua

Gamunua

Uma

WA

OryectBO

OtyecTeo

Homep moGunsHoro renegoHa

+7(999)9999999

Appec SNEKTPOHHOMN NOYTHI

mail@example.com
BbiGepuTe KOHTPONbLHbLIV BONPOC
Kakaf nesu4bA (haMunua y Bawein matepu X v

C B gansHenwen eT ObiTb UCNONbL30BaH ANA NOATBEPXKAEHUA

HUA Balleun yver

MpuaymaiiTe OTBET Ha KOHTPOSbHbBIA BONPOC

Oteer

3anomHuTe 0

ONA NOATBEPXAEHWA BNafeHWA Bawen y4eTHOW 3anucbio

MNMpuaymanTe naponb

MosTopuTe naponb, 4TO6bLI He OWNUGUTLCA

Baw napons ewe pa3 @

Mapons oo

PexkomeHa)

1 CTPOMHbIX OyKB

v umen xoTA Obl ogHy undpy. He npumeHs
AnA rMX CaiToB, ¥ NAaponu, KOTOpb
Haxuman Ha KHONKY «3aperucTpupoBaThCA» Bbl COrnawaeTech

C YyCNOBUAMU UCNONB30BaHWA

3aperucTpupoBaThCA

Pucynok 44 — Ilpumep cmpanuysl pecucmpayuu noas308ameins
Jlanee 1monb30BaTeN0 MOKET NOTPEOOBATHCS BBECTH KOJAA MOJATBEPKAECHUS, KOTOPbIH ObLI

ornpanicH B SMS-cooOieHnr Ha yKa3aHHBIA MPH PETHCTPAMK HOMEP MOOWIBLHOTO TeledoHa.
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[Tocne momyuyeHus: KoAa MOATBEPXkACHUS HA MOOWIIBHBIM TenedoH HEOOXOAWMO BCTaBUThH €ro B
COOTBETCTBYIOILIEE TIOJIE.

Jlanee Taxke MOKET NOTPEOOBATHCS JONOJHUTEIBHOE MMOATBEPAKACHUE aJpeca dJIEKTPOHHOM
MOYTHI, YKa3aHHOTO MTPH PETUCTPAIINH, HAa KOTOPBIN OyAeT OTHpaBieH KO MOATBEPKIACHHUS U CChLTKA.
Heobxoaumo nmpounTarh NUChMO, CKOTTMPOBATH MOJTYUYEHHBIN KO U BCTABUTH €0 B MOJIE BBOJIA WIIH
MEPENTH IO CCUIKE U3 MHUChMA.

[locne ycnemHoW perucTpanuu MPOU30MAET aBTOMATHYECKHMH BXOJ B CHUCTEMY, KyJa

MMOJIb30BATCJIb U3HAYAJIIbHO HHUIIUUPOBAJI BXOM.
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6. BoccTaHoBJIeHHE MAPOJIA YYeTHOM 3aNIUCH MOJIb30BATEJIS

6.1. BoccTaHoBJIeHUE TAPOJIsi O JIOTHUHY
BoccranoButh  maposib  y4eTHOM — 3amMcH  TOJIB30BATENS  MOXKHO  YHUKAIbHOMY
uneHTuuKaropy. B kauecTBe uaeHTH(UKAaTOpa B 3aBHCHUMOCTH OT KOH(HUTypalmuu CHCTEMBI
ayTeHTU(UKALUY, YCTAHOBJICHHON B OpPraHM3alllid, MOTYT BBICTYIATh aJpec 3JIEKTPOHHON MOYTHI,
HOMEp MOOMIJIBHOTO Tesie(oHa, TaOENbHBIA HOMED U JIp.
J171st BOCCTaHOBIIEHUS TIOJIB30BATENI0 HEOOXOAUMO BBIITOJIHUTD CIEIYIOIINE JeHCTBUS:
— Ha CTpaHHIIC BXO/a MEPEHTH MO CChUIKe «3a0butn mapoiib?» (cMm. PucyHok 45). B pesysbrare
OTKpOETCSI CTpaHMIla BOCCTAHOBIICHUS TAPOJISL.

BxoA B JINYHbIA KabuHeT

@ Blitz Identity Provider

Pucynok 45 — Ilpumep ccolnku 60ccmano6nenus napois

— Ha cTpanulle «BoccTaHOBIECHUS HOCTyNa» BBECTH YHUKAIbHBIN HIEHTU(PUKATOP:

— TIpHW BBOJIE aJpeca dJIEKTPOHHOMN MOYTHI, YKa3aHHOTO IPU PETUCTPAIIH, TMCHMOM MTPHJIET
MHCTPYKIHS [0 BOCCTAHOBIICHHIO MAPOJIA;

— TIpW BBOJIC HOMEPa MOOMIIBHOTO TelleOHa, YKa3aHHOTO TPU PETHCTPALIAH, Ha YKa3aHHBIN
HOMEp MOCTYNUT COOOIIEHUE C OTHOPA30BBIM MAPOJIEM;

— BBECTH B KQUe€CTBE JIOTHHA YHUKAJIbHBINA HICHTH()HUKATOD, YKa3aHHBIN IIPH PETUCTPAIIHH,
OTKpPOETCS CTPaHuUIa JUI BBIOOpa Cr1oco0a MoTy4eH s KoJa Il BOCCTAaHOBJICHHS TTApOJIs
(Ipu HaTMYUU aJTbTEPHATUBHBIX KAHAJOB JOCTABKH KOA BOCCTAHOBIICHHS);

— ONIMOHAIBHO CHUCTEMa MOXET NPEATI0KUTh BBECTH IIPOBEPOUYHBIA aTpuOyT (Harmpumep,
(amMuIIHIO) — eCIM 10 YKa3aHHOMY WICHTH(HUKATOpy Oy/JeT Hai/leHa ydeTHas 3aluch, TO JUIs
BOCCTAHOBJICHUSI 3HAYCHHE MPOBEPOYHOTO aTpUOyTa JIOJDKHO COOTBETCTBOBATH TOMY, HYTO
XpaHUTCS B YYETHOM 3aIuCH;

— HakaTh KHONKY «BoccTaHoBUTH T0CTym» (cM. PucyHok 46).
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Blitz Identity Provider. PykoBoacTBO moib30oBatens

(® identity Blitz

BoccraHoBneHve goctyna

BBEATE NOrMH BaWwei yueTHOM 3anucK

BoccraHoenTi goctyn

(B iz centiy Provider

Pucynok 46 — Buo cmpanuybl 60ccmanogienus napons
Ecnu nanHbie BBEJCHBI BEPHO M B CHCTEME HAMJICH 3aperMCTPUPOBAHHEIN ITOJIH30BATEIb, B
Y4eTHOM 3amucu KOTOPOTO YyKa3aHbl COOTBETCTBYIOIIME AaHHbIE (MOOWIBHBIA TenedoH W/WiH
9JIEKTPOHHAs TI0YTa W/WIM YHHUKAJIbHBIA HIESHTH(UKATOP), TO Janee HEoOXOIUMO CIIe0BaTh
MHCTPYKUHUAM IS TIepexo/ia Ha CTPAHUILy BBOJIa HOBOTO maposis. [Ipumepsl 5kpaHOB IpUBEAEHBI HA

CIIEYIOIIUX PUCYHKAX.

@ Identity Blitz

BoccTtaHosneHve goctyna

BeibepuTe cnocob oTnpaeku Koaa NOATBePXAeHUA AnA
BOCCTaHOBNEHUA focTyna:
O OTnpaeuTs Ko NOATEEPXKAEHUS NO SMS Ha Homep: +7999****, 38

OTtnpaeunTs KOA NOATBREPXAEHNS
o)

Ha BNEKTPOHHYIO MOYTY: M

0@gmail.com

@ Blitz Identity Provider

Pucynok 47 — Buo cmpanuysl ésloopa cnocoda 60ccmamnoeienus napos
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Blitz Identity Provider. PykoBoacTBO moib30oBatens

@ Identity Blitz

BoccraHoeneHve poctyna

Beenute SMS-koa noaTEEpKAEHWA, OTNPABNEHHLIR
Ha Homep +7999*****38

[o okoH4aHWA CpoKa AeRCTEWA pasosoro Napona
ocTanocs 290 cexkyHA.

Kop noaTeepxaeHuA

Kopn noaTeepxaeHUA l

BoccTaHoBUTL [octyn

® Blitz Identity Provider

Pucynok 48 — Buo cmpanuybl npoeepku é1adeHus menegonom

@ Identity Blitz

I'Iapom, AONXeH cofepXaTb:

BoccTtaHoeBneHwe goctyna

« 8 unu Bonee CHMBONOB
" Lncpy

v CTpo4HYH DykBy

' MponucHy Bykey

MpuaymaiiTe naponk ANA Balwel Y4eTHOR 3aNucKH

| & + CMeLWankHelR CUMBON
MNapons: He COOTBETCTBYET
MoeTopuTe Naponk, 4To6sl He OWKWGNTLCA TpebosaHWAM
|
—
Baw napons euwe pa3s °

He npumeHaiTe naponu, koTopeie
Nerko nofoGpars.

Maponk AonxeH COCTOATE HE ME@Hee 4eM 13 8 CHMBOMOB.
PekoMeHayeTeA, 4To6bl Naponb COCTOAN U3 NPOMKUCHBIX 1
CTPO4HBX BYKB 1 MMen XoTA Bbl 0aHY uMdpy. He npumeHAiiTe
NaponK, UCNonsL3yemsle LA APYriX CAUTOB, M Naponu,
KOTOpbIE MOXHO Nnerko nogobpate.

[[) BhIiATH CO BCEX YCTPOWCTE

BocctaHoBUTE nocTyn

® Blitz Identity Provider

Pucynok 49 — Buo cmpanuyst 3a0aHus H08020 napoia
[Ipu 3amanum HOBOTO Mmapoiisi OyaeT OTOOpaKaThCs CTEMEHb €ro HaAeKHOCTU. UTOOBI
MOBBICHTh HAJCKHOCTh MApoJisi, HEOOXOMMMO YBEIHYUTh €ro JUIMHY WIH HUCIOJIb30BaTh
crienraibHble CUMBOJIBI. Ha 3TON cTpaHUIE MONTBh30BATEI0 HEOOXOAUMO JBAXKIBI BBECTH HOBBIM
napoJib, OTMETUTh INPH HEOOXOAMMOCTH YEKOOKC «BBIATH €O BCEX YCTPOWCTB» M HaXaTh
«BoccranoButh goctym». [locne ycnemHoro u3aMeHeHHs Mapolis OCYIIECTBUTCS aBTOMATHUUYECKUIN

BXOJ B CUCTEMY, Kya IIOJb30BaTC/Ib U3HAYaJIbHO HHUITUHUPOBAJI BXO/.



Blitz Identity Provider. PykoBoacTBo mosbp30oBatens

B cnydae mosiBneHust COOOIIEHU O TOM, UTO IMOJIL30BaTENb HE ObLIT HAMICH, UJIH OTCYTCTBUU
KaKuX-TMOO JUYHBIX JaHHBIX, HEOOXOAMMO OCYIIECTBUTH BOCCTAaHOBIIEHHE JOCTyNa C

HCIIOJIb30OBAHHUEM JIPYIroro KOHTAaKTa.

6.2. BoccTaHOBJIeHHE TAPOJis NPH BKJIOYEHHOH ABYX(aAKTOPHOM
ayTeHTU(PUKAIUHA
IIpu BoOCCTaHOBIEHMH TapoJii OT YYETHOM 3alMCH, JUIsl KOTOPOW BKIIOYEH DPEKUM
IBYX(aKTOPHOH ayTeHTH(PHUKAINUU, TpeOyeTcs JOMOIHUTENbHOE TOATBEpKAeHne. Harpumep, mocie
BBOJIa KoJla MOATBepXkAeHUd u3 SMS cucrema notpedyer BbIOOp OJHOIO M3 IPEAyCMOTPEHHBIX
JOIIOJIHUTCIIbHBIX cr1oco0oB IIOATBCPIKIACHUSA:
—  KOJ ITOJTBEPIKCHUS, OTIIPABIISIEMbI Ha a/Ipec HJICKTPOHHON MOYTHI (ITPY HATMYUH B yIETHON
3aIHCH aJIpeca HIIEKTPOHHOH IOUTHI);
— KOJ TOATBEPXKACHHs, T'€HEPUPYEMBIX B CIIEHHATBHOM MOOWJIBHOM NPWIOKEHHU (eciu
HACTPOCH);
— OTBET Ha KOHTPOJBHBII BOIPOC.

HpI/IMCpLI OKpaHOB MMPUBCACHLI HA PUCYHKAX.

@ Identity Blitz

BoccraHoeneHre goctyna

B Bawen y4eTHOW 3ancit HACTPOeHO NOATBEPXNAEHWE BXOA.
[lnA 3aBepluieHWA npoLecca BOCCTAHOBNEHWA NoOATBepauTe
BNAAEHWE YYETHOA 3anNnChbi0 eLle oaHKUM cnocobom

BeeawTe KoA NOATBEPXAEHWA, OTNPABNEHHOrD Ha aapec
ANEKTPOHHOM NOYTHI M™™ """ 0@gmail.com.
[o oKOH4aHWA cpoka AeRCTBMA KoAa 0cTanock 286 cekyHa.

‘ Kon nopTeepxaenua ‘

MoaTeepants

Opyrve cnocobbl NOOTEEPXASHWA

@ Blitz Identity Provider

Pucynok 50 — Buo cmpanuybt npoeepku 61a0eHus aopecom 31eKmpoHHOU oYMl
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Blitz Identity Provider. PykoBoacTBO moib30oBatens

@ Identity Blitz

BoccraHosneHne poctyna

B Bawei y4eTHO 3anMc HAaCTPOEHO NOATEEPMAEHNE BXOAA.
[nA 3aeeplueHWA NpoLlecca BOCCTAHOBNEHWA NOATEEPAWTE
BENafeHue Y4eTHOM 3anKckio elle 0aHUM cnocobom

[InA NoATEeKASHNA BX00A BBEAMTE OTBET Ha TeKyLWiA
sonpoc: "Mepeoe 6N0A0, KOTOPOE Bbl HAYYHNNCH
roToBUTL?"

I Beenute otseT l

MNonTeepoMTh

[pyrue cnocofisl NOATEEPXOEHUA

® Blitz Identity Provider

Pucynok 51 — Buo cmpanuybt npoeepku omeema Ha KORMpPOIbHbLIL 60RPOC
Crenyer y4ecTh, 4TO B Clydae OTCYTCTBHS JOMOJHUTEIHHOTO CIIOCO0a TOATBEPIKICHHS

C6pOC apoJist 1 AOCTYII K yquHOﬁ 3alnucu 6y,I[CT HCBO3MOXXCH.
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Blitz Identity Provider. PykoBoacTBo monbs3oBarens

7. OmuOKM U C1IOCOOBI X YCTPAHEHU S

Ne Cutyanusi BOSHUKHOBEHUS Cnoco0 ycrpaHeHHs1 OLIMOKH
OINOKH
1. | OmuOka BBO/A MPU yKA3aHUHU 3aHOBO BBECTH JIOTMH U TIApOJIb, IPOBEPUB HA
JIOTUHA /WK TapOJIs. OTCYTCTBHUE JIMIIHUX CUMBOJIOB U MPOOEIIOB.
2. | OmmOka BXxo/1a C UCIIOIb30BAHHEM Y6enutncs, uto [IK Bxoaut B tomMeH, BXOJ
ceaHca OlepaluOHHON CUCTEMBI. OCYILECTBIISICTCS U3 KOPIIOPATHBHOMN CETH, C
MomeHTa ayTeHTuukanuu Ha [1K He nmpomwio
MHOTO BpeMeHU (Hampumep, He OoJiee 8 yacon),
HACTPOIKU Opay3epa He MPEnsTCTBYIOT
UCTIOJIB30BAHUIO PEKMMA aBTOMAaTHYECKOTO BXO/1a.
Ecnu Bce ycnoBust co001€HbI, TO IONPOOOBAThH
BOWTH OBTOPHO.
3. | Ommbka BXo/a ¢ UCTOIb30BaHUEM ABTOPHU30BaTHCSI 10 IEKTPOHHOI MOYTE U TAPOIIO.
CEaHca OINEPALMOHHON CUCTEMBI.
4. | Omubka BXoa MpH BKIIOUECHHON Y6enutbes, 4TO y NMOJIB30BATENSI HACTPOCH XOTS OBl
IBYX(aKTOPHOH ayTeHTU(DUKAIIIH. OJTMH CITOCO0 MOTYYEeHUS KOJIa TIOATBEPIKICHHUS.
Ecnu HU 0uH crioco0 He HacTpOeH, TO
HE00XO0MMO 00pPaTUTHCS K CHCTEMHOMY
aJIMUHUCTPATOpPy OpraHU3alMH.
5. | [loBTOpenue ommbku Bxoja, Heobxoaumo 06paTUTHCS K CHCTEMHOMY

HEBO3MOKHOCTb BOWTH JPYTUMHU

coco0aMu.

aJIMUHUCTPATOPy OpPraHU3ALNH.
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