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Cepsep ayTeHTUOMKauum Blitz Identity Provider 3awuwiaeT nosib3oBaTe/IbCKME YYETHbIE 3aMMUCU — NPEeLOCTaBNsA-
eT rotoBble, FTMBKO HacTpanBaemble NoA 3aKa3uMKa U Peasin30BaHHbIe C YHETOM NYYLUMX NPAKTUK GYHKLUK 3aLLm-
Tbl YYETHbIX 3aNUCeN.

Blitz Identity Provider o6ecneunsaeT goctyn nonb3osatesieit UHTepHET K BebcanTam M MOBUIbHBIM NPUNOMKEHU-
AM KOMMaHWK, a TaK»Ke JOCTYN COTPYAHUKOB K BHYTPEHHMM pecypcam KOMMNaHWu U 061avHbiM cepBUCaM.

OcHoBHble pyHKuum Blitz Identity Provider:
e obecneyeHne egMHOro CKBO3HOIo BX0oAa Nosib30BaTens B npuaoxeHusa (Single Sign-On);
e nByxdaKTopHasa ayTeHTUPUKALMS;

* KOHOUIrypupyembii Nnoab3oBaTeNbCKUIA MHTEPENC CTPaHUL, BXOAA, PETUCTPALLMM, BOCCTAHOBAEHMUSA L0-
CTyna, YNpasaeHuUs y4eTHOM 3anmucbio;

® BXOQA,C UCMO/b30BaHWEM CTOPOHHMX NOCTABLLMKOB UAEHTUPUKALLMN: BXOA, C MOMOLLLbIO aKKayHTOB COLLU-
aNbHbIX ceTel, 6aHKOB, EanHON cuctembl aeHTUdUKaLnmM 1 ayteHTUPUKaummn (ECUA, focycnyru), Mos
ID (CYOWP), benepaTmBHbIM BXOA, NONb30BaTeNEN C UCNONb30BAHUEM BHELIHNX MOCTaBLLMKOB UAEHTU-
duKaumm;

* npoBepKa Npas A0CTYNa HA BXOZ MO/b30BaTENEN B MPUNOKEHUS;
* NpoBsepkKa nNpae A4OCTyna Nno/ib3oBaTesiei U NPUNOKEHUIN NpK ncnonb3osaHum REST-cepsucos;

® MNPOTOKO/IMPOBaHUE cobbITui AocCTtyna n ,ﬂ,eﬁCTBMVI C YYE€THbIMU 3aNUCAMMN.

OrnasneHue 1



MhaBsa 1l

PYHKUMOHANbHAA cneuynduKkauma

Mpynna GpyHKLMIA

PyHKLMM

TexHoNormMm eaMHOrO BXoaa

OpenlID Connect 1 OAuth 2.0

RFC 6749 “The OAuth 2.0 Authorization Framework”

OpenlD Connect Core 1.0

Mepepaya aTpubyTOB NONb30OBaTeNs B COCTaBe
id_token/access_token B8 JSON Web Token (JWT)

KoHourypupyembliit REST-cepeuc Userinfo, HacTpoii-
Ka BO3BpallaemMbix aTpuMbyToB B 3aBMCMMOCTM OT
scope

RFC 7636 “Proof Key for Code Exchange by OAuth
Public Clients”

RFC 7662 “OAuth 2.0 Token Introspection”

RFC 7591 “OAuth 2.0 Dynamic Client Registration
Protocol”

RFC 7592 “OAuth 2.0 Dynamic Client Registration
Management Protocol”

RFC 8252 “OAuth 2.0 for Native Apps”

RFC 8414 “OAuth 2.0 Authorization Server Metadata”

OpenlID Connect RP-Initiated Logout 1.0

OpenlID Connect Front-Channel Logout 1.0

OpenlD Connect Back-Channel Logout 1.0

SAML SAML Web Browser SSO Profile
SAML Single Logout Profile
RADIUS RFC 2865 «Remote Authentication Dial In User

Service (RADIUS)»

WS-Federation

WS-Federation (ann nogKNtoYeHnA
Microsoft-npunoxeHni)

Proxy SSO

MNogkntoueHnna BeO-NPUNONKEHWUI, MONYYAOWMX CO-
cTosiHue ceccumn ns HTTP-3aronoskos un cookies

MNoppep’KKa BO3MOMKHOCTM 3aMOJIHEHUA 3@ MO/b30-
BaTeNs JIorMHa/naponsa oT yYeTHoM 3anucu B pasme-
LLLeHHOe 3a proxy Be6-npunosKeHue, He NoaaepKunBa-
tolllee CTaHA4APTHbIM 06pa3om nogkatoyeHma K SSO

Apyroe

EAvHbIN BXxoA paboTaeT mexay NpUaoKeHUAMU, KO-
Topble nogkntoveHbl K IDP ¢ ncnonbsosaHmem nto-
6bIX NoAAepKUBaEMbIX TEXHOIOTUIA (Hanpumep, SSO
mexay OpenlD Connect 1 SAML-npunoxeHmnamm)

MNoanepskka SSO-Bxoza ¢ ncnonb3oBaHuem Kerberos
SSO

continues on next page
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Tabnvua 1 — npogoskeHue ¢ NpeablayLein CTpaHunLbl

Mpynna GyHKLMIA

PyHKLMM

Noaaepxka eanHoro SSO ¢ npunoxkeHnamm IBM, mnc-
nosib3ylowWwmMmmn ana eagmHoro Bxoaa Ltpa2Token

NaoeHTudumKauma n ayteHTMdMKauma

Bxo4 no SIorMHY 1 Naponto

MpoBepKa NorMHa/Napona Npu ayTeHTUGMKaLMm

BO3MOKHOCTb B KauecTBe N0rMHa OA4HOBPEMEHHO MC-
Nno/ib30BaTb HECKO/IbKO cylLHOCTel (TenedoH, email,
JIOTWH) M BBOAWUTb NOTMH B pa3Hbix dopmaTax (Hanpu-
Mep, BBOAUTb TeNedoH Kak +7..., 8..., C pasHbIM Bapu-
aHTOM BBOJAa CKObBOK, aeducos, npobenos)

3anoMMHaHMe I0TMHa, ecan Nosb3oBaTenb paHee
y)Ke BXOAWA C 3TOro YCTPOMCTBa

3anoMmMHaHMe Ha YCTPOICTBE HECKO/IbKMX NO/b30Ba-
Tenei. BO3MOXKHOCTb CMEHUTb TEKYLLYIO YYETHYIO 3a-
nucb Nonb3osaTenn 6e3 HeobxogMMocCTH orayTa

O6paboTka cobbITMA «Napoab TPEBYET CMeHbI» Npu
BXoae. BO3MOXHOCTU CMEHUTb napo/ib B MOMEHT
BX0Aa

MpoBepKa COOTBETCTBMA MapONA AeUCTByOLWeN na-
pO/IbHOM NOAUTKKe Npu BXxoge. PekomeHaaumsa cme-
HWUTb Napo/b

BcTpoeHHasa 3awmTa oT nogbopa napons (nepebop
naponein Ha oAHy yYeTHyIo 3anuch) 1 nogbopa Noru-
Ha (nonbiTKa nog6opa Nnapons Ha Habop y4yeTHbIX 3a-
nucen):
e nposepka CAPTCHA (reCAPTCHA wuau wHoM
cepBuC, BbIOpPaHHbI 3aKa3uymMKom)
¢ BpemeHHoe b6/I0KMpOBaHWe BXoZa Mo Maposto
YYETHOM 3anucy Npu BbIABMEHHbIX MOMbITKAX
nepebopa
* 3amepn/ieHWe BXO4A MO/Ab30BaTens (3agepikka
BXOZa, pellieHne Hpaysepom BbIYUCAUTENBHO
CcnoxkHow 3agaum — Proof of Work)

MpeaynpexaeHne NoaAb30BaTeNA O NOMbITKE BXOAA C
naponem, KOTOprI7I 6bin HeOaBHO U3MeEHEH

Bxon, Ha ocHOBe ceaHca

NaeHTMdMKauma nonb3osaTens Ha OCHOBe pesybTa-
Ta Bxoaa B gomeH (Kerberos)

BO3MOXKHOCTb NOAKNOYEHUA CUCTEMbBI BXOAA OAHO-
BpemeHHO K HeCKOJIbKMM AOMEeHaM U obecneyeHusn
CKBO3HOIo BXxoda nosnb3oBaTenei us3 pa3HbIX gome-
HOB

BO3MOHOCTb HAaCTPOMKMK, 4TOObI pexum BxoAa Ha
ocHoBe ceaHca OC NpUMeHsACA TO/IbKO NPU BXOAE M3
BHYTpeHHWX ceTeli u ¢ MK, Ho He NpumeHsanca npm
BXOAE C MOBUbHBIX MPUIOKEHNI U U3 BHE paboueit
cetn

Bxoa, yepes akKayHT coLpanbHoOM ceT / CTOpOHHero
NoCTaBLLMKa MAEHTUDUKALMUK

CoumManbHble CeTM W BHELWIHWE MNOCTaBWMKU WAEH-
TMdMKauMKM, Yepes KoTopble NoALEPrKUBAETCA BO3-
MOKHOCTb BXOZa nosib3oBatenen 6e3 HeobxogMmo-
CTM [0pPabOoTOK M HAaNUCaHUA KOHHEKTOPOB: AHAEKC,
BKoHTakTe, OgHoknaccHmku, Mail ID, VK ID, Apple ID,
Google, Facebook®.

Bxoga yepes ECHA B pexkmme p13nM4ecKoro amua

Bxopa uepes ECUA B pexknme npeacTaBuTens opraHu-
3aumu (c BbiIbopom opraHusaLmMu Npu BXoae)

continues on next page
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Bxopg yepes ECUA B pexknume umndposoro npodpuns

Bxog yepes 6aHku Cbep ID, T-ID, BT ID, CoepbusHec
ID, Anbda ID

Bxoga yepes Mos ID (CYOUP)

Bxoa, yepes BHELWHWUM NOCTaBLMK MAEHTUPUKALMN C
nogaepkoi OIDC

Bxop, yepes BHELWHMI NOCTABLMK MAEHTUDUKALMUM C
noanep*kko SAML

Bxog yepes CYQUNC

ConocraBneHve/perucTpauma y4eTHoW 3anucu B
npouecce NEpPBMYHOrO BXOAa 4Yepes COLMasbHYIO
cetb

BO3MOXHOCTb MPMBA3KM K OAHOM YYETHOWM 3anucu
Nnonb3oBaTeNA 04HOBPEMEHHO HECKONbKUX YYETHbIX
3anucei BHELWHMX NOCTABLLMKOB

BO3MOXHOCTb MPMBA3KM K OOHOM YYETHOWM 3anucu
BHELIHEro MOCTaBLLMKA HECKOJIbKMX YYETHbIX 3anu-
cell nonb3oBaTenem

BO3MOXKHOCTb MpOrpaMmupoBaHua CcobCTBEHHOMO
a/IropMTMa NPUBA3KM YYETHbIX 3annceit U CoONocTaB-
neHus atpubyTtos

BO3MOXKHOCTb COXpPaHATb MapKepbl 40CTyNa U3 BHeLU-
HUX NOCTaBLWWMNKOB

Bxoa Ha 0cCHOBe 3aNOMHEHHOro yCTpOl;'ICTBa

ABTOMaTMYECKaA M,EI,EHTMd)VIKaLI,Mﬂ nonb3oBaTensa, ec-
1IN OH YyXe BXoAuAn C 3Toro YCTpOﬁCTBa n cornacunaca
3aMOMHUTb CBOW BXO4,

BO3MOXHOCTb M0/1b30BATENO OTC/AEAUTb, Ha Ka-
KMX YCTPOMCTBAX 3aNOMHEH BXOA, W BbIMTU C 3TUX
YyCTPOWMCTB

ABTOMATMYECKWNI BbIXOA C 3aMOMHEHHbIX YCTPOMCTB
npuM CcMeHe/BOCCTAaHOBAEHMM NApoONA MOJ/b30Ba-
Tenem

ABTOMaTMYECKan MaeHTUOUKaLMA NO CBOMNCTBAM CeC-
(o717

ABTOMaTMyecKan ngeHTudMKauma nonb3osaTensa no
ceovcTBam ceccuu. MNoaaepuneatoTca Bce CBOMCTBA.
Ceccuu, KoTopble MOryT BbITb onpeaeneHbl 3aKasyu-
KOM U npegocTasneHsl B Blitz Identity Provider. [m6-
Kas HacTpoMKa MeToZa M NOJIHasA KaCTOMMU3aLMA TeK-
CTOB MHTepdeiica.

Bxoa c nomoubio WebAuthn, Passkey, FIDO2

BxoA, ¢ noMoLLLbio NAaTGOPMO-HE3ABUCUMBbIX KNtoUen
6e3onacHoctn FIDO2

Bxog ¢ nomouibio NAaTGopPMO-3aBUCUMBIX Katouen
6e3onacHocTn Passkey / FIDO2 — Windows Hello
(nMH-KOA, oTnevaTok nanbua), Passkey, naponb nnu
Touch ID ot MacBook, Passkey, Face ID nau Touch ID
OoT cMapTdOoHa UM naaHwerta c iOS nam Android

Bxoa, c nomolbto cmapT-KapTbl / USB Kntoua

BXoa € nomouibio CpeacTB KBaanpUUMPOBaHHOM
3/1eKTPOHHOM noanucu

MNoppep:knBaemble CPeACTBa 3/IEKTPOHHON noanu-
cu: Kpuntollpo CSP 3.9 m Bbiwe, VipNet CSP 4.2,
Signal-COM CSP 3.0, PytokeH, JaCarta, ISBC ESMART,
SafeNet eToken

MNoppep:knBaemble nosbzoBaTensckne OC: Windows
8.1/10/11, macOS 10.13/10.14/10.15/11/12/13,
Linux Debian 9, Mint 19, Ubuntu 18, Astra Linux 1.7,
Red 0S 7.3

continues on next page
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MNopaep:knBaemole 6paysepsl: Internet Explorer 11,
Chrome, Firefox, Yandex, CnyTHuUK

BO3MOXKHOCTb COMOCTaBAeHMs/perncTpaunm yyer-
HbIX 3anucelt B Mpouecce MNepBMYHOro BXOA4A Ha
OCHOBE [AHHbIX U3 cepTUdUKaTa KBaandULMpPOBaH-
HOM 3/1eKTPOHHOW Nognucu

BO3MOXKHOCTb NPOBEPKN AENCTBUTENBHOCTM NOAMM-
cun/cepTrdurKaTa BCTPOEHHBIMU BO3MOXKHOCTAMM 10

BO3MOKHOCTb NPOBEPKN AEUCTBUTENIBHOCTM NOANM-
cu/cepTnduKkaTa yepes BbI3OB BHELIHEro cepsuca
NpOBEpPKM

[ByxdpakTopHasa ayTeHTUdMKauma

MoaTeepXaeHMe BXOAa Pa3oBbiM naposiem u3 SMS
(SMS-wwnto3 npegocTaBaaeT 3aKasunk)

MopTBepXKaeHWe BXoAa pPasoBbiM Naposiem u3 email

MoaTsepXaeHne  BXoga  PasoBbiM  Naponem
TOTP-npunoxennsa (RFC 6238 “TOTP: Time-Based
One-Time Password Algorithm”)

MoaTBepXaeHne BXo4a pa3oBbimM NMaposiem 13 anna-
paTHoro bpenoka. Noaaep:kka 6penokos HOTP (RFC
4226 “HOTP: An HMAC-Based One-Time Password
Algorithm”). Bpenoku npegocTtasaseT 3akasumK

MoaTteepxaeHue Bxoda Kaouom 6esonacHocTu
WebAuthn, Passkey, FIDO2

MoaTeepxaeHUe Bxoga Katodom besonacHocTn U2F

MoaTBepXKAaeHUa BXo4a pPas3oBbiM  Maposiem B
push-yBegomneHuM B MOBUIBHOM NPUNONKEHUE
3akasuuka (cepsuc gnsa otnpasku push 1 mobuabHoe
MPUIOXKEHNe NPeaoCTaBAsAeT 3aKkasumK)

MoaTeepkaeHWe BXoaa no Bxoasliemy 38oHKy (Flash
Call)

Adpyroe

B0O3MOXKHOCTb 3aKa3uMKy camocToATesIbHO 406aBUTb
cobCTBEHHbIV MeToa, ayTeHTUdUKaL MK

BO3MOXHOCTb 3aKa34MKy CaMOCTOSITE/IbHO HaCTpo-
WTb BHELUHWI BMA, CTPaHMLbl BXO4A PasgenbHo s
KayK4Oro MPU/IOXKEHUA, B KOTOPOE OCyLLecTBiAeTcA
BXOA,

MpepocTtaBneHne API, nossonstowee MOOUIbHbIM
NPUNOXKEHUAM 3aperMcTpupoBaTh cobbiTve BXoAa U
Nnosly4YnTb MapKepbl 6e30NacHOCTM NpU BXO4AX C UC-
nonb3osaHnem NUH-koaa, Touch ID, Face ID

BNIOKMPOBaHMeE yYeTHbIX 3anunceit B ciyyae 4imTeNb-
HOW HeaKTMBHOCTH

3anpeT Ha NOBTOPHOE MUCNONb30BaHME UaeHTUUKa-
TOpa yAaneHHoM y4eTHOM 3anmcK B TeYeHne yCTaHOB-
JIEHHOTO BPeMeHM

Bo3MOXKHOCTb aHaNM3a reogaHHbIX NOAb30BaTENA

Norayt

Norayt

3aBeplueHme NoNb30BaTENbCKOW CECCUM MPU UHULM-
MPOBaHMM NorayTa nosb3oBatesiem

3aBeplueHMe NO/b30BaTE/IbCKOM CECCUMU MPU CMeHe
napons nonb3osaTens B APYrol CEcCUM WM Npu
cbpoce/BoccTaHOBNEHWM NaPOA NONb30BATENIO

OrpaHnyeHne AONYCTUMbIX CCbIZIOK ANA BO3BpaTa B
npunoxeHne nocne ycnewHoro norayta

continues on next page
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NHdopmMpoBaHME NPUNOKEHNIN O NPOU3BEAEHHOM
eauHoMm norayte yepes 6paysep (front channel)

NHpopmUupoBaHMe NPUNOKEHNI O NPOU3BELEHHOM
eauHom norayTe Yepes cepsep (back channel)

KoHTponb goctyna

KoHTponb goctyna

MpoBepKa Npasua 4OCTyna Npu BXo4e Nnonb3osartens
B NPUNOXKeHUA. MpoBepKa HaaMuMA y Nonb3oBaTens
npaB 4OCTyNa, Y1eHCTBa B rpynnax nosb3osaTtenei,
Hannuua aTpubyToB C TPebyeMbIMU 3HAYEHUAMM

Mposepka NpaBma JOCTYNa NPW BbI30BE NPUIOKEHU-
AMK 3awwmwaemsix REST-cepBucoB yepes w3 bes-
onacHocTtu Blitz Keeper (APl Security Gateway)

YnpasneHue akKkayHTOM

Perucrpaumua

HactpanBaemoe Beb6-NpunoXKeHWe CcamocToATe Nb-
HOM perncrTpauumn nonbsosatenein. MoXKHO HAcTpo-
WTb Habop aTpMbyTOB, 3aN0NHAEMbIX NO/Ib30BaTE/IEM
npu perucTpaumm, TpeboBaHMA K NOATBEPHKAEHWIO
email/TenedoHa, HaCTPOUTL BHELLHWUIA BUZL CTPAHULLbI
perucrpaymm, Bbl30B CEPBUCOB NPOBEPKM 3aKasumKa

Mo3KHO 3a4aTb pasanyHble HaCTPOMKM
BEO-NPUNOKEHMA  CaMOCTOATENbHOW  perucrpa-
UMM nosib3oBaTens ANa  PasAUYHbIX CLEeHapues
BbI30Ba permcTpauumu

BO3MOKHOCTb BbI30Ba BHELLHEr0 MNPU/IOMKEHUA peru-
CTpauuMmM C nepedadein eMy KOHTEKCTa BXOAa M CBe-
OEHMWIA,NONYYEHHbIX M3 BHELUHEro nocTaBLLMKa B Npo-
uecce Bxoaa

Mo pesynbTaTam yCnewHol perucTpaumm nosb3oea-
TeNlb aBTOMaTUYECKN BXOAMUT B NPUIOKEHUE, NPU No-
MbITKE BXOAa B KOTOPOE W3HAYa/NbHO 6bl1a MHULMK-
poBaHa permcrpaums

Mposepka CAPTCHA (reCAPTCHA unun nHo cepsuc,
BblIOPaHHbIN 3aKa3uMKom)

HacTpolikn 6e3onacHOCTM y4eTHOM 3anucu

Beb-npunoxeHune, noO3BOAAIOWEE NOJL30OBATENIO
yNpaBAATb HAaCTPOMKamm 6e30MacHOCTM ero y4eTHoM
3anucu:
® BO3MOXHOCTb CaMOCTOATE/IbHO CMEHUTb na-
posb;
® BO3MOXKHOCTb PEAAKTUPOBAHUA HEKOTOPbIX aT-
punbyTOB, B T.4. BO3MOXKHOCTb peAaKTUPOBaHUA
TenepoHa c noaTBepKAeHMEM yepes Kog Mo
SMS 1 BO3MOXKHOCTb pefakTMpoBaHusA email ¢
noATBepPXAeHNeM yepes Koa/ccbliKy no email;
® BO3MOXKHOCTb  HAcTPoUTb  ABYXPaAKTOPHYHO
ayTeHTUdUKaAUNIO ANA CBOEN yY4eTHOM 3anucy;
® BO3MOXHOCTb MOCMOTPETH/0TPeaaKTMPOBaTh
CMUCOK 3amMOMHEHHbIX YCTPOWCTB, NpuBA3aH-
HbIX YYETHbIX 3aMMNCel BHELIHUX NMOCTaBLLMKOB
BX0A3;
® BO3MOMHOCTb NMOCMOTPETb CobbITUA 6e3sonac-
HOCTW CO CBOEW YY4ETHOM 3aMnUCbIo.

continues on next page
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MpepoctasneHve APl gna BO3MOXHOCTU BCTpauBsa-
HUA BCeX BblllenepeuncneHHbix GyHKUUM ynpasne-
HUSA HacTpPOMKamu H6e30MacHOCTU YYeTHOM 3anucu B
CTOpOHHee Be6-NpuaoKeHne

BoccTaHoB/ieHMe 3a6bITOro napona

Beb6-npunoxKeHUs, NO3BONAIOLWErO BOCCTAHOBUTb 3a-
6bITbIN Maposib, C NoATBEPXKAEHUEM email unmn Tene-
¢doHa

[ononHutenbHble NPOBEPKU NPU BOCCTAHOB/IEHWUMU
NaponA OT yYeTHOW 3anucu, ANa KOTOPOW BKIOYEHa
OBYyxdaKTopHan ayTeHTUdMKaLmA

Mo pesynbTaTam ycnewHoro BOCCTaHOBAEHMS Napo-
N1 NONb30BaTE/Ib aBTOMATUYECKM BXOAMUT B NPU/IONKE-
HWe, NPY NONbITKE BXO4A B KOTOPOE U3HAYaNbHO Bbl-
/1la HULMUPOBaHa NpoLeaypa BOCCTaHOBNEHUSA

Mposepka CAPTCHA (reCAPTCHA unn nHon cepsuc,
BblOPaHHbIN 3aKa3uMKoM)

[elcTBMA C y4ETHOM 3aMnCblo B MOMEHT BX0A4a

BO3MOKHOCTb B MOMEHT BX0Aa 3a4aTb HOmep Te-
nedoHa (ecnn oTcyTCTBYET) B yYETHOW 3anmcu Uau
NoATBEPAUTL aKTyaslbHOCTb TenedoHa (ecau Hacty-
MW CPOK HEOBXOAMMOCTU NOATBEPIKAEHUA aKTyaNb-
HOCTH)

BO3MOMKHOCTb B MOMEHT BXOAa 3aJaTb HOMep Te-
nedoHa (ecan oTcyTcTByeT) B y4eTHOM 3anucu uam
NoATBEPAUTb aKTyanbHOCTb TenedoHa (ecan Hacrty-
NUA CPOK HEOBXOAMMOCTU NOATBEPKAEHNA aKTya lb-
HOCTHM)

BO3MOXKHOCTb B MOMEHT BXOAa 334aTb afpec 3/ekK-
TPOHHOM MOYTbI (ecan OTCyTCTBYET) B yYeTHOW 3a-
NMUCU UK NOATBEPAUTb aKTya/bHOCTb afpeca 3/ekK-
TPOHHOM NOYTbI (€CAM HACTYMWUA CPOK Heobxoanmo-
CTM NOATBEPKAEHWNA aKTyaIbHOCTH)

BO3MOMHOCTb B MOMEHT BXOZ4a BbiNycTuTb Passkey
(HacTpounTb Bx0g no Face ID / Touch ID)

BO3MOXHOCTb NOKa3aTb NoJib30BaTeN0 06bABNEHNE

B0O3MOXKHOCTb 3aNpoCcuTb Y N0Nb30BaTENA COrlacne

BO3MOXXHOCTb 3aNpoOCKTb Y NOAb30BaTeNA 3aMN0J/IHe-
HWe TeKCToBOro anM6YTa

BO3MOMKHOCTb B MOMEHT BXOZAa 334aTb KOHTPO/IbHbIN
BOMpPOC

Bo3moxkHoCTb BCTPOUTb COBCTBEHHbIN
6usHec-npoLecc B3aMMOAENCTBMA C MNONb30OBa-
TeNeM B MOMEHT BXOAa B MPUOXKeHWe (Hanpumep,
BbIBECTM MO/b30BaTENtO WMHOPMALMOHHOE COO0b-
LEeHWEe B KaKMX-TO CUTYyaLMAX UAN 3aNPOCUTb YTO-TO
BECTH)

MaponbHble NOANTUKK

MpoBepKa Napona Ha COOTBETCTBME MaPO/IbHOMN Mo-
NINTUKE: MUHUMaNbHaA AanHa, TpebosaHmA K anda-
BUTY, 3anpeT CNOBapHbIX Naponel, 3anpeT NoBTopa
naponewn, NpoBepKa CpoKa AEUCTBUA Naposei

PacwmpeHHble BO3MOXHOCTH

Kactomumsaumsa norvkun paboTbl C NOMOLLbIO MPOrpam-
MMPOBaHUA Ha Java

3agaHue nNpasua BxoAa Nosib3oBaTeNei B NpuioKe-
HMA NOCPeACTBOM NpoLeayp BXO4a M perucTpaumm

KacTomuszaumsa onepaumii C XpaHUAULLAMM AaHHbIX

MOHUTOPUHT 1 ayanuT
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OnoseLleHnsa nonb3oBaTtenei o cobbiTusAx 6esonac-
HOCTH

OnoselleHne nonb3oBaTesnie o cobbiTAX besonac-
HOCTW C UX YYETHbIMW 3aNUCAMM: BXOL, C HEOObIYHOTO
YCTPOICTBA, UISMEHEHME NaPOAA (Cam CMeHUN, agMn-
HUCTpaTop cbpocun, cmeHa B pesy/ibTaTe BOCCTaHOB-
JIeHna nNapons), NPMBA3Ka y4eTHOW 3anucu coumnanb-
HOW ceTn, BKNtoYeHne/BblkntoueHne AsyxpaKTopHOM
ayTeHTMdMKaLmm

B0O3MOHOCTb HacTpouTb Habop cobbITMii onoBeLle-
HUMA U TEKCTbI onoBseleHnin gna SMS un ana email

Perncrpauus cobbiTnin 6esonacHoCTH

Pernctpauma ycnewHbiX M HeycnewHbIX cobbITUi
6€e30MacHOCTN C YYETHOM 3anucblo: cobbITUA BXOAa,
perucTpaumm, MU3SMeHeHUs HacTpoek 6e3onacHocTy,
BOCCTaHOB/IEHUA napona. [lo/KHbl perncTpnpoBaTb-
CA KaK AeWCTBUA, NHULIMMPOBaHHbIE NOIb30BaTeNIEM,
TaK U AeUCTBUA, UHULUMUPOBAHHbIE aAMUHUCTPATO-
pom

Pernctpauma ycnewHbiX M HeycnewHblX cobbITUit
6€e30MacHOCTU C YYETHOM 3anuncblo: cobbiTUA BXOAa,
perucTpauum, M3MmeHeHUs HacTpoeKk 6esonacHocTy,
BOCCTaHOB/MEHUA NaponA. [LoKHbl perncTpnpoBaTb-
CA KaK AeWCTBUA, HULMNPOBAHHbIE NOb30BaTeNIeM,
Tak U AeUCTBUA, MHULMUPOBAHHbIE aAMUHUCTPATO-
pom

ConocrtasneHue IP-agpecam reogaHHbIX B COObITUAX
n ysegomneHusx (61 8 popmate mmdb c reogaHHbI-
MW NPeaoCTaBNAeT 3aKasumK)

NHTepdeitc agmmHUCTpaTopa Ans novncka/npocmor-
pa cobbITnin 6esonacHoCTU

3anucb cobbiTuiA 6esonacHocTu: B B/, B nor-¢ainn, B
Kafka

MOHUTOPUHT

BO3MOXHOCTb B MOMEHT BXOZa MO0/b30BaTeNA Bbli-
3bIBaTb CUCTEMbI COOPa METPUK U CTAaTUCTUKM, aHTU-
¢dpopg cucteml

BO3MOMHOCTb OCYLLECTBAATb MOHWUTOPUHT KOMMO-
HEHT W3 BHELWHEW CUCTeMbl MOHMTOpUHra (Zabbix
W aHanoru). MpepoctaBneHne MeTpuK B dopmate
Prometheus

LWabnoHbl pgawbopaa Grafana un

Prometheus B nocTtaBke

job-3apaHua

Ouepeau

Bo3MoOXHOCTb NepenasaTb B odepenb RabbitMQ co-
6bITVIﬂ, CBA3aHHble C y4eTHbIMU 3aNUCAMU NO/1b30Ba-
Tenewn u rpynn goctyna

Bo3moxKHOCTb Nnepegasath B ouepesp Kafka cobbitua
6e3onacHocTH

ALOMUHUCTPUPOBaAHME

continues on next page
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AOMUHUCTPUPOBaHME

Beb6-npunoxKeHme agMMHUCTPMPOBAHNA:

3a/laHNe HACTPOEK MOAKIOUYEHHbBIX NPUIOKe-
HWUI (NapameTpbl NPUNOKEHUI, pa3peLleHHble
peXnmbl B3aMMOAENCTBUA, NPaBMUAa KOHTPONA
AocTyna)

HacCTpoliKa aTpubyToB Nosb3oBaTenel u cono-
CTaBfeHWe aTpUBYTOB XPaHWIMLLAM YYETHbIX
3anucen

HaCTPOWMKa NOAK/MIOYEHUA K XPaHUAULAM yYeT-
HbIX 3anucei Ha ocHose LDAP

HacTpoOMKa MNOAK/IIOYEHUA K MPOU3BO/bHBLIM
XpaHuAuwam (4epes npenocTaBNeHHbIN 3a-
Ka3uMKOM CcepBMuC)

noafdepka  paboTbl  OAHOBPEMEHHO €
HECKO/IbKMMU  XPaHWUIMULLAMM  YYETHbIX 3a-
nucem

HacTpoiKa MeTofoB MaeHTUdUKaUMKU/ayTeH-
TUPUKALMMN U BHELUHWUX NMOCTaBLLMKOB BX0Aa
HaCTpoMKa nogkatoyeHus Kk SMTP-cay:kbe u K
SMS-wnto3y

noaJep:Kka posieBoro AocTyna Ans BXo4a B
BEB-NPUNOKEHNE aAMUHUCTPATOPA. BO3MOXK-
HOCTb N5 Pa3HbIX NONb30BaTeNeN 334aTb pas-
HbIi Habop AOCTYNHbIX AEUCTBUI

ynpaB/ieHne HaCTPOMKaMu BebO-MPUNOKEHUN
peructpauum, ynpaBneHua HacTpolikamu 6es-
0NacHOCTU, BOCCTAHOB/IEHUA NAPONs
aAMUHUCTPUPOBAHUE YHETHBIX 3anucei Nonb-
3oBaTesiet (MOMCK, MPOCMOTP, ynpasieHue
aTpubyTamn, HacTpoKamu ABYX(PAKTOPHOM
ayTeHTMOUKALMM, NPUBA3KAMU 3aMOMHEHHbIX
YCTPOMCTB U COUMAJbHBIX CETEN, 3aNOMHEH-
HblXx 6pay3epoB nosb3oBaTens, cbpoc ceccui,
cbpoc naponsn, 6aoKuposBaHue/pa3bNoKUpoO-
BaHMeE YYEeTHOI 3anucK, ynpasaeHue Knovamm
6e30MacHOCTM, ynNpaBNeHUe UNEeHCTBOM B
rpynnax nosib3oBatenei, HasHadeHue/oT3biB
npas gocryna)

aAMUHUCTPUPOBaAHWE TPYNN MOAb30BaTENEN,
yrNpaBAeHUA UYNEHCTBOM roONb3oBaTeNel B
rpynnax

HaCTpoOWKa BHELIHEero BMAA CTpPaHWUL, BXo4a B
NPUNONKEHUA

npocMoTp M UNbTPaLMa 3aperncTpupoBaH-
HbIX CObbITUI Be3onacHoCTM

BO3MOXHOCTb BX0O4a B BeG-MpunoXKeHWe aa-
MUWHUCTPUpPOBaHUA Yepes SSO

NHTepdeinc agmmHUCTpaTOpa Ha PYCCKOM M aHIIUIA-
CKOM fi3blKax

Bo3moXKHOCTb AO6aBHEHMﬂ nepesoaoB Ha AONONAHU-
Te/IbHble A3bIKN

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHM3almeit 1 3anpelieHa B Poccuu, AeaTelbHOCTb MPUHAA/IexaLLMX eii coll.ceTeii Facebook u

Instagram Tak:ke 3anpeteHa B PP.




Mhasa 2

ALMUHUCTPUPOBaHUE

2.1 PasBepTtbiBaHUe

2.1.1 ApxuTeKTypa pasBepTbiBaHUA
dyHKumoHnposaHue Blitz Identity Provider ocHoBbIBaeTcA Ha B3aMMOAENCTBUM CNEAYHOLLNX aPXUTEKTYPHbIX KOM-
NMOHEHTOB:

1. Beb-cepBep. MOXHO MCNONBb30BaTL CYLLECTBYIOLLMI BeB-cepBep KOMNaHUN ANA 6anaHCUPOBKM Harpysku
1 cHATMA SSL-wmndpoBaHuA ¢ BxogaLlero TpaduKa.

2. Cepswuchl Blitz Identity Provider:
e blitz-console — KoHcosb ynpaeneHusa Blitz Console;
* blitz-idp - cepBuC ayTEHTUDUKALUM U INYHBIA KaBUHETY;
e blitz-registration—cepBuc perucrpaumu;
e blitz-recovery — cepBuUC BOCCTAHOBEHWA AOCTYNa;
e blitz-keeper — w03 beszonacHocmu (cTpaHuua 542);

e blitz-panel —sumpuHa (cTpaHuua 546), NpegocTaBastoLLan JOCTYN NOb30BaTeNElN K NOAKAIO-
YEHHbIM MPUNOKEHUAM.

MpumeuaHune: CepBuUCbI pErMCTPaLMM, BOCCTAHOBEHMA AOCTYNA, W03 6€30MNacHOCTM 1 BUTPUHY MOXK-
HO He YCTaHaBAMBATb, €CNN CBA3AHHbIE C HUMU GYHKLMMN HE NNaHUPYETCA MCNONb30BaTh.

3. CYBA. MoxHo ncnonb3oBaTb Couchbase Server, PostgreSQL, Postgres Pro, Jatoba.

BHumaHue: Bsaumogelicteme Blitz Identity Provider ¢ PostgreSQL ocyuwectsnsetca no JDBC. Bmecto
PostgreSQL morKHO mcrnonb3oBaTtbh N0byo pensunoHHyto CYB/ ¢ noaaepxKon JDBC, HO 3TO AOMKHO
6bITb OTAENbHO COMMACOBAHO C HAWMMM TEXHUYECKUMU CNELMANTUCTAMMN B PaMKaX COOTBETCTBYHOLLMX
NPOEKTOB BHEAPEHMUA.

e Couchbase Server — pekomeHayeTCca Npu CO34aHUMN CUCTEM ayTEHTUOMKALMM C NMMKOBOI HarpysKoM
6onee 1000 3anpocoB B CEKYHAY, KONMYECTBOM ayTeHTUDUKALMI B CyTKM Bonee 1 MAIH U C BbICOKMMMU
TpeboBaHMNAMM K OTKa30yCTOMHMBOCTY.

e PostgreSQL (nnn uHana penaumoHHaa CYB/, nogaepusatolas paboty no JDBC) — pekomeHayeTcs
Nnpw CO34aHUN CUCTEM AYTEHTUDUKALLMM C YMEPEHHOM Harpy3Koi U cpegHUMM TpeboBaHMAMM K OT-
Ka30yCTOMYMBOCTY, @ TaKXKe NPU UCMOIb30BAaHUMN OTEYECTBEHHbIX ONEPaALMOHHBIX CUCTEM.
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4. XpaHuauuwe yyeTHbIX 3anucen u naponel7|. MOXHO MCN0Nb30BaTh KakK cylecTsytolee, Tak U cneunanbHo
Pa3BepHyTOE B OpraHn3auunm XxpaHuaumue y4eTHbIX 3anucei.

Moppepxumeatotca:

e LDAP-coBMeCTUMble XpaHWIMLWLA. ITO MOXeT b6biTb Ntobol cepBep, NOAAEPKUBAIOWMIA NPOTOKO
LDAP, a Takke Microsoft Active Directory, Samba4, FreelPA;

® WHble TUMbl XpaHWUAULW,, AnA nogkatodeHus Blitz Identity Provider K HUM Heobxoanmo paspaboTtaTtb
cneunansbHble REST-cepBucsi.

B cnyyae HeobxogMMoOCTM pasBepTbiBaHMA HoBoro LDAP-kaTasora peKkomeHAyeTca B KavecTse
LDAP-kaTanora ucnonb3oaTb 389 Directory Server, KoTopblit BxoauT B cocTaB OC.

5. OnumoHanbHo CepBep ouepeseit — ucnonbsyetcs RabbitMQ. Tak»Ke MOXXHO HacTPOUTb Nepeaady cobbITui
6e3onacHoctu B Kafka. YctaHoBKa cepBepa ouepegneli RabbitMQ TpebyeTcs, ecnm cepsep ovepenei byaet
MCNonb3oBaTbCA ANA rnepedayu cobbimull 8 cmexcHble cucmemsl (cTpaHmua 317) uau B Kadectse bpokepa
coobujeHull (cTpaHuua 318).

Pa3BepTbiBaHME BO3MOXKHO B KOHOUTYPALMU C MUHUMAAbHBIMU pecypcamu (cTpanuua 11) anbo B kiacmepHol
KoHguzypayuu (cTpaHnua 13).

2.1.2 CucremHble TpeboBaHuA

OI'Iean,MOHHbIe cucrtembol

Bce BapuaHTbl ycTaHoBKM Blitz Identity Provider 1 3aaeicTBoBaHHbIE B HUX TUMbl CEPBEPOB NOAAEPKMUBAIOT Clie-
Ayiowme onepaLmoHHbIe CUCTEMBI:

Astra Linux SE 1.6/1.7 PE[, OC 7.3 AnbT Cepsep 10 Anbt 8 CI Cepsep OCHoBsa 2.5.1 CentOS 7/8 Rocky Linux 8/9
AlmalLinux 8/9 RHEL 7/8/9 Oracle Linux 8/9

MuHuManbHble Tpe6oBaHUA

MuHUManbHble Tpe6OBaHm-| PeEKOMeHAYyeTCA NPUMEHATb NPU NOAroTOBKeE cpea TeCTUpPOoBaHNA U ONA NPOAYKTUB-
HbIX KOHTYpPOB Npu BHeEAPEHUNAX CO CpeaHUMU TpeﬁOBaHMHMVI K obecneyeHuto AOCTYNHOCTU U npounssoaunTenb-
HOCTHU CornacHo HpMBeAEHHOﬁ HUXe Cxeme.

MNoneszo0BaTenn BT T P P PP PP PP PPN .

- %D HTTPS VM-APP BHewHwue cepsuch!

n
I-El Beb-cepee| e
u pesp SMTP-cepeep, BHeLWHWE cepBncEl
Npunoxerns SMS-wntos, WAEHTUGUKALMIK
i push-ysegomnenus (cou.ceTi, baHku, ECUA)

Npunoxenna / Blitz Identity Provider
o == SAML 2.0, : VM-DB
] = OpeniD Connect 1.0, \
QAuth 2.0, REST API, [WT ApmMuHucTpaTop ’I I’
5 ~ i _ flln
E %

Cepeep
B |

2|
cvBA LDAP  ouepeneii

MUWHUMaNbHO ANA pa3BepTbiBaHUA HEOBXOAMMO UCMNOb30BaTh 2 BUPTYasibHble MalWuWHbI (4anee — BM) co cne-
OYIOLMMM XapaKTEPUCTUKAMM U POSIAMU.
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MuHuManbHble Tpe6oBaHUA K cepBepam ANA pa3BepTbiBaHUA

OnucaHune TexHuyeckune no

XapaKTEPUCTUKMU
BM pns npu- | 4 agpa LUNY, 8 6 Blitz Identity  Provider: blitz-idp, Dblitz-console,
NOXEHUN O3Y,50TBHXM/[, blitz-registration, blitz-recovery, blitz-keeper,
(VM APP) (HDD) blitz-panel; JDK, nginx, memcached
BMpnabasel 4 agpa LMY, 8 PostgreSQL (9.6 nnu Hosee) nnn Couchbase Server Community Edition
paHHbix (VM B O3Y, 100 6 @ (6.0 unu Hosee); 389 Directory Server unu FreelPA; RabbitMQ (onumo-
DB) H¥MJ (HDD) HaNbHO)

Tpebyembie Bepcumn cuctemHoro MNO:

e OpenJDK 11, Liberica JDK 11, Axiom JDK 11 Certified nnam Oracle JDK 11;

¢ MeHegxep namsatn Memcached Bepcun 1.4.15 nnu Bblwwe.

TpeboBaHUA K ceTeBOIi CBASHOCTU:

¢ VM-APP nonkHa 6biTb goctynHa no 80, 443 (HTTP/HTTPS) us ceTeit nonb3osartenei;

e ¢ VM-APP poneH bbITb gocTyn:

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,
18091, 18092 (cTaHaapTHble nopTbl Couchbase Server), 5432 (cTaHgapTHbIN NopT PostgreSQL),
389, 636 (cTaHgapTHble nopTbl LDAP), 5672 (cTaHgapTHbIN nopT RabbitMQ);

— K CepBMcam BHELWHMX NOCTaBLMKOB MAEHTUGUKALMM NO 44 3 (MPU UX UCNONb30BAHUMN):

CCbINIKM Ha cepBUCbI BHEWHUX NOCTaBLUKOB

Tvn

CcbinKka

CoumanbHble cetn

https://appleid.apple.com
https://accounts.google.com
https://graph.facebook.com'
https://oauth.yandex.ru
https://oauth.vk.com
https://account.mail.ru
https://api.ok.ru

ECUA v undposoit npodmab https://esia-portall.test.gosuslugi.ru

https://esia.gosuslugi.ru

BbaHku https://online.sberbank.ru
https://business.tinkoff.ru
https://id.vtb.ru
https://sbi.sberbank.ru:9443
https://fintech.sberbank.ru:9443
https://id-sandbox.alfabank.ru

cygunp https://login.mos.ru

https://login-tech.mos.ru
https://sudir.mos.ru
https://sudir-test.mos.ru

— K SMS-wnto3y (Npu ero Ucnosib3oBaHum);

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHMsalimeit u 3anpelleHa B Poccuu, AeaTeNbHOCTb NPUHAANexalLmMX eii coll.ceTeli Facebook u
Instagram Tak:ke 3anpetieHa B PP.

2.1. PassepTtbiBaHUe
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— KSMTP (npu ero ucnonb3oBaHum);
— K cepsucy push-yBegomneHui (Mpu ero Ucnoab3oBaHUK);
— K cepsucy Kafka (npu ero ucnonb3osaHum gnsa npunema cobbitnit 6esonacHocTu).

Ona VM-APP HyHO 3aBect nyb6amyHoe DNS-umsa (Hanpumep, auth.domain.ru) W BbINYCTUTb
TLS-cepTudmKaT Ha auth.domain.ruwam * .domain. ru.

PekomeHgyemble Tpe6oBaHUA ANA Knactepa

Cxema pasBepTbiBaHMA B KAACTePHOMN KOHUIypauum npuseseHa Ha pucyHKe Huxke. Cneayiite npuseaeHHbIM B

AaHHOM pa3gene TpeboBaHMAM NPU NOCTPOEHUN NPOAYKTUBHbIX KOHTYPOB CUCTEM ayTEHTUDUKALMM C BbICOKMMMU
TpeboBaHNAMM K AOCTYNMHOCTU M MMKOBOWM NPOU3BOAUTENIBHOCTH.

BHelwHMe cepBMChI

Monesoearenn | @ ﬁ
S | G T nemETEn A
- % HTTES : Knacrep Blitz . SMS-wnios, WARHTAGUKALAM | -
: . push-ysegomnerin (cou.cetn, 6ankw, ECKA)
u Knacrep - @ ]

m Beb-cepeepos

\ | Knacrep CYB/,
MpynoxeHua @ y

. L1
NpunexeHns / Blitz Identity Provider L E
— = SAML 2.0, : PR E—

OpeniD Connect 1.0, { -ce . Knacrep LDAP
Ofuth 2.0, REST API, JWT AAMUHMCTpaTOp | RMSEREEID el

cepeep noroe

B & | s 88

| (= =
“ . KoHcone ynpasnerus -E. USRS EE R

: Blitz Identity Provider ! ’\ Knacrtep ouepeau
AL
(L]

[ns paseepTbiBaHMA B KNacTepPHOM KOHOUIypaL MM PeKOMEHAYETCA UCMO/1b30BaTh BUPTYaibHble MallnHbI (4anee
— BM) co xapaKTepUCTUKamMM U PONAMM, YKa3aHHbIMM B TabBAULLE HUKeE.

2.1. PassepTtbiBaHUe 13
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PekomeHgyemble TpeboBaHMA K cepBepam 4/ pa3BepTbiBaHUA B KacTepe

OnucaHne = Kon-§ TeXHUYECKME XapaKTepUCTUKK no

BM 1-2 | 4aapa LNy, 46 03Y, 50 I'6 HXMA (HDD) nginx

Beb-cepBep(

(VM-WEB)

BM npu- 2 4 appa LUNY, 8 6 03Y, 50 ' HKXMA (HDD) Blitz Identity Provider:

NOXEeHUM blitz-idp,

Blitz blitz-registration,

Identity blitz-recovery,

Provider blitz-keeper;

(VM-APP) blitz-panel;
memcached, JDK

BM ans 1 2 aapa LNY, 4 T6 03Y, 100 I'6 HXM/, (HDD) memcached, JDK;

KOHCOoNU Blitz Identity Provider:

(VM-ADM) blitz-console

BM  ana 2-3 | OnAa PostgreSQL: 4 agpa LMY, 8 I'6 O3Y, 100 N6 HKM/J, MO PostgreSQL (9.6 uan Ho-

CyeA (HDD) (gaHHbIe), 50 T H¥XM/A (HDD) (cuctema). Ona  Bee) wunm Couchbase Server

(VM-DB) Couchbase Server®: 8 agep LINY, 16 6 03Y, 500 'l6 Community Edition (6.0 nau

H¥XMJ (HDD) (maHHble), 100 ' HXMJ, (SSD) (MHAaeK-  HoBee)
cbl), 50 '6 HXMJ, (HDD) (cuctema)

BM ana 2 4 appa LNY, 8 6 0O3Y, 100 I'e HXMA (HDD) 389 Directory Server

LDAP

(VM-LDAP)

BM ana 12 | 4agpa UNY, 8 T6 03Y, 50 M6 HXMZ, (HDD) RabbitMQ sepcuu 3.7.9

cepsepa

oyepegen

(VM-MQ)

BM agna  1-2 | 2agpalUny, 46 03Y, 50 6 HXM/A (HDD) HAProxy, keepalived

6anaHcu-

poBLLMKa

(VM-NLB)

Coser:
e VM-WEB:

MOXHO MCNONb30BaTb CYLLECTBYHOLLMI Beb-cepBep A1 6aNnaHCMPOBKM Harpy3Kku U cHATUA TLS ¢ BXxogALLero
TpaduKa.

VM—-APP:

Mpu BbICOKOW Harpy3ke pekoMeHAyeTcs pa3BepTbiBaTh Kaskaoe npuaoskenue Blitz Identity Provider B cBo-
€M K/acTepe Ha OTAEe/bHbIX CepBEpaX.

VM-ADM:
Ha 3ToT cepBep pekomeHayeTca cbop N0roB ¢ APYr1ux cepBepos Knactepa.
VM-DB:

Ona PostgreSQL pekomeHayeTca BblAENIUTb OAUH PU3MUYECKUI cepBep Nog, OCHOBHOM 3K3eMnaap U oguH
nog, peseps (standby). na Couchbase Server pekomengyetca mutmym”* 3 BM.

VM-LDAP:

B KauecTBe XpaHWAWLWA MOXKHO MCMOAb30BaTb CyLECcTBYOWEee XpaHuauwe Ha ocHose LDAP, Microsoft
Active Directory, FreelPA, nM60 MHYIO CUCTEMY XPaHEHUSA YUYETHbIX 3anucein 1 naponen (NoaxKaYeHne ye-
pe3 REST KOHHeKTOp).

3 https://docs.couchbase.com/server/current/install/install-linux.htm|
4 https://docs.couchbase.com/server/current/install/deployment-considerations-It-3nodes.html

2.1. PassepTtbiBaHUe 14
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e VM-MQ:
Mcnonb3oBaHue cepsepa oqepe,u,el‘/'l OnuMOHaIbHO.
e VM-NLBE:

BHYTpeHHMIM 6aNlaHCUPOBLLMK HYXKEH B cyyae Knactepusaumnmn LDAP 1 cepBepa ouepeaeit.

Tpebyemblie Bepcuu cuctemHoro MNO:

e OpenJDK 11, Liberica JDK 11, Axiom JDK 11 Certified nnam Oracle JDK 11;

* MeHegxep namsatn Memcached Bepcun 1.4.15 nau Bblwe;

TpeboBaHUA K ceTeBOIt CBASHOCTU:

e VM-WEB gonxHa 6biTb gocTynHa no 80, 443 (HTTP/HTTPS) 13 ceTelt nonb3osatenei;

e ¢ VM-WEB ponxeH 6biTb goctyn K VM-APP no 9000 (blitz—-idp), 9002 (blitz-registration),
9003 (blitz-recovery), 9012 (blitz-keeper), 9013 (blitz-panel) nu VM-ADM no 9001
(blitz—console);

e ¢ VM-APP poneH bbITb gocTyn:
= K apyrum VM-APP u VM-ADM no 11211 (memcached);

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,
18091, 18092 (ctaHgapTHble nopTbl Couchbase Server) unmn 5432 (ctaHAapTHbIM nopT PostgreSQL);

— KVM-LDAP (VM-NLB) no 389, 636 (ctaHaapTHble nopTbl LDAP);
- KVM-MQ (VM-NLB) no 5672 (ctaHgapTHbIi nopT RabbitMQ);

— K cepBMCaM BHELHUX NOCTABLLMKOB UAeHTUdGMKauMmM no 443 (Npu UX NCNOb30BAHUN):

CCbI/IKM Ha cepBUCHbI BHELWHUX NOCTaBLUKOB

Tun Ccbinka

CoumanbHble ceTn https://appleid.apple.com
https://accounts.google.com
https://graph.facebook.com’
https://oauth.yandex.ru
https://oauth.vk.com
https://account.mail.ru
https://api.ok.ru

ECUA v undposoit npodpunb  https://esia-portall.test.gosuslugi.ru
https://esia.gosuslugi.ru

BaHKM https://online.sberbank.ru
https://business.tinkoff.ru
https://id.vtb.ru
https://sbi.sberbank.ru:9443
https://fintech.sberbank.ru:9443
https://id-sandbox.alfabank.ru

cygup https://login.mos.ru
https://login-tech.mos.ru
https://sudir.mos.ru
https://sudir-test.mos.ru
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— K SMS-wnto3y (Npu ero Ucnosib3oBaHum);

K SMTP (npw ero ncnonb3oBaHum);

K cepBucy push-yBegomneHuit (Npu ero UCnosib3oBaHum);
— K cepsucy Kafka (npu ero ucnonbsosaHum gnsa npunema cobbitnit 6esonacHocTy).
e ¢ VM-ADM posneH bbITb focTyn:

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,
18091, 18092 (ctaHgapTHble nopTbl Couchbase Server) unmn 5432 (cTaHAapTHbIM nopT PostgreSQL);

— KVM-LDAP (VM_NLB) no 389, 636 (cTtaHaapTHble nopTbl LDAP);

— KVM-APP no 22 (ssh), 514 (rsyslog), 873 (rsync), 11211 (memcached);

- KVM-MQ (VM-NLB) no 5672 (ctaHgapTHbli nopT RabbitMQ);

— K cepsucy Kafka (npu ero ucnonb3osaHum gnsa npuema cobbitnit 6esonacHocTH)

e ¢ VM-DB ponkeH 6biTb goctyn ao apyrmx VM-DB no 8091, 8092, 8093, 11209, 11210, 11211,
4369,21100-21199, 11214, 11215, 18091, 18092 (noptbl Couchbase Server) nuan 5432 (nopt
PostgreSQL);

¢ ¢ VM-LDAP ponxeH 6biTb goctyn fo apyrmx VM-LDAP no 389, 636 (nopTbl LDAP);
e ¢ VM-MQ gonKeH 6biTb gocTyn go gpyrux VM-MQno 4369, 35197, 5672.

Ona VM-APP HyHO 3aBecTM nybamyHoe DNS-uma (Hanpumep, auth.domain.ru) M BbINyCTUTb
TLS-cepTudmKaT Ha auth.domain.ruwnam * .domain. ru.

2.1.3 O6waa MHCTPYKLMA NO YCTaHOBKe

B obuwem cnyyae yctaHoBKa Blitz Identity Provider BbiInoNHAETCA B ONMCAHHOM HUMKE NOCAeA0BaTENbHOCTH.

CoBeT: B 3aBMCMMOCTM OT MCNO/Ib3yEMOI ONEepaLMOHHOM CUCTEMbI eCTb CBOA crneunduKa No ycTaHOBKe Heob-
XOAMMOTO OKpYKeHuA. [1na ynobcTea BOCNONb3YATECh SKCNPECC-UHCTPYKLUMAMU ANA 0meyecmseeHHbIX (CTpaHn-
ua 30) n zapybexrHsix (cTpaHuua 49) OC.

BaxkHo: lNepepg pa3BepTbiBaHMEM 03HAKOMbBTECH C apxumexkmypoll pazsepmsisaHus (cTpaHuua 10) Blitz Identity
Provider.

LWar 1. JDK

Ha cepBepax, npeaHa3Ha4veHHbIX Ana ycraHosku MO cepsepa Blitz Identity Provider u agMUHUCTPATUBHOM KOH-
conu Blitz Identity Provider, Heobxoaumo ycTaHoBMTb U HacTpouTb JDK 11, pykoBoACTBYACh OdULMaNbHOMN cnpa-
BOYHOMN AOKYMEHTaLMEN, UCNONb3YA OANH U3 CIeAYIOLLMX NPOAYKTOB:

e OpenlJDK 11 PekomeHayeTca Ana cepTudbuLmMpoBaHHON Bepcuu;

Mpumevanue: Ona yctaHoskn OpenlDK 11 B CentOS 1 RHEL BbinoAHMTE KOMaHAY:

sudo yum install java-1ll-openjdk-devel

e Liberica JDK 11°;

2 Meta np13HaHa 3KCTPEMMUCTCKOW OopraHusaumein M 3anpelieHa B Poccuu, AeaTenbHOCTb NpUHaanexawux e cou.ceteit Facebook n
Instagram TaKKe 3anpeuieHa B PO.
5 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
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e Axiom JDK 11 Certified® PekomeHayeTca ana cepTUGULMPOBAHHOMN BEPCUM;

e Oracle JDK 117.

LWar 2. Memcached

BHumaHue: Bepcus memcached gonxkHa 6biTb 1.4.15 nnm Bbiwe. Cepsruc memcached gonskeH 6bITb ycTa-
HOB/IEH Ha CepBepax, NpeaHa3Ha4YeHHbIX AN ycTaHOBKK cepBucos Blitz Identity Provider:blit z—console,
blitz-idp,blitz-registration,blitz-recovery.

CentOS n RHEL

1. BbINONHUTL KOMaHAy:

yum -y install memcached

2. Mocne 3aBeplUeHUA YCTaHOBKM f06aBUTb cepBuc memcached B aBTO3anycK M 3anyCTUTb CEPBUC:

systemctl enable memcached
systemctl start memcached

Astra Linux Special Edition 1.6

1. BbINONHUTL KOMaHAY:

apt-get install memcached

2. Mocne 3aBepLIeHMA YCTaHOBKN f06aBUTb cepBUC memcached B aBTO3anycK 1 3aMyCTUTb CEPBUC:

systemctl enable memcached
systemctl start memcached

BaxkHo: CepBuc memcached 3anyckaeTca Ha nopTy 1121 1. Hy»kHO ybeauTbca, Y4TO STOT NOPT OTKPbIT Ha MeX-
CeTeBbIX 3KPaHaxX M MOXKeT ObITb MCMONb30BAH ANA coegMHeHUs mexKay cepucamm Blitz Identity Provider.

LWar 3. CYBA,
YcraHoBKa Couchbase Server

MHcTpyKums no yctaHoeKe Couchbase Server npusogutca ans CentOS 7 n RHEL 7. B cny4yae pa3BepTbiBaHUA NoOA4,
oTeyecTBEHHble onepauynoHHble cuctembl B Kavectse CYB/] pekomeHayeTca ncnosib3oBaTb PostgreSQL.

1. YcraHoBuTb Couchbase Server Ha Kaxaplii U3 BblaeNeHHbIX Nog yctaHoBKy CYB/[, cepBepoB coriacHo MH-
ctpykumn'?, Anctpubytne Couchbase Server MoxHO cKayaTb 37ech .

6 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.17/

7 https://www.oracle.com/java/technologies/javase/jdk11-archive-downloads.html
10 https://docs.couchbase.com/server/current/install/install-linux.html

11 https://www.couchbase.com/downloads
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BakHo: B DEV/TEST-cpemax monyctmumo Couchbase Server yctaHaBAuBaTb Ha CyLLECTBYIOLLME cepBepa C
Blitz Identity Provider, Ho B 3TOM cny4yae HyXHO yyecTb, 4To B Couchbase Server ncnonbsyetca csosa BcTpo-
eHHas memcached-cny»xba, n Bo nsbexaHne KOHGNMKTA HEOBXOAMMO CKOPPEKTUPOBATb UCMNOJIb3yeMble
Memecached nopTb! B Blitz Identity Provider/Couchbase Server.

2. [ob6asutb cepsuc Couchbase Server B aBT03anyck v 3anycTuTb CEPBUC:

systemctl enable couchbase-server
systemctl start couchbase-server

3. MpoBepuTb PaboToCNOCOBHOCTL CEPBMCA, BbIMOSHMB KOMaHAY:

systemctl status couchbase-server

4. MHMuManu3mMpoBaThb Ha Kaxaom cepsepe knactep Couchbase Server cornacHo nHcTpykumi'? (Ha nepsom
cepeepe MHULMANU3MPYETCA KNacTep, oCTajibHble cepBepa BKJIOYAIOTCA B Knactep). Bce HaCTPOMKM MOMK-
HO 334aTb KaK NPeasioKeHo Mo YMOMYAHMIO, TONbKO HYXKHO A/ KaXKAoro cepeepa B hostname 3agatb
nosHoe UMsA cepBepa. B KauecTBe MMeHU cepBepa He pekoMeHayeTca MCNob3oBaTh ero IP-agpec.

5. Ha niobom un3 cepsepoB knactepa Couchbase Server BbinonHUTb ckpunT no nogrotoske Couchbase
Server K ucnonb3osaHuto Blitz Identity Provider. CKpunT HaxoaAaTcA B AMpeKkTopum couchbase B apxuse
resources.zip BcocTaBe AucTpmbyTumea Blitz Identity Provider. CKpunT HyXKHO CKONWPOBaTb Ha Nto6oW
cepsep Knactepa Couchbase Server, neperTn B AUPEKTOPUIO U BbINMONHUTb CKPUAT cO34aHnA buckets
Ans xpaHeHus nHoopmaumm Blitz Identity Provider u MHAEKCOB ANA BbINOJHEHWA MOWMCKOBbLIX 3aMpocoB
Blitz Identity Provider B BJ;:

./cb_init.sh

B npouecce BbINONHEHMA CKpUNTa NOHaAo6buUTCA BBECTU:

e uma URL cepsepa Couchbase Server — BBecTu CTpPOKy BMAa http://<hostname>:8091, rge B
KayectBe hostname yKka3aTb MMA XOCTa CepBepa, C KOTOPOTrO BbINOAHAETCA CKPUNT;

® JIOTMH y4yeTHOM 3anucu agmuHucTpaTopa Couchbase Server — 3agaetca Nnpu MHUMLMANM3aLUK KiacTe-
pa Npw BbINONHEHUN NPEAbIAYLLEro MYHKTa UHCTPYKLUUW;

® Napoab y‘-iETHOf;I 3annMcn agMUHUCTPATOpPa Couchbase Server — 3adaeTca Nnpun nHnumnanmnsaummn Kna-
CTepa Npu BbINONHEHUU Npeablayuwero NnyHKTa MHCTPYKUWK;

* 0rWH yyeTHow 3anucun Couchbase Server, kKoTopas cosgacTtca B npoLecce BbINOJHEHWA 3TOFO CKPUNTA
Ans nogkntoveHuna cepeucos Blitz Identity Provider;

CoBet: PekomeHayeTca 3agaTb MMA blitz.

* naponb yyeTHoi 3anmcu Couchbase Server ana noakntodeHus npunoxkeHui Blitz Identity Provider.
6. Mocne BbINOAHEHMA CKPUNTa NPOU3BECTM CNEAYIOLNE HACTPONKM:

1. B KoHconu agmuHucTpuposaHusa Couchbase Server oTpesakTMpoBaTb HAaCTPOMKM KOAMYECTBA KoMK
[AaHHbIX HA pa3nyHbIX sk3emnaapax Couchbase. insa atoro B meHto Buckets noouepeaHo BbibpaTh
Kaxgplh bucket, HaxaTb Ha Hem Edit n 3apatb 3HaueHue HacTpoviku Enable B 6noke Replicas u
YCTaHOBWUTb YMC/0 PenvK. NS Knactepa us Tpex cepBepoB PeKOMEeHAYeTCs 3a4aTb B HACTPOMKe 3Ha-
yeHue 1 ANnA ymcna pennauk. 3atem B MeHto Settings peKkomeHZyeTca BKAOUUTL HacTponKky Enable
auto-failover 1 3agatb 3HaueHue «Timeout» B 30 cekyHA (auto-failover byaet paboTaTb, TONbKO ecn
B Knactepe CYB/l He meHee 3 cepBepOB M HAaCTPOEHa pensikauusa ana bucket).

2. HactpouTb pesepBHoe KonuposaHue 543,

12 https://docs.couchbase.com/server/current/manage/manage-nodes/initialize-node.html
13 https://docs.couchbase.com/server/current/manage/manage-backup-and-restore/manage-backup-and-restore.html
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YcTaHOBKa M HacTpoiika PostgreSQL

BHumaHue: Bepcua PostgreSQL ponkHa 6biTb 9.6 nnn HoBee.

CentOS n RHEL

YctaHoBUTb PostgreSQL cornacHo HCTpyKumm e,

Astra Linux Special Edition 1.6:

1. BbINONHUTL KOMaHAy:

apt-get install postgresqgl

2. lMocne 3aBepLlUEHMA YCTAaHOBKM 3aNyCTUTb CEPBUC:

systemctl start postgresqgl

Mocne 3aBeplieHna ycTaHOBKK PostgreSQL B Bbi6paHHOM OC HEO6XOAMMO BbINONHUTL CKPUMT MO NOATOTOBKE
PostgreSQL Kk ncnonb3osaHuio Blitz Identity Provider. CKpunTbl HaxoAATCA B AUMPEKTOPUM postgres B apxu-
Be resources.zip B coctaBe guctpmnbyTtumea Blitz Identity Provider. CKpunTbl Hy»KHO CKONMPOBATb Ha cepeep
PostgreSQL, nepeiTi B AMPEKTOPMIO M MO oYepean BbINOAHUTb KOMaHAbI:

su — postgres
createdb blitzdb

psqgl

CREATE USER blitz WITH ENCRYPTED PASSWORD 'set-your-pwd';
GRANT ALL PRIVILEGES ON DATABASE blitzdb TO blitz;

GRANT ALL ON ALL TABLES IN SCHEMA public TO blitz;

psgl -d blitzdb -U blitz -f 000-SCRIPT000.sqgl

psgl —-d blitzdb -U blitz —f NNN-SCRIPTNNN.sql

Bmecto set-your—pwd HYXHO BCTaBUTb Mapo/ib, KOTOPbIA ByAeT MCNoNb30BaThCA ANA MOAKAOYEHUA K
PostgreSQL.

Bmecto 000-SCRIPT000.sgl .. NNN-SCRIPTNNN.sgl HyXHO BCTaBUTb UMEHA CKPUMTOB U3 AUPEKTO-
pun postgres/ddl us apxmBa resources. zip. Hanpumep:

psgql -d blitzdb -U blitz -f 000-service-tasks.sqgl
psgl —-d blitzdb -U blitz -f 00l-init-database.sqgl
psgl -d blitzdb -U blitz -f 002-new_pp_columns.sqgl
psqgl -d blitzdb -U blitz -f 003-usd_id_table.sqgl
psgl —-d blitzdb -U blitz —-f 004-usr_auth_table.sqgl
psgl -d blitzdb -U blitz —-f 005-usr_agt_table.sqgl
psgql -d blitzdb -U blitz -f 006-usr_htp_hmc_alg.sqgl
psgl -d blitzdb -U blitz -f 007-usr_atr_cfm.sqgl
psgl -d blitzdb -U blitz -f 008-wak.sqgl

psqgl -d blitzdb -U blitz -f 009-fix_pp_column.sqgl
psgl —-d blitzdb -U blitz —-f 010-add_usr_prp.sql
psgl —-d blitzdb -U blitz -f 0l1l-pp_audit.sqgl

psqgql -d blitzdb -U blitz -f 012-geo_to_audit.sqgl

(continues on next page)

14 https://www.postgresql.org/download/linux/redhat/
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
psgql —-d blitzdb -U blitz -f 013-tasks.sqgl

psgql —-d blitzdb -U blitz -f 0l4-sec_ch_ua.sqgl
psgl -d blitzdb -U blitz -f 015-5.12.0.sq9l

psgl -d blitzdb -U blitz -f 016-5.13.0.sq9gl
psgl -d blitzdb -U blitz -f 017-5.15.0.sqgl
psgl -d blitzdb -U blitz -f 018-5.17.0.sq9l
psgl -d blitzdb -U blitz -f 019-5.18.0.sq9gl
psgl -d blitzdb -U blitz -f 020-5.20.0.sq9gl
psgl -d blitzdb -U blitz -f 021-5.21.0.sq9l
psgl -d blitzdb -U blitz -f 022-5.23.0.sqgl

Mocne BbINOAHEHMA CKPUNTa HEOBXOAMMO HaCTPOUTL Pe3epBHoe KonuposaHue 5/°.

LWar 4. RabbitMQ,

OnuunoHanbHoO

YcTaHOBKa cepBepa ovepeaeit RabbitMQ onumoHanbHa v TpebyeTca, ecin cepsep oyepeaen byaet UCNonb3o-
BaTbCA ANA nepedayu cobbimull 8 cmexHble cucmemsl (cTpaHuua 317) nam B KadecTBe bpokepa coobujeHull
(cTpaHmua 318).

CentOS n RHEL

YctaHoBUTb RabbitMQ cornacHo mHcTpykumn'’,

Astra Linux Special Edition 1.6:

1. BbINONHUTL KOMaHAY:

apt-get install rabbitmg-server

2. MNocne 3aBepLUeHUA YCTAaHOBKM 3aMyCTUTb CEPBUC:

systemctl start rabbitmg-server

War 5. Blitz Identity Provider

OnaycraHoBKku cepBmncoBblitz—-console,blitz-idp,blitz-registration,blitz-recoveryuc-
Nosb3yeTcA eAUHbIA YCTaHOBWMK blitz-5.X.X.bin.

Mpu ycTaHoBKe cepTuduMumMpoBaHHon Bepcum Blitz Identity Provider gononHutenbHo wucnonb3yetcs dain
blitz-idp-thirdparty-5.X.X.tar.gz, cogep}awmii apxms c ucnosabsyemoimu Blitz Identity Provider
CTOPOHHMMM BUBANOTEKAMN.

Ba)kHO: KOHCO/Mb ynpaBieHMA MOMKHO YCTaHOBUTb Ha Ntobol cepsep, rae yctaHoB/eH cepsep Blitz Identity
Provider, HO peKkomeHAYeTCs BbIAENWUTb NOA, YCTAaHOBKY KOHCOMW YNpaBaeHUsA OTAE/bHbIN agMUHUCTPATUBHbIV
cepsep. Ha cepBepe npeagapuUTeNbHO AONKHbI 6bITb YcTaHOBNAEHbI /DK (cTpaHuua 16) u memcached (cTpaHu-
ua 17).

Ona YCTAHOBKM NPUNOXKEHUN blitz-console, blitz-idp, blitz-registration,
blitz-recovery HeobxoamMmo:

16 https://postgrespro.ru/docs/postgresql/9.6/backup-dump#backup-dump-all
17 https://www.rabbitmg.com/install-rpm.html
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1. Ha npegHasHayeHHble ANA YCTAHOBKM cepBepa CKOMMPOBaThb (Hanpumep, B AUPEKTOpUio /tmp) U3 guc-
TpnbyTtunea Blitz Identity Provider dpainblitz-5.X.X.bin.

B cnyyae  yCTaHOBKM  cepTUOMUMPOBAHHOM  BEpCMM  HeobXxoaAMMO  TaKXKe  CKOMMpoBaTb
blitz-idp-thirdparty-5.X.X.tar.gz.

2. 3anycTutb yCTaHOBWMK b1litz—-5.X.X.bin, yKasas napameTpbl 3anycKa:

e —1 — CMUCOK YCTaHaBAMBAEMbIX MPWJIONKEHUN, pasfeneHHbix Yepe3 npoben (Hanpumep, idp
console registration recovery);

e —j —3HayeHne JAVA_HOME — gMPEKTOpKS, B KOTOPYIO Ha cepBepe ycTaHossieH JDK.

YcTaHoBKa byaeT npov3BeseHa B AMpeKToputo /usr/share/identityblitz.

Cnucok 1: Mprmep 3anycKa yCTaHOBLLMKA

cd /tmp
chmod +x blitz-5.X.X.bin
./blitz-5.X.X.bin -- -j /opt/oracle/jdk -i "idp console recovery registration"

Cnucok 2: MNMprmep BbIBOAA B KOHCO/b NPy paboTe yCTaHOBLLMKA

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing Blitz IDP 100%

R R i b I b b b S I b b b I b b b b I b b b b I b b b b I b b b b I b b b b b b b I b b b I b b b b 2 b b 2 b b b i

Application blitz-registration installed
Application blitz-recovery installed
Application blitz-console installed
Application blitz-idp installed

KRR AR A AR A A A A A A A AR A AR A A A A A A A A A A A A AR A A A AR A A A A A AN A A A A A A A I A A A A KA A KK

3. Co3patb panblitz_param.txt, B KOTOPOM 3a4aTb NEPBUYHbIE HAacTpolikK Blitz Identity Provider:

Couchbase Server

e DOMAIN — BHelWHee NMA OMeHa, Ha KoTopom byaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

¢ ROOT_CONTEXT — URL-nyTb, Ha KoTopom byaeT PpyHKLMOoHMpoBaTh Blitz Identity Provider;

‘ MpumeyvaHue: Ecnm napameTp He yKasblBaTb, TO NO yMonyaHuio byaeT 3agaH /blitz. ‘
e ADMIN_USERNAME — UMA y4eTHOM 3anunucu agMmnHuctpatopa 8 Blitz Identity Provider;

‘ MpumeuaHme: Ecnm napameTp He yKasbiBaTb, TO N0 ymoa4YaHuto byaeT 3agaH admin. ‘

e ADMIN_PASSWORD — naposib OT y4eTHOW 3anmMcK agmmHucTpaTopa B Blitz Identity Provider;

e KEYSTORE_PASSWORD —naponb OT cO34aBaeMoro B npouecce yCTaHOBKU KNOYEeBOro KOHTeﬁHepa;

MpumeuyaHue: Ecnum napametpbl ADMIN_PASSWORD 1 KEYSTORE_PASSWORD He yKa3blBaTb,
TO 3T1 Naponu byayT aBTOMATUYECKM CreHepUPOBaHbI U BbiBEAEHbI B pe3y/ibTaTax paboTbl ckpunTa
KOHUrypaumm.

e MEMCACHED_SERVERS — agpeca cepBepos c memcached;
e DB_MODE — ucnonb3yemas CYB/: CB ana Couchbase Server;

e CB_NODES —aapeca cepsepos ¢ CYB/[, Couchbase Server;
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CB_USERNAME — nms y4yeTHow 3anmcu B CYB/[, Couchbase Server (no ymonyaHuto b1lit z);
CB_PASSWORD — naposb 0T y4yeTHow 3anucu 8 CYB/, Couchbase Server;

TRUSTED_SERVERS —agpeca nogcetei cepsepos ¢ cepsucamu Blitz Identity Provider (no ymonya-
HWI0O 127.0.0.1/32).

Cnucok 3: Mpumep KoHPUrypaumMoHHoro painna

DOMAIN=test

MEMCACHED_SERVERS="192.168.122.10 127.0.0.1"

DB_MODE=CB

CB_NODES="192.168.122.20 192.168.122.21 192.168.122.22"
CB_USERNAME=blitz

CB_PASSWORD=12ABcd45

PostgreSQL

DOMAIN — BHelWHee UMA SOMeHa, Ha KoTopom byaeT dyHKLMOoHUpoBaTb Blitz Identity Provider;

ROOT_CONTEXT — URL-nyTb, Ha KoTopom byaeT dyHKUMoHUpoBaTs Blitz Identity Provider;

‘ MpumeyaHue: Ecim napameTp He yKasblBaTb, TO NO yMoOAYaHUIO byaeT 3adaH /blitz. ‘
ADMIN_USERNAME — uMA y4eTHOM 3anncy agMmnHuctpatopa B Blitz Identity Provider;

‘ MpumeuaHme: Ecav napameTp He yKasbiBaTb, TO NO yMOAYaHUIO byaeT 3agaH admin. ‘

ADMIN_PASSWORD — napo/b OT y4eTHOM 3anucu agmuHucTpaTopa B Blitz Identity Provider;

KEYSTORE_PASSWORD —napo/b OT cO34aBaemMoro B npouecce yCTaHOBKU KNt0YeBOro KOHTeﬁHepa;

MpumeuyaHue: Ecnu napametpbl ADMIN_PASSWORD n KEYSTORE_PASSWORD He yKa3blBaThb,
TO 3T1 Naponu byayT aBTOMATUYECKM CFeHepUPOBaHbI U BbiBEAEHbI B pe3y/ibTaTax paboTbl CKpUnTa
KoHdUrypaumm.

MEMCACHED_SERVERS — aapeca cepsepoB c memcached,;
DB_MODE — ucnonb3dyemana CYB/[: PG ana PostgreSQL;
PG_HOSTNAME — agpec CYB/, PostgreSQL;

PG_DB_NAME — uma b1 8 CYB/[, PostgreSQL;

CoBet: PekomeHayeTca ncnonbsosatb blitzdb.

PG_USERNAME — umaA y4eTHo 3anucu B CYB/], PostgreSQL;

CoBeT: PekomeHayeTca ncnonbsosBatb blitz.

PG_PASSWORD — naponb OT y4eTHon 3anucu B CYB/], PostgreSQL;

TRUSTED_SERVERS —aapeca noacetei cepsepos ¢ cepsmcamm Blitz Identity Provider (no ymonya-
HW0O 127.0.0.1/32).
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Cnncok 4: NMpumep KoHbUrypaunoHHoro daina

DOMAIN=test

ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1 192.168.122.96"
DB_MODE=PG

PG_HOSTNAME=192.168.122.20
PG_DB_NAME=blitzdb

PG_USERNAME=blitz

PG_PASSWORD=123456
TRUSTED_SERVERS="127.0.0.1/32 192.168.122.96/32 192.168.122.0/24"
ADMIN_USERNAME=adminl
ADMIN_PASSWORD=0123456789
KEYSTORE_PASSWORD=0123456789

4. 3anycTUTb CKPWUNT MepBOHa4Ya/sbHOW HacTpolku Blitz Identity Provider, ykasaB nyTb K daliny
blitz_param.txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pesynbTaTe BbINOAHEHWUS CKpPUNTa BYAYT HAaCTPOEHbl KOHPUrypaUnOoHHbIe dalinbl, a TakKe byaeT creHe-
pypoBaH M NokasaH NorMH/naponb aamuHucTpaTopa Blitz Identity Provider u creHepupoBsaH naponb oT
K/It04EBOrO KOHTelHepa:

KRR AR A AR A A A A A A A AR A AR A AR A A A A A A A A A KA A A AR A A A A A AN A AR A A A A A A A AR A XK

Your instance is configured on domain: test.loc
The Administration Console available on addresses:
http://testinstallation.local:9%9001/blitz/console

Administration user credentials of Console:

username - admin
password — 98aAB0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-

—config/credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239

KA AR A AR A AR A AR A AR A AR A AR A A A AR A A A A A A A AR A AR AR A AR A I AR A AR AR A AR A AR Ak, K

Cosert: Ecam npu 3anycKe yCTaHOBLUMKA 6bin aonyuweHbl oWmn6BKn BBOAA, TaK YTO YCTAaHOBKa 6bina npose-
AeHa C HeNpPaBU/IbHbIMU NapamMeTpamiu, TO MOXXHO BOCMO/1Ib30BaTbCA cne,u,yrou.l,eﬁ KOMaHAOﬁ AanayaaneHna
cbaﬁnos, KOTOpble CO34aN YCTAaHOBLIUK, YTOObI MMETb BO3MOMKHOCTb BHOBb npoBecT YCTaHOBKY HAa4YnNCTO!:

rm -rf /usr/share/identityblitz /etc/default/blitz-* /etc/blitz-* /var/log/
—identityblitz/ /lib/systemd/system/blitz-*

5. Oo6aBuTb CEpBMCbI B aBTO3amMyCK Ha COOTBETCTBYIOLLMX MM CepBepax 1 3amnyCcTmTb UX:

systemctl enable blitz-console
systemctl start blitz-console
systemctl enable blitz-idp
systemctl start blitz-idp

systemctl enable blitz-registration

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

systemctl start blitz-registration
systemctl enable blitz-recovery
systemctl start blitz-recovery

LWar 6. CuHxpoHusauma ¢pannos KoOHPUrypaumm

TonbKo oNA yCTaHOBKU B Knactepe

Mpw passepTbiBaHuu Blitz Identity Provider B Knactepe He0bXo0AMMO HACTPOUTb CUHXPOHMU3ALMIO KOHUTYpaLMK
MeXay cepBepamu Knactepa Blitz Identity Provider:

[eiicTBMA Ha cepBepe C KOHCONbIO yNpaBaeHuA

1. YcTtaHOBUTb rsync M incron:

sudo yum install rsync incron

unu (ans Astra Linux Special Edition 1.6)

sudo apt install rsync incron

2. Mepekntountbca B Nonb3oBaTenablitz:

sudo su - blitz

3. CreHepupoBaTb ssh-Kno4 KOMaHAoM (Ha BCe 3afaBaemble YTUIMTON BOMPOCHI pekoMeHayeTca BbibpaTb
OTBETbl N0 YMOAYAHMIO):

ssh-keygen

4. MpounTaTb N COXPAHUTbL ANA OaNbHeMnLWwero Ncnonb3oBaHUA ﬂY6l]VI‘-IHbIl';1 ssh-Kntou:

cat /usr/share/identityblitz/.ssh/id_rsa.pub

5. OTKpbITb HAacTpPOMKM incrontab:

incrontab -e

B OTKpbIBLUEMCS OKHE pefaKkTopa BCTaBUTb CriedytoLlee:

/usr/share/identityblitz/blitz-config IN_MODIFY,IN_ATTRIB,IN_CREATE, IN_DELETE,
—IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh ./ $# $%
/usr/share/identityblitz/blitz-config/assets IN_MODIFY, IN_ATTRIB, IN_CREATE, IN_
—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh assets
—S# $%

/usr/share/identityblitz/blitz-config/assets/services IN_MODIFY,IN_ATTRIB, IN_
—CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh assets $# $%

/usr/share/identityblitz/blitz-config/assets/themes IN_MODIFY, IN_ATTRIB, IN_
—CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh assets $# $%

/usr/share/identityblitz/blitz-config/apps IN_MODIFY,IN_ATTRIB, IN_CREATE, IN_
—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh apps $
/usr/share/identityblitz/blitz-config/saml IN_MODIFY,IN_ATTRIB, IN_CREATE, IN_

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh saml $
—# $%

/usr/share/identityblitz/blitz-config/saml/conf IN_MODIFY, IN_ATTRIB, IN_CREATE,
—IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh.
—saml $# $%

/usr/share/identityblitz/blitz-config/saml/credentials IN_MODIFY, IN_ATTRIB, IN_
—»CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh saml S$# $%

/usr/share/identityblitz/blitz-config/saml/metadata IN_MODIFY, IN_ATTRIB, IN_
—»CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh saml S$# $%

/usr/share/identityblitz/blitz-config/custom_messages IN_MODIFY,IN_ATTRIB, IN_
<»CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh custom_messages S$# $%
/usr/share/identityblitz/blitz-config/custom_messages/dics IN_MODIFY, IN_ATTRIB,
. IN_CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_
—sync.sh custom_messages $# $%

/usr/share/identityblitz/blitz-config/devices IN_MODIFY, IN_ATTRIB, IN_CREATE, IN_
—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh.
—devices $# $%

/usr/share/identityblitz/blitz-config/simple IN_MODIFY, IN_ATTRIB, IN_CREATE, IN_
—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh simple
—S# $%

/usr/share/identityblitz/blitz-config/certs IN_MODIFY, IN_ATTRIB,IN_CREATE, IN_
—DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh certs $
/usr/share/identityblitz/blitz-config/flows/login IN_MODIFY,IN_ATTRIB, IN_
—»CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh flows S$# $%

/usr/share/identityblitz/blitz-config/flows/reg IN_MODIFY, IN_ATTRIB, IN_CREATE,
—IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.sh.
—~flows S$# $%

/usr/share/identityblitz/blitz-config/flows/extIdps IN_MODIFY, IN_ATTRIB, IN_
—»CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—sh flows S$# $%

/usr/share/identityblitz/blitz-config/token_exchange IN_MODIFY,IN_ATTRIB, IN_
—+CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_sync.
—»sh token_exchange $# $%
/usr/share/identityblitz/blitz-config/token_exchange/rules IN_MODIFY, IN_ATTRIB,
<, IN_CREATE, IN_DELETE, IN_CLOSE_WRITE /usr/share/identityblitz/scripts/config_
—»sync.sh token_exchange $# $%

6. Co3patb ¢an /usr/share/identityblitz/scripts/config_sync.sh u BCTaBUTb B Hero
CKpMNT:

#!/bin/bash

app_dir=/usr/share/identityblitz/blitz-config
node_list="NODES_LIST"

for node in $(echo "${node_1list}"); do

rsync -r —a --delete ${app_dir}/${1} ${USER}@S${node}:${app_dir};
done

7. B KauyectBe 3HauyeHus node_list, Bmecto NODES_LIST, HeobxoAMmo nponucaTb CNMCOK hostname
y3n0B Knactepa Blitz (kpome y3na koHconu ynpasneHus Blitz Console). BnucbiBaTb 3HaYeHUA HYXKHO Yepes
npoben. Hanpumep:

node_list="appl.local app2.local"

8. Cpenatb dain /usr/share/identityblitz/scripts/config_sync.sh ncnonHAembIm:
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chmod +x /usr/share/identityblitz/scripts/config_sync.sh

9. 3anyctutb incrontab, BbINOAHMB NOA NOAb30BaTENIEM root KoMaHAy:

systemctl enable incrond
systemctl start incrond

DeiictBuA Ha octanbHbix cepBepax Blitz Identity Provider

1. YcTraHoBUTb rsync:

sudo yum install rsync

unu (gna Astra Linux Special Edition 1.6)

sudo apt install rsync

2. lNepekntounTtbca B Nonb3osatena blitz:

sudo su — blitz

3. BbINOAHUTbL CAeAyIOLWMIA CKPUNT:

mkdir .ssh

touch .ssh/authorized_keys
chmod 700 .ssh

chmod 640 .ssh/authorized_keys

4, OTKpbITb daiin . ssh/authorized_keys N0bbiM peaakTOPoOMm, HaNPUMEP, Vim, 1 BCTaBUTb NYBANYHBIN
ssh-k/itoy, nonyyeHHbIN paHee Ha cepBepe KoHconu ynpasnenus Blitz Console.

Lar 7. Be6-cepBep

B KauecTBe Beb-cepBepa peKoMeHAYeTCA MCNob30BaTh nginx. Mpumep HacTpoeyHoro ¢aiina ana nginx BKAO-
yeH B auctpubyTtus Blitz Identity Provider — 310 ¢aitn blitz—-idp.conf U3 AnpekTopun nginx B apxuBe
resources.zip. Hy}KHO CKOppPeKTUPOBaTb cneaytoLmne 610KM HACTPOEK, Noc/ie Yero 3arpy3utb daiin Ha cep-
Bep ¢ nginx (Katanor /etc/nginx/conf.d):

1. CKoppeKTnpoBaTb 610K HacTpoeK 6anaHCUPOBKHU:

upstream blitz-idp {
server [BLITZ-IDP-NODE-01]:9000 max_fails=3 fail_timeout=120;
server [BLITZ-IDP-NODE-02]:9000 max_fails=3 fail_timeout=120;
}
upstream blitz-reg {
server [BLITZ-REG-NODE-01]:9002 max_fails=3 fail_timeout=120;
server [BLITZ-REG-NODE-02]:9002 max_fails=3 fail_timeout=120;
I
upstream blitz-rec {
server [BLITZ-REC-NODE-01]:9003 max_fails=3 fail_timeout=120;
server [BLITZ-REC-NODE-02]:9003 max_fails=3 fail_timeout=120;
;
upstream blitz-console {
server [BLITZ-CONSOLE-NODE-01]:9001 max_fails=3 fail_timeout=120;
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MapameTpbl UMeIOT cneayrowme Ha3HayYeHuA:

e [BLITZ-%%%-NODE-XX] — umeHa (hostname) cepepoB ¢ cepBucamu Blitz Identity Provider
(blitz—-idp,blitz-registration,blitz-recovery);

e [BLITZ-CONSOLE-NODE-01] —uma (hostname) cepsepa c Blitz Console.

2. CKoppeKTnpoBaTb 610K HAaCTPOEK TEPMUHUPOBAHUS TLS:

ssl _certificate [BLITZ-SSL-CERT-FILE];
ssl_certificate_key [BLITZ-SSL-PRIVATEKEY-FILE];

MapameTpbl UMEIOT CNeayrowme Ha3HauYeHUA:
e [BLITZ-SSL-CERT-FILE] —nyTb (nosHoe nms) K ¢paiiny c TLS-cepTudukatom cepsepa;
e [BLITZ-IDP-CONSOLE-NODE-01] —nyTb (NnonHoe ums) K dpainy c TLS-knouom cepsepa.

3. Cnepyet yuecTb, yto Blitz Identity Provider urHopupyet 3aronosok X-Forwarded-Proto https,ecam
B nginx X—Forwarded-For coaep*ut 6onee ogHoro IP-agpeca, Hanpumep:

proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;

B sTom cnyvae pekomeHayeTcA MCNONb30BaTb caeaytolee 3HaYeHe AUPEKTUBbI:

proxy_set_header X-Forwarded-For $client_ip

Mpwn aToM client_ip BbluMCAAETCA C NOMOLLbBIO Map. M3 cnucka Bceraa Bcerga 6ep6TCH nepsoe 3Have-
HWe:

map Shttp_x_forwarded_for $client_ip {
default S$remote_addr;
"~ (2<IP>([0-914{1,3}\.){3}[0-9]1{1,3})*" SIP;
"A (?2<IP>([0-91{1,3}\.){3}[0-91{1,3}),.*" SIP;

4. CronupoBsaTb Ha cepBep nginx B Nanky /usr/share/nginx/html nanky static_errors c dpanna-
MM CTPaHUL, oTobparkeHMA ownboK cepsepa. Palinbl ¢ nprmepamm obopmaeHUA CTPAHUL, OLIMBOK MOXKHO
B3ATb B AnUcTpmnbyTmMBe Blitz Identity Provider —aTo nanka static_errors BapxuBe resources. zip.

LUar 8. LDAP-kaTanor

OnymoHanbHO
Cm.Takxke:
Crniucok noddepxusaemsix kamasnozoe (ctpaHnua 10).

B cnyyae HeobxoaMmocCTH pa3BepTbiBaHUA HoBoro LDAP-kaTanora pekomeHayetcs B KadecTse LDAP-kaTanora uc-
nosib3oBaTb 389 Directory Server, KoTopblit BxoauT B cocTas OC:
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CentOS n RHEL

1.

2.

BbInoAHUTL KOMa HAObl YCTAHOBKMW!

yum install 389-ds-base 389-adminutil 389-admin 389-admin-console 389-console.
—389-ds-console
yum install xauth

YcTaHoBUTL 1imit s B cooTBETCTBMM C pekomeHaaumamm 389 Directory Server:

echo "fs.file-max = 64000" >> /etc/sysctl.conf

echo "* soft nofile 8192" >> /etc/security/limits.conf
echo "* hard nofile 8192" >> /etc/security/limits.conf
echo "ulimit -n 8192" >> /etc/profile

. Munumnannsmposatb LDAP-kaTanor. OTBETUTb Ha BOMPOCHI YCTAHOBLLMKA:

setup-ds—admin.pl

MNocne 3aBepLueHNA YCTAaHOBKH ,D,O6aBVITb LDAP-KkaTanor B aBTO3anycK 1 3anycTutb CepBUC:

systemctl enable dirsrv.target
systemctl start dirsrv.target

Astra Linux Special Edition 1.6

. BbINOAHWUTb KOMaHAY YCTAHOBKM M CKPUNT MHULMANN3ALMM KaTaslora:

apt-get install 389-ds-base
setup-ds

Mocne 3aBeplieHns yctaHoBKM A06aBnTb LDAP-KaTanor B aBTO3anycK 1 3anycTUTb CEPBUC:

systemctl enable dirsrv.target
systemctl start dirsrv.target

Mocne yctaHoBkM 389 Directory Server BbINONHUTL €r0 HACTPOWKY ANA NOATOTOBKM MCMNO/b30BaHUA COBMECTHO C
Blitz Identity Provider. nsa atoro:

1.

CronupoBsaTtb Ha LDAP-cepBep KoHbUrypaumnoHHble ckpunTtbl LDAP 13 coctaBa anctpubyTtmea Blitz Identity
Provider (3To nanka 1dap B apxuBe resources. zip).

. BbINOAHWUTb CKPWMNT NepBOHaYaNbHOM HACTPOMKM ldap_init.sh — CKpMNT co3gacT BeTKy sub Aad

XpaHeHMA MONb30BaTeNiel, CepPBMCHOrO MoNb30BaTeNA reader, HAacTPOMT NpaBa [OCTyNa NO/Mb30Ba-
TENA U ero NaposibHy NOAUTUKY (6eccpouHblit Napoab ANA CePBMCHOrO MOMb30BaTeNsa), co3AacT Kaacc
blitz-schema catpnbytamm uid, mail, mobile, sn, name:

chmod +x ldap_init.sh
./ldap_init.sh

. BbIMOAHWUTBL CKPUNT HacTpoliku TLS Ha cepsepe LDAP (CKpMNT co3gaeT Konuio Tekyuelh NSS DB, 3atem

co3gaeT HoBYO NSS DB, ceptuduKaTbl M dain pin. txt 4na 3anycka cepsepa 6e3 BBoga Napona):

chmod +x ldap_ssl.sh
./ldap_ssl.sh

Mocne BbinonHeHWA ckpunTa nepesanyctuTb LDAP-kaTanor:
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systemctl restart dirsrv.target

5. Ecnu TpebyeTca HacTpOUTb M BKAOUUTb rNobasibHble NaposibHble NoANTMKM B LDAP, TO CKOPPEKTUPOBaTb U
BbINOJIHUTL CKPUNT 1ldap_pwdpolicy.sh:

chmod +x ldap_pwdpolicy.sh
./ldap_pwdpolicy.sh

6. Ecam TpebyeTca co3gatb 4ONONHUTENbHbIE aTPUBYTHI:

1. NOAroTOBUTb TEKCTOBbIN dalin, B KOTOPOM Ha KaKA0W CTPOKe NPUBECTU MMA CO34aBaeMoro atpnbyra
(T.e. TeKcToBbIM ¢paiin co cTonbUOM co3aaBaembix aTpMbyTOB);

2. BbINONHUTb CKpMNT CO3a4aHMNA AONOTHUTENTbHbIX anVI6yTOB, OTBETUTb Ha €ro BONPOCHbI:

chmod +x ldap_add_attr.sh
./ldap_add_attr.sh

3. OTpefaKTMpoBaTb TEKCTOBbIM ¢akin no agpecy /etc/dirsrv/slapd-<HaszBaHue HH-
crauca>/schema/99%user.1dif, nobaBuTb HOBble aTPUOYTbl B objectclass C MMeHem
blitz-schema B pa3gen MAY;

4. nepesanyctuTb LDAP-KkaTanor, 4Tobbl NPUMEHUTb U3MEHEHUS CXEMbI KaTaslora:

systemctl restart dirsrv.target

2.1.4 SKcnpecc-UHCTPYKUUU ana pasHbix OC

B naHHOM pasaene npuBeaeHbl SKCNPECcCc-MHCTPYKLUMM No ycTaHoBKe Blitz Identity Provider B pasnnyHbix onepa-
LMOHHbIX CUCTEMAX.

OrpaHuyYeHua NpU UCNONb30BaHUU UHCTPYKLMIA

MpepynpexaeHue: B sKcnpecc-MHCTPYKUMAX NO YCTaHOBKE PacCMaTPUBAETCA MMHUMANbHaA KOHOUrypa-
unA 6e3 obecneyeHns OTKA30YCTOMYMBOCTU C Pa3MeLLeHMEM BCEX KOMMOHEHT Ha 1 BUPTyasibHOM MalunHe.

BaxkHo: lMepep BbiNONHEHNEM PabOT HEOHXOAMMO OOHOBUTL ONEPaLMOHHYIO CUCTEMY [0 AKTYaIbHbIX NaTyYel.

MHCTPYKUMM NPUBOAATCA ANA CAYYan HANMUMA NOAKNHOYEHUA BUPTYabHOM MalUMHbI K CETU MHTEpHET. B Kaye-
CTBE OMEHHOTO UMEHW A1 YCTAaHOBKM B MHCTPYKLMAX UCNONb3yeTcs MMA testinstallation. local (ero
HY}KHO CKOPPEKTMPOBaThb). B NpvmeHAeMbIX 418 HAaCTPOMKKU CKPMNTax B Ka4ecTBe Naposia MUCNob3yeTca CTPOKa
CHANGE_ME (ero Hy»KHO CKOPpPEeKTUPOoBaTb). Bce A4eNCTBMA BbINONHAOTCA C MPUBUIETMAMM MO/b30BATENA TOOL.

Mepen ycTaHOBKOM Ha cepBep B KaTanor ~/tmp/blit z AOMKHbI ObITb 3arpy*KeHbl M pacnakoBaHbl Ganbl guc-
TpubyTnea Blitz Identity Provider (npoBepuTb NpaBuabHOCTb Bepcun B BLITZ_REL):

export BLITZ_REL=5.18.0

mkdir -p ~/tmp/blitz

wget —g 'https://nc.idblitz.ru/nextcloud/index.php/s/3W48EBrNXf3R3WC/download?path=
+%2F'SBLITZ_REL'&files=blitz-'SBLITZ_REL.bin -0 ~/tmp/blitz/blitz-$BLITZ_REL.bin
wget —g 'https://nc.idblitz.ru/nextcloud/index.php/s/3W48EBrNXf3R3WC/download?path=
—%2F'$SBLITZ_REL'&files=resources.zip' -0 ~/tmp/blitz/resources.zip

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

unzip ~/tmp/blitz/resources.zip —-d ~/tmp/blitz
find ~/tmp/blitz -name *.sh -o —-name *.bin|xargs chmod +x

Astra, Anbt, OCHOBa, Red OS

BaxkHO: Cm. 02paHuYeHus (cTpaHMua 29) Npyu UCNONb30BaHUM SKCNPECC-UMHCTPYKLMIA.

Cnucok OC, gns KOTopbIX NPUBEAEHbBI MHCTPYKLIMM MO YCTAaHOBKE, U MX 0603HaYeHMe B JaHHOM pasgene:
e Astra 1.7: Astra Linux Special Edition 1.7;
e Anbt 8: Anbt 8 CIN Cepsep;
e Anbt 10: Anbt Cepsep 10;

OCHoBa: OCHoBa 2.5.1;

Red OS: Red 0S 7.3.

LWar 1. JDK

Astra 1.7

YcTaHoBUTL AMCTpUbYTHB Liberica JDK 1117,

Anbt 8

YcTtaHoBUTb ancTpubytus JDK:

apt-get install java-l1l-openjdk-devel

Anbt 10

YcTtaHoBUTb ancTpubyTtus JDK:

apt-get install java-l1l-openjdk-devel

OCHoBa

YcTaHoBUTL ANCTpUbYTHB Liberica JDK 1129,

19 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
20 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
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Red OS

YCTaHOBUTb AUCTPUOYTUB:

dnf install java-1l-openjdk-devel

War 2. Memcached

Astra 1.7
YCTaHOBUTb ANCTPUBYTHMB:

apt install memcached

3anycTuTb CAyKoy:

systemctl enable memcached && systemctl start memcached

apt—-get install java-1.8.0-openjdk-devel

Anbt 8
YCTaHOBUTbL ANCTPUBYTMB:

apt—-get install memcached

3anycTuTb cyKoy:

systemctl enable memcached && systemctl start memcached

Anbt 10
YCTaHOBUTb ANCTPUBYTHMB:

apt-get install memcached

3anycTuTb CNyKoy:

systemctl enable memcached && systemctl start memcached

OCHoBa
YCTaHOBUTbL AUCTPUOYTMB:

apt install memcached

3anycTuTb cyKoy:

systemctl enable memcached && systemctl start memcached
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Red OS

YCTaHOBUTb AUCTPUOYTUB:

dnf install memcached

3anycTuTb cayKoy:

systemctl enable memcached && systemctl start memcached

Lar 3. PostgreSQL

Astra 1.7

YCTaHOBUTb AUCTPUBYTUB:

apt install postgresqgl-11

[o6aBuTb paspelleHne B /etc/postgresqgl/11/main/pg_hba.conf Ha nogkntoyeHne K CYB/[ nonb3o-
BaTento blitz:

host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKaszaTb anroputm wWndposaHua naponen B /etc/postgresgl/11l/main/postgresgl.conf:

password_encryption = scram-sha-256

Mepe3anycTuTb cyKoy:

systemctl restart postgresgl@ll-main

MoakntounTbea K CYB/[, M npoBecTy NepBUYHYIO HAaCTPOIKY

su - postgres

psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell nonb3oBatens root v BbINOAHUTL CKPUNTbI CO34aHUA M 06HOBAEHMA CTPYKTYpbl B b1it zdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl1/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sql

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
(*»Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/0l14-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sq9l

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

apt-get install postgresqglll-server

UMHnymanusmposatb CYB KomaHaoM:

/etc/init.d/postgresgl initdb

[ob6aBuTb paspelleHne B /etc/postgresgl/11/main/pg_hba.conf Ha nogkntoueHue Kk CYB[ nonb3o-
BaTento blitz:

host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKazaTb anroputm wudpoBaHMA naponen B /etc/postgresqgl/11/main/postgresgl.conf:

password_encryption = scram-sha-256

3anycTuTb cyKoy:

systemctl enable postgresqgl && systemctl start postgresqgl

Nopkntountbea K CYB/1 1 NpoBecTM NepBUHHYIO HACTPOMKY
psgl -U postgres

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell U BbINOAHUTL CKPUNTLI CO3A4aHMA U 0OHOBAEHUA CTPYKTYpbI B, b1lit zdb:

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/0l14-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sq9l

Anbt 10

YCTaHOBUTb ANCTPUBYTHMB:

apt-get install postgresqgll4-server

UHnymanusmposatb CYB KomaHaoM:

/etc/init.d/postgresql initdb

3anycTuTb cyKoy:

systemctl enable postgresgl && systemctl start postgresqgl

Noakntountbea K CYB/l 1 NpoBecTM NepBUYHYIO HACTPOMKY
psgl -U postgres

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell M BbINOAHWUTL CKPUNTLI CO34,aHMA U 0BHOBNAEHMSA CTPYKTYpbl B blitzdb:

psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/000-service-tasks.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/00l-init-database.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.sql
psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.sqgl

(continues on next page)
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psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.sql
psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sq9l

psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

OCHoBa

YCTaHOBUTb AUCTPUBYTUB:

apt install postgresqgl-11 postgresgl-client-11

MHuumanusmnposate CYB[, KomaHaoi:

/etc/init.d/postgresqgl initdb

[06aBuTb paspelweHne B /etc/postgresgl/11/main/pg_hba.conf Ha nogkatoyeHue K b, nonb3osa-
Tenoblitz:

host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb afiropuTm WndpoBaHuMA naponen B /etc/postgresqgl/11/main/postgresqgl.conf:

password_encryption = scram-sha-256

Mepe3anycTuTb cyKoy:

systemctl restart postgresqgl

MNoaxntounTbes K CYBM, n NpoBeCTM NEPBUYHYIO HACTPOMKY

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell nonb3oBaTens root v BbINOAHUTL CKPUNTbI CO34aHUA U 06HOBAEHMA CTPYKTYpPbl BA b1l1it zdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.

(continues on next page)
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<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

Red OS

YCTaHOBUTb AUCTPUBYTUB:

dnf install postgresgllé4-server

NMHunymanusmposatb CYB KomaHaoM:

/usr/bin/postgresgl-14-setup initdb

[o6asuTb paspewenne B /var/lib/pgsgl/14/data/pg_hba.conf Ha nogkntoyeHune K b, nonb3osa-
Tentoblitz:

host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKaszaTb anroputm wndposaHua naponen 8 /var/lib/pgsqgl/14/data/postgresqgl.conft:

password_encryption = scram-sha-256

3anycTuTb cyKoy:

systemctl enable postgresqgl-14 && systemctl start postgresqgl-14

Noakntountbea K CYB/l M NpoBECTM NePBUYHYIO HACTPOMNKY

su — postgres
psql

(continues on next page)
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create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbeA B shell nonb3oBaTens root v BbINOAHUTL CKPUNTbI CO34aHUA U 06HOBAEHMA CTPYKTYPbI B blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
fA»Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
f—»Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
<~>Sql

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/0l4-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.s9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

LWar 4. RabbitMQ

Astra 1.7

YCTaHOBUTb AUCTPUBYTUB:

apt—-get install rabbitmg-server

3anycTuTb cayKoy:

systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAroToBMTL OYepeab AN B3aUMOAEUCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" " _&mom oxn
rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin
chmod +x rabbitmgadmin

(continues on next page)
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./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

apt—-get install rabbitmg-server

3anycTuTb cyKoy:

systemctl enable rabbitmg && systemctl start rabbitmg

MoAroToBMTL OYepeab AN B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&mom oxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Anbt 10

YcTaHOBUTb AUCTPUBYTUB:

apt—-get install rabbitmg-server

3anycTuTb cyKoy:

systemctl enable rabbitmg && systemctl start rabbitmg

MoAroToBMTL OUYepeab AN B3aUMOAEUCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " xmomw oxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"
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OCHoBa

YCTaHOBUTb AUCTPUOYTUB:

apt—-get install rabbitmg-server

3anycTuTb cayKoy:

systemctl enable rabbitmg && systemctl start rabbitmg

MoAroToBWTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmomwoxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Red OS

YCTaHOBUTb AUCTPUBYTUB:

dnf install rabbitmg-server

3anycTuTb CAyxK6y:

systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAaroToBWTb OYepeab ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmomwoxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"
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LWar 5. 389 Directory Server

Astra 1.7
YCTaHOBUTb ANCTPUBYTHMB:

apt—-get install 389-ds-base

BKNOUYNTb aBTOMATUYECKUIA 3anyck CI'IY)'K6bIZ

systemctl enable dirsrv.target

MHunuymanusmposatb LDAP-kaTanor:

dscreate interactive

BbINOAHUTL NEPBUYHYHO HACTPOMKY KaTasiora:

/tmp/blitz/ldap/ldap_init.sh

Anbt 8

YCTaHOBUTb AUCTPUBYTUB:

apt-get install 389-ds-base openldap-clients

BKAOYMTb aBTOMATUYECKMI 3aMyCK CNYXKObI:

systemctl enable dirsrv.target

MHuumnanusmposatb LDAP-kaTanor:

dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

/tmp/blitz/ldap/ldap_init.sh

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

apt—-get install 389-ds-base
apt-get install openldap-clients

BK/OYMTb aBTOMATUYECKMIA 3aMyCK CNYXKObI:

systemctl enable dirsrv.target

MHnumanmsuposatb LDAP-KaTanor:

dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:
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/tmp/blitz/ldap/ldap_init.sh

OCHoBa
YCTaHOBUTb AUCTPUOYTUB:

apt—-get install 389-ds-base openldap-clients

BKAOYMTb aBTOMATUYECKMUI 3anycK Cﬂy)K6bII

systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:

/tmp/blitz/ldap/ldap_init.sh

Red OS
YcTaHoBUTb AUCTPUBYTUB:

dnf install 389-ds-base

BKNOYNTb aBTOMATUYECKUIA 3anyckK CI'Iy)'K6bIZ

systemctl enable dirsrv.target

MHnumanmsuposatb LDAP-KaTanor:

dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:

/tmp/blitz/ldap/ldap_init.sh

LWar 6. Nginx

Astra 1.7
YCTaHOBUTb ANCTPUBYTHMB:

apt—-get install nginx-light

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites—enabled/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html
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Anbt 8

YCTaHOBUTb AUCTPUOYTUB:

apt—-get install nginx

CkonunpoBsaTb dhaiinbl ANA UCNONb30BaHMA:
mkdir -p /var/www/html

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites—-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[Jo6aBuTb ANpPeKTUBY B /etc/nginx/sites—enabled.d/blitz—idp.conf

location /static_errors {
root /var/www/html;

BKNOUYNTb aBTOMATUYECKUIA 3anycKk C}'Iy)'K6bII

systemctl enable nginx

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

apt-get install nginx

Cos3aaTb KaTasnor A41a pasMmeLLeHna CTpaHuL, C olnMbKamMu:

mkdir -p /var/www/html

Cronuposatb daiinbl ANA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[o6aButb gupekTnBy B /etc/nginx/sites—-enabled.d/blitz-idp.conf:

location /static_errors {
root /var/www/html;

BKAOYMTb aBTOMATUYECKMUI 3anycKk Cﬂy)K6bII

systemctl enable nginx && systemctl start nginx
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OCHoBa

YCTaHOBUTb AUCTPUOYTUB:

apt-get install nginx

CkonupoBsaTb ¢anbl 4NA UCNOIb30BaAHMA:
mkdir -p /var/www/html

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

Job6aButb anpektnBy B /etc/nginx/sites—enabled.d/blitz—-idp.conf:

location /static_errors {
root /var/www/html;

BKNOUYNTL aBTOMATUYECKNIA 3aMYCK CAYKObI:

systemctl enable nginx

Red OS

YcTaHOBUTb AUCTPUBYTUB:

dnf install nginx

Cronuposatb daiinbl ANA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNOUYNTL aBTOMATUUECKUIA 3aMYCK CAYKObI:

systemctl enable nginx

War 7. Blitz Identity Provider

Astra 1.7

YcTaHoBUTb AUCTPMBYTUB (NOACTaBUTL B MMA dalina NpaBuabHyo Bepcuio, JAVA_HOME M cocTaB yCTaHaBAMBa-
€MbIX NPUNOXKEHUN):

/tmp/blitz/blitz-5.X.X.bin -- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHPUTYpaUMOHHbIN danblitz_param.txt cneayrowero cogepKaHus, CKOPPEKTUPOBAB B HEM Ha-
CTPOVKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb

(continues on next page)
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PG_USER_NAME=blitz
PG_USER_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYabHOM HacTpoliku Blitz Identity Provider, ykasas nyTb K ¢aiiny blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pe3ynbTaTe BbINONHEHUA CKpUNTa ByayT HAacTPoeHbl KOHOUIypaLMoHHble daiinbl, a Takke ByaeT creHepupo-
BaH W NOKa3aH NornH/naponb aammuHuctpatopa Blitz Identity Provider u creHepupoBaH naponb OT KAHOUYEBOro
KOHTelHepa:

hkhkhkhkhkhkhhkhhkhhAhhkkhhAhhdhhkhhkhkhkhrhhdhkhhhdhkhAhhdhhhhkhhkrhkkhhkhkhhdhrhkhkhkrhhkkhhrkk,kxx*k
Your instance is configured on domain: test.loc

The Administration Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239
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B cnyyae MCNONb30BaHUA KAOYEN, CO34aHHbIX HA 3Tane YyCTaHOBKM, NepesanycTuTb nginx:

systemctl restart nginx

[Oo6asutb conocTtaBneHune agpeca loopback-mHtepdeiica 1 4OMeHHOro UMeHU, yKa3zaHHOro Npu YCTaHOBKE B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anyctutb cnyxobi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUYNTLCA K KOH-
CONM yNPaBaeHUA NO AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane YyCTaHOBKMW AncTpubyTnea, Hanpumep, https: /
/testinstallation.local/blitz/console.

2.1. Pa3sepTbiBaHUe 44



Blitz Identity Provider, Bepcua 5.23

Anbt 8

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuibHyto Bepcuto, JAVA_HOME M cOCTaB yCTaHaB/MBa-
€MbIX MPUNOKEHWNN):

/tmp/blitz/blitz-5.X.X.bin -- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHPUIypaumoHHbIN danblitz_param.txt cnegyrowero cogepKaHus, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb
PG_USER_NAME=blitz
PG_USER_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYanbHOM HacTpoliku Blitz Identity Provider, ykasas nytb K ¢akny blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pe3ynbTaTe BbINONHEHUA CKpUNTa ByayT HacTpoeHbl KOHOUTypaLMoHHble dainbl, a Takke ByaeT creHepupo-
BaH M MokKasaH siorMH/naposb agmmHuctpatopa Blitz Identity Provider u creHepmpoBaH naposib OT KAOYeBOro
KOHTENHepa:

khkhkhkhkkhkhkhkhhkkhhkhhkkhkhAhkhkhhkhhkhkhkhhhhkhbh kA hhhhhhkhhAkhrhkhkhkhkhhdhhrAhkhkkhkhkhkhkkhhkhrhkkhkkhk

Your instance is configured on domain: test.loc

The Administration Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and._
—~generate:

— JWS (RSA256) keypair - Jjws_rs256_rsa_default

- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239
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B CcNny4yae ncnonb3oBaHUA KI'IIOHEVI, CO34aHHbIX Ha 3Tane yCTaHOBKU, 3aNyCTUTb nginx:
systemctl start nginx

Jobasutb conoctaBneHune agpeca loopback-mHtepdeica 1 4OMEHHOro UMeHU, yKa3saHHOIo NP YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CyK6bl:
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systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlleHnaA YCTaHOBKKU M HacTpoiKu Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CO/IM yNPaBAEHUA NO AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane YyCTaHOBKMW AUCTPUBYTUBA, Hanpumep, https: /
/testinstallation.local/blitz/console.

Anbt 10

YCTaHOBUTb AUCTPMBYTUB (NOACTaBUTL B MMA dalina NpaBuIbHy Bepcuto, JAVA__HOME M cocTaB yCTaHaBAMBa-
€MbIX MPUNOKEHUI):

/tmp/blitz/blitz-5.X.X.bin -- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3patb KOHOUIYpaUMOoHHbIN Palnblitz_param.txt cneaytoLero cogeprKaHuna, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb
PG_USER_NAME=blitz
PG_USER_PASSWORD=12ABcd45

3anycTuTb CKPMNT NepBOHaYanbHOM HacTpoWku Blitz Identity Provider, ykazas nyTb K dpainy blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pe3synbTaTe BbINONHEHUA CKpUNTa ByayT HacTpoeHbl KOHOUIypaLMoHHble daiinbl, a Takxke ByaeT creHepupo-
BaH W NOKa3aH NornH/naponb aamuHucTpatopa Blitz Identity Provider u creHepupoBaH naponb OT KAHO4YeBOro
KOHTelHepa:
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Your instance is configured on domain: test.loc
The Administration Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239

Ak kA hhhkhkhhhhAhhhk A hkhhhkhhkhkhkhkhhkhkhkhkhk kA hkhhkhkhkhkhkhkrhkhkhkhkhhkdkrhkhkhkhkhkhkkhdxxhkhkx*x*

B cnyyae MCNoNb30BaHUA KOYEN, CO34aHHbIX HA 3Tane yCTaHOBKM, NepesanycTuTb nginx:
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systemctl restart nginx

[Job6asutb conocTtaBneHune agpeca loopback-uHtepdeiica 1 gomeHHOro UMeHU, yKa3zaHHOro Npu YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anyctutb cnyxobi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUYNTLCA K KOH-
CONM yNPaBAeHUA N0 AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane YCTaHOBKM AUCTpUbyTUBa, Hanpumep, https: /
/testinstallation.local/blitz/console.

OCHoBa

YcTaHOoBUTb ANCTPMBYTUB (NOACTaBUTL B MMA daiina npaBuabHyto Bepcuto, JAVA_HOME U coCTaB ycTaHaBAMBa-
€MbIX MPUNONKEHWUN):

/tmp/blitz/blitz-5.X.X.bin —- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHUrypaumoHHbit danblitz_param.txt cnegyrowero cogepKaHms, CKOPPEKTUPOBAaB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb
PG_USER_NAME=blitz
PG_USER_PASSWORD=12ABcd45

3anycTuTb CKPMNT NepBoOHaYanbHOM HacTpoWuku Blitz Identity Provider, ykazas nyTb K dpainy blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pesynbTaTte BbINOAHEHMA CKPUNTa ByayT HAacTPOeHbl KOHOUTYpaLUMOHHbIe dalinbl, a TakKe byaeT creHepupo-
BaH W MoKasaH NorMH/naposab agMuHucTpaTopa Blitz Identity Provider u creHepupoBaH naposb OT K/AYEBOro
KOHTelHepa:

AR R AR A AR AR AR A AR A AR A AR A A A A AR A AR AR KA A KR A I AR A A A AR A AR A AR A AR A AR AR A AR Rk K

Your instance is configured on domain: test.loc
The Administration Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:
— JWS (RSA256) keypair - jws_rs256_rsa_default
- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239

KK A AR A AR A A A A AR A AR A AR A A A A AR A AR AR A A AR A I A A A A A AR A AR A XA A A A A A A A KA AR AR Ak

B cnyyae ncnonb3osaHmA KNoYen, co3aaHHbIX Ha aTane YCTAaHOBKM, Nepe3anycTuTb nginx:

systemctl restart nginx

Jobasutb conoctasneHune agpeca loopback-uHtepdeica 1 LOMEHHOro UMeHU, YKa3aHHOIo NPW YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CAyK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUYNTLCA K KOH-
COJIM yNpPaBAEHUA NO AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKM gUCTpUbyTnBa, Hanpumep, https:/
/testinstallation.local/blitz/console

Red OS

YCTaHOBUTb AUCTPUBYTMB (NOACTaBUTL B MMA daitna npaBuabHyto Bepcuto, JAVA__HOME M cOCTaB yCTaHAB/MBa-
€MbIX MPUNOKEHNN):

/tmp/blitz/blitz-5.X.X.bin —-- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3patb KOHPUrypaumoHHbIl daiin blitz_param.txt cheaytowero cogepkaHus, CKOPPEKTUPOBAB B HEM HAaCTPOM-
K1 Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb
PG_USER_NAME=blitz
PG_USER_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBoHaYanbHOM HacTpoliku Blitz Identity Provider, ykasas nyTb K ¢aiiny blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pesynbTaTe BbINOJAHEHUA CKpUNTA ByayT HacTPoeHbl KOHPUrypaLuMoHHble danbl, a TakkKe byaeT creHepupo-
BaH M MoOKasaH sI0rMH/naponb agMuHucTpatopa Blitz Identity Provider u creHepvpoBaH nNaposib OT KAoUYeBOro
KOHTENHepa:
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Your instance is configured on domain: test.loc

The Administration Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypailr - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239
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B cnyyae MCnonb3oBaHMsA KAloYEN, CO34aHHbIX Ha 3Tane YCTaHOBKM, Nepe3anycTuTb Nginx:

systemctl restart nginx

[Job6asutb conoctaBneHune agpeca loopback-mHtepdeica 1 4OMEHHOro UMeHM, YKa3aHHOIo NP YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CNyXKObI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUYNTLCA K KOH-
CONM yNpPaBaeHUA N0 AOMEHHOMY UMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKMW anucTpnbytuea, Hanpumep, https: /
/testinstallation.local/blitz/console.

Rocky Linux, Almalinux, Oracle Linux n RHEL

BaxkHo: Cm. o2paHuYeHus (CTpaHMLua 29) Npu UCNOb30BaHUM IKCMPECC-UHCTPYKLMIA.

Cnuncok OC, ana KOTOpbIX NPUBEAEHbI MHCTPYKLMK NO YCTAaHOBKe, U X 0603HaYeHne B AaHHOM pasgene:
¢ Rocky 8: Rocky Linux 8;
e Alma 8: AlmalLinux 8;
e Oracle 8: Oracle Linux 8;
e RHEL 8: RHEL 8;
e Rocky 9: Rocky Linux 9;
e Alma 9: AlmalLinux 9;
e Oracle 9: Oracle Linux 9;

e RHEL9: RHELS.
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War 1. JDK

Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

dnf install java-ll-openjdk-devel

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB:

dnf install java-ll-openjdk-devel

War 2. Memcached

Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

dnf install memcached

3anycTuTb CiyKoy:

systemctl enable memcached && systemctl start memcached

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB:

dnf install memcached

3anycTuTb cayKoy:

systemctl enable memcached && systemctl start memcached

Lar 3. PostgreSQL

Rocky, Alma, Oracle, RHEL 8
YCcTaHOBUTb AUCTPUOYTUB:

dnf install postgresqgl
MHuumanusmnposatb CYB[, KomaHaoi:
postgresgl-setup initdb

Job6asutb paspeweHune B /var/lib/pgsgl/data/pg_hba.conf Ha noakntoyeHune K b nonb3osatento
blitz:
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host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb anroputm WwndposaHua naponeii B /var/lib/pgsql/data/postgresqgl.cont:

password_encryption = scram-sha-256

3anycTuTb cyKoy:

systemctl enable postgresgl && systemctl start postgresqgl

Noakntountbea K CYB/l 1 NpoBecTM NepBUYHYIO HACTPOMNKY

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbeA B shell nonb3oBaTens root v BbINOAHUTL CKPUNTbI CO34aHUA U 06HOBAEHMA CTPYKTYpbl B b1l1it zdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
<~>Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
<4»Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
<4»Sql

[N

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql
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Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUOYTUB:

dnf install postgresgl-server

UMHnymanusmposatb CYB KomaHaoM:

postgresgl-setup —-initdb -unit postgresqgl

[obasuTb paspewenue B /var/lib/pgsgl/data/pg_hba.conf Ha nogkntoyeHue K B[ nonbsosatento
blitz:

host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKaszaTb anroput™ wndposaHua naponen B /var/lib/pgsqgl/data/postgresgl.conf:

password_encryption = scram-sha-256

3anycTuTb cyKoy:

systemctl enable postgresqgl && systemctl start postgresqgl

BepHyTbeA B shell nosib3oBaTtens root 1 BbINOAHUTL CKPUMTLI CO34aHNA M 06HOBAEHWA CTPYKTYpbI B b1 it zdb:

su — postgres
psal

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHUTL CKPMNTLI CO3AaHMA U 06HOBNEHUA CTPYKTYpbl B, blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/00l1-init-database.
fA»Sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
:qul

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

War 4. RabbitMQ

Rocky, Alma, Oracle, RHEL 8

MoAarotoBUTb KOHQUrypauMoHHbIM ¢alin ¢ penosutopuamn ansa RabbitMQ B /etc/yum.repos.d/
rabbitmg. repo:

##
## Zero dependency Erlang
##

[rabbitmg_erlang]

name=rabbitmg_erlang
baseurl=https://packagecloud.io/rabbitmg/erlang/el/8/$basearch
repo_gpgcheck=1

gpgcheck=1

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

#4
## RabbitMQ server
##

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/8/S$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—signing-key.asc
sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt
metadata_expire=300

YcTaHoBUTb AUCTPUBYTUB:

dnf install rabbitmg-server

3anycTuTb cyKoy:
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systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAroToBMTL OYepeab AN B3aMMOAEUCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" " _&mom oxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Rocky, Alma, Oracle, RHEL 9

MoAroToBUTb KOHUrypauMoHHbIM daiin ¢ penosutopuamu ans RabbitMQ B /etc/yum.repos.d/

rabbitmqg. repo:

##
## Zero dependency Erlang
##

[rabbitmg_erlang]

name=rabbitmg_erlang
baseurl=https://packagecloud.io/rabbitmg/erlang/el/9/$basearch
repo_gpgcheck=1

gpgcheck=1

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release—
—signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

#4
## RabbitMQ server
##

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/9/$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

YCTaHOBUTb AUCTPUBYTUB:
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dnf install rabbitmg-server

3anycTuTb cayKoy:

systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MNoarotoBuTb OYepeab ANA B3aMMOLENCTBUS:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _xmomwoxn
rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin
chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

LWar 5. 389 Directory Server

Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

dnf module enable 389-directory-server:stable
dnf install 389-ds-base

BKAOYMTb aBTOMATUYECKMI 3anyck cnym6b|:

systemctl enable dirsrv.target

MHnumanusmposatb LDAP-kaTanor:

dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:

/tmp/blitz/ldap/ldap_init.sh

Rocky, Alma, Oracle, RHEL 9
YCTaHOBUTbL ANCTPUBYTUB:

dnf install 389-ds-base

BKNOYNTb aBTOMATUYECKUIA 3anyckK CI'Iy>+(6bIZ

systemctl enable dirsrv.target

MHnumanmsuposatb LDAP-KaTanor:

dscreate interactive
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BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

/tmp/blitz/ldap/ldap_init.sh

LWar 6. Nginx

Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

dnf install nginx

Cronuposatb daiinbl 4NA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKﬂDHMTbaBTOMaTMHECKMﬁ3aHyCKCﬂyH6bH

systemctl enable nginx

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb ANCTPUOYTHMB:

dnf install nginx

Cronuposatb daiinbl ANA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKﬂDHMTbaBTOMaTMHECKMH3aHyCKCﬂyH6bH

systemctl enable nginx

LWar 7. Blitz Identity Provider

Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPMBYTUB (NOACTaBUTL B MMA dalina NpaBuabHy Bepcuto, JAVA__HOME M cocTaB yCTaHaBAMBa-
€MbIX MPUNOKEHUI):

/tmp/blitz/blitz-5.X.X.bin -- -j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHUIypaumoHHbI danblitz_param.txt cneayrowero cogepKaHus, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
PG_DB_NAME=blitzdb

PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYanbHOM HacTpoliku Blitz Identity Provider, ykasas nytb K ¢ainy blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pe3ynbTate BbINONHEHUA CKpUNTa ByayT HacTpPoeHbl KOHOUTypaLMOoHHble dainbl, a Takxke ByaeT creHepupo-
BaH M MoKasaH NorMH/napoab agmuHuctpaTtopa Blitz Identity Provider u creHepupoBaH naposb OT K/O4eBOro
KOHTENHepa:

khkhkhkhkkhkhkhkhkkhhhhhkkhkhhkhkkhhkhhkhkhkhhhhkhhhkhkhAhhhhbhhkhhkhrhkkhkdhhhhkhrhkhkkhkhkhkhkhhkrhkhkhk
Your instance is configured on domain: test.loc

The Administration Console available on addresses:
http://testinstallation.local:%001/blitz/console

Administration user credentials of Console:

username - admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239

AR A AR A A A A A A A AR A AR A AR A AR A AR A AR AR A AR A A A AR A AR A AR AR A A AR A A A A AR Ak kA kK

B c/lyyae MCMob30BaHUA KNKOYEN, CO34aHHbIX Ha 3Tane yCTaHOBKM, nNepesanycTutb nginx:

systemctl restart nginx

Jobasutb conocTtaBneHune agpeca loopback-uHtepdeica 1 4OMEHHOro UMeHM, yKa3aHHOIo NPW YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CyK6bi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLueHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUYNTLCA K KOH-
CONW YNPaBAEHMNSA NO LOMEHHOMY UMEHM, YKa3aHHOMY Ha 3Tane YCTaHOBKM ANCTPUOYTMBA, Hanpumep, https: /
/testinstallation.local/blitz/console.
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Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuibHyto Bepcuto, JAVA_HOME M cOCTaB yCTaHaB/MBa-
€MbIX MPUNOKEHWNN):

/tmp/blitz/blitz-5.X.X.bin -- —-j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHPUIypaumoHHbIN danblitz_param.txt cnegyrowero cogepKaHus, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYanbHOM HacTpoliku Blitz Identity Provider, ykasas nytb K ¢akny blitz_param.
txt:

/usr/share/identityblitz/blitz-console/bin/configure -f blitz_param.txt

B pe3ynbTaTe BbINONHEHUA CKpUNTa ByayT HacTpoeHbl KOHOUTypaLMoHHble dainbl, a Takke ByaeT creHepupo-
BaH M MokKasaH siorMH/naposb agmmHuctpatopa Blitz Identity Provider u creHepmpoBaH naposib OT KAOYeBOro
KOHTENHepa:

khkhkhkhkkhkhkhkhhkkhhkhhkkhkhAhkhkhhkhhkhkhkhhhhkhbh kA hhhhhhkhhAkhrhkhkhkhkhhdhhrAhkhkkhkhkhkhkkhhkhrhkkhkkhk
Your instance is configured on domain: test.loc

The Administration Console available on addresses:
http://testinstallation.local:%9001/blitz/console

Administration user credentials of Console:

username - admin

password — 98aABO0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and._
—~generate:

— JWS (RSA256) keypair - Jjws_rs256_rsa_default

- AES (AES128) security key - jdbc

Generated password for keystore: BeEBcd2239

LR I I I I R I I I I R I I I i I S R b b I e I b b R b I I R b I b S b I R b I S S b b b I b i O b b i
B CcNny4yae ncnonb3oBaHUA KI'IIOHEVI, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCcTtuTtb nginx:
systemctl restart nginx

Jobasutb conoctaBneHune agpeca loopback-mHtepdeica 1 4OMEHHOro UMeHU, yKa3saHHOIo NP YCTaHOBKe B /
etc/hosts:

127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CyK6bl:
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systemctl
systemctl
systemctl
systemctl

enable
enable
enable
enable

blitz-idp && systemctl start blitz-idp

blitz-console && systemctl start blitz-console
blitz-registration && systemctl start blitz-registration
blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlleHnaA YCTaHOBKKU M HacTpoiKu Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CO/IM yNPaBAEHUA NO AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane YyCTaHOBKMW AUCTPUBYTUBA, Hanpumep, https: /
/testinstallation.local/blitz/console.

2.1.5 MepsBble Warv nocne ycraHOBKMU

HacToswwmi pasaen cogepxuTt nHbopmaumio, KOTopas MOXKET Bam NOHaL06UTLCA HenocpeaCTBEHHO Noc/e ycTa-
HoBKu Blitz Identity Provider.

Hacrtpoiika onuuii 3anycka npunoxxeHui Blitz Identity Provider

[Ons npunoxkenuii Blitz Identity Provider gocTynHbl cneaytolume Java-onuuu, onpeaenaiolime BKAYeHne ocobbix
pPeXnmMoB GYHKLMOHUPOBAHWA NPUNOKEHUI N NEPEONpPEeaeIUTb CTaHAAPTHbIE PEXKMUMbI PaboTbl:

BHumaHue: Mepes yCTaHOBKOM ONUMI pEKOMEHYeTCA MPOKOHCYIbTUPOBATLCA C TEXHUYECKOW NOALEPIKKON
Blitz Identity Provider.

blitz.login.cookie.sameSite — 3agaeT ¢nar, C KOTOPbIM [AO/KHbI CO34aBaTbCA CECCUOHHbIE
cookies B Blitz Identity Provider. Mo ymonuaHuto cookies co3gatotca ¢ pnarom sameSite=Lax. MoXHO
nepeonpesenntb Ha 3Ha4YeHue None.

blitz.login.outside.flow.callback.ttl.sec — 3agaeT Bpema OXUAaHUA OTBETa OT Bbl-
3BaHHoro u3 Blitz Identity Provider BHewHero metoaa ayteHTuduKauun. Mo ymonyaHuto 3HayeHme 300
CeKyHA,

blitz.login.mus.cookie.unused.ttl.sec —3a4aeT CPOK XU3HU cookie, oTBevatoLEel 3a 3a-
NOMWHaHMWE CMUCKA 3a710TMHEHHbIX B TEKYLL,EM bpay3sepe nosb3osatesielt. Mo yMoA4YaHWUIO 3HaUYEeHNe CoOT-
BETCTBYET 365 AHel (3HaYeHue 3a4aeTca B CeKyHAax);

blitz.login.bua.cookie.ttl.sec —3agaeT Bpema gencrema cookie, ncnonbsyemon gns 3ano-
MWHaHMA 6pay3epa nonb3osaTtena. [1o ymonyaHuIo 3Ha4eHne CooTBETCTBYeT 365 AHel (3HaYeHue 3aaaeT-
CA B CEKYHAaxX);

blitz.login.setLastAuth.disabled — no3BOASET OTKAOUYMTL 3aNUCb B 6a3y AaHHbIX BPEMEHMN
nocneagHen ayteHTMdMKaLMM nonb3oBaTens. Mo ymonyaHuoo Bpems nocaegHen ayTeHTMouKaLm nonb3o-
BaTensa nuwetca B 6a3y AaHHbIX. OTKAOYEHME 3aMMCK BPEMEHW NocieaHeln ayTeHTMdMKauMmM no3BonseTt
NOBbICUTb NPOM3BOAUTENBHOCTb 6a3bl AaHHbIX, HO HE NO3BONAET 3a4eMCTBOBATb (hYHKUUIO BA0KUPOBAHUA
yyemHsix 3anucell no HeakmueHocmu (cTpaHuua 327);

blitzDispatchedQueues — 3a4aeT UMA odyepeam, U3 KoTopol npunoxkeHue Blitz Identity Provider
obpabaTbiBaeT 3a4a4M Ha OTNPABKY NUCEM, PEFUCTPALIMIO NO/Ib30BaTENEN M BOCCTAaHOB/IEHWe naponeld. Mo
YMOIYaHUIO UCNO/b3YyeTcA odepeab c umeHem default;

blitz.stores.united.u-cache.ttlInSec — CpPOK AENCTBMA K3LA AAHHbIX YY4ETHOMN 3anucw,
npegocrasnaemblix yepes REST APL. Mo ymonyaHuio 1 cekyHaa;

blitz.csrf.cookie.ttlInSec—3agaerBpems gelicteus cookie, npenarcreytowieit CSRF. Mo ymon-
YaHMIO COOTBETCTBYET 6 Yacam (3HaueHMWe 3a/1aeTcs B CEKYHAaxX). TO MaKCMMalbHOE BPeMS C MOMEHTa OT-
KPbITWA NONb30BaTeNIEM CTPAHULLBI U A0 BbINOJHEHMA 3aNONIHEHHOM CTPaHULLbl NONIb30BATENEM Ha CEPBEP;

blitz.jdbc.cols.types.strings —3a4aeT TN KONOHKMK, UCNOIb3YEMOWN ONA COXPaHEHUA CTPO-
KOBbIX aTpnbyTOB B penaumnoHHoi CYB/, (PostgreSQL). Mo ymonyaHuio ncnonb3yeTca TMN text;
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e blitz.]jdbc.pool.stat—-period—3agaeT NnepnognYHoCTb, C KOTOPOM CTAaTUCTMKA UCMONb30BaHUSA
JDBC 3anucbiBaeTca B nor. Mo ymonyaHuto 300 cekyHA;

e saml.numThreads —3a4aeT KOIMYECTBO NOTOKOB, KOTopble B Blitz Identity Provider o6pabaTbiBatoT 3a-
npocbl Ha Bxog Yyepes SAML. Mo ymonyaHuio 32 NOToOKa;

e blitz.oauth.exchange.rules.fs.cache.capacity — 3agaeT pasmep Kala, UCNONb3yeEMbI
Blitz Identity Provider gna npoBepku npasua AocTyna K MUKpocepBucam. 1o yMOAYaHUIO pasmep Kala B
10000 npoBepok;

e blitz.ocauth.dyn.reg.clientSecretLength —3apaet pasamep client_secret, reHepupy-
€MOoro nNpu AMHaMUYecKon perucTpauum napbl client_idu client_secret. Mo ymonyaHuio reHe-
pupyetca client_secret pa3mepom B 15 CMMBONOB.

e blitz.ocauth.dyn.reg.clientAttachingTllInSec —3agaeT Bpemsa, B Te4eHmne KOTOpOoro cre-
HEepMPOBaHHAas NpPU ANHAMUYECKON pernctpaumm napa client_id u client_secret fomKHa 6biTb
accoumMmpoBaHa ¢ No/b30BaTeNIEM (€C/IM B TEYEHME 3TOTO BPEMEHM Napa He ByaeT accoummnpoBaHa ¢ Nosb-
30BaTesieM, TO OHa byaeT aHHyAMpoBaHa). Mo ymonuaHuio cooTBeTcTByeT 1 Yacy (3HayeHue 3agaeTcs B
CeKyHAax).

e blitz.session.checkRemoteAddress.disabled—3agaliTe t rue ANA OTKAOYEHUA NPOBEPKU
paseHcTBa IP-agpeca ceccum v BXxoasALLEro 3anpoca (pekomeHayeTcA NPU HaIMYMK NONb30BaATeNEN C AUHa-
Muyeckumu IP-agpecamm).

e blitz.webauthn.residentKey.preferred — ecam onuus 3agaHa, To Kaoum 6esonacHocTH pe-
rMCTPUPYLOTCA € NnapameTpom residentKey=preferred. [lpn 3TOM, B CAy4ae ecam onuma 3a4aHa Kak
true,TorequireResidentKey=true,aecnmonuua false,TorequireResidentKey=false.

e blitz.ldap.store.extension.class — npuM nepegadye B ONUUIO 3HAYEeHUA com.
identityblitz.idp.store.ldap.custom.PasswordMigrationExt BK/IOYaETCA pPeXUM
MUrpaLlmm naponsa.

e blitz.ldap.store.extension.PasswordMigrationExt.passwordHashAttr — 3agaer
nmaA LDAP-atpmnbyTa, B KOTOPOM XPaHUTLCA XeL-Napoaa ANA ONUMKU MUTPaLMKN Napons. Xl AOKEH CO-
AepaTtb npeduKke {bcrypt } N8 MUrpauum naponei us xawen c aAiropuTMom berypt.

e extensionsDir —aapec gMpeKTopun ¢ Modyaamu pacwupeHul (cTpaHuua 308).

* metrics—no3BonseT OTKAIUUTL COOP MeTPMK GYHKLMOHMPOBaHNUA B popmaTe Prometheus. a5 3T0-
ro HY)XHO BbICTaBUTb 3Ha4YeHue false. [10 yMONYaHUIO COOP METPUK BKIHOYEH

e couchbase.durability.mode —3a4aeT peXxnum coxpaHeHus gaHHbix B Couchbase Server. B cnyyae
ucrnonb3oBaHua Couchbase Server Bepcum 6.0.1 1 6onee cTapbix foMKeH 06A3aTE/IbHO UCNOb30BaTLCA
pexum clientVerified. B cnyyae ucnonbsosaHua Couchbase Server Bepcuii 6.5, 7.0 nau Hoeee pe-
UM clientVerified ucnonb3osatb Henb3s. MNapametp B Couchbase Server sBepcuin 6.5, 7.0 cTaHo-
BMTCA OMLMOHANEH (MpU OTCYTCTBUM NapameTpa UCMONb3YeTCs PeXUM majority) v No3BonseT BbibpaTb
Tpebyemblli peXMM rapaHTUPOBAHHOCTU COXPAHEHMA AAHHbIX B KNACcTepe C peninkaumei n3 caesyoLwmx
BapuaHTOB?!:

disabled — oXunagaHue 3anncu TONbKO B NAaMATb HA OCHOBHOM Y3/1e Knacrtepa;

majority — oXuaaHue 3anmcu B NaMATb Ha OCHOBHOM y3/1e U 60/blIMHCTBE pennuk;

majorityAndPersistActive — OoungaHue 3anncm Ha UCK Ha OCHOBHOM Yy3/1e 1 3anucuK B na-
MATb 6ONbLUMHCTBA PENUK;

persistToMajority — oXKugaHue 3anncK Ha AUCK Ha OCHOBHOM y3/1€e U B 6ONbLUMHCTBE PEenJIvK.

e akka.http.parsing.max—uri-length —3agaet makcumanbHyto annHy URI B cTpoke 6paysepa. B
HEKOTOPbIX C/Iy4anX MOXKET NOTPeboBaTbCA YBENIMUYUTD Pa3Mep CTPOKU, TOrAa PEKOMEHAYETCA B 3TOM Na-
pameTpe 3a4aTb 3HayeHue 16k.

e akka.http.parsing.max—-header—-value-length — 3agaeT MakcMMa/ibHO AOMNYCTUMbIM pas-
mep HTTP-3aronoBKa. B HEKOTOPbIX CayYanx MOXKET NoTpeboBaTbCA YBEMYUTL Pa3Mep 3aro/ioBKa, Toraa
pekomeHayeTcA B 3TOM NapameTpe 3a4aTb 3HaveHue 16k.

21 https://docs.couchbase.com/server/current/learn/data/durability.html
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e akka.coordinated-shutdown.phases.service-stop.timeout —3agaeT Bpema oxxugaHua
nocsae NoNy4YeHUs KOMaHAbl Ha OCTAaHOBKY CEPBUCA, B TEUEHUE KOTOPOTrO CEPBUC MOKET 3aBEPLUNTL B3ATbIE
B8 paboTy 3agaun. B cnyyae mcnonbsosaHmAa BcTpoeHHoro B Blitz Identity Provider 6pokepa coobuueHui
pekoMeHAyeTCcs BbICTaBUTb AN NPUNOMNKEHWNA NapameTp B 3HaveHue 30s.

e memcached.locator.tries — onpegenser KOAMYECTBO MNOMbITOK HaWTK paboTalowmuii cepsep
Memcached B cnyyae 06paboTku cbosa obpaleHuns K cepeepy Memcached.

MpepynpexpeHue: He rapaHTMpyeTcs, YTO UCMOb3yeMble ONUMUKM ByayT COXpaHeHbl B ByayLInx Bepcmuax
Blitz Identity Provider.

[na 3apaHma onumii o 3HaYEHUAMM, OTIMYAIOLLMMMUCA OT 3HAYEHMI MO YMONYAHUIO, HEODXOAMMO OTPEeaAKTUPO-
BaTb dain /etc/default/blitz-idp.3aaatb B Hem Heobxoanmble JAVA__OPTS. HuxKe npuBeaeH npumep
daitna, B KOTopom cpegm Java-onumii TakKe 3agaHbl onuun blitz.csrf.cookie.ttlInSec ublitz.
login.cookie.sameSite.Nocne nsmeHeHna JAVA_OPTS HeobxoaMmo nepesanycTutb NpunoxeHus Blitz
Identity Provider, Ha KOTopbIX cAenaHbl USMEHEHMUA.

export JAVA_HOME=/usr/java/default

export PIDFILE=/usr/share/identityblitz/blitz-1dp/RUNNING_PID

export JAVA_OPTS="-server —-Xms512m -Xmx1G —-XX:MaxMetaspaceSize=512m —-Xmn256m —-Dcom.
—couchbase.connectTimeout=30000 -Dakka.http.parsing.max-uri-length=16k"

export JAVA_OPTS="S$JAVA_OPTS -Dblitz.csrf.cookie.ttlInSec=36000 -Dblitz.login.
—cookie.sameSite=None -Dplay.filters.headers.frameOptions=null"

Bxoa B KOHCONb ynpasaeHuA

MNocne yctaHoBkwM Blitz Identity Provider ocHoBHas HacTpoiKa cMCTEMbI OCYLLECTBSETCS B KOHCOMN YpaBaAeHus,
KOTOpasA AOCTyMHa No cCbl/ike, 0603HaYeHHOM B pe3ynbTaTax yCTaHOBKM NPOoAyKTa. 18 nepBOro BXoAa B KOHCO/b
yNpaBAeHUA HY>KHO UCNOb30BaTb JIOTMH U NAPO0/b, CTEHEPUPOBAHHbIE B MOMEHT YCTaHOBKM KOHCON ynpasne-
HUA.

O6bIYHO CCbINKA UMEET BUA:
https://<blitz_domain>/blitz/console

nnm
http://<blitz_console_host>:9001/blitz/console

CTaH,CI,apTHbIVI B4 3KpaHa BXOA4a B KOHCO/1b ynpaBaeHUA npuneeaeH Ha pUCyHKe:
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@ Bxon B KoHcoNb ynpaBneHuA
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Mocne ycnewHoro BXxoAa OTKPOETCA I/1IaBHAA CTPAHULLA KOHCOM YNpPaBAeHUA, BUA KOTOPOU nNpuseaeH Huxe. Ha-
BUraumMsa mexay pas/inyHbiMK HacTpolikamu Blitz Identity Provider ocyliecTeiseTca ¢ NOMOLbIO MEHIo, pacno-
JIOXKEHHOro B IEBOM YacTU 3KpaHa.

® Blitz Console

admin O

& lpunoxeHun KOHCONb yNpaBneHua  Mpunoxesns
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Jlo6asbTe NpUNOXeHUA, KoTopbie AOMKHBI MCNONb3oBaTh cepauckl Blitz Identity Provider — nposoants W ayTeHt W, a TaKKe
suisbiBaTh REST-cepi Ana pi BBECTH 1aHHBIE O HEM, & TaKKe CKOH(HIYPUPOBaTL OAMH M3 AOCTYNHLIX NpoTokonos. Bonee
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YcTaHOBKA /IMLEH3UOHHOIO K/lo4a
Ecnun HaxkaTb Ha ccbinike Bbl ucnonbsyerte ..., Bepcua ... B pyTepe ntoboi cTpaHULpbl KOHCOM ynpasneHuna Blitz
Identity Provider, To 6ynet otobpakeH aKkpaH, NpuBeLEeHHbIN Aanee.

Ha aTom 3KpaHe MOXHO 03HAaKOMMUTLCA C HOMEPOM BEepPCUM TeKyllei ycTaHoBKM Blitz Identity Provider, nepeiitn
Ha caliT AokymeHTauum MO n popmy obpaTHOM cBA3MN.

B 6710Kke HPOpMauua 0 MULEH3UM MOXKHO NOCMOTPETb CPOK OKOHYAHWUA NMLEH3UU U NPeaenbHO pa3peLlleHHoe
NINLEH3MEN KONMYECTBO NOAKIOYAEMbIX NPUNONKEHMN. MPU HAXKATUM KHOMKM M3MEHUTL INLLEH3UIO MOXKHO BBE-
CTW HOBbI INLLEH3MOHHbIN KA.

O npeoaykTte

Blitz Identity Provider
BepcuA 5. XX.YY.ZZZZZ

MoCMOTPETE AOKYMEHTAUMID CooBWmTE 06 ownbKe

WHiopmauna o NULEH3UK
Oomen  domain.company.com

Aata okoHyaHWA  BeccpodHan NULEH3UA
AEACTBHA NULIEH3NM

Makcumanssoe 999

M3aMEeHUTE NULLEH3WIO

KONMYECTBO
NPUAOKEHWH

Mocne ycTaHOBKM HOBOIO JIMLUEH3MOHHOIO K/OYa PeKoMeHAyeTcs nepesanyctuTb npunoxenua Blitz Identity
Provider.

Tak¥e 3a4aTb /JINLEH3MOHHBIN K04 MOXHO 4Yepe3 pefakTupoBaHue KoHdurypaumoHHoro daina blitz.
conf BKaTanore /usr/share/identityblitz/blitz-config. Hy}kHO HaitTK 610K HacTpoekblitz.
prod.local.idp.license 1 CKOPPEKTMPOBaATb €ro Caeayolmm obpa3om (3a4aTb AMUEH3MOHHDIN KKOY B
napametpe key):

"license" : {
"keyll : llMEQC.”U"
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YnpasneHue y4eTHbIMU 3aNUCAMU aJMUHUCTPATOPOB
MNocne yctaHoBkM Blitz Identity Provider pekomeHayeTcs co3aaTb AONONHUTENbHbIE YYETHbIE 3aNUCU agMUHK-

CTPaTOpPOB, HA3HAYUTb UM MAPOAUN U ALMUHUCTPATUBHbIE POAN. YNpPaBAeHWE YYETHbIMM 3aMUCAMMU aAMUHUCTPA-
TOPOB AOCTYMNHO B pasgene AGMUHUCTPATOPbI.

AAMUHUCTPaTOPb

TNoruH Ponn Napone
admin CynepnonL30Batens VIZMEeHWUTL Napons n
support aaMuHUcTpaTop 111 M3MEeHWUTL Naponk n
security aagmuHncTpatop VB 3menn n
sysadmin CMCTEMHEIA 3AMWHUCTPATOP NameHuTs Napane n

B paspene AGMUHUCTPATOPbI JOCTYMHbI Cneayolwme eNCTBUA:
e Cco3/aHue U yaaneHue yY4eTHbIX 3annucen aMMHUCTPATOPOB;
® M3MEHEeHWe Naponem y4eTHbIX 3anmcen aAMUHUCTPATOPOB;
® HasHayeHwWe U 0T3blB PONEN aAMUHUCTPATOPOB.

Mo ymonuaHuto B Blitz Identity Provider goctynHbl ponu, npuseneHHble B Tabavue. MoXXHO nepeHacTpouTb cy-
LLLeCTBYIOLLME POAM N CO34aTb HOBbIE Yepes3 HAaCTPOMKKU KOHUrypaumoHHoro daiina credentials.

CraHpapTHble poau agmuHuctpatopos B Blitz Identity Provider

Ponb JocTynHble pasgenbl KOHCOAW ynpaBaeHUA

cynepnonb3oBaTtesb JocTynHo Bce

(root)

aAMUHUCTPaTOP MB  AgmuHuctpatopsl, CobbiTnA

(security)

CUCTEMHbLIA  aAMUHUCTPA- = MICTOYHMKM AaHHbIX, AyTeHTUudUMKauma, MNpoueaypsl BXxoaa, MocTaBWMKM UAEH-
Top (sysadmin) TudmKaymm, SAML, OAuth 2.0, Yctpoiictea, CooblueHus

aAMUHUCTPATOp npunoxe-  [puaoxKeHua

HWI (app_admin)

ApMuHUcTpaTop  MHTep-  CepBuCbl CaMoobCayKMBaHWA, BHewHWiA BUA,
¢deiica (ui_admin)

AAMUHUCTPATOP TN  Nonb3osatenwu, Mpynnbl, Mpasa goctyna, CobbiTuA
(support)

[oNONHUTENIbHO K CTaHAAPTHON UAEHTUOMKALMM U ayTeHTUGMKALMM aAMUHUCTPATOPOB MO IOTVHY U Napoto
Npu BXOAE B KOHCO/1b YNPABAEHUSA MOXKHO HAaCTPOUTb UCNONb30BaHME MAEHTUDUKALMN U ayTEHTUDMKALLMM NONb-
30BaTesiell B KOHCOb YNpaB/ieHMA C UCMOIb30BaHNEM cepBepa ayTeHTudukaumm Blitz Identity Provider. Hactpon-
KM BbINOJIHAIOTCS Yepe3 KOHPUrypaLumMoHHbii ¢painn console.conf.
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Mepe3anyck cepsucos Blitz Identity Provider

[ns nepesanycka cepsucos Blitz Identity Provider Heo6xoaMmo 1CMO/Ib30BaTb KOMaHAY:

systemctl restart APP_NAME

Bmecto APP_NAME HYXHO yKa3aTb MMA nepesanyckaemoro npuioxeHua: blitz—-console, blitz-idp,
blitz-registration,blitz-recovery,blitz-keeper

Mprmep KomaHAb! 415 Nepe3anycka NPUIOKEHUA cepBuca ayTeHTUdUKaLMK:

systemctl restart blitz-idp

YpaneHue ncnonb3oBaHHbIX NPU YCTaHOBKe ¢aiinos

Mpw nepsom 3anycke Blitz Identity Provider 3awmndpoBbiBaeT co3gaHHble NPy yCTaHOBKE Napoan aAMUHUCTPATO-
pa 1 naponu nogkatodeHna Kk CYBM, Mpu aTom nepBoHavaibHbI KOHPUIYpaLMOHHBIM dalin KonupyeTca B KaTa-
nor /usr/share/identityblitz/blitz—-config/.snapshot. PekomeHayeTca yAannTb UCNONb3O-
BaHHbIe NPW YCTaHOBKe dainbl blitz_param.txt 1 nepsble cO34aHHbIE KONUKU KOHPUIypaLMOHHOro daiina
blitz.conf./1nA 3TOro MOXKHO BbIMOAHUTb KOMAHAY:

rm blitz_param.txt /usr/share/identityblitz/blitz-config/.snapshot/blitz.conf.*

2.2 ba3oBoe KOHpUrypupoBaHue

2.2.1 ATpubyTbl y4eTHbIX 3anucei

YyeTHana 3anucb nonb3osatena B Blitz Identity Provider onucbiBaetcs Habopom aTpmbyToB. [laHHbIN pasaen no-
CBSALLLEH BCeM acneKkTam paboTbl C HUMM.

Yto npeacrasnseT coboii aTpubyT yueTHoM 3anucm

YyeTHanA 3anucb N0/Nb30BaTeNA ONUCbIBaeTcA Habopom aTpubyTos.
3HauyeHuA aTpnbyToB POpPMUMPYIOTCA Cnedyowmmm cnocobamu:
® CYUTBLIBAKOTCA U3 TOOKAOYEHHbLIX XpaHunuw, ampubymos (cTpaHuua 71);

* cumTbiBatoTCA M3 6a3bl gaHHbIX Blitz Identity Provider;

MNpumeuaHue: YTeHue n coxpaHeHue aTpubyTa B 6a3e AaHHbIX OCYLLECTBAAETCA B C/yyae, eciv ana
aTpubyTa He HACTPOEHA CBA3Ka C aTpMBYTOM B NOAKNOYEHHOM XpaHUAULLE aTpubyTOB.

® BbIYUCAAKOTCA U3 APYTUX anM6yTOB NN 3aNONHAKTCA KOHCTAHTHbIMU 3HAa4YeHUAMMN.

CoBeT: MOXHO BbIUMCAATb aTPUBYT mOMEeH MoNb30BaTeld U3 agpeca 31eKTPOHHOW NoYTbl UK Co-
3/1aTb KOMMNO3UTHbIN aTPUOYT U0 U3 OTAE/NbHbIX aTPMOYTOB C dammanen, UMEHeM U OTYECTBOM MOJIb30-
BaTens.

KoHourypupoBaHue aTpMbyToB COCTOUT U3:

® HACTPOWMKM XpaHUMbIX aTpMOYyTOB, T.€. TEX, KOTOPbIE BEAYTCA B MOAK/IOYEHHbIX XpaHUAUWAX uan B Hase
AaHHbIx Blitz Identity Provider;
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A HaCTpOﬁKVI BblYUCAAEMbIX anM6YTOB, T.€. TeX, KoTopble AO0/IXKHbl NPUHUMATb KOHCTAaHTHOE 3Ha4YeHne nam
KOTOpbl€ BbIYNCNIAKOTCA NO NpaBuiam.

® HaCTPOWKM npaBua NpeobpasoBaHMs BXOAHbIX 3HAYEHMN, MO3BOAOWMX NPeobpa3oBbIBaTb 3HAYEHMA aT-
pnbyTOB NpU M3MEHEHUN (Hanpumep, NpU PesaKTUPOBaHUM MOb30BaTENEM WM MPW BblI3OBE COOTBET-
creytoLmx API);

® HACTPOWKM NpaBun Npeobpa3oBaHUA BbIXOAHbIX 3HAYEHWIA, NO3BOMAIOLLMX MPOBECTU AOMONHUTENbHbIE
npeobpasoBaHMA C BbIYMCAAEMbIMU aTPUBYTamu;

® HACTPOWMKM Ha3Ha4YeHus aTpnbyToB — onpeaeneHme naeHTMduKaTopa B cUCTEME M aTPUBYTOB, OTBEYAIOLLLMX
3a Homep MoBUNbHOTO TenledoHa, afpPec 3NEKTPOHHOMN NOYTHI.

BHumaHue: [ns KoppeKTHol paboTbl Blitz Identity Provider Kak MUHMMYM A0/IXKHbI 6bITb BbINOJIHEHbI C/le-
AytoLwme HaCTPOMKHU:

® CKOHOUrypupoBaHbl HeobxoamMmble aTpubyTbl;

* OAWH 13 aTPpUBYTOB onpeaesieH B KayecTse naeHTMduKaTopa.

KoHdurypuposaHue goctynHbix aTpubytos

XpaHumble aTpubyTbI

HeobxoamMmo B pasaene UCTOYHMKM AaHHbIX NepeiT B 610K XpaHUMble aTpMbByTbl U BbINOAHWUTL Cleaylolme
warm:

® n06aBUTb HOBbIV aTPUOYT, HaXKaB Ha CCbIIKY +[06GaBUTL aATPUOYT;

® yKas3aTb HAaMMeHoBaHMe aTpubyTa, KoTopoe byaeT ucnonb3oBatbea B Blitz Identity Provider. HaumeHoBa-
HWe aTpnbyTa MOMKET OT/INYATLCA OT Er0 UMEHW BO BHELIHEM XPaHUAULLE — B TAKOM C/yvyae Heobxoammo
YKas3aTb npasuio npeobpasoBaHuna B Hacmpolikax (cTpaHuua 71) aToro xpaHUAuWa;

® YKasaTb TUMN 3HAYEHUA AaHHbIX — PopmMaT AaHHbIX (String, Number, Boolean, Bytes, Array of
Strings);

* onpeaenvTb NapameTpbl aTpubyTa:

— BO3MOXKHO I NPOM3BOAMTL NO HEMY NOUCK (cTonbey Mouck);

CoseT: Ecnv 31O aTpMBYT M3 NOAKNIOYEHHOrO XPaHUAULLA, TO B LLeIAX MPOU3BOAUTENLHOCTU PEKO-
MeHAYeTCA CO34aTb MO HEMY NOUCKOBBIN MHAEKC.

— ABNAETCA I aTPUOYT 0653aTeNnbHbIM (cTonbew, 0643);
— [O/IKHO NN 3HaYeHune aTpubyTa 6biTb YHUKANbHbLIM B cucTeme (cTonbew, YHuk).

Mocne pobasneHuns atpubyTa HELOMYCTUMO MEHATL ero MM, MNpu HeoBXoAMMOCTU NepenmeHoBaHUA aTpubyTa
cneayet yaanuTb aTpubyT U co34aTb HOBBbIA.

BaxkHo: B pasgene Monb3oBaTenu B kapmovke ross3oeamersd (cTpaHuua 197) atpmnbyTsl ByayT NoKasbiBaTbCA B
TOM NOPAZKE, B KOTOPOM OHM CO3ZaHbl. Yepes KOHCO/b YNpaBaeHUA U3MEHUTb NOPAJOK aTpmbyToB Henb3s. Mpu
HEeobX0AMMOCTN M3MEHUTb NOPAAOK aTPMOYTOB HEOOXOAMMO BPYUHYIO UX NMEPEeynopsaoumTb B KOHOUTypaum-
OHHOM daline blitz.conf B ceKumm HacTpoek blitz.prod.local.idp.id-attrs. YTobbl B pasgene
lonb30BaTENU BMECTO CUCTEMHbIX UMEH aTpMBYTOB NOKa3bIBa/INCb UX TEKCTOBbIE Ha3BaHUA C YYETOM A3bIKa
uHTepdeiica nonb3osaTens, HEOOXOAMMO 418 CO3AaHHBIX aTPUbyTOB 0rpedenums (cTpaHuua 295) Bmessages
CTPOKM C ONMMCAHWEM Ha3BaHWUM aTpUBYTOB ANA UCMO/Ib3YeMbIX A3bIKOB. CTPOKMW AOMKHbI MMETb BUA custom.
user.attr.name.<umMmg aTpudbyra>.

2.2. ba3oBoe KOHPpUrypmposaHue 66



Blitz Identity Provider, Bepcua 5.23

Mpw co3gaHnmn HOBOro aTpMbyTa aBTOMATUUYECKM TaKKe CO34AETCA MANMUHT HOBOFO aTpMbyTa BO BCEX MOAKAIO-
YeHHbIX XpaHUAWLWax aTpMbyToB Ha aTPUBYT C TaKMM Ke Ha3BaHWeM. lMocne co34aHnA HoBbIX aTpMbyTOB Heob-
XOLMMO MPOBEPUTbL M OTPEAAKTMPOBATb HACTPOMKM MANMMHIA B MOAKAOYEHHbIX XpaHunmwax. Ecam atpubyT He
NpeanonaraeTca CYNTbIBATb U3 XPAHUANLLA, TO HYXKHO YAAIUTb CTPOKY MAnmnuHra — B TaKOM C/lydae aTpubyT byaert
BecTucb B 6a3e AaHHbIx Blitz Identity Provider.

BaxkHo: Ecnu B KayecTBe CYB/ ncnonbsyetca PostgreSQL, To Heob6xoamMmo co3gaTtb ctonbel, B Tabanue USR_ATR,
a Take B Tabnuue USR (TONbKO B C/lyYae, eCiv UCMONb3yeTca sHympeHHee xpaHuauuje (cTpaHuua 70)). Umsa
cTonbua A0NXKHO COOTBETCTBOBAaTb MMeHU Aobasademoro aTpnbyTta c Hopmanmsaumen us lowerCamelCase
B UPPERCASE_SEPARATED_BY_UNDERSCORE, Hanpumep, middleName -> MIDDLE_NAME. Tun ctonbua
[L0/1KeH BbITb BbIOPaH B 3aBUCMMOCTU OT TUMNa 3HaYeHus aTpubyTa:

e cronbew, c TMNOM text ans aTpmbyToB Cc TMMOM String u Bytes (B 3TOM ciydae 3HauyeHve ByaeT coxpa-
HeHo B Base64);

e ctonbeu, c TMnom text [] ansa atpubyta c TMnom Array of strings;

e crtonbeL c nogxoaswmMm Yncnoebim TMNom (bigint, integer, smallint) ana aTpubyToB C TUNOM
Number;

e cronbel, c TMINOM bool ana aTpmbyTa c TMNOM Boolean.

XpaHuMble aTpUGyThI

OnpegenuTe aTpuByTel yUETHON 3aNiCK NOAL30BaTENs. JINs 3TOTO 3aAalATe Ha3eaH

- YHWKANbHOE UMA aTpUByTa B CucTeme. HassaHwe atpubyTa MOXeT OTNWYaTbCH OT ero MMEeHW BO
BHELLHEM XPaHWTMLLE, B TAKOM Cly4ae YKaxuTe Npasnio Npec6pasoBaHns B HACTPOAKAX 3TOTO XPaHWUMLLA

Taxe BolGepuTe

3HOYeHUS — TN JaHHBIX aTpubyTa
YKaKWUTE, KaKUE aTpUBYTLI ABAAIOTCR:
0 UCK) - 3T BTPUBYTHI GYAYT YHTEHbI MDY NOWCKE YYETHOM 38MNCH B Pa3gene «MoNb30BaTENM:, NPY MCNONE30BAHUM BHELUHEND XPaHMAWLLA N0 STM aTPUBYTaM
eflyeT NpeAyCMOTPETL MHASKC:
-3TH aTPUBYThI AOMKHBI BbITb 333HbI NPW PETUCTPALINN NONL30BATENS 1 HE MOTYT GbiTb YAANEHE! B AaNbHEALLEM.
. yH (VHUIK) - 3HAYEHNA STUX 3TPNGYTOB AONKHEI 6biTh YHUKANLHEI B CV e.

HawmenoBaHwme aTpubyTa Tvn 3HauyeHua Nowck 06s3. YHUK.
sub String v n
family_name String v O O n
given_name string v O O n
middle_name String v O [m] n
email String v ] n
phone_number String v O n

&

+
i~
o
T
|
5
]

MpeaycmoTpeHa BO3MOXHOCTb Ha3HauUTb Ana aTpubyTa LDAP-KaTanora TpaHCAATOP, OCYLLECTBAAOLWMIA NPeob-
pasoBaHue aTpmnbyTa u3 xpaHumoro B LDAP ¢popmarta B Tpebyembiit dopmar B Blitz Identity Provider. Hanpumep,
3TO MOMKET 6bITb NOAE3HO NPU HeobxoaumocTu obpabaTbiBaTh B Blitz Identity Provider aTpubyT objectGUID
n3 LDAP-kaTanora Active Directory, 4Tobbl 3TOT aTpubyT NpeacTaBnsaaca He B 6aitToBom BMAe, a B popme CTPOKK
GUID. Hactpolika esinosnHaemcsa (cTpanHuua 309) yepes KOHOUTypaLMOHHbIN daiin.
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Bbluncnsemblie aTpubyThbl

[na HaCTPOMKKM BbluMCAAEMbIX aTpMbyTOB B 6/10Ke Bbluncnsemble aTpnbyTbl HEO6XOANMMO COBEPLIUTL Ceayto-
e AencTens:

® n06aBUTb HOBbIV aTPUOYT, HaXKaB Ha CCbIIKY +[06aBUTL aATPUOYT;
® yKasaTb HAMMEHOBaHMWeE BbIYMCIAEMOro aTpnbyTa;
® YKasaTb TMM 3HAYEHUA AaHHbIX — GOPMAT AAHHbIX;

® YKa3aTb MNpPaBu/10 BblYNUCNEHUNA anM6yTa Ha OCHOBE Opyrux anM6YTOB WU NPUCBOEHNA €My KOHCTAaHTHOTO
3Ha4vyeHuA.

Mpumepbl npasun:

® yTOObLI CO34aTb ATPMOYT UMa u daMunud U3 XpaHMMbIX aTpubyToB family_name M given_name
HeobXoaMMOo onpeaennTb XpaHuMble aTpuMbyTbl family_name n given_name, a ganee 3a4atb BblYKC-
nAembl aTpubyT full_name c NpaBUIOM BbluMcneHns — ${family_name} S${given_name}.

® yTOObI CO34aTb AaTPMOYT MOMEH SIEeKTPOHHOH [OUYThI U3 XPAaHMMOro aTpubyTta email Heobxoaumo
onpenennTb XpaHMMbIN aTpubyT email, a Aanee 3a4aTb BblYUCASEMbIV aTPUBYT domain W onpesenvTb
€ro NpaBuo BbluMCAeHMA S{email##*Q}.

NpumeuaHne: Cnpasky NO MOAJAEPXMBAaEMbIM NapameTpam CTPOK MOACTaHOBKM MOMHO MOCMOTPETb
3pecb??

Bbluucnaembie aTpuGyThl

Mpu \ICD(‘)XO,’].MMGCTM onpenen Te BeINMCNREMbIe ﬁvDME}’TE\ YKAXWUTE UX HAUMEHOBaHKWE, THIT 3HAY8HHA, a TaKXKe HacTpoiTe NPasuNe BbMHUCNEHWA HA OCHOBE XPaHUMbIX
arpubyTos

Bbi4MCnAEMOMY aTPUBYTY MOXKET BbiTh NPUCBOEHO KOHCTAHTHOE 3HAaYeHWe,

Mpumepsl HACTPOMKK

HammeHosaHwne aTpubyTa Tun 3HaveHnA Mpasuno BbIMMCNEHNA
prefered_username String v ${family_name} ${given_name} n
adGroup Array of strings v FHmemberOf} n
onlyCN Array of strings hd ${memberOf} n
domain String v $email## @) n

+ [obaenTe aTpubyT

MpaBuna npeo6bpa3oBaHMA BXOAHbIX 3HAUEHUIA

Mpasuna NnpeobpasoBaHMA BXOAHbIX 3HAYEHMI NO3BONAIOT NPOBEPATL KOPPEKTHOCTb popMaTa BBOAA AaHHbIX U
obecneunBatoT cCOXpaHeHWe AaHHbIX B KOPpeKTHOM dopmarTe. Mpasuia 3a4atoTCsa C NOMOLLLIO PeryasapHbIX Bbipa-
KeHU. Kaxaoe npaBuo BKIOYAET B cebs perynsapHoe BbipaxKeHue, NO3BO/IAOLLEE NPOBECTU AeKOMMO3ULMIO
(pazbueHuna Ha YacTM) BBEAEHHOTO 3HAYEHUA, M NPABUJIO COXPaHEHMA NOAYYEHHbIX YacTeil (KOMMOHOBKA).

Mprmep peluaembix 3a4au:

® [N1A NPOBEPKU, YTO aTpMOYT email cogepKUT 3HaK @, HEOBXOAMMO YKa3aTb BblpayKeHMe AEeKOMMNO3ULMU
A(.+)Q@(.+) S nBblpaxkeHNe KOMMNOHOBKM ${0—1};

22 http://tldp.org/LDP/abs/html/parameter-substitution.html
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e ana nposepku ¢dopmaTta MobusibHoro TenedoHa (phone_number) M coxpaHeHusa ero B ¢dopma-
Te +7(999) 1234567, HeobxoaMMO YyKasaTb BblparkeHue gekomnosmumm ~ (\+72) ([7817?) 2\ (?
([0-91{3})\)2 2([0-91{3}) [- 12([0-91{2})[- 12([0-91{2}) S v BbipaxkeHne Komno-
HOBKM +7 (${3-1})${4-1${5-}1${6-}.

Mpaewuna npeobpasoBaHUs BXOAHBIX 3HAUEHWIA

3TV Npasuna No3BoNA0T NPOBEPATL KOPPEKTHOCTL GopMaTa BBo/a AaHHbIX M 06EeCNeYMBaloT COXPaHeHWe AaHHbIX B KOPPEKTHOM GopmaTe. Npasunna 3a4atTcs C NOMOLLbIO PerynsipHbiX
BhIpaXeHWiA.

HavmeHoBaHwe aTpnyTa [Aekomnozuuna KomnoHoeka

phane_number A\NITETR) 7 +7(H2 41551806

[0-9H21)7 2([0-2121[- TA[0-912H)[- JA[0-212)

email NAH@HHE {0y n

+ AcBaenTe npasuno

Mpasuna npeobpa3oBaHUA BbIXOAHbIX 3HAYEHUN

ITM NpaBunaa NO3BONAIOT COBEPLUNTL AOMONHUTE/bHbIE NPeobpa3oBaHMA C BblYMCAAEMbIMK aTpubyTamu. Hanpu-
Mep, U3 aTpMbyTa C MacCMBOM rpynn nosib3osaTeneit MoryT 6biTb U3B/eYEHbl TOIbKO HeobXoaMMble Fpynnbl, 60
3HayeHus rpynn u3 popmata CN=name, DC=... LO/IKHbI BbITb NPeobpazoBaHbl NPOCTO K UMeHam CN. Mpumepbl
HaCTPOEK TaKUX NpaBuA Npeobpa3oBaHUA NpeacTaBAeHbl Ha PUCYHKE HUXKe (NpesBapuTesibHO HeobXxoaAnmo co-
30amb (CTpaHULa 68) COOTBETCTBYIOLLME BblUMCAAEMbIE aTPUBYTHI).

Mpaeuna npeoGpasoBaHWA BEIXOAHBIX 3HAYEHMIA

I 3TW NpaB1na no3sonAT COBEPLWKTL AONOAHATENbHBIE NPpeobpa3oBaHkA C BbIHUCNAEMBIMKA aTpUByTamM.

HaumeHoBaHue avpnﬁyra AeKomMnosHuUnA KomnoHoska
onlyCN "en=(*7).0.18 $(1} n
adGroup v Men=39SU-ABCD-)(?ITEST-IDEV-)(.*)$ $(0-} n

+ [JobaenTe Npasuno

Hactpoiika HasHaueHuna aTpubyTos

HeobxoaMmo yKasaTb, Kakol aTpubyT byaeT naeHTMdUKaTopom B cucteme. MaeHTMdPUKaTOp A0NKEH ObITb YHU-
KaNbHbIM U HE MEHATLCA CO BPEMEHEM.

MpumeuaHue: He pekomeHayeTca B Oyayliem meHATb 6a30BbIN nAeHTUUKATOP, T.K. K HEMY NPUBA3bIBALOTCA
BCe NONb30BaTe/IbCKME HACTPOMKU. MNpu n3meHeHnn 6asoBoro naeHTMPuUKaTopa byayT noTepAHbI HACTPOW-
K1 ABYXPaKTOpHOM ayTeHTUPMKaLMK, 3aperncTpmpoBaHHble cobbiTvA 6€30nacHOCTHN, 3aNOMHEHHbIE CMINCKU
YCTPOICTB NO/Ib30BaTENEN, CBA3M C BHELUHMMM YYETHbIMW 3anncAmM, xpaHumble B 6ase gaHHbIx Blitz Identity
Provider aTpubyTbl Nnonb3oBaTene.

TaKe MOXHO yKa3aTb, KaKune anMGYTbI MCNONb3YIOTCA OANA cneunanbHbIX uenem:

1. AtpubyT, ncnonb3yemblii B KauecTBe NPU3HaKa 610KMPOBKM yHETHOW 3anncK. ITOT aTpUBYT AONKEH UMETb
TUN 3HaveHnAa Boolean. Blitz Identity Provider noaaepxusaet 610KMpPOBKY Nosb3oBaTenel, XxpaHMMbIX B
LDAP-kaTanore. na Ncnosib3oBaHMA 3TOM GYHKLMKM TaKKe TpebyeTca HaCTPOUTb COOTBETCTBYHOLWMIA aTpu-
6yT B Hacmpolikax (cTpaHuua 71) LDAP-kaTanora.
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2. BoblpaxkeHue, onpegenatowiee UMs Nob30BaTeNA B KOHCOAU. Hanpumep, BbipaxkeHue ${ family_name}
${given_name} ${middle_name-} no3BosseT oTObparkaTb y y4eTHOM 3anuncu (Hanpumep, B pas-
Aaene Monb3oBaTenn) Gamuanio, UMA U 0TYECTBO (€CU ecTb).

3. ATpunbyTbl, UCNONb3yEMbIE AN XPAHEHMS a4PecOB 3/NE€KTPOHHOM MOoYTbI.
4. ATpubyTbl, UCNONb3yeMble ANA XPAaHEHNA HOMEPOM MOBUbHBIX TeNedoHOB.

B KayecTBe 3/1EKTPOHHOM NOYTbl U MOBULHOTO TeNedOHA MOTYT BbITb YKa3aHbl HECKO/IbKO aTpubyToB (Hanpumep,
ONA NIMYHOTO U paboyero agpeca 31eKTPOHHOM NoYTbl).

HasHa4eHune aTpubyTos

YKaxwTe, Kakoi aTpubyT ByJeT MAEHTMONKATOPOM B cucTeme. MAEHTMGUKATOP A0MXeH BbiTb YHIKANbHEIM U HE MEHSTBCH CO BPEMEHEM.

TaKXe MOXHO Tb, Kakue aTprByThl MCNONB3YKTCA:

¢ ANR onpefeneHus 3 KMPOBaHHbIX YHETHBIX 3aNWCei. 3TOT aTPUBYT AC/KEH 6biTb 6yNeBbIM (Boolean);
* B KayecTee aJPeca 3NeKTPOHHOR NOYTHI:

* BKa4ecTBe HOMepa MObWAbHOro TenedoHa

MOXHO TakKe yKa3aTb MPasuno, Mo KoTopoMy GyAeT GOPMUPOBATLCA MMA NONb30BATENS A1f 0TOBPAXEHS B KOHCONK

Waentudukatop sub v
MpurzHak GNOKUPOBKKA locked M
VIMSi NoNb30BaTeNs B KOHCO/IN ${family_name} ${given_name-} ${middle_name-}, ${email-}
JNEKTPOHHERA NouTa email
Mo6unbHEIA TenedoH phone_number

MoaKknoUYeHMe XpaHUAULL, aTpubyToBs

Tunbl xpaHuauwy,

B KauecTBe xpaHuuLL aTpubyToB Nonb3osateneit Blitz Identity Provider nossonseTt ncnonb3osathb:
1. BHelwwHee (NoAKAOYEHHOE) XpaHUAMLLE. B KauecTBe TaKOBOTO MOMET BbICTYNaTb:

e LDAP-xpaHuauWe — 3TO MOXeT b6biTb Ntoboi cepsBep, noaaep:kusatolwmii npotokon LDAP (389
Directory Server, OpenLDAP, FreelPA u apyrue), a Takxe Microsoft Active Directory nnm Samba4;

* WHOE XpaHWauLWe, aNs NoAKAUYeHUs KoToporo K Blitz Identity Provider Heobxoaumo paspaboTtaTtb
cneumansHble REST-cepsucsi (cTpaHuuya 75).

2. BHyTpeHHee xpaHunuie. Bce atpnbyTbl nonb3oBaTtenelt xpaHATcA B 6a3e gaHHbIx Blitz Identity Provider.
B cnyyae ecnm B KavectBe CYB/, ncnonbsyetca Couchbase Server, To 6a3y aaHHbIx Blitz Identity Provider
MOXHO MCNO/Ib30BaTb A/1A XpPaHeHUA He6obLIOro YMCcaa yYeTHbIX 3anuceld. B cnydae ecam B Kavectse CYB/,
ncnonbsyetca PostgreSQL, TO MOXHO XpaHUTL Nt0HOE YUCNO YYETHbIX 3anucei.

Ons KoppekTHoM paboTsl Blitz Identity Provider TpebyeTca HacTpoiKa XoTa 6bl O4HOIO XPaHUAMLLA U KOHOUTY-
pupoBaHue ampubymos (cTpaHuua 66). Mo yMONYaHUIO HACTPOEHO BHYTPEHHEE XpaHuauwe u aobaeneH psasg
atpnbyToB.

MpumeuyaHue: Kaxpaasa yyeTHasa 3anucb Noab30BaTeNs XPAHUTCA B KAKOM-TO O4HOM onpeaeneHHOM XpaHu-
nuuwe. Blitz Identity Provider aonyckaeT KoHGUIrypMpoBaHMe U NOAKNHOUYEHME HECKONBKUX XPaHUNLL, OAHAKO
pekoMeHAyeTcA UCNOob30BaTb OAHO OCHOBHOE XpaHuAuLe Ana paboTsl. PeweHne 06 ncnonb3oBaHWK BTO-
POro XpaHUANULWA AOMKHO BbITb NPUHATO C YYETOM NPUMEHAEMON MOAENN AaHHbIX. Hanpumep, B nogkato-
YeHHOM KoprnopaTnsHom Active Directory MoryT XpaHUTbCA OaHHble COTPYAHWKOB OpraHmM3aLmn, a B 4ONon-
HUTenbHOM LDAP-xpaHuAMLLE — AaHHbIe CNeLnanbHO 3aperMcTpUpoBaHHbIX K BHELLHUX» No/b3oBaTenel (co-
TPYAHVKM NapTHEPCKUX OpraHu3aLmii, dpuaaHcepsl 1 np.).
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BbI6Op M HACTPOWKa MCNOAb3YEMOro XPaHWANULLA OCYLLEeCTBAAETCA Nocne HacTPOMKK aTpubyTos B pasgene Uc-
TOYHMKM aHHbIX B pasgene XpaHuauuia aTpubyTos. 10 yMONYaHUIO HAaCTPOEHO BHYTPEHHee XpaHuauile. [ns
[06aBNEHUA BHELHEro XpaHWAWLLA CAeAyeT HaxKaTb Ha KHOMKY [l06aBuTb HOBOE XpaHWAULLE, MOC/IE Yero yKa-
3aTb TMMN BHELWHEro XPaHUIMLLA M HAaCTPOUTL NapameTpbl B3aMMOAENCTBMA C HUM. XpPaHWUAKULLA NOCe CO34aHNA
CO34,al0TCA BbIKNOUYEHHBIMU — UX HYXKHO BK/IKOYMTb C MOMOLLLbIO Tymbiepa B pasgene XpaHuauwa atpubyTos.

XpaHunuwa atpnubyToe

Ecnwu Bce yyeTHble 3anvucu npegnonaraetcA xpaHnTs B Blitz Identity Provider, To gocTtaTouHO 0gHOro BHyTPEHHEro
xpanunuwa (built-in). Ecnu TpebyeTca NOAKNIOYUTE BHEWHES XPaHUNULLE, HAXXMUTE Ha KHONKY «[lo6asnTb HOBOE

XpaHunuiie», BhlﬁEpVITB TUN XpaHunuuwa n HaCTpOﬁTE ero.
bip-didap01 -j
Idap: 389-DS

bip-ddc01 ol
Idap: Microsoft Active Directory

No6aBUTb HOBOE XpaHUnuLLe

[JonycTmo yaanuTb BHYTPEHHEe XpaHWIMLLE, eC/IM ero He NIaHMPYETCA UCMOoIb30BaTb. [lns 3Toro HeobxoaMmo
nepeinTn B CBOMCTBA COOTBETCTBYIOLLENO BHELIHEro XPaHW/IMLLA M HaXKaTb Ha KHOMKY Y4anuTs.

Mcnonb3oBaHUe HECKOMbKUX XPaHUAULL, MOMKET PellnTb 3a[a4y BXOAa Mo/b30BaTeNen, XPaHALLMXCA B PasHbIX
LDAP-KaTanorax uav B pasHbix BETKax 0OAHOro KaTtaaora. Hanpumep, B pesynbrate ob6beanHEHUA ABYX KOMMAHWIA
MOKHO MOAKAOUYMTL ABa KaTanora K Blitz Identity Provider u obecneunTb BXoZ nosb3oBaTesiel, He npuberas K
HacCTpoMKam A0Bepua UAN NOCTPOEHUIO MeTaKaTasora.

KoHdurypuposaHme xpaHunuila

Tun xpanunmuia LDAP
Xoct dap.example.com
Mopt 636

Mcnone3oBaTe S5L

MepeiT K KOHPUIypUpoEaHNID

MoaknoyeHmne xpaHunuwia no LDAP

Ecnun B KauecTBe UCTOYHMKA YYETHBIX 3anuceit nonb3osatenelt ucnonbyerca LDAP xpaHuavLLe, pa3sepHyToe B
opraHu3auum, ANs ero HacTPOMKM Heo6X0AMMO BOCMO/1b30BaTLCA Pa3AeNoM MICTOYHMKM AaHHbIX KOHCO/IM yrpaB-
JIEHMA U BbINOIHUTL C/eAytoLMe Wwarn:

e n06aBUTb HOBOE XPaHUAULLE, YKa3aTb cneaytolme gaHHble:
— Tin gobasnsemoro xpaHuauwa — Bbibpats LDAP;
— agpec XpaHUAnLWa;

= nopT,
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— OTMETUTb ¢na>+<o+< Hcnonb3oBaThk SSL, eC/iM AOMXKHO UCNONAb30BaThCA 3alULLEeHHOe coeauHe-
HHUe.

® CKOHUrypmposaTb LDAP-xpaHuaMLLe, HACTPOUB Ccaeayowme napameTpbl:

onucaHue XpaHuaumiLa (onuMoHanbHO);

MUCNONBb3YET N XPpaHWAUULe TO/IbKO ANA YTEHUA OaHHbIX U1K BO3MOXHa 3anncCb B HETO;

Heobxo4MMOCTb UCNoNb3oBaHMA SSL-coegmHeHns;

HeobxogmMmocTb DNS-6anaHcupoBKM BbI30BOB K LDAP-xpaHuMAuWy — AAA 3TOr0 HaKaTb KHOMKY
DNS-6anaHcupoBKa M 3a4aTb NapameTpbl [oMenHoe wuMd, [lopT, Ucnonb3osaTs SSL, Pexum
paborTel, BpeMd XpaHEeHUd B X3Me, MC;

MpumeuvaHume: MNpu DNS-6anaHcmpoBske Blitz Identity Provider 3anpawmsaety DNS-cepBepa no 3a-
AaHHOMY AoMmeHHOMY umeHn LDAP-kaTanora Bce agpeca nogkatodenus. Ecnam 8 DNS nponucaHo
6onee ogHOro agpeca, To B 3aBUCMMOCTHM OT BbibpaHHOTo pexkmma pabotol Blitz Identity Provider
yCTaHaBAMBAET MOAKAOYEHME K MEepBOMY AOCTYNHOMY cepBepy (pexkum pabotbl FAILOVER), K
cnydanHomy cepsepy (pexunm pabotbl RANDOM) uam K Kaxkgomy cepBepy No ovyepeam (pexunm
paboTtbl ROUND_ROBIN). MonyyeHHbIn oT DNS cnvcok cepBepoB XxpaHUTcA B Kawwe Blitz Identity
Provider B TeueHuMe BpemeH#U, 3a4aHHOIO B HAaCTPOiiKe BpeMd XpaHeHud B K3le, MC.

— HACTPOWKM Nyna COeaNHEHNN;

® yKasaTb NOIMMH M Napo/ib NO/Ab30BaTeNs, OT WMMEHW KOToporo 6yaeT ocywecTBaatbca paboTta c
LDAP-xpaHuaumuiem (y aToro nosib3oBaTens A0MXHbI 6biTb NPaBa Ha UTEHWE U Ha 3aMUCb AaHHbIX), a Tak-
e 6a3osblli DN — pasgen Katanora ¢ y4eTHbIMM 3anNUCAMMU NONb30BaTENEN;

Mpumeyanue: [JonycTMMo yKasaTb NOAb30BaTeNA TO/IbKO C NPaBaMM HA YTEHUE, eCIN XPAHUANULLE UC-
NoJIb3yeTCA TOJIbKO A/1A YTEHUA.

® YKasaTb HAaCTPOWMKM NOMCKa — YBUHY NOMCKA MU MaKCMMa/ibHOE YMCA0 BO3BPALLAEMbIX YHETHbIX 3anucei
(a0 BAMAET Ha YMCNo Nosb3oBaTeNel, oTobpaxkaemMblx B pasaesie Monb30BaTeNIM KOHCOAN YNPaBAEHMS).
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MapameTpel nogkniodeHUA K LDAP xpaHunuugy

Hoentndimkarop

Onucanue

Toneko ANA 4TeHWA

bip-didap01

389 Project

Hactpoiika coeanHeHun

Xoct

Mopr

bip-didap01

636

Wenonbaosats SSL

DNS-6arancuposia

Hacrpoiika nyna coeguHexui

TadmayT coeJHHEHUA, MC 3000 Ha: KONUYECTBO

TanmayT oTBETa, MC 3000

HOE KONM4EeCTBO

Y4yeTHanA 3anuck ANA paborkl ¢ XpaHUnuwem

[InA KOpPeXTHOA padoTsl AOMKHA GHITh YKA3aHA YYETHAR 3ANUCh C NPABAMM HA YTEHHE NaHHBIX U3 XPAHMNALA. ECNN NNAHHPYETCA M3MeHeHne/N00aBNene NaHHLIX cpeacTsamy Blitz Identity
Provider, To HeoGX0AUMEI NPaBa Ha 3aNKCh

Nonekzorarens{DN)

Mapons

Bazoeuii DN

uid=reader,ou=sub, dc=reaxoft dc=loc

Wamerute snaverme

ou=sub, dc=reaxoft.dc=loc

Hacrpoiku novcka

InyGuna noucka

MakcHmansHoe KONU4ecTBo
3anuced, BO3BpaNAEMbIX NPH
nomcke

B Bazoeom DN 1 B noguuHeHHbIX

100

[anee MoXHO HacTPOWUTb NpaBu/Ia CONocTasneHms aTpnbyToB M yKasaTb Npasuaa pasbueHns u npasuia npeob-
pa3oBaHMA 3HaYeHui aTpnbyToB. ITO NO3BONAET:

* [aTb aTpMBYTY B CUCTEME APYroe HasBaHuWe, He coBnagatolLee ¢ ero umeHem B LDAP-kaTanore. Hanpumep,

ecnv B LDAP-kaTanore aTpubyT 3a4aH Kak sn, a B Blitz Identity Provider Heobxoanmo ero ucnosib3oBaTb Kak
family_name, To BblbepuTe aTpnbyT family_name M yKaXkuTe sn B KayecTBe ero HasaHuA B LDAP.
Mpymep TaKol HaCTPOWMKN NPUBEAEH HA PUCYHKE HUMKE;

MCMONb30BaTb CNeLMasbHble NPaBKUAa 3anMcK aTpmbyToB B faHHbIM LDAP-KaTtanor. Hanpumep, ecam Bbl Xo-
TUTE CoXpPaHATb MObUbHbIN TenedpoH B popmaTe +7 (999) 1234567 B LDAP-kaTanor 6e3 ckobok, To a1
3anucu 3aganTe npasuao pasdueHns ~\+7\ (([0-91{3})\) ([0-91{7}) $ u npaBuno npeobpaso-
BaHMA +7S{1-}S{2-}.

MCNONb30BaTb CheLnasbHble NpaBuaa YTeHus aTpubyToB n3 gaHHoro LDAP-kaTanora. Hanpumep, ecam
B LDAP-kaTasnore aTpubyT ¢ Homepom mobunbHoro TenedoHa 3agaH B ¢popmate +79991234567, a
B Blitz Identity Provider ucnonb3syetcs ¢opmat +7 (999) 1234567, TO ANA YTEHUA U3 KaTanora MOXK-
HO MCMOAb30BaTb NpaBuao pasbuerna ~\+7 ([0-9]1{3}) ([0-9]1{7}) S n npasuao npeobpasoBaHUs
+7(${1-})s${2-}.
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Mpasuna conocrasnexlus aTpubyTos

HacTpoiiTe npaBuna conocTaBneHns, eciu Ha3BaHWA WK GopMaThl aTpubyTos B Blitz Identity Provider He coBnazatoT © Tem, Kak 3Tk aTpubyTel onpegenetsl B LDAP-kaTanore. M ans
YTEHMS, M ANA 3aNVCK MOXHO YKa3aTb Npasuna pa36reHya n Npasuna Npeo6pa3oBaHna 3Ha4eHniA aTpnByTos. 3T0 NO3BONRET:

* [aTk aTPUBYTY B CUCTEME APYroe Ha3BaHWe, He COBMajalolee C ero MMeHeM B LDAP-kaTanore. Hanprmep, ecin B LDAP-kaTanore aTpUEYT 3alaH kak =n . a & Blitz Identity Provider
HEOBX0AMMO Ero MCNONBL30BaTh KaK surname , TO BLIGEPUTE GTPMEYT surname W YKaXWTe sn B Ka4eCTBE M0 Ha3BaHuA B LDAP;

MCMONb30BaTh CrneyranbHbIe Npaswaa 3anucy aTpuByTos B AaHHbIi LDAP-kaTanora. Hanpvmep, ecnv Bbl XOTMTE COXPaHATb MOBMUNbHBI TenedoH B bopmate +7(999)1234567 &
LDAP-kaTanor 6es cko6ok, To ANA 3anncK 3a4aiTe Npasvno pasbvenns ~\+7\(([@-21{3})\)([@-91{7})$ v Npasuno npeobpasoBaHnA +7${1-}${2-}.

VICMoNb30BaTh CNeuvanbHbIe NpasKna YTeHks aTpubyTos U3 AaHHoro LDAP-kaTanora. Hanpumep, ecnv 8 LDAP-kaTanore atpyéyT C HoMepom Mo61abHOro TenedoHa 3ajaH B
dopmare +79991234567, a 6 Blitz Identity Provider ncnonbsyetca ¢opmar +7(999)1234567, To ANA YTEHWA U3 KaTanora MOXHO MCNOL30BaTb NPaBUN0 pasbueHns ~\+7([e-31{3})
([2-91{7})$ W NPaBMnO NPe0BpasoBaHNs +7(${1-})${2-}:

ATpUBYT HazeaHue B LDAP sanuce Hrenme
Mpaeuno pasbrenns MNpaewno npeobpasosaHna Npaewvno pazGuenus Npaeuno npeoGpasosanna
sub ~ uid n
family_name ~ sn n
given_name v givenName n
middle_name v middleName n
email v mai n
phone_number v maobile n

=3

+ oBaeuts aT

o

Ecnun xpaHeHue co30aHH020 paHee (CTpaHuua 66) aTpnbyTa B AaHHOM XPaHMMLLE He NPeANO0NaraeTcs, TO MOXHO
NPOCTO YAANUTb aTPUBYT, UCNONb3YA KHOMKY yaaneHus. B aTom cnydae 3HayeHue yaaneHHoro atpubyta byaer
COXPaHATbLCA NPU CO34aHUN/PEeaKTUPOBAHUN YYETHOM 3aMUCK He B MOAKIOUYAEMOM BHELLUHEM XPaHWUAULLE, a B
6a3e gaHHbIx Blitz Identity Provider.

Ecnv nnaHmpyeTcs Mcnosib3oBaTb BO3MOXKHOCTb 6/10KMPOBKM YYETHOM 3anNmncK, TO He0BX0AMMO yaanuTb aTpmbyrT,
onpepeneHHbIn B pasgene MCTOUHMKM JaHHbIX B KAYecTBe NpM3HAKa 6/10KMPOBKK, M3 Tabauubl ¢ Npasuaamu
COMOCTaB/eHNA aTpubyTOB.

Ecnu Blitz Identity Provider ucnonbsyetca gna peructpaumm nosib3osatenel, Npuyem 3anmcb OCyLLecTBAAeTCs
B OaHHbIN KaTanor, To HeobXoAMMO yKa3aTb NapameTpbl CO34aHNsA HOBbIX Nonb3oBaTeneit — DN pogutensckoro
KOHTeiHepa, BHYTPM KOTOpPOro byayT co3AaBaTbCA NONb30BATE/NN, M CUCTEMHbIE aTPUBYTbI, CBA3AHHbIE CO CreLu-
bUKoM xpaHuamwa***,

MpumeuvaHue: Hanpumep, objectclass, onpeaenatolmn TMN co3gaBaemoit yyeTHon 3anmcu B LDAP. na
Microsoft Active Directory objectclass gonkeH umetb popmaTArray of stringu3HayeHue-top,
person.

I'Iapamepr\ CO3AaHWA HOBbIX NoNb30BaTeNneil

s KOPPEKTHO paBoTsl CO3AaHMS MONL30BATENA HEOBXOAUMO YKa3aTk cneymdryHbe Ans LDAP XpaHMAULWE NapaMeTpsl. TpK GOPMUPOBAHIN 3HA4EHWA NapaMeTpOB MOXHO
WCNOAb30BaTh CTPOKKW NOACTAHOBKW 13 ET|]I,’6)TDE nonb3oearens. CNMcoYHOe 3HaY8HNE MOXHO 3a3Tb Yepes 3anAaTyto.

DN rnonssoeatenei uid=${sub}ou=users,ou=bip-demo2,o0u=su

MepBoHadanksHole aTprbyTel HazeaHwe ®opmar 3HadeHne

Hanpumep: objec
objectClass Array of strings b top,blitz-schema n

+ NloBaBuTe aTpubyT
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MopgkntoueHue K xpaHunuwy no REST

Ecnv B KauyecTBe MCTOYHMKA YYETHbIX 3anuceit Monb3oBaTesneil UCMo/b3yeTca BHeWHAA 6asa AaHHbIX (He
LDAP-xpaHMAULLE), TO AR NOAKAOUYEHUA K Hel TpebyeTca pa3paboTatb KOHHeKTOp. KoHHeKTOp obecneunBaet
yTeHue (Mnn usmeHeHne) HeobxoaMMbIX AaHHbIX U3 6a3bl AaHHbIX M NPEAOCTaBAAET AaHHbIE B KOPPEKTHOM dop-
maTe B Buae REST-cepsucos ansa Blitz Identity Provider.

[na HacTpolikn B3aumogelicteuna ¢ REST-cepsucamu Heob6xoanMMo BbINOAHUTL CAeAyOWMe LWaru:
¢ n06aBUTb HOBOE XPaHW/ULLE, YKa3aB TN J06aBNAEMOro XpaHuauwa - REST;
® yKasaTb OnMcaHue XxpaHunua (onuMoHanbHo);
® yKa3aTb, UCMONb3YETCA N XPAaHWUIULLE TONbKO ANA YTEHWUA AaHHbIX AW BO3MOXHA 3aNuCb B HEro;
® YyKa3aTb MaKCMMaabHOE KO/IMYECTBO 3anuceil, BO3BpaLLaeMblix NPy NOUCKE;
® yKasaTb NepeyeHb AoCTynHbIX Yepe3 REST-cepBuChbl aTpnbYTOB;

e ykasaTtb URL cnegyrowmx cepsmcos:

CcepBUC NONCKa nosnb3oBaTenem;

— CepBunC nosly4eHnA AaHHbIX NO/1b30BaTENA;
— CepBuUC NPOBEPKU NOTUHA U NAPONA;

— CepBUC CMeHbI Napona Nonb3oBaTeNnem;

— cepsuc A06aBﬂ6HMﬂ HOBOrO NOJb30BaTeNA,

— CepBUC UaMeHeHNA AaHHbIX N0J/1b30BaTENA;

CepBuC yaaneHna Nonb3oBaTens.
CKPUHLLOT CTPaHULLbl C HACTPOMKAMM NOAKNIOUYEHMSA K XPaHMAULLY C Mcnosib3oBaHnem REST-cepBrcoB npeacTas-
NIeH HUXKe.

NapameTtpsl REST-cepsucos

WiaenTugukatop rest test

Onucanue

TonbKo ANRA UTEHKUA Oa ~

MakcUManLHoe KonuuecTBo 100
3anuceid, BO3BpPaLLARMBIX NPK
nowmcke

Mepeuets AOCTYNHbIX sub  xfamily_name =given_name xmiddle_name xema phona_number
aTpubyTos

Appeca REST-cepsucos

URL cepBuca novcka

nons3oBarenei
GET

JSON Arra UTF-

@

URL cepBuca nonyyeHns
AaHHLIX NONL30BaTENA

200 OK JSON UTF-8

402 Bad Reguest USER_NOT_FOUND
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B cnepylowmx nogpasaenax onncaHbl TpebosaHuaA K paspaboTke REST-cepBMcoB, NpefocTaBaaoWwmnx Heobxoau-
Mbli1 Blitz Identity Provider goctyn K XpaHWAULLY y4eTHbIX 3annCe.

CepBsuc noncka nonb3osarenei

CepBuc NoMcKa nosb3oBaTtenen fonxkeH obpabatbiBaTb 3aNpocbl MeToAom GET, rae B KayecTBe napameTpa rql
yKa3blBaeTcA NOMCKOBbIM 3anpoc. 3anpoc nmeeT dopmat Resource Query Language (RQL)?® 1 AoMKeH KaK MUHK-
MyM NoAAepKMBaTb caeytolme onepaunm:

e 1limit —KOAMYECTBO BO3BpPALLAEMbIX 3aMMUCeN;
¢ and — 04HOBPEMEHHOE BbIMOJIHEHWE MOUCKOBbIX YC/O0BUIA;

® Or — afbTepHaTUBHOE BbINOSIHEHWE MOWCKOBbIX YCA0BUI (Hanpumep, NOUCK Mo pa3HbiM aTpubyTam B Ka-
YyecTBe /I0T1Ha);

® 1in — BXOXAEHWe 3HAYeHMA aTpubyTa B CMMCOK 3HAYEHUI (Hanpumep, NOUCK NPUBA3AHHbIX YY4ETHbIX 3aNK-
celi Npu BXoZe Yepes BHELHMI NOCTaBLMK naeHTuduUKaumnm);

® g — NpPoBEPKa YC/NIOBUA PABEHCTBA C BO3MOXKHOCTbIO NOMCKA NO Macke (Hanpumep, ¢ UCNO/Ib30BAaHUEM
3Be3404KM (*)).

Hanpumep, ecnv B KayecTBe IOTMHA B pasgene AyTeHTUPUKALMA HACTPOEH TOIbKO NOUCK No aTpubyTty email,
TO NnepenaBaemblili Npu ayTeHTUdUKauumn RQL-napameTp byaet nmeTb Bug, (rae test@mail . com — AaHHble,
BBEZEeHHbIe N0/1b30BaTe/IeM B Ka4YecTBe /I0rMHa):

rgl=and (eq(email,test@mail.com),limit (10))

Ecnu BbINOAHAETCA BXOA Yepes BHELHWI NOCTaBLLMK UAEHTUOUKALMM, U HAO0 HANTU CBA3AHHbIE C BHELIHeN yyeT-
HOW 3aMu1Cbto yYeTHbIe 3aMnuncKu B XpaHWUAULLE, TO NepeaBaemblit RQL napameTp byaeT MeTb BUA:

rgl=and (in(sub, (7d5fd1d2-e171-4c85-8da6-00368863c396,2b78a2da-241c-4182-ba%—
—d810cdb7aa70)),1limit (10))

Ecnu B KauecTBe NIOMMHA HACTPOEH NOWUCK No aTpubyTy email UM sub, To nepesasaembiit RQL-napametp byaeT
UMETb BUA:

rgl=and (or (eq(sub,test@mail.com),eq(email, test@mail.com)),limit (10))

CepBUC A0/IKEH BO3BPaALLATb CMUCOK NoJib3oBaTenen u ux aaHHole B popmate JSON B Kogmnposke UTF-8. Mo Karxk-
[0MY MONb30BATENIO A0/MKHbI ObITb BO3BPALLEHbI aTPUOYTHI:

e id - unaeHTMOMKaTOP NONb30BATENA B NOAKNOYEHHOW Ba3e AaHHbIX. MpeanonaraeTtcs, YTo 3TOT UAEHTU-
duKaTop byaeT HeM3MEHHbIM 419 AAaHHOTO NOJIb30BaTeNs;

e attrs — 0b6beKT c nepeyHem BO3BpaLLaEMbIX 4aHHbIX NO/b30BaTeNs. Heobxoanmo BO3BpaLLaTh Te aTpu-
6yTbl, KOTOPbIE NPeAnoaaraeTca UCNo/b30BaTb B CUCTEME M KOTOPble CKOHdUIypupoBaHbl B pasaene Mc-
TOYHMKM OaHHbIX.

Mpumep 3anpoca:
GET /users/search?rgl=and(eq(sub,BIP*),limit (10)) HTTP/1.1
Host: idstore.identityblitz.com

Content-Type: application/json
Cache-Control: no-cache

Mpumep oTBeTa:

23 https://github.com/kriszyp/rql
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"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"

}

}I

"id": "ID456",

"attrs": {
"sub": "BIP456",
"given_name": "Elena",
"family_name": "Ivanova",
"email": "ivanova@test.org",
"phone_number": "+79997654321"

CepBVIC nony4yeHuma AaHHbIX NOos1b30BaTenAa

B page cnydyaes Blitz Identity Provider 3anpawunBaeT AaHHble KOHKPETHOro nonb3oBaTtena. CepBMC NONyYeEHMUA
OaHHbIX Nonb3oBaTena AomKeH obpabaTtbiBaTh 3anpockl meTogom GET, B KotTopom B URL yKasbiBaeTca aTpubyT
1d—BHYTPEHHUI NAEHTUDMKATOP NOb30BaTENA B NOAKNOYEHHOM Base gaHHbIX. Mpu 3agaHmm URL aToro cepsu-
Ca B KOHCO/IM yNpaB/eHnsa HeobXoANMMO NCMONb30BATb CTPOKY NOACTAHOBKM ANA naeHTUdMKaTopa nosb3osaTens
—-${id}, Hanpumep:

https://idstore.identityblitz.com/users/${id}

Ecnn nonbsoBaTtenb HaWgeH, TO cepBUC Ao/KeH oTBedyaTb 200 OK M BO3BpallaTb AaHHble MOAb30BaTeNs
B8 ¢opmaTe JSON B Koauposke UTF-8. Ecnm nonb3oBatenb He HanpgeH: 400 Bad Request, Kog oWMOKM
USER_NOT_FOUND B popmate text/plain; charset=utf-8.

Mpumep 3anpoca:

GET /users/ID123 HTTP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Mpumep oTBETA, €C/IM NONb30BaATENb HANAEH:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

OTBeT ANA cNy4yan, ecnm Noab3osaTenb He HaVI,D.eHZ

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: text/plain; charset=utf-8

USER_NOT_FOUND

CepBuC NPOBEPKU NIOTMHA M Naponn

CepBuC NPOBEPKM SIOFMHA M Napons fonxeH obpabaTbiBaTb 3anpocbl meTogom POST, B Te/ie KOTOPbIX YKa3aHbl
cnegyowme napameTpsol (B popmate application/x-www—form—urlencoded):

e 1id—BHYTPEHHUI NAeHTUMKATOP NONb30BaTENA B MOAKAOYEHHOW 6a3e AaHHbIX;
® password—napofib.
B cnyyae ycnexa cepsuc goaxKeH BepHyTb otBeT 200 OK.

Mpn HEBO3MOXKHOCTM MPOBECTU ayTEHTUPUKALMIO CePBUC JOMKeH BepHYTb 400 Bad Request c ogHOM u3
cnenyowmx oWnboK:

e INVALID_CREDENTIALS — HeBepHbIN NOMMH UKW Naposib Nonb3osaTens;
e UNWILLING_TO_PERFORM — nonb3osaTtesnb 3a6/10KNpPOBaH;

e INAPPROPRIATE_AUTHENTICATION — nosb30BaTe/b HE MOXET ObITb ayTEHTUDMLMPOBAH NO Napo-
nio;

e PASSWORD_EXPIRED — napo/b No/sib3oBatensa ycrapen.

Mpumep 3anpoca:

POST /users/bind HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded

Cache-Control: no-cache

id=ivanové&password=12345678

Mpumep oTeeTa (ycnewHas NpoBepKa NOrMHa 1 Napons):
HTTP/1.1 200 OK

Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

Mpumep oteeTa (HeBEPHbIA NOFUH U/UAKN NapPOoNb):
HTTP/1.1 400 Bad Request

Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: text/plain; charset=utf-8

INVALID_CREDENTIALS
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CepBMC CMeHbl NaposAa nosb3oBaTenem

CepBuc cMeHbl Napoas No/b3oBaTeNeM AO/XKEH 06pabaTbiBaTb 3aNpPockl MeToaoM POST, B Te/le KOTOPbIX yKa3a-
Hbl cneaytowme napameTpsl (B popmaTe application/x-www—form—-urlencoded):

¢ id - unaeHTMdUKATOP NOIb30BATENSA, NOMYYEHHbIN MO Pe3y/bTaTy onepaLmmn NPoBEPKM NAapoa Nosb3oBa-
Tens;

e 01d_password — CTapblii Napob;
* new_password — HOBbI/ Napob.
B cnyyae ycnexa cepsuc goaxkeH sepHyTb otBeT 200 OK.
B cnyyae owmnbKu cepsuc fonkeH BepHyTb 400 Bad Request ¢ ogHOW M3 creayowmx ownbok:
e INVALID_CREDENTIALS — nonb30BaTe/b C AaHHbIM MAEHTUPUKATOPOM U NAapoNem He HAaNAEeH;
e UNWILLING_TO_PERFORM — nosb30oBaTeNb 3ab6/I0KMPOBaH;
¢ CONSTRAINT_VIOLATION — HOBbII1 MApo/ib HE COOTBETCTBYET NOUTUKAM He3onacHoCTH.
OcTanbHble BO3BPALLAEMbIE OLUIMOKMN AOMKHbI BbITb aHANOMMYHbI ONEPaLLMK No NPOBEPKE JI0TMHA M Napons.

Mpumep 3anpoca:

POST /users/changePassword HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

id=ivanové&old_password=123456786&new_password=0987654321

Mpumep oTeeTa:

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

CONSTRAINT_VIOLATION

CepBVIC ,D,O6aBI'IEHVIFI HOBOro noJsib3oBartenAa

CepBsuc gobaBneHMs HOBOro NoAb30BaTeNA A0OMKEH 06pabaTbiBaTb 3aNPOCbl METOAOM PUT, B TeNle KOTOPbIX YKa-
3aHbl c/iegytowue napameTpsl (B popmate application/json):

¢ password — naposib Noab30BaTeNs (ONLMOHaNbHO);
* attrs —aTpubyTbl Nonb3oBaTeNA.
B cnyyae ycnexa cepBuc A0MKEH BEPHYTb AaHHble nonb3oBaTensa B popmaTte JSON B kKoamposke UTF-8.

Ecau naponb He yAoB/ieTBOPAET NosnMTMKam 6e30MacHOCTH, CepBuC Ao0/KeH BepHyTb 400 Bad Request ¢
owmnbKon CONSTRAINT_VIOLATION.

Ecnn Takolt nonb3oBaTeslb Y¥Ke CyLLecTByeT, CepBMC AO/KeH BepHyTb 400 Bad Request C owubKow
USER_ALREADY_EXISTS M YTOYHEHMEM, YTO NOAb30BATE/b C AAHHBIM UAEHTUOUKATOPOM Y¥Ke CyLLecTsyer.

Mpumep 3anpoca:

PUT /users HTTP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"password":"‘k****‘k*‘k",

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov(@test.org"

Mpumep oTBeTa (Noib30BaTeb CO34aH):

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

"id": "ID678",

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov@test.org"

Mprmep oTBeTa (y4eTHas 3anuch y:Ke 3apernucTpupoBaHa):

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

USER_ALREADY_EXISTS:ivanov(@test.org

CepBVIC U3MEeHEeHUA AaHHbIX N0/Ib30BaTenAa

CepBuC U3MEHEHWA JAHHbIX NONb30BaTENS AO/KeH 06pabaTbiBaTb 3anpockl MeTogom POST, B URL Bbi3biBaeMo-
ro cepBMca yKasblBaeTcA aTpUbyT id — BHYTPEHHUI naeHTUdMKATOP Nonb3oBaTeNa B NOAKAOYEHHON Base AaH-
HbiX. Mpu 3agaHuun URL aToro cepsuca B KOHCOMM ynpaBaeHMsA He06X0AMMO UCNOAb30BaTb CTPOKY NOACTAHOBKM
Ans naeHTuduMKaTopa nonbsosatens — ${id}, Hanpumep:

http://idstore.identityblitz.com/users/${id}

B Tene 3anpoca Ha M3meHeHMe AaHHbIX YKasaHbl caegytowme napameTpsbl (B popmate application/json):

* password — HOBOE 3Ha4YeHuWe Napossa Nnosb3osaTens (eCNM Naposib He NepeaaH, TO OH He A0/IKEH M3me-
HUTbCA);

¢ replaced— HoBble 3HaYeHMA aTPUOYTOB NOL30BATENA, KOTOPbIE HYXKHO 3aMEeHUTb UK [,06aBUTb;
e deleted — CNUCOK Ha3BaHWUI yaansemblix aTpubyToB.
B cnyyae ycnexa cepBuC SO/TKEH BEPHYTb AaHHble nonb3osaTtensa B ¢opmate JSON B Koguposke UTF-8.

Echn HOBbIM Maponb He yAOBAETBOPSET MNOAUTUKAM 6e30MacHOCTWU, CepBUC [O/KeH BepHyTb 400 Bad
Request c owmnbKoi CONSTRAINT_VIOLATION.

Ecnn Takoi nonb3oBaTeNnb He CywecTsyeT, CEPBUC AO0/MKeH BepHyTb 400 Bad Request ¢ owubKoW
USER_NOT_FOUND.

Mpumep 3anpoca:
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POST /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

"replaced": {
"email": "ivanov@domain.org"

b
"deleted": ["family_name"],
"password": "###H#HFEHH"

Mpumep oTseTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"email": "ivanov@domain.org"

CepBVIC yAaneHuna nonb3oBartena

CepBWc yaaneHnsa y4eTHOM 3anmcK Nonb3oBaTens fo/xKeH 06pabaTbiBaTh 3anpockl metogom DELETE, B URL Bbli-
3bIBAEMOrO CepBMCa YKasblBaeTcA aTpubyT id — BHYTPEeHHWUI naeHTUUKATOP Nosb3oBaTeNs B NOAKAOYEHHOM
6a3e paHHbIX. Mpu ykasaHMK URL aTOro cepsuca He0b6xo4MMOo MCNONb30BaTb CTPOKY NMOACTAHOBKU ANA UAEHTU-
¢dvKaTopa nosb3oBatens — ${id}, Hanpumep:

http://idstore.identityblitz.com/users/${id}

B cnyyae ycnexa cepsuc AomKeH BepHyTb ctaTyc 200 OK.

Echm  nonb3oBaTenb He CywecTByeT, CcepBUC [JOMKeH BepHyTb 400 Bad Request ¢ owubKow
USER_NOT_FOUND.

Mpumep 3anpoca:

DELETE /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Mpumep oTeeTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

2.2. ba3oBoe KOHPpUrypmposaHue 81



Blitz Identity Provider, Bepcua 5.23

HacTpoiika BHyTpeHHEro XxpaHuaumwa

Ecnu B KauecTBe UCTOYHMKA YUETHbIX 3anucelt nosib3osaTenei ucnonblyercs 6asa gaHHbIx Blitz Identity Provider,
TO HEOBXOAMMO BbINONHUTbL CeAytoLMe LWaru:

* n06aBUTb HOBOE XPaHUAWLLE, YKa3aB TN A06aBAAeMOoro xpaHuamwa — BUILT-IN;
® yKa3aTb MAEHTUPUKATOP XPaHUANLLA;

® faTb ONMUCaHWE XPaHWUKLLA;

* onpeaenvTb, UCNONb3YETCA U XPAHWUIULLE TONbKO A1A YTEHUA UM HET;

® YKa3aTb MaKCMMaJ/IbHOE YUC/10 BO3BPaALLLAEMbIX YYETHbIX 3anucei npu NoUcCkKe.

MapameTpebl ECTPOEHHOT 0 XPaHUNHUILA

Wpentudpnkarop built-in

Onuncanue Built-in store

Tonbko gns YTeHua Her ~

MakcumansHoe Konu4ecTeo 100
3anuceil, BO3BPANAEMLIX NPH
noucke

MpumeuvaHume: B cnyyae ecnm B KayectBe CYB/ ncnonbsyetca PostgreSQL, To MOXKHO XpaHUTb Nt0boe Yncno
yYeTHbIX 3anuceit. B cnyyae ecam B Kavectse CYB/ ncnonbyetca Couchbase Server, To BHyTpeHHee xpaHu-
JIMLLLE MOXKHO MCNO/Ib30BaTb A/A XpaHeHWA HeBONbLLOTO YMCAA YUYETHBIX 3annCen.

2.2.2 AyteHTudUKaumsa

HacTpoiku ayTeHTUdUKaLMM 3a4at0Tca B pasgene AyTeHTUGMKaLMA KOHCONM ynpaBaeHus. OnucaHue paboTsl ¢
HacTPOMKaMM NPUBEAEHO B CIeAYIOLMX pa3aenax.

Kak paboTaTb c HacTpoiikamu ayTeHTUGUKaLmm

HacTpoiku ayTeHTUdMKaLMM 3a4at0TCa B pasgene AyTeHTUdUKaLMA KOHCOM ynpaBaeHus. HacTpoliku pasaene-
Hbl MO BKNAZAKaM:

ObLwne HacTpoWKK

O6Lwwme HaCTPoMKK, onpeaenstowme NPOXoXKaeHMe ayTeHTUPUKAL MM NONb30BaATENAMM

MaponbHble NOANTUKM

HacTpoiku naposibHbIX NOAUTUK

Kntoun 6e3onacHocTn

HacTpoiiku kntoven 6esonacHoCTH

MNepebit hakTop

HacTpoiku meTonoB ayTEHTUPUKALUK, MTPUMEHAEMbBIX NPU NEPBUYHOM UAEHTUDUKALMM U ayTeHTUUKaLMK

BTopoit pakTop
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HacTpoiku meTof0B ayTeHTUGUKALMM, NPUMEHAEMBIX ANA NOATBEPKAEHMA BXOAA
Tpetuin bakTop

OnuMoHanbHanA BKAAAKA, OTOBPANKAETCA, TONbKO €C/IU CKOHOUIYPUPOBAHO HanuuMe metoaa ayTeHTUdMKauum,
NPUMEHAEMOro AOMNONHUTENBbHO NOCE NPOXOXKAEHWUA NPOBEPOK NEPBOro M BTOporo ¢pakTopa

MeToabl ayTEHTUGMKALLMM CTPYNNMPOBAHbLI K NEePBOMY U BTOPOMY GaKTopy. YTOObI BKAOUMTL METOA ayTeHTUDU-
KaLlMK, ero Hy»XHO CHayana HaCTPOUTb.

MpumeuaHue: BTopoit GakTop UCNOb3YeTCA AN KYCUNEHWA» NEPBOro daKTopa, HanpuMmep, No/1b30BaTeso B
[AONONHEHME K Napoto TpebyeTcsa BBECTU CNeLManbHbIi Kog, CreHepupoBaHHbIN MOBUALHBIM NPUNOKEHMEM

Habop meTos,0B MOXKET OT/IMYATLCA B 3aBUCMMOCTU OT TUMA MCNONb3yeMon nueH3un. [ina nepexosa K HacTpoi-
KaM MeToZia HYYKHO HaXKaTb KHOMKY MNepeiTv K KoHdUrypaumum metoaa (Mpy nepBUYHOM HAacTpoiKke meToaa) imbo
CcblNKy MNepenTn K HaCTPOMKam (4158 KOPPEKTUPOBKM TEKYLLMX 3aaHHbIX HACTPOEK).

HacTtpoiiku ayTeHTUdMKaummn
O6Lume HaCTPOrKN MaponbHble NOANTUKK Knioun 6esonacHoctn MepBbii hakTop Bropoit chakTop Wmnepconndukauma

[106aBUT BHELWHWI METOA ayTeHTUhMKaLMM
JloruH n naponb n Bxoa no ceaHcy onepauvoHHON CUCTeMbl

Mpu BxOAE B CUCTEMY NOMb30BATENIO HEO6XOAUMO BBECTM IOTWH U Naponb Mpu Bx0ae 6yneT NCMONb30BATLCA TEKYLLMIA CEaHC ONepaLMOHHON CUCTEMbI

MepeiiT K HacTpoiikam MepeiiTi K HacTpovikam

2[ICTBO 3/IEKTPOHHO MoANUCH -j Bxop yepes BHELWHWE CepBUChI AeHTUhMKauum

MNpu BXxOAE B CUCTEMY NONb30BATENIO HEOBXOAUMO MCMOMNL30BaTh CPEACTBO 3/IEKTPOHHON Noanucu na Bxopa nonb3osartens 6yaeT nepeHanpasneH Ha BHEWHUIA CepBUC MABHTUMKALNA.
WK cmapT-KapTy Monb3osatenio notpebyeTcA aaTb cornacme Ha nepeaady AaHHbIX CBOER y4eTHoi 3anucu B Blitz

Identity Provider.
MepeinTn K HacTpoikam

MepeiiTn K HacTpoikam

Bxop, N0 BPEMEHHOI CCblnke -j Bxoa ¢ n3BecTHOro yct -3

Bxop B cucTeMy ocywecTBnAETCA No cebinke. Cebinka AeiCTBYeT B TEYEHUe OrpaHNYeHHOro Mocne ycnewHoro Bxoaa yCTPOICTBO 3anoMuHaeTcA. B TeueHne onpeaeneHHoro nepuoaa Bxoa B
BpemMeHn CMCTEeMY OCYLIECTB/IATCA aBTOMATUYECKM
MepeiiTin K HACTpoiKam MepeiiTi K HACTPOIiKaM

MoaTBepXXAeHVE C MOMOLLbIO Koaa m BHewHwuin meTop, "tes -j

lMocne ycnewHoro nepeM4HOro BXoAa NONL30BATESNO HYXHO BBECTI KOAL U3 COOGLUEHNA, Mocne ycnewHoro nepenyHOro Bxoaa GyAeT NpoM3seaeHa A0NOHUTE/NbHAA NPOBEPKA C MOMOLLbIO
nepeaaHHoro Ha HoMep MoGMNBHOTO TenedhoHa BHELLHEro cepBuca ayTeHTMrKaumum
MepeiiTyt k HacTpoiikam MepeiiTh K HacTpoiiKam

MoaTeepXxaeHVe ¢ NOMOLLbIO K/iioya 6e30nacHoCcTn -j 3xoa no QR-kop

AyTeHTUMKALMA OCYLLECTBNAETCA C NOMOLWLIO Kntoyeit 6esonacHocT WebAuthn unu U2F [nA Bxoaa B cUcTeMy Nonb3oBaTeNb AOMKeH cunTaTh QR-koa B MOGUALHOM NPUNOXEHUN

MepeiiTn K HacTponkam
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HacTtpoiiku ayteHTUdmMKkaummn

O6Luve HacTpoIKi MaponbHbie MoMNTUKY Knioum GesonacHocT Mepebiit dhakTop BTopoii hakTop VIMnepcoHndmkauma

[106a81Tb BHEWHMI METOA ayTeHTUhUKALMM
nr i
Mocne ycnewHoro nepeuYHOro BX0Aa NOMb30BATESIO HYXHO BBECTU KOA, CreHepupoBaHHbIi Mocne ycnewHoro nepenYHOro BXOAA NOMb30BATESIO HYXKHO BBECTW KOf, CreHepypoBaHHbIi
cneunanbHbIM YCTPOCTBOM - reHepaTopoM 0AHOPa30BbIX Napone MOGMNBHBIM NPUNOXKEHNEM NN YCTPONCTBOM
MepeiiTyt K HACTpOiiKam MepeiiTin K HacTpoiiKam
L T B

MoaTeepxxaeHue Bxoaa ¢ NOMOLLBLIO MOGUNBHOrO NpunoxeHua Duo Mobile - He06x0AUMO OTBETUTL MosBonAeT He TpeGoBaTh YCUNEHHYIO ayTeHTU(MKaLUMIo (BTOpO (hakTop) Npu BXoAe C U3BECTHOTO
Ha push-yBegomnenve ycTpoiicTsa,

‘ ; 1t [ B \ eH o K | W]
Tocre YCrewHoro NepBUYHOTO BXOAA NONb30BATESNIO HYXHO BBECTM KOA M3 COOBLISHNUA AYTEHTUDMKALMA OCYLIECTBARETCA C NOMOLLBIO KIioveit 6eaonacHocTin WebAuthn unu U2F

nepefaHHoro Ha Homep Mo6ubHOro TenedoHa
lepeiiTy K HacTpoiikam

MepeiiTin Kk HacTpoiikam

Mocne ycnewHoro Nnepe14HOro BXoAa NONb30BATESNO HYXHO BBECTU OTBET Ha KOHTPOSIbHbINA BONPOC

PyKOBOZCTBa MO HAaCTPOMKaM KaxKA40ro MeToga NpvBeseHbl B NoCAeayolwmx pasgenax. Ans BKAYEHUA UK OT-
K/OYEeHUA METOAa ayTEHTMOUKaLMM HEOBX0AMMO YCTaHOBUTb Mepek toyaTenb B Tpebyemoe NonoxKeHue.

O6wme HacCTpPoOiKU

Ha BknagKke O6uwme HacTpoKkKM pasaena AyTeHTUDMKaALMA MOMKHO 3a4aTb:

* YpOoBEeHb ayTeHTHOUKALMU [0 YMONUaHHUD: YKaXuTe Mepsblii GpakTop, 4Tobbl Y Nonb3oBaTenem
3anpalMBasach TONbKO NPOBepKa NepBoro ¢akTopa ayTeHTUPUKaL MM (Kpome nNosb3oBaTeNnei, B HaCTPOM-
Kax KOTOPbIX BK/IlOYEHA HEOBXOAMMOCTb MPOBEPKM BTOpPOro dakTopa). YKaxkuTe MepBbiii 1 BTOPOW GpaKTop,
4TObbI AN NO/Ib30BaTE/IEN AOMNONHUTENBHO K NepBomy daKTopy TpeboBasacb MpoBepKa BTOPOro ¢pakTopa
ayTeHTUdMKaumu.

e [lapameTpbl NPOAOIKUTENBHOCTU CECCUN:

— [IPONONXUTENBLHOCTL CECCHUM MpPU 6e3NeHCTBUU MONb30BATENd: YKaXute Bpemsa (B
CEeKyHAax), B Te4eHune KOToporo ByaeT coxpaHeHa ceccus Npu 6e3aeicTBMM NoAb30BaTeNs, T.e. Npu
OTCYTCTBMM NEPEXOAO0B MEXAY Pa3HbIMU MPUIOKEHUAMMN.

— MakcuManbHad MNPONONXUTENbHOCTL CECCHHU: YKaXKUTE BpeMsa (B CEKYHAaX), B TEYEHUE KO-
Toporo byaeT coxpaHeHa ceccus He3aBMCMMO OT HaMUMA AeNCTBMI Nonb3oBaTens.

BHumaHue: Ha npoaonkutenbHocTb SSO-ceccum N0Nb30BaTENA TaKXKe MOXKET BAUATb CPOK Aei-
cTBuA cookie b1c Ha ctopoHe Blitz Identity Provider. Mo ymonyaHuio cpok gerictema cookie blc
coctasnaet 10800 cekyHA. ECnm makcMmanbHas NPOAO/IKUTENIbHOCTb CECCUM NPEBLILLAET AaHHOe
3HaYeHWe, y Nosb30BaTENA MOXKET ObITb 3aMpPOLLEH NOBTOPHLIM BXOZ, KaK TONbKO CPOK AENCTBUA
cookie ncteuer, aaxe npu akTMBHOM SSO-ceccmun. B 3Tom cnyyae HEOBXOANMO 8HECMU U3MEHEHUS
(cTpanuua 360) B daitn KoHbUrypaumm.
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* BpeMd OTOOpaxeHud 3KpaHa JorayTa, CeX.: BPema B CeKyHAax, B TeYeHMe KOTOPOoro nosb-
30BaTento 6yAeT NOKasbiBAaTbCA 3KPaH BbIXOLA 40 aBTOMATUYECKOrO NepeHanpas/ieHus Noib3oBaTtens Ha
CTPaHULY Nepexoaa B MPUNOXKeHWe nocae norayra.

* HacTpoiite 3anomMmnHaHMe yY4eTHbIX 3anucei:
— Mo yMOA4YaHMIO 3aMOMMHAHUE YYETHbIX 3anuncei BKAOYEeHO. Mpu HeOBXOANMMOCTH OTKIOUUTE ero.

— 3amoMHHAHHWE YUYETHHIX 3aluCel: PerUM 3aNoMUHAHMA YYETHbIX 3annceit. YKaxkute 3anomu-
HaTb OAHY YYETHYHO 3aNUCb, YTOObI KaXKabli BXOA, HOBOM YYETHOWM 3anumcbto B bpaysepe nepesanuchbl-
Ba/1 3aNOMHEHHbIN BXOA NpeablayLlen y4eTHOM 3anmMcm uamn 3anommHaTb BCe y4eTHbIe 3anuncu, YToobbl
KaKabll BXOA HOBOM y4eTHOM 3anmcK A06aBAAA K CUCKY 3aNOMHEHHbIX YYETHbIX 3anuceit B bpaysepe

elle oaHy.

- OroBpaxaemMoe MMd IONbL30OBATENd: UMA NONb30BaTeNA, KOTopoe oTobparkaeTca Ha CTpa-
Huue BxoAda. 3ajaeTcA B BUAE PeErynapHoro BbiparkeHua, Hanpumep: S${family_name-}
${given_name-}. Takoe perynapHoe BblpaxeHne no3sonseT otobparkatb Gamuanio nu UMa Nosb-
30BaTenA, CoXpaHeHHble B aTpubytax family_name U given_name.

— OTobpaxaeMbll HOEHTHOUKATOP [ONb3OBaATENd: UAEHTUPMKATOP YYETHOM 3anmucu, KoTo-
pbivi oToBpakaeTcsa BTOPOM CTPOUKOM Ha CTPaHMLLE BXOAA. 3a4aeTCA B BUAE PEryNAPHOIO BblpayKeHus,
Hanpumep: ${email-Sphone_number }. Takoe perynsapHoe BbipaKeHMe NO3BONAET OTODpaXKaTb
OOMH M3 KOHTAKTOB, COXPaHEHHbIX B aTpubyTax email uam phone_number (ecnv umetorcsa oba,
To oTobpaxkaetca email). Mpn HacTpoliKe MOXKHO MCMO/b30BaTb MacCKMpPOBaHUe 3HaYeHnin. Hanpum-
mep, npaBuno ${phone_numbersmaskInMiddle (3, 3) } byaeT otobpaxkaTb cpegHue uncna
HoMepa TenedoHa B BUAe *.

- OTo6paxaThb apaTap: NPU3HaK HeobxoaMmMocTn oTobpakaTb aBaTap Ha CTpaHMLe BXoaa.
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HacTtponku ayTeHTUdMKaLumum

O6Lme HaCTPoiKiM MaponbHble NONANTUKK Kniouu 6esonacHocTu Mep.hIit dhakTop BTopoii thakTop TpeTwit dhakTop MMnepcoHudukauma

YpoBeHb ayTeHTUhUKaLKn no MepBbiii hakTop $
yMOnuYaHuio
VkaxuTe TpeboBaHue K ayTeHTU(MKaLn nonb3osaTenei no ymonyauio. Ecnun ykasan sapnant
"nepBblil 1 BTOPOiA hakTop", TO MO yMONYaHUIO BCE NOMb30BaTENN AOKHbI NPOUTK ABYXhakTOpHYO
ayTeHTUdOUKaLMIO.
MpoaonXuTensHOCTb ceccun 3600
npw 6e3geicTBum
nonb3oBatena  YKaXuTe BpeMmA (B CekyHAax), B Te4eHne KoToporo OyaeT coxpaHeHa CeccuA npv beaaencTanm
NoNb30BaTena, T.e. Mpy OTCYTCTBUM NEPEXOAOB MEXY PasHbIMK NPUNOKEHUAMK
MakcumansHan 10800
NPOAOKUTENbHOCTL CeCcCUn
YkaxuTe Bpema (B CeKyHAAX), B TeYEeHNe KOTOPOro OyaeT COXpaHeHa CecCMA He3aBMCHIMO OT HaIMHMA
[ercTBuiA NoNb3oBaTenA
Bpems oTo6paxeHua sKpaHa 1
norayTa, cek.
3anomMuHaHue Y4eTHbIX 3anucen
BknioyeHo I]
3anomuHaHUue y4YeTHbIX 3anomvHaTh OfHY YYETHYIO 3anunch -
3anucen
OTtobpaxaemoe UMA ${phone_number-}
nonb3oBaTens

OTO6paXyaemblii
uaeHTudmKaTop
nonb3oBaTtena

OToBpaxkatb aBaTap

MaponbHble NOAUTUKU

MaponbHble MNONMTUKM HACTPaMBalOTCA Ha BKNagke MMaposibHble NONUTUMKM pasgena AyTeHTUdMKaLMA KOHCoM
ynpasneHus.
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Hactpoiikn ayreHTugmkaumm

ObLne HACTPORKK MapankHbie NOAUTIKK Knioun Be3onacHocTy MNepBwiit thakTol

Tpetuit chaktop  Munepcoridukalus

CnoxHocTk Napona

MUHMMANLHAR ANWHA NaponA 8

Cnosaps naponeit OBaop

rpynnei cumeonos | 3

Hassasue rpynnsi lonycTimbie CHMBONGI MuHHMYM CUMBONOB

Unchpei (0-9] !

HuskHuit 2] 1
perncTp

Bepxnuit

(A-Z 1
peructp

CneumansHbie
cumMBONsI

MonuTuka NOBTOPHOrO MCNONL3OBAHUA

3anper MCNONBL3OBAHWA CTAPLIX 3
naponei, wr.

MUHHMANBHOE BPEMA XKA3HM
napons, cex.

MaKCHMANEHOE BREMA KHSHI

napons, cex.

MHHUMANBHOE YMCNO
OTAMYAIOLIMXCA CHMBOOB, WT.

MpeaycMoTpeHbI caeaytoLlme HacTPOMKK:
¢ MWHMMaNbHAA 4/IMHA NapOAA — YUCNO0 CMMBOJIOB B Naposie (pekomeHayeTcs He meHee 8);

e CnoBapb Naponein —yKasblBaeTCA TEKCTOBbLIN dai, coaeprKallnii CNMCOK 3anpeLLeHHbIX naponen. Kaxabin
naponb JO/XKeH bbITb Ha OTAENbHOM CTpOKe. B ciyyae ncnonb3osaHusa 6obwnx dainos pekomeHayeTcs
3arpy»KaTb UX HeMocpeACTBEHHO Ha cepBep, U 3aAaBaTb NyTb K ainy B HacTpoike dicPath B Ba0oKe
HacTpoeKblitz.prod.local.idp.password-policy B ¢anneblitz.conf.

e [pynna cuMBONOB — 3aaeT MMHUMANbHO HEO6XOAMMOE KOIMYECTBO Fpynn CMMBOIOB B napose. Mo Kax-
[0 rpyrnne CUMBOIOB MOXHO 3a4aTb HAaCTPOMKM B TabauLe rpynn CMMBOOB:

— [onycTmble CMMBOAbI — C NMOMOLLBIO PETYNAPHOro BblPaXKeHUA 33[43eTCA MHOMECTBO CMMBOJIOB
rpynnbl. Hanpumep, MOXKHO PacLIMpPUTL JOMYCTUMbIE CUMBOAbLI LUGP, U3MEHUB perynspHoe Bbipa-
KeHue Ha cnegytowee — [0—9°—9], MOXKHO paclWMPUTb JOMYCTUMble Habopbl CUMBONIOB BYKB —
[a-—za—g] u [A-ZA-5], nobaBuUTb MaM y6paTb AONYCTUMbIE CNELCUMBONbI — [ ! @#S$S &* () +-72
oMY=~/

— MUHUMYM CMMBONOB — CKOJIbKO MUHMMYM CMMBOJI0B M3 FPynnbl 40/XKHO MCNO/Ib30BaTbCA B Napone,
YTO CYHUTANOCD, YTO rpynna 3a,ﬂ,ei;ICTBOBaHa B napone.

e 3anpeT MCNONb30BaHWUA CTapbIX naponeﬁ - HaCTpOVIKa YKa3bIBa€T, Kakoe KONnYeCTBO CTapbiX naponef/'l

[AOMKHO 3aMNOMMHATLCA, YTO6bI NPU 3a4aHMM HOBOIO NaposA He AOMNYCKaTb BBOZ Napoaa U3 UCTOPUM UC-
NONb30BaHHbIX MAPONEN.
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e MuHMManbHOe BpeMA KU3HM NAPONA — MMHUMANbHOE BPeMA KU3HM NApONA, B CEKYHAAX; MOKa 3TO Bpe-
MA HEe UCTEKNO, NOZIb30BATE/NIO HE 6y,CI,ET pa3pelweHo NoCTaBUTb HOBbIM naponb. Ecnu Takyto NnpoBepKy He
cnenyet BbINOMHATL, TO HYXKHO 3a4aTb NYCTOE 3Ha4YeHUe HaCTpOVIKVI.

e MaKcumasnibHoe BpemA XMU3HW NApoasa — MaKCUMa/ibHOE BPeMA XU3HWU NApOosA, B CEKYHAAX; KaK TONbKO
3TO BpemAa UCTeYeT, N0/1b30BaTeNto I'IOTpe6YETCF| 334aTb HOBbIN naponb. Ecauv Takyto NnpoBepKy He cneayet
BbIMOJ/IHATb, TO HYXXHO 334aTb NyCTOE€ 3Ha4YeHne HaCTpOVIKM.

¢ MWHMMa/IbHOE YUC/IO OT/IMYAIOLLMXCA CUMBOJIOB — CKOJIbKO M3MEHEHHbIX CUMBOJIOB ZLO/IXKHO ObITb B HOBOM
naposie Mo CPaBHEHMIO C NPeapblayWwmnm (4158 Caydaes, KOraa nosib30BaTe/lb MEeHAET TEKYLLMIA Napo/b Ha
HOBbI). EC/1M TaKyto NPOBEPKY He CieayeT BbINO/HATL, TO HY}KHO 334aTb NYCTOE 3HAYeHMUe HAaCTPOIKM.

Pa6orta c Kntouamu 6esonacHoCcTU

Hacrtpoiika Kntoueit 6esonacHocTu

Blitz Identity Provider no3sosfeT ncnonb3oBaTtb 419 aeHTUOUKaLMK U ayTeHTUMKaLMM KAtoun 6e30nacHoCcTH
(WebAuthn, Passkey, FIDO2, U2F). na B3aMmoaeincTemaA c Kntodamm 6e30nacHoCTM Ucnonb3yeTca cneumdukauma
WebAuthn?4,

MoaaepunsaloTca cneaytolme TUnbl KAoYen:

e BHeluHMe Kaoun —npeacTaBnstoT coboi annapaTHble ycTpoicTea B BUuaAe USB-Kntoyel unm 6penokos, nog-
Kntovaemble K MK, nnaHwety n tenedpoHy ¢ nomowbio USB-nopTa, Bluetooth nam NFC. Jna ncnonb3oBaHus
KNtouen He TpebyeTcs yCTaHOBKA Ha YCTPOMCTBO ApPalBepoB, NAarMHOB — B3aMMOAENCTBUE C KtOHaMM OCy-
LLLECTBAAETCA Yepes BCTPOEHHbIE BO3MOXKHOCTM Bpay3epos.

¢ BcTpoeHHbIe KNoUUN — BCTPOEHHbIE B YCTPOWCTBE M ONepaLMOHHON CUCTEME MeXaHM3Mbl ayTeHTUGUKaLUN,
noaaep*xkmeatowme WebAuthn:

— Windows Hello — mo»Ho BxoauTb ¢ nomoubto NMNH-koaa Windows, npoBepKu oTneyaTka naabla uam
pacno3HaBaHWA N1La;

— Touch ID nnu naponb Ha MacBook;

— Touch ID unu Face ID Ha mobunbHoMm TenedoHe i0OS nan npoBepKu oTreyaTKa naabLa UM PacnosHa-
BaHuMA nua B Android.

Kntoun 6e30MacHOCTM HacTpamBatoTcAa Ha BKAagke Kntoum 6esonacHocTv pasgena AyTeHTUOUMKaUMA KOHCOAM
ynpasneHus.

24 https://fidoalliance.org/fido2/
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HacTtpoiikn ayTeHTUhnKauuu
Obwue HacTpoOHKK MaponeHsie NONUTHKK epeii akTop Bropoi dakTop TpeTuit cha

VIMA CHCTEMBI EnuHan cnyx6a exona "VIMA koMnaHuu"
ayTeHTUhUKALIK

Wmnepconngmkauma

DOomeH cuctemsl company.com
ayTeHTUhHKaL MK

ANropuTMbl NOANKCH = ES256 x RS256

OrpaHnyeHne paspelueHHbIX He ewibpano >
CPEACTB ayTeHTUhHKaLMK

Pexxum pKH O pyxeHuie bpaysepom -
Knio4en

BpemA oxupaHuAa, mc 60000

OtoGpaxkaemoe nma ${family_name-} ${given_name-}
none3oearena

OToGpaaembii S{email-}
MAESHTU(HUKATOP YHETHOW
3anucK

HopmaneHeii casur cyeTqnka 1
ayTeHTUhMKaLUA

MpeaycMoTpeHbl caeayoLme HacTPOMKK:

e NmAa cuctemnl ayTeHTMCbVIKaLI,VIVI - H606X0,EI,I/1MO 3a4aTb nogxogAauiee onAa 0T06pa)KeHVlﬂ nob30BaTeNnAam
MMA CUCTEMDI BYTEHTVId)MKaLI,VIVI UAN UMA NPUNOXKEHUA.

o [lomMeH cucTeMbl ayTeHTUdUKALMM — JONKEH COBMNALATb C AOMEHOM, UCMO/b3YyEMbIM CUCTEMOW ayTeHTU-
duKaumein nam 6bITb BbILLECTOALLMM AOMEHOM. Ha 3TOT AoMeH ByayT BbiNyCKaTbCA KAoYM 6e3onacHocTy.

* ANrOpUTMbI NOANUCU — PEKOMEHAYETCA KakK MUHUMYM YKa3aTb anroputmbl ES256 u RS256, utobbl obec-
neuymsanacb pabota c Passkey, Windows Hello n 6onblumMHcTBOM pacnpocTpaHeHHbix annapaTtHbix FIDO2 u
U2F kntouyen 6esonacHocCTM.

¢ OrpaHuyeHue paspeLleHHbIX CPeacTB ayTeHTUOUKALMM — NpU 3HaYeHUn «He BbIBpaHO» cpeacTBa ayTeH-
TMdUKaLMKM He orpaHnumsatoTca. Ecnm BbibpaTh «MepeHocHble», To ByayT paboTaTb TONLKO annapaTHble
Kntoum 6esonacHoctu (nogkntoyaemble no USB, Bluetooth nau NFC). Ecnm BbibpaTh «BcTpoeHHble B naaT-
bopmy», To byayT paboTaTb TONIbKO BCTPOEHHbIE B YCTPOMCTBA Ktoum besonacHocTu (Windows Hello, Touch
ID Ha MacBook, Touch ID u Face ID B MobunbHbIX TenedoHax, a TakKe Ucnonb3oBaHue TesiedoHa Kak cpes-
CTBa ayTeHTUdUKaLMM C NogKaodeHnem no Bluetooth).

¢ PeXXuvm NpoBEPKM HaAnumaA Katoua — npu Bbibope «ObHapyKeHe bpaysepom» Nosb3osaTeNto byayT Noka-
3bIBaTbCA BCE LOCTYMHbIE HA €ro YCTPOMCTBE A4/1A LOMEHA CUCTEMbI ayTEHTUDMKALLMM KNtouM 6e30MacHOCTH.
Mpu BbIbOpe «OBHapyKeHNe cepBepoM» y No/Ib30BaTeNA ByeT 3anpoLleH I0TWH, Noc/e Yero byayT noka-
3aHbl TO/IbKO TE KJ/IK0YM, KOTOPbIe AOCTYMHbI Ha YCTPOMCTBE M MPUBA3aHbI K YH4ETHOM 3anmncu nonb3osartens
Ha cepsepe.
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¢ Bpems oXKnaaHua — yKasblBaeTCA BPems B MUJIMCEKYHAAX, B TEUEHME KOTOPOro cUcTeMa ayTeHTUGMKaLLMM
6yaeT oxmaatb oT 6pay3epa oTBETa Ha 3anpoc obpalLeHus K Katody 6e3onacHocTy.

¢ Otobpakaemoe MMs Nonb30oBaTeNA — 3a4aeT WabnoH Co CTPOKaMu NOACTAHOBKM, B COOTBETCTBUM C KOTO-
pbIM Ha CTPaHMLE BXO4a MO KAody 6e30MacHOCTM B CUCTEME ayTEHTUOUKALMM OTOBParKaeTca MMA 3anom-
HEeHHOro Noab3oBaTeNsA (aKTyaNbHO NPU UCNONBL30BaHUM pexknume « OBHapy}KeHe cepBepOMY).

i OT06pa>+<aeMb|171 Vlﬂ,eHTVICbMKaTOp y‘4€THOI7I 3aNMnCcn —3adaeT wabnoH co CTPOKamMu NoACTaHOBKWM, B COOTBET-
CTBUU C KOTOPbIM Ha YCTDOVICTBG Mo/Ib30BaTE/t0 MOKA3bIBAETCA MMSA K/toya 6e30nacHOCTU.

* HopmanbHbIN CABMUT CHETUMKA ayTeHTUDMKALMM — HACTPOIKa, KOTOpas OnpeaenseT, YTo cepeep ayTeHTUDU-
Kauuu byaeT CpaBHMBATb CYETUMK KONIMUYECTBA ayTEHTUOMKALMI Ha YCTPOMCTBE CO CHETYMKOM KOIMYECTBa
ayTeHTUUKALMIN 3TUM XKe KNHUYOM Ha CepBepe 1 B ClyYae pacxoxaeHun 6onee 4em Ha YUCO, YKasaHHoe
B CYETUYMKE, 3aNPETUT UCMOIb30BaAHUE KNtoYa 6e30MacHOCTH (3aLLMTa OT KIOHMPOBaHMA Ktoya).

Cepsep ayTeHTMMKaumm Blitz Identity Provider ctaHaapTHO CKOHOUIYpUPOBaH Taknm 06pas3om, YTO B HEM Ha-
CTPOEHO A0Bepue KO BCEM M3BECTHbIM Ha MOMEHT BbINyCKa TeKyLLleit Bepcum Blitz Identity Provider kopHeBbim
N NPOMEXKYTOUHbIM cepTudmKaTam TPM moayneit, FIDO, a Tak:Ke aKTyanbHbiM cepTudukaTam Apple un Google,
Heobxo4MMbIM 415 NMPOBEPKM NOANUCKU aTTeCTaLMOHHbIX 06bekToB FIDO2 1 U2F. MNpun HeobxoanMocTun ckoppekx-
mupytime (cTpaHnua 342) paspelleHHble aTTeCcTaunoHHble CepTUPUKATI.

Mcnonb3osaHue Kntodei 6€30nacHOCTM Ha NEPBOM M BTOPOM GaKTOpe OMMCaHO B CNeAyoWmMX pasaenax.

Bxopa, c nomowbto WebAuthn, Passkey, FIDO2

CylLecTByeT BOSMOXHOCTb MCMONb30BaTh KAtoun 6esonacHoctv (WebAuthn, Passkey, FIDO27°) ana Bxoaa B Blitz
Identity Provider.

[nA HacTpolKM BxoAa C NOMOLLLbHO KAtoYelt 6e3onacHoCTM HeobxoaAMMo 3aaThb CAeAyoLMe HAaCTPOMKM Ha BKAaA-
Ke MepBbiit pakTop:

¢ PaspelleHHble Pexnmbl aTTecTalMm — UCNONb30BaHME TONbKO pexmnmos FULL u FULL_NO_ROOT no-
BbICUT 6e30NacHOCTb, HO HE NO3BO/IUT MCMO/b30BaTb ANA BXOA4A HEKOTOpble KtouW, a Takke MUH-Kog
Windows, Tak Kak Npu perncTpaLmmn Takux Kat4ein aTTecTauMoHHbIN 06beKT NpuxoauT 6e3 nognucu npo-
U3BOAMTENA YMMCETA UAW KJHOYA UM C UCTO/Ib30BaHMEM CaMONMOAMMCAHHOIO KAtoYa. Mcnonb3osaHue pe-
®Mma SELF no3BO/AET aTaKyloleMy peasn3oBaTh aTaKky «4e/I0BEK N0 CepeanHe» Ha NoAMEHY K/lo4a B
MOMEHT PernucTpaLmm, B ciydae ecaiv yCTPOMCTBO NO/b30BaTENA KOHTPOAMPYETCSA aTaKy WM.

¢ [oKa3blBaTb METOA TONLKO MO/b30BaTENAM, KOTOPbIE NPMBA3AAN K YY4ETHOM 3anucK Kntoy 6e3onacHoCcTy
— ecau Blitz Identity Provider y»ke uaeHTMOUUMPOBAN NONb30BATENA, TO OH Y¥Ke 3HAET, HAaCTPOEHbI 1N ANS
YYETHOM 3anmcy Nob30BaTeNs Kaoun 6e3onacHocTu. Ecim kKnoym 6e30MacHOCTU HE HAaCTPOEHbI, TO MOMKHO
HaCTPOUTb, YTOBbI MO/Ib30BATENO0 METOA BXOAA C MOMOLLbIO KAtoda 6€30MacHOCTM He NoKasblBasIcs.

¢ [pUPaBHATL UCNONb30BaHME 3TOTO METoAa K NPUMEHEHMIO NEPBOrO M BTOPOro ¢pakTopa — ec/iv onums
BK/IOYEHa, TO BXOZ, NO KAtody 6e3onacHocTM ByaeT o3HayaTb, YTO N0/b30BaTeNb NpoLwen ABYXGAKTOPHYIO
ayTeHTU UKaLMIO.

e [lpaBuaa COOTBETCTBMA — NPU BXOAe NO K4y 6e30macHOCTM Nosb30BaTeNss NPOCAT BBECTU JIOTUH. Ha-
CTPOMKa NpaBu/l COOTBETCTBUA NO3BONAET YKA3aTb NpaBuaa NOMCKA COOTBETCTBMA YYETHOM 3anucu see-
AEHHOMY NornHy. Ana HanaeHHOM yyeTHOM 3anucum byaeT 3anpoLueHa NpoBepKa BXo4a No Kawody besonac-
HocTW. A co3aaHnA npasmaa UCNONb3YETCA CTPOKa NOACTAaHOBKM: ${1login} —3TO CTPOKA, BBEAEHHasA
nosb3oBaTesnemM B Nosie «0TMH». B pesynbtaTte, Hanpumep, Npasuno email=${login} 03Ha4aeT, 4TO
CTPOKa, BBEAEHHAA No/b30BaTeNieM, byaeT cpaBHMBATLCA C aTPUBYTOM email B XpaHUAULLE AAHHbIX.

¢ [paBunna BbI6Opa XpaHUAULLA aTPUBYTOB — KaK M B C/ly4ae BXO4a MO JIOTMHY M NaposIto, N0 YMOYaHMIO No-
WCK nonb3oBaTenei gna ayTeHTudMKaLMm NPOMCXOANT BO BCEX aKTUBHbIX XpaHuAuLax. B 61oke Mpasuna
BbIGOpPaA XpaHUAMLLA aTPUBYTOB MOXKHO Hacmpoums rpasusaa (cTpaHuua 92), NPy BbINOAHEHUW KOTOPbIX
MOWUCK Nonb3oBaTesA BYAET OCYLEeCTBAATLCA B ONPeAENEHHOM XpaHuUauLLE.

25 https://fidoalliance.org/fido2/

2.2. ba3oBoe KOHPpUrypmposaHue 20


https://fidoalliance.org/fido2/

Blitz Identity Provider, Bepcua 5.23

AyTeHTUdMKauWa no knyam GesonacHocTu

PazpelueHHbIe PEXUMbI xFULL | xFULL_NO_ROOT | xSELF
aTTecrauvn

[0 MokaseiBaTe METOA TONLKD NONL30BATENAM, KOTOPLIE MPUEA3ANN K YUETHOM 3anMcy KoM Ge3onacHecTi. Mo YMONYaHUIo METOA NOKa3bIBaeTCA BCeM NONbL30BaTENAM.

[0 MpupaeHATs NCNONL30BaHME STOTO METOAS K MPUMEHEHI0 NEPEOTO W BTOPOro $akTopa. ECIM ONUVMA BKIKOYEHa, TO BXOA M0 Koy 6e30MacHOCTN ByeT 03HauaTs, UTo
NeNbL30BaTENs NPOLLISN ABYXhAKTOPHYIO 3YTEHTUGMKALIMIG

MpasBuna cooTeeTCTBUA

JANA kOppekTHON PaBoTel BX0/a NO KNHYaM 6E30MaCHOCTI YKaXUTe, KakiM 06pa3om A0mKeH GOPMUPOBATLCS IOTUH 1 KaKOMY aTpuByTy B MCTOUHWKE JaHHBIX OH COOTBETCTBYET. Bbl
MOXETE CO3/AaTh HECKONBKO anbTEPHATUBHBIX NPABKA ONPEAENEHIIS NOTMHE.

JANA CO3/aHWs NPaBUNa NCMONL3YiTe CTPOKI NOACTAHOBKW. HanpuMep, NpaBuno CN=3{login} O3HAYaeT, YTO CTPOKA, BBE/leHHaR No/b30BaTeNeM, By/|eT (paBHUBATLCS C aTPUBYTOM CH B
XpaHUANLIE JaHHBIX.

Mocw

sub v = ${login} n

OR

email v 7 S{login} n

Tk CTPOKM MOA

+ 06aBUTL yCnoBMe

+ noGaewTe ycnosne

+ 20BaBNTE 8NLTEPHATUEHCE NPABNNC

OTMEHWUTE CoxpaHuTs

MNpasuna ssibopa xpaHunya aTpubyTos

Mo yMon4YaHWIo NOWCK NoAb30BaTeNel 418 ayTeHTUGWKALMK NPONCXOANT BO BCEX aKTUBHBIX XPaHUANLLAX. B A3HHOM 6/10Ke MOXHO HaCTPOUTL NPaBUia, NPU BbINOAHEHWM KOTOPBIX
MOWCK NONL30BATENA BYAET OCYLLECTENATLCA B ONPeAeNeHHOM XPaHUIULLE.

MOXHO 334aTb HECKONbKO aNbTEPHATMBHBIX NPABKA BbIGOPA XPaHWAMLLA. 3TO NO3BOANT AYTEHTUOWLMPOBATL OAHIX NONL30BATENEA NO OAHOMY XPaHUNWLLLY, APYTUX - N0 APYTOMY.

[InA C034aHUA NPaBKNa MCNONL3YATE CTPOKIA MOACTAHOBKH.

MoCcMOTPETE CTPOKM NOACTAHOEKY

Cozaatb Npasuno

NoareepxpeHue Bxoga ¢ nomowbio WebAuthn, Passkey, FIDO2, U2F

226

CyliecTByeT BO3MOXKHOCTb MCMOAb30BaTh KAoun 6esonacHoctn (WebAuthn, Passkey, FIDO2°, U2F) ansa noareep-

*AeHuaA Bxoaa B Blitz Identity Provider.

[N5 HAacTPOMKM NOATBEPKAEHMA BXOAA C MOMOLLLLIO KAtoyel 6e30nacHOCTM HeobxoaMMo 3a4aThb crieaytoLme Ha-
CTPOMKM Ha BKNaaKe Bropoii pakTop:

¢ PaspelleHHble PeXMMbl aTTecTalMm — UCNONb30BaHME TONbKO pexmnmos FULL u FULL_NO_ROOT no-
BbICUT 6e30NacHOCTb, HO HE NO3BO/IUT MCMONb30BaTb ANA BXOAA HEKOTOpble KtouW, a Takke MUH-Kog
Windows, TaKk Kak Npu perncTpaLmmn Takux Katoueit aTTecTauMoHHbIN 06beKT NpuxoauT 6e3 nognucu npo-
M3BOAMTENA YMMCETA UM KJIHOYA WM C UCMO/Ib30BaHMEM CaMOMOAMMUCAHHOIO KtoYa. Mcnonb3osaHue pe-
*uma SELF no3Bo/iAeT aTakyloLlemMy peannsosaTb aTaky «4e/ioBeK Mo cepeguHe» Ha NoAMEHY K/oua B
MOMEHT PerucTpaLmm, B ciydae eciv yCTPOMCTBO NO/Ib30BaTENA KOHTPOAMPYETCA aTaKy WM.

26 https://fidoalliance.org/fido2/
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¢ [loKa3blBaTb METOA, TONIbKO NO/Ib30BaTENAM, KOTOPbIE NPMBA3AAN K YYETHOM 3anucy Kntoy 6e3onacHocTy —
€C/IM KNoYM 6e30MNacHOCTU He HACTPOEeHbI, TO MOXKHO HAaCTPOUTb, YTObbI NOb30BaTENO METoA, NoATBEpP-
AEHMA BXOAA C NOMOLLbIO KNtoua 6e30MacHOCTH He NMoKasblBascA.

AyTeHTnhMKaumA no Knw4am 6e3onacHoOCTH
PaspeueHHbIe peXxMmbl x FULL x FULL_NO_ROOT xSELF

aTTecTauMm

() Moka3biaaTh METOA TONBKO NONBIOBATENAM, KOTOPBIE NPUBA3ANA K YHETHOR 3ANUCH KINKOH GEI0NACHOCTH. 10 YMONHAHMIO METOA NOKA3LIBAETCA BCEM NONL30BATENAM

e

Bxog no NorvHy 1 Naponio
[ns ucnonb3oBaHuA BXo4a Mo JIOrMHY M Naponto HeobXxoaMmo 3a4aTb NpasBuia COOTBETCTBUA — KaKUM 0B6pasom
onpeaensTb, Kak BBEAEHHbIN IOTMH COOTHOCUTCA C NO/Ib30BATENAMM B XPAHWUANULLE AAHHbIX.

[na cospaHnA npaBuna Mcnosb3yeTca CTPOKa NOACTAaHOBKM: ${login} — 3TO CTPOKa, BBeAEHHAA MO/b30Ba-
Tenem B nosne «N0ruH». B pesynbraTte, Hanpumep, npasuno «email=S${login}» 03Ha4yaeT, YTO CTPOKa, BBE-
[eHHasA nosnb3oBaTenem, byaeT CpaBHMBATLCA C aTPUOYTOM ema il B XPaHUIMULLE OAHHBIX;

Bxog no norm HY U Naponio

Zins KoppeKTHOW paBoTel BX0/Aa NG Napoy yKaxuTe, Kakvim 06pa3omM AomkeH GOPMUPOBATLCR NOTVIH 1 KakomMy aTpuByTY B MCTOMHUWKE AaHHDBIX OH COOTBETCTBYeT. Bbl MOXeTe Co34aTh
HECKONbKO anbTepH

aTWMBHbIX NPaBKun onpegeneHns NorMHa. BBoa NOrvHa He YyBCTBMTENEH K PErMCTPY.

JINs CO3AaHNA NPaBiAa NCNonb3yiTe CTPok

OBKW. Hanpumep, Npasuno Ch=${login} 03Ha4aeT, 4TO CTPOKa, BBEAEHHAR NONb30BaTeNeM, 6YAeT CPABHNBATLCA C aTPUEYTOM N B
XPaHWUNNLLE AGHHBIX

sub v = ${login} n

OR

email v ${login} n

OR

phone_number v ${login} n

B HacTpoiKax BxoZa No NOrMHY M Napo/ia MOXHO BKIOYUTb MPOBEPKY Ha COOTBETCTBUE NAPOAA 110p01bHOL M0U-
muke (cTpaHuua 306). BBogMMmbIi Nonb3oBaTesem naponb byaeT B MOMEHT BXOZa NPOBEPATLCA Ha COOTBETCTBUE
naposibHOM NoAUTUKe. B cnyyae HecooTBeTCTBMA Naponsa TpeboBaHUAM NOSUTUKM NONb30BATEIb CMOXET 3a4aTb
HOBbIN MAPOJIb UNM NPONYCTUTb 3TOT LUAT.

Ona HaCTpOﬁKM NnpoBEepPKN Ha COOTBETCTBME NAPOaA napoanoﬁ nonTuUKe Npun Bxoae HEO6XOAVIMOS

e BblbpaTb ONUMIO BCcerma MpoBEepsdThb TEKYIMHE Mapoilb MONb30BATENd HAa COOTBETCTBUE
MapoONbHOU TIOMUTHKE WUAN BNMCAaTb MMA HEKOTOPOTrO 3aro/0BKAa B Nose [IpoBepdTh MPH HAaW-—
unu HTTP s3aromnoska (B3Tom cayyae, ecnm HTTP-3anpoc bygeT cofeprKaTb YKa3aHHbIN 3aroloBOK co
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3HayeHWeMm t rue, To TEKYLIMI Napoab Nonb3osaTens 6yaeT NposBepeH Ha COOTBETCTBUE NaPO/bHOWN NOAK-
TUKe);

e OonNuUUA PaspemuTh MNONbL30BATENO MNPONYCTHUTL CMEHYy [Iapolid, HEe COOTBETCTBYylole-—
ro MnapoNbHEIM [ONHUTHKAM NO3BOAAET NO/Ib30BATE/I0 OTKA3aTbCA OT CMEeHbl MAapoasA Npu BXoAe;

¢ yKasaTb KO/IMYECTBO HeyAauHbIX MOMbITOK A/A BpeMeHHOW 610KMPOBKU. Mocae yKasaHHOro KoM4ecTsa
HeyAaYHbIX NOMbITOK ByAeT ycTaHOB/EHa BpeMeHHas 610KMPOBKa N0O/1b30BaTENIO Ha MCMO/Ib30BaHWe AaH-
HOro meToAa ayTeHTUdUKaLmm;

® ONUTENbHOCTb BPpeMeHHOM 610KMPOBKM (B MUHYTaX).

CooTBeTcTBME naponna napoanoﬁ nonnTukKe

(0 PaspewwuTb Nonb3oBaTeso NponycTUTL CMEHY NaposidA, He COOTBETCTBYIOLLEro
NaposibHbIM MOUTUKAM

Bcerpna npoBepATh Tekylmid naposb Nons3osaTens Ha COOTBETCTBUE NapOsIbHON
nonuTUKe

MpoBepATL NPU HaNUYUKU
HTTP 3aronoeka

Kon-Bo HeypayHbIX 5
nonbITOK ANA
BPEMEHHO GNOKUPOBKU

OnutenbHOCTb 1
BPEMEHHO 6NOKUPOBKU

B HacTpoiKax BxoZa Mo JIOTMHY M Napoasa MOXKHO YNPaBAATb 3aluTol oT nepebopa napons. Mpu BKAOYEHHOM 3a-
LWUTe 3ameIaeTca NpoBepKa napons. MNocse BBOAA NaposisA Nofb3osaTeNb byAeT 0XKunaaTb NPOBEPKM B TEUEHME
3afaHHOro NepmMoga Bpemd samepxku (B CEKYHAAX).

ALMUHMCTPATOP B HACTPOMKe 3amu Ta MOKET BblOpaTb Cneaytowme PesKMMbl 3aLWmThl:

e ABTOMATHUYECKUH PexXuM Ha YPOBHE CHCTEMBI U HOHbBOBaTeJ’IeI:I—33|.LI,MT3 BKAKOYUTCA ONA
BCEX MN0/Ib30BaTesIeN, €CIN 405 HEYCNeLWHbIX ayTeHTUdUKaLMIA NpeBbICUT «Mopor BKIOYEHMA CUCTEMHOM
3aLWUTLI», U BbIKIKOYUTCA, €CN [0NA HeyCMelwHbIX ayTeHTUPUKaLUA cTaHeT HuKe «Iopor BbIK/OYEeHUA
CUCTEMHOM 3aLLUTbIY;

¢ ABTOMATHUUECKUH PEXUM Ha yPOBHE MONb30BaTelel—3aluTa cpaboTaeT B OTHOWEHMM NONb-
308BaTesiel, N0 KOTOPbIM ByAeT NPEBbILEHO YNCNO HEYCNELIHbIX NMPOBEPOK NapoA, 3a4aHHOE HAaCTPOMKOM
«lMopor BKAOYEHUA NONb30BaTE/IbCKOM 3aLWUMUTBIY;

e 3amepxka ayTeHTUPUKALMU [OId BCEeX [NONb30BaTellel — 3almTa byaeT BKAOYEHA ANA BCeX
nonb3oBaTeneun;

* OTKIIOYEeHa — 3aluTa 6y,L'J,ET BbIK/1lOYEHa.

MapameTpbl [IopOr BKIOYEHUdI CUCTEMHOH 3amMMUTH W [IOPOT BHKIOUYEHUI CHCTEMHOM 3allUTEH
3343t0TCA B NPOLEHTAX, COOTBETCTBYOLLMX A,0/1€ HEYCNELIHbIX ayTEHTUPUKALLMIA B 06LLLEM YMCNE NOMbITOK AyTEH-
TMduKaumm.
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MprMep HacTPOMKM 3alLMTbl OT NoA60pa NapoNa NPeACTaBAeH HUXKeE.

3awymTa oT nogbopa napons

Mpu BKNOYEHHON 3alLMTe NPOMCXOAVT 3aMeieHue NPoLIecca ayTeHTMUKaLn. B 3ToM Clly4ae nocne BB0/a Napo/a Nob3osaTens GyJeT 0XMAATE PesyNbTata B TeYeHne Neproaa,
onpeaeneHHOro HacTPOKoR «BpemA 3aepxkn». MpeycMOTPeHb! CefyHolLMe GBTOMATUHECKNE PEXMMB 3aLUNTLI:

- Ha YPOBHE CMCTeMbl B Lie/IoM. BKNtoYaeTcs, eciu NpoLeHT HeycnelwHbiX ayTeHTUhUKaLmii AoCTMIrHeT onpejeneHHoro nopora (HacTpoiika «Mopor BKAYEHUS CMCTEMHOA 3alLnTbi»);

- Ha YPOBHe Nob30BaTens. BKIoYaeTcs, ecnv rnob3osarte/ls BEOAUT NOAPSAA ONpe/je/eHHOe KONMYecTBC HeBePHbIX Naponeil (HacTpoika «Mopor BKNOHeHWA NoNb30BaTeNbCkoi

3alNATLIR),
3awmTa OTrnoYeHa ¥
BpemMs 3alepkKV, B CEKYH/aX 10
Mopor BrAKYEHUA 5

MONL30BATENLCKON 3aLWTEI

Mopor BKMOUEHUA CACTEMHOI 40
ECITT
Mopor BsIKNHYEHWs 30

CUCTEMHORA 3aLLUTEI

OrmeHa CoxpaHnTb

[ns ycnoxHeHWs aBToMaTMyeckoro nogbopa napons MOXKHO BKAOUNUTL B Blitz Identity Provider HacTpoiiku o—
Kas3aTelnbCTBO BLINOIHEHUY paboThl TOrga NPU KaXKAOM BXOAe MO SIOTUHY M Naponto bpaysep nosb3o-
BaTeNA JOMKEH ByAeT BbINOMHUTL BbIYUCAUTENBHO CIOXKHYIO 3a4a4y. ECiv He npefocTaBuTh peLleHne, npeso-
CTaBUTb HEMpaBUAbHOE PELUEHME WUAWN NPeaoCTaBUTb pelleHue He BoBpems, To Blitz Identity Provider BepHeT
OLWKNGKY. B utore Henb3sa byaeT NOHATb, NPaBU/bHbIE W TOTUH U NApPO/b.

JMokasarenscTBo BbINONHEHWA paGoThbl

Tpw KaKA0F NPOBEPKE NAPO/A Ha CTOPOHE Gpay3epa 6yAeT BEINONHATLCA NOCTATOHHO ANHTENEHAA PatoTa. PesynbTaT BhiNONHEHNA PatoTsl GyAeT NPOBEPATLCA CEPBEPOM OAHOBPEMEHHO C
npoBEpKOi napona.

Banpawvears Aoka3aTeNLCTBO BLINONHEHNA paboTsl

3anpawmears TONLKO NP
Hanuuuu HTTP 3aronoska

MokasaTtens CNOXHOCTH 15
paGoTbl

MakcumansHelid CpOK
PpelweHnA

TecToBbIA pacyeT

OTmeHa CoxpannTe

B 610Ke HaCTpoeK ,ﬂ,OKa3aTeanTBO BbINONIHEHWNA paﬁOTbI MOXXHO HaCTpOouTb chegyroulee:
® BK/IOYMTb HAaCTPOMKY 3ampaliBaTh LOKA3aTEeIbCTBO BBIIONHEHHUd PaBOTHL

® Mpu HeOBXOAMMOCTU 334aTb HACTPOMKY 3anpammuBaTs TONbLKO NpH Hanuuwuu HTTP 3aronos—
xa —3T0 MONEe3HO, eC/IU HYXKHO OCTaBUTb BO3MOXKHOCTb aBTOTECTAM BbINOHATL BXOA, N0 Naponto 6e3 Heob-
XOAMMOCTU NPOXOXKAEHUA NPOBEPKU. B 3TOM ciiydae Ha Beb-cepBepe HYKHO A/1A NO/b30BATENIbCKUX 3a-
NpPOCOB HAaCTPOUTb YCTAHOBKY 3aro/10BKa M3 3TOM HAaCTPOMKM, a ANA 3aMPOCOB, NPUXOAALLMX OT aBTOTECTOB,
3aro/1I0BOK He yCTaHaB/INBaThb.
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® yCTaHOBMUTb[loxaszaTenb CIOXHOCTHU paboThl—3a4aeTcs 3HayeHune KoadpduumneHTta ot 1 go 160 6uT.
Kakablit 6UT yBENMUYMBAET CNOXKHOCTb B 2 pas3a. PekomeHayeTca 3HayeHue 15 6uT.

* MaxCHMalbHEIH CpPOK pPeUeHHI — BPeMsA B CEKYHAAX, 3a KOTOpoe bpay3ep 40/XKEH NpucaaTh pesysb-
TaT pabotbl. Ecam 3HaYeHWe He 3a4aHO, TO pelleHue 3agaum oxngaerca 3a 1800 cekyHa,. Bpema oTcumTbl-
BAETCA C MOMEHTa reHepaL M 3a4,3a4M CepBepPOM B MOMEHT 0TOBpaKeHUA CTPaHMLbl BXO43.

Mocne yCTaHOBKM HAaCTPOMKM Nepes, COXpPaHeHNeM PEKOMEHAYETCA HaKaTb KHOMKY TecToBbIl pacyeT, 4Tobbl no-
NY4UTb MPUMEPHOE NPEeACTaBNEHNE O BPEMEHM BbINOAHEHMA PaboTbl Ha TEKYLLEM YCTPOICTBe.

B 6n10Ke MNpasuna Bbibopa XpaHUAMLLA aTPUBYTOB MOXKHO HAaCTPOUTL NPaBMAa, NP BbINOAHEHUM KOTOPbIX MOUCK
nosnb3oBaTens 6yAeT OCYLLECTBAATLCA TONbKO B YKa3aHHOM XpaHuauwe. Mo ymoa4YaHuo NoUCK noab3oBaTesnei
AN ayTeHTUOMKAL MU MPOMNCXOAMUT BO BCEX aKTUBHDBIX XPaHWUAULWAX aTpMbyToB. MOXKHO 3a4aTb HECKONLKO anbTep-
HaTMBHbIX MPABWA BbIGOPA XPaHUAMLLA. ITO NO3BOIUT ayTEeHTUOULMPOBATL OAHMX MO/b30BaTENEN Yepes OAHO
XpaHWIunLLE, a APpYrux —yepes gpyroe. s co3gaHusa nNpasuaa UCMO/b3YHTCA CTPOKM NOACTaHOBKM.

Hanpumep, Ha CKPMHLLOTE HMXKE BbINOJIHEHA HACTPOIMKa, YTO MPK 3anpoce BXoAa NPUNOKEHMEM C MaeHTUDUKa-
TOpOM test_app NOMMH M Napo/ab Nonb3osaTens byaet NpoBepATbCA NO XpaHuanwy test_db. Bxog Bo BCe
WHble NPUNONKeHUA ByaeT NPOU3BOAUTLCA Yepes XpaHuAMLLE main.

o

Mpasuna exifopa xpaHunuwa arpubyTo

Xpauunuwe atpuytos Mpasuno cooTseTcramna

main ~ [ not ${_mpid 5 n
test_db - 0 o S{_rpid test_agp n

Bxopa, c NOMOLLbIO CPEACTBA INEKTPOHHOI nognucu

Hactpoiika meToga ayTeHTUPUKALMM B KOHCONU YNPaBAEHUA

Mpw ncnonbsoBaHuu ana BYTeHTI/Id)VIKaLI,VIVI cpeacrtea 3ﬂeKTpOHHOI>'I noganucum H606X0,EI,MMOZ

¢ B 6/10Ke HacTpoeKk CepTUdMKaTbI 3arpy3nTb cepTUPUKaTbI YAOCTOBEPAIOWMX LEHTPOB, NOATBEPHKAAIOLLMNX
NoA/IMHHOCTb CEPTUPUKATOB K/HOUE SNEKTPOHHOM Noanucu uamn Hacmpoums (cTpaHunua 310) B3aumoaen-
CTBME C BHELIHMM CEPBUCOM NPOBEPKM SNEKTPOHHOM NOANUCH.

® HacTpouTb B 6/10Ke lpaBuia COOTBETCTBMA NapameTpbl CONOCTaBAEHUA y4eTHON 3anncK nonb3osatens B
XpaHuAuLe no ero atpubytam u3 cepTudmKata aNeKTPOHHOW NoanucKu. B npaBunax conoctaBneHmsa uc-
NMosb3YOTCA CTPOKM NoACTaHOBKKU. Hanpumep, npasmno cn=S${SUBJECT.CN} 03HayaeT, 4To aTpubyT
SUBJECT . CN ceptudmKaTa byaeT cpaBHMBATLCA € aTPMOYTOM cn B XpPaHUAULLE JaHHbIX. BO3MOXKHO yKa-
3aHMe HEeCKOJ/IbKMX YC/I0BUA OAHOBPEMEHHO, a TaKXKe YKa3aHWe aibTepHATUBHbIX MPaBuI.

MpY KOHGUTYPUPOBAHMU BXOAA NO 3NEKTPOHHOM MOAMMUCU MOXKHO TaK}Ke yKasaTb:
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® Cc/efyeT M 3TOT METOZ, UCMO/b30BaTb B KAUECTBE NepBOro 1 BToporo dakTopa. Ecin aa, To nonb3osatesb,
npoLeaLnii ayTeHTUGUKALMIO MO INEKTPOHHOM NoAnucK, ByaeT cuMTaTbcA NpoLleaLuM ABYXAKTOPHYIO
ayTeHTUdUKaLMIO (MPUMEP HACTPOMKM Ha PUCYHKE HUKE);

* cnepyet v NPoBepPATb AENCTBUTENbHOCTb cepTudmKaTa. B atom cnyyae Blitz Identity Provider, ncnonb-
3ys YKa3aHHYlo B cepTudMKaTe TOUKY pacnpegeneHms cnucka otsbisa (CRL), byaet nposepsTsb, He 6bia K
cepTudUKaT 0To3BaH. 11 aKTUBALLMM 3TOM BO3MOXKHOCTU C/iedyeT OTMETUTb YEKBOKC [IpOBEepPdThL, UTO
cepTudUKkaT MNONb30OBATENd HEe OTO3BAaH;

® c/eayert v co34aBaTh (PErMcTPMPOBaTh) YUETHYIO 3aMUCh NPU MEPBOM BXOAE MO 3/1EKTPOHHOW NOAMMUCH.
B 3TOMm c/iyyae, eciM NoNb30BaTe/Ib HE HallAeH Mo onpeaesieHHbIM NPaBuaaM COOTBETCTBUA, TO emy by-
AeT NPeaNoXKeHO 3aperucTpUpPoBaTh YUYETHYIO 3anucb. YTObbl BKAOUYUTL 3Ty GYHKUMIO, CheayeT OTMETUTb
l'Iel'(60|'(C CosmaBaThb YYEeTHYIO 3alluChb, €CJIK IIOoINb30BaTEllb He Haﬁ,ﬂ,eH 10 cepTqu—
XaTy SIEKTPOHHOH MOIIMKCH M HAaCTPOUTb NpPaBMaa pPerncTpaumnmn noab3oBaTens — Kakum obpasom
3anN0/HATL aTPMBYTbl B XpaHUAULWE M3 aTpubyToB cepTudUKaTa. [N 3a4aHMA NpPaBuA cneayet UCnosb-
30BaTb CTPOKM NOACTAHOBKKW. Hanpumep, npasuno email=S${SUBJECT.E} 0O3Ha4aeT, 4To B aTpubyT
email 6yaeT coxpaHeHa 3/1eKTPOHHAA NoYTa U3 cepTUdMKaTa 31eKTPOHHOW NOANNCK NONb30BaTENSA.
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O6wWwue HacTpoiikn

[0 MprpaeHATs MCNONL30EaHME 3TOMO METOAA K NPUMEHEHWED NEPEOro W BTGPOro ¢GaKTopa. ECAN OMUNA BKAKOUEHa, TO BXO/ N0 3/1eKTPeHHOM NoANVcK ByaeT 03HauaTe, UTo NoNk30BaTeNs NpoLIen
AByxGAKTOPHYO AYTEHTUDUKALIMID

(J NpoBepATs, UTO CEPTUGMKAT NONL3OBATENA HE OTOIBAH

OtmeHa XPaHUTE

I'\paavma COOTBETCTBMA

/AN KOppPeKTHOM paBoTbl BX0O/A NO 3NEKTPOHHOH NOANMCU YKaXWUTE, KaKUe NoNS A0/MKHbI CUMTHIBATLCA N3 CEPTUGUKATE 1 KaKUM TPUBYTaM B UCTOUHIIKE /JaHHbIX OHU COOTBETCTEYHOT. Bbl
MOXETe C03/1aTh HECKONBKO abTEPHATVBHBLIX NPaBi/.

/Ans 0603HaYeHNsA CHUTBIBAEMbIX U3 CepTudMKaTa aTpMBYTOB MCNOAL3YHTE CTROKW NOACTAHOBKW. HanpUMep, NPasvio CN=${SUBJECT.CN} O3Ha4aeT, 4To aTpwbyT SUBJECT.CH cepTudukaTta
By/IleT cpaBHUBaTLCA € aTPUBYTOM CN B XpaHWIMLLE AaHHBIX.

MoCcMOTPETE CTPOKN NOACTAHOBKM

email v 7 ${SUBJECT.E} n

+ A0BaBUTL YCNOBWNE

+ 063BUTEL aNLTEPHATUBHOE NPABUNG

OTMeHa CoXpaHWTL

CozgaHue yyeTHOIA 3anu

Ecnu npu BXo/e N0 3NeKTPOHHOM NOANNCA NoNb30BaTeNb He HalaeH, TO MOXKHO ANA 3TOT0 MONB30BATeNs CO34aTh YHETHYIO 33aNKCh. BIIDUWTE 3Ty QYHKLMIO W YKaXWTe, Kak aTpubyTsl
Blitz Identity Provider agonxHbl GopMUpoBaTLCA 13 aTpUBYTOB cepTudmkaTa. McnonbsyiiTe CTPOKW NoACTaHOBKM. Hanpumep, Npaswuno mail=${SUBJECT.E} 03Ha4aeT, 4To B aTpwbyT mail
By/IeT coxpareHa 3NeKTPoHHas NoyTa 13 cepTudukara.

MocMoTPeTE CTPOKW NOACTAHOEKN

[0 Co34aBaTh yUeTHYIO 3aNWCs, 2CNM NONL30BaTENL He HalRAeH M0 CepTUgUKaTY 3NeKTPOHHOA Noanyuc

ATpUGYT Mpasuno Macrep

email v = ${SUBJECT.E} ]

sub v = ${SUBJECT.E} O n

+ [oBaenTe aTpubyT

OTmeHa XPaHUTE

CepTudmkaTsi

3arpysuTe cepTUKKaTsl YAOCTOBEPSRIOLLMX LEHTPOB (CA), NOATBEPKAAOLMX MOANMHHOCTE KHYER 3NEKTPOHHOM NOANKMCH NONb30BATENER.
YKa)uWTe NYTb K cepTUGUKETY ANA 3arpysKM

i
MNepuop

CepuidHLIA HoMep Komy BelfaH Kem BblgaH nelicTeua

€01.01.00 n

01.01.99 n

FEERIRRIEAE
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Ucnonb3oBaHue n 06HOBNEHME NNarnHa

[N KoppeKTHOM paboTbl BXO4a MO 3NEKTPOHHOM NOAMMCK HA KOMMbIOTEePaXx Nosib3oBaTeNei MCNob3yeTca crne-
uManbHbIM naaruH — Blitz Smart Card Plugin. Mpu nepBom BXxoAe No 3/EKTPOHHOM Nognucu nonb3osaTtento byaer
NpeanoXKeHOo YCTaHOBUTL N1aruH. MNocne 3arpysku ¢aiina 1 ero 3anycka nosib3osaTento ciesyeT NPoiTH Bee LWa-
rM YCTaHOBKW NiarnHa. Mpu NoBTOPHOM BXOAE C AaHHOrO YCTPOMCTBA He noTpebyeTca ycTaHaB/AMBaTb NiarvH
3aHOBO.

Blitz Identity Provider noctaBnaeTtca BmecTe c Bepcuen naarvHa, no3sosatolLei pabotaTb CO CpeaCcTBOM 3/1eK-
TPOHHOM NOANUCK B KaYecTBe MeToAa ayTeHTUbUKaL MK,

Mpun HeobxoamMmocTm o6HoBUTL Bepcuio Blitz Smart Card Plugin cnegyet 3ameHUTb gUCTpUBYTUBBI NAarMHa — OHM
pa3mMeLleHbl B AMPEKTOPUN asset s ¢ ycTaHoBKoM Blitz Identity Provider, B apxuBe assets. zip. CTpykTypa
apx1Ba UMeeT CeayroLWmi BUA;:

plugins/sc/deb/BlitzScPlugin.deb
plugins/sc/rpm/BlitzScPlugin. rpm
plugins/sc/win/BlitzScPlugin.msi
plugins/sc/mac/BlitzScPlugin.pkg
plugins/sc/mac/BlitzScPlugin-10.14.pkg

Heobxo4MMO pacnakoBaTb apxmMB assets.zip, 3ameHuTb $aiabl ¢ ZUCTPMBYTUBOM NIarMHa M 3aapxXmBMUpPO-
BaTb 06paTHO dainbl B assets. zip.

TaKsKe MOXKHO MpU HeobXoAMMOCTU ckoppekmuposams (cTpaHmua 311) HACTPOMKM UCNONb30BaHUA NAarnHa
3/1EKTPOHHOM NOANUCH.

Bxopg yepes BHelWHMe cepBUCbl UaeHTUGUKaLUm

MepeyeHb AOCTYMHbIX BHELIHUX cepBUCOB naeHTudMKaumnm 3aBucKT ot pegakumu Blitz Identity Provider u npu-
06peTeHHbIX ONLUA.

Bo3moKeH BX0A, C MICNOAb30BaHNEM C/leAYHOLLNX BHELIHUX CEPBUCOB M,CI,EHTMd)MKaLI,MMI

e Apple ID; e Cbep ID;

e Facebook’; e T-ID;

¢ BKoHTaKTeE; e BTE ID;

o AHAOeKC; e CbepbusHec ID;

* Google; e Anbda ID;

e OAHOKNACCHUKY; e Mos ID (CYAUP);

¢ Mail ID; ® MOCTABLUMKKN naeHTUdMKauum, paboTatowme no
e VKID; OpenID Connect;

e ECUA (gosuslugi.ru); ® MOCTaBLUMKKN naeHTUbMKauuK, paboTatoLlme no
e ECUA B perkume Lndposoin npodpunb SAML.

(gosuslugi.ru);

MoAKNIOYEHUA K BHELWHMM CepBMCaM UAEHTUPUKAUMKN OOMKHbI BbiTb NPesBapUTeNbHO CKOHGPU2YPUPOBAHbI
(cTpaHuMua 136) B KOHCONM yNpaBAeHUA Ha BKAaaKe MoCTaBLLMKKM aeHTUGUKaLUMK.

B pasgene HacTpoek Bxog yepes BHelWHMeE cepBUCHI MAEHTVI(IJVIK&LI,MVI HEO6XOLI,VIMO Bbl6paTb, KaKne n3 Hactpo-
€HHbIX NOCTaBLNKOB M,D,eHTMCbVIKaLI,MVI AO0/1KHbI UCNOJ/Ib30BATbCA NPU BXOLeE.

1 Meta npusHaHa 3KCTPEMMCTCKOM OpraHW3salmeit U 3anpelueHa
B Poccuu, AeATeNbHOCTb NPUHAANeXallmx en cou.cetei Facebook m
Instagram Tak:ke 3anpetueHa B PP.
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Bx0/] UYepes BHELIHUE CePBNChl MAEHTUGMKALNM

ans n NEeHUA W HACTPOMKW NOCTABLUVKOE NAEHTMOWNKALWMI NCNONB3YHTE Pasgen KOHCoNW «[MOCTaBLLMKK MAEHTUOMKALMM..

HazeaHue nocTaelmka YHUKaNLHOE Ha3BaHWe Tun nocTaBLMKa

Google google_1 google

apple

Aexc yandex_1 yandex

Facebook* facebook_1 facebook

OAHOKNACCHUKW ok_1 ok

Céep ID sbrf_1 sbrf

=
e
=

Lindposoi npodmns ECUA esiadp_1 esiadp

Bxopa, c nOMoLLbi0 NPOKCU-ayTEHTUDUKaALUU

Mpokcun-ayteHTMdMKaLMA (ayTeHTUDMKALMA C NOMOLLbIO MPOKCU-CEpBEPA) NPOU3BOAMTCA NO AaHHbIM, Nepeaa-
BaembiM B HTTP-3aronoBKax.

BaxkHo: [pu BKAOYEHHOW MNpoOKcu-ayTeHTUOMKaumm Blitz Identity Provider npousBoaut TONbKO WMAEHTU-
duKaumio nonb3osaTens, Toraa Kak ayTeHTUdMKaumio (B pesynbTaTe NPOBEPKM cepTuUdMKaTa) ocyliecTsaseT
NPOKcK-cepeep. BKAloueHne faHHOro MeToAa ayTeHTMOUKALMM SONYCTUMO B TeX CAy4asx, Korga BCe NoJb3o-
BaTenn obpauiatoTca K Blitz Identity Provider uepes npokcu-cepsep.

[ns KoppeKTHOM paboTbl meToaa HeOBX04MMO YKa3aTb:

e Tpebyemble HTTP-3aronoBku — nepeyeHb HTTP-3aronoBKOB, KOTOPbIE A0/IXHbI NPUCYTCTBOBATbL A8 NpPo-
XOXOEHNA NPOKCU-ayTEHTUDMKALUKN NONb30BaTeNA,

e HTTP-3aron0BOK C cepTUdUKaTOM Nonb3oBaTeNs (ONuUMOHaNbHbIN NapameTp) — 3aro/10BOK, COAepIKalLLuii
x.509 cepTudukat nonbsosartens,

® COOTBETCTBME 3HAaYeHUn HTTP-3aronoBKOB M UAEHTUGUKALMOHHBIX AAHHbIX NO/b30BATENNA B XPaHMAMLLE
aTpubyToB.

Bo3MOXKHa HACTPOMKa MannuHra aTpubyTos cepTMdUKaTa, nepeaasaemoro B HTTP-3aronoBKe, U AaHHbIX NOJb-
30BaTessl B XpaHUAMULLIE.

Mpymep HaCTPOEK BXOAA C MOMOLLbIO MPOKCU-ayTEHTUDUKALMU NPEACTABNEH HUXKE:
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Mpokcu-ayTeHTudMKaLMA

UT06bl MCMONb30BATE aHHBIN METO/ ayTeHTUdUKALK, 06A3aTeNbHO JONKeH BbiTb HACTPOEH NPOKCW-CEPBEP, NepeAatoLi B HTTP-3aronoBkax wAeHTU(UKaLMOHHYK UHOOPMALWMID
nonb3oBatens. MeTo/ NpYMEHSETCA asToMaTh4eck, eun B HTTP-3aronoskax nonyyeHbl HeoBXoAMMBIE A0S MAEHTNGUKaLMIA NONBL30BaTeNA JaHHble. ECNW 3aronoBku1 He 0BHapyxeHbl,
TO BY/yT MCNONL30BaHbI APYTNe METO/bI ayTeHTHKKaLK

HTTP-3aronosku

Tpebyemsie HTTP-zaro/08Kkm X-SSL-Client-CERT x w X-SSL-Client-S-DN x || X-SSL-Client-Email x

Ans ao6asneHns HTTP-3aronoska BEEAWTE €ro 1 HaxmKTe Enter

HTTP-2aronoeok ¢ X-55L-Client-CERT
CepTUGUKATOM NONL30BaTENs

MpaBuna cooTBeTCTBUA

AN KOpPpekTHOW paBoThl MPOKCU-ayTeHTUGKUKALMIN YKSKWUTE, Kakue HTTP-3aroNoBKW COOTBETCTEYIOT KakMM aTPUBYTaMm B UCTOYHUKE AaHHbIX. Bbl MOXETE CO3AaTh HEeCKONbKO
aNneTepHaTUBHBIX Npasunn.

AR 0603H34EHNR 3aroN0BKOB NCMONL3YHTE CTPOKM NOACTAHOBKM. HanpyMep, NPaBUNO CH=${HTTP X SSL_CLIENT CN} O3H34aeT,uTO 3aroN0BOK HTTP X SSL CLIENT CN 6yjeT
CPaBHWMBATLCR C aTPUEYTOM CN B XPaHUMLLE AGHHEIX.

ECM HAaCcTpOEHO CHUTLIBAHWUE CeTUhWKaTa 3 onpeAeneHHOro 3aronoska, To MOXHO HacTPOWTL NPaBMAa COOTBETCTBMA Nonei cepTUdMKaTa U aTPUBYTOB B XPaHWAMLLE AaHHbIX,
WCNONBL3YA CTPOKKW NOACTAHOBKM.

Mocw

email v T *-55L-Client-Email n

T CTPOKW NOACT3HOBKN ANA X509

+ poGasuTe ycnosne

+ 1003BMTE ANETEPHATUEHOR NPABUIO

OtmeHa CoxpaHuTs

Bxopg, ¢ NOMOLLbIO CeaHca onepaLMoHHOI CUCTEMDI

Cnocob BXoga C UCMONb30BaHWEM CeaHCa OMepaLMOHHON CUCTEMbI NO3BOAET MO/b30BATENAM He MPOXOAUTb
[OMNOIHUTENBHO NaeHTUOMKaumio 1 ayTeHTudmKaumto B Blitz Identity Provider, ecnn oHM paHee BOLWIM CO CBOETO
MK B ceTb OpraHn3auumn 1M NPOLLAN UAEHTUOUKALMIO U ayTEHTUDMKALMIO B OMEepPaLMOHHONM cucTeme (Bowau B
ceTteBoi gomeH). Takue Nosib3oBaTeNn NoAyHaT BOSMOMKHOCTb CKBO3HOW MAEHTUOUKALMM NPU AOCTYMNE KO BCEM
NPUNOXKEHUAM, NOAKNYEHHbIM K Blitz Identity Provider.

[na BxoAa C MNOMOLLbIO CeaHCa OMepaLMoOHHOW CUCTEMbl B OpraHM3auuuM AomKeH 6biTb pasBepHyT
Kerberos-cepsep (oTaenbHO WKW B COCTaBe KOHTPO/EpPa JOMEHA OPraHM3aLyu) U BbINOJHEHbI OMUCAHHbIE
HU}Ke HAaCTPOMKM.

HacTtpoiiku KoHTponnepa gomeHa (Kerberos-cepsepa)

B KoHTponepe gomeHa HeobXoAMMO 3aperncTpPUpPoBaThb YYETHYH 3anuchb ans cepeepa Blitz Identity Provider. Ana
CO3[aHHOM Y4YEeTHOM 3anncK HyXXHO Ha cTpaHuue Account B 610Ke Account options OCHacTKM KOHTpoAasaepa fo-
MeHa BKNOUYUTb HACTPOMKN User cannot change passworduPassword never expires.

Take cnegyet oTmeTuTb onuun This account supports Kerberos AES 256 bit encryption
W 3aNpeTuTb NpeABapuTesibHyo ayTeHTUGUKaumio Do not require Kerberos preauthentication.
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Organization | Member Of | Password Replication | Dialin | Environment

Sessions | Femote control | Femote Desktop Services Profile I COM+

General | Addiess | Account | Profle | Telephones | Delegation

User logon name:

| HTTP/550.E15.RU

| | (@region.iu

W
|
User logon name [pre-Windows 2000):

[REGIONA | [keb-sso |
| Logon Hours... | | LogOn To... l

[T Unlock account

Account options:

[] Use Kerberos DES encryption types for this account

[_] This account supports Kerberos AES 128 bit encryption,
[#] This account supports Kerberos AES 256 bit encryption.
[#] Do not require Kerberos preauthentication

Account expires

® Never

)

() End of: 13 cerratpa 2019,

0K |[ Cancel || 4ppy

B ocHacTKe ynpaBneHus rpynnoBbiMU MOAUTUKAMK CAedyeT HacTPouTb NoAUTUKRY Configure encryption

types allowed for
AES128_HMAC_SHA1wm

Mprmep HaCTPOIKM:

Kerberos, ykasas
AES256_HMAC_SHAIL.

cnepyowme

BO3MOXHble

3HayeHnAa: RC4_HMAC_MD5,

File Acton View FHep

e 2mXR0O=HD

T Local Computer Policy
B & Computer Configuration

i, Scripts (Startup/Shutdown)
5 Security Settings
@ [ Account Poldes
= g Local Policies
(g Audit Policy
[ [ User Rights Assignment
[, Security Options.
@ ] Windows Firewall with Advanced Security
] Metwork List Manager Polcies
@ || Public Key Polices
# | Software Restriction Polides
® ] Appicabon Control Polioes
@ 3 1P Security Pokcies on Local Computer
@ || Advanced Audit Policy Configuraton
gl Policy-based QoS
& (] Administratve Templates
B &, User Configuration
& [ Software Settings
& 7] Windows Settings
& | Administrative Templates

= | seaniy Seting I
- Network access: Allow anonymous SID/Name transiation Disabled
. Network access: Do not alow anonymous enumeration of SAM accounts Enabled
- Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled
L, Network access: Do not alow storage of passwords and credentials for network authentication Disabled
(] Network access: Let Everyone permissions apply to anonymous users Disabled
L. Network access: Named Pipes that can be accessed anonymously ,netiogon, samr lsarpc.

+| Network access: Remotely accessibie registry paths

| Network access: Remotely accessibie registry paths and sub-paths

-] Network access: Restrict anonymous access to Named Pipes and Shares

(] Network. 65 that can be

s, Network access: Sharing and security model for local accounts

x! Network seaurity: Allow Local System to use computer identity for NTLM

Ll Network security: Allow LocalSystem NULL session fallback

2] Network Security: Alow PKUZU authentication requests to this computer to use online dentities
% Network security: Configure encrypton types allowed for Kerberos

TTI T =
RC4_HMAC_MDS =]
AES128_HMAC_SHA1 =
AES256_HMAC_SHA1 =]
Fdure encryption types a =

System'CurrentControlSet\ControliProductOptions, System\Curre....
System\CurrentControlSet\ControliPrint \Printers, System\Current. ..
Enabled

Not Defined

Classic - local users authenticate as themselves.

Nt Defined

Not Defined

Not Defined

RC4_HMAC_MDS,AES 128_HMAC_SHA 1,AES256_HMAC_SHA1
Enabled

Disabled

Not Defined

Negotiate signing

Require 128-hit encryption
Require 128-bit encryption
Not Defined

Not Defined

Mot Defined

Not Defined

Not Defined

Not Defined

Not Defined

Disabled

Disabled

Disabled

Janee Heobxoanmo co3pgathb Service Principal Name (SPN) ans naeHtndumkaumm cepsepa Blitz Identity Provider
cepsepom Kerberos. 3To BbINONHAETCA C MOMOLLbIO CeAyoLWweit KOMaHabl:
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ktpass —-princ HTTP/idp.company.ru@DOMAIN.LOC -mapuser DOMAIN\blitzidpsrv -out C:\
—temp\spnego_spn.keytab -mapOp set —-crypto ALL -ptype KRB5_NT_PRINCIPAL /pass.
—SecretPassword

MapameTpbl KOMaHAbl ktpass:

® 3HayeHMe MapameTpa mapuser — WMA CO3L43aHHON B AOMeHe ydYeTHOM 3anucu cepsepa Blitz Identity
Provider, Hanpumep, DOMAIN\blitzidpsrv;

® 3HayeHuWe napameTpa princ — umsa SPN cepsepa c Blitz Identity Provider ana naeHtndukaumm B cpege
Kerberos. 3To nma coctoMT M3 MMeHU xocTa cepsepa c Blitz Identity Provider, umeHun Kerberos Realm 8
BepXHeM pernctpe (06bl4HO COBNAZAET C UMEHEM LOMEHA) U UCMONb3YEMOrO TPAHCNOPTHOrO NPOTOKONA
(HTTP). Npumep 3HaveHuna SPN — HTTP/idp.company.ru@DOMAIN. LOC. BaxHo, utobbl HTTP/ B
Hayane umeHun SPN yKasbiBasocb UMEeHHO 60/blMMKN ByKBaMu, KaK B MpuMepe.

* napameTp mapOp — ecav 3a4aH B 3HayeHne add, To HoBbIn SPN byaeT nobaBneH K cywecTsyowmm. Ecam
33/aHo 3HayeHue set, To SPN 6yaeT nepesanncaH.

® napameTp out — 3agaeT NyTb K reHepupyemomy keytab-odanny. Hanpumep, C: \temp\spnego_spn.
keytab;
* MapameTp /pass — 3Ha4yeHWe Napons oT yyeTHoM 3anucu cepsepa Blitz Identity Provider B gomeHe.

® napameTpbl crypto u ptype 3a4atoT OrpaHUYEHUA HA MCMOJIb3yeMble afropUTMbl U TUM TEHEPUPY-
emoli Kerberos-cny»6bl. PekomeHayeTcA 3a4aTb NapameTpbl KaKk B yKazaHHOM npumepe —crypto ALL
—ptype KRB5_NT_PRINCIPAL.

CreHepupoBaHHbIi keytab-daiin HeobxoamMmo coxpaHuTb. OH ByaeT HeobxoaAnM A/1A NOCNeAYHOLLEN HAaCTPOMKM
B KOHCOAM ynpasneHus Blitz Identity Provider.

Hactpoiiku B KoHconu ynpasneHusn Blitz Identity Provider

Heobxogmmo nepeinTn B KOHCOIM ynpaBaeHus B pasaene AyTeHTUdMKaLMA K HacTpoiKam cnocoba Bxoaa Bxog no
CeaHcy onepaLMoHHON cucTembl. B OTKpPbIBLLEMCA OKHE HEOBXOAMMO 3arpy3uTb CreHepMpPOBAHHbIN paHee keytab
dain. Umsa SPN npu sTom b6yaeT 3a4aHO aBTOMATUUECKU B COOTBETCTBUM C 3arpyKeHHbIM Garinom.

Mo pesynbratam 3arpy3kn keytab-¢anna 6ygetr oTobpakatbca MHbOpMaLMa O COOTBETCTBYHOLWLEN
Kerberos-cnyxb6e.

Mpn HeOBXOAMMOCTN MOMKHO:
® yOanuTb 3arpy*KeHHbIn keytab-daiin;

e 3arpy3uTb ewe keytab-¢dainbl, B cnyyae nogkntodeHumsa Blitz Identity Provider K HECKONbKMM KOHTpoiepam
AoMeHa.

HacTpoitku cy6mexra crykbil Kerberos (SPN)

3arpysiTe Qaiin TaoNHLL! KIoYe (keytab), CreHepHPOBAHH I ANIA CYBLEKTA CNyKOk! Kerberos HTTP/bip-devi. reaxoft.loc

YeaxuTe nyTe K haiiny knoueis 4ns 3arpyzkn

e

®aiin kmovei SPN Cybuext cyxui Kerberos

bip-devkeytab HTTP/bip-devi reaxoft loc@LAB REAXO-TLOC n

[anee HeobxoamMmo onpeaennTb NapameTpbl cooTBeTcTBUA Kerberos-TokeHa (TGS) v yyeTHol 3anucu B Blitz
Identity Provider.
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Mpaewnna cOOTBETCTBUA

/InA KOppekTHO# paboTekl BXOAA N0 CeaHCy ONepaLyWoHHOM CUCTeMB! YKaXMWTe, KakuM aTprByTam B UCTOYHIKE JaHHBIX COOTBETCTBYIOT MMA W JOMEH NoNk30BaTeNs 13 TeKyLLero ceaca
0NepaLuoHHOA CUCTeMEL. Bbl MOXETE C03/1aTh HECKONLKO a/lTePHATUBHEIX Np.

AN

/INA CO34aHVA NPaBMNa NCNONb3YIATe CTPOKM NOACTAaHOBKM. Hanprmep, MpaBuno userPrincipalName=${username}@${domain} O3HAYaET, YTO MMA NONL3OBATENA C ALOMEHOM M3
CeaHca onepaLMoHHON cUcTemMel, 6yAeT CpaBHUBS C aTpUGYTOM userPrincipalName B XPaHWUNWLLE AaHHBIX

OCMOTpETE CTPOKKM NOACTaHOBKY

sAMAccountName 4 = ${username} n

OTmeHa CoxpaHnTe

Hanpumep, MOMKHO 3a4aTb COOTBETCTBME, YTO MoAyd4aemblit M3 Kerberos-TokeHa naeHTUPUKATOP MOMb30Ba-
Tena (username) OO/KEH COOTBETCTBOBaTb aTpubyTy sAMAccountName, nosydyaemomy u3 LDAP-katasiora
(Microsoft Active Directory).

[anee HeobHX0AMMO YCTaHOBUTL NapameTpbl 3a4ePMKeK MPu UCNoNb30BaHMM METo4a BXOA4a C MCMO/b30BaHNEM
CeaHca onepaunoHHOW CUCTEMBI.

AononHuUTenkbHble HACTPOMKIA

Bpema 3a/|epXKKK nepeg, 5
3anyckoM MeToaa

BpeMA 0XUJaHUA 5
nony4eHWs TOKeHa

OTMEHa COXpaHUTE

Blitz Identity Provider npesocTtaBnseT ABa BO3MOMKHbIX CLLeHAapPWA UCMO/Ib30BAHWUS BXOAA NO CeaHCy ornepauyoH-
HOWM CUCTEMbI:

OcHosHoli cyeHapuli. Monb3oBaTeNU BXOAAT B ONEPALMOHHYIO CUCTEMY, M NOC/IE 3TOMO AO/KHbI CKBO3HbIM 06-
pa3om BXOAMTb BO BCe NPUIOMKEHUSA, NoaKaodeHHble K Blitz Identity Provider. MpegoctaenaTb nosb3oBaTensm
BO3MOMHOCTb BOMTU B MPUNOKEHWA NOA APYroi YYETHOM 3anunCblo He TpebyeTcsA. B 3ToM ciydae Hy}KHO ycTaHo-
BUTb BpeMd 3amepXKU Iepel 3alyCcKkoM MeTona, paBHoe 0 cekyHa. Mpu obpalieHnn K NpUaoKeHUo
cpasy 6yaeT npov3BeAeHa NOMbITKAa CKBO3HOTO BXOAa MO CeaHCy ornepaLMoHHON CUCTEMBI.

JonosnHumensHolili cyeHapul. NMonb3oBaTenn He BCEraa UMeKT BO3MOMKHOCTb BOMTH B 4OMEH OMNepaLmMoHHON Cu-
CTeMbI, 160 NONb30BATENAM B HEKOTOPbIX Cly4asx HEOBX0AMMa BOSMOMKHOCTb BOMTM B MPUIOKEHUA NOZ A4,0YroM
YYETHOW 3anuncbio YeM Ta, YTO OHU MCMOAb30BaAMN ANA BXOAA B SOMEH. B 3TOM C/lyyae HyXKHO YCTaHOBUTbL BpeMd
3amepxKy Mepen 3amyCkKOM MeToma Takoe, YTobbl MOo/b30BaTeso XBAaTU/IO BPEMEHW A/1 BO3MOMKHOCTM
OTMEHMWTb aBTOMaTUYECKNIA BXOA, C UCMO/Ib30BaHMEM CeaHca OnepaumoHHOM CUCTEMBI.

BpeMd OXMIAHUdE MONYUYEHHd TOKEHAa HYXKHO YCTaHOBUTb 4OCTaTOYHbIM, 4TObbl Kerberos cepsep ycne-
Ba/N npenoctaBuTtb oTBeT Blitz Identity Provider. O6bl4HO AOCTATOYHO YCTAaHOBUTL 5 CEKYHA.

KaK u B cayyae BXxoZa Mo JIOrMHY M Naposto, MO YMONYAHUIO NMOUCK NONb30BaTenen AnA ayTeHTMduKaumm npo-
WCXOAUT BO BCEX aKTUBHbIX XpaHuauwax. B 61oke Mpasuna Bbibopa xpaHnauwa aTpnbyToB MOXKHO HAaCTPOUTb
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npasuaa, NPy BbINOJHEHUW KOTOPbIX MOUCK NO/b30BaTeNn ByAeT OCyLWECTBAATLCA B 01pedes1eHHOM XpaHUAuLe
(cTpanunua 92).

HacTtpoiiku 6pay3epoB nonb3oBarenem

B 3aBMCMMOCTM OT MCMNO/b3yEeMOro NoJsib3oBaTesieM bpaysepa MoXKeT NoTpeboBaTbCA ero AONONHUTEIbHAA Ha-
CTPOMKa ans nogaepku Kerberos-ngeHtnpuKkaymm.

[ns 6paysepos nog onepauymoHHoli cuctemoit Windows Hy»KHO 3a4aTb caeaytolme HacTPOMKK:

e OTKpbITb NycK - MaHenb ynpaBneHus, UISMeHWUTb BapMaHT NPOCMOTpa C KaTeropud HaMenkue 3Hau—
KH, B OTKPbIBLUMXCA HAaCTPOMKax BbibpaTb CBOMCTBa bpay3epa;

* B HOBOM OKHe BblbpaTb besonacHocTb - MecTHan MHTpPAceTb M HaxKaTb KHOMKY CaliTbl. B oTKpbiBLEMCSA
OKHe HaaTb KHOMKy [lononHuTenbHo n BHecTu calT c Blitz Identity Provider B cnucok calitoB MecTHas
WHTpaceTb, HaxaB Job6asuTb;

e B OKHe CBoicTBa: MIHTepHeT - be3sonacHocTb - MecTHaa MHTPACEeTb HaXKaTb KHOMKY Jpyroi.... B oTKpbIB-
LIEMCA OKHe HalTW HacTpoiKy [IpoBepka MONIHUHHOCTH [MONb30BAaTeNnd —» Bxomn. YCTaHOBUTL ee
B 3HaYeHWe ABToOMaTHUUECKHUH BXOO B Ce€Tb TOJIBKO B 30HEe HHTpacCeTH.

1+ > TMawens ynpasnernn > v 0 Mouck & nanenn ynpasnenia p
Hacrpoﬁka napameTpoB KOMNbHOTEPa MpocnoT, Kareropua
Cucrema u DesonacHoCTs 1 YueTHble 3anvcy NoAL30BaTeNen
HFCBEFKE COCTOAHWA KOMNBIOTEDPE G W . -
SMEHEHWE TUNE YYETHOW 3anKcK

CoxpaHeHmne pesepeHbix Konmii $ainos ¢ nomoLe
ncropin daiinas

ApxuBaLma n soccTaHosneHue (Windows 7) Odopmnenne n NEPCOHaNNZALLNA

. =
y CeTb 1 NHTepHeT
.l Yacwl v pervod
HFCCMCTP COCTOAHWA CETH W 33434 F

WamerHeHne ¢ICF}METDE AaThbl, BPEMEHH W YKCEN
./ OBopynoBaHKe W 3BYK

= * [Mpocmotp yCTpoRcTe U NpuHTEpoE CneumanbHble BO3MOXHOCTH
i Jlobaenenne ycTpoicrea Pexomengyemoie Windows napamerpel
HacTpoiika napameTpos mobuneHocT No OnTHMIzaLUA NICBPEKERNA Ha SKPaHE
YMONUBHMO
Mporpammbl

[’] Yaanenue nporpammel

« . > TMavens ynpaenenns > Bce 3nemeHTsl naHen ynpasnenna » v O TMowck & NaHenw ynpasneHna P

HacTpofika napaMeTpoe KoMnetoTepa

B Mail (Microsoft Outlook) [mg Aerosanycx 85 Agmunncrpuposarine W Epanamay=p Sawpmiiaca Windows @ Boccranoenenue
4 Nata n spema £ Ancrossie npocTpancTea & Jucneruep yerpoiicts [E Ancneruep yuetren aanmsix i 3eyx
£ Wictopua dainoe E= Knaenatypa u Meiwe Iﬂ MaHenk 33434 W Hasurauma ﬁ, MapaMeTpel MHAEKCMPOBAHWA
= Mapamerpel Mposoarina ) Moakntouerms K yaanentsim paboy...  [&] Mporparme! i KomnaHeHTH! [@ Mporpamme: no yronuarro [ Paboune nankn
& PacnosHasarne peun &P Pernonanerbie cranaapTs! W Peseparioe konuposarme 1 BOCCTaH... I Csolictea Gpaysepa & cucrema
[ Tenedon n mogem K ynpaenenme ueerom [ Yerparierme nenonagor Ffa ¥crpoiicTea u nputtepei 88, Yuetneie sanuen nonssosarencii
¥ Lientp BesonacHocT n oBcykusaH... UerTp moBunsHocTi Windows &) Uentp curxporusaum @ Uermp cneumansen sosmokrocteii 58 LleHTp ynpasnenus ceramm u oBu...
:QN Wndposarue gucka BitLocker A WpndTe Q INEKTPONUTEHNE
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b k. "
L5 8.5 Mapamerpel GE30NaCHOCTI - 30H3 MECTHON MHTPACETH >

CoaepraHme MoaknoyeHra [porpamHe! JononHUTENEHD MapamMeTpe!
Obwme Be30NacHoCTE KoHbuaeHUMansHoCTE (O 3anpawvsath ~
@ OTKAHYMTE
& Pa3pEWEHIA ANA KOMNOHEHTOS © MaHUDECTaM
(@) Bricoxuii ypoBeHs GesonacHocTi

a " ¢
@ @ ® 0 OTKAUNATE
- v :i!, MpoBEpKa NoAMMHHOCTH NONb30BaTENA

VHTEpHET MecTHas HanesHele OnacHsle 42 Bxon
WHTpaceTe calTel caiTel -

BeifiepuTe 30HY ANA NapaMeTpel e NapameTpos BesonacHocTH.

(O ABTOMATMHECKMI EXOA B CETh C TEKYLLMM MMEHEN NOMb:
MecTHan MHTpaceTh " (®) ABToMATWHECKMI BX0A B CETh TOMBKD B 30HE MHTPACcET
I‘ﬁ‘ 30Ha AnA Beex Bef-CalToB Balwei HTPaceTk, Caimel (O AHoHUMHEIR Bxoa
() 3aMpoc MMEHH NONL30BaTENS W Mapons
|| PasHoe
|| BoKMpOBaTE BINMEIBAOWME OKHE
() BrnoumTs
@ OTKNKOUATE
Ocobbiit Flafi =i 14e 2A0 AUTENLATS © MSLLIIL ANSS 3 MART o
Ocobible napaMeTpol, S

- YToDbl M3MEHUTD WX, WeNKHUTE “[pyroi”, *3MeHEHIMA By ayT NPMMEHEHE! MOCNE NEDESANYCKE KOMMBIOTEPE
- [INA B03BPETE K PEKOMEHAOBAHHOMY YPOBHID WENKHWTE

Tlo ymonqaHmo”,

¥YposeHs De30NacHocTn Ans 3Toi S0Hb!

CBpoc ocobeix napameTpos

. Ha ypoBeHe: | Hipke cpeaHero (Mo yMonuaHwio) ChpocuTe...
[ Brmounte sawmwerHeii pexam (noTpebyeTca nepesanyck

Internet Explarer)

BribpaTe yposeHb BESONACHOCTH MO YMON4AHAD ANA BCEX 30H

OTmena

(a1 OTHeHa TpHMEHNTE

Mo3KHO He 3afaBaTb 415 onepauoHHON cnuctembl Windows onucaHHbIe Bbile HaCTPOMKM U B KauecTse anbTep-
HaTMBbI 419 BO3MOXKHOCTM BXOZa MO CeaHCy onepaunoHHoM cuctemsl B 6paysepe Google Chrome Toraa MoxHO
3anyckaTtb 6paysep co creayoLMMm napameTpamm 3anycKa:

Chrome.exe —-auth-server-whitelist="idp.domain.ru" -auth-negotiate-
—delegatewhitelist="idp.domain.ru" -auth-schemes="digest,ntlm,negotiate"

[oe B KayecTBe idp.domain. ru HyXHo ykasaTtb URL caiiTa Blitz Identity Provider.

TakKe MOXHO 334aTb cneaytolme HacTpolikm B peectp Windows, 4yTobbl 3anyckaTe 6paysep Google Chrome 6e3
napameTpoB 3anyckKa.

Windows Registry Editor Version 5.00
[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google]

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome]
"AuthNegotiateDelegateWhitelist"="idp.domain.ru"
"AuthSchemes"="basic,digest,ntlm, negotiate"
"AuthServerWhitelist"="idp.domain.ru"

Ona Mozilla Firefox Hy»KHO 3a4aTb cegytoLme HacTPOIKM (410 No6bIX ONepaLMoHHbIX CUCTEM):

* B aJpecHoW cTpoKe bpaysepa BBeCcTM about:config M HaxaTb Enter. B crepylowem OKHe
BBECTM network.nego B nosfe ®unbTpbl [BaKAbl Ha)KaTb HAa HalWAeHHOW 3anucuM network.
negotiate—auth.trusted-uris M ycTaHoBUTb B Heli 3HayeHMe URL caiita c Blitz Identity Provider,
Hanpumep, idp.domain.ru. MNpu yKasaHUM aApecoB MOXKHO WMCMO/Mb30BaTb 3BE340YKY (*) M yKa-
3aTb HeckonbKo URL yepes 3anAartyto, Hanpumep: https://*.idp.domain.ru, http://*.idp.
domain. ru. 3aKpbITb BCM/bIBAtOLLEE OKHO KHOMKOM OK.

e nBaXAbl HaXaTb Ha Hal4eHHOM 3anucn network.negotiate—auth.delegation—-uris wu ycra-
HOBMWTb B Hel 3HadYeHne URL caita c Blitz Identity Provider, Hanpumep, idp.domain. ru. Mpu yKasa-
HUW afpPecoB MOXKHO UCMOb30BaTb 3BE3404KY (*) 1 yKa3aTb Heckonbko URL yepes 3anaTyto, Hanpumep:
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https://*.idp.domain.ru,http://*.idp.domain. ru. 3aKpbiTb BCN/bIBalOLW,EE OKHO KHOM-
Ko OK.

® OTKpbITb NapameTp network.auth—-sspi, ycTaHOBUTb €ro 3HayeHne B t rue;
* nepesanycTtutb 6paysep.

Ons Google Chrome B macOS 1 B Linux Hy»KHO ocyLLecTBAATb 3anyck Google Chrome cneumanbHbiM obpasom:

"/Applications/Google Chrome.app/Contents/Mac0OS/Google Chrome" --args —-auth-
—server-whitelist="idp.domain.ru" --auth-negotiate-delegate-whitelist="idp.domain.
—ru"

e B KayecTBe idp.domain. ru HyXHo ykasaTtb URL caiiTa Blitz Identity Provider.

Onsa Apple Safari B macOS otaenbHas HacTpolika He TpebyeTcs.

Hacrtpoiiku 3anycka npunoxkeHuii Blitz Identity Provider

Y nonb3oBaTesnieit MOryT BOSHUKHYTb NpobaemMbl NpU BXOAE MO CeaHCy OnepaLMOHHOW CUCTEMbI, EC/IN OHWU UC-
nonb3ytoT bpaysep Internet Explorer, u ecnv B AoMeHe UX y4eTHAA 3aNMCb BKAOYEHa BO MHOrMe rpynnbl 6esonac-
HoCTKM, 6o ecnn DN yyeTHOM 3anncu A0CTaTOYHO A/MHHbIN. YTOObI M36eaTb Takon CUTyaumu, Heobxoanumo
npwv 3anycKe NPUIOXeHUA cepBuca ayTeHTUdMKaumm blit z—1idp 3agaTb cneyunansHbli JAVA-napametp, onpe-
nenatowmii 6onbluon gonyctumblit pasamep HTTP-3aronoBka. [as 3Toro Heob6xoanMMo oTpeaakTMpoBsaTtb pann /
etc/default/blitz-idp. B napametp JAVA_OPTS go6aBuTb Kntou:

-Dakka.http.parsing.max-header-value-length=16K

HacTtpoiiku Beb-cepBepa

Y nonb3oBaTeneil MOryT BO3HUKHYTb NpobaemMbl NPy BXoAe MO CeaHCy OnepaLMoOHHOW CUCTEMbI, €C/IN OHU UC-
nonb3ytoT 6paysep Internet Explorer, u ecnn B foMeHe MX y4eTHasA 3anucb BKOYEHA BO MHOrue rpynnbl 6es-
onacHocTn, nnbo ecnm DN y4eTHOM 3anNnCcK AOCTAaTOYHO ANMHHbIN. YTOObI M36€eXKaTb TakoWn cuTyaumm, Heobxoam-
MO CKOPPEKTMPOBATb HAaCTPOIKK BED-cepBepa, onpesenstolime AONyCTUMbIN pasmep bydepos 3aroNoBKOB.

PekomeHayemble 3HaueHUs bydpepos ana nginx NpuBeLEHbI HUXKE:

proxy_buffer_size 16k;
proxy_buffers 4 16k;
proxy_busy_buffers_size 16k;
client_body_buffer_size 16K;
client_header_buffer size 16k;
client_max_body_size 8m;
large_client_header_buffers 2 16k;

OTtnagka npobnem ¢ BXOAOM NO CEaHCY ONepaLMOHHOMN CUCTEMbI

Ecnv npu BbINONHEHHbIX HACTPOMKaxX y Noab3oBaTeNel BCe e He paboTaeT BXoA No ceaHcy onepaunoHHOMN cucre-
Mbl, TO PEKOMEHAYETCA Ha KOMMbIOTEPE NO/Ib30BATENA B KOMAHAHOM CTPOKE BbIMOHWUTL CAeAYHOLLYI0 KOMaHAY:

klist

Ecnn KomaHaa ycnewHo BepHeT TGS maHgatol gns SPN, HactpoeHHoro ana Blitz Identity Provider, 3HaUnT Hy»KHO
NpoBepATb KOPPEKTHOCTb HACTPOEK Ha cTopoHe Bpay3epa nonb3osatens u B Blitz Identity Provider. Ecan TGS
MaHzaTbl gns Blitz Identity Provider oTcyTcTBYIOT, TO MOXHO MX 3aMpOCUTb, UCMONb3YA CAEAYIOLLYI0 KOMAHAY
(Heobxoanmo yKasaTb npasuibHble SPN 1 UMA JOMeHa KOMNaHUK):
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klist get HTTP/idp.company.ru@DOMAIN.LOC

Ecnn KomaHaa He BepHEeT MnosyyeHHbIX TGS MaHAaTOB, 3HAYMT HYXKHO NPOBEPATb KOPPEKTHOCTb HACTPOeK Ha
Kerberos-cepsepe.

Bxop, ¢ nomowbto 3HEKTp0HHOi;1 noYyTbl

Blitz Identity Provider no3BonseT BbINONHATb BXOA, C UCMNO/Ib30BaHMEM 3/1EKTPOHHOM NOYTbI B Ka4ecTBe NepBoro
dakTopa ayTeHTUdPUKaLMn. B aTom cnyyae 4na nepBUYHOIo BXOAa No/ib30BaTeNto TpebyeTca BBECTU KO, OTNPaB-
JIEHHbIN Ha agpPec 3N1EeKTPOHHOM NoYTbl. A8 HACTPONKM METOAA BbINOJHUTE OMMCAHHYIO HUXKe NocieaoBaTesb-
HOCTb OENCTBUNA.

LWar 1. Jo6aBneHne metoga B blitz.conf

[ns Toro, utobbl B MeTogax ayTeHTUdMKaLMM Ha BKAaaKe MepBbli GpaKkTOp NOABUACA METOZ, ayTeHTUGMKaLLMM
BX0g4, C NOMOLLbO 3/1EKTPOHHOW NOYTbI, BbINOAHWUTE CAedytolme AelCTBUA:

1. OtkpoliiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.

sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B6noke HacTpoekblitz.prod.local.idp.login.factors Bnepsom cnucke aobasbre 610K Ha-
CTPOeK ¢ MeTogoM email:

"login" : {
"factors" : [

"enabled" : false,
"method" : "email"

He

3. lNepesanycTuTe cepBuUcshlI.

sudo systemctl restart blitz-idp blitz-console blitz-recovery

Lar 2. Hactpoiika meToaa B KOHCONU

B KOHCO/IM yNpaB/ieHNA BbIMOIHUTE Ceayolme AencTens:
1. Ha BKknagke Bxo4 c NOMOLLbIO 31EKTPOHHOM NOYTLI 3a4aiTe caeaytoLimMe HaCTPOMKM:

e Cnocob naeHTUdMKaLMM y4eTHOM 3anmucKn — 3aaaiTe perynapHoe BblpaxkeHue. Hanpumep, npasuno
email=${login} o3HayaeT, YTO BBEAEHHOE NONAb30BaTENIEeM 3Ha4YeHue B popme Bxoaa byaeT co-
NocTaB/eHo € aTpubyTom email.

e [INNHY KoAa NOATBEPXKAEHUA.

e Bpemsa ero gencreus.
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e KonmyecTtso NONbITOK BBOAA KOAA NOATBEPXAeHUA 3a 1 Bxoa.

e Obuiee KONNYECTBO NOMBITOK (YMC/IO OTNPABOK KOAOB U NOMbITOK BBOAA KOAa, NOC/E Yero ans Nosb-
30BaTeNa byaeT BpemeHHO 3ab10KMPOBaH AaHHbIM cNOcob ayTeHTUOUKaLMK).

* Bpems 6/10KMPOBKM NP NPEBbILEHNN NOMbITOK (B MUHYTaX).

e Cnocob oTnpaBKK: B BUAE BbIParKeHUs yKaxKuTe aTpnbyT, B KOTOPOM COXPaHEH afpec 3/IEKTPOHHOW
noYTbl NONb30BaTeNA, Hanpumep, S{email}.

[INA KOPPEKTHOM UABHTU(UKALMI NONBb30BATENA YKAKMUTE, KAKUM 06pa3oM [OMKeH (hOPMUPOBATLCA NOTMH W KAKOMY aTpUByTy B UCTOUHWKE AAHHBIX
OH COOTBETCTBYET. Bbl MOXETE CO3/aTh HECKOMLKO aNbTepHATUBHLIX NPaBWA ONPeAeneHA NorvHa. Beoa NorvHa He YyBCTBUTENEH K PErUCTY.

[nA cosnaHuA Npasuna UCNoNb3yiATe CTPOKM NOACTAHOBKK. Hanpumep, npaeuno CN=${1login} oaHadyaeT, 4TO CTpOKa, BBEAEHHAA NONb30OBATENEM,
Oynet cpaBHMBaThbcA ¢ aTprbyToM CN B XpaHunuiue AaHHbIX.

MocMOTpeThb CTPOKW NOACTAHOBKMA

email s = ${login} n

OR

+ po6aBuTb ycnosue

sub

= ${login} n

<«

+ 006aBuTh ycnoBue

+ LLO()-HUM Tb anbTepHaTUBHOE NpasBuno

I'IapameTpm KOA0B NOATBEPXASHMA

OnuHa | 6

Bpemn geicTenA 120

KonuyecTBo nonbiTok 3
3a 1 Bxop

O6wee KONUYECTBO 5
NOnNbITOK

Bpema 6N0KNPOBKK el
npK NpeBbILEeHUN
nonbITOK, B MWH.

MapameTpbl OTNPaBKM

ATpUGYT C KOHTAKTOM $email-}

. 3a,u,al7|1'e npasuno Bbl60pa XpaHununula anM6yTOB ANnAa NOnCKa BBeAeHHOro nosib3oBartenem agpeca
3HEKTpOHHOVI NOYThbl.
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MpaBuna ebiGopa XpaHUnuULLa aTpudyToB

Mo YMON4aHWo NoncK nons3osarenen 4nAa ﬁyTeHTMC‘pMKﬁLlVIM NponCXoanT BO BCEX aKTUBHbIX XpaHUnuLlax. B naHHoMm 6n1oKe MOXHO HacTpouTb
npaenna, Npy BuINOMHEHW KOTOPbIX NOWCK Nonb3osaTena byaeT oCyLWecTBNATLEA B ONPeaeneHHOM XpaHunuue.

MoxkHo 3a[aTb HECKONbKO anbTepHaTUBHbLIX Npasun BbIGDpﬁ XpaHunuuia. 370 nossonuT ay'reﬂ'rmdmumpoua'rb OOHUX nonb3oBaTenei no oaHomy
XPaHUNALLY, APYTUX - N0 APYTOMY.

[nA co3paHnA NpaBrna MCnonb3yATe CTPOKKU NOACTAHOBKM.

ﬂ()ﬁlvl()'ﬂl"b CTPOKW NOACTaHOBKK

CoapaTb npaBuno
2. BkatouuTe meTog Bxos c NOMOLLbIO 3/1EKTPOHHOM NOYTbI B CMMCKE METOAOB Ha BKIagKe AyTeHTudumKaumaA
-> [epBbIn paKTop.

3. Hactpoiite nogkntoyeHue Blitz Identity Provider Kk SMTP-cepsucy (cTpaHmua 211).

Bxoa ¢ NoMOLLbIO KOO,0B NOATBEPKAEHUA

[na Bxoga no nepeomy pakTopy ayTeHTUOUKALMM MOXKHO UCMOMb30BaTb OTMPaBAseMble B MOBUAIbHOE Npuo-
KeHue push-yBegomneHusa nnm SMS-coobLueHus.

BHumaHue: Ecam y nonb3oBaTena He 3agaH Homep MobUAbHOTO TeI'IerOHa, TO OH HE CMOXEeT NCNo/sIb30BaTb
cnocob NOATBEPXAEHUA BXOAa C NOMOLLbIO KOAa NoATBEPKAEHMUA, oTnpasasemoro no SMS.

[ns ncnonb3oBaHMA KOAOB NOATBEPXKAEHMA HE06X0AMMO:

® HACTPOWTb M BKJIOYUTb BKAKOUYUTL METOA ayTeHTUdUKaummn Bxog no kogy ns SMS/push. Heobxoanmo Ha-
CTPOUTb:

— cnocob MaeHTUOUKaLMM y4eTHOW 3anncKu — 3a4aTb PeryasapHoe BbiparkeHune. Hanpumep, npasuio
phone_number=${login} 03HayaeT, 4To BBeAEHHOE NO/Nb30BaTENEM 3HAaUYEeHUe B popme BXoaa
6yneT conocTasneHo ¢ atpubytom phone_number;

— A/MHY KOAa NOATBEPMKAEHUSA;
— Bpems AelCTBMA KOAa NOATBEPKAEHUS;
— KOJINYECTBO MOMbITOK BBOAA KOAa NOATBEPXAeHUA 3a 1 Bxoa;

— obLee KoaMYeCTBO NOMbITOK (YMCNO OTNPABOK KOAOB M MOMbITOK BBOAA KOAA, MOC/Ie Yero 414 Nofb-
30BaTenna byaer BpemeHHO 3ab10KMPOBaH AaHHbIM cnocob ayTeHTUdMKaLmK);

— BpemsA BOKMPOBKM NPU NPEBbILIEHWW NOMNbITOK (B MUHYTaX);
— cnocobbl OTNPaBKKU Koaa:

* OTNpPaBnATb push-yBegomneHne — HyXHO yKasaTb aTpuMbyT C HOMEepomM MOBUAbHOro Te-
nedoHa UAN UHBIM HEoBXOAMMbIM CepBUCY UAEHTUDMKATOPOM MONb30BaTeNA, Hanpumep,
${phone_number};

% 0TNpaBnAaTb SMS — yKa3aTb aTpMbBYT C HOMePOM MObUIbHOTO TenledoHa NoaAb30BaTeNA, HanNpu-
mep, ${phone_number};
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Bxon no koay n3 SMS/push

[OnA KOPPeKTHOM UAEHTUUKALMK NONL30BATENA YKAKUTE, KaKUM 06pas3omM Ao/mkeH (hOPMUPOBATLCA NOTMH M KAKOMY aTpUBYTY B UCTOYHUKE AaHHBIX
OH COOTBETCTBYeT. Bbl MOXeTe co34aTb HECKONbKO ansTepHaTUBHLIX NpaBwn onpegeneHuA nornHa. BBog norvHa He YYBCTBUTENEH K PErucTpy.

[OnA co3naHuA Npasuna UCNonb3ayiTe CTPOKK NoACTaHoBKW. Hanpumep, npasuno CN=${login} oaHauaeT, 4To cTpOKa, BBEAEHHAA NONL3OBATENEM,
6yneT cpaBHMBaTbeA ¢ atpubytom CN B XpaHunuwe faHHbIX.

MocMOTPETL CTPOKKM NOACTAHOBKU

phone_number

<

= ${login} n

+ fo6aBKTb ycnoBue

+ 000aBWTb anbTepHaTUBHOE NPaBuno

MapameTpbl KOAOB NOATBEPXASHUA

OnuHa | 6

Konn4ectso cMMBONOB B KoAe noaTEep>XXaAeHWA

Bpema feicTeuA 300

KonuyecTBo ceKyHa, Nocne KoTopero Kof NofaTBepXaeHUA nepectaet
feActeoBaTh. Heobxoanma oTnpaeKka HOBOro Koaa

KonuyecTso nonbiToK 3

381BX0A  (onuecTBO HeYAAUHbIX NOMLITOK BBOAA KOAA NOATBEPAGHWA NPU OOHOM

nonbITKe BXOAa. Ecnv Konu4ecTso NonbITOK NpeBbIWEHO, IDCE}}’C TCA
0Tnpaeka HOBOro Kooa

O6Luee KONUYECTBO 5

MONLITOK  O6iee YKENO OTNPABOK KOAOB NOATBEPXKACHWA 1 NOMLITOK BBOAA KOAA

NOATBEPXAEHWA, NOCNe KOToporo cnocod ayTeHTudukauun 6ynet
BPEMEeHHO 3a6/10KMpoBaH

BpemAa 6N0KMpoBKM 3
NPy NpeBbILeHUNA
nonbITOK, B MWH.

B TeyeHue ykasaHHoro BpemMeHu cnocob ayTeHTutmuKkauvm Gyaer
HEeOOCTYNeH NoNb30BaTento

Cnoco6bl oTNpaBku Kopa

HacTpoiiTe cnocobbl 0TNpaBkn KoaoB NoATBEPXAeHWA. Ecnu 6yaeT BeibpaHo 6onee ofHoro cnocoba, TO Nepeblid 6yaeT paccMaTpUBATLCA Kak
OCHOBHOIA, & OCTaNbHbIE KaK pe3epBHbIE.

OTnpasnATh ATpUBYT C KOHTAKTOM

SMS 5 ${phone_number-} n

+ Job6aBuTk cnocob oTnpaBkn

= npaBuno Bbl60pa XpaHuaunua anMGYTOB ANA NOUCKa BBEAEHHOIO NO/ib30BaTe/IeM TEJ'Ied)OHa.

Mpaeuna eeiGopa xpaHunuia aTpuGyTos

Mo yMonyaHuio NOWMCK None3osaTeneil AnA ayTeHTUMUKaLMKU NPOMCXOAMT BO BCEX aKTUBHBIX XpaHunuwax. B faHHoM 61oKe MOXHO HACTPOUTL
npasuna, Npy BeiNONHEHWW KOTOPbIX NOWCK NoNs30BaTenA ﬁyneT OCYLWEeCTBNATLCA B oNpefeneHHoOM XpaHunuiie.

MOXKHO 3a7aTh HECKOMbKO anbTepHATUBHBIX MPaBKA BbiGopa XpaHuauLa. ATo NO3BONUT ayTeHTUULMPOBATL OAHUX NOb30BATENE N0 OAHOMY
XPAHUNULLY, APYTUX - MO APYroMy.

[nA cospaHmA npaeuna VICI'IOHbSyVITE CTPOKW NMOACTAHOBKW.

MocMoTpeTb CTPOKK NOACTAHOBKU

Cospatb npaeuno

® HacTpouTb noakntoveHue Blitz Identity Provider k SMIS-wit03y u cepsucy omnpasKku push-ysedomnaeHus
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(cTpaHumua 211).

Bxop, c U3BECTHOrO YCTPOIiCTBa

BXxoA, € U3BECTHOrO YCTPOMCTBA NO3BONAET HE 3aMpaluMBaTh MAEHTUGMKALMIO M ayTeHTUUKALMIO NOb30BaTENS
(meTop, nepsoro dakTopa), ecim No/b30BaTeslb, B TEUEHWE ONpPeAeNeHHOrO BPEMEHM, Y3Ke OCYLLECTBAAN BXOA, C
[aHHOro ycTpoiicTea 1 6paysepa. MIHbIMKM C/IOBaMM, NONb30BaTE/lb MOXKET BXOAUT 63 ayTeHTUdUKauum nocne
nepesanycka 6paysepa.

HacTpoiika meToga BKAtoYaeT B cebs yKazaHue 4/IUTeIbHOCTU 3aMOMUHaHUA YCTPOCTBA. TaKKe MOXKHO YCTaHO-
BMTb, YTO NPW BXOZE C 3aMNOMHEHHOTO YCTPOMNCTBa He byaeT TpeboBaTbea AByxdaKTOpHaa ayTeHTUdMKaumA (on-
una «MpupasHAMb UCMOAL308AHUE 3M020 Memoda K NPUMEHEHUIO Neps8o20 U 8mopoz20 ¢pakmopa»). Ecnn aTa
OnLUMA BKOYEHA, TO BXOZ, C U3BECTHOTO YCTPOWCTBA ByAeT 03HauaTb, YTO NOAb30BaTeNb NpOLLen ABYXPpaKTOPHYIO
ayTeHTMdUKaumio.

Bxop ¢ u2BecTHoro ycTpoiicTea

[F] MpupaeHATE MCNONE30BAHWE 3TOTO METOAA K TPUMEHEHMID NEPEOTD M BTOPOrO hakTopa. ECRN oNUMA BKMIDYEHE, TO BXOA C M3BECTHOTO
yeTpoiicTea GyOeT 03HaYaTk, UTO NoML30EATENE NPOolWen A8XDaKTOPHYI0 ayTeHTHgMKALMIO

OnuTensHOCTE 30
3aMoMHHAHHA
yCTpORCTBA

OTMEHA Coxpasurs

Bxog, no pa3oBoii CCcblike

Bxog, No pa3oBoii CCbisIKe UCMOb3YeTCa AN 06ecneyeHns aBTOMaTUYECKOTO BXOAA NOC/Ie CaMOCTOATENIbHOW pe-
rMCTpaL MM Nosib3oBaTesIeM yYeTHOM 3anmcu, BOCCTaHOB/IEHUM 3a6bITOrO NapoA UAKN NP UCMOb30BaHMM CrieLm-
aNbHOro pPeXKMma BXo4a Npu OTKPbITMM Be6-6pay3epa M3 MOBMABHOIO NMPUIOKEHUA, B KOTOPOE NpeaBapuUTeNbHO
BOLUE/ NO/b30BaTeNb.

MNpumeuaHue: MoapobHO 3TOT cLeHapuii onucaH 3decs (cTpaHuua 413).

HaCTpOVIKa MeTOo[a BK/IIOYaEeT B cebn YKa3aHue BpemMmeHun ,EI,EI;'ICTBVIH CCblNIKH, MCﬂOﬂb3YEMOﬁ AnAa aBTomaTnyecko-
ro sxoga. YT106bI cpa60Tan aBTOMATUYECKUI BX0oA4, C MOMEHTa BblpasOTKVI CCbINIKM (nocne ycnewHOoro OKoH4a-
HNA perncTtpaumm nam BOCCTaHOBNEHUA NapOoaAa UIU NONYHEHUA NapaMeTpa CssS MOOUNBbHBIM I'IpVIl'IO)KEHVIEM)
A0 MOMEHTa MHULUNNPOBAHMA BXOA4a NONb30BaTENA NPOLWIO He 6onblue YKa3aHHOro 8 HaCTpOVIKe BpemeHu, n
YTO CCbl/IKa paHee He 6blna Mcnonb3oBaHa.

Bxopa no pa3oBo# ccblnke

BpemA aerncTBUA CCbUTKK 300

OtmeHa CoxpahuTtb
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Bxopg no QR-Koay

B Blitz Identity Provider npeaycmoTpeHa BO3MOXHOCTb HAaCTPOUTb BXoZ4 B Beb-npuaoxeHne no QR-Koay B Kaue-
CTBe NepBoro ¢akTopa ayTeHTUGUKaLUU.

Mpouecc BxoAa YCTPOeH cneaytowmm obpasom:

¢ lNonb3oBaTtenb B 6paysepe MHULMUPYET BXoA B Beb-npunoxkeHue. B Blitz Identity Provider otobparkaetcs
CTpaHuua Bxoaa. Ha cTpaHuue BXoaa nosib3oBaTesb BblbupaeT «Boitn no QR Koay».

¢ Blitz Identity Provider oTobpakaeT Ha cTpaHuLe BxoAa nonb3oBatesnto QR-koa 1 MHCTpyKumio. QR-Koa ume-
€T OrpaHMYeHHbIN CPOK AencTBMA (N0Ib30BaTENIO0 NOKA3bIBAETCA TaiMepP CO CPOKOM AeincTena QR-Koaa).

¢ [lonb3oBaTesb 3anyckaeT MobUIbHOE NPUIOXKEHME KOMMNAHUK, B KOTOPOE BCTPOEHA NOAAEPKKA pPeXnma
BXoZa no QR-Koay, 1 CYMTbIBAET C MOMOLLbIO 3TOro npuaoxeHua QR Koa,.

e MobuabHOE NPUIOKEHNE NOKA3bIBAET NOJ/Ib30BATENIO AETa/IbHYO MHOPMALMIO O BXOAE, NONYYEHHYIO OT
Blitz Identity Provider (uma npunoskeHus, B KOTOpoe ocylecTBaseTcs Bxoq, |P-agpec, 6pay3ep 1 uma one-
PauMOHHOWM CUCTEMbI YCTPOMCTBA, HAa KOTOPOM OCYLLLECTBAETCA BXOA).

¢ Monb3oBaTtenb B MOBWUIbHOM NPUNOKEHUN NPUHUMAET peLlleHne, paspewnTb Nan 3anpeTmnTb BXOA.

* B 3aBMCMMOCTM OT pelleHus Noib30BaTen Ha KOMMbIOTEPE NPOUCXOAMT YCMELHbIN BXO4 No/ib30BaTeNs B
NPUIOXKEHNE MK 3aNPOC BXOAA OTKNOHAETCA.

HaCTpOﬁKa MeTo[a BKNOYaeT B cebs YKa3aHue cneayrouwmnx napameTpos:

® BpemA ,CI,eVICTBVIH QR-Kofga — B Te4eHWe 3TOro CPoKa NoAb3oBaTeNb A0/KeH cumTaTtb QR-KoA 1 NpUHATL pe-
LeHne No BXxoay;

® CCblIKa, KoTopas byaeT 3akoauposaHa B QR-Kofe — yKasblBaeT, Kakoe MpuioKeHue uau Beb CTpaHu-
Ly HYXHO 3anycTUTb B C/lyYyae cuMTbiBaHMA QR-Koga CTaHAAPTHbIM NpuaoxKeHnem «Kamepa». B Kaye-
cTBe NapameTpa B CCbINIKY ByaeT nepeaaH 3akoanpoBaHHbIi QR-Kog (ccbinka byaeT umeTs BUA4 QR_URL?
code=b0671081-cb73-4839-8bc1-8cf020457228);

® CCblJIKA Ha IorotTun (ONuUMOoHaNbHO) — AaHHbIV IoroTun byaeT oTobparkaTtbea B LeHTpe QR Koaa.

Bxopg no QR-koay

Bpems geiictema QR-koga 120
Ccbnka app.link://universal.link

Ccelka Ha noroTun https://login.company.com/grcede_logo.png

Orera

ABTOMaTUUecKan VI,D,EHTMd)VIKaU,MH nonb3oBaTens No CBOMCTBaM ceccum

Blitz Identity Provider MoeT BbINOAHATL aBTOMATUYECKYIO MAEHTUMKALMIO NONb30BATENsA U NpesoCcTaBneHme
[40CTyna no NpeaBapuTeIbHO BbIYMCIEHHBIM CBOMCTBaM ceccum. MoaaepnsatoTcsa Ntobble CBOMCTBA CECCUM, KO-
TOpble MoryT 6biTb ONpeaeseHbl CpeacTBamm 3akasumka U npegoctasneHsbl B Blitz Identity Provider.

CoBeT: YacTHbIM CAy4aem MCNONb30BAHUA METOAa ABNAETCA BXOA MN0/b30BaTENA MO HOMEpPY MobunbHoro Tene-
dJOHa, aBTOMaTU4YeCKM onpegeneHHoro no ero IP-agpecy 3akasymkom-onepaTtopom COTOBOM CBA3M.

2.2. ba3oBoe KOHPpUrypmposaHue 112



Blitz Identity Provider, Bepcua 5.23

BHMMaHue: ABTOMaTmyecKas VI,CI,EHTVIC])MKBLI,VIH BO3MOXHa TOJ/IbKO 1A NnepBoro cbaKTopa.

[ns ncnonb3oBaHMA 4@aHHOMO METOAa ayTEHTUDUKALLMM BbINOTHUTE ONUCAHHYO HUXKE NOC/Ie40BaTe/IbHOCTb Ael-
CTBUMA.

LWar 1. Co3gaHue npoueaypbl BXoaa

[ns ncnosnb3oBaHMA aBTOMaTMYECKOM aeHTUdMKaLMM Heobxoanmo cozdame rpouedypy exoda (cTpaHuua 254),
BbIMO/IHAEMYIO 0 NPOXOXKAEH WA NepBoro GpakTopa ayTeHTUOUKALMM, KOTOPan byaeT 3anpallnBaTh CBOMCTBA Cec-
CUK OT cepBUCa 3aKasumKa. Hanpumep, B YaCTHOM C/ly4ae Npu BXOAE MO aBTOMATUUYECKM onpeaesieHHOMY HOMepy
TenedoHa npoueaypa LOMKHA BbINOJHATL Cleaytowme aeicTBus:

1. Onpegenenue IP-agpeca nonb3osaTena. B cnyvae ecnm IP-agpec neXXuT B yCTaHOBNEHHOM AMANa30HE, Npo-
M3BOAMTCA BbI3OB CepBMCa 3aKa3uMKa-onepaTopa COTOBOW CBA3M A/1A onpeae/ieHna Homepa MobUIbHOTo
TenedoHa.

2. MNocne nonyyeHna Homepa TenedoHa npoueaypa 3anpawmsaet y Blitz Identity Provider Bxog meTogom as-
TOMaTUYECKOM naeHTUdUKaLMK.

LWar2. Jo6aBneHne metoga B blitz.conf

[ns Toro utobbl METO4 aBTOMATUYECKON MaeHTUdMKAL MM OTOBpaXkanca Ha BKAaaKe AyTeHTUdMKauma -> MNepsbii
daKTOp, BbINOAHWTE CeayloLLMe AeACTBUA:

1. OtkpoliiTe paiin KoHPUurypaumm /usr/share/identityblitz/blitz—config/blitz.conf.

sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. [lobaBbTe meTog, B CNMCOK AOCTYMHbIX METOA0B NepBoro gaktopa 6noka blitz.prod.local.idp.
login.factors no aHanorMu c npumepom Huxke. MeTogbl NepBoro pakTopa 3a4atoTcsA B NepBON cek-
UK 6aoka. HazBaHWe meTosa AONKHO COCTOATb U3 NpeduKca sprop_ U uaeHTUdUKaTopa: Hanpumep, y
mMeToaa sprop_msisdn U3 npumepa naeHTMouKaTop msisdn.

MNpumeuanne: MoKHO 406aBUTb HECKO/IbKO METOAOB.

"login" : {
"factors" : [

[

"enabled" : false,
"method" : "sprop_msisdn"

by

3. Mepe3arpy3unTe cepsuUChHI.

sudo systemctl restart blitz-idp blitz-console
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LWar 3. HacTpoiika meToaa B KOHCOMU

KoHourypauma meTtoda B KOHCONM YNPaBAeHUA BbINOAHAETCA CAeayoWwmm obpasom:

1. B KOHCOMM ynpaBneHus nepenante AyteHTudukaums -> Nepeblit GakTop -> HACTPOMKM MeToga ABTOMATU-
yeckas ngeHTnduKaums.

2. BbinosHuTe mannuHr atpubyTa, XpaHALLeroca B UCTOMHMKe AaHHbIX Blitz Identity Provider, Ha cBolicTBO
ceccuu, Noay4yaemoe oT cepBuca 3aKasumKa Npum BbINOSHEHUM NpoLeaypbl Bxoga. MNocne nonyvyeHus ceoi-
ctBa ceccuu Blitz Identity Provider BbINOAHWUT MOMCK €ro 3Ha4YeHMA CPean 3HaAYeHUl yKa3aHHOro aTpu-
6yTa M B cayyae ycrnexa paspelunT BXOZ MO COOTBETCTBYIOWEN y4eTHOW 3anucu. Hanpumep, mannuHr
phone_number=3${p_msisdn} 03Ha4yaeT, YTO CBOMCTBO ceccuM p_msisdn byaeT cpaBHMBATLCA C aT-
pubyTom phone_number B XpaHUAULLE AaHHbIX.

CoseT: Bbl mokeTe 406aBUTb HECKOILKO YCI0BUIA 418 MOUCKA cpeay aTpnbyToB, KOTOPbIE 40/XKHbI BbINOA-
HWUTbCA OAHOBPEMEHHO, YTObbI Mo/b30BaTeNb BbIN NAEHTUPULMPOBAH, @ TaKKe BBECTU a/ibTepHAaTUBHOE
npasuno.

AsTomaTuyeckan uaeHTuuKaumua

WpexuTuthukaTtop misisdn

Ona KDD[JDK"\GIA FIC.E)CTI:A METOAA YKaXKWUTE, Kakne CBOMCTBAM TDK}‘U_lCl:rI CecCchi COOTBETCTBYIOT KakumM JTDI‘IijTﬁ‘.’! B MCTO4HMKE [aHHbIX. Bbl MoXeTe co3path
HECKO/bKO anbTepHaTUBHLIX NpaBun

Hanpwumep, npaeuno phone_number=${p_msisdn} 03Ha4aeT, 4TO CBOWCTBO CEcCMW p_msisdn , OyeT CpABHUBATLCA C ATpMOYTOM phone_number B XpaHunuiie

AaHHbIX.

${p_msisdn} n

phone_number v

+ NobaBuTh yonosue

+ A0BaBUTE AnLTepHATUBHOE NPaBNo
[] He nokaseisaTe NONL30BATENIC 3KPaH ¢ NOATEEPXASHUEM BXOAA

Wpentndmkarop ${phone_number&maskinMiddle(7,2)}
nons3oeaTena

OTmeHa CoXpaHuTh

3. Mo ymonuyaHuio nocne aBTOMaTUYECKON nAeHTMOUKALMM NONb30BaTeNA HA ero 3KpaHe oTobparkaeTca ero
naeHTMOMKaATOP M 3anpoc Ha NOATBEPKAEHME BXOAa. 3aaalTe npasmno Ana popMmnpoBaHma aeHTUdH-
KaTopa nosib3oBaTeNs U3 ero aTpnbyToB B BUAE CTPOKM NOACTAHOBKM. ITO MOXKET ObITb 3aMaCKMPOBAHHbIN
Homep TenedoHa, UMA Nonb3osaTensa u ap.

LOna toro YTOObI AE€aKTUBMUPOBATb NoATBepPKAEHNE BXOAa, NOCTaBbTe d)namox He nokasbiBaTb NOAb30Ba-
TeNk 3KpaH C noareepxXaeHnem Bxoaa.

4. Haxmute CoxpaHuTb.

5. o ymon4aHMIo NOMCK NoNb30BaTesNein ana ayTeHTUMKaL MM NPOMUCXOANT BO BCEX aKTUBHbIX XPaHUAMULLAX.
B 6510Ke MpaBurna BbIbopa XpaHUAULLA aTPUBYTOB MOXKHO HAacTPOUTL NPaBMAA, MPU BbINOJHEHWUM KOTOPbIX
NOMUCK NoNb30BaTeNsa byAeT OCyLeCcTBAATLCA B ONpeaeseHHOM XpaHuauwe. MoXKHO 3a4aTb HECKOIbKO ab-
TEPHATMBHBIX NPaBW/ BbI6Opa XPaHMAMLA. TO NO3BOAMUT ayTEHTUDULMPOBATL OAHMX NO/b30BaTeElN NO

OLHOMY XPaHUULLY, APYTUX — MO APYrOMY.
[ns co3gaHna npasuna UCNonb3yinTe credytowme KOMMOHEHTbI:

e bNaKoOK not: NPpUM3HaK MHBEPTUMPOBAHUA YCNOBUSA;
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e nepBblii CTONbeL;: NpoBepsAemoe BbipaykeHue, Hanpumep, aTpMbyYT y4eTHOM 3anucK, naeHTMdMKaTopa
NPUNOXKEHNA U Np.;

e BTOpOW cTONGEL: ychoBue BbibOpa B BUAE PEryAsSPHOro BblpaXKeHus, Hanpumep, 3HadyeHue aTpubyTa
nonb3oBaTeNs, 3HaueHne NAeHTUOUKATOPA NPUIONKEHUA U Np.

Hanpumep, 415 Toro 4tobbl ayTeHTUGMLMPOBATL BCEX NOAb30BaTeNel, HOMep TenedoHa KOTOPbIX Coaep-
UT Kog, 980, B YKasaHHOM XpaHWUAULLE, CO3AaliTe NPaBUIO, KaK MOKa3aHO Ha PUCYHKE HUKeE.

Mpasuna BbiGopa xpaHunuwa atpubyToB

Mo YMOM4Y4aHWI0 NOUCK NONbL30BaTenen AnA ﬂ}'TCHTMLDl’IKEluMH NPOUCXOAWUT BO BCEBX aKTUBHBLIX XpaHunuuiax B paHHoM BNoke MoXHO HACTpOWTbL Npaswuna, npyu
BbINONHEHMW KOTOPbIX NOMCK NONL30BaTENA ByneT ocyWecTBNATLECA B ONpefeneHHoM XpaHunuLLe.

Mo»(HO 3a0aTk HECKONBKO anbTepHATUEHLIX NPABM BbIDOPA XpaHUNMLLA, 3TO N03BONWT ayTeHTUMUMPOBATE OIHMX NONL3CBATENEN N0 OAHOMY XPaHWWLLY,
ApYrux - No apyromy.

[nA coznaHWA npasuna UCNoNb3ynTe CTPOKM NOACTAHOBKM.

MoCMOTPETE CTPOKM NOACTAHOBKKM

s{_rpId_}  WMOEHTUhMKATOP NPUNOXEHUA (client id), B KOTOPOE BXOAWT NOMbL30BATENb:

XpaHunuwe aTpubyTos MNpasuno cOOTBETCTBHA

bip-didap01

. - .
Lo ${phone_number} \+7V980Y). " | n
v

+ [obaeWTe anbTepHaTHEHOE YCNOBME

+ [lo6aBuTs NpaBuno

e

6. Haxkmute CoxpaHuTb.

Llar 4. Kactromu3sauuma TeKCToB

Ec/v Bbl MCNONb3yeTe HECKO/IbKO METOA0B asmomamuyeckol udeHmucgurkayuu (cTpaHuua 112), cnegyeT npose-
CTU KaCTOMM3aLIMIO TEKCTOB MHTepdeica ANA KaxA0ro U3 HUX, PYKOBOACTBYACL as1zopummonm (cTpaHmua 295).

B naeHTUdUKATOp TEKCTOBOM CTPOKW MOHAZOOMTCA BKAUUTL UMA MeToAa WMAM uaeHTudukatop metoga.
Uma metoma onpedeneHo (ctpanmua 113) B ¢aine KoHdurypaumm /usr/share/identityblitz/
blitz-config/blitz.conf un coctout n3 npedpukca sprop_ U ugeHTUPMKaTopa metoga: Hanpumep, y
meTofa sprop_msisdn ngeHtneumkatop msisdn.

[na KacTomM3aummM MCNOb3YIOTCA Caeaytolme cnocobbl U CTPOKM:

dopma Bxoga

Kactomusauma c nomoLbio MMeHU meTtofa <sprop_id>:

login
login

login.

login

.methods.
.methods.
methods.
.methods.

sprop.head.title.<sprop_id>=lonTBepxXneHUe BXoOa IO HOMepy TenedoHa
sprop.info.<sprop_id>=Bam HoMep<br><strong>{0}</strong>.
sprop.btn.consent.<sprop_id>=BoiTu
sprop.btn.refuse.<sprop_id>=Bo#Tu nom OPYrUM HOMEPOM
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OTo6pakeHne meToAa B CNUCKe AOCTYNHbIX METOA0B NpU ayTeHTUPUKaLumn

KacTtomm3auma c noMmolLLbio MaeHTUdKUKaTopa metogda <id>:

login.methods.switcher.title.sprop.<id>=ABTOBXOL IO HOMepy TernedoHa
login.methods.switcher.label.sprop.<id>=ABTOBXON MO HOMepy TenedoHa

0T06pa)KEHVIe MmeTo4a B CNMUCKe MmeToa0B B KOHCOJ1M ynpaBsieHuAa

Kactomu3auma ¢ NOMOLLbIO MMEeHN MeToga <sprop_id>:

page.authn.<sprop_id>.title=ABTOBXOHm IO HOMEpPY TenedoHa
page.authn.<sprop_id>.info=0ng uneHTuUPUKALHHK [NONL3OBATENd HCIONL3YEeTCHd CBOHUCTBO._
—ceccuu p_msisdn, KOTOpOe BHIUUCIIETCYI U COXPaAHIETCH [IPHU CTAPTE MNPOLEnyphl BXOOa.

dopma HacTPOIKM MeToaa B KOHCOU

KacTommM3auma ¢ NOMOLLbI0 UMEHU meToga <sprop_id>:

page.method.sprop.title.<sprop_id>=ABTOBXON IO HOMepy TenedoHa
page.method.sprop.info.<sprop_id>=<p>[ng XOoppeKTHOH paBoTH aBTOBXOOa YKaXHTe, .
—KakHue CBOHCTBaM TeKylleH CeCCHH COOTBETCTBYIOT KakuM aTpubyTaM B HCTOYHHKE HAHHBIX..
—BEl MOXeTe CO3IaThb HECKONbKO albTePHATHBHLIX NpaBHI. </p>Hanpumep, nparuio <code>
—phone_number=$'{p_msisdn}'</code> osHauaeT, UYTO CBOHUCTBO ceccuu <code>p_msisdn</
—code>, 6ymeT cpaBHHBATbCd C aTpubytoM <code>phone_number</code> B XpaHHIHIE..

< OAaHHLIX . </p>

Pe3ynbraTt BbINONHEHUA MeTOAa HA BKNajKe Cob6bITHA KOHCOMU ynpasneHua

e YcnewHbln BXoa,: fobasbTe CTPOKY audit .method.<sprop_id>.

¢ Bxop, He BbINo/IHEH: f0b6aBbTe CTPOKY console.audit.type.auth_failed.<sprop_id>.

audit .method.<sprop_id>=ABTOBXOI IO HOMePYy TelnedoHa
console.audit.type.auth_failed.sprop_msisdn=0Ommbka aBTOBXOIA IO HOMepy TenedoHa

OTobpaxkeHue cobbiTUA HeycnewHoro BXxoaa B JInuHom KabuHete

[na oTobpaxkeHUs HeycnewHoro Bxofda B JIMUHOM KabuHeTe nonb3oBaTens AobaBbTe CTPOKYy profile.
audit.type.auth_failed.<sprop_id>.

profile.audit.type.auth_failed.<sprop_id>=Omubkxa aBTOBXOIAa IO HOMepPy TenedoHa
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NopTBep)KAeHUe BXOAA Pa3oBbiM Napoaem Ha ocHoBe coctoAaHua (HOTP)

[ns nposepKku BTOoporo ¢pakTopa ayTeHTUPUKALLMM C UCNONb30BaHMEM MEeToAa ayTeHTUdMKaumm «Pa3oBbli Na-
ponb Ha ocHoBe cekpeTa (HOTP)» MOXKHO UCMONb30BaTb 11060 annapaTHbIN 6PesloK, COBMECTUMbIN CO CTaHAap-
TOoM RFC4226 «HOTP: An HMAC-Based One-Time Password Algorithm»?7,

Ons ncnonbsosaHua HOTP Heobxoanmo:
® HACTPOWTb U BKNHOYUTb AAHHbIA MEeTOoZ ayTeHTUDUKALNWK;

e 3arpy3uTb B Blitz Identity Provider ¢ain ¢ onncaHnamm HOTP-ycTpoicTe. Paitn ¢ onncaHnamu npeao-
ctasnsaet noctaBwuk HOTP-ycTpoiicTs. A 3arpy3ku ¢alina ¢ onMcaHMem MCMNoNb3yeTcs pasgen MeHio
«Ycmpolicmea» B KoOHconu ynpasnenus Blitz Identity Provider;

¢ npusAasaTb HOTP-ycTpOMCTBO K y4eTHOM 3anncK nosib3oBaTens 1 BblaaTb HOTP-ycTpoicTBO Nonb3oBaTtento.
MpWBA3KY MOXKHO BbINOJHUTbL 4BYMA cnocobamn — nMbo agMUHUCTPATOP NPMBA3bIBAET YCTPOMCTBO NO ce-
pPUMHOMY HOMEpY K YY4eTHOW 3anncKu NoNb30BaTENA B KOHCONM YpaBAeHUA B MeHI0 «[losb308amenu», nn-
60 Nosb30BaTeNb NPUBA3bLIBAET YCTPOMCTBO K CBOEW YYETHOM 3aNMCKU CAMOCTOATE/IbHO C UCMO/Ib30BaHNEM
Beb6-npunoxeHua «/IudHblli KabBuHem».

Pa3oBbii naponk Ha ocHoBe cekpeta (HOTP)

[na koppekTHOR paboTel BXOAA C NOMOLLIO PA30BOr0 NaponA, creHepupoeaqHoro metogom HOTP, HeoBxoanmo ykasaTte 6a30Bble HACTPORKK meToaa. Cneunduyeckne

HACTPOMKM METO/1a YKA3bIBAKTCA NPM NPUBASKE YCTPOWCTBA K Y4ETHOM 3an4cy nonbk3osatens (cM. pazaen "Monk3osateni”)
OonycTumoe OTKNOHEHWE 1
OTknoHeHue AnA 1000
CUHXPOHU3aLUK
O6uwee KONHYECTBO 5
nonLIToK
BpemA GNOKMpOBKK NpH 15

NPEeBbIWEHNN NONbITOK, B
MUH.

OTtmeHa CoxpaHuTe

[nAa HacTpolikM meToda ayTeHTUdMKaumMm «Pa3oBbIi naposb Ha ocHoBe cekpeTa (HOTP)» Heobxoanmo 3a4aTh:

® MaKCMMa/bHOE AOMYCTUMOE OTK/JIOHEHME MPU MPOBEPKE KoAa — KOMYECTBO MOC/NEAYHOLWMX KogoB (Ha-
npumep, ecn NONb30BaATEb C/IY4AaNHO Ha¥Kaa KHOMKY reHepMpoBaHWA HOBOTO MapPOo/IA U HE UCMO/1b30Ba
€ro B npouecce ayTeHTUOUKALMM), NPU KOTOPOM ayTEHTUPMKaLMA NpoUAET ycnewwHo. Mpu 3sTom npu BBoAE
nosib3oBaTesIeM NpaBuabHOro Koga Blitz Identity Provider aBTomaTuUyecKku BOCCTaHOBUT CUHXPOHM3ALMIO C
YCTPOWUCTBOM;

® OTK/JIOHEeHWEe AN CMHXPOHM3ALMU — eC/IN NONb30BaTe/lb MHOTOKPATHO BYAEeT HaXKMmaTb Ha yCTpoMcTee
KHOMKY BblpaboTKM Koga u He ByaeT UCNoNb30BaTh Kog, ANA MOATBEPMKAEHUA BXO4A, TO YCTPOMCTBO ne-
pecTtaHeT 6bITb CUHXPOHW3MPOBAHHbIM C CEpBepPOM. B 3TOM c/lyyae Npu o4epesHOM BXOAE NOJ/b30BaTeNA B
Blitz Identity Provider emy Ha cTpaHuue Bxoaa byaeT npenioKeHo NpoiTH NpoLeaypy CBEPKU YCTPOMCTBA.
[ns aToro nonb3oBaTeNb BBEAET TPU NOC/NEA0BATE/NbHO BbIPabOTaHHbIX YCTPOMUCTBOM KoZa NOATBEPKAE-
HuA. [lanee B COOTBETCTBMMU C 3af,aHHOWN HACTPOIMKOM «OmKaoHeHuUe 045 cuHxpoHuzayuu» Blitz Identity
Provider nposepwT, BCTpeUaeTca M BBeAEHHan No/b30BaTeNeM NoC/ie40BaTe/IbHOCTb KOAOB, M BOCCTaHO-
BMT CUHXPOHM3ALMIO C YCTPONCTBOM B C/lyYae ycnexa;

27 https://tools.ietf.org/html/rfc4226
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A 06LIJ,ee KO/1IM4eCTBO NONbITOK —4YUCNO NOMNbITOK BBOAA KOAa NoATBeEPXKAEHUNA, MOC/1E KOTOPOTo ,CI,aHHbe;i cno-

cob noaTBeprKAeHMA byaeT 3a6/10KMPOBaH;

* Bpemsa 6NOKMPOBKM NPU MNPEBbLILIEHNN NOMNbITOK (B MUHYTaXx).

Noarsep)KpeHue BXo4a Pa3oBbiM Naponem Ha ocHoBe BpemeHu (TOTP)

[ns npoBepKku BToporo ¢pakTopa ayTeHTUPMKaLLMM C UCNONb30BaHMEM MeToAa ayTeHTUdMKaumMm «Pa3oBbli Na-
ponb Ha ocHoBe BpemeHu (TOTP)» MOXHO MCNOAbL30BaTb Ntobble YCTPOWCTBA M MPOrPamMMbl, COBMECTUMbIE CO
cTaHgapTom RFC6238 « TOTP: Time-Based One-Time Password Algorithm»?®. B kauecTse TaKoBbIX MOTYT BbITb:

* annapaTHble 6pesnoKK (reHepaTopbl Pa3oBbIX NAPOEit) HA OCHOBE BPEMEHMU;

® MOOGU/IbHbBIE NPUNONKEHUA.

MNpumeuaHue: Hanbonee n3BectHble NpuUnoxKeHna ana Bbipabotkn TOTP-kogos: Google Authenticator,
Twilio Authy, FreeOTP Authenticator, Microsoft Authenticator, AHaekc.Kntou.

B HacTpoiKax meToaa ayTeHTUdMKaummn «Pa3oeslli naposasb Ha ocHoee spemeHu (TOTP)» HeobXxoaMMOo yKasaTb:

1.

JonycTumoe OTK/IOHEHME MpU NpoBepKe Koga (KoauyecTso npeablaywmx / nocneayowmx kogos). Mo
YMON4aHU0 06a 3HaUYeHMs PaBHbl 1: MO/Ib30BaTe b MPY BXOAE MOMKET BBECTU KaK TEKYLMIA KoL NoATBep-
KOEHUA, TaK U CeayoWwmii A NpeaplayLumni (CreHepMpoBaHHbIN B COCeAHNX BPEMEHHbIX MHTEpPBanax).
Takas HeobX0AMMOCTb MOXKET BO3HUKHYTb, HAaNPUMEp, A1A KOMMNEHCAUMM BO3MOXKHOMN He3HaYnTebHOM
PaCCUHXPOHM3aLUMM CEPBEPHOrO BpeMeHU 1 BpemeHun Ha TOTP-ycTpoiicTBax nosb3osaTenei.

O6Liee KOANYECTBO MNOMbITOK —YMCO0 NOMbITOK BBOAA KOA4A NOATBEPXKAEHMA, MOC/IE KOTOPOro AaHHbIN Cno-
cob noaTBeprKAEHMA byaeT 3a6/10KMPOBAH.

Bpems 6/10KMPOBKN NPU NPEBbILLEHWUM NOMbITOK (B MUHYTAX).

HacTpoiika oTobparkeHMs reHepaTopPOB PA30BbIX NapO/e, KOTopas BKAOYAET B ceba «Ampubym c umeHem
nonv3osamensa» v «HazeaHue eduHoli cucmembl 6x00a». 3T NnapameTpbl 6yayT oTobpaxaTtbca B MOBMIIb-
HOM MPUIOXKEHUN NOC/IE NPUBA3KM YYETHOW 3aMMCK NoJIb30BaTeNs.

. CCbINIKM Ha NPUNOXKEHUA-TEHEPATOPbl Pa3oBbiX Naponen. CnegyeT yKasaTb CCbIIKM Ha NPUAOXKEHUSA, KO-

TOpble PeKOMEHAYeTCA NUCNO/b30BaTh NO/b30BaTENAM. ITU CCbIIKM ByayT NpeasioKeHbl No/ib30BaTeNtO B
Be6-NpunoxeHun «/TuyHelli KABUHem».

28 https://tools.ietf.org/html/rfc6238
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Pa3oBblit naponk Ha ocHoBe Bpemenn (TOTP)

[nA KoppekTHOA paGoTel BX0AA C NOMOLLLIO PA30BOro NApoNA, CreHepuposaHHore MeTonom TOTP, HeoGxoamMMo ykasaTe Gasossie HACTPORKK MeToAA. HeKOTOpLIE HACTPOHKK METOAA YKA3LIBAKTCA NP
NPUBA3KE YCTPOCTBA K YMETHOM 3aNn1cK NoNL30BATeNA (oM. pasaen "Mons3osatena”)

fonyctamoe oTKNGHeHMe 1
(anepen)

fonycTimoe oTKNOHEHUE 1
(nasag)

0O6wee KONMYECTBO NONLITOK 5

Bpemn 610KMPOBKM Npit 15
MPEBBILIEHUA NONBITOK, B MUH.

HacTpoiika oTo6paxeHHA reHepaTopoB pa3oBkiX naponei

ATPUBYT C MMEHEM email v
nonbsosarens
I 1 I I
Ha3BaHMe @AMHOM CHCTEMbI Blitz IDP
BX0Aa

CChbiNKK Ha NPUNOXEHWA - FeHEpaTopkl Pa3oBbIX Nnaponen

Yramure ana kaxnoi OC, Kakue MOGHNbHLIE NPANOIKEHUA PEKOMEHOYETCA WCMONL30BATL ANA rEHEpaLUMK PasoBsix naponel. Ecnu ceoiika He ykasaHa, To NoNb3osaTenAm He GyAeT NPennoxeHo 3arpyanTe
npunoxexve ana naHHon OC.

ios hitp://itunes.apple.com/us/app/google-authenticator/id3B8497605 7mt=8
Android https://play.google.comistol tails 7id=com.google.android. apps. authenticator2
Windows Mobile hitps:/iwww. microsoft. comiru-rufstora/apps/authenticator/@wzdnerfj3r

omers

MpuBA3Ka yCTPOICTB K yYETHbIM 3anNnCcAM Nonb3oBaTenei

Mpuesaska HOTP 1 TOTP ycTpolicTB Yepes KOHCO/1b yNpaBaeHUA OTANYAEeTCs B 3aBUCUMOCTM OT TOTO, MUCMO/b3YHOTCA
annapaTHble 6PeNoKN AN MOBUNbHbIE MPUIOKEHWA.

MpusA3Ka annapaTHbIX 6penokos

[ns BO3MOXKHOCTM Mcnonb3oBaHMa annapaTHbix HOTP n TOTP ycTpoIACTB B KayecTBe CpeacTs ayTeHTUudUKaLmm
aAMUHUCTPATOP AO/MKEH NPeABapUTENbHO 3arpy3nTb B KOHCONM YNPABAEHUA B MeHto «Ycmpolicmea» dain c
OMUCAHWAMM NAPTMUM YCTPOMCTB, MOYHEHHOM OT UX MOCTaBLUMKA. Paitn coaepKUT CBeAeHMA O CEpUMHOM HOMepe
YCTPOWCTBA, BEKTOPE MHULMANU3aLMnN U pag, Apyrnx HacTpoek. Blitz Identity Provider nogaepusaet 3arpysky
¢dainos pacnpoctpaHeHHbIX popmaTos (cneumanmnsmnpoBaHHble XML-daiinbl, CSV-dalinbl) dainos c onncaHnamm
YCTPOMCTB OT Pa3/INYHbIX NPOU3BOAUTENEN YCTPOMCTB.
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F-reseparop

Hazeauwe reseparopa

Ll

DOpMAT [aHHBIX YubiKey Traditional CS

Dann ¢ JaHHbIMK 0630r

BEeOuTe CEPHItHBIA HOMED

[ns BbinonHeHWA 3arpy3ku daiina HyKHO 3a4aTb UMSA 415 3arPyKaeMblii reHepaTopoB (3TO MOXKET BbITb, Hanpu-
Mep, UMSA ycTpoicTea), dopmaT AaHHbIX, @ TaKXe NyTb K paliny ¢ onucaHUAMK yCTPOMCTB. Mo HaxKaTUMU KHOMKK
«3arpy3uTb» Blitz Identity Provider coobLwmT, CKO/IbKO 3anunceit YyCTPOCTB HbIN0 3arpyeHo nam otbpolueHo (ec-
N MX onuncaHue B daine H6bI10 HEKOPPEKTHO, NGO 3anncb 06 YCTPOICTBE yiKe NPUCYTCTBYIOT B CUCTEME).

Mpumep 3arpykaemoro ¢aina popmata Aladdin/SafeNet XML gnsa HOTP ycTpolicts c anroputmom SHA-1
C MMHUMaIbHbIM HabOPOM NapameTpPoB:

<?xml version="1.0" encoding="utf-8"7?>
<Tokens>
<Token serial="SN123">
<Applications>
<Application>
<Seed>7bbal06e428231c4d4e78361375d161c2d59b40b</Seed>
<MovingFactor>0</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>

MoAcHeHWA No 3HaYeHMAM NapameTpos B daline:
e serial —cepuiiHbIi HOMep YCTPOMCTBa.

* Seed — K/OY YCTPOICTBA B WecTHaguaTepuyHom (hex) popmare.

Mpumeyanume: Ecnv ana smynaumm HOTP-ycTpoiicTBa MCMO/Ib3YETCs NPOrPaMMHbI reHepaTop o4HOpa-
30BbIX KOA0B, TO 06bIYHO B NPOrPaMMHOM reHepaTope B KAYECTBE CEKPETa BBOAUTCA CTPOKa B popmate
Base32. B atom ciyyae 3HauyeHue 13 Seed Hy»KHO 13 hex nepekoamnposaTth B Base32, n nonyyeHHoe 3Ha-
YeHue UCNoNb30BaTb B NPOrPaMMHOM reHepaTope.

e MovingFactor —Ha4a/ibHOe 3HayeHue reHepaTopa (obbiuHo 0).
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B paszene «YcTpoWcTBa» TakKe MOXKHO BbINOHUTL MOUCK YCTPOMCTBA NO CEPUIHOMY HOMEPY, TOCMOTPETb, 6bl10
/Y NPUBA3AHO U K KaKOM yY4ETHOW 3anncu HaleHHoe yCTPOMCTBO.

Mocne 3arpy3ku daiina cnegyert:

* NepenTH K y4eTHOM 3anncK Nonb3oBaTeNa, KOTOPOMY HeObX0aMMO NPUBA3ATL YCTPOMCTBO (MeHto «[Tosb-
308amenuy, cM. [Ipussazka ycmpolicme 04 2FA no pazosomy naposto (cTpaHuuya 201));

* HaliTu pa3gen «feHepamop naponeli Ha ocHoge apemeHu (TOTP)» nnu «feHepamop naposeli Ha ocHoge
cekpema (HOTP)»;

e BbIbpath «/py2oii mumn»;

® BBECTU CEPUIHbIA HOMEP HEOHXOAMMOTO YCTPOMCTBA M TEKYLLMI PA30BbIA KOA, NOATBEPKAEHMS.

CepwiAHblli Homep

3HaueHue

MpuBA3Ka MOBGUABLHOIO NPUNOKEHUA

[na npneAsKM MOBUABHOIO NPUIOKEHUA CleayeT:

* nepenTy K y4eTHOM 3anmcK Noab3oBaTeNs, KOTOPOMY HEOBXOAMMO NPUBA3aTb MOBMIbHOE NMPUIOKEHME
(meHto «lonb3osamenu», cm. [1pueazka ycmpolicme 04 2FA o pazosomy naposto (cTpaHuua 201));

® HanTtu pasgen «feHepamop naposneli Ha ocHose spemeHu (TOTP)»;
e BblbpaTb «GoogleAuthenticator;
® Mpu HEOBXOAMMOCTM OTPEAAKTMPOBATL Ha3BaHWE MOBUIBHOIO NPUNOKEHUS;

* C MOMOLLbIO MOBUABHOTO NpUNoKeHUa choTorpadmposaTb oTobparkaembili QR-Koa UK BBECTU B NPUO-
YKEHUe CTPOYKY-CEKpeT.

TaK:Ke Nonb30BaTe/lb MOXET CAMOCTOATENbHO NPMBA3aTb MOOUbHOE NPUNOXKeHUe, reHepupytowee TOTP-kogbl,
B BEO-NPUNOXKEHUN «/TuYHbIG KabuHem».
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HazeaHwe reHeparopa GoogleAuthenticator
ANropuTM WndpoBaHna SHA1
[AnuHa napons 6
Bpema 0GHOBNEHWA Napoas 30

Cekper Q7VYDZKYNFYRF6ZRZETSOIUPQLQDZVPQ

Koapbl noarsepxaeHus, otnpasnsembie B SMS u push-ysegomneHusax

[Ons noatsepxkaeHns Bxoaa (sToporo dakTopa ayTeHTUdMKALMM) MOXKHO MCMOAL30BaTb OTMNPaBASEMble B MO-
6unbHOE NpuioxeHne push-ysegomneHusa nnm SMS-coobueHus.

[ns ncnonb3oBaHMA KOAOB NOATBEPKAEHUA HEOBXOAMMO:

® HaCTPOUTb M BK/IOYMTb METOZ, ayTeHTMdUKaummn MoaTeepxaeHne no kogy u3 SMS/push. a8 KoppeKTHOM
paboTbl MeToAa HEe0bXoAMMO onpenennTb:

OJIVHY KOZa NOATBEPKAEHUR;
— Bpems ero fencrsus;
— KOJIMYecTBO MOMbITOK BBOAA KoAa NoATBepKaeHun 3a 1 Bxoa;

— obLee KoaMYecTBo NOMbITOK (YUMCNO OTNPABOK KOAOB M MOMbITOK BBOAA KOAA, NOC/Ie Yero 414 Nosb-
30BaTenn byaeT BpemMeHHO 3abN0KMPOBaAH AaHHbIM cNocob ayTeHTUdUKaLmK);

— Bpems BNOKMPOBKM NPW NPEBbLILLEHUMN NOMbITOK (B MUHYTaXx);
— CKOHUryprpoBaTb cnocobbl OTNPaBKM:

* OTNpPaBnATb push-yBegomaeHne — HyXHO yKasaTb aTpuMbyT C HOMEpPOM MOBUAbHOro Te-
nedoHa UAN WHBIM HEoBXOAMMbIM CepBUCY UAEHTUDMKATOPOM MONb30BaTeNA, Hanpumep,
${phone_number};

* OTNpaBAATb SMS — yKkasaTb aTpubyT C HOMepom MobunbHoro TenedoHa Noab3oBaTeNA, HANPU-
mep, ${phone_number};
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® HacTpouTb nogxntoyeHme Blitz Identity Provider kK SMS-wnto3y n cepBucy oTnpaBKkM push-yBegomieHus
(cm. Yeedomnerusa u omnpaska coobujeHull (cTpaHmua 211)).

BHumaHme: Ecnvy nonb3osaTens He 3aflaH HOMep MOBU/IbHOTO TenedoHa, To OH He CMOKET UCMOJ/Ib30BaTh
cnocob NoATBEPKAEHMA BXOAA C MOMOLLBIO KOAa NOATBEPXKAEHUA, OTNPaBAsemoro no SMS.

MoareepxpeHune no koay us SMS/push

MapameTpbl KO40B NOATBEPXAESHUA

OnuHa 6

KonuyecTeo CMMBO/MOB B KOAE NOATBEPXAEHWA

BpemA aeicTEUA 60

Konu4ecTeo cekyHa, Nocne KOTOPOro Kog NOATBERXKAEHUA nepecTaeT
nelicTBoBaTh. Heobxoauma oTnpaBka HOBOro Koaa

KonuyecTeo noneITok 3

3a18X0R  onyyectso HeyaaYHeIX NOMeLITOK BBOAA KOAA NOATBEPXASHUA NPU OOHOM
nonbITKe BxoAa. ECNvM KONMYecTBO NONLITOK NPEBbLILWEHD, TpeGyeTca
OTMpaBsKa HOBOro Koaa

O6lee Konu4ecTso | 5

MONLITOK 5166 YKMCNO OTNPABOK KOLOB NOATBEPXASHWA 1 NOMLITOK BBOAA KOAA

NnoATBepXKAeHWA, Nocne KoToporo cnocod ﬁ‘-,‘"UH'l’dJa‘\KElLLL’/\ Bynert
BpEMEHHO EQJ-JJ\O(L’FJOJB”

Bpema 6nokupoBku 3
npu npeeblWeHUK
NONbITOK, B MUH.

yTeHTuhmukaumm 6ynet

HeOOoCTyneH NONb3cBaTent

Cnoco6bl 0TNpaBKu Koaa

HacTpoiTe cnocobbl 0TNPaBKKM KOAOB noaTeepxaeHnA. Ecnu 6yaet Beibpano 6onee ogHoro cnocoba, To Nepeblin 6yaeT paccmMmaTpuBaThecA Kak
OCHOBHOIA, a OCTanbHble KaK pe3epBHble.

OTtnpaBnATL ATpPUGYT C KOHTaKTOM

SMS o ${phone_number-} n

+ [o6aBuTb cnocob oTnpaBku

OTmeHa CoxpaHuTb
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KOp,bl noarsepXxaeHuaA, otnpasadaemblie no 3ﬂeKTp0HHOi;1 noyrte

Ona nogrsepXaeHna exoaa MOXXHO MCNONb30BaTb OTNPaBaAeMble Mo 3ﬂeKTp0HHOVI noyTe KoAbl noATBEPXKAOEHUA.

MoaTeepXAeHUE C NOMOLLLIO 3NEKTPOHHON MNOYThbI

MapameTpbl KOOOB NOATBEPXASHUA

AnuvHa

Bpema percteuA

Konu4ecTBo NonbiToK
3a 1 Bxoa

O6uee KonM4ecTBo
noneIToK

Bpema 6NoKUpPOBKM
npu NpesbIWeHnk
NonbITOK, B MUH.

10

MapameTpbl OTNpaBKK

ATpPUGYT ¢ KOHTaKTOM

$Hemail-}

OTmena | REGELTIY

[na aToro HeobxoanMmo:

® HACTPOWTb M BKAKOUUTL STOT METOA, ayTEHTUDMKAUMK. [N KOppeKTHOM paboTbl MeToga Heobxoaumo onpe-

OEeNnTb:

O/IVHY KOoAa NOATBEpKAeHUs;

— Bpema ero AeﬁCTBMH;

— KOJIMYeCTBO NOMbITOK BBOAA KOAA NOATBEPKAEHMA 33 OAUH BXOA,;

— obLee KoaMYecTBO NOMbITOK (YUMCNO OTNPABOK KOAOB M MOMbITOK BBOAA KOAA, NOC/IE Yero 414 Nofb-
30BaTenA byaet BpemeHHo 3a6/10KMPOBaH AaHHbIM cnocob ayTeHTUGUKauuK);

— Bpems 610KMPOBKM NPW NPEBbLILLEHUMN NOMbITOK (B MUHYTaXx);

— CKOHOMUrypupoBaTb Cnocob OTNpPaBKM: yKasaTb aTPUOYT, B KOTOPOM COXPAHEH aApec 3/1eKTPOHHOM
noyTbl NONIb30BaTENA, Hanpumep, $S{email };

e Hacmpoums (cTpaHunua 211) nogkntoueHue Blitz Identity Provider K SMTP-cepBucy.
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NoareepxkpeHue Bxoaa ¢ nomouwbio Duo Mobile
M bile? [
OYXHO MCMNONb30BaTb MobUAbHOE NpuaoxeHue Duo Mobile”” (komnaHus Cisco) AnA NoATBEpPXAEHMA BXOAa
(sTOoporo ¢akTopa ayteHTUdMKaLNUH).
[na aToro HeobXxoAMMO BbINONHUTL HACTOMKKM Ha CTOpOoHe cepBuca Duo Security:
* 33pernMcTpupoBaTh yyYeTHyIo 3anuck Ha calite Duo®’;
* BOWTU B NaHenb aaMMHUCTPaTOPa 1 nepeiiTu B pasaen Applications;

® HaxKaTb Ha Protect an Application, cpegm npunoxeHuii HanTn Auth APTI . [locne sToro HaxaTb Ha Protect
this Application, 4To6bl NOAYYUTL CBOWM MHTErPALMOHHDBIN U CEKPETHDBIN KNIOY, @ TaKKe MMS XOCTa.

Mocne BbINONHEHWUSA 3TUX ONEPALUI HY>KHO NPOBECTM HACTPOMKKN B KOHCONM yrnpaBneHus Blitz Identity Provider.
® CKOHOUIrypMpoBaTb MeTod ayTeHTMdMKauum Duo push-ayteHTUdUKaumns. Heobxoanumo yKasaTb:
— napameTpbl y4eTHOM 3anucu Duo (Mms XOCTa, MHTErpaLMOHHbIM U CEKPETHbIN KAtou);
— napameTpbl B3aMMoaencTemsA:

* MMA Nosb3oBaTenA (3afaeTca C NOMOLLbIO CTPOKM NOACTAaHOBKM) — 3TO MMA byaeT oTobpakeHo B
Duo Mobile B kKauecTBe UMEHU y4YeTHOM 3anuncy;

* Bpema AeNCTBMA KOAa aKTMBaLMM (B CEKYHAAX) — BPeMS, B TeYeHME KOTOPOro AeNCTBUTE/EH KOA
npueaskn (QR-koa);

— [aHHble gna oTobparkeHUs B NPUNOXKeHUU — HGopMmaLMa, oTobparkaemas nonb3osaTtento B Duo
Mobile B Buae «Kto4: 3HaYeHUe». 34eCb MOXKHO NepesaTb 3HaYeHUe NoJb30BaTe/IbCKOTO aTpuby-
Ta UM Kakoe-To QUKCUPOBaHHOE 3HayeHue. B KauyecTBe 3HAYEHMA TaKKe MOXHO YKasaTb CTPOKY
${app} — 3T0 N0O3BOAUT OTOBPA3UTL UMA NPUNOKEHUA, KYAa NONb30BaTE b BXOAMT;

— CCbINIKM Ha 3arpysky npuaoxeHus Duo Mobile.

® BKAOUYUTb MeTog Duo push-ayteHTUdMKaLumm B pasgene AyTeHTuduKaums.

29 https://duo.com/product/multi-factor-authentication-mfa/duo-mobile-app
30 https://signup.duo.com/
31 https://admin.duosecurity.com/
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Hactpoiikn Duo push-aytentudukayumn

[\ns vicnonb3oBaHws push-ayTeHTudKKaLM oT Duo Security Heo6XoanMo:
- 3aPerncTPUPOBaTL YYETHYIO 3aMNCk Ha caiiTe Duo;
- BOWTW B NaHeNb ajMMHUCTPATOPa 1 NepeiTy B pasgen Applications;

- HaaTb Ha Protect an Application, cpegw npyunoxeHwii Haittu Auth API. Mocne 3Toro HaxaTb Ha Protect this Application, 4To6bl NOAYYMTE CBOI MHTErPaLMOHHBIA W CEKPETHLIA KoM, 8
TaKXe MMA X0CTa.

YueTHas 3anncs

Wima xocTa (APl hostname)  api-123eclal.ducsecurity.com

VIHTErpauMoHHsIi Koy VIBMEHWTE 3HaUEHNE
(integration key)

CekpeTHbIi Koy (secret key) W3meHWUTE 3Ha4YeHne

MapameTpbl B3auMoaeRcTBUA

LWa6noH uMeHu ${email}
none3osarens
Bpems feAcTBUA Koaa 86400
AKTUBALAN

[AaHHble AnA 0TO6paXeHWs B MPUNoKEHUM
Mpw ayTeHTMdMKaLnn MoxXeT BbiTh NepeaaHa MHGopMaLwsa, koTopan By/jeT oToBpaxeHa B MOBUALHOM NPVIOXEHUW B BIAE "KMIOH: 3HaueHKe". 3aaiTe HeoBXOANMBIE KNHOHM U X
3HAYEHNS, NCNONb3YA CTPOKW NOACTaHOBKM. Hanpumep, Wwva = ${name} ${surname} MO3BOAWT NEPEAaTh KAKOY Mua CO 3HZUEHUEM U3 AaTPWEYTOB name W surname .

MocMOTPETE CTPOKM NOACTAHOBKM

WwmA nons3oBatens = ${given_name} n

+ [obaeuts

Cebinkw Ha npyunoxeHns - Duo Mobile

YKaXUTE AN Kax oA OC, Kakne MOGUBHBIE MPUNOXEHIS DEKOMEHAYETCH MCMONL30BATE AR PUSh-ayTEHTUGNKALMK. ECW CCbINKa HE YKa3aHa, TO MoNb30BATENAM He BYJET NpeanokeHo
3arpy3uTh NPUAOXKEHWE ANS AaHHOA OC.

i0s https://itunes.apple.com/ru/app/duo-mobile/id422663827
Android https://play.google.com/store/apps/details?id=com.duosecurity.duomobile
windows Mobile https://www.microsoft.com/ru-russtore/p/duo-mobilesgnblgghosmig

OtmeHa CoxpaHuTs

MpuBAsKa npunoxkeHmsa Duo Mobile K yueTHOM 3anncK Nosb3oBaTeNs BO3MOXKHA CNeayrowmmmu cnocobamu:
® M0/Ib30BaTE/IEM CAaMOCTOATE/IbHO Yepes Beb-npuioxKeHune JINYHbIN KabuHeT;
* aAMWHUCTPATOPOM Yepes KOHCO/b YNpaBaeHUs.

B Be6-npunoxKeHnn JIMuHbIi KabMHET NONb30BaTENb LOMKEH NepeiTH B pasaen besonacHocTb / MoaTeepKaeHue
BXOZ,a W BbINONHUTL CeaytoLiMe Laru:

1. BbibpaTb cnocob noatsep:kaeHns exogda — MoaTeepKaeHMe ¢ NOMOLbo MOBUABHOTO NpuaoxKeHus Duo
Mobile.
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2. YcTaHOBUTb Ha cMapThoH npunoxkeHne Duo Mobile n otckaHupoBaTe QR-Kog, a Tak:Ke HaxkaTb MNoaTeep-
OVTb.

3. lMocne npoBepKu 3TOT MeTog, ayTeHTUbUKaLmK ByaeT nobasneH NoNb30BaTENIO.
B KOHCO/M yNpaBaeHNa agMUHUCTPATOP AO/KEH:
1. HaliTn Heobxo4MMOro Noab3oBaTeNs.
2. Mepeitu K 610Ky MpunoxkeHne Duo Mobile (QR-Kkoa) 1 HaxaTb Ha KHoMKy MpuesasaTb Duo Mobile.
3. MonpocuTtb Noib3oBaTeNs OTCKaHWPoBaTb QR-KoA C NOMOLLb0 MOBUIbHOTO NpuaokeHua Duo Mobile.

Ha pucyHKax npuseseH NpMMep BHELHEro BMAA CTPaHMUbl BXo4a NPU MNOATBEPNKAEHMM BXOAA C MOMOLLbIO
push-yBegomneHus B npunoxkeHum Duo Mobile.

(B identity Blitz

BxoA B JINUHBIA KabuHeT

B Balue MobunsHOe NpunoxeHue Duo Mobile otnpaeneHo
push-ysegomneHve. MNoxanyicTa, NOATBEPANTE BXOA B
CUCTEMY.

N\ 1 !’

a-}l‘\

Wcnone308aTte Apyroi cnocob NoATBepXAeHUA ¥

wil Bunaith = 18:44

Login Request
Protected by Duo Security

REAK SOFT
Auth API
e

@reaxoft.ru

172.25.0.1
Unknown

18:44:11 GMT+3
14 November 2017

VIM$i MONb3OBATENS
Mwuxaun BaHuH

BXon B:
Blitz IDP PROD

v X

Approve
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MoBTOpHOE NoATBEPXKAEHUE NPU BXOAE C U3BECTHOTO YCTPOMUCTBA
Blitz Identity Provider 3anomuHaeT ycTpoiicTsa, Ha KOTOPbIX M0/1b30BaTe/Nb B NpoLecce BXOAa NOATBEPNKAAN BXOA,
C MOMOLLbIO OZHOTO U3 NogaepxuBaembix Blitz Identity Provider meTonoB noaTeepxaeHUs BXoaa.

MOKHO HacTPOWTL B NpOLEAYPe BXOAA, UTOBbI MOC/e YCNeLwHOro NoATBEPKAEHNA BXOAA NOb30BaTENO NOKa3bl-
BaJICA 3KPaH C BONPOCOM, AOBEPAET N NoNb30BaTeNb bpaysepy, YTo6bl NPU NOBTOPHbIX BXOA4AX C 3TOTO YCTPOM-
CTBa 1 Bpaysepa y Hero He 3anpallnBanoCh NOATBEPNKAEHWNE BXOAA.

[oBepATb aTOMy Bpaysepy?

Ecnu BbI pewmnu fOoBEpATE 3TOMY Bpay3epy, TO NPy Nocnenyowmx
BXOOAX ¢ 3TOro Hpay3epa He GyoeT 3anpawWeaTeCA NOATEEPMOSHWE

B cnyyae NnoBTOPHOrO BXoAa € AoBepeHHoro 6pay3epa y nonb3osatensa He ByAeT 3anpalimMBaTbCa NOATBEpPXKAe-
HMe BXOAa, eciv B MeHo AyTeHTudMKauma B 610Ke BTopolt dakTop BKAOYEH meTog, ayTeHTUuduKaumm Bxog ¢
W3BECTHOrO YCTpOoMCTBa.

MoaTBepKaeHne OTBETOM Ha KOHTPO/bHbIW BOMPOC

Blitz Identity Provider no3sonseTt ana noATBepXAeHUA BXOA4A 3anpoCUTb NO/b30BaTeIA BBECTU OTBET HA KOH-
TPO/IbHbIV BONPOC. 3TO MOXKeET ObITb NONE3HO B CLLEHAPUAX NOATBEPKAEHNA NPU BOCCTAHOBEHUN 3abbITOro na-
ponsa. [na Ucnonb3oBaHMA AAHHOFO MeToAa ayTEHTUOMKALMM BbINOJHUTE OMUCAHHYIO HUXKE MocnefoBaTe/b-
HOCTb AEeNCTBUN.

War 1. Aob6aBneHue metoga B blitz.conf

[nsToro, uTobbl B MeToAax ayTeHTUdMKaL MM Ha BKNAAKe BTopoit dpakTop noasuaca metog ayteHTMduMKauum Nog-
TBEpPKAEeHWEe OTBETOM Ha KOHTPO/IbHbIN BOMPOC, BbIMOMHWUTE Caeaytowne aeicTeuna:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.

sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B 6noke HacTpoek blitz.prod.local.idp.login.factors Bo BTopom cnucke aobasbte 610K
HaCTPOEeK C METOA0M secQsn:

"login" : {
"factors" : [

"enabled" : false,
"method" : "secQsn"
b

3. lMepesanyctute cepsuChI.
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sudo systemctl restart blitz-idp blitz-console blitz-recovery

LWar 2. Cosp,ane CNpPaBOYHUKa KOHTPOJ/IbHbIX BOMPOCOB

[na Toro 4tobbl CO34aTb CNPABOYHMK KOHTPOJIbHBIX BONPOCOB, BbIMNOAHUTE CaesytoLlne AeNCTBUA:
1. Cospaiite Ha cepBepe gupekToputo /etc/blitz-config/custom_messages/dics.

2. Co3pante ¢pann /etc/blitz-config/custom_messages/dics/securityQuestions c co-
OEPKMMbIM CNpaBoYHUKA. Mpumep daiina securityQuestions co CNPaBOMHUKOM KOHTPO/IbHbIX BO-
NpocoB:

0l=Kaxag OeBuubsd PaMUIMNd Yy Balled MaTepH

02=Kakag pmeBuubd PaMunugd y Bamen 6abymku

03=Kako¥ ®uIbM BBl BIEPBBEE [IOCMOTPENH B KHHOTeaTpe
04=Kaxoe Bame moOOUMOE NUTEepPaTypPHOE NPOH3BEIEHUE
05=Kax 3Baiu Bamero y4YHUTENs B TPEeThbeM Kjacce
06=IepBoe O6HIOOO, KOTOPOEe BL HAYUYUIHUCHL IOTOBUTH

07=Kax 3Balu Bamero NepBOro MNHTOMIA

08=KeM BBl XOTEIM CTaATh B IOETCTBEe

09=Kax HaB3sblBalachb IepBag MKOJa, B KOTOPYIO BB XOILHUIH
10=Kak HaBsblBalack nepread ynHla, rOe BB XUIHW B OETCTBE

BHMMmaHue: Yucno B cnpaBoOYHMKE MCNOAb3YETCA ANA COPTUPOBKU Npu 0TO6pa)KEHVIM CMUCKa KOH-
TPO/IbHbLIX BONPOCOB NOJ/Ib30BaTE/NIO.

3. MNposepbTe BRagenbUa anpekTopun dics u dalnos cNpaBoYHUKOB B Hel. Bnageney, AonxeH 6biTb
blitz:blitz.

chown -R blitz:blitz /etc/blitz-config/custom_messages/dics

4. B KoHdurypaumoHHom daiine /usr/share/identityblitz/blitz-config/blitz.conf B
6nokblitz.prod.local.idp.messages aobaBbre 610K dics. B HacTpoiKke names yKaxKute umsa
CnpaBoOYHMKA securityQuestions. Hanpumep:

"diecs" : {
"dir" : "custom_messages/dics",
"names" : [
"securityQuestions"

LWar 3. Hactpoiika meToAa B KOHCONU

B KOHCO/IM ynpaBneHns HeobXxoAMMO 3a4aTb CeLyHoLLMe HACTPOMKM:

e Ofmee XONHYECTBO IOMBITOK —YMC/IO0 NOMbITOK BBOAA OTBETA HA KOHTPO/IbHbIN BONPOC, NOC/E KOTO-
PbIX AaHHbIN cNocob noaTBep:KAeHNA byaeT 3a610KMPOBaH.

® BpeMd ONOKHUPOBKH I[IPH I[PEBBIIEHUH MOMNBITOK (B MHHYTAax).

TaKKe B KOHCOMM yNpaBAeHMUA 0TOBPaXKaeTCs CNUCOK HacmpoeHHbIx (CTpaHuua 129) KOHTPOIbHbLIX BOMPOCOB.
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nOFLTBep)KFlEHME OTBETOM Ha KOHTpOﬂbeIﬁ BOMnpoc

ﬂﬂﬂ KOppeKTHOVI paGOTbI BXoAa C NOMOLLBbIO KOHTPOJIbHOIO BOMNPOCa yKaXute 6a3oBble HaCTpOVIKVI mMeToaa. Cnucok KOHTPOJIbHbIX BOMNPOCOB AO0CTYNEeH TONIbKO
ANA YTeHuA. [InA peaakTMpoBaHWA AaHHOro Cnmcka HeobxoanMo BHECTU UCMpaBneHnA B haiin co CTpoKamu Nonb3oBaTebCkoro MHTepdeiica.

O6Lee KonuyecTso 3
nonbITOK

BpemA 6510KMpOBKU Npu 2
NpeBbILWEHUM MOMbITOK, B
MUH.

CnuUCcOK AOCTYMNHbIX KOHTPOJbHbIX BONPOCOB

Kakan nesunyba hammnua y saluein matepu

Kakana neenybA hamunua y Bawen 6abyLkm

Kakoli chnbM Bbl BNiepBble MOCMOTPENUN B KUHoTeaTpe
Kakoe Balle no6rmoe nutepaTypHoe Npou3BeaeHne
Kak 3Banu Bawero yyuTena B TpeTbem Knacce

MepBoe 61040, KOTOPOE Bbl HAYHYUIUCH FOTOBUTh

Kak 3Banu Bawero nepsoro nutomua

Kewm BbI X0Tenu ctatb B eTCTBE

Kak HasblBanach nepsas LKosia, B KOTOPYHO Bbl XOAMUM
Kak HasblBanacbk nepsas ynmua, rae Bbl XXuUnu B 4eTCTBe

©® NGO H®N=O

OTmeHa CoxpaHuTtb

MoaTBepAeHUe No BXoAALWEeMY 3BOHKY

Blitz Identity Provider no3sonseT nepegasaTb 04HOPa30Bble KOAbI ANA peannsaummn BToporo Gbaktopa ayTeHTU-
du1Kaumm B Homepe BXxoasaLLero 3BoHKa (metog, Flash Call). B aTom cnyyae nocne ycnewHon nepsMYHOM ayTeH-
TUOUMKALMM HA HOMEP NoNb3oBaTeNa byaeT BbINOAHEH 3BOHOK C 3apaHee HeusBecTHoro TenedoHHOro Homepa,
nocnegHve undpbl KOTOPOro NOTpebyeTca BBECTU ANA NOATBEPIKAEHWUA BXOAA. 3BOHOK BbINOHAETCA € pa3peLue-
HWA NoNb30BaTeNS.

[ns HacTpolikn meTtoaa Flash Call BbInoAHWTE ONMCaHHYO HUMKEe NOoCef0BaTe/IbHOCTb AeMCTBUNA.

War 1. Ao6aBneHne metoga B blitz.conf

[naToro, 4tTob6bl B METOAAX ayTeHTUUKALMM Ha BKNaaKe BTopoit pakTop noasmaca metog ayTeHTuduKaumm MNog-
TBEPKAEHWE NO BXOAALLEMY 3BOHKY, BbINOJAHUTE C/ieaytolme AencTBus:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf

sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B 6noke HacTpoek blitz.prod.local.idp.login.factors Bo BTOpoM cnucke gobasbre 610K
HacTpoeK ¢ metogom flashCall:

"login" : {
"factors" : [

[

1,

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"enabled" : false,
"method" : "flashCall"
b

3. lMepe3sanycTuTe CcepBuUChI.

sudo systemctl restart blitz-idp blitz-console blitz-recovery

LWar 2. Hactpoiika meTo4a B KOHCOMU

B KOHCONM ynpaBaeHUA BbINOAHUTE caegyowme ,CI,EVICTBVIHZ

1. Ha Bknaake MNoarteepkaeHue no tenepoHHOMY 3BOHKY 3a4alTe Ceaytome HaCTPOMKK:

IOnuna xoma: KoMYecTBOo nocneaHunx umdp Homepa BXOSALLLErO 3BOHKA, KOTopble byayT MCNoAb30-
BATbCA B KAYECTBE KoAa Ha BTOPOM daKTope ayTeHTUdUKaL MM,

BpeMd OeHCTBUI: KOMYECTBO CEKYHA, NOC/Ie KOTOPOTro KoA NOATBEPKAEHNA NepecTaeT ,CI,EVICTBO-
BaTb U HEO6XO,£I,MM I'IOBTOprIlji 3BOHOK.

KOnHMYecTBO MOMNBITOK 3a OOHH BXOI: KONMYECTBO HeyAauyHblX MOMbITOK BBOAA KoAa MnoA-
TBEpPKAEeHWA NPW 0AHOM NONbITKE BXOAa. EC/IM KONMUYeCcTBO NOMbITOK NpeBblleHo, TpebyeTca NosTop-
Hbli1 3BOHOK.

Ofmee KONHUECTBO IIOMBITOK: 0OLEe YNCI0 OTNPABOK KOLOB NOATBEPKAEHMUSA U NOMbITOK BBO-
3 KOAa NOATBEPHKAEHMA, MOCNE KOTOPOTO AaHHbIN cnocob ayTeHTUdMKauumn byaeTt BpemeHHo 3abo-
KMPOBaH.

BpeMH 6J'[OKI/IpOBKI/I IIPHU TIPEBBINIEHWHU O@].LI@I"O XKonunuyecCcTBa IIOIBITOK, B MH—
HyTax: B TEYEHME YKAa3aHHOro BpPeMeHW AaHHbli cnocob ayTeHTUdUKauMu byaer HeLoCTyneH
Nnoab30BaTeNto.

Haseauue aTpubyTa C MOOUNIBHOM HOMEPOM MOJNb30BAaTeNd: BblbepuTe U3 cnucka at-
pubyT, B KOTOPOM XpaHUTCA HoMep TeaedoHa No/b30BaTeNA 414 COBEpPLIEHNA 3BOHKA.
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MoaTteepXAaeHUe No BXOAALIEMY 3BOHKY
MoaTteepxAaeHNe NO BXOAALUEMY 3BOHKY

| [nA noaTBEpXAEeHWA Bxoaa 6yAeT NPoM3BeAeH 3BOHOK C 3apaHee HeM3BeCTHOro TenedoHHOro Homepa, a NoNb3oBaTeNio HeO6XOAVMO BBECTU NOCNEAHUM UMdPbI BXOAALLEro HoMepa

Anvka Kopa 6
uer
Bpems peiicTena 300
. i ] A
Hbl)
Konuuyectso nonbitok 3a 1 10
Bxon
[ : Bona T ]
TBO MONLITOK T Tpe !
O6Lyee KONM4YECTBO NONbITOK 10
wee um 108 o n na Kona nop n
opor ] " TE \
Bpems 6/10KUPOBKM NpH 15

npeBbIWeHUN obLero
KONWYECTBA NONbITOK, B MUH, d 0c06 ayTeHTU!

HasBahue atpubyTa c phone_number v
MOGUNBHBIM HOMEPOM
nonb3osarena

OTMeHNTL CoxpaHuTs

HaxkmuTte CoxpaHuTb. B pesynbTaTe KoHduUrypauma metopa byaetr obHOBNEHA M OTOBPA3UTCA BKNaAKa
[palisep npoBangepa 3BOHKOB.

MoaTBepXaeHue No BXOAALEMY 3BOHKY

MoaTeepxaeHne No BXOAALLEMY 3BOHKY [paiisep nposaiiaepa 380HKOB

package flashcall;

i import com.identityblitz.core.loop.JsObj;

import com.identityblitz.core.loop.http.HttpLoop;
import com.identityblitz.core.loop.http.HttpLoopRequest;
7 import com.identityblitz.core.loop.http.HttpLoopResult;

9 public class FlashCallFlow implements HttpLoop {
11 @override
12 public HttpLoopRequest run(JsObj obj, HttpLoopResult result) {
throw new UnsupportedOperationException("Unimplemented method 'run'");

}

OTmMeHNTb CoxpaHnTs

2. HaBKnagke [panBep npoBaiigepa 3BOHKOB 3a4ailTe Npoueaypy Ha Java ana uHterpaumm c REST-cepsmcom
nposaliaepa, NPeoCTaBAAOLLErO YCIYTy A03BOHA, NO aHa/I0rMK € NPUMEPOM HUKe. [lns HanucaHusa npo-
Leaypbl UCNOAb3YINTE AOKYMEHTALMIO MPOBangepa 1 NojlydeHHble Npy perMcTpauny B cepeuce nposaae-
pa HaCTPOMKM.

Cnucok 5: Mpumep npoueaypbl ANA MHTErpauun ¢ nposagepom Flash
Call

package flashcall;

import org.slf4j.LoggerFactory;

(continues on next page)
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(npogonkeHune ¢ NpeablayLLe CTPAHULbI)

import org.slf4j.Logger;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.*;

import com.identityblitz.core.loop.http.*;

import com.identityblitz.json.JObj;

import java.util.Collections;

public class FlashCallFlow implements HttpLoop {
private final org.slf4j.Logger logger = LoggerFactory.
—getLogger ("com.identityblitz.idp.flow.dynamic") ;

@Override
public HttpLoopRequest run(final JsObj obj, final HttpLoopResult.
—result) {

if (result == null) {
final String number = obj.asString("phone_number");
logger.trace ("### flash call to = {}", number);

return HttpLoop.callBuilder ("POST", "http://
—test.flashcall.ru/api/v1l")
.withHeader ("X-Token", "1234567890")
.withBody (JsObj.empty.addString ("id",
—"test_project") .addString ("dst_number", number.substring(number.length() -_
—10)))
.withTimeout (20000)
.build (JsObj.empty) ;
} else if (result.status () == 200) {
final JsObj body = result.body();
String callerInfo = body.asString("CallerID").
—substring (0, body.asString("CallerID").length() — 4) + "x**x*x";
return HttpLoop.Ok (JsObj.empty.addString("code", body.
—asString("CallerID")) .addString("caller_info", callerInfo));
} else if (result.status () == 502) {
return HttplLoop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));
} else {
return Httploop.error ("wrong_http_status",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}

CoBeT: Cm. nodpobHee (cTpaHuua 277) 06 MMNAEMEHTALLMN KaCTOMHbIX OLLIMOOK.

3. BkJtouuTe meTog, [NoaTBepAeHME MO BXOAALLEMY 3BOHKY B CMUCKE METOZO0B Ha BKNaZKe AyTeHTUDUKALMA
-> BropoW dpakTop.
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HacTpoiika BHewHero metoaa ayTeHTUdUKaumm

Blitz Identity Provider no3sonset pa3pabotumkam npu BHeapeHun A06aBUTb NOAAEPKKY CBOEro COBCTBEHHOMO
MeToAa ayTeHTUDMKaUMK. [INA 3TOro HY»KHO pa3paboTaTb NPUIOKEHWNE, peanunsytoLLee NOrMKY ayTeHTUDMKaLUW,
M NOAKNOYMTbL 3TOro npunoxeHue K Blitz Identity Provider. B Blitz Identity Provider gna storo KoHourypupyetca
MeTog, ayTeHTUPUKaLUKN «BHewHuli memod aymeHmugukayuu». MoXKHO peann3oBaTb BHELWHWIA MeTOZ, ayTeH-
TMdUKaLMmM ana paboTbl KaK B KauecTse NEPBOro, TaK U B KayecTse BTOPOro ¢pakTopa ayTeHTUdUKaL MK,

,£,O5ﬁBﬂF.HV€ BHELHero MeTofa ayTeHTUPUKaunun

WaeHTUguKkaTop

URL cepeuca

HazeaHWs yTEEPKASHNA
MNepepaeaemebie cookie
MepeaaBaemble 3aroN0BKKU

URL cepevca onpegeneHnsa
NPUMEHUMOCTI

Cookie 6ezonacHocTin

NepeaasaeMbie yTBEPX/AEHNA

AononHuTencHsie
napameTpsi

O nocne coxpaetns BknoumnTs MeToa

omers

[na HacTponkm ncnonb3osaHus Blitz Identity Provider ¢ BHeWHUM meToaom ayTeHTUdMKaunm Heobxoanmo:

1. CKOHOUIypMpoBaTb HOBbIM KBHELLUHWIN» METOZ NePBOro UAK BTOPOro GpakTopa ayTeEHTUGUKALLMM, HAKaB Ha
cebiky «Jobasume eHewHUl memod aymeHmudgukayuu». YKasaTb napameTpbl 3TOro MeToaa ayTeHTudu-
Kauuu:

* naeHTMPUKATOpP MeToda — KapTouyKa C Ha3BaHMeM meToga byaeT oTobparKaTbcAa cpean MeToaos
ayTeHTUOMKALMK, K MeToay C AaHHbIM MAEHTUUKATOPOM MOXKHO ByaeT 0bpalLaTbcs U3 Npoueay-
pbl BX0OA3;

e URL BHelHero cepBuca;

® Ha3BaHWA YTBEPXKAEHUIN — NepeyeHb YTBEPXKAEHUN, KOTOPble BHEWHWA MEeTOA, MOXET YCTaHOBUTb
nosb30BaTeNto;

* nepegasaemble cookie —nepeyeHb HasBaHWil cookies, KoTopble ByayT NpobpacbiBaTbLCA NPU Bbl-
30Be BHELUHero meToaa;
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® nepegaBaemMble 3aro/I0OBKM — nepevyeHb 3aroz10BKOB, KOTOpble 6yp,yT I'Ip06paCbIBaTbCF| npwu Bbi3oBe
BHEWHEro metoaa;

e URL cepsuca onpeaeneHma npuMeHMMOCT — agpec OnuMOHANbHOro cepBmuca metoaa. Ecam ykasaH,
TO AaHHbIM URL ByaeT BbI3biBaTbCA Nepes, BbiI3OBOM OCHOBHOIO CEPBUCA, YTOOLI onpesenvTs npume-
HUMOCTb J@HHOTro MmeToaa ayTeHTudnKauuu. Ecnm URL He yKa3zaH, To cumMTaeTcs, 4To MeToa NpUMEHUM
BCeraa;

e cookie 6e30nacHOCTM — Ha3BaHUe cookie, B KOTopon ByaeT nepesaBaTbca NaeHTMMKaTOp cec-
CUN N3 BHELWWHero metoaa.

* nepefasaemble yTBEPKAEHNA — MepeyeHb YTBEPKAEHNI, KOTOpble A0XKHbI BbITb NepesaHbl BHeLW-
HeMy meToay (ecnv napameTp He 3afaH, TO BHelwHemy meToay byayT nepesaHsbl Bce AOCTYMNHblE B
CeaHce BX0Aa YTBEPKAEHUSA);

* [0OMONHUTE/IbHbIE MapameTpbl — 3aaatoTca B dopmate JSON. YKasaHHble napameTpbl byayT nepepa-
Hbl BHELLHEMY METOAY. ITO MOXKET BbITb M0S1€3HO, YTOObI UMETb BO3MOMKHOCTb KOHOUTYPUPOBaTb Ha-
CTPOMKM BHELWWHEro MeToAa ayTeHTUdMKaLMM Yepes KOHCob ynpasneHua Blitz Identity Provider.

® nocine CoxpaHeHnA BKAKYUTb MeToa — l'leK60KC, yKa3bIBal0LLI,I/I171 Ha TO, 4TO H606X0,D,MMO Cpa3sy BKNO-
YUTb METOL ayTeHTMd)VIKaLI,VIVI nocne CoxpaHeHunA HaCTpoekK.

2. Ha cTopoHe BHelwwHero metoga Heobxoanmo npegycmoTpeTb 06paboTKy 3anNpocoB Ha ayTeEHTUOUKAUUIO U
onpegeneHne NPUMEHUMOCTU CONACHO AOKYMEHTY Pykosodcmeo no uHmezpauyuu (cTpaHuua 380).

HacTtpoliika npouegypbl UMNepPcoHUdUKaLUm

Blitz Identity Provider no3sonseT Tak HAacTPOUTb MPOLECC BXOAA, YTO MOC/e NPOXOXKAEHUA UAEHTUPUKALMN U
ayTEHTUOMKALMM OCHOBHOM YYETHOW 3aNUCbi0 NOb30BATENIO MOMKHO NPEA/IOKUTL BbIOPATb A/1A BXOAA O4HY U3
€ro BCMOMOTaTeNbHbIX YY4ETHbIX 3anNucel.

Mpouecc BbIbopa BCNOMOraTe/ibHbIX YHETHbIX 3aMMCcei HacTpamMBaeTca Ha BKNaaKe «MmnepcoHugurkayus». Ons
3TOro paspabarbiBaerca Ha Java npoueaypa MMnepcoHnbukaumm. MoXKHO COXpaHUTb TEKCT NpoLeaypbl MMmnep-
COHMOMKALMM, U NOC/E YCNELHOW ee KOMNUAALMU MOXKHO BK/IOYUTL MpoLeaypy C MOMOLLbIO NepeKkaoyaTens
«BKntoYeHue/8biKA04YeHUe npouedypeol».

HacTpoiiku ayTeHTUdHKaL1KU
ObLuye HACTPORKY 1apOnLHBLIE NONUTHKK Knioun GezonacHocTh Mepebiid hakTop Bropoii hakTop TpeTwia hakTop MmnepcoHucuKalma

Mpoueaypa MMNepcoHUMKaLMKM AaeT BO3MOXKHOCTL NOCNE NPOXCXAEHWUA ayTeHTUDUKALMK NONL30BATENA NPOM3BECTH 3aMeHy ceOeR YY4eTHON 3anuck Ha apyryio. Mpoueaypa npeacTasnAeT
C0G0A HaGOoP YHKLWH, KOTOpLIe BhISLIBAIOTCA B 32BUCUMMOCTI OT COCTOAHMA. MNpoUeaypa A0MKHA PeanioBeiBaTe Java WHTEpeic UserFinder WM UMETE KOHCTPYKTOP NO YMONYaHMUIO
Brauane Bcerna Boi3biBaeTcA (PyHKUMA onInitialState, ONpeAenAiouIan COCTOARNE, B KOTOPOE NepexoauT npoueaypa. Hanpumep, ecnu BepHyTs States.find(filter, params),Tono
peaynbTaTy novcka GyaeT BeiaBaHa onFoundUsers wnv onNoUsersFound

Brniouenne/aeiknioyeHe npoueaypel

CoxpaHuTe
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2.2.3 BHewHMUe NOCTaBLMKU naeHTUOUKaLUn

[JaHHbI pa3gen NocBsLLEH HAaCTPOMKe BXOAa Yepes BHELHME NOCTaBLNKM NaeHTUdUKaLMK.

Kak HacTpouTb BXOpA, Yepes BHELHUE NOCTaBLWUKU naeHTuduKaumm

HaCTpOVIKa BXOAa 4Yepe3 BHelWwHKWe NoCTaBLWMKN VI,EI,eHTMd)VIKaLI,VIVI BK/ItOYaEeT B cebs cnegywouime waru:

1. BbINoNHWUTE HACTPOMKKU B pasgene MocTaBWMKN MaeHTUUKALMKM B KOHCOAM ynpaBaeHusa Blitz Identity
Provider (cm. cekumu B aTOM pasaene).

2. BbinonHute HaCTpOVIKM Ha CTOpOHEe NoCTaBLWKMKa MAeHTMd)MKaU,VIM.

3. Brawyume (cTpaHuua 98) BO3MOMKHOCTb BXOAa Yepes AaHHbIM NOCTaBLUMK uaeHTUdUKaumn B pasgene
AyTeHTUdUKauma.

HavasbHbli 3KpaH pasgena MNocTaBwmnkmn naeHTMOUKaLMM NOKasbiBaeT HACTPOEHHbIE NMOCTaBLMKK M NO3BOAAET
BbI6GPaTb 419 HACTPOMKKM Tpebyemblit TUN NOCTaBLMKA AEHTUOUKALNN.

MoAKNIOYEHHbBIE BHELLIHUE NOCTABLUMKIN NAEHTUGUKALIN

HazeaHWe nocTaBLmKa YHUKanbHoe HazBaHve Twn nocTaBWMKa

google | |

Apple ID apple_1 apple | |

Facebook® facebook_1 facebook | |

Tinkoff ID tes_1 tes | |

OQHOKNACCHWKN ok_1 ok | |
ESIA esia_1 esia | |

CepID

©
&
©
3

Lindpoeoit npoduns ECHA esiadp_1 esiadp | |

[Alo6aBuThL NOCTaBLMKA Google Apple fiHpexc Mail ID Facebook TuHeKOG ID BKOHTaKTe ECHA Ln ECKA C6ep ID

Blitz Identity Provider cyanre

HacTpoitka nocTaswuka naeHTUGUKaLMM COCTOUT M3 CeAyIOLLMX LLaros:
1. 3apaHue naeHTUdMKaTOPa NOCTABLUMKA U MMEHW NOCTABLUMKA.

2. 3apaHue HacTPOEK MNOAK/OYEHMSA K NMOCTABLLMKY (OMMCaHbl OTAE/bHO NO KaXKA0MY 13 NOCTaBLMKOB UAEH-
TMPUKaLMK).

3. 300aHue Hacmpoek ceasblsaHusA yYemHol 3anucu (cTpaHuua 179) BHeWHero nocTaBLiMKa AeHTUDUKa-
UMK 1 yyeTHoi 3anucu Blitz Identity Provider. 3Tn HacTpoliKn He nmetoT cneunduKkn, 3aBUCALLEN OT TMNA
NnocTaBLUMKa.
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OTeyecTBeHHblE NnocCTaBWUKUN

AHpeKc

[na KoHoUrypupoBaHua Bxoaa Yepes AHAEKC HeobXoAMMO BbIMONHUTL CAeAyoLwMe Waru:
= 32 .
1. Nepewitn B NnpunoxkeHune AHaexc.OAUth™, B KOTOPOM BbINOAHUTL CeAyloLLMe onepaLun:
® HaXkaTb Ha KHOMKY 3aperncTpmMpoBaTb HOBOE NPU/IOKEHUE;

® BBECTU AaHHble NPUNOXKEHMUSA, B TOM YNCNEe B HACcTpoliKax Mnatdopmbl OTMETUTb Be6—CcepBHUCH U
BBecTM Bnosie Callback URI nepeveHb URL, 06pasubl KoTopbix Blitz Identity Provider nokasbiBaeT
B HACTPOWMKax NOAKAYEHNA AHAEKC, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/yandex/yandex_1/
—false

https://login.company.com/blitz/profile/social/externalldps/callbackPopup/
—yandex/yandex_1

® B nepeyvyHe AOCTynoB packpbiTb APl AHaekc.llacnopta U oTmeTUTb [loCcTyn X ampecy slex-—

TPOHHOM IOUYTE, [HOCTYyIn X maTe poxXmeHud WU [JOCTyn K JIOUHMHY, HMEHHU U
daMHUIIuKU, [OIY.

® M0 pe3ynbTaTam peructpaunmn byaet creHepuposaH ClientID npuaoxeHua M ero Client
secret, oHM NOTpebyloTca ANa nocneayouero Beoga B Blitz Identity Provider.

.

o+
86 Mowm npunoxenus @ Blitz-DEV O

CozpaHo: 7 Hosbps 2018 / @
@ Cospats npunoxenne

@ [DokymenTauuns

Cnepyowmia war — o MonyuuTe TokeH pna poctyna K APl finpexc D o O6MeHANTe TOKEH Ha AaHHbIe NoNb30BaTeNa
(< Mpo AupexcID
nonyquTe AaHHble Cnoco6bl NONYYEHUA TOKEHa 3anpoc KAPI finaekc ID
nosb3oBarensa
Mouta ana ceasu (3 ClientlD &
Dob6aBuTh NoyTYy + bf75d3b303ae474b9573b787b2633c81 o
BuAXeT «MrHOBEHHEIA BXog» () Client secret (O OGHOBUTL
OtobpaxaTs BUWIXKET, ECAV Y NONb30BATENA HET aBTOPKM3ALMM B - IR LR 7 a

Aupekce

Redirect URI ans Be6-cepeucos (@

3anpawueaemele Npasa
https://bip-devi.reaxoft.loc/blitz/login/externalldps/callback/yande... [
API Aingekc ID ~
.+ [LOCTYN K AaTe poXaeHHA https://bip-dev1.reaxoft.loc/blitz/profile/social fexternalldps/callback... (I
+ [LOCTYN K anpecy 3NeKTROHHOM NoYThI
+ [LOCTYN K NOFHHY, UMeHU W baMUANM, Nony MokasaTb ewe 4

3aparts BOnMpoc
Bpems s13HK TOKeHa € TeKyILMMI npaBamu: 1rop,
Cnpaeka v NoMolLLb

© 2001-2023, AHpexc | > 3apath BONpoOC

2. MNepeinTun B KOHCONb ynpaBneHusa Blitz Identity Provider n go6aeuTb NocTasLMKa, UMEIOLWEro TUN AHTexC.
3. 3ano/IHWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:

e /aeHTndMKaTOp NOCTABLLMKA;

¢ HasBaHMe NocTaBLLMK];

e NaoeHTndukaTop KAneHTa (Client ID), nonyyeHHbIn B npunoxeHun AHaekc.OAuth;

e CekpeT KnneHTa (Client secret), nonydyeHHbIN B npunoxeHun Anaekc.OAuth;

e URL gna asTopmsauum;

32 https://oauth.yandex.ru/
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e URL an1s nonyyeHua u o6HOBNEHUS MapKepa;

MpumeyaHue: Eciv mapKepbl 4OCTYNA NoAb30BaTeNel HEObXOAMMO COXPAHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAKOK 3aMOMUHATL MapXepsbl B pesynstate mapkepbl 6yayT COXpaHATLCA B Ce-
OYIOLWMX CAyYanx:

npu BXxo4e noab3oBaTenAa;

Npu NPUBA3Ke BHELIHEro NOCTaBLMKa B JInYHOM KabuHeTe;
— Npu NpMBA3Ke BHELLHEro nocrasLwmKka Yyepes REST API v2;

= MNpu perncTpaLmmn nonb3osaTtena 4Yepes BHeLWHEro nocrasuwnkKa.

e URL a4na nonyvyeHna AaHHbIX;

* 3anpalunBaemble paspelleHuns (scope), npeaycMmoTpeHHble B AHaekc.OAuth — ona yKasaHHbIX pa-
Hee AOCTYNOB c/eAyeT yKa3aTb login:email, login:infoun login:birthday.

4, HacTpouTb npaBuna CBA3bIBaHMA.

5. B paspene AyTEHTMd)VIKaLI,MFI KOHCO/11 ynpasaeHnA BKAKOYUTb NCNOJIb30BaHNE MeTOAa ayTEHTMd)VIKaLI,MM C
ncnonb3oBaHMeM NOCTaBLUMKaA M,D,EHTMCbMKaLLMM AHpekc.

BesonacHocTb

[na 3anonHeHnA ncnonbayiiTe aaHHble n3 npunoxenna AHgekc.OAuth. He 3abyabTe coxpaHuTb B HacTpolikax npunoxenuna Anpekc.OAuth ykasaHHble URI nepeHanpasnenma, a Takxe
oTmeTuTb B pasaene foctynbl/API flnpekc.MacnopTa AaHHble, KOTOpble He06X0AMMO MonyyaTh oT AHAEKC.

URI nepenanpasnenun (Callback URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/yandex/yandex_1/false https:/bip

lev1.reaxoft.ru/blitz/pre ocial/externalldps/callbackPopup/yandex/yandex_1

URL ansa aBTopusauum https://oauth.yandex.ru/authorize

URL anna nony ] https://oauth.yandex.ru/token

3anoMuHaTh Mapkepbl

URL anA nony4YeHuA AaHHbIX https://login.yandex.ru/info?format=json

ID npunoxxexua e5ef1d2b797a4ce48b261de70c7070b9

Maponb npunoxeHua 3MeHUTb 3HaueHue

Paspeuwenun

3anpawusaemble paspeleHus ogin:em ogin:info ogin:birthda

MepeyeHb AOCTYMHBLIX ANA NPUNOXEHUA paspeLeHnii AHaekc
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BKoHTakTe

[na KoHOUrypUpoBaHUA BXo4a Yepes BKoHTaKTe He06X04MMO BbINOAHUTL CAedyloLme War:
1. MepeiiTn B NaHenb VK a5 paspaboTunkos®, B KOTOPOM BbINOAHUTL CAeAyoLLMe onepaLmm:
* nepeinTtu B pasaen Mou NpunoxKeHus;
® BbI6PaTh NYHKT CO34aTb NPUNOKEHUE;
® BbIGPATbL TMN CO34aBAEMOrO NPUIOKEHUA — BeG—CcaliT, yKa3aTb ero HasaHue, agpec, 1 JOMeH;

® BMOABMBLLEMCA OKHE HAaCTPOEK NPUIOKEHUA NPONMUCcaTb 6a30BbIN LOMEH NPUNOKEHUSA (JONKEH COB-
nagaTtb C AOMEHOM, Ha KoTopom ycTaHoBAneH Blitz Identity Provider).

“( Developers NoxymeHTauma MO NPUNOHEHKA Mopnepxka MNpaeuna

Blitz-integration HacTpoitku

Hudopmayma
ID npunoserduR: 5566286
HaeTpoium
ZAWMWEHHBIA KNOY
XpaHHMBle Npouenyph
CTETHCTHRS CocToAHWE MNpUAoHEHWE BEAKMEHD M BMOHO BOSM

PyrogogcTeo Mepebia 3anpoc Kk AP

Momowb

YCTaHOBKA NPHNOMEHWA He T:IE@:,'E'.CH

Open API Brnrodes

Open API:

Afipec caira https./bip-demo2.reaxoft.ru
TemaTWKa canTa BobiGepuTe TEMaTHKY

EBazoewif gomes.  bip-demo2 reaxoft.ru idp.reaxoft.ru

OosepexHbiA redirect URI:
DofaeuTo ews

2. MepeiTn B KOHCONb ynpasBaeHus Blitz Identity Provider n no6aBuTb nocraslumKa, MMmetowero Tun BKou—
TaxkTe.

3. 3an0NHUTb HAaCTPOMKM NOCTaBLUMKA MAEHTUDUKALUK:
¢ MaeHTMdMKATOP NOCTaBLUMKA;
¢ HasBaHMWe NOCTaBLUMKA;
¢ Bepcua — yKkasaTb ucnonb3yemyto sepcunio API BKoHTakTe (Hanpumep, 5. 53);
o D npunoxKeHus, nonydeHHsbl B naHenn VK gna paspaboTumnkos;
® 3alMLEHHbI KNKOY, NOAYYeHHbIN B naHenn VK ana paspaboTynkos;

e URL gna astopusaumu;

33 https://new.vk.com/dev
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e URL an1s nonyyeHua u o6HOBNEHUS MapKepa;

MpumeyaHue: Eciv mapKepbl 4OCTYNA NoAb30BaTeNel HEObXOAMMO COXPAHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAKOK 3aMOMUHATL MapXepsbl B pesynstate mapkepbl 6yayT COXpaHATLCA B Ce-
OYIOLWMX CAyYanx:

npu BXxo4e noab3oBaTenAa;

Npu NPUBA3Ke BHELIHEro NOCTaBLMKa B JInYHOM KabuHeTe;
— Npu NpMBA3Ke BHELLHEro nocrasLwmKka Yyepes REST API v2;

= MNpu perncTpaLmmn nonb3osaTtena 4Yepes BHeLWHEro nocrasuwnkKa.

e URL a4na nonyvyeHna AaHHbIX;
e 3anpalmnBaemble pa3pelleHuns, npeaycMoTpeHHble B BKoHTakTe.
4. HacTtpouTb npaBuaa cBA3bIBaHUA.

5. B pasgene AyTeHTUOUKALMA KOHCONM YNPABAEHUA BKAOYUTD MCNOAb30BaHME MeToAa ayTeHTUdMKaLMm ¢
MCNoNb30BaHMEM NOCTaBLMKA MaeHTUdUKaUMN BKoHTaKTe.

HacTpoiiku nocTtaBwmka ugeHtugukauum BKoHTakTe
BesonacHocTb

VcnonbayiiTe pasaen "Mow npunoxeruna" navenu VK ana paapaboTyiMkoB A 3anofHEHNA yKasaHHbIX HibKe napameTpos. He 3abyabTe coxpanuTb B naHeny BKoHTakTe ykazaHHbie URI
nepeHanpasneHna

Bepcuna 5.131

DNoBepeHHble redirect URI

URL anA aBTopusaunu https://oauth.vk.com/authorize
URL gna nonyyeHna n o6HoBNeHUA mapkepa https://oauth.vk.com/access_token

3arnomrHaTL MapKkepb!

URL ana nony4eHna aaHHbIX https://api.vk.com/method/users.get
ID npunoxxexus 51813504

3alwmieHHbIi Koy UameHnTb 3HaueHne

PaspeweHun

3anpawmsaemble paspeLueHus

MepeyeHb nocTynHbIx paspewennii BKontakte

34 https://new.vk.com/dev/permissions
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OAHOKNACCHUKMU

Ona KOHd)VII'prpOBaHMFI Bxoaa Yepe3s O4HOKNACCHUKMU HeO6XOAMMO BbIMONHUTL cheayroume warn:

1. Mepeittvt Ha cTpanuLy OAuth asTopu3aLMa®>, rae BbINOAHWUTL CAedyiolMe onepauum:

3aperncTtpupoBaTtbca B ceTv OAHOKNACCHUKM M NPUBA3aTh K CBOEMY aKKayHTY email — Ha 31oT email
6yayT NPUXOAUTL MUCbMA, COAEPIKALLME PETUCTPALMOHHBIE AAaHHbIE MPUNOKEHWU;

noay4YuTb NpaBa pa3paboTymKa No ccbiike https://ok.ru/devaccess;

3aperncTpupoBaTh CBOE NPUNOKEHME U NOAYYNTb Application ID, NyBAUYHBIN KAOY NPUIOKE-
HUA N CEKPETHDIN K/t0Y MPUIOXKEHUS;

3anpocuTb cneaytowmne npasa ana npunoxenma: VALUABLE_ACCESS, LONG_ACCESS_TOKEN,
GET_EMATL;

nponucatb NepeyeHb paspeléHHblix redirect_uri, obpasubl KoTopbix Blitz Identity Provider no-
Ka3blBAeT B HACTPOMKAX NOAKAOYEHUA ceT OQHOKNACCHUKM, HAanpUmep:

https://login.company.com/blitz/login/externalldps/callback/ok/ok_1/false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/ok/
'—>Ok_l

2. Mepeitn B KOHCONb ynpasneHusa Blitz Identity Provider n no6asutb nocTtaslumKa, Mmetowero TMn OnHO—
KIJIIaCCHHKH.

3. 3ano/sHWUTb HaCTPOMKM NOCTaBLLMKa MAEHTUDUKALMK:

NoeHTdMKaTop NOCTaBLLMKaS;

HasBaHMe NOCTaBLMK];

HasBaHue npunoxeHus (Application ID);
CeKpeTHbIN KNHoY NPUNOKEHUS;

My6AnYHBIN KOY NPUNOKEHUSA;

URL gna aBTOpU3aumm;

URL gns nonyyeHma u o6HOBNEHUSA MapKepa;

MpumeuaHue: Ecav mapKepbl 4OCTYyNa NoAb3oBaTesiel HeObX0AMMO COXPaHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE MapkKepsbl B pesynbrate mapKepbl 6yayT COXpaHATLCA B Ce-
AYIOLWMX CYYasX:

npu BXxoae Nonb3oBartens;

npu NpuBA3Ke BHELIHEro NOCTaBLMKA B J/IM4HOM Ka6MHETe;

npv NpuBA3Ke BHELIHEro noctasLwmka Yepes REST API v2;

npu perncTpaumm nonb3oBaTtena Yepes BHeEWHero NnocrtaswmKa.

URL gna nonyvyeHua gaHHbIX;

3anpalunBaemble paspeLleHms.

4. HactpouTb npaBuaa CBA3bIBaHMUA.

5. B pasgene AyTeHTUPUKALMA KOHCONWN YNPaBAEHUA BKNOYMTb MCNOb30BaHWE METoAa ayTeHTUPUKALMM C
MCMONb30BaHNEM NOCTaBLLMKA UAEHTUOMKALMM OLHOKNACCHUKM.

35 https://apiok.ru/ext/oauth/
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HacTpoiiku noctaslmka naeHTugukaumm OAHOKNAaCCHUKM

BesonacHocTb

Wcnonb3ayite paspen "Kak Hayvatb ucnonbsosarb OAuth” ctpanuuel OAuth asTopusauva ANA 3anoNHEeHNA yKasaHHbIX HUxXe napameTpoB. He 3abyabTe COXpaHWUTb B HACTPOMKaxX NPUNOXKEHUA
O,E\HOKJ'IECCHVIKI/I YyKa3aHHble HMXe pas3pelueHHble redirect_uri

PaspelénHble redirect_uri https:/bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/ok/ok_1/false https:/bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/ok/ok_1

URL anAa asTopusauumn https://connect.ok.ru/oauth/authorize

URL anna y " https://api.ok.ru/oauth/token.do

3anomMuHaTh MapKepbl

URL AanA nonyyeHnA aaHHbIX https:/api.ok.ru/fb.do

H (Application ID)  test
CeKpeTHbIil KoY NPUIoXKeHNs VI3MeHuTb 3HaueHne
My6nu4HbIA K04 NPUNOXKEHUA W3MeHuTb 3HaueHne
PaspeweHnuna

3anpalwmBaemble paspelueHusa VALUABLE_ACCESS x m

MepeyeHb AOCTYMHbIX pa3peLuenmii OIHOKNACCHNKN

Mail ID

[ns KoHPUrypruposaHus Bxona yepes Mail ID Heob6XxoAMMO BbINONHUTL C/eAyHoLLIME LWarun:
1. Mepeitv Ha cTpaHuLy Cozaanue npunoxerna® 8 OAuth@Mail.ru, rae BbINOAHUTL CeAyoLLMe onepaLuu:
® HaXaTb Ha KHonKy Co3aaTb NPUAOXKEHUE;
® ayTeHTUOMLMPOBaATL NOA y4eTHOM 3anucbto Mail.ru;
® BBECTU AaHHbIE NPUIOXKEHUA, HA3BaHNE NPUJIONKEHUS;
e B none Bce redirect_uri yKasaTtb nepedyeHb URI nepeHanpasneHus, obpasubl KoTopblx Blitz

Identity Provider nokasbiBaeT B HacTpoliKkax nogKknatoueHma Mail ID, Hanpumep:

https://login.company.com/blitz/login/externalIldps/callback/mail/mail_1/false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/mail/
—mail_1

e B 610Ke MNnaTdopmbl NOCTaBUTb rasioyky Ha Web;

® No pesynbTatam perucTpauum byaer creHepupoBaH ClientID npuaoxKeHus M ero Client
secret, oHU NOTpebytoTca ANa nocneaytoutero Beoaa B Blitz Identity Provider.

36 https://help.mail.ru/developers/oauth/app
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OAUTH@mail.ru NokymenTtauma  MpunoxeHus

Pe.anTMpOBane NpUNOXeHWA

ID Mpunoxexun / Client 1D
Cexper / Client Secret

HassaHue npoekTa Blitz Identity Provider

Oo6asuts doTo fhy 3arpyanTe nsobpaxeHue

WaobBpaskeHue pasmepom 96x96 (*.png)

Bce redirect_uri hittps://bip-
dev1.reaxoft.ru/blitz/login/externalldps/callback/mail/mail_1/false
https://bip-
dev1.reaxoft. ru/blitz/profile/social/externalldps/callbackPopup/mail/mail_1

e

BeeauTe B cTonGuK Bee redirect URI, koTopbie GyayT MCNONLIOBATLCA Ha BaLUEM
caire nnn i0S/Android nprnosxkenum (No 0QHOA cobinke B CTPOKE)

Mnarcopmsl

MpocTaebTe ranoyku, HTobbl OTMETUTb, HA KakuX NnaTtopmax 6yAeT YyCTAHOBMEHO Ballle NPUIOKEeHWEe.

Web
KoHdpurypaTop KHonku
i0s

Android

[ononHUTENLHbIE BO3MOXHOCTH
LocTtyn k nodtosoMy Awmky no IMAP, POP u SMTP

MpoipuTe Monepaumio M NoNyYMTe OOCTYN K BoMbluemMy YMcny BO3MOXHOCTeN

+ One Tap Sign In aBTopr3auvA BABOE YBENWUMBAET KO/TMYECTEO DEMMCTPUPYIOLWMXCA NoNL30BaTenen.

OTNpaBWUTL Ha MoAepaLMIO

MNpaBa goctyna

=+ [Nob6asuTk nonbaosatenn

CoxpaHWTb U3MEeHEHWA OTMEHWUTL Ypanutb

2. MepenTn B KOHCONb ynpasaeHua Blitz Identity Provider n go6asutb nocrasLimKa, umetowero Tun Mail
ID.

3. 3anoNHUTb HAaCTPOMKM NOCTaBLUMKA UAEHTUDUKALNK:
* N aeHTUPUKATOP NOCTABLLMKA;
e HasBaHWe NOCTaBLMKA;
* NaeHTuduKatop KameHTa (ID npunoKeHua), NoayYeHHbIN paHee;
o CeKpeT NPUIOXKEHNA, NOYYEHHbIN paHee;
¢ URL gna asTopusaumu;

e URL gns nonyyeHma n o6HOBNEHUA MapKepa;
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MpumeuaHue: Ecnv mapKepbl 4OCTyNa NoAb30BaTesiel HeObX0AMMO COXPaHATb B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE MapkKepsbl B pesynbrate mapKepbl 6yAyT COXpaHATLCA B Cie-
AYIOLLMX CyYanx:

npu Bxoae Noab3oBaTenA,

NPy NPUBA3KE BHELLHEro NocTasLwmKa B J/InuHom Ka6MHETe;

npv NpuBA3Ke BHELWIHEro NocTasLwmKa Yepes REST API v2;

= Npu perncTpalmmn nonb3oBaTesiIa Yepes BHELWHEro NocCTaBLWwmKa.

e URL a4nsa nonyyeHua AaHHbIX;
¢ 3anpalumBaemble paspelleHnn (scope), Hanpumep, userinfo.
4. HacTtpouTb NpaBuaa CBA3bIBAHUA.

5. B pasgene AyTeHTUdMKALMA KOHCOMIM YPABAEHNA BKAOYUTb UCMOAb30BaHWE MEeTOAA ayTeHTUdUKaLMK C
MUcnonb3oBaHMeM NocTaBLMKa naeHTudmKkaumnm Mail ID.

HacTpoiiku nocTaBwmka ugeHtugukauum Mail ID
BesonacHocTb

[nA 3anonHeHNA UCMONb3YITe AaHHbIe U3 NpunoXeHua oauth@mail.ru. He 3abyabTe coxpaHuTb B HacTporikax npunoxeHna OAUTH@MAIL.RU ykasaHHble URI nepeHanpaBneHua 1 B Ka4yecTse
ucnonb3yemolt nnatcopmbl BbibpaTh Web.

URI nepenanpasnenun (redirect_uri) http: dip v1.reaxoft.ru/blitz/login/externalldps/callback/mail/mail Ise https:/bip

dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mail/mail _1

URL anAa aBTopusauumn https://oauth.mail.ru/login

URL anna nony ] https://oauth.mail.ru/token

3arnomuHaTh Mapkepb!

URL ana nony4YeHuA aaHHbIX https://oauth.mail.ru/userinfo

ID npunoxexuna test

CekpeT npunoxexusa V3mMeHuTb 3HaYeHne

Paspewenun

3anpawusaemble paspeweHua >rinfo
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VKID

[na KOHOUIYpUpPOBaHMA BXO4a Yepes yyeTHyHo 3anuch VK ID BbINOAHUTE caeaytowme HacTPOMKu:

1. NepelianTte B KOHCOAM ynpaBnaeHusa Blitz Identity Provider Ha BKnagKy MNocTaBlumMKu naeHTMbUKauum n go-
6aBbTe nocTasLmKa, umetowero Tmn VK ID.

2. 3apanTe 6a30Bble HACTPOMKN: NOEHTUPUKATOP U Ha3BaHMe nocTasBwMKa. HaxmuTe Janee. OTobpasuTca
BKNaZKa HacTpoliku noctaswuka naeHtmoukaumm VK ID, Ha KoTopow noTpebyeTca BBECTU AaHHbIe peru-
cTpauuun npunoxexusn Blitz Identity Provider B oHnaliH-cepsuce VK ID ansa paspaboTtymKkos.

3. MNepengute B oHnalH-cepsuc VK ID gns paspabotunkos. Eciv y Bac HeT aKKayHTa, co3gaiTe ero. B pas-
aene MpuUnoxKeHNA akKayHTa 3aperncTpupynTte npunoxkenue Blitz Identity Provider. Ona sToro BeinonHuTte
cnepyowme gencrema:

1. HaxkmuTe [06aBUTb NPUNOKEHME.
2. LWar 1: BBEAWTE Ha3BaHMe NPUNOXKeHUS, BbibepuTe nnatdopmy Web, 3apavite norotun.

3. War 2: ykaxkuTe 6a3osblnt gomeH Blitz Identity Provider B cBoeW cucteme u oguH 3a A4pyrum Bce foBe-
peHHble Redirect URL, obpa3subl KoTopbix Blitz Identity Provider nokasbiBaeT B HacTpolikax noa-
KkntoveHua VK ID, Hanpumep:

https://login.company.ru/blitz/login/externalldps/callback/vkid/vkid_640/
—false

https://login.company.ru/blitz/profile/social/externalldps/callbackPopup/
—vkid/vkid_640

4. Haxmute loToBO. B pesynbrate peructpaumm 6yayT creHepuMpoBaHbl 3HAYeHMsA mapameTposB ID
NpUnoxXeHud M CEPBUCHEIM K04 OOCTYIIA.
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HHdopmMauma o NpUNoXeHMn

O npmnodeHua Mnardopma

518184¢ Web

4]
4]

COCTORHWE NPUNDHEHWA

MpUNoKEHWE BKNKCUYEHD ¥ BHAHO BCEM v

HazpaHWe NpWNoKeHnA

Identity Blitz

WaohpaxeHne

) 3amenuts T Ymanuts

Knwoun goctyna

AU MUEHHBIA K04 CepavcHEA KNy QocTyna

B @ Sed98aZf5ed98a2f5ed98a2fd25dcf25d255ed96ed98: ()

MoK MKYEHUE ETOPHUIALMK

BazoBmA QoMEH

bip-devl.reaxoft.ru
[#] DoGasure Gazoswil gomeH

OosepexHsid Redirect URL

https://bip-devl.reaxoft.rufblitz/login/externalldps/callback vkid/vkid_640/false
https://bip-devl.reaxoft.rufblitz/profile/socialfexternalldps/callback Popupfvkidjvkid_640

[¥) DoGasuTe Aosepexnell Redirect URL

CoxpaHeHo

4. BepHutecs B Blitz Identity Provider Ha BknagKy HacTpoiku noctaswuka ngeHtndurkaumm VK ID v BBeante
ID npunoxenud M CEpBUCHBIE KIIOY OOCTYIIa, NOAYYEeHHble NPU perncTpaummn npunoxkeHumsa. Ha-
xmunte CoxpaHuUTb.

HacTtpoiiku nocTtaBwuka ugeHtucpukauum VK ID
BesonacHocTb

Wcnonb3ayiiTte paszaen "Mpunoxenna" nasenu VK ID ana pasapaboTyvkoB ANA 3anoNHEHUA yKasaHHbIX Hxe napameTpos. He 3abyabTe coxpanuTb B nanenun VK ID ykasaHHbie URI

nepeHanpasneHuna
Bepcua 5.199
NoBepenHble redirect URI  https:/bip-devi.reaxoft.rublitz/login/exter p: kid/vkid_1/false https:/bip-
dev1.reaxoft.ru/blitz/profil ial/exter p: pup/vkid/vkid_1
ID npunoxenusa 51791800
CepBuCHBIA KNlo4 AocTyna VaMeHnTb 3HaueHre
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5. Hacmpotime (cTpaHuua 179) npaBuia CBA3bIBAHUA.

6. B pasaene AyteHTUdMKaLMA KOHCONM ynpasaeHusa sxaw4ume (cTpaHuua 98) ncnonb3oBaHWe meToda
ayTeHTUOMKaLMKN C UCMONb30BAHMEM MOCTaBLMKA naeHTuduKaymm VK ID.

EpuHan cuctema npgeHtudukaumm u ayteHtudukauum (ECUA)

Ona KoHpUrypmnposaHua Bxoga Yepes ECUA BbinonHUTE cneaytowme waru:

1. MNMonyuunTe B yAOCTOBEPAIOLLEM LEEHTPE K/tOY 3/IEKTPOHHOM nognucu ana ssaumogenctamsa ¢ ECUA u Bbirpy-
3UTe cepTUPUKAT OTKPLITOrO KAtova. Mpoun3BeanTe KOHBEPTALMIO KAtoda B popmaT, cosmecmumsil (cTpa-
Huua 328) c Blitz Identity Provider.

Mpumeuanne: CepTudMKAT Kao4a NOHAZOOUTCA 3aperMcTpMpoBaTb Ha TexHONOrMYecKom noprane
ECUA (cm. cnegytowmii NyHKT).

BHumaHue: [o peructpaumm UC B ECUA He06X04MMO 3aperncTpMpoBaTh YHETHYIO 3aMMCb OpraHmn3a-
umn 8 ECMA 1 gatb ogHOMY U3 COTPYAHMKOB A0CTYN K TexHonormyeckomy noptany ECUA.

2. 3aperucTpupyiiTe cucTemy opraHmM3aumm Ha TexHosoriyeckom nopTane ECUAZ:
1. HaxmuTe Ha KHOMKy [lo6aBuUTL cuctemy.

2. YKaxuTe Ha3BaHMWe cUCTeMbI, OTODOparkaemoe Ha3BaHUe, MHEMOHMKY cucTembl, cnmcok URL cuctembl
(URL pa3sepHyToli cuctembl Blitz Identity Provider ¢ ykazaHuem https), anroputm ¢opmuposaHms
aneKTpoHHoM noanncy (RS256), a Tak:Ke BbIbepUTE OTBETCTBEHHOIO COTPYAHMKA.

37 https://esia.gosuslugi.ru/console/tech/
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OCHOBHBIE JAHHEIE CUCTEMEI

HassaHWe CUCTEMbI | MpoeepoyHan cucTema |

OTtobpaxaemoe | Mpoeepo4Han cucTema |
Ha3BaHue

Y¥a#uTe HaagaHWe cucTeMel, koTopoe DyaeT oToDpaxaTeca
NoNb30BaTENAM [OCYCNYT W UHTETPUPOBaHHEIX CUCTEM.
PekoMEHYETCA yKa3kIBATE NOHATHOE ANA MACCOBOMD
NoNL30BATENA HAazEaHWe, HanpuMep, EMecTo «EAMHEI nopTan
rocy4apcTBeHHEDX yonyr (hyHEumid)s - «locycnyris.

MHemoHuka cuctembl  |CHECKSYS

Ecnu cuctema zapervctpupoeada 8 CM3B, To mHemonnka B ECMA
JAOI#HA COOTEETCTBOBATE MHEMOHMUKE TO4KI NOAKMIOUEHHA B
CM3B. Cuctema, pernctpupyeman 8 ECHA ¢ uensio nonyuenna
Aoctyna k cepency ECMA B CM3B, gorkHa Geime npeasapuTensHo
aaperucTpuposaHa 8 CM3B

VIH(hopMauna o cucteme | MPOBEPOYHAR CHCTEMA

]

URL cuctemel | hitp:/iidentityblitz.ru |

BeeauTe cnucok agpecos (kamgeid B OTAENLHOM none, ¢
npechukcom “hitps:/”), koTopsle MoryT BbITs ykazaHkl B CCLINKE ANA
ofpaTHoro nepexoaa nocne ayTeHTUhHKALIAM NONL20EaTENA B
ECHA.

Ecnu cuctema npeanonaraeT ezauMogedctene ¢ ECHA Tonsko
yepes CM3E (Des ayTeHTMMKaLMK NonL30BaTena), To B kayecTee
URL soamoxHo ykasanue https:/fesia gosuslugiru

Ecnu, npu HanpaeneHu NoNb30BaTena ANA ayTeHTUDUKALMM B
ECHWA, B cceinke ana obpatHoro nepexona OyaeT ykazaH agpec, He
EX0JALMA B cnucok AceepeHex URL. npouece ayTeHTHdUKaLpm
Byaet npepean. [lonyckasTcA ykaswiBaTs MMA JoMeHa unm IP-
anpec cepeepa B cpopmate [Pvd / IPv6.

Anroputm | RS256 -
dopmupoBaHus
3]'\BICI'p0HH0I7‘I noanucu
Bribepute kpunTorpaduyeckuid anropuTi QOpMUPOERHNA
3NEKTPOHHOA NOANUCH, KOTOPLIA ByEeT UCNONL30BATLCA MpH
EBINYCKE MAPKEPOB [JOCTYNA, MAPKEPOE WAEHTU(UKALIMM,
Mapkepos 00HOBNEHUA, KO4A ABTOPUIaLIMM

URL pns otnpaskn push
Ccoo0LEHNA

Beenute agpec (c npedmkcom "hitps:/"), koTopwii Byaer
wenonk3soeateeA ECHMA ans otnpaei B UC cooBiuyenuii -
YEEOOMNEHKH (push-coobLyeHwWii)

KATEFOPWA MH® CPMALIMOHHOW CUCTEMbI

KaTeropus | Mo yMonYaHuo
WHGPOPMAUMOHHOH ——
CHCTEMBI

Bpems #u3HK access |60 |
token, MUH

min: 10; max: 180

Bpema *Xu3HKW refresh |1051200 |
token, MMH

min: 60; max: 1051200

OTBETCTBEHHLIA 3A SKCMNYATALMIO CUCTEMBI

DUO |HBaHDB WaaH Meanosmy| |

BeequTe MMA OTEETCTEEHHOD COTPYAHWKE BaLUE OPraHu3aLuu i
EEIBEpKTE €10 W3 BEINajakiyero cnucka. MonkzoEaTent OMKEH
DEITE NPUCOBAMHEH K YYETHOM 3aMUCKH BalUen OpraH13aLmi.

Appec 3NeKTPOHHOR I I
noYThi

Homep TenedgoHa I I
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3. CoxpaHuTe faHHble U NepeianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTte cepTUdUKAT cucTeMbI HA TEXHONOTMYECKOM MopTase.

| aﬂifﬁﬂrgm TexHonoru4yeckMin nopran 1

< ECUA
000 "PEAKCO®T"

CMEHWTL OpraHuaalMio

WHdopmalMoHHbIe CHCTEMBI CepBuch! WcTopua onepaumit

TecroBas cucrema pa3pabOTYUKOB

YMNPABIEHWE CEPTU®UKATAMM

B
z rpyal

Ons ofHoen

[nst 0BECTIEYEHUA MOEHT) BalUEi MH HHO# CMCTEMbI DY BMEKTDOHHOM
53aMMONEACTEMA HEOGKDANMO NCNOMb30BATE CEPTHIDMKAT CUCTEMEL.

Bbl MOMETE WCNONb3o8aTE cepTudukaTe dopmata X.509 8 kopupoeke DER unu PEM {daline
C CEpTHMMKATOM 0GLIYHO MMEIOT pacluupenua .CER wnu .CRT).

T—

Ch=|

1430900149 0O=R YToBb! 38rPY3UTL HOBLIA CEPTUDMKAT, HAXMUTE KHONKY «3arpy3uTbs W yKaxMTe NyTe K dainy, nubo & i
ST=| NPOCTO NepeTallMTe (hain 8 0BNacTs 3arpyax.
1202933600  CN=l & i}
+ 3arpyaute
557224121 CN=| & m

@—_—_-—l

MEHKOMCBASE PocTenekom
POCCHI

3. Mepengute B KOHCONb ynpasaeHusa Blitz Identity Provider n go6asbTe nocTaslumKa, MmetoLLero Tmn ECHA.
4. 3apaiite 6a3oBble HacTpoiku ECUA:

e HneHTudHUKaTOP [NOCTAaBIIHKA,

e HazBaHMe [OCTAaBIHKA.
5. 3anonHuTe HacTPOMKM NoCTaBLLMKa naeHTUdMKauum ECUA:

e Bepcud mOpoToKoia: Bblbepute Tpebyemyto BEpCUIO NPOTOKONA Ana B3aumogencteus ¢ ECUA.
B pesynbtaTe nona URL nna aBTopuzauuy, URL niad HOnNydeHHd U OOHOBIEHUI Map-—
xepa M URL nnd MonydeHud OaHHBIX byAyT aBTOMAaTUYECKM 3amnoHEHbI aKTyalbHbIMWU 3HaYe-
HUAMM 417 NpomblwneHHon cpeabl ECUA. Mpy HEo6X0ANMOCTN U3MEHUTE UX HA 3HAYeHUsa as Te-
CTOBOW cpefbl.

MpumeyaHue:
— URL nng aBTopu3aluu: agpec obpabotunka ECUA, BbizbiBaemoro us bpaysepa.

Bepcua npotokona 1: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/ac (TECT ECMA) unm https://esia.gosuslugi.ru/aas/oauth2/ac
(MPOL, ECUA).

Bepcua npoTtokona 2: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/v2/ac (TECTECUMA)unn https://esia.gosuslugi.ru/aas/oauth2/
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v2/ac (NMPOJ, ECHA)

— URL nng monyuyeHWd U OBHOBIEHHd Mapkepa:agpecobpabotymka ECUA, Bbi3bl-
BaeMoro c cepsepa Blitz Identity Provider ans nonyyeHma mapKkepa gocryna.

Bepcua npoTtokona 1: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/te (TECT ECMA) unm https://esia.gosuslugi.ru/aas/oauth2/te
(NPOA, ECUA).

Bepcua npoTokona 2: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/v3/te (TECT ECUA) unn https://esia.gosuslugi.ru/aas/oauth2/
v3/te (MPOA ECUA).

— URL nng monyuYeHud OAaHHBIX —agpec obpabotumka ECUA, BbI3bIBaEMOrO C cepBepa
Blitz Identity Provider gns nony4yeHus AaHHbIX YY4ETHOM 3anucu, Hanpumep, https://
esia-portall.test.gosuslugi.ru/rs/prns/S${prn_oid} (TECT ECUA) nau
https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOA ECUA).

MpumeuaHue: Ecnv mapKepbl 4OCTyNa Noab3oBaTesiel He0bXo0aMMO COXPaHATb B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE MapkKepsbl B pesynbrate mapKepbl 6yayT COXpaHATLCA B Cle-
OYIOLLMX CAyYanx:

npu BXxoae Noab3oBaTenA,;

Npyv NPUBA3KE BHELLHEro NocTaswmKka B J/InuHom Ka6MHETe;

npv NpuBA3Ke BHELIHEro NocTasLwmKa Yepes REST API v2;

= NpU perncTpaltmn nonb3oBaTesiIa Yepes BHELWHEro NocTtaBlwmKa.

e MueMoHHKa cucrtemel (client_id): BBegute 3HayeHUe, yKa3aHHOEe paHee Ha TexHonornye-
CKom nopTtane ECUA.

e CepBuc mnonmnucu: Bblbepute cepsuc nognucu. Ina sepcmm npotokona 1 AOCTYNHbI CEPBUCHI NOA-
nucu: llo  ymonuauwuo (Kpuntolpo CSP), Buemuwuii. Ina BepCUM NPOTOKONA 2 AOCTYMNHbI CEPBUCHI
noanucu: o ymonuanwuo (Kpuntolpo CSP), Kpuntollpo (Kpuntolpo JCP).

e lmeHTHdUKATOP Kioouya SDIEKTPOHHOM nonnucu (alias), [lapone pocTymna kx
KIOUYy SIEeKTPOHHOH MMOIMUCH: UAEHTUPUKATOP KAOYA 3NEKTPOHHOW NoANUCHK, 3arpyKeHHbIM
B XpaHunuuie Blitz Identity Provider, u naponb K 4aHHOMY Ktouy.

MpumeuaHme: XpaHUAULLE YKa3bIBAETCA B pa3aene keystore KOHPUrypaLmMoHHoro daina.

Ba)kHo: CepTUUMKAT COOTBETCTBYHOLLEIO KAHOYA SNEKTPOHHOM NOANMUCKU AOMKEH ObITb 3arpy*KeH Ha
TexHonornyeckom noptane ECUA.
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HacTtpoiiku noctaBwuka naeHTudukaummn ECUA

BesonacHocTb

BanonHnTe faHHble ANA KOPPeKTHOro B3aumopeiicTeua Blitz Identity Provider c ECUA.

URL ana https://esia-portal1.test.gosuslugi.
URL ans nony " mapkepa https://esia-portal1.test.gosuslugi
3anomuHaTh Mapkepb!
URL ans nony AaHHBIX https://esia-portall.test.gosuslugi.ru/rs/prs/${prn_oid}
MHemoHuka cuctemb! (client_id) 105806771
Bepcua npotokona 1 +
Cepsuc noanucu BHewhuit v

Mocne 3anonHeHNA aTVX JaHHbIX He 3abyabTe nepeiiTn B TexHonornyeckuii noptan ECUA, roe nonxHa 6biTh 3aperncTpyuposaHa MHOPMaLMOHHAA CUCTEMA C yKa3aHHON MHEMOHWKOW 1
CepTUDNKATOM KITloUa NIEKTPOHHOM MOANUCH.

® 3ampamuBaeMble paspeleHusd: NepeyeHb 3anpamsaembix paspewweHmin us ECUA.

* 3amnpamKBaeMbele [OAHHBEIE [IONb30BATENI: HEOGXO,CI,MMO OTMETUTb Te AaHHble, KOTOpble cne-
AyeT nony4vyaTtb U3 ECUA; 3TK gaHHble JONXKHbI 6bITb AOCTYNHbI NO 3anpalinBaembim paspeleHnam.

PaspeuwieHna u faHHble Nonb3oBaTensa

BbiGepuTe paspeLueHund n3 A0CTYMHOrO Crnncka

[ocTynHele paspelwernA

[nA nobasneHua paspeLueHva BBEAUTE ero UMA U Haxkmute Enter

Ykaxute nepe4yeHb pa EHWIA (scope), KOTOpbl€ AO0MKHbI 6bITb NO JSTy4€Hbl Npy O ’EI)[\—\‘:HHH K
NOCTaBLUMKY UAEHTHMKALMN.

3anpawmsaemble AaHHLIe NONb3oBaTena OCHOBHbIE AaHHbIe [OKYMEHTBI Anpeca KOHTaKTbI
OTMeueHHbIe paHee paspeluieHna (scope) A0/KHbI MNO3BOJIATL NOAYYATL YKa3aHHbIe AaHHbIe

BaxkHo: YT06bI BXOZA Yepe3 ECUA 3apaboTan, HeobxogMmMo NoayunTb opuLmaibHoOe paspeLleHme Ha Npo-

BefeHNe NAeHTMOMKaLMM 1 ayTEHTUPUKALLMK NONb30BaTENEN C MOMOLLLBHO 3aPErUCTPUPOBAHHOM CUCTEMDI

M NONYYUTb AOCTYN K TectoBoi / npombilineHHol cpeae ECUA. NoapobHee 06 3TOM MOXHO NpounTaTh
38

34ecb’°.

6. Mpn HeobxoaMmocTu HacTpoiiTe Bxoa Yepes ECHA B perkmme BbIbOpa COTPYAHMKA OpraHM3aLmm.
7. HactpoliTe npaBuia CBA3bIBAHUA.

8. B pasgene AyTeHTUdMKALMA KOHCOM YNPABAEHUA BKIOYUTE UCNONb30BaHME METOAa ayTeHTUdMKaLMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa naeHTMdMKauum ECUA.

38 https://identityblitz.ru/services/esia-integration
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Undposoi npopunb ECUA

Ona KoHPUrypmposaHua Bxoga Yepes Lindpposoi npopunb ECUA BbinoNHUTE creaytowme AenNcTBuA:

1. NonyuunTe B yAOCTOBEPAIOLLEM LEEHTPE K/tOY 3/IEKTPOHHOM nognucun ana ssaumogenctama c ECUA u Bbirpy-
3UTe cepTUPUKAT OTKPLITOrO KAtova. MpounsBeanTe KOHBEPTALMIO KAtoda B popmaT, cosmecmumsbil (cTpa-
Huua 328) c Blitz Identity Provider.

Mpumeuanne: CepTudMKaT Kako4a NOHAZOOUTCA 3aperncTpMpoBaTb Ha TeXHONOrMYECKOM nopTase
ECUA (cm. cnegytowmii NyHKT).

BHumanue: [o peructpaumm UC B ECUA HeobxoamMmo 3aperncTpnupoBaTth YYETHYIO 3anNucb OpraHusa-
umn 8 ECMA 1 aatb ogHOMY U3 COTPYAHMKOB A0CTYN K TexHonormyeckomy noptany ECUA.

2. 3aperucTpupyitte cucTeMy opraHm3aumm Ha TexHosorndeckom noprtane ECUAY:
1. HarkmuTe Ha KHOMKy J06aBUTb cucTemy.

2. YKaxuTe Ha3BaHMe CUCTeMbI, OTOOparKaemMoe Ha3BaHUe, MHEMOHMKY cucTembl, cnmcok URL cuctembl
(URL passepHyToli cnctembl Blitz Identity Provider ¢ ykazaHuem https), anroputm ¢opmupoBaHus
3/1EKTPOHHOM NOANWCH, a TaK¥Ke BblbepuTe OTBETCTBEHHOIO COTPYAHMKA.

39 https://esia.gosuslugi.ru/console/tech/
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OCHOBHBIE JAHHEIE CUCTEMEI

HassaHWe CUCTEMbI | MpoeepoyHan cucTema |

OTtobpaxaemoe | Mpoeepo4Han cucTema |
Ha3BaHue

Y¥a#uTe HaagaHWe cucTeMel, koTopoe DyaeT oToDpaxaTeca
NoNb30BaTENAM [OCYCNYT W UHTETPUPOBaHHEIX CUCTEM.
PekoMEHYETCA yKa3kIBATE NOHATHOE ANA MACCOBOMD
NoNL30BATENA HAazEaHWe, HanpuMep, EMecTo «EAMHEI nopTan
rocy4apcTBeHHEDX yonyr (hyHEumid)s - «locycnyris.

MHemoHuka cuctembl  |CHECKSYS

Ecnu cuctema zapervctpupoeada 8 CM3B, To mHemonnka B ECMA
JAOI#HA COOTEETCTBOBATE MHEMOHMUKE TO4KI NOAKMIOUEHHA B
CM3B. Cuctema, pernctpupyeman 8 ECHA ¢ uensio nonyuenna
Aoctyna k cepency ECMA B CM3B, gorkHa Geime npeasapuTensHo
aaperucTpuposaHa 8 CM3B

VIH(hopMauna o cucteme | MPOBEPOYHAR CHCTEMA

]

URL cuctemel | hitp:/iidentityblitz.ru |

BeeauTe cnucok agpecos (kamgeid B OTAENLHOM none, ¢
npechukcom “hitps:/”), koTopsle MoryT BbITs ykazaHkl B CCLINKE ANA
ofpaTHoro nepexoaa nocne ayTeHTUhHKALIAM NONL20EaTENA B
ECHA.

Ecnu cuctema npeanonaraeT ezauMogedctene ¢ ECHA Tonsko
yepes CM3E (Des ayTeHTMMKaLMK NonL30BaTena), To B kayecTee
URL soamoxHo ykasanue https:/fesia gosuslugiru

Ecnu, npu HanpaeneHu NoNb30BaTena ANA ayTeHTUDUKALMM B
ECHWA, B cceinke ana obpatHoro nepexona OyaeT ykazaH agpec, He
EX0JALMA B cnucok AceepeHex URL. npouece ayTeHTHdUKaLpm
Byaet npepean. [lonyckasTcA ykaswiBaTs MMA JoMeHa unm IP-
anpec cepeepa B cpopmate [Pvd / IPv6.

Anroputm | RS256 -
dopmupoBaHus
3]'\BICI'p0HH0I7‘I noanucu
Bribepute kpunTorpaduyeckuid anropuTi QOpMUPOERHNA
3NEKTPOHHOA NOANUCH, KOTOPLIA ByEeT UCNONL30BATLCA MpH
EBINYCKE MAPKEPOB [JOCTYNA, MAPKEPOE WAEHTU(UKALIMM,
Mapkepos 00HOBNEHUA, KO4A ABTOPUIaLIMM

URL pns otnpaskn push
Ccoo0LEHNA

Beenute agpec (c npedmkcom "hitps:/"), koTopwii Byaer
wenonk3soeateeA ECHMA ans otnpaei B UC cooBiuyenuii -
YEEOOMNEHKH (push-coobLyeHwWii)

KATEFOPWA MH® CPMALIMOHHOW CUCTEMbI

KaTeropus | Mo yMonYaHuo
WHGPOPMAUMOHHOH ——
CHCTEMBI

Bpems #u3HK access |60 |
token, MUH

min: 10; max: 180

Bpema *Xu3HKW refresh |1051200 |
token, MMH

min: 60; max: 1051200

OTBETCTBEHHLIA 3A SKCMNYATALMIO CUCTEMBI

DUO |HBaHDB WaaH Meanosmy| |

BeequTe MMA OTEETCTEEHHOD COTPYAHWKE BaLUE OPraHu3aLuu i
EEIBEpKTE €10 W3 BEINajakiyero cnucka. MonkzoEaTent OMKEH
DEITE NPUCOBAMHEH K YYETHOM 3aMUCKH BalUen OpraH13aLmi.

Appec 3NeKTPOHHOR I I
noYThi

Homep TenedgoHa I I
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3. CoxpaHuTe faHHble U NepeianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTte cepTUdUKAT cucTeMbI HA TEXHONOTMYECKOM MopTase.

|| TIPABUTENBCTBO TexHonoru4yeckMin nopran

Q“\ 3NEKTPOHHOE
rk *’\
" EcUA

000 "PEAKCO®T"

Texnonozuyeckuil nopman CMEHUTL OPraHu3aLMIo

WHdopmalMoHHbIe CHCTEMBI CepBuch! WcTopua onepaumit

TecroBas cucrema pa3pabOTYUKOB

YNPABIEHHME CEPTU®HUKATAMK
R e e
l Ons ofHoen
Ons oBecneveHrA WIeHT) BalLER MH HHOM CHETEMBI MDY AMEKTDOHHOM
] 83aMMOAEACTBIAN HEOBXOANMO MCNOML308aTE CEPTHMMKAT CUCTEMBI. 3
= KDNJ Bbl MOMETE WCNONb3o8aTE cepTudukaTe dopmata X.509 8 kopupoeke DER unu PEM {daline IL“
e C CEpTHMMKATOM 0GLIYHO MMEIOT pacluupenua .CER wnu .CRT).
1430900149 Q=R YToBbl 32rpY3INTE HOBLIA CEDTMIDMKAT, HAXMUTE KHOMKY «3arpyauThs W YKaXMTE NyTe K @ainy, nubo & i
ST=| NPOCTO NepeTallMTe (hain 8 0BNacTs 3arpyax.
1202933600  CN=l & i}
+ 3arpyaute
557224121 CN=| & m

@—I—-——l_l-—'

MEHKOMCBASE PocTenekom
POCCHI

3. Mepengute B KOHCONb ynpasneHua Blitz Identity Provider u gobasbTe nocTtaBlwuKa, Mmetowero tmn 111
ECHA.

4. 3apavite 6a3oBble HacTpoiku LN ECUA:
* neHTHPHKATOP I[OCTAaBIIMHKA;
* HasBaHHEe I[IOCTABIIHKA.
5. 3anonHuTe HACcTPOMKKM NocTaBLMKa naeHTudukaummn Umudposoi npodpuns ECUA:

e Bepcud mOpoTokoia: Bblbepute Tpebyemyto BEpCUIO NPOTOKONA Ana B3aumogencteus ¢ ECUA.
B pesynbtate nona URL nnd aBTopus3auuyu, URL Ond mDOonydyeHud M OOHOBIEHUId Map-—
kepaMURL Ongd MONydYeHWd MOAaHHBIX OyAyT aBTOMATUYECKM 3an0/IHEHbI aKTyaslbHbIMM 3Haye-
HUAMK ANA NpomblwneHHon cpeabl ECUA. Mpn HeobXx0ANMMOCTU U3MEHUTE UX HA 3HAYEHUA AnA Te-
CTOBOW cpeapbl.

MpumeyaHue:
— URL nng asTopusaluu: agpec obpabotunka ECUA, BbizbiBaemoro us bpaysepa.

Bepcua npotokona 1: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/ac (TECT ECMA) unm https://esia.gosuslugi.ru/aas/oauth2/ac
(MPOA, ECHA).
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Bepcua npoTtokona 2: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/v2/ac (TECT ECMA) unm https://esia.gosuslugi.ru/aas/oauth2/
v2/ac (MPOA ECHNA)

— URL nOng ronyuYyeHud W OOHOBIIEHHI Mapkepa:agpecobpabotumka ECUA, Bbi3bI-
Baemoro c cepBepa Blitz Identity Provider ans nonyyeHua mapkepa goctyna.

Bepcua npotokona 1: https://esia-portall.test.gosuslugi.ru/aas/
ocauth2/te (TECT ECMA) unn https://esia.gosuslugi.ru/aas/ocauth2/te
(MPOA, ECHA).

Bepcua npoTtokona 2: https://esia-portall.test.gosuslugi.ru/aas/
oauth2/v3/te (TECT ECMA) unn https://esia.gosuslugi.ru/aas/oauth2/
v3/te (MPOA ECUA).

— URL [nOng monyYyeHUd OAaHHHIX — agpec obpabotunka ECUA, Bbi3biBaEMOrO C cepBepa
Blitz Identity Provider gns nony4yeHus AaHHbIX YY4ETHOM 3anucu, Hanpumep, https://
esia-portall.test.gosuslugi.ru/digital/api/public/v1 (TECT ECUA)
mmmhttps://esia.gosuslugi.ru/digital/api/public/v1 (NPOA ECUA).

MpumeyaHue: Ecv mapKepbl 4OCTYyNa NoAb30BaTeNel HEOBXOAMMO COXPaHATL B 6a3y AaHHbIX,
yCTaHOBUTE GNaXKOK 3aOMHHATE MapkKepsl B pesynbrate mapkepbl 6yayT COXpaHATLCA B C/ie-
OYIOLWMX CAyYanx:

— MNpu BXoA4e No/1b30BaTenNA;

Npu NPUBA3Ke BHELIHEro NOCTaBLyMKa B JINYHOM KabuHeTe;
— NpuW NpMBA3KE BHELWHEro nocrasLmKa Yyepes REST API v2;

= MNpu perncTpaLmmn nonb3oBaTtena 4epes BHeELWHEro nocrtasuwukKa.

e MueMoHuKa cucTeMmbl (client_id): BBeguTe 3HaYeHWe, yKazaHHOe paHee Ha TexHonorunye-
cKom nopTtane ECUA.

e CepBuC mnonmnucu: Bbibepute cepsuc nognucu. [na sepcmm NpoToKkona 1 A0CTyNHbI CepBUCHI NOA-
nucu: lo  ymomnuanuuo (KpuntoMpo CSP), Buemuwuti. [ BEPCUU NPOTOKONA 2 AOCTYMHbI CEPBUCDHI
nognucu: o ymomnuaunwuo (Kpuntolpo CSP), Kpuntollpo (Kpuntolpo JCP).

e UmeuTuduxkaTop Kioua SIEKTPOHHOU nomnucu (alias), [lapons mocTyna kx
KIIOUYy SIEKTPOHHOH MOIIUCH: UAEHTUDMUKATOP KAKOYA SNEKTPOHHOMN NOANNCHU, 3arpyKeHHbIN
B XpaHunuiue Blitz Identity Provider, n naponb kK AaHHOMY K/touy.

MpumeuaHue: XpaHuauiLe yKasblBaeTcs B pasgene keystore KoHoUrypaumoHHoro daiina.

BaxkHO: CepTMMKAT COOTBETCTBYIOLLErO K/tOYa 3N1EKTPOHHOM NOANUCK AONKEH ObiTb 3arpyKeH Ha
TexHonornyeckom noptane ECUA.
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HacTpoiiku noctaBwmka naeHTudukaumm Lincbposoit npocuns ECUA

BesonacHocTb

3BanonHuTe aaHHbIe ANA KOPpPeKTHoro BaammopeicTewA Blitz Identity Provider c ECUA.

URL anA asTopuaauum https://esia-portal1.test.gosuslugi.ru/aas/oauth2/v2/ac
URL ann nony " mapkepa https://esia-portall test.gosuslugi.ru/aas/oauth2/va/te
BanomvHaTb Mapkepbl
URL ana nony4eHna aaHHbIX https://esia-portal1.test.gosuslugi.ru/digital/api/publici1
MHemoHuka cuctembl (client_id) IN_RU
Bepcua npotokona | 2 o
Cepauc noanucu KpunTolpo v
TUn XpaHUnuLa KNkoua SNeKTPOHHOI NoANKCH HDImageStore

WpenTtudmkarop (alias) knoya aneKTPOHHOM
noanucu

Maponb pocTtyna K Koy 3/1eKTPOHHOMN W3meHnTb 3HaueHne
noanvcu

Mocne 3anonHeHWA 3TUX AaHHbIX He 3abyabTe nepeiiTn B TexHonornyeckuin noptan ECUA, rae nomkHa 6biTb 3apernctpuposaHa MHGOpMaUMoHHaA CUCTEMA C YKa3aHHOW MHEMOHVKOA 1
CepTUHNKATOM KITIoUa 3NIEKTPOHHON NOANNCK.

* ZampamMBaeMble paspeleHurd: NepeyeHb 3anpallimBaemMblx paspelueHmnii us ECUA.
e Tum coriiacud —3anpawunsaembii B LMdpoBom npodusie TMn cornacua.
e CpoK IOeHCTBHUA COrnacud— KOAMYECTBO MUHYT, HA KOTOPOE 3anpallmMBaeTca cornacue.

* OTBETCTBEHHOE ITHIO — COTPYAHUK OpraHM3aLmmn, OTBETCTBEHHbIN 32 06paboTKy AaHHbIX, MOAY-
YEHHbIX 13 LMPpPOoBOro NnpodPuns.

e 3anpamWeBaeMule OAaHHBE [1OJIb30BATENd — HEOBXO4MMO OTMETUTL Te AaHHble, KOTopble cie-
AYeT nony4yatsb 13 umopposoro npoouna ECUA; aTu gaHHble JONKHBI BbITb 4OCTYNHbI MO 3anpalunBa-
€MbIM pa3peLleHUsaM.

Pa3pelueHun u aaHHble nonb3osartens

BbiGepuTE PA3PELIEHIA 13 AOCTYMHOTO CAINCKA

[ocTynHbie paspelueHin

3anpawmeaemsie paspeLueis

Tun cornacua

Cpok AeficTeuA cornacun 1440

OTBeTCTBEHHOE NINLO

RaHHble [o] RaHHble D Macnopt rpaxpanuHa PO

OtmeHa CoxpaHuTb

BaxkHo: YT06bI BXOA Yepes Lndposoit npoduns ECUA 3apaboTan, HeobxoaMMO NoONy4YUTb opULManbHOe
paspelleHue Ha npoBeAeHMe UAEHTUOUKALMM U ayTeHTUPUKALMM NOAb30BaTeeil C MOMOLLbIO 3aperu-
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CTPMPOBAHHOW CUCTEMbI M NONYYUTb AOCTYN K TECTOBOM / NpombliiuneHHol cpeae ECUA ¢ aocTynom K umd-
posomy npodunio. NMoapobHee 06 3TOM MOXKHO rnpounTaTh 3aech™,

6. HactpoiiTe npasuna cBasbiBaHMUA.

7. B pasgene AyTeHTUPMKALMA KOHCOM YNPaBAEHUA BKIOUMTE MCNO/Ib30BaHME MEeTOoAa ayTEHTUPUKaLMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa ngeHTuduKauymm LN ECUA.

C6ep ID

Ona KoHpUrypmposaHua Bxoga Yepes Coep ID Heob6xoANMMO BbINOAHUTL CeAytoLine Wwaru:

1. 3aperucTpupoBaTb nNpuaoxeHune B cucteme Cbep ID. A 3TOro BOCNO/b30BaTbCA MHCTPYKLMEN, pasme-
LIEHHOV Ha obuLuMasbHOM caiiTe 3TOro nocTaslumka naeHtudrkauun®t. Mo pesynsTaTam permcTpauum
HeobXoAMMO NoNyYnTh:

e naeHTMdMKaTop KAmeHTa (Client ID);

e ceKpeT KAMeHTa (Client Secret);

* cepTUPUKAT CUCTeMbI, MOAKAOYeHHOW K Coep ID;
e ceptudukat Coep ID.

2. HactpouTb 3alMLLEHHbIN KaHan CBA3M MeXAy OpraHusaumnen n 6aHKkom ¢ ucnosb3oBaHnem cepTudmKara,
nony4yeHHoro ot MNAO «CbepbaHK» B NpoLecce perncrtpauu.

3. MepenTn B KOHCoNb ynpaeneHua Blitz Identity Provider n go6aBuTb nocTaBLiMKa, MMetowero Tun Céep
ID.

4. 3anoNHUTb HAaCTPOMKKM NOCTaBLUMKA UAEHTUDMKALUN:
¢ aeHTUOMKATOP NOCTABLLMKA;
¢ HasBaHMWe NocTaBLLMK];

e URL an1s aBTOpU3aLLMM —aZpec, MO KOTOPOMY O/IKHA MHULMUPOBATLCA ayTeHTUdMKALMSA, Hanpumep:
https://online.sberbank.ru/CSAFront/oidc/authorize.do;

e URL an15 nonydyeHuns 1 06HOBAEHUA MapKepa — aApec, No KOTOPOMY NPOUCXOAUT NosyyeHne 1 06HoB-
NeHune mapkepa goctyna. [lonKeH 6biTb YKasaH BHYTPEHHUIA agpec ceTu, obpalleHne Yepes KoTopbIl
obecneynT paboTy No 3aMLLLEHHOMY KaHaly CBA3M MeXAy OpraHu3aumei u 6aHKkom;

MpumevaHue: Ecnv mapkepbl 4OCTyna Nosb3oBaTtesieit HEO6X0AMMO COXPaHATb B 6a3y AaHHbIX,
yCTaHOBUTE GNAXKOK 3aOMHHATE MapkKepkl B pesynbrate mapkepbl 6yayT COXpaHATLCA B C/1e-
AYIOLMX CyYanx:

npu BXxo4e nosb3oBaTenAa,;
— Npu npuBA3Ke BHEWHEro NnoCTtaBlWKa B JInyHoMm Ka6MHETe;

— NpuY NPpUBA3Ke BHELUHEro NocTaBLmKa Yepes REST API v2;

npu perncTtpaunn noib3oBatend Yyepes sHewWwHero NnocrasuuKa.

¢ URL ans nonyyeHua AaHHbIX — aApec, No KOTOPOMY NMPOUCXOAUT NONYYEHUE AaHHbIX NO/b30BaTENS.
JoneH 6bITb YKa3aH BHYTPEHHWUI agpec ceTu, obpalleHune Yyepes KoTopblii obecneunT paboTy no
3aLUMLLLEHHOMY KaHany CBA3M MeXay opraHusaumein n 6aHKkom;

e MpeHTnduKatop KAmneHTa (Client ID);

e CeKkpeT KiveHTa (Client Secret);

40 https://identityblitz.ru/products/esia-bridge/digital-profile/
41 https://developer.sberbank.ru/doc/v1/sberbank-id/enrollsteps

2.2. ba3oBoe KOHPpUrypmposaHue 157


https://identityblitz.ru/products/esia-bridge/digital-profile/
https://developer.sberbank.ru/doc/v1/sberbank-id/enrollsteps
https://developer.sberbank.ru/doc/v1/sberbank-id/enrollsteps

Blitz Identity Provider, Bepcua 5.23

e 3anpalmBaemble rpynnbl AaHHbIX — KaKMe Fpynnbl AaHHbIX 3anpawmsaTb M3 Coep ID;
5. HactpouTb npasuna cBA3bIBaHUA.

6. B pasgene AyTeHTUdMKALMA KOHCONM YIPABAEHUA BKAOYMUTb MCMO/Ib30BaHME MeToaa ayTeHTUdMKaLmm ¢
MCNoNb30BaHMEM NOCTaBLMKa naeHTUdMKaummn Coep ID.

HacTpo#iku nocraBwuka naeHtugpukauyum Céep ID
BesonacHocTb
[lnA 3anonHeHUA UCronb3yrTe AaHHbIe, NONYYEHHbIE NPW PErMCTpaUmMu CBoer cucTembl B BaHke.

URI nepenanpasnennn (Redirect URI) https:/bip-dev1.reaxoft.rublitz/login/externalldps/callback/sbri/sbrf_1/false https://bip-
devl.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbrf/sbrf_1

Afnpec cTpaHuLbl, Ha KOTopyto GyAeT nepeHanpaBneH OTBET NOC/e YCNELWHOoN ayTeHTuduKauum B
cucteme baHka.

URL ana aBTopu3aumu https://online.sberbank.ru/CSAFront/oidc/sberbank_id/authorize.do

URL ana nony4yeHua n o6HOBNeHUA mapKkepa https://sec.api.sberbank.ru/ru/prod/tokens/v2/oidc

3anomuHaTe Mapkepbl

URL anfa nonyyeHUA AaHHbIX https://sec.api.sberbank.ru/ru/prod/sberbankid/v2.1/userinfo

Client ID d

Client Secret M3meHWTb 3HaueHVe

Fpynnbi aHHbIX

= 1

,QJ'\Fl no6aenenvA rpynnsl gaHHbIX BBEOAWUTE €€ MMA U HAXXKMUTE Enter

T-ID

Ons KoHPUrypmuposaHus Bxoga yepes T-ID HeobXxoAMMO BbINOAHUTL C/ieAyoLWMe LWarn:

1. 3aperucTtpupoBatb npunoxeHue B cucteme T-ID. [na 3Toro nogatb 3aABKy Ha oduLMasibHOM caiiTe 3TOro
nocrasiimka naeHTudurkaumn®?, Mo pesynsTaTam permcTpaumm HeobxoanMMo NoayUmnTh:

* yaeHTUdUKaATOp KnneHTa (Client ID);

® ceKkpeT KnneHTa (Client Secret).
2. MepeiTu B KOHCONb yYnpasneHus Blitz Identity Provider n 4o6aBuTb NocTaBLmKa, nmetowwero Tvn T—-1ID.
3. 3anonHWUTb HAaCTPOWMKM NOCTaBLLMKa UAeHTUdUKALMUK:

* UneuntTudHkaTop MNOCTABIMKE;

42 https://www.tinkoff.ru/corporate/business-solutions/open-api/tinkoff-id/integration/
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e HasBaHMe I[OCTAaBIIHKE,
e URL nong aBTOpPH3AalLHHU —afjpec, MO KOTOPOMY A0/IXKHA UHNLMMPOBATLCA ayTEHTVId)MKaLI,VIﬂ;

e URL nmng nonyueHud U OOHOBIEHHY Mapkepa — ajpec, No KOTOPOMY NPOUCXOAUT nosyye-
HWe 1 06HOBNEHME MapKepa A0CTYNa;

MpumeuaHue: Ecav mapKepbl 4OCTyNa NoAb3oBaTesel He0bXo0AMMO COXPaHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE MapkKepsbl B pesynbrate mapKepbl 6yAyT COXpaHATLCA B Cie-
AYIOLWMX CYYasX:

— NpW BXoAe No/b30BaTeNs;

npu NpuBA3Ke BHELIHEro NOCTaBLMKA B J/IM4HOM Ka6MHETe;

npu NpuBA3Ke BHELIHEero nocTasLwmka Yepes REST API v2;

npu perncTpaumm nonb3oBaTtena Yepes BHEWHero NnocrtaswmKa.

e URL Ong NOonydYeHHd OaHHBIX — ajpec, N0 KOTOpoMy MPOUCXOAUT NoslydyeHMe AaHHbIX Noab30-
BaTens;

e URL Ong MNONyYEeHHd [NAaCIOPTHHBEIX TAHHBIX — afpec, N0 KOTOPOMY NMPOUCXOAUT NojsyyeHue
NacrnopTHbIX AaHHbIX NOb30BaTe A,

e URL pgng nonydeHud pnaHHelx O CHHIIC — agpec, no KOTOpPOMY MPOUCXOAUT MoayvyeHue
CHWNC nonb3oBaTens;

e URL [nig MONyYeHWd OAHHHIX O MONTBEPXIEHHOCTH MONb30BAaTeNd — afpec, No Ko-
TOPOMY MPOUCXOAUT NOSyYEeHUE NPU3HaKa MAEHTUPUKALMK NoSib3oBaTeNA. [PU3HaK Noay4YatoT Nosb-
30BaTe/IM, KOTOPbIX UAEHTUGULMPOBANM INYHO MO NPEAOCTaBAEHHOMY NACNopPTy.

e Client ID—wunaeHTMOUKATOP KANEHT];
e Client Secret — ceKpeT K/INeHTa;

* 3anpamrBaeMble OaHHBIE [NONB3OBATENd — MepeyvyeHb 3anpalinBaemMblX TPynn AaHHbIX U3
T-ID.

2.2. ba3oBoe KOHPpUrypmposaHue 159



Blitz Identity Provider, Bepcua 5.23

HacTpoiiku noctaBwmka uaeHtngpukauum Tuiekodgp ID

BesonacHocTb

ﬂﬂﬂ 3anonHeHuA MCHOHI:S\/DITS AaHHbIE, NOoNYy4YeHHbIe NP perucTpauumn cBoeli cucTemsl B baHke.

URI nepeHanpasnenmna (Redirect URI)

URL anA aBTopM3auumn https://id.tinkoff.ru/auth/authorize

URL ana nony4eHuA n o6HOBNEHUA Mapkepa https://id.tinkoff.ru/auth/token

3anom1HaTb MapKepbl

URL ans nony4eHua AaHHbIX https:/id.tinkoff.ru/userinfo/userinfo

URL anA nony4eHWA NacnopTHbIX AaHHbIX https://business.tinkoff.ru/openapi/api/v1/individual/documents/passport

URL ana nony4eHua gaHHbix o CHANC https://business.tinkoff.ru/openapi/api/vi/individual/documents/snils

URL AnA nony4eHUA JaHHbIX O https://business.tinkoff.ru/openapifapifv1/individual/identification/status
MOATBEPX(AEHHOCTU Nonbk3oBarTens

ClientID  tid_mosru
Client Secret MameHnTb 3HaueHme
3anpawmveaemble faHHble Nonb3oBaTena OCcHOBHble AaHHbIe Macnopt CHUIC

MpuaHak naeHTUdUKaLum

4. HactpouTb npaBuna CBA3bIBAHMUA.

5. B pasgene AyTeHTUPMKALMA KOHCONM YNPABAEHUA BKAOYUTL MCNO/Ib30BAaHME METOAa ayTEHTUPUKALMK C
MCMO/Ib30BaHMEM NOCTaBLLMKa ngeHTudrKauum T-ID.

BTb ID

Ona KoHpUrypmposaHua Bxoga Yepes BTB ID HeobxoaMmMo BbINONHUTL Cneaytowme Wwaru:

1. 3aperucTpuposaTb nNpunoxeHue B cucteme BTH ID*3. [lna 3Toro noaath 3aABKy Ha OPULMANbLHOM caliTe
3TOro NOCTaBLUMKa naeHTUdMKaumK. Mo pesynsTatam perncTpauum HeobXoAnMO NOAYYNTD:

e naeHTMdMKaTop KAmeHTa (Client ID);

e ceKpeT KaMeHTa (Client Secret).
2. MepeinTn B KOHCONb ynpaBneHusa Blitz Identity Provider n go6aeuTb noctasumKa, metowero Tun BTE  ID.
3. 3ano/IHWUTb HAaCcTPOMKM NOCTaBLLMKA MAEHTUOUKALMK:

e NaeHTUdMKaATOP NOCTaBLUMKA;

e Ha3BaHMe NOCTaBLLNKa;

e URL gns aBTOpM3aUnmM —agpec, No KOTOPOMY A0/1KHA MHULMMPOBATLCA ayTEHTUPUKALLMA, Hanpumep:
https://id.vtb.ru;

43 https://developer.vtb.ru/connection
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e URL ans nonyyeHuns n ob6HOBAEHMA MapKepa — aApec, MO KOTOPOMY NPOUCXOAMUT NoayYeHMe N 0BHOB-
JleHne mapKepa [0CTyna, Hanpumep: https://id.vtb.ru/cauth2/token;

Mpumeuanue: Ecav mapkepbl 4OCTyNa Nonb3oBaTesiel HEOBXOANMMO COXPaHATL B 633y AaHHbIX,
yCTaHoBUTE GNaXKOK 3arOMHHATE MapkKepsl B pesynbrate mapKepbl 6yayT COXpaHATLCA B C/ie-
OYIOLWMX CAYYanX:

— Npu BXoA4e No/ib30BaTenNnA;
= Npu NnpuBA3Ke BHEWHENo NOCTaBLWWMKa B JInyHOMm Ka6MHeTe;

— NpuY NPUBA3Ke BHELUHEro NOoCTaBLmMKa Yepe3 REST API v2;

npu perncTtpaunn nosib3oBatend Yyepes sBHewWwHero NnocrasuuKa.

e URL gna nonyyeHua AaHHbIX — agpec, N0 KOTOPOMY MPOUCXOAMUT MOAyYeHUe AAHHbIX NOJb30Ba-
Tena, Hanpumep: http://proxy_server:port/oauth2/me. NogknoueHume K cepsucy nony-
YeHWA AaHHbIX AOMKHO OCYLLECTBAATLCA Yepes NPOKCU-CEPBEP, HA KOTOPOM L0/KHbI ObITb HacTpoe-
Hbl TLS-cepTMdmKaTbl ANA 3aWMLLEHHOrO B3anmoaencreus ¢ cepsmcom BTB ID;

e NaoeHTudumkaTop KAneHTa (Client ID);

e CeKkpeT KiveHTa (Client Secret);

e 3anpalwmBaemble rpynmnbl A4aHHbIX — NepeyeHb 3anpallmBaeMblX rpynn AaHHbiX U3 BTE ID;
4. HacTpouTb NpaBuia CBA3bIBAHUA.

5. B pasgene AyTeHTUGUKALMA KOHCONWN YNPaBAEHUA BKNOYUTb MCNOb30BaHWE MeToAa ayTeHTUGUKALMM C
MCMo/Ib30BaHMEeM NOCTaBLLMKa ngeHTMdmKauum BTE ID.
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HacTpoiKu nocTaBlyMka uaeHTUuukauuu BTB ID

BesonacHocTb

,DJ'IH 3anonHeHuA VICI'IGJ'IbSyVITe AaHHble, NoNy4YeHHble Npyn perncTpaumm cBoew cucTembl B BaHke.

URI nepeHanpaenenuA (Redirect URI) https://bip-devi.reaxoft.ru/blitz/login/externalldps/callback/vtb/vtb_1/false https:/bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/vtb/vtb_1

Apfpec cTpaHuLbl, Ha KoTopyto ByneT nepeHanpasneH OTBET NOC/Ne YCNelwHor ayTeHTudukaumm e
cncteme barka.

URL pns aBTopuUsauumn https://id.vtb.ru

URL anA nony4eHnA n oGHOBNEHNA MapKkepa https://id.vtb.ru/oauth2/token

3anoMuHaTh MapKepbl

URL ansa nonyyeHus gaHHbIX | hitp://proxy_server:port/oauth2/me

SE{HDDC Ha Nnony4yeHne AaHHbIX O0MXeH NponcxoanTh Yepes3 Npokcu-cepeep

Client ID my-client-id

Client Secret M3ameHnTb 3HaueHne

pynnbi AaHHbIX

HHF! nobasneHua rpynnbl AaHHbIX BBEAUTE €€ MMA U HAXKMUTE Enter

C6epbusHec ID

[nsa KoHoUrypupoBaHusa Bxoga Yepes CoepbusHec ID HEOHXOAMMO BbINONHUTL CeaytoLime Laru:

1. 3apeructpuposaTb NpunoxeHue B cucteme Chepbusrec ID*. 1na 3Toro nogath 3aABKy Ha OpULMANLHOM
caliTe 3TOro NOCTaBLMKa naeHTUdMKaumu. Mo pesynbTatam perucTpaLmMm HeobxoaMMo NoayYnTb:

e naeHtTnduKaTop KnneHTa (Client ID);
® ceKkpeT KaneHTa (Client Secret).

2. Mepeitn B KOHCcOoNb ynpasneHusa Blitz Identity Provider n no6asutb nocrtaslmKa, umetowero Tmn C6ep—
Busuec ID.

3. 3anoNHUTb HAaCTPOMKM NOCTaBLUMKA UAEHTUDUKALNK:
* N aeHTUPUKATOP NOCTABLLMKA;
e HasBaHWe NOCTaBLUMKA;

¢ URL ons aBTOpU3aLMM — aapec, MO KOTOPOMY AO0/KHA MHULMUPOBATLCA ayTeHTUdMKALMA, HanpUmep:
https://sbi.sberbank.ru:9443/ic/sso/#/1login;

44 https://api.developer.sber.ru/how-to-use/sberbusiness_id
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e URL ans nonyvyeHus n obHOBNEHWMA MapKepa — afApec, N0 KOTOPOMY MPOUCXOAMUT MONyYeHUe U
obHOB/IEHME MapKepa AocTyna, Hanpumep: http://proxy_server:port/ic/sso/api/
oauth/token. MNogKntoyeHMe K cepBUCY MONYYEHUA AAHHbIX AOMKHO OCYLLECTBAATbLCA 4yepes
NPOKCU-cepBeEP, Ha KOTOPOM A0NXKHbI HbITb HAacTpoeHbl TLS-cepTUdMKaTbl AR 3aLMLLEHHOIO B3au-
mogaencTemaA ¢ cepsucom CéepbusHec ID;

MpumeuaHue: Ecav mapKepbl 4OCTyNa NoAb3oBaTesel He0bXo0AMMO COXPaHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE MapkKepsbl B pesynbrate mapKepbl 6yAyT COXpaHATLCA B Cie-
AYIOLWMX CYYasX:

— NpW BXoAe No/b30BaTeNs;

npu NpuBA3Ke BHELIHEro NOCTaBLMKA B J/IM4HOM Ka6MHETe;

npu NpuBA3Ke BHELIHEero nocTasLwmka Yepes REST API v2;

npu perncTpaumm nonb3oBaTtena Yepes BHEWHero NnocrtaswmKa.

e URL ons nonyvyeHusa AaHHbIX — agpec, No KOTOPOMY MPOUCXOAUT NoyYeHUe AaHHbIX N0Nb30BaTenNs,
Hanpumep: http://proxy_server:port/ic/sso/api/oauth/user—-info. Nogkntoue-
HWe K CepBUCY NOAYYEHUA AaHHbIX AOMKHO OCYLECTBAATLCA Yepe3 MPOKCU-CepBEP, Ha KOTOPOM
[OMKHbI 6bITb HacTpoeHbl TLS-cepTUdMKaTbl ANA 3aLMLEHHOrO B3aumoaeincTaua ¢ cepsmcom Coep-
busHec ID;

e MpeHTnduKatop KAneHTa (Client ID);

e CeKkpeT KnveHTa (Client Secret);

e 3anpallMBaemble rpynnbl 4aHHbIX — NepeyYeHb 3anpallnBaemMblxX rpynn AaHHbix n3 CéepbusHec ID;
4. HacTpouTb NnpaBmaa CBA3bIBAHUA.

5. B pasgene AyTeHTUPUKaLMA KOHCONM YyNpaBAEHUA BKAOYUTL MCMO/Ib30BAaHME METo4a ayTeEHTUPUKALMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa naeHTudMKaumm CoepbusHec ID.
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HacTpoiiku nocTaBlwumka naeHTudukauun CéepbusHec ID

BesonacHocTb

OnA sanonHeHuA L‘ICI'\OI'IbSyf‘ITe OaHHble, NoNy4eHHbIe NpK perucTpaunm cBOel cucTeMel B BaHke.

URI nepeHanpaenenun (Redirect https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/sbb/sbb_1/false
URI) https:/bip-
dev1i.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbb/sbb_1

Appec cTpaHWUbl, Ha KOTopylo 6yaeT nepeHanpaeneH oTBeT nocne
ycnewHown ayTeHTuukaumm B cucteme batka.

URL ana astopusauyun  hitps://edupir.testsbi.sberbank.ru:9443/ic/sso/#/login

URL ana nonydenua u | httpi//proxy_server:port/ic/sso/api/oauth/token

06HOBNEHWA MapKepa
3anpoc Ha nony4eHue Mapkepa NpoMcxoduTh Yepes NpoKcu-cepeep

3anoMvHaTL MapKepbl

URL ana nonyuenun panubix | hitp://proxy_server:port/ic/sso/api/oauth/user-info

3anpoc Ha nony4eHne gaHHbIX O0nXeH NpoMcxoavuTs Yepes NpoKcu-cepeep

Client ID my-client-id

Client Secret MN3ameHwTb 3HaveHne

Ipynnbl AaHHbIX

3anpawmBaembie rpynnbl AaHHbIX OrgName x orgJuridicalAddress x email x
orgOkimo x orgOgrn x I orgKpp x
orgActualAddress x I openid x I orgLawFormShort x

individualExecutiveAgency x I orgLawForm x I inn x

offerExpirationDate x I terBank x accounts x I name X

phone_number x orgFullName x userPosition x

[na nobasneHWA rpynnebl AaHHBIX BBEAWTE ee UMA U HaxmuTe Enter

Anbda ID

Jns KoHPUrypruposaHus Bxona vyepes Anbda ID Heo6x0aMMO BbINONHUTL CNEAYIOLLME HACTPOMKMK:

1. 3aperucTpupoBaTb NpuUaOKeHMe B cucteme Anbda |D°. na aToro nogaTh 3aABKy Ha opULMaNbHOM caiiTe
3TOro NoCTaBLMKa naeHTUdMKaumu. Mo pesynstatam perncTpauum HeobXoANMO NOAYUYNUTD:

* naeHTUdMKaTop KnneHTa (Client ID);

® ceKkpeT KnneHTa (Client Secret).

45 https://alfabank.ru/sme/alfaid/
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2. MNepeiTu B KOHcoNb ynpasaeHus Blitz Identity Provider n no6aBuTb NocTaBLMKa, UMEIOLWEro TMN Anbda
ID.

3. 3anoNHWUTb HAaCTPOMKM NOCTABLLMKA MAEHTUDUKALMK:
¢ /aeHTUOMKATOP NOCTABLLMKA;
¢ HasBaHMWe NoCcTaBLLMK];

e URL a/19 aBTOpM3aLLMmM —aApec, N0 KOTOPOMY A0/IKHA MHULMMPOBATLCA ayTEHTUGUKALMA, HanpUmep:
https://id-sandbox.alfabank.ru/oidc/authorize;

e URL ons nonyydeHuns n o6HOBAEHMA MapKepa — aApec, Mo KOTOPOMY NPOUCXOAMUT NoayYeHne N 0BHOB-
JleHne MapKepa A0CTyna, Hanpumep: http://proxy_server:port/api/token. Moaknto-
YeHue K CepBMCY NOAYYEHUA AaHHbIX AOMKHO OCYLLECTBAATLCA Yepe3 MPOKCU-CEPBEpP, HAa KOTOPOM
OOJIKHbI 6bITb HAacTPoeHbI TLS-cepTUdMKaTbI A5 3aLWMLLEHHOTO B3aMMOAENCTBUSA ¢ cepBrucom Anbda
ID;

MpumeuaHue: Ecnv mapKepbl 4OCTyNa Nosb3oBaTesiel HeobXoaMMo CoXpaHATb B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE Mapkepsl B pesynbrate mapKepbl 6yAyT COXpaHATLCA B Ce-
AYIOLMX CAyYanx:

npu BXxoae Nonb3oBaTenA,

NPy NPUBA3KE BHELLHEro NocTasLwmKa B J/InuHom KaGMHETe;

npv NpuBA3Ke BHELIHEro NocTasLmKa Yepes REST API v2;

npu perncrtpaumnn nosib3oBatend Yyepe3 BHeWwHero nocrasumKa.

e URL gnsa nonyyeHusa AaHHbIX — agpec, Mo KOTOPOMY MPOUCXOAUT NOJly4eHUe AaHHbIX Nob30BaTens,
Hanpumep: http://proxy_server:port/oidc/userinfo. MNogkntoueHune K cepsucy nony-
YeHUA AAaHHbIX AONKHO OCYLLECTBAATLCA Yepes NPOKCU-cepBep, Ha KOTOPOM AO/IKHbI ObITb HAcTpoe-
Hbl TLS-cepTUdUKaTbl ANA 3aLMULLEHHOTO B3aUMOAENCTBUSA ¢ cepBucom Anbda ID;

e MpeHTnduKkatop KAmeHTa (Client ID);

e CekpeT KnneHTa (Client Secret);

e 3anpalumBaemble rpynnbl JAHHbIX — NepevyeHb 3anpalmBaemMbix rpynn AaHHbIx u3 Anboda ID.
4. HacTpouTb NpaBwu/ia CBA3bIBAHUA.

5. B pasgene AyTeHTUdMKaLMA KOHCONM YNPABAEHUA BKAOUYNUTb MCMNOb30BAHNE METOAA AyTEHTUDMKALMUM C
MCcnonb3oBaHWeM NocTaBlWMKa naeHTudukaunm Anboda ID.
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BesonacHocTb

[nA 3anonHeHnA UCNoNb3ynTe [aHHbIE, NONYYEHHbIE NPW PErncTpaLnn ceoein cucTemol B baHke.

URI nepeHanpasnenun (Redirect URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/alfa/alfa_1/false https:/bip-
devi.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/alfa/alfa_1

Appec cTpaHuLbl, Ha kKoTopyto 6yeT nepeHanpasieH OTBET MOC/e YCMeLLHOo ayTeHTUhKaLum B
cncteme Banka

URL pna aBTopusauymm  https://id-sandbox.alfabank.ru/oidc/authorize

URL ana nony4yeHusa n o6HoBneHuAa mapkepa  http://proxy_server:port/apittoken

3anpoc Ha nony4eHne Mapkepa npoMcxoanT Yepes NPoKcu-cepsep

3anomiHaTb MapKepbl

URL anAa nony4enun pnavHbix  http://proxy_server:port/oidc/userinfo

SEHHDOG Ha nony4eHuWe AaHHbIX A0MKEH NPOUCXOONTL Yepe3 NPoKCU-cepeep

Client ID my-client-id

Client Secret NameHUTb 3Ha4eHre

Ipynnbl AaHHbIX

birthplace x m addressfl x m

nna nobaBneHvs rpynnbl AaHHbIX BBEOUTE ee MMA U HAXKMUTe Enter

Mos ID (CYANP)

Ons KoHPUrypuposaHus Bxoga yepes Mos ID (CYAMUP) Heob6XxoaMMO BbINOAHUTL CNeayHoLLMe LWaru:

1. 3apeructpupoBaTtb npuaoxeHue s cucteme CYQUP. [ina aToro nogatb 3aABKY COMMACHO MHCTPYKLUUK, pas-
MeLEeHHOM Ha 0pULMANBHOM CalTe 3TOMO NOCTABLLMKA MAEHTUPUKAUMN - https://login.mos.ru/
support (BHewHuit CYAUP) n https://sudir.mos.ru/support (BHyTpeHHui CYOWUP). Mo pe-
3y/NIbTaTaM PerucTpaLMm HeobxoaMmo NoayYmnTb:

* ymaeHTUduKaTop (client_id);

® ceKkpeT KaneHTa (client_secret).
2. MepeiTn B KOHCONb ynpasneHus Blitz Identity Provider u fo6aBuTb NocTaBLLMKa, MMetowero Tun CY IUP.
3. 3anonHWUTb HAaCTPOWMKM NOCTaBLLMKa UAEHTUDMKALMUK:

¢ MaeHTUdMKATOP NOCTABLUMKA;

e HasBaHWe NOCTaBLUMKA;

e URL ansa aBTOpM3aLMM — agpec, Mo KOTOPOMY AO/KHA UHULMMPOBATLCA ayTEHTUOUKALMA, Hanpu-
mep: https://login.mos.ru/sps/oauth/ae ana sHewHero KoHTypa CYAUP n https://
sudir.mos.ru/blitz/ocauth/ae ana BHyTPEHHEro;
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e URL ans nonyyeHuns n ob6HOBAEHMA MapKepa — aApec, MO KOTOPOMY NPOUCXOAMUT NoayYeHMe N 0BHOB-
JleHne mapKepa ocTyna, Hanpumep: https://login.mos.ru/sps/oauth/te ana BHewHe-
ro KoHTypa CYOUP u https://sudir.mos.ru/blitz/ocauth/te gna BHYTPEHHErO;

MpumeuaHme: Ecnv mapKepbl 4OCTyNa Noab3oBaTenen HeobxoanMMo cCoXpaHATb B 6a3y AaHHbIX,
yCTaHoBUTE GNIAKOK 3amoMUHATL MapkXepbl B pesynstaTe MapKepbl 6yayT COXpaHATbCA B Cie-
OYIOLWMX CayYanx:

npu BXxo4e nosb3oBaTens;

npwv NPUBA3Ke BHELUHEro NocTaBLLMKa B JIMYHOM KabuHerTe;

npu NpuBA3Ke BHELIHEro NocTaBLmKa Yepes REST API v2;

npu perncrtpaunn noib3oBartend Yyepes sHewWwHero nocrasumKa.

e URL gna noayyeHua AaHHbIX — agpec, No KOTOPOMY MPOUCXOAUT MOJyYeHUe AaHHbIX NoAb30Ba-
Tena, Hanpumep: https://login.mos.ru/sps/oauth/me gna sHewHero KoHTypa CYAUP 1
https://sudir.mos.ru/blitz/ocauth/me ans BHyTpeHHEro;

e NpoeHTndukatop (client_id);
e CeKkpeT KnveHTa (client_secret).

* 3anpalumMBaemble rpynnbl AaHHbIX — NepeyeHb 3anpalnBaemblx paspeLleHnin, Hanpumep, openid
mprofile;

4. HactpouTb npaBuna CBA3bIBAHMUA.

5. B pasgene AyTeHTUGUKALMA KOHCONWN YNPaBAEHUA BKNOYUTb MCNOb30BaHWE METoAa ayTeHTUGUKALMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa naeHTMdMKaunmn CYJUP.
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HacTpoiku nocraswmka uaeHtngpuxkayum CYQUP

BesonacHocTb

3anonHuTe faHHble ANA KoppexKTHoro BaauMonencTemA Blitz Identity Provider ¢ ciucTemoi ynpaesneHna noctynom ropoaa Mockebl. MNoapobHee o
NONy4eHWU AOCTYMNa WU HACTPOIKax NOAKNIOYEHUA K nopTany MockBbl (MOS.ru) MOXHO NOCMOTPETL 3aech. MHchopmauua o paboTe ¢ BHYTPEHHEM
koHTypom CYAWP pasmellena 3neco.

MpeponpepenexHsle cebinku https:/bip-

BosBpara (redirect_uri) devi.reaxoft.ru/blitz/login/externalldps/callback/mos/mos_1/false
https://bip-
devi.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mos/mos_1
3TH CCbINKK A0MKHBI BbIT NPONUCaHEI B HACTPORKAaX NOCTaBLLMKa

naeHTUUKaUMW ONA KOPPEKTHOA 06paboTku pesynsTaToB
ayTeHTUUKaLuK nons3oearena. Mcnonbayitte cxemy hitps, ecnu Bb
ncnonb3yeTe 3allvlleHHoe coeuHeHue.

URL ann asTopusauun = hitps:/login.mos.ru/spsfoauth/ae

URL gna nonyuenna n | https:/login.mos.ru/sps/oauth/te
06HOBNEHMA MapKepa

3anoMuHaTh Mapkepsl

URL ans nony4yeHua AaHHbIX https://login.mos.ru/sps/oauth/me

Waentuchukatop (client_id) | test

Cekper (client_secret) VI3BMEHWTE 3HaYeHWe

PaspeweHun

3anpalwvBaemsle pa3pelleHun

[Ona po6aBneHwnA paspeLleHA BBeOUTe ero MMA KU HaxkmuTe Enter

VKaxuTe nepeyeHb paspeLleHuii (scope), KoTopble A0MKHbl BbITh

NpaeHTU(DMKALMA YYeTHbIX 3anucei

YKaxuTe yHUKanbHbliA aTpubyT BHELHEr0 NOCTaBLUMKA MABHTUDKUKaLMK, KOTOPbIA ByaeT Mcnons308aTheA AM1A CBA3KM y4eTHoI 3anucu B Blitz Identity
Provider.

WpeHTudunkatop

guid

MexayHapoaHble NOCTaBLUKU

Apple ID

[nsa koHoUrypuposaHusa Bxoga yYepes Apple ID Heobxogumo nepeiitn B «Apple Developer Account» (obpatu-
Te BHMMaHMe, y KOMNaHMM JOMKHA BbITb AeicTytowan noanvcka Apple Developer ID) B pasgen «Certificates,
Identifiers & Profiles»*®, B KOTOPOM BbINOAHUTL CAEAYIOLLME ONepaLUn:

1. B okHe «Certificates, Identifiers & Profiles» BbibpaTb B NpaBom BepxHem yray ¢unbtp «App IDs». KHoMKoM
«+» pagom c «Identifiers» cosgaTb HOBbIV «App ID»:

46 https://developer.apple.com/account/resources/identifiers/list
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e BbIOpaTh TUN ApPD;

e 33aaTb «Description». OH 6yaeT oTobpaxkaTbCA MO/b30BaTENO B OKHE MOATBEPXKAEHUA BXoAa NoO
Apple ID;

e B «Bundle ID» 3apatb naeHTUOMKATOP BUAA com. company .1ogin Ha OCHOBE MCMOb3YeMOro B
Blitz Identity Provider someHa;

e B «Capabilities» otmeTuTb «Sign In with Apple», HaxkaTb pAAOM KHOMKY EdAit v npoBepuTb, Y4TO Bbl-
6paHo «Enable as a primary App ID»;

e OyneT NpeanoXKeHo 3aBePLUMTL HACTPOMKY — 3TO BCE OMMCAHO B NOC/eAYoWMX NYHKTAX. MoKa HY»KHO
HaXaTb «Register».

Certificates, Identifiers & Profiles

Certificates Identifiers e Q, AppDs
Identifiers
NAME IDENTIFIER
Devices
BlitzldentityProvider com.identityblitz.blitzidp
Profiles
Keys
More

Certificates, Identifiers & Profiles

< All Identifiers

Register an App ID

Platform App ID Prefix
i0S, macQOS, tvOS, watchOS Y2B5234KDQ (Team ID)
Description Bundle ID ® Explicit O wildcard

You cannot use special characters suchas @, &, *, ', ", -, ‘We recommend using a reverse-domain name style

com.domainname.appname). It cannot contain an a:

Capabilities App Services

ENABLED NAME

O @ Access WiFi Information

O App Attest

2. B okHe «Certificates, Identifiers & Profiles» BblbpaTb B npaBom BepxHeM yray ¢unbtp «Services App IDs».
KHonKkoM «+» pagom c «ldentifiers» co3patb HOBbIM «Services App ID»:

e 3apatb «Description». OH ByaeT oTobparkaTbCa MOJIb30BaTE/NII0 B OKHE MOATBEPXKAEHUA BXO4a Mo
Apple ID;

e 33aaTb «ldentifier». PekomeHayeTcs 3a4aTb B BUAE com.company.login Ha OCHOBE UCMONb3Y-
emoro B Blitz Identity Provider gomeHa. MNo3e co3gaHHbii Ident i fier HyXXHO by4eT BBECTU B Ha-
cTpoikax Blitz Identity Provider B kauectBe client_id B HacTpoiky «M0eHmugpukamop kaueHma
(Service ID)»;

® Ha)kaTb «Register»;

e BblOpaTb CO34aHHbIN «Service ID». B ero HacTpoiKax MOCTaBUTb YeKboKc «ENABLED» v HaxKaTb
«Configure»;
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® B OTKPbIBLUEMCA OKHE NMPOBEPUTb, UTO B «Primary App ID» yKa3blBaeTcs CO34aHHbIN paHee «App ID»;

e B8 «Domains and Subdomains» 4epes 3anATyl0 NepeynmcanTb 4OMeHbI, ncrnosbsyemble Blitz Identity
Provider;

e B «Return URLs» nepeuncante URL BO3BpaTa Yepes 3anATyto U C yKasaHnem https. Hy»KHO yKasaTb
URL, 06pasubl KoTopbix Blitz Identity Provider nokasbiBaeT B HacTpoWKax noakatoueHus Apple ID,
Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/apple/apple_1/false

https://login.company.com/blitz/profile/social/externalldps/callbackPopup/
—apple/apple_1

* MoATBEPAMTb 3343aHMNE HACTPOEK, HAXKaB nocnenosatensHo «Confirm», «Doney, «Continue», «Save»
B MoCneayoLWwmxX SKpaHax;

3. B meHto «Keys» co3gatb Katoy ana «Sign In with Apple». 3To MOXKHO caenaTtb TO/IbKO O4HOKPATHO, TaK 4YTO
peKoMeHAyeTCca CO34aHHbIM KoY rae-To coxpaHuTb. B Blitz Identity Provider B HacToAWwmit MOMEHT 3TOT
K/1t04 HE UCMONb3YETCA U He NOHAZ06UTCA, HO OH AONKEH BbITb CO34aH M COXPaHEeH Ha byayuiee.

Certificates, Identifiers & Profiles

< All Identifiers

Register a Services ID

Description Identifier

You cannot use special characters suchas @, &, * ', ", -, We recommend using a reverse-domain name style string (i.e
com.domainname.appname). It cannot contain an asterisk (*)

Certificates, Identifiers & Profiles

< All Identifiers

Edit your Services ID Configuration
Description Identifier
BlitzldP com.identityblitz.blitzidp-services

You cannot use special characters suchas @, &, %, ', ", -,

ENABLED NAME

Sign In with Apple
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Web Authentication Configuration

Use Sign in with Apple to let your users sign in to your app's accompanying website with their Apple ID. To
configure web authentication, group your website with the existing primary App 1D that's enabled for Sign in
with Apple.

Primary App 1D 1 App ID

BlitzldentityProvider (¥ 2B5234KDQ.com.identityblitz. blit...

Website URLs @

Provide your web domain and return URLs that will support Sign in with Apple. Your website must
support TLS 1.2 or higher. All Return URLs must be registered with the https:/f protocol included in the
URI string. After registering new website URLs, confirm the list you'd like to add to this Services 1D and
click Done. To complete the process, click Continue, then click Save.

Search

Domains and Subdomains

demo.identityblitz.com ]

Return URLs

https://demo.identityblitz.com/blitz/login/externall... g

https:fidemo.identityblitz.com/blitz/profile/socialfe... a3

Cancel Done
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Certificates, Identifiers & Profiles

< All Keys

Register a New Key
Key Name

You cannot use special characters such as @, &, %, ', ", -, .

ENABLE NAME DESCRIPTION

Establish connectivity between your notification server and the Apple Push

O Apple Push Notifications service (APNs
s ( ! Notification service. One key is used for all of your apps. Learn more

Access the DeviceCheck and AppAttest APIs to get data that your associated
] DeviceCheck server can use in its business logic to protect your business while maintaining user
privacy. Learn more

our websites. Show a map, display search results, provide

MapKit JS

Medi es (MusicKit, ShazamKit)

d with the key

Enable your apps to allow users to authenticate in your application with their Apple

Sign in with Apple ID. Configuration is required to enable this feature.

(@ This serviee must have ane identifier configured

. Publish all of your ClassKit app activities to teachers creating Handouts in Apple
] ClassKit Catalog ¥ PP 9 PR
Schoolwork. Learn more

Mocne okoH4aHMA HacTpoek B «Apple Developer Account» Heobxogumo:
1. Meperitn B KOHCONb YnpaBneHua Blitz Identity Provider n no6asuTb nocTaswmka, umetowero Tmn Apple.
2. 3ano/iHUTb HaCTPOMKM NOCTaBLIMKA MAEHTUDUKaALUN:
¢ MaeHTUdMKaTOp NOCTABLUMKA;
¢ HasBaHMe NoCTaBLUKKa;
e MpeHTnduKaTtop KAmneHTa (Service ID), nonyyeHHbiv B Apple Developer Account.
3. HactpouTb npaBuaa cBA3bIBaHUA.

4. B pasgene «AymeHmuguKayusa» KOHCONM YNPaBAEHUA BKAOYUTb UCMOMb30BaHNE MeToaa ayTeHTUdMKa-
UMM C UCNO/Ib30BaHMEM MOCTaBLLMKA naeHTUdMKaumm Apple.

HacTtpoiiku noctaBimka naeHtucgukauum Apple
BesonacHocTb

Vcnonb3yiTe HacTpoliku Bawero Apple Developer Account AnA 3anonHEHNA yKa3aHHbIX HUXXe napameTpoB. He 3abyabTe COXpaHWUTb B HACTPOMKaX yKa3aHHbIe
URL nepeHanpasneHua.

URL nepeHnanpasnenusa (Return URLs) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/apple/apple_1/false
https:/bip-dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/apple/apple_1

WpenTtudumkarop knuenta (Service ID) com.identityblitz.blitzidp-services
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Google

Ons KoHPUrypupoBaHUs Bxoaa yepes Google He0H6X0AMMO BbINONHUTL CleAytoLLIMe LWarun:
1. Nepeiitn B [ncnetyep API Google?’, B KOTOPOM BbIMOJIHUTb C/iegyoLme onepaumm:
* nepeiTn B pasaen «YuemHoie OaHHbIEY;
® C034aTb MPOEKT U CO34aTb HOBbIE YYeTHble AaHHble TUNa «MoeHmugukamop KnueHma OAuthy;
® TWM HOBOTO MAEHTUDMKATOPa KANEHTA (Hanpumep, Be6-NpUIoKeHUe) U AaTb eMy Ha3BaHUE;
® OrpaHMYeHuA He 3a43aBaTb, OHM ByAyT YKa3aHbl NO3MKE;

e Google creHepupyeT nAeHTUPUKATOP M CEKPET KNNEHTA, OHWU NOTPEDYOTCA ANA NOCNEAYIOLWEro BBOAA
B KOHCo/M ynpaBneHua Blitz Identity Provider.

e B «PaspeweHHble URI nepeHanpaeneHua» nepeuymcamtb URL BO3BpaTa Yepes 3anaTyto U C yKasaHMeM
https. HyxkHo ykas3atb URL, 06pa3ubl KoTopbix Blitz Identity Provider nokasbiBaeT B HacTpoWKax
noakntouyeHuns Google, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/google/google_1/
—false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/

—google/google_1

= Google APls  @lizicp social ~ o  fi a : (8
Google o 9 1 -
API Aucnetyep AF YYeTHuIe QaHHbIe
d=b

- Cxaqate $ain JSOM CopotunTe CoxpeT KANENT Yaanate
Fits
“' Waewtudukarop knnenta gns Beb-npunomenne

HaeHTHEMEITOR KANEHTA 1008576756581 7pgvoedrigipldpstambdsljedbsb®n. apps.googléuseicontent.com
Ceuper knwguTa

fata coagamen Towon. 2006 7., 1201:14

Haasamue

Betd-wnmesr 1|

Or panaweHsa

PEIDE e BETONHNKA JEVASERPY

Parpewenwud UR! epeHangan acuus

2. MepeiTn B KOHCONb ynpasneHus Blitz Identity Provider n no6asuTb noctasLmKa, Metowero Tun Google.

47 https://console.developers.google.com
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3. 3ano/sHWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUOUKALMK:
e NaeHTUdMKaATOP NOCTaBLUMKA;
e HasBaHMe NOCTaBLUMK];
e NaeHTudumkaTop KAneHTa (Client ID), nonydyeHHbit B Aucnetyepe APl Google;
e CeKkpeT KnveHTa (Client secret), nonyyeHHbi B Jucnetyepe APl Google;
e URL ana asTtopusauum;

e URL g1 nonydeHuns n o6HOBAEHUA MapKepa;

MpumeuaHue: Ecnv mapKepbl 4OCTYyNa NoAb30BaTeNel HeObX0AMMO COXPaHATb B 6a3y AaHHbIX,
YCTaHOBUTE GNAXKOK 3arIOMHHATE Mapkepsbl B pesynbrate mapKepbl 6yAyT COXpaHATLCA B Cie-
OYIOLMX CyYanx:

— NpW BXOAE NOAb30BaTeNs;

npu NpuBA3Ke BHELIHEro NOCTaBLMKA B J/IM4HOM KaGMHETe;

npv NpuBA3Ke BHELWIHEro noctasLwmka Yepes REST API v2;

npu perncTpaumm nonb3oBaTtena Yepes BHeWHero NnocrtaswmKa.

e URL a4nsa nonyyeHua AaHHbIX;
* 3anpalumBaemble paspelleHna (scope), npeaycmoTpeHHble B Google®®,
4. HacTtpouTb NpaBuaa CBA3bIBAHUA.

5. B pasgene «AymeHmuguKkayus» KOHCON YNpPaBNeHUA BKAOYUTb UCMOIb30BAaHNE METOAA ayTEHTUPUKA-
LMK C UCNONb30BaHMEM NOCTaBLWMKa naeHTudumKkaumnm Google.

48 https://developers.google.com/+/web/api/rest/oauth#authorization-scopes
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Hactpoiiku noctaBwmka naeHTucukaummn Google

BesonacHocTb

Wcnonbsynte paspen "VueTHble aaHHbie" [ucnetuepa APl Google ona 3anonHeHna ykasaHHbiX Hubke napameTpoB. He 3abynpTe coxpaHnTb B "YueTHbIX faHHbIX" ykasaHHbie URI
nepeHanpaBneHua.

URI nepenanpasnennn (Redirect URI) https:/bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/google/google_1/false https:/bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/google/google_1

URL anA astopusauumn https://accounts.google.com/o/oauth2/auth

URL ana nony [} https://accounts.google.com/o/oauth2/token

3anomvHaTh Mapkephb!

URL ansa nonyyeHus AaHHbIX  https://www.googleapis.com/oauth2/v1/userinfo?alt=json

WpeHTucmkaTop knuenta (Client ID) 293336328678-0j4uk9ts669dqtpbi5gaq85g8bgskgnm.apps.googleusercontent.com

Cekpet knuenTa (Client secret) N3meHuTb 3HaueHne

Paspelwenusa

Sanpauwmsaemsie paspewenis m m

MepeyeHb AOCTYNHLIX paspeweHnii Google

Facebook!

[na koHoUrypmuposaHua Bxoaa Yepes Facebook HeobxoaAMMO BbINONHUTL CeayoLMe Waru:
1. Mepeittv B naHenb Facebook a8 paspabotunkos®®, B KOTOPOW BbINOAHUTL CAEAyIOLLME HACTPOMKM:

. I,CI,OG:’:\BVITb HOBOE MNpPUaOXKeHne, yKka3aB ero HassaHue, agpec 3I'IEKTpOHHOl‘;1 no4YTbl ANA CBA3U U KaTe-
FOPUI0 NPUNOKEHNA;

® C034aTb UAEHTUDUKATOP NPUNOKEHUS;

* nepenTH B HACTPONKM NPUNOKeHUS, pasaen «OcHosHoe». B 3Tom pasgene ykasaTb napametp «Zo-
MeHbI npusnoxeHus» (NnapameTp A0/KeH COOTBETCTBOBaTb A4OMEHY, Ha KOTOPOM ycTaHoBsseH Blitz
Identity Provider) n no6aButb caiiT ¢ aHanormyHbim URL.

* nepeiTn B pasgen «l1posepKa NpusaOXEHUA» U aKTUBUPOBATb NYHKT «COea1amb npusiomeHue «...»
docmynHbiM 015 8cex».

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHu3almeit u 3anpelleHa B Poccuu, AeaTeNbHOCTb MPUHAANExaLLMX eii coll.ceTeii Facebook u
Instagram Tak:ke 3anpeteHa 8 PP.
49 https://developers.facebook.com/apps/
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§ Blitz Identity Provider v

(o Nakens

ﬁ HacTtpoiikn ~
OcHoEHO®
[LononHuTensHO

@j Ponu v

Q MpenynpexaeHns o -

@ MpoBepka NPUNOKeHUA ~
Toeape: [NoBasnTe ToBAD
Bxoa yepea Facebook * v

ypran aeicTauii

1= JypHan fedcTeni

ID NPUNOKEHURA: sssssssssssssse

okyMeHTHI WHCTpYMEHTHI Monnepxka

TN npunoxeHusA: MoTpedHTeENbCRoE

ID npUnoXeHUs

OToGpaXaeMoe HasBaHHe

Blitz Identity Provider

OoMeHEI NPUNCKEHHA

ssssssssesesss COM

URL-agpec NONMTHKN KOHGBMASHUMANEHOCTH

NHUTUKA KOH(MUAEHUMANbHOCTW ANR Ananora «Bxoa» U cTpaHy

Yaoanesue gaHHeIX none3csatensi @
URL MHCTPYKUMA ANA yAaNeHNA JaHHbIX -

Kareropua
Bunanec u CTpaHuubl v

Mogpo0Hee O KATENOPUAX NPUMNOKEHNA 30ECh

Mo# npUnoxeHus Q, Mowck B AOKYMEHTALMIA INA pa:

(@) Nomouys

CekpeT NpUNoXeHHs

LTI Mokasats

MPOCTPaHCTED HMEH

3n. agpec ans cessm @

info@eesses com

URL-agpec Monke30BaTeNk:CKOro cornawexHna

ONb30BATENBCKOE COrMAllEHHe ANA Ananora «Bxoa» n CTpaHuLb

3Ha4oK NpuUnokeHns (1024 x

1024)

HazHayeHWe NPUNOKEHNA
OcHDEHDS HasHaueHIE TOMD NpH
Mnargopmel Facebook 1 ncnone3ol

YUaTE QOCTYM & AaHHEM
W CEAYIOWMX T

Bbl MnK NpuHaAnexaljas sam KOMNaHHA

Knunexte!

BriSepuTe 3TOT BEDHEHT, £CTH MPUMOH: CO3NAH0 B NEPEYH0 0Uepes ANA
HWA AaHHBIMM AN 0T LEKTAMN OT MEHW 0QHOTD MITH HECKOMLKNX
KMHEHTOB.

® Ecnv Bl paspadaTbiBacTe NPUNOKEHUE, KOTOPOE OT NMLa
KIIMEHTOB NOMy4YaeT JOCTYT K AaHHbiM nnatgopmbl Facebook?®
4ns Bac geicTeyioT Npasuna nnardopmMbl M3 pa3gena 5b.

2. MNepeinTn B KoHconb ynpasneHus Blitz Identity Provider n go6aBuTb NOCTaBLMKA, MMEIOLLETO TUM

Facebook.

3. 3anoNHWUTb HAaCTPOMKKM NOCTaBLUMKA MAEHTUUKALUN:

e NaoeHTdMKATOP NOCTABLUMKA;

¢ HasBaHMe NocTaBLLMKa;

e MpeHTnduKkatop npunoxkeHuns (App ID), nonyyeHHbll B naHenu Facebook ans paspaboTtumnkos;

URL gna asTopusaumu;

URL g5 nonyyeHusa u o6HOBNEHUS MapKepa;

MpumeyaHue: Eciv mapKepbl 4OCTYyNa NoAb3oBaTenel HeObXOAMMO COXPaHATL B 6a3y AaHHbIX,
YCTaHOBUTE GNAKOK 3arMOMUHATL MapXepsbl B pesynstate mapkepbl 6yayT COXpaHATLCA B Ce-
OYIOLWMX CAyYanx:

npuv BXoZe nosib3oBaTens;
Npu NPUBA3Ke BHELIHEro NOCTaBLYMKa B JINYHOM KabuHeTe;
npw Np1BA3Ke BHELUHEro nocTasLuKka yepes REST APl v2;

npu perncTtpaunn nosib3oBatena Yyepes BHelWwHero NnocrasuwuKa.

e URL a4na nonyvyeHna AaHHbIX;

CekpeT npunoxkeHun (App Secret), noaydeHHbIN B naHenun Facebook ana paspaboTumKos;

* 3anpalmBaemble paspelleHns (scope), npeaycMoTpeHHble B Facebook™;

e 3anpalumBaemble aTpubyTbl, NpesycMoTpeHHble B Facebook; AonycTMmo yKasbiBaTb TO/IbKO Te aTpu-
6yTbl, KOTOPbIE NPEAYCMOTPEHbI BbIOPAHHBIMW Pa3peLleHUAMU.

50 https://developers.facebook.com/docs/facebook-login/permissions/
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4. HacTpouTb NpaBuna CBA3bIBAHMA.
5. B pasgene «AymeHmuguKayusa» KOHCONWN yNpaBJeHUa BKIOYUTb UCTMONb30BaHME METOAA ayTeHTUDUKa-

UMM C UCNONb30BaHMEM NOCTaBLMKa naeHTudmKaummn Facebook.

HacTtpoiiku noctaBwmka naeHtudukaummn Facebook

BesonacHocTb

[nA 3anonHeHWA nenonbayinTe nadens Facebook nona paspaboTtyukos. He 3abyabTe coxpaHnTb B HACTPOMKax npunoxeHuA Facebook yKasaHHbIA
LOMeH NPUNOKEHWA.

OomeH npunoxeHua bip-devi.reaxoft.ru

URL-appeca ana https:/bip-
nepeHanpasnenua OAuth devi.reaxoft.rublitz/login/externalldps/callback/facebook/facebook_1/false
https://bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/facebook/facebook_1

3TU CCLINKK [OMXKHbLI BbITh NPONUCaHL! B HACTPOMKAX NOCTABLLMKA
nAeHTUhUKALMKM ANA KOPPEKTHOR 06paboTKy pe3ynsTaTos

ayTeHTUKMKALMIA none3osartena. Micnonb3ynTe cxemy https, ecnu Bbl
WCNonb3yeTe 3alWILEHHOE COEAUHEHME.

URL ans asTopusauum  https//www.facebook.com/dialog/oauth

URL AnA nony4YyeHuA U https://graph.facebook.com/v2.6/oauth/access_token
o6HOBNEHUA mapkepa

3anoMUHATL MapKepbl

URL anA nony4yeHuAa AaHHbIX https://graph.facebook.com/v2.6/me

WaeHTudukarop npunoxeHua = test
(App ID)

Cekpet npunoxeHuna (App Secret) W3MeHUTb 3HaveHne

PaspelieHua n atpubyThl

3anpawmeaemMbie paspelleHna public_profile x m

[na pobaeneHun paspelleHna BBeguTe ero UMA 1 Haxxmute Enter

YKaxuTe nepeyeHb paspeLlleHuii (SCoOpe), KOTOpbIe A0MKHbI GbITh
nony4eHs! Npu o6palleH K NocTaBLUMKY naeHTUUKaUuK. MNepeyeHs
[OCTYNHLIX paspelexuin Facebook

3anpawmeaembie aTpUGYTbI m

Ina pobaBneHws atpubyTa BBEANTE ero UMA K HaxmMuTe Enter. Ykaxute
nepeveHb aTpubyTOB, KOTOPbIE AONXKHbI GbITh NONYYEHb! NPY 0BpaLLeHnA K
nocTaBLMKY naeHTcmrKaumi. NepeyeHb AOCTYNHBIX aTpMByTOB 3aBUCKT OT
TOro, Kakue paspelweHnA 3anpallmBsarTca.
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Bxop, uepes gpyryto yctaHoBKYy Blitz Identity Provider

[na KoHbUTryprpoBaHUa BXoAa Yepes yuyeTHyto 3anucb apyroro Blitz Identity Provider (Hanpumep, ycTaHoBAEHHO-
ro B Apyroi opraHusaumu, ganee — nosepeHHbIn Blitz Identity Provider) uam nHoro nocrasLumKa naeHTMduKaumm,
nogaepmsatowero OIDC, Heo6xoANMMO BbINOAHUTL CeayoLMe Waru:

1. OTKpbITb KOHCO/b YNpaBneHua gosepeHHoro Blitz Identity Provider (namn nonpocnTtb agMmuHUcTpaTopa 4py-
roro Blitz Identity Provider aTo caenaTb) 1 BbINOAHWUTL CAefytoLLMe onepauuu:

nepeinTn B pasaen «llpunoxeHusn»;

HaaTb Ha KHOMKY «/lobasume npusnoxceHuey;

YKa3aTb NAEHTUOUKATOP NPUNONKEHWUA, HA3BAHUE U LLOMEH MPUNIOKEHWUS;
COXPaHUTb NPUSIOKEHWE N MEPENTU K Er0 HAaCTPOIKE;

BblOpaTh NpoToKoN nogKatodeHma OAuth 2.0;

YKa3aTb cekpeT (client_secret), 1Mb60O OCTaBUTL NPeA3an0OAHEHHbIV BAPUAHT;

yKasaTb npedurKc CCbIIKM BO3BPaTa, B KaYecTBe KoTopoi ykazaTb URL ocHoBHo Blitz Identity Provider,
B KOTOPbIN ByAeT OCYLLEeCTBAATLCA BXOA;

NPOM3BECTM HACTPOMKY HEOBXOAUMbIX pa3pelleHunit B pasaene «OAuth 2.0».

2. MepeiTn B KOHCONb ynpasneHua Blitz Identity Provider n nobaeuTb nocrasuwmka, umetowero tmn Blitz
Identity Provider.

3. 3anofHWUTb HAaCTPOMKKM NOCTaBLUMKA MAEHTUPUKALUN:

NpeHTUdMKaTOp NOCTaBLUMK];

Ha3sBaHue nocTaBLLMKa;

URI BHeLWWHero nocTaBLLMKa — 4OMEH, Ha KOTOPOM YCTaHOBNEH AoBepeHHbIn Blitz Identity Provider;
NpeHTndukatop (client_id), yKasaHHbIM B HacTpolikax gosepeHHoro Blitz Identity Provider;
CekpeT (client_secret), ykazaHHbIW B HAacTpoiKax foBepeHHoro Blitz Identity Provider;

3anpalunBaemble paspeLleHns, AaHHble paspelleHna JoMKHbI bbiTb onpeaeneHbl B pasgene OAuth
2.0 posepeHHoro Blitz Identity Provider;

NpeHTndukatop — atpnbyT aosepeHHoro Blitz Identity Provider, koTopbiit 6yaeT ncnonb3osatbcs B
KayecTBe naeHTUdMKaTopa nosnb3osatens (obecneynBaeT YHUKaNbHOCTb YYETHOM 3anucK AaxKe npu
U3MeHeHUW aTpMbyTa, OTBEYAIOLLEro 32 UMA Nosb3oBaTens);

4. HactpouTb npaBuna CBA3bIBAHMUA.

5. B pasgene «AymeHmuguKkayus» KOHCON YNpPaBNeHUA BKAOYUTb UCMOIb30BAaHNE METOAA ayTEHTUPUKA-
UMM C UCnosib30BaHWEM NocTaBLMKa naeHtudumkaumm Blitz Identity Provider.

2.2. ba3oBoe KOHPpUrypmposaHue 178



Blitz Identity Provider, Bepcua 5.23

BasoBbie HacTpoiiku Blitz Identity Provider

MaeHTMdukaTop NnocTaBLmMKa blitz_1

Ha3eaHue NocTaBLiMKa Blitz

HacTpoiiku noctasujvka ngeHtudukauyunu Blitz Identity Provider

BesonacHocTb

JANA 3aN0NHEHWs YKa3aHHbIX NapaMeTpos 06paTUTeCk K 3MUHWNCTPATOPY BHELUHErD NOCTaBLLIMKa MAeHTUGWKaLMK Blitz Identity Provider. HeoBxognman MHGOPMaLWs pasMelleHa B
CBOACTBaX NOAKNHUEEMOT0 NprNoxeHus (Mo npoTokony OAuth 2.0). Taike nepegaiiTe agMUHWCTPATOPY NprBeAeHHbIe Huke URI nepeHanpasneHus.

MpeaonpeaeneHHbIE CCbINKK Bo3BpaTa  http(s)://demo.company.com/blitz/login/externalldps/callback/blitz/blitz_th

(redirect_uri) http( mo.company.com/blitz/profile/social/externalldps/callbackPopu

URL gns asToprsaymmn https://demo.company.com/blitz/oauth/ae

URL ANs nonydeHun 1 o6HOBNEHWA Mapkepa https://demo.company.com/blitz/oauth/te

URL ans nonyuyeHwWA faHHbix | https://demo.company.comsblitzsoauth/me

WperTndukarop (client_id)  test_blitz

CexperT (client_secret) W3MEHWTL 3HaueHWe

Paspewennsa

3anpaluvBaeMele paspelleHns

Ana poBaBneHNA pa3peLLeHA BBEANTE Ero MMA N HaxMnTe Enter

NAeHTUGUKALMA yYETHDBIX 3anucei

YKaXMUTE YHKaNbHbIA aTpuByT BHELUHEro NOCTaBLKa WAEHTUOUKALMK, KOTOPLIK ByAeT MCNONb30BaTLCA AN CBA3K yHeTHOR 3anucK B Blitz Identity Provider.

WaeHTndMKaTop

guid

o

HacTpoiiku cBA3bIBaHUA yYeTHbIX 3anucei
B HacTpoMKax KaxAoro NocTaBLyKa MAEHTUOUKALMM NpeaycMOTpeH pasaen CeAsbiBaHWe y4eTHbIX 3anucei. C
NMOMOLLbIO HACTPOEK AAHHOTO pPa3gena MOXHO ONpefenuTb:

* npaBuaa CBA3bIBAHMA BHELLHEN YYETHOM 3anmcK ¢ ydeTHon 3anuckio B Blitz Identity Provider;

* npaBu/ia COOTBETCTBMA aTPMOYTOB BHELLHEN YYETHOM 3anncK 1 ydyeTHol 3anucu B Blitz Identity Provider.
MpeaycmoTpeHbl ABa peXMma HacTPOMKK: 6a3oBasn MU pacluMpeHHas.

CBA3blBaHMe BHELIHEN Y4eTHOM 3anucK ¢ yyeTHon 3anucoto B Blitz Identity Provider npoucxoant B cnepytomx
CueHapusx:
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¢ [py nepBom BXoAe C UCNOb30BAHMEM BHELLHEN YYETHOM 3anncK, eC/In OHaA elle He NPMBA3aHa HU K O4HOW
yyeTHo# 3anucu B Blitz Identity Provider.

¢ [lpw cBA3bIBaHMM B JINUHOM KabuHeTe.

ba3oBaA HacTpoiiKa

basoBas HaCTpOﬁKa BbIMOJZIHAETCA C NOMOLbIKO KOHCTPYKTOPa npasu. lCl,aHHbll‘;I pexnm noaxoauT anAa TMNoBbIX
cueHapues CBA3bIBAHUA YYETHbIX 3anucei 1 conoctaBneHUn anM6yTOB.

MpeaycMoTpeHbl cneaytowme HacTPOMKHM:

L4 PaSpeLHI/ITb IIPHUBY3BIBATE OLHY YUETHYIO 3allMChb IIOCTAaBIIHKA I/I,H,eHTI/ICPI/IKaLH/II/I KO
MHOI'MM akkKayYHTaM:

— onuug Buibpaua — Blitz Identity Provider pa3pewunT npuBsA3aTb BHELWIHIOW YYETHYH 3anucb K
HECKONIbKMM y4yeTHbIM 3anucsam B Blitz Identity Provider. MNpu Bxoae nonb3oBaTens Takon BHeLWHeN
YYETHOM 3anuMCbio B NpoLecce BXxoda emy byaeTt nokasaH BblIOOp M3 HECKO/IbKUX NMPUBA3AHHbIX YYeT-
HbIX 3anucen.

- onuug He BrbGpaHa — Blitz Identity Provider He Nn03BOAUT NpMBA3aTb BHELLHIOK YYETHYHO 3aMUChb K
y4yeTHol 3anucu Blitz Identity Provider, ecnu Takaa BHELWHAA y4€THAnA 3aNUCh YXKe NPUBA3aHa K A4pyroi
yyeTHol 3anucu Blitz Identity Provider.

b HpennaraTb IIONBp30BaTENI0O BBECTH JIOI'MH WU IIapOllb OId IIPHBI3KH, €CIIH YyUeT—
Hag 3aluchb He Onlla I/I,H,eHTI/Iq)I/ILII/IpOBaHa:

— onuug BoiBpaHa — NoAb30BaTeNto, byaeT NpeasoKeHo NPOUTU MAEHTUOUKALMIO N ayTeHTUDUKa-
LMo anbTepHaTUBHbBIM cnocobom, 4Tobbl NPUBA3ATL BHELLHIOK YYETHYIO 3aMuCb, €CIN NO HAaCTPOEH-
HbIM NPaBMAaM He YAanocb HaWTK yueTHyto 3anuce B Blitz Identity Provider.

— onuug He BriGpana — Blitz Identity Provider He pa3pelwwmnT Bxoa nonb3osatens, 414 KOTOPOro He
YAAN0Cb CONOCTABUTb YYETHbIE 3anncK. EC/IM HAaCTpOeH NPOLLECC PErncTpaLms A1a BHELHUX YYETHbIX
3anucei, To byaeT aBTOMaTUYECKM 3anyLLLEeH NPOLLeCcC pernctTpamuu.

¢ PaspemuTh PEerucTpalMio [NONb30BaATENd:

— onuug BribpaHa—B popme BBOAA Napoas 0TobparkaeTca cCbisika, N0 KOTOPOI MOMKHO 3aperucTpu-
poBaTbCA BO BHELIHEM MOCTaBLLMKE.

— onuudg He BHIGpaHa — B Gopme BBOAA Mapo/A HET BO3MOXKHOCTM NepenTu K peructpaumm Bo
BHELUHEM MOCTaBLUMKeE.

e Ingd NPUBYI3KK OONXHA ObIThH HaWOeHa TONbLKO OOHA yueTHAad 3aluChb [0 3anaHHBIM
NpaBHUIIlaM COOTBETCTBUI:

— onuug BEI6pPaHa — €CAU No NpaBMAaM COOTBETCTBUA HalaeHo 6onee 0AHON y4eTHOW 3anuncu, To
nosib3oBaTeo byaeT BbiBeAeHO coobLieHne 06 owmnbkKe.

— onuuyg He BrIGpPAaHAa — eCcau No NpaBuIam COOTBETCTBMA HallaeHo bonee oaHOM y4eTHOM 3anuck,
TO 6yAEeT BOSMOXKHOCTb NPOAO/IKUTL NPOLLECC NPUBA3KM.

e TpeboBaTh BBOL [ApPONd, €CHIH yueTHAd 3aluch Obna HUIeHTUPHULHPOBAHA:

— onuug BuIOpaHa — NoJIb30BaTeNt0 HYXKHO byaeT NpoiTH ayTEHTUDMKAUMIO 1A NPUBA3KKU €ro yyeT-
HOM 3aMMCK K aKKayHTY BHELLHEro NOCTaBLMKa.

— onuug He BLIOpPaHAa — y4eTHasa 3anucb ByaeT aBTOMaTUYECKU MPUBA3AHA K aKKayHTy BHELIHero
NOCTaBLUMKA.

e HacTpoWika npasua MAeHTUMOUKALMM YUYETHbIX 3anuceit — MOXKHO CO34aTb MpaBuia COOTBETCTBUA UAEH-
TUPUKALUMOHHBIX aTpMbyTOB M3 BHELWIHEM YYETHON 3anucu uaeHTUPMKaUMOHHbIM aTpubytam B Blitz
Identity Provider. Ons co3gaHua npasua UAeHTUOUKALUKM HYXKHO WMCMNO/b30BaTb CTPOKM MNOACTAHOB-
KM ${attr_name}, rge attr_name — 370 uma aTpmbyTa, NOAY4aeMOro OT BHELIHEro MOCTaBLM-
Ka naeHtnduKkaumm. MoxKHO yKasbiBaTb B O4HOM MNpaBuiae HECKO/NbKO aTpubyToB. Hanpumep, npasu-
no email=${default_email-} o3HayaeT, 4yTo aTpMbyT email B Blitz Identity Provider 6yaeT co-
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nocTaBnATbCcA C aTpubytom default_email BHEWHEWN YY4ETHOM 3anMMcKM MPU YCAOBUW, YTO aTpPUOYT
default_email He nycToihi. MOXHO yKa3aTb HECKO/IbKO YCN0BMI (C NOMOLLLBIO CCbINKKM + A06aBUTb yC10-
BME, KOTOPbIE A0KHbI BbIMOAHATLCA OA4HOBPEMEHHO U MOXKHO A06aBNATbL a/IbTEPHATMBHbIE NPaBuaa c Nno-
MOLLLbIO CCbINIKK + 06aBUTb aNbTePHATUBHOE NPaBUO).

CBA3bIBAHWE YYETHBIX 3anuceid

Ba3oBan HacTpolka PacwmpeHHas HacTpoika

MAEHTUGUKALMA YUETHBIX 3anuceil

YkaxwTe npaeBuna COOTBETCTBUA yHeTHBIX 3anmnceid Blitz Identity Provider u noctaewyka waeHTudurkaui. Npy NnepeoM BXoAe NoNk30BaTens Yepes NocTaBLMKa WAeHTMGUKaLA C
NOMOLLBH 3TAX NPaBKA BYAET OCYLIECTBNATECA NOWCK YYETHON 3anwci B Blitz Identity Provider 4na ee NocneAyroWero CBA3LIBAHUA C YHETHOR 3aNnCei0 NOCTABLUVKE MABHTUdUKALMW,

AnA co3faHua Npaevna uCnonk3ayiTe CTPoKW NoAcTaHOBKK §{attr_name} , rge attr_name - 370 UMA aTPUBYTa, NONYYAEMOro OT NOCTaBLIMKA MAEHTUOUKALMN. Bbl MOXeTe YKa3kiBaTk B
OAHOM MpaBunne HeckoNbko aTpubyToB. Hanpumep, npasuno CN=${name} ${surname} o3HaqaeT, 4To aTpMBYT CN GyaeT GpopmMMpoBaTLCa 13 AByX aTpMBYTOB - Nname K surname 4epes
npo6en

Pa3peLunTe NPUEAZLIBATE OHY YHETHYHK) ZaMUcs MOCTABLIMKE UABHTUGKKALIMKM KO MHOMMM akkayHTam Blitz [dentity Provider

Mpepnarats NoNL30BaTEND AYTEHTUGVLMPOBATLCA ANA MPUBAIKN YUETHOR 3aM1CK, 8CAN Y4eTHaA 3anucs He Bbina Halaena s Blitz ldentity Provider no peaynstatam noucka

Pa3peluuTe pErucTpaLio NoNbL3oEaTens

O Ans npyeasky gonkHa BbiTe HAAAEHA TONLKO D4HA YHETHaR 3aMMCe MO 334aHHEIM NPaBANaM COOTBETCTBNA

[0 Tpe6oBaTe ayTeHTUdMKaLIMIO NONBLIOBATENA, €CNW YUETHAA 3aNKCckL Gbina HaiiaeHa B Blitz Identity Provider no peayneTaTam novcka

esiaid vooT ${oid} n

¢ Bnok ATpnBYTLI C npasunamm COXpaHeHun aTpmbyTOB. Hanpumep, npasuo
email=${default_email} o3Ha4aeT, 4yTo aTpubyT c MmeHem email B Blitz Identity Provider
6yaeT 3anoNHATLCA 3HAYeHMeM U3 aTpubyTa default_email BHeEWHeN y4eTHOM 3anmcK (AN8 Nonb3o-
BaTesieil, BOCNO/b30BaBLIMXCA 3TUM NOCTaBLLMKOM naeHTUdUKaumm). Ecnm y aTpubyta oTmedeH YeKboKC
MacTep, TO 3ano/fiHeHWe uan obHoBneHWe aTpubyTa OyAeT NMPOUCXOAUTL NMPU KaxKAOM BXoAe 4epes
BHELWHWIA NOCTAaBWUK naeHTudmKkaumm. Ecam yekboke MacTep He OTMeYeH, TO 3ano/IHeHWe Npon3onaeT
TO/IbKO NPM NEPBOM BXOAE, B Pe3y/ibTaTe KOTOPOro BO3HMK/O CBA3bIBAHWE YYETHbIX 3aMucei.

ATpNGBYTHI

YKaxuTe, Kakium 06pazoM JOMKHbI GOPMUPOBATLCA aTPUGBYTLI, MCNoNb3yeMtle B Blitz Identity Provider, Ha OCHOBE AaHHLIX, MONYYAEMBbIX OT NOCTABLLMKA UACHTUdUKALMM. AnR
(HOPMUPOBaHWA Kax40ro aTprByTa AONXHO BbITh CO34aH0 CBOE NPaBKUIo

[INA CO3AaHWA NPaBKUNa UCMONb3YIATe 0603Ha4YeHWe ${attr_name}, rAe attr_name - 3T0 UMA aTPUBYTa, NONYHAEMOrO OT NOCTABLUMKE UAEHTUOUKALMA. Bbl MOXETE YKa3biBaTk B OAHOM
NpaBune HeckoNbKo aTpUEyTos. Hanpumep, Npaeuno CN=${name} ${surname} 03Ha4aer, uro aTpU6YT CN GyaeT GOPMUPOBATLCA 113 ABYX aTPMEYTOR - name W surname Yepes npoGen.
HFIB[WU'IC MOXHO WCNONbL30BaTh ANA 3afaHUA KOHCTAHTHOMO UK BbIHUCNABMOrO 3Ha4YeHWs HJTpHNL‘rJ, npasuno uid=BIP-${&random(4)} NO3BOAUT NPUCBOUTE G’[JVIﬁyT‘,u‘ uid 3Ha4eHne
BIP-XXO000 , rle XXXXXXX - Cny4aiiHo CreHeprpoBaHHan BeNnyrHa (HaBop UNdP W 6yKE NaTUHCKOTO andasuTa).

HoctynHele nAnHra
ATpueyT Mpaenno Macrep
esiaid VT s{oid) [m] n

¢ bnoK Bbibop nonb3osaTena onpeaenser npasuaa otobparkeHUa Nosb30BaTENIO HAaAEHHOM MO HacTpo-
€HHbIM MpaBMAam COOTBETCTBUA ydYeTHoW 3anucu B Blitz Identity Provider. HacTpoilika UMa monbzo-—
BaTend onpefenseT MHGOPMaLMIO, OTOBparKaeMyto B BEPXHEW CTPOKE KapTOYKKU Nnosnb3oBaTtens (cTpo-
Ke, NpegHa3HauyeHHoOW A/1A OoTobpaXKeHMs MMeHM yyeTHoM 3anucu). Hanpumep, ${family_name- }
${given_name-} onpeaenseT, 4To NO/Sb30OBATE/NO B BEPXHEN CTPOKe ByayT nokasaHbl damuaua u
UMA (ecnm oHM 3anonHeHbl). HacTpoika UmenTudukaTop MONb30BaTENd Onpeaenser UHpopma-
LU0, OTOOPaKaeMyto B HUMKHEN CTPOKe KapTOYKM NO/b30BaTens (CTPoke, npeAHasHayeHHOU aaa oTob-
pakeHus naeHTUPUKaTOpa yyeTHoM 3anuncu). NMpu HacTPOKe MOXKHO UCNONb30BaTb MacCKMPOBaHUE 3Ha-
YeHu. Hanpumep, npasunno $ {phone_number&maskInMiddle (3, 3) } byaer oTobpaxKaTb cpegHue
yncna Homepa TenedoHa B BUAE *.
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Bbi6op nonL3oBarens
BbI6Op NoNb30BaTeNA BOZHUKAET, eCW NoJ KPUTEPUK CBA3LIBAHWA NOAXOAAT HECKONBLKO aKKayHTOB MNYW YYETHaRA 3anyck CBA3aHa C HECKOALKUMUW NONb30BaTENAMM

Wmsa nons3oBatens ${oid}

WaeHTugukatop ${oid}
nonk3oeatens

e bnok lNpuBA3aHHaA y4yeTHaAa 3anucb onpegensaeT npasuio OT06pa)-KEHMFI I'IpMBFBaHHOVI yHETHOVI 3anuncu
NONb30BaTe/IO0 B KAPTOUYKE BHELLIHEro NOCTaBLMKA B KOHCOAM U JINYHOM KabuHerTe. BbipaxeHune cbopMley-
€TCA U3 OaHHbIX, NOJly4aeMbiX NMPU BXoAe No/1b30BaTeNA Yepe3 BHEWHEro noCtaBLlMKa.

MNpuBA3aHHaA yyeTHasa 3anucb
MHbopmauma o NpYEA3aHHON Y4eTHOW 3anucK Byaer oToOpaxaTeCs NONL30BATENO B KAPTOYKE BHELUHEro NoCTaBLLMKa

Wma yueTHol 3anucK %{oid} ${firstName-}

PacwimMpeHHana HacTpoiKa

B cnyyae pacluMpeHHOM HacTPOIMKM NPaBuaa CBA3bIBAaHMA yHETHbIX 3anNuncei 1 Npasunaa CooTBETCTBUA aTPUBYTOB
3343l0TCA C NOMOLLbIO NPOLLEAYPbI CBA3bIBAHMA Ha A3bIKe NPOrPamMmmMMpoBaHua Java. JaHHbIN pexum obecneyun-
BAET MaKCMMasIbHYO TMBKOCTb HAaCTPOMKM U NOAXOAMUT AR Y3KOCNELMaAN3MPOBaHHbIX CLLeHapWeB CBA3bIBaHUSA
YYEeTHbIX 3aMuceit u conocrasieHuns aTpubyTos.
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CBA3bIBaHWE YYeTHLIX 3anuceit

Ba3oBad HacTpolika

MNpoueaypa ceA3bIBaHAA Y3

/INg ycneL ol paboTel NPoLieypbl CBA3LIBAHMA HEOBXOAMMO HANKUCaTL Ha A3blke Java KNAcC, HacneayloLLWi aBCTPakTHBIA knacc MatchingBlock . HasBaHWe Knacca JONXHO GbITs
Esia_1Esia. Knacc JonxeH UMeTb Ny6anuHbii default KOHCTpyKTOP. B Lienax 6e30nacHoCTIA 3arpy3ka KNacca ocyLLecTBNAET OTAeNbHbIA class loader € OrpaHWYeHHBIM CNUCKOM
imports . Bca HeoBxoavMas nHdopMaUMa NepejaeTca B NapaMeTphl GyHKLUWIA.

package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

4 import java.util.*;

5 import java.text.*;

G import java.time.;

7 import java.math.*;

& import java.security.s;

9 import javax.crypto.¥;

10 import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.#;

13 import com.identityblitz.idp.federation.matching.*;

14 import com.identityblitz.idp.flow.common.api.*;

15 import com.identityblitz.idp.flow.common.model.*;

16 import com.identityblitz.idp.federation.matching.dynamic.*;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

19 import java.util.stream.Collectors;

20 import org.codehaus.jackson.map.0bjectMapper;

21 import org.codehaus.jackson.type.TypeReference;

22 import com.identityblitz.idp.extensions.types.JsObject;

24 import com.identityblitz.idp.federation.matching.*;
25 import com.identityblitz.idp.flow.common.api.HttpFactory;

7| Sk

28 * Knacc wacnenyetcAa oT MatchingBlock W ONA KOPPEKTHOr0 MHCTAHTHPOBaHWA nonked uMeTe default koHcTpykTop.

29 # Tekywasa crexepuposanHan peanwzauna obecnevvBaeT cTpaTerdio NpM KOTOPOH NONL3CBATENM HE CONOCTABNAKTCA W He oBHoBNARTCA.
30 %/

31 public class Esia_lEsia extends MatchingBlock {

32
33 private final Logger logger = LoggerFactory.getLogger{"com.identityblitz.idp.federation.matching.dynamic");
34
35 [ak
36 #* WTepaTvBHaA $yHKUHA ONPEAenslwas COOTBETCTBWME BHETPEHHMX ¥3 W Y3 nocTaBwMka MAeHTUPMKaLNM.
37 + Ha Kak[oi MTepauuM GYHKUMA MOKET BHIMONHWTL onepauuo Tind (HaAfeHwe none3osatenu GynyT nepenaHs B CHefylwWed WTepauud)
38 * WM 33BEPUMTE ONEPALUID CO CNEMYOWNMA PEleHMHAMM !
39 * matched - COOTEETCTBYHWME NONLI0BATENA HAAOEHSI;
40 * matchError - owwbka onpeneneHWA COOTBETCTEMA NONL30BATENei;
41 * matchBylogin - oCywecTsuTb CBA3KY C MONbL3IOBATENEM, KOTOPLA YCMEWHO ayTeHTHOULUMPYeTCA;
42 * refine - nonyder cnNWCoK nonszopaTeneil, 3anpaudeaeT Maponk W OCYWECTENAET CEA3KY C TeM NOML30BaTeneM, QN KOTOPOr0 BEEAEH KOPPEKTHHM Naponk;
43 #* @param ctx - KOHTEKCT NpoUenyp €O CNefywluMd NoaamMi:
44 * iteration - HoMep WTepauuu npouenypsl;
45 * extAttrs — aTpulyTe NONb30BATENA, MONYMEHHHIE OT NOCTABUMEA WAEHTUPMKALMM;
46 * sid - yHWKanbHuM MOEHTHUHKATOP BHEwHed ¥3.
47 #* @param UsSers — Nofb30BaTENu.
48 # @return - OQHO W2 MEPEHUCIEHHEX PEWEHHA
49 */
50 @0verride public MatchResult match{MatchingContext ctx, List<MatchingUser> users}{
51 return matchError{ctx, new MatchingError("not_matched", "User not matched"));
52 };
i)
54 e
55 + Bozspawaer ofHoBNReMsie W ynanaemse aTpubyTel.
56 * @param extAttrs - aTpubyTel NONL30BaTENA, NOMYYEHHEE OT NOCTABUMWBA WAEHTUHUKALMM.
57 # @param USer - BHYTPEHHWA MONLZ0BATENs.
58 * @param justMatched - npu3xak Toro, 4To CBA3b BHYTPEHHMX ¥3 C Y3 BHEWHEro nocTaBuWka YCTaHOBNEHa BNepsse.
59 * @return - KOpTeK ¢ W3IMEHAEMbMA W YAansemuMi aTpubyTamu. Hanpumep: change(JsObj.empty(), Collections.<String=emptySet())
60 */
61 @0verride public Tuple2<JsObj, Set<String>> update(J]sObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
62 return change(Jsobj.empty(), Collections.<String=emptySet());
63 I
64|}
65
Cm.TaKe:

Mpoyedypsl NPUBA3KU GKKAYHMO8 8HeWHUX nocmasujuxkos (cTpaHuua 280)
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2.2.4 lMonb3oBaTesibCKMUe CepBUCHI

Blitz Identity Provider npegoctaBnseT Be6-NpUNOKEHUS, C MOMOLLBIO KOTOPbIX NOJ/1b30BATE/IN CAMOCTOATE/IbHO
MOTYT BbINO/IHATL PAA, ONepaLuit:

1. Beb-npunoxeHue Jiuuueii xabuxeT. [103BONAET BbINOJHUTL PAA ONepaumii c y4eTHOM 3anucbto, Hanpu-
Mep, NOCMOTPETb/U3MEHUTb CBOW AaHHbIE, HACTPOUTL CNOCOBbI ayTEHTUGMKALLMM, MOCMOTPETL NOC/IeAHME
cobbITUA, CMeHUTb Naposb. Ecn BKAtOYEH, TO AOCTYNeH no agpecy: https://{hostname}/blitz/
profile.

2. Beb-npunoxeHve Perucrpauua nosbsosBaTedseih. [1py BKAIOYEHUM CTAHOBUTCA JOCTYNEH Nepexos,
CO CTPaHUUbI BXOAA Ha GOpPMYy CaMOCTOSATENbHOM perncTpaunn (ccolaika Het akkayHTa? 3apeructpuposaTtb-
ca).

3. Beb-npunoxeHne BoccTaHoOBIEHHe JocTyna. [103BO/IAET N0/b30BaTENI0 CMEHWUTb Napo/ib OT CBOEMN
YYETHOM 3anucK Nocne NPOXoXKAEeHWA NPoBePOK. Ecn npunoskeHne BKAOYEHO, TO MONb30BATENN CMOTYT
nepemnTn Co CTpaHMLLbl BXOAA (ccblika 3abbinn naponb?) Ha GopmMy BOCCTAaHOBAEHUSA AOCTYNA.

HaCTpOﬁKa [OAHHbIX CEPBMCOB OcyLlecTsaseTca B pasaene Cepsucol CaMOO6Cl1y)KMBaHVIF| KOHCOU ynpaBaeHuA.

BHMMaHue: AOMMHUCTPATOP KOHCOAW YNPABAEHWNA AO/IKEH CAMOCTOATE/IbHO NPOBEPATb KOPPEKTHOCTb NO-
MeLaeMblX Ha CTPaHULY BXo4a JS-CKPMNTOB M COAEPKUMOE CTPaHUL, perncTpaumm n JINYHOro KabuHeTa Ha
npeameT BO3MOXKHbIX yﬂ3BVIMOCTEI‘/‘I.

O6wme HacTpoiku

Ha rnasHoM cTpaHuue pasaena Cepsuchbl CaMOO6CJ’Iy)'KVIBaHMFI MOXHO BKNHOYNUTb NN BbIKNHOYNUTb COOTBETCTBYO-

LMe NPUNoXKeHUA (CepBUChI), UCNONb3yA NepeKtoyaTesb (.j ). ChepyeT npu 3TOM y4yecTb, YTO Nepektoya-
Te/lb Wb BAWAET Ha oTobpaykeHue ccbloK (Hanpumep, 3abblin Naponb?), TOrAa Kak HaMume Camoro cepBuca
3aBMCUT OT TOrO, BbI/I0 1N COOTBETCTBYIOLLEE MPU/IOXKEHNE YCTAHOB/IEHO agMUHUCTPATOPOM:

¢ blitz-idp —Beb-npunoxeHune Jluuuei xabuHeT,
e blitz-registration —Beb-NnpunoxeHne Perucrpauus noJib30BaTeJeH,
e blitz-recovery —Beb-npuioxeHe BocCTaHOBJIEHHE HOCTyma.

TaKKe Ha raBHOW CTPaHMLE MOMKHO HAaCTPOMTb NapameTpbl, NPUMEHSAEMbIE BO BCEX CEPBMCAX CamoobCyXKnBa-
HUA:

® NapameTpbl Koga nogrsepXaeHna, oTnpaBaaemoro B SMS — MOHO U3MEHUTb ANVHY KOda U BpemAa ero
,D,ei/‘ICTBMH, a TaKXe KO/MMYeCTBO NONbITOK;

* MapameTpbl KoZa NOATBEPKAEHMA, OTNPABAAEMOro MO 3/1EKTPOHHOMN NOYTE — MOXKHO U3MEHUTb A/IMHY KO-
A2 v Bpems ero AencTeus.
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CepBuckl caMooBCyKUBaHNSA

Perucrpaums

CamOCTOATENLHAR PErUCTPALMA NOL3OBATENSI.

MepedTk K HacTpolikam

Nuunbiii kabuHeT
BO3MOXHOCTL PeAAKTMPOBATE CBOM JaHHbIE, BKIFOUUTE YCUNEHHYID ayTEHTUOUKALMWIO,

VZMEHWTE HACTPOMKN Be20MacHoCT.

MepeliTk K HacTpoliKam

06w me HacTpoiiku

BoccTaHoBNEHWE 4OCTyna [ =]

CaMoCToATENLHOE BOCCTAHOBNEHME 10CTYNa NOCPEACTBOM OTMPABKM CCLIKMA Ha aApec
3NEKTPOHHOI MOUTEI AW KO4a NOATESPKACHNA B SMS-CoobLeHMK.

MepeiiTh K HacTpoiikam

3a/jaiiTe NapameTphl KOJOB NOATEEPXAEHWS, OTNPaBNAEMbIX N0 SMS 1 31eKTPOHHOMN NoHTE. 3TV KOAB! UCNOABb3YIOTCA NPW PErucTpauMu NoNb3osaTenei, 4NA BOCCTAHOBAEHMA JOCTYNE K
YYETHOT 3aN1Ci, a TaKKe NPU M3MEHEHUM HOMEPa MOBWIBHOTO TenedoHa / apeca 3NeKTPOHHOMA NOYTL! Yepes JINUHBIR KabUHET.

MapameTpbl KOAa NOATEEPXKAEHWS, oTNpaBnaemoro 8 SMS

AnvHa koaa 6

Bpems AelicTBMA kojAa (B 300
ceKkyHaax)

MapameTpsl KOAa NOATBEPXAEHWUA, OTNPABIAEMOra No 3/1eKTPoHHOW noyTe

AnvHa koaa 6

Bpems AelcTBMA koAa (B 2592000
CeKyHAaX)

Jpemn, Noc/e KOTOPOro Koa

CoxpaHnTe

B noapasgenax ocywecrenaerca HaCTpOﬁKa KaXao0ro cepsunca CaM006CI'Iy)-KMBaHWi| B OTAENbHOCTH.

Peructpaums nonb3oBarenei

PerucTpauns noJib30BaTeJiell — Beb-NpuioKeHne, No3BoasIOLLEE NONb30BATENO CAMOCTOATENbHO CO-
34aTb CBOIO YYETHYIO 3anucb. HacTpoiika perucTpaunm BKAoYaeT B cebs KoHoUrypmposaHue popmbl peructpa-
LUnW, U3MEeHeHne NapaMeTpOB CepBUCa U CO3LaHMe NpoLeaypbl PErncTpaLmm (ONnUMoHaNbHO).
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dopma perucrpauyum

MepeuyeHb 3anpallnBaembIX AaHHbIX Nob3oBaTens onpegenserca HTML-wabnoHom. LabnoH npeacrasnseT co-
601 TEKCTOBbIN Paiin, KOTOPbI KOMAUANPYETCA C MOMOLLBIO WabnoHusaTopa Twirl>!. B wabnoHe HeobxoanMO
pasmecTuTb GYHKLMUM, MO3BOAAIOLWME NOb30BATENIO NPU PErucTpaLumn BBOAUTL AaHHble o cebe.

Mpumepbl GyHKLMI, AOCTYNHbIX B WabnoHe:

® @attrInput ("email", msg("reg.email"), Map("placeholder" ->
"mail@example.com", "error-messages" -> msg("reg.email.wrong"),
"input-type" —-> "mail")) — oTobpa)kaeT Ha cTpaHuue none AnA BBoAa aTpubyTa email,
OMNUCaHHOIO B cucTeMe. msg ("reg.email") - 3TO HasBaHMe aTpubyTa, KoTopoe bepetca us dait-
Nla coobWEHNN B COOTBETCTBMM C TEKyLLEW NIOKanbio. MNpu nyctom none BBofga B HemM oTobparkaetcs
"mail@example.com" BKayecTse NOACKA3KK, a NPU HEKOPPEKTHOM BBOAE — cooblieHne msg ("reg.
email .wrong") u3 daina coobuweHnin. Ana snemeHTa 3aaeTca input—type paBHbIimail;

e QattrInput ("family_name", "®amunuda", Map ("placeholder" -> "®amunuga",
"error-messages" —-> "Ommbka")) — oTOOparKaeT Ha CTpaHWuUe none Ana BeBoga damuaum
nonb3oBaTena B nepemeHHyio family_name. 3Ty NepemeHHyK fasiee MOXHO MCNOAb30BaTb Mpwu
WUCNONHEHMM NpoLeaypbl perucTpaunu.

* @securityQuestionInput —oTobpakaeT Ha CTpaHMLe NoAA BBOAA KOHTPO/IbHOMO BONPOCa M OTBETa
Ha KOHTPO/IbHbI BONPOC;

¢ QpasswordsInput - oTo6pakaeT Ha CTPaHULLE NOA BBOAA NApO/sA U ero NOATBEPKAEHUE;
* Ragreement - 0OTOBPAXKAET CCbIIKY HA YCNOBUA UCMO/b30BAHUSA;

* QattrExpr — QyHKUMA, NO3BONAIOWAA CO34aTb BbIYMCAAEMDbIN aTPUBYT (MAM NPUCBOUTL aTPUBYTY KOH-
CTaHTHOE 3HayeHue);

e @submitButton - oTobpaxkaeT KHONKY 3aperncTpmpoBaThCs.

Mprmep WabnoHa Ana perucTpaumm:

@attrInput ("family_name", "®amunuga", Map("placeholder" -> "®amunuga", "error-
—messages" —-> "Omubxa"))

@attrInput ("given_name", "Uma", Map("placeholder" -> "Uma", "error-messages" ->
—"Omubxa") )

@attrInput ("phone_number", "Homep MobunbHOro rtenedonHa", Map("placeholder" ->
<"+7(999)9999999", "error-messages" -> "reg.page.mobile.req.err.msg"))

QattrInput ("email", "Ampec snexTpoHHOH noute", Map("placeholder" -> "name@example.
—com", "error-messages" -> "reg.page.email.reqg.err.msg", "input-type" -> "mail"))
@passwordsInput

@agreement

QattrExpr ("sub", "BIP-${&random(4) }")

@submitButton

Coset: [na aBTtoreHepaumm GUID cosgaBaembix Y4YeTHbIX 3anvceit McChnonb3yiTe creaylowy dopmyny
@attrExpr:

QattrExpr ("sub","${&rUUID()}")

Pe3ynbTaT MCNONb30BaHMA YKa3aHHOTO WabnoHa B nHTepdeiice BEG-NPUNOKEHUA PerucTpanus MoJib30—
BaTeJs NPeaCTaB/ieH Ha PUCYHKe:

51 https://github.com/playframework/twirl
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Pernctpauus B JInuHbIW KaOUHeT

DaAMHITHA

Camunua
Wua

Mma

Homep mobunsHoro Tenedona

+7(999)9999999

Afpec 3MekTPOHHON NOYTHI
name@example.com
MpuaymadTe napone

Mapone

MoBETOpHTE Naponk, 4Tobbl He OWHDKTLCA

Baw naponk elwe pas

YCNOBUAMMW WCNONB30B3aHWA

3aperuc TpMpoBaThea

Ons nobasneHuns Ha dopmy pervcTpaLmm BbiNa[aoWEro Cnucka gns Bbibopa 3HavyeHui atpmubyTa M3 cnpaBoy-
HMKa Heobxoaumo:

1. Cosgatb Ha cepBepe Blitz Identity Provider aupektoputo /etc/blitz-config/
custom_messages/dics;

2. Co3pgatb ¢aihin /etc/blitz-config/custom_messages/dics/dic_name C coaepXumbim
CnpaBoYHUKa (BMecTo dic_name yKa3aTb MMSA CMpPaBOYHWKA, Hanpumep, company_id). Mpumep
dalina company_id ana BbiNagatoLero cnpaBoYHMKa Bbibopa KOoMNaHUK:

00l=TecToBag xoMmnaHuga 1
002=TecToBag XOMIaHUI 2
003=TecTOoBad xoMnaHud 3

Yucno B cnpaBoYHMKe BYAET 3anNncbiBaTbCA B 3HaYeHue aTpnbyTa. CTpoKa B cnpaBoyHMKe ByaeT NokasbiBaTbeA
nosab3oBaTesNto Ha popme perncTpaumu.

3. MNposeputb BRagenbua AMpekTopun dics u GpanoB CNPaBOYHUKOB B Hel. Bnageneu, AonxeH 6biTb
blitz:blitz.

chown -R blitz:blitz /etc/blitz-config/custom_messages/dics

4. B KoHbUrypaumoHHom ¢pamneblitz.confBbnokblitz.prod.local.idp.messages Ao0b6aBuUTb
610K dics. B HacTpolike name s NepeyncanTb Bce UMeHa CPaBOYHMKOB (410 KaXKA0ro CrpaBoYHUKa 40N-
¥eH 6bITb co3aaH cBoi dhain co 3HaYeHMAMM CNpaBoOYHMKA). Hanpumep:
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"dics" : {
"dir" : "custom_messages/dics",
"names" : [
"company_id"

5. Mepe3anyctntb NnpuaoxeHme blitz-registration.

6. B KOHCOAM ynpaBaeHus B wabnoHe cTpaHMLbl perucTpaunm 4o6asnTb CTPOKY C 3anoiHeHnem aTpubyTa us

CnpaBOYHMKaA:
@attrInput ("company", msg("Komnanuga"), Map("dic" -> "company_id", "dic-default" ->
(_)"O", "SOIt" =SS "key"))

HacTpoiiku cepBuca perucrpaumm

B KauecTBe HacTpOeK MOXKHO 334aTb:

® XpaHWAMLLE ANA YYETHOM 3anNUCK — HYXKHO BbI6GpaTb OAHO M3 CKOHGUIYPUPOBAHHbIX XpaHUAULLY, (pasaen
MCTOYHUKM JaHHbIX) 419 COXPaHEeHWA y4eTHOM 3anucuy;

* HeobxoauMmble ANA perncTpaumm aTpnbyTbl Nob30BaTeNA — aTPUBYTbI, HAMYME KOTOPbIX HE0BX0AMMO ANA
3aBeplUeHua npoueaypbl pernctpaunn. ObasatenbHble aTpMbyTbl NOAb30BaTENA HE HYKHO BKIOYATb B
AaHHbIN CNMCOK. BO3MOXKHO fob6aBneHMe HECKONbKMX aNbTePHATUBHbBIX Npasu. Ecav oTmeyeH YyekboKe
Hcrmonb30BaTh YCHOBHYA M3 MNPOLEnypPh perucTpaliry, TO HACTPOEHHble YC/10BUA UTHOPUPY-
HOTCA U MPUMEHSIOTCA YCN0BUA, onpeaeneHHble yHKumen i sEnough U3 npoueaypbl perucrpaumu.

e URL BHewHero cepsuca peructpaumn. Ecnm 3agatb B Kayectse napametpa stoT URL, To no atomy agpecy
6yaeT Hanpas/ieH N0b30BaTENb NPU NEPEXOAE K NPOLLEeCCy PerncTpaumnm (BMecTo NpuUaoXKeHna perncrTpa-
uum Blitz Identity Provider).

CKPUHLIOT dparmeHTa CTPaHMLbl HACTPOEK PerncTpaLMmn NpeacTaBieH Ha PUCYHKeE:

HacTpoiikn cepsuca perncrpaumm

XpaHunwe Ans y4eTHOM 3anncu built-in e

. O
YCI0BUA ANA YCNELIHO PErHCTpaLMM L) Mcnonszoeate ycnoBna na npoueaypel perncTpaumnn

URL BHewWHero cepenca perncTpaumm

OTMmeHa CoXpaHnTL
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Mpoueaypa perucrpauum

Mpoueaypa peructpaumm — Java-kog, peanusyowmii HeobxoamMmble NMPOBEPKM NOCAE TOrO, KaK Nojb3oBaTesb
3anonHNUT popmy perncTpaumu. B xoae MCnonHeHUA Nnpoueaypbl BO3MOXKHO BbINONHEHUE CAeAYIOLMX AEACTBUIA:

® BbINOJIHEHME AOMONHUTE/IbHbIX NPOBEPOK BBEAEHHbIX AAHHbIX;
® BbINOJIHEHME NPeobpPa30BaHMA BBEAEHHbIX AAHHbIX;

® coxpaHeHWe 3HAYEeHWUI aTPUBYTOB B XPaHUAULLE;

e BbI30B BHelHUX REST-cepBucos.

Mpn HeobxopmmocTn npeobpas3oBaTb AaHHble, BBEAEHHbIE MO/Ab30BaTENEM, U Aanee COXPaHWUTb WX B BU-
ne atpubyTos, B WabsoHe CTpaHWLbl PerncTpaumm ciaefsyeTr UCNonb3oBaTb GyHKUMIO @attrInput BMecTo
@textInput.

MN3meHeHMe TeKcTa yCI'IOBMFI ncnosib3oBaHuA

Ha cTpaHuue perncrpauuu nonb3oBaTens pasmelleHa CCbl/IKa Ha YC0BKA UCNOb30BaHUA. YCI0BKUA UCNONb30-
BAHMA pa3MelleHbl B apxXMBe assets. z1ip, PaCnoNOKeHHOM B AUPEKTOPUM asset s ycTaHoBKM Blitz Identity
Provider B 3aapxvBmpoBaHHOM KaTanore document s\user_agreement.

[na v3MeHeHMA npaBuA MCMNONb30BaHWA C/ledyeT PAcnakoBaTb apXMB assets.zip, 3ameHuTb daiinbl
user_agreement_ru.pdf (pycckas Bepcua) u user_agreement_en.pdf (aHrKnCKaa Bepcus) Ha Tpe-
byemble 1 33apXMBUPOBATH aPXMB C COXPAHEHNEM UCXOLHOW CTPYKTYPbI.

TaKKe BO3MOXKHO M3MEHUTb CCbIJIKY Ha NpaBu/ia UCNONb30BaHMA. A 3TOro ciefyet ompedakmuposams (CTpa-
HMua 295) cTpoKy reg.page.reg.action.agreement U setPswd.page.agreement. Takoi cnocob
pekomeHAayeTcAa NPUMMEHATb, eCAIN NPaBuaa MCNOIb30BaHMA pasMeLleHbl Ha BHELLHEeM pecypce, Hanpumep, B BU-
Oe oTAeNbHOW BEB-CTPaHMLbI.

NInuHbIN KabuHeT

Juunei xabuHeT — BE6-NPUNONKEHNE, B KOTOPOM M0/1b30BaTe/Ib MOXKET BbIMOJHUTL CAeayloline AeNCTBUA:
® MOCMOTPETb MW U3MEHUTb AaHHble CBOEW YYEeTHOM 3anucy;
® MOCMOTPEeTb nocneaHue cobbiTua 6esonacHocTM (Hanpumep, cobbiTUA BXoaa);
® CMEHMWTb Naposb;
® MOCMOTPETb M HAaCTPOMUTb CNOCoBbl MOATBEPKAEHUA BXOAa (ABYXPaKTOPHOM ayTeHTUdUKaLMK);
® MOCMOTPETb M HAaCcTPOMUTb Ktouu 6e3onacHoCTy;

® NOCMOTpEeTb NpuBA3aHHbIE Y4eTHblIe 3aNMNUCKN COLMANbHbIX CeTEVI, NnpunBA3aTb HOBble «BHELWHKWE» YYeTHble
3anncKn, oTeA3aTb JIMLLUHNE YYeTHbIEe 3aNMncu;

® MOCMOTPETb NPUBA3aHHbIE YCTPOMCTBA JOCTYNa, OTBA3ATH JIMLLIHWE YCTPOUCTBA;
® NMOCMOTPETb M OTO3BATb BblAAHHbIE MPUIOKEHUAMM PA3PELLIEHMA HA AOCTYN K AaHHbIM;
® MOCMOTPETb CObbITUA Be30nacHOCTHU.

HacTpoiika JInuHoro KabuHeTa BK/oYaeT B ceba KoHdUryprposaHue cnocoba oTobpaxkeHna aTpMBYTOB NOb30-
BaTeNsA ¥ USMEHEHUeE AONONHUTENbHbIX NAaPaMEeTPOB.
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OTobpaxkeHue aTpubyTOB NONb30BaTENSA

Ha ocHoBHoOI cTpaHuLe /IMuHOoro KabuHeta oTobparkaerca 610K ¢ 4aHHbIMM yUYeTHOM 3anucu. Mpumep aToro 6,10-
Ka NpeAacTaB/ieH Ha PUCYHKE HUMKE.

Blitz Profile ivanov@company.com ¢ =
=) a O}
OcHOBHBIE faHHLIE BezonacHoCTL CobuiTuA
JINYHEBIA KABWHET / Ocrosmme aanmsie

laHHble y4eTHOI 3anncK

damunma

Mma MeaH

3NeKTPOHHARA NoyTa

MoBuabHLIA TenedoH

OTobparkeHne AgaHHbIX nosib3oBaTens onpegensetca HTML-wabnoHom. LWabnoH npeacrtasnser coboi TeKCTo-
BbIl daii/, KOTOPbINA KOMAWUAMPYETCA C MOMOLLbIO WabnoHusaTopa Twirl>?. B wabnoHe He0OBXOAMMO Pa3MecTUTb
byHKUMK, no3BoAAOWME NOAb30BaTENO B JIMMHOM KabuHeTe BBOAUTL M peAaKTMPOBaTh AaHHble o cebe.

B wabsoHe AOCTYyNHbI creaytolme GyHKLUK:
* @show (attrName) —oTobparkaeT 3HaueHne aTpubyTa;
e @showStrings (attrName, values) —oTobpaxkaeT 3HayeHMe MACCUBa;

¢ QeditAsText (attrName, readableName, errorMsg) — oTobparkaeT 3HayeHue aTpubyTa U
NO3BONAET €r0 M3MEHUTb (NapameTp errorMsg Heobs3aTeNbHbIN);

® QeditAsBoolean (attrName, readableName) — oTobpa)kaeT 3HayeHMe JIOTMYECKOro Tuna
(true/false) aTpubyTa U NO3BONAET EM0 U3MEHUTD;

¢ QeditAsStrings (attrName, readableName, values) —oTobparkaeT3HauyeHue (Maccus) at-
pnbyTa 1 NO3BONAET €70 U3MEHUTb.

B 3TuX GYHKLMAX MCMONB3YIOTCA CAeayloLLMe NapameTpbl:
e attrName — Ha3BaHue aTpmbyTa, onpeaeneHHoe B pasaene VCTOYHUKM OAHHBbIX;

¢ readableName — oTobparkaemoe B NMCbMe MOb30BATENO UMA aTpUBYTa (MOXKHO 3a4aTb KaK UAEHTU-
duKaTop U3 daina coobLEeHNN UM KaK TEKCT);

e values —3HayeHus, NpeacTasaaowme cobol dopmat xmou — omucaHue, [Ae KNoY — 3HaYeHue mac-
CUBA, ONUCaHWE —YUTaeMoe 3HayeHue Kntoda (Hanpumep, ListMap ("a" —> "smauenune a", "c"
-> "szpauenue c")), MOXKET 3343aBaTbCA KaK MAEHTUOMKATOP U3 palina coobLLEHUIA UK KaK TEKCT;

* errorMsg— onucaHue oWwmnBKK, KOTopoe oTobpakaeTca B C/ly4ae OLWMBOYHOro BBOAA 3HAUYEHUA (MOXKHO
334aTb Kak naeHtuouKkatop 13 daina coobuieHnit Unmn Kak Tekc). Mpo daiinbl coobuweHnin cm. Texkcmo-
gble coobujeHus seb-uHmepgpelica (cTpaHuua 295). PekomeHayeTca Mcnonb3oBaTtb $haibl coobLeHni npm
Heo6X0AMMOCTU NOAAEPKKN MYNbTUA3LIYHOCTY.

Mpumepbl pyHKUNIA:

52 https://github.com/playframework/twirl
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Cnucok 6: OTobpaxkeHune aTpnbyta email

@editAsText ("email", "SnexTpoHHag nouta")

Cnucok 7: OtobpaxkeHune aTpmbyta phone_number ¢ BO3MOXHOCTbIO
€ro peflakTMpoBaThb

@editAsText ("phone_number", "MobGunbueiti Tenedoun", "Omubxka")

Cnucok 8: OTobparkeHune byneBoro aTpmbyTa info ¢ BO3MOXKHOCTbIO ero
pefaKkTMpoBaTb

@editAsBoolean ("info", "lomnucka")

Cnncok 9: OTobparkeHne maccuBa CTPOK Massiv C BOSMOXKHOCTbIO ero
penakTMpoBaTh (BbIOOP 3HaYEeHUI)

@editAsStrings ("massiv", "lomnucku", ListMap("a" -> "Axuuu u OGOHYCHble Nporpamms",
—~"b" —-> "HopocTu komna”Huu", "c" -> "lauoxecT coObITHH 3a Mecdu"))

Mpumep oTobparkeHNAa maccmBa CTPOK B UHTepdeiice Beb-NpunoxkeHna JIMuHBIE kxab6HHET NpeacTaB/ieH Ha
pUCYHKe:

OTO6pa}KeHHe MaccHBa PEHaKTHpOBaHHe MaccHBa

AKUMI M DOHYCHBIE NPOrPaMMbl AKLMI 1 BOHYCHbIE NPOrpPaMMbl b 4
HOBOCTH KOMNaHWK [] Hoeoctr komnaHum

Naipxect cobuiTyid 2a Mecay V] Aairpxect cobuiTkia 3a mecay

LononHuTtenbHble NnapameTpbl

B KauecTBe AOMNONHUTENBbHbBIX NAPAMETPOB MOXKHO 3a4aTh:

¢ WabnoH NpMBETCTBUA — MHPOPMALMIO, KOTOpas OTOOpaKaeTcA B NPaBoOM BepxHeMm yrny JIMYHOro KabuHe-
Ta. ZlonycTMmMo MCNonb30BaTb CTPOKU NOACTAaHOBKU. Hanpumep, ${family_name} ${given_name}
No3BOJIUT 0TOBPa3UTL PamuINIO U MMA NONb30BaTENS;

¢ URL gns nepexoga nocne ycnewHoro Bbixoaa us JINuHoro KabuHeTa;
* nepwuog oTobparkaemblx Nosib3oBaTeNI M CObbITUI ayauTa (B KafieH4apHbIX MecsaLax oT TEKYLWen AaTbl);

* WabnoH oTobparkeHna reogaHHbIX B COBbITUAX (CM. ba3a 2e00aHHbIx (cTpaHuua 324)). LabnoH MoXHO
COCTaBWTb U3 C/IeAyOLWMX S/IEMEHTOB, COAEPMKALLUMUX CBEAEHMA O CTPaHe, PErMoHe, ropode W KoopamnHaTax:
${ip_ctr}, ${ip_st}, S${ip_ct}, S${ip_lng}, ${ip_lat}, ${ip_rad}

® NOCTYyMNHble NONb30BaTENAM d)yHKLI,VIM, T.€. d)yHKLI,MVI, KOTOpble MOryT 6bITb 3a,CI,EI71CTBOBaHbI nonb3oBarenem
13 JInyHoro KabnHeTa. BO3MOXKHO BK/IHOYUTD MW BbIK/HOUYNUTD cnegywoouime ¢YHKLI,VII/II

CMeHa napons;

HaCTpOl;‘iKa KOHTPO/IbHOTO BONPOCa;

ynpasseHne Kn4amu 6e3onacHocTy;

NPOCMOTP U MPUBA3KA COLMAsbHbIX CETEN;

NPOCMOTP YCTPOMCTB AOCTYNa;

NPOCMOTP U1 OT3bIB Pa3peLleHnii;
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— NPOCMOTP COBbLITUIA;

— npwueAska HOTP-reHepaTopos;

— npwueAska TOTP-reHepaTopos;

— HaACTpOWKa NnoATBepKAeHUa Bxoaa no SMS-koay;
— HacCTpoWKa push-ayTeHTUdUKaLUW;

— NpuBA3Ka Kato4vei 6e3onacHoCTy.

HacTpoiiku
lWa6noH npuBeTCTBUA BppascTeyiiTe, ${given_name-}
OTobparkaeTcA B NpaBoM BepxHeM yray JlnyHoro KabvHeTta. Micnonb3yinTe CTPOKH
NnoACTaHoBKM AnA hopuMmposaHnA npusetcTeuA. Hanpumep, ‘Mpuset, ${name}’
URL ansa nepexopaa Vkaxute URL nnA nepexofa nocne ycnewHoro ssixoaa

nocne ycnewHoro
sbixoga  URL. Ha KOTOpLIN nonb308aTenk GyaeT NepeHanpasieH B Cy4ae MHNLMMPOBaHUA

npoueaypel BbiXoaa U3 NPUNIOXKEeHNA Nocne yCnewHoro eeixoga

Fny6uHa npocmoTtpa 2

ayauTa
Kon-Bo nonHbIX KaneHaapHbIX MecAUEeB NpocmoTpa €o6bITMA

Wa610H oTOGpaXeHns ${ip_ctr), $ip_st}, ${ip_ct} (${ip_lat},${ip_Ing}):${ip_rad}
reofjaHHbIX B COGbITUAX
OrobpaxaeTcA B cobbiTuAX. Mcnonb3ayiiTe CTPOKW NoACTaHOBKW AA (hopMMpoBaHua

npusetcTauA. Hanpumep, “${ip_ctr}, ${ip_st}, Hip_ct}

[HocTynHbie nonb3oBatenam GpyHKLUKN

CmeHa napona

HacTpoiika KOHTPOSIbHOro Bonpoca

Yy K 6Gesc 0CTH
MpocMOTP M NPUBA3KA COLMANBHLIX CeTei
MpocmoTp ycTpoicTe gocTyna

MpocMOTp 1 OT3bIB paspeLeHnit
MNMpocmoTp cobbITuii

MNpusAska HOTP-reHepaTopoB

MNpusAaska TOTP-renepatopos

Hactpoiika Bxoaa no Koy NoATBEpKAEHUA

HacTtpoiika push-ayTeHTudKaLm

NEHNHNNAMAAERE

MpuBsa3ska Knioyeit 6e30MacHOCTH

OTtmeHa CoxpaH1Tb
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BoccraHoBneHue gocryna

HacTpoliku B KOHCONU

HacTpoiika BosMoxHble aTpubyThl Oiid [TOMCKa CepBMCa BOCCTAHOBAEHUA AOCTYNa onpegenser atpuby-
Thbl, MO KOTOPbIM BYAET NPOM3BOAMTLCA MOUCK YHETHOW 3aMnCH.

C nomMoLblo HAaCTPOMKM ATpuBY THl L[ CBEPKU MOMKHO ONPEeAennTb, 3HAYEHUA KaKUX aTpubyTtos gonon-
HUTENbHO AO/IKEH BBECTU MONb30BATE/b B MPOLECCE BOCCTAHOBAEHMA NapONs A8 NOATBEPKAEHUA BAALEHMUSA
y4YeTHOM 3anucbto. [lobaBneHve Takon NPOBEPKM YCIOKHAET aTaKy Ha cOpoc Naponsa Yepes MHOKECTBEHHbIN ne-
pebop B popme BoccTaHOBAEHNA 3abbITOr0 NaponA. Ha raBHOM cTpaHuue y Nonb3osaTtena 6yayT 3anpoLeHbl
aTpubyTbl oNA CBEPKM (Hanpumep, Gamuauns) u BOCCTaHOB/IeHWe ByAET BbIMOJHEHO TONbKO B TOM C/lyYae, ecnu
HalAeHHas y4yeTHan 3anucb byaeT UMeTb MAEHTUYHOE 3HAYEHNe aTpubyTa.

OnLI,Mﬂ HpOBepSITb HalluuHue HOHbSOBaTeJ’Ie;I, HUMemnnmux IrpaBo MEHAdTLh I[Iapollb B Haﬁ,ﬂeH—
HOU YUETHOMN 3aluCH ONpeaeNseT, yTo ecny HalgeHHOro Noab30BaTeNs UMeEeTCA CBA3aHHan («poauTens-
CKan») yyeTHan 3anucb, MMelLas NPaBo MeHATb Naponb 3TOMy Mo/b3oBaTeNto, To 06 3Tom byaeT BbiBeAEHO
npeaynpeskaeHue npu nornbiTKe BOCCTaHOB/IEHUA Napoa.

HacTpoiika Bo3MOXHBIE KOHTAKThHl BOCCTAHOBIIEHMI HOCTyIla onpeaenser atpubyTbl C KOHTaKTaMu
(appeca 3neKTPOHHOM NouTbl U/MAM Homepa MmobuabHOro TenedoHa), Kotopble 6yayT MCNOAb30BaHbI ANA BOC-
CTAHOBNEHUA AOCTYNA. ATPUOYTbI C KOHTAKTaMM AONKHbI ObITb ONpeaeneHbl B pa3gene UICTOUHUKM HaHHBIX
B KauecTBe afpeca 3/1eKTPOHHOM NoYTbl U HOMepa MobunbHoro TenedoHa.

C nomoulblo HacTpoek Ofmee XONHUECTBO IONBITOK W BpeMsa ONOKHUPOBKH INPH IIPEBBIISHHUHU
MOMBEITOK, B MHH. MOXHO OFPaHMYUTb KONMYECTBO NOMbITOK 3aMNpoca OTNPaBKM M HEYCMeLwwHOro BBOAa KO40B
NOATBEPKAEHWNA, OTNPAB/EHHbIX N0 3NEKTPOHHOM NoyTte U SMS ana y4eTHOM 3anmcK, NPU NPEBbIWEHNM KOTOPbIX
BPEMEHHO AN YY4ETHOW 3anucK byaeT orpaHMyeHa BO3MOMKHOCTb BOCCTAHOB/IEHWA NapoNs.

HacTpoika Heo6XOOUMOCTE HONONHUTENBHOH MPOBEPKHU ONPeAeNseT, B KaKUX CIy4anx A0MKHA BbINon-
HATbCA AOMNONHUTENbHAA ayTeHTUdMKALMA NPU BOCCTAHOBAEHUM AOCTYNA. BO3MOXKHble 3HaYeHUA HAaCTPOMNKM:

e OTCyTCTBYyET — AONOAHUTENbHAA ayTeHTUOUKAUMA He TpebyeTcs;

e COrmacHo HaCTpOWKaM MONb30BATENd B IHUYHOM KabuHeTe —A0NO/NHUTE/IbHAn ayTeHTUDU-
Kauua TpebyeTcs, eciv Nonb30BaTeNo BKAOYMA AN CBOEN YYeTHOW 3anmncu ABYXDAKTOPHYO ayTeHTUDU-
Kauwuio;

e TpebyeTcd Bcermna— A0NoAHUTENbHAn ayTeHTUdMKaLma TpebyeTtca Bceraa;

e TpeByeTcd, €CIH OOCTYIHAa — AONOAHWUTENbHAA ayTeHTUdUKauma TpebyeTca, ecan 4n8 Nonb3oBa-
TeNsA JOCTyneH xXoTa bbl 0OAMH U3 METOAO0B, YKa3aHHbIX B HACTPOMKe CrIHCOK METOIOB.

B cnyyae ecnm Tpebyetca foNONHUTENbHAA ayTeHTUPUKALMA, TO B HACTPOMKe CIIMCOK METOLOB MOXHO Bbl-
6paTb AOCTYMHbIE MeToAbl ayTeEHTUPUKALMM ANA NOATBEPHKAEHNA BOCCTAaHOBAEHUA AOCTYN: NOATBEPKAEHUNE KO-
03, NONYYeHHOTro Mo 3NeKTPOHHOM noyTe, no SMS, c nomoubto Koaa, creHepupoBaHHoro TOTP-npunoxeHnem, ¢
NMOMOLLbIO OTBETA Ha KOHTPO/IbHbIN BOMNPOC.

HacTpoika CuuMaThs GHOKMPOBKY IO HEAKTUBHOCTH IIOCIE BOCCTAHOBIEHHd HOCTyIa onpe-
Aenaet, 4to ana 3ab6N0KMPOBAHHbIX NO NPUYMHE AUTENbHOW HEAaKTUBHOCTM YYETHbIX 3anucei paspeLleHo BOC-
CTAHOB/NIEHWME MAPO/IA, U YTO NOC/E 3aMeHbl NApPO/A B pe3ynbTaTe YCNeLwHOro BOCCTAaHOBAEHMA BOKMPOBKA No
NpUYNHE 4IUTENbHOWM HEAKTUBHOCTM A0NKHA ObITb OTMEHEHa.

2.2. ba3oBoe KOHPpUrypmposaHue 193



Blitz Identity Provider, Bepcua 5.23

BoccTaHoBNeHWe gocTyna

MoKucK y4yeTHOM 3anucu

BoamoxHbie aTpUGyTeI xphone_number xemail xsub
ANA noucka

ATpUGYTBI 1A CBEPKM

D p PATL none; H, Npaeo MeHATL Naponb B HAMAEHHOW YYeTHOW 3anucu

Cnoco6bl BoccTaHOBNEHWA gocTyna

BO3IMOMNHBIE KOHTAKTHI xphone_number | xemail
BOCCTAaHOBNEHUA gocTyna

O6ee KONUYECTBO NONLITOK 10

Bpema GNOKMPOBKK NpK 2
NPeBLIEHUA NONLITOK, B MUH.

LononHuTtenbHble NPOBEPKM ANA BOCCTAHOBNEHMA OOCTYNa

HeobxoaumocTe Tpebyetca scerga v
[AONONHUTENLHOM NPOBEPKH

CrUCoK MeToRos xemail | xsecQsn | xsms | xtotp

Onepauun nocne BOCCTaHOBNEHMA AocTyna

CHumatb 6 p no Heak TH nocne poctyna

OTmeHa CoxpaHATE

TekcTtbl popmbl

Mocne onpeaeneHna Habopa ampubymos 014 caepru (cTpaHnua 193) HeobxoAMMO 334aTb COOTBETCTBYIOLLME UM
TEKCTbl B GOpMe BOCCTAHOB/AEHMA A0CTyna. [ 3TOro ucnonbayinte cmaHoapmHeiii anzopumm (cTpaHuua 295).
[obaBbTe TEKCTbI 4NA CNeAYHOWMX CTPOK:

e recovery.page.verify.<umd_atpubyTa>.label: Ha3BaHWe NOAA ANA BBOAA 3HAYEHUA aTpu-
6yTa;

® recovery.page.verify.<uma_atpubyra>.placeholder: TEKCT BHYTPU NONA 4/1A BBOAA 3HA-
yeHun aTpubyTa.

Cnucok 10: NMpumep 3aaaHMA TEKCTOB ana aTpmbytos phone_number n
family_name

recovery.page.verify.phone_number.label=Homep MoOunbHOro TenedoHa
recovery.page.verify.phone_number.placeholder=BBenure HOMEP, yKas3aHHBIH OIPU_
—perucTpauuu

recovery.page.verify.family_ name.placeholder=®amunug
recovery.page.verify.family _name.placeholder=Brenute daMunuo
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2.2.5 AAMUHUCTPUPOBAHME NONb30BaTENEN

HacToAwmit pasgen nocesAWwEeH agMUHUCTPUPOBAHWUIO Nonb3oBaTtesneli B Blitz Identity Provider.

YnpasneHue y4eTHbIMM 3aNUCAMU

B pasgene Monb3oBaTeNN KOHCONM yNpaBaeHusa agMuHmUcTpatop Blitz Identity Provider moskeT ocyliecTBaaTs cne-
AytoLive onepauuu:

MoOUCK y4emHsix 3anuceli nons3zosamerseli (cTpaHuua 196);

dobasneHue yyemHoll 3anucu rnosszosamessd (cTpaHuua 196);

npocmomp u pedakmuposaHue ampubymos ydsemHol 3anucu nosnszoeamerns (cTpaHuua 199);
cbpoc ceccull nonszosamens (cTpaHuua 199);

usmeHeHuUe naposs yyuemHol 3anucu noss3zosamess (ctpaHuua 199);

pocCMomp U 0mMeA3KA y4emHblx 3anuceli BHeWHUX Nocmasujukos udeHmugukayuu (cTpanHuua 200);
npuesska ycmpolicme 015 nposedeHus 08yxghakmopHol aymeHmugukayuu (cTpaHuua 201);

pocmomp 2pyirir, 8 KOMopble BK/KYEH 10/163080Merb, YPABAEHUE Y/IeHCMBOM 10/16308AMesA 8 2pyn-
rnax (cTpaHuua 202);

npocmomp, npuessKka, yoasneHue Karoueli 6ezonacHocmu nosnszoeamerns (cTpaHuua 206);
npocmomp npas yyemHol 3anucu nosas3oeamess, Ha3HayeHue u om3sie npae (cTpaHuua 203);
npocmomp paspeweHuli, 8bI0aHHbIX MOAb308aAMeEneM npuaoxceHuam (cTpaHuua 207);
npocmomp u yoaseHue 3arnoMHeHHbIx ycmpoticme (cTpaHuua 205);

yAaaneHune YHETHOVI 3anncu nonb3oBaTtenA.

06wt BUA CTPaHWLbl YNPaBAEHUA AaHHbIMW MONb30BaTENeN NPEACTaBAeH HA PUCYHKE.

Mons3oBatenn

i

C0343Th YUETHYH 33MUCE MONL30BATENA...

YueTHble 3anUcK Nonb3oBaTenei

80 ds; BIp-FEEEREE ]
389-ds: BIP- J\aHHble nonb3osatens | § CobeiTun BesonacHocTn

Weanoe Mean UeaHoBuy, ivanov@company.com

sub Blp-FEEEREE
family_name VieaHoB
given_name WeaH
middle_ name VisaHoBuY
email ivanov@cempany.com
phone_number +7(000)0000000

locked HeT v

CoXpaHnTL

2.2,
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Mouck nonb3osareneu

[na novcka nonb3oBaTenen HeobxoaMMo BBECTU MAEHTUPUKATOP NONb30BATENA U HAXKaTb Ha KHONKY «Halimu».
B KauectBe oTObparkaemoro naeHTMdmKaTopa UCNonb3yeTca aTpmubyT, onpeaeneHHbl B pasgene «IcmoyYHuUKu
O0aHHbIX» B KayecTBe 6a30BOro nAEHTMOMKATOPA, a TaKxkKe aTpubyTbl, OTMEYEHHbIE KaK MOMUCKOBbIE.

MepeyeHb HaMAEHHbIX NOb30BATENEN COAEPHKUT:

® 3HayeHWe UAEHTUPUKATOPa HaAEeHHOro Nob30oBaTeNs;

® XpaHWuLLE, B KOTOPOM HaWAeH NoNb30BaTeNb;

® 1MA NONb30BaTeNA, CKOHPUIYPUPOBAHHOE B pasaene «ICMoYHUKU OaHHbIX».
HakaTue Ha ntobyto U3 HadeHHbIX yYeTHbIX 3anncen OTKpbIBaeT AeTalbHY0 MHPOPMaLMIO O Nob3oBaTene.
TaK»Ke JOCTYMNHbI:

® KHOMKa KOMWPOBAHMA CCbIZIKM HA HaAEHHOro NoAb30BaTeNA — NPU €€ HaXKaTMM CCbIIKa Ha Nosib3oBaTenNs
KonupyeTtca B bydep obmeHa;

® ccblKa «CobbITUA 6e3onacHocTU» Ans BbICTPOro nepexosa K NPOCMoTpy cobbiTuii 6e30nacHOCTU 3a TeKy-
WM LeHb, B KOTOPbIX HAWAEHHbIN NONb30BaTeb GUIYPUPYET B KayecTBe 06beKTa AoCTyna.

[Job6asneHne nonb3osartena
Ons nobaBneHns HOBOM y4yeTHOM 3anncy TpebyeTca HaxaTb Ha cCblIKy «Co30amb y4emHyr 3anuch rosa6308a-
mesid...». B OTKPbIBLLEMCA OKHE:

® yKasaTb XpaHW/ULLE, B KOTOPbIM C/ledyeT COXPaHUTb AaHHble MN0Ab30BaTenNs;

® 334aTb Bce Heobxoaumblie aTpmbyThl;

® HakaTb Ha KHOMKY «Co30ameb».

BaykHO: [pu cO34aHMM Yy4ETHOM 3aMncK CleayeT yUnTbIBaTb Te OrpaHNYEHUs, KOTOPble HAaCTPOEHbI AA XPaHU-
/IMLLA AaHHbIX, B KOTOPOE OCYLLEeCTBAAETCA 3anmcb. Hanpumep, ecam coxpaHeHue npoussoantcs B LDAP-katanor,
TO JO/MKHbI BbITb 3aN0NHEHbI Bce 06A3aTeNIbHble aTPMBYThI, He HapyLUEHbl OFPAHUYEHMA Ha YHUKANbHOCTb aTpu-
6yToB M np. Mpwu 3ToM € ToUKM 3peHus Blitz Identity Provider o6a3aTeibHbIM ABNAETCA TONbKO MAEHTUUKATOP U
o06s3aTeNbHble aTPMBYTbl (COOTBETCTBYIOLLME aTPUDBYTbl OTMEUYEHbl 3HAKOM «3Be3g0u4Ka» (*)).
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Monb3oBaTenn

feanes m

YKaxuTe aTpnbyTsl NOAb30BATENS.

XpaHunuwe @ internal O Ildap

sub*

family_name

given_name

middle_name

email

phone_number
locked HeT ~

Napons

omer

MpocmoTp u usmeHeHue aTpubyToB NONb30BaTENA

MpuW HaXKaTUK Ha naeHTUdUKaTOp N6Oro HalAEeHHOTO NOb30BaTeNA OTOBPAXKaeTCA MHPOPMALLMA O HEM — Kap-
TOYKa nosnb3osaTens. OHa COAEPKUT 3HaUeHUs aTpubyToB, KOTopble BblIM onpeaesieHbl B pasgene «McmovyHUKU
OaHHbIX», @ TaK}Ke NPUBA3AHHbIE YYETHbIE 3aNNCK BHELLIHMX NOCTaBLMKOB MAEHTUPUKALMU, YCTPOMCTBA NOb30-
BaTens, KNo4n 6e3onacHoCTM 1 ap.
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Monb3oBaTenu

Weanos

Co34aTk y4eTHYIO 3annce

YueTHbIe 3an1cK nonb3oBartenei

end S8 CobelTva GezonacHocTK
sub EIEE e,
family_name VeaHoE
given_name GEEC]
middle_name WBaHoBUY
email ivanov@company.com
phone_number +7(000)0000000

locked HeT ~

HoBbiii napons CreHepypoEaTh Napons

WzmenunTe

Ha KapTouKe nosib30BaTe/NA MOXHO COBEpLIaTh C/leaytolme onepaumm:

penakTnpoBaTb anM6YTbI no/sib3oBaTenAa;
C6p0CVITb ceccnn nonb3oBaTensa;
M3MEHATb NapO/ib;

NpPOCMaTpMBaTb NepeyeHb NPUBA3AHHbIX YYETHbIX 3annceit BHEWHMX NOCTaBLLMKOB ayTeHTUdUKaLUK, OT-
BA3bIBATb BHELLUHWE YYeTHble 3anucy;

N3MEeHATb Tpebyemblli ypoBEHb ayTEHTUOUKALMK 1A NONb30BATENS;

NPUBA3bLIBATb UMW YAANATb YCTPOUCTBA A1 NPOBEeAEHUA ayTeHTUMKALMKN: TeHepaTopbl Pa3oBbIX Naponel
M MOBUIbHbIE NPUNOKEHUA ANA NONyYeHUs push-yBegOoMAEHUN;

NpoCMaTpuBaThb rpynmnbl, B KOTOPble BKAKOYEH NO/b30BaTENb;
npocmaTpuBaTb NpaBa No/sb30BaTeNa U NpaBa, KOTOPble UMEIOTCA B OTHOLIEHUW JaHHOrO NOAb30BaTENS;
NPOCMaTPUBATbL M yAANATb 3aNOMHEHHbIe YCTPOICcTBa U Bpay3epbl Nonb3oBaTens;

npocmaTpusaTtb, A06aBNATbL U YAANATb KAOUM Be3onacHOCTU NOAb30BaTENS;

NPOCMaTpuBaTb U yAaNATb BblAaHHbIE MPUNOXKEHUAM pa3peLlleHnA.
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PepakTupoBsaHue atpubyToB

MpK NPoCMOTPE KapTOUYKM BbIBPaHHOM YYETHOW 3aN1CK NO/b30BaTENA AAMUHUCTPATOP MOXKET U3MEHUTb 060
aTpubyT nonb3osatena. Mpu peaakTMPOBAHMM YYETHOM 3anNUCK CAeayeT YYnUTbIBaTb Te OrpaHUYeHUn, KoTopble
HacTpoeHbl 418 XPaHWUANLLA [aHHbIX, B KOTOPOE OCYLLECTB/AETCA 3anuch.

Cneayert yunTbiBaThb, YTO MPW M3MEHEHMM AaHHbIX Yepes nHTepdeinc peaakTMpPoBaHNA aTPMBYTOB He yUUTbIBAIOT-
CA NpaBua, UCNo/ib3yemble B NPOLECce CaMOCTOATE/IbHOM perncTpaLmmn nonb3osartens. Hanpumep, MsmeHeHme
afpeca 3/1eKTPOHHOM NOYTbl NAM HOMEPa MOBUAbHOTO TeledoHa He TpebyeT NoaTBEPKAEHUA.

C6poc ceccuit

[na cbpoca ceccuit nonb3oBaTensa UcnoabayeTcs KHomnka CépocuTb ceccum B 61oke COpOC ceccuit Nonb3oBaTens.

Bbl MOXKeTe cOpocuTb ceccun nNonb3oBatend. B aTom cnydae 6yayT aHHyNMpoBaHbl BblAaHHbIe MapKephbl
nocTyna v o6HOBMEHWA, a TakxKe yaaneHbl AMHAMUYECKMEe KIMeHTbI, NPUBA3AHHBIE K YYETHOW 3anucum

C6pocuTb ceccun

® BblAaHHbIE Ha M0/1b30BaTENA NPUIOKEHMAM MapKepbl 6e30MacHOCTM (MapKepbl 40CTyNa, MapKepbl 06HOB-
NleHuA, mapKepbl naeHTUdMKaLMM) CTaHOBATCA HeAencTBUTENbHbIMKW — Npu Bbi3oBe B Blitz Identity Provider
CepBMCA MHTPOCMEKLUMUMN C TAaKUMMU MapPKEPAMUN CEPBUC BEPHET, YTO MApPKep HeAEeNCTBUTENEH;

Mpwn c6p0ce ceccuii NoIb30BaTeNs BbINOJIHAOTCA cnegywoouime ,D.eVICTBVIﬂ:

® B 3aNOMHEHHbIX A/1A N0/b30BaTeNA YCTPOCTBaxX youpatoTca dnarn oBepeHHbIX YCTPOMCTB U 3anoMUHa-
HWA HA HUX OJNTENIbHBIX CECCUiA;

® NpuUBA3aHHbIE K YY4ETHOW 3aNnCK NONb30BaTENA BbINYLEHHbIE A8 MOOUIbHbIX MPUNOXKEHWUI Napbl ANHa-
Muueckmx client_id/client_secret aHHyaupytoTcs;

® 3anoMHeHHble B 6pay3epe nonb3osaTens SSO-ceccum CTaHOBATCA HeAEUCTBUTEIbHBIMM, TaK YTO NPKU OYe-
pefHOM 3anpoce CO CTOPOHbI NpuUaoKeHnn naeHtuoukaumm B Blitz Identity Provider 6yaet 3anpolueHa
HoBafA UAeHTUPUKaLMA N ayTeHTUdUKaLmA.

CmeHa napons

[na cmeHbl napons nucnonbsyetca 610k CMeHa napons. Hosblit Napoib MOXKHO BBECTM BPYYHYLO, 6O creHepu-
poOBaTb — ANA 3TOr0 HEOHXOAMMO OCTaBUTb YeKBOKC CreHepupoBaTb Naponb. HoBbI Naponb byaet oTobparkeH
8 UHGOPMALMOHHOM B/10Ke YCNEeLIHOTo BbINONHEHUA onepauun. Mpu cMeHe Naposs MOXKHO TaKKe YCTaHOBUTb
yekb60oKc CHPOCKTL CeCCUU, TOTAA O4HOBPEMEHHO CO CMEHOW naponsa 6yayT cbpoLueHbl CECCMM NOb30BaTeNS.

Mpwv 3a8aHMM HOBOTO NapPOAA BPYYHYIO CeayeT yunTbiBaTb OrpaHNYeHMA NapobHOM NOAUTUKM A/1A TOTO XPaHK-
1L, KyAa COXpaHAETca Naposb.
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CmeHa napons

Hosblit naponb CreHepupoBaTbh Naposnb

() C6pocutb ceccun

N3mMeHUTb

MpocmoTp 1 0TBA3KA BHELWHUX NOCTAaBLUUKOB

B 6510Ke «[MprBA3aHHbIE YYETHbIE 3aMUCK BHELLUHMX CUCTEM» MOXHO MOCMOTPETb NEpPeYeHb aKKayHTOB BHELLIHUX
NocTaBLUMKOB naeHTUdMKaLmMK (coumanbHbix ceteld, baHkos, ECUA, Mos ID 1 ap.), NpuBA3aHHbIX K Y4eTHON 3a-
nucKu HaileHHoro Nonb3osaTtena. Kaxkaaa NpuBA3Ka XapaKTepmU3yeTca YHUKaNbHbIM UaeHTUdUKATOpOM, rae no-
CNefHAA YacTb — 3TO BHYTPEHHUN NAEHTUOMKATOP aKKayHTa B COOTBETCTBYIOLEM NOCTaBLMKE NAEHTUDUKALMN.
Hanpumep, B3anucnesia:esia_1:1000347601 nocnegHas yactb (1000347601) —3To naeHTUOUKATOp
akkayHTa B ECUA. Mpn He06X0AMMOCTM MOXKHO YA43aAUTb CBA3b C BHELLHEN YY4ETHOM 3anuncoHo.

=]

- lNocycnyrn
MNpYEAZaHa YYLTHAA 2aNWCE C MASHTUOUKATOPOM esia:esia_1:10 1

O ESIA

MpueazaHa y4eTHadA 3anvck € MAeHTUPUKaTOROM esia
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MpuBAsKa ycTpoiicts ans 2FA no pasoBomy naposio

ASMUHUCTPATOP MOXKET NpUBA3aTb K YYETHOM 3anncK BbIBpaHHOro Noab3oBaTeNs CPeACcTBO ANS NPoBeAeHUn
AByxpaKTopHOW ayTeHTUPUKaL MUK, Hanpumep, MOXKHO NpuBa3aTb annapaTtHbli HOTP/TOTP reHepaTop no cepuit-

HOMY HOMepy, InMbBo NPMBA3aTb K y4eTHOM 3anmncK no QR-Kogy MO6UbHOE NPUIOKEHWE, OCYLLECTBAAOLLEE Bbl-
paboTky TOTP-koz0B.

[eHepaTop naponen Ha ocHoee cekpeta (HOTP)
CepwiAHbIiA HOMep
Mapons 1
Mapons 2
[eHepaTop n {8 OCHOBE B i (TOTP
HazeaHwe redepatopa GoogleAuthenticator

ANropuTM WppPoBaHMA SHAT =
AnuHa napons 6
Bpemsa obHoBNEHWA Naponsa 30

Cekper OMXKSDEWKMQS3EWLEYWORPLS7BKRTNNC

CoxpaHnTe
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Mpusaska Duo Mobile

[nsa nposegeHus ayteHTudUKaumm cpeacteamm Duo Mobile HeobxoamMmo npoBecTv NPUBA3KY MOBUABHOIO NpK-
NOMKEHMSA K YYETHOM 3anucK nonb3osaTtens. PEKOMeHAyeMbli CLEeHapuit — NoAb30BaTe/lb CAMOCTOATE/IbHO MPK-
BA3bIBAET CBOE MOOU/IbHOE NPUNOXKEHUE B BED-NPUNOKEHUN «/TUYHbILU KABUHEM».

AnbTepHaTMBHbIN cNocob NPUBA3KK —Yepe3 KOHCOb ynpasaeHuna. na storo Heobxoanmo B pasgene «[flonb3o-
eamesnu» HaUTU HEOBXOAMMYIO YUETHYIO 3aMKncb U 610K HacTpoek «[lpunoxceHue Duo Mobile (QR-k00)». B aTom
610Ke cnenyeT HaxKaTb Ha KHONKY «[lpusazame Duo Mobile», panee cockaHMpoBaTb 0TOBpaXKeHHbI QR-Koa mo-
6MnbHbIM NpunoxkeHmem Duo Mobile.

CockaHupyiite QR-kog ¢ nomoweo npunoxedna Duo Mobile nonsaoeatena v HaxmuTe
"CoxpaHuTts”

duo//KOj14IDEESS6dmERgbac-
YXBpLWFIMTZIMDhjLmR1b3NIY 3VyaXR5LmNvbQ

YnpasneHue 4yneHCTBOM B rpynnax

Ecnun nonb3osaTesb BKAKOUEH B rpyninbl, TO 3Ta MHGopmaumn byaet otobparkeHa B 6/10Ke «Ys1eHCMEo 8 2pynnax».
Mo Kaskaoi rpynne 6yaet oTobparkeHbl creayrowme AaHHble:

* naeHTUdMKaTOP rpynnsbi;

® 3HayeHuA aTpmbyTOB rpynnbl.
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YneHcTBO B rpynnax

Woentudukatop [laHHLIe rpynnsi

admins name: AJMWHWCTPETOPE

MO3KHO UCKNHOUYNUTL NMOAb30BATE/NA U3 FPYNTbl C MOMOLLLIO KHOMKW YA4aneHus uav 4o6asuTb Noib3osaTens B 4Apy-
Y10 rpynny ¢ NOMOLLbIO CCbiNKK «ZJobasums 6 2pynny». [lna nobasneHna Nonb3oBaTeNna B rpynmny HyXHo by-
[eT BBECTW 3HaYeHMe aTpmbyTa, AEHTUGULMPYIOLLLEro rPpynMy, HasKaTb KHONKY « Halimu», BbI6paTb NOAXOAALLYIO
rpynny u3 cNUCKa HalAeHHbIX, U HaxKaTb KHOMKY «Jobasume».

YneHcTBO B rpynnax

WpentudmkaTtop OaHHble rpynnbl

admins name: AOMWHWCTpaTOpLI -
power_users Q Haittn

Wpentudmkarop Nma

power_userslroles Power Users

npOCMOTp, Ha3Ha4yeHune U OT3biB NpaB

Ecnu B OTHOWEHUM NONb30BATENA €CTb MPABa CO CTOPOHbI NPUNOMKEHUIN UAM APYTUX YUYETHbIX 3anuceit, To 3To by-
OeT oTobpakeHo B 6noke «[Ipasa 8 omHoweHuUU rnosns3osamensa». Eciv nonb3oBaTesib UMEET NpaBa B OTHOLLe-
HUM 06BEKTOB, HANPUMEP, APYTUX YYETHbIX 3anucen, To 3To byaeTt otobpaxkeHo B b6/10Ke «[Ipasa none3osamernsd
8 omHoweHuUU 06beKkmos».

Kaxkfoe NpaBo XapaKTepmnsyeTca caeayoWwmmmn napameTpamu:
* naeHTUPUKaTOp 0OBEKTA;
* uUms;

* npago.

NpaBa cyb6bEKTOB B OTHOLUEHUM NOMb30BaTENA

WaeHTudukarop Uma Mpaeso

test-system test-system Hasnauatb npaBa n

HasHauntb npasa
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[paBa nonb3oBaTenA B OTHOWEHNW 06HLEKTOB

WpeHTudmkaTop WUma MpaBo

_blitz_profile custom.app.name._blitz_profile MeHATbL Nnaponeb n
_blitz_profile custom.app.name._blitz_profile rights.right. SUPPORT n
isergeev@domain.com  Ceprees MBaH MeTpoBuy rights.right TEST n
_blitz_console custom.app.name._blitz_console = HaaHauyaTb npaBa n

HasHaumTb npaesa
OT03BaTb NPaBO AOCTYNa MOKHO C MOMOLLbIO KHOMKKU yAaneHna pagom C npasom Aoctyna. HasHauymMTb npaso
A0CTYyNa MOXHO C MOMOLLbBIO CCbIIKK «HazHa4yume ripasa». [pn aTom Haao 6YAET Bbl6paTb Ha3Ha4Yaemoe npaso

[ocTyna U3 cnucka, Tvn cybbekta (nonb3osatesib UAU NpUNoxKeHue) nan obbekTa (Nonb3oBaTenb, rpynna uim
NPUAOXKeHNe), HalnTK 1 BbIBpaTb cybbeKkTa/obbeKTa.

lMpaBa cybbeKTOB B OTHOLWEHWK NONb3oBaTesNA

Mpasa oTcyTCTBYIOT

MpaBso HasHavatb npaBa v
Tun cyb6bekTa Mpunoxexune v
Mouck cy6bekta  test-app
WpeHTudmkaTop Uma

test-app test-app
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[NpaBa nonb3oBaTenA B OTHOWEHUW 06 BEKTOB

WpeHTudukarop Umna Mpaso
_blitz_profile custom.app.name._blitz_profile MeHATb Nnaponb n
_blitz_profile custom.app.name._blitz_profile rights.right. SUPPORT n
isergeev@domain.com Ceprees WeaH MeTposuy rights.right TEST n
_blitz_console custom.app.name._blitz_console = HasHauyaTb npasa n
Mpaso MeHATE Napons ~
Tun o6bekTa Monb3oeatens ~
Mownck o6bekTa VisaHoB
WaeHTtudukarop Uma
854436f6-af58-4a3f-8¢cb7-c2c441ebda76 WMeanos Cepreii

Ho6aBuTh OTmeHa

3anomHeHHble yCcTpolicTBa u 6paysepbl

ALMUHMUCTPATOP MMEET BO3SMOXKHOCTb MPOCMOTPETL YCTPOWCTBA M Bpay3epbl, C KOTOPbIX NOAb30BaTE/b OCYLLECTB-
NN BXOZ, C UCNONb30BaHWeM CBOEN yYeTHOW 3anmcu. OnmncaHue yCTPOMCTB BKAKOYAET:

* MPU3HaK TOro, 3aMOMHEHa /M Ha YCTPOMCTBE CECCUA BXOAA W ABAETCA /1M YCTPOWMCTBO A0OBEPEHHbIM. Mpu-
3HAK KOGMPYETCA C MOMOLLbIO LBETa:

Cepr[/‘I — Ha yCTpOﬁCTBe He 3anoMHeHa ceCccna Bxoada u yCTpOﬁCTBO He ABNIAETCA AO0BEPEHHbIM;
— JXenTblii — Ha YCTpOVICTBe Ha 3aNOMHeHa ceccna Bxoaa, HO yCTpOﬁCTBO ABNAETCA OOBEPEHHbIM;

— CMHWI — Ha YCTPOWCTBE 3aMOMHEHA CECCUA BXOAA, HO YCTPOWMCTBO HE ABNAETCA 40BEPEHHbIM;

3e/1eHbli — Ha YCTPOMCTBE 3aNOMHEHa Ceccus BXOAa U YCTPOMCTB ABNAETCA A0BEPEHHbIM.
* 1MA 1 BEPCUA OMNEepaLMOHHON CUCTEMbI YCTPOMCTBA, ONpeaeneHHble Ha ocHoBe UserAgent;
* 1M ¥ Bepcus bpaysepa, onpeaeneHHble Ha ocHoBe UserAgent;

* [faTa M Bpems noc/efHero BXoAa ¢ AaHHOro ycTpoicTea v 6paysepa;

¢ |P-agpec nonb3oBaTens, KOTopblit 6bin onpeaeneH Npu NocieaHem BXo4e C AaHHOro YCTPocTBa 1 bpay-
3epa.
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YcTponctea nonb3oBartenAa

YcTpoicTtBo Bpaysep Mocnepgunin Bxog MocnegHum IP appec

@ mac0S 10.15.7 Chrome 100 04.05.2022 16:05 172.25.0.1 n
@ mac0S 10.15.7 Yandex 22 27.04.2022 16:04 37.144.36.99 n
@ mac0S 10.15.7 Chrome 100 25.04.2022 20:04 212.46.18.101 n

Knwouu 6e3onacHocTn

AZMUHUCTPATOP MMEET BO3MOXKHOCTb MPOCMOTPETb MepeyeHb Kawouen HeszonacHocTu (Passkey, WebAuthn,
FIDO2, U2F), 3aperucTpMpoBaHHbIX 4/11 Y4EeTHOM 3anmcK nonb3osaTens. s Kaxaoro Kaova 6e3onacHoCcTy yKa-
3aHbl:

® MMA KNKoYa;
® [aTa U BpemMA perncTpaunm Knrda;

* o6nactb NnpumeHeHus (gna Passkey n FIDO2 — ansa Bxoda v ANs NOATBEPKAEHUA BXxo4a; ans U2F — TonbKo
ONA NOATBEPXKAEHUA BXOAa);

® [aTa U BpemAa nocneaHero Mcnosib3oBaHUA K/ko4a.

Kntoun 6esonacHocTu nonb3oBartena
UmAa kniova [Oo6aBneH O6nacTb NPUMEHEHUA MocneaHee ucnonb3oBaHue
. OnA Bxopga
Face ID Ha iPhone 28.10.2022 16:10 01.11.2022 14:11
,DJ'IH nomsepmaeuvm BXopa

[JobaeunTtb KnoY

ALOMUHUCTPATOP MOXKET 3aperncTpupoBaTh HOBbIW KoY 6€30MacHOCTU C NOMOLLLBIO CCbINKM «106aBUTb KAou». B
06bIYHOM CLLEHAPUM MCNONb30BaHUA KtouM besonacHocTu cebe fobaBnseT cam Nosib3oBaTeslb B MOMEHT BX0Aa
(oHBOPAMHT) K Yepes3 NNYHBIN KabUHET.

YKaXxuTe Ha3BaHue HOBOro Knw4a

UMA knioua |

Cosapatb OTmMeHa

B0O3MOKHOCTb A06aBNAEHUSA KAOYa a4MUHUCTPATOPOM MOXKET BbITb NOME3HA B C/IEAYIOLWMX CLEHAPUAX:

o AZMUHUCTPATOP INYHO BbIAAET NOMb30BaTeNAM annapaTHbli FIDO2/U2F Koy M NpMBA3bIBAET €ro K yyer-
HoW 3anucu. Jaa 40CTyna K NPUIOXKEHUAM KOMMaHUKU UCNONb3yeTcA ABYXPaKTOpHaA ayTeHTUdUKALMA.

* AOMUHUCTPATOPY B LENAX TEXHUYECKON NOAAEPIKKM HYXKHA BO3MOMKHOCTb BOMTU NOJ, Y4ETHOM 3anucblo
nonb3osaTens. COHPoC OT y4yeTHOM 3anucK Napons AOCTaBUT MNOJb30BATeN0 HeyaobcTBa — BMECTO 3TOro
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MOXXHO 3aperncTpmnpoBaTtb KoYy 6e30MacHOCTU M UCNO/b30BaTb €ro ana sexoga. Bece ,L'J,eﬁCTBMFI no perun-
CTpaunun n yaganeHuo Kntouer 6esonacHoCTH PErNCTPUPYIOTCA KaK cobbITMA 6esonacHocTu.

BblgaHHbIe NPUNOXKEHUAM pa3peLleHua

ALMWUHUCTPATOP MMEET BO3MOXKHOCTb MPOCMOTPETL NepeyeHb paspeLleHuni, Bbl4aHHbIX NOAb30BaTeleM NPUo-
KEHUAM.

Kaxkpoe paspelueHve onucbiBaeTcs:
* NAEHTUDMKATOP NPUNOKEHUS;
* nepeyeHb paspelleHunli (scope);

® [aTa Bblga4yun paapeLueHMﬁ.

oauth2_test_app
scopes: openid, profile

date: 09.09.2019

YnpaeneHue rpynnamu nonb3osaTtenei

BkntoueHue otobpaxkeHus rpynn B blitz.conf

Ecnu B Blitz Identity Provider HacTpoeHa BO3MOXKHOCTb paboTbi € rpynnamu nosb3oBaTeneil, To B KOHCOIM ynpas-
NleHns nossuTca pasgen Mpynnol.

YT06bl BKNHOUMTb BO3MOMKHOCTb MPOCMOTPA rPynn nosib3oBaTtesnel, Heobxoanmo L06aBUTb 610K HACTpoek
blitz.prod.local.idp.groups cnegywouwero snaa:

"groups": {
"profiles": [
{
"type": "mirror",
"id": "orgs",
"groupStore": "389ds",
"attrsMap": |
"name": "displayname",
by
"filter": "objectClass=group"

]I
"stores": {
"list": [
{

"type": "ldap_based",
"id": "389ds",
"desc": "I'pynmne",
"ldapStore": "389ds",
"baseDN": "ou=external, ou=groups,dc=test",
"searchScope": "SUB",
"idAttrName": "cn",
"membersAttrName": "uniqueMember",
"memberOfAttrName": "memberOf",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"newGroupAttrs": [

{
"attr": "objectclass",
"format": "strings",
"value": "top,groupOfUniqueNames, group"

}I

{
"attr": "dn",
"format": "string",
"value": "cn=$ ,ou=external, ou=groups,dc=test"”

Ocob6eHHOCTH yKa3aHWA HacTPOEK:

e Bprofiles.groupStore, stores.list.id, stores.ldapStore AonxeH bbiITb nAeHTUDMKA-
Top LDAP-KaTanora, MCNosib3yemMoro ANA XpaHeHMA Nofb3oBaTenem;

e pprofiles.attrsMap u B stores.list.idAttrName AONKHbI ObITb YKa3aHbl aTpUbYTLI rpyn-
nbl (KNacc groups), Hanpumep name. MMeHa aTpMBYTOB NPU KeNaHUM MOXKHO Ha3BaTb U NO-APYromy,
noanep*Kkmneatotca Tobko LDAP-aTpubyThl TMNA St ring;

e B stores.list.baseDN Hy}HO NPOBEPUTb (M UCMNPABUTb €CIM HEOBXOAMMO) MyTb ANA XPaHEeHMs
opraHusaumit B LDAP. Ecan nyTb 6yaeT UcnpaBneH, TO CKOPPEKTMPOBATb TaK¥Ke HACTPOMKYy "value":
"cn=${id}, ou=external, ou=groups, dc=test" COOTBETCTBYIOLMM 0OOPa3OM.

Pa6ota ¢ rpynnamm

B pasgene Mpynnbl MOXKHO OCYLLECTBAATL MOMCK rPynn No 04HOMY M3 CKOHOUIYPUMPOBaHHbIX aTpUBYTOB, peaak-
TUPOBATb rPYNMbI, CO34aBaTb M YAANATb FPYNMbl, YNPaBAATb YNEHCTBOM MO/Ib30BaTeNEN B rpynnax.

Mo Kaxaon HangeHHoM rpynne oTobparkatoTca ee aTpnbyTbl. Kpome Toro, B 610Ke YneHbl rpynnbl oTobparkatorca
BCE MONb30BaTENN, BK/IIOYEHHbIE B AaHHYIO rpynny. Mo Kaxgomy nonb3oBaTento otTobpaxkaeTcs:

* naeHTUdMKaTop;

® 1IMA NONb30BaTeNA — COMACHO WabNoHy, onpeaeneHHOMY B pasgene UCTOYHMKM JaHHbIX (UMg monb-—
30BaTENnd B KOHCOIIH).
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Fpynnbl

Mpodune ATpuGyT 3Ha4eHue

o V id 7 remee

Coapartb rpynny...

Fpynnbl nonb3oBarenen

Ranweie rpynns! -8

name HoBbild nons3osarenu

CoxpaHuTb

YneHbl rpynnel

WnexnTudukarop Wwma nonb3osatenn

6647dc35-0c4f-4054-

MeTpoe VBaH
a7e7-fae41b011b4f eTpo a

18539368-159f-4ef1- n

) MUTpUIA
8f34-3389272fa8bd Bacunses [mTp

[obaeuTe nonbaosaTens...

Yaanute rpynny

[OoCTynHbl BO3MOXHOCTM MO PEAAKTUPOBAHMIO aTPMBYTOB rpynnbl, yAaNeHUIO rpynmnbl, BKAOYEHMIO NO/b30Ba-
Tenei B rpynny ¢ NOMOLLbIO CCbIKM [106aBUTb NOMb30BaTENA..., UCKNIOYEHUIO NONb30BaTeNA U3 TPYNMbl, CO3A4a-
HWIO HOBBIX FPYNM NO/b30BaTeNEN C MOMOLLbIO CCbIKM CO34aTb rpynmy....

BkAtoyeHue nosib3oBaTens B rpynny:
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YneHbl rpynnsl

UnenTudmukatop Wmn nonb3soeatens

6647dc35-0c4f-4054-
a7e7-faed1b011b4f

18539368-1591-def1- n

8134-3389272fabd  CoCYVIbeB AMMTDMI

Metpoe Neax

WMpenTudmkaTop WMma nons3oBatensa
a907220-9689-4535-9447-40 126030332
B854436f6-af58-4a3f-Bcb7-c2c441ebda76 WMeaxos Ceprein

JobaenTe OTtmeHa

Mpojgune @ grps

WpeHTudgukarop rpynnsi new_grp

name

Coapatb OtmeHa

YnpaBneHue npaBamu goctyna

[ns BegeHuna cnpaBoYHMKa Npas gocTyna B Blitz Identity Provider ucnonssyetcs pasaen «lMpaBa AoCTyna» KOHCO-
M ynpasneHus. MpaBa A4OCTyNa MOTYT UCMO/1b30BaTLCA A4/19 KOHTPOAA AOCTyNa No/b30BaTes1ei B MPUIOKEHUS,
[ANA KOHTPO/IA BbI30BA NPU/IOKEHUAMM 3alLmLaembix REST-cepBUCOB, a TaK»Ke MOryT BbITb 3anpoLLeHbl U UCMOJb-
30BaHbl MPUIOKEHUAMM A/1A OCYLLECTBNEHMA KOHTPOAS AOCTYMNa N0Ab30BaTeNA K QYHKUMAM MPUIONKEHUIA.
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CnpaBo4HMK Npas gocTtyna

3apaitte npaea AocTyna, KOTOpPbIe MOryT 6blTb Ha3Ha4eHbI NONbL3OBATENAM, rpynnam nnv NnpunoXKeHruAm.

HassaHnwve Onucanve

SUPPORT

ADMIN

MNposepoyHoe Npaso gocTyna
TEST posep P noery

USER

+ [lo6aBuTb Np

2.2.6 YBegomneHus 1 oTnpaBKa coobieHuni

[nA 3apaHnA HaCTpOEK yBEAOMIEHUIN U MOAKNIOYEHUA K CUCTEMAM OTNPABKM COOBLLLEHNI CNONb3YeTCA pasaen
«CoobuweHua» KoHconu ynpasnenus Blitz Identity Provider. B sTom pa3genie MOXXHO HAaCTPOUTb YBEAOM/IEHUA U
NOAKNIOYEHME K:

® cepBuUcy oTNpaBKkn SMS-coobuieHni;
® cepBUCY OTNPaBKK push-yBegomneHuit;
e SMTP-cepsepy.
[Na HAacTPOIKM yBEAOMIEHNI HEOBXOANMMO Ha OCHOBHOW CTpaHULEe pasgena:

e BblbpaTb KaHan O/ BOCCTAaHOBAEHWUA (3N1€KTPOHHAA noyTa, MobuabHbIA TenedoH) U yKasaTb aTpubyT
CO 3HaYeHMeM 3TOro KOHTaKTa. ATpMBYT 3a4aeTcs C NOMOLLLI0 PEryasapHOro BbIPAXKeHWs, Hanpumep,
${phone_number } 03Ha4aeT, 4To MHOPMaLua byaeT oTnpasseHa Ha TefledpoH phone_number;

* BbIOBpPaTh COOLITUA, NO KOTOPLIM TPebyeTcs OTNPABAATL YBEAOMIEHUA. BO3MOXKHO yBegOMAEHME NPU CAe-
AYoWwmnx cobbITUAX:

BXOZ, C HEM3BECTHOIO YCTPOWMCTBA;

— CMeHa napons;

— CMeHa Naposs B 3aBMCMMOM YY4ETHOM 3anncu;

— BOCCTaHOB/IEHWE A0CTYNa;

— BOCCTaHOBJ/IEHME AOCTYMNa B 3aBUCMMOW Y4ETHOM 3anucw;

— MNpUBA3Ka YY4ETHOM 3anNnUcK coLManbHOM ceTu;

— 0TBA3bIBaHME YYETHOW 3aNUCK COLMANBHOM CETH;

— HacTpoika meToza ABYxbaKTOpPHOM ayTeHTUMKaumu;

— M3MEHEHMe pexxnma NoATBEPKAEHMA BXOAA;

— MoJly4eHue npaBa MeHATb Napo/ib B 3aBUCUMOM yYETHOM 3anucu;

— npeaocTtaB/ieHne nNpaBa MeHATb NapoO/ib,
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OT3blIB NpPaBa MeHATb NapO/ib B 3aBUMCUMMON y‘-IETHOf;i 3anuncu;

OT3bIB NPeaOCTaBNEHHOIO NPaBa MEHATb NapO/ib,

perucTpawmsa y4eTHoOW 3anucu;

,CI,06aB/'IEHMe HOBOIO K/1t04a 6630I'IaCHOCTVI;

= yAaneHue Kawya 6e3onacHocTH.
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NapameTpsl KAKAADD ONCOCUSEHEA

AS-cooflupHeR P -y 0 e

HacTpomsa Chpiaaca oTnpaEr e SMS-coobummnn HaT pod i S e O pakod 2ush-yRagowia-si

Yoegomnensn

HaCTROATE VECEOMNEHAR W NOMEI0NITENM CYOYT CIOBMLATEDA 0 FARMAHHEY COORTAR §RICnacHeoTe

CnoosSel YREIOWNEHIA

Cmecof yenomn s ATpHEYT & RONTRETON
SRR TROSHEA NOHTR R Samail)
akES L Slshorn_nusbir-}

Vo AT NN LI0RETEAR & CObTHAY

Tt eofnitiA

Baosg ¢ HisadicrHOND §CTReHETRE

Ciathi Ml poss

Ciabii MAPoAS 0 B HNOR YHETHOR JENUCA

BoGE TRHORNEHAE ASCTYE

Booe ARCTynE o A Tt Sanuen

T BT R o Thsad SuT 5 0L AT BT

T REHME FUETHOR JAMe i EOUMANLHOR CHTH

Hi: TR W10 ARy RPaRTORHOE By TaH THIpALILMM

A i o bl P O e 5000

ThasFaaiib M ST TAROE ) SaHEAMGE 0 THOR JaNACH

NpegoETARARHAE NS TS TEPaL

Tk B P AT b T e B Dl W WA ol Tl ST MR

TS IS TR s (T ISEHATE: NBPOTT

ParicT pinges pel THoE JanHew

¥Rl ARl BalonBEHOETH

Emaul -ooinfugonwa

Hiaz1poies SMTF-cipispa

Cnosoful IEGOMSHHA

n SRR TR A N TR

= DNTESH=EA NDHTE

u DTS N TR

= DTSR NI TE

n SRR TR A N TR

n SRR TEab R A N TR

A ANGETEoHEA NIMTE

= SRR NI TE

= DTSRI NI TE

n SRR TEab R A N TR

A ANGETEoHEA NIMTE

= DA TSI N TR

= DTSR NI TE

n SRR TR A N TR

n SRR TEab R A N TR

A ANGETEoHEA NIMTE
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MogknioyeHue K SMS-wintosy
Blitz Identity Provider Heobxoanma BO3MOXKHOCTb OTNPaBAATb SMS-coobLeHUs, eCM MCNOb3YIOTCA Ceaytowme
dYHKLUMK:

* ayTeHTUMKaLMA Ha OCHOBE OTNPaBKM No SMS Koga noaTBepKAeHUA (NepBblit 1 BTOpoi dakTop);

¢ MHPopMMpOBaHUME O BaXKHbIX COBbITMAX BesonacHocTH no SMS;

* n3meHeHWe Homepa mobunbHoro TenedoHa Yyepes «[Tpogusns Mnonv3osamens»;

® BOCCTaHOB/MEHME 3abbITOro Napos ¢ NUCNoAb30BaHMEM MOBUAbHOMO TenedoHa Kak KaHaia noaTeepsKae-
HWA BAASEHUA YUETHOM 3anuUCbio;

¢ nogrsepxaeHmne Homepa MOBUIBbHOTO Tened)OHa npu perncTtpaunm nonb3oBartena.

HacTpoWiku 3agatotca B KoHconu ynpasneHus Blitz Identity Provider B pasaene «CoobuweHus».

HacTpoiika cepevca oTnpaskn SMS

MpoTokon gocTaskm HTTP-GET hd

Mpu popMupoeadni URL 1 3aronoskos HTTP-3anpoca NCnonb3yiTe CTPOKKU NOACTaHOBKK
${login} - NOTVH ANA JOCTYNa K CEPBUCY

${pa

d} - Naponk AnA AOCTYMa K CEPBACY

coobLieHne (0653aTenbHbIRA N

${mobile} - HOMEpP MOGUNBHOTO TenepoHa (0BA3aTeNbHbIMA NapaMeTp)

}&phones=${mobile}&mes=§{message}&charset=utf-8

Noruu test

Napons M3MeHUTL 3HadeHne

[0 Wcnone3oBaTe Basic HTTP ayTeHTUdUKaLMIO

3aronoeku

Llla6noH oTBeTa ycnewH o | .+\"err
oTnpasku

LLla6noH oTBeTa Npw olwmbKe AERROR.+

o

HeobxoaMmo 3a4ath cneaytolime HacTPOMKK:
* BWA NpoToKona goctasku (GET nam POST);

e URL SMS-wnto3a —3afaeTca B BUAe natrepHa gns GopmmpoBaHuMA 3anpoca K SMS-wntosy aaa MHUUMKPO-
BaHMA oTnpasku um SMS. Mpumep HacTponkm ana SMS-wnio3a:

https://smsc.ru/sys/send.php?psw=${password}&login=${login}&phones=${mobile}&mes=3$
—{message}&charset=utf-8
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® JIOTMH W Maponb AnAa AocTyna K SMS-wnw3y. JIorMH M naponab MoryT 6biTb mepegaHbl B KavecTse
napametpoB GET-3anpoca wau B Buae HTTP-3aronoBka 3anpoca (cxema ayTeHTudukaumm HTTP Basic
authentication);

e HTTP-3aronoske 3anpoca Ha SMS-wnto3;

* wabnoH NPOBEPKM OTBETA OT LWAO3a, O3HAYAIOLLErO YCNELWHY0 OTNPaBKy. 3a4aeTca B BUAE peryiapHoro
BblpaXKeHuA;

¢ WabnoOH NPOBEPKM OTBETA OT LLI03a, O3HaYaIoLWEro OWNBKY OTNPaBKK cooblueHns. 3aaaeTca B Buae pe-
rYNAPHOTO BblpasKeHuA.

MopxnoueHue K cepsucy oTnpasku push-ysegomneHnii

HacTpoiiku push-ysegomneHnin 3aaatotca B BEG-NPUNOKEHUN aAMUHUCTPUPOBAHUA B pasaene «CoobuweHua».
Heobxoammo 3apath cneaytolme HacTPOMKK:
* BuA NpoTokona goctasku (GET nam POST);

e URL cepBuca oTnpaBKku push-yBefoMaAeHUA, HANpUmep:

http://api.system.ru/json/vl.0/communication/mobile/push

* faHHble — coobueHmne, nepeaasaemoe B Tene (body) 3anpoca, Hanpumep:

{"token":"${password}", "title":"S${title}", "body":"${message}", "msisdn":$
< {subscriberId}}

® JIOTMH U Naponb A8 A0CTYNa K cepBucy. JIOrMH 1 Naposib MOryT 6biTb NepesaHbl B KAYeCTBe NapameTpos
GET-3anpoca unu B Buge HTTP-3aronoBKa 3anpoca (cxema ayteHTMdumKaumm HTTP Basic authentication);

e HTTP-3aronoBKu 3anpoca;

¢ wabnoH NpoBepKK OTBETa OT CEPBMCA, O3HAYAIOLLEro YCMELIHYIO OTNPaBKY. 3a4aeTca B BUAE PeryiapHoro
BbIpaXKeHus, Hanpumep:

.+\"errorCode\":0.+

¢ WwabaoH NPOBEPKM OTBETA OT CEPBMCA, O3HAYAIOLLErO OLMOKY OTNPABKM COObLLEHMA. 3a4aeTCca B BUAE pe-
rYAPHOTO BblpayKeHWA, Hanpumep:

.+\"errorCode\":[1-9] .+

Mpumep HACTPOMKN MHTErpaL MM C CEPBMCOM OTNPaBKKU push-yBegoMaeHnit oTobpaxkeH Ha PUCYHKE HUMKeE.
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HacTpoiika cepeuca otnpaekn Push-yeegomneHuii

Mpotokon HTTP-POST E

[OCTaBKH
MpoTokon gocTaekk cooBLyeHui

Mpu cpopMrpoBadui URL, Tena w 3aronoBkos HTTP-3anpoca Wenonb3yiTe cTPOKW NOACTAHOBKM:
${login} - NOMMH ANA AOCTYNa K CEPBUCY

${password} - Mapont ANA ACCTYNA K CepBuCY

${message} - TeKCT cooblleHnA (0bA3aTenkbHEIR NapameTp)

${title} - 3aronoBok cooblleHnA (obA3aTenbHLIA NnapaMeTp)

${subscriberId} - MOEHTUPUKATOP NOML30BATENA pUsSh (00A3ATENBHEIA NapaMeTp)

URL http://api.system.ru/json/v1.0/communication/mobile/push

Hanueie {"token":"Hpassword}", "title":"§{title}"."body""${message}","msisdn":${subscriberld}}

HanHuie nepegasaemele B Tene HTTP-aanpoca

Norwn  test

Norun anA goctyna K CepeUCy OTNpaBkn cooGLLEHMI

Mapone WMameHnTe aHaueHune

[ Wcnonesoeate Basic HTTP ayTentuduraumio

3aronoEku

3aronoekn HTTP-3anpoca. Kaxgelid 3aronoBok onWCLIBAETCA B
OTAENkHOI cTpoke. HazsaHue W 3HaueHWe 3aronoBKa SOMHHE ObiTh
pazaeneHsl CHMBONOM

Wabnon oteeta . +\"errorCode\":0.+
ycnewHoM
oTnpaeku PerynApHoe BeIpameHWe, onpelenfiolliee YCNellHy D oTNpaBky
coofyenna. Hanpumep, *OK.+

Wabnou oteeta  +\"errorCode\":[1-9].+

npu ownbke
PerynAapHoe BripaxeHue, onpedenAioLlee Hanuume owuBry npu
oTnpaeke coobweHna. Hanpumep, “ERROR .+

OtmeHa CoxpaHuTs
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MogkntoyeHune K SMTP-wnto3y

B Blitz Identity Provider HeobxoanMMo HaCTPOUTb BO3MOMKHOCTb OTNPaBAATb email-coobuweHus, ecam ncnonbay-
toTCA cnepyowme GyHKUMK:

MHGOPMUPOBaHME O BaXKHbIX COBbITUAX BesonacHocT no email;
N3MeHeHWe agpeca 31eKTPOHHOW nognuck Yepes «1podusb nosab3osamens;

BOCCTaHOB/IEHME 3a6bITOr0 Mapo/iA C UCNOAb30BAHMEM email KaK KaHasa MOATBEPKAEHMA BNAAEHNA YYeT-
HOW 3anuncblo;

nogresepxaeHme agpeca Z-'UIEKTpOHHOl‘;I NoYTbl NpK perncTtpaunmn y‘-IETHOﬁ 3anncn nonb3osBaTenA.

HacTpoiiku 3agatotca B KoHconu ynpasneHus Blitz Identity Provider B pasaene «CoobuweHus».

HacTpoiika cepsepa oTnpaskn Email-coo6weHnuii

XocT pmail01.company.loc

Nopt 25

OTnpasuTent notif@company.com

Norun B Cosnanaer ¢ agpecom
ompasutens

Mapone MameHuTe 3HaYeHne

HacTpoitku mail.smtp.timeout: 1000000

o

HeobxogMmo 3aaatb cneaytoume HacTPoKu:

nmsa xocta SMTP-wn033;

nopt xocta SMTP-wnto3a;

Heobxo4MMO UM HET UCMONBL30BaTb TLS AnA 3alMLLLEHHOTO NOAKNOYEHMA K LWAHO3Y;
email otnpasuTens coobweHuii;

JIOTVH y4eTHOoM 3anucu Ha SMTP-wnto3e, oT MMeHu KoTopoli Blitz Identity Provider 6yaeT nponssoauTb OT-
npaBky email (ecnn norvH coBnagaet c email oTnpasuTens, To cnegyeT OTMETUTL COOTBETCTBYHOLLMIA YeK-
60Kc);

napo/ib OT y4eTHOM 3anucK Ha SMTP-wnto3e, oT UMmeHn Kotopol Blitz Identity Provider 6yaeT nponssoanTb
oTnpaBKy email;

HaCTPOMKM — AONONHUTENbHbIE NapaMeTpPbl KOHGUIypaLMK B3auMoaencTena ¢ SMTP-1uno3om™.

53 https://javaee.github.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html
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2.3 [ocTtyn B NPUNOXKEHUA U ceTeBble CNYXK6bl

2.3.1 Peructpauusa npunoxkeHun B Blitz Identity Provider
O npunoxeHuax

Peructpauus npunoxerni B Blitz Identity Provider Heobxoanma gns Toro, YTobbl NPUNOKEHUS MOT/IU UCMONb30-
BaTb npeaocTtasnsemsole Blitz Identity Provider cepsucsbi:

® 3anpawunsaTtb AeHTUUKALMIO U ayTEHTUPUKALMIO NONb30BaATENEN;
¢ BbI3blBaTb REST-cepBucel Blitz Identity Provider.

YnpasneHue NpuaoKeHUAMM OCYLLLeCTBAAETCA B pasaene MNpnnoxKeHna KOHCONM yNpaBieHUA.

lNooknKye HHEIE NPUNOXE HUA

Sharepoint ‘ ‘
JIRA ‘ ‘

Office 365 ‘ ‘

Co3spaHue y‘-IETHOi;I 3annucu HOBOro NpuUaOXKeHUuA

[na nogKnoueHna HOBOro Be6-NpuIoKeHNa Heobxoanmo nepeiTy B pasaen MpuaoKeHna KOHCoNM 1 BbIbpaTb
NYHKT [Lo6aBUTb NpUaoKeHne. ITO AeUCTBME 3aMyCTUT MacTep NOAKAUYEHUA HOBOMO NPUIOKeHUA, paboTa Ko-
TOPOro BK/IOYAET B ceba caeaytolime LWaru:

LWar 1. ba3oBble HACTPOIKKU

TpebyeTca yKasaTb MAEHTUPUKATOP MOAKAOHAEMOrO NPUAONKEHUA (NPU NOAKAOYEHMM MO NpoToKony SAML
naeHTMdmKaTop cooTBeTCTBYET ent ityID, npu nogKkatodeHmn no OAuth 2.0 — client_id), ero Ha3BaHue u
nomeH, T.e. URL, no KOTopomy A0OCTYMHO AaHHOE NPUJIOXKEHME.

BaxkHo: Mpwu 3agaHun naeHTndukatopa ana OAuth 2.0 HegoONYCTUMO UCNONb30BaTb ABOETOUME U TUbAY.

HasBaHuMe npuaoxkeHus ncrnonbyetca B ganbHeliwem B Blitz Identity Provider npu otobpaxkeHnn Ha cTpaHuue
BXOZa B C/ly4ae MHULMNPOBAHUA MPUIOKEHWEM 3aNpoca Ha MAEHTUOUKALMIO NONb30BaTeN .

JoMeH NpuaoXKeHMsa UCNOAb3YeTCs NPU HeobXOAMMOCTU NepeHanpPaBieHnn Nosb3oBaTeNs B NPUIOKEHME U3
Beb-cTpaHuy, Blitz Identity Provider. MepeHanpaBneHMe OCyLLECTBAAETCA Ha YKa3aHHbIN IOMEH UK Ha NepeaaH-
HbI B Npouecce B3aumogaelicTaus ¢ Blitz Identity Provider cneumannsmnpoBaHHbil redirect_uri, HO Npu aTOM
BbIMO/IHAETCA CBEPKA, YTO redirect_uri cOOTBETCTBYET 3a[aHHOMY B HAaCTPOIKE NPUNOXKEHUA JOMEHY.
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WaeHTudmkaTop (entitylD, T buka

client_id)

HazsamHue

Aowmer ¥ e fLOME EHWA

LLar 2. 3apaHue CTapTOBOM CTPAHMULLbI TPUNOXKEHUA U BblI6OP WabaoHa cTpaHuULbl BXoAa

Bnone CraproBas CTpaHHlla NPUIOXEHHI PEKOMEHIYEeTCA 3a/aTb CCbIIKY Ha BXOZ, B NPUNOKEHWE, UHU-
LMUPYIOLLYIO 3aNpoC UAEHTUGMKALUN U ayTeHTUDUKALUK.

B cnuckellla6non cTpaHull Heob6xoANMMO BbIGPaTh, HA OCHOBE KaKoro WabaoHa AoMKHA OTObpaKaTbCs cTpa-
HMLLA BXOZa NPW NOMbITKE A0CTYMNa N0/b30BaTeNA B AaHHOE NPUNOKeHUE. MHCTPYKLMA NO CO34aHMI0 HOBOTO LWab-
JIoHa Bxofa rpusedeHa 30eck (cTpaHuua 284).

Mpy HeOBXOAMMOCTN MOYKHO YKa3aTb KoY WndpoBaHUa MAEHTUOUKATOPOB (noMen mnpuBaTHOCTH). Co3aa-
HWe foMeHa NPUBATHOCTM obecneynBaeT YHUKANbHOCTb naeHTUdMKaTOpa NoAb30BaTeNs, NONYHYEHHOO NPUO-
YKEHUEM MO pe3ynbTaTaM ayTeEHTUOUKALMMY, T.€. STOT naeHTUdUKaTop ByAeT YHUKaNbHBIM, HO cneunduyHbIM ans
[AaHHOTO NPUNOXKeHUA. IHBIMK CNnoBamMM, eC/iM 3anpocC Ha NoAyYeHUe AaHHbIX Nofb3oBaTens byaet MHULUUPO-
BaTb MPUIOXKEHWE U3 APYrOoro JOMeHa NPMBATHOCTK, TO OHO ByaeT NoayYaTb Apyroe 3Ha4YeHWe naeHTUduKaTopa
nonb3osaTens. Mpu HaxkaTumn Ha none ByayT oTobparkeHbl CKOHPUIYPUPOBAHHbIE paHee KNUM LWNPPOBAHKA, C
BO3MOXHOCTb 334aTb HOBbIN. MpUnoXKeHUA, nmetowme o6wwmii Kntod wudposaHua, byayT nonyyaTb MAEHTUYHbIV
naeHTUPUKATOp Nosb3oBaTens.

Ha AaHHOM Luare Bbl TaK}Ke MOXKeTe 3a4aTb METKM, YTOObI faiee MCNONb30BaTh UX NPU HACTPOIKE N0MMKM PaboTbl
C NPUNOXKEHUEM, HANPUMEP, aHAIM3UPOBATL B 11poyedype 8xodad (cTpaHuua 278).
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MapameTpbl NpUnoXeHna

Wpentucukarop (entitylD unu design_test
client_id)

Hassanune Idp Panel
LomeH http:/localhost
CraproBan cTpaHuua
npunoxeHns
Knioy wudposanua v
naeHTUUKaTopoB
LWa6noH cTpaHuL, default_1 v

MeTku npunoxexua m |

Yaanute npunoxere | CoxpaHute

LLar 3. HacTtpoiika npaBun focryna B NPUIOXKeHUsA

MoKHO HacTpouTb Npasuna, Ha ocHoBe KoTopbix Blitz Identity Provider 6yaeT npuHMmMaTh pelleHue, BNycKaTb
WM HET NO/Ib30BaTeNA B NPUIOXKEHME.

KonTpons goctyna

MpaBnna AoCTyna k NPUADXKEHWID HE 3aAaHbl 1 MO YMONHaHWIo 4OCTYN K NPUNOKEHWIO HE OrPaHHeH.
Ans f06aBNEHWUA Npasnia BOCNob3yiTech KoHd TOPOM WAK CO3AIATE NPaBUNG BPYYHYIO.

MpaBuna KOHTPONS AOCTyNa MOXHO [06aBUTb C MOMOLLbIO KOHPUrypaTopa WAW BPYYHYO C MNOMOLLbIO
RQL-BblpaxeHUa (CM. PUCYHKU HUKe). B npasBuaax MOMKHO MPOBEPSATb, YTO MO/b30BaTE/lb BKAKOYEH B HYX-
HYIO rpynny nosnb3oBaTenen (HacTpolka Cpyrminel B KOHUrypaTope uam npasmno contains (grps, GRP1,
GRP2, ..)), umeeT Tpebyemoe npaBo AocTyna (HacTpoihka [lomHoMouue B KOHPUrypaTope wau NpaBuio
contains (rights.its.SYSTEM, RIGHT_1,RIGHT2,..)) WiM MMeeT yKasaHHOe 3HayeHue aTpubyTa
(HacTpolika YTBepxmeHure B KOHOUIypaTope WA BbiparkeHne ¢ aTpubyTom).
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KoHTpons goctyna

B cyuae P A0CTyna K np nNepeHanpaenTs NoAL30BaTe/NA Ha CTPEHWLY 0TKaza B AocTyne. ECin He oTMeueHo, T MoNk30EaTes GyAeT NepeHanpasneH B NPUACKeHVE C OWNGKOR
COrNacHe NpOTOKGNY NOAKNHOUEHNA

HacTpoeHHble npaBuna gocTyna Kk NpUACXKEHWNIo

B faHHOM 610Ke 33/4a10TCA PaspeLLaroLMe NPABNNa AOCTYNA K NPUNCKEHIIO C UCNONb30EaHINeM Resource Query Language (RQL). A yCNelwHoro 40CTyNa AoCTaTOuHO, YToBEI X0Ta
6bl OAHO NPABUNO 6bINC BLINONHEHO.

Mpasmna MOXHO 334aBaTb BPYUHYIO WM UCNONB30BATE KOHPMIYPATOP ANA CO3AAHMA NPOCTLIX NPABNN.

Takxe y Npasnna NpyCcyTCTBYIOT HA3BaHKE 1 ONMcaHWe. ECIM yKasaHo HasBaHME, TO OHO 3AMMLLETCA B YAUT, MHAYe B ayAWT 3aNMLUETCA TEKCTOBOE Npe/cTasneHne RQL. OnvcaHne He
MCNONb3yeTcs B 06paboTke M MOXET COAEPXATb NOGLIE 3aMETKM, ACCOUMMPOBAHHBIE C MPABMNOM.

AocTynHble ASHHEIE M BEIPAXEHUA B NPaBANaX

Mpynnst
MONL20B3TENE AONKEH BXOAUTE B YKAZaHHYIO Fpyniny
MonHomoume K NPUNOXKEHW0 hd
MONEZ0BATENE AONXEH UMETE YKAZAHHOE MONHOMOYME HE 33/13HHEI 0B LEKT. B KaUSCTEE OOBEKTS MOMYT BHICTYTNATE NPUNGKEHURA,
rpynMLl ¥ NONL30BaTENN
YTBepxaeHue = hd

MonkL308aTeNs ACMXEH MMETE YKA3aHHOE 3Ha4EHNE YTEEPXKAEHNA

HazeaHwe npaeuna

EC/N Y NPaBMAa yKa3aHO Ha3BaHWe, TG OHO GyAET 3aNUCLIBaTLCA B ayANT

AobasnTL npasuno
CoxpaHnTe
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KonTpons goctyna

B ciyqae GNOKMPOBAHWA AOCTYNA K NPUAOKEHMIO NEPEHANPABITE NCNL30BATENA HA CTPaHWLY OTKa3a B 40CTyne. ECAW He oTMedeHD, To NeNb30BaTeNb OyAeT NepeHanpasneH B NPUAGKEHME C oWwnBkoid
COTN3CHE NPOTOKCAY NOAKNOUEHKA

Hac‘rpoeHthe npasWna AoCTyna K NpUAOXKEHUID

LWar

B laHHOM 60Ke 33/1a10TCA pa3peluatolue Npasnna JoCTyna K NPUNOXEHMIO C NCoAb3oBaHuen Resource Query Language (RQL). 119 yCNelwHoro 4ocTyna AocTaTouHo, UuTo6el XoTs
6bl 0/JHO NPABMNO BbINO BINDAHEHO.

Mpasuna MOXHO 334aBaTb BPYUHYIO WIW UCMOb30BaTh KOHPUIYPATOP ANS CO34aHNA NPOCTLIX NPaBUA

Takxe y Npaswna NpucyTCTBYIOT Ha3BaHME 1 ONUcaHue. ECM yKa3aHo Ha3BaHMe, TO OHO 3aMWLLETCA B ayAWT, MHaYe B ayAuT 3anLLIETCS TEKCTOBOE NpeacTasnesne RQL. OnucaHve He
MCNoAb3yeTcs B 06paboTKe U MOXET COAepXaTh MGkl 3aMeTKM, aCCOLMMPOBaHHBIE C MPABUIOM

JIOCTYNHBIE A3HHEIE 11 BIPEXEHUA B NPABUAaX

TeKkylWe yTEepKACHWA B CECCMM NONb30BaTeNs

Tio60e YTBEPKAEHUE MOXET BbITb NPOBEPEHO Ha COOTBETCTBUE 3HAYEHUIO

TpUMep: age>=18

BXG)KAEHIHE nonb3oBaTesNIA B rpynnbi

—H]CBEPFET‘ YTO NONb30BATENb BXOAWNT B KAKYH-TO M3 YKa3aHHbIX rpynn

MpUMep: contains(grps,GRP1,GRP2 ...)

Hanuume y nonb30BaTeNA NONHOMOUMI

MpoBepRET, UTO Y NOAL30BATENA NPVCYTCTBYIOT XOTA 6bl OAHOTO YKa3aHHOE MONHOMOYME K 06BEKTY

OBBLEKTEI MOTYT 6bITb NPUAOXKEHMEM (its). PYNNof (grps) M nonb3osaTenemM (mycTo)

MpUMep NpoBepKiA NOAHOMOY Wi K NpUNoXeHuto tech_portal : contains(rights.its.tech portal,CHANGE CONFIG,VIEW CONFIG ...)

MNpasuno HaseaHue Onucanune AKTMBUPOBaHO
n
E 4
Konguryparop + flo6aBMTs NPABUNG BRYYHYH

4. HacTpoiiKu NpOTOKO/I0B NOAKAOYEHUA

HeobxoaMMO HacTPOUTL OAMH UM HECKOJ/IbKO NPOTOKO/IOB NOAKNOYEHUA NPUNOXKeHWSA K Blitz Identity Provider.

MpoTokonbl

SAML OAuth 2.0 Simple REST RADIUS

I MpoTtokon OAuth 2.0 He ckoHdurypuposaH. CkoHdUrypuposaTb

MoaaepXnBatoTcA Cneaytolume NPoTOKO bl NOAKMOHYEHUS:

SAML — gna nogknoveHns npunoxeHunit no SAML 1.0, 1.1, 2.0 u WS-Federation gna naeHtudmkaumm un
ayTeHTUdMKaLMn Nonb3oBaTenen.

OAuth 2.0 — ana nogkntoueHusa npunoxeHuii no OAuth 2.0, OpenlD Connect 1.0 (OIDC) gns naeHtudmka-
UMK M ayTeHTUdMKaLMM Nonb3oBaTenein. B pamKkax aToro npoTokona BO3MOXKHO KOHOUIypUpoBaHue guHa-
MWYECKOWN PErncTpaLLMm KANEHTOB.

Simple — ana nogkntoueHUa Be6-NPUNOKEHUI ANA OCYLWECTBAEHNA NAEHTUOUKAUMM U ayTeHTUdUKaLMK C
NMOMOLLLbHO NOACTAHOBKM B MPU/IOXKEHWE ZIOTMHA U NAaPOAA C Proxy-cepBepa, eCnu NPUNoKeHUe He noanep-
YKMBaET BO3MOXHOCTU nogkatoueHma no SAML/OIDC.

REST — gn1s nogKkntoueHMA NpuaoxKeHnn, ncnonbaytowmx REST-cepsucel Blitz Identity Provider no peructpa-
LUUKU/M3MEHEHMIO YYETHbIX 3aNunceit, ynpasaeHuio yCTponcTBaMm ayTeHTMdMKaLMM Nonb3oBaTene.

RADIUS — ans nogknoyeHuns K ceteBbiM ciy*k6am no npoTtokony RADIUS.
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Ecnun opraHvsaums nnaHupyeT pa3paboTKy Man A0paboTKy COBCTBEHHbIX MPUNOKEHUIA A5 MOAKAOYEHUA UX K
Blitz Identity Provider, To paspaboTtyMkam HEO6XOAMMO 03HAKOMMUTLCA C Pykosodcmeom o uHmezpayuu (cTpa-
Huua 380).

Ecnu opraHmsauma nnaHupyeTt noakntounTs K Blitz Identity Provider npunoxeHus, umetowime WTaTHYIO NoaaepK-
Ky noakntoyeHuns no SAML 1.0, SAML 1.1, SAML 2.0, WS-Federation unau OIDC (OpenlID Connect 1.0, OAuth 2.0),
TO B NOC/AeAyowWwmx nogpasaenax, onvMcbiBatoTcs obLLMe HAacTPOMKM Ha ctopoHe Blitz Identity Provider nogxnto-
YeHMA NPOM3BOLHOIO NMPUAOKEHUA C NoaAep Ko SAML/OIDC.

2.3.2 Cxembl paboTtbl TexHonoruit SSO

B naHHOM pasgfene npuseaeHbl cxembl PaboTbl TaKMX pacnpocTpaHeHHbIX TEXHONOMMIM eAnHOrO Bxoaa, Kak OAuth
2.0 n SAML.

NoakntoueHme Be6-npunoxkeHus no OIDC

B3sanmopgeiicteme Beb-npunoxkeHus c Blitz Identity Provider no OIDC BkntouyaeT B cebs cnegytolme stansbi:

MpumeyaHue: [aHHbIN NpoOLECC COBMAZAET C MOAENbIO aBTOpM3aLuu npunoxkeHua Authorization Code
Grant, npegycmoTpeHHoM cneundukaumerr OAuth 2.0.

1. MpunoxeHne yepes Beb6-6pay3ep oTnpasaseT 3anpPoc Ha NAEHTUGUKALNIO U ayTEeHTUDUKALMIO NONb30Ba-
Tena B agpec Blitz Identity Provider.

2. Blitz Identity Provider npoBoaut naeHtuduKaumio/ayTeHTMGULUMPYET NONb30BaTENS.

3. Blitz Identity Provider nonyyaet cornacve nonb3oBaTens Ha nepegady MHGOPMaLMM O HEM B NPUNOKEHUE
(8nA NpUNOXKeHUI, KOTopble pasmelleHbl Ha JOMEHe company . com, COrlacue NPefoCTaBAAETCA aBTo-
MaTtuyecku b6es 3anpoca noab3osaTesns).

4. Blitz Identity Provider yepes Beb-6pay3ep nepeHanpaBaseT Nnosb3oBaTess 06paTHO B MPUNOXKEHME U Ne-
peaaeT B NPUIONKEHME KO aBTOPMU3aL MM,

5. TpunoxeHune c UCNosb30BaHNEM KoAa aBTopu3auumn GopmMupyeT 3anpoc Ha NoyYeHne MapKepa UaeHTuU-
duKaumm, mapkepa 06HOBNAEHUA, MapKepa AOCTyna.

6. MpuaoxkeHue Nony4aeT OTBET, COAEPKALMN HEOBXOAMMbIE MApKepbI.

7. anﬂO)KEHMe 3anpawnBaeT gaHHbIe NONb30BaTENIA NO MapKepy 4OCTyna. an HEO6XOLI,MMOCTM npunoxe-
HWE MOXET NpoBeCTN NPOBEPKY MapKepa M,D,EHTMd)MKaLI,VIVI 1 n3Baeyb U3 3TOro mapkepa VI,EI,eHTVId)VIKaTOp
nonb3oBatena n 40NONAHUTENbHbIE anVI6yTbI.

Ha pucyHKax npeacTas/ieHbl NPOLECChl NOAYYEHUA KOAa aBTOPM3aLMM, MapKepoB, AaHHbIX N0/b30BaTenNs.
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MonyyeHue Koga asTopMsaumu:

Monek3oBaTens Bpaysep MpunoxeHue Blitz Identity
(User Agent) (frontend) Provider

GET /blitz/oauth/ae?response_type=code @

&scope=openid%20profile
&client_id=app
&redirect_uri=https%3A%2F%2Fapp.company.com%2fre

! I

] : : &state=342a2c0c...
i i i
i i
I I
I

! P
P Monk3oBaTens ofipaiaeTca k 2. MpunoxeHue genaet 3anpoc k Blitz

| MPUAOKEHMIO

3.Blitz nposepser,
nMeeT an
NoNb30BATENb CECCHIO

I

i 4. Ecnv y nonb3oBatens otcytctyer ceccms, To Blitz
! NPOCUT NO/Ib3OBATENS BOMTH B CUCTEMY
i
I

I

i 5.Monb3osaress BBOAUT
NOruH[Napob AW MHbIE

| A3HHBIE ANA MAEHTUGMKALMN

| v ayTeHTudMKaL UM

I

|
6. flannbie ans naeHTUdMKAL UM M ayTeHTUDMKALMM NepeAaloTc Ha nposepky B Blitz
I

HTTP/1.1302 Found J

i
: Location: https://app.company.com/re?code=f954nEz...
I
I

7. Blitz ocywecrenser
MAEHTUOUKALMIO W
ayTeHTUdMKaL MO

&state=342a2c0c...

i
I 8. Blitz Bo3epalyaet npunoxeHuio
|

I i KO4 aBTOopM3aummn
NonyyeHue mapKepos 6e3onacHOCTU:
MpunoxeHue Blitz Identity
(backend) Provider

=

POST /blitzfoauth/te
Content-Type: application/x-www-form-urlencoded
Authorization: Basic bG9jYWxo...

grant_type=authorization_code
&code=f954nEz...
&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1. Mpunoxenwe HanpaenseT B Blitz 3anpoc Ha noayyeHne Mapkepos
6e3sonacHocTH

HTTP/1.1 200 0K

Content-Type: application/json

{
"access_token": "ORSqylGx...",
"token_type": "bearer",
"expires_in": 3600,
"refresh_token": "FepnjwwA...",
"id_token": "eyJhbGci..."

! /4
—

2. MpunoxeHue NoNy4aeT MapKep A0CTYNa, Mapkep MAeHTUdMKaL K,
Mapkep o6HoB/IeHMA
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MonyyeHue gaHHbIX NONb30OBaTeNA:

MpunoxeHue Blitz Identity
(backend) Provider

=

GET /blitz/oauth/me HTTP/1.1 J

Authorization: Bearer ORSqyIGx...

1. MpunoxeHne HanpasnseT B Blitz 3anpoc Ha nony4eHue gaHHbIX
no/Nb30BaTeNs, NPUKAaAbIBasA MapKep JocTyna

HTTP/1.1 2000K

Content-Type: application/json

{
"sub":"3d10f626-ea77-481d-...",
"family_name": "UBaroB",
"given_name": "MBan",
"middle_name": "MBaHoBKY",

"mail": "iivanov@company.com" _J

}

—

2. [punoxeHne nony4aer gaHHble noab3osaTens B euge JSON

MoaknoueHne mobunbHoOro npunoxkenusa no OIDC
B3sanmopgeicterMe mobuabHOro npunoxkeHusa c Blitz Identity Provider 4ONONHUTENBHO K WITAaTHbIM CpeAcTBam Npo-
Tokona OIDC/OAuth 2.0 ncnonb3syet cneumnduKaumm:
e RFC 7591 OAuth 2.0 Dynamic Client Registration Protocol®?,
¢ RFC 7592 OAuth 2.0 Dynamic Client Registration Management Protocol®>.
B3sanmopgeiicteme mobunbHoro npunoxeHus c Blitz Identity Provider BKntoyaeT cneaytolume aTanbi:

1. AnHamunueckas peructpauma B Blitz Identity Provider aksemnnsapa mobuibHOro npunoxkenusa. MNo-
NydeHue ak3emnaspom npuaoskenua ot Blitz Identity Provider yHukanbHOW nmapbl client_id /
client_secret.

2. MepBWYHBbIV BXOA NoOAb30BaTeNA B MObUAbHOE NpuioxeHne ¢ nomouwbto Blitz Identity Provider. YcTaHoB-
Ka nonb3osatenem MNH-koaa man Touch ID/Face ID. CoxpaHeHWe Ha ycTpoicTee WndpoBaHHOM napbl
client_id/client_secret, nonyyeHHolt oT Blitz Identity Provider.

3. BTopuuHble BXoabl nosab3osaTtena ¢ nomouwbto MMNH-koga uam Touch ID/Face ID. AsTopusaums B Blitz
Identity Provider ¢ nomowbto wndposaHHoM napbl client_id/client_secret.

4. Ypanenue B Blitz Identity Provider nonyyeHHoi napbl client_id / client_secret npu norayte
(cmeHe yyeTHOI 3anucK, BbIXOAa U3 YYETHOM 3aMnCK) NOAb30BaTENA U3 MOBUIBLHOTO NPUNOMKEHUS.

CxemaT14HO NoCcNeaoBaTe/IbHOCTb AeWCTBUIA 3Tanos 1-2 npeacTaBneHa Ha NePBOM PUCYHKeE, a 3Tana 3 — Ha BTO-
pom.

54 https://tools.ietf.org/html/rfc7591
55 https://tools.ietf.org/html/rfc7592
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nepBblﬁ BXOA4 No/sib3oBaTtenia B mobunbHoe npunoXxeHue:

Monb3osatens Mo6unbHoe npunoxeHue Blitz Identity Provider

1. Monb3oBaTeNb yCTAHOBKA W NEPBbINA Pas 3anyckaeT NpUaoXeHue

2. Mpunoxenue 3anpawwsaert B Blitz perucrpayuio
3K3eMNAAPa MOBUALHOTO NPUAOXEHUS

3. Blitz nposepsier mapkep
4. Blitz Bo3BpalLaeT 3k3eMNAAPY MOBUABHOrO NPUAOKEHUA AOCTYNa NPUNOKEHNA M ero
MHAMBUAYaNbHYIO napy client_id/client_secret noAnucaHHbIE METaAaHHbIE,

PErncTpUpYET 3K3eMIsp 1

BbIMYCKAET MHZUBUAYANbHYIO

N P napy client_id/client_secret
vHULMMpYeT B Blitz BxoA nonb3oBatens Ana ceoero client_id

5. Jk3emnanp mMobi 0 yepes 6p

6. Blitz oTobpaxaer popmy Bxoaa

a Monb3oBaTtens NpoxXoAuT MAEHTM¢MKBHMD u

ayTeHTUdMKaLMIO
9. Blitz Bo3BpaW 3T 3K3EMNNAPY NPUNOXKEHNA 8. Blitz nposepseT AaHHbIe
KO/ @BTOpH3ALMM noAb30BaTENA U
nNpUAOXKeHNA

10. 3KSEMI'IJ1Rp NPUNOXKEHWA 3anpaluvBaeT
Mapkep AocTyna e obMeH Ha KOZ aBTOopu3aymu

11. Blitz Bo3Bpaw aet ak3eMnAspy NpuaoXKeHs
Mapkep A0CTyna

12. IK3eMMNAAP NPUIOXKEHUA
3anpalvBaeT gaHHble NoNb3oBaTens

13. Blitz pallaeT AaHHbIE Tens

14. 3K3EMNNAP NPUNOXKEHWRA COXPAHAET Napy
client_id/client_secret Ha ycTpoiicTee

MoBTOpHbIE BXOAbI N0Nb30BaTeNA B MO6MIbHOE NPUIOKEHHe:

Monb3oBaTesb Mo6unbHoe npunoxeHve Blitz Identity Provider

1. Monb3oBatens 3anyckaer paHee ﬂpMBREaHHbID’I
K Blitz 3k3emnaap npunoxexus

2. JK3EMN/IAP NPUAOXKEHWS 3arpaluMBaeT BBOA
MWH koaa unu npoeepky Touch ID /Face ID

4. 3K3EMNAAP NPUAOKEHUA
CUMTLIBEET Napy
client_id/client_secret

3. Monb3osatens sBBoguT MUH Ko MK
ncnons3yet Touch ID [ Face ID

5. JK3EMNAAP NPUAOXKEHME 3aNPaILMBAET MapKep
AocTyna, npeabasasa client_id/client_secret

6. Blitz nposepserT, yto
napa client_id/client_secret
He OTO3BaHa

7. Blitz paLaeT 3k3emMnAnap
Mapkep 40cTyna

8. JK3eMNAAP NPUNOXEHWA 3anpaluvMBaeT
AaHHBIE NONL30BATENA

9. Jk3emMnAAp pallaeT AaHHble Tens

10. BKBEMI'I.Hﬂp NPUNOXKEHUA
06HOB/IRET AaHHble NoNb30BaTeNs
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MogknioueHue npunoxeHua no SAML

B npouecce B3aumoaeincTema npuaoxeHue (NocTaBLLMK ycayr) nocbinaet B Blitz Identity Provider SAML-3anpoc
Ha naeHtTudumKaumio nonb3osatens (SAML Request). 3anpoc npeacrasnset coboi 0bopMAEHHbIV B COOTBETCTBUM
co ctaHgapTom SAML XML-goKymeHT. B 3anpoce npucyTcTByeT naeHTUdMKaTop 3anpallimBaoLero naeHtudmKa-
LMIO NPUNOXKEHWA, Ha3biBaeMbli ent ity ID, a TakKe AONONAHUTENbHasA cayKebHaa nHdopmaums. Cam 3anpoc
nepesaeTca NOANUCaHHbIM 3/1EKTPOHHON NOAMMUCHIO NPUNOKEHUA. B KauecTBe TPaHCMOPTHOrO NPOTOKOMA ANA
nepefayun coobuieHns ncnonbayetca npotokon HTTPS, BbI30B NOCTaBLMKA MAEHTUOUKALMM OCYLLECTBAAETCA Ye-
pe3 HTTP Redirect. 3To 03HavaeT, 4To 3anpoc oT NpuaoKeHua K Blitz Identity Provider ocywectsnsetca onocpeso-
BaHHO, Yepes bpaysep Nonb3oBaTeNs, U NPAMOE CETEBOE B3aMMOLENCTBME MeXKAY NpunoxeHmem u Blitz Identity
Provider npu ucnonb3osaHmm SAML He TpebyeTca.

MNonyuns SAML-3anpoc Ha naeHTudukaumto, Blitz Identity Provider naeHtuomumMpyer npuHagneKHocTb 3anpo-
ca onpeaeseHHOMY MPUNOXKEHUIO, Nocne Yero otobparkaeT nonb3oBaTento Beb-cTpaHULy eauMHOro BXoda ANs
nposeaeHna NAeHTUOUKaLUMM 1 ayTeHTUdMKaLMK Nonb3osaTens. B cnyyae ycnewHon ngeHTMGmMKaumm n ayTeH-
TuduKaumm nonbsosatens Blitz Identity Provider nepeaaet npunosxkeHnuio (noctasumky ycayr) SAML-oteeT (SAML
Response).B 3aBMCMMOCTM OT 334aHHbIX HACTPOEK B3aMMOLENCTBMSA 3aNPOC MOXKET ObITb MOANUCAHHBIM M 3aLLnd-
poBaHHbIM. 15 GOpMUPOBAHUS NOANUCK U ANA WNPPOBAHUS MCNONb3YHOTCS cTaHaapTbl XML Signature n XML
Encryption. B KauecTBe TpaHCNOPTHOFO NPOTOKOAA AN1A NepeAaym coobLieHuns ¢ pesynbTatammn naeHTuduKaumm
ncnonblyetca npotokon HTTPS, BbI30B NocTaBLUKa ycayr ocywecrensetca Yyepe3 HTTP POST.

Monyuwms ot Blitz Identity Provider SAML-oTBeT, NpuaoOXKeHMe NpoBepseT ero NoANMUCH, BbIMNOHAET pacluMdpoBKY,
nocse yero nssnekaet ns SAML-yTeepKaeHui (SAML Assertions) naeHTMduKaLMOHHbIE AaHHbIE NOAb30BaTENA
(naeHTMOUKaTOPLI, aTPMUBYTLI, NOSIHOMOYKSA).

Mpouecc B3anmogencTana npunoxkeHus u Blitz Identity Provider c ucnonbzosaHmem SAML npuBeseH Ha pUCYHKe.

UpeHtndpukauma nonb3osarensa ¢ ucnonbsosaHnem SAML

MNonb3osatens (Uisfr\zeeelt) n&:‘:{i:ﬁz]”e Blitz Identity Provider

Mesxay npunoxenuem u Blitz
YCTaHOBNEHO A 0Bepue
(npoeegeH 06MeH METaAaHHbIX)

EE—)

1. Monb3oBaTe/b 06palL aeTCA K NPUAOKEHUIO GET /SAML/Redirect/S50?
SAMLReguest=...&RelayState=01c..a95b9c

2. NMpunoxexne genaet 3anpoc k Blitz

3. Blitz nposepser,

4.Ecnv y nonb3oBaTtens oTCyTCTBYET Ceccus, vmeeT au
To Blitz npocuT nonb3oBsaTens BoMTH B cUCTEMY No/L30BaTE/L CECCUI0

=

6.Blitz ocywectenser
MABHTUDMKALIMIO M

ayTeHTUDUKAL IO
= 7. Blitz renepupyet SAML-yTBepxaeHuns

v oTnpaenseT SAML oTBeT B agpec
npuaoxeHnsa

5. Monb3osatens
BBOAMT NOTMH[Naponb

WX MHbIE AaHHbIe ANA POST /private HTTP/1.1
uaeHTUGUKALLIMM U RelayState=01c..a95b9c
ayTeHTUMKaL UK SAMLResponse=...
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2.3.3 Hactpoiika SAML u WS-Federation

NoakntoyeHune no SAML 1.0/1.1/2.0

Mpu nogkAoYeHNn npunoxeHna no SAML HeobxoanMMO 3a4aTb CneayoLmMe HaCTPOMKM:
* 3a2py3ume SAML-MmemadaHHble MOOKA4YaemMoao npusaoxeHus (cTpaHuua 230);
e ybeaunTbea, YTo Nepekatovatens SAML-npodunsa ctomT B perkume SAML 2.0 Web SSO Profile;

e B 6710Ke SAML-npodunb HaxKaTb CKOHGUTypMpoBaTh. B NOABMUBLLMXCA NONAX YKa3aTb:

yKasaTb, Hy}XHO Nn noanucbiBaTb SAML-aTpnbyTbl (SAML Assertions) B oTBeTax Blitz Identity
Provider;

yKasaTb, HY»KHO M wndposatb SAML-aTpnbyThl B oTBeTax Blitz Identity Provider;

YKa3aTb, HY}KHO K WwindposaTb SAML-naeHTnduKatopbl (SAML NameIds) B otBeTax Blitz Identity
Provider;

YKa3aTb, HYXHO /1M BK/IIOYATb B OTBET NepeyeHb YTBEPKAEHUI ¢ aTpubyTamu nonb3oBaTenei;

® yKasaTb, Kakne SAML-aTpmbyTbl nonb3osatensa u3 Blitz Identity Provider nepegaBatb B npunoxeHue.
SAML-aTpunbyTbl AONKHbI BbITb NPeaBapUTENbHO CKOHGU2ypuposaHs (cTpaHuua 230) B pasgene SAML
KOHCO/IM ynpaBieHus.

SAML npo¢une YIRS I \WS-Federation Passive Requestor Profile

MoanucbiBaTL yTBEPXKACHUS always v
Lndposatk yTBEpXKALHUA always v
WndposaTtb never v

naeHTudukatopsl (Namelds)

Bknountb nepeaavy SAML-yTBepxaeHuil o nonb3oeatene B cneynansHom 6noke Attribute
Statement

ATpur6yThl Nonb3oBaTens
OnpegeniTe, Kakue aTpuByThi NONL30BATENS AOMKHbI NEPEAABATHCA B NPUNOXEHNSA U C KaKVMW Ha3BaHWNAM

SAML-aTpn6yT MepepaBatb
urn:blitzzusername v n
transientld e n
urn:blitz:surname v n
urn:blitzzmail v n
urn:blitzzname v n
urn:blitzzusername e n

+ [lo6asuTe

CoxpaHuTb
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NoakntoueHme no WS-Federation

Mpu nogkAtoueHnn npunoxeHna no WS-Federation HeobxoaMmo 3a4aTb CneayroLme HaCTPOMKM:
* 302py3ums SAML-memadaHHble MoOKAYaemMo20 npusaoxceHus (cTpaHuua 230);
* nepekntoyatens SAML-npoduns yctaHoBuTb B pexkum WS-Federation Passive Requestor Profile;
¢ B 6510ke SAML-npodunab HaxKaTb CKOHOUIYpMpPOBaTb. B NOABMBLUMXCS NOMAX YKa3aTb:
— yKasaTb, HY}KHO /I NOANUCLIBATL yTBepKAeHUA (Assertions) B otBeTax Blitz Identity Provider;

— YKasaTb Bpems XU3HU yTBepXaeHui B oteeTe. Heobxogmmo mncrnonb3osatb dopmat ISO 8601 ana
yKa3aHu1A NPoAo/IKUTENBHOCTH Neproaa’®, Hanpumep, PT5M — 5 MUHYT;

— YKa3aTb, HY>XHO /11 BK/1K0OYATb B OTBET NepevYeHb YTBepH(AeHMIZ C anVI6YTaMM nosib3oBaTenem;

® yKasaTb, Kakue aTpubyTbl nosb3osaTens u3 Blitz Identity Provider nepenasatb B npunoxkeHue. ATpmubyTol
[OOJIKHbI 6bITb NPeaBapUTeNbHO cKoHU2ypuposaHs (cTpaHuua 230) B pasaene SAML KoHconu ynpasne-
HUA.

SAML npodunb SAML 2.0 Web SSO Profile WS-Federation Passive Requestor Profile

MoanucbiBaTh yTEEPXACHNA always v

Bpems XU3HW yTBepXAeHU Hanpwuwmep, PTSM

Bkntounts nepeaavy SAML-yTeepxeHuii o nonb3osatene B cneyyansHom 6noke Attribute
Statement

ATpn6yThl Nonb3oBaTens
Npeae e, Kakne aTpue oNb30BaTeNs A0S | NepeAaBsaTh DVNOXKEHNS N C KAKUMU He HUAM!

SAML-aTpn6yT MNepepasatb
urn:blitzzusername v n
transientld v n
urn:blitz:surname e n
urn:blitzzmail e n
urn:blitzzname v n
urn:blitzzusername v n

+ lo6asuTs

[€ERTY

56 http://www.ifap.ru/library/gost/86012001.pdf
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3arpy3ka SAML-meTagaHHbIX

[na 3arpyskn SAML-meTafaHHbIX MPUIOKEHUA MOXKHO UCNONb30BaTb NH0HOM M3 cNocoboB.:

e [1nsa 3arpy3ku rotoBoro XML-dpainna Haxkmute OTKpbITb ¢ GanIoBON CUCTEMDI.

MpoTokonsl

XYl OAuth2.0  Simple REST RADIUS
MeTagaHhbie | BWOTKPHITS C aiinoBoii cucrems CreHepuvpoBaTh MeTaAaHHbIe

1ml version="1.0" encoding="UTF-8"?><md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="saml-dev">
2 <md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:

<md:KeyDescriptor use="signing">
<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>

MIID5zCCAs+gAwIBAgIUL60pUXeS92AFQypIA59i1sM/NDcwDQYIKoZIhveNAQEL

9 wgYIxCzAJBgNVBAYTAnJ1MQ8wDQYDVQQIDAZNb3Njb3cxDzANBGNVBACMBK1v

0 vdzEQMA4GA1UECgwHUmMVheGImdDEMMA0GA1UECWWDRGV2MREWDWYDVQQDDAhzZ

1 sX2R1djEeMBwGCSqGSIb3DQEJARYPaWsmb@ByZWF4b2Z0LnJIIMBAXDTIyMDMy

OMj kyMVOXDTIZMDMyNTE@Mj kyMVowgYIxCzAIBGNVBAYTANIIMQ8WDQYDVQQIL

13 Nb3Njb3cxDzANBgNVBACMBKk1vc2NvdzEQMA4GATUECgwHUMVheGImdDEMMACG

ECwwDRGV2MREWDWYDVQQDDAhzYW1sX2R1dj EeMBWGCSqGSIb3DQEJARYPaWSm

15 yZWF4b2Z0LnJ1MIIBIjANBgkqhkiGOw@BAQEFAAOCAQ8AMIIBCGKCAQEAZQfD

o [1ns NCNONb30BaHMA KOHCTPYKTOPA MeTagaHHbIX Haxkmute CreHepupoBaTb MeTagaHHble. BeeauTe cneay-
tolwme aaHHble:

URL cepBuca obpaboTtumka ytBepRaeHUn (AssertionConsumerService),

URL cepsuca eanHoro norayta (SingleLogoutService),

CepTuduKkaT nognumcm,

CepTudurKaT WnppoBaHUA.

MpoTokonel

SAML OAuth 2. Simple REST RADIUS

3apaiiTe napameTpbl AN GOPMUPOBAHNA MeTaZaHHbIX

URL cepsuica 06pa6oTunka
yTBepXAeHWA
(AssertionConsumerService)

URL cepBuica eauHoro orayTa
(SingleLogoutService)

Ceprudukat noanmMck  CKoNUpyiATe CIoaa cepTUdMKaT MoAmMCK

N

CepTudukat wudposaHus CkonupyiiTe ctoaa cepTudukar WwndposaHus

OTMeHnTb

HaskmuTe CreHepupoBaTb. B pesynbtate dainn metagaHHbIX 6y4eT aBTOMATUYECKM CreHepnpoBaH Ha OCHO-
BaHUW BBEAEHHbIX AAHHBbIX.

Hacrtpoiika SAML-atpubyTtos
Ons peructpaumm SAML-atpmbyToBe nonb3osatens B Blitz Identity Provider ncnonbsyetcs pasgen SAML KoHconu
ynpasneHus.
Ons pobasneHmsa Hosoro SAML-aTpmbyTta Heobxogumo:
1. Haxatb Ha ccbiky [1o6aBuTb HOBbI SAML-aTpubyT.
2. Bsectu:

e HasBaHMe SAML-atpubyta (MMeHHO oOHO 6yaeT oTOBpaKaThCA MNPU  NOAKAOUYEHMM
SAML-NpunoxKeHunit);
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® WCTOYHMK aTpubyTa (0TOBparkatoTca Bce aTpubyTbl, onpeaeneHHble B pasgene VCTOYHWUKM AaHHDBIX).

3. Haxatb [lob6aBuTb. ATpubyT byaeT aobasneH.

4. OnpegenvTb KOAUPOBLLMKM aTpMBYTOB. [1/19 3TOr0 HEO6X0ANMO:

® HaXaTb Ha CCbINIKY ﬂ,OGaBMTb KOOAWNPOBLLUK;

® BbIGPATH TUMN KOAUPOBLLMKA; CAeayeT 06paTUTb BHUMAHWUE, YTO TUM KOAMPOBLLMKA 3aBUCUT OT BEPCUM
NPOTOKONA, C KOTOPOW paboTaeT NOCTaBLMK YCAYT (NOAKNIOYEHHOE NPUNOXKEHME);

* HasBaHue SAML-aTpubyTa, KoTOpOoe byaeT nepesaHo NOCTABLLMKY YCAYT (B pamKax A4aHHOrO TMNa Ko-

OMPOBLUMKA);

¢ KOPOTKOE Ha3BaHUe, KOTopoe 6y,£I,€‘T nepeaaHo NoCTaBWUKY ycnyr (B pPamMKax 4aHHOro Tina Kognpos-

LwmMKa);

e dopmaT MMeHMU.

Mpn HeObXOAMMOCTM MOMKHO ONpPEeAEeNUTb HECKONbKO KOAMPOBLUMKOB BbibpaHHOro SAML-aTpubyTa (ans atoro
KayKkabli KOAMPOBLUMK AONKEH OTHOCUTBLCA K PasHbIM TUMAaM KOAUPOBLLMKOB).

ATpubyTeI

| Onpeaennre, Kakue aTpuByThl NONL30BATENR M3 XPAHMUNMWLLA MOMYT NepejaBaThCr B SAML-NpUNOXEHIA (NOCTABLLMKK YCNyT) B Buae SAML-aTpubyToB

UseriD

HazeaHue

WMCTOURHK

HazsaHue

KopoTkoe
HazBaHWe

@opmar

MMEHM

Hazsanwe

Dopmar
HMeHn

UseriD

uid v

SAML2String
urn:blitz:userid

userid

urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

SAML2StringNamelD
urncblitz:userid

urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

YaanuTe SAML-aTpulyT
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2.3.4 Hactpoiika OAuth 2.0 n OpenlID Connect 1.0

HacTtpoiika npunoxeHusa

Mpu nogkntoueHnn npunoxkeHma no OAuth 2.0 nnum OpenlID Connect 1.0 (OIDC) B 6510Kke HacTpolikun B3anmogei-
CTBMA C NPUIONKEHMEM HEOBXOAMMO 3a4aTb CleaytoL e HaCTPOMKN B3auMOAENCTBUA C NPUNOKEHUEM:

YKa3aTb CEKPETHbIN KoY (MAU MCMONb30BaTb CreHepPUPOBaHHbLIN MO YMONYAHUIO KKOY) NOAK/IOYaEMO-
ro npunoxenun (client_secret), KOTOPbIN OOMKEH MCMOMb30BATLCA MOAKAOYEHHBIM MPUNOKEHU-
em npu obpaweHuu K Blitz Identity Provider (ecnu He yKasaH, TO ayTEHTUOUKALMA NPUNOKEHUA-KNNEHTA
[AO/IKHA NPOU3BOANTLCA MHAYe, HaNnpPUMep, C UCMob3oBaHUeM proxy TLS);

YKa3aTb AOMOJIHUTE/bHBIN CEKPETHbIN Koy (client_secret) nogkno4aemoro npuaoxeHus. Peko-
MeHAyeTcA 414 C/ly4aeB, Kor4a HY»HO obecneumTb NNaBHy CMeHy client__secret gaa g4aHHOro npu-
NOMKEHUS;

yKasaTb npefonpeaeneHHyto CCbiKy Bo3BpaTa (redirect_uri)— URL, Ha KOTOpbIA NO ymon4YaHuto by-
[eT nepeagpecoBaH Noab3oBaTeNb NOC/Ae NPOXOXKAEeHUA aBTopu3aummn (redirect_uri);

yKasaTb fonycTUMble NpedUnKCbl CCbIIOK BO3BpaTa — NpedUKe NCnonb3yeTca A4 NPOBEPKM CCbINIOK BO3BPa-
Ta (redirect_uri), nepefaHHbix B 3anpocax Ha naeHTUOMKaLMIO OT NpuaoxeHuit. Ecnn B 3anpoce Ha
ayTEHTUOMKAUMIO YKa3aHa CCblJIKa BO3BPATA M OHa HE COOTBETCTBYET HU OAHOMY M3 YKa3aHHbIX NpedurKcos,
TO B ayTeHTUMKaLMM ByaeT OTKazaHo;

AONyCcTUMble paspeLleHns — paspeLlleHnn (scope), KoTopblie MMeeT NPaBo 3anpawmBaTh AaHHOE NPUNo-
XeHue;

Mpumeuanume: Blitz Identity Provider moxkHO Hacmpoumes (cTpaHuua 136) Takum obpasom, yYto by-
AYT COXPaHATbCA MapKepbl AOCTyNa No/b30BaTeNA OT BHELIHMX MOCTaBLIMKOB MAeHTUPUKaLuK. Ec-
NV npunoxeHune byaet rnonydyams no REST APl (ctpaHuua 473) coxpaHeHHble MapKepbl A0CTyna,
ANA Hero HeobxoAMMO BbIGpaTb cUCTeMHble paspelweHusa fed_tkn_any (Bce BHelwHMe MOCTaB-
wrkn) n fed_tkn_S{fedPointType}_S${fedPointName} (BHELWHMIA NOCTaBLMK C TUMOM
${fedPointType} u umeHem ${fedPointName }). JaHHble pa3peLleHNa AOKHbI ObITb Npes-
BapUTe/NbHO 3aBefeHbl B 0BLMX HAaCTpOMKax NpoTokona B pasaene OAuth KoHconw.

paspeLleHnsa No yMoIYaHuIo — paspelleHns (scope), KoTopble ByayT Mo yMOAYAHMIO BblAaHbl MPU/IOXKe-
HUIO Noc/e ayTeHTMOMKauMK. ECn He yKasaHbl, TO B 3anpoce Ha ayTeHTUOUKALMIO BCEraa A0KHbI BbITb
ABHO NMponucaHbl Tpebyemble paspeLleHuns;

OTMETUTb NP HeobXoAMMOCTH onumto «He mpebosame om noss3o8amesns coasaacue Ha npedocmassneHue
docmyna K 0aHHbIM 0 cebe». Ecniv oHa OTMeueHa, TO NPy NepPBOM BXOAeE N0J/Ib30BaTeNs B CUCTEMY He byaeT
oTobpakeHa CTpaHMLLA COracua Ha NPeLOCTaB/eHNe AaHHbIX 3TON CUCTEME;

OTMETUTb NPU HeobxoanmocTu onunio «0bs3amesbHoe ucrions3osaHue Proof Key for Code Exchange (RFC
7636) 0ns Authorization code grant type», ecniv 3anpocbl Ha ayTEHTUPUKALMIO A0/KHbI BAIMANPOBATLCA
cornacHo RFC 7636;

BblIbpaTb NPU HEOBXOAUMOCTN METOA, ayTEHTUDUKALMKM NPK 0BPaLLLEHMM K CEPBUCY BblAAYN MapKePOB. YKa-
3aHHble MeToAbl ayTEHTUDUKALMM AOMKHbBI UCNONb30BaATLCA NPU 06PaALLEHMM K CEPBUCY BblAAYM MapKePOB
(token endpoint). Mpu NycTom 3HaYEHUM JOCTYNHbI BCE METOAbI;

BbI6GPaTb NPU HEOBXOAMMOCTU fIoNYCTUMbIEe grant type. [lapameTp onpefenseT cNnMcok grant type,
KoTopble 6yayT AOCTyNHbI NPUAOXKeHUIo. Mpr NyCTOM CNMUCKe AOCTYNHbI BCe grant type;

BblbpaTb NpU HeobXoAMMOCTM [JonycTUMble response type. [MapameTp onpeaenser CNUCOK
response type, KoTopble 6yayT AOCTYNHbI MPUAOKEHUO npu obpaweHun K URL asTopusaumu
(authorization endpoint). pun NycTom cCNMCKe AOCTYMNHbI BCe response type;

YKasaTb BpeMs »KU3HM MapKepa JocTyna (B cekyHAax). Ecnm napameTp He 3azaH, To bepetca U3 obLwmx
HacTpoekK u3 pasaena «OAuth 2.0»;

YKasaTb peMM Bbl4aun MapKepoB gocTyna no ymondanuio. Blitz Identity Provider npeaycmatpusaet asa
peKMma BblAaun MapKepoB Aoctyna (access_token):
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— offline-pexxnm — npu 3anpoce mapkepa AocTyna byaeT BblAaH TaKKe 6eccpoyHblit mapKkep 06HOB-
nenus (refresh_token), KoTopble MOXeT BbITb UCNONBL30BAH A/1A NOJAYYEHUA HOBOIO MapKepa
foctyna. MpUoXKeHUI0 PeKOMEHAYETCA UCMO/b30BATb 3TOT PEXKMUM, EC/IM OHO LOIKHO NOYYaTh aK-
TyanbHble AaHHble nosb3oBaTens us Blitz Identity Provider 3a npegenamu BpemeHn A4eNCTBUA NOJ1b30-
BaTe/NIbCKOM ceccun. Hanpumep, eciv NpuaoKeHne genaet NoYToBYO PaccblIKy U Nepes ee oTnpas-
KOM XO4eT NoYUYMTb aKTyaNbHbIN agpec 3/1IeKTPOHHOM nouTbl U3 Blitz Identity Provider.

— online-pexum — 6yaeT BblgaH TONbKO MapKep AocTyna. MpuaoKeHno peKoMeHayeTCs UCMo/Ib30BaTh
3TOT PEXKMM, €C/IM eMy AOCTaTOYHO MOJyYaTb aKTya/ibHble AaHHbIE M0/1b30BaTE/IA B MOMEHT BX0Aa (B
TeyeHue aKTUBHOM Ceccum nosb3osaTens).

PeXxum Bblgauym mapKepos A40CTyNa MOXKeT 6bITb ABHO YKa3aH B 3anpoce Ha nposegeHne aYTEHTVId)MKaLIMVI; ecaun
OH He YKa3aH, TO UCNO/1b3yeTCA PeXUM MO YMOJIHaHUIO.

® yKa3aTb BPEMSA }KM3HM MapKepa 06HoBAeHUSA (B ceKyHAax). Eciv napameTp He 3a4aH, To bepeTtca U3 obwmx
HacTpoek u3 pasaena «OAuth 2.0»;

* yKasaTb gobaBnsemble B mapkep naeHTMdmkaumm (id_token) yreepxaeHusn. Ecam npunoxkeHue s3an-
mogaencTeyeT c Blitz Identity Provider no npotokony OIDC (OpenID Connect 1.0), To B KauecTBe 04HOI0 U3
paspelweHnit (scope) HeobxoaAMMO TaKKe yKasaTb openid. Torga B o6MeH Ha aBTOPM3aLMOHHbIN Kog,
npu Bbi3oBe Token Endpoint 6yayT BblAaHbl HE TONIbKO MapKep focTyna (access token) n mapkep
obHoBNeHUn (refresh token), HO U AEHTUPMKAUMOHHBIN MapKep (id_token). B mapkep ngeHTtn-
duKaumm byaet BkAtOYEH MAEHTUOUKATOP NOAb30BaTENA SUb, a TaKKe A0NOAHUTEbHbIe aTPUBYTLI, Nepe-
YyncNeHHble B 3TOM HacTpoiKe. Bo3amoXKHO fobaBneHWe Kak aTpubyToB, CKOHGUIYPUPOBAHHBIX B pasgene
«MIcmoYHUKU OaHHbIX», TaK U AOMNOJIHUTENbHBIX aTPUbyTOB (NoapobHee cm. [obasneHue ampubymos &
mapkep udeHmucukayuu (cTpaHmua 238));

e Bbli6paTb popmaT MapKepa JOCTyNa — MOXKHO BblbpaTb opaque uanm JWT. Ecnn napameTp He 3afaH, To
6epeTca U3 0b6LMX HAacTpoeK u3 pasaena «OAuth 2.0».
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HacTpoiikn B3aumogeAcTBUS C npunoxeHnem

Cekper (client_secret)

AononHUTENLHLIR cekpeT
(client_secret)

MpegonpegenexHan ccuinka
BozepaTa (redirect_uri)

NpeduKce cCbNOK BO3BPaTa

[lonycTUMBIe pa3peLleHKs

PaspeLueHnA No yMon4YaHuno

MeToa ayTeHTMMKauMK npy
obpalyeHnn K cepeucy
Ebl4aun Mapkepoe

LonycTumele grant type

fonycTMmele response type

Bpems Xu3H1 MapKepa
poctyna

Pex1M Bbl4aun Mapkepoe
AOCTYNa MO YMONUYaHNo

Bpems KU3HWA MapKepa
o6HoBNeHMs

NoBaensemule B Mapkep
wnaeHTUdUKauum (id_token)
YTBEPXAEHWNA

@opmaT Mapkepa gocTyna

L2

YKaxuTe AONONHUTENLHBIA CEKPET ANA 2YTEHTUPUKAUMK NPUOKEHNA L2

https:flapp.company.comireturn_uri

AnA fobasneHnA HOBOTO Npedrkca BEEANTE €10 M Ha)MUTE Enter

enid prafile

]

AnA foBaBneHWA HOBOTO SCOpPe BBEAMTE ero 1 HaxmuTe Enter

[0 He Tpe60saTs OT NONL3083TENA COMNACHE HA NPEAOCTIBNEHMUE AOCTYNA K A3HHEIM 0 cebe
[0 O6azaTensHoe ncnonk3oeaque Proof Key for Code Exchange (R 6) ana Authorization code grant type
client secret basic b

authorization_code

code

offline v

[nA fo63ENeHNA HOEOTO YTESRKASHUA BEEANTE €r0 1 HaxMuUTe Enter

MpY MCNONb30BaHMM B NPUNOXKEHUM GYHKUMK forayTa®’ B BnoKe «Bbix00 U3 NpusoxeHus» Heobxoaumo 3aaathb
cnepyroLmMe HacTPOMKK:

* yKaszaTb NpedUKCbl CCbIIOK BO3BpaTa Npu Bbixoge. HeobxoamMmo nepeumcamTb npedukcbl gonyctumsix URL
CTPaHUL, NepeHanpasieHuns Noab30BaTeNs NOC/Ie MHULMMPOBAHUA NPUIOKeHMeM aorayTa. [Jonyctumo 3a-
[4aTb OZMH UM HECKO/IbKO NpedUKCOB CCbIIOK BO3BPATa;

57 https://openid.net/specs/openid-connect-rpinitiated-1_0.html#RPLogout
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npegonpeaeseHHan CCblIKka BO3BPaTa NPU BbIXOAE — CCbI/IKA, Ha KOTOPYIO ByAeT nepeHanpas/ieH Noab30Ba-
Teb Nocae norayTa U3 NPUAOXKEHUSA, eCIN B NapaMeTpax Bbl30Ba JIorayTa OT NPUAoKeHUA He bbln nepegaH
agpec Bo3Bpata post_logout_redirect_uri;

OTMETUTb NpPU HeO6XO,ﬂ,MMOCTM onumto «He MoKassieame noanb6308amMesto IKPAH ¢ nodmsepmdeHueM 8bl-
X000 U3 cucmembsl» —ecnu 3Ty HaCTpOﬁ KY He OTMEeTUTb, TO NO0/N1b30BaTeENIO 6y,CI,ET NMOKa3aH 3KpaH C3anpocom
noarsepXXAeHUA BbiIXoaa U3 NPUNOKEHUA;

CCbl/IKa A1 OYMCTKM ceccum nosib3oBatens B 6paysepe (Front channel)—yKasaHHbli agpec obpaboT-
UYMKa NpUNoXKeHUs byaeT Bbi3BaH M3 ¢ppelima bpaysepa B cyyae MHULMMPOBAHUA norayTa Nosib3oBaTens;

OTMETUTb MPU HEOBXOAMMOCTM onumio «Jobasaames UOEHMUGUKAMOP ceccuu U 3MUmMeHma 8 CCbliKy
o4ucmKu ceccuu 8 bpaysepe (Front channel)» — B aTom ciydae B 6pay3epHbiii 06paboTumnK norayTta npu-
NoXeHus byaeT nepefaH naeHtTMbuUKaTop ceccum (sid);

CCbI/IKa A/19 OYMCTKM CECCUM NONb30BaTeNs B NPUIOKEHUN (Back channel) — yKasaHHbIN agpec obpa-
60TuMKa NpunokeHusa byaet Bbi3BaH ¢ cepsepa Blitz Identity Provider B cnyyae nHMummnpoBsaHus norayta
nonb3osaTens;

OTMETUTb NpU HeobxoaumocTn onuuio «/obasname udeHMupUKamMop ceccuu U 3mMumeHma 8 CCblKy
o4YuCMKuU ceccuu 8 npusaoxceHuu (Back channel)» — B aTom cnydae Ha agpec o6paboTunka NPUNOXKEHMS,
BbI3BaHHbIM ¢ cepBepa Blitz Identity Provider B cnyyae nHMUMKMpPOBaHUA norayTa noJsib3oBaTens, byaer ne-
pepaH logout_token, cogepralmii uaeHTUPUKaATOp ceccum nonb3osatens (sid).

Bbixog U3 NpunoxeHns

NpeduKCchI ccHINOK B03BPaTa https:/fapp.company.com/return_uri

npw BeIX0Ae

MpejonpefeneHHan ccuinka BeeauTe NpeAonpeaseHHYI0 CCal/IKy B0ZEpaTa

BO3BpaTa Npw BeiXoge

CCBINKa ANA QUNCTKMN Ceccn BaeAuTe CCLINKY GYWCTKI Ceccum
nonk3oeartens s 6paysepe

(Front channel)

3 B CCBUIKY OUNCTKM CBCa

Front channel)

CChISIKa ANA QUUCTKI Ceccn BEejuTe CCulnky CUMCTKIA Ceccui
NoNL30BaTENA B NPUNOKEHHA

(Back channel)

2 B CChUNKY OUNCTKN CeCCMM B NpuacxeHnn (Back channel)

MpM MCNONb30BaHUM MPUNOKEHMEM aBTOPM3aLUMM No cheumudukaumm Device Authorization Grant®® (Ha-
npumep, Ans nogkatodeHusa |OT-ycTpoicte, cmapT TB, uyaT 60TOB, MPUNOMKEHUN TFONOCOBbLIX MOMOLLHU-
KoB) B 610Ke «Hacmpoliku e3aumodelicmeua ¢ npusaoxeHuem» B napametpe «Jonycmumsie response
type» nobaBuTb BapuaHT device code, a B napametpe «Jonycmumele grant type» pobaBuTb BapuaHT

urn:

ietf:params:oauth:grant-type:device_code. Takxe B 610ke «Device Authorization Grant»

HeobXoaMMOo 334aTh Caeayloline HacTPOMKK:

dbopmaT Nosib30BaTENLCKOTO KOAa, A1 3TOTO CefyeT UCMO/b30BaTb PeryasapHbIe BblparKeHUs;
BPEMSA }M3HM NONb30BATEIbCKOrO KOA3;
CCbINIKY Ha CTPaHMLY BBOAA MN0/1b30BaTE/IbCKOTO KOAa;

OTMETUTb NpU HeobxoanmocTu onumio «Jobasaame 8 URL nons3osamesnsckuli Kod». B atom cnyyae Blitz
Identity Provider npu aBTOopuM3aumm byaeT BO3BpaLLaTb HE TOIbKO CCbI/IKY Ha CTaHULY BBOAA NO/b30BaTENb-
CKoro Kofa (Hanpumep, https://test.ru/device), Ho ele 1 CCbIIKY C KOAOM B KauecTse NnapameTpa
(Hanpumep, https://test.ru/device?uc=676-267-324).

58 https://tools.ietf.org/html/rfc8628
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Device Authorization Grant

GopMaT NONb30BaTENLCKOrO 143.33-[0-91{3.3}

KoAa

BpemA XM3HN
NO/L20BATENLCKOrO KOAA

CChifiKa Ha CTPaHWLLY BEOA
MO/ML30BaTeNLCKOr0 KOAa

[J Acbaenate B URL NONL30BATENLCKIA KOZ,
CoxpaHnTe

O6wme HacTpoitkn OAuth 2.0

Ons 3apaHma obwmx Hactpoek OAuth 2.0, a TakKe Ansa KOHPUrypupoBaHUs Habopa paspelleHunii (scope) u1c-
nosb3yetcs pasgen « OAuth 2.0» KOHCONWN yNpaBAEHUS.

CeoiicTBa
URL ¢ MeTaaaHHbimMK Blitz fblitz/oauth/ .well-known/openid-configuration
Identity Provider
URL AN aBTOpM3aLMM  /blitz/cauth/ae
URL gnsa nonyyeHus n /blitz/oauth/te
0GHOBNEHIA MapKepa
Bpems X13HW MapKepa 3600

A0CTYNa, Cex

®opmaT Mapkepa gocTyna jwt

Bpems XW3HW Mapkepa 31536000
o6HoBneHms, e

cncTembl JonxeH BbiTe ykasaH AOMeH ChCTeMb!

B pasgene «OAuth 2.0» KOHCONU yNpaB/ieHUA MOXHO NOCMOTPETb pasnundyHble URL obpaboTtumkos Blitz Identity
Provider, cBazaHHbIx ¢ OAuth 2.0 1 OIDC:

¢ «URL c meTagaHHbIMu Blitz Identity Provider» —no aToi ccbinike pasmelleHbl AMHaMUYeCcKU obHoBAsieMble
HacTpoiikun (MeTagaHHble) Blitz Identity Provider (creuudukaumna®’). Pa3spaboTunku NPpUNONKEHN MOTYT He
MPONMCLIBATL BCE YKasaHHble HMKe URL B KOHOMIypaLmm CBOEro NpUAOXKEHUA, a UCNOAb30BaTh B HAaCTOMN-
Kax e4MHYI0 CCbINIKY Ha 3TU MeTagaHHble;

e «URL ann aBTopmsaumm» — agpec obpabotunka OAuth 2.0 Authorization Endpoint ana 3anpocos yepes
6paysep Ha NoayyeHne Koga aBTopu3aLuuy;

¢ «URL gna nonyyeHua n obHoBneHUA MapKepa» — agpec obpaboTtumka OAuth 2.0 Token Endpoint gnsa no-
NlyyeHus mapKepos besonacHocTu (access_token, id_token, refresh_token).

59 https://tools.ietf.org/html/draft-ietf-oauth-discovery-10
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Mpwn HEO6XOAVIMOCTVI MOXHO!:

® WN3MEHUTb «Bpems #U3HU MmapKepa 0ocmyna», NCMob3yemMoe No YMOSYaHMIO MPY BbIMYCKE MapKepoB AN
BCEX NPUNOXKEHWNIN;

* yKasaTb «Popmam mapkepa 0ocmyna», UCNOAb3yEMbI NO YMONYAHMIO NPU BbIMYCKE MapKepoB A4/1A BCex
NPUNOXKEHWUI: CTpoKa (opagque) unun JWT;

* U3MEHUTb «Bpems HU3HU MapKepa 0bHO8eHUA», UCMOIb3yeMoe Mo YMOYaHUIO NPK BbIMyCKe MAapKeEPOB
ONA BCEX NPUNONKEHWN;

® OTMETUTb ONUUIO «AymeHmupUKayus cucmem-KaAueHmos ¢ Ucnonab3osaHuem Proxy TLS». B aTom cnyyae
[OJIKHO BbITb HAaCTPOEHO B3aMMOAENCTBUE NpuaoxkeHuit ¢ Blitz Identity Provider uepes npokcu-cepeep ¢
yCTaHOBKOW ABycTopoHHero TSL coeamHeHnua. B none «Common Name (CN)» cepTuduKata cuctembl go-
YK€H ObITb YKa3aH JOMEH CUCTEMbI NOAKIHOYAEMOTO MPUNOKEHUA.

B pasaene «Device Authorization Grant» MOXHO onpeaenuTb 0bLMe HaCTPONKM 419 B3aMMOAENCTBUA C NPUIo-
*KeHmamu no cneumndukaumm Device Authorization Grant. 3gecb UMeeTca BO3MOXHOCTb YKa3aTb:

® BpemMA XXMU3HU N0JIb30BaTE/IbCKOro Ko4a (B ceKpr.ax);

® MWHMMaJ/IbHO pPa3peLLeHHbIN MHTepBan onpoca cTaTyca KoAa NPUBA3KM YCTPOIMCTBA B ceKyHaax. Ecaum npu-
NoxeHue onpatumeaeT cepsuc Blitz Identity Provider yawie, yem ykasaHo B 3Tom napameTpe, To 6yaeT Bos-
BpalleHa owmnbka.

Mpy HEOBXOAMMOCTU ANA KaXKA0rO NPUIOMKEHUA MOMKHO YKa3aTb CBOM HAaCTPOWKM, CBA3aHHbIE CO cneunduKaum-
et Device Authorization Grant.

Device Authorization Grant

Bpems xmM3Hn 300
NONL30BATENLCKOTO KOAA, CEK

PazpelueHHsIi MHTepBan
onpoca cTaTyca koja
NPWBA3KW YCTPOMCTBA, CeK

[N KoppeKTHOM paboTbl B3aMMOoLENCTBUA C NPUAOKEHUAMM No npoTokony OAuth 2.0 HeobxoamMmo onpeaenuTb
paspeweHus (scope). [Na 3TOro HYXKHO YKas3aTb:

* HasBaHWe paspeLleHus;

* onucaHue paspeleHmns (oHo byaet oTobparKaTbea No/b30BaTeI0 Ha CTPAHMLLE COrIacuA Ha NpegocTase-
HUWe JocTyna);

* aTpubyTbl NONb30BaTeNA, KOTOpble ByayT NPefoCTaB/eHbl MO 4aHHOMY Pa3peLleHunto (aTpubyTbl AOMKHbI
6bITb ONpeaeneHbl B MeHI0 «ICMOYHUKU OQHHbIX»);

® ABNAETCA /IN pa3peLleHne CUCTEMHbBIM — TaKUe paspeLleHmna NPeLoCTaBAATCA NPUIOKEHUAM TONbKO C UC-
nonb3osaHMem OAuth 2.0 Client Credentials Flow (He B KOHTEKCTe pa3pelleHns oTAe/IbHOro NoAb30BaTeN ,
a obuwwe).
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HacTpoliika scopes

YKaxuTe paspelleHua (scope) Opble MOFYT 6biTh 3aMpoLLEHbl CUCTEMAaMM (MPUAOKEHWUAMY). NPY HeoBX0AMMOCTI YKaXWTe, Kakue aTpybyTbl NONb30BATENSA U3 XPaHWUANLLA MOTYT BbiTb

MOMYHEHbI MO 3TUM Pa3peLleHsM

HaseaHue paspelueHus Onuncaxve ATpUGYThI NONb30BaTENA CUCTeMHBIA

MHOOPMaUMA, NO3BONAIOLSA NPOBECTH MASHTNOUKALMIO W O
openid L
! ayTeHTHdUMKaLKo

OCHOBHbIE A3HHKIE NPOGUAR NONB30EATENA sub  =family_name  =middle_name —
profile [}
given_name

3NeKTPOHHARA MouTa =
email email (]

Howmep Tenedona —
phone_number phone_number [l

BHumaHue: [1nA KoppeKTHoM paboTbl ayTeHTUdUKaLmm no OpenlD Connect 1.0 HyXXHO y6eanTbCcA, YTo pas-
peleHne ¢ HazBaHWeM openid onpeseneHo B 3TOM pasaesnie KOHCONN. TaKKe MOXKHO Nponucatb aTpubyThbl,
nepesasaemble NO 3TOMY paspelleHuto. B 3ToM ciyyae yKasaHHble AaHHble MOTYT 6bITb NOAYYEHbI MO Map-
Kepy goctyna (access token), BblAaHHOMY Ha pa3pelleHne openid.

BaxkHo: Blitz Identity Provider moxHo Hacmpoums (cTpaHuua 136) Takmm obpasom, 4To ByayT coxpaHATbCA
MapKepbl JOCTyNa NO/b30BaTeNA OT BHELWHMX NOCTaBLWMKOB naeHTMuduKaumm. Ecnm nogkntoveHHble no OAuth
2.0 npunoxkeHus byayT rnosydams no REST APl (cTpaHuua 473) coxpaHeHHble MapKepbl A0CTyna, B 3TOM pas-
Oene KOHCOMM HeobxoaMMOo yKasaTb CUCTEMHble pa3peweHus fed_tkn_any (Bce BHELWHME MNOCTABLMKM) U
fed_tkn_S${fedPointType}_S${fedPointName} (BHEWHMNI NOCTaBWMK c TUNOM ${fedPointType}
numeHem ${ fedPointName }). laHHble pa3peLlleHna JONKHbI TaK»Ke OblTb YKa3aHbl B HACTPOWKaX MPOTOKONA
OAuth KOHKPETHOro NPUNOXKEHUA.

Do6aBneHune atpnbyToB B MapKep UaeHTUPUKauum

MpunoxeHuna, nogknoveHHble no npotokony OpenlD Connect 1.0, moryT nony4yaTb AaHHbIE B MapKepe NAEHTU-
dukaumm. MNepeyeHb aTpnbyTos, KoTopble ByayT nepedaHbl B MapKepe naeHTuduKaunm, foakeH bbiTb 3aaH B
nyHkTe «/Jobasnsemsie 8 mapkep udeHmugurkauuu (id_token) ymeepicoeHus» HaCTPOEK NPOTOKoNa.

MoOMMMO XpaHMMbIX aTPUBYTOB, B MapKep NAeHTUGUKALMU MOTYT BbiTb 406ABAEHDbI YTBEPIKAEHUA:

® MOAyYeHHble NPU BXOAE NOMb30BATENS MO S/IEKTPOHHOM NOANUCKU. ITO MOTYT BbITb A@aHHbIE O cepTUdUKaTe
KJ/I0Ya 3/1IEKTPOHHOM MOAMMWCH, AAHHbIE O PU3NHECKOM / IOPMANYECKOM INLE U3 CEPTMPUKATA;

® Nosy4yeHHble npu Bxoge vyepes ECUA;
® onpegeneHHble B npoueaype BXxoaa.

[na nonyyeHus yTBep:KAEHUN 13 cepTudUKaTa KAOYa 31EKTPOHHOM nognucu HeobxoAMMo OTpeaaKTUpoBaTh
KOHOUIypaunoHHbli ¢paiin blitz.conf, nobasns B 610K HacTpoeKk blitz.prod.local.idp.login.
methods.x509 fo6aBUTb CTPYKTYPY CEAYIOLLErO COAEPIKAHUA:

"claims" : [
{

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name" : "attr_name",
"value" : "cert_attr_name"
}
1,

B 37Ol CTpYKTYpe attr_name — umsa aTpubyTta, KoTopoe 6yaeT UCMO/1b30BaHO B MapKepe uaeHTUdUKaLmm, a
cert_attr_name — obo3HayeHue aTpubyTa B cepTuduKaTe (MpMMeEpPbl AOCTYMHbIX 3HAYEHUN NPUBEAEHbI B
Tabnuuge).

Mpumep gaHHbIX, NONy4aeMbiX U3 cepTUdUKATa KN0UaA I/1eKTPOHHOM noanucu

O6o3HayeHre aTpu- OnucaHue

6yTa B cepTuduKaTe

SUBJECT.OGRN OlPH opraHusaunm

SUBJECT.OGRNIP OrPHUM nHansmayanbHOro npeanpuHUmaTens

SUBJECT.INN MHH opranunsaumm

SUBJECT.E CnyxebHblt email 4ONXKHOCTHOrO N

SUBIJECT.O Mma opraHmsauum

SUBJECT.ST PernoH opraHusaunm

SUBJECT.L HaceneHHbIN NYHKT opraHu3aumm

SUBJECT.STREET Ynuua, oom, Homep odurca opraHnsaLUn

SUBJECT.O NoapasgeneHne AOMKHOCTHOMO ANLA

SUBJECT.T LonKHOCTb NpeacTaBuTens

SUBJECT.<OID> 3HayeHMem u3 aTpmbyTa c yKasaHHbIM OID. Hanpumep, SUBJEC T.1.2.643.
100.5 nossonaeT 06patMTbCA K aTpubyty cOI D 1.2.643.100.5

Mpumep fobaBnaemol B KOHOUTYPALMOHHbIN A CTPYKTYPbI:

"claims" : [
{
"name" : "org_OGRN",
"value" : "SUBJECT.OGRN"
}I
{
"name" : "org_INN",
"value" : "SUBJECT.INN"
}I
{
"name" : "org_email",
"value" : "SUBJECT.E"
}I
{
"name" : "org_name",
"value" : "SUBJECT.O"

1,

Y1obbl yTBEpKAEHUA M3 ECUA Oblan AOCTYNHbI, HEOOXOAMMO OTPEAAKTUPOBATb KOHPUIypaLUMOHHbIA daiin
blitz.conf, nobasus B 610K HacTpoek blitz.prod.local.idp.federation.points.esia go-
6aBUTb CTPYKTYPY C/IeayIOWEro coaepKaHua:

"claims" : [
{
"name" : "attr_name",
"value" : "esia_attr_name"

(continues on next page)
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}
]I

(npoponkeHue c NpeablayLLei cTpaHuLbl)

B aTOM CTpYKType attr_name — uma atpnbyTa, KoTopoe ByaeT NCNOAb30BAHO B MapKepe naeHTUOUKaLnuK, a
esia_attr_name —0603HayeHue aTpubyTta npu nonyyeHum ero n3 ECUA.

Mpumep gaHHbIX, nony4yaembix us ECUA

O603HayeHne aTpnbyTa, nosnyyeHHoro u3 ECMA | OnucaHue

oid YHUKaNbHbIN naeHTUdMKaTop y4eTHon 3anmcm ECUA
lastName dammnusa

firstName Nma

middleName OTtyecTBO

birthDate [ata poxaeHusa
gender Mon

snils CHUNC

inn MHH

passport MacnopTHble AaHHble
birthPlace MecTo poxkageHusa
email 3n. noyta

mobile Mo6. TenedoH

Mpumep fo6aBNAEMOM B KOHOUTYPALMOHHDIN Gana CTPYKTYpbI:

"claims" : [

"name" : "esia_firstName",
"value" : "firstName"

by

{
"name" : "esia_lastName",
"value" : "lastName"

}I

{
"name" : "esia_middleName",
"value" : "middleName"

}I

{
"name" : "esia_birthDate",
"value" : "birthDate"

}

{
"name" : "esia_gender",
"value" : "gender"

}

{
"name" : "esia_snils",
"value" : "snils"

}

{
"name" : "esia_inn",
"value" : "inn"

}

{
"name" : "esia_passport",
"value" : "passport"

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}

{
"name" : "esia_birthPlace",
"value" : "birthPlace"

}

{
"name" : "esia_email",
"value" : "email"

}

{
"name" : "esia_mobile",
"value" : "mobile"

] 4

Y106bl MMETb BO3MOMKHOCTb ONpPeAenaTb CECCUOHHbIE YTBEPXAEHUA B Mpoueaype BXoAa, COOTBETCTBYOLME
YTBEPKAEHWNA TAKKe [OMKHbI ObiITb onpeseneHbl B KOHGUrypaLmoHHoW danne. Ons atoro B pasgen blitz.
prod.local.idp.login KoHdurypaumoHHoro daina Heobxoanmmo fobaBuTb aTpmbyT sessionClaims c
nepeyHem yTBEPKAEHWUI, KOTOPble MOTyT BbITb ONpeaeneHbl B NpoLueaype.

Hanpumep, cnegytolian 3anncb No3BoAseT onpeaenunTb aTpnbyT custom_attr:

"sessionClaims" : [
"custom_attr"

Hactpoiika guHamuuyeckoi peructpauum knmeHtos OAuth 2.0

Y106bI BKNHOUYNUTL BO3MOXKHOCTb ﬂ,MHaMMHECKOVI perncrTpaunn KanMeHTos, HEOGXO,CI,MMO BbIMOJZIHUTL cheayoume
waru:

® 3apPerucTpMpoBaTb NPUAOMKEHNE U HACTPOUTL AJ/1A HEro NPOTOKOA nogkatodeHuns OAuth 2.0 cornacHo go-
KymeHTaumm (cm. Obuwue Hacmpoliku OAuth 2.0 (cTpaHuua 236));

* B HacTpolikax OAuth 2.0 ana AaHHOTO NPUAOXKEHUA NEPENTU Ha 3aKNAAKY «JUHAMUYECKUEe KAueHmbl».

MNpoTokonbl
SAML OAuth 2.0 Simple REST

I JIns KOppeKTHOR paboTel MPONULLMTE 3TU CCLINKK B HACTPOAKaX MPUAOKEHWA, B KOTOPOE GyAeT OCYLECTBARTLCA B

URL ans asTopMsaunmn /blitz/oauth/ae

URL s nonyuyeHus u blitz/oauth/te
o6HOBNeHUA MapKepa

YKa3aTb 6a30Bble HACTPONKN ANHAMNYECKOW PEerucTpaLmm KAMeHToB:
® paspelnTb AUHAMUYECKYIO PETUCTPALMIO KIMEHTOB;

® yKasaTb AOMYCTMMble K NPAMOM nepenaye yTBEPXKAEHMUA. DTN YTBEPKAEHUA AONYyCKaeTCcA yKasblBaTb B
3anpoce Ha perucTpaLmio sk3emnaapa NpUIoKeHua. B cnyyae Mx HanMumMa B MeTagaHHbIX NPUAOXKEHUA
(software_statement), npuopuTeT 6yAeT oT4aH 3HAaYEHMIO U3 MeTaZaHHbIX. PEKoMmeHAayeTca paspe-
WKNTb Nepeaady TONbKO TUNa ycTpoicTea (device_type).
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CospaTtb nepBUYHbIE MapPKepbl ANA MTPUNOXKEHUA. nepBMHHble MapKepbl UCNONb3YHTCA ANA aBTOPU3aUNU UHCTAH-
COB NPUNOXKEHNA NPU UX PpErNCTPpaLnn.

CreHepupoBaTb MeTagaHHble NpuaoXKeHna (software_statement). 3T meTagaHHble NepeaatoTca B Kade-
CTBE YTBEPNKAEHMA B 3aMpoce Ha PerucTpaumio aK3emnaspa NpuaoKeHua. B kayectse atpmbyToB meTagaHHbIX
MOYKHO YKa3aTb:

BEPCUIO NPUNOXKeHUA (06s3aTenbHbI aTpmbyT). Bepcus NpuioKeHUa [ONKHA COOTBETCTBOBATL BEPCUM
NepBMYHOrO MapKepa, UCMO/b3YEMOTO NPUIOKEHNEM;

npedurKcbl CCbINOK Bo3BpaTa. MpeduKc MCnonb3yeTcs A8 NPOBEPKM CCbINOK Bo3BpaTa (redirect_uri).
Ecnun B 3anpoce Ha ayTeHTUOUKALMIO yKa3aHa CCblIKa BO3BpaTa M OHa He COOTBETCTBYET HU OAHOMY U3
YKa3aHHbIX NpeduKCcoB, To B ayTEHTUOUKaLNM ByaeT 0TKasaHo;

AOMYyCTUMblE paspeLleHmns — paspeLleHuns (scope), KoTopble ByAyT AOCTYMHbI MPUNOXKEHWIO;

MeToa, ayTeHTUdUKaLMK Npu 0bpaLLeHNN K CepBUCY BblAaun MApPKEPOB. YKa3aHHbIN MeTog, ayTeHTUbU-
KaLMu LOKEH MCNOb30BATLCA MHCTAHCOM NMPUAOXKEHMUA MPU 06paLLEHNN K CEPBUCY BblAauM MapKepoB
(token endpoint);

AonycTumble 3HayeHusa grant type. CMUMCOK grant type, KoTopble byayT JOCTYNHbI 3K3emMnaspy
MPUIOXKEHUS;

AONycTUMble 3HaueHnsa response type. CNMUCOK response type, KOTopble ByayT AOCTYMHbI IK3EM-
NAAPY NPUAOKEHUA Npu obpalteHnn K URL asTopusaummn (authorization endpoint)

CneayeT y4ecTb, YTO yKa3aHHble aTpubyTbl MeTaAaHHbIX AOMKHbI COOTBETCTBOBaTbL NapameTpam OAuth 2.0, onpe-
OeNeHHbIM ANA NpunoskeHus («Cmamuveckuli KaueHmy).

Mocne nognucaHusa meTaZaHHbIX NPUIOXKEHUSA UX BMECTE C NEPBUYHBIMU MapKepamu ciegyeT nepesatb paspa-
H60TUMKAM MOLKNOHAEMOTO NPUIONKEHUS.

Mpumep HacTpoek ,L'J,VIHaMM"IeCKOVI perncTpaunm KaneHTa npeacrtaB/ieH Ha PUCYHKe HUXKeE.
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Pazpemmrs IMHaMHYECKyI0
PerncTpayuio KNHeHToB

WpeHTHdHKaTOp NPUNOKEHUA

(software_id)

LlonycTuMble K npAMoR
nepegave yTeepaaeHns

i per

KnueHToB

oauth?_test_app

Mcnonk3syetca AnA pervcTpauin IMHAMMUECKIX KNNEHTOR

= Tun ycTpolictaa (device_type)

3! yTeepHA_HHA AONYCKASTCA YKa3biBaTL B 3aNpoce Ha PerncTpauyio HCTaHTa NPUNoKEHUA

ViameHuTs,

MognucaHWe MeTagaHHEIX NPUNOXeHHUA

MoanuinTe METaAaHHbIE NPUNOXEHUA (software_stalement). 3Tn MeTaAaHHbIE NEPEATCA B KAYECTBE YTBEPKIEHNA B 3aNPOCE HA PErMCTPALNI0 MHCTAHCA NPUNOXEHNA

Bepcus npunoxenna

n CChINOK

2

Bepcua npunoxeHnA B MeTafaHHuIX A0MKHA COOTBETCTBOBATL BEPCUM B NEPBIHHOM Mapkepe

htipi/localhost

[onyctumuie pazpewenus

MeTon ayTenTHgUKaLMKH NpH
ofpaweHun K cepency
Bbi1a4M MapKepoB

NonycTumble sHa4enun grant
type

HOonyctumele snadeHnn
response type

‘ INnr nobaeneHuA HOBOTO Npedukca BBeAUTE ero W HaxkmuTe Enter

Mpedhuke ncnoneayeTca AnA Npoeepku coeinok Bosepara (redirect_uri). Ecnu B 3anpoce Ha
ayTEHTUMKALIAKD YKA3AHA CCINKA BO3BPATA M OHA HE COOTBETCTBYET HU O/IHOMY U3 YKA3aHHEIX MPEUKCOB
0 B ayTeHTudmKaLmy By/1eT oTkazaHo

=openid  x profile

Paspewenun (scope), koTopuie Gy AyT AOCTYNHLI NPANOKEHHIO

client secret basic E|

YKa3aHH.IA METOQ ayTEeHTUPUKALIAN [OMKEH HCMONL30BATLCA WHCTAHCOM MPUNGKEHUA NPU oBpaLLEHM K
cepBucy Boigaun mapkepos (token endpoint)

x authorization_code  x client_credentials

Crucok grant type, koTopsle GyayT AOCTYMHLI MHCTaHCY NPUROXEHHA

xcode xtoken

Cnucok response type, koTopsie ByayT AOCTYNHLI MHCTAHCY NpHnoxeHuA npu obpaujenin k URL

apTopuaauuu (authorization endpoint)

MepBnyHEIe MapKeps!

MepBU4HbIE MAPKePbl MCMONbB3YIOTCA ANA ABTOPU3ALIMM MHCTAHCOB NPUNOKEHNS NPKM UX PErUCTpaLi

Wpentudpnkatop

LP5fobUKu5uPhnZBew2gheePdwW5pA_Y2XsJdvsybNGAQBKF8xq\W3epapbZROES-

sSrHuXisPMWNb5a_gQajmg

Nara cozpaHna Bepcua MO

04.06.2019 16:11:34 1

Bepcun NO

2.3. [octyn B NpUnoXeHUA U cetTeBble CYXK6bI

243



Blitz Identity Provider, Bepcus 5.23

2.3.5 Hacrtpoiika Simple

JaHHbIl cnocob noakntoveHusa npunoxkeHusa K Blitz Identity Provider moXKHO npuMeHATb NpU ciegyowmx ycao-

BUAX:

¢ [lpunoxeHune Henb3a noaknunTb K Blitz Identity Provider ¢ ncnonbsaoBaHnem cTaHAAPTHbIX NPOTOKON0B
SAML nau OIDC.

e lpunoxeHre npeacTaBnser coboit Beb-NpuaoKeHWe, pa3BepHyToe B COBCTBEHHOW WHQPACTpyKType

(On-

Premise). [ocTyn nonb3oBaTeneli K MPUIONKEHUAM MOXKHO OpPraHu3oBaTb Yepes pPeBepCUBHBIN

NpoKcuK-cepsep.

YT106bI NOAKNIOUYMTL NpUoXKeHue K Blitz Identity Provider no npoTtokony Simple, Heobxoanmo:

1. B HacTpoiKax NPUIOKEHNA B KOHCOb yNpas/ieHus BbI6paTb MPOTOKoA Simple 1 3a4aTb ero HaCTPOMKU:

SSL— HacTpoiMKa, yKasbiBatoLLas, MPOM3BOANTCA 1M 33 MPOKCHM BbI30B NOAKA04aemoro no Simple npu-
noxenuma no HTTP nnm no HTTPS. PekomeHAyeTca B KauecTBe NPOKCU-CEPBEPA, 3aLLMLLAIOLWLErO NPU-
NOXKEeHWe, UCMONb30BaTb CYLLECTBYIOLNIN BEG-CEpBEP NPUNONKEHNA, U B TAKOM Cly4ae coeguHeHue
NPOKCU-cepBepa C NpunoxKeHnem byaeT ocywectenatbca 6e3 TLS/SSL wndposaHua.

CenekTop dopmbl — 3apaeTtca CSS-cenekTop, NO3BONALLMI ONPefenuUTb NoaoKeHne GopmMbl BXxoaa
Ha CTPaHMLLE NOAKNOHAEMOrO NPUIOXKEHUS.

Cenektop nonda ¢ normHom — 3agaetca CSS-cenekrop, NO3BONAOLLNIM onpegennTb NoNoXxeHune nona
BBOAA /I0ONMHA Ha CTpaHULUEe BXO4a NOAKAKYAaEMOro NPpUN0XKeHUA.

URL BbIx04a N0 yMONYaHMIO (ONUMOHANbHAA HAacTPOMKa) — yKa3blBaeT, KaKoM agpec AO/KEH BbI3BATb
Blitz Identity Provider npu Heo6xo4MMOCTM MHULMMPOBATL I0rayT B NOAKAOYEHHOM Mo Simple npu-
JIOXKeHUU B ciydae eguHoro norayta B Blitz Identity Provider.

URL gna nepexoga noc/ie ycnewHoro BbIXO4a — yKasblBaeT, KaKoM afapec AO/KeH Bbi3BaTb Blitz
Identity Provider ana nepeHanpasneHWs Noab30BaTeNs Nocse yCnewHoro iorayta, MHULMUPOBAH-
HOTO NOAKNOYEHHbIM M0 Simple npunosxkeHuem.

JavaScript (onuuMoHanbHas HacTpoiiKa) — BCTpPaMBaeMblit B CTPaHWLY BXO4a MOAKAHOYAaEMOro Mo
Simple npunoxkeHuns JS-Kog, nossonaowmin 06paboTaTb NOAYYEHHbIN OT NPUIOKEHUA OTBET C pe-
3yAbTaTaMu BXO4a (NPOBepMTb, YTO BXOA, NPOM3BEAEH YCMELWHO) M NoKasaTb 06 3TOM OLWKOKY B Blitz
Identity Provider.

Mpumep 3HayYeHUA:

var fm = document.querySelector ('form[name=login]"');
if (fm) {

document .body.style.display = "none";

var err = document.getElementById('lost-password');

var errKey = err && err.innerHTML.indexOf ('Incorrect password.') !== -1 ?
—'incorrect_password' : 'unknown_error';

var
var
if

var kvp = document.location.search.substr(l).split('&"');
kvp.push ([encodeURI ('error'),encodeURI (errKey)].join('="));
window.location.search = kvp.join('&"');

aLogout = document.querySelector ('#logout');

href = alLogout ? alLogout.getAttribute ("href") : null;
(href) {

var lp = encodeURIComponent (href);

var slp = document.createElement ('script');
slp.setAttribute('src', 'https://idp.company.com/blitz/simple/slp?app=app_

—id&lp="' + 1lp);

document .head.appendChild(slp) ;

MprMmep HacTpoeK NPOToKoa Simple AN NPUNONKEHMA NPEACTABAEH HA PUCYHKE HUXKe.
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SSL

CenekTop hopMbl .panel-body-light > form:nth-child(2)
CenexTop NonA ¢ inputfname=username]
NOrHHOM
URL BeIX0Aa No https://app.company.com/app/ogout
yMon4aHuio
URL anA nepexopa hiips://app.company.com/app/stari_page

nocne ycnewHoro
BbiXOaa

WamernTs

CoxpaHuTs

JavaSeript

2. 3agaTb HAaCTPOMKM NPOKCUPOBAHMA 3aNpPOCOB K NMPUIOXKeHUIo Ha Beb-cepsepe.

Mpumep KoHbUrypaLMOHHOrO daitna gna Beb-cepsepa nginx:

map "" $idp_host {
default <server hostname>:9000;

map "Shttp_Blitz_Idp" $idp_post_login {
default "0O";
"prepare-login" "1";

map "S$arg_passive" S$SactivLogout {
default "1";
"true" "O",.

upstream oc-web {
server <application server hostname>:<application port>;

}
server {
listen 80;
server_name <application domain name>;
# enforce https
return 301 https://$server_nameS$Srequest_uri;
}
server {
listen 443 ssl;
server_name <application domain name>;
resolver 172.27.0.20 172.25.0.50 valid=300s;
#resolver 8.8.8.8 valid=300s;
#ssl_certificate /etc/nginx/cert/<path to SSL certificate>.pem;

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

#ssl_certificate_key /etc/nginx/cert/<path to SSL certificate key>.pem;

#ssl_certificate /etc/letsencrypt/live/app.company.com/fullchain.pem; #.
—managed by Certbot

#ssl_certificate_key /etc/letsencrypt/live/app.company.com/privkey.pem; #._
—managed by Certbot

access_log /var/log/nginx/oc-acs.log full;
error_log /var/log/nginx/oc-err.log error;

### force timeouts if one of backend is died ##
proxy_next_upstream error timeout invalid_header http_500 http_502 http_
<,503 http_504;

### Set headers ####

proxy_set_header Accept-Encoding LG

proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

add_header Front-End-Https on;

proxy_redirect off;

proxy_set_header Cookie "S$http_cookie;domain2auth=$host";
proxy_hide_header Content-Security-Policy;

add_header Content-Security-Policy "default-src 'self' https://$idp_host; .
—script-src 'self' https://$idp_host 'unsafe-eval'; img-src 'self' data:.
—https://$idp_host; style-src 'self' 'unsafe-inline'; font-src 'self' data:;.
—frame-src 'self'; connect-src 'self'";

location ~ <path to login page of the application>$ {
#1if (Shttp_referer ~* "/blitz/simple") {

# set $idp_post_login "1";
#}
if (Shttp_referer ~* "<main server domain name>") {

set $idp_post_login "1";
}
if ($idp_post_login = "1" ) {

proxy_pass http://oc-web$request_uri;
}

if ($idp_post_login = "0" ) {
proxy_pass http://$idp_host/blitz/simple/prepareSrequest_uri;
break;

}
location ~ /logout$ {
if ($SactivLogout = "1") {
return 302 https://<main server domain name>/blitz/simple/active_
—logout?app=S$host;
}
proxy_pass http://oc-web$Srequest_uri;
}
location / {
proxy_pass http://oc-web;
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2.3.6 Bsammopgencrteue no REST API

[ns Bbizosa REST-cepsucos Blitz Identity Provider Heo6xoanmo HacTpoUTb NPUOKEHUE, KOTOpoe ByaeT BbICTy-
naTb B KauecTBe cUCTeMbl-KAneHTa REST-cepBMCcOoB. 15 3TOrO HYXKHO 3apezucmpuposams (cTpaHuua 218) HoBoe
npunoxeHue B pasgene NpunoxeHus.

[anee neperTi K HAaCTPOKaM NPUIOKEHUA, B KAYECTBE MPOTOKO/A NOAKAOYEHMA yKasaTb REST n 3anonHUTbL
cnefylolime AaHHble:

e [laponb — ByAeT MCnoab30BaTLCA UCNONb30BaTLCA Npu HTTP Basic-ayTeHTMdMKaLMKM, B KauecTBe NOTMHA
— MAEHTUPUKATOP CUCTEMbI-KNNEHTA; €/ NapameTp He 3agaH, To HTTP Basic-ayteHTuduKauua He byaet
BO3MOMHA A/1A AaHHOM CUCTEMbI-K/IUEHT];

e NonycTumbie CN — MepevyeHb 3HauyeHuW atpubyta CN cepTuduKata, MCNOAb3YyEMOro npu
TLS-ayTeHTUdMKALMK; eCcnn He 3agaHbl napameTpbl, To TLS-ayTeHTUdMKauMAa He OyaeT BO3MOXKHA
ONA [AHHOW CUCTEMbI-K/IMEHTA.

Mporokonel
SAML OAuth 2.0 Simple REST

InA ayTeHTUMUKaLIMA NPUNOKEHUA NPY JOCTYNE K NporpaMMHoMy WHTepdelicy Blitz Identity Provider ¢ nomolbio Basic-ayTeHTU(pMKaLMK 3a4aiiTe naponb. B ka4ecTBe NorMHa nenonb3ayiiTe
WAEHTUUKATOD NPUNOKEHNA

Napone CLTTTTTT &
I [nA McNonb30BaHnA TLS-ayTEeHTUMKALNK YKAKMTE AONYCTUMBIE 3HAYEHHA CN U3 CePTUDMKATA NPUNOKEHUA. Bl MOKETE YKa3aTb HECKONBKD IHAYEHHA

Nonyctumeie CN

Ecnn ana npunoxkeHusa He 3agaHbl HACTPOMKM NPOTOKONA nogKkatodeHna REST, TO npunoxKeHne He CMOXKET UC-
nosb3oBaTb REST API cepsepa Blitz Identity Provider, 3awuuiaemsble ¢ ucnonbsosaHmem HTTP Basic aBTopusaunu.

2.3.7 [Joctyn K ceteBbim cay*k6am no RADIUS

CyuiecTByeT BO3MOXHOCTb HaCTPOUTb NOAKAOYEHMNE NONb30BaTeNeN K TouKam ceTesoro aoctyna (RDP, VPN, Wi-Fi
n ap.) no npotokony RADIUS. HacTpoika noaKkAoUYeHUSA BbINONHAETCA B ONUCAHHOM HUXKE NOCNe0BaTeIbHOCTH.

Cnpaska no RADIUS

Remote Authentication Dial In User Service (RADIUS) RFC 2865°° — npoTokon, ncnosb3yemblit A8 LeHTpanamn3o-
BAHHOTO yrnpasieHuWs aBTopusaLumen, ayTeHTudrKaumel n yuetom focTyna B ceTesble Cy»K6bl n obopygoBaHme.
Yepes gaHHbIM NPOTOKOA BbINOMHAETCA B3aMMOLENCTBUE MexKay cepBepom U KaneHTom RADIUS. Mocne 3anpoca
nonb3oBaTesieM AOCTYNa B CETEBYHO CYKOy COOTBETCTBYIOLWMIA KAMEHT OTNPaBAAET CePBEPY 3anpoc, B pesy/ib-
TaTe KOTOPOro cepBep NPOBEPAET Ha/MuMe noab3oBaTens B 6ase gaHHbIX. Ecn nonb3oBaTens HalaeH, cepsep
OTNPAaBAAET K/IMEHTY pa3peLleHMe Ha ero ayTeHTUdUKaLmio.

Cepsepom RADIUS BbicTynaeT Blitz Identity Provider, KnmeHTOM — nogkntoueHHan ceteBas cnyxba. B Tekyluel
peanusalmmn cepsep BbINOHAET NOUCK NO/Ib30BaTeNEN BO BCEX MOAKNOYEHHDBIX XpaHUAMLWax. CeTeBble CYHKObI
HacTpauBatoTcsa B Blitz Identity Provider Kak npuaoxkeHus.

CepBep noaaepKMBaeT cneayroLme MeToabl ayTeHTUdUKaLmu:

* nepsblit GaKTOP: BXOA NO JIOFUHY M NAPOAIO;

60 https://datatracker.ietf.org/doc/html/rfc2865
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* BTOpOW daKTOp: NoaTBep:KaeHue no Kogy ms SMS, PUSH, TOTP, HOTP, email nnn yepes /InuHbiit KabuHet
nonb3osaTens.

LWar 1. KonpurypuposaHue cepsepa RADIUS

Ons koHPUrypuposaHus cepsepa RADIUS B Blitz Identity Provider BbinonHuTe cnegytowme Aencrems:

1. B KoHconu ynpasneHua nepeingute B pasgen RADIUS.

2. MocnepoBaTenibHO HACTPOMTE KOHGUIypaLMIO cepBepa.

O6uwme HacTpoiKku

Ha naHHOM BKNaaKe yKasbiBatoTcA ob6Lme HacTpoiiku cepsepa RADIUS.

CraTyc: BKAtoYeHue cepsepa.

CeTeBOU ampec MNPHUBYI3KH: CMUCOK aPecoB, C KOTOPbIX cepBep obpabaTbiBaeT 3anpochl.

CoBeTt: [1n1A 06paboTKM 3anNpoCcoB cO BCEX AOCTYMHbIX ceTeBbIX MHTepdencos yctaHoBute 0.0.0. 0.

Ceresou mnopT: nopT RADIUS, Ha KOTOpbIA NpUHMMatoTcA 3anpockl. ECiv nopT He yKasaH, To uc-
nonb3yetca nopt 1812.

MaxcuManbHOE KONHYEeCTBO obpabaTelBAeMbIX 3alpPOCOB: MaKCMMaJbHOE KOJINYeCcTBO
OHOBpPEMEHHO 0bpabaTbiBaeMbIX CEPBEPOM 3aNpPOCOB (OCTasibHble 0T6packIBatoTcA).

BpeMd OXuUOaHWd BTOPOrO daxTopa:BpPems B CEKYHAAX, KOTOPOE AaeTca NoaAb30oBaTeNto ann
NPOXOXKAEHUA BTOPOro paKTopa.

BHumaHue: [aHHOe Bpems AO/MKHO 6biTb cornacoBaHo ¢ RADIUS-KAMEHTOM 3a CUET KOPPEKTHOM
HaCTPOMKKM BpeMeHU oxnaaHus otseta RADIUS-cepsepa.
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Kondurypauua RADIUS cepsepa

O6Lwme HacTpOKn CermeHTbl ceTn Mpouenypbl 06paboTku 3anpocos

e ]

CeTeBoii aapec NPUBA3KK 0.0.0.0

0.0.0.0

CeteBo# nopt

MakcumanbHoOe KOnm4yecTBo
ob6pabaTbiBaeMbIX 3anNpocoB

Bpema oXugaHua BTOporo 300
cakTopa

OTMeHWTb U3MeHeHnA CoxpaHuTb

Haxmute CoxpaHuTb.

CermeHTbI ceTu

NaeHTUdMKaLMA NPUNOKEHWNI OCYLLECTBAAETCA NO CEFMEHTAM CETU. YKaXKMUTe NoACeTb, 06N KoY U NpU-
NIOYKEHWE MO YMONYAHMIO, YTOBbI 3aNpoC U3 AaHHOW NOACETH acCOLMMPOBANCA C 3TUM NpUaoxKeHmem. Ecam
HECKONIbKO NPUJ/IOKEHWNI 3aNpaLllnBatoT ayTeEHTUPUKALIMIO U3 O4HOM NOACETU, TO UX MOXKHO UAEHTUOULN-
poBaTtb No NasId.

BHuMaHue: MoaceTv c 6onee y3kMm NpedprKcom MMerT NPUopUTeT.

e lIMm4: BBEAUTE NPOU3BO/IbHOE UMA CerMmeHTa CeTHU.

e [lomceTk: BBeaAnTe nped)m(c nogceTun, 3anpochbl U3 KOTOpOl‘/‘I 6y,c|,yT accoumnmpoBaTbCA C NPUNTOKEHN-
em.

e OOmUM XIIOY: CFTEHEPUPYITE U BBEAUTE KIOY, KOTOPbIN HYXKHO ByaeT ssecmu Ha cmopoHe cemegoli
cnyxobl (cTpaHnua 254).

e [IpHIIOXEHHE [0 YMOIUAHHI: Bbibepute npuaoxeHune, c Kotopbim byaer accoumnmpoBaTbea 3a-
npoc u3 gaHHoi noacetu. Ecnn npunoxKeHwii HECKObKO, OHO ByaeT BbICTyNaTb NPUIOKEHMEM MO
YMOHaHMUIO.

e CootBeTcTBMe NasId M NPUNOKEHUI: ecivM NpeanonaraeTca, YTo U3 oAHOM NoACeTM 3anpalmBaTth
ayTeHTMdMKauMIo byaeT HECKObKO NPUIOKEHWN, 3aaaliTe NasId, no Kotopbim cepsep RADIUS 6y-
OET UX UAEHTUOUUMPOBATb.
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KoHdurypauuna RADIUS cepsepa

O6Lwme HacTPoONKK CermeHTbl ceTn Mpouenypbl 06paboTkM 3anpocos

peHTurKauma NpunoxeHunii ocyLLLeCTBNAEGTCA MO CerMeHTam ceTu. YKaxuTe NoAceTb, OBLIMIA K04 1 NPUIIOXKEHWE MO YMONYaHWIo, 4TOBb! 3anpoc 13 AaHHON
noACeT! acCcoLMMpOBAsICA C 3TUM NPUOXKeHeM. ECn HeCKobKO NPUMOXEHWIA 3anpalmnBaioT ayTeHTUMUKALMIO N3 OHON NOACETM, TO UX MOXHO
vaeHTuduumposatk no Nasld. Bonee y3kue nogcetn umetoT npuopuTeT

vpn-net: /24 MapameTpbi cermeHTa cetn

RDP: 1/24
WUma vpn-net
CospaTb HOBbIN CErmMeHT
Moacetb 124
OGLUMI KINHOU | sesssesssesssnssnesssesssnsssnssnnns @
MNpunoxeHue no RADIUS APP VPN X v

ymon4aHuvio

CootsetcTeuA Nasld 1 npunoxxeHnii He CKOHUrypupoBaHo

no6asuTb

OTMEHUTL U3MEHEHMA CoxpaHutb

Haxmute CoxpaHuTb.

Mpoueaypbl 06paboTKu 3anpocos

[aHHanA BKNaAKa COAEPKUT CMMCOK NpoLeayp Ha Java, Kotopble 6yayT 06pabaTbiBaTb 3anpocChl U3 NOAKN0-
YeHHbIX NpuaoKeHui. Mpoueaypbl onpeaenatoT GakTop ayTeEHTUOUKALUM U PEANU3YIOT APpYr1e NONUTUKK
[0CTyna B ceTeBble pecypcbl. B npocTelilwem cnydae npoueaypbl BKAOYAKOT Nepsblii AM60 BTOPOK GpakTop.
MO*KHO cO32aTb HECKO/IbKO NMpoLieayp B 3aBUCMMOCTM OT TpeboBaHMI K 6e30NacHOCTU Pas3/IMYHbIX CETEBbIX
TOYEK.

[ina co3panma npoueaypbl 06paboTKM 3aNPOCOB BbINONHNUTE CAeayioLLme AeNCTBUSA:
1. HaxmuTte Co3zaTb HOBYIO NpoLesypy 06paboTku 3anpocos.
2. 3agaitTe HacTpoOIKu:
e CTaTyc: BK/IOYEHWE NpoLeaypbl.

e UneHTudHUKATOP MNPOLEnypPL: 3a4aiTe naeHTMOUKATOP npoueaypbl.

BHMMaHMe: Java Ksiacc, onucbiBalowWwmii npoueaypy 06paboTKKM 3anpocoB, AOMKEH UMETb
TaKoe e Ha3BaHue.

e OnucaHUe: BBeauTe onnucaHue npoueaypbl.

2.3. [octyn B NpUnoXeHUA U cetTeBble CYXK6bI 250



Blitz Identity Provider, Bepcua 5.23

KoHdurypauua RADIUS cepsepa
O6Lumne HaCTPOIiKK CermeHTbI ceTn Mpoueaypbl 06paboTKM 3anpocos

Mpouenypa 06paboTky 3anpocoB

erme ]

WpeHntudukarop npoueaypbl RadiusTest
Onucaxue HocTyn no RDP
V
MpunoxeHua RADIUS APP Local -

YpanuTe npouenypy OTMEHUTb U3MEHEHNA

3. Haxmute CoxpaHuTb.
4. BeeguTe UCXOOHbIM KOA npoLueaypbl:

e [1ns ynpaeneHua npoueccom obpaboTtkm RADIUS 3anpocos HeobxoaMmo HanucaTb Ha A3bike Java
Knacc, peanusyrolwmin nHtepdelic RadiusFlow.

e B cnyyae Mcnosnb3oBaHWA BTOpPOro ¢akTopa ayTeHTUOMKauum Bbi3oBUTE RadiusResult.
more ("method"), rae method NPUHUMaET OAHO U3 CAeAyOWMX 3HAYeHU: sms, push,
totp, hotp, email, prfc (nogrsepxaeHue B JIMMHOM KabuHeTe Noab30BaTENS).

Mpumeuanue: MNpu nogTeepKaeHUN Yepes JINYHbIN KabUHET B HEM NOABAAETCA COobLLeHNe
0 MOMbITKE BX0OAA, B KOTOPOM MNO/Ib30BaTe b A0/KEH HaXKaTb MoaTBEPAMUTD.

BHumaHue: [na Toro ytobbl ¢pakTop cpabotan, JIMUHbIA KabUHET A0NXKEH ObiTb OTKPLIT C
0693aTe/IbHbIM NPOXOXKAEHNEM ABYX GAKTOPOB ayTEHTUOUKALMN.

Cnucok 11: NMpumep npouenypbl 2FA yepes nogreepgeHue B JINUHOM
KabuHeTe

package com.identityblitz.idp.radius.flow;
public class RadTest2 implements RadiusFlow {
public String loginN12 (final String login) {

return login;

public RadiusResult next (final RadiusContext context) {
if (context.factor() == 1) {
//return RadiusResult.more ("sms");

return RadiusResult.more ("prfc");

return RadiusResult.authenticated(context.subject());

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

e B cnyyae wucnonb3oBaHWA nepBoro ¢dakTopa AeakTMBupymTe ycnoBue if (context.
factor () == 1).

Cnncok 12: NMpumep npoueaypbl 1FA
package com.identityblitz.idp.radius.flow;
public class TestRadius implements RadiusFlow {
public String loginN12 (final String login) {
return login;
public RadiusResult next (final RadiusContext context) {

return RadiusResult.authenticated(context.subject());

e B npouesype MOXHO oTobpaxkaTb BblI6Op crnocoba noaTBepAeHUs RadiusResult.
challenge, a TakXe WHCTPYKLUMIO ANA NPoOXoxAaeHusa BToporo ¢akTopa RadiusResult.
dialog.

private final Logger logger = LoggerFactory.getLogger ("com.
—identityblitz.idp.flow.radius");

public String loginN12 (final String login) {
return login;

public RadiusResult next (final RadiusContext context) {

if (context.factor() == 1) {

return RadiusResult.challenge (Challenges.password()) ;
}
return RadiusResult.authenticated(context.subject());

public RadiusResult dialog(final RadiusContext context,
final String message,
final java.util.Map<String, String>.
—answers,
final String answer) {
if (message.equals ("challengeChoose")) {
final String challenge = answers.get (answer);
if (challenge != null) return RadiusResult.challenge (Challenges.
—byName (challenge));
else return RadiusResult.dialog(message, answers);
} else {
return RadiusResult.rejected ("unsupportedMessage");

5. Ana komnunaumm Haxkmumte CoXpaHuTb.
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LLar 2. HacTpoiika NnpunoxeHus

[Ns HaCTPOMKM NPUNONKEHMA BbINOJIHUTE CNeayolWme AENCTBUA:

1. B KOHCONM ynpaBneHus nepenante B pasaen MNpunosxkeHus. Cozdatime (cTpaHuua 218) npunoskeHue c ba-
30BbIMM HAaCTPOMKaMMU.

e llneutuduxkaTtop (entityID unu client_id),
* HaszBaHUe,

e [loMeH: JOMEH CeTeBOM CNyKObI.

MapameTpbl NpUIOXXeHUA

WUpeHtudmkarop (entitylD radiustest
unu client_id)

HasBaHue RADIUS APP Local

OomeH https://bip-dev2.reaxoft.ru/

Haxmute CoxpaHuTb.
2. B cekuuu MpoToKobl NpUaoKeHMa Ha BKnaake RADIUS 3apaiite cnegytowme HaCTPOMKM:

e [MocTtaBbTe GNaxoK [laponb MpPOBepdeTCd IPHIOXEeHHEeM CaMOCTOodTenbHO, ecan Blitz
Identity Provider 6yaeT ncnonb3oBatbca Ana BToporo dbakTopa ayTeHTUdmKaLmm.

e BpeMd OXHIAHHYI BTOPOTO dakTopa:Bpemsa B CeKyHAAX, KOTOPOe JaeTcA No/b30BaTento AnA
npoxoxaeHua BToporo ¢pakTopa. Ecnv napameTp He 3agaH, byaeT B3ATO 3HaYeHWe U3 HACTPOeK cep-
sepa RADIUS.

BHumaHue: [aHHOe Bpems JOMKHO 6bITb cornacoBaHo ¢ RADIUS-KAMEHTOM 3a CHET KOPPEKTHOM
HACTPOMKKU BpeMeHU oxxunaaHuma otseta RADIUS-cepBepa.

¢ BbibepuTe npoueaypy 06paboTKM 3aNpocoB OT NPUAOKeEHUA. B cnucke Iipouenypa obpaboTku
oTobparkatoTcs Bce co30aHHbIe (cTpaHuua 248) Ha cepeepe RADIUS npoueaypsbl.

BHMMaHMe: BHuMmaTeNbHO HacTpauBaiTe uHmezpayuro (cTpaHuua 254) Ha cTopoHe ceTeBoW
CNYK6bl. ECn B NpUXOAALLMX OT NPUAOXKEHMA 3anpocax He onpegeneH NasId, npuaoxeHue
y3HaeTtca Blitz Identity Provider Kak npuno»eHne no ymonyaHuto ans AaHHOIO CErMEeHTa CeTw,
Aaxe ecnv GaKTUYECKM 3TO pasHble NPUNOKEHUA. B 3ToM cnyyae byaeT BbINOAHATLCA NpoLeaypa
06paboTKM 3aNpOCOB, YCTAHOB/EHHAA 418 NPU/IOKEHUA MO YMOIYAHUIO, 3 He Ta, KoTopas Bblbpa-
Ha.
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MpoTokonbl

SAML OAuth 2.0 Simple REST RADIUS

Bnok nHaveuayansbHbix HacTpoek npunoxxeHna anAa RADIUS npoTtokona

(0 Naponb npoBepAETCA NPUNOXEHNEM CaMOCTOATESTbHO

Bpema oxupaHua
BTOporo thakTopa

Mpoueaypa o6pa6oTkm RadTest2 v

CoxpaHutb

Haxmute CoxpaHuTb.

LWar 3. HacTpoiika Ha CTOpPOHEe ceTeBoii Cny>K6bl

[ns 3aBeplueHns NOAKNIOYEHUA BBEAUTE CeAyoLLME HAaCTPOMKN Ha CTOPOHE CeTeBOM CYKObI:
e |P-agpeccepBepacblitz—idp.

e O6wWMii KNtoY, 3a4aHHbIN B HAaCTpOWKax cezvieHma cemu (cTpaHuua 248), COOTBETCTBYIOLLETO MPUNOKEHUIO
(ceTeBoli cnyxxbe) Ha cepeepe RADIUS. Mo aaHHOMY Katouy cepBep byaeT ono3HaBaTb CETEBYHO CAYKOY m
3anycKaTb BbIOpaHHYO A/1a Hee npoueaypy obpaboTkm goctyna.

¢ NasId (npu HeobxogmmocTu).

e Bpemsa oxunpgaHua oteeta ot cepsepa RADIUS, cooTeeTcTBYHOWEE YCTAHOBAEHHOMY Ha CepBepe BpeMeHMU
0XMAaHUA BTOporo dakTopa.

2.4 Kactomusauma paboTtbl C NOMOLLbIO NPOrpaMmMUpPOBaHMA Ha Java

2.4.1 Mpoueaypbl BXOAA U UX cO3aaHUe
O npouepypax Bxoga

MpoLeaypbl BXoAa Ha Java NPMMEHSAIOTCA ANA HACTPOMKM NPaBUA JOCTYNa NO/b30BaTesel K PasiviHbIM NPUIo-
»eHnAM. C NOMOLLbIO NPOLEAYpP MOXKHO ONpPeaenunTb, Hanpumep, Kakme NPUAOKEHUA AOMKHbI BbITb JOCTYMHbI
KaKWM NoAb30BaTeNAM, MPU KaKUX YCIOBUAX A0MKHA TpeboBaTbes ABYXPpaKTOpHasA ayTeHTUMKALMA U KaKue me-
TOAbl MOATBEPKAEHNA BXOAA MOXKET MPUMEHATH NO/b30BaTesb. [pUMeHeHMe NpoLeayp BXo4a NO3BO/AET opra-
HW33aUUKU UCNIONHUTL NPUHATLIE B HEW NMONUTUKM KOHTPONS AOCTYNA K NPUNONKEHNUAM.

YnpasneHve npoueaypamun BXoga ocyliecTBisetca B pasgene Mpoueaypbl BXoga KOHconu ynpasnexus Blitz
Identity Provider.
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HacTpoeHHbie npouyeaypsl Bxoaa

WaeHTUdUKaTOp MpunoxeHua OnucaHue Cratyc
f the user attribute "appList” (as an -
AccessByAttribute v4 array) contains entitylD (or client_id) of He akTnenposaHa ‘ ‘

the application, access will be granted e

. Limited list of first factor methods for . |
FFmethods v19 5 He akTvenpoBaHa
application

Require2ndFactor v5

This procedures enables 2nd factor for i
i He akTempoBaHa
the application

C02aaTk HOBYIO NPOLEAYPY BXOAa

Co3pgaHue npoueaypbl

Co3aaHue npoueaypbl BXOAa BK/IOYAET B cebA cneaytoLime Wwaru:
1. YkasaHue 6a30Bbix TapaMeTpoB NpoLeaypbl:
e naeHTMdMKaTOp Npouecca (npoueaypsbl);
* onucaHuWe npoueaypbl;

® NPUNOXKEHUA — NepeyvYeHb I'IpMI'IO)KEHMVI, ANA KOTOPbIX 6y,EI,ET NPUMEHATbCA AaHHaA npoueaypa.

BaykHO: [1/1A KaXK40ro NpuaoXKeHNa MOXKeT BbITb CO34aHa TONbKO 04Ha npoueaypa. Ecav ans gaHHOro npuaoxe-
HMA He Co34aHO Npoueaypbl, K Hemy byaeT NpUMeHATLCA CTaHAaPTHaA npoueaypa Bxoaa (npoueaypa Bxo4a no
ymonyaHuio). Ecnv npoueaypa cosgaHa 6e3 ykasaHUA NPUIOKeHWIA, TO OHa 3aMeHUT CTaHA4APTHYO npoueaypy
BX043.

CosaaHne HOBO NPoLEAYPbl BXOAA

WaeHTndukatop npouecca ProfileAccess
onucaHne MNpoueaypa BxoAa B MTMUHBIR kaGnHeT

MpunoxeHUs Nnunelii kaburer

2. HanucaHwue ucxonHoro Koga npoueaypsl. Jna ycnelwHow paboTtbl npoueaypbl Bxoga HeobxoaMmo Hanu-
caTb Ha A3blKe Java Knacc, peanusyowmii Heobxoanmbli HTepdelic St rategy. Bca KOHTEKCTHAA MHDOP-
MauMsA 0 NoNb30oBaTesle, O TEKYLLEM COCTOAHMMU NpoLueaypbl ayTeHTUOUKALUKN U T.4. JOCTYNHa B 06beKTe
Context. Mpoueaypa cocTont 13 AByx 610KOB, KOTOPbIE ONPEAENAIoT:

* [elCTBUA, NPeAnpPUHUMAEMble Ha Ha4ya/IbHOM 3Tane npouecca ayTeHTuduKaumun. B stom 610Ke, Ha-
npUMep, MOXKHO ONpPesenUTb, NPU KaKUX YCI0BUAX OCYLLECTBATL NEPEXOS, B MPUIOKEHUE B PEXMME
SSO (ecnm nonb3oBaTenb paHee Hbi1 ayTEHTUOULMPOBAH);
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e [eiCcTBUA, NpeanpUHMMaemMble Noc/ie NepBUYHON ayTeHTUGMKALMM Noab3oBaTeNs. B aTom 6/10Ke, Ha-
npumMep, MOXKHO ONpeaennTb, Kakue MeToabl 4BYXPaKTOPHOW ayTEHTUOUKALMM NPU KaKMUX YCIOBUAX

]

CNo/1b30BaThb.

PEKTHble d)paI'MEHTbI Ko4a 6y,£|,yT BblAeNeHbl UBETOM U NoANMNCaHbl owmnbKu.

ECnM KOMNUAALMA NPOLLNA YCNELIHO, MOXKHO COXPaHWUTb NpoLeaypy.

8amb» B LIANKe COOTBETCTBYIOLLEN Npoueaypbl.

Mocne HanMcaHWA Koga HeOBXOAMMO HaXKaTb Ha KHOMKY « KomnuamposaTtby». Mpu HaNUYUKM OLWMBOK HEeKop-

CoxpaHeHHyIo NpoLesypy MOMHO aKTUBMPOBATb — AA 3TOTO CNEAYeT Ha)aTb Ha KHOMKY «AKmugupo-

MO*KHO pefaKTUPOBATb KaK aKTUBMPOBAHHYIO, TaK U fleakKTMBMPOBaHHYIO npoueaypy. Nocne pegakTmposa-

HWA cnegyeT KOMMUAMPOBATL NPOLEAYpPY, NOC/e Yero — COXpaHuTb. Eciv npoueaypa bbina akTMBMPOBaHa,
TO HOBAs CKOMMUAMPOBAHHAA NPOLLELYPa 3aMEHUT CTapyHo.

Mpepynpexaenune: Eciv npoueaypa aKTMBMPOBaHa, TO COXPaHUTb MOXHO TONLKO Ty Mpoueaypy, KoTo-
PYIO yAaeTca CKOMNUANPOBATb. MHbIMK CI0BAMMU, ECM NPU PESAKTUPOBAHUM aKTUBMPOBAHHOW NpoLeay-
pbl 6bl1a BbiABAEHA OWKNBKA, TO KHOMKa «CoxpaHuTb» paboTaTb He ByaeT, a Npu nepesarpysKke cTpaHuLLbl
N3MeHeHusn byayT yTepsHb.

WcxogHeli kog npouegypsl

MocmoTpets uHTepdeiic Strategy =

Jina ycnewHoi paGoTsl NPoLeaypsl ayTEHTUMUKALIMN HEOBXOAUMO HANUCATL HA A3bike Java KNACC, PEANsyIOWNA MHTepdelic Strategy - HaiBaHNe KNacca JOMKHO COBNaAaTh C
VAEHTNHMKATOPOM NPOLECCE ( SecondFAforAll ). KNACC AOMKEH MMETs NYGNWYHBIA default KOHCTPYKTOP. B LenAx Ge30NaCHOCTY 3arpyska KNacca OCyIWeCcTENAET OTAeNbHbIA class loader C

OrpaHUY4EHHLIM C

package com.

import java.
import java.
import java.
import org.s
import org.s
import com.i
import com.i
import com.i
import com.i
import com.i
import com.i
import com.i

MACKOM imports

identityblitz.idp.flow.dynamic;

lang.*:

uti

math.*;

1f43.LoggerFactory;
1f4j.Logger:

dentityblitz.idp.]
dentityblitz.idp. ]
dentityblitz.idp.]

MocmoTpeTh paspelleHkele imports ¥

in.akthn.flow.Context;
.authn.flow.Strategy:
n.authn. flow.StracegyState;

MocmoTpets onucanue Context = 3arpyauts Blitz Development Kit

dentityblitz.idp.login.authn, flow. StrategyBeginState;
dentityblitz.idp.login.authn.flow.LCookies

dentityblitz.idp. flow.common.api.*;
dentityblitz.idp. flow.dynamic.=;

import java.lang.invoke.LambdaMetafactory:
import java.util.function.Consumer;
import static com.identityblitz.idp.login.authn.flow.StrategyState.*:

public

class SecondFAforAll implemesnts Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblicz.idp.flow.dynamic”):

1f (ctx.justCompletedFactor () == 2)
return StrategyState.ENOUGH() :
slz=

return StratsgyState.MORET (new

public StrategySeginState begin(£3
StrategyState.LOGOUT_THEN MORE (n

123

public StrategyState nexc(final Comtext cux) {

1 Concext cex) {
141 :

BcA KOHTeKCTHaA MHOPMaLWA 0 NONL30BaTENE, 0 TEKYLUEM COCTOAHWUN NPOLEAYPLl ayTEHTUMUKALNA W T.A. AOCTYNHA B 00LEKTE Context .

Komnunupoears

2.4
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2.4.2 TotoBble npoueaypbl BXoaa

B nocTaBKy BXOAAT HECKO/IbKO rOTOBbIX NPOLLEAYP, KOTOPble MOTYT BbITb NPU HEOBXOAMMOCTU U3SMEHEHDI:

npuHyoumensHas  08yX(haKMOpHAs  aymeHmuguKkayus 8  npusoxceHue  (cTpaHuua  257)
(Require2ndFactor);

02paHu4eHue nepeyHs 00CmynHbIX Memooos Mepeo2o (hakmopa rnpu exode 8 npusoxceHue (cTpaHnua 258)
(FFmethods);

npedocmaesieHue 00CMyna K NpusoXeHU0 MosbKo npu onpedeseHHOM 3Ha4eHuu ampubyma (CTpaHn-
ua 259) (AccessByAttribute);

3anpem exo0a 8 fpusoxeHue rnocae ucmeyeHus cpoka Oelicmeus yyemHol 3anucu (cTpaHuua 260)
(AccountExpiresCheck);

paspewieHue 8xo0a 8 NMpuaoxeHue mossKo U3 onpedeneHHsix cemell (cTpaHuua 261) (AllowedIPs);
3anpem pabomesl 8 HECKO/bKUX 00HOBpeMeHHbIX ceccusx (cTpaHuua 262) (RestrictSessions);

coxpaHeHue 8 ymeepwoOeHusx claims nepeuHs epynn  nosnb3oeamens  (cTpaHuua  263)
(AddGroupsToToken);

omobpaxceHue nosab3osamesnto obvasneHus npu exode (cTpaHuua 264) (InfoPipe);

3anpoc 8800a nonb3osamesnem ampubyma unu akmyanusayuu mesegoHa u email (cTpaHuua 265)
(PipeAttrActAdd);

3arnpoc 88000 rnosibzosamesnem KOHMpOsibHO20 80ripoca, ecsiu OH He 3000H 8 ywemHoCl 3arnucu (CTpaHVI-
ua 268) (PipeSecQuestion);

peaucmpayus Kmwoda 6eszonacHocmu WebAuthn, Passkey, FIDO2 npu exode (cTpaHuua 269)
(PipeWebAuthn).

omobpaxceHue noab6308a0Mesto Crucka 8blbopa 3Ha4yeHull npu exode (cTpaHuua 271) (ChoicePipe).

[anee npmMBoAATCA NMUCTUHIM 3TUX npoueayp. s yaobcTea OT1afKM MOXKHO BbIBOAUTL MHPOPMALMIO O COCTO-
AHMM ayTeHTUdMKALMK B /10T, BOCMO/b30BaBWMCh PyHKUMeH logger . debug (). Hanpumep, cnegytowan Ko-
MaHZa BblBeAeT B 10T 334aHHbIN ypOBeHb ayTeHTUdMKAL MM ANA NoNb30BaTeNA:

logger.debug ("requiredFactor="+ctx.userProps ("requiredFactor"));

MpuHyguTenbHas aByx¢dpaKTOpHanA ayTeHTUGUKaLUA

Mpoueaypa Require2ndFactor TpebyeT asyxdaKTopHOM ayTeHTUdUKALMM 4Na 40CTYNa K NpuaoKeHuto. Ec-
/M NONb30BaTE/Ib NEPEXOANT B NPUIOKEHNE B PaMKax eanHON CeCCUMU, TO MPU HANMYMK OLHOTO NPOMAEHHOTO
¢daKTOpa y Hero byaeT AONONHUTENILHO NPOBEPEH BTOPO dpakTop, T.e. SSO B 3TOM c/lyyae He cpaboTaer.

public class Require2ndFactor implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {

if(ctx.claims ("subjectId") != null){
if (ctx.sessionTrack () .split (",").length < 2)
return StrategyState.MORE (new String[]{});
else

return StrategyState.ENOUGH () ;
}

else {
return StrategyState.MORE (new String[]{});

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

@Override public StrategyState next (final Context ctx) {
if (ctx.justCompletedFactor () == 1)
return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH() ;

OrpaHuyeHue nepeyHa AOCTYMHbIX METOAO0B nepBoro ¢pakropa

Mpoueaypa FFmethods NO3BOASAET NPU BXOAE B NPUNOKEHWE NpessiaraTb N0/b30BATE/NO TObKO ONpeaeseH-
Hble MeTOAbl UAEHTUDUKALMM U ayTEHTUPUKALMM (AHANOTUYHYIO NPOLEAYPY C UHbIM NepeYHeM METOA,08B, MOXKHO
Ha3HauYMTb APYromMy NPUIoKeHUo). na 0603HauYeHNsa MeToA0B ayTeHTUMKALMM NepBOro pakTopa B NpoLeaype
MCMNONb3YIOTCA ceaytowmne naeHTUGmnKaTopsl:

¢ password — BXOZ NO JI0OTUHY M NapOIo;

* x509 — BXOA, N0 3/1EKTPOHHOMN NOANUCH;

¢ externalIdps — BX0Z4 Yepes BHELIHWE NOCTaBLLMKU AEHTUGUKAUMK (coLManbHble ceTh 1 np.);
® Spnego — BXOA, NO CEeaHCy ONepPaLMOHHOM CUCTEMDI;

® sms — BXOZA, N0 KoAy NnoAaTBepKaeHns B SMS-coobuieHum.

e knownDevice — BXo4 N0 U3BECTHOMY YCTPOMCTBY;

e grCode — Bxog no QR-koay;

e webAuthn — Bxog, c nomoubto Kntoyelt besonacHoctn (WebAuthn, Passkey, FIDO2);

e t1s —BXxoa Ha ocHoBe nepegaHHoro HTTP-3aronoBska.
public class FFmethods implements Strategy {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
if(ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{"password","x509"});

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;

if (regFactor == null || reqFactor == 0)

return StrategyState.ENOUGH () ;
else {

if (regFactor == ctx.justCompletedFactor())

return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new Stringl[]1{});
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Bxog, To/IbKO Npu onpegeneHHOM 3Ha4YeHUn aTpubyTa

Mpoueaypa AccessByAttribute ncnonbsyetatpmbyT appLi st A1A NPUHATUA PeLeHns o0 JOCTyMNe NoAb30-
BaTeNA K NpuaoxkeHuto. Ana paboTbl 3TOM Npoueaypbl HeobXxoanMMO co34aTb aTPUOYT appLi st B BUAE Maccusa
(Array of strings).B KayecTBe 3HaYEHUI 3/1EMEHTOB 3TOrO MaccMBa CaeAyeT UCNOAb30BaTb AEHTUDMKA-
TOPbI NPUAOKEHWUI. B pesynbTaTte LOCTYN K NPUNOKEHUIO ByAeT NpeaoCcTaB/eH, eC/IN Cpeam 3HaveHun appList
Yy AAaHHOTrO nosib3oBaTtena byaeTt MaeHTMOUKATOP 3TOro NPUAOKEHUA. Takaa apxuTEKTypa npoLeaypbl No3BonseT
HA3HAUYUTb ee CPa3y HECKONIbKUM MPUIOKEHUAM U PETYIMPOBATb AOCTYN K HUM NMPU NOMOLLM OAHOro aTpmbyTa.

public class AccessByAttribute implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {

if(ctx.claims ("subjectId") != null) {

int applListIdx = 0;

boolean hasAccess = false;

while (appLlListIdx > -1) {
String app = ctx.claims ("appList.[" + appListIdx + "]1");
logger.debug ("app [" + applListIdx + "] = " + app);
if (app == null){ applistIdx = -1; }
else if (app.equals(ctx.appId())) { applListIdx = -1; hasAccess =.

—true; }
else { appListIdx ++; logger.debug ("AppList index = " +.
—applListIdx); }
}
if (hasAccess)
return StrategyState.ENOUGH () ;
else
return StrategyState.DENY;
¥
else
return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) |
int appListIdx = 0;

boolean hasAccess = false;
while (appListIdx > -1) {
String app = ctx.claims ("appList.[" + appListIdx + "1");
logger.debug("app [" + applistIdx + "] = " + app);
if (app == null){ applListIdx = -1; }
else if (app.equals(ctx.applId())) { applistIdx = -1; hasAccess = true;.
—}
else { applListIdx ++; logger.debug("AppList index = " + appListIdx); }

}
if (!'hasAccess)
return StrategyState.DENY;

Integer regFactor = 0;
if (ctx.user () != null) {
regFactor = ctx.user () .requiredFactor();
t
if (regFactor == 0)
return StrategyState.ENOUGH () ;
else {
if (regFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new Stringl[]1{});

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

MprMep yNpoLLeHHOro BapMaHTa npoueaypbl — SOMYCK NOb30BaTeNA B NPUIOKEHUE NPU YCIOBUU, YTO aapec
€ro 3/1IeKTPOHHOM NOoYTbI paBeH ivanov@company . ru:

@Override public StrategyBeginState begin(final Context ctx) {
if (ctx.claims ("subjectId") != null) {
if ("ivanov@company.ru".equals (ctx.claims ("email")))
return StrategyState.ENOUGH() ;
else
return StrategyState.DENY;
I
else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (!"ivanov@company.ru".equals (ctx.claims ("email")))
return StrategyState.DENY;
Integer regFactor = (ctx.user() == null) ? null : ctx.user().requiredFactor();
if (regFactor == null)
return StrategyState.ENOUGH () ;
else {
if (regFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH() ;
else
return StrategyState.MORE (new Stringl[]{});

3anpert BXoga nocne UcTeyeHus cpoka AeUCTBUA aKKayHTa

Mpoueaypa AccountExpiresCheck ucnonbsyeT atpubyT accountExpires Ana NPUHATUS pelleHus
0 [ocTyne Nonb3oBaTens K npunoxeHuto. Ana pabotbl 310N npoueaypbl Heobxoammo co3gatb aTpubyT
accountExpires ¢ TMNOM cTpoKa (String). B aToT aTpubyT HeobXoAMMO coxpaHuTb AaTty (B dopmate
rrrr-MM-nn Y4:mM, Hanpumep 2021-09-23 13:58), nocne HacTynneHua KOTOpoM A0CTyN B NPUOKe-
Hue bygeT 3abN0oKMpPOBaH ANs AaHHOro nonb3osatens. Ecnm 3HaueHWe aTpubyTa He yKasaHo, TO NO/b30BaTENb
byaeT fonyweH B NPUIOKEHME.

public class AccountExpiresCheck implements Strategy {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;
else

return StrategyState.MORE (new String[]{});

(continues on next page)
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@Override public StrategyState next (final Context ctx) {
if (ctx.claims ("accountExpires") != null && isExpired(ctx.claims ("accountExpires

—=")))
return StrategyState.DENY ("account_expired", true);

Integer reqgFactor = (ctx.user() == null) ? null ctx.user () .requiredFactor () ;
if (regFactor == null || reqFactor == ctx.justCompletedFactor())

return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

public static boolean isExpired(String strData) {

try {
Date now = new Date();
Date date = new SimpleDateFormat ("yyyy-M-d HH:mm") .parse (strData);

return now.after (date);
} catch (ParseException e) {
throw new RuntimeException (e);

Bxopa, TO/IbKO U3 onpeAeneHHbIX ceTei

Mpoueaypa AllowedIPs UCNONb3YeT KOHCTaHTY ALLOW_IP AAs NPUHATUA PelleHns o 40CTyne Noab3osaTtes
K NPUAOXKEHMI0. B AaHHOI KOHCTaHTe HEOBX0AMMO NPONMCcaTh NepeYeHb CeTel, M3 KOTOPbIX BO3MOXEH 4OCTyn B
NPUAOXKEHNEe, 4ONYCTMMO YKasaTb HECKO/IbKO ceTeit. [pu BXxoge B NpunoxkeHue byaeT nposepeH IP agpec nonb-
30BaTeNA Ha NPeLMET ero COOTBETCTBUA OAHOMY M3 3HaYEHUI, BKNOYEHHBIX B KOHCTaHTY. EC/IM OH COOTBETCTBYET,
TO Nonb3oBaTenb ByaeT AoNyLEeH B NPUIOMKEHUE, €CIN HE COOTBETCTBYET — B A40CTyne ByaeT 0TKasaHo.

public class AllowedIPs implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic");
private final static String[] ALLOW_IP = {"179.218","180.219"};

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArrayList<String> (Arrays.aslList (ctx.
—availableMethods ()));

methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;
else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (!'_allowed_ip(ctx.ip())) |
return StrategyState.DENY ("ip_not_allowed", true);

}

Integer regFactor = (ctx.user() == null) ? null : ctx.user().

—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {

(continues on next page)
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return StrategyState.ENOUGH_BUILDER ()
Lbuild() ;
} else
return StrategyState.MORE (new String[]{});

private Boolean _allowed_ip(final String IP) {
int IpListIdx = O0;
boolean ipAllowed = false;
while (IpListIdx > -1) {
String ip_part = ALLOW_IP[IpListIdx];
if (IP.startsWith(ip_part)) {
ipAllowed = true;

IpListIdx = -1;

} else if (ALLOW_IP.length == (IpListIdx + 1)) {
IpListIdx = -1;

} else {

IpListIdx ++;

return ipAllowed;

3anpeT paGOTbI B HECKOJIbKUX OAHOBPEMEHHDbIX CeCCUAax

Mpoueaypa RestrictSessions 3anpewaer paboTy B HECKO/IbKUX Ceccunx.
public class RestrictSessions implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
if ("login".equals (ctx.prompt ())) {
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;
else {

methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String([0]));

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {
return StrategyState.ENOUGH_BUILDER() .singleSession (true) .build();
} else

return StrategyState.MORE (new Stringl[]{});
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CoxpaHeHue B yTBepxKaeHusx (claims) nepeyHs rpynn nonb3osatens

Mpoueaypa AddGroupsToToken COXPAHAET B yTBEPXKAEHWNE grps NepedeHb rpynn nons3osatess. Y1obbl 3Ta

npoueaypa paboTtana, 4OMKHbI ObITb BbINO/AHEHbI YC/I0BUA:

* CKOHOUIypMpoBaH aTpmbyT memberOf, B KOTOPOM OTOBPAXKAOTCA rPYNMbl N0Nb30BaTENS;

® B KOHUrypaLMOoHHbIN daiin 106aBNEHO CECCUOHHOE YyTBEPKAEHME grps (cm. [JobasneHue am u6ym08
grp

8 Mmapkep udeHmugurkayuu (cTpaHuua 238)).

Mpw BXoA4e B NpuaoKeHWe byaeT NpoBepeHo Hanuyme rpynn y noab3oBaTens B aTpubyTte memberOf, n ecam oHu

Tam NPUCYTCTBYIOT, TO OHM ByayT Ao6asneHbl B yTBEPKAEHME JrpsS.

public class AddGroupsToToken implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {

List<String> methods = new ArraylList<String> (Arrays.asList (ctx.

—availableMethods ()));
methods.remove ("cls");

return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {
List<String> grps = new ArrayList<String>();
int grouplListIdx = 0;
while (groupListIdx > -1) {

String group = ctx.claims ("memberOf.[" + groupListIdx + "]1");
logger.debug ("### group [" + groupListIdx + "] = " + group);
if (group == null) {

groupListIdx = -1;
} else {

grps.add(ctx.claims ("memberOf. [" + groupListIdx + "]"));

groupListIdx ++;

3

LClaimsBuilder claimsBuilder = ctx.claimsBuilder();

if (grps.size() > 0) {
claimsBuilder.addClaim("grps", grps);

s

LClaims claims = claimsBuilder.build();

return StrategyState.ENOUGH_BUILDER ()
.withClaims (claims)
.build();

} else
return StrategyState.MORE (new String[]{});
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OTto6parkeHue NoJib30BaTeNto 06bABNEHUA NPU BXoAE

MoXHO HacTpouTb, 4To6bI NP Bxoae Blitz Identity Provider nokasan nonb3osatento o6basneHme. Mpu 3TOM No/b-
30BaTE/O MOTYT BbITb NOKa3aHbl OHA UM ABE KHOMKMK, @ BbIOGOP N0/1b30BaTEN MOXKHO ByAET NpoaHan3nMpoBaTh
B NpoLiesype BXxoAa.

Mpoueaypa

Mpoueaypa InfoPipe NO3BOAAET C NEPUOSUYHOCTLIO B 30 AHEN NOKa3biBaTb NOAb30BATE/NIO NPU BXOAE 06bAB-
neHus. Nepes UCNOb30BaHNEM HYXKHO BbINONHWUTL CledytoLiMe U3MEHEHUS:

e B dyHKUMM requiredNews () CKOppeKTMpoBaTb KpuTepun otobparkeHna obbABAEHUA — Hanpumep, B
npuMMepe HaCTPOEHO, YTO MOKa3biBaThb pa3 B 30 AHeW B C/lyyae ecav B NPOLLAbIA pa3 Nonb3oBaTe/b Npu
noKase 06bABAEHUA HaXan KHOMKY 0TKasa;

® B KOHCTaHTe DOMAIN yka3aTb URI, no KoTopomy M3 Gpay3epa nonb3osatensa gocTyneH Blitz Identity
Provider;

® Hacmpoums (CTpaHuua 265) B KoHbUrypaumMoHHOM daiine TN yBeaoMAeHUS;

o Hacmpoums (cTpaHunuya 302) B COOBLLEHUAX TEKCT YBEAOM/IEHUA U HAa3BaHUSA KHOMOK.
public class InfoPipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");
private final static String DOMAIN = "example.com";

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (Context ctx) {

if (ctx.user() == null || ctx.user().requiredFactor() == null |
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor()))
if (requiredNews ("user_agreement", ctx)) return showNews ("user_

—agreement", ctx);
else return StrategyState.ENOUGH() ;
else
return StrategyState.MORE (new String([] {});

private boolean requiredNews (final String pipelId, final Context ctx) {

Long readOn = ctx.user () .userProps () .numProp ("pipes.info." + pipelId + ".
—~disagreedOn") ;
return (readOn == null || Instant.now().getEpochSecond() - readOn >.

—30*86400) ;
}

private StrategyState showNews (final String pipelId, final Context ctx) {
String uri = "https://" + DOMAIN + "/blitz/pipes/info/start?&pipeld=" +._

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
—pipeld + "&appId=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId");

i
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
i
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "<CLIENT_ID>", scopes, claims)
Jbuild();

[o6asneHue npoueaypsbl B blitz.conf

B  KoHpurypaumoHHom  ¢anne Dblitz.conf pobaBbte pasgen blitz.prod.local.idp.
built-in-pipes, B KOTOPOM Ha3HAYbTE BCMNOMOraTe/IbHOMY NPUIOXKEHMUIO € TUNOM info naeHTUPUKaTOP
id, onpeaeneHHbIN B Npoleaype, U TMN 06baBNEHNA type. BO3MOXKHbI caegytolime TUnbl 06bABNEHUN:

* news — oTobparkaeTca ogHa KHOMKa,
* agreement — 0TOBPaAXKaETCA ABE KHOMKM.

Mpumep KOHOUrypaumm AByX BCMOMOraTesbHbIX MPUAOKEHUM info ¢ wngeHTUPMKaTopamm alarm w
user_agreement:

"built-in-pipes": {

"info": [

{
"id": "alarm",
"type" . lll,le‘/\]S n

}I

{
"id": "user_agreement",
"type": "agreement"

3anpoc BBoAa Nosib3oBaTtesiem aTpubyTta unm aktyanmsauum tenepoHa u email

Mpoueaypa PipeAtt rAct Add no3Bo/AeT 3aNpPOCUTL Y NOJIb30BaATENA BBOA, 3HaYeHMA aTpnbyTa. a8 mobunb-
Horo TenedoHa u ans email peannsosaHa nepuogmyeckan akTyanmnsaLms KoHTakTa. [ns obblyHOro atpubyTa (B
npumepe ucnonbsyetca family_name) pa3oBoe 3anonHeHue aTpubyTa. B cayyae ecav nonb3oBaTtesb He 3a-
XOTenN 3anoNHATL aTpUBYT, TO CaeaytoLMii 3anpoc BBoAA aTpubyTa peanns3oBaH CnycTs onpeseseHHoe Bpems.

Mepes Mcnonb3oBaHMEM B NPOLLEAYPY HYXKHO BHECTU Caeaytolime USMEHEHMS:

® B KOoHcTaHTe DOMAIN ykasaTtb URI, no Kotopomy 3 6paysepa nonwb3osatena goctyneH Blitz Identity
Provider;

® B KOHCTAHTax MOBILE_ATTR, EMAIL_ATTR, COMMON_ATTR yKa3aTb MMEHa 3ano/IHSeMbIX aTp1byTOB;

® B KOHCTaHTe SKIP_TIME_IN_SEC yKasaTb BpemMs, He Yalle KOToporo nosb3osatento byayt npeanaratb
3ano0/IHUTb aTpUBYT;

® B KOHCTaHTe ACT_TIME_IN_SEC yKa3aTb Bpems, He Yalle KOToporo nosb3osaTento byayt npegnarato
aKTyanM3nposatb TenedoH uam email;
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® B KOHCTaHTe ASK_AT_1ST_LOGIN M3MEHUTb 3HA4YEeHWe, eCM 3aNpOoC 3anoHEHNUA KOHTAKTa HY»KHO Bbl-
NOMHATL NPU NEePBOM Ke BXxoge (06blYHO MepBbIi BXOZ NMPOUCXOAUT Cpasy Moc/ie PerncTpaLyumn yyeTHou
3anucu, NOTOMy cZile/laHa HacTPOoliKa, YTobbl MNO/Ib30BATE/IO NPW NEPBOM BXOZE He Mpeanaranum cpasy 3a-
NOJIHUTL AaHHbIe);

* B Tese Npoueaypbl BMecTo _blitz_profile ykasaTb MAEHTUOUKATOP APYFOT0 NPUNOKEHUA, ECAN U3-
MeHeHWe aTpUBbYTOB LOMKHO AeNaTbCA OT NPUNOMKEHUSA, OTIMYHOTO OT JIMYHOrO KabuHeTa;

® HacTPOWTb B COOBLLEHUAX TEKCTbI ANA aTpubyTa n3 COMMON_ATTR (a1 email u TenedpoHa TaKKe MOXK-
HO CKOPPEKTUPOBATb TEKCTbI MO YMONYAHUIO) — CM. CoobWeHUS 8CIIOMO2amesbHbIX NpuaoxeHull (pipes)
(cTpaHumua 302).

public class PipeAttrActAdd implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

private final static String DOMAIN = "example.com";
private final static String MOBILE_ATTR = "phone_number";
private final static String EMAIL_ATTR = "email";

private final static String COMMON_ATTR = "family_name";

private final static Integer SKIP_TIME_IN_SEC = 30*86400;
private final static Integer ACT_TIME_IN_SEC = 30*86400;
private final static Boolean ASK_AT_1ST_LOGIN = false;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) |

Instant instant = Instant.now();
Boolean new_device = false;
if (ctx.ua () .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !'ASK_

—AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;
}
Integer regFactor = ctx.user () .requiredFactor();
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {

Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() ;
if (MOBILE_ATTR !=null && !new_device && requireActualizeAttr (MOBILE_
—ATTR, ctx)) |
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+MOBILE_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true

Set<String> clms = new HashSet<String> () {{
add ("instanceId");
add (MOBILE_ATTR) ;

i

Set<String> scps = new HashSet<String> () {{
add ("openid") ;

i

(continues on next page)
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logger.debug ("User has no {} or a non-actualzed {}, so opening pipe

MOBILE_ATTR, MOBILE_ATTR);
en_builder = en_builder.withPipe (uri, "_blitz_profile", scps,.
—clms) ;
} else if (EMAIL_ATTR !=null && !new_device &&._
—requireActualizeAttr (EMAIL_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+EMAIL_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true";
Set<String> clms = new HashSet<String> () {{
add ("instanceId");
add (EMAIL_ATTR) ;
i
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
i
logger.debug ("User has no {} or a non-actualzed {}, so opening pipe

—
EMAIL_ATTR, EMAIL_ATTR);
en_builder = en_builder.withPipe(uri, "_blitz_profile", scps,.
—clms);
} else if (COMMON_ATTR !=null && !new_device &&
requireActualizeAttr (COMMON_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+COMMON_ATTR+"&canSkip=true&appld=_blitz_profile";
Set<String> clms = new HashSet<String> () {{
add ("instanceId");
add (COMMON_ATTR) ;
i
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
i
logger.debug ("User has no {}, so opening pipe", COMMON_ATTR) ;
en_builder = en_builder.withPipe(uri, "_blitz_profile", scps,-
—clms);
I3
return en_builder.build();
} else {
return StrategyState.MORE (new String[]1{});
}
}

private Boolean requireActualizeAttr (final String attrName, final Context ctx)
—{
if (attrName.equals (MOBILE_ATTR) && (ctx.passedTrack().startsWith("l:sms")._
||
ctx.passedTrack () .endsWith ("sms"))) {
logger.debug ("User subjectId = {}, pid = {} used SMS, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());
return false;
}
if (attrName.equals (EMAIL_ATTR) && ctx.passedTrack () .endsWith("email")) {
logger.debug (
"User subjectId = {}, pid = {} used EMAIL while auth, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());
return false;
}
Long skpTime = null;
Long actTime null;

(continues on next page)
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long now = Instant.now().getEpochSecond();
if (ctx.user () .userProps () .numProp ("pipes.act."+attrName+".skippedOn") !=_
—null) {
skpTime = ctx.user () .userProps () .numProp ("pipes.act."+attrName+".
—skippedOn") ;
}
if (skpTime != null && ((now — skpTime) < SKIP_TIME_IN_SEC)) {
logger.debug (
"User subjectId = {}, pid = {} has skipped update '{}' only '{}'_
—seconds ago, no actualization needed", ctx.claims ("subjectId"), ctx.id(),-
—attrName, (now - skpTime));
return false;

}

if (ctx.claims (attrName) == null) return true;
else {
if (ctx.user().attrsCfmTimes () != null) {
actTime = ctx.user () .attrsCfmTimes () .get (attrName) ;
3
if (actTime == null) return true;
else {

logger.debug (
"User subjectId = {}, pid = {} has updated '{}' '{}' seconds.
—ago, actualization needed = {}", ctx.claims("subjectId"), ctx.id(), attrName,.
— (now — actTime), ((now - actTime) > ACT_TIME_IN_SEC));
return ((now - actTime) > ACT_TIME_IN_SEC) ;

3anpoc BBoAa No/ib3oBaTe/IeM KOHTPO/IbHOrO Bonpoca

Mpoueaypa PipeSecQuestion npoBepseT, 3a4aH M Y N0Nb30BaTENA KOHTPOIbHbLIN Bonpoc. Eciv Bonpoc He
3a4aH, Npoueaypa 3anpalnsaeT ero BBOA, No/1b30BaTeNIEM.

Mepes MCMOb30BaHMEM B NPOLLEAYPY HYXKHO BHECTU CNeAyIoLMe USMEHEHUA:

e B KOHCTaHTe DOMAIN yka3atb URI, no Kotopomy 13 6pay3epa nonb3osatensa goctyneH Blitz Identity
Provider;

® B KOHCTaHTe CAN_SKIP yKasaTb peKMM O0TObparKeHUA: t rue — N0Nb30BaTe/lb MOXET NPONYCTUTb 3anon-
HeHue; false —nonb3oBaTeNb AOMKEH 334aTb 3HAYEHME KOHTPO/IbHOTO BONPOCa A/1A 3aBepLUeHNA ayTeH-
TMdUKauuu.

public class PipeSecQuestion implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");
private final static String DOMAIN = "example.com";
private final static Boolean CAN_SKIP = true;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);
} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;
(continues on next page)
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else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor ();
if (regFactor == null || reqFactor.equals(ctx.justCompletedFactor())){
if (requireAddSecQsn (ctx)) return addSecQsn(ctx);

else return StrategyState.ENOUGH () ;

}
else return StrategyState.MORE (new String([]{});

private Boolean requireAddSecQsn(final Context ctx) |

String secQsn = (ctx.user() = null) ? null : ctx.user().
—securityQuestion () ;

Long agreedOn = (ctx.user() == null) ? null : ctx.user().userProps().
—numProp ("pipes.addSecQsn.agreedOn") ;

Long disagreedOn = (ctx.user() == null) ? null : ctx.user().userProps().
—numProp ("pipes.addSecQsn.disagreedOn") ;

if (secQsn != null) return false;

else if (disagreedOn == null) return true;

else {

long now = Instant.now () .getEpochSecond();

return ((now - disagreedOn) > 1);

private StrategyState addSecQsn(final Context ctx) {
String uri = "https://"+DOMAIN+"/blitz/pipes/secQsn/start?canSkip="+CAN_
—SKIP+"gappld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId");
i
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
i
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "_blitz_profile", scopes, claims)
Jbuild();

Pernctpauyusa knoua 6esonacHoctu (WebAuthn, Passkey, FIDO2) npu Bxoge

Mpoueaypa PipeWebAuthn no3sonser 3anpocuTb Y MNOAb30BaTeNA PerucTpauuio Katova 6esonacHocTu
(WebAuthn, Passkey, FIDO2) npu Bxogae.

Mepea MCNONb30BaHMEM B MPOLLEAYPY HYXKHO BHECTU Cedylolme USMEHEHUs:

® B KOHCTaHTe DOMAIN ykasaTb URI, no Kotopomy u3 bpaysepa nonb3osatens goctyneH Blitz Identity
Provider;

e B KOHCTaHTe SKIP_TIME_IN_SEC yKa3aTb BpeMs, He Yalle KoTOporo nosb3oBatento byayT npegnaratb
3ano/IHUTb aTpUbyT;

® B KOHCTaHTe ASK_AT_1ST_LOGIN M3MEHUTb 3HauYeHWe, eciv 3anpoc BbiMycKa Katoya H6esonacHocTu
HYYKHO BbINOJIHATb NPY NEPBOM Xe Bxoae (06bI4HO NepBbilii BXOA NPOUCXOAMT Cpasy nocse perucrpaumm
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Y4eTHOl 3anucuy, NOTOMy cAenaHa HacTpoliKa, YTobbl NONb30BaTENO NPU NEPBOM BXOAe He npeasaranu
Cpa3sy 3ano/HWTb AaHHblE);

e B Tese npoueaypbl BMecto _blitz_profile yKasaTb MAEHTUPUKATOP APYrOro NPUIOKEHUSA, ECIU U3-
MeHeHWe aTPUBYTOB AOMKHO AeNaTbCA OT MPUIOKEHUA, OTIMYHOTO OT JIMYHOrO KabuHeTa.

public class PipeWebAuthn implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

private final static String DOMAIN = "example.com";

private final static Integer SKIP_TIME_IN_SEC = 30*86400;

private final static Boolean ASK_AT_1ST_LOGIN true;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;
else
return StrategyState.MORE (new String[]{});
}
3
@Override
public StrategyState next (Context ctx) |
Boolean new_device = false;
if (ctx.ua() .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !ASK_

—AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;

}

if (ctx.user() == null || ctx.user().requiredFactor () == null ||
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor()))

if (!'new_device && requiredWebAuthn (ctx))
return webAuthn (ctx);
else
return StrategyState.ENOUGH() ;
else
return StrategyState.MORE (new Stringl[] {});

private boolean requiredWebAuthn (final Context ctx) {
LBrowser br = ctx.ua() .asBrowser();
String deviceType = br.getDeviceType();
String os = br.getOsName () ;
List<WakMeta> keyList = null;
logger.trace ("User subjectId = {}, pid = {} is logging using device '{}'_
—and OS '{}', checking configured webAuthn keys", ctx.claims ("subjectId"), ctx.
—id (), deviceType, o0s);
ListResult<WakMeta> keys = ctx.dataSources () .webAuthn() .
—keysOfCurrentSubject () ;
if (keys != null) {
keyList = keys.filter(k -> deviceType.equals (k.addedOnUA () .
—deviceType()))
.filter(k —-> os.equals (k.addedOnUA () .osName ())) .list();

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

if (keys != null && keyList.size() > 0) {
logger.debug ("User subjectId = {}, pid {} has '{}' webAuthn keys for.
—device '"{}' and 0S '{}'", ctx.claims("subjectId"), ctx.id(), keyList.size(),.
—deviceType, 0s);
return false;
} else {
logger.debug ("User subjectId = {}, pid = {} has no configured webAuthn..
—keys for device '{}' and 0S '"{}'", ctx.claims ("subjectId"), ctx.id(), deviceType,
— 08);

}

Long disagreedOn = ctx.user () .userProps () .numProp ("pipes.addKey." +._
—deviceType + "." + os + ".disagreedOn");

if (disagreedOn == null) {

return true;
} else if (Instant.now().getEpochSecond() - disagreedOn > SKIP_TIME_IN_
—SEC) {
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'_
—seconds ago, so open webAuthn pipe", ctx.claims ("subjectId"), ctx.id(), (Instant.
—now () .getEpochSecond () - disagreedOn));
return true;
} else {
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'_
—seconds ago, no need to open webAuthn pipe", ctx.claims ("subjectId"), ctx.id(),-
— (Instant.now () .getEpochSecond () - disagreedOn)) ;
return false;

private StrategyState webAuthn(final Context ctx) {

String uri = "https://"+DOMAIN+"/blitz/pipes/conf/webAuthn/start?s&
—canSkip=true&appld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{

add ("instanceId");
i
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
i
Map<String, Object> urParams = new HashMap<String, Object>();
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "_blitz_profile", scopes, claims) .build();

OTo6paxkeHue Nob30BaTeN0 CNUCKA Bbibopa 3HauYeHUit Npu Bxoge

MorKHO HacTpouTb, 4YTobbl Npu Bxoge Blitz Identity Provider nokasan nonb3oBaTento OKHO BbIbOpa M3 CMCKa
3HAYEHMUI U COXPaHUA pe3y/bTaT Bbibopa B aTpMbyTe B yUETHOM 3anucKy nosib3osaTtens.
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Mpoueaypa

Mpoueaypa ChoiceP ipe no3BonAeT NokasbiBaTb NO/Ib30BATENIO MPU BXOAE CTPaHULbI Bbl60pa CNMUCKa 3Ha4ye-
HUA. Mepea ncnonb3osaHnem HEOGXO,CIMMO BHECTU cheayroumne nsmeHeHuA:

e B KOHCTaHTe DOMAIN BMecTo <BLITZ-HOST> ykasaTb URI, no KoTopomy u3 6paysepa nonb3osatens go-
ctyneH Blitz Identity Provider, a 8 KoHcTaHTe CLIENT__ID BmecTo <CLIENT_ ID> yKa3aTb MAeHTUPUKATOP
NPUNOM¥KEHUA (C NpaBaMu HAa scope openid), OT UMEHM KOTOPOro ByAeT BbIMOAHATLCA BCNIOMOraTe/lbHoe
NPUNOXKEHUE;

® HacMpoumeo 8 KOHuU2ypayUuoHHOM ¢haline mun ysedomsaeHus (cTpaHuua 273);

® HaCmMpoumeo 8 CO0bWeHUAX meKcm y8edoMAeHUSA U Ha38aHUA KHOMOK (cTpaHuua 302).
public class ChoicePipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

private final static String DOMAIN = "<BLITZ-HOST>";
private final static String CLIENT_ID = "<CLIENT_ID>";

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH /() ;

else

return StrategyState.MORE (new String[]{});

@Override
public StrategyState next (Context ctx) {
List<List<String>> choice = new ArrayList<List<String>>(){};
choice.add (Arrays.asList ("Value 1"));
choice.add(Arrays.asList ("Value 2"));
try {
if (ctx.user() == null || ctx.user().requiredFactor() == null
|| ctx.user().requiredFactor () .equals(ctx.
—JjustCompletedFactor())) {
String res = new ObjectMapper () .writeValueAsString(choice);
String choicedson = Baseb64.getUrlEncoder () .encodeToString(res.
—getBytes ("UTE-8"));
return choice (ctx, choicedson);
3
else
return StrategyState.MORE (new Stringl[] {});
} catch (Exception e) {
e.printStackTrace();
return null;

private StrategyState choice(final Context ctx, final String choicedson) {
String uri = "https://" + DOMAIN + "/blitz/pipes/choice/start?appId=" +._
—CLIENT_ID + "&pipelId=select_value&choices=" + choicedJson;
Set<String> claims = new HashSet<String> () {{

(continues on next page)
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add ("instanceId");
Hhi
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
Hhi
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, CLIENT_ID, scopes, claims)
Lbuild() ;

Do6asneHune npouyeaypbol B blitz.conf

B  KOHpUrypaumoHHom ¢anne blitz.conf pobaBbte pasgen blitz.prod.local.idp.
built-in-pipes, B KOTOPOM Ha3HaybTe BCMOMOraTeNbHOMY MNPUAOXEHUI0 C TUNOM choice uAaeHTU-
¢vKaTop id, onpeaeneHHbi B mpoueaype, M MMA aTpubyTa claim, B KOTOPbI HEOBXOAMMO COXPaHATb
pe3ynbTaT Bbibopa.

Mprmep KoHOUrypaLMm BCNOMOraTeIbHOTO NPUAOKEHNA choice:

"built-in-pipes": {
"choice": [
{
"id": "select_value",
"claim": "role"

2.4.3 ®YHKUMUM U MmeTOoAbl PA3/IMYHOTO Ha3HaYeHUA B Npoueaypax BXoaa

[aHHbIl pasgen coaepRut npumepbl GyHKLMIA U METOA0B, KOTOPbIE Bbl MOXKETE UCMO/b30BATb NPW HAMMUCAHUM
npoueayp Bxoaa B Blitz Identity Provider.

Cm.Takke:

[Ons Bawero yaobcTea Blitz Identity Provider Takke npegoctasnser Habop zomossix npouedyp (cTpaHuua 257).

Mony4yeHue reoaaHHbIX NONb30BaTeNA

MpoLesypy BXOAa MOXKHO UCMO/b30BaTh 4/1 NOAYYEHUA AAHHbIX O CTPAHE U TOPOAE, B KOTOPbIX HAXOAMUTCA NOJb-
30BaTe/lb, M Ha OCHOBAHWUM 3TOrO rMBKO HacTPanBaTh NpaBu/ia BXo4a, HanpMmep, BBOAWTb 3anpeT Ha BXO4 M3-3a
py6exa, akTMBMpPOBaTb BTOPOI GaKTOp ayTeHTUdMKaLMM 1 Ap.

[na atoro B npoueaypax Bxoaa MCI'IOI'Ib3yl7ITe cnegyrouime Knaccbl U MeToabl:

1. Knacc LGeoData ¢ pyHKUMAMKM getCountry () MgetCity ().

public class LGeoData ({
/\k*
* Get IP address country
*

* @return - country or null if country not specified.
Wi/
public final String getCountry();

(continues on next page)
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/**
* Get IP address city

*

* @return - city or null if city not specified.

*/

public final String getCity();

2. MeTtog geoData () BContext.

/**
* Get geo data of user IP address
*

* @return - geo data.
Wi/
LGeoData geoData();

BaxkHo: [nA pa60TbI mMeToda HEOGXO,CI,MMO MMNOPTUPOBATbL Knacc LGeoData.

import com.identityblitz.idp.login.authn.flow.LGeoData

Cnuncok 13: Mpumep Koga, KOTOPbIM BbIBOAWUT B 10T CTPAHY M rOPOA NO/b-
3oBaTend

import com.identityblitz.idp.login.authn.flow.LGeoData;

LGeoData geoData = _ctx.geoData();

String country = geoData.getCountry();

logger.trace ("IP location: country - , city - , factor - ", country ,.
—geoData.getCity());

Cnuncok 14: Mpumep npoueaypbl, BKAoYatowen 2FA gna onpegeneHHbIxX
CTpaH

package com.identityblitz.idp.flow.dynamic;

import java.lang.*
import java.util.*
import java.text.*;
import java.time.*
import java.math.*;

import java.security.¥*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus.jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;

import com.identityblitz.idp.login.authn.flow.Strategy;

import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;

import com.identityblitz.idp.login.authn.flow.LUserAgent;

import com.identityblitz.idp.login.authn.flow.LBrowser;

(continues on next page)
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import com.identityblitz.idp.login.authn.flow.LGeoData;

import com.identityblitz.idp.federation.matching.JsObj;

import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class EnableSecondFactorByCountry implements Strategy {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) |
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
LGeoData geoData = ctx.geoData();
String country = geoData.getCountry();

logger.info ("IP location: country - {}, city - {}, factor - {}", country ,.
—geoData.getCity());
if (ctx.justCompletedFactor() == 1 && (country == null || !country.equals

—"Russia")))
return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH() ;

C6poc ceccum nonb3osartens
B npoueaype BXoaa MOXKHO BbI3BaTb COPOC ceccuMm nonb3oBaTeNsa Npu onpeaeneHHbIX ycaosuax. Ans atoro mc-
nonbsyetcs PyHKUMA StrategyState .MORE_BUILDER () cO cneayowmumm MeTogamu:

e setResetSession (reset: Boolean): true - cbpocutb ceccuto, false - He cbpacbiBaTb (no
ymonyaHuio false).

* isResetSession ():N0O3BOASET y3HATb, YCTAaHOBAEH /1M COPOC CECCUM.

Mpumep HUXKe coaepRUT CKPUNT gnsa cbpoca ceccumn, ecnm ctx . prompt=1login:
package com.identityblitz.idp.flow.dynamic;

import java.lang.*;

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

import java.util.*
import Jjava.text.*;
import java.time.*
import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus.jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;

import com.identityblitz.idp.login.authn.flow.Strategy;

import com.identityblitz.idp.login.authn.flow.StrategyState;

import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;

import com.identityblitz.idp.login.authn.flow.LUserAgent;

import com.identityblitz.idp.login.authn.flow.LBrowser;

import com.identityblitz.idp.login.authn.flow.LGeoData;

import com.identityblitz.idp.federation.matching.JsObj;

import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class ResetSession implements Strategy {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {

List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));

methods.remove ("cls");

logger.info ("### RESET_SESSION");

return StrategyState.MORE_BUILDER () .setResetSession (true).
—addMethods (methods.toArray (new String[0])) .build();

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH() ;

else

return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || reqFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});
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KacTomHbie oinMb6KM U uX Bbi30B B CKpunte

Blitz Identity Provider no3sonset co3gaBaTb KaCTOMHble OLIMOKM U BbI3bIBaTb UX B NpoLeAypax BXxoaa. BeinonHute
cnepytowme oencTeuA:

1. PykoBoacTBysicb uHcmpykyuell (cTpaHuua 295), pnobaebTe KacTomHoe coobuieHMe 06 owub-
Ke B @¢alin messages B AUpeKTopunm /usr/share/identityblitz/blitz-config/
custom_messages.

err.bad_gateway=HepmocTymnHo

2. Bbl3oBUTe faHHYI0 OWNOKY Npw noayvyeHun HTTP 502.

if (result.status () == 502) {
return HttplLoop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}

MpuMep CKpUNTa, BbI3bIBAIOLWLEro KaCTOMHYO owmnbry HTTP 502 ans metoaa Flash Call (ctpanuua 130):
package flashcall;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.JsObj;

import java.util.Collections;

public class FlashCallFlow implements HttpLoop {

public HttpLoopRequest run(final JsObj obj, final HttpLoopResult.
—result) {
if (result == null) {
final String number = obj.asString("phone_number");
return HttpLoop.callBuilder ("POST", "http://test.
—flashcall.ru/api/v1l")
.withHeader ("Token", "1234567890")
.withBody (JsObj.empty.addString ("id",
—"test") .addString ("dst_number", number.substring(number.length() - 10)))
.build (JsObj.empty) ;
} else if (result.status() == 200) {
final JsObj body = result.body();
return HttpLoop.Ok (JsObj.empty.addString("code", body.
—asString ("SenderID")));
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));
} else {
return Httploop.error ("wrong_http_status",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}
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AHanu3 meToK anI‘IO)KEHMﬁ

Blitz Identity Provider no3sonseT npucBanBaTb NPUAOKEHUAM MemKU (cTpaHuua 218) U Ha UX OCHOBaHWUK 3aja-
BaTb B npoueaypax exoaa NOruky pa60TbI C OTMEYEHHbIMUN NPUNOKEHNUAMMN.

[na nonyyeHna MeToK NPUAOKEHWUI B NpoLieaype UCnosb3yeTca MeTod ctx . appTags () B Context.
BHuMaHue: [na paboTbl meToaa HeobXxoaMMo MMNOPTUPOBaTL java.util. Set.

Mpumep nNpoueaypbl NOAYyYEHUA METKM 2F U UCNONb30BAHWUSA ee NPU BKAOYEHUU BXOAA NO BTOpPOMy daKTopy:
package com.identityblitz.idp.flow.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;
import com.identityblitz.idp.login.authn.flow.Strategy;
import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;
import com.identityblitz.idp.login.authn.flow.LUserAgent;
import com.identityblitz.idp.login.authn.flow.LBrowser;
import com.identityblitz.idp.login.authn.flow.LGeoData;
import com.identityblitz.idp.federation.matching.JsObj;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class UseAppTags implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin(final Context ctx) {

if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));

methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

@Override public StrategyState next (final Context ctx) {
Set<String> tags = ctx.appTags();
logger.info ("APP TAGS: " + tags);
if (ctx.justCompletedFactor() == 1 && tags.contains("2F"))

return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH () ;

2.4.4 Kactomu3aumsa I0rMKU onepauuii ¢ XpaHUAULW,AMU AaHHbIX

MpuHUMN KacTomusauum

Blitz Identity Provider no3BonsieT KacToMM3MPOBaTb IOTUKY ONEPALMIN C XPaHUIULLAMM AaHHbIX. a8 3TOro uc-
nonb3yeTcs Java-Knacc ¢ GUKCMPOBAHHBIM MMEHEM M MakeTom com.identityblitz.idp.store.id.
logic.dynamic.

CyL,ecTByHOT BOCEMb M0/1b30BaTENbCKMX MPOLLEAYP, MO OAHOW ANA KaXK40M onepaumm ¢ GUKCMPOBaHHbIM UMEHEM
Knacca:

searchUser — CustomSearchUsersLogic. java

getUser — CustomGetUserLogic. java

findUser — CustomFindUserLogic. java

bindUser — CustomBindUserLogic. java

changeUserPassword — CustomChangeUserPasswordLogic. java
addUser — CustomAddUserLogic. java
updateUser — CustomUpdateUserLogic. java

deleteUser — CustomDeleteUserLogic. java

KoHdurypauma

[Ona Toro YTOObI HACTPOUTb NONb30BATE/IbCKYHO /IOTUKY ONA HYXHbIX onepau,mﬁ, BbIMO/IHUTE Cheayouine ,u,eﬁ-
CTBUA:

1.

MomecTtuTe Java-daiinbl ¢ N0Nb30BATENBCKOW NOTUKOMN B KaTaslor:

/usr/share/identityblitz/blitz-config/dynamic/idstore/<operation_name_in_
—lowercase>

Hanpumep, o5 4Tobbl BKAOYUTL MOb30BATENbCKYIO NIOTUKY A1A searchUsers u bindUser, nome-
ctute ¢annbl CustomSearchUsersLogic. java n CustomBindUserLogic. java B Katanorn /
usr/share/identityblitz/blitz-config/dynamic/idstore/searchusers u /usr/
share/identityblitz/blitz-config/dynamic/idstore/binduser cOOTBETCTBEHHO.

OTKpoliTe paiin KoHpUurypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

sudo vim /usr/share/identityblitz/blitz-config/blitz.conf
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3. [ob6aBbTe HOBbIM 610K 10gic B 610K KOHOUTypauun blitz.prod.local.idp.id-stores. baok
OO/KEH cogepaTb MMEHA KacTOMM3MPYyeMbIX Onepauui, YKasaHHbIX B KayecTBe KA4Ya M CeKuuio
{"enabled": true} B KayecTse 3Ha4YeHMA KNOYa.

Cnuncok 15: Kactommzaumsa onepauunin searchUsers n bindUser

"logic": {
"searchUsers": {
"enabled": true

b
"bindUser": {
"enabled": true

HanucaHue nonb3oBaTe/IbCKOM npoueaypbl

Monb3oBaTe/ibCKME NPOoLEeAyPbl A1 BCEX Oonepaumii MMeT 0AMHAKOBYIO crieunduKaumio, HO UCMO/b3YIOT Co6-
CTBEHHbIN KOHTEKCT M cay»ebHble GyHKUmMN. Kaxablit meToa B npoueaypax COOTBETCTBYET onpeaesieHHOMY CO-
CTOAHMIO NPOLLECCa BbINONHEHUA onepauun. B meToaax HeobXoAMMO peannsoBaTh NOTMKY Nepexoaa K cieayto-
Wemy UMKy (C nocneayowmm BbiI30BOM HOBOTO METOAa) UK 3aBepLUEHMS OnepaLymu.

Kaxkabli meTog, B npoueaype Bo3BpawaeT napy LoopOutput n OperationState. LoopOutput moxeT
6bITb:

1. TepMMHaNbHbIN — 3aBePLIAET NOTMYECKUI LIMKA PaboTbl OGHUM M3 CeaytoLmx cnocobos:
* OWKnbKa;
e ycnex (pesynbTaT ycnexa gns onpegeneHHon onepaumm);

* 3aK/0YMTENbHAA OnepaLua CoXpaHeHUa (BbIMOMHUTL ONepaLmio COXpPaHeHMA C HEKOTOPbIMKM Napa-
MEeTPaMM 1 3aBEPLUNTL C PE3yNbTAaTOM).

2. 33gaya - TpebyeTcsa 60/blue UTepauuii UMKNA:
* 3aMPOC K XpaHUIMLLY Ha BbINONHEHME ONpeAeNeHHO onepauuu;
* 3aMnpoc K BHelHeMy Beb-cepsucy.

Ha faHHbI MOMEHT MexaHW3M paboTbl MONb30BATENbCKUX MPOLEAYP HAXOAMUTCA HA CTaguKn beTa-TecTMpPOBaHUA.
Bbl MorKeTe 3anpocuTb NoApo6HYI0 cneundmKaumio Java u noayunTb KOHCYbTALMIO MO BO3MOXKHOCTAM KacTOMM-
3aLMK B CBOEW Cpese Y HaLLMX TEXHUYECKUX CNELMANNCTOB No agpecy support@idblitz.ru.

2.4.5 Mpoueaypbl NPUBA3KU aKKAaYHTOB BHELUHMX NOCTaBLLUKOB

Momumo 6a3z0s0li (cTpaHuua 180) HACTPOMKM, NPUBA3KY YHETHbIX 3aNMCEN A1A KAXKAOM0 BHELLIHErO NOCTABLLMKA
NMAeHTUGUKALUN MOXKHO HACTPOUTL C NOMOLLLbIO MPOoLEeAypbl HA A3bIKE NPOrpaMmmmpoBaHua Java. [laHHbI pexnm
obecneynBaeT MaKCMMasbHYH MTMOKOCTb HACTPOMKM M MOAXOAUT ANA Y3KOCNeLMaaM3nMpoBaHHbIX CLEHApUEB CBA-
3bIBaHMA YYETHbIX 3aNNUCEN U COMOCTaBAEHUA aTpMbyTOoB.

HacTpoiika goctynHa B pasgene MocTaBLmKi naeHTMduKaumm -> CBa3biBaHME yHETHbIX 3anmceit -> PaclumpeHHas
HacTpoiiKa. [1na HanucaHuA cobCTBEHHOM Npoueaypbl ciedyiiTe MHCTPYKUMAM B 6a30BOM Npoleaype, a TakKe
peKoMeHAALMAM U3 AAaHHOTO pa3fena AOKYMEHTaLuu.
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CBA3bIBaHWE YYeTHLIX 3anuceit

Ba3oBad HacTpolika

MNpoueaypa ceA3bIBaHAA Y3

/INg ycneL ol paboTel NPoLieypbl CBA3LIBAHMA HEOBXOAMMO HANKUCaTL Ha A3blke Java KNAcC, HacneayloLLWi aBCTPakTHBIA knacc MatchingBlock . HasBaHWe Knacca JONXHO GbITs
Esia_1Esia. Knacc JonxeH UMeTb Ny6anuHbii default KOHCTpyKTOP. B Lienax 6e30nacHoCTIA 3arpy3ka KNacca ocyLLecTBNAET OTAeNbHbIA class loader € OrpaHWYeHHBIM CNUCKOM
imports . Bca HeoBxoavMas nHdopMaUMa NepejaeTca B NapaMeTphl GyHKLUWIA.

package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

4 import java.util.*;

5 import java.text.*;

G import java.time.;

7 import java.math.*;

& import java.security.s;

9 import javax.crypto.¥;

10 import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.#;

13 import com.identityblitz.idp.federation.matching.*;

14 import com.identityblitz.idp.flow.common.api.*;

15 import com.identityblitz.idp.flow.common.model.*;

16 import com.identityblitz.idp.federation.matching.dynamic.*;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

19 import java.util.stream.Collectors;

20 import org.codehaus.jackson.map.0bjectMapper;

21 import org.codehaus.jackson.type.TypeReference;

22 import com.identityblitz.idp.extensions.types.JsObject;

24 import com.identityblitz.idp.federation.matching.*;
25 import com.identityblitz.idp.flow.common.api.HttpFactory;

7 | Sk

28 * Knacc Hacnenyetca oT MatchingBlock W ANA KOPPEKTHOro WHCTAHTMPOBAHWA AonkeH uMeTe default KoWcTpykTOp.

29 # Tekywasa crexepuposanHan peanwzauna obecnevvBaeT cTpaTerdio NpM KOTOPOH NONL3CBATENM HE CONOCTABNAKTCA W He oBHoBNARTCA.
30 %/

31 public class Esia_lEsia extends MatchingBlock {

32

33 private final Logger logger = LoggerFactory.getLogger{"com.identityblitz.idp.federation.matching.dynamic");

34

35| fek

36 * WTepaTMeHaA yHKUWA ONpegenfiowas COOTBETCTEME BHETREHHMX Y3 W ¥3 nocTasuMka WAEHTHHHKALNH.

37 + Ha Kak[oi MTepauuM GYHKUMA MOKET BHIMONHWTL onepauuo Tind (HaAfeHwe none3osatenu GynyT nepenaHs B CHefylwWed WTepauud)
38 * WM 33BEPUMTE ONEPALUID CO CNEMYOWNMA PEleHMHAMM !

39 * matched - COOTEETCTBYHWME NONLI0BATENA HAAOEHSI;

40 * matchError - owwbka onpeneneHWA COOTBETCTEMA NONL30BATENei;

41 * matchBylogin - oCywecTsuTb CBA3KY C MONbL3IOBATENEM, KOTOPLA YCMEWHO ayTeHTHOULUMPYeTCA;

42 * refine - nonyder cnNWCoK nonszopaTeneil, 3anpaudeaeT Maponk W OCYWECTENAET CEA3KY C TeM NOML30BaTeneM, QN KOTOPOr0 BEEAEH KOPPEKTHHM Naponk;
43 #* @param ctx - KOHTEKCT NpoUenyp €O CNefywluMd NoaamMi:

44 * iteration - HoMep WTepauuu npouenypsl;

45 * extAttrs — aTpulyTe NONb30BATENA, MONYMEHHHIE OT NOCTABUMEA WAEHTUPMKALMM;

46 * sid - yHWKanbHuM MOEHTHUHKATOP BHEwHed ¥3.

47 #* @param UsSers — Nofb30BaTENu.

48 # @return - OQHO W2 MEPEHUCIEHHEX PEWEHHA

49 */

50 @0verride public MatchResult match{MatchingContext ctx, List<MatchingUser> users}{

51 return matchError{ctx, new MatchingError("not_matched", "User not matched"));

52 };

i)

54 e

55 + Bozspawaer ofHoBNReMsie W ynanaemse aTpubyTel.

56 * @param extAttrs - aTpubyTel NONL30BaTENA, NOMYYEHHEE OT NOCTABUMWBA WAEHTUHUKALMM.

57 # @param USer - BHYTPEHHWA MONLZ0BATENs.

58 * @param justMatched - npu3xak Toro, 4To CBA3b BHYTPEHHMX ¥3 C Y3 BHEWHEro nocTaBuWka YCTaHOBNEHa BNepsse.

59 * @return - KOpTeK ¢ W3IMEHAEMbMA W YAansemuMi aTpubyTamu. Hanpumep: change(JsObj.empty(), Collections.<String=emptySet())
60 */

61 @0verride public Tuple2<JsObj, Set<String>> update(J]sObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
62 return change(Jsobj.empty(), Collections.<String=emptySet());

63 I

64|}

65

Otmena CoxpaHnTe
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PerMCTan.Mﬂ nonb3oBaTeNIA BO BHEWWHEM NOCTaBLUKe

B dopme BBOAA NIOTMHA U NAapos ANA aBTOPM3aLMM Yepes BHELIHErO NOCTaBLLMKA MOXKET 0TObpaXKaTbCs CCbl-
Ka Ha CTpaHWLy perMcTpaLumn Bo BHelwHeM noctaslymke (HeT akkayHTa? 3apeructpupoBatbes). Ans Toro 4tobbi
CcblnKa He oTobpakanach, pyHKUMM refine nmatchByLogin B npouesype NpuBA3KM A0XHbI 6bITb BbI3Ba-
Hbl 6€3 yKasaHMA NapamMeTpoB ANA PerncTpaumu.

e refine (cxt, users) Bmectorefine (cxt, users, regAttrs);
e matchByLogin (cxt) BmectomatchByLogin (cxt, regAttrs).

Mpumep ncnonb3oBaHua B Npoueaype:
package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;
import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_lEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—federation.matching.dynamic") ;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)
—{
if (ctx.iteration() == 1) {
return find(ctx, MatchingFilter.empty().eqg("uid", "00000").o0r().eqg("uid",
—~"test@test.ru"));
} else {
//return refine (ctx, Collections.singletonList ((users.get(0))));
//return refine (ctx, users);
return matchByLogin (ctx);
3
bi

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());
bi
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BbluMcaeHne MMeHU BHELLHEN yHETHOﬁ 3anucum

B npouenype CBA3bIBAHNA MOXHO NPU KaXXLOM BXOAE Yepe3 BHEeLHero MoCTaBLUKa BbIYMCAATb UMA BHELU-
HeW y4eTHOM 3anncu 1 06HOBNATL BblYUCAEHHOE 3HAaYeHMe B Base AaHHbIX. s 3TOro Ucnonb3yercsa GyHKLMA
updateFederatedAccountName.

Mpumep Ucnonb3oBaHMA B Npoueaype:
package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_IlEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—federation.matching.dynamic");

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)

—{
if (ctx.iteration() == 1) {

//return matchError (ctx, new MatchingError ("bad_err_code", "bad_err_msg"));
return tryToSearch (ctx);

if (users.isEmpty()) A
return matchError (ctx, new MatchingError ("error","error"));

if (users.size() == 1) {
return matched(ctx, users.get (0));

return refine(ctx, users, ctx.extAttrs());
bi

private MatchResult tryToSearch (MatchingContext ctx) {
return find(ctx, filter().eqg("uid", "test@test.ru"));

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());

bi

@Override public boolean isAllowMultiBind() {
return true;

@Override public String updateFederatedAccountName (JsObj extAttrs) {

if (extAttrs.contains("firstName") && extAttrs.contains("lastName")) {
String name = extAttrs.asString("firstName") + " " + extAttrs.asString(
—"lastName") ;
if (extAttrs.contains ("middleName")) {
name = name + " " + extAttrs.asString("middleName");

}
return name;
} else {
// don't update federated account name
return super.updateFederatedAccountName (extAttrs);

bi

2.5 [wu3aiiH 1 TeKcTbl nHTepdenca

2.5.1 CrpaHuua Bxoaa

MpeaynpexaeHue: ALMUHUCTPATOP KOHCON YNPaBAeHUA AOIKEH CAMOCTOATE/IbHO NPOBEPATL KOPPEKT-
HOCTb NMOMELLL@EMbIX HA CTPAHWLLY BXOAA JS-CKPMMTOB M COAEPKMMOE CTPAHUL, BXOA4A HA NPeaAMEeT BO3MOXK-
HbIX YA3BMMOCTEMN.

B paszene «BHewHuUl 8u0» KOHCONM YNpPaBAEHUA aAMUHUCTPATOP MOMKET HACTPOUTb NAapameTpPbl OTObpaXKeHMs
eauHoM cTpaHuubl Bxoga. Ecnim npumeHstoTca npunoxeHua Blitz Identity Provider no pernctpaumm nonb3osa-
Tenen 1 BOCCTAHOB/IEHUIO NAPO/A, TO UX BHELIHUI BUA, TaKKe ByaeT cooTBETCTBOBATb 3a4aHHbIM HAacTPOMKam
BHELUHero BUAa eaMHON CTpaHMLbl BXoAa.

Mpu Bxoae B pasgen «BHewHuli sud» oTobparkaeTca nepeyeHb HACTPOEHHbIX Wab/oHOB CTPaHMLbl Bxoga. Kax-
Obli WabNoH onucbiBaeTcs:

* naeHTnduKaTopom;

® HasBaHueMm;

® nepeyHem NpUIoKeHUN’;
® onucaHuem.

Mo ymonyaHuio co3gaH WwabnoH ¢ ngeHTuemkatopom default — OH UCNONb3YETCA 418 BCEX NPUIOKEHUI, No4-
KNHOYEHHbIX K Blitz Identity Provider, a Tak:Ke A1 CTpaHWUL, e4AUHOTO sorayTa.

PenaktnposaHue WwWabioHa NO yMONYaHMIO OCYLLLECTBAETCA C MOMOLLbIO CMeLuabHOro KOHCTpYKTopa (noapo6-
Hee HuXKe).

TaKXe nmeeTcAa BO3MOXKHOCTb:

® C034aBaTb M U3MEHATb HOBbIE Wab/0HbI C MOMOLLbIO KOHCTPYKTOPA M Ha3HavyaTb UX PasHbIM NMPUIOKEHU-
aMm;
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® CO340aBaTb U USMEHATb HOBbIE WwabnoHbl B PYHYHOM pexnme.

PepaKTupoBaHue WabaoHa No ymoayaHuio

MY OTKPBLITUM CTPAHMLbI PEAAKTUPOBAHUA WaboHa NO YMOAYaHMIO 0TobparKkaeTca MHGOPMaLMA O CamoMm LLab-
noHe (naeHTMdMKaTOop WabnoHa, Ha3BaHMe WabnoHa, ONMCaHWe U NepeYeHb NPUIOKEHNI), a TaKKe HTepdenc
KOHCTPYKTOpPa CTPaHULbI BXOAA.

HacTpoiika BHeLHero BMAa cTpaHuubl Bxoga (cBolicTBa WwabnoHa):

Ceofictea wabnoxa

Wpentudukarop wabnoxa default_1
Hazeanme wa6noxa default_1

Taru waénoxa

SCTEE TErOE MOXe

UM ayTeHT
TeMa ¢ HaMBOMbLUUM YUCNOM

COBMALEHN TEroB ¢ TeKyLM OM Ha ayTeHTUhHKaLIO

OnucaHne Generated at 1677833153

MpunoxeHuA design_test

Ypannte CoxpanuTs

HacTpoiika BHelHero BMAa CTpaHuLbl BXoAa (BHEWHWIA BUA CTPaHULbI BXOAaA):

BHewwHWit BUA cTpaH1Lbl BXoaa

Tema Blitz Identity Provider (no ymonyamuio) ~
PacnonoxeHwe ocHoBHoro 6noka o Cnesa © Mo uexTpy o Cnpasa
=/ =/ =
8 8 8
— — —
BbiGop A3biKa OToGpaxats v

HacTpoliika BHeLWHero Buaa cTpaHuubl Bxoga (norotmn):

Norotun

L. 3arpysutb norotun

Pekomenayeman BuicOTa NoroTina 32px

@ Identity Blitz
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HacTpoiika BHeLHero Buaa cTpaHuubl Bxoaa (GoHOBbIM PUCYHOK):

®OHOBBIH PUCYHOK

& 3arpysutb (hoHOBBII pUCYHOK

PekoMexzyewmsIii paamep thaiina He Gonee 1MB

Wnu BeI6paTE U3 NPEANOKEHHBIX PUCYHKOB

O PucyHox 1 O PucyHok 2 O PucyHok 3

HacTpolika BHellHero BuAaa CTpaHuLbl BXxoaa (HacTpoika ¢yTepa):

HacTtpoiika dyTepa
[oGaseTe (parMeHT HTML-koaa ANA 0TOGPaXKEHHA B hyTepe CTPaHMLLI BX0AA

1 Crommpyitre crofia spparvient HTML koa

CoxpaHTe

B cTaHpapTHOW nocTaBKe KOHCTpyKTOp Blitz Identity Provider npefoctaBnseT cnepyrowme BO3MOXKHOCTH:
® TpW LBETOBbIX TEMbl 0POPMAEHNA 31IEMEHTOB MHTEpPElCa;

® BO3MOXHOCTb OMpeae/MTb MeCTONo/IoKeHNA 610Ka BBOAA cBeAeHUIN (MaeHTUdMKaLMmM 1 ayTeHTUDUKE-
UMW, PErMcTpaumm, BOCCTaHOBAEHMA NApPONs);

® BO3MOXXHOCTb 3arpy3Kkuv n1orotmna KomnaHun gna OTO6pa)+(EHVIFI B 3aro/ioBKe CTpaHWuLbl;

¢ BbI6Op HOHOBOrO PUCYHKa (MOXKHO BbIOPaTh M3 3 CTaHAAPTHBIX PUCYHKOB B KaXKAoM Teme odopmaeHus,
nnbo 3arpy3nTb CBON COBCTBEHHbI POHOBLIN PUCYHOK);

* HacTpoWKa cogep:KaHua pyTepa CTpaHMLbl BXOAA.

Ha pucyHKax HUXe npuBeeHbl HEKOTOpble MPMMepPbI CTPAHUL, BXOAA, NONYYEHHbIX B pe3y/bTaTe CTaHAapTHOM
HaCTPOMKM.
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@ Identity Blitz

PyceKuit (RU) -

Bxopn B TecToBoe NpunoxeHue

Toruu

Torus

Napons

fapons ®

3aGuinu napons?

BoiT!

o ®
rocycnyru

HeT akkayHTa? 3aperucTpuposarkca

VICnonsayiiTe MAKOTHATO A71A BXOAA C HyXOr0 YCTpOMCTEA

MNonuTuka koHdmAeHUMANEHOCTH
Yenosus vcnonkaosaHuA

entity Blitz

Bxop, B TecToBOE NpUnoXexHuwe

Norvw

Norun

Napons,

MNapons

3aGuinu napons?

Boiitn

Bxoa no aneKTPoHHOA noanucH

BXOA 10 Koy BE30NACHOCTH

HeT aKKayHTa? 3aperiCTpUpoBaTLCA
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Co3paHue u usmeHeHue HOBbIX wabnoHoB ¢ NMOMOLbIHO KOHCTPYKTOpPAa

Blitz Identity Provider no3sonseT HaCcTpouTb pasHbii BUA CTPAHUL, BXOZA 414 C/ly4as BXOAa NOb30BaTeNA B pas-
JIMYHbIE NOAKNIOYEHHbIE NPUIOKEHUA. [1s 3TOr0 HEO6XOANMO CO34aBaTb HOBbIE WABIOHbI BXOAA — NPOLLE BCe-
ro o710 caenath Ha 6ase cywecrsytowero default-wabnoHa, Haxkas Ha KHOMKY «Konuposame». Mocne atoro 6yaer
CO34aH HOBbIV WabA0H, KOTOPbIM MOXKHO PEAAKTUPOBATL C MOMOLLLbIO KOHCTPYKTOPA.

LWa6noHel cTpaHWy BXxoga

[na othopmneHuA CTpaKuLbl BXOAA MCNONb3YIOTCA WalnoHbl. Bbl MOXETe 0TPeNaKTUPOBATE OCHOBHOM WABMNOH WKW CO3AAaTh AONONHMTENbHbIE WAabnoHs, KoTopble GyayT
NPHUMEHATLCA ANA CTPaHWLL.
Bbl MoXKeTe CO3AaBaTh AOMOMNHUTENbHEIe WAaGNoHbl, COXPaHMB KONMIC OCHOBHOTO WabnoHa, a TakKe PefakTUPOBaTh LWabnoHbl BRY|HYIO.

WpenTudmkatop Haspanwe waGnoHa Tarn MpunexeHua Onucanne
default default test_app, test_app2 Generated at 1677833153
K4
I t, blitz-idp, blitz-
default_1 n default_1 ogout, blitz-idp, blitz- design_test Generated at 1677833153
recovery, blitz-registration ,
E

YT106bI HOBbIN WABMOH MCNOL30BACA NPU BXOAE B HEKOTOPOE NPUNOKEHUE, HeobXxoaMmo B pasgene «[Tpuso-
HEHUA» NepenTn K PefaKTUPOBAHMIO HYXKHOTO NPUIOXKEHNA U BbIBpaTb Tpebyemblit LwabNoH CTpaHuLL,.

MapamMeTpbl NPUNOXKEHNUA

WNaeHTndukatop (entitylD nan test_app
dient_id)
Hazeanve Test app
Aomen https://deme.company.com

CTapToBan cTpaHULLa

npunoXeHus
Kntou wndpposaHua v
NAEHTUGUKATOPOE

LLaBnoH cTpaHnLy default v
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Cos,anMe U U3MEHEeHUe HOBbIX Wab1oHOB B PY4YHOM pexume
MoxHo HAaCTPOUTb BNA CTPaHULblI BXOAa nNoa MHOuBUAyasibHble TpeﬁOBaHMﬂ OopraHun3auum, T1.e. HET HEO6XOAVI-
MOCTU OrpaHNYMNBATbCA TO/IbKO BO3MOXHOCTAMU KOHCTPYKTOpPA.

Kaskablii WabnoH cTpaHuLbl BXO4a NpeacTaBaseT coboi zip-apxus. Bce wabaoHbl pasmelleHbl B AMPEKTOPUN:

\assets\themes

Camblii NpocToli cnocob nepeinTn K py4HOMY peakTMPOBaHUIO Waba0Ha — BbINOJAHUTL C/lefytoLLmMe Waru:

® COo3AaTb KOMUIO cylecTeytollero wabnoHa (Hanpumep, default-wwabnoHa), HaXKaB B KOHCOAN KHOMKY “Ko-
nupoBsatb”;

® MepenTn B COOTBETCTBYIOLLYIO AUPEKTOPUIO C LWabnoHamu;
® pacnakoBaTb apXMB C TO/IbKO YTO CO34aHHbIM LWabNoHOM;
® OTpenaKkTMpoBaTb pann meta.conf, cogepiKalmiica B apxmee, yaanme napameTp builder;

* 06paTHO 3aapxuBMpOBaTb palinbl WabnoHa, ybeamsLwmnch, 4to paiin meta . conf HaXoAUTCA B KOPHEBOM

ANpeKkTopumn.
& C:\Program Files (x86)\blitz-idp\assets\themes\new_theme\meta.conf - Notepad++ = &
Daitn  [paeka [owck Bua Kogupoekw Cwwtakcwcel  Onumm  Makpocer  3anyck  Mnarvper Owkna I X
o &= oolf;."]| Ej| |ﬂi;ﬁi|‘§ ">'|-".CI. = E__'E._JB-_.“E‘ ]
= meta.conf tzl

1 |{ "name™:"Default theme", "desc":"Generated at 1482151154","builder®:{"layvout® "center® "theme®: "hl1jt="}}

Mormal test file length : 103 lines: 1 Ln:1 Col:1 Sel:0|0 Dos\Windows UTF-8 INS

Mocne BbINONIHEHUA 3TUX LLIATOB MOABUTCA BO3MOMHOCTb PEAAKTUPOBAHMNA TEMbI B Py4YHOM perkume. NMomumo
CTaHAAPTHbIX MO/, OMMCHIBAIOLLMX Camy Temy, gocTyneH 610K «LLabaoH cmpaHuy». OH no3sonseT co3aatb /
M3MEHUTb LWabaoH — TEKCTOBbIN (alin, KOTOPbLIN KOMAUAMPYETCA C NOMOLLbIO WabnoHm3aTopa Twirl®t.

LLIabn0oH [OMKEH UMETL CUTHATYPY:

@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit.
—request: RelyingPartyRequest[_], messages: Messages)

B KauecTBe NapameTpoB Mpu cO34aHMM WabioHa cneayeT UCNONb30BaTb:
¢ headers —HTML-Kog 3aronoBKa CTpaHWLbl, KOTOPbI HEOHXOAMMO PacnoNoXUTb B Tere head;
e form— HTML-Koz oCHOBHOM $pOPMbI, KOTOPbI HEOBXO4MMO PACNONOKNUTL B Tere body;

e scripts—HTML-Kkog c JavaScript, HeobxoaMMbl AN KOPPEKTHOM PaboTbl GopMbl, KOTOPbI HeEobXxoaK-
MO PacnosoXuTb B Tere body;

¢ pathAssets — KOHTEKCTHbIV NyTb K pecypcam wabioHa.

®PyHKuma @fBuilder () aobaBnaeT Ha CTpaHMULY Ko, OCHOBHOM ¢opMbl ayTeHTUDMKauumK. Popma ayTeHTU-
duKauma (NnepeyeHb M COCTaB NOMEN, PAcNoOKeHNE KHOMOK) He HAaCTpaMBaeTCsA 3a UCKAOYEHUEM U3MEHEHUN,
peanusyembix cpegcteamm CSS. MHbimn cnosamu, cpencteam CSS MOXKHO M3MEHUTD LLBET OTAE/IbHbIX 3/1EMEHTOB
WM CKPbITb UX — 1A 3TOrO CefyeT HaWTU COOTBETCTBYOLWMI Knacc B CSS-daiine Tembl U UISMEHUTL €ro CBOMCTBA.

61 https://www.playframework.com/documentation/2.5.x/ScalaTemplates
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JICTUHr I'IpOCTeﬁLLIEI'O wabnoHa npuseneH HMxe:

@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit..
—request: RelyingPartyRequest[_], messages: Messages)

<!DOCTYPE html>
<html>

<head>
@headers
</head>

<body>
<div id="main">
<section id="content_wrapper">
@fBuilder ()
</section>
<div>
<div>
@Html (messages ("author.copyright"))
</div>
</div>
</div>
@scripts
</body>

</html>

MpuY McNonb30BaHMM TaKoro WaboHa CTpaHULa BXoaa byaeT MMeTb BUZ, NPUBEAEHHbIV Ha PUCYHKE HUKE.

Bxog B JINYHBLIA KabUHET

Norux

Norun

Napone

MNaponk

3abkinn naponks?

HeT akkayHTa? 3apervcTpupoBaTeca

Mpu dopmmpoBaHuM WabnoHa CTPaHULbl BXOAA MMEETCA BO3MOMHOCTb MCMO/Ib30BaTh Pecypchbl — Hanpvmep,
TabAnLbI CTUNEN MU PUCYHKM.

[lna nx 3arpysku cnegyeT MCNonb30BaTh 610K «Pecypcbl» BHELIHEro BMAa CTPaHULLbl, KOTOPbI NO3BOAAET 3arpy-
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3UTb Heobxogumble palinbl B zip-apxmee. YTobbl cooTBETCTBYHOLWME daiibl ObiNM AOCTYMHbI, UX ChedyeT pasme-
WaTb B AMPEKTOPUM apXmMBa C Ha3BaHUEM asset s. Heobxogymble pecypcbl TaKKe MOXKHO BPYYHYHO BKAOYNUTL B
COCTAB UCXOQHOTO zip-apXxMBa € WabNOHOM CTPaHULbI.

Pecypcoi

(P s

i'D\mg

[Br2arpy=Ts HoswiA Zip-apxus

Ons pobasneHna nepekntoyaTens asbika B body wabnoHa Heobxoanmo fo06aBUTb cneayowmii 610K:

<div ...>
<section class="language-section">
<div class="language-selector">
<select id="lang-selector"></select>
</div>
</section>
@langSelector ()
</div>

2.5.2 JInyHbIA KabuHeTt

Blitz Identity Provider no3BosfieT MeHATb IOroTUNbI 3arosoBKa 1 ¢yTepa B JIMUHOM KabUHETE, a TaKKe KacToMM-
31MpoBaThb LIBETOBYIO cXxeMy JIMYHOro KabuHeTa c nomoupbto CSS.

JloroTun B 3aros10BKe

[na 3ameHbl norotmna B 3arosioBke JINyHoro KabMHeTa MOXHO MCMOAb30BaTb O4uH 13 cheayrwmx cnocobos:

Cnocob6 1

3ameHute dain  norotmna logo-ib_h30.png B aupektopun . ../assets/public/lib/
blitz-common/ HOBbIM GpaltIOM C TEM }Ke Ha3BaHMEM.

Cnocob 2

1. Nonoxute B gUpeKTopuUto . . . /assets/public/lib/blitz—-common/ ¢ain c KACTOMHbIM 10TOTU-
nom (mylogo.png B NpUMepPe HUXKe).
2. OTkporite dann .../assets/public/lib/blitz-profile/stylesheets/custom.min.

Css.

sudo vim /usr/share/identityblitz/blitz-config/assets/public/lib/blitz-profile/
—stylesheets/custom.min.css

3. Ykaxute URL-nyTb K HOBOMY daitny.

BHMMmaHMe: B KauecTBe nyTu K gupeKkTopun .../assets/public/lib/blitz-common/ uc-
nonb3yte https://<domain>/blitz/assets/img/.

2.5. [u3aiiH 1 TeKcTbl MHTepdeiica 291



Blitz Identity Provider, Bepcua 5.23

:root{
-—navbar-branding-img: url (https://<domain>/blitz/login/assets/img/mylogo.
—png) ;

Coset: [171A 10roTMna TakKe MOXHO UCNonb3oBaTb daiin Ha BHewHem URL.

NoroTtun B pyTtepe

[nsa 3ameHbl norotuna B dpyTtepe JSIMuHOro KabrHeTa 3ameHnTe daiin norotmna logo-bip.png B AUPEKTOPUM
.../assets/public/lib/blitz—common/ HOBbIM GaiIOM C TEM e Ha3BaHUEM.

Kactomusaumsa uBeToBOM CXxeMbl

M3meHeHMe LBETOBOM CxeMmbl BbINOAHAeTcA B davne .../assets/public/lib/blitz-profile/
stylesheets/custom.min.css.

:root{
——-profile-color—accent: #00bde5;
——profile-color-border-primary: #ddd;
——profile-color-border: #ddd;
—-profile-color-button:#f1£f1f1;
——-profile-color-href-hover: #1d6fab;
——profile-color-href: #3498db;
—-profile-color-outline: #ddd;
——profile-color-primary: #3498db;
——profile-color-text-button: #666;
——-profile-color-text-light:#fff;
——profile-color-text-primary:#3498db;

2.5.3 MynbTUA3bLIYHOCTb
Beb-mHTepdeiic Blitz Identity Provider noagepkmBaetr mynbTUA3bIMHOCTb. M0 yMONYaHUIO NpesycCMOTPEHO ABa
A3bIKA — PYCCKMUI U aHITUACKUNA.

Mo ymon4yaHuio nosb3osaTento oTobparkaerca MHTepdeic Ha TOM A3bIKe, KOTOPbI COOTBETCTBYET ero CUCTEMHO-
My a3blKy B OC 1 npegnoytutesibHOMy A3bIKy B 6pay3epe. B 3Tom ciydae nepekntoyeHne A3bika OCyLecTBAAeTCA
nocpeacTBOM M3MeHeHWA OCHOBHOTO fA3blKa BBOAA (A3blKa 0TObpakeHUs Be6-CTpaHuL) B UCNONb3yeMoMm bpay-
3epe. Hanpumep, a4ns nameHeHus asbika B 6paysepe Chrome HysKHO BbINOJHUTD LUATY:

* nepenTH K HacTpoikam 6paysepa (chrome://settings/);
¢ BbI6paTh NYHKT MOKa3aTb AOMOHUTE/IbHBIE HACTPOMNKM;
® HaaTb HA KHOMKY MI3MEHUTb A3bIKOBbIE HACTPOMNKM;

® nepemecTtnTb Hy)KHbIl)lI A3blK Ha NepBoOe MeCTO B CNUCKe.
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AzblkK

Brifepute ocHOBHOM 1 AONOAHKTENBHBIR A3BIKK BEoAa. [oapobHes

Azbikm PYCCKWA
pycckuii Google Chrome oTofpaxasTca Ha STOM 83bIKe
aHrnuiickwid (Coegmrerneie Wrate) | VicnonesosaTe 3TOT A38IK 4NA MPOSEPKM NPASOMUCaHNA

AHAMACKMA

HNobasuTs

o | BrirouuTe NpoEEpKy Npasonucania, [1oNe3cEaTENECKMA CNOBEDE ANA NPOEEPKM NPABONMCaHNA
loToso

[na nsmeHeHusa a3bika B 6paysepe Firefox Hy»KHO BbINOAHUTb LWArK:
* MepenTH K HacTpoikam bpaysepa (about :preferences);
e BbIOpaTh pasaen CoaeprkMmoe HacTpoek;
* B nogpasgene A3blKM HaXKaTb Ha KHOMNKY BbibpaTb;

® nepemecTtnTb H\/)'KHbI17I A3bIK Ha NepBoe MeCTO B CNUCKe:
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Azbikn .

HEKCITCIDI:IE EIE'EI-CI'pEIHHLI,bI MOryT BbITh A0CTYNMHBI Gonee yem Ha O4HOM A3bIKE. YkammTe NopALOK

EH:-IEICIF}EI A3blKa CTPRaHWLUEL

Pycoania [rul BHuz=
AHraviAckmia [en]
YoannTe
AnranmAckid/CLA [en-us]
Bribepute Azbik, uTobbl ero gobaeuTe... - JobaEnTh
OK OTmeHa Cnpaeka

JononHUTENbHO BO3MOMHO NMPOBECTU HACTPOMKY A3blKa Yepe3 KOHOUrypaLmoHHblid dan blitz.cont. Ana
3TOro ciiegyeT OTPefaKTUPOBATh Pasaen A1 HaCTPOMKM A3blIka blitz .prod. local.idp. lang co cneayto-
WMMM NapameTpamu:

* languages — CMUCOK AO0CTYMHbIX A3bIKOB. nepBbIVI A3blK B CMUCKE CHUTAETCA A3bIKOM MO YMO4aHUIO;

e portal-lang-cookie —umsa (name) M 4OMeH ycTaHOBKM (domain) cookie ¢ TEKyLWMM A3bIKOM Nop-
Tana (onumMoHanbHbIi). Ecnn nopTanbHas cookie 3agaHa, To cmeHa a3bika B Blitz Identity Provider coxpa-
HAETCA B yKasaHHoOM cookie;

* ignore-browser — BbIKAOYEH UAN HET PEKMUM UTHOPUPOBAHUA A3bIKa Bpay3epa;

¢ lang-variants — nepeyeHb UOeHMUGPUKAMOPOB CrieyuasabHbix HO6opPo8 CMPOK 0718 omaoesbHbIX Npu-
noxeHul (ctpaHuua 302).

Mpumep dparmeHTa KOHPUrYpaLuMOoHHOTro dalina:

"lang" : {
"ignore-browser" : true,
"languages" : [
"t
"en"
]I
"lang-variants": ["speciall", "special2"],
"portal-lang-cookie" : {
"domain" : "domain.com",
"name" : "blitzlng"

Takum 0bpasom, Hanpumep, ecav NPUMEHeHWe aHIIMMCKOTO A3blKa MHTepdelica He TpebyeTca, TO ero MoXHO
YOanuUTb U3 NapameTpa languages.
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2.5.4 HactpoWKu TeKcToB nHTepdeiica
TeKcToBble coobuweHnn Beb-uHTepdeinca

Blitz Identity Provider no3BonseT meHsATb TEKCTOBbIE CTPOKM, UCMO/Ib3yeMble B MHTepdelice cuctembl. [na 3Toro
Heobxo4MMo OTpeaakTMpoBaTb Gal messages, PasMELLEHHbIN B AUPEKTOpUN /custom_messages/, Ao-
6aBMB CTPOKY BUAA «MapameTp=3HauYeHney, rae napameTp — nAeHTMGMKATOP TEKCTOBOM CTPOKMU, a 3HAYEHUE —
HeobXxo4MMbI TEKCT.

Bce TekcToBble cTpoKU, ncnonb3yemsie Blitz Identity Provider no ymonyaHuio, coxpaHeHbl B apxmMBe messages .
z1p, BxogAawmi B coctas MNO.

Hanpumep, chegytow,aa CTpoOKa oTBeYaeT 3a TEeKCT Ha d)opme perncrpauun, rge pasmelleHa CCbiJika Ha ycioBuAa
MCNOZIb30BaHUA!

reg.page.reg.action.agreement=Haxumad Ha&nbsp; XHOMNKY &laquo; 3aperuCTPUPOBATLCAL
—raquo; Bbel&nbsp;cornamaeTrecs c&nbsp;<a href=" " target="_blank">ycnoBugaMH._
< HCHONb30BaHUE</a>

[na KoppeKTHOro otobparkeHma Gpann AosKeH 6bITb coXxpaHeH B KoguposKke UTF-8.

MpM HeobXOAMMOCTU WM3MEHWUTb aHMIUACKMIA A3bIK cnedyeT A06aBUTb B YKasaHHYO AMpeKTopuio ¢ain
messages.en v USMEHUTb B HEM Heobxoanmble Gpaibl.

Mpwn HeO6X0,£I,VIMOCTVI MCMNOb30BaTb B TEKCTaX CUMBOA @ ero cneayeTt BBECTU ABaXKAbl.

LLa6noHbl nucem n SMS-coobieHui
LLIabnoHbl nMcem NpeacTaBAAlOT cOOOWM TEKCTOBblE CTPOKW, COXPaHAEMble aHa/orMYHO OBbIYHbIM CTPOKaM B
Beb-nHTepdelice. X U3SMeHeHNe NPOM3BOAMTCA aHANOTMYHbIM 06pasom.

Mcnonb3yeTca yHUOULMPOBAHHbLIN popmaT KoA0B COOBLLEHWNI, KOTOPbIN MMEEeT BUA.:

message.$[rpynmna_coobmeHui] . $ [ Tun_coobmenud] . $ [Bapuauud] . $[kaHan] .$[uacTh]

Mcnonb3ytoTtcs rpynnbl coobLieHus:
® notif - A4nA MUHPOPMALMOHHbBIX COOOLLEHWNI;
® reg - ANA B3AMMOLENCTBUA C NONb30BATENEM NPU PErncTpaLLmu;
* recovery - ANA B3aMMOAENCTBUSA C NOAb30BaTeIeM NPU BOCCTAaHOB/IEHUWN AOCTYNa;
e auth - ana B3anmMoaeNCTBUA C NONb30BaTENEM NPU ayTeHTUMKaLUWK;
e profile - Ana B3aMoAelncTeunsa ¢ nosb3osatenem B JIMUHOM KabuHeTe;
* api - AnA B3aMMOAENCTBUA C Nob30BaTesiemM Npu Ucnosib3osaHun API.

Tunbl COOBLLEHMI U3 PA3NIMYHBIX FPYNN:

notif
login_unknown_device

MHpopmmupoBaHMe Nonb30BaTeNA O BXOAE C HEM3BECTHOIO YCTPOMCTBA.
MNapameTpbl:
e device - Kog yCTpOICTBa;

e device.msg - Ha3BaHME YCTPOWCTBA, BbIYMCAEHHOE uYepe3 CTPOKYy msg(audit.device.
S[device]);
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browser - 6pay3ep nonb3osaTens;
aTpmbyTbl U3 ceccMmn Nosb30BaTeNS;
ua.name - UMA YCTPOMCTBa;

app . 1d - aeHTUGUKATOP NPUNOKEHUS;
app . name - UMA NPUIOXKeEHNSA;

ip - IP-appec;

ip.country - cTpaHa;

ip.state - pernon;
ip.city-ropog;

ip.lat - wwnporta;

ip.1lng - gonroTa;

ip.radius - pagmyc OKpecTHOCTH;
device.type - TUN YCTPOWCTBA;

device.mkey - cobpaHHbIA Kntod ans coobuieHunit, npasuno dopmmpoBaHua: s"SdeviceType.
SosName. SosVer";

0S.name - UMA onepaLMoHHOW CUCTEMbI;
0S.ver - Bepcua onepaLmMoHHON CUCTEMDI;
os .mkey - cCObpaHHbIN KAtoY A8 coobLeHni, npasmno opmmpoBaHua: s" SosName . SosVer";

event .time - Bpemsa cobbiTha (B unixtime).

B wabnoHe coobLLeHNA MOXKHO MCNONb30BaTb caeaytome GyHKUMM GopmMaTUPOBaHUA:

S[<ATTR>&dic (<MSG_KEY_PREFIX>, <PARAM_SUBSTITUTION>)] - no/fiyYyeHUE 3Ha4YeHus u3
CTPOKMU;

S[<ATTR>&formatUnixTime (dd MMMM YYYY r.,ru,GMT)] - popmaTMpoBaHMe AaTbl U Bpe-
meHu, rae dd MMMM YYYY T. - wabnoH B popmate SimpleDateFormat, ru - OKaAb (ONUMOHaANbHO),
GMT - TaliM30Ha (ONUMOHANbHO).

B wabsoHe MOXKHO 334aBaTb YCN0BMA Ha HanMuMe napameTpos. Creayowmini npumep No3sondeT oTobpasuTb
€N10BO ['opom U 3HaYeHWe M3 NapameTpa ip.city NP ero HaaMuuKn, eciu e ip.city OTCyTCTBYET, TO He
6yLeT NOKa3aHO HUYero:

$lip.city+Copon: ]S$[ip.city-]

CoseT: [1na paboTbl NpuMepa co3ganTe U akTUBUPYWUTE r1pouedypy 8xoda, noayvaroulyo 2e00aHHbIE M0/163080-
messd (cTpaHuua 273).

link_social_network

MHd)OpMMpOBaHMe nonb3oBaTtena o npucoeanHeHUn K COLMANbHOM CEeTU.

MapameTpbl:

fp.humanReadableName - Ha3BaHME BHELHErO NOCTaBLMKa MAEHTUDUKALNNK;

aTpMbYTbI NONb30BaTENA.
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change_pwd

NHpopmUupoBaHMe Nonb3oBaTeNA O CMEHE NapoA.
MapameTpsbl:

i anM6yTbI nosb3oBaTenAa.

changed_pwd_to_object

NHbopmupoBaHUe 0 cmeHe Napona B 3aBUCMMOI YHETHOM 3anucu.
MapameTpbl:

® aTpMbBYTbl 3aBUCMMOM YHETHOW 3anuncu ¢ npedrKcom obj.

access_recovery

NHdopmmpoBaHMe Nonb3oBaTeNa 0 BOCCTAHOBAEHUW Napona
MNapameTpbl:

* atpubyTbl Nosb30BaTeNS.

access_recovery_by_object

NHpopmUupoBaHmMe 0 BOCCTAHOBNEHWM NApOAA B 3aBUCUMON YYETHOM 3anmcu.
MapameTpsbl:

® aTpPUOYTbI 3aBMCMMOMN YY4ETHOM 3anncu ¢ npedrKcom obj.

set_2factor_auth

NHpopmmnpoBaHMe NoNb30BaTENA O HAa3HAYeHMe BTOPOro pakTtopa ayTeHTUDUKALUMK.
MapameTpbl:
e method - Kog MmeToga ayTeHTUdUKaLmu;

e method.msg - UMA meToAa ayTeHTUdMKaLMK, NONYYEeHHOE Yepes CTPOKY msg (message .method.
name. $ [method];

hd anM6YTbI nosib3oBaTena.

granted_access_to

NHdopmmpoBaHue cybbekTa 0 npefocTaBaeHne f0CTyna K 06bekKTy.
MapameTpbl:

e blitz_right - Kog npasa goctyna;

® aTpubyTbl CybbEKTA;

® aTpubyTbl 06bEKTa C NpeduKkcom ob 7.
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granted_access_on

MHpopmupoBaHMe o6beKTa 0 NpegocTaBaeHMe 4OCTyNa K Hemy.
MapameTpsbl:

e blitz_right - Kog npasa gocrtyna;

® aTpubYTbI CybBEKT];

® aTpubyTbl 06bEKTa C NpeduKkcom ob 7.

revoked_access_to

NHpopmupoBaHmue cybbekTa 06 0T3biBE JOCTYNA K 06BEKTY.
MapameTpsbl:

e blitz_right - Kog npasa goctyna;

® aTpubYTbI CYybBEKT];

® aTpubyTbl 06bEKTa C NpeduKkcom ob 7.

revoked_access_on

MHbopmupoBaHme o6beKTa 06 0T3bIBE AOCTYNa K HEMY.
MapameTpbl:

e blitz_right - Kog npasa goctyna;

® aTpubyTbI CybBbEKT];

® aTpubyTbl 06bEKTa C NpeduKkcom ob 7.

on_registration

NHbopMUpoBaHME NONb30BATENSA O PETUCTPALLUMN €0 YYETHOM 3anucu.
MNapameTpbl:
e _entryPoint_ - KaHan perucrpauuu;
e _appld_ - npunoxeHue;
* requesterId_ - npunoxeHue;
* aTpubyTbl NoNb3oBaTeNA.
Mpumep cTpoKu:
message.notif.login_unknown_device.email.body=YBaxaembi nonbsoBaTens!<br><br>MsL.
—OOHAPYXUIMK, UYTO BBl BOINIM B CHUCTEMY C HOBOIO yCTpoHcTBa $[event.timeg

—formatUnixTime (dd MMMM YYYY r.,ru,GMT)]:<br>$[device.mkey&dic(dics.devices, os.

—ver)], 6paysep $[ua.name&dic(dics.browsers) ]<br>Ecnu B He COBepIlald 3TO.
—IOe’lcTBHe, OOpaTHUTECh K AIOMHHHCTPATOPY.
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reg

vrf_code

OTnpaBKa KoZa NoATBEPKAEHNA KOHTAKTa NpU pernctTpauu.

MapameTpbl:

code - KoA NoATBepXKAEHUS;

link - ccbinka ana noaTBep»KAaeHua (ToNbKo ana email);
req.ip - IP-aapec;

reqg.userAgent - userAgent nosib3osaTens,
cfg.domain - gomeH;

aTpubyTbl NONb30BATENS U3 KOHTEKCTA PerMcTpaLmm c npedpukcom attrs.

set_pwd_link

OTnpaBKa CCbIIKM Ha CMEHY MapOoA NPU PerucTpaumm (ToAbKo AnA KaHana email).

MapameTpsbl:

1ink - ccblnKa Ha CTPAHMLUY CMeHbl Napons;
req.ip - IP- agpec;

reqg.userAgent - userAgent nosib3osaTens,
cfg.domain - gomeH;

anM6YTbI Nno/sib30BaTeNA U3 KOHTEKCTa perncrpaumm c I'IpECbMKCOM attrs.

generated_pwd

OTnpaBKa Ha3HAYeHHOro NPU PerucTpaunm Napona (ToNbko ansa KaHana SMS).

MapameTpbl:

pwd - CreHepMPOBaAHHbIK Naponb;

req.ip - IP-agpec;

® reg.userAgent -userAgent nonb3osatens,

e cfg.domain - gomeH aTpubYTbI NO/IL30BATENA U3 KOHTEKCTA perncTpaumm ¢ npeduKkcom attrs.

recovery

vrf_code

OTI'IpaBKa KOAa noareepXAeHNA KOHTaKTa Npn BOCCTaHOBNEHUN O0CTyNa.

MapameTpsbl:

* code - Ko NoATBepXAeHUs;

e 1ink - ccblika g5 NoATBep:KAeHUA (ToNbKo gas email).
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auth
vrf_code

OTnpaBKa Koga NoATBEPKAeHNA MOBUIbHOro Homepa (KaHanbl: SMS/push).
MapameTpbl:

* code - KoA NoATBEpPXAEHMUA.

profile
vrf_code

OTnpaBKa Kofa NOATBEPKAEHNA KOHTAKTa NpU U3MeHeHUK ero B JIMYHOM KabuHeTe.
MapameTpsbl:

® attr.msg - HaUMeHOBaHWe aTpubyTa B popme npoduns;

* attr - Kopg aTpubyTa;

® 1ink - ccblIKa gNa noaTBepKAeHUA (ToNbKo ana email);

® code - Kog noareepxaeHua.

api
vrf_code

Bapuauuu:
e Sattr.SrpId-oTAenbHO ANA AAHHOTO NPUAOKEHUA U aTpUbyTa;
e Sattr - oTAeNbHO ANA AaHHOro aTpmbyTa.

OTnpaBKa Koga NoaTBEPKAEHMA KOHTaKTa Yepes API

MapameTpbl:
e code - Ko NoATBEPKAEHUSA;
e 1ink - ccbl/IKa gNa noaTBepKAeHUA (ToNbKo ana email);
e attr.value - HOBblI1 KOHTAKT (e-mail unM MobunbHbIN TenedoH);
® attr - Kog aTpMbyTa KOHTAKTa.

Bapunaumum no3sonAT noMMmo 6a3oBoro wabnoHa coobLieHna 3a4aTb ero BapuaHTbl (Hanpumep, OTAeNbHbIN
WwabnoH B paspese NpUNOKeHWU). Haanume Bapmaumm npoBepsaeTca no OCHOBHOMY LWabioHy C TEKCTOM CO06-
weHua (4actb body). Ecam Bapmauma ocHOBHOToO WabnoHa onMcaHa B CUCTEME, TO BCE OCTajlbHble Wab/oHbI
(email.subject,email.from, push.title)bygyT NPUMMEHATLCA C 3TOM e Bapuaumen. Ecnm Bapmaumi
HECKO/IbKO, TO OHM ByAyT NPOBEPATLCA B HEKOTOPOM 3a4aHHOM nopagke (06bl4HO OT 6onbluen AeTanm3aumm K

MeHbLueRn). Mpu oTCyTCTBMM Baprauuii byaeTt ucnonb3oBaH 6a30Bbil WabioH. B 6onblUMHCTBE Cly4aeB Bapyaumm
OTCYTCTBYIOT.

Bo3MOXHbI cnesytolLme KaHanbl:
® sms - OTNpaBKa coobuieHnit no SMS. YacTtu ansa sToro KaHasia OTCYTCTBYIOT;
® email - OTNpPaBKa COOBLEHMI NO SNEKTPOHHOM NoYTe. YacTn ANA 3TOro KaHana:
— subject - Tema;
— body - 0CHOBHOe coaeprKaHue;

— from- otnpasutens (Heoba3aTenbHO);

2.5. [uzaiiH 1 TeKcTbl MHTepdeiica 300



Blitz Identity Provider, Bepcua 5.23

e push - oTnpaBKa push-yBegomneHunit. Yactu ana storo KaHana:
p

- title -Tema;

— body - ocHOBHOe coaep:KaHue.

Mpumep Kntouert ans coobweHnn TMNa Login_unknown_device:

message.notif.login_unknown_device.email.subject - Tema coobleHuna no email;

message.notif.login_unknown_device.email.body - TeKcT coobueHuna no email;

message.notif.login_unknown_device.email.from-oTnpasutenb email coobuieHus;

message.notif.login_unknown_device.sms — TeKcT coobuieHmsa no SMS.

UmeHa ycTpoucTB u bpaysepos

B Blitz Identity Provider MO}HO HAaCTpPOUTb MMEHa YCTPOMCTB (OnepaLMOHHbIX CUCTEM) U Bpay3epoB C TOYHOCTbIO
[0 BepCUid. [1nA 3TOro B HYXKHO CO34aTb B AMPEKTOPUM custom_messages B aile messages CTPOKU, UMeHa
KOTOPbIX COOTBETCTBYHOT CAeAYIOWMM NaTTepHaMm:

e nns 6paysepoB—dics.browsers.<name>. [loaaepXMBaloTca onpeaeneHue cieayolmx bpaysepos
ANA NOACTAHOBKMU B <name>: Firefox, Opera, Chrome, Safari, IE, Edge, Yandex, Sputnik,
unknown. B TEKCT CTPOKM B KauecTBe CTPOKM noacTaHoBkKM {0 } nepenaeTca Bepcus bpaysepa.

A5 YCTPOMCTB (ONepaumnoHHbIx cuctem) —dics.devices.<typ>.<os>.<ver>. B KayecTBe <typ>
MOXHO yKa3biBaTb: kindle, mobile, tablet, iphone,windowsPhone, pc, ipad,playStation,
unknown. B KayectBe <os> MOXHO YKa3biBaTb: Android, 10S, WindowsPhone, Windows, macOS,
Linux, ChromeOS, unknown. Ecam ana <os> u <ver> He onpefeseHa YacTHas CTPoKa, To bepeTtca
6onee 0buian cCTpoKa. B TEKCT CTPOKM B KaYecTBe CTPOKM NoacTaHoBKM { 0 } nepegaeTca Bepcus onepauu-
OHHOM CcUCTEMBbI.

Mpumepbl CTPOK:

dics
dics
dics
dics
dics
dics
dics
dics

.browsers
.browsers.
.browsers.
.browsers.
.browsers.
.browsers
.browsers.
.browsers.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.

devices
devices
devices
devices
devices
devices.
devices.
devices
devices
devices
devices
devices
devices
devices
devices
devices
devices
devices

.Firefox=Firefox Browser {0}

Opera=Opera {0}
Chrome=Google Chrome {0}
Safari=Safari {0}
IE=Internet Explorer

.Edge=Microsoft Edge {0}

iphone=1iPhone
iphone.i0S.14=iPhone

.pc
.pc
.pc.
.pc
.pc
.pc
.pc
.pc
.pc
.pc
.pc

.macOS.

macOS.

.macOS.
.macOS.
.macOS.
.macOS.
.macOS.

.macOS=macO0S {0}

Yandex=AHnexc.Bpayzep {0}
Sputnik=CnyTHHK
.mobile=MobunbHOe YCTPOHCTRBO
.mobile.Android=Android
.mobile.Android.10=Android 10
.mobile.Android. 9=Android 9
.tablet=InanmerT

(10s {0})

13=macOS Ventura {0}
12=macOS Monterey {0}
11=macOS Big Sur {0}

10.
10.
10.
.12=macO0Ss
.Windows.8=Windows
.Windows.10=Windows 10
.Windows.l1l1=Windows 11

10

15=mac0S
14=macO0Ss
13=macO0S

Catalina {0}
Mojave {0}

High Sierra {0}
Sierra {0}

8
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CoobuweHus anA pasHbIX NPUNOXKEHUN

BO3MOKHO M3MEHEHMNe BCeX TEKCTOBbIX CO0bLEeHMI 1 WabaioHOB Takum 06pasom, YyTobbl MCNOIB30BANUCDH Chie-
undurueckme TeKCTbl/WwabnoHbl ANA PasHbIX NPUIoKeHUA. Takum 06pasom MOXHO, Hanpumep, bpeHanpoBaTb
nMcbma, OTrnpasasemble NPU PErucTpaLMm Ha PasHbiX CailTax, NOAKNIOYEHHbIX K 04HOM ycTaHoBKe Blitz Identity
Provider, unun fasaTb CCbIIKY HA CKaYMBaHWE PA3/IMYHbLIX MPABUA UCMO/Ib30BaHUA pecypca.

[na npuBAsKu Ha60pa wabnoHoB K KOHKPETHOMY NPUNOXKEHUIO CnedyeT BbINO/THUTD Warn:

1. Co3patb 3k3emnnap daina ¢ TEKCTaMMK, KOTOpbIii ByAeT MCNob30BaTbCA UCKAKUUTENBHO ANA AAHHOMO
npunoxKeHus. [na sToro B ANPEKTOPUN custom_messages/ c034aTb TEKCTOBbIM ¢an messages.
ru-speciall (messages.en—-speciall)ana faHHOro NPUNOKEHUA, rae speciall —nocnenosa-
TENIbHOCTb U3 5-8 CMMBO/I0OB (A0NYCKalOTCA Kak LUndpbl, Tak M OYKBbI 1aTUHCKOro andasuTa).

2. OTpepaKktnpoBaTtbh pan messages.ru—speciall (messages.en—-speciall), dobasus (cTpaHu-
ua 295) B Hero cneunduyeckme CTPOKU AN AAaHHOTO NPUAOXKEHUA. Bce ocTanbHble CTPOKM ByayT B3ATbl U3
6a3bl CTPOK MO YMOAYAHMIO.

3. OTtpepakTmpoBaTtbh pan blitz.conf cnegyrowmm obpasom:

e B pa3gene blitz.prod.local.idp.apps ¢anna HaNTU MAEHTUPUKATOP NPUIONKEHUSA, KOTO-
pbIv OMKEH UCNONb30BaTb CO34aHHbIM Palin WwabnoHa;

® n06aBUTb B HAaCTPOMKM NPUNONKEHUA MapameTp BuAa "lang-variant" : "speciall", rge
speciall — MCcNonb3oBaHHAA AN MAaPKUPOBKM WabaoHa nocieaoBaTe/lbHOCTb CUMBOJIOB.

Mpumep:

"demo—-application" : {

"domain" : "http://testdomain.ru",

"lang-variant" : "speciall",

"name" : "test",

"oauth" : {
"autoConsent" : false,
"clientSecret" : "1234567890",
"defaultScopes" : [1],
"enabled" : true,
"redirectUriPrefixes" : [

"http://localhost"

br
"theme" : "default"

4. 3aperucTtpupoBaTb B pasgeneblitz.prod.local.idp.lang BHacTpolike lang—variant Bce Uc-
nonb3yemble A/19 MAaPKUPOBKU PA3NINYHbIX MPUNOXKEHUI NOCNea0BaTeIbHOCTM CMMBONOB (speciall,
special?2).

Mocne aToro Npu BXoAe B NPUAOXKeHMe ByAeT NCN0b30BaTbCA CreLnanbHO Co34aHHbIN Gaitn coobLLEeHNN.

CoobueHna BcnomoraTe/ibHbIX NPUIOKeHuM (pipes)

B Blitz Identity Provider mo»KHO HacTpouTb COObLEHNS BCMOMOraTe/IbHOrO NPUAOXKEHUS, BbINYCKAOLWEro KoY
6e3onacHocTtu (Passkey, WebAuthn, FIDO2) npu Bxoge nonb3osatena. MoXHO HaCTPOUTb pa3Hble TEKCTbI CO0b-
LLEHWI B 3aBUCUMOCTM OT YCTPOMCTB (ONepaumoHHbIX CUCTEM), UCNONb3yeMbIX NONb30BaTesieM. [1NA 3TOro B HyX-
HO €c034aTb B AMPEKTOpPUN custom_messages B paline messages CTPOKU, UMEHA KOTOPbIX COOTBETCTBYIOT
cnefyowmm naTTepHam:

* pipes.conf.webAuthn.addKey.<message—-path>.<device-type>.<os>;
e login.outside.flow.error.internal.webAuthn.addKey.<device-type>.<os>

B KayecTBe <message—-path> yKasbiBaeTca UMA CTPOKM (CM. HUXKe npumep). B KayecTBe <device-type>
yKa3blBaeTcsa TN ycTpoKcTea: mobile, tablet, iphone, pc, ipad. B KayectBe <0s> MOXHO YKa3blBaTb:
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Android, 10S, Windows, macOS

, Linux, ChromeOS. Ecam gna <device-type> n <os> He onpegeneHa

YyacTHas CTPOKa, To bepeTcs H6osee 06LLasA CTPOKa.

[Mpumepbl CTPOK:

pipes.conf.webAuthn.addKey
pipes.conf.webAuthn.addKey.
pipes.conf.webAuthn.addKey.
<—»KOMIIBIOTEPAa Mac nOnd BXona
pipes.conf.webAuthn.addKey.
—HaCTpOeH. HaXMHTe XHOIKY
pipes.conf.webAuthn.addKey.
login.outside.flow.error.in
—HacTpo#ke Bxoma mno Touch

pipes.conf.webAuthn.addKey.
pipes.conf.webAuthn.addKey.
pipes.conf.webAuthn.addKey.
—pacnosHaBaHHe INHLa HIH OT
pipes.conf.webAuthn.addKey.
<> YUYETHOH 3aluCH HaCTPOEH.

pipes.conf.webAuthn.addKey.
login.outside.flow.error.in
—HacTpolke Bxoma uepes Win

pipes.conf
pipes.conf
pipes.conf

—TenedoHa
pipes.conf

.webAuthn.addKey.
.webAuthn.addKey.
.webAuthn.addKey.
ONd BXOOa B MPHI
.webAuthn.addKey.
—»3amluCH HacTpoeH. Haxmurte

pipes.conf.webAuthn.addKey.
login.outside.flow.error.in
—HaCTpoOHKe Bxoma uepes Fac

pipes.conf.webAuthn.addKey
pipes.conf.webAuthn.addKey.
pipes.conf.webAuthn.addKey
B TMPHUIOXEHHd?
pipes.conf.webAuthn.addKey.
—3alkUCH HacTpoeH. HaxMure
pipes.conf.webAuthn.addKey.
login.outside.flow.error.in
—HaCTpoWke Bxoma uepes Tou

conf.webAuthn.addKey.
oTmeuaTka nanbla
conf.webAuthn.addKey.
—HIK OTIeYaTka MNanbla
pipes.conf.webAuthn.addKey.
—OTHevyaTka Mnanbla OIS BXO
pipes.conf.webAuthn.addKey.
—HIH OTIIedyaTKa Ialbla On4d
pipes.conf.webAuthn.addKey.
login.outside.flow.error.in
< IPpH HaCTpoHke BxOIa uepes

pipes.

—HITH

pipes.

conf.webAuthn.
conf.webAuthn.
conf.webAuthn.

pipes.
pipes.
pipes.
TIPUIOXEHU T ?

pipes.conf.webAuthn.

addKey.
addKey.
addKey.

addKey.

.page.title.pc.macOS=Bxon no Touch ID

head.title.pc.macOS=Bxon no Touch ID
info.pc.macOS=Ucnonv3oBaTts Touch ID wunu nmaponb.

B MPHUIOXEHUd?

finishInfo.pc.macOS=Bxon nmo Touch ID mng ydYeTHOHM 3alHCH._
"MpononxuTn"

name.pc.macOS=Touch ID Ha Mac
ternal.webAuthn.addKey.pc.macOS=I[lpousomna omubxa OPH._

ID uHa Mac

page.title.pc.Windows=Bxon uepes Windows Hello
head.title.pc.Windows=Bxon uepes Windows Hello
info.pc.Windows=Hcnons3oBaTbs PIN-xom KOMIIBIOTEPAa, .
rnevaTxa nanblla OId BXOOAa B MNPUIOXEHUHd?
finishInfo.pc.Windows=Bxon uepes Windows Hello mng.
HaxMuTe KXHONKY
name.pc.Windows=Windows Hello
ternal.webAuthn.addKey.pc.Windows=Illpouzomna omubxa IPH._
dows Hello

"IIpOoONXUTHL"

page.title.iphone.i0S=Bxon no Face ID
head.title.iphone.i0S=Bxon no Face ID
info.iphone.iOS=HUcnonv3oBaTts Face ID unu Touch ID.
OXEHHd"?

finishInfo.iphone.i0S=Bxon uepes Face ID pOng yuYyeTHOH.
xHonky "llpomonxutob"

name.iphone.iOS=Face ID Ha iPhone
ternal.webAuthn.addKey.iphone.iOS=I[lpouszomna omubxa MIpPH_
e ID

.page.title.ipad.i0S=Bxon no Touch ID

head.title.ipad.i0S=Bxon nmo Touch ID

.info.ipad.iOS=Ucnonbsz3oBaTts Touch ID nnaHmeTa Oid BXOOA.

finishInfo.ipad.i0S=Bxon uepes3 Touch ID mnd yueTHOH.
xHonky "IlpomonxuTb"

name.ipad.iO0OS=Touch ID Ha iPad
ternal.webAuthn.addKey.ipad.iOS=Ilpousomna omubxa IPH._
ch ID

page.title.mobile.Android=Bxon mO pacno3HaBaHHUIO IHLA._
head.title.mobile.Android=Bxon no pacrno3HaBaHHUIO NIHIa._

info.mobile.Android=Hcnons30BaTh pacrno3HABaHHE JIHI]A HIIH.
a B MPHUIOXEHHH?

finishInfo.mobile.Android=Bxon uepes pacHno3HaBaHHUE IHILA.
YUEeTHOH BalKuCH HACTPOEH.
name.mobile.Android=Smart Lock Ha Android
ternal.webAuthn.addKey.mobile.Android=I[Ipousomna omubra..
pacrnosHaBaHue JHlla UKW OTNeudaTka [anbla

HaxMuTte xHONKy "IPODONXHUTH"

page.title=Bxonm no kxmouy 6e30MNacCHOCTH
head.title=Bxonm mo xmiouy 6e30IacCHOCTH
info=Hcnonbv3oBaTh kiou HeszonacHocTu FIDO2 mng Bxoma B.

finishInfo=Bxon uepes xmniou 6€30MNaCHOCTH OIId YUETHOH.

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

—3aluCH HacTpoeH. HaxMmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name=FIDO2

B Blitz Identity Provider Mo)KHO HacTpoWTb TEKCTbl A/ BCMOMOFATe/IbHOrO MPUIOMKEHMA, MOKa3blBaloLLLe-
ro nosib3oBaTesNto COObOLEeHME MNpPWU BXOL4Ee B MpUAOXKeHMe. [1NA 3TOro HyXHO OnpeaenuTb B AUPEKTO-
pun custom_messages B dailne messages CTPOKU ANA HACTPOEHHbIX B blitz.prod.local.idp.
built-in-pipes.info npunoxeHuii c ux { id} BCNOMOraTenbHOro NPUIOKEHHUSA.

Mpumep cTpok:
e pipes.info.head.title. {id}: Ha3BaHWe BKNagKn
e pipes.info.page.title. {id}:3aron0BOK BCNOMOraTe/sibHOro NPUNOXeHna
e pipes.info.message.{id}: TeKcT cooblieHuA
e pipes.info.read. {id}: Ha3BaHWE KHOMKM (A9 BCMOMOraTeabHbIX MPUNOKEHUI C TUMIOM KNEWS)

e pipes.info.agree. {id}: Ha3BaHWe NEPBOI KHOMKM (1A BCMOMOraTeNbHbIX NPUIOMKEHWUI C TUMOM
«agreement»)

* pipes.info.disagree. {id}: Ha3BaHWe BTOPOI KHOMKM (414 BCMOMOraTe/IbHbIX MPUIOXKEHWI C TH-
nom «agreement»)

B Blitz Identity Provider Mo»KHO HacTpPOWUTb TEKCTbI A1 BCNOMOraTe/IbHOTO NPUIOMKEHMUA, 3aMpallnBaOLLErO Y
nosb3oBaTeNsA Npu BXOAe BbIOOP 3HAaUYEHUS U3 CMIMCKA U COXPaHAIOLWLEro pesynbTaT Bblibopa B aTpUOYT yyeTHOM
3anucun. [1na 3Toro Hy»XXHO onpeaenuTb B ANPEKTOPUN custom_messages B pailne messages CTPOKM ANA
HACTpOeHHbIXBblitz.prod.local.idp.built-in-pipes.choice npunoxeHnit c ux {id} scnomo-
raTefibHoOro NPUIONKEHUA.

Mpumep cTpok:
® pipes.choice.head.title. {id}: Ha3BaHWe BKNagKu
e pipes.choice.page.title.{id}:3aron0BOK BCNIOMOraTe/NbHOro NpuUJoXeHnA
e pipes.choice.info.{id}: TeKcT nHbOpMaLUM NOA 3aroIOBKOM
e pipes.choice.button.{id}.{choiceId}: TeKcT Ha KHOMKe BblbOpa
® pipes.choice.skip: TeKCT Ha KHOMKe Nponycka

B Blitz Identity Provider Mo»KHO HacTpPOWUTb TEKCTbI A1 BCNOMOraTe/IbHOTO NPUIOMKEHUSA, 3aMNpallnBaIoLLErO Y
nonb3oBaTeNA Npu BXoAe B MPUIOKEHUE BBOZ 3HAYeHUA aTpubyTta. [1AA 3TOro HYXKHO ONpeaenunTb B AUPEKTO-
pun custom_messages B ¢paisie messages CTPOKM, COOTBETCTBYIOLUME C/eayoWemMy NaTrepHy — pipes.
act.attr. <message-path>.common.<attr-name>. B KayecTtBe <message-path> yKa3biBaeTcA
MUMSA CTPOKM (CM. HUXKe npumep). B KayecTBe <attr—name> yKasbliBaeTcs UMa aTpubyTa.

Mpumepbl CTPOK (B cyyae 3anonHeHns aTpmbyTta family_name):

pipes.act.attr.page.title.common.family_name=lonreepxneHrue GaMHIHUU
pipes.act.attr.head.title.common. family_name=Ionreepxnenue baMUIUU
pipes.act.attr.info.confirm.common.family name=B yueTHOH 3aluCH yKa3aHa Balla.
—damMunug?<br>[poBepbTe U HAXMHTe KHONKYy <b>[MonTBepnuTb</b>.
pipes.act.attr.info.enter.common.family_name=B yueTHOH 3amucu He ykaszaHa daMUIUd.
—<br>BBenuTe M HaAXMHTEe KHONKY <b>[NonTeepmuTb</b>.
pipes.act.attr.label.common.family_ name=®amMmunudg
pipes.act.attr.msg.required.msg.common.surname=Brenure baMUIHIO
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2.5.5 Jlorotnnbl KHONOK BX0OAa Yepes cepBUCHI BHELUHMX NOCTAaBLLMKOB

B Blitz Identity Provider Mo}XHO M3MeHUTb SIOrOTUMbI, OTOOPAXKaeMble Ha KHOMKAx BXO4A Yepes BHeLHWe no-
CTaBLWMKM naeHTUdUKaunm (coumanbHble CeTU) Ha CTPaHULLE BXOAA M KHOMOK MNPMBA3OK BHELWHMX NOCTaBLLMKOB
NMAEHTUOMKALMM B IMYHOM KabuHeTe.

[N HaCTPOMKM HY}KHO CO34aTb B ANPEKTOPUMN custom_messages B pailie messages CTPOKU, UMEHA KOTO-
pbIX COOTBETCTBYIOT CNeAyHOLWMM NaTTepHam:

e nNA cTpaHuubl Bxoga —meth-logo.${type}.${name}
® [/1A IMYHOTO KabuHeTa— social—-icon.${type}.S${name}

B ${type} yKa3biBaeTCA TUMN BHELIHEro NOCTaBLLMKa MAEHTUDUKALMK, B $ { name } — MMA NOCTaBLLMKA MAEHTU-
duKaummn. 3HaueHua bepyTca U3 Hacmpoek (cTpaHuua 136).

B 3Ha4yeHWM CTPOK yKa3bIBalOTCA UMeHa <icon class>, NnpMcBaMBaeMble KHOMKaM.

Mpumepbl CTPOK:

social-icon.saml.demo-idp=saml-demo
social-icon.esia.esia_l=esia
meth-logo.saml.demo-idp=meth-saml-demo
meth-logo.esia=meth-esia

2.6 HacTpoiKu KoHPUrypauMoHHbIX ¢annos

2.6.1 MNonHbIii cnucok ¢ainnos
HacTpoiiku Blitz Identity Provider, Kpome npunoxeHus blitz-keeper, pacnonoXKeHbl B Katanore /usr/
share/identityblitz/blitz—-config.
Cnu1COK BNOXKEHHDBIX AMPEKTOPUIA U GakinoB:
® apps/ —HacmpolKu nooKMYeHHbIX npunoxeHull (cTpaHuua 359);
® assets/ — HaCTPOWMKM NOMb30BATENILCKOIO MHTepdelica. CMm.:
— Ucnons3osaHue u obHoaneHue naazuHa (cTpaHuua 98),
— BHewHue nocmasujuxku udeHmughukayuu (cTpaHmua 136),
— CmpaHuya exoda (cTpaHuua 284);
e custom_messages/ — cmpoKu nosasL308amesnsckozo uHmepgelica (cTpaHmua 295);

¢ devices/ — ecnomozamernsHsle Kamasoau 0118 0bpabomku 3azpy3ku HOTP u TOTP ycmpoticme (cTpa-
Huua 119);

e /dynamic/idstore/ — none3osamesnsckue npouyedypsl 018 KACMOMU3AUUU /102UKU ornepayuli ¢ xpa-
HUAUWamMu 0aHHbIx (CTpaHuua 279);

e flows/ —npouedypsi 8xoda (cTpaHuua 254);

e saml/ —Hacmpolku SAML (cTpaHuua 228);

e simple/ —HacmpoliKu NoodKAYeHUs NpuaoxceHull no npomokony Simple (cTpaHuua 218);

e token_exchange/rules/ —Hacmpoliku npasusn obmeHa mapkepos docmyna (cTpaHuua 542);
e blitz.conf —ocHosHol ¢alin koHgpuzypayuu (cTpaHuua 306);

® boot.conf — HAaCTPOMNKM NyTel K KOHOUTYPALMOHHBIM daitnam;

e console.conf —Hacmpoliku KoHconu yrnpasneHus (cTpaHuua 360);

e credentials — yvyemHeble 3anucu AOMUHUCMPAMOpPO8 KOHCOAU yrpasaeHus (cTpaHuua 363);
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e play.conf —HaCTPOMKM cepBepOB NPUNOKEHWUIA. CM.:

— YCTaHOBKA KOHCOMM ynpaBneHusa blitz—console B O6wWag UHCMPYKUUA 10 YycmaHosKe (CTpaHu-
ua 16),

— /JlomeH Blitz Identity Provider (cTpaHuua 325);

e logback.xml — HaCTPOMKM KypHAIMPOBaHMA COObITUI U OLUIMOOK.

BONbLIMHCTBO HAacTPOEK 3a4aeTcA C UCMO/Ib30BaHNMEM KOHCOMN ynpasaeHua. [Ina paga HacTpoek Heobxoaumo
CamMocCToATe/IbHOE pefaKTMPOoBaHME KOHOUIypaunoHHbIX ¢alinoB. Takme HAacTPOMKKM ONMcaHbl Aanee B noapas-
aenax.

KoHourypaumoHHbii ¢paiin npunoxkenus blitz-keeper pacnonoxeH B /etc/blitz—-keeper. Ucnonb3ytotca
cneayowme KoHPUrypaumoHHbie dabl:

e blitz-keeper.conf —Hacmpoliku wnw3za besonacHocmu (cTpaHuua 542);

e blitz-keeper—1og4j.xml — HAaCTPONKM }KYPHANNPOBAHUA COBLITUIA N OLUMBOK.

2.6.2 Hactpoiiku B Ppaiine blitz.conf

OcHOBHOM KOHGUIYpaLMOHHbIM dann blitz.conf cocTouT U3 cneayowmx 6,10KOB HACTPOEK, UMEIOLWUX Cre-

Aylollee HasHaveHme:

blitz.
blitz
blitz
blitz
blitz
blitz
blitz
blitz

blitz
nucem;

blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz

blitz

prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

.prod.

local
local
local
local
local
local
local
local

local

local
local
local
local
local
local
local
local
local
local
local
local
local

local

.idp
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.

.idp.
.idp
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.
.idp.

. apps — HACTPOMNKMN MNOAKAOYEHHDBIX NPUNONKEHWN;

apps—source — pacno/sioXKeHMe HAaCTPOEK NOAKAOUYEHHbBIX MPUNOKEHUI;
audit — HacTpolKM pernctpaumm cobbiTuii besonacHocTy;

captcha — HacTpoiku B3aumogenctama c cepsncom CAPTCHA;

events — HacTPOMKM OTNPaBKM COBbITUI B ovepesp;

federation — HacTPOMKM BHELHWUX NOCTaBLLMKOB MAEHTUDUKaLMK;
flexible—-flows — HacTpPOIKM NpoLeayp BXOAa3;

id-attrs — HacTpolKM aTpnbyTOB;

id-stores — HacTPOMKM XpaHeHWA aTPUBYTOB B XPaHUMLLE YYETHDbIX 3a-

internal-store —HacTpoiKku nograoveHuns K CYb/;
.keystore — HacTPOWKM JOCTyNa K XpaHUAULLY Ktouei;
lang — A3blkoBble HacTpoliku Blitz Identity Provider;
1license — AnMUeH3MOHHbIN Katoy Blitz Idenity Provider;
logger — HaCTPOWMKKN NOrrepos;

login — HAaCcTPOMKM MeTOA0B ayTEHTUDUKALUY;

logout — HaCTPOMKM NpoLecca norayTa;

messages — HaCTpolKku ¢ainos cooblieHuit;
messaging — HaCTPOMKM BbI30Ba CEPBMCOB MHGOPMUPOBAHUS;
net — HacTPOWKK ceTy;

notifier — HAacTPOWNKM yBEAOMIEHUI O COBbITUAX;
oauth — HacTpoOWKM paspeLleHnit (scope);
password-policy — HaCTPOWMKU Napo/ibHON NOAUTUKNY;

play — HacTpolKu cepBepa npunoxeHui Blitz Identity Provider;
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e blitz.prod.local.idp.provisioning — HacTPONKM CEPBUCOB pPerMcTpaLum nosb3oBaTtenen u
BOCCTaHOB/IeHUA 3abbITOro Napons;

e blitz.prod.local.idp.realms — HacTPOMKM WKPOBAHUA UAEHTUDUKATOPOB NPUNOKEHUI (L0-
MeHbI MPUBATHOCTH);

e blitz.prod.local.idp.rights — HacTpoiKuM NpaB A4oCTyna;

e blitz.prod.local.idp.saml —HacTpoliku SAML;

e blitz.prod.local.idp.stores —HacTpPoikM ocHoBHOM CYB/[,;

e blitz.prod.local.idp.tasks — HacTpoONKM mexaHn3Ma 06paboTKM 3a4ayY;
e blitz.prod.local.idp.user—-profile — HaCTPOMKN IMYHOTO KaBUHETa;

e blitz.prod.local.idp.webAuthn —HaCTPONKK Katoyen 6e3onacHoCTY;

e home — nyTb K KaTanory yctaHoBkM Blitz Identity Provider Ha cepsepe npunoxeHui.

[anee npueeaeHo onmncaHMe HacTPOEK, HEAOCTYMHbIX U3 KOHCOM YNpaBiAeHUa, U NPOBOAUMbIX NOCPEACTBOM
pefakTMPOBaHUA KOHPUIypaLMOHHOro panablitz.conf.

NoruHbl 1 naponu

KonuuectBo npoBepok napons

MOHO yCTaHOBUTb OFPaHUYEHME HA KOIMYECTBO O HOBPEMEHHbIX MAPOJIbHbIX ayTEHTUOMKALMIA C OANMHAKOBbLIM
JIOFTMHOM NO/1b30BaTeNA 33 NepPUoL BpemeHu. Mo ymoiyaHUIo yCTaHOB/EH perkum, 4To Blitz Identity Provider pas-
pelaeT NPonTN He 6onee 3 ayTeHTUOUKALUIA HA OAMH U TOT Ke NIOTUH B TedeHne 600 mc. YTo6bl CKOPPEKTUpPO-
BaTb CTAHAAPTHbIE HACTPOIKK, HEOBX0AMMO B KOHPUrypaumMoHHOM daline blitz.conf gobasutb B pasaen
blitz.prod.local.idp.login.methods.password cneayouwmii 610K:

"throughput": {
"limit": 3,
"window": 600

CmeHa napons npu Bxoge

Ecnun Blitz Identity Provider nogkntoueH K XpaHUAULLY YY4ETHbBIX 3aMMUCEN, B KOTOPOE pa3pelleHa 3anuch (XpaHu-
NvuLe He B pexkume «ToNbKO ANA YTEHUAY), TO NPU BXOAE NO/1b30BaTeNA C YHETHOM 3aNUCbi0 U3 3TOTO XpaHUAK-
LA, eciv NaponbHaa NoAUTUKa NoTpebyeT OT NO/Ab30BaTENA CMEHbI NapoA, TO Nosb3oBaTesto byaeT nokasaH
3KpaH M3meHeHuA napons (c npocbboit BBECTM CTapblit U HOBbIM Naponb). MHoraa otobpaxkeHne sKkpaHa cme-
Hbl NApONA NpU BXoAe HexenatenbHo. OTKAUYMTL 3KPaH MOXKHO C MOMOLbIO 3aaHMA B KOHOUIYPaLMOHHOM
¢daitne blitz.conf B pa3gene blitz.prod.local.idp.login.methods.password cnegylouwero
6/10Ka HaCTpoeK:

"changePasswordMode": {
"type": "except_for",
"idStores":["1ldapl", "ldap2"]

B HacTpolike 1dStores HYKHO NepeYyncInTb NAEHTUOUKATOPbI TEX XPAHUAULL, YYETHBIX 3aNUCen, AN KOTOPbIX
NoNb30BaTeN0 He JO/IXKHA NPEeANaraTbCa CMEHA Napoas Npu BXoae.
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CucteMHble UMEHa NosIe NOTUHA U napona

Mo ymonuanuio Blitz Identity Provider Ha cTpaHuuUe BBOAA I0rMHA M Napo/iA Ha3biBaeT NosA BBOAA /IOTMHA U Na-
ponsa naeHTMdMKatopamu login n password. Mpu BHeapeHun Blitz Identity Provider npu murpaumm c cy-
LLLEeCTBYIOLLEN CUCTEMBI BXOAA, B KOTOPOM MCMOAb30BaINCh APYrMe Ha3BaHMA NOMEN, MOMKET CyLLeCcTBOBaTb Tpe-
60BaHMe, YTO HYXKHO coxpaHuTb B Blitz Identity Provider npexHue ncnonbsyemble HazBaHMA NOAEN. ITO MOXKET
6bITb NONE3HO, TaK KaK HEKOTOpble Hpay3epbl, COXPaHMBLUME SIOTUHbBI U Napoan Nosib3oBaTeNen, U UCNONb3YHO-
LMe ux AN aBTONOACTAHOBKM, CMOTYT MPOAONKATb OCYLLECTBAATb aBTONOACTAHOBKY COXPAHEHHbIX 3HAYEHWNI U
npv NepeKkNoYeHNM CUCTEMBI BXOAA Ha Ucnonb3osaHue Blitz Identity Provider, npu ycnosum coxpaHeHus LoMeHa
CTPaHMLbl BXOAA M HAa3BaHMA NONEN HA CTPAHULLE BXOAA.

[ns yctaHOBKM Tpebyembix Ha3BaHWI Nosel BBOAA IOTMHA M Napona Heobxoammo B 610K HacTpoeKk blitz.
prod.local.idp.password A06aBuUTb CneayroLLme HaCTPOMKMU:

¢ loginInputName —naeHTUPMKATOP NOASA BBOAA IOTMHA HA CTPAHMLE BXOA3;
¢ passwordInputName — UaeHTUPUKATOP NONA BBOAA NAPO/A Ha CTPaHMLLE BXOAA.

Mpumep HacTpoek:

"password" : {
"loginInputName" : "j_username",
"passwordInputName" : "j_password",
}
ATpubyTbHI

BHewwHUiA Baanaartop atpubyra

Ecnun BO3MOXKHOCTEN, NPeAoCTaBAfAMbIX 1pasUaaMU NpeobpasosarHus (CTpaHULa 68) BXOAHbIX 3HAYEHUIA C Mno-
MOLLbIO PEryNAPHbIX BbIPaXKeHW HEAOCTATOYHO AN peannsaunm Tpebyemoit BU3HeC-10rMKN NPOBEPKM AONy-
CTUMOCTW 3HaYeHUn aTpubyTa, To 414 aTPMBYTa MOXKHO 3aMPOrPaMmMMPOBaTL U HACTPOUTb UCMOIb30BAHUE BHELL-
Hero Baaunaartopa.

[nA 3TOro Hy»HO co34aTb NPOrPamMMy C BHELWHMM BaMaaTopom u cobpatb ee B JAR-daitn.

Co3aaHHbIN JAR-dain HyXXHO CKONMPOBATb Ha cepBepbl ¢ NpunoxeHnamm Blitz Identity Provider. Agpec pasme-
weHua JAR-pannos nponucatb B Java-onumio extensionsDir.

Mpumep:

export JAVA_OPTS="$ -DextensionsDir=/usr/share/identityblitz/extensions"

B 6/110Ke HacTpoeK atpubytoB blitz.prod.local.idp.id-attrs.attrsMeta B 610K onncaHUA aTpu-
6yTa, 41 KOTOPOro HYKHO BKNHOYMUTb NPOBEPKY Yepes BHELHWI BaanaaTop, Heobxoanmo aobasutb B H610Ke
source bnok validators:

® B HacTpolike className nponucaTtb agpec Java-Kkaacca, peannsyowero MMnaemeHTaumto nHtepdelica
AttributeValidator wus Blitz JDK;

e B 6/10Ke conf nponucaTtb HaCTPOMKK, NepegatoLLmecs B BaimMaaTop.
Mpumep HacTpoek:
"id-attrs" : {

"attrsMeta" : [
{

"class" : "verified-mobile",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"format" : "string",
"name" : "phone_number",
"realmed" : false,
"required" : false,
"searchable" : true,
"source" : {
"validators" : [
{
"className" : "validator.MobileValidator",
"conf" : {
"confl" : "valuel"
3
i
1,
"type" : "idStore"
}I
"unique" : false

by

TpaHcnaTop atpubyra

C aTpubYTOM MOXKHO accoLMMpPOBaTb TPAHCAATOP, ONMUCIBAOLLMIA NpaBuaa NpeobpasoBaHuaA aTpmubyTa Npu yte-
Hum n3 LDAP-Katanora 1 npwu 3anucu B LDAP-kaTanor. B 610Ke HacTpoeKk xpaHuavwa aTpmubyTta B pasaene Ha-
CTpOeK cooTBeTCTBMA aTpmMbyToBblitz.prod.local.idp.id-stores.list .mappingRules B 6noke
onucaHma aTpubyTa, ANA KOTOPOTO HYXKHO BKIOYUTb TPAHCNATOP, Heobxoaumo fo06asuTb 610K translator
C HacTpolhKoh className, B KOTOPOM YKasaTb MMA Java-Knacca, peasnsylollero aaroputm TpaHCAALMM.
Java-Knacc gonKeH peann3oBbiBaTb MMNIEMeHTauno nHTepdelica LdapAttributeTranslator us Blitz JDK.

[ns HekoTopbIx aTpmbyToB M3 LDAP-KaTanora Active Directory Blitz Identity Provider npegoctasnseT BCTpOoeHHble
Java-Knaccbl:

e Mpn HeobXoAMMOCTM HACTPOUTb TPAHCAATOP AAA aTpubyTa objectGUID Tak, 4Tobbl 3TOT aTpu-
6yT npeacTtasnanca He B baWtoBom Buae, a B popme cTpokn GUID, mncnonbsyiiTe Java-knacc com.
identityblitz.idp.store.ldap.core.translator.ObjectGUIDTranslator.

Mpumep HacTpoOMKu:
"id-stores" : {
"list" : [
{

"mappingRules" : [

"name" : "objectGUID",
"storeAttr" : "objectGUID",
"translator" : {

"className"
"com.identityblitz.idp.store.ldap.core.translator.
—0ObjectGUIDTranslator"
}
]I
}V

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

e Mpyn HeobXxoAMMOCTU HACTPOUTb TPaAHCAATOP Ansa aTpubyTa objectSID Aaa ero KoHBepTauuu
B CTPOKOBbIA BMA, WMCNOAb3yWTe Java-knacc com.identityblitz.idp.store.ldap.core.
translator.ObjectSIDTranslator. Jns KOHBEPTUPOBAHHOIO aTpMbyTa BO3MOXKEH NMOWUCK, NpwU
3ToM onepauma LIKE He noaaepxuBaeTca. TakKe Henb3a ero M3MeHATb M 3a4aBaTb NPU CO34aHUN.

Mpumep HacTPoOIKK:

"id-stores" : {
"list" : [
{
"mappingRules" : [

"name": "objectSID",
"storeAttr": "objectSID",
"translator": {
"className": "com.identityblitz.idp.store.ldap.core.
—translator.ObjectSIDTranslator"

}

]I
by

Mpu UCNONb30BaHUM CAMOCTOATENBHO Pa3pPaboTaHHOIO TPAHCAATOPA HEOHXOAMMO CO34aTb NPOrPamMmMy C BHeLU-
HUM TPaHCAATOPOM U cobpaTb ee B JAR-dalin.

Co3paHHbIv JAR-dalin HyXXHO CKONMPOBATb Ha cepBepsbl C NpuaoxkeHuamu Blitz Identity Provider. Aaopec pasme-
weHus JAR-dalinos nponucatb B Java-onumio extensionsDir.

Mpumep:

export JAVA_OPTS="S$ -DextensionsDir=/usr/share/identityblitz/extensions"

DNeKTPOHHaA NoANUCb

Bbi30B BHelwHero cepsuca nposepku 3

[ns HTerpauum ¢ BHELWHMM CEPBMCOM NPOBEPKM 3N1EKTPOHHOM NOANMCHY A0/XKHA 6bITb padpaboTaHa cneumanb-
Haa 6ubanoTteka nposepku noanucu. Cuctema byaeT NPoU3BOAUTb MPOBEPKY 3NEKTPOHHOM NOANUCK Yepes 3Ty
cucTemy nocsie NponucbiBaHUA AaHHOM 6MBAMOTEKM B KOHOUTYpaunoHHOM daline, B pasgene blitz.prod.
local.idp.login.methods.x509, cheaytowmm obpasom:

"x509-verifier" : {
"javaClass" : "<Java—-xiacc peanusaluu XKoHHexTopa>",
"pathToJar" : "/usr/../check-signature-1.0.0.Jjar",
"signatureValidationServiceUrl" : "<agpec cepsuca >"
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Bbi3oB naaruHa M

[na 3apaHnA HecTaHAAPTHbLIX HACTPOEK BbI30BA MJIarMHa 31eKTPOHHOM NOANMCK NPU 3anpoce BXoAa No/sib30Ba-
Te/IeM Mo 3/1IEKTPOHHOM NoANncK HeobxoaMMo B KOHOUIypauumoHHoM daline B pasgeneblitz.prod.local.
idp.login.methods.x509 Heobxogumo co3patb 60K HacTpoek plugin C nepeonpeaeneHHbIMU Ha-
CTPOMKaMu BbI30Ba MAaruMHa:

"plugin" : {
"allModulesEnabled" : false,
"capi" : {
"providers" : [
{
"name" : "Crypto-Pro GOST R 34.10-2001 Cryptographic Service.
—Provider",
"pinMode" : 1
}l
"name" : "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic.
—~Service Provider",
"pinMode" : 1
by
"name" : "Infotecs Cryptographic Service Provider",
"pinMode" : 1
}l
{
"name" : "Signal-COM GOST R 34.10-2012 (512) Cryptographic Provider
‘—>"l
"pinMode" : 1
}l
{
"name" : "Signal-COM CPGOST Cryptographic Provider",
"pinMode" : 1
}I
{
"name" : "Signal-COM GOST R 34.10-2012 (256) Cryptographic Provider
‘—>"l
"pinMode" : 1
}
JI
"stores" : []
}I
"modules" : [
"capi",

"Aladdin R.D. Unified JaCarta",
"ISBC ESMART",

"Rutoken",

"SafeNet"

B 610Ke KOHOUIYpaumMm MOXKHO ybpaTb AnWHME mogynm u3 modules U providers, YToBbl OrpaHNYUTL Ne-
peyeHb AOCTYMNHbIX CPEACTB 3/IEKTPOHHOM NoanuncK. TakKe 1A UCNOoNb3yeMbiX NPOBaAepPOB MOXKHO HAaCTPOUTb
PEXMM BBOJA NMH-KOAA COMNACHO [OKYMeHTaLMM Ha naarnH®,

Ecnn Heobxoamnmo, UTobbl 0TOBPaXKaNUCb TONbKO Katoum nognuck s peectpa OC Windows, aocTynHble yepes
MS CAPI, To 610K HaCTPOEK A0/MKEH UMETb CNeayoLWnii BUA,:

62 https://identityblitz.ru/products/smart-card-plugin/documentation/?ref=p_pl#document-9
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"plugin": {
"allModulesEnabled": false,
"capi": {

"stores": [
{
"name": "My"
}
1
}I
"modules": []
}
CAPTCHA

Ons oTobpakeHua cepsmnca CAPTCHA npu Bxoge no N0OrMHy 1M Napoto HeobXoAMMO BHECTU U3MEHEHUSA B KOH-

burypaumoHHbin daiin, a TakkKe 3arpysutb Heobxoanmble dannbl (CSS u JS).

MN3meHeHUs KoHoUrypaunoHHoro daina Ao/KHbI ObITb NPOU3BeAEHbI:

e B6/OKe HacTpoekKblitz.prod.local.idp.captcha. [lpumep 3anncyu HaCTPOMKN NPUBELEH HUXKE:

"captcha" : {
"exampleCaptcha": {
"operations": [
{
"call": {
"headers": [

"accept:application/json",
"Authorization:Bearer ${cfg.bea

I

"method": "post",

"url": "https://captcha.example.com/captcha/1.0.0/check?

] F h}&code=${ocp.code}&options[system]=${cfg.

guniqueFormHash:${ste.u
}&options[token]=${cfqg.t
}I
"check": {
"errRegExp": {},
"okRegExp": {

"error": "QO"
}
}I
"name": "check",
"newState": {
"uniqueFormHash": "${rsp.result.uniqueFormHash-}"
}
by
{
"call™: {

"headers": [
"accept:application/Jjson",
"Authorization:Bearer ${cfg.bea

JV

"method": "get",

n

"url": "https://captcha.example.com/captcha/1.0.0/create?type
1}&options[token]=S${cfg.token)

> J&options [system]=${cfqg.syste
}I
"name": "create",
"newState": {
"uniqueFormHash": "${rsp.result.uniqueFormHash-}"

=S

(continues on next page)
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"call™: {

"headers": [
"accept:application/Jjson",
"Authorization:Bearer $

J 14

"method": "post",

"url": "https://captcha.example.com/captcha/1.0.0/refresh?
—uniqueFormHash=$ &type=$ &options[system]=$

_ &options[token]=$
by

"name": "refresh"

i
"plainParams": {
"type": "arithmetic"

}I

"secureParams": {
"bearerToken": "<access_token>",
"system": "<system_id>",
"token": "<system_token>"

B aTom 6/10Ke coaepkaTca napaMeTpbl Bbi3oBa Tpex meTogos cepBuca CAPTCHA (create, check, refresh),
a TaKXKe CeKpeTHble NMapameTpbl — MapKep goctyna (bearerToken), MAEHTUPUKATOP cUCTEMDbI (system), a
TaKXe TOKeH cucTembl (token).

e B 6/10Ke HacTpoekK BxoAa No NOrMHY M naponto blitz.prod.local.idp.password. BHyTpu atoro
610Ka cnepyeT fo06aBUTb 610K capt cha M HacTPOUTL COMNACHO NPUMepy:

"captcha" : {

"enabled": true,

"initJs": "require (['https://demo.reaxoft.ru/themes/default/assets/js/
—passwordCaptcha.js', 'captcha-conf'], function(captcha, conf){ captcha (conf,
—'https://demo.reaxoft.ru/themes/default/assets/css/passwordCaptcha.css'); });",

"mode": {

"type": "always_on"
}I
"name": "exampleCaptcha"

B 3ToMm 6/10Ke CcaieyeT HacTPOUTb CieaytoWwme napameTpbl:
¢ enabled — npusHakK Toro, BKatodeHa CAPTCHA unu Het (true/false);

* initJs—coaepxuT CcCbIIKM Ha JS-cKpunT 1 CSS-CTUAK, 3arpyKaemble Ha CTpaHULE BXo4a U Heobxoanmble
Ana otobpaxkeHunsn/sbizosa CAPTCHA Ha cTpaHuMLe BXoAa;

e mode — pexum otobpaxkeHna CAPTCHA, npefyCMOTPEHbI Cleaytowme pexnmbl:
— always_on — CAPTCHA otobparkaetcs Bceraa;

— on_header — CAPTCHA oTtobpaskaeTcs, ec/iv B 3anNpoce ecTb 3aro/IoBOK, YKa3aHHbI B NapameTtpe
name, U 3HaYeHNeM, yKasaHHOM B NapameTpe value.

- by_brute_force_protection—CAPTCHA otobpaxaetca, ecnu Blitz Identity Provider o6Hapy-
NN Noaodbop Napons K KOHKPETHOM yY4ETHOM 3anNncK MM MacCoBbI NoA60p Napoia KO BCEM YYETHbIM
3anucam.
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Mpw ucnonb3oBaHUK pexkuma by_brute_force_protection Tpebyercs AononHUTENbHO co34aTb B 610-
Keblitz.prod.local.idp.password6noKHacTpoek bruteForceProtection cocieayowmnmm Ha-
CTpOliKamu:

¢ disabled — BbIKAoYeHa UK HeT 3awumTa (true/false);
e captcha —ucnonb3osatb u Tect CAPTCHA npu cpabaTbiBaHMM 3awmThl (true/false);
¢ delay —Bpems 3aiePrKKM BXOAA B CEKYHAAX (MPUMEHAETCSA, eC/i BbIKNHOYEHO ncnonb3oBaHue CAPTCHA);

® 610K system B HacTpolike thresholds — ecnu HeobxoAMMa 3aLLMTA HA YPOBHE CUCTEMBI (3awwmTa OT
nepebopa Ha pasHble NOTUHbI). 3a4at0TCA HACTPOMKM:

minAttemptsToActivate — MUHMMaNbHOE KON-BO NpOLUeALIMUX BXOAOB ANA BKAOUYEHUA mMmexa-
HW3Ma 3aLMTbl HA OCHOBE CTaTUCTUKM cucTeMb (No ymonuyaHuio 100 Bxoaos);

- timeWindowInMin — BpemMeHHOe OKHO c6opa CTaTUCTMKM MO COOTHOLWIEHUIO YCMEeWHbIX WU
HeycneLwHbIX BXOA0B B MUHYTaX, AO/IKHO ObITb YETHbIM (M0 ymonyaHuto 100 MUHYT);

- failedAttemptsPercent, HacTpoiKa turnOf £ — NOPOr BbIK/OYEHNA aBTOMATUYECKOM 3aLLM-
Tbl, B MPOLEHTaX;

- failedAttemptsPercent, HacTpolKa turnOn — NOPOr BKAOYEHUA aBTOMATUYECKOM 3aLmThI,
B NPOLLEHTax.

— forced — BK/AOYNUTb MPUHYAUTENBLHO 3aLLUTY ANA Bcex (true/false).

® 610K system B HacTpolike thresholds — ecan HeobxoArMma 3aLLMTa Ha YPOBHE OTAEeNbHbIX NONb30Ba-
Tenen (3awmrta or nog6opa Naposa Ha KOHKPETHOTO NoAb30BaTeNs). 3343a0TCA HACTPOMKM:

— ttlInSec — nepuos, 3a KOTOPbIN HAKaNIMBAETCA CYETUMK HEYCMELLHbIX BXOA0B NO No/b30BaTeNio
B CEeKyHAax (no ymonuyaHuto 3600 cekyHA);

— failedAttempts, HacTpPoOMKa turnOn — KONYECTBO OWMBOYHbIX BXOAOB 3a Nepuog, nocsie Ko-
TOPOro A/1A YYETHOM 3aMMUCK BKIOYMTCA 3aLLmTa.

Mpumep HacTpoek 610Kka bruteForceProtection (BK/IOYEHa TO/bKO 3aliMTa Ha YPOBHE Mo/b30BaTens):

"bruteForceProtection" : {
"delay" : O,
"captcha" : true,
"disabled" : false,
"thresholds" : {
"user" : {
"failedAttempts" : {
"turnOn" : 5
}I
"ttlInSec" : 3600

Mpumep HacTpoek bruteForceProtection (BKAOYEHa 3allMTa Ha YPOBHE NONb30BaTeNA U Ha YPOBHE CU-
CTeMbI):

"bruteForceProtection" : {
"disabled": false,
"delay" : O,

"captcha" : true,
"thresholds" : {

"system" : {
"minAttemptsToActivate": 1000,
"timeWindowInMin": 180,
"failedAttemptsPercent" : {

"turnOff" : 20,

(continues on next page)
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"turnOn" : 30
}I

"forced" : false
}I
"user" : {
"ttlInSec": 3600,
"failedAttempts" : {
"turnOn" : 5

B cnyuyae ncnonb3oBaHuA B Kayectse CAPTCHA cepsuca Google reCAPTCHA v3%° Heobxogumo:

® 334aTb cneayowme HacTpolikn Bblitz.prod.local.idp.captcha:

"captcha" : {
"reCAPTCHAV3" : {
"operations" : [
{
"call"™ : {
"headers" : [],
"method" : "post",
"url" : "https://www.google.com/recaptcha/api/siteverify?secret=$
- sresponse=3$ "
}I
"check" : {
"errRegExp" : {1},
"okRegExp" : {
"score"™ : "I\\.O0JO0\\.(516]1718]9)",
"success" : "true"
}
}I
"name" : "verify"
}
]I
"plainParams" : {
"sitekey" : "SITE_KEY"
}I
"secureParams" : {
"secret" : "SITE_SECRET"

Bmecto SITE_KEY U SITE_SECRET HY)XHO 3aMO/HUTb 3HAYEHWA, NOJyYeHHble npu pernctpaumm Google
reCAPTCHA v3 Ha caitte https://g.co/recaptcha/v3. TakKe HyXHO CKOPPEKTMPOBATb 3Ha4YeHMe B Na-
pameTpe score — YCTaHOBUTb Tpebyemblii MOPOr YCNELWHOro NPOXOXAEHWA NPOBEPKU (B NpUMepe BbiCTaBNEH
nopor He Hue 0,5).

® 334aTb Cneayolme HacTpolikKn Bblitz.prod.local.idp.password. captcha:

"captcha" : {
"mode" : {
"_name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",
"type" : "always_on"

(continues on next page)

63 https://developers.google.com/recaptcha/docs/v3
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by

"enabled" : true,

"initJs" "require (['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js"',
—'captcha-conf'], function(captcha, conf){ captcha(conf);});",

"name" : "reCAPTCHAv3"

Ona pobasneHma CAPTCHA Ha cTpaHULy NOATBEPKAEHUA NPUBA3KM YYETHOM 3annCK NOb30BaTENA K Y4ETHOM 3a-
M1CK U3 BHELLHEro NOCTaBLLMKA NAEHTUOMKALUN HEOOXOAMMO 334aTb CeaylolLmMe HaCTPOMKM Bblitz . prod.

local.idp.externalIdps.captcha

"captcha" : {
"mode" : {
"_name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",
"type" : "always_on"
}I
"enabled" : true,
"initJs" "require (['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js"',
—'captcha-conf'], function(captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"

Ons pobasneHns CAPTCHA Ha cTpaHWuy perucrpaumm nosib3oBaTtenei HeobxoaMmo 3a4aTb Cneayrolime Ha-
CTpoikKm Bblitz.prod.local.idp.provisioning.registration.captcha:

"captcha" : {
"mode" : {
"_name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",
"type" : "always_on"
}I
"enabled" : true,
"initJs" "require (['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js"',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"

Ons nobasnenna CAPTCHA Ha cTpaHMLy BOCCTaHOB/NEHWUS NApOas HEOOXOAMMO 3a4aTb C/ieaytoLLMe HAaCTPOMKK
Bblitz.prod.local.idp.provisioning.recovery.captcha:

"captcha" : {
"mode" : {
"_name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",
"type" : "always_on"
}I
"enabled" : true,
"initJs" "require (['/blitz/assets/blitz-common/javascripts/recaptcha_v3.]js"',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"
}
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CepBep ouepegeit

OTnpaBsKa cobbiTHii B cepsep ouepeaei

B cepsep oyepeaeit MoryT 6biTb OTNpPaB/eHbl cieaytolime cobbiTuA:
® peructpauus nonbsosatens (USER_REGISTERED);
* cmeHa naponsa (USER_PASSWORD_SET);
® CMeHa Npu3HaKa aHHynpoBaHuAa ceccuit (USER_CRID_CHANGED);
* M3MeHeHwWs aTpubyToB Nnonb3osaTens (USER_ATTRIBUTE_CHANGED);
® 0uyuCTKa aTpubyToB nonbsosatens (USER_ATTRIBUTE_REMOVED);
* yaaneHuwe nonvsosatens (USER_REMOVED);
* NpuWBA3Ka BHELWHeN yYyeTHoM 3anucn (FEDERATION_POINT_BOUND);
® 0OTBA3Ka BHeLWHel yyeTHoM 3anmcu (FEDERATION_POINT_UNBOUND);
® OT3blB BblZAAHHOIO NPUIOKEHMUIO paspelleHns (scopes) (SCOPES_REVOKED);
® cosaaHue rpynnbl (GROUP_CREATED);
® M3MeHeHue aTpubyToB rpynnbl (GROUP_UPDATED);
e yaaneHue rpynnbl (GROUP_REMOVED);
* BK/KOYEHME NONb30BaTeNs B rpynny (GROUP_MEMBER_ADDED);
* WCK/OYEHWe Nonb3oBaTtena us rpynnbl (GROUP_MEMBER_REMOVED).

[ns otnpaBku cobbiTU B ovepeab cneayeT co3aath 60Kk blitz.prod.local.idp.events caeayowero
cofepkaHua (Ha npumepe perncTpaumnmn Nob3oBaTeNn U CMeHbl Napona):

"events" : {
"drivers" : {
"rabbit_driver" : {
"properties" : {},
"server" : {
"host" : "<RMQ_HOST>",
"port" : 5672
}I
"type" : "RMQ",
"user" : {
"password" : "<RMQ_PASS>",
"username" : "<RMQ_USERNAME>"
}
}
}I
"routes" : {

"USER_PASSWORD_SET" : [
"password_sync"

17
"USER_REGISTERED" : [

"registration"
1
}I
"targets" : [
{
"discardList" : "PSWD_SYNC_DISCARD",
"driver" : {
"ext" : {
"exchange_name" : "users",
"routing_key" : "pwd_sync"

(continues on next page)
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"id" : "rabbit_driver"
}I
"encCertificate" : "rmgkey",
"name" : "password_sync",
"redelivery" : 3
}I
{
"discardList" : "REG_DISCARD",
"driver" : {
"ext" : {
"exchange_name" : "users",
"routing_key" : "registration"
by
"id" : "rabbit_driver"
}I
"encCertificate" : "rmgkey",
"name" : "registration",
"redelivery" : 3

B AaHHbIX HAacTpOlKax cneayer 3a4aTb:
e RMQ_HOST — AoMeH cepBepa oyepenen RabbitMQ;
e RMQ_USERNAME — MmsA noib3oBaTtens gns paboTbl C cepBepom oyepenei;
e RMQ_PASS —naponb AN paboTbl C CEpBEPOM ovepesei.

Kpome TOro, pna wuopoBaHMA Maposel, OTNpaBasemMbiXx B o4vepedb (TONbKO AAA  coobuieHui
USER_REGISTERED M USER_PASSWORD_SET), B napametpe encCertificate cneayet ykasaTb
NceBAOHUM KNHOYa 3/1EKTPOHHOW Noanucy (B CTaHAAPTHOM XpaHUAuLWe Knodeh BlitzIdPKeystore. jks),
KOTOpbIM cneayeT wrdpoBaTb NAPOAN B COOOLLEHUSX.

CepBep ouepepneii Kak 6poKkep coobueHuni

B Blitz Identity Provider ans 06paboTK1 acMHXPOHHbIX 33434 NPUMEHSAETCA BCTPOEHHbIN BpoKep cooblieHni,
MCNONb3YIOLLMI AN OTCAEKMBAHMUA 334a4 6a3y AaHHBbIX.

Mpw 6onbluoit MHTEHCMBHOCTM 3anpocoB K Blitz Identity Provider moxeT 6bITb LlenecoobpasHbiM NCNONb30BaHUE
cepsepa ouyepeaeli RabbitMQ B KauecTse 6pokepa coobuieHMit. 118 3TOro HyHo B KoHcoun RabbitMQ (06biuHO,
http://hostname:15672/) BbINOAHUTbL CNeAytOLIME HACTPOMKM:

® Co34aTb queue C MMeHemMm blitz—-tasks (B MeHo «Queues» KOHCOMN);

® co3paTb exchange ¢ MmeHeM blitz-tasks-exh (B meHio «Exchanges» KOHCO/MM) U HACTPOUTb
bindingHao4yepegbblitz-tasks crouting_keycumeHemblitz-tasks;

® co34aTb Nonb3oBaTens blitz (B meHo «Admin» KOHCONM) M Ha3HAYMTb emy MNpaBa Ha CO34aHHYIO o4e-
peab.

Mocne HacTpoiikn RabbitMQ HeobxoauMo CKOppPEKTUPOBaTb HAaCTPOMKN B blitz.conf — B 6/10Ke blitz.
prod.local.idp.tasks ycTaHOBUTb broker—type B 3HaYEeHWE rmg U 334aTb HACTPOMKN NOAKAOYEHUA
K RabbitMQ B 610ke broker-rmq:

* B napameTpe exchange 3agatb uUmablitz-tasks—exh;

e B napameTpe queue B 6/10ke executionRules U B napameTpe name B 6/10Ke queues 33a4aTb UMSA
blitz-tasks;

* B MapameTpe username B 6710Ke user 3a4aTb UMA nosb3osatena (blitz);
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B NapameTpe password B 6710Ke user 3a4aTb Napo/b N0Ab30BATENA B OTKPLITOM BUAEe — NOC/e 3anycKa
Blitz Identity Provider naponb 6yget 3awmndpoBsan;

B NapameTpax host n port 670Ka server yKasaTb agpec U NopT NogKAto4eHMA K RabbitMQ;

NP1 HEOBXOAMMOCTM CKOPPEKTUPOBATb OCTa/IbHbIE NapaMeTpbl, onpeaenaiowme pasmep nyna coeguHe-
HUI (poolSize), KoNMYecTBa KaHanoB (channelSize), Bpema OXKMAaHUA OTKAMKA OT CEPBEpPA oYepe-
aen (ackTimeout);

npu HeobXoAMMOCTM CKOPPEKTUPOBATb HACTPOMKM Opokepa 06paboTkM 3apaun, onpegenstouimne
KO/IMYECTBO MOMbITOK (maxAttempts) NOBTOpHOM 06paboTKM 3agay B C/Ayyae OWWMOKKM, Bpems
Mexay nomnbiTkamn (redeliveryDelayInSec), pa3mep o6pabaTbiBaemoil NaykM CoOBLLEHUI
(dequeueBatchSize), nepmMog npoeepku oyepeamn (dequeuePeriodInSec), Konnyectso obpaborT-
yunkos (executorPoolSize):

Mpumep KoH$Mra npusBeseH HUXe:

"tasks" : {
"broker-type" : "rmqg",
"broker—-rmg" : {
"consumer" : {
"poolSize" : 2
} ’
"exchange" : "blitz-task-exh",
"publisher" : {

"ackTimeout" : 15,
"channelsSize" : 8,
"poolSize" : 2

} 14
"server" : {
"host" : "RMQ_HOST",
"port" : 5672
} 4
"user" : {
"password" : "CHANGE_ME",
"username" : "blitz"
}
} r
"executionRules" : [
{
"maxAttempts" : 2,
"queue" : "blitz-tasks",
"redeliveryDelayInSec" : 60
}
] 4
"queues" : [
{
"dequeueBatchSize" : 10,
"dequeuePeriodInSec" : 30,
"executorPoolSize" : 5,
"name" : "blitz-tasks"
}
]
}
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XpaHunuwa u 6asbi

XpaHeHue o6bekToB B Couchbase Server

MoOJKHO nepeHasHaunTb BHyTpeHHMe xpaHuamuwa (bucket s) Blitz Identity Provider B CYB/[, Couchbase Server,
ucnonb3yemble A1 XpaHEHUA AaHHbIX. MpefycMOoTpeHa BO3MOXKHOCTb ANS C/iefyolmX HabopoB AaHHbIX YKa-
3aTb HEOHXOAMMOCTb UCMO/Ib30BAHMUSA MHbIX XpaHuauLy (bucket s), Yem CTaHAAPTHO UCMOJb3yEMbIe.

ONnAa  HacTpoMKM  MHbIX  XpaHuauw, (buckets) HyXHo B 6noke blitz.prod.local.idp.
internal-store—cb A06aBUTb HACTPOMKMU:

* buckets — nepeuncneHve Ucnonbayembix xpaHuauu, (buckets), B cnyyae ecim OTIMYAKOTCA OT CTaH-
[OAPTHbIX;

* bucketsMapping — nepeonpegeneHne cTaHAAPTHbIX Pa3meLLeHnii HAboPOB AaHHbIX HA pa3meLleHne
B APYTUX XPaHUAULLAX.

Mpymep HacTpoWKkn B KOHbUTrypaLumMoHHOM daine NpeacTaBaeH HUXKe. B pesyabtaTte Habop AaHHbIX acl pasme-
LaeTca B XxpaHuAuWe users,a clt niat —B apps. Mo ymonyaHuio Bce Tpu Habopa AaHHbIX 3aMMCbIBAaNCD B
XpaHunuwe oauth.

"internal-store-cb" : {
"buckets" : {

["users", "oauth", "audit", "builtin_idstore", "ctxs"]

He

"bucketsMapping" : {
"acl" : "users",
"Cltll . llappsll,

" iat n . " apps "

by

CuntbiBaHUe KoHdurypaumm knactepa Couchbase Server

B cnyyae He[OCTYNHOCTU OA4HOM U3 Hoa KnacTtepa Couchbase Server y nonb3oBateneit MOryT BO3HMKATb OWKOKK
npwu Bxoge B Blitz Identity Provider. B aTom cnyyae HeobxogMmo oTKanMbpoBaTb 3HaYeHWe MHTEpPBana CYMUTbIBa-
HWUA rnobanbHOM KOHOUrypauun knactepa. Ecnm coegnuHeHne ¢ Hoaow npepseTca, KoHbUrypauusa byaet Bospe-
M5 nepecynTtaHa 1 Blitz Identity Provider cTaHeT 06paluaTbca TONbKO K pabouynm Hogam. BeinonHute cnegytowme
nencrema:

1. OtkpoiiTe paiin KoHPUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

2. Bcekummblitz.prod.local.idp.internal-store—-cb.ioConf 3agaliTe 3Ha4YeHUe NapameT-
paconfigPollInterval B MUAAUCEKYHOAX.

"internal-store-cb" : {
"ioConf" : {
"configPollInterval" : 2500

by
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Bpemsa xpaHeHUA 06beKTOB

MOKHO HaCTPOUTb ANA AAHHbIX ayAMTa OrpaHMYeHMe NO CPOKY XpaHeHuA 3anuceit B 6ase AaHHbIX (Mo ymonya-
HUIO 3anncK XpaHAaTca beccpoyHo). ns atoro B 6n1oke blitz.prod.local.idp.internal-store—-cb
HY)KHO f06aBUTb HAaCTPOMKY tt1Mapping C yKasaHuem doc_type 3anucu (aud) U BpeMeHU XpaHeHus B ce-
KyHAaxX.

Mpumep HaCTPOMKK (Bpema XpaHeHMA ayauTa orpaHmnyeHo 4o 90 cyToK):
"internal-store-cb": {

"tt1lMapping": {
"aud": 7776000
b

MOKHO HaCTPOUTb A/1A AaHHbIX 06 YCTPOMCTBAX OrpaHMYeHMe NOo CPOKY XpaHeHUA 3anuceii B 6ase gaHHbIX. Oas
3TOro HY»XHO B 6/10Kke blitz.prod.local.idp.login Ao6aBuUTb HAaCTPOIKK:

* uaActiveTtlInSec—Bpems xpaHeHua 3anucy ob ycTpoiicTae (B cekyHAax), C KOTOPbIM CBA3aHa 40/r0-
CPOYHas ceccua NoNb3oBaTeNA UM KOTOPOE MOoJb30BaTe/Nb NPU BXOAE OTMETU/ B KaYeCcTBe 40BEPEHHOrO.
Ecnu HacTpoWiKa He 3a4aHa, TO MHPOPMaLLMA O TaKOM YCTPOMCTBE XPAHWUTCA B TeUEHME To4a C NocaeaHero
BXOAa C 3TOr0 YCTPOMICTBa;

e ualnactiveTtlInSec — Bpemsa XxpaHeHMA 3anmcKn 06 ocTanbHbIX YCTpoicTBax (B cekyHaax). Ecaum Ha-
CTPOWMKa He 3aaaHa, To MHGOopPMaLMA O TAKOM YCTPOMCTBE XPaHUTCA B TeYeHue 5 cyTok.

Mpumep HacTpoek:
"login": {

"uaActiveTtlInSec": 2678400,
"ualInactiveTtlInSec": 432000,

PacwmpeHHble HaCTPOKK nogKatoueHus K PostgreSQL

[ns paclwmpeHHOro ynpaBaeHns nyaom coeguHeHuni ¢ PostgreSQL nnm nHon 6asoit AaHHbIX, NOALEPKMBALOLLEN
JDBC, BbINO/IHUTE c/iegytowme AencTBus:

1. Otkpoiite paiin KoHPUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

2. Bcekummblitz.prod.local.idp.internal-store-jdbc.pool 3agaliTe cneayrowme onumo-
Ha/IbHbl€ HACTPOMKMU:
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MNapameTp Mo ymonyaHuto OnucaHune

testOnBorrow true lpoBepka cocToAHMA  CcOeauHeHUA
nepes, OoTNpaBKOM AaHHbIX. B cnyyae
OWMNBKM coeguHeHMe yaanAeTcs M
BblbMpaeTcs cneaytowee 13 nyna.

testOnCreate false MNpoBepKa cOCTOAHMA cOeaANUHEeHMUA no-
C/ie co34aHuA B nyne.

testOnReturn false lNpoBepKa coCcTOAHMA COeaUHEHMA NO-
C/ie BO3BpalleHnA B Ny.

testWhileIdle false lNpoBepKa cOCTOAHMA COeANHEHUA B CO-

cToAHuM idle. B cnyyae owmnbke co-
eAMHeHWe yaanaeTca us nyna.
timeBetweenEvictionRunsMill] -1 UHTepBan B MC MexKay 3anyCKom npo-
BEPKM COeANHEHUNA B COCTOAHUM 1dle,
BAnAeT Ha testWhileIdle.
validationQuery = SQL-3anpoc BbINOAHAEMbIA MpPU MpO-
BEpKe COCTOAHWUA COeAMHEHUA U3 ny-
Nla, NpU NYyCTOM 3HAYE€HUWU WCMOJb3Y-
erca isValid().

"internal-store—jdbc" : {
"pool" : {

"initial_size" : 5,
"max_idle_conn" : 10,
"max_total_conn" : 20,
"max_wait_conn_ms" : 30000,
"min_idle_conn"™ : 7
"testOnBorrow" : true,
"testOnCreate" : true,
"testOnReturn" : true,
"testWhileIdle" : true,
"timeBetweenEvictionRunsMillis" : 30000,
"validationQuery" : ""

3. lNepe3sanyctuTe cepBuUChI.

sudo systemctl restart blitz-idp blitz-console blitz-recovery blitz-
—registration

PacwmpeHHble HaCTPoiKK nogkntoueHua K LDAP

B KOHCO/IM ynpaBaeHMAa MOXKHO CO34aTb HAaCTPOMKM NOAKNOYEHMA K XPaHUAULLAM aTpubyTOB, paboTatowmm no
LDAP-npoToKoay. MNpun 3Tom Yepes KOHCO/1b YPaBieHUA MOXKHO 334aTb HAaCTPOMKM Nyna KOHHEKTOB K LDAP. Blitz
Identity Provider byaeT ncnonb3osaTh 06LLME HACTPOMKM NyNa KOHHEKTOB A/1A YCTAHOBKM MOAKNHOYEHWI KaXKAbIM
NPUNONKEHNEM, UCTIONb3YIOLMM NOAKIOYEHME K XPAHUAULLAM. DTO MOXKET NPUBECTM K CO34aHMI0 60NbLIOTO YMC-
Nla KOHHEKTOB K LDAP.

Yepes KOHOUIypaumoHHbi ¢ann blitz.conf MOMXKHO HACTPOMTb MapameTPbl HAYaNbHOrO WM MAKCU-
MaNbHOrO YMC/Na KOHHEKTOB B pa3pese pas/MuyHbiXx npunoskeHuii Blitz Identity Provider (Hanpumep, ans
KOHCO/IM YNpPaBNAeHWA 3a4aTb MEHblUMEe 3HAYEHWA KOHHEKTOB B My/ne, Yem A8 CepBuCa ayTeHTUdMKa-
umm). Ona astoro B 6noke blitz.prod.local.id-stores B HacTpoOWMKax COOTBETCTBYIOWENO Xpa-
HUAMWLA HapAdy C HacTpolkamu initialConnections M maxConnections MOMHO cO34aTb Ha-
CTPOVKM BMAa initialConnections#BLITZ_APP u maxConnections#BLITZ_APP, rae B Kaye-
cTBe BLITZ_APP yKasblBaeTcd MMA COOTBETCTBYIOLWEro npunoxeHusa (blitz-console, blitz-idp,
blitz-registration,blitz-recovery).
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Mpumep HaCTpOVIKVI, Korga AnAa KOHCONU ynpaBneHUA 3adaeTca MEHbLUN pa3mep nyna KOHHEKTOB, YemM AnA
OU?ﬂbHHXﬂpMnOMEHMW

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"initialConnections" : 10,
"initialConnections#blitz-console" : 1,
"maxConnections" : 20,
"maxConnections#blitz-console" : 1

Mpw BbINONHEHMM 3anpocoB B LDAP xpaHuauwe atpunbytos Blitz Identity Provider 6epeT nmetoweeca coegmHe-
Hue c LDAP-kaTanorom 13 nyna coegunHeHui. Mocne BbinonHeHma 3anpoca Blitz Identity Provider He 3aKpbiBaeT
coefvHeHWe, a BO3BPALLAET ero 06paTHO B NMya COEAMHEHWUIN ANA BO3SMOMHOCTM NMOBTOPHOrO MCNO/b30BAHMA.
TakoW nopafok B3ammogenctems ¢ LDAP obecneunBaeT BbICOKYHO NPOU3BOAUTENIBHOCTb, HO TpebyeT aanTesb-
HOe BpemsA NoAAepKMBaTb coeanHeHna ¢ LDAP-KaTanorom OTKPbITbIMU. HaCcTPOMKKM MeKceTeBbIX 3KPaHOB Uau
camux LDAP KaTanioros moryT NpenATcTBOBaTb A/IUTEIbHOMY COXPAHEHUIO OTKPbITbIX COEAUHEHUI MPUNOKEHUI
Blitz Identity Provider c LDAP-KaTanorom.

TCP-coeanHeHun Blitz Identity Provider ¢ LDAP-KaTtasiorom moryT 6biTb 3aKpbITbl 6€3 COrnacoBaHHOro pa3pbiBa
coeanHeHus, Tak uTo B LDAP KaTtanore coegmnHeHue byaet 3akpbiTo, a Blitz Identity Provider 06 atom yBegomseH
He 6yaeT. Mpu NoNbITKe UCMOMb30BAHUA TAKOTO COEAMHEHUNA U3 NYNA MOXKET BO3HUKHYTb ANUTENbHbIN TalMayT,
npexae yem Blitz Identity Provider pacLeHUT coeanHEHWE KaK 3aKpbITOE U UCKIHOYUT ero U3 Nyna CoOeanHEHNUN.
YTo6bl TaKan cUTyaums He BAMANA Ha nosnb3oBaTenei, B Blitz Identity Provider npegycmoTpeH anroputm nepuo-
[MYECKON NPOBEPKM AeNCTBUTENBHOCTU OTKPbITbIX LDAP coegmHenmii. C nepnogom healthCheckInterval
(B MmMnnMceKkyHAax) BbINOMHAETCA NPOBEPKA COCTOAHWUA COEAMHEHWA, a BpeMA TakmayTa npu OTCYTCTBUWU OT-
BeTa LDAP-KaTasiora Ha 3anpoc 3agaeTca napameTpoB connectionTimeout (B muanucekyHaax). Cam onu-
CaHHbIA PEXMM ONTUMANbHOTO B3aMMOLEWCTBUA C MYJOM COEAMHEHUI MO YMONYAHMIO BKAOYEH (HacTpolika
useSyncMode B3HayeHun false). B cnyvae HectabunbHoOM paboTbl coegnHeHuli ¢ LDAP-KaTasiorom pekomeH-
AyeTcs NonpoboBaTh BKAOUMTb CUHXPOHHbIV PEXKMM B3aMMOAENCTBUA C KaTaNorom (YCTaHOBUTb useSyncMode
B 3HayeHuu true).

MprMepbl peKOMEHZYEMbIX HAaCTPOEK NPUBEAEHbI HUXKeE:

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"connectionTimeout" : 3000,
"healthCheckInterval" : 300000,
"useSyncMode" : false

B cnyyae noakntouyeHus K Blitz Identity Provider ogHOBpeMeHHO HECKO/IbKMX XPaHUAULL, aTPMBYTOB MOXKET BO3-
HUKHYTb TaKas CUTyaLus, Y4TO NpU UaeHTUGUKALUN U ayTeHTUdUKALMM NOoNb30BaTeNA NO IOTUHY U Napoto B
HECKONIbKMUX XPaHU/MLLLAX MOXKET 0OHAPYKMTbCA HECKO/IbKO YYETHbIX 3aMMUCel, BO3SMOXHO NPUHAAIEeKaLLNX pas-
HbIM NI04AM, C COBMagaroLWwmmm normHamum. Heobxoanmo mnsberatb Takol cutyaumm npu BHegpeHumn Blitz Identity
Provider, 1 no ymon4aHuio npu BbiABAEHUM Takol cuTyaumm Blitz Identity Provider npu BbiaBaeHHbIX fy6aax 6y-
OeT BblAaBaTb NOAb30BaTeN0 OWKMOKY BXOAA, YKa3bIBAOWYIO HA HAIMYME HEKOPPEKTHOM CUTYaUUK C YYETHOM
3anuncbio Nosib3oBaTena. Tem He meHee, B pafe C/lydyae MOXeT BO3HUKHYTb CUTyaumA, Koraa npu BHeApPeHUU Ha-
MepeHHO A0MYCKAtoT, YTO MO OAHOMY NOTMHY MOXKET BbITb HaNAEHO HECKO/IBKO YYETHbIX 3anncei pasHbIX Nosb-
30BaTefieil B pasHbIX XpaHUAMLLAX. B 3TOM ciydae MOXKHO yKa3aTb B 6/10Ke HacTpoek blitz.prod.local.
idp.loginpexum firstSuccededBHacTpolike authStrategy. BaTom cnyyae Bce HalMAeHHbIE y4eTHble
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3anucu ByayT NPoBepPEHbI, U K KaKo U3 HUX NepBoi NOA0MAET Napo/ib NOb30BaTeNs, C 3TOM YYETHOW 3anncbio
1 6YAET BbINONHEH BXOA,

Mpumep HACTPOMKHK:

"login" : {
"authStrategy" : {
"mode" : "firstSucceeded"

by

ba3a reogaHHbIX

MOKHO NoAKAUMTS K Blitz Identity Provider 6a3y aaHHbix B popmate mmdb® ¢ reopaHHbIMK. B 3TOM cnyuae
Blitz Identity Provider npu pernctpaunn cobbitmii 6€30MacHOCTH, a TaKKe NpPU 3aNOMUHAHUK YCTPOUCTB U Bpay-
3epOoB N0/Ib30BaTeNA AOMNONHUTENBHO K coxpaHeHuto IP agpeca byaeT 3anucbiBaTb COOTBETCTBYOLWME IP-agpecy
OaHHbIM O CTpaHe, perMoHe M ropose, a TaKKe LWMPOTY, JOATOTY U paguycy TOYHOCTU, NOSyYeHHble U3 6a3bl reo-
OaHHbIX.

CoxpaHeHHble reofaHHble ByAyT NOKa3biBaTbCA aAMUHUCTPATOPY B KOHCOMM YNpaBaeHUa. TaKkKe MOXKHO BK/LO-
YUTb OTOOPaKeHUE reofaHHbIX N0b30BaTENO B «/IMUHOM KabUHETE» U BKAOYUTb UX B TEKCTbl YBEAOM/IEHUMN,
oTnpasasembix no SMS nam email.

Ona nogkntoyeHma 6asbl 4aHHbIX C reogaHHbIMU HEOBXOAMMO BbIIOXKMTbL Ha cepeepax ¢ Blitz Identity Provider
daiin popmata mmdb ¢ 6a3oi faHHbIX, @ TakKe co3aaTb 610K HacTpoek blitz.prod.local.idp.geolp
CO CNeayrLLMMM HAaCcCTPOMKK B B1oKe driver:

e type —TuMn 6a3bl ¢ reogaHHbIMU. MoaaepkmMBaeTca ToNbKO TMN geoIp2—db;
e path —nyTb Ha cepsepe K daliny c 6a3ol reogaHHbIx B popmaTte mmdb.

Mprmep HacTpoekK:

"geoIp": {
"driver": {
"type": "geoIp2-db",
"path": "geoIp/GeoIP2-City.mmdb"

Ucnonb3oBaHue Heckonbkux CYB/

B Blitz Identity Provider mo»KHO HacTpouTb ogHOBpemeHHoe ucnosb3oBaHne CYB/[ Couchbase Sever n CYB/
PostgreSQL ans xpaHeHUs pasHbIx TMNOB 06beKTOB. [11A 3Toro HeobxoaMmo B 6/10Ke HacTpoek blitz.prod.
local.idp.stores 3afaTb CAesytoLme HaCTPOMKK:

e default_type —uncnonbsyemasn no ymonyaHuto CYB/[. BoamoxHble 3HaueHus: cb — Couchbase Server,
jdbc — PostgreSQL uau uHas penaunoHHas CYB/ ¢ noaaep»koi JDBC;

e list-of-types—unaeHTudunkaTopsl Knaccos o6vekTos Blitz Identity Provider n ncnonbsyemoie ana pas-
MeLLLeHNA COOTBETCTBYHOLMX MM 06beKTOB CYB/, (cb unm jdbc). BKAtoYaTb B HACTPOMKY HY}KHO TONbKO Te
Knaccbl 06BbEKTOB, KOTOpble pasmelatoTtcs B CYB/], OTIMYHOM OT yKasaHHol Bdefault_type. JoCTynHbl
cnepyoLme Knaccbl 06bEKTOB:

— user—store —aTpubyTbl yUeTHbIX 3anucew;
— access-token-store —mapKepbl 6e30nacHoOCTY;

- refresh-token—-store — mapKepbl 06HOBNEHUS;

64 https://www.maxmind.com/en/geoip2-databases
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id-ext—store — NPUBA3KN BHELIHUX NOCTaBLLMKOB UAEHTUDUKALMY;
device-code-store —Kogbl nogTeepaeHua ana OAuth 2.0 Device Authorization Grant;
access—-list-store — BblAaHHble NONb30BaTENIEM PA3PELLEHUA NPUIOKEHUAM;
blitz—-action—-store —Kogbl NOATBEPKAEHUA KOHTAKTOB (sms, email);
oath-token-store —npueasku HOTP u TOTP reHepaTopoOB pa3oBbIX Naponei;

oath-load-proc—-store —uUcTopus 3arpy3oK onuncaHmii annapatHolx HOTP 1 TOTP reHepaTopos
pa3oBbIX Naponew;

confirmation-request—-store —3anpocbl Pa3oBbix Naponei;
reg—context—-store — KOHTEKCT perucTpaLmm noab3osaTeneun;
reg-context—storef — KOHTEKCT perucTpauumn nonb3oBaTenei;
id-store-maker — BCTpOEHHOE XpaHUAMLLE UAEHTUONKATOPOB NOAb30BaTeNEN;
rcv-ctx—store — KOHTEKCT BOCCTAHOBNEHMA Napo/ieit NoNb3oBaTenel;
db-client—-store — ANHaMUYECKUE KAUEHTDI;

db-client-storef — AMHaMMUYECKNE KNUEHTbI;
initial-token-store —IAT mapkepbl;

user—agent-store — ycTpoicTea (bpay3sepbl) Nosb3oBaTeneu;
web-authn-key-store — Kaoum 6esonacHocTu;

audit-store — cobbiTua 6esonacHocTy;

task—store —acMHXPOHHbIE 3a4a4u.

e utils — nepeyeHb moaynel ¢ yTuaMTamm, Heobxoanmblx Ana ucnonbsyemoro tuna CYBA: modules.
CouchbaseModule — gns Couchbase Server, mnodules.JDBCModule — ana PostgreSQL.

MprMep HaCTPOEK COBMECTHOIO MCMoib3oBaHuA Asyx CYB:

"stores" {

"default-type" : "jdbc",

"list-of-types" : {
"access—-token-store" : "cb",
"refresh-token-store" : "cb",
"user—-agent-store” : "cb"
b

"utils" : [

"modules.CouchbaseModule",
"modules.JDBCModule"

DomeH Blitz Identity Provider

MN3meHeHUne pomeHa Blitz Identity Provider ocyuiectensetca nytem pegakTMpoBaHuA B 6/10Ke HacTpoekblitz.
prod.local.idp.net KoHbUrypaumoHHoro dpaitna HacTpoku domain.

Mprmep HaCTPOMKM:

"net "
"domain"

}

{

"demo.identityblitz.com"
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Mpu Heobxoaumoctn uszmeHums (cTpaHuMua 292) B blitz.prod.local.idp.lang B 6nokKe
portal-lang—cookie 3HayeHWe HaCTPoMKKN domain.

Mpumep dpparmeHTa KOHPUrypaLuMoHHOro daiina:
"lang" . {

"portal-lang-cookie" : {
"domain" : "identityblitz.com",

Mpn HEO6XOANMOCTU MOXKHO USMEHUTb NYTb A0 NPUIOKEHWU (MO YMONYAHMIO NPUNOKEHUA JOCTYMNHbI C UCNOAb-
30BaHMeM nyTu /blitz). OTpesaKTMPOBaTb NYTb MOXKHO B KOHOUTypaUMOHHOM ¢aine play.conf. HyxHO
M3MeHUTb NapameTp context B 6Moke play.http:

"http" : {
"context" : "/blitz",

M3meHnTo pomeH w  nytb Blitz Identity Provider B ¢alinax /blitz-config/saml/conf/
relying-party.xml, /blitz-config/saml/metadata/idp-metadata.xml.

Mpumep nameHeHUA HacTpoek B relying-party.xml:

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<nsl18:RelyingPartyGroup ..>
<nsl8:AnonymousRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential"/>
<nsl8:DefaultRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential">

</nsl8:DefaultRelyingParty>

</nsl18:RelyingPartyGroup>

Mpumep nameHeHna HacTpoek B idp-metadata.xml:

<?xml version="1.0" encoding="UTF-8"7?>
<EntityDescriptor .. entityID="https://demo.identityblitz.com/blitz/saml">
<IDPSSODescriptor ..>

<ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML1/SOAP/
—ArtifactResolution"
index="1"/>
<ArtifactResolutionService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/SOAP/
—ArtifactResolution"
index="2"/>
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—SLO"
ResponselLocation="https://demo.identityblitz.com/blitz/saml/profile/SAML2/

(continues on next page)
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—Redirect/SLO"/>
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
—Plain/SLO"
ResponseLocation=

(npoponkeHue c NpeablayLLei cTpaHuLbl)

bindings:HTTP-Plain-Redirect"
com/blitz/saml/profile/SAML2/Redirect/

"https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO

<~>"/>
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.

>

<SingleSignOnService

bindings:SOAP"
com/blitz/saml/profile/SAML2/SOAP/SLO" /

Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"

Location="https://demo.identityblitz.
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0
Location="https://demo.identityblitz.
—SimpleSign/SSO" />
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0
Location="https://demo.identityblitz.
—3S0" />
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0
Location="https://demo.identityblitz.
—Plain/SsSo"/>
</IDPSSODescriptor>
<AttributeAuthorityDescriptor ..>
<AttributeService
Binding="urn:oasis:names:tc:SAML:1.0
Location="https://demo.identityblitz.
—AttributeQuery"/>
<AttributeService
Binding="urn:oasis:names:tc:SAML:2.0
Location="https://demo.identityblitz.
—AttributeQuery"/>

</AttributeAuthorityDescriptor>
</EntityDescriptor>

Monb3osarenun

bnokupoBaHue HeEaKTUBHOrO NOJIb30BaTeNA

com/blitz/saml/profile/Shibboleth/SSO"/>

bindings:HTTP-POST"
com/blitz/saml/profile/SAML2/POST/SSO" />

:bindings:HTTP-POST-SimpleSign"

com/blitz/saml/profile/SAML2/POST-

:bindings:HTTP-Redirect"

com/blitz/saml/profile/SAML2/Redirect/

:bindings:HTTP-Plain—Redirect"

com/blitz/saml/profile/SAML2/Redirect/

:bindings:SOAP-binding"

com/blitz/saml/profile/SAML1/SOAP/

:bindings:SOAP"

com/blitz/saml/profile/SAML2/SOAP/

Blitz Identity Provider oTcnerKuBaeT Bpems nocneaHeit akTUBHOCTU NoJsib3oBaTens. MpeaycmoTpeHa BO3MOXK-
HOCTb BbINOMHATL 6/I0KMPOBAHME YYETHbIX 3anuceit NoNb3oBaTesIel, KOTopble A0F0e BPeMA HEAKTUBHbI. [1nA ak-
TMBALMM 3TON BO3MOXKHOCTM HEOOXOAMMO 3anyCTUTb B Cron BbINo/IHEHWE cKpunTa lockinactive. sh. CKpunT
HaxoguTcA gupekTopun /usr/share/identityblitz/blitz—-console/bin Ha cepBepe C NpUoXKe-
Huem blitz-console. PekomeHayeTca BbINOAHATbL CKPUNT Pa3 B A€Hb BO BPEMA MUHUMANbHON aKTUBHOCTU B CU-
cteme. Mepes 3anyckom CKpUNTa HEOHX04MMO OTPEAAKTUPOBATb Er0 B TEKCTOBOM PEAAKTOPE — YCTAHOBUTL:

e inactive_period— Tpebyemblit Nepnog HeaKTUBHOCTU (B AHAX), MOC/Ie KOTOPOro A0/XHa 6biTh Npo-
n3segeHa 6/10KMPOBKa YUYETHOM 3anucu;
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* range_size — AManasoH OXBaTa Y4eTHbIX 3anuceit (B AHAX), Nof 6IOKMPOBKY NONagyT y4yeTHble 3anu-
CW, NOCNeAHAA aKTMBHOCTb MO KOTOpbIM bbina B nepuog ¢ (Texymasd mata — inactive_period
— range_size) fo (rexymad marta — ilnactive_period).

Blitz Identity Provider no3sonseT TakKe OCyLW,ecTBAATb aBTOMATUYECKoe BNOKMPOBaHUE YH4ETHOM 3aMMcu B MO-
MEHT NOMbITKM BXO4A, ECAN [0 3TOrO yyeTHasa 3anucb bbina ANUTENbHO HeaKTMBHA. [NA BKAOUYEHUA AaHHOW
BO3MOHOCTU HYXXHO [006aBUTb 610K HacTpoek blitz.prod.local.idp.lock c 3HayeHnem B BnoKe
inactivity HacTPoMKM 1imit B CEKYHAAX, ONPEAENSOWEN MAaKCMMA/IbHO Pa3peLLeHHbIN Nepuos HeakTmB-
HOCTM, NO NPOLLECTBMM KOTOPOTO NPU NOMbITKE BXOAA y4eTHasA 3anucb byaeT 3a610KMpoBaHa No HeakTMBHOCTU. B
HacTpoke checkInterval MOXHO 3a4aTb MMHUMAbHbIN NEpPUOA B CEKYHAAX, HE Yallle KOTOPOro Npu BXoae
y4YeTHOM 3anmcKn byaeT NpoBepATLCA CPOK HEAKTUBHOCTY.

MprMmep HaCTPOMKK:

"lock" : {
"inactivity" : {
"checkInterval" : 86400,
"limit" : 31536000

B HacTpolikax cepsBuca BOCCTAHOBNEHMA NAapPOAA MOXKHO BKOUUTb PEXUM, MPU KOTOPOM byaeT paspelleHa pas-
6/10KMpPOBKa y4eTHOM 3anuncK, 3a610KMPOBAHHOM MO HEAKTMBHOCTH, B C/Ty4ae YCMELHOMO NPOXOXKAEHUA 80CCMa-
HoseHus 3ab6bimozo naposad (cTpaHuua 193).

3anpeT Ha ucnonb3osaHue ID YAaN1eHHOro no/sib3oBaTtena

Blitz Identity Provider oTcnexunsaeTt ncnosib3oBaHHble paHee UAEHTUOMKATOPbI NOb30BATENEN, UTODbI UX HE/lb-
37 6bl/10 UCNO/Ib30BATL NOBTOPHO MOCAE YAANEHUA YYETHOMN 3aNUCK NONb30BaTeNA B TeYEHWE YCTAaHOBNEHHOIO
nepuoga spemeHun. Ansa atoro B 6ok blitz.prod.local.idp.provisioning HyXHo f06aBMTb pasaen
remove cneaylowWwero cogepXKaHusa, ykasas Hy»KHoe Yncno aHen (days), B TeYUEHME KOTOPbIX MAEHTUDUKATOP
nonb3oBaTeNa HeNb3s ByaeT MCNob30BaTh MPU MOBTOPHOM perncTpauum:

"provisioning" : {
"remove": {
"mode": "keepRemovedId",
"days": 365
3
}
ECUA

KoHTeitHep kntouen gna ECUA u Unudposoro npodpunsa

3anpocbl Ha ayTeHTUPUKALMIO Yepe3 BHELHMI NOCTaBLMKN naeHTudurkaumm ECUA n LM ECUA ponxkHbl 6biTb
noAanucaHbl 31EKTPOHHOM NOANMCHIO C UCNONb30BaHNEM KOHTeMHepa Katoden c anroputmamm FOCT P 34.10-2012
n FOCT P 34.11-2012. Ansa vucnonb3osaHua B Blitz Identity Provider Heobxoaum ¢ainoBbi KOHTEMHEP KAkOYa
3N1EeKTPOHHOM NOANWCHK B OAHOM U3 ceayowmx GopmMaTos:

¢ Kpuntolpo CSP (Bepcus 4.0 nnu Bbiwe),
e Kpuntolpo JCP 2.0.

[na nonyyeHua KoHTeMHepa Knkoyeit HeobXoaMMo 06PaTUTLCA B aKKPEAUTOBAHHDBIN YAOCTOBEPAIOLWMIA LLEHTP.
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BHUMaHMe: B ciyyae ecnu KOHTEWHEp KAouei BbiNyCKaeTcs YAOCTOBEPAIOLMM LIEHTPOM Ha GU3NYECKUit
HOCWTENb, TO BaXKHO YKa3aTb, YTO KOHTEMHEP KtoYel A0/1KeH ObITb BbIMYLLEH C 3KCMOPTUPYEMbIM 3aKPbITbIM
KAto4OM, YTODbl €ro MOoXHO 66110 Ucnonb3oBaTb B Blitz Identity Provider.

Mocne nony4eHns B akKpegMTOBaHHOM YA0CTOBEPAIOLLEM LIEHTPE KOHTEMHEPA KAtOYEel ero Heobxoaumo nmnop-
TUPOBATb B XpaHuAULLEe Katouel, ncnonbsyemoe Blitz Identity Provider. [1na 3Toro Mo*KHoO nan obpaTutbes B Tex-
HUYecKyto nopaep:Ky Blitz Identity Provider nnv Bocnonb3oBaTbCsi O4HMM M3 ONMCAHHbBIX fanee B Nogpasaenax
CnocoboB KOHBEPTALUW.

Kpuntolpo CSP Ha Windows

[ns KoHBepTauumn KoHTenHepa Kpuntolpo CSP 8 Windows noHapobsTca:
¢ [K nog ynpasneHnem Windows ¢ HacTpoeHHbIM 6pay3epom Internet Explorer 11.
e [lnatHaa ytunmta P12FromGostCSP.
e YcTaHOBNEHHbIW Ha MK kpuntonposaigep Kpuntolpo CSP (Bepcus 4.0 1 Hosee).
MHCTPYKUMA NO KOHBEPTALMM KOHTEHEepa:

1. YcraHoBUTb Ha MK nog ynpasnennem Windows kpuntonposaiigep Kpuntollpo CSP®® (sepcua 4.0 1 Hosee).
YCTaHOBMWTb 3aKPbITbIM KAOY 31eKTPOHHOM noanucu B peectp Windows. a7 3TOro BbINOAHWUTb LWaru:

e 3anyctutb Kpuntollpo CSP;

e BblI6paTb BKAaAKY CepBUC M HaxKaTb Ha KHOMKY MoCMOTpeTb cepTUhUKATbI B KOHTENHEpE:

65 https://cryptopro.ru
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ANrOpUTHEI I Be3oNacHoCTE Winlogon | HacTpoiikn TLS
ObLwme I OfopynoBaHWE | Cepeuc | AononHUTENEHD

KOHTERHED 3aKPEITOD KNDYE

3TH MACTEpa No3B0NAKDT NPOTECTMPOBETE, CKOMMPOBATE MW
YOEMWTE KOHTERHED 3EKPBITOMD KNKIYE C HOCMTERA,

[ NpoTecTwpoEaTs. .. | | CKOMWDOBAETE. .. | | YAanuTE. ..

CepTUQMKATE! B KOHTERHEDE 38KPEITOMD KNDYE

ITOT MACTEP NO3E0NAST NPOCMOTPETE CEpTMMKETEI, HEX0A ALLMECA
B KOHTEAHEDE 33KPEITOMD KMKOYE, M YCTAHOBMTE MX B XDaHWIMLLE
CEPTHDMKETOR,

| MpoCMOTPETE CEPTHMHOMKATEI B KOHTERHEPE, ..

TMAYHEIR CEpTHDMKET

3TOT MAcTEP NOZBONAET CEBASETE CEPTHMEMKAT 13 daina C
KOHTEMHEPOM 3aKPLITOrD KNKOYa, YCTAHOBWE STOT CEPTHGMKAET B
HPEHUMMLLE,

| YCTAHOBMTE TMYHEIA CEPTUDMKET. ..

Mapony 3aKpeITEIX KNoqei

3TH MECTEPE NOSEONAKDT M3MEHUTE Napon (TMH-coakb) 3aKpemex
KIHOUER MK YASMWTE 3ANOMHEHHEIE DHEES NEPOAI,

MEMEHMTE Naponk. .. | | ¥AANUTh 3aNOMHEHHBIE D&DONU. ..

Ok || OTmMeHa | MpHMEHKMTE

® HakaTb Ha KHoMKy 0630p:
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KoHTellHEp 3aHpLITOrD KNDYa
BESOMTE UMK YKEHMWTE KOHTEMHED 3AKPLITOM KAKIYa ANA NPOCMOTPE ﬁg

CEPTMHMKETOE B 3TOM KOHTEAHEDE

MMA KIKOYEB0rD KOHTERHERE !

BEENEHHDE MMA 3A08ET KNHDYEB0M KOHTERHED:
@ MonbsoEaTenA
' KoMnetoTepa

BeifepiTe CSP ANA NoWCKS KNHOYEELIX KOHTEHHEDOE:
| Crypto-Pro GOST R 34, 10-2001 Cryptographic Service Provider

< Hazaa

® BblbpaTb KOHTENHep ¢ Katoyom FOCT P 34.10-2012:
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Bbibop KNHOYEBOMD KOHTERHEDS

B cnucke NokasbiBaTh:

(®) py#ecTEEHHLIE MMEHE () ¥YHMKaNEHEIE MMEHE

CrMCoK KNHOYEBEIX KOHTERHEDOE NOMNE30B3TENA!
-~
CuuTeBaTens  MMA KoHTEWHEpa

Ok K 40e 117c7-1b75-4e0c-bot 3-3 72864302052

Ok K 4653 3fc-297f-44cf-9471-0000c6b 5d0b3

Aunck K 52be 160c-5917-40c0-ac39-6deb47001 1dd_ush

ok K 66a21e31-2654-48d2-3990-c0 1aa6f28:bs
af8cad64-bal17-4923-afdd-28eba302b 319

® B OTKpbIBLWWEMCA OKHE YGe,CI,MTbCFI, 4yTo Bbl6paH Hy)'KHbli;i KNto4eBomn KOHTeﬁHep M HaXaTb Aanee:
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KoHTeiiHep 3aKpbITOro KNowa
BESOMTE UMM YKEHWTE KOHTEMHED 38KPLITOMD KAKIYa ANA NPocMOTPa @
CEPTMHMKETOE B 3TOM KOHTEAHEDE

MMA KIKOYEB0rD KOHTERHERE !

| \\\FAT12_K\afacade4-ba17-4923-afdd-28eba302b3fo|

BEENEHHDE MMA 3A08ET KNHDYEB0M KOHTERHED:

@ MonbsoEaTenA
KomMnetoTepa

BeifepiTe CSP ANA NoWCKS KNHOYEELIX KOHTEHHEDOE:

| Crypto-Pro GOST R 34, 10-2012 Cryptographic Service Provider

< Hazaa

® B OKHE CO CBOMCTBaMMU CepTMd)VIKaTa HaXaTb Ha KHOMKY YCTaHOBUTb:

CepTwhHKaT ONA NPOCHMOT pa
MpoCMOTPMTE K BeIGEpUTE CEpTMDMKET

CepTUdMKaT:
CybbexT:
MoCTaBWME:

AelcTBNTENEH C

AefcTenTENEH No:

CepuiiHBIi HoMep:

| 00O "PEAK COOT"

| STREET ="yn.CyBopoBckan, 19, cTp.1, 3%, 5=77r. MockBa, L=MockBa, C

| E=ca_tensor @tensor.ru, OrPH=1027500737994, MHH=007505018030, ¢
| 30 aerycra 20191, 9:16:03

| 4902 6A00 B9AA 90A4 4DAB 205A SAEB 1749

|
| 30 HosBpa 2020 7. 9:16:03 |
|

Y¥CTaHOBMTh | | CBOICTEA. .. |

Ofzop...

< Hazaan || loToso || OTmena

e coobuieHne CepTudumKaT Obla YyCTaHOBAEH B XpaHUAULLE «JIMYHblE» TEKYLLErO NO/b30BaTeNs CBUAE-
TenbCcTByeT 06 ycrnewHom COXpaHeHUMU.
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2. dkcnopTupoBatb Katoy KpuntoMpo us xpannamwa Windows B PKCS#12. ina storo npuobpectn u 3any-
CTUTb yTUANTY P12FromGostCSP®®. HyskHa cneuunanbHas BepcuUs YTUAUTBI — PEKOMEHIYeTCA NPOKOHCY/b-
TUPOBATbCA C TEXHUYECKON noaaep»Kkoi Blitz Identity Provider.

[Mocne 3anycKa yTMAUTbI BbINOSIHUTD LWarK:

* BbIGPaATbL CEPTUPMKAT:

| BesonacHocte Windows “

P12FromGostCSP

Please select certificate to be exported

OO0 "PEAK COQ@T"

Mzpatens: OO0 "KOMIMTAHIA
"TEH3OP"

AefictenTtened o 30.08.2019 no
30,11.2020

[NpocmMoTpeTs CEOMCTEA
cepTUdMKaTa

o[ omew

® 334aTb NAPO/b OT CO34aBaEMOro KoHTenmHepa PKCS#12:

3afaWTe napone

3ananTe napons K danny pl:

napont: I |

nogTEEEHAEHWE NaponaA: !

oK l Cancel

® yKasaTb ¢ann ana coxpaHeHus PKCSH#12. B KauecTBe paclumMpeHus 06a3aTeNbHO yKasaTb . pfx:

Coxpanere | ]

© = 1l » Jrorcoumserep » darpyue + FOCT vle| | Nou T »

= Crpurm. nane Coupanurs. Omuea

3. YctaHoBuTb Ha MK oKpykeHwue Java (JRE) Bepcum 8.

66 http://soft.lissi.ru/ls_product/utils/p12fromcsp/
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4. MmnopTtupoBaTb Koy u3 PKCS#12 B BKS-xpaHuauLLe ¢ nomoLubto 6ecnnatHoi yTuanTel gost-keytool®” un
aKTyanbHoii Bepcum 6ubanotekn beprov-jdk150n%8,

java —-cp "gost-keytool.jar;bcprov-jdkl5on-1.70.jar" ru.reaxoft.gost.Keytool.
—import_pkcsl2 --srckeystore gost.pfx —-—-srcstorepass 12345678 —--srcalias csp_
—exported —-srckeypass 12345678 —--destkeystore blitz-keystore.bks —-
—deststoretype BKS —--deststorepass pass —-destalias gost2012 --destkeypass.

—pass

B 37Ol ONnepauumn UCNonb3yOTCA NapameTpbl:

srckeystore —nyTb K ¢panny PKCSH#12;
srcstorepass — naponb OT KoHTeHepa PKCS#12 (6bin 3aaaH Ha ware 2);
srcalias —wumA Kntoda B KoHTeMHepe PKCS#12. HyKHO yKa3aTb 3HaYeHne csp_exported;

srckeypass —naposb K KNtouy B KoOHTeltHepe PKCS#12. Hy»KHO yKa3aTb TO ¥Ke camoe 3HayeHue,
4yTO M ANA NapameTpa srcstorepass;

destkeystore — nytb K dainy BKS blitz-keystore.bks, B3AaTomMy c cepsepa Blitz
Identity Provider;

deststoretype — TMn xpaHUaMWa. Hy»KHO yKasaTb 3HayeHue BKS;
deststorepass —naponb K xpaHunumuty BKS;
destalias —umsa (alias) kntoya B BKS, Hanpumep, gost2012;

destkeypass —naponb K katouy B BKS. Hy»KHO yKa3aTb TO e camoe 3HayeHue, 4To U ana na-
pameTpa deststorepass.

5. 3ameHutb dan blitz-keystore.bks Ha cepsepe Blitz Identity Provider;

6. Mepesanyctutb npunoxkeHusa Blitz Identity Provider.

Kpuntolpo CSP Ha Linux

[na koHBepTaumm KoHTeiHepa KpunTtollpo CSP B Linux noHagobATca:

e [1K nnu cepsep nog ynpasneHnem ogHoro ns cnegyrowmx Linux: Astra Linux 1.7, PEL, OC 7.3, AnbT. B cnyvae
MCMNONb30BaHWE CeEPBEPA PEKOMEHAYETCA MCNO/b30BaTb MHOM CEPBEP, YEM T€, Ha KOTOPbIX Pa3BepHyT Blitz
Identity Provider.

e BbecnnatHasa ytuauta CryptoPro PFX Decoder by liOard.

BaxkHo: [lepes Haya/IOM KOHBEPTALMM HYXKHO COXPAaHUTb KOHTelHep Katoden Kpuntollpo CSP B dopmat pfx
(daln sourcekey.pfx)n cepTUdMKaT OTKPLITOrO KAtoya B popmat cer (sourcecrt.cer).

MHCTPYKUMA NO KOHBEPTALLMM KOHTEHEepa:

1. Nepekntountb OC Ha ucnonb3osaHme FOCT B 6MbAnOTEKe OpenSSL cornacHo MHCTPYKUUKU ANA UCMONb3Y-
emoit OC: Astra Linux®®, PE[] OC 7.37%, Anut’t. MHCTpYKUMA ganee npuBoauTtca Ha npumepe PEJ OC 7.3 ¢
BK/IIOYEHHOW HAaCTPOMKoM ana ncnonbsosaHusa NOCT B OpenSSL.

2. Bkatoumntb HacTpoiky MOCT B OpenSSL:

67 https://identityblitz.ru/wp-content/uploads/2019/11/gost-keytool.zip
68 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150n/
69 https://wiki.astralinux.ru/pages/viewpage.action?pageld=27362269
70 https://redos.red-soft.ru/base/manual/safe-redos/gost-in-openssl/
7L https://www.altlinux.org/TOCT_s_OpenSSL
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openssl-switch-config gost

3. HacTpouTb 3aBUCUMOCTM (LenaeTca ogHOKPaTHO nepes nepBoi KOHBepTaLMen Kaoua Ha cepsepe):

YcTaHOBKa moayna asnl:

pip3 install asnl

YctaHoBKa moayna pyderasn:

[fetch|wget] http://www.pyderasn.cypherpunks.ru/download/pyderasn-9.3.tar.zst
[fetch|wget] http://www.pyderasn.cypherpunks.ru/download/pyderasn-9.3.tar.zst.
—asc

gpg —-verify pyderasn-9.3.tar.zst.asc pyderasn-9.3.tar.zst

zstd -d < pyderasn-9.3.tar.zst | tar xf -

cd pyderasn-9.3

python setup.py install

YcTaHOBKa pygost:

[fetch|wget] http://www.pygost.cypherpunks.ru/pygost-5.12.tar.zst
[fetch|wget] http://www.pygost.cypherpunks.ru/pygost-5.12.tar.zst.asc
gpg —-verify pygost-5.12.tar.zst.asc pygost-5.12.tar.zst

zstd -d < pygost-5.12.tar.zst | tar xf -

cd pygost-5.12

python setup.py install

4. 3arpy3untb ytuauty CryptoPro PFX Decoder by lilOard:

[fetch|wget] https://raw.githubusercontent.com/liOard/cpfx/pyderasn/cpfx.py
[fetch|wget] https://raw.githubusercontent.com/1i0ard/cpfx/pyderasn/schemas.py

5. KoHBepTupoBaTtb KoHTelHep Katoda n3 dopmata pfx B dopmat PEM ¢ nomowpbio CryptoPro PFX
Decoder by liOard

python cpfx.py sourcekey.pfx

OTBET YyTUNUTLI ByaeT coaep*aTb MHPOpPMaLMIO O TOM, B Kakoi daiin bbin coxpaHeH npeobpa3oBaHHbIN
KOHTelHep. Hanpumep, exported_4192476d-3e66-4963-8684-bd95d6be7967 . pem.

6. KoHBepTMpoBaTb CepTUPUMKAT OTKPLITOrO KAtoua U3 popmata DER B popmaTt PEM ¢ nomolbro OpenSSL:

openssl x509 -in sourcecrt.cer -inform der -out sourcecrt.pem

7. CobpaTtb HOBbIM pfx-KOHTeliHep N3 Npeobpa3oBaHHbIX KAtoYa U cepTudmKaTa:

openssl pkcsl2 —-export —-in sourcecrt.pem —-inkey 4192476d-3e66-4963-8684-
—bd95d6be7967.pem —-out correct.pfx —-name gost2012

8. YcTaHOBUTb OKpyrKeHue Java (JRE) Bepcum 8.

9. MMnopTMpoBaTh KAtoY M3 PKCS#12 8 BKS-XxpaHuauLLe ¢ nomoLpio 6ecnaaTHoi yTuantbl gost-keytool’? n
aKTyanbHO Bepcumn bubamnotekn beprov-jdk150n’.

72 https://identityblitz.ru/wp-content/uploads/2019/11/gost-keytool.zip
73 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150n/
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java —-cp gost-keytool.jar:bcprov-jdkl5on-1.70.jar ru.reaxoft.gost.Keytool.
—import_pkcsl2 --srckeystore correct.pfx —--srcstorepass 1234 —-srckeypass.
1234 ——destkeystore blitz-keystore.bks —--deststoretype BKS --deststorepass.
—pass —-destalias gost2012 --destkeypass pass —-srcalias gost2012

B 3TOi1 onepaumumn UCcNonb3yroTcA NapameTpbl:
e srckeystore —nyTb K CKOHBEPTUPOBAHHOMY pfx-KoHTeliHepy (PKCS#12);
e srcstorepass — Napo/b OT KOHTeMHepa PKCS#12;
e srcalias —uMmA KAOYa B KOHTeWHepe PKCS#1 2. Hy»KHO yKa3aTtb 3HayeHne gost2012;

e srckeypass — Naposib K KN4y B KOHTelHepe PKCS#1 2. Hy»KHO yKa3aTb TO Ke camoe 3Haye-
HWe, YTo U ANA NapameTpa srcstorepass;

e destkeystore — nytb K danny BKS blitz-keystore.bks, B3atomy c cepsepa Blitz
Identity Provider;

¢ deststoretype — 1N XpaHunumwa. Hy>KHo yKka3aTb 3Ha4yeHue BKS;
e deststorepass —napoab K XxpaHuauwy BKS;
e destalias —wuma (alias) katoua B BKS, Hanpumep, gost2012;

e destkeypass —naponb K Kato4y B BKS.

10. 3ameHuTb patnblitz—-keystore.bks Ha cepsepe Blitz Identity Provider;

11. MepesanyctuTb Npunoxenusa Blitz Identity Provider.

Kpunrollpo JCP

[na umnopTa KoHTelHepa B popmate KpnntoMPO JCP HeobX0AMMO YCTaHOBUTL AaHHbIM KpunTonposaiiaep’ u
CNefoBaTh MHCTPYKLMAM M3 0OULMANbHON AOKYMEHTALUM.

Bxopg, uepe3 ECUA B pexxume Bbibopa opraHMsauum

Koraa ans exoga B Blitz Identity Provider ckoHdUrypupoBaH sHewHul nocmasujux udeHmugpuxauuu ECUA (cTpa-
HUua 147), To K 06bIMHOMY peXMMY BXOZA NONb30BaTeNA MOXHO CKOHOUIypUpoBaTb cneaytowme AONONHUTE b-
Hbleé BO3MOHOCTH:

e OTObGpaxKeHWe Nosb30BaTENIO 3KpaHa BblIbOpa perMma BXxoda M OpraHM3auuu, ecin BOLEAWNA Yepes
ECUA nonb3osatenb nmeet B ECUA poaun coTpygHUKa MHAMBMAYANbHOTO NpeanpuHUMmaTens, opuamye-
CKOTO /1ML UM OpraHa rocyAapCTBEHHOM BNACTH.

74 https://cryptopro.ru/products/csp/jcp
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Bxon B JIN4HbIA KabuHeT

BubepuTe pone 4NA BXOQa

Weavoe Mean MeaHoBKWY
CHWNGC: 111-222-333 00

000 "PEAK CO®T"

¢ MonyuyeHue n3 ECUA cBeaeHuit 0 BbIBpaHHOW NpUY BXOAE OpraHu13aLMmn, aBTOMaTUYECKoe CO34aHMe Ha oc-
HOBe 3TUX cBefeHui B LDAP-xpaHUAULLEe rpynnbl NoNb30BaTesei ¢ aTpubyTamu, COOTBETCTBYIOLLMMM Opra-
HM3aLMK (ecnn COOTBETCTBYIOLLAA OPraHM3aLUn rpynna He HalZeHa B MOMEHT BxoAa), LobasneHue nosb-
30BaTeNA B CO34aHHYI0 (MK HallAleHHYI0) rpynny nosib3oBaTenei.

¢ O6HOB/NEHME aTPUOYTOB rPynMbl NOAb30BATENA 3HAYEHUAMM aTpUBYTOB OpraHmsaumm ns ECUA B momeHT
BX0Aa, ecaun aTpmubyTbl B ECUA nsmeHunuce.

¢ B0O3MOXKHOCTb f06aB/IeHNA B MapKep JOCTyNa U MapKep 06HOBEHUA CBeAEHWUI O BbIDPAHHON B MOMEHT
BXo4a nosib3osatens ponun 8 ECUA (dpuanyeckoe n1uUo, MHANBUAYANbHLIN NPEANnPUHUMATEb, AO/MKHOCT-
HOE INLLO OPUANYECKOrO NLLA, AO/IKHOCTHOE /IMLO OpraHa rocy4apcTBEHHOW BAACTH).

[ns HacCTPOIKM perKMMOB BXoda HeobxoaMmo npeaBaputenbHo HacTpouTs B Blitz Identity Provider ucnonb3sosa-
Hue zpynn docmyna (cTpannua 207) u Bxog Yepes ECHA (cTpaHuua 147). Mocne aToro HeobxogaMmo B KoH$Urypa-
LMOHHOM daiine B ceKumm blitz.prod.local.idp.federation B 6/10Ke esia co34aTb AOMNONHUTENb-
HbI 6710K HacTpoeK org cneayroLLero suaa:

"federation" : {
"points" : {
"esia" : [

{

.l'l.o rg mw . {

"embeds" : [
"documents.elements-1",
"addresses.elements-1",
"contacts.elements-1"

1,

"group" : {
"id" : "${org.oid}",
"mapping" : [
{
"attr" : "org_ogrn",
"master" : true,
"value" : "${org.ogrn}"
}I
{
"attr" : "org_inn",
"master" : true,
"value" : "${org.inn}"
}I
{
"attr" : "org_fullname",
"master" : true,

(continues on next page)
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"value" : "${org.fullName-}"
by
{
"attr" : "org_shortname",
"master" : true,
"value" : "${org.shortName-}"
}I
{
"attr" : "org_type",
"master" : true,
"value" : "${org.type-}"
}I
{
"attr" : "org_oktmo",
"master" : true,
"value" : "${org.oktmo-}"
}I
{
"attr" : "org_leg",
"master" : true,
"value" : "${org.leg-}"
}I
{
"attr" : "org_kpp",
"master" : true,
"value" : "${org.kpp-}"
}I
{
"attr" : "org_phone",
"master" : true,
"value" : "${org.phone-}"
}I
{
"attr" : "org_email",
"master" : true,
"value" : "${org.email-}"
}I
{
"attr" : "org_fax",
"master" : true,
"value" : "${org.fax-}"
}I
{
"attr" : "org_agencytype",
"master" : true,
"value" : "${org.agencyType—-}"
}I
{
"attr" : "org_agencyterrange",
"master" : true,
"value" : "${org.agencyTerRange-}"
}I
{
"attr" : "org_address_post",
"master" : true,
"value" : "${org.postAddress-}"
}I
{
"attr" : "org_address_leg",
"master" : true,
"value" : "${org.legalAddress-}"

(npoponkeHue c NpeablayLLei cTpaHuLbl)

(continues on next page)
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J 4

"matchingRules" : [

[

]
1r

"attr"

"value"

"profile"

by

"scopes"
"http:
"http:
"http:
"http:

"http

"http:
"http:
"http:
"http:
"http:
"http:
"http:

"http

i

[

//esia.
//esia.
//esia.
//esia.
://esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
://esia.

nign ,

"S${org.

"Orgs n

gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
.ru/org_grps"

gosuslugi

oid}"

ru/org_addrs",
ru/org_leg",
ru/org_oktmo",
ru/org_inn",
ru/org_type",
ru/org_kpp",
ru/org_ctts",
ru/org_agencyterrange",
ru/org_ogrn",
ru/org_shortname",
ru/org_fullname",
ru/org_agencytype",

B fo6aBieHHOM 6/10Ke HY}KHO CKOPPEKTUPOBATh:

(npoponkeHue c NpeablayLLei cTpaHuLbl)

* Habop nonyvyaembix n3 ECUA ceegeHnit 06 opraHM3aLMM U UX ManMUHr Ha aTpMBbYTbl rPynnbl NONb30Ba-
Tenen (6NoK group . mapping), NPM3HAKOM master OTMETUTb Te aTPUBYTbI, KOTOPble AOMKHbI Nepesa-
nMUcbIBaTbCA B rpynne noib3oBaTesnieil Npu Kaxaom obHosaeHUn 3 ECUA, nosny4eHHOM B MOMEHT BXOAa;

* Habop 3anpawmnBaembix B ECUA paspelueHnit (HacTpolika scopes).

Ecnn Heobxoammo nepenasatb B MapKep MAEHTUPUKALMM U MapKep AOCTYNa CBeAEHUA O TeKyLlel BbiIbpaHHOM
OpraHusauumn 1 o posu nonvsosaTens B ECUA, To HeOB6XOAMMO HACTPOUTL COOTBETCTBME HEODXOAMMbIX aTpu-
6yToB ECUA ceccmoHHbIM yTBepKaeHuam B Blitz Identity Provider. 3To BbiNnonHAETCA C MOMOLLbIO HACTPOMKM
claims B 6710Ke HacTpoeKk ECUA:

"federation"
"points" : {
"esia" : [
{
"claims™" [
{
n name "
"value"
b
{
"name"
"value"

"org_id",
"org.oid"

"global_role",
"globalRole"

(continues on next page)
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"name"
"value"

"name"
"value"

A\l name n
"value"

"name"
"value"

"name"
"value"

"name"
"value"
}I
{
"name"
"value"

by

by

"org_shortname",
"org.shortName"

"org_fullname",
"org.fullName"

"Org_type n ,
"org.type"

"org_ogrn",
"org.ogrn"

"org_inn",
"org.inn"

"org_oktmo",
"org.oktmo"

"org_groups",
"org.groupNames"

[o6asneHue napameTtpos B Bbi3oB ECUA

(npoponkeHue c NpeablayLLei cTpaHuLbl)

Blitz Identity Provider no3sonser gobasnaTb B BbI30B cepauca ayTeHTUdMKaummn ECUA cneaytowime napameTpbi:

e obj_type — TN Nonb3oBaTens;

® roles—TuN poau

nonb3oBaTena.

[na Toro ytobbl BKAOYKTL Nepesady NapameTpoB, BbIMOJHWUTE caeaytowmne aencTems:

1. OtkpoiTe paiin KoHPUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

2. Bcekumm blitz.prod.local.idp.federation.points.esia.authExtParams (HacTpou-
KM ECUA) mam blitz.prod.local.idp.federation.points.esiadp.authExtParams
(umdposoro npoduns ECUA) ykaxkute napameTpbl gns AobaBieHUs B BbI3OB CEPBMCA ayTEHTUPUKALMUMU.
MapameTpbl HEOHXOAMMO NEPEUUCIUTL B BUAE <HUMd MapaMeTpa>: <CTPOKOBOE 3HAUYEHHE [a—
paMeTpa>. Hanpumep, 4na nepegaym napametpos obj_type=P+L&roles=E+C, Hy*XHO A06aBUTb B
bain KoHOUrypaL MM COOTBETCTBYIOLLErO NOCTaBLLMKA MAEHTUDUKALMM pasaen Buaa:

"authExtParams": {
"Obj_type": "P Lll’
"roles": "E C"

by
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Ceptudukartol nocraswmkos WebAuthn, Passkey, FIDO2, U2F

Cm.Takke:
e Bxo0 ¢ nomoubo WebAuthn, Passkey, FIDO2 (cTpanuua 90)
¢ [ToOmeepxcOeHue exo0a c nomouwibto WebAuthn, Passkey, FIDO2, U2F (cTpaHuua 91)

Blitz Identity Provider no3sonset nepeonpenenntb nepevyeHb NPOMEKYTOUHbIX U KOPHEBbLIX cepTUdMKaTOB no-
CTaBLWMKOB KAntovel b6esonacHoctn (WebAuthn, Passkey, FIDO2, U2F). [ns 3Toro HyXHo B 610Ke HacTpoek
blitz.prod.local.idp.webAuthn.trustedStores yKasaTb HacTPOWKMK, cogepKalime Tmn (type),
dalinosbIvi nyTb (path) M naponb (password) 4OCTYNa K KOHTEMHEPY KtOYEeN, KOTOPbIM HE0BX0AMMO UCMONb30-
BaTb 4/1A NPOBEPKM NOANUCK aTTECTALMOHHbIX 06bEKTOB, PopMMPYEMbIX NMPU PerncTpaLmmn Katouei 6esonacHo-
cTn. CTaHAaPTHbIM KOHTEMHEpP Ktoyell aBTOMaTUYeCKM 0OHOBASAETCA NPW YCTaHOBKE HOBbIX Bepcuit Blitz Identity
Provider n copep»uUT aKkTya/ibHble KOPHEBbIE WU NMPOMeXKYToYHble cepTuduKaTel TPM moaynei, FIDO, a Takke
ceptudmKkatbl Apple n Google, Heobxoammble ANnA NPOBEPKM MOANUCK aTTeCTaUMOHHbIX 06bekToB. Mpu Heob-
XOAMMOCTU OrPaHMYUTL KNtouM 6e30MacHOCTM A0 YCTPOWCTB ONpeseneHHbIX NPoU3BOAUTENEN HYKHO YAANUTD
M3 KOHTEWHEepa KoYel MILHME KOPHEBbIE U MPOMENKYTOUHbIE cepTUdUKaTBI.

Mprmep HacTpoekK:

"webAuthn" : {
"trustedStores" : [
{
"password" 0 "*****",
"path" : "webAuthn-trusted-ca.jks",
"type" . "jKS"

OIDC, SAML u BHelwHUEe NOCTaBLUKKU ngeHTudUKaumm

Cepsuc OIDC Discovery

Blitz Identity Provider aBTomaTtuueckn nybamkyet cepsuc OIDC Discovery’> B COOTBETCTBMM C 3afaHHbIMU B
Blitz Identity Provider HacTpoikamu. B coctaBe cepBuca MOXKHO nponucaTb agpec AokymeHTaumum Ha OIDC cep-
BMC. YTOObI 334aTb CBOM afApec AOKYMeHTauuun, Heobxoanumo B 6/10Ke HacTpoek blitz.prod.local.idp.
oauth nponucatb HacTpoiKy serviceDocumentationUrl co 3HaYeHMEM aZpeca CCbIJIKM HA AOKYMeEHTa-
umto.

Ap,peca BbI30BOB BHELWHUX NOCTaBWUKOB

Mpun BHegpeHun Blitz Identity Provider moeT BO3HUKHYTb NOTPEOHOCTb HACTPOUTL BbI3OBbI C cepBepos Blitz
Identity Provider 06paboT4yMKoB BHELHUX NOCTaBWMKOB MAEHTUDMKALNM HE HAaNPAMYIO, a Yepes NPOKcK cep-
Bep. B aTom ciyyae ectb HEOBXOAMMOCTb U3MEHUTL CTaHAAPTHbIE aApeca 06paboTUMKOB BHELLIHWUX NOCTaBLMKOB
naeHTMdMKaLMM Ha agpeca, 3aperncTpUpoBaHHbIe Ha NPOKCK cepsepe. YTobbl CKOPPEKTMPOBaATb agpeca obpa-
60TYMKOB, HEOOXOAMMO U3MEHUTb 3HAYEHMA HacTpoeKk authUri, tokenUri, dataUri B COOTBETCTBYHOLMX
6/10Kax HAaCTPOEK BHELHMX NOCTaBWMKOB MAeHTUPUKauMM B blitz.prod.local.idp. federation.

MprMep HacTPOEK A4/1A BXoAa Yepes BHelHUI nocTaslumK Google:

"federation" : {
"points" : {

(continues on next page)

75 https://tools.ietf.org/html/rfc8414
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"google" : [
{
"authUri" : "https://accounts.google.com/o/oauth2/auth",
"tokenUri" : "https://accounts.google.com/o/ocauth2/token",
"dataUri" : "https://www.googleapis.com/ocauth2/vl/userinfo?alt=json",

}l

BHewHuit SAML-nocTaBLMK

Blitz Identity Provider no3sonseT HacTpouTb BXo4 Yepes BHELHWUIM NOCTaBLMK naeHTUGUKaumm, paboTatoLwmii no
npotokony SAML 2.0.

[ns aToro Heobxoammo B 6/10Ke HacTpoekblitz.prod.local.idp. federations co3aaTb BHEWHWUI NO-
CTaBWMK saml cO cneayowmmm HacTPOMKaMu:

name — CUCTEMHOE UMSA BHELLIHEro NocTaslUMKa WaeHTUGUKaLmu;
humanReadableName — onMcaHue BHELIHEro NocTaBUnKa naeHTMbuKaumm;

clientId—wumsa nocTaBwumka ycayr (EntityId), npucsoeHHoe Blitz Identity Provider npm peructpaumm
BO BHelwHem SAML nocTaBwmKe naeHTMdMKauuu;

signAuthnReq—onpeaensert, gonkeH nu Blitz Identity Provider nognuceisate SAML 3anpoc, otnpasnsa-
€Mblli BHELUHEMY NOCTaBLLMKY MAEHTUDUKALMK;

checkAssertionSign—onpegensaer, HeobxogMmo v NPoBepATb nognucb SAML yTBepKAeHUI, nony-
YeHHbIX OT BHELIHEro NocTaBWyKa naeHTudukaumm (ana NPO/L, cpea 065a3atenbHO HEOBX0AMMO BKIOYATb
NPOBEPKY NOAMUCH);

610K credentials c HAacTPOMKamMM AOCTYNA K KAOYEBOMY KOHTEWHEPY, UCMO/Ib3YEMOMY A8 NOANUCHI-
BaHMWA 3aNPOCOB K NOCTaBLLMKY NAEHTUGMKaLMm SAML. HacTpanBaeTca onumMoHaabHO, B ClyYae ecamn ans
B3aMMOZLENCTBUA C BHELIHUM MOCTaBLLMKOM UAeHTUdMKaLMKM TpebyeTcs MCNoab30BaTh OTAE/bHbINA KOH-
TeliHep KAtoyei. Ecnm HacTpoiika He 3a4aHa, To Knouu byayT bpaTbes U3 ocHoBHOro keystore, HacTpoeH-
Horo B 6/10Ke blitz.prod.local.idp.keystore (npu aTom B KayecTBe alias bygeT ucnonb3o-
BaTbCA MMA NOCTaBLLMKA MAEHTUDUKALMMN U3 HACTPOMKKM hame).

3a4al0TCA HAaCTPOMKM:
— alias — umsA KAloYa B KOHTelHepe;

— keystore — 670K HaCTPOEK, coaepKaLLMii TUN KOHTEHepa (type), KoTopbli moxKeT bbiTb JCEKS
unn BKS, a Tak»Ke nyTb K KOHTeMHepy (path) M naponb K KoHTelHepy (password);

idpMetaPath — nyTb K daliny, B KOTOPOM XPaHATCA MeTaAaHHble BHELWHEero NocTasWwuyKa naeHTudmKa-
unm (XML-dann c metagaHHbimu IDP);

610K HacTpoek userMatching —3agaeT NpaBuaa CONOCTaBAEHUS YYETHbIX 3anucei:

— B HacTpoWKe type — NpU3HaK, 4To ncnonbsyetca 6a3osan (3HayeHWe builder) HacTpoiiKa CBA3bI-
BaHMA YYETHbIX 3anucel;

— BHACTpOWKe mapping—npaBuaa conocTaBNeHUA y4eTHbIX 3anuceit n3 BHelwHero SAML-nocTasLymKa
naeHTndrKauum yyeTHbim 3anucam B Blitz Identity Provider;

— BHacTpoiikemat chingRules —npasuna nepeHoca SAML-yTBepKAEHUI U3 BHELIHErO NOCTaBLUMKa
naeHTMdMKaLMm B aTpnbyTbl yueTHoM 3anucu B Blitz Identity Provider;
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- requireLogInToBind — npusHak «flpedsaazame nosas3o8amesnto 88ecmu A02UH U Naposs 05
MpUBA3KU, ecau y4emHas 3anucs He bblaa ueHmu@duyuposaHa;

— strictMatching— npusHak «Tpebosames 86800 napoA, ecau y4emHas 3anuce belaa udeHmugu-
yuposaHa»;

— uniqueMatching — npusHak «J19 NpuesasKu 0oaxHa 6bimb HalideHa mosibKo 00HA y4emHas 3a-
nuce 1o 3a0aHHbLIM MPABUAAM COOMB8EMCMEUA».

Mpyvmep HaCTPOeK BHELIHEro NocTaBLLMKa UaeHTUdMKALMK:

"federation" : {
"points" : {
"saml" : [
{

"name" : "demo-idp",
"humanReadableName" : "External SAML IDP",
"clientId" : "login.company.com",
"signAuthnReg" : true,
"checkAssertionSign" : true,

" _credentials" : {
"alias" : "demo-idp",
"keyStore" : {
"password" : MxxAkxm,
"path" : "demo-idp-key.jks",
"type" : "JCEKS"

H
"idpMetaPath" : "demo-idp-metadata.xml",

"userMatching" : {
"type" : "builder",
"mapping" : [
{
"attr" : "urn:saml:mail",
"master" : false,
"value" : "S${email}"
}
J 14
"matchingRules" : [

[

"attr" : "urn:saml:mail",
"value" : "${email}"

]
] ’
"requireLogInToBind" : false,
"strictMatching" : false,
"uniqueMatching" : false

1,

Mocne co3aaHmA HaCTPOEK BHELLHErO NOCTABLLMKA HEOHX0AMMO BKAOUUTL Er0 B CMMCKE AOCTYMHbIX BHELIHMX NO-
CTaBLMKOB NaeHTUOMKauuK. [1na sToro B 610K HacTpoekblitz.prod.local.idp.login B nepeyeHb me-
TOLOB ayTeHTUOMKALMK (methods) B CNUCOK BHELIHWUX NOCTaBLLMKOB BXoAa external Idps A06aBUTb BHeL-
HWIM nocTaBWMK ¢ fedPoint, COOTBETCTBYIOWMIN HACTPOEHHOMY.

Mpuvmep HACTPOMKM ANA BKAOYEHUA BHELWHEero MnOCTaBLWMKA MAEHTUOMKAUMM C TUNOM saml U UMeHem
demo-idp:
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"login" : {
"methods" : {

"externalIdps" : {
"idps" : [

"fedPoint" : "saml:demo-idp"

by
1s
}I

by

Hacmpoums nozomun (cTpaHmua 305) ana KHONKM BXO4A Yepes BHELIHWIM NOCTaBLLMK BXOAa.

OIDC, SAML u BHelWwHUe NOCTAaBLWMUKU naeHTuPUKaumm
Cepsuc OIDC Discovery

Blitz Identity Provider aBTomaTuueckn nybamkyet cepsuc OIDC Discovery’® B cOOTBETCTBMM C 3aAaHHbIMU B

Blitz Identity Provider HacTpoiKkamu. B coctaBe cepBuca MOXKHO nponucaTb agpec AokymeHTaumm Ha OIDC cep-
BMC. YTobbl 33aTb CBOM aZpec AOKYMeHTaLMN, Heobxoanmo B 610Ke HacTpoek blitz.prod.local.idp.
oauth nponucatb HacTpoiKy serviceDocumentationUrl co 3HaYeHMEM aZpeca CCbIJIKM HA AOKYMEHTa-
umto.

Ap,peca BbI30BOB BHELWHUX NOCTaBWUKOB

Mpw BHegpeHuu Blitz Identity Provider mokeT BO3HMKHYTb NOTPeBbHOCTb HAacTPOUTb BbI30BbLI C cepBepoB Blitz
Identity Provider 06paboT4yMKOB BHELUHUX NOCTABLLMKOB UAEHTUDMKALMM HE HANPAMYHO, a Yepes MPOKCKU cep-
Bep. B aTom cnyyae ectb HEOHXOAMMOCTb U3MEHUTL CTaHAAPTHbIE aApeca 06paboTUMKOB BHELIHWUX NOCTaBLUUMKOB
naeHTMdMKauumn Ha agpeca, 3aperncTPUpPoBaHHbIe HA NPOKCK cepBepe. YTobbl CKOPPEKTMPOBaTL agpeca obpa-
60TYMKOB, HEOBXOAMMO U3MEHUTb 3HAYEHMUA HacTpoeKk authUri, tokenUri, dataUri B COOTBETCTBYHOLIMNX
6/10Kax HAaCTPOEK BHELIHMX NOCTaBWMKOB MAEHTUPUKAaUMM Bblitz.prod.local.idp.federation.

Mpyvmep HacTpoeK A1a BXxoAa Yepes BHELHWUIA NocTaBLWwmK Google:

"federation" : {
"points" : {
"google" : [
{
"authUri" : "https://accounts.google.com/o/oauth2/auth",
"tokenUri" : "https://accounts.google.com/o/ocauth2/token",
"dataUri" : "https://www.googleapis.com/oauth2/vl/userinfo?alt=json",

Hy

76 https://tools.ietf.org/html/rfc8414
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BHewHuit SAML-nocTaBWMK

Blitz Identity Provider no3BonseT HacTpoUTb BX0A, Yepes BHELHWI NOCTaBLMK MAEHTUPUKALMN, paboTatowmii No
npotokony SAML 2.0.

[ns aToro Heobxoanmo B 6/10Ke HacTpoek blitz.prod.local.idp.federations co3gatb BHEWHWUI NO-
CTaBLMK saml CO cneayroLmMMm HaCTPONKaMU:

name — CUCTEMHOE MMA BHELIHETrO NOCTaBLLMKA MAEHTUPUKALUK;
humanReadableName — onMcaHWe BHELLIHEro NOCTaBLUMKa AEHTUDUKALMM;

clientId—umsanocTaslumKa ycayr (EntityId), npucsoeHHoe Blitz Identity Provider npu peructpaumm
BO BHewHeM SAML nocraBwmKe naeHTMdmnKaumnm;

signAuthnReq—onpeaensert, gonkeH nu Blitz Identity Provider nognuceisate SAML 3anpoc, otnpasnsa-
€Mblii BHELWHEMY NOCTaBLMKY MAEHTUPUKALUN;

checkAssertionSign—onpegensaet, HeobxogMmo v NPoBepATb Nognucb SAML yTBepKAeHWI, nony-
YEHHbIX OT BHELUHEro NocTaBLuKa naeHTuouKaumm (ana NPOL cpen 06s3aTelbHO HEOHXOANMMO BK/IHOYATb
npoBepKy noanucu);

610K credentials c HAacCTPOMKamMM AOCTYNA K KAOYEBOMY KOHTEWHEPY, MCMNO/Ib3YEMOMY A7 NOANUCHI-
BaHMA 3aNPOCOB K MOCTaBLLMKY naeHTUGMKauumn SAML. HacTpansaeTtca onuMoHanbHo, B Ciy4ae ecaun ans
B3aMMOAENCTBMA C BHELHMM MOCTaBLMKOM NAEHTUDMKAUMM TpebyeTca MCNoIb30BaTb OTAENbHbIN KOH-
TeWHep Katodel. Ecnm HacTpoiKa He 3afaHa, TO KAatoum 6yayT 6patbcs U3 OCHOBHOIO keystore, HacTpoeH-
Horo B 6n0Kke blitz.prod.local.idp.keystore (npu aTom B KayecTBe alias bygeT ucnonbso-
BATbCA MMA MNOCTABLUMKA NAEHTUDMKALUM U3 HACTPOIMKM hame).

3apaloTCcA HaCTPOMKMU:
— alias —uMmsA KaloYa B KOHTeHepe;

— keystore — 670K HaCTPOEK, coaepKaLLMii TUN KOHTEHepa (type), KoTopbli moxeT bbiTb JCEKS
unu BKS, a Takke nyTb K KOHTelHepy (path) M naponb K KoHTelHepy (password);

idpMetaPath — nyTb K $aiay, B KOTOPOM XPAHATCA MeTafaHHble BHELHEro NOCTaBLLMKa AEHTUDUKA-
unn (XML-dpaiin ¢ metagaHHbimu IDP);

610K HacTpoek userMat ching — 3a4aeT npaBuia CONOCTaBEHNUA YYETHbIX 3anucei:

B HacTPOIMKe t ype — NPM3HaK, YTo Ucnonbayetca 6asosas (3HaveHMe builder) HacTpoiKa cBA3bI-
BAHMA YYETHbIX 3anucel;

— BHACTpOIKe mapping —NpaBMaa CONOCTAB/IEHMA YYETHbIX 3annceit U3 BHewHero SAML-nocTaBLwmKa
naeHTMdMKaumnm yyeTHbIM 3anucsam B Blitz Identity Provider;

— BHacTpoike matchingRules —npasuna nepeHoca SAML-yTBep:KAEHMI U3 BHELIHErO NOCTaBLLMKa
naeHTMdMKaLmMm B aTpnbyTbl yyeTHoM 3anucu B Blitz Identity Provider;

- requireLogInToBind — npusHak «flpedsaeame noas3o8amesnto 88ecmu A02uH U nNaposs 05
MPUBA3KU, ecau y4emHas 3anucs He bblaa udeHmuguyuposaHa»;

— strictMatching— npusHak «Tpebogame 8800 aposA, ecau y4emHas 3anucs buiaa udeHmugu-
yuposaHa;

- uniqueMatching — npusHak «Ja1a npusAasKku 00axcHa 6bime HalldeHa MosbKO 00HA yYemHas 3a-
nuce o 3a8aHHbLIM MPASUAAM COOMBEMCMEBU.

MprMep HaCTPOEK BHELIHEro NoCTaBLuKa MAeHTUOUKALNN:

"federation" : {
"points" : {

"saml" : [
{
"name" : "demo-idp",
"humanReadableName" : "External SAML IDP",

(continues on next page)
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"clientId" : "login.company.com",
"signAuthnReg" : true,
"checkAssertionSign" : true,
" _credentials" : {
"alias" : "demo-idp",
"keyStore" : {
"password" : "xxAkxm,
"path" : "demo-idp-key.jks",
"type" : "JCEKS"
}
b
"idpMetaPath" : "demo-idp-metadata.xml",
"userMatching" : {
"type" : "builder",
"mapping" : [
{
"attr" : "urn:saml:mail",
"master" : false,
"value" : "S${email}"
}
JI
"matchingRules" : [
[
{
"attr" : "urn:saml:mail",
"value" : "${email}"
}
1
]I
"requireLogInToBind" : false,
"strictMatching" : false,
"uniqueMatching" : false
}

Mocne co3aaHuA HaCTPOEK BHELLIHEro NOCTaBLLMKAa HEOHBXOAMMO BK/IHOUUTD €70 B CMUCKE AOCTYMHbIX BHELIHWUX NO-
CTaBLMKOB NaeHTUOMKaumMK. [1na sToro B 610K HacTpoekblitz.prod.local.idp.login B nepeyeHb me-
TOLOB ayTeHTUdMKaLMK (methods) B CNUCOK BHELHWUX NOCTaBLLMKOB BXoAa external Idps A06aBUTb BHeL-
HUI nocTaBwmK ¢ fedPoint, COOTBETCTBYIOLLMNI HACTPOEHHOMY.

Mprvmep HACTPOMKM ANA BKAKOYEHUA BHELWHEro MOCTaBLUMKA MAEHTUOUKaUMM € TMNOM saml U MMeHem
demo-idp:

"login" : {
"methods" : {
"externalIdps" : {
"idpS" . [
"fedPoint" : "saml:demo-idp"
I

1s

(continues on next page)
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by

by

Hacmpoums nozomun (ctpadmua 305) 418 KHOMKM BXOAA Yepes3 BHELLIHWI NOCTaBLWMK BXOAa.

BHewHuit nocraswuk CYAUC

Blitz Identity Provider no3BosfeT HacTPOUTb BXOA, Yepes BHELUHWUI NOCTaBLWMK naeHTuduKkauymm CYQUC.

[ns atoro Heobxoaumo B 610Ke HacTpoek blitz.prod.local.idp. federations co3faTh BHELWHMIA NO-
CTaBWMK sudis co cefyroWwmymm HacTpoMKamu:

name — CUCTEMHOE MMA BHELUHEro NOCTaBLWMKA MAEHTUPUKALNNK;
humanReadableName — onMcaHWe BHELLIHEro NOCTaBLUMKa aeHTUdUKaLMK;

client Id—wumsa nocTaBwumka ycayr (EntityId), npucsoeHHoe Blitz Identity Provider npu peructpaumm
8 CYOUC;

610k credentials c HAacTPOMKamM AOCTYNa K KAOYEBOMY KOHTEWHEPY, UCMO/Ib3YyEMOMY A1A NOANUCHI-
BaHMA U WndpoBaHMa 3anpocos K CYAUC. JonkHo ncnonb3osatbea MO CMSServer, oucTpubyTrB KOTOPOTo
npeaocTasaseT nocraswmk CYANC.

3apatoTCA HAaCTPOMKMU:
— endpoint —agpec cepsepa CMSServer;
— fingerprint —SHA1 xaw ceptudukata IDP CYAUNC. YKasbiBaeTca B popmate { SHAL } 3HaueHue;
- recipientKey—uaeHTuduKkatop katova CYONC (3HaueHne cn u3 subject ceptudukata CYINUC);

- senderKey — naeHtTupuKatop Kawoua Blitz Identity Provider, ucnonsayemoro gns nognvcaHms 3a-
npocosB K CYOUC u pacwndpoBbiBaHMA OTBETOB (3HayeHMe cn M3 subject cepTudukarta Blitz
Identity Provider, 3apeructpuposaHHoro 8 CYQUC);

idpEntityId—-EntityID CYOUC;
sidAttrName — ums aTpnbyTa, UCNOb3YEMOro B KayecTBe uaeHTudmKaTopa yyeTHon 3anncu B CYANC;
ssoServiceLocation —agpec 06paboTymKa 3anpoca 3anpocoB Ha ayTeHTUGUKauuio 8 CYJUC;

sloServiceResponselLocation — agpec oTBeTa Ha 3anpochkl JiorayTta, UHMUUUpPOBaHHble B CYANUP
n3 Cygunc;

sloServiceLocation—aapecobpaboTtumKka norayta 8 CYANC npu uHMUmMmMpoBaHMmM norayTa us CYJUP
8 CYOUC;

610K HacTpoek userMat ching — 3a4aer npaBuaa CONOCTaBEHNUA YYETHbIX 3anucei:

— B HacTpoWKe type — NPU3HaK, YTo Ucnonb3yetca 6a3oBan (3HayeHWe builder) HacTpoKa CBA3bI-
BAHMA YYETHbIX 3anucel;

— BHACTpOIKe mapping —NpaBMaa CONOCTAB/EHMA YYETHbIX 3annceit U3 BHewHero SAML-nocTaBLwmKa
naeHTndrKauum yuetHbim 3anucam B Blitz Identity Provider;

— BHacTpolkematchingRules —npasuna nepeHoca SAML-yTBEPKAEHNIN N3 BHELLHETO NOCTABLLMKA
naeHTMdMKaLMm B aTpnbyTbl yueTHoM 3anucu B Blitz Identity Provider;

- requireLogInToBind — npusHak «[lpedanazame noab3osamento 88ecmu /02UH U Napose 044
MPpUBA3KU, eCcu y4emHaaA 3anuce He bblaa udeHMupuyupPoB8aHa»;

— strictMatching— npusHak «Tpebosams 86800 naposA, ecau y4emHas 3anuce bolna udeHmugu-
yuposaHa»;

2.6. Hactpoiiku KoHdurypaumnoHHbix ¢painos 348



Blitz Identity Provider, Bepcus 5.23

— uniqueMatching — npusHak «Ja19 npuesasKu 0oaxHa 6bimb HalideHa mosibKo 00HA y4emHas 3a-

nucb 1Mo 3a0aHHbLIM npasusnam coomeemcmeus».

Mpymep HaCTPOEK BHELIHEro NOCTaBLLMKA UAEHTUDMKALUN:

"federation" : {
"points" : {
"sudis" : [
{
"clientId" : "<ENTITY_ID BLITZ>",
"credentials" : {
"endpoint" : "http://<CMS_HOST>:<CMS_PORT>",
"fingerprint" : "{SHA1}<FINGERPRINT SUDIS CERT>",
"recipientKey" : "<SUDIS_KEY SUBJECT.CN>",
"senderKey" : "<BLITZ_KEY SUBJECT.CN>"
}I
"humanReadableName" : "SUDIS",
"idpEntityId" : "http://..",
"name" : "sudis",
"sidAttrName" : "oid",
"ssoServiceLocation" : "http://../idp/profile/SAML2/POSTGOST/SSO",
"sloServiceLocation" : "http://../idp/Logout",
"sloServiceResponseLocation" : "http://../idp/profile/SAML2/Redirect/SLO",
"userMatching" : {

1,

Mocne co3aaHmA HaCTPOEK BHELUHEro NOCTaBLLMKA HEO6X0AMMO BKAOUNTL Er0 B CMMCKE AOCTYMHbIX BHELLHMX NO-
CTaBLMKOB naeHTUOMKaumK. [1na sToro B 650K HacTpoekblitz.prod.local.idp.login B nepeyeHb me-
TOLOB ayTeHTUdMKALMK (methods) B CNUCOK BHELHMUX NOCTaBLLMKOB BXoAa external Idps A06aBUTb BHeL-
HWIM nocTaBWMK ¢ fedPoint, COOTBETCTBYIOWMI HACTPOEHHOMY.

Mpvmep HAaCTPOIMKM ANA BKAOYEHUA BHELWHErO NOCTABLUMKA MAEHTUPUKALMM C TUNOM sudis M mumeHeM sudis:

"login"

{

"methods" : {

"externalIdps" : {

Hy

by

"idps" : [

"fedPoint" : "sudis:sudis"

by

2.6. Hactpoiiku KoHdpurypaumnoHHbix ¢painos 349



Blitz Identity Provider, Bepcus 5.23

PexXum perucrpaymm HesasepLUEHHbIX MOMNbITOK BXOAa

B Blitz Identity Provider Bce cobbiTma ¢uKcMpytoTca No GpakTy OKOHYaHMA Bbi3biBaBLLErO MX NpoLlecca. [aa 60nb-
LWMHCTBA COBLITUIM 3TO HOPMANbHO, TaK KaK NPOLLECCHI KPAaTKOCPOUHbIE.

CpeZm BCcex pernctTpmpyembix cobbITUI ecTb BaXKHble COObITUA, CBA3aHHbIE C BXOLOM No/b3oBaTenei. Ecnm Bxoa,
npousoLlen ycrnewHo, TO B CaMOM KOHLE MpoLecca BXoga pernctpupyerca cobbiTue 6e30MacHOCTU, B KOTO-
POM YKa3blBaeTCA, KTO, KyZa M KOT4a BOLE/, Kakue MeToabl ayTeHTUGUKaLmumn 6blamn 3agencTsoBaHbl, IP-agpec,
UserAgent u MHOro apyrux getanei.

B 3aBMCMMOCTU OT CAENAHHbIX NPU BHEAPEHUM HACTPOEK NPOLLECC BXOAA MOXKET BbiTb YCTPOEH C0XKHO. He Bce-
roa 6yaeT 4OCTaTOYHO TOIbKO BBECTM JIOTMH M MAPO0/b, U HYXKHO ByAeT AONOAHUTENBHO NPONTU NOATBEPKAEHNE
BXOZ.a MW B NpoLLeCcce BXOAa NO/b30BaTe b byAeT B3aMMOAEeNCTBOBaTb CO BCNOMOTraTe/IbHbIMU NMPUIONKEHUAMMU
(pipes), Hanpumep, aKTyanM3MpPOBaTb KOHTAKT, HacTpamBaTb Passkey uau oTBevaTb Ha BONPOC, AOBEPAET /N OH
ycTpoiicTey/6pay3epy. Eciv nosib3oBaTeNb B KAKO-TO MOMEHT 3TOFO NPOLLECCa NepecTaHeT NPoA0IKaTb BXOA, TO
npoLLecc BXoAa He 3aBEPLUNTCA, U KaK CleacTeue, CObbITUE ayamnTa O TaKOM He3aBepLLUEHHOM BXOZEe He CO34acTcA.
B 3aBMCMMOCTM OT TOTO, B KAKOM MOMEHT 3TO CNYYMTCS, 3TO MOXKET bbITb Npobnemoi 6esonacHocTn. Hanpumep,
€C/NM N0/Ib30BaTeNb MPOCTO OTKPbLIN CTPAHMULY BXOA4A U HE CTan BBOAWTL NOTMH W NAapofb, TO GUKCALMA TaKoro
cobbITMA B KypHane 6e30MacHOCTM He npeacTasaseT ocoboro nHTepeca. A BOT eC/iM Nosb30BaTe/ b BBEN Npa-
BW/IbHbIE JIOTMH W Mapo/ib, HO NOMaj Ha 3KPaH NOATBEPXKAEHMA BXOAA, KOTOPbIA He CTas NPOXOAUTb, TO TaKoe
cobbiTne 6e3onacHOCTM 6b110 6bl XOpOoLWOo 3adUKCUPOBATL. BO3MOMXKHO, 310yMbILUNEHHUK Nepebupan Naposb 1
CMOT yCnewHo ero nogobpatb, HO He CMOT MPOTU NPOBEPKY BTOPOro ¢hakTopa ayTeHTUdMKauumn. CobbiTne b6es-
OMNacHOCTM NO3BOAWUAO Bbl y3HATL O TaKOM CUTyaLuK, ecnun Bbl OHO BblI0 3aNMCaHO M AHANIM3MPOBANOChH.

[NnA BKAOYEHUA pernctpauun cobbiTmii HeycnelwHbIX (He3aBepLUEHHbIX) BXOA0B HeobxoaMmo B 610Ke HacTpoek
blitz.prod.local.idp.login Ao6aButb NnapameTpbl:

* postponeEnabled —3HayeHne true, €CAM MEXaHN3M BKJ/IHOYEH;

* postponeTtl — Bpema B CEKYHAAX, NOCNE UCTEYEHUA KOTOPOrO PErMCTPUPYETCA OTI0KEHHOE cobbiTHe
ayauTa, ecv BXo4, He bbla 3aBepLUeH.

B cnyyae ecnn pns 06paboTtkm 33434 ucnonblyetcs RabbitMQ, To a4na ocHoBHOM o4yepeam 3aaay Heobxoanumo
coenaTb AOMONHUTEIbHYIO0 OYepeab C Ha3BaHUMEM <Ha3BaHWEe OCHOBHOM ouepenu>-postpone n3aaaTb
O/ Hee cneayrowme apryMmeHTbl:

x-dead-letter-exchange = <ucnonbayeMel¥ exchange>
x—dead-letter-routing-key = <ocHOBHag ouepenb>

TaK »Ke 4na co34aHHON odepeam HeobxoaMMo HacTpouTb binding Ha ucnonblyembin exchange.

MNepepayva cobbiTnii 6esonacHoctu B paiin unm Kafka

B Blitz Identity Provider MoXHO HacTpouTb perncTpaumio cobbiTnin 6€30MacHOCTM B OAUH UK HECKO/IbKO Npuem-
HUKOB. HacTpoWka 3agaeTca B 6510Ke HacTpoek blitz.prod.local.idp.audit.

Heobxoammo 3apath cneaytolme HacTPOMKK:

* emitters — onpeaenser CNMCOK NPUEMHUKOB 3anucelt ayamTa. Mo KaxKaomy NprUemMmHMKY 3anonHAeTcs
610K HacTpoek:

— type — TN NpMemMHuKa. Bo3aMoXKHble 3HaYeHus:
* audit-store —3anucb npoussoantca 8 CYb/,;
* log —3anucb NPoM3BOANTCSA B SIorrep ¢ UmeHem AUDTIT.
— enabled — HeobsA3aTeNbHaA HACTPOMKa — ONPeAENAET, BKAOYEH UAN HET MPUEMHUK;

— include —HeobsA3aTesbHasA HACTPOIMKA — NEPEUNCAAIOTCA TUMbI COBbITUIN 6e3onacHocTH (cm. Tabau-
LY HUKe), MO KOTOPbIM OCYLLLECTBAAETCA 3aNMUCb B NPUEMHUK. ECIM HAacTpoiKa He yKasaHa, To NULyTcA
Bce cobbiTna 6esonacHoCTH;
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— exclude — HeobA3aTeIbHaA HAaCTPOIKa — NEPEYUCASIOTCA TUMbI COObITUIM BesonacHocTH (cm. Tabau-
Ly HVKe), KOTOpble He A0/IKHbI 3aN1CbIBaTbCA B MPUEMHUK. ECM HacTpoliKa He yKa3aHa, TO HUKaKue
cobbITA He UcKkAtoYatoTcs. Ecnmn HacTpoiika yKkasaHa BMmecTe ¢ include, TO CHa4yana CnmcoK cobbl-
TUIA onpeaenseTca HacTporKon include, @ NOTOM U3 HEro UCKAYATCA CObbITUA, YKa3aHHble B
exclude. PEKOMeEHAYETCA He UCNONb30BaTb COBMECTHO 0be HacTpolkn include n exclude, a
NPUMEHATb TOJIbKO YTO-TO OAHO;

- logger — Heobs3aTeNbHas HACTPOIMKA — YKa3blBAETCA TO/bKO AJ/1 MPUEMHMKA € TMnom 1og. Mos-
BONISIET ONpesenvTb UMmsaA forrepa. Ecim HacTpolika He 3afaHa, TO 3aNMCb NPOU3BOAUTCA B JOITep C
nmveHem AUDIT,

— name — HeobA3aTeNbHaA HACTPOIMKA — YKa3blBaeTCA A7 NPUEMHMKOB € TUNamu 1og n kafka. Yka-
3blBaeT UMA NPUEMHMKA, TaK KaK A1 3TUX TUNOB MPUEMHNKOB MOXKHO HaCTPOUTb HECKO/IbKO Npuem-
HUKOB. Ecnun HacTpoliKa He 3a4aHa, To Mcnonb3ytoTcs 1og U kafka B KaYecTBe MMEH NMPUEMHUKOB;

— bootstrapServers —obsa3aTenbHan HaCTPOIKa ANA NPUEMHMKA € TUNOM ka fka — yKasbiBaeTca
CMWUCOK aZpecoB A1 NepBOHaAYaNbHOIo NoAKAOYeHUs K KnacTtepy Kafka;

— topic — obsA3aTenbHas HacTpoiKa ANA NpUeMHMKa ¢ TUnom kafka — HasBaHue TonuKa Kafka, B
KOTOPbIM [OMKHO OTNPaBAATLCA COBbITUE;

— securityProtocol — Heobsa3aTenbHaA HACTPOMKA AN NPUEMHMKA € TMNoM kafka — B ciyyae
MCMNONb30BaHMA NogKtoueHna no SASL moxeT He yKasbiBaTbcA. Mpu nogkntoyeHnn no SSL B Ha-
CTPOViKe A0/IXKHO 6bITb YKa3zaHo 3HayeHne SSI. Ecam B Kafka He HacTpoeH TLS, yKaxuTte 3HaueHue
SASL_PLAINTEXT,

— sasl—HeobAzaTenbHbll 610K HAaCTPOEK ANA NPUEMHMKA C TUNOM ka fka —3adaeT napameTpbl Noa-
K/IIOYEHMA NPU UCNoSIb30BaHMM SASL-ayTeHTUPUKauMm ana nogKkatodeHms K Kafka:

* JjaasConfig — CTpOKa NOAKAOYEHUA, B KOTOPON MOXKHO MCMO/b30BaTb NapameTpbl NOACTa-
HOBKU U3 secureParams;

* mechanism-—3HayeHne PLAIN;

* secureParams — 610K c NapameTpamu, KoTopble 6yayT 3aMdpoBaHbl B KOHPUIYPaLLUOHHOM
daline npu 3anycke cepsepa.

Mpumep 6/10Ka:

"sasl" {
"jaasConfig": "org.apache.kafka.common.security.plain.PlainLoginModule.
—required username=\"alice\" password=\"$ A\NUIOILE
"mechanism": "PLAIN",
"secureParams": {
"pswd": "ComepxuMmoe 3amudpyeTcd NpH 3anycke",

— ss1 — HeobA3aTenbHbIM 610K HACTPOEK A/1A NMPUEeMHMKa € TUNom kafka — 3agaeT napamerpbl SSL
Ans nogkntoveHua K Kafka:

* enabledProtocols — CTPOKM CO CMUCKOM BKIOYEHHbIX MPOTOKOJ/IOB;

* keyStore — 610K HacTpoeK € NapameTpamm A0CTyna K KaoueBoMmy KoHTelHepy Blitz Identity
Provider. CogepXu1T HacTpoikmM type, path, password;

% trustedStore— 610K HAaCTPOEK C NapameTpamm LOCTYNa K KOHTEMHepY € OBEPEHHbIMU cep-
TMdUMKaTamu. CoaepKUT HAaCTPOMKKM type, path, password;

* keyPassword — Heobs3aTenbHasa HaCTPOMKa — Maposib A4 A0CTyNa K KAatouy.

Mpumep 6510Ka:

"securityProtocol" : "SSL",
"ssl" : {

(continues on next page)
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"enabledProtocols" : ["TLSv1l.2,TLSv1.3"],
"keyStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/bip-dlapp01-1.jks",
"type" : "JKS"
}I
"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"
s
"keyPassword": "CHANGE-ME"

by

— tuning — Heobs3aTenbHbIN 610K HAaCTPOEK ANA NPUEMHMKA ¢ TUNOM kafka — 3a4aeT onuMOHaNb-
Hble HacTpolKkn producer Ana Bzaumogencteus c Kafka. MmeHa napameTpoB HeobxoaMMO yKasbl-
BaTb C TOUKOM KaK B JOKyMeHTaLmu Kafka’’.

Mpumep 610Ka:

"tuning": {
"client.id": "BlitzKafka"

- emitAtLeastOneOf — HeobA3aTe/IbHaA HACTPOMKA — YKa3blBAeTCA CMMCOK MPUEMHUKOB, AOCTa-
TOYHO 3anucK cobbITHI B 106OM M3 KOTOPLIX, YTOBbLI ONepaumua cuMTanach yCnewHowm;

- emitToAl10f —HeobA3aTesibHasA HACTPOMKa — YKa3bIBAaETCA CNUCOK NPUEMHMKOB, N0 KOTOPbIM 064-
3aTe/IbHO A0/IKHO BbITb NMOAYYEHO NoATBEPXKAEHME YyCnewHol 3anucu cobbiTia, 4Tobbl onepaums
CYMTanacb ycnewHom. Ecnn HacTporikn emit At LeastOneOf nemit ToA110f He 3agaHbl, TO 068-
3aTe/IbHO NOATBEPKAEHME OT BCEX HACTPOEHHbIX MPUEMHUKOB;

— emitTimeoutInSec —HeobA3aTenbHaA HAaCTPOIKa — onpeaenaeT MakCMMaabHOe BpemMa OTK/IMKa
OT NPYEeMHMKa B OTBET Ha 3anpoca 3anucu cobbiTnA. EcM HacTpoiika He 3agaHa, To oxuaaHue 60
CEeKYHA.

Mpumep HacTpoekK 3anucu ayauta ogHospemeHHo B nor, B CYB[ u B Kafka:

"audit": {
"emitters": [
{
"type": "log",
"name": "users-log",
"enabled": true,
"logger": "AUDIT",
"exclude": ["admin_added", "admin_pswd_changed", "admin_removed",

—"admin_roles_changed",
"config_changed"]

by

"type": "log",
"name": "admins-log",
"enabled": true,
"logger": "AUDITADMIN",
"include": ["admin_added", "admin_pswd_changed", "admin_removed",
—"admin_roles_changed",
"config_changed"]

by

(continues on next page)

77 https://kafka.apache.org/documentation/#producerconfigs
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"type": "audit-store",
"enabled": true

"type" : "kafka",
"enabled": true,
"name" : "kafka",
"include": ["login"],
"bootstrapServers" : ["infra-kfk01:9443"],
"topic" : "blitz_audit",
"securityProtocol" : "SSL",
"ssl" : {
"enabledProtocols" : ["TLSvl1.2,TLSv1.3"],
"keyStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/bip-app0l.jks",
"type" : "JKS"
}I
"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"

by

1,

"emitAtLeastOneOf": ["users-log", "admins-log", "kafka"],
"emitToAllOf": ["audit-store"],

"emitTimeoutInSec": 30

Mpw perncrtpauun ayauta B 10r MOXKHO HACTPOUTL Jorrep € nomolLbio danna KoHdpurypaumm logback . xml
(cm. nospo6Hee’®). Npumep HacTpolku norrepa AUDIT B daiine koHpurypaumm Logback . xml:

<appender name="AUDIT" class="ch.gos.logback.core.rolling.RollingFileAppender">
<file>${dir.logs}/audit-${app.name}.log</file>

<encoder>
<pattern>%date - [%level] -[%$file:%line] - %message%n%xException{20}</
—pattern>
</encoder>

<rollingPolicy class="ch.gos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>${dir.logs}/archive/audit-${app.name}.%d{yyyy-MM-dd}.
—log.gz</fileNamePattern>
<maxHistory>90</maxHistory>
<totalSizeCap>5GB</totalSizeCap>
</rollingPolicy>
</appender>

<logger name="AUDIT" additivity="false">
<appender-ref ref="AUDIT" />
</logger>

Mpwumep 3anuncu B nore:

2023-11-20 13:29:47,170 - [INFO] -[LoggerEventEmitterDriver.scala:37] - {"ip_st":
—"Tashkent","ip":"213.230.116.179", "authnDone":"true", "process_1id" :"b80ca03e-4718-

(continues on next page)

78 https://logback.qos.ch/documentation.html
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—44ff-9456-7d4255610eaa", "ip_ctr":"¥asbexucrau", "type":"login", "object_id":"BIP-
—123456", "protocol":"oAuth", "subject_id":"BIP-123456", "auth_methods":"cls:password
—","session_1id":"f8d85ba2-a26a-447f-b82e-944b9218abb8", "timestamp":1700476187069,
—"ch_platform_version":"\"14.1.0\"","ch_platform":"\"macOS\"","ip_ct":"Tashkent",
—"id_store":"1ldap01","ip_1lng":"69.2494","ip_rad":"5","ch_ua":"\"Google Chrome\";
—v=\"119\", \"Chromium\";v=\"119\", \"Not?A_Brand\";v=\"24\"", "user_agent":
—"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like.
—Gecko) Chrome/119.0.0.0 Safari/537.36","lp_id":"test-system","id":
—"6056828858453673-600312119", "ip_lat":"41.3171","client_auth_method":"redirectUri

. ll}

Bo3MOXKHble TUMbl cObbITMIA Be3onacHocTyH:

admin_added — no6aBneH agMMHUCTPATOP

admin_pswd_changed — n3meHeH Naponb agMUHUCTPaTopa

admin_removed —yaaneH agMUHUCTPATOP

admin_roles_changed — un3MeHeHbl pON aAMUHUCTPATOPA
app_password_changed —3aaaH naposb ANA NPUNONKEHNA
attribute_changed—pnobasneH, U3SMeHEH UK yaaneH atpubyt
attribute_confirmed— aTpubyT noaTBep:KaeH

auth — BbinofHeHa ayTeHTUGUKaums (npu OAuth 2.0 Resource Owner Password Credentials)
auth_failed— ownbka ayTeHTUOUKaALMM

auth_req—3anpoc Ha ayTeHTUdMKaLmto

authz_granted - BblgaHo OAuth-paspelueHue

authz_rejected — oTKasaHo B Bblgaye OAuth-paspelweHus

authz_revoked —oto3BaHo OAuth-paspelueHue

bind_ext_account —y4yeTHas 3anucb NpmBaA3aHa K BHeELWHeN
config_changed — n3ameHeHbl HaCTPOMKN KoHOUTypaLmm

duo_put —mobunbHoe npuaoxerHne Duo Mobile npueasaHo

duo_remove — MmobuabHoe npunoxeHne Duo Mobile otBsazaHo

grant_right —Ha3HayeHue npas JocTyna

group_attr_changed —y rpynnbl No/Ab3oBaTeNel USMEHEH AU yAaNEeH aTpubyT
group_registered —rpynna nonb3osaTenei cosgaHa

group_removed — rpynna nosib3osaTesnen yganeHa

hotp_attached - npusasan HOTP-reHepaTop

hotp_detached — oTrBasaH HOTP-reHepaTop

internal_user_deleted - y4yeTHaa 3anucb yganeHa
locked_methods_changed — M3MeHeH CNUCOK 3a6/10KMPOBAHHbIX METOA0B ayTeHTUDUKALUM
login — BbINOJHEH BXOA,

login_failed—owwnbka Bxoga

login_stopped — HeycnewHbli BXoA,

logout — BbINOJIHEH BbIXOA,

logout_req —3anpoc Ha BbIXoZ,
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e member_added — nonb3oBaTe/b BKAOYEH B rpynny noab3oBaTesei

e member_removed — N0/Ab30BaTe/Ib UCKAOYEH U3 TPYNMbl NONb30BaTeNeN
¢ need_password_change — ycTaHOB/IEH NPU3HaK HEOBXOAMMOCTU CMEHbI Napona
e recovery — AOCTYN K y4eTHOM 3anncu BOCCTaHOBJ/IEH

e recovery_fail —BOCCTaHOBAEHWE AOCTYMa He BbIMONHEHO

® recovery_redq— BbINOJHEH 3aNpoc Ha BOCCTAHOB/NEHME J0CTyNna

e registration —y4yeTHasa 3anucb 3aperncTpmpoBaHa

e registration_reqg— BbINOAHEH 3aNPOC Ha perncTpaLmio

e required_factor_changed — M3MeHEH pexum ayTeHTMPMKaLMM Nob30BaTeNA
® reset_user_password—napoab yCTaHOB/AEH aAMUHUCTPATOPOM

* reset_user_sessions — BbIXOZ C YCTPOWCTB (cOpoc ceccuin)

e revoke_right —oT3bIB Npas gocTyna

e send_email_code — Koa noaTBepKAeHMA oTnpasaeH Ha email

e send_push_code — Koa noaTBepKAeHMA oTnpasneH B Push

e send_sms_code — Kog NOATBepXKAeHUA oTrnpasaeH no SMS

e token_exchange_failed— oTKa3aHo B 06MeHe mapKepa A0CTyna

e token_exchanged — npousseseH obmeH mapkepa AocTyna

* token_granted—BblAaH Mmapkep AocTtyna

e totp_attached-npusasaH TOTP-reHepaTop

e totp_detached - oreasaH TOTP-reHepaTop

e unbind_ext_account —y4eTHas 3anucb OTBA3aHa OT BHELLHEN

* user_locked —y4eTHana 3anucb 3ab10KMpoOBaHa

® user_password_changed—wu3meHeH Napoab Nosb3oBaTeNA

e user_sec_gsn_changed — M3MeHeH KOHTPOAbHbIN BONpPOC

e user_sec_dgsn_removed — yAaneH KOHTPONbHbIM BONPOC

e user_unlocked —y4yeTHas 3anucb pa3biokMpoBaHa

e web_authn_reg_key —gobasneH Koy 6esonacHocTH

e web_authn_revoke_key —yaaneH Knto4 6e3onacHoctu

Ha6op anM6YTOB 3aMMcy MOXKET OT/INYATLCA B 3aBUCMMOCTM OT TUNa cobbiTua 6e30MacHOCTN U ocobeHHoCTen
npouecca Bxoga. HasHaueHnA anVI6yTOB B 3anncCu ayguta npuneeaeHbl B Ta6J'IVILI,EZ

HasHaueHue aTpubYyTOB B 3anncu ayauTta

AtpnbyT HasHayeHne 1 BO3MOKHble 3HaYeHuA
id NaeHTuduKaTop 3anucK o cobbiTMM 6e3onacHocTH
type Tun cobbiTnA 6esonacHoCTH

continues on next page
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ATpunbyT

HasHavyeHne n BO3MOXKHble 3Ha4YeHuA

alt_pswd_cause

MpuymHa, No KOTOpPOI Nonb3oBaTeNsA NPOCUAN CMe-
HUTb Napo/ib. BO3MOXHble 3HaYeHuA:
e password_expired—naposb NpocpoyeH
* password_reset —MNapo/b HY}XHO CMEHUTb
npv nepsom Bxoae
® password_policy_violated — naponb
He COOTBETCTBYET MapPO/IbHOW NOINTUKE

attr_name

Mms yCTaHOBNEHHOTO, YAANEHHOIO UAN U3MEHEHHO-
ro atpubyTa

auth_methods

CopepKUT CMUCOK NPOMAEHHbIX NO/Ib30BaTEIEM Me-
TOA0B ayTEHTUPUKALMKN. BO3MOKHbIE 3HAYEHUA:
e password — napoabHaa ayTeHTuduKauma
® Spnego — BXOA C NomoLbto ceaHca OC
e x.509 — BXOA C NOMOLLBLIO CpeacTBa 3ekK-
TPOHHOM NoanucK
e grCode — Bxog no QR-koay
e t1s — Bxoa c nomouwbto HTTP-3aronosBkos
NpoKcu-cepeepa
e webAuthn—Bxog unu noaTBepKAeHNe BXoaa
C noMoLLbio KNtoven 6esonacHocTH
® CsS — aBTOMATMYECKUI BXOZ, MO pesy/bTaTam
perucTpaLmm nonb3oBaTeNa Ui BOCCTaHOB/e-
HWA napona
® sms — OA4HOPa30BbIN Napoab No SMS
* email — oAHOPA30BbIN Naposb No email
e hotp — BTOpOI paKTOp ayTEHTUPUKALLUK C MO-
MOLLbIO annapaTHOro 6penoka
e totp —BTOpOI PaKTOp ayTEHTUPUKALLMK C NO-
moubio nporpammHoro TOTP-reHepaTopa Ko-
[0B NOATBEPXKAEHMA
e externalldps:<type>:<name> — BX0Oj
C MOMOLLbIO BHELIHEro NOCTaBLUMKA UAEHTU-
duKaumm (coucetm n np.)
® userApp — BTOPUYHAA ayTEHTUDUKALMNA B MO-
6UIbHOM MPUIOKEHUMU
e outside_S%$NAMES$ — BHELWHUA METOA BXoaa
c umeHem %NAME%
Hannune nepen metogom npedukca cls: o3Haya-
€T, YTO BXOZ, 6bl/1 BbIMOJIHEH C MOMOLLbIO LONFOCPOY-
HOW ceccuun, a paHee Npu NEPBUYHOM BXOAE UCMO/b-
30Ba/INCb Te MEeToAbl BXOAA, YTO NepevncneHbl nocne
cls:

auth_soft_id

MpunoxeHune-ayteHTUdMKaTop (npu BXoge no
QR-koay)

authnDone

MpoBoaMnack M ayTeHTUGUKaLMA NpU 3TOM BXoZe

captcha_passed

Mpwu3Hak, 4to npu Bxoae cnpawunsanacb CAPTCHA

continues on next page
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Tabnvua 1 — npogoskeHue ¢ NpeablayLein CTpaHunLbl

ATpunbyT

HasHavyeHne n BO3MOXKHble 3Ha4YeHuA

client_auth_method

Cnocob ayTeHTUdUKaumn Bbi3BasLlero Blitz Identity
Provider npunoxeHus:

e internal - AnAa cobbiTU, BbI3BaHHbIX
BHYTPEHHUMU npunoxeHuamu Blitz Identity
Provider

e x.509 — pna cobbiTMiA,  BbI3BAHHbIX

SAML-NpUNOKEHNAMKN, NPU  YCNOBUKU, YTO
SAML-3anpoc npuwen NnognmMcaHHbIM

e Basic — [ANA NPWIOXKEHUN, BbI3blBa-
HOLLINX REST-cepsuchil, ucnosnb3youme
Basic-aBTopusauuto

e redirectUri — Ans NPUNOKEHUN, KOTOPbIE
naeHTuduumposanm ceba B URL (Hanpumep,
yKasanu ceoit client_id B8 URL-napameTpe), HO
Ybs ayTeHTUdMKaALMA He NposoamMaack (focTo-
BEPHO HEe W3BECTHO, YTO 3TO AENCTBUTENIbHO
Bbi3biBaeT Blitz Identity Provider umeHHO 3TO
NPUNOXKeHNe)

e Bearer — UCNo/Mb30BaHWe access_token gna
ayTEHTUOMKALUMM MOBUNBHBIM NPUIOKEHNEM
¢ AvHammyeckumu client_id/client_secret

dcId OuHamuyeckuii client_id

device ID ycTpowcTea

deviceFingerprint OTneyaToK ycTponcTea

dTyp Tun yctpoiicta (Npu AMHAMMUYECKOM perncTpaumm)
email Appec a3neKTPOHHOM NoYTbI

entry_point

Tun uHTepdeiica, UCNONb30BaHHOIO ANA perncrpa-
UMM nonb3oBaTensa:
e WEB — Npw perucrTpaumm ns Beb-npunoxxeHuns
Blitz Identity Provider,
e REST —npwu peructpauunm yepes REST-cepsuchl
Blitz Identity Provider.

error

OwwnbKa (Npu HeycnewwHbIX COBbITUAX)

ext_account_id

NpeHTUPUKATOP BHELLHEN yYeTHOM 3anucu

ext_account_name

MMA BHeLLHero NocTaBLmKa naeHTudmKaunm

ext_account_type

Tun BHeWHero NocTaBLUMKa VI,CI,EHTVIC])MKaLI,VIM

failed_method

YKa3blBaeT, Kako meTog ayTeHTUUKAUUM He cmor
NPOWTK Nonb3oBaTeNb

group_id

NaeHTudUMKaTOp rpynnbl noab3osaTesei

group_profile

NaeHTndunKkatop npodumns MCnonb3osBaHMA rpynn
nonb3oBaTenei

id_store XpaHuauwe y4yeTHoOM 3anmcu

ip IP agpec nonb3oBatena

ip_ctr CrtpaHa no IP agpecy

ip_st PervioH no IP agpecy

ip_ct [opog no IP agpecy

ip_lat LLnpoTa no IP agpecy

ip_1lng Lonrota no IP agpecy

ip_rad OkpecTHocTb no IP agpecy

lp_id NpeHTudMKaTop npunoxkeHuna (EntityId ana

SAML unn client_id ana OIDC), Bbi3BaBLUEro
Blitz Identity Provider.

continues on next page
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Tabnvua 1 — npogoskeHue ¢ NpeablayLein CTpaHunLbl

ATpubyT HasHaueHve 1 BO3MOXKHble 3HaYeHUs
mobile Homep mobunbHoro TenepoHa
module NaeHTudUKaTOp M3meHeHHOro 610Ka HacTpoeK

new_attr_value

HoBoe 3HayeHue yCTaHOBNEHHOO UM U3MEHEHHOTO
aTpubyTa

new_factor

HoBoe 3HayeHMe NpU3HaKa, yKasblBatowero Ha Heob-
XOAMMOCTb MPOBEPKM BTOPOro paktopa ayTeHTUOU-
Kauun

new_roles

Ponn, pobasneHHble y4eTHOW 3anncyM agMUHUCTPa-
Topa

oauth_scopes

Cnuncok paspeLueHMf/'l, KOTOpble Bblgan Uanm OTo3Ban
nosb3oBaTe/1b

object_id

NpeHTudmnkatop obbekTa onepaunu (nosb3osatens,
No KOTOPOMY BbINONHAMACL OnNepaLys)

old_attr_value

Mpe)Hee 3HaYeHMe yOaNeHHOro MAN U3MEHEHHOro
aTpubyTa

old_factor

MperkHee 3HauyeHMe MNpU3HaKa, YKasblBalOLWEro Ha
HeobXxoaMMOCTb NPOBEPKM BTOPOro dbakTopa ayTeH-
TMduKaymm

old_roles

Ponu, oto3BaHHble y yquHoﬁ 3anNncn agMUHNCTPATO-
pPa

origin_app

NOeHTUOUKATOP NPUNONKEHUA, MHULMUPOBABLUETO
perncTpauuio nonb3oBaTeNns UM BOCCTAaHOBNEHMWE
napons

process_id

NaeHTudMKaTop npouecca

protocol

MpoToKkon B3aumoZencTBna npunoxeHuna c Blitz
Identity Provider. Bo3moXHble 3HauyeHus:
e SAML — ansa SAML n WS-Federation
e OAuth — gna OpenlID Connect n OAuth 2.0
* simple — Ana NPOKCU-ayTEHTUDUKALUUN—
e internal — anAa BxoAa B JIMYHbIN KabuHeT
(blitz_profile)

pswd_changed

Mpn3HaK, 4YTo pekomeHa0BaNaCb CMeHa Napona

pswd_tmp_locked

Mpu13Hak, 4To bblna BpemeHHas 610KMpoBKa

recovery_contact

YKa3aHHbIV NPy BOCCTAHOBAEHWUM KOHTAKT (email nau
Homep MobunbHoro TenedoHa)

recovery_type

Tun BoCcCTaHOBNEHMA Napona: email nammobile

right_name

HassaHue npasa goctyna

roles

Ponv yyeTHOWM 3anmcn agMMHUCTPaToPa

session_id

YHUKaNbHbIA MAEHTUPUKATOP CecCMM NoAb30BaTeN .
Mo3BonseT KoppenmposaTtb Bce cobbITUA MO/b30Ba-
Tend, BbINOSIHEHHbIE UM B paMKax obLieit nonb3osa-
TeNbCKOW ceccum

subject_id

NaeHTudmKaTop cybbekTa onepaunn (Nob3osaTesnsb,
KOTOpPbIN BbI3BaN onepawmio)

tags MeTKa HazHaYeHHOro 1M OTO3BaHHOIO NpaBa A0CTY-
na
timestamp [aTta 7 Bpema cobbITuA. Hanpumep,

2022-11-04T17:49:58.384+0300

tried_old_pswd

MpuW3HaK Toro, 4to Bblaa NOMbITKAa BXO4a C Napoaem
M3 COXpaHEeHHOW McTopuu naponei (npeablayLmm
naposnem)

used_login

JIor1H, MCNONb30BaAHHbIV NPW BXoAe

continues on next page
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Tabnvua 1 — npogoskeHue ¢ NpeablayLein CTpaHunLbl

ATpnbyT HasHayeHune 1 BO3MOXKHble 3Ha4YeHuA

user_agent [JaHHble o No/sb30BaTe/IbCKOM  YCTPOMCTBE
(UserAgent)

wa_key_id NaoeHTndumkaTop Kntova 6esonacHoCcTm

wa_key_name Mma Kntoua 6esonacHocTH

withDelay Bkntoyanacbh 3agepKa npu exoae

XpaHeHue HacTpoeK NPUIOKEHUI B OTAENbHbIX daiinax

0 YMONYaHMIO HACTPOMKM NOAKNOUEHHbIX MPUIONKEHWI XPAHATCA BHYTPM OCHOBHOTO KOHOUIypaLMoHHOro dait-
nablitz.conf B6aOKe HacTpoekblitz.prod.local.idp.apps. Ecam nnaHupyetca nogkatouats K Blitz
Identity Provider 60/1bluo€ YMCN0 NPUAOKEHWNI (COTHU NPUIOKEHMI), TO BONIEee NPeANOYTUTEIbHbIM MOKET ObITb
HaCTPOWUTb XpPaHeHUe HaCTPOEK NPUNONKEHWNI B OTAENbHbIX KOHOUTYPaLMOHHbIX dainax. [4aa 3TOro Hy»KHO:

1. B Katanore Hactpoek /usr/share/identityblitz/blitz-config co3aaTb KOPHEBOWN KaTanor
ONA XPAaHEHUS HACTPOEK NPUNONKEHWU (KaTaNor HACTPOEK NPUNOKEHUI). M0 yMONYaHMIO MCNOb3YeTCA Ka-
Tanor /usr/share/identityblitz/blitz-config/apps.

2. BHyTpM KaTa/iora HaCTPOEK NPUIOKEHWIA CO3AaTb AR KaXKA0r0 NPU/IOKEHUA CBOI KaTaor, cobatogan cie-
Aylowue npasuna:

* MMA KaTanora AOMXKHO 6bITb CO34aHO M3 MAEHTMGUKATOPa NpuaoKeHua (appId);
* eC/IM B nAeHTUOUKATOPE NPUIONKEHUA Bbll CUMBOA /, TO €10 Haf0 3aMEHUTb Ha #;

® ecans VI,EI,eHTVICbVIKaTOpe NPpUAOKeHNA 6b171 cMMBON :, TO ero Hago 3aMeHUTb Ha %.

Mpumeuanue: Hanpumep, 4NA NPUNONKEHUA C AEHTUOMKATOPOM https://example.com A0A-
¥eH bbITb CO34aH KaTanor c MMeHem https%##example . com.

BaxkHo: Ob6a3aTeslbHO A0/MKHbI  OblTb  CO34aHbl  KaTanornM ANAA  CAYKEOHbIX  MPUIOXKEHUN
_blitz_console,_blitz_idp,_blitz_reqg,_blitz_recovery,_blitz_profile.

3. BHYTpM KaxKAO0ro Katanora NpUAoXKeHUs JoxKeH 6biTb co3aaH ¢aiin ¢ UmeHem app . cont, coaepKalmi
KOHOUTYpaunio NpUAoXKeHma M3 ncxogHoro blitz.conf. Pazgen fonKeH HasbliBaTbCA app, a He 3Ha-
yeHue appld, Kak 6bin10 B blitz.conf. BHYTPU KaTanora NpuaoKeHMs TakKe byaeT co3aaH CKpbITbIN
KaTanor . snapshot, Kyaa byayT KONMpoBaTbCA NpeablayLimMe KOHOUTypauumn NPUIOKEHUN B Cayvae us-
MEHEHUA HAaCTPOEK NPUIOKEHUA Yepe3 KOHCOob uan API.

Mpumep KOHPUTypaLMOHHOro danna app.conf:

FH A A R R R R R A R R R R R 1
SHEHEFE RS

# version: 822
# modified: 2023-08-20 21:17:27 MSK
# author: admin
# ip: 127.0.0.1
# user agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.
36 ..
FH A A A
SHEEHER A
{
"app": {
"domain": "https://company.com",
"name": "test app",
"oauth": {

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

by

4. TNocne murpaumun BCex CyLLECTBYIOLWMX HaCTPOEK NPUAOKeHNN n3blitz.conf B oTaenbHble dpalinbl Ha-
CTpoek 3agatb B blitz.conf B 6/0Ke blitz.prod.local.idp.apps—source PeXuUm YTeHUsA
HaCTPOEK NPUNONKEHUI U3 OTAENbHbIX Ppaitnos:

"apps—-source": {
"type": "filesysten",
lldirﬂ: "appsll

5. MNepe3sanyctuTb Nnpunoxkenus Blitz Identity Provider u nposepuTb KOPPEKTHOCTL PabOTbI BXOAA B NPUIOKE-
HuA. Ecnu Bce paboTaeT KOPPEKTHO, TO NPU KeNAHUN MOXKHO YAANUTb HACTPOMKIN NPUNONKEHUIN U3 BNIOKA
blitz.prod.local.idp.apps.

MpopgonxurenbHocTb SSO-ceccuun

Ha npogonutenbHocTb SSO-ceccMm Nonb3oBaTeNss MOXKET BAUATb CPOK AeicTBuA cookie blc Ha cTopoHe Blitz
Identity Provider. Mo ymonuyaHuio cpok aeicrteus cookie blc cocrasnset 10800 cekyHa,. Ecav makcumansHas
npodonxcumensHocms ceccuu (CTpaHUua 84) NpesbllaeT AaHHOe 3HaYeHMe, Y Nob30BaTeNn MOXKeT bbITb 3a-
NpoLLEH NOBTOPHbIM BXOA, KaK TONbKO CPOK AelcTeuA cookie ncteyeT, gaxe npu aktmeHom SSO-ceccuu.

[na HacTpoMKK cpoKa aelicteua cookie nobasbte BO6NOKblitz.prod.local.idp.login ¢alina KoHoUry-
paummblitz.conf napameTtp 1stateTt1lInSec cO 3HaYEHUEM, PAaBHbIM MU NPEBbIWAOLWMM MaKCUMab-
HYIO MPOAO/IKUTENbHOCTb CECCUN.

"lstateTtlInSec" : 20200

2.6.3 HacTpoiiku KoHconu ynpassieHua

KoHconb ynpasneHus HacTpamBaeTtca ¢ nomolubto ¢paiinos console.conf U credentials. [Janee B nog-
paszenax onucaHbl BO3MOMXKHbIE HAaCTPOMKM.

Bxop, B KOHconb yepe3 SSO

B KoHconb ynpasneHua Blitz Identity Provider moxHoO HacTpouTb BXxo4 Yepes nocTaBwuKka naeHtudukaumm OIDC.
B KauecTBe TaKOro NOCTaBLLMKA MOXKET BbICTYNUTb KaK TeKyL,an ycTaHoBKa Blitz Identity Provider, Tak 1 otaenbHasn
€ro yCTaHOBKa unu gaxke ctopoHHee [0, ecam oHo coemectumo ¢ OIDC.

MoaaepKMBatOTCA CieayoLLMe PEXKMMbI BXOAA B KOHCO/b YPaBAEHUSA:

® cmaHOapmHbIl pexcum (CTpaHuua 65) No NorMHY/Napoto y4eTHbIX 3anuceit, 3aBedeHHbIX B pasaene Aa-
MMHUCTPATOPSI;

® peXxum Bxoaa yepes SSO;

* rMBPMAHLIA PEXUM BXOAA, KOrAa agMUHUCTPATOP MOXET BOMTM KaK Mo NOrMHy/Naposto B CTaHAaPTHOM
pexume, TaKk n yepes SSO.

MpuY MCcNonb3oBaHUK pexrmMma SSO yyeTHble 3anncK agMUHUCTPATOPOB He TpebyeTcsA 3aBoaUTL B pasgene Agmu-
HUCTPaTOPbI.

[ns HaCTPOMKM peXknma BXoAa B KOHCO/1b YNpaBaeHus ¢ nomoLlbto SSO BbINOAHUTE ceayloline AencTeuma:
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* B HacTpoikax noctaBwmka SSO, yepes KOTOPOro 6yAeT OCyLLecTBAATLCA BXOL B KOHCO/Nb, 3aperncrpu-
pyWTe KOHCONb YNpaBneHuA Kak npuaoxeHue. B paspeweHHbix npeduKcax Bo3BpaTta (redirect_uri)
YKaXuTe fomeH yctaHosKku Blitz Identity Provider. Mo utoram peructpauum bl noayumnte client_id u
client_secret NPUAOKEHUA AN KOHCONM YNPaBAEHUS;

* B KOHdUrypaunoHHom daiine console. conf co3gaite 6A0K HacTpoek 1ogin cneayroWero cogepia-

HUA:
{
"login" : {
"fp" : {
"authUri" : "https://idp-host.com/blitz/oauth/ae",
"clientId" : "blitz-console",
"clientSecret" : "client_secret_value",
"logoutUrl" : "https://idp host.com/blitz/login/logout?post_logout_redirect_
—uri=https://idp host.com/blitz/console",
"scopes" : [
"openid"
]I
"subjectClaim" : "sub",
"roleClaim" : "roles",
"tokenUri" : "https://idp-host.com/blitz/cauth/te"
s
"mode" : "sso"

Heobxo4MmMo yTOYHUTb NapameTpbl:

* B napametpax authUri n tokenUri HyXHO yKa3aTb agpeca Authorization Endpoint n Token
Endpoint 06paboTunKoOB BHELLIHErO NOCTABLMKA NAEHTUDMKALNUN.,

e BnapametpaxclientIdunclientSecret yKasaTb3HayeHnaclient_iduclient_secret, npu-
CBOEHHbIW 3aperncTpMpPoBaHHOMY BO BHELLHEM NOCTaBLUMKE MAEHTUDUKALMN NPUIOMKEHWNIO, COOTBETCTBY-
OLLEMY KOHCOJIN YNpaBieHuA.

¢ BnapameTtpe logoutUrl NponucaTb CCbINKY, HA KOTOPYHIO AO/IXKEH NEpPeHanpasaATbLCA N0/Ib30BaTENb NPU
BbIXOAE M3 KOHCO/M ynpaBaeHua, 4Tobbl 6bi1 NponsseaeH eAuHblid BbIXOA, Yepes BHELHMIA NOCTaBLLMK
naeHTMduKaLmun.

¢ B napamerpe scopes NMPOnNUcaTb CMMUCOK Pa3peLleHmin, KOTopbIi 4OMKHbI BbiTb 3anpoLeHbl (MUHUMAb-
HO HEOBX0AMMO TONbKO paspeLleHne openid).

* B subjectClaim ykasaTb uma aTpubyTa M3 mapkepa naeHtudukaumm (id_token), ucnonbayemoro 8
KauecTse naeHTUdMKaTOpa yYeTHOM 3anmcu. UMeHHO C TaKUM MAEHTUOUKATOPOM BYAET OCYLLECTB/IEH BXOA,
aAMMHUCTPATOPA NPU PEXUME BXOAA SSO.

e BroleClaimyKasaTb Mma aTpnbyTa U3 mapkepa naeHtudmnkaumm (id_token), B KOTopom nepesaetcs
poJib (CTPOKA) AU CNNCOK poneit (MaccuB CTPOK) agMUHUCTPaTopa. MMeHHO ¢ Takumun naeHTudmkaTopamm
ponei byaeT ocyLLecTBNAEH BXOA, afMUHUCTPATOPA NPU PEXKMME BXOAA SSO.

¢ B napameTpe mode HY»HO yKa3aTb Tpebyemblii peXKMMm CTPaHMLLbl BXOAA: S SO — BXOA, TO/IbKO Yepes BHeL-
HWI NOCTaBLUMK MAEHTUDUKALMM (CM. PUCYHOK HUXKeE); internal — BXOZ TONbKO MO JIOTUHY M NaposIto U3
HaCTPOEeK KOHCO/M yripasieHus. Ecnn napamerp He 3a4aH, TO AOCTyNHbl 06a BapuaHTa Ha BbI6GOP NoAb30Ba-
Tena. Mpu Bxoae B pexxkmme BoiTn yepes SSO He TpebyeTca npeaBapuTeNbHO CO34aBaTb aAMUHUCTPATOPY
YYeTHble 3anncK B MeHIO ALMUHUCTPATOPbI.
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@ Bxon 8 KoHconk ynpaenexua

@ Bxopn 8 KoHcone ynpaeneHuA

EeaguTe naponk

Y106bl He NOKa3biBa/ACA MPOMENKYTOUHbIM 3KpPaH BXOAa, B KOTOPOM MNO/Ib30BaTe/lb HaXKMMaeT KHOMKy Boli-
™ 4Yepe3 SSO, MOXKHO BbI3blBaTb KOHCO/Ib YNpPaBAEHMA C MOMOLLbIO CCbINKM cheaytolwero suaa: https://
hostname:port/blitz/console?mode=SS0O

OrpaHuuyeHue ceccum

Mo nonnTKe 6€30NacCHOCTU MOKET TpeboBaTbCA, UTOObI NONb30BaTENb UAN AAMUHUCTPATOP OAHOBPEMEHHO He
Mor 6bITb 3a/10TMHEH C HECKONbKUX YCTPOWCTB. N5 yA0BNETBOPEHMA TaKOM NOANTUKM Be30nacHOCTM Npu JocTyne
aAMMHUCTPATOPA B KOHCOJ1b YPaBaeHNA HeobxoaMMo B KOHPUTypaLMoHHOM dane console. conf nobasuTb
610K session:

"session" : {
"mode" : "exclusive",
"check-interval" : 10

MpY HaANYUM TaKOW HAaCTPOMKM B Clyyae, ecnmn byaeT 3apuUKCMPOBaH BXOA agMMHUCTPATOPa C Y4ETHOM 3anuchbio,
KOTOPOW y»Ke BbINO/IHEH BXOA, TO B MPEXHEM BXo4e Npu to6om AeCTBMM B KOHCONM ynpaBaeHus byaet otobpa-
)KeHa CTpaHuLa Bxoda. HacTpolika check—interval (3agaetca B ceKyHZax) YKasbiBaeT B CEKYHAAX nepuoa,
KaK BbICTPO B MpeXKHen ceccum NPom3oneT BbIXOA NPpv NOSBAEHUN HOBOW CECCUM.

Ecnun no nonntuke 6esonacHocty TpebyeTca TaKkKe 3anpeTuTb HaZinume HECKObKMX CECCUM ANA 0BbIYHbIX NO/b-
30BaTesIel, TO TaKOM PEXKMM MOXKHO BKNHOYUTb U36MpPaTENbHO 1A ONpeaeseHHbIX NoAb3oBaTelei Npu BXxoae B
onpepeneHHble NPUNONKEHUA. ITO BbINOJHAETCA C MOMOLLbI HACTPOWMKK r1pouedypsl 8xoda (cTpaHuua 257).

JononHutenbHo B BE6-NpUIoKeHUN JINUYHBIA KaOUHET HYXKHO BK/IHOYMUTb HAaCTPOMKY, COTNAcHO KOTopoi byaeT
NPOUCXOAMUTb AOCPOYHbIV BbIXOA U3 BED-NPUIOKEHUSA B C/lyYae, eC/iM yYeTHan 3anucb Noab3oBaTeNs 3ab0Ku-
poBaHa UK BbiNa HapyLeHa NONUTMKA, 3anpeLLatoLLan MHOXKECTBEHHbIW BXOZ, Noab30BaTens. B koHourypaum-
OHHbIM dalinblitz.conf B6NOKHacTpoekblitz.prod.local.idp.user-profile HyKHO A06aBUTb
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HacTpoWKy check—session—-interval, 3a4aloLLyto Nepuoa NPoBepKM BEG-NPUIOKEHUEM aKTUBHOCTH Cec-
cuu:

"user-profile" : {
"check-session—-interval" : 10,

Ponu u npasa aoctyna B KOHCO/b

CTaHAapTHble PoOAW agMUHUCTPATOPOB ONWcaHbl B paHee (cTpaHuua 64). B KoHdurypaumoHHom odaline
credentials MOXHO c034aTb AOMONIHUTENbHbIE POAN AAMUHUCTPATOPOB NN UCMPABUTL NPaBa A0CTyna B Cy-
LecTBylOWMX ponsax. [1nsa aToro B 6/10Kke roles HY»KHO CKOPPEKTMPOBATL COCTaB Npas gocTyna (privileges),
COOTBETCTBYIOLMX ponn (name).

Mprmep HaCTPOIKK:

"roles" : [
{
"name" : "new-role",
"privileges" : ["w_app","w_system","w_ui","w_user","w_admin", "r_audit"]

B cnyyae co3gaHuA HOBbIX PO/El AN HUX TaKXKe HYKHO ONPeaenunTb mMeKcmossie CmpoKU ¢ Ha38aHUeM posell
(cTpaHmua 295). Mprmep TEKCTOBOM CTPOKM 1A HOBOM POAn new_role:

page.admins.role.new-role=uMd HOBOH POIHU

CnMCcoK AOCTYMHbIX NPaB 4OCTyNa 414 3an0/HeHWUA HAaCTPOMKKN privileges npuseaeH B Tabaunue HUxe.

MpaBa goctyna KoHconu ynpaeneHus Blitz Identity Provider

Mpaso po- [ocTynHble pa3aesnbl KOHCOAW ynpaBaeHua

cTyna

wW_app MpunnoxeHna

w_system WCcTOYHMKM paHHbIX, AyTeHTMdUKauua, Mpoueaypbl Bxoaa, lMocTaBWMKKM MAEHTUDUKALUN,
SAML, OAuth 2.0, Yctpoiictea, CoobuieHus

w_ui CepBucbl camoobcnyKmnsaHua, BHelwHUn Bug,

w_admin = AamuHucTpatopbl, CobbiTua

w_user Nonb3osatenu, Mpynneol, Mpasa goctyna

r_user Monb3osaTtenu (Tonbko npocmoTp), Mpynnbl (TonbKo npocmoTp), Mpasa goctyna (TonbKo npo-
cMmoTp)

r_audit  CobbiTua (ToNbKO NPOCMOTp)

CmeHa napona agMUHUCTpaTopa

[na usmeHeHUA Napons aAMUHUCTPATOPa KOHCO/M BbINOAHMTE Ceaylolme AeiCTBUA:
1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/console.conf.

2. YKaxKuTe HOBbIN Naposib B napameTpe pswdHash. Maposib yKa3biBaeTcs B OTKPbITOM BUae 6e3 wndposa-
HuA. Mocne NPpUMEHEeHUA U3SMEHEHUI cMcTema ero 3awndpyer.

"users" : [
{

"pswdHash" : "new$password",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"roles" : [
n root "

1,

"username" : "admin"

3. Nepesanyctute cepeuc blitz—-console.

sudo systemctl restart blitz-console

2.6.4 Hacrtpoiika Token Exchange

Blitz Identity Provider nogaepusaeT TexHONOMMIO 0bMeHa MapKepos goctyna OAuth 2.0 Token Exchange’.
CTaHAapTHbIM NPUMEHEeHWeM AaHHOW TexHosormu B Blitz Identity Provider aBnsetcs Bsaumogencreume wisi03a
b6ezonacHocmu Blitz Keeper (cTpaHuua 542) c cepBMCOM aBTOPM3aLMKM A8 NONYYEHMA A0CTYNA K 3aLLMLLLAEMbIM
cepsucam.

Ona Hactponku Token Exchange BbINOAHMUTE OMUCAHHYIO HUXE NOC/1eA0BaTe/IbHOCTb AeNCTBUNA.

LWar 1. Co3paaHue npasunaa Aoctyna K cepsucam

Mpasuna poctyna no Token Exchange K 3awuiliaembiM cepBMcam CO34alOTCA B AMPEKTOpUKM /usr/share/
identityblitz/blitz-config/token_exchange/rules/. Kaxaoe npaBuao CO343eTCA KaK OT-
OeNbHbI TeKCTOBbIN daiin 6e3 pacwmnpeHus.

Mpumep daiina c npasuaom goctyna (Tmn specialize):

"name": "rule-name",
"type": "specialize",
"descll: Hll,

"subjectTokenCond": {
"clientRights": [1],
"userRights": [],
"scopes": ["openid"],
"userClaims": {},
"userGroups": []
}I
"issue": {
"ttlInSec": 3600,
"allowedScopes": ["openid","profile"],
"allowedClaims": ["sub","global_role","org_id","rights"],
"addingScopes": [],
"addingClaims": []

Mpumep daiina c npasuaom goctyna (Tun impersonate):

"name": "rule-name",
"type": "impersonate",
"descﬂ: ""’

"subjectTokenCond": {

(continues on next page)

79 https://tools.ietf.org/html/rfc8693
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"clientRights": [1],

"userRights": [1],
"scopes": ["openid"],
"userClaims": {},
"userGroups": []

|
"authClientCond": {

(npoponkeHue c NpeablayLLei cTpaHuLbl)

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"
}
i
}I
"issue": {
"ttlInSec": 3600,
"allowedScopes": ["openid","profile"],
"allowedClaims": ["sub","global_role","org_id","rights"],

"addingScopes": [],
"addingClaims": []

Hy»KHO 3anoNHUTL cnegytolme aTpubyTbl Npasuaa AOCTYNa:

® name — UMA NpaBnia, KOTopoe A0/IXKHO COBMNaaaTb C UMEHEM cbaﬁna C npaBuaOmM O0CTynNa;

e type —TUN npasuaa. lNogaeprKneatoTca caegytowme TUnbl Npasu:

— specialize — no Takomy NpaBuay NPUIOKEHWE 3anpaluMBaeT 0bMeH MapKepa 4OCTyna, BblAaH-
HOrO 3TOMY Ke NPUAoKeHno. OBMeH BbINONHAETCA C Le/bio CreuuanmnsaLnm Mapkepa 4octyna — 3a-
MeHbl B HeM paspelleHuii (scope), aTpmbyTos (claims) U cnmcka noayyatenel (audience, aud),

dopmaT mapkepa (jwt unm opaque);

- impersonate — No TaKOMy MpPaBWAy MPUJIOKEHME 3anpalinBaeT obMeH mMmapKepa A0CTyna, Bbl-
OAHHOTo Apyromy npuaoxeHuto. ObMeH BbINOAHAETCA NPU YC/I0BMU, YTO B NPeAOoCTaB/lEHHOM Ha
obmeH MapKepe 4OCTyna 3anpalunsatolee o6MeH NPUNONKEHME MPUCYTCTBYET B CMMUCKE Mosy4va-
Tenei (audience, aud). O6MeH MCNONb3YeTCA B CLEHAPUAX, KOrAa NPUAOKEHME A NONYUNIO UCXOLHO
MapKep AOCTyna, NOArOTOBWUIO ero AN nepesayv NpuaoKeHuto b (uepes obmeH no TMny npasuna
specialize), nepegano NnpunoxeHuto b, Tak, 4To NpunoxKeHue b BbINYCTUNO HAa OCHOBE NOYYeEH-
HOro MapKepa A0CTyna cBoi cobCcTBEHHbIN (Yepe3 obmeH No TMNy NpaBuia impersonate).

* desc —onucaHue npasuaa. MoxKHO BBeCTV 106y TEKCTOBYIO MHPOPMALLMIO;

* subjectTokenCond — ycnosus BbiNnosHeHWA Npasuna. Ecam Bce yKasaHHble B Npasuie ycioBsus byayTt
BbINO/IHATLCA, TO NPABUIO CYMTAETCA BbINOAHEHHbIM. ECM XoTA 6bl 04HO U3 YCN0BUIA B Npasuae He by-
[€T BbINO/IHEHO, TO BCE NPABMJ/IO CYUTAETCA HEBbLIMONHEHHbIM. YC/I0BUSA BbINOJHEHUA NPaBUA MOTYT 6biTb

cnepyiowme:

— clientRights — NpoBepKa HafMYMA y NPUIOKEHWNA YKa3aHHbIX NpaB 4OCTyNa;

Mpumep npasuna:

"clientRights": [

{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"

}

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

B yKasaHHOM Nnpumepe NpoBepsAeTcs HaIMUYKe Y BbI3bIBaAIOLLETO NPWUIOXKEHUSA NPaBa AoCTyna right 1
B OTHOLWIEHWUW APYroro npuiaoxeHus (appl). Mapamerp its B HaCTpPOMKe target yKkasbiBaeT TUN
06beKTa, B OTHOLLIEHMM KOTOPOTO NPOBEPAETCA Hain4mne Npasa gocTyna. BoamoskHble 3HaueHus: it s
— NPaBOo Ha NPWUNOXKEHME; grps — NPABO Ha rpynny A40CTyna; OTCYTCTBME t ype — NPaBo Ha YYETHYIO
3anucb Nosb3oBaTtens.

— userRights — NpoBepKa HafMuYMsA y NONb30BATENA YKa3aHHbIX NpaB AOCTyna.

Mpumep 1 npasuna:

"userRights": [

{
"rights": ["right2"],
"target": {

"type": ngrpsnl
"name" : "O]fg'l",
"axt": "Orgs"

}

B yKasaHHOM Npumepe NPOBEPAETCA HasuyMe y NoAb30BaTeNs NpaBa AoCTyna right2 B oTHowe-
HWW rpynnbl NoNb3oBaTenei (orgl). B cayyae TMNa obbeKTa rpynnbl 4OCTYNa yKa3blBaeTCA AOMNOAHU-
TeNbHbIV NapameTp ext, onpeaenaowmin npoduab rpynnbl 4ocTyna (cm. BrawoyeHue omobpaxceHus
epynn e blitz.conf (cTpanunuya 207)).

Mpumep 2 npasuna:

"userRights": [
{
"rights": ["security_administrator"],
"target": {
"type": "grpsﬂl
"name " : H$ " ,
"eXt": "O]fgS"

}

B yKasaHHOM nmpaBuie TNpOBepseTcs  HaauMuMe Yy  No/Ab3oBaTens nNpasa  [OCTyna
security_administrator B OTHOWEHWW rpynnbl Nonb3oBaTene M3 npopunsa orgs, Ume-
Iowen naeHTMduKaTop, CoBNaZatoWwmnin co 3HayeHmem aTpubyta org_id M3 cocTaBa MCXOLHOMO
MapKepa 4ocTyna. B otanuum ot npumepa 1 B 4aHHOM NpUMepe UANKCTPUPYETCA BOSMOMKHOCTb B
KayecTBe MMeHM 06beKTa NpaBa A0CTyNa yKasblBaTb HE KOHKPETHOE 3HaYeHWe 061beKTa, a cebliaThCA
Ha 06BbEKT HAa OCHOBE 3HAYEHUI U3 NMPUCIAHHOTO MapKepa goctyna (Sorg_id).

Mpumep 3 npasuna:

"userRights": [

{
"rights": ["right3"],
"target": {
"type": "its",
"name": "appl"

}
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B AaHHOM npumepe npoBepAeTcAa HaAn4mMe y NoNb3oBaTeNa Npasa Aoctyna right 3 B OTHOWEHUK
npunoxexua appl.

— scopes — NpoBepKa NPUCYTCTBMA B MapKepe AocTyna Tpebyembix paspelwleHuit (cm. Obujue Ha-
cmpotiku OAuth 2.0 (cTpaHuua 236));

Mpumep npasuna:

"scopes": ["scopel"]

B oaHHOM npumepe NpoBepAeTCcA Hanyne B UCXOQHOM MapKepe A0CTyna pas’peLleHna ¢ UMeHem
scopel.

— userClaims — NpoBepKa, YTO Y YY4ETHOM 3aMncK NoNb30BaTeNA aTPUBYTbI MUMEIOT YKa3aHHble 3Ha-
YyeHus.

MNpumep npasuna:

"userClaims": {"role":"FIN"}

B faHHOM NpuMmepe NPOBEPAETCA Ha/MuYMe Y NOb30BaTeNA B YYETHOW 3anuncu atpnbyta role c 3a-
NOAHEHHbIM 3HayeHMem F IN. JonycTMMO MCMNoNb30BaTb TOAbKO aTpubyTbl € TMNOM String.

— userGroups — NPOBEPKA, YTO y4eTHaA 3anmcCb NONb30BaTENA BXOAUT B YKa3aHHbIe rpynnbl OCTyNa.

Mpumep npasuna:

"userGroups": [

{
"name": "admin",
"profile": "roles"

B gaHHOM npumepe npoBepAeTcs, YTO N0J/Ib30BaTe/lb BXOAWUT B rpynny A4ocTyna admin ¢ npopuaem
roles.

e authClientCond—ycnosuasameHbl client_id. 3TN ycnoBmMA NPOBEPAIOTCA TONbKO ANA NPaBu C TU-
nom impersonate. B npaBune nposepaeTcs, 4YTO HOBOE NPU/IOKEHME UMEET NpaBa AoCTyna A4 obmeHa
Mapkepa goctyna. logaepxusaerca ycnosme requiredRights.

Mpumep npasuna:

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"

B yKasaHHOM Mpumepe NpoBePSAEeTCA Ha/lMuMe Y Bbi3bIBAIOLLErO NPUNOKEHUA NpaBa Aoctyna rightl B
OTHOLLEHWM ApYroro npunoxeHuns (appl). MapameTp it s B HacTpoliKe target yKasblBaeT TUN 0bbeEKTa,
B OTHOLUEHWM KOTOPOro MPOBEPSAETCA Ha/MuMe NpaBa A0CTyna. BO3MOXHble 3HaueHus: 1ts — npaso Ha
NPUIOXKEHWNEe; grps — NMPaBOo Ha rpynny AOCTyna; OTCYTCTBME t ype — MPaBOo Ha YYETHYIO 3anuncb Nosib3oBa-
Tens.

® issue — npaBuaa BbiMyCKa HOBOrO MapKepa AOCTyna, NpUMeHAemMble B C/lyyae, ecau Nnpasuio 6bi110
yCneLwHo BbiNo/sHeHO. [TpaBunia BbIMyCcKa HOBOrO MapKepa 40CTyna COCTOAT U3:

— ttlInSec — Bpems }nU3HM (B CEKyHAAX) BbIMyCKaeMOro mapKkepa AocTyna;
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— allowedScopes — pa3pelleHus, KOTopble MOXKHO OCTaBUTb B BbINYCKaEMOM MapKepe A0CTyna;

- allowedClaims — aTpubyTbl N0O/b30BATENSA, KOTOPbIE MOXHO OCTaBUTb B BbIMYCKaeMOM MapKepe
AocTtyna;

— addingScopes — gobasnsemble B MapKep 4OCTyNa paspeLleHuns;

— addingClaims — aobaBnsembie B MapKep JOCTyna aTpubyTbl Moab3oBaTens.

LWar 2. Hactpoiika o6meHa mapKepoB AocTyna

YT106bI ONpeaennTb, Kak byaeT nponcxoanTe 06MeH Mapkepos focTyna no Token Exchange, a MMEHHO Ans Kakux
3aLMLLAEMbIX CEPBMCOB KaKMe NpaBuaa 4ocTyna byayT npUMeHATbCA, He06X0AMMO B KOHOUIYpauuoHHom daitne
blitz.conf gobasutb 60K HacTpoekblitz.prod.local.idp.token—-exchange ciegyowero Buaa:

"token-exchange" : {
"resources" : [
{
"uri" : "http://secured_service_host/api/servicel",
"methods" : ["GET", "POST"],
"rules" : [
"rulel",
"rule2"
]
}I
{
"audience" : "secured-api",
"rules" : [
"rule3"

by

B 6n0Ke resources HYXXHO ANA KaXXA40ro cepsnca 3ano/IHUTb HaCTpOﬁKM:

e rules — NepPevynUCINTb UMeEHA NPABUA AOCTYNA K cepsucy. Kaxkaomy npaBuay COOTBETCTBYET CBOW ¢halis
Hacmpoek (cTpaHuua 364). locTyn K cepBUCY paspeLlaeTcs, eCium XoTa 6bl 04HO U3 MPABU U3 3TOTO CNUCKa
6yneT BbINONHEHHbIM. EC/in BCe nepeyncieHHble npasuaa He 6yayT BbINOMHEHbI, TO TOF4A AOCTYN K CEPBUCY
6yaeT 3anpeLueH;

e uri — Heobs3aTeNbHbIN NapameTp, MOXKEeT 3a4aBaTb agpec 3almLaemoro cepsuca. B sagaHum agpeca
cepsuca AONYCTUMO MCNONb30BaATb 3BE304KY (*) ANA NPONyCcKa 04HOro KOMNOHEHTa NyTW agpeca v ABOW-
HYI0 3BE3404KY (* *) 4NA NpoMycKa ocTaBLUecA YacTy NyTU agpeca CepBuca;

e methods —Heob6s3aTeNbHbIN NapameTp, YKasbiBaeT nepeyeHb HTTP-meToA0B BbI3biIBAEMOIO CEPBUCA;

¢ audience — HeobA3aTeNbHbIV NapaMeTp, MOXEeT 334aBaTb UMA NpuoKeHna. [laHHoe 3HaveHune byaet
BK/IIOYEHO B BbIMYLLEHHbIA HOBbI MapKep AocTyna B aTpnbyT aud. O6A3aTeNbHO A0MKeH ObiTb YKasaH
OAMH N3 NnapameTpoB uri mam audience.
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2.7 be3onacHocCTb, 06cnyXuBaHue 1M yCTpaHeHME HEMCNPABHOCTEMN

2.7.1 MpocmoTp cobbiTuit 6esonacHocTH

[Ons BepeHua ayamta 6e30nacHOCTM M A8 NPOCMOTPA 3aperncTpUpoBaHHbIX B XypHane Blitz Identity Provider
cobbITMIA 6e30NacHOCTM MCNoab3yeTcs pasgen CobbITUA KOHCONM yNpaBAeHUs. 34eCb UMeeTCA BO3MOXHOCTb OCY-
WecTBAATb GUALTPALLMIO COBbITUI 6E30NaCHOCTU NO PA3/INYHBIM KPUTEPUAM:

* 0 nonb3oBaTento (ykaszaHue naeHTudumKaTopa nonb3osatena ob6s3aTesbHO);
® 0 AMana3oHy Aar;

® 0 KOHKPETHOMY MPUIONKEHMIO;

* Mo rpynnam cobbiTni;

e no IP-agpecam;

® 0 NPOTOKO/MaM B3aMMOAENCTBUS.

Mocne HacTPoKM GUABLTPOB 1 UX NPUMEHEHMA NPEAYCMOTPEH NPOCMOTP AeTasibHON MHGOPMaLMKM O HANAEHHbIX
cobbITusAX.

MpocmoTp cobbiTUiA

3Hauenue Mepuop I'pynna co6biTui

(0 Bxoa (] Beixog [] ABTopusauua goctyna
WneHTuchukarop cybbekta 09.02.2023 00:00 09.02.2023 23:59

(O WameHeHuHe ayTeHTUNKALMOHHBIX AaHHBIX

admin 23 caronHA 33 Hegenio (0 WameHeHHA y4eTHOWR 3anucu

(D Onepaumu ¢ rpynnamu
3a mecAl
Monuen IP-agpec unn macka

() OTnpaeka KOAOB NOATBEPKACHNA

HaseaHvie NpunoxeHua [0 Apmunuctpuposanue

MpoTokon

) OAuth2.0 (] SAML (] fApyrue

MpuMeHUTL O4UCTUTE

1D
npouecca Bpema Cob6biTHe Cy6beKkT 06beKkT Mpunoxenune  IP-appec
09.02.2023 Ki
O 6b0od69b4.. BbinonHeH Bxog, admin admin oneens 176.213.69.7
13:39:38 ynpaeneHna
09.02.2023 KoHconb
© 8f65709b... BeinonkeH exon admin admin 212.46.18.101
13:09:18 ynpaeneHva
09.02.2023 Ki
© 21basot.. BbinonHeH Bxon admin admin oreons 212.46.18.101
13:09:00 ynpaeneHna
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2.7.2 MOHUTOPUHT PYHKLMOHUPOBAHUA NPUNOKEHUN

CTaH[ApPTHbIM cepBUC MOHUTOPUHTA

[N MOHUTOPUHTIA AOCTYNHOCTU NpunoxKeHui Blitz Identity Provider npegycmoTpeH cepeuc /blitz/metrics,
BbI3blBaeMbIii C NomoLblo HTTP GET. PekomeHgyeTcs, UTobbl cepBUC Bbla OCTYMNEH Ha KaXKA0M cepBepe npu-
NoXKeHWsA no HTTP npu BbI30BE U3 BHYTPEHHEN CeTu C cepBepoB MOHUTOPUHIA U BMECTe C TeM, YTObBbI cepBuc
6bIn HeJOCTYNEH NPU BbI30BE U3 BHELLHWUX ceTel U ¢ paboumx mecT nonb3osaTene.

B cnyyae ecnv npunoxKeHue AOCTYNHO, To cepBUC /blitz/metrics BepHET feTaNbHy0 MHPOPMaLWIO O MeT-
pUKax GYHKLIMOHMPOBaHUA NpunoxeHuna 8 popmate Prometheus®,

Mpumep oTBeTa cepBuUca

# HELP blitz_idp_uptime_seconds Uptime

# TYPE blitz_idp_uptime_seconds gauge
blitz_idp_uptime_seconds{blitz_host="papp0l.loc",} 63859.0

# HELP blitz_idp_licence_exp_seconds Licence expiration

# TYPE blitz_idp_licence_exp_seconds gauge
blitz_idp_licence_exp_seconds{blitz_host="pappOl.loc",} 9.223372036854776E18
# HELP blitz_idp_config_mtime Last time, a file was changed

# TYPE blitz_idp_config _mtime gauge

# HELP blitz_idp_datasource_latency Latency of an datasource operation

# TYPE blitz_idp_datasource_latency histogram
blitz_idp_datasource_latency_bucket{blitz_host="papp0l.loc",ds_type="ldap",ds_name=
—"389-ds", op_type="read", le="0.005",} 13.0

blitz_idp_datasource_latency_bucket{blitz_host="papp0l.loc",ds_type="ldap",ds_name=
—"389-ds",op_type="read", le="+Inf",} 29.0
blitz_idp_datasource_latency_count{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds",op_type="read",} 29.0
blitz_idp_datasource_latency_sum{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",} 0.3112787189999999

# HELP blitz_idp_mg_connections Amount connections to datasource

# TYPE blitz_idp_mg_connections gauge

blitz_idp_mg _connections{blitz_host="pappll.loc",mg_type="rmg",mg_server="pmqgOl.
—~loc_5672",} 1.0

# HELP blitz_idp_mg_latency Latency of an mg operation

# TYPE blitz_idp_mg_latency histogram

blitz_idp_mg latency_bucket{blitz_host="pappOl.loc",mg_type="rmg",mg_server="pmqgOl.
—~loc_5672",broker="blitz.events.direct",op_type="write",1le="0.005",} 1.0

blitz_idp_mg latency_bucket{blitz_host="pappOl.loc",mg_type="rmg",mg_server="pmqgOl.
—loc_5672",broker="blitz.events.direct", op_type="write",le="+Inf",} 3.0
blitz_idp_mg latency_count{blitz_host="papplOl.loc",mg_type="rmg",mg_server="pmqgOl.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 3.0
blitz_idp_mg_latency_sum{blitz_host="pappOl.loc",mg_type="rmg",mq_server="pmg01l.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 0.028808135999999998

# HELP blitz_idp_authn_method_app_total Amount of method authentications by app id
# TYPE blitz_idp_authn_method_app_total counter
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="sms", status="success",} 2.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="cls", status="other_error",} 7.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="password", status="success",} 4.0
blitz_idp_authn_method_app_total{blitz_host="pappOl.loc",app_id="_blitz_profile",
—method="knownDevice", status="other_error",} 3.0

(continues on next page)

80 https://prometheus.io/
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

# HELP blitz_idp_authn_method_total Amount of authentications by a method

# TYPE blitz_idp_authn_method_total counter
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="password", status=
—"success",} 4.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="knownDevice", status=
—"other_error",} 3.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="cls", status="other_
—error",} 7.0
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="sms", status="success",
—~} 2.0

# HELP blitz_idp_authn_method_latency Latency of an authentication method

# TYPE blitz_idp_authn_method_latency histogram
blitz_idp_authn_method_latency_bucket{blitz_host="papp0l.loc",method="sms",le="1.0
-",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0Ol.loc",method="sms", le="+Inf
<", 2.0
blitz_idp_authn_method_latency_count{blitz_host="papplOl.loc",method="sms",} 2.0
blitz_idp_authn_method_latency_sum{blitz_host="papp0l.loc",method="sms",} 28.
—686999999999998
blitz_idp_authn_method_latency_bucket{blitz_host="papp0l.loc",method="password", le=
—"1.0",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0l.loc",method="password", le=
<"+Inf",} 4.0
blitz_idp_authn_method_latency_count{blitz_host="papp0l.loc",method="password", } 4.
-0
blitz_idp_authn_method_latency_sum{blitz_host="papp0l.loc",method="password", }.
—1835.901

# HELP blitz_idp_datasource_connections Amount connections to datasource

# TYPE blitz_idp_datasource_connections gauge
blitz_idp_datasource_connections{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds",} 10.0

# HELP blitz_idp_version Application version

# TYPE blitz_idp_version gauge
blitz_idp_version{blitz_host="pappOl.loc",part="major",} 5.0
blitz_idp_version{blitz_host="pappll.loc",part="minor",} 16.0
blitz_idp_version{blitz_host="papplOl.loc",part="patch",} 1.0

# HELP blitz_idp_notify_user_total Amount of user notifications by channel

# TYPE blitz_idp_notify_user_total counter
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="email",} 3.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="sms",} 4.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="push",} 2.0

MUMs KarkaoW METPUKM HauMHaAEeTCs C UMEHMU MPUNOXKEHUA (aeduC B MMEHW 3aMeHEeH Ha NoAYepKUBaHWE):
blitz_idp_%%%, blitz_registration_%%%, blitz_recovery_%%%, blitz_console_%%%.
CnuncoK JOCTYNMHbIX METPUK NpuBeaeH B Tabaunue.
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MeTtpuku pyHkumnoHuposaHusa Blitz Identity Provider

MNpaso gocTtyna Tun MNoAacHeHne

uptime_seconds gauge Bpemsa c MOMeHTa 3anycKa npuio-
KeHus (B cekyHaax)

licence_exp_seconds gauge Bpems Oo ucteyeHus cpoka aeun-

CTBMA NNLEH3UM
(B cekyHaax)

config_mtime gauge Bpema nocnegHero M3meHeHus
daina KoHpUrypaumm
datasource_latency histogram 3a/epKKM OTBETA OT XPaHWUIMLLA

Y3 no onepaumaAm 4YTeHMA U 3a-
nucn (moryt 6bITb TMNbI ldap,
jdbc, couch)

mgq_connections gauge KonnuectBo KOHHeKTOB K MQ
(rmg, kafka)

mq_latency histogram 3apepXKu otBeta oT MQ (rmg,
kafka)

authn_method_app_total counter Konnuectso yCMeLwHbIX "
HeyCneLwHbIX ayTeHTUdUKa-

UMM KaXKObIM METOAO0M BXO4A B
pa3nnyHbIe NPUIOXKEHUA

authn_method_total counter Obuwee KOM-BO YCMEWHbIX U HeT
ayTeHTUOUKAUMI  pasHbIMKU  Me-
TogamMu
authn_method_latency histogram OnuntenbHocTb  ayTeHTUdMKaLUM
no pasHbIM MeToAam BXoaa
datasource_connections gauge Kon-Bo KOHHEKTOB K XpaHUAULLAM
version gauge Bepcua npunoxeHua
notify_user_total counter Kon-so HanpasfieHHbIX cooblue-
HWIM NO PasHbIM KaHanam
authn_method_app_created cnyebHble 3T meTpukn (¢ cyddukcom
authn_method_created _created) reHepupyroTCA B CBA-
authn_method_latency_created 31 ¢ ocobeHHocTAMM Prometheus
datasource_latency_created N codepxat BpemA B unix
maq_latency_created timestamp MOMeHTa CO34aHuA
notify_user_created METPUKK

Ucnonb3osaHue Grafana u Prometheus

[na 6bICTPOM HAaCTPOWKM MOHUTOPMHIA U BU3yanu3aumm npoueccos Blitz Identity Provider yno6Ho ncnonb3osatb
job-3apgaHue Prometheus 1 wabnoH gawbopaa Grafana, Bxogalme B NocTaBKy (resources. zip).

CoseT: Bu3yanbHoe NpeacTaB/eHUE AaHHbIX UMEET LUMPOKUIN CNEKTP npumeHeHUsa. OHO MOXKET BbITb UCMONb-
30BaHO MeHeaKepaMu A1A aHann3a paboumx NPoLEeccoB, MHXEHEPAMM A/1A OTCAEXMBAHUA CUTYaLMI, KOraa Ko-
JIMYECTBO ayTeHTUUKALMI NpeBbIWAET NOPOroBoe 3HaYeHMe (HacTPaMBaOTCA OMOBELLEHMA), AN1S KOHTPONA 3a
CPOKOM AeincTBuma nnueHsnm n ap. Mpmn obHoBNeHMM ya0OHO OTC/IeXKMBaTb BEPCUMM CEPBMUCOB Ha HObLLOM KO-
YecTBe XOCTOB M BPEMS WX 3arycKa.

[NA HacTPOIMKM BU3yann3aumm BbINOAHWUTE caedytowme aencTBua:

1. Moaudnumpyiite job-3agaHne prometheus.yaml B COOTBETCTBUM C KOHOUTYpaLMel CBOEN CUCTEMBI U
pobasbTe ero B Prometheus®?,

81 https://prometheus.io

2.7. be3onacHOCTb, 06C/y}KMBaHUE U YCTPaHeHUe HencnpaBHoCTel 372


https://prometheus.io

Blitz Identity Provider, Bepcus 5.23

2. MoguouvumpyiTe WwabnoH gawbopaa blitz-dashboard. json. Hactporite Grafana n gobasbTe aall-
6opat?.

Mpumepbl BU3yanumsaLumm gaHHbix B Grafana:

Blitz info
uptime

5

- Blitz app

Authn by st

App: RUT Method: p 3 Status

2.7.3 PeweHue npobnem
JNorun pabotol Blitz Identity Provider 3anucbiBatoTca B gupektoputo /var/log/identityblitz Ha KaXgom
cepsepe. ypHan cobbITUI KaxKa0ro NPUNOMKEHUA HA3bIBAETCA B COOTBETCTBMU C MPUNOKEHUEM:

e blitz—console.log —XypHana cobbITUN KOHCONWN YNPABAEHMS;

e blitz-idp.log —KypHan cobbITUii cepBMCa ayTeHTUDUKALMMK;

e blitz-registration.log—XypHan cobbiTUi1 cepBMCca perncTpaumm;

e blitz-recovery.log —KypHan cobbiTUin cepBMCca BOCCTAHOBNEHUA AOCTYNa;

e blitz-keeper.log— KypHan cobbiTui Wato3a 6e3onacHocTy.

Mpu BO3HMKHOBEHUM oWNBOK, cBA3aHHbIX C paboToi Blitz Identity Provider (3anucbiBatoTca B 1or Kak [ERROR] ),
pekomeHayeTcs 0b6paTUTbCA B TEXHMUYECKYIO noaaep:kky Blitz Identity Provider no agpecy support@idblitz.ru.
Mpu obpalLeHnm yKasaTb ucnosblyemyto sepcuto Blitz Identity Provider.

Mpn HeobxoAUMOCTU NOBbLICUTbL YPOBEHb NOTMPOBAHUA HEODXOAMMO B KOHdUrypaumoHHom daine blitz.
conf B 610Ke 1ogger UBMEHUTb YPOBHU NOTMPOBAHMA.

Mo ymonyaHuio BbICTaBNEHbI CNeaytoLwme YPOBHM NOTMPOBAHMUA:

82 https://prometheus.io/docs/visualization/grafana/
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"levels"

n ROOT n
"application"

"

"com.
"com.

"

"

"com.

"com

"

"com.

com.

com.
"com.
"com.
com.

com.

{
"TRACE",

couchbase.
couchbase.
couchbase.
couchbase.
couchbase.

identityblitz

identityblitz.
.identityblitz.
identityblitz.
identityblitz.

service"

endpoint”
node":
tracing":
identityblitz"

"TRACE",
client"

"INFO",
"INFO",
"INFO",
"INFO",
"INFO",
"TRACE",
"TRACE",
"TRACE",

.idp"
idp.events"
idp.flow.dynamic" "TRACE",
idp.flow.dynamic.extend" "TRACE",
idp.task.processing" "DEBUG",

"com.

"

identityblitz.
com.identityblitz.

login—-framework" "TRACE",
login-framework.ldap-timings"
.identityblitz.login.store" "TRACE",
identityblitz.idp.rabbitmg" "INFO",
identityblitz.play.memcached" "INFO",
identityblitz.play.memcached.RefreshableMemcachedConnection"
.unboundid.ldap.sdk" "TRACE",

asynchttpclient.netty" "TRACE",

opensaml" "INFO",
"org.opensaml.util.resource"
"play" "TRACE",
"plugin.memcached"

"INFO",
"com
"com.
"com.
"com. "INFO",
"com
"org.
"org.
"INFO",

"INFO"

[ns noBblleHNA YyPOBHA NIOrMpPOBaHMA HeobxogmMmo napametrpam ROOT u Bcem com.identityblitz.*
NpMCcBOUTb 3Ha4YeHne TRACE.

B cnyvae ecnv cny4yaiiHo 66110 Npoun3BeaeHo nsmeHeHne KoHdurypaumm Blitz Identity Provider B KoHconu ynpas-
JIeHMA, TO B CKPbITOM AnpekTopun /usr/share/identityblitz/blitz-config/.snapshot coxpa-
HUAWCb NpeapblayLine Bepcun KOHPUrypaumoHHbIx pannosblitz.conf u console.conf. MOXHO UCNONb-
30BaTb 3TN palinbl 4N1A OTKATA K Npeablaylien KoHUrypaumm namn gnsa onpeaeneHusa oTiMumnii ¢ TeKYLWMMM KOH-
durypaumoHHbimm pannamm.

YT106bI y3HATb, B KAKOE BpemMs U Kem Obll M3MeHeH KOHOUIYPaUMOHHbIN $aii, B HaYano KOHPUrypaLMOHHbIX
dannoeblitz.confnmconsole.conf NOMELAOTCA KOMMEHTAPUM C YKa3aHUEM BPEMEHU PeaaKTUPOBAHMS
W aBTOpa M3MeHeHwui. Mpumep 3anucK ayanta usmeHeHna KoHoUrypauMoHHoro Ganna npuseseH HUXe:

iddzadsdzdasadasdsasisasdsasdsatdsaddadsdsaddssddatadatdsatdsatisasdsasdaaddaaddadiad

S HE#EAES

# modified: 2021-05-09 20:55:55 MSK

# author: admin

# ip: 0:0:0:0:0:0:0:1

# user agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
FAARFAAHAAAAAAHAAFHAAFFAAFFATHAAH AR H AR AF A HF A H AR FHF A HH A H AR A A A H A A H S

—HEF#AAF
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2.7.4 Wno3 6e3onacHOCTU

B KauecTBe wW/03a 6€30MaCHOCTU UCMO/b3YETCA OTAENbHO yCTaHaB/AMBaemMblii mogyab Blitz Keeper (cTpanu-
ua 542).

2.8 PekomeHpgauuu PCTIK

Huxe npueeaeHbl pekomeHaaummn no obecnedyeHunto 3awmtsl nHGopmaumum cornacHo tpebosaHnam GCTIK.

2.8.1 UpgeHTndukauma n ayteHTMPUKauua cybbeKkToB n o6vekToB goctyna (MAD)

NA®.1

NpeHTUdMKauma n ayTeHTMdMKaLMA NoNb3oBaTenel, ABAaoWMxXcAa paboTHMKaMK onepaTtopa
PekomeHaaLmaA No HacTpoiKe:
* Hacmpoumbs memodsl aymeHmudguxkayuu rnosns3osamerneli (ctpaHuua 82).
e 1N aAMUHUCTPATOPOB KOHCOAM YNpaBAeHUs Hacmpoums exoo Yepes Blitz (cTpaHumua 360).

¢ HacTpowuTb Yepes npoueaypbl BX04a 414 aAMUHUCTPATOPOB W NONb30BaTeNen mpebosaHUA K Npoxoxide-
Huto 08yxthakmopHol aymeHmugurayuu (cTpaHnua 257).

® 300ames (cTpaHuua 218) AnA NoAKAYaEMbIX NPUAOKEHUIM client_idu client_secret.

UA®.3
YnpasneHue naeHTMdMKaTopamm, B TOM YUC/1e CO34aHUE, MPUCBOEHNE, YHUUTOXKEHWE OEHTUDUKA-
TOpoB

PekomeHZaLma No HaCTPOMKe:

® 300amb ampubym (cTpaHuLa 69), KOTOpbIN ByAeT UCNOAb30BaTLCA B KauecTse MaeHTUdUKATOPa YYETHOM
3anucu.

¢ HacTpowuTb 3anpeT Ha 1o8mopHoe UCrnob308a0HUE UOeHMUpUKamopa nocsae yoaneHue yyemHol 3anucu
(cTpaHunua 328) n 6r10kuUpoBAHUE HEAKMUBHbLIX yYemHbix 3anuceli (cTpaHuua 327).

NnA®.4

YnpasneHue cpeacTBamum ayTeHTUGUKALMUM, B TOM YUC/IE XPaHEHUE, BblAaya, MHULMANU3auma, 6io-
KMpOBaHMWE CPeacTB ayTEHTUPUKALMM M MPUHATUE Mep B Caydae yTpaTbl U (MaKn) KomnpomeTauum
CpeAcTB ayTeHTMdMKaALMK

PekomeHZauusA No HacTpoiike:
e YemaHosums (cTpaHuua 305) NaposibHy NOAUTUKY.

e Yrnpaenams (cTpaHmua 195) yueTHbIMM 3anMCAMM NONb30BaTENEN.
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UAD.5

3awmTa 0b6paTHOM CBA3M NpU BBOAE ayTEHTUMKALMOHHON nHGOpMauun

CneumanbHana HacTpoiKa He TpebyeTca.

UAD.6
NaoeHTuduKauma n ayteHTUPUKAUMA NoNb30BaTeNEN, HE ABAAIOLLMXCA PaboOTHMKamu onepaTtopa
(BHewWwHUX Nnonb3oBaTeneit)

PekomeHaaLmMA No HAaCTpoOKe:

e HacTpouTb BXOg, Yyepes BHELHWE NOCTaBLWMKN ngeHTubuKauum: ECHA (ctpanunua 147), CY/IMP (cTpaHu-
ua 166), dpyzas ycmaHoska npodykma (cTpaHuua 178).

2.8.2 YnpaBneHue goctynom cybbeKkToB K o6bekTam gocrtyna

yna.1
YnpasneHuve (3aBegeHue, akTnBaLmsa, 6/10KMPOBAHNE Y YHUUTONKEHWUE) YH4ETHBIMK 3aMUCAMM NOSb-
3OBaTeﬂF_‘l‘;1, B TOM UMcC/e BHELWHWUX Nosib3oBaTenen

PekomeHAaaLmMA NO HAaCTPOMKe:

¢ [py HEOHXOAMMOCTM pa3aeNeHnsa yYeTHbIX 3anncei Ha BHELHWE U BHYTpeHHUe 3a08ecmu (cTpaHuua 65)
aTpuByT C TMMOM YYETHOM 3anncK U Hacmpoums (CTpaHuua 257) NOAUTUKY AOCTyNa NoNb30BaTenem B npu-
NOXKeHUs.

o [1nA BpeMeHHbIX y4eTHbIX 3anuncein Hacmpoums (cTpaHuua 362) npasuna 6A10KMPOBaHUA BXOAa NO UCTeYe-
HUWe CPOKa AenCcTBMA 3annce.

e [ins ucnonb3oBaHua GyHKUMIA paboTbl ¢ rpynnamu nosb3osatenei Hocmpoums (cTpanuua 207) rpynnbi
nonb3osaTenen.

* Yripaenams (cTpaHuua 195) yyeTHbIMM 3aMMCAMM Yepes KOHCOb YNpaBaeHus.

yna.2
Peannsauma Heo6xo4MMbIX METOLOB (ANCKPELMOHHbIN, MaHAATHbIN, POSEBOMN UAN UHO METOA,), TH-
nos (4TeHue, 3anmncb, BbINOJHEHWE UAN MHOW TUN) M NPABWUA PasrpaHMYeHuns 4OCTyna
PekomeHZaLma No HacTpoliKe:
* HacTtpowutb rnpasa docmyna (ctpanumua 305), paspeweHus (cTpaHuua 236).
® YCTaHOBUTb paspelieHus npunoxceHull (cTpaHuua 232).
e Hacmpoums (cTpaHuua 542) wnto3 6e3onacHoOCTy.

* Hactpoutb ampubymei nosnszosamernell (cTpaHnua 65) v 2pynnel nonszosamenell (ctpanmua 207), npoye-
dypbl 8x000 8 npuaoxeHus (cTpaHuua 257).
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yna.4
PasgeneHne nonHomounii (ponei) nonb3osatenei, agMMHUCTPATOPOB U AnL, obecneynBatoLLmX
dYHKUMOHMpPOBaHME MHPOPMALNOHHON CUCTEMBI

PekomeHpaaLMaA NoO HAaCTpoOiKe:

® Ucnonssosams (cTpaHuua 428) cepBUCHI U3MEHEHUA aTpPUBYTOB, BKAOYEHMSA U UCKAOYEHUA NOAb30Ba-
Tenel B rpynnbl, HA3HAYEHWA 1 OT3bIBA NPaB 4OCTyna.

yna.s
HasHaueHWe MMHMMaNbHO HEOBXOAMMbBIX NMPAB U NPUBWUAETUIA NOSb30BATENSAM, aMUHUCTPATOPAM
W nnMuam, obecneymBatoMm GyHKLMOHUPOBaAHME MHPOPMALMOHHOMN CUCTEMDI
PekomeHgauma no HacTpomke:
® HasHayame (cTpaHMua 64) ponv agMUHUCTPATOPOB.
e Vrnpasenames (cTpaHuua 195) aTpnbyTamm nosb3oBaTenem.

® HazHavams (cTpaHmua 491) npaBa JoCTyna € UCNOb30BaHWEM CEPBUCOB.

yna.e
OrpaHunYeHne HeycnewHbIX MoMbITOK BXoAa B MHGOPMALMOHHYIO cucTeMy (gocTyna K MHGopmaum-
OHHOM cucteme)

PekomeHAaumMa No HacTpoMKe:

* Hacmpoums (cTpaHuua 92) NOAUTUKY OFrPaHUYEHUA YMCAA NOMbITOK BXOA4a C Nocaeayrowmm 610KMpoBa-
HWEeM y4YeTHOW 3anucu.

yna.7

MpepynpexaeHne NoNb30BaTeNA NPU ero Bxoae B MUHGOPMaLMOHHYIO CUCTEMY O TOM, YTO B MHOP-
MaUMOHHOM cucTeme peanr3oBaHbl Mepbl 3alWUTbl MHGOPMALMK, U 0 HeobxoamMmocTu cobaroaeHus
MM YCTaHOB/IEHHbIX ONEPATOPOM NpaBuI 06pPaboTKM MHPOopPMaLUM

PekomeHAaLma No HaCTPOMKe:

e HacTpouTb ANa NPUNOKEHUIN 3KPAH cornacua nonb3osatena: cMm. Hacmpotika OAuth 2.0 u OpenlD Connect
1.0 (cTpannua 232), O6wue Hacmpotiku OAuth 2.0 (cTpaHnua 236), Hacmpoliku mexkcmos uHmepdetica
(cTpaHuua 295).

yna.s
OnoBeLleHMe NO/b30BATE/IA NOC/E YCMELWHOro BX0A4a B MHGOPMALIMOHHYHO CUCTEMY O Er0 Npeablay-
Lwem Bxoge B UHGOPMaLMOHHYO cuctemy)

PekomeHgaumaA no HacTpomke:

e Hacmpoums (cTpaHuua 191) gocTyn K ayamTy no cebe ans nonb3osartenei.
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yna.o
OrpaHuyeHue Yncna napannenbHbix CEaHCOB AOCTYNa A/1A KaXKA0M y4eTHOM 3anncy nosb3osatens
MHDOPMALMOHHOM CUCTEMDI

PekomeHpaaLMaA NoO HAaCTpoOiKe:

e Hacmpoums (cTpaHMua 362) NOAUTUKY OFPaHUYEHUA YNCAa NapannebHbIX CeaHCOoB.

yna.1o0
BAoKMpoBaHKUe ceaHca AOCTyNa B MHGOPMALIMOHHYIO CUCTEMY NMOC/IE YCTaHOB/NEHHOMO BpemeHu 6e3-
nenctemaA (HeaKTUBHOCTM) NOIb30BATENA UM MO ero 3anpocy

PeKkomeHaauma Mo HacTponKe:

e Hacmpoums (cTpaHuua 82) nepuom, HeaKTUBHOCTHU.

2.8.3 Peructpauyma cobbitnii 6esonacHoctu (PCB)
PCB.1

Onpegenexune cobbITUi 6e30ﬂaCHOCTM, nognexawmnx pernctpauunn, n CPOKoB X XpaHeHUA

CneuuanbHas HacTpolika He TpebyeTcs.

PCb.2
OnpeaeneHune coctaBa U cogepaHuma MHdJOpMaLI,MM 0 cobbITHAX 6e3OI'IaCHOCTM, nognexawmnx pern-
CTpauunm

CneuuanbHas HacTpPolKa He TpebyeTcs.

PCB.3
C6op, 3anucb 1 xpaHeHne MHGOPMALUKM O COBLITUAX HE30MNACHOCTM B TEYEHME YCTAaHOB/IEHHOTO Bpe-
MEeHW XpaHeHus

PekomeHAauma No HaCTpoOMKe:

e [Ipocmomp (cTpaHuua 369) cobbiTMin 6e3onacHOCTU NePUOANYECKN OCYLLECTBATL B KOHCOM YNpaBieHus.

PCb.4

PearmposaHue Ha c6ou npu peructpaumm cobbiTnin 6e30MnacHOCTU, B TOM YMCae annapaTHble 1 Npo-
rpammHble owmnbKu, cbon B mexaHnsmax cbopa MHbOPMaLMM M AOCTUNKEHUE Npeaena UAK nepenon-
HeHuA obbema (eMKoCTM) NamaATn

PeKkomeHAaaLmMA MO HACTPOWMKe:

e [Ipocmomp (cTpaHuua 373) »KypHanoB cobbiTU Ha NpeaMeT BO3HUKHOBEHUS OLLIMBOK.
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PCB.5
MOHUTOPUHT (MPOCMOTP, aHaNn3) pPe3ynbTaToB perncTpaumm cobbiTuii 6e3onacHoOCTM U pearMpoBsa-
HWE Ha HUX

PekomeHZaLMa No HacTpoMKe:

e [Ipocmomp (cTpaHWua 369) cobbiTMit 6e3onacHOCTU NepUoANYECKN OCYLLECTBATL B KOHCOM YNpaBAeHus.

PCB.6
leHepupoBaHMe BpeMEeHHbIX METOK U (M1K) CUHXPOHM3ALMA CUCTEMHOTO BpeMeHM B MHGOPMaLMOH-
HOW cucTeme

PekomeHAaaLMA NoO HAaCTpOMKe:

¢ [pu yctaHoBKe MO cKoHbMrypmupoBaTb UCMONb30BaHNE cepBuca To4YHOro spemenn (NTP).

PCB.7

3awmTa nHbopmaLmm o cobbiTnax 6esonacHoOCTH
PekomeHpgaLmMaA No HacTpoiKe:

e Hacmpoumes (cTpaHuya 17) pesepBHoe KonupoBaHue CYB/]

PCb.8
Ob6ecneyeHne BO3MOXKHOCTM MPOCMOTPA M aHaNM3a MHPOPMALLIMM O AENCTBUAX OTAENbHbIX NOb30-
BaTenein B UHPOPMaLMOHHOM cucTeme

PekomeHAaLMA NO HAaCTpoOKe:

e [Ipocmomp (cTpaHuua 369) cobbiTMiA 6e30NacCHOCTU NEPUOANYECKM OCYLLECTB/IATL B KOHCO/IM YNPaBNEHUA.
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haBa 3

UHTerpauun

3.1 lMNMopgroTtoBKa K UHTErpaumum

3.1.1 Bbibop npoToKona B3aumoaeiicTsma

Mpu nHTerpaumm npunoxkexua c Blitz Identity Provider ana nposeaeHua naeHTUdMKaUUK U ayTeHTUPUKALUN
nonb3oBaTena cnenyeT BbIbpaTb 0AMH U3 NPOTOKO/I0B B3aUMOAENCTBUA:

e OpenlD Connect 1.0 (OIDC)® / OAuth 2.0%* — coBpemeHHbIt SSO-NPOTOKOA, U3HAYANbHO OPUEHTUPOBAH-
Hbl1 Ha paboTy C BE6-NPUNOKEHUAMMN U MOBUbHBIMWU NPUNOKEHUAMN B CETU UHTEPHET.

CoseT: Ecnv co3pgaeTca HOBOe NPUNOXKEHME, TO PEKOMEHAYETCA NOAKAUNTL ero K Blitz Identity Provider
¢ ucnonb3sosanHmem OIDC/OAuth 2.0.

e SAML 1.0/1.1/2.0% — SSO-npoTOKOA, MO3BONAOLLMI NOAKAOUMTL Pa3MUHOe KopropaTtusHoe MO uamn 06-
NlaYHble NPUIOKEHUA K CEPBUCY BXOAA.

BHumaHue: [Nogknouaemoe NpuoKeHne AOMKHO MMETb BCTPOEHHYIO nogaepKKky SAML nnum takas
NnoAepiKKa MOKeT bbITb f06aB/eHa B KayecTse AONONHUTENbHOM ONUUKN UK Yepe3 YCTAHOBKY UHTe-
rPaLMOHHOro KOHHEKTopa/naaruHa.

Bbl60p MPOTOKO/1a BO MHOIOM 3aBUCUT OT TOlo, Kakoe npuaoxeHne TDEGYETCH NOAKNTHOYAUTDL!

® ec/n NpunoXeHue noanepmeaeT ogmH n3 SSO-NPOTOKOI0B, TO CTOMUT NOAK/IOYATL €ro C UCNOJ/Ib30BaHUEM
AAHHOIo NPOTOKONa,

® ec/v NpeasioXKeHne He NoaaepKMBaeT NPOTOKO/bI, TO cleayeT NPOBECTU ero AopPaboTKy — B 3TOM cay4yae
pekomeHAayeTcs noanepratb B3aumogeicreme no OIDC;

® eCc/M NPUAOXKEHUE TONbKO CO343eTcA, TO Ha 3TOM CTaguu uenecoobpasHo nopfep:KaTb OAMH U3
SSO-npoTokonoB — nogaepKKy OIDC peannsosatb NpoLLE, O4HAKO NPU UCMOAb30BAHUM AOCTYMNHbIX 616b-
nnotek SAML MOXKHO MCNOb30BaTb U 3TOT NPOTOKO/.

B Tabnuue HUKe NpuBeaeHbl HeKoTopble ocobeHHOCTU npoTokonos OIDC n SAML.

83 https://openid.net/specs/openid-connect-core-1_0.html
84 https://tools.ietf.org/html/rfc6749
85 https://www.oasis-open.org/standards#samlv2.0
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OcobeHHOCTH NPOTOKO/10B NOAK/NIIOYEHUA

OIDC/OAuth 2.0

SAML 1.0/1.1/2.0

Cnocob obecneyeHnna posepwus
MeXay npunoxeHvem wu  Blitz
Identity Provider

CekpeT npunoxeHus (obblyHO B
BMAE CTPOKM), M3BeCTHbIn Blitz
Identity Provider

DneKTpoHHaa nognuceb. U 3anpo-
Cbl Ha ayTeHTUdMKauUMIO, N OTBe-
Tbl —3TO NoAnucaHHble XML-a0Ky-
MEHTbI

Cnocob B3anmoaencTesns

Yepe3 Beb-6paysep nosnb3oBa-
Tens NPoXoAuT ayTeHTUdUKaums.
Ona 3aBeplweHua ayTeHTUPU-
Kauuu cepsepHas 4acTb Mpuo-
eHua p[o/mKkHa chopmupoBaTb
HTTP-3anpoc B agpec Blitz Identity
Provider

O6bl4HO 3anpoc Ha ayTeHTUdU-
Kaumio U OTBET MPOXOJAT yepes
Beb6-bpay3ep nonb3osatens. Mpu-
noxkeHue u Blitz Identity Provider
MOTYT He UMETb CETEBOWM CBA3HO-
cTH

MonyyeHne ceBegeHUn O NONb3O-
BaTene

[Ba cnocoba nonyyYyeHus AaHHbIX
0 nonb3oBaTene:
¢ [MpunoxKeHune obpalLaeTcs K
REST-cepsucy Blitz Identity
Provider n nonydyaetr aaH-
Hble O mnosnb3oBaTene B
dopmaTte JSON. Mpunoxe-
HME MOMET NpPOoJONKaTb
nonyyaTb AaHHble O MOJ/b-
3oBaTesnie, [Jaxe  Korga
nonb3oBaTeNb  3aBepluaeTr
CBOIO OHNAMH-ceccuto
¢ punoxeHune nonydaet
JaHHble nosb3oBaTens w3
MapKepa naeHTndmKa-
ummn (id_token B dopme
JWT), nonyyeHHoro ot
Blitz Identity Provider no
pesynbTaTam BXxoza

[aHHble O nosb3oBatene co-
JepKatca B OTBETe Ha 3anpoc
Ha ayTeHTUOUKaumo B popmare
XML. [punoxeHne MoOXKeT no-
nyyatb oT Blitz Identity Provider
AaHHble TONIbKO B MOMEHT BX0Aa
nonb3osaTens

MNoapep’kmeaemble NPUNOKEHUA

Beb-npunoskeHna U mobunbHble
NPUNOXKEHUA

Beb6-npunoxkeHua

NOXKEHUN.

Mpumeyanue: OIDC no3sonsaeT peann3oBaTb BCe OCHOBHble cueHapum SAML, HO Npu 3TOM UCNoab3yeTcA
6onee npocrtoit JSSON/REST-npoTtokon. CyuiectseHHoe npeumyiectso OIDC — noaaep»Ka MoBUIbHbIX Npu-

BaxkHo: Ecnv noakntovaemoe K Blitz Identity Provider npunoskeHne gopabotaTe HEBO3MOXKHO, HO NPU 3TOM NpPU-
NIoXKeHue npeacTasnseT coboii Beb-npunoxeHue, passepHyToe B CObCTBEHHON MHOPACTPYKTYpe (on-premise), To
noaKN4YmTb NpunoxeHue K Blitz Identity Provider moxHo ¢ ucnonb3oBaHMeM BE6-MPOKCU U CNeunanbHo peanu-
30BaHHoro B Blitz Identity Provider npomokosa Simple (cTpaHuua 244).

3.1. NoaroroBKa K UHTerpauum
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3.2 UnHTerpauma npunoxkeHua no OIDC

3.2.1 Kak npaBuabHO 3aperncTpupoBaTtb NpPUIOXKeHUe

AyteHTudmkauma 8 TepmuHonorum OIDC/OAuth 2.0 Ansetca pesynbTaTom B3aMMOAENCTBUA TPEX CTOPOH:

e cepBsuca aBTopM3aumm (Authorization Server) wau noctasBliMKa pecypca (Resource Server),
B KauyecTBe KoTopbix BbicTynaeT Blitz Identity Provider;

® cucTeMbl-KaMeHTa (Client), B Ka4ecTBe KOTOPOIM BbICTyNaeT NPUNOKEHWE, KOTOPOE 3anpaLumMBaeT 4oCTyn
pecypcy (MHpopmaumm 1 AaHHbIM Nonb3oBaTeNs);

* Bnagenbua pecypca (Resource Owner), B Ka4ecTBe KOTOPOro BbICTyNaeT No/ib30BaTe b, TaK KakK B Xo4e
ayTeHTUdMKALMN OH paspeLlaeT 4OCTyN K AaHHbIM O cebe.

MepBbiM WArom MApU MNOAKAOYEHUM MPUNOKEHUA ABAAETCA ero pezucmpayus (cTpaHuua 232) B KayecTse
cuctembl-KaneHTa B Blitz Identity Provider. B 3anpocax Ha npoBegeHue ayTeHTUdMKaLMM ByayT NCNONb30BaTb-
CA W yYNTbIBATbCA AAHHbIE, 3aJaHHbIEe NPU PerncTpaumm NPUIOKEHUA:

Be6-npunoxkeHue

¢ naeHTUdUKaTOp NpunoxkeHus (client_id);

® cekpeT npuaoxkeHus (client_secret).

* paspelleHHble agpeca Bo3BpaTa (cnuckn redirect_uri npost_logout_redirect_uri);

" scope);
® nepeyeHb 3anpalinBaemMblxX paspeLlieHnin (CNMcok P

* MHPOPMaLMA O HECTAHAAPTHBIX PEXUMAX, HEOHXOANUMBIX NMPUNONKEHUIO:

NPUNOXKEHUIO Heobxoaumo nonyyaTb refresh_token — MO YMOMYAHWUIO MPUIOKEHUIO
refresh_token Bo3BpawaTbca He byaeT; Npu BblbOpe 3TOTO PEXMMA HYKHO A0MONHUTENb-
HO yKa3aTb Tpebyemblli CpoK aenctema refresh_token (N0 ymoi4YaHMIO CPOK AENCTBMA MapKepa
6ynet 1 aeHb, MaKCMMaIbHO MOXKHO 3aMPOCUTb CPOK AencTBua 365 aHel);

NPUNOMKEHUIO He0HX0AMMO UCMNO/b30BaTh HECTaHAAPTHbIN CLUEeHapuii B3aumoaenctema (Hanpumep,
Implicit Flow, Hybrid Flow) — MO YMOMYaHUIO NPUIOXKEHUIO Pa3pelleHO MCNo/b30BaTh
TonbKo Authorization Code Flow;

NPUNOXKEHUIO HYXKHO MOY4aTb MapKep AocTyna B popmate JWT — MO YMONYAHUIO MapKep AOCTyna
npepocrasnsetca 8 popmaTe opaque;

NPUIOXKEHNIO HY}KHO MOJyYaTb MapKep Aoctyna (access_token) ¢ HeCTaHAAPTHbIM CPOKOM Aei-
CTBMA — CTAaHAAPTHO MapKep A0CTyna aeicreyert 1 yac;

* nepeyeHb JOMNONHUTENbHBIX aTPpMbyYTOB, KoTopble Blitz Identity Provider nonxkeH o6aBuUTb B MapKep naeH-
TMdUKaLMmM (ZonoNHUTENbHbIE aTPUbYTbI 414 Nepesaym B coctaBe id_token);

® peXum BXoaa (Bxoa Kak GM3NYECKOro NLA UM KaK NpeacTaBuTeNa opraHn3aumum).

Mo6unbHoe npunoxKeHue

* naeHTUGUKaTOp MOBUNBLHOTO NPUNOKeHUA (software_id);

® MepBUYHbIA MapKep goctyna (Initial Access Token);

* MeTaZaHHble npuaoxeHus B popme JWS-TokeHa (software_statement).

® paspelleHHble agpeca Bo3BpaTa (CNUckM redirect_uri npost_logout_redirect_uri);

* MepeyeHb 3anpallMBaemblX paspeLlleHunii (CNCcoK scope);

® HeCTaHAapPTHble peXXnumbl, HEO6XO,£I,MMbIe NMPUNOXKEHUIO:
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— NPUNOXKeHUo Heobxoaumo nonyyaTb refresh_token — MO YMOAYAHUIO MPUIOKEHUIO
refresh_token Bo3Bpawatbca He byaeT; npu BblbOpe 3TOro pexnma HYXKHO [AONOSHUTENb-
HO yKa3saTb Tpebyemblli CPOK gelcTBuna refresh_token (Mo yMONYaHUIO CPOK AEMCTBMA MapKepa
6yneT 1 AeHb, MaKCMMaIbHO MOXHO 3aMpPOCUTb CPOK AeicTBUA 365 AHel);

— MNPUNONKEHUIO HEOHXOAMMO MCNONb30BaTb HECTAaHAAPTHBIN CLLeHapWUii B3aumogencTemna (Hanpumep,
Implicit Flow, Hybrid Flow) — N0 YMOJYaHWUIO MPU/IOKEHUIO Pa3pelleHo UCMo/ib30BaTb
ToNbko Authorization Code Flow;

— MNPWUIONKEHUIO HY)KHO NOAYyYaTb MapKep Aoctyna B dopmate JWT — NO YMONYAHUIO MapKep A0CTyna
npegocTtasnsetca B popmaTe opagque;

— MPUIONKEHUIO HYXKHO NOyYaTb MapKep JocTyna (access_token) ¢ HECTaHAAPTHLIM CPOKOM Aeit-
CTBMA — CTAaHAAPTHO MapKep J0CTyna AeilcTeyeT 1 yac;

® nepeyveHb AONOAHUTENbHbIX aTpMbyTOB, KoTOpble Blitz Identity Provider ponykeH 406aBuTb B MapKep MAEH-
TMdUKaLMKM ([ONOAHUTENBbHBIE aTPUBYTLI ANA Nepesaun B coctase id_token);

® peXum Bxoda (BXO,EI| KaK ¢M3M‘-IGCKOFO Nnua Uan Kak npeacrasurtena OpFaHM3aLI,MVI).

MpumeyvaHue: MMpu paspaboTke MOOUABHOrO NPUAOKEHUA MOMKHO MCNO/b30BaTb Kak obwme Initial
Access Tokenu software_statement ana csonx iOS/Android-peannsaumii, Tak n 3anpocuTb Nosy-
YeHue pas3/InyHbIX HabopoB Initial Access Token M software_statement gns Kaxagon OC u,
BO3MOXHO, KaX4ol pegakumn (tenedoH/nnaHLET) U Aaske BEPCUM NPUNOKEHUA. [AA NPOCTOTbl AafbHEN-
LIEro U3/I0XKEHUA B TEKCTE AOKYMeHTa ByaeT noapasymeBaTbCsi, YTO MOBUIbHOE NPUNOXKEHME UCMONb3YET
OAMH 0bwmn Initial Access Token M oauH obwmn software_statement.

Mpu co3gaHnmn B MOBUIbHbIX NpUIoKeHUAX GYHKUUK BXoAa € ucnosnb3loBaHunem Blitz Identity Provider pekomen-
OYeTcs yunTbiBaTb CaeayroLme 0CoObeHHOCTH:

® NM0/1b30BATENAM MOOWU/IbHBIX NMPUIOKEHUN HeyA0OHO BBOAUTL MPWU KAa*KAOM BXOAE JNOTWH M Maposb Ha
Beb-cTpaHuue ayTeHTUdMKaumm Blitz Identity Provider. BmecTo 3TOro mm npmsblyHee Npu NOBTOPHbIX BXO-
Aax ucnonb3osatb MUH-koa npunoskeHns unu Touch ID/Face ID;

® N0/Ib30BaTe/Ib MOXKET UCMO/Ib30BaTb CBOO y4YeTHYO 3anuchb Blitz Identity Provider ana Bxoaa B HECKO/IbKO
YCTAHOBOK OZHOTO U TOTO e MOBUIBHOTO NPUNOXKEHUS (Hanpumep, BOMTU B MPUIOXKEHWUE, YCTaHOB/EH-
Hoe Ha iPhone, 1 BOWTK B 3TO »Ke NPUIOXKEHWe, YycTaHOBEHHOe Ha iPad). Monb3oBaTtenb AOMKEH UMETb
BO3MOKHOCTb OTO3BaTb BblAaHHbIE 3TUM YCTaHOBKAM MPUIOXKEHMI NpaBa AOCTYNa K CBOUM CBElEHUAM B
Blitz Identity Provider;

® 10 NpuYMHam 6e30MacHOCTU HeXKeNnaTesIbHO XPaHUTb Ha YCTPOMCTBE Nonb3oBaTensa (BHyTpPU cOOpKK Mo-
6UNLHOTO NPWUOXKEHUSA) MAPOb NPUNOKEHUA (client _secret), UCNONb3YEMBIN 417 B3aUMOLENCTBUSA
npunoxenus c Blitz Identity Provider.

YT106bI YUeCTb U3N0MKeHHble Bbilie ocobeHHOCTH, B Blitz Identity Provider npegycmoTpeH pag, cneumanbHbiX me-
XaHW3MOB, NpeaHa3HaYeHHbIX A8 UCMO/b30BaHUA MOBUABHBIMU NMPUNONKEHUAMM.

PeKkomeHayembIn cLeHapuii B3anmogencTemna mobumnbHoro npuaoxenus c Blitz Identity Provider onucaH B [100-
KroveHue MobunbHozo npunoxeHus (cTpaHuua 405).

Huxe Bbl HallgeTe MHOOPMaLMIO O TOM, KaK ONpeaenmnTb, Kakne paspeLleHHble agpeca Bo3BpaTa, paspeLleHums
scope, A0NOAHUTENbHbIe aTpMByThl B id_token Bbl MOMeTe 3a4aTb NPW perncTpauumn npunoxkeHus s Blitz
Identity Provider.
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Kak onpegenuTtb agpeca Bo3Bpara

3anpoc Ha npoBeaeHue naeHTUdUKaLMm/ayTeHTUMKALLMM NOIb30BATENA COAEPMHMT CCbIIKY BO3BPaTa Npu aBTo-
pusaumm (redirect_uri), Kyaa foaKeH 6biTb BO3BPALLEH MOb30BaTENb NOCAE NPOXOKAEHUA aeHTUdMKa-
unn/ayteHTMdMKaumMm. JonycTMmble CCbiJIKM BO3BpaTa AO/KHbI COOTBETCTBOBATb 3aperncTpMpoBaHHbim B Blitz
Identity Provider paspelueHHbiM npedurKcam.

Ecnu B 3anpoce Ha uaeHTUdUKaumo/ayTeHTUdMKaLMIO YKa3aHa CCbiIKa BO3BPaTa, U OHA HE COOTBETCTBYET HU
OLHOMY U3 YKa3aHHbIX NpedunKcos, To B uaeHTUdUKaLmmn/ayteHTMdUKaLMm byaeT oTKasaHo.

B 3aBMCMMOCTM OT TUMA NOAKAOYAEMOrO NPUIONKEHUA PEKOMEHAYETCA UCMOb30BaTh creaytowme npeduKcbl
CCbI/IOK BO3BpaTa:

¢ [lpy NOAKNIOYEHUM BEB-NPUNOMKEHWIA B KauecTBe NPedMKCOB CCbIOK BO3BPaTa MCMO/Ib30BaTh AOMEHHbIE
MMeHa NPUIOXKeHM. Hanpumep, ecim nocae nposeaeHmns ayTeHTUdUKaLmMmn Tpebyerca BepHYTb N0Nb30Ba-
Tens Ha https://domain.com/callback, To B KayecTBe npeduKca CCbiIKM BO3BpaTa caeayeT yKa-
3aTb https://domain.com/.

NpegynpexapeHue: MNpu nogKnYEHUN K NpoayKTnBHOM cpeae Blitz Identity Provider Be6-npunosxe-
HWe O0/IKHO UCNONb30BaTb B KavecTBe redirect_uriunpost_logout_redirect_uri Tonb-
Ko HTTPS-06paboTunkun. McnonbsosaHue HTTP gas B3anmogeincTeus ¢ NpoayKTMBHOM cpeaoi Blitz
Identity Provider 3anpeweHo.

e [pK NOAKNIOYEHUN MOBWIBbHBIX NMPUIOKEHUI B KaYecTBe NpedpuKCOB CCbIIOK BO3BPATA PEKOMeEHAYeTCA
YKa3aTb CaMu CCbIJIKM BO3BpaATa OOHOMO M3 TUMOB: CCbIIKM TMNA private-use URI scheme» (Ha-
npumep, com.example.app:/ocauth2redirect/example-provider) WAX CCbIIKU  Tu-
na Universal links (Hanpumep, https://app.example.com/ocauth2redirect/
example—-provider).

MpumeuaHme: Ccbinku TMNAa Universal links AocTynHbl HaumHasa ¢ iOS 9 u Android 6.0 u asna-
IOTCA NPeAnoYTUTENbHBIMW ANA UCNoNb30BaHuA. Cecbinkm private—use URI scheme pekomeHay-
€TCA UCMNO0/Ib30BaTb TO/IbKO B C/ly4ae, eC/IM NPUIONKEHUE AOMKHO paboTaTb Ha bosee paHHUX BepCUAX
iOS/Android.

3anpoc Ha NpoBeAeHME NorayTa COAEPKUT CCbIIKY BO3BpaTa npu aorayTe (post_logout_redirect_uri).
ITa cCbl/IKa YKa3blBaeT, KyAa A0MKeH OblTb BO3BpaLLeH N0/b30BaTeNb NOCAE YCNELWHO BbINOAHEHHOTO forayTa.
JonycTumble CCbIIKM BO3BpaTa A0/KHbI COOTBETCTBOBATb 3aperncrpmposBaHHbiMm B Blitz Identity Provider pas-
peweHHbIM npeduKkcam (npeduKc JoMKeEH copepKaTb JOMEHHOE UMA NPUAOXKEHUS U YacTb NYTU, MUHUMYM,
https://domain.com/). Echu B 3anpoce Ha norayT yKasaHa CCbl/ika BO3BPaTa, M OHA He COOTBETCTBYET HU
04HOMY M3 YKa3aHHbIX NpeduKcoB, To byaeT oTobpakeHa owmnbKa.

KaKkue paspeLueHUa MOXKHO 3anpocUTb

PaspelleHua (scope B TepmuHonormum OIDC/OAuth 2.0) onpeaenatoT, Kakne AaHHbIe U KaKnMe MMeHHO npaBa Ha
BbIMO/IHEHWE KaKMX ONepaumin NoAYyYUT NPUIOKEHME NO pesy/bTaTam ayTeHTUGUKaumu.

MNepeyeHb NpeaycmoTpeHHbIx B Blitz Identity Provider paspelweHuin npeactasneH B Tabauue.
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DocTtynHble pa3pelwweHus (scope)

PaspelweHune OnwucaHue CocTaB nony4yaembix atpubyTos
openid TexHuyeckoe pa3speweHne, [pu 3anpoce 3toro scope Blitz Identity Provider
yKasbiBalowee Ha TO, 4YTO nNpeaocTaBnseT npuaoxeHuwo 1d_token. U3
ayTeHTMOMKaumMa npoBoauTca | 1d_token NPUIOKEHUE MOMKET MONYYUTb HYXKHble
cornacHo cneumouKkaumm  emy ampubymei nosszosamess (cTpaHuua 397).
oIbC
profile OcHoBHble gaHHble npodwuaa  CnUCOK AaHHbIX:
nosnb3oBarens ® sub— YHUKANbHbIN naeHTUdUKaTOP
e family_name — damuana
® given_name —uma
e middle_name — OT4ecTBO
e email — cayKebHbIN agpec 3/1eKTPOHHOW Mo-
yThbl
e phone_number — HOMep MOb6UALHOIO Tene-
doHa
usr_grps MNonyyeHne cnucka rpynn  groups — CMMCOK rPynmn, B KOTOPble BK/OYEH NOoJb-
nosb3oBaTens 30BaTenb.
Karkfas 3anucb B CNMCKe BKAOYAET cneayolume aT-
pnbyTbl OpraHM3aLmm:
e id-wuaeHTudMKaTOp rpynnbi
® name — MMA rpynnbl
native Pa3spelieHune Ha BbINON-  AKTYyaNlbHO TONbKO JAA MOOUAbHbLIX PUAoxceHul
HeHMe CKBO3HOro Bxoga B (cTpaHuua 413).
Beb6-npuaoKeHne U3 mobub-
HOTO NPUNONKEHUA

KaKkue gononHutenbHble aTpubyTbl MOXHO BKAOUUTD B id_token

O6bIYHO HET HEOBXOAMMOCTM NoAYyYaTb aTPUBYTLI NONL30BATENA HEMNOCPEACTBEHHO M3 MapKepa naeHTudMKa-
umm (1d_token)—6onee NpocTbiM U peKOMeHAYEMbIM CNOCOBOM ABAAETCA 110/1yYeHUe OGHHbIX [10/163080MEsIA

(cTpaHmua 422) yepes Bbi3oB REST-cepBsuca.

Ecnu Bce e HeobxoaMmo Noy4ynTb CBeAeHUA 0 nonb3osaTene e cocmase id_token (cTpaHuua 397), To foctyn-

Hble aTPUBYTbl BbIBMPAKOTCA U3 CNeAYHOLWEro CnucKa.

Bo3MoKHble Aono/iHUTeNbHble aTpubyTbl Nonb3osaTtens B id_token

ATpnbyT OnucaHue
family_name Pamumnua
given_name Nma

middle_name OT4yecTBO

email

Afpec 3NeKTPOHHOM NOoYTbI

phone_number

MobunbHbIl TenedpoH

Cnepaytolme aTpmbyThl 3aN0HAIOTCA TONbKO B TOM C/ly4ae, eciv nonb3oBatens Bowen B Blitz Identity Provider

yepe3 ECHMA B KayecTBe COTpyAHMKA OpraHM3aLmnu.

3.2. UHTerpauma npunoxxexHmna no OIDC
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org_id NpeHTudmKaTop opraHusaumm B Blitz Identity Provider
global_role BblbpaHHas ponb npu Bxoge yepes ECHA:

¢ P — dusnyeckoe nmuo

¢ B —uvHAMBUAYaNbHbIV NpeanpuHMMaTeNb

® L — COTPYAHUK IOPUANYECKOTO NNl

® A — COTPYAHWK OpraHa rocygapcTBeHHoM BNacTu

org_shortname OlPH opraHu3sauuu (no ceegeHuam us yyeTHom 3anmcu ECUA)
org_fullname OlPH opraHusaumm (no ceefeHUaM 13 yueTHo 3anucu ECUA)
org_ogrn OlPH opraHu3sauuu (no ceegeHuam us yyeTHom 3anmucu ECUA)
org_inn WHH opraHusaumm (no ceeseHnam us yyetHow 3anucu ECUA). Mpu ayteH-

TUOUKALMM IOPUAMYECKOTO NLA C MOMOLLBIO 3N1EeKTPOHHOM nognucu MHH
opraHusauum nepegaetca B opmate 00 + 10 uudp UHH opumuue-—
CKOro nwuua, Npu ayTeHTUOUKaLMM IOPUAMYECKOrO AULA C NOMOLLbIO
yyeTHol 3anucn ECHMA - B dopmate 10 uudp HHH opumuueckoro
nuna.

Cosert: Blitz Identity Provider Tak:ke N03BONAET NOMECTUTb 3/IEMEHTbI AN3aliHA NPUIOKEHUA Ha CTPaAHULY BXOAa
Blitz Identity Provider. Mpu »kenaHuu co3aaTb A58 NOAKNOYAEMOM CUCTEMbI NEPCOHUOULMPOBAHHYIO CTPaHULY
BXOZLa HY*KHO afanTnpoBaTh WabnoH odopmaeHna CTpaHULbl BXoAa Noa, AM3aliH NoAKAoYaemMon cuctemel. LLab-
NoH opopmneHns CTpaHULpbl BXOAa NpeacTaBnseT cobol zip-apxus, BHYTPM KOoToporo 3anmcaHbl HTML Kapkaca
CTPaHULbI BXOAA M UCMONIb3YeMble HA CTPaHULE Tabanua ctunei, nsobpaxkerus, JavaScript obpabotumku.

MoAroToBNEHHbINM apXMB TEMbI CTPAHULLbI BXOAA HYXKHO 302py3ums (cTpaHuua 284) B Blitz Identity Provider.

3.2.2 MoaKnioueHue Beb-npunoxKeHna

CoBet: Cm. onucaHue (cTpaHuua 223) npuHumMna B3aumogenctamsa Beb-npunoxkenus c Blitz Identity Provider no
OIDC.

HacTpoiiku nogknoyeHus
Ons nogkntoueHmMa mMobunbHOro NpunoxkeHusa K Blitz Identity Provider noTpebytoTca gaHHbIe, NOAyYEHHbIE NPU
ero peaucmpauyuu e npodykme (cTpaHuua 382):
* naeHTMdUKaTop, NPMUCBOEHHbIN NpuaoxeHuto B Blitz Identity Provider (client_id);
® ceKkpeT npuaoxkeHus (client_secret);
® 3aperncTpupoBaHHble ans npunoxkeHna URL Bo3spaTta npw aBTopm3aLmu;
® 33perncTpMpoBaHHble Ans npunoxkernua URL Bo3BpaTta npu sorayTe;
® 33perncTpmMpoBaHHble AN NPUNOKEHWA paspeLleHns (scope).
B uensx B3anmogelictaus c Blitz Identity Provider Be6-npunoxkeHue LOMKHO MCNONb30BaTb Cieaytolmne agpeca:
¢ URL gns npoBeaeHMA aBTopM3aL MM U ayTEHTUOUKALUM:
- https://login-test.company.com/blitz/cauth/ae (TectoBan cpeaa)
- https://login.company.com/blitz/ocauth/ae (NnpoaykTMBHan cpeaa)
e URL gns nonyyeHua n obHOBMEHUA MapKepa gocTyna:
- https://login-test.company.com/blitz/ocauth/te (TectoBas cpesa)

- https://login.company.com/blitz/oauth/te (npoayKTMBHas cpeaa)
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e URL gna nonyvyeHnA gaHHbIX NONb30BaTeNA:
— https://login-test.company.com/blitz/ocauth/me (TecToBan cpeaa)
- https://login.company.com/blitz/ocauth/me (NpoaykTMBHan cpeaa)
e URL gna nonyvyeHnA JaHHbIX O MapKepe AocTyna:
- https://login-test.company.com/blitz/cauth/introspect (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/introspect (NnpoaykTMBHan cpeaa)
e URL gna BbinONHEHWA norayTta:
- https://login-test.company.com/blitz/ocauth/logout (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/logout (NpoayKTneBHas cpeana)

Bce 311 URL, a TaK)Ke AONONHUTENbHbIE CBEAEHUSA, Pa3MeLLEHbI MO aapecy AMHAMUYECKM 0OHOBAAEMbIX HACTPO-
ek (MeTagaHHbIX) Kaxaoh cpeabl Blitz Identity Provider:

Coset: Cm. RFC 8414 OAuth 2.0 Authorization Server Metadata®.

e https://login-test.company.com/blitz/.well-known/openid-configuration
(TecToBas cpena)

e https://login.company.com/blitz/.well-known/openid-configuration (npoayk-
TUBHaA cpeaa)

Pa3paboTumMKun NpUNOKEHN MOTYT HE NPONMCbIBaTb BCe YKasaHHble URL B KOHOUIrypaLmMmn cBOero NpunoXeHus,
a MCNo/Nb30BaThb B HACTOMKax eAuHYI0 CCbIIKY Ha meTagaHHble Blitz Identity Provider.

loToBblIEe 6UGNNOTEKMU

Ona vHTerpauymn npunoxexusa c Blitz Identity Provider moXKHO MCNonb30BaTb OAHY M3 MHOMKECTBA rOTOBbLIX
OAuth 2.0 6ubnnoTer®” unn peannsosaTtb B3aMMOAEINCTBME CAMOCTOATENBHO.

ﬂonyquMe KOoAa aBTOpU3auuun

[na nposeaeHna naeHTMOUKaLUUM U ayTEHTUPUKALIMM NONb30BATENA NPUNONKEHME AOMKHO HANPABUTL NONb30-
BaTenda Ha URL gna nonyyeHun B Blitz Identity Provider koga aBTopM3aunn, nepesas B KaYecTBe NapamMeTpoB:

e client_id—unaeHTMdMKaATOP KANEHTA;

* response_type — TuMn oTBeTa (NpuHMMaeT 3HadeHMe code, token, code token,
code id_token, code id_token token,id_token token, id_token);

BaKHO: 3HayeHMe napameTpa response_type yKasblBaeT BblbpaHHbIM NpUioxKeHnem cnocob B3anmogaei-
creus c Blitz Identity Provider:

— code — Authorization Code Flow;
- code token,code id_token token,code id_token token — Hybrid Flow;

— id_token token, id_token — OIDC Implicit Flow;

token — OAuth 2.0 Implicit Flow.

86 https://tools.ietf.org/html/rfc8414
87 https://oauth.net/code/#client-libraries
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e response_mode (HeobA3aTeNbHbIM NAapaMeTp) — NO3BONSAET ABHO YKa3aTb Tpebyemblii cnocob nepeaaym
KofZia aBTopm3aumu. Mpu 06bIYHOM NOAKNOUEHUN NPUNOXKeHUA K Blitz Identity Provider aaHHbI napameTp
nepenaBaTbCs HE AO/MKEH, TaK KaK PEKOMEHAYETCA UCNONb30BaTh CTaHAAPTHbIE CNOCObbl Nepenaym Koaa
asTopusaumm (query — ana Authorization Code Flowwu fragment —ana Implicit/Hybrid
Flow).

BO3MOKHble 3HaYeHMA napameTpa response_mode:

— query — 3HayeHMe Koda aBTopusaummn (code) Bo3Bpalyaetca Ha redirect_uri npuaoxKeHus B
dopme query-napameTpa. CtaHAAPTHLIN pexkum ana Authorization Code Flow.

- fragment — 3HayeHMe Koga aBTopumsaumm (code) Bo3BpalLaerca Ha redirect_uri NPUNOKEHURA
B dopme fragment-napametpa (#). CTaHaapTHbIN pexkum ansa Implicit Flow.

— form_post — B 3TOM pexunme napameTpbl OTBETa Ha aBTOPU3ALMIO KOAMPYIOTCA KaK 3HayeHuA
HTML-dopmbl, KOTOpble aBTOMATUYECKM oTnpaBaatoTca B User Agent n nepefatotca KANEHTY yepes
meTtoa HTTP POST, npu aTom pe3ynsTupyrowme napameTpbl KOAMPYOTCA B Tefle C NoOMOLLLbIo dopmaTa
application/x-www—form-urlencoded.

* scope — 3anpalnBaemble paspeLlleHns, a1a NpoBeaeHUs ayTeHTUGMKAL MM SOMKHO BbITb NepesaHo pas-
peweHne openid M HeOBXoAMMbIE LOMNONHUTENbHbIE SCOPE AJ/1A MOMYyYEeHUs AaHHbIX NOAb30BaTeNs, Ha-
npumep, profile (NpM 3anpoce HECKONbKMX SCOPE OHW NepeaatoTcs OA4HOM CTPOKOM M OTAeNATCA APYr
oT Apyra npob6enom);

® redirect_uri —ccbl/IKa gnAa BO3BpATa NONb30BATENA B MPUJIOKEHUNE, CCbIIKA AOMXHA COOTBETCTBOBATb
O4HOMY U3 3aperncTpnpoBaHHbIX 3HaYeHui;

* state — Habop cayyaliHbIX CUMBOIOB, UMetoLWMI BUA 128-6UTHOrO naeHTMdMKaTopa 3anpoca (Mcnonb-
3yeTca ANA 3alMTbl OT NepexsaTa), 3TO e 3HadeHue byaeT Bo3BpalLeHO B OTBETE — OMUMOHAsbHbIM Napa-
MeTp;

* access_type (HeobsszaTenbHbIN NapameTp) —TpebyeTca M NpUnoKeHuto nonyyatb refresh_token,
HeobXoaMMbIi ANsA NOMyYeHUA CBeAeHUI O MO/Mb30BaTene B JafibHelwem, Korga nosb3oBatens byget
oddnaliH. MpuHUMaeT 3HayeHne online wamnm offline, refresh_token npegocTaBnaerca npwm
access_type=offline. Ecnv3HayeHue He 334aHO, TO NOBeAEHME ONpeaenneTca HacTPOKOM, 3a4aH-
HOW ANA yKasaHHOro npunoxenus B Blitz Identity Provider;

e prompt (HeobA3aTenbHbIM NapameTp) — yKkasbiaeT Blitz Identity Provider Tpebyembliit pexkum Bxoaa. Bos-
MOXHble 3HaYeHnn napameTpa prompt:

— none — 3anpeT Ha ayTeHTUPUKaLMIO.

Ecnn npu BbinonHeHUn 3anpoca y Blitz Identity Provider Bo3HWKHeT noTpebHOCTb 0TO6Pa3nTb NOJb-
30BaTe/o 3KpaH 3anpoca naeHTUdunKauuun/ayteHTdmKaumm, To Blitz Identity Provider He 6yaeT 3T0-
ro genatb, a BEPHET cucteme Ha ee redirect_uri ownbky login_required. Bbi3oB ¢ napa-
MEeTPOM prompt=none HY)KHO AenaTb B C/y4Yae, eC/v NPUIOKEHME XOUET NPOBEPUTb Hannuue y
nonb3osaTensa ceccum Blitz Identity Provider, HoO He xo4eT, 4TobObl NPW BbINOJHEHUM TaKON NPOBEPKMU
nosib3oBaTento oTobpasuaca skpaH exoaa Blitz Identity Provider.

— select_account —3anpoc cMeHbl TeKyLLero nosnb3oBaTens.

Blitz Identity Provider oTo6pa3uT nonb3oBaTento 3KkpaH BbIbOPa akKayHTa, 4ToObl No/b30BaTE/lb MOT
BOWTW NOA APYroi y4eTHOM 3anumchbio.

— login —3anpet Ha SSO.

Ecnv npu BbinosHeHMM 3anpoca Blitz Identity Provider BbIACHWT, 4TO NONb30BATENb YXKE MPOXOAUT
naeHTMdunKaumio/ayteHTMdMKaumio paHee, 1o Blitz Identity Provider ssHo notpebyeT oT nonb3osa-
Tena NpoinTn naeHtTnduKaumio/ayteHTMdunKaumio 3aHoso. Mpu atom Blitz Identity Provider gonosnHu-
TeNbHO NPOBEPUT, YTO BXOZA BYyAET OCYyLLEeCTBAEH MMEHHO TEM }Ke CaMblM NO/b30BaTe/IeM, N0/b30Ba-
Te/IbCKas Ceccusa KOToporo OTKpbITa.

Ecan npu noBTOpHON MAEHTUGMKaLMM/ayTeHTUGMKALMM NOAb30BaTENb BbINOAHUT BXOA, NOA, ApY-
ro y4yeTHol 3anucoto, 1o Blitz Identity Provider BepHeT cucteme Ha ee redirect_uri owmnbRy
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login_required. Bbi30B ¢ napametpom prompt=1o0gin Hy»HO AenaTtb B CAyyae, €Civ NpPUIo-
YKEHUe XOYeT ABHO 3anpoCuTb Y NO/b30BaTeNs UAEHTUOUKALMIO/ayTEHTUOUKALMIO, HANPUMEpP, NMPK

[0CTyne K TpebytoLuelt NosbILWEHHOW 3aWmnTbl GYHKLMU NPUIOKEHUSA.

Mpumeuanme: [na prompt=1login A8 NPUNONKEHUA MOXKHO NP HEOOXOANMMOCTU BKAKOYUTL UHOM
cueHapuii 06paboTKM CUTyaL MK, YTO NOb30BATE b BOLIEN MOA APYroi YYETHOW 3anucbio, Yem 6bin
paHee 3a/10rMHEH B CECCUU. A UMEHHO, MOXKHO BK/HOYUTb, YTOObI NpU BbI30Be prompt=1ogin ocy-
LLECTBAANCA NPUHYAUTENbHBIN SI0rayT TEKYLLEN CECCUM U CO3AaHNE CECCUM NOA, HOBOM YY4ETHOW 3anu-
cbto. Takoe NoBeAeHME He ABNAETCA PEKOMEHAYEMbIM, HO MOXKET ObITb BKIOYEHO ANA NPUIOKEHMA NO

oTaenbHOMY 3anpocy.

* nonce (Heobs3aTeNbHbIN NAPaMeETP) — CTPOKA, UCNOb3yemas AR NMPUBA3KM CECCUM NPUNONKEHNA C Map-
Kepom naeHtudbuKaumu. Npu ctaHAapTHOM NOAKNOYEHUM NPUNOXKeHUs K Blitz Identity Provider c ncnonb-
30BaHuMem Authorization Code Flow napameTp nonce Mcnoib3oBaTb HET HEOHOXOAMMOCTH.

Mpw nogkntoueHmm no Implicit Flow nnun Hybrid Flow faHHbIV napameTp A0oAKeH nepeaaBaTbca. 3HaYeHue
nonce A0/IKHO bbITb CNy4YaliHOM TEKCTOBOM CTPOKOA.

¢ display (Heobs3aTeNbHbIN NapameTp) — MAPaMeTp B 3HAYEHUU script nepesaeTca TONbKO B Clydae
3anycKa npouecca Bxoga yYepes HTTP AP/ (cTpaHuua 522).

e bip_action_hint (Heobs3aTenbHbIN NapameTp)—yKasbiBaeT Blitz Identity Provider, yTo cTpaHumua BXo-
[a [ON1Ha OTKPbITLCA B OA4HOM M3 CNeLmnasbHbIX PEXKMMOB:

open_reg — OTKPbITb B PEXMME PerucTpaumm nonb3osatens; Nnpu UCNoib30BaHUN 3TOTO PerKMMa
MOYKHO AOMNONHWUTENbHO YKa3aTb napameTp login_hint co 3HayeHMem email nonb3oBaTens, u To-
raa none «Agpec 3/1eKTPOHHOM NoYTbi» ByAET Nepes3anoHeHo yKasaHHbIM 3HavyeHnem email;

open_recovery — OTKPbITb B PEXMME BOCCTaHOB/IEHUA NaPO/Is; NMPU UCMOb30BaHNUMN 3TOMO PEXKU-
Ma MOXHO AOMNONHUTE/IbHO YKa3aTb NapameTp login_hint co sHayeHnem email nonb3osartens, u
Toraa none «JlornH» 6yaeT nepesanoHeHo yKasaHHbIM 3HaYeHnem email;

used_externalIldps:esia:esia_1 — OTKpbITb B pexume sxoaa yepes ECUA;

used_externalldps:esiadp:esiadp_1 — BXO4 C UCMOAb30BaHMEM y4yeTHOM 3anucu ECUA
(4epes nonyyeHune cornacua Ha AocTyn K umMdposomy NPoduio);

used_externalIdps:sbrf:sbrf_1 — oTKpbITb B peKmMme Bxoaa yepes Coep ID;
used_externalldps:sbb:sbb_1 — OTKpbITb B pexume Bxoaa yepes Cb6epbusHec ID;
used_externalldps:tcs:tcs_1 — OTKpbITb B pexume Bxoaa yepes TuHokood ¢ ID;
used_externalldps:vtb:vtb_1 —oTKpbITb B pexume Bxoga yepes BTE ID;
used_externalIdps:alfa:alfa_1 —oTKpbITb B pexume Bxoga Yepes Anboda ID;
used_externalldps:mos:mos_1 — OTKPbITb B pexume Bxoga yepes Mos ID (CYANP);
used_externalldps:apple:apple_1 — OTKpbITb B pexmme Bxoaa vyepes Apple ID;
used_externalldps:facebook:facebook_1—0TKpbITb B pexnme Bxoaa yepes Facebook’;
used_externalldps:google:google_1 — OTKpbITb B pexxunme Bxoaa yepes Google;
used_externalldps:mail:mail_1 — OTKpbITb B pexume Bxoga yepe3 Mail ID;
used_externalldps:vkid:vkid_1 — oTKkpbITb B pexkume Bxoga vyepes VK ID;
used_externalIldps:ok:ok_1 — OTKpbITb B pexmme Bxoga yepes O4HOKNACCHUKMY;
used_externalIldps:vk:vk_1 — OTKpbITb B pexume Bxoga yepes VK;
used_externalldps:yandex::yandex_1— OTKpbITb B pexume Bxoaa yepes AHAEKC;

used_password — OTKPbITb B PeXKMMe BXoAa No Napoto (noBegeHne no yMoaYaHuio);

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHM3almeit 1 3anpelleHa B Poccuu, AeATeNbHOCTb MPUHAANexaLLMX eii coll.ceTeii Facebook u

Instagram Tak:e 3anpeteHa 8 PP.
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— used_webAuthn — OTKpbITb B peXXMMe Bxoaa c ucnosibaosaHmem FIDO2 Kntoua (Passkey);
— used_x509 — OTKpPbITb B peXXMMe BXOAa MO 3EKTPOHHOWN NoAnucK;

— used_qgrCode — OTKpbITb B pexume Bxoga no QR-koay;

— used_spnego — OTKPbITb B peXKMME BXOAA NO CeaHCy onepauyoHHON CUCTEMDI;

— used_sms — OTKpbITb B peXnume Bxoaa rno kogy B SMS;

— used_outside_methodname — OTKPbITb B PEXMME BXOAA YEPE3 BHELIHWIA METOA, ayTEHTUPUKA-
unm c umeHem methodname.

* bip_user_hint (HeobasaTenbHbIM NapameTp) — nepegaerca naeHTMbmMKaTop (sub) yuetHolt 3anucu
nonb3oBaTeNs, KoTopas AO/KHA ObITb BbIBpPaHa aBTOMaTUYECKM NPY OTKPLITUM 3KPaHa BXOAa.

NaeHTudUKaTOp LONKEH COOTBETCTBOBATb OA4HOM M3 3aNOMHEHHbIX Ha YCTPOICTBE YYETHbIX 3anucen nam
CTpaHMLA BXoAa byaeT OTKpbITa B peXKMMe BXO4a HOBOTO Nob30BaTeNs;

¢ login_hint (Heobs3aTenbHbIN NapameTp) — NepesaeTca 3HaYeHne, KOTOPOoe AO/KHO BbITb 3aM0HEHO
B NoJie BBOAA NIOTMHA, B C/ly4ae ecv CTPAHMLA BXOAA OTKPbLITA B PEXKMME BXOA43a HOBOTO NO/b30BaTenNs.

ECNn HY}KHO 3aMONHUTbL JIOTWH B C/ly4ae, KOT4a Y¥Ke eCTb 3aNOMHEHHbIN N0Nb30BaTeNb, TO HYXHO UCMONb-
30BaTb NapameTp login_hint B KOMBMHaUuMKM c napameTpom bip_user_hint;

e bip_extIdps_user_choose_hint (HeobasaTenbHbli NapameTp) — nepegaetca uaeHTUdUKaTop
(sub) yyeTHo# 3anucK nonb3oBaTens, KOTopas AO/XKHA ObiTb BbibpaHa aBTOMAaTMYECKM B C/ly4ae BXoaa
Nnonb3oBaTeNA Yepes BHELIHUIN NOCTaBLMK MAEHTUOUKALMM, K KOTOPOMY NPUBA3AHO HECKO/IbKO YYETHbIX
3anucelt Blitz Identity Provider;

e code_challenge_method (Heobsa3aTeNbHbIM NapameTp) — NepenaeTca 3HavyeHue “S256”, ecnm nog-
KJOYEHHOE NPUIOXKEHUE noasepxusaet cneundunkaumnio PKCE ana AononHUTENbHOM 3almTbl B3aUMO-
newnctema c Blitz Identity Provider.

Coset: Cm. RFC 7636 Proof Key for Code Exchange by OAuth Public Clients®,

Ons nogkntoueHns Beb-npunoxkeHnii npumeHeHue PKCE He sBnaeTca 06a3aTeNbHbIM.
[ns nogkntoueHns mobuabHbIX NpuaoxkeHni K Blitz Identity Provider gonken ncnonososatbca PKCE.

e code_challenge (Heobs3aTeNbHbIN NapameTp) — Npu ucnonbloaHun PKCE B 3TOT napameTp nepesa-
eTcA 3HaYyeHue, BblumcneHHoe ot code_verifier no cneayowen dopmyne:

Cosert: MNpu oTnaaKe yA06HO MCNONb30BaTh OHNaMH-KabKyAATOp®? .

code_challenge=BASE64URL-ENCODE (SHA256 (ASCII (code_verifier)))

MpumeuaHune: 3anpellaeTca OTKPbIBATb CTpaHULY BXoda Bo ¢peiime. MNonb3oBaTenb AONKEH BU-
petb URL cTpaHuMLbl BXOAa, @ TaKXKe MMeTb BO3MOXKHOCTb ybeauTbest B Hanuumm HTTPS-coeanHeHusn
Beb-noptanom login.company.com.

Mprmep 3anpoca Ha NoslyyeHue Koaa aBTopM3aLuMu (3anpolieHa MAEHTUOUKaLMA/ayTEHTUOUKALMA U MapKep
[OCTyna ¢ paspeweHnamm openidnprofile):

https://login.company.com/blitz/ocauth/ae?client_id=ais&response_type=code&
—scope=openidt+profile&access_type=offline&state=342a2c0c-d9ef-4cd6-b328-
—b67d9af6a7faredirect_uri=https%$3A%2F%2Fapp.company.com$2Fre

88 https://tools.ietf.org/html/rfc7636
89 https://example-app.com/pkce
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Mprmep oTBETa CO 3HaYEHNEeM Koga aBTopm3auun (code) M napameTpom state:

https://app.company.com/re?code=£f954..nS0&state=342a2c0c-d9ef-4cd6-b328-b67d9%baf6a7f

Bo3MOHble olMbBKM nNpu Bbi3oBe /oauth/ae cooTsetcTaytoT RFC 6749 u onucaHbl 3aeck”’.

Mpumep 3anpoca Ha noayvyeHne Koga aBTopusaumm, npyu Kotopom Blitz Identity Provider He aonXKeH OTKpbLITb
CTPaHWLY BXOZaA B C/1y4ae, €CNM NOAb30BaATE b eLe He MPOXOANN AEHTUOUKALMIO/ayTEHTUGMKALMIO B TEKYLLEM
Beb-bpaysepe:

https://login.company.com/blitz/oauth/ae?client_id=ais&response_type=code&
—scope=openid+profile&access_type=offline&state=342a2c0c-d9%ef-4cd6-b328-
—b67d%af6a7faprompt=none&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

Mpumep oTBeTa € OWMOKON, ecn ANA NONYYEHUA KOAA aBTOPM3aL MM N0b30BaTe b JO/IKEH ABHO NPONTU UAEH-
TMduKaumio/ayteHTUdMKaLMIO Ha CTpaHMLe Bxoaa Blitz Identity Provider, a 3anpoc 6bi1 BbINO/HEH C NapameTpom
prompt=none:

https://app.company.com/re?error=1login_required&error_
—description=The+Authorization+Server+requires+End-User+authentication..&
—state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a77f

Mpumep 3anpoca Ha nosyyYeHne Koga aBTopusaumm, npu Kotopom Blitz Identity Provider ponxeH ocyliectsutb
BXOZ, B pexXmme Bxoga vepes ECUA:

https://login.company.com/blitz/ocauth/ae?client_id=ais&response_type=code&
—scope=openid+profile&access_type=offline&state=342a2c0c-d%f-4cd6-b328-
—b67d9%af6a7fe&bip_action_hint=used_externalldps:esia:esia_l&redirect_uri=https%$3A
—%2F%2Fapp.company.com%2Fre

Mpumep 3anpoca Ha NonyyeHe MapKepa A0CTyna U Mapkepa naeHtubukaumm c ucnonbsosaHnem OIDC Implicit
Flow:

https://login.company.com/blitz/ocauth/ae?client_id=ais&response_type=id_token
—%20token&scope=openid+profile&state=342a2c0c-d9%ef-4cd6-b328-b67d%afba77f&nonce=n-
—~0S6_WzA2Mj&redirect_uri=https%$3A%2F%$2Fapp.company.com$2Fre

Mpumep oTseTa oT Blitz Identity Provider c mapkepamu goctyna u naeHTMGUKaLMm, NoNy4YeHHbIMU C UCNOb30-
BaHuem OIDC Implicit Flow:

https://app.company.com/re#access_token=S1AV32hkKG&token_type=Bearer&id_
—token=eyJ0..NiJ9.eyJ1lc..I6IjIifX0.DeWt4Qu..ZXso&expires_in=3600&state=342a2c0c-d9ef-
—4cd6-b328-b67d9%paré6a7f

Mpumep 3anpoca Ha NonyYeHMe Koga aBTopmM3aL MM U MapKkepa naeHTndunkaumm c ucnonbsosaHmem OIDC Hybrid
Flow:

https://login.company.com/blitz/oauth/ae?client_id=ais&response_type=code%$20id_
—token&scope=openid+profile&state=342a2c0c-d9ef-4cd6-b328-b67d%afba7f&nonce=n—
—0S6_WzA2Mj&redirect_uri=https%$3A%2F%2Fapp.company.com$2Fre

Mpumep oteeTa oT Blitz Identity Provider ¢ mapkepamu goctyna v MaeHTUPUKaLUK, NONYYEHHbIMU C UCMONb3O-
BaHuem OIDC Hybrid Flow:

https://app.company.com/re#code=r954..FxS0&id_token=eyJ0..NiJ9.eyJlc..I6IjIifX0.
—DelWt4Qu..ZXso&state=342a2c0c—-d9ef-4cd6-b328-b67d9%paféa’f

90 https://tools.ietf.org/html/rfc6749#section-4.1.2.1
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MNonyyeHune mapKepos

B uensx nposeaeHWs pesy/abTata MAEHTUGUKaLMM/ayTeHTUGMKALMM MOIb30BaATENSA N MNONYYEHMA ero AaHHbIX
Blitz Identity Provider BbInyCcKaeT NpMAOXKEHMUIO pa3InYHble MapKepbl.

Ucnonbayemble B Blitz Identity Provider mapkepbl

HasaHue O603HaueHune MpepHa3HavyeHWe u CPoK AencTeumA

Mapkep gocTyna access_token MonyyeHne pgoctyna K 3alMLEHHOMY pecypcy, Ha-
npumep, K AaHHbIM No/ib30BaTeNs.

Mapkep geicteuteneH 3600 cekyHA,

MapKep 06HOBNEHUA refresh_token O6HoBneHME MapKepa joctyna. Mapkep
refresh_token npepocraBnaeTca, TO/NIbKO ecau
L1151 NPU/IOXKEHUA NpU perucTpaumm 6biia yKkasaHa
HeobxogMmocTb nosydeHna refresh_token, unm
€C/IM B 3aMnpoce Ha No/sy4YeHWe Koga aBTopu3auuu
6bln yKa3aH napameTp access_type=offline.
MapKep AeNCTBUTENEH 4,0 MOMEHTA UCMO/Ib30BaHMA,
HO He aonblue 365 AHen.

Mapkep uvaeHTUduKa- | id_token MonyyeHne MAEHTUPUKALMOHHON MHDOPMALMK, Ha-
uun npumep, naeHtTudbMKaTopa nonb3oBaTens.

Mapkep aeicTeutesnieH 3 yaca.

O6meH Kopa aBTOpM3aL MM Ha MapKepbl

MNocne nosiy4eHnA Koga aBTopusaumm npnnoxeHne A01XKHO 0bMeHATb ero Ha MapKepbl.

BHumaHue: CepBUC NONYyYEHUA MapPKepPoB A0/KeH 06A3aTeNbHO BbI3bIBAaTbCA C CEPBEPOB MOAKAHOUEHHOTO K
Blitz Identity Provider npunoxeHus. Bbi3oB cepsumca 13 BbINMOJIHAEMOrO Ha CTOPOHe Beb-6pay3epa nporpamm-
Horo Koga (Hanpumep, 13 JavaScript Koga Beb-cTpaHuubl) SAMPELWAETCA. MonyyeHHbIM MapKep AocTyna
(access_token) ponkeH obpabaTtbiBaTbCA CEPBEPHON YACTbIO MPUIOKEHUA U HE LO/IKEH NepenaBaTbCs
Yyepes 6paysep nonb3osaTens.

Metog POST https://login.company.com/blitz/ocauth/te

3aronoBsku Authorization co 3HayeHMem Basic {secret}, rge secret — 2370
client_id:client_secret (Hanpumep, app:topsecret) B popmare Baseb4.

Teno 3anpoca
e code —3HayeHuMe Koga aBTopuM3aLmm, KOTopbIi Bbla paHee NoayyeH;

* grant_type—npuHUMaeT 3HauyeHne authorization_code, ecaun kog asTopmsaumm obmeHnBaeTca
Ha MapKep AocTyna,

e redirect_uri — ccbiaKa, MO KOTOPOI A0AXeH BbiTb Hampas/ieH N0Ab30BaTeNb MOCAE TOro, Kak AacT
paspelleHMe Ha AOCTYN (TO e camoe 3HayeHue, KoTopoe 6bl0 YKa3aHo B 3anpoce Ha NnosyyeHne Koaa
aBTOpM3aLMK);

e code_verifier (Tonbko ecnu ucnonbsyertca PKCE) — 3HayeHWe NpoBEepPOYHOro Koaa, MCNob30BaHHOTO
npu pacyete code_challenge npun noaydYyeHMn Koga aBTopm3aLnm.

Bosspawaer

¢ B cniyyae ycnexa - MapKep A0CTyna, MapKkep 0B6HOBAEHMA U MapKep UAEHTUPUKALUN.
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CoBeT: Mcnonb3ysa NONAyYEHHbIN MapKep AOCTYNa, MPUIOXKEHWe MOXKeT 3arpocums (cTpaHuua 422) akTy-
aNnbHble AaHHble nosb3oBaTtena u3 Blitz Identity Provider.

e Ecnu Kog, aBTOpU3aLmMm Bbin yrKe UCNONb30BaH, He coBnai redirect_uri ¢ paHee UCNONb30BaHHbIM B
BbI30Be K /oauth/ae, Uan UCTEK CPOK AeNCTBUA Koga, Mbo nepefaHHbin code_verifier He cooT-
BeTcTBYeT code_challenge, TOo B KayecTBe oTBeTa OyAeT BO3BpalleHa oWmnbKa. Bo3amoKHble owWnbKM

npu Bbi3oBe /oauth/te cooTsetcTytoT RFC 6749 1 onucaHbl 3aeck™’.

Mpumepbl

3anpoc

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2l1LmxvY2FsOnBvcnRhbC5pYXNpdSS5sb2NhbA==
Content-Type: application/x-www—form-urlencoded

grant_type=authorization_code&code=FLZHS..GU&redirect_uri=https$3A%2F%2Fapp.company.

—com%2Fre
OTtser
{
"id_token": "eyJhbGciOiJSUzIINiJ9.eyJub..n0=.Ckt..sQ",
"access_token": "dO-xym.BE",
"expires_in": 3600,
"refresh_token": "11EWX.Iw",
"token_type": "Bearer"
}
OwunbKa
{
"error": "invalid_grant",
"error_description": "The provided authorization grant .. is invalid, expired,.
—revoked.."

}

O6HoBNEHME MapKepa AocTyna

MeTtoa POST https://login.company.com/blitz/oauth/te

3aronoBKu Authorization c¢cO 3HayeHMem Basic {secret}, rae secret - 3TO

client_id:client_secret (Hanpumep, app:topsecret) B popmate Baseb4.
Teno 3anpoca

e refresh_token — mapKep obHOBNEHUS;

* grant_type — npuHMMaeT 3Ha4yeHne refresh_token, ecnnm mapkep o6HoBNeHMA 0BMeHMBAETCA Ha

MapKep gocTtyna.

91 https://tools.ietf.org/html/rfc6749#section-5.2
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Cnucok 1: MNpumep 3anpoca

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2l1LmxvY2FsOnBvcnRhbC5pYXNpdSS5sb2NhbA==
Content-Type: application/x-www—-form-urlencoded

grant_type=refresh_token&refresh_token=7jj2DA..bQ

O6meH mapkepa pocTtyna

MpunoxkeHne moxKeT 0bMeHATb access_token ¢ 0gHUM HabopOM paspelleHnit (scopes) U yTBEepPXKAEHUI
(claims) Ha access_token ¢ gpyrum Habopom paspeLleHuii U yTBEPKAEHUI ¢ ncnonb3oBaHnem OAuth 2.0
Token Exchange®. 3To moxeT 6bITb MONE3HO Nepea nepedayeil access_token OT NOAYYMBLIETO ero NpUo-
YKEHUA 4PYTOMY NPUNOXKEHUIO, YTOObI MPUNONKEHNE NONYHNI0 COKPALLLEHHbIV Habop paspeLleHunii U cBeAeHUI O
nonb3osaTesne.

BHumaHue: [na ncnonb3oBaHWA obmeHa Mapkepa AOCTyna MPUIOKEHUIO AOMKHO OblTb NpesocTas-
IeHO cneumanbHoe paspelleHune Ha ucnonb3oBaHve OAuth 2.0 Token Exchange (paspeweH grant_type
—urn:ietf:params:oauth:grant—-type:token—exchange). Take LOMKHbI BbITb 3a4aHbl Ha-
CTPOMKM NpaBua obmeHa MapKepoB A4ocTyna.

Metog POST https://login.company.com/blitz/ocauth/te

3aronoBKu Authorization c¢co0 3HayeHMem Basic {secret}, rae secret - 370
client_id:client_secret (Hanpumep, app:topsecret) B dopmate Baseb4.

Teno 3anpoca

BHumaHue: [onKeH ObITb YKa3aH OAMH M3 NapameTpoB resource Wan audience.

® grant_type—-npuHMmaeT3HadyeHneurn:ietf:params:oauth:grant-type:token—-exchange.

* resource — NPUHMMaET UMA pecypca, 415 Nepesadn KOTOPoMy 3anpaliMBaeTca obmeH mapKkepa 4oCTy-
na.

e audience- NMPUHUMAET UMEHa I'IpVIﬂO)'KeHVIl‘/‘I, Ana nepegayvyn KOTopbimM 3anpallnBaeTCca MmapKep A0CTyna.

® subject_token_type - nepegaercs Tpebyemblii ™n nosy4yaemoro MapKe-
pa. B  TeKkywwen Bepcumn Blitz Identity Provider nogaeprKnBaeTcs TONbKO TN
urn:ietf:params:oauth:token-type:access_token.

¢ subject_token — nepeaaercs 3Ha4eHNE 3aMEHAEMOr0 MapKepa focTyna (access_token).

¢ Heobs3aTenbHbIN NapaMeTp scope — yKasblBaeT NepeyeHb 3anpalnBaembiXx Scope B HOBOM MapKepe.
Ecnv AaHHbIM NapaMeTp He YKas3aH, TO B HOBbI MapKep ByayT BKAOUYEHbI BCe scope, pa3pelleHHble npa-
BUOM 0bmeHa.

e HeobssaTenbHbI NapameTp token_format — yKasbiBaeT Tpebyembin GopmaT 414 BbIMyCKAaEMOro Map-
Kepa AocTyna. Bo3amokHble 3Ha4YeHuA: jwt uanm opaque. ECnv AaHHbIM NapameTp He yKasaH, TO Ho-
BblA MapKep AocTyna 6yaeT BbiMylweH B TOM e ¢dopmaTte, YTo M MapKep A0CTyna, nepefaHHbli B
subject_token.

92 https://www.rfc-editor.org/rfc/rfc8693.txt
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Mpumepbl

3anpoc

Cnucok 2: CTaHAapTHbIN 3anpoc

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:ocauth:grant-type:token-exchange&resource=..&subject_
—token_type=urn:ietf:params:oauth:token-type:access_token&subject_token=eyJ..vA

Cnucok 3: 3anpoc c nepegadeit audience, token_format u scope

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:oauth:grant-type:token-exchange&token_format=opawues
—audience=systeml system2&scope=openid profile&subject_token_
—type=urn:ietf:params:oauth:token-type:access_token&subject_token=uuy..OE

OTBer
{
"access_token": "eyJr...-g",
"expires_in": 3600,
"scope": "openid new_scope",
"token_type": "Bearer",
"issued_token_type": "urn:ietf:params:oauth:token_type:access_token"
}
OwwubKa
Cnucok 4: He HailaeHo npaBuAa, paspeluaollmx 3anpoLLeHHbIi obmeH
MapKepa gocTtyna
{
"error": "invalid_target",
"error_description": "Access denied for resource or audience"
}
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Cnuncok 5: Mapkep goctyna npocpoyeH

"error": "bad_access_token",
"error_description": "Access token 'CmJ..Dk' not found"

UcnonbzosaHue OAuth 2.0 Resource Owner Password Credentials

ECnn npuaoxeHuo NpegocTaBneHo cneumanbHoe paspelleHme Ha ncnoabsosaHme OAuth 2.0 Resource Owner
Password Credentials (ROPC) (pa3peleH grant_type — password), TO NPUNOKEHUE MOXKET 3aMpPOCUTb Nonyye-
HWe MapKepa 40CTyna cneayrowmm obpasom.

MeTtog POST https://login.company.com/blitz/ocauth/te

3aro/IoBKu Authorization €O 3HavyeHMem Basic {secret}, rgae secret -— 3T0
client_id:client_secret (Hanpumep, app:topsecret) B popmate Baseb4.

Teno 3anpoca

* grant_type — npuHMMaeT 3HayeHne password,

® Username — COAEPXMUT NOTMH NONb30BATENS;

® password — COAEPUT Napo/b NONb30BaATENSA;

® SCope — COAEPKUT CMUCOK 3amnpallnBaeMblX PaspeLLeHnit.
Bosspawaer

e B cnyyae ycnexa - mapKep goctyna.

* B c/yyae Heyzdauum - oWnOKyY. Bo3moXKHble 3HaueHua ana error_description npu npobieme c yyer-
HOW 3anucblo:

— Invalid user credentials —HenpaBWbHbIA JOTMH UM NapOsb;
— User locked —y4eTHas 3anucb 3a610KMPOBaHa;

— User locked by inactivity — y4eTHas 3anucb 3ab/10KMpPOBaHa MO NPUYMHE AJNTENIbHOWN
HEaKTMBHOCTY;

— Password method locked—panayy4eTHOM 3anMcK BKAKOYEH 3aMpeT Ha UCMO/Ib30BaHME NApPO/b-
HOM ayTeHTUdMKaLumu;

— Password method not configured — metos naponbHOW ayTeHTUUKALMU HE CKOHOUTYPU-
pOBaH;

— Password expired—CpOK AeNCTBUA Napo/ib UCTEK;

— Need password change —Tpebyetca oba3atesibHasa CMeHa NaponsA Npu BXoae.

3anpoc

POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9..A==
Content-Type: application/x-www—form-urlencoded

grant_type=password&username=testuser&password=testpwdl&scope=profile
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OtBeTr

{
"access_token": "dO-xym.BE",
"expires_in": 3600,
"scope": "profile",
"token_type": "Bearer"

}

OwunbKa

{
"error": "invalid_grant",
"error_description": "Invalid user credentials"

Mapkep naeHtudukayum

[nsa nonyyeHus aaHHbIX 06 MAEHTUOUKALUUN U ayTEHTUDUKALLMM NPUIOKEHUE MOXKET CAMOCTOATE/IbHO aHaIN3K-
poBaTb cofepKaHne MapKepa naeHTuoukaumm (id_token).

CoBet: BmecTo aHanmsa id_token peKomeHAyeTCA UCNOAb30BaTb 3aNPOC HA OKMYaAU3ayu OOHHbIX 101630
samesns (cTpaHuua 422) no mapKepy gocTyna.

CTpyKTypa mapkepa Mapkep naeHTUdUKaLMM COCTOUT U3 TPEX YacTeu:

* 3aronoBok (header), B KOTOPOM cogepKuUTCA 0bLLan nHGopmaLma o TMNe MapKepa, B TOM Yncie ob uc-
NO/Nb30BAHHbIX B X04e ero GopmMupoBaHusa KpunTorpadpuueckmx onepaumnx;

e Habop yTBepxAaeHUit (payload/ claim set)c cogepatesibHbIMU CBEAEHUAMM O MapKepe;

* noanuck (signature), KOTopas yaocToBepseT, 4To MapKep BblgaH Blitz Identity Provider u He 6b1n1 n3me-
HeH Npu nepegave.

Yactn mapkepa pasgeneHsbl TOYKOM, OH UMeeT BUA:

HEADER.PAYLOAD.SIGNATURE

Mapkep nepegaerca B BUAe CTPOKM B popmaTe Base64url.
3aroN0BOK MapKepa

* alg - onucaHue anropuTma wWndpoBaHua (NapameTtp alg); B HacToAwee Bpema B Blitz Identity Provider
NoALEepPKMBAETCA A/ITOPUTM 3NEKTPOHHON noanucu RSA SHA-256, peKoMeHAyeMbll cneunduraumei
(cooTBeTcTBYET 3HAaUEHUIO RS256);

e kid - uaeHTUdUKATOP KAKOYA, UCNONB30OBAHHOMO AR NOANUCU MapKepa.

Habop yTBepxaeHuii AtpubyTbl:
® exp — BpemsA NpeKpaLleHns AeiCTBKA, yKa3blBaeTca B ceKyHaax ¢ 1 aHeapa 1970 r. 00:00:00 GMT;
e iat —Bpemsa Bblgauu, yKasbiBaeTca B cekyHAax ¢ 1 aHsapa 1970 r. 00:00:00 GMT;

* sub — naeHTMOUKaTOp cybbeKTa, B Ka4ecTBe 3HaYeHMA YKa3biBaeTcA 3HauYeHne naeHTnduKkaTopa nonb3o-
BaTens;

* ua_id—wunaeHTMdMKaTOp YyCTPONCTBA NOAL30BATENS;
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* aud —aapecaT MapKepa, yKasbiBaeTca client_1id NpUaoKeHUs, HanpaBMBLLEro 3anpocC Ha ayTeHTUOU-
Kauuio;

e iss — opraHM3aums, BbINyCTMBLIAA Mapkep, YKasbiBaetca URL issuer, no ymonyaHuwo https://
login.company.com/blitz;

® nonce — CTpoka 6e3onacHOCTH, yKasbiBaeTCA 3Ha4YeHMe nonce, KOTopoe 66110 NepesaHo NPUNOKEHUEM
K Blitz Identity Provider B ucxogHom 3anpoce K /oauth/ae. Ucnonbayetca Tonbko npm Implicit uamn Hybrid
Flow. Mpwu nonyyeHnn npunoxeHMem mapkepa c ucnosbsosaHuem Implicit unn Hybrid Flow npunoxenue
[O/TIKHO CONOCTaBUTb nonce U3 COCTaBa MapKepa MAEHTUOUKALMM C nonce U3 CBOEro 3anpoca;

e at_hash — nonoBuHa X3alWa mapKepa A4OCTyna, nepeaaerca TONbKO Npu Ucnonb3oBaHun Implicit nam
Hybrid Flow. MNpeactaBnsaeT coboit 3akoamMpoBaHHy0 B Base64 neByto NOMOBMHY 3HauyeHUs QYHKLMU
SHA-256 oT access_token. MNpuaoxKeHne, nonyunsliee MapKep 4OCTyna c ucnosb3oBaHnem Implicit
unn Hybrid Flow fonKHO n3Bneyb U3 mapkepa naeHTuduKaLmm 3HadyeHne at_hash u CpaBHUTb C MapKe-
pom gocTtyna.

* c_hash —NonoBMHa X3lWa Koda aBTOpU3aLLMKM, NepeaaeTca TONbKO B Caydae ncnonb3osaHus Hybrid Flow.
MpeacTtaBnsaeT coboi 3akoAnpoBaHHYO B Base64 neByto nonosuHy (128 6uT) 3HaueHuns GpyHKumm SHA-256
OT KoZa aBTopusaummn (code); MpunoxkeHue, NonyumnsLLeEe KoL aBTOPM3aLMK C Ucnonb3oBaHvem Hybrid
Flow, 4ONKHO M3BAEYb M3 MapKepa NAeHTUMKaLMM 3HaYeHNe c_hash U CpaBHUTb C KOLOM aBTOPU3ALLUN.

* amr — NpoigeHHble MeToAbl ayTeHTUOUKALMM, YKA3bIBAETCA CMUCOK MPOMAEHHbIX NOoAb30BaTeiemM Me-
TOA0B ayTeHTUdMKaLmMit. CNUCOK MOXKET BKAtOYATb caeaylowme naeHTMGUKaTopbl MEeTOA0B:

— password — BXoA C UCNOAb30BaHMEM NApO/IA;

- cls:<meTon> (Hanpumep, cls:password) — aBTOMaTUYECKUI BXOZ, C 3aNOMHEHHOIO YCTPOM-
cTBa (B HasBaHWUM maeHTUdMKATOPa MoCAe ABOETOUMA YKasaH MeTog ayTeHTUdMKaummn, nepsuyHoO
NpoNAeHHOM NONb30BaTENIEM, B PE3y/IbTaTe Yero Npom3oLIo 3anoMUHaHWe Noab3oBaTeNs Ha AaH-
HOM YyCTpOICTBE);

— CSS — aBTOMATMYECKUI BXOZA, NO pe3y/abTaTam perncTpaumnm nonb3oBaTesa, BOCCTaHOBAEHUA Napons
UAKN nepexoaa B Be6-NpunoxKeHmne n3 MobuabHOTO NPUIOKEHUSA, UCMOJb3YIOLWENO BbI30B C UCMO/b-
30BaHMem scope=native;

— sms — NOATBEPXKAEHME BXoAa C NOMOLLbIO Koga B SMS-coobueHnn (BTopoli pakTop ayTeHTUPUKA-
umnn);

- email — NoATBEPKAEHME BXOAA C MOMOLLbIO KOZa B COOBLLEHUMN INEKTPOHHOM NoYThl (BTOpoit dak-
TOp ayTeHTUdUKaummn);

— push — noATeep:KAeHME BX0oA4a C NOMOLLBIO KoAa B push-yBeaomneHun B MobuabHOE NPUNOKEHUE
(sTOpOI paKkTOp ayTEHTUDMKALUM);

- hotp — noaTeepXkAaeHUe BXoAa C NMOMOLLbIO Koda, creHepupoBaHHoro HOTP-reHepaTopom KozoB
noaTeepaeHna (BTopoit GpakTop ayTeHTUGUKALUK);

— totp — noaTBepXAeHWe Bxo4a C TMNOMOLWLbIO KOAA, CreHepupoBaHHOIO MPOrPaMMHbIM
TOTP-reHepaTopom KOAOB NOATBEPHKAEHUA (BTOPOI haKTOp ayTeHTUdUKaLMK);

— t1s —BX0A B PeKMMe aBTOMATUYECKOM ayTEHTUDMKALMM C ucnosib3oBaHMem TLS Proxy;
— spnego — BX0f, C UCNO/Ib30BaHMEM CeaHca ONepaLLMoOHHON CUCTEMBI;

— userApp — BX0O4 B MOBW/IbHOE NPUNOXKEHME NPUBA3AHHOMN K YCTPOMCTBY YY4ETHOW 3anNmnchio Nosib3o-
Batena (Touch ID/Face ID/MNH-koa);

— webAuthn — Bxog, ¢ ucnonbsosaHuem FIDO2 kntoua (Passkey) nan noaresep:kaeHue Bxoga ¢ Nomo-
wbto U2F-Katoua;

— x509 — BX0OZ, C UCNONb30BAHNEM 3NEKTPOHHOM NOANUCH;
— grCode - Bxog no QR-Koay;
— externalldps:esia:esia_1 —BX0pg C UCNO/b30BaHMEM yYeTHOM 3anncu ECUA;

- externalldps:esiadp:esiadp_1 — BX0g C UCNONb30BaHWEM yyeTHOW 3anucu ECUA (yepes
nonyYyeHune cornacua Ha AocTyn K umdposomy npodunio);
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— externallIdps:sbrf:sbrf_1 —BXog C MUCNoib30BaHMEM yYeTHoOM 3anncu Coep ID;

— externallIdps:sbb:sbb_1 —BX0Z C MCNOMb30BaHNEM y4eTHOM 3anuncu CbepbusHec ID;
— externalldps:tcs:tcs_1 —BX0OZ4 C MCNOIb30BAHUEM yYeTHOM 3anucu TuHbkodd ID;

— externalldps:vtb:vtb_1 —BX04 c MCNoNb30BaHNEM y4eTHOM 3anucu BTE ID;

- externalldps:alfa:alfa_1 —Bxog C UCNOb30BaHMEM y4YeTHOW 3anmcu Anbda ID;

— externalIldps:mos:mos_1 — BX0g C UICNONb30BaHNEM y4yeTHoM 3anucu Mos ID (CYOMNP);
— externalldps:apple:apple_1 —BX0oA C UICNONb30BaHUEM y4yeTHOM 3anucu Apple ID;

— externalldps:facebook:facebook_1 — BXoA C UCNO/Ib30BAaHMEM YYETHOM 3aNNCK B COLMU-
anbHo cetu Facebook® %% 1;

- externalldps:google:google_1 —Bxog C UCNO/b30BaHWEM y4eTHOM 3anucu Google;
— externalldps:mail:mail_1 —Bxog c UCNonb3oBaHMEM y4eTHoOM 3anucu Mail ID;
- externalldps:vkid:vkid_1 —Bxopg c ucnosb3oBaHMem yuyeTHown 3anmcu VK ID;

— externalIdps:ok:ok_1 —BXog C UCNOb30BaHMEM YYETHOM 3aMnCK B coumanbHoMn ceTn OgHo-
K/TAaCCHUKW;

— externalldps:vk:vk_1 —BXoa c UCNONb30BaHMEM y4ETHOM 3anmcKn B coumansHol cetn VK;
- externalldps:yandex:yandex_1 — BX0A C MCNOMb30BAHNEM YYETHOM 3anncK AHOEKC;

- outside_methodname — npu3HaK, 4TO B NpoLecce BXOAa N0/b30BaTe/lb UCMONb30BaN BHELWHWI
MeToZ ayTEHTUDUKALMM C UMeHeM methodname.

* sid-wuaeHTudMKATOP CECCUM NONb30BATENS;
® [OMNONHWTENbHbIE aTPUBYTbI B COOTBETCTBMM C 3asBKOW Ha MOAK/IOYeHMe npunokeHusa K Blitz Identity

Provider (cm. BO3MOXHble aTpubyTbl AN BKAOYeHUA B 1d_token 30eck (cTpaHmua 385)).

Cnucok 6: Npumep Habopa yTBep:KaAeHU

"exp": 1445004777,
"iat": 1444994212,

"ua_id": "£f8a235ff-cb85-4c4b-b55d-544£9358a8d7",
"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",
"amr": [

"externalIldps:esia:esia_1"

1,

"aud": [
"aiS"
1,
"iss": "https://login.company.com/blitz",
"sid": "5a600d12-4bl4-447e-ba21-2dc40344a44a"

Moanucb mapkepa OcyLecTBAAETCA MO aNrOPUTMY, KOTOPbIM yKa3biBaeTca B napameTpe alg mapkepa. Nognuco
BbIYMC/IAETCA OT ABYX NPeAblayLimx YyacTei mapkepa (HEADER . PAYLOAD). CepTuduKaT OTKPbITOro Katoya Blitz
Identity Provider, Heobxoaunmbiit 418 NPOBEPKM NOAMUCHU, MOXKHO 3arpy3nThb Mo CAEAYHOWMM CCbiIKam (HaxoamuTcs
B aTpubyTe x5¢, MAeHTUDUKATOP KAoUa HaxoamTca B aTpmnbyte kid):

e https://login-test.company.com/blitz/.well-known/jwks (TectoBas cpeaa)
e https://login.company.com/blitz/.well-known/jwks (NpoayKTMBHas cpeaa)
PaboTa c Mapkepom naeHTMuduKaumnm

1. Nocne nony4yeHna mapkepa MAEHTMd)MKaU,VIM NPUNOXKEHUNIO peEKOMEHAYETCA Npon3BeCT Baingaunto map-
Kepa VI,L'J,eHTMC')VIKaLI,MVI, KOTOpaA BKNKOYaeT B cebn cnegyouime npoBepKu:
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1. NonyueHune ngeHtTnodumkatopa Blitz Identity Provider (sub), cogeprkaierocs B mapkepe naeHTudmka-
LUK, U NONYYEHUE UHbIX HEOBXOAMMbIX MPUNOKEHMUIO [ONONHUTENbHBIX aTPUBYTOB NONb30BaTENS.

2. MpoBepKa naeHTUPUKaTOPa NPUNONKEHUA, T.€. UMEHHO MPUIOKEHME AOMKHO BbITb YKa3aHO B Kaye-
CTBe agpecaTa mapKepa aeHTUPUKaLmu.

3. MNpoBepKa noanucK mapkepa naeHTudUKaumm (C MCNoAb30BaHMEM YKa3aHHOroO B MapKepe anropuT-
ma).

4. TIpoBepKa, YTOo TEKYLLEE BPEMSA AO/IKHO BbITb He MO3AHEee, YeM BpeMs NPeKpaLLeHns cpoka AencTaus
MapKepa UaeHTUOUKaLUM.

Mocne Bannpaunm mapkepa M,CI,EHTM(IJVIKaLI,MVI NPUNOXKeHNEe MOXKeT CHNTATb NONb30BaATENA aWEHTVId)MLI,M-
POBaHHbIM.

2. [inA aHanusa cogepikaHua mapkepa naeHTMOUKaLmMK, a TakKe AN ynpolweHna pa3paboTkm moaynen no
€ro NpoBepKe MOMKHO BOCNOb30BaTbCA AOCTYMHbIMM OHNANH-geKoaepamn n bubanorekamm.

Coset: Cm. pecypcsbl http://jwt.io/ un http://kjur.github.io/jsjws/mobile/tool_jwt.html#verifier.

MposepKka MmapKepa A0CTyNa Yepes CepBUC UHTPOCNEKL UM

[aHHble 0 mapkepe goctyna (access_token) He0bX0AMMO NPOBEPATL B CNEAYIOWMX CYYaAAX:
* NpuUaoKeHUIo TpebyeTca OTCAIeKMBATb CPOK AENCTBUA MapKepa, YTO6bl ONepaTMBHO MEHATL Er0 Ha HOBbI;

® K NPUIOXKEHMNIO NPEeaAbABNAIOTCA NOBbIWEHHble TpeboBaHMA K 6e30MNacHOCTH, U MPUIONKEHME XOUET Yepes
NpoBepPKy MapKepa ybeaunTbea, 4TO MapKep He aHHYAMPOBaH A0CPOYHO. AHHYAMPOBaHME MapKepa A0CTY-
nam (access_token) unm mapkepa ngeHtmounkaumm (1d_t oken) moxKeT Npon3oinTh B Lensx besonac-
HOCTM B C/lyyae, ecin npomsownm cbpoc/v3meHeHMe Napons y4eTHOM 3anmncu noab3oBaTeNs Uam eciu
y4Y€eTHanA 3anucb Nosb3oBaTtens b6biia 3a6/10KMPOBaHa;

® NPUIOXKEHUE ABNAETCA NOCTABLLMKOM PECYpPCOB M NPeaoCTaBAAET AOCTYN K 3TUM pecypcam no npeabas-
JIeHMIO MapKepa [ocTyna, BbligaHHoro Blitz Identity Provider npuioxeHuto, 3anpallnBatoLLEMY pecypc.

MeTtog POST https://login.company.com/blitz/ocauth/introspect

CoseT: Cm. RFC 7662 OAuth 2.0 Token Introspection®.

CepBM1C MHTPOCNEKLMM MOXKET BbITb BbI3BaH 110601 cMcTEMOM, 3apernctpuposBaHHoit B Blitz Identity Provider, gns
npoBepKM Ntoboro MapKepa A0CTyna (cMcTeMa MOXKET NPOBEPUTb MapKep, BblAaHHbIN Apyroi cucteme). Mpose-
PATb MOXHO He TO/IbKO MapKep A0CTyna, HO U MapKep 0bHOBNEHUA.

3aro/IoBKu

e Authorization co 3Ha4YeHnem Basic {secret}, rae secret - 3TO
client_id:client_secret (Hanpumep, app:topsecret) B dpopmaTe Baseb4;

e Content-Type CO 3HaYeHnem application/x-www—form-urlencoded.
Teno 3anpoca
* token — mapKep JOCTyNa, AaHHblE O KOTOPOM TpebyeTcsA NPOCMOTPETb.

e HeobssaTenbHblt nNapameTp token_type_hint — TMRN MmapKkepa pgoctyna (Hanpumep,
access_token), npegHasHavyeH A/1a YCKOPEHUA NOUCKA.

BosBpalaetr [laHHble 0 MapKepe AoCTyna:

® active —NpU3HaK AeNCcTBUTENbHOCTU MapKepa A0CTyna, MPUMHUMAET 3HauyeHuA true uan false. Map-
Kep AeNCTBUTENEH, EC/IM OH BblAaH cepBUMCOM aBTopu3aumu Blitz Identity Provider, He 6bi1 0TO3BaH U CPOK
€ro AenCTBUA He UCTEK;

93 https://tools.ietf.org/html/rfc7662
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* scope — obnacTb AOCTyNa, HAa KOTOPYIO BblAAH MapKep AocTyna. MepesaeTca B BUAE NepeyHs paspeLue-

HUI;

e client_id— naeHTUPUKATOP CUCTEMBI-KIMEHTA, KOTOPanA NOYYUNa AAHHbIA MapKep 40CTYNa;

* sub —naeHTUdMKaTOp NONb30BaATENA (BNAAENbLA pPecypca, NPeAoCTaBMBLLErO AOCTYN K CBOMM AaHHbIM),
onpeaeneHHbIl Kak 6a3oBbin naeHTUdMKaTOp B Blitz Identity Provider. 3HaueHne napameTpa BO3BpaLLaEeT-
CA TONIbKO B TOM C/ly4ae, ec/iv OH MOXKeT bbiTb NepesiaH B paMKax scope Mo NpefbsBAeHHOMY MapKepy

4ocTyna;
* Jjti —unaeHTUOUKATOP MapKepa AOCTyna (B BUAE CTPOKK);
e token_type — TMN NpeabaBNeHHOro MapKepa 40CTyna;
e iat —Bpems Bblgaun mapkepa (8 Unix Epoch);

® exp — BPems OKOHYaHuA aelicTeus mapkepa (8 Unix Epoch).

Mpumepbl

3anpoc

POST /blitz/ocauth/introspect HTTP/1.1

Authorization: Basic cG9ydGFsLmlhc2l1LmxvY2FsOnBvcnRhbCS5pYXNpdSS5sb2NhbA==

Content-Type: application/x-www—form-urlencoded

token=MkvRf..No

OTtBer
Cnucok 7: feicrBytowmii access_token
{
"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",
"scope": "openid profile",
"jti": "10jdlNohfHzuv3xoFurvWSPheEJECT7TKHdHr-dcaVyYYvV3h01l2sh",
"token_type": "Bearer",
"client_id": "ais",

"active": true,
"iat": 1699938503,
"exp": 1699942103

Cnucok 8: feticteytowmi id_token

"exp": 1699939472,

"iat": 1699935872,

"jti": "fU2FTCzm9G5I4YC6VDFnfjFY5Q0eIULwH1Yo_BH60OuUCQ",
"token_type": "id_ token",

"active": true,

"client_id": "ais",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"
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Cnncok 9: Aeicreytowmi refresh_token

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"scope": "openid profile",

"Jti": "10jdlNohfHzuv3xoFurvWSPheEJEC7KHdHr-dcaVyYYvV3h01l2sh",
"token_type": "refresh_token",

"client_id": "ais",

"active": true,
"jat": 1699938503,
"exp": 1699942103

Cnncok 10: HepelicTBMTENIbHbIN MapKep AocTyna

"active": false

MpoBepKa mapKepa A0CTyna NpUioKeHnem

Mpu peructpaunun npunoxkeHua B Blitz Identity Provider Mo»HO yKasaTb, YTO MPUIONKEHWE AOIKHO MOJyYaTb
Mapkep goctyna (access_token) B popmate JWT. B aTOM cay4ae NpUNoKeHWe NoyyaeT BO3MOMXKHOCTb Ca-
MOCTOATE/IbHO NPOBEPUTb MAapPKep AOCTYNa, BbINOAHMB ero pasbop.

CTpyKTypa NepBMYHO NOYYEHHOro MapKepa A0CTyna byAeT aHaNorMUYHa CTPYKTYpe 3MmMo20 MapKepa udeHmu-
¢urkayuu (cTpaHmua 397). Bo BTOPMYHBIX MapKepax AOCTyna, NONy4YeHHbIX B pesynbTate obmeHa mapkepa 06-
HoBneHus (refresh_token), He BygeT cogepKaTbcsa cECCMOHHAA MHPopmaLma (byayT OTCyTCTBOBaTb amr U
O0NONHUTENbHbIE aTPpMbYTbl Nosb3oBaTeNs).

Mapkepsb! goctyna B popmate JWT cnefyeT UCNONb30BaATb, TONbKO B Cy4ae ec/iv y NPUIOXKEHUA Ha 3TO ecTb
ocobble NpUYMHbBI. B 0CTanbHbIX Cy4anx peKoMeHAyeTcA UCNoAb30BaTb 06bIYHbIE MapKepbl A0CTyna B dopmaTe
opaque.

Norayr

Ecnu npunoxkeHve npefocTaBaseT Nob30BaTesto BO3MOXKHOCTb MHULIMMPOBATL BbIXOZ U3 MPUNOXKEHUS (norayT),
TO NPUIOXNKEHUIO ANA 0becrnevyeHns BbIX04a HEAOCTAaTOYHO3aBEPLLMTL JIOKaNbHYO ceccuio. Heobxoammo Takxke
BbI3BaTb B Blitz Identity Provider onepauuto norayra.

Ecnu aToro He caenatb, TO MOXKET BO3HMKHYTb CUTYaLLMA, YTO NOAb30BATENb B NPUAOKEHUN HaXKaa KHOMKY Bbixoa,
nocse yero cpasy nonpobosan HaxkaTb KHOMKY BXoa, 1 BMECTO 0XKMAAeMoro 3anpoca uaeHTMOUKaLMm U ayTeH-
TMduKaumm cpabotan Single Sign—On, U NONb30BaTENb CPA3y aBTOMATUYECKM OKA3a/1CA aBTOPU30BAHHbIM.

Ona nHunmpoBaHua norayta B Blitz Identity Provider npunoxeHue nocne 3akpbiTMA CBOEW NIOKa/IbHOM ceccum
[O/IKHO HanpaBuTb Nonb3oBatens B Blitz Identity Provider Ha URL ana BbinosiHeHMA orayTa, nepe/as B KayecTse
napameTpos:

MpumeyaHume: Bbi30B norayTta BbINOJHAETCA B COOTBETCTBMM €O cneumduraumeit OpenlD Connect RP-Initiated
Logout 1.0%.

¢ Heobs3aTenbHbI NapameTp id_token_hint - Blitz Identity Provider nposepserT, uto id_token u3
3HAYeHWA MapameTpa BbinyweH um. [lonycTumble agpeca Bo3BpaTa Mpu sorayTe U AM3alH CTPaHULb
BbIXOZa MCMONb3YIOTCA B COOTBETCTBUW C HAaCTPOEHHbIM MpunoxeHmem ¢ client_id u3 nona aud u3
id_token.

94 https://openid.net/specs/openid-connect-rpinitiated-1_0.html
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¢ HeobssaTenbHblit NapameTp client_id—gonycTumble agpeca BO3BpaTa Npu norayTe U An3aiH CTpaHu-
Libl BbIXOAA UCMO/Ib3YHOTCA B COOTBETCTBUM C YKa3aHHbIM client_id.

e HeobasaTenbHbln napameTp post_logout_redirect_uri — agpec BO3BpaTa B NPU/IOKEHWE NO-
cne norayta. Ecnu napameTp He 3agaH, TO nNepeHanpasfneHUe B MPUIOKEHWE MOocae forayta He ocy-
wecTsnnercs. Ecnm 3agaH, To NpoBepaeTcs, YTO 3HAYeHMe COOTBETCTBYET XOTA Obl O4HOMY paspelleH-
HoMy npeduKcy Bo3BpaTa A/1A NMPUNONKEHMA, COOTBETCTBYHOLLEro nepegaHHoMmy B id_token_hint
npunoskeHunto (none aud u3 id_token) uam nepegaHHomy client_id. MNpu nepepaye napamert-
pa post_logout_redirect_uri 06A3aTenbHO TaKXe nepenatb napametp id_token_hint wnam
client_id.

e state - Habop cAyyaliHbIX CMMBOJIOB, UMelOWMA BuA 128-6UTHOro uMAeHTUGUKATOpa 3anpo-
ca. JTO ’Ke 3HayeHuWe OyaeT BO3BPaAlLleHO B OTBETe MNpPW NepeHanpaB/ieHMM No/b30BaTeNs Ha
post_logout_redirect_uri.

Mpumep 3anpoca norayra:

https://login.company.com/blitz/cauth/logout?id_token_hint=eyJhbGci0iJSUzIINiJ9.
—eyJub..n0=.Ckt..sQ&post_logout_redirect_uri=https://app.company.com/redirect_urig
—state=342a2c0c-d%f-4cd6-b328-b67d%afb6a7f

Ecnu Blitz Identity Provider ycnewHo 3aBepLwnT orayT, TO OH NepeHanpasuT NoAb3oBaTena no nepegaHHomy URL
06paTHO B NpUNOKEHME.

AnbTepHaTMBHbIM NpUMep 3anpoca orayTa:

https://login.company.com/blitz/oauth/logout?client_id=test-app&post_logout_
—redirect_uri=https://app.company.com/redirect_uri&state=342a2c0c-d9ef-4cd6-b328—-
—pb67d9baf6a’f

[Jonyctumble npeduKcbl CTpaHWL, BO3BpaTa AO0/MKHbI ObiTb 3aperMcTpuMpoBaHbl B HacTpoikax Blitz ldentity
Provider, nHaue npu norayte 6yaeT BblgaHa owmnbKa.

MpunoxkeHua, nogkntoveHHble K Blitz Identity Provider no OIDC, moryT nognucatbca Ha yBeAOMIEHME UX O NO-
rayTe nonb3osaTtena u3 Blitz Identity Provider. MoaaeprkmBatoTca cneaytolme BO3MOXKHOCTU:

* YBesomneHue yepes Beb-6paysep (Front channel) Cm. OpenlD Connect Front-Channel Logout 1.0%°,
* YBesomneHue yepes cepsep (Back channel). Cm. OpenID Connect Back-Channel Logout 1.0%°.

[ns ysegomneHus yepes Beb-6paysep B HacTpolikax npuaoxeHus B Blitz Identity Provider pernctpupyetca obpa-
60TunK «Ccbl/IKa AN OYNCTKM ceccum nosib3oBaTens B 6paysepe (Front channel)». Ecain 06paboTunk 3apermcrpu-
pOBaH M B NpoLLecce CECCUM NONb30BATENb BXOAWA B MPUNOKEHWE, TO NPY BbI3OBE NO/b30BaTeENEM NorayTa Blitz
Identity Provider yepes 6pay3ep Ha cTpaHuLEe BbIXOAa NOAb30BaTeNA Yepes ppelim <iframe src= "ccCbii-—
xa"> Bbi3oBeT Yepe3 HTTP GET yKa3saHHbIN B HAacTpolike 06paboTumk npunoxeHusa. B cnyyae ecam b6bina otme-
YyeHa HacTpoliKa «[1o6aBnATb MAEHTUPUKATOP CECCMM U IMUTEHTA B CCbIJIKY OYMCTKM ceccum B bpaysepe (Front
channel)», To fononHUTENbHO BYAYT NepeAaHbl cieaytowme napameTpbl B 3anpoce:

® 1ss—uMAeHTUPUKATOP NOCTaBLIMKA NAEHTUDMKALUY;
* sid—uaeHTUOUKATOP ceccumn NoNb3oBaTeNs.

Mprmep BbI30Ba CCbIKM A1 OUUCTKM ceccum nosb3osaTens B 6paysepe (Front channel):

https://app.company.com/front_channel_logout?iss=https://login.company.com/blitzé&
—s1d=4ac78c75-b99d-44dc-9304-d2599¢c829440

B oTBeT Ha BbI30B NPUIOKEHME AONKHO 3aBEPLUNTL JIOKAIbHYIO cecCUto U BepHYTb oTBeT HTTP 200 OK. Takxe
B OTBET [LO/IKHbI ObITb BK/IOYEHbI 3ar0N0BKMU:

95 https://openid.net/specs/openid-connect-frontchannel-1_0.html
% https://openid.net/specs/openid-connect-backchannel-1_0.html

3.2. UHTerpauma npunoxxexHmna no OIDC 403


https://openid.net/specs/openid-connect-frontchannel-1_0.html
https://openid.net/specs/openid-connect-backchannel-1_0.html

Blitz Identity Provider, Bepcus 5.23

Cache-Control: no-cache, no-store
Pragma: no-cache

MpumevaHue: [lpu peanunsaumm Ha CTOPOHE NPUAOKEHUA 0BpPaboTYMKa Npuvema yBeAOM/IEHUA Yepes
Beb-6pay3ep cneayeT yunTbiBaTb 0COOEHHOCTM COBPEMEHHbIX Bpay3epoB, KOTopble NPOTUBOAEMCTBYIOT ne-
peaade cookies npu BbizoBe 06paboTunkoB B pperime Ha URL-gomeHbl, otTanyHble oT URL-gomeHa poautens-
CKOW CTpaHULpbI:

—4T06bI coOkie CTOPOHHEero caliTa Morna 6biTb NepesaHbl U3 dperima, y cookie gonkeH 6bITb ycTaHoBAEH dnar
SameSite=None 1 ¢dnar Secure, B MOMEHT YCTAHOBKM WK Nepesanuncu cookie He fonKeH nepesaBaThes
3aronoBoK X—-Frame-Options, a cam 06paboTynK gosKeH bbiTb AocTyneH no HTTPS;

— BbI30B 06paboTumKa He ByaeT NpPoM3BOAUTLCA B HEKOTOPbIX Bpaysepax B Clydae OTKPbITUA CTPaHULbI B
PEKUME KUHKOTHUTOY.

Ons ysefomneHuns yepes cepBep B HacTpoiiKax npuioxeHnus B Blitz |dentity Provider peructpupyetca obpa-
60TunK «CcblNKa ANA OYUCTKM CECCUM NOJIb30BaTeNs B npunoxkeHum (Back channel)». Ecan 06paboTtumk 3aperu-
CTPUPOBaAH M B NpoLLeCcce CeECCUM NONb30BaTENb BXOAMA B NPUIOKEHME, TO NPU BbI30BE NO/Ib30BaTENEM NOrayTa
cepsep Blitz Identity Provider Bbi3oBeT cepBep npunoxkeHua yepes HTTP POST Ha yKa3aHHbIA B HAacTpoike 06-
paboTunK npuaoxeHus. B Bbizos byaeT nepegaH mapkep sorayta logout_token, npeactasnawoowmii coboi
JWT-TOKeH, B Te/Ie KOTOPOTO COAEPKATCA CeayoLMe NapameTpbl:

* iss—unaeHTUOUKATOP NOCTABLLMKA UAEHTUDUKALUM;
e aud— naeHTUMKATOPbI OMOBELLAEMbIX MPUIOKEHWIA;
e iat —Bpems BbiNycKa MapKkepa 06HOBAEHUS;

e jti—wumaeHTUdMKATOP MapKepa orayTa;

e events - KOHCTaHTHOe 3HayeHue http://schemas.openid.net/event/
backchannel-logout comacHo cneundumkaumm OpenlD Connect Back-Channel Logout 1.0;

* sid-wuaeHTudMKaATOP CECCUMM NONb30OBATENS;
* sub — uaeHTUOUKATOP NoNb3oBaTENS.

B mapkepe obHOBNEHMA NpUCYTCTBYET IMbB0 sub (ecnn He BKAOUYEHA HacTpoliKa «[obasnatb naeHTMduUKaTop
CeCCUM M SMUTEHTA B CCbIJTKY OYMCTKM ceccum B npunoxeHmm (Back channel)», nnbo sid (ecam HacTpoitka «[o-
6aBNATb UAEHTUPUKATOP CECCUM U SMUTEHTA B CCbIIKY OUUCTKM ceccumn B npunoxeHunn (Back channel)» skatove-
Ha).

Mpumep BbI3OBa CEPBUCA OYUCTKM CECCMM NOJIb30BaTeNs B NpuioxKeHun (Back channel):

POST /back_channel_logout HTTP/1.1
Host: app.company.com
Content-Type: application/x-www—form-urlencoded

logout_token=eyJ..J9.eyJ..J9.RV8..Nw

Mprmep pa3obpaHHOro Tesla MapKepa JiorayTa Npu BbIKNKOYEHHOW HacTpoike «Jo6asnaTb naeHTUPUKATOp cec-
CUM M SMUTEHTa B CCbIZIKY OYMCTKM ceccum B npunoxkeHnu (Back channel)»:

"iss": "https://login.company.com/blitz",
"aud": [

"ais"
]I
"iat": 1646979918,
"Jti": "ee75ccd8-ad30-4175-9a61-3ael6clab730",
"events": {

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"http://schemas.openid.net/event/backchannel-logout": {}

}l
"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

Mprmep pasobpaHHOro Tesla MapKepa forayta Npu BKAKOYEHHOM HacTpoiKe «[1o06aBnATb naeHTUdGMKaTOp ceccum
M 3MUTEHTa B CCbIJIKY O4MCTKM ceccun B npunoxkeHum (Back channel)»:

"iss": "https://login.company.com/blitz",

"aud": [
"ais"

] 14

"iat": 1646979918,

"Jti": "ee75ccd8-ad30-4175-9a61-3ael6clab730",

"events": {
"http://schemas.openid.net/event/backchannel-logout": {}

by
"sid": "4ac78c75-b99d-44dc-9304-d2599c829440"

B oTBeT Ha BbI3OB NPUIOKEHUE AO/IKHO:

1. MpoBepuTb NOANUCH MapKepa JIorayTa Mo aHaNorMK C TEM, KaK BbINOAHAETCA 1p08EPKA NOOMNUCU MapKepa
udeHmuguxkayuu (cTpaHuua 397).

2. MposepuTb, 4TO:

® 1SS COOTBETCTBYET MAEHTUPUKATOPY Pa3BEPHYTOM CUCTEMBI issuer;

e aud BKIOYAET UAEHTUPUKATOP BbISBAHHOTO NPUIONKEHUSA;

* MapKep 06HOBAEHUA BbINyLLEH (1at) He paHee 2 MUHYT Hasag;

® sid uam sub cOOTBETCTBYIOT AEMCTBYIOLMM CECCUAM NONb30BATENA.

3. Ecnu Kakune-To NpoBepKkn mapKepa norayta HeycrewHbl, To BepHyTb Kog HTTP 400 Bad Request.

4. Ecnv BCce NpoBePKM yCreLHbl, TO 3aBEPLUUTb JIOKA/IbHYIO CECCUIO NOJib30BaTeNa n BepHyTb HTTP 200 OK
B cnydae ycnexa uam HTTP 501 Not Implemented B cnyyae, ecam ceccuio 3aBeplUnTb He yAanoch.

PekomeHayeTca BKAOYNTL B OTBET 3ar0/I0BKU:

Cache-Control: no-cache, no-store
Pragma: no-cache

3.2.3 MopgKntouyeHne Mo6MUNAbHOrO NPUIOKEHUA

Coset: Cm. onucaHue (cTpaHuua 225) NnpuHUMNA B3aMMOAENCTBUA MOBUAbHOrO npunoxkeHua c Blitz Identity
Provider no OIDC.

3.2. UHTerpauma npunoxxexHma no OIDC 405
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HacTpoliku nogknioueHusn
[na nogknoueHna mobunbHoro npunoskeHus K Blitz Identity Provider notpebytoTcsa AaHHble, NOAyYeHHble Npu
ero pezucmpayuu e npodykme (cTpanmua 382):
* naeHTUdUKaTOP, NPUCBOEHHDIM NpunoxKeHuto B Blitz Identity Provider (software_id);
® nepBUYHbIM Mapkep goctyna (Initial Access Token);
* MeTaZlaHHble NpUNoKeHun (software_statement);
® 3aperncTpmpoBaHHble ana npunoxeHma URL Bo3BpaTa npu aBTopmsaumu;
® 33aperncTpmpoBaHHble Ans npunoxkeHua URL Bo3BpaTta npu norayTe;
® 33perncTpPMpOBaHHbIE ANA NPUNOKEHUA pa3peLleHuns (scope).
B uensx Bsaumopgewnctama ¢ Blitz Identity Provider npunoseHue AonKHO MCNONb30BaTb CeAytowme agpeca:
¢ URL gns npoBeaeHMA aBTOpM3aLMM U ayTEHTUDMKALUK:
- https://login-test.company.com/blitz/ocauth/ae (TectoBas cpesa)
- https://login.company.com/blitz/ocauth/ae (NnpoaykTMBHana cpeaa)
¢ URL gns nonyyeHuns n o6HOBNEHUA MapKepa gocTyna:
- https://login-test.company.com/blitz/ocauth/te (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/te (NpoaykTMBHasA cpeaa)
e URL gna nonyvyeHnAa gaHHbIX NOb30BaTeNA:
- https://login-test.company.com/blitz/ocauth/me (TectoBan cpesa)
- https://login.company.com/blitz/ocauth/me (NpoaykTMBHasa cpeaa)
¢ URL Ans AMHaMMUYeCKOWN permcTpaLmMm aKk3eMnasapa MobuAbHOro NPUNOKEHUA:
- https://login-test.company.com/blitz/ocauth/register (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/register (NnpoaykTMBHan cpeaa)
e URL gna nonyvyeHnA gaHHbIX O MapKepe AocTyna:
- https://login-test.company.com/blitz/ocauth/introspect (TectoBas cpesaa)
- https://login.company.com/blitz/ocauth/introspect (NnpoaykTMBHan cpeaa)
e URL gna BbinONHEHWA norayTta:
- https://login-test.company.com/blitz/ocauth/logout (TectoBas cpesa)
- https://login.company.com/blitz/ocauth/logout (NpoayKkTneBHas cpesa)

Bce 31 URL, a TaK:Ke AONONHUTE/IbHbIE CBEAEHMSA, PAa3MELLEHbI MO aapecy AMHaMUYECKM 0BHOBAAEMbIX HAaCTPO-
ek (MeTagaHHbIX) Kaxgoi cpeabl Blitz Identity Provider:

Coset: Cm. RFC 8414 OAuth 2.0 Authorization Server Metadata®’.

e https://login-test.company.com/blitz/.well-known/openid-configuration
(TecToBas cpeaa)

e https://login.company.com/blitz/.well-known/openid-configuration (npoagyk-
TMBHas cpeaa)

Pa3paboTunKmn NPUAOKEHUA MOTYT HE NPONMUCLIBATbL BCE yKasaHHble URL B KOHdUrypaLmMm cBoero npuaoxeHus,
a MCNO/Ib30BaTb B HACTOMKaxX eAuHYH0 CCbIIKY Ha meTagaHHble Blitz Identity Provider.

97 https://tools.ietf.org/html/rfc8414
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lfoToBbIEe 6UGNNOTEKMU

Ons nHTerpaunm mobunbHbix NpunoxkeHui c Blitz Identity Provider 6yaeT noneseH nHoOpMaLMOHHbIN pecypc
https://appauth.io/, npeaocrasaaowmii SDK ans i0OS/Android.

AvHamuyeckasa perucTpauma sKseMmnaapa NpUaoXKeHuA

MpepBapuTeNbHbIE YCAOBUA ANA AMHAMUYECKOM perncTpaumnmn sksemnaapa MobmuabHOIo NPUIOKEHUS:
* M0/b30BaTe b AO/IXKEH YCTAHOBUTb MOBUIbHOE NPUNOMKEHWE;
* MOBUIbHOE NPUNOKEHME AOMKHO UMETL CAeAyIOLLIME AaHHbIE:
- UAEHTUPUKATOP MOBUABHOTO NpUNOXKeHUa (software_1id);
— MNepBMYHbIN MapKep gocTyna (Initial Access Token);
— MeTafaHHble MOBUNbHOTO NPUAOKeHUA (software_statement).

MobunbHoe npuaoxeHne AoNXHO oTnpasuTe HTTP-3anpoc metogom POST B Blitz Identity Provider no agpecy
cepBuca AMHaMMYECKoW pernctpaumm /blitz/ocauth/register.

[onxHbl 6bITb NepesaHbl NapameTpbi:
* naeHTMdUKaATOp MOBUNBLHOTO NpUNOXKeHna (software_id);
* MeTaZaHHble MOBWIbHOTMO NpUNoKeHus (software_statement);

® TWUM YCTPOWCTBA, Ha KOTOPOM paboTaeT MobunbHOEe NpunoKeHne (device_type)—04HO U3 BOSMOMHbIX
3HaYeHWN, NpeacTaBieHHbIX B Tabauue:

Ucnonbsyembie B Blitz Identity Provider mapkepbi

Tun ycTpoiictBa (device_type) OnucaHue

iphone CmapTdoHsbl cemelicta iPhone

ipad MnaHweTbl cemericTBa iPad

android_phone CmapTdoHsbl nog ynpasneHmem OC Android
android_tab MnaHweTbl nog ynpasneHmem OC Android
win_mobile Yctpoiicta nog ynpasneHvem Windows 10 Mobile

3anpoc Ha AMHAMMUYECKYIO PErUCTPaLMIO AOMKEH COAEPMHKATL 3aroN0BOK Authorization ¢ nepBUYHbIM Map-
Kepom focTyna (Tun — Bearer), BblAaHHbIM NMPUIOXKEHMIO.

Mpumep 3anpoca:
POST /blitz/ocauth/register HTTP/1.1

Content-Type: application/json
Authorization: Bearer NINxnizbgYYQg94vEd6MjkTPxR3r2s9IAHBO92AszgTIgltY

"software_id": "CSI",
"device_type": "iphone",
"software_statement": "eyJOe..xQ"

Mpw ycnewHom BbiNnonHeHun 3anpoca Blitz Identity Provider Bo3spalaeT sk3emnnapy MobuabHOro npuaoxe-
HWUA NepeyeHb YTBEPKAEHWUN, Cpeay KOTopbIX AnA AanbHeliwel paboTbl HeobXxoaMMbl cneayrowme (MX HYXKHO
3alLMLLEHHBIM 06Pa30M COXPAHUTL B YCTPOICTBE NO/b30BaTeNSA):

* naeHTUPMKATOP 3K3emNaspa MobUAbHOTO NpunoKeHua (client_id);

® CEKpeT 3K3eMnIApa MOBUIbHOTO NpunoxeHus (client_secret);

3.2. UHTerpauua npunoxxexumna no OIDC 407
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* MapKep ynpasneHua KoHpurypaumel (registration_access_token);
¢ URL ynpaBneHus KoHdurypaumen (registration_client_uri).

Mpumep oTBeTa:

"grant_types": [
"authorization_code"

Iy

"registration_client_uri": "https://login.company.com/blitz/cauth/register/dyn~
—CSI~4e6904c5-ef29-4ae5-8d30-99¢359b8270f",

"scope": "openid profile",

"registration_access_token": "eyJOe..tw",

"client_id": "dyn~CSI~4e6904c5-ef29-4ae5-8d30-99¢c3590b8270f",

"software_id": "CSI",

"software_version": "1",

"token_endpoint_auth_method": "client_secret_basic",

"response_types": [
llcode"

1,
"redirect_uris": [
"com.example.app:/ocauth2redirect/example-provider"

1,
"client_secret": "3r0tt20lyeGecWqg",

"client_secret_expires_at": 0

MepBuuHbIi BXOA NoNb30BaTeNA

MMony4us (ctpanunua 407) napy client_id / client_secret 3Kk3emnasp MOBMIbHOIO NMPUIOXKEHUA 40/-
YKEeH NPoBeCcTU UAeHTMOUKaLMIO M ayTeHTUdMKALMIO NOb30BaTens cornacHo cneumdukaumam OIDC/OAuth 2.0
U C y4eToM JONoAHMTeNbHOM cneunduraumm RFC 7636 Proof Key for Code Exchange by OAuth Public Clients®®
(mobunbHoe npunoxkeHue npu B3aumogenicteuu c Blitz Identity Provider gonkHo ucnonbsosatb PKCE).

CueHapwuii uaeHTUGUKAUMA 1 ayTeHTUOMKALMM BKAIOYAET Cledytolme LWaru:
® 3anpoc Ha NoJlyYeHne Koga aBTopusaunu;
* rony4YeHue mapKepa 4oCTyna;
* Moay4YeHue AaHHbIX N0Nb30BaTeNs B 06MeH Ha MapKep 4ocTyna.

MepBMYHBIN BXOA NOMb30BaTeNA B MOBUAbHOE MpUIOXKEHUE OO0/KEH NPOU3OKTU B TeyeHue 1 yaca c 3aBep-
WeHMa auHamu4yeckon peructpaumm B Blitz Identity Provider sksemnnapa mobunbHOro npuaoxeHusa. MHade
client_id 6yaeT aHHYAMpPOBaAH M NoTpebyeTca NOBTOPHAA AMHAMMYECKan perncrpaums.

Mony4yeHue Kopa aBTopusauum

[Ona npoBeaeHUs ayTeHTUDMKaLMM SK3eMNAAP MOBUABHOIO NPUNOXKEHUA AOJIXKEH Bbi3BaTb LUTATHbIM 6pay3ep
MobUunbHOM NnaThopmbl U NepeHanpasuTb B HeM nonb3oBaTtena Ha URL Blitz Identity Provider cepsuca npose-
AeHuA aBTopu3aumm n ayteHtudumKkaumm (/blitz/ocauth/ae).

Mpu ncnonb3oBaHMKM bpaysepa MOBUIbHLIM NPUNOKEHNEM CEAyET yYecTb caeaytolme ocobeHHOCTH:

e nna i0OS HeobxoaMMO MCNONB30BaTb BCTPOEHHbIN 6paysep: knacc SFSafariViewController wam
Knacc SFAuthenticationSession (in-app browser tab pattern);

e ana Android Heo6xo4MMO MCNOb30BaTh BCTPOEHHbLIN Bpay3ep: PyHKUMA Android Custom Tab (pea-
nn3yet in—app browser tab pattern).
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BHumaHue: Ucnonb3osaHne Embedded-6pay3epa He gonyckaeTcs.

B KauecTBe napameTpoB 3anpoca cneayeT yKasatb:
e client_id—unaeHTudurKaTOp 3K3EMNAAPA MOOUABHOIO NPUNOKEHMS;
* response_type —Tvn oTBeTa (NPUHUMAET 3HayeHue code);

* scope — 3anpalinBaemble paspeLleHmns, 4OMKHO BbiTb NepeaaHo paspelleHmne openid u Heobxogumble
[AOMNONHUTE/IbHbIE SCope 414 NONYYEHUA AAaHHbIX NONb30BaTeNA (3TU Scope A0/XKHbI BbITb NPEsyCMOT-
peHbl MeTaZaHHbIMM);

e redirect_uri —ccbliKa A0 BO3BPATa N0/b30BaTe/NA B MPU/IOKEHME, CCbI/IKA AONKHA COOTBETCTBOBATb
O4HOMY U3 YKa3aHHbIX B MeTaZlaHHbIX 3HaYeHuni. YTobbl nocne asTopusauum Blitz Identity Provider cmor
06paTHO BbI3BATb MOBUIbHOE NPUIOKEHUE, CIEAYET UCMOb30BATb CNEAYIOLLNE CXEMDI:

- anaios:

Coser: Mpumep peanunsaumm — cm.: https://github.com/openid/AppAuth-iOS

* BapuaHT 1 —uncnonb3osathb private-use URI scheme (custom URL scheme). Bug ccbinok Bos-
BpaTa: com.example.app:/ocauth2redirect/example-provider (perucrpupytoT-
ca B Info.plist kntoun Tna CFBundleURLTypes);

* BapuaHT 2 — ucnonb3oBatb URI BMAa https (Universal links). Bua cCcbIOK BO3Bpa-
Ta: https://app.example.com/ocauth2redirect/example-provider (ucnonb-
3yetca ¢pyHKumMA «Universal links», URL peructpupytotca B ent it lement -datine B npuioxe-
HUWM U aCCOLMMPOBAHBI C LOMEHOM NPUAOKEHUS). ITOT cnocob npeanoututenbHee ana i0S 9 u
Bbile.

— ansa Android:

Cosert: Mpumep peanmnsaumm — cm.: https://github.com/openid/AppAuth-Android

* BapuaHT 1 —ucnonb3osaThb private-use URI scheme (custom URL scheme). Bug, cCbNOK BO3-
BpaTa: com.example.app:/ocauth2redirect/example-provider (nogaeprkka
ccblNoK ¢ nomoubio Android Implicit Intents, ccbinku pernctpupytotca B manifest);

% BapuaHT 2 — mncnonb3osBatb URI BMga https (Universal links). Bug ccbiiok BO3Bpa-
Ta:https://app.example.com/ocauth2redirect/example-provider (goctynHo
HauuHana ¢ Android 6.0, ccbinku perncTpupytoTcs B manifest). 310t cnocob npeanoytutesbHee
ana Android 6.0 u Bblwe.

e state — Habop cAy4aHbIX CUMBOIOB, UMEIOLWMIA BUA, 128-6UTHOrO MaeHTUdMKaTOpPa 3anpoca (Mcnonb-
3yeTca ANA 3alMTbl OT NepexsaTa), 3TO Ke 3HayeHue byaeT BO3BPaLLeHO B OTBETE — OMNUMOHA/IbHbIV Napa-
MeTp;

* access_type (HeobssaTenbHbI NapameTp) — TpebyeTca AW NpunoxKeHuto noay4yatb refresh_token,
HeobXoaMMbIi ANA NoAyYeHUA CBEAEHUIM O NO/Ib30BATE/IE B Aa/ibHeNLWeM, KOraa noab3osaTesb byaet oo-
dnaitH. MpuHumaeT 3HayeHue “online” /“offline”, refresh_token npeaocrasnaetcs npu access_type=offline.
Ecnv 3HaueHWe He 3a4aHO, TO NOBeAeHME ONpeaenaeTcs HaCTPOMKON, 3alaHHOM AR yKa3saHHOro Npuao-
»eHus B Blitz Identity Provider;

e code_challenge_method — meTos wudposaHua mnaeHTUdMKaTopa 3anpoca, cnefyeT yKasblBaTb
”5256”;

e code_challenge - 3awundpoBaHHbIN UAeHTUPUKATOP 3anpoca. WMaeHTudMKaTop 3anpoca
(code_verifier) pomKkeH 6biTb 3aNOMHEH 3K3eMMAAPOM MOBUABHOTO NPWIOXKEHUS AAA nocne-
Ayloweln nepegayv B 3anpoc Ha nosyyeHne mapkepa goctyna. LWnppoBaHHoe 3HayeHWe BbluMcaneTcs
cneayowmm obpasom:
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code_challenge=BASE64URL-ENCODE (SHA256 (ASCII (code_verifier)))

Mpvmep 3anpoca Ha NosyYeHMe Koga aBTopu3almm (3anpolueHa ayTeHTMOUKALMA U MapKep JOCTyna C paspe-
WweHnamu openid u profile, ncnonoayertca PKCE):

https://login.company.com/blitz/ocauth/ae?scope=openid+profile
&access_type=online&response_type=code
&state=342a2c0c-d9%ef-4cd6-b328-b67d%afba7f
&client_id=dyn~CSI~4e6904c5-ef29-4ae5-8d30-99c35908270f
&code_challenge_method=S256&code_challenge=gqjrzSWIgMiUgpUvqgEPE4
&redirect_uri=https%$3A%2F%2Fapp.example.com$2Foauth2redirect%$2Fexample-provider

Mprmep oTBETa CO 3HaYEHNEeM Koga aBTopu3auun (code) M napameTpom state:

https://app.example.com/ocauth2redirect/example-provider?
—code=f954nEzQ08DXjudwxGbSSfCX7TkZ1GvXUR7TzVus8£fGnu4AUl-YIosgax—
—BLXMeQQAlasD6CN2gG_OKXKS5NIjARoKykhuR9IpbuzgeFxS0&state=342a2c0c-d9%ef-4cd6-b328-
—b67d9%baf6a’f

Bo3MOHble olnMbBKM Npu Bbi3oBe /oauth/ae cootsetcTaytoT RFC 6749 1 onucaHbl 3aeck™.

MonyueHne mapKepoB 3K3eMNAAPOM NPUNONKEHUSA

Mocne nonyyeHMA Koga aBTOPU3aLMKM IK3EeMNAAP MOBUABHOTO NPUIOKEHUA AONKEH OOMEHATb ero Ha MapKe-
pbl. Ans 3TOro aksemnaap gomkeH cdopmmnpoBaTb 3anpoc metogom POST Ha URL ans nonyyeHus mapkepa. 3a-
NpOC A0/IXKeH cogepaTb 3aro/ioBok Authorization co3HayeHnem Basic {secret}, rge secret —3to
client_id:client_secret (Hanpumep, dyn~CSI~4e69..Wq) B dopmaTe Base64.

MprMmep 3aronoBKa:

Authorization: Basic ZHI1uOkNTSTo..dx

Teno 3anpoca AOMKHO CoAepXKaTh Ceaytolme napameTpbl:

e code — 3Ha4YeHMe KoAa aBTopM3aLLMK, KOTOPbIM Bbla paHee NofydYeH 3K3emMnaapoM MOBUAbHOrO Npuio-
»eHus ot Blitz Identity Provider;

e grant_type —3HadyeHue authorization_code;

e redirect_uri—ao0mKHo 6bITb TO }Ke camoe 3HaueHue, KoTopoe bbIN10 YKa3aHo B 3anpoce Ha nosiyyeHue
Ko4a aBTOpM3aLmu;

e code_verifier —uaeHTMUKATOP 3anpoca, CreHepUpPOBaHHbIN 3K3eMNAAPOM MOBUNBLHOTO NPUIOKE-
HWA NPW 3aNpOCe Ha NoJlyYeHne KoAa aBTopm3aLmm.

Mpumep 3anpoca:

POST /blitz/oauth/te HTTP/1.1

Authorization: Basic ZH1uOkNTSTo..dx

Content-Type: application/x-www-form-urlencoded
grant_type=authorization_code&code=FLZHS..GU
&redirect_uri=https$%$3A%2F%2Fapp.example.com$2Foauth2redirect%2Fexample-provider
&code_verifier=M25iVXpKU3puUjFaYWg3TINDTDQtcWI1ROUY5YX1walNocOhhakxifmZHag

B oTBeT BO3BpaLLaETCA MapKep 40CTyNa U MapKep naeHTuduKaumu.

Mpumep oTBeTa € yCNewHbIM BbIMOAHEHMEM 3anpoca:
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"id_token": "eyJhb..J9. eyJub..0=.Ckt_dr..sQ",
"access_token": "dO-xym.BE",

"expires_in": 3600,

"scope": "openid profile",

"token_type": "Bearer"

Mocne nonyyeHma mapKepa A0CTyna 3K3emnasp MobUAbHOrO NPUIOKEHNA CTAHOBUTCA CBA3AaHHbLIM C YYETHOW
3anucbio NoNb3oBaTena. PeKomeHayeTca, YTobbl MOBUIbHOE NPUIOMKEHUE NPEAOKMO0 NONb30BaTE/IO YCTaHO-
8uUTb MUH Koa, naum Bkatountb Touch ID/Face ID.

TaKKe C MOMOLLbIO NOMYYEHHOr0 MapKepa AO0CTYNa NPUIOKEHUE MOXKET 3a/1pocumb 0aHHbIE O M0b308aMene
(cTpaHuua 422).

Ecnu Kof aBTOpM3aLmMK Bbia yKe MCNob30BaH, He coBnan redirect_uri ¢ paHee UCMONb30BAaHHbLIM B Bbl-
30Be K /oauth/ae, AN UCTEK CPOK AEUCTBUA KoAa, NMbO nepefaHHbll code_verifier He cooTBeTCTBYET
code_challenge, TO B KayecTBe 0TBeTa byaeT Bo3BpaLleHa ownbKa.

Mpumep oTBeTa C OWMOKOIM:

"error": "invalid_grant",
"error_description": "The provided authorization grant.. is invalid, expired,.
—revoked..."

Bo3MOsHble olMbBKM npu Bbi3oBe /oauth/te cooTsetcTaytoT RFC 6749 n onucaHbl 3aeck™,

MoBTOpHbIM BXOA Nob30BaTeNA

Mpu Kaxkaom Bxofe No/b30BaTeNsA B 3K3eMNAAP MOOUABHOFO NPUIOKEHUA, ECAN C YCTPOMCTBA AOCTYNEH Bbl-
xoZ4, B ceTb IHTepHeT, cneayeT Nnpor3BoauTb ayTeHTUdMKaLMIO NOb30BaTENA NOCPEeACTBOM Bbi30Ba cepBuca Blitz
Identity Provider. B YacTHOCTW, Npu KaxK4oM BXOAE B IK3EeMMNASAP MOOUIbHOIO NPUNOKEHNS HeobxoanMmo npose-
puTb NMNH-Ko4 nonb3osaTens uau Touch ID/Face ID, nocne Yero nseneyb 3aWMLLEHHO XPAaHUMbIE Ha YCTPOICTBE
client_id/client_secret v caenatb 3anpoc B Blitz Identity Provider Ha npoBeaeHMe NOBTOPHOro BX0Aa
nonb3osaTenA. Mcnonb3oBaTb NoayyeHHbIN B oTBeT OT Blitz Identity Provider mapkep goctyna gns nonyyeHus
aKTya/NbHbIX AaHHbIX NO/Ib30BaTeNs.

3anpoc B Blitz Identity Provider Ha npoBeaeHe NOBTOPHOIoO BXOAa AO/IXKEH ObiTb BbiNO/HEH meTogom POST Ha
URL gna nonyyeHus mapkepa (/oauth/te). 3anpoc AOMKEH coAeprKaTb 3aroNoBoK Authorization co 3Ha-
yeHnem Basic {secret}, rge secret —ato client_id:client_secret aK3emnaspa mobuabHoro
npunoxKenus B popmate Base64.

Teno 3anpoca fO/MKHO coAepKaTb NapameTpbl:
® grant_type —3HadyeHne client_credentials;
® scope — nepeyeHb 3anpaLliMBaemblX IK3EMNIAPOM MOBUABHOIO NPUIOKEHUA Pa3PELLEHNN.

Mpumep 3anpoca:
POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc21l1LlmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==

Content-Type: application/x-www-form-urlencoded

grant_type=client_credentialsé&scope=profile

B oTBeT BO3BpaLLaeTCA MapKep AOCTyna U MHPopmMaumsa 06 3ToM MapKepe.
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Mpumep oTBeTa € yCnewHbIM BbINOAHEHMEM 3anpoca:

"access_token": "dO-xym..BE",
"expires_in": 3600,

"scope": "openid profile",
"token_type": "Bearer"

Mcnonb3ya NonyYeHHbI MapKep A0CTYNa, 3K3eMNAAP MOBUILHOTO MPUIOKEHUA MOMKET 3a/1pocums (CTPaHU-
ua 422) akTyanbHble AaHHble nonb3osaTtens us Blitz Identity Provider, yutobbl npyn He06x04MMOCTM BU3yannM3npo-
BaTb U1M OBHOBUTL 3TW AaHHbIE B YCTPOICTBE.

Ecnu nonb3osatens B Blitz Identity Provider oTo3san y aksemnaspa MobUAbHOIO NPUAOKEHUS NPaBO aBTOPU3a-
umm B Blitz Identity Provider, To B pe3ynbTaTe Bbi3oBa Blitz Identity Provider aksemnnap mMobuibHOro NpUAoXKeHUA
NOJIYYNT OLUUBKY.

Mpumep oTBeTa C OLIMOKON:

"error": "invalid_client",
"error_description": "Client authentication failed.."

Bo3MOHble olnMbBKM Npu Bbi3ose /oauth/te cooTsercTaytoT RFC 6749 n onucaHbl 3aeck L,

MepekntoyeHue nnam BbIXoA noab3oBaTens

Ecnv B MOBWMABHOM MNPUAONKEHUM NpesycMOTpeHa OYHKLMA BbIXOAA WMAM CMeHbl Mo/sb3oBaTens, To npu
Bbl30BE MONb30BaTe/leM TaKoOM QYHKUUM MOOUAbHOE MNPWUIONKEHME [O/MKHO Takxe BbI3BaTb Blitz Identity
Provider u yaanutb BbiNyLEHHYIO A4 AaHHOTO 3K3eMmniApa MOBMAbHOrO NpuaoKeHusa napy client_id /
client_secret. Ecaun 310 He BygeT caenaHo, TO NpU BbiXoAe No/b30BaATENS U3 MOOUIBHOIO NPUNOXKEHMS,
nosib3oBaTeslb B Beb-npunoxeHuu Blitz Identity Provider Hacmpoliku 6e3onacHocmu Bce paBHO byaeT BUAETH,
YTO MOBMNBbHOE NPUNONKEHWNE BCE eLLLe NPUBA3AHO K €ro YYETHOW 3anucu.

MpumeuvaHme: CTaHAAPTHbIN agpec umeeT BUA: https://login.company.com/blitz/profile.

Ytobbl yoanutb w3 Blitz Identity Provider BbinyweHHyt0 Ana 3Kk3emnaspa mMob6WUAbHOrO MPUIOXKEHMA na-
py client_id/ client_secret, MmobunbHoe NpuaoKeHMe AO/KHO oTnpasuTb B Blitz Identity Provider
3anpoc metogom DELETE Ha URL ynpasneHusa KoHourypaumen (registration_client_uri), nony-
YEHHbIA M 3aNOMHEHHbIN MOBWUABHBIM MNPUAOKEHWEM NpPU BbI308e OuHamuyeckoll pezucmpayuu (cTpa-
Huua 407) B Blitz Identity Provider 3sk3emnaspa MOGMALHOrO NPWUIOMNKEHUA. 3anNpoc LO/KEH coaep-
aTb 3aronoBok Authorization co 3HayeHMem Bearer {registration_access_token}, rge
registration_access_token —3To MapKep ynpaBaeHUa KOHOUTypaLnei, TakKe NOAyYeHHbIN 1 3anom-
HEHHbIV B NpoLecce AMHAMMUYECKON perncTpaunn. 3anpoc He TpebyeT yKasaHUA NapameTpos.

Mpumep 3anpoca:

DELETE /blitz/ocauth/register/dyn~CSI~4e6904c5-ef29-4ae5-8d30-99¢c359b8270f HTTIP/1.1
Authorization: Bearer eyJOe..tw

Ecnm nocne yaanenus napbl client_id/client_secret MobuibHOE NPUIOKEHME CPasy 3anpoCuT noay-
YyeHue HoBoOM napbl client_id / client_secret, n 3anpocuT BXOA N0Ab30BaTeNA, TO €CM NPeablayLmit
BXOZ, BbINOJIHA/ICA B 3TON e bpay3epHoi ceccumn, To cpaboTtaeT SSO M Nonb3oBaTelb aBTOMAaTUYECKU BOWAET
NPEeXHUM akKayHTOM. OBbIYHO 3TO HeKenaTe/lbHOe NoBeAeHME AN BXOAA CPa3y NoC/e BbIX0Aa, TaK KaK 0Xuaa-
eTcA, YTO N0Sb30BaTe b 3aX04eT BOMTU NOA APYTMM akKayHTOM. [oaTomy nocnie BbiIxoga pekomeHayeTcA 3anpa-
LUMBATb HOBbIN BXOA4 OAHMM U3 CAeAYHLWUX CNocoboB:
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¢ [pu 3anpoce Koga aBTOPM3aLLMM YKa3bIBaTb B 3aMpoce AONONAHUTENbHbIV NapameTp prompt=1ogin. To-
roa Blitz Identity Provider npegnoxuT Tekywemy noib3oBaTento NPOUTU ayTeHTUOUKALMIO, AaXKe ecu akK-
TMBHa Blitz Identity Provider ceccus. Tak:ke nosib3oBaTe/lb MOXKET HA CTpaHULE BXoAa BblbpaTe CMeHUMb
GKKayHmM, 4Tobbl BOMTU NoA APYroi y4eTHOM 3anuchblo.

e Mpu 3anpoce Koga  aBToOpM3auMM  YKasaTb B 3anpoce  AOMOAHWUTE/NbHbIA  MapameTp
prompt=select_account. TaK Blitz Identity Provider cpa3y npeanoxuT nonb3oBaTtesnto BbiI6paTb aK-
KayHT 13 YMCN1a 3aNOMHEHHbBIX MW BOWTU HOBbIM aKKayHTOM. [0/1b30BaTeNto He NPUAETCA AOMNONHUTENIbHO
HaXXMMaTb KHOMKY CMeHUMb aKKayHm Ha CTpaHuLLe BXoAa.

OTKpbiTUE Beb-pecypcoB U3 NpUNoKeHUs

B HEKOTOPbIX MOBUABHBIX MPUNONKEHUAX pa3paboTinmkam MoXKeT noTpeboBaTbCA NPeaycMOTPeTb PYHKLMIO OT-
KpbITUA Be6-pecypcos, Takke Tpebyowmx naeHtudukaummn/ayteHTMduKaLmMm nonb30BaTens, U UCNob3YHLLUX
ans sto uenwm Blitz Identity Provider (pexum ckBo3HOW ayTeHTUdMKaLUK).

Mpw goctyne K Beb-pecypcy Nosb3oBaTeslb, BOWEAWNA B MOBUIbHOE MPUIOKEHWNE, MOXKET CTONIKHYTHCA C CU-
Tyaumei, uto Blitz Identity Provider noBTopHO noTpebyeT y Hero NPonTU naeHTUdUKaumio/ayTeHTUdGUKaLMo B
Beb-pecypce B pesysbTaTe 3anpoca COOTBETCTBYHOWMM Beb-npunoxeHnem naeHtuduKkaumm/ayteHTudmKkaumm
nonb3osaTens B Blitz Identity Provider. Ytob6bl Takoro He Npou3oLwwno, MobunbHOE NPUIOKEHNE MOXKET HEMNo-
CpeacTBeHHO nepep, BbI30BOM Beb-pecypca 3anpocuts B Blitz Identity Provider nonyyeHne mapkepa goctyna
(access_token) Ha cneumanbHoe paspelleHne (scope) c UMeHemM native.

MonyunTb MapKep A0CTyNa MOXKHO CNOCOH6OM, ONUCAHHBIM B [To8mopHbIl 8x00 nosns3osamersd (cTpaHnua 411)
wnwn MonyyeHue mapkepos (cTpaHuua 392) (Npu HanmMumMm y npunoxenmsa refresh_token).

Mpumep 3anpoca:

POST /blitz/ocauth/te HTTP/1.1
Authorization: Basic cG9ydGFsLmlhc2l1LlmxvY2FsOnBvcnRhbC5pYXNpdS5sb2NhbA==
Content-Type: application/x-www-form-urlencoded

grant_type=client_credentialsé&scope=native

B oTBET BO3BpALLAETCA He TONbKO MapKep A0CTYNa U MHbopMaLma 06 3TOM MapKepe, HO U cneuuanbHbii aTpubyT
— MapKep CKBO3HOIo BXoga css (cookie short session).

Mprmep oTBeTa € Noay4eHMem aTpubyTa css:

"access_token": "dO-xym..BE",
"css": "nUngQ..LA",
"expires_in": 3600,

"scope": "native",

"token_type": "Bearer"

Mocne 3Toro MobubHOE NPUIOKEHUE MOMKET OTKPbLIBAThL BeG-pecypc. Mpu 3ToM B 3anyckaemom Beb-6paysepe
MOBU/IbHOE MPUIOKEHWE L0MKHO NPeaBapuUTeNbHO YCTaHOBUTL cookie co creayowmmm napameTpamu:

* yma cookie — css;

* pomeH cookie — 1ogin.company.com;

¢ nyTb (path) cookie — /blitz;

e Pnarm HTTPOnly=true n Secure=true;

® 3HayeHue cookie — 3HayeHne, NoNy4YeHHOe B NapameTpe css npu nonydeHun ot Blitz Identity Provider
MapKepa [0CTyna Ha scope Cc UMeHemM native.
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Ecnn 3anyLueHHbIN Beb-pecypc B TeyeHne 300 ceKyHA, C MOMEHTA 3anycka uHuummpyert B Blitz Identity Provider
naeHTMduKaumio/ayteHTMdMKaumio, n cookie 6bina KOPPEKTHO yCTaHOBIeHa, To Blitz Identity Provider no 3anpo-
Cy BEO-NPUNOKEHMA NPOBEAET aBTOMATUYECKYIO CKBO3HYHO MAEHTUPUKALMIO U ayTEHTUDMKALMIO NOIb30BaTeNA
nof y4eTHOM 3anncbio, C KOTOPOI N0Nb30BATE/Ib PAHEE BXOAMA B 9K3eMMNAAP MOBUABHOIO NPUIOKEHUSA, BbI3BAB-
wero Beb-pecypc.

Bxopa B npunoxeHue no QR-koay

Bxoa no QR-Koay moKeT ucnonb3oBatbesa B Blitz Identity Provider Kak nepsbiit dpakTop ayTeHTUPUKALMK (anb-
TepHaTuBa BBoAy norvHa/napons). Mpu Bbibope aToro cnocoba exoaa Blitz Identity Provider popmupyet 1 o1o6-
paaet nonb3osatento QR-Koa, B KOTOPOM 3aKOAMPOBaH 3anpoc Ha Bxog, (PucyHOK 6). Cpok aelicteus QR-koaa
orpaHuyeH, a cdopMMUpPOBaHHbIN 3aNpoc ABAAETCS 04HOPA30BbIM. [0 UCTeYEHME CPOKA AENCTBUA OTOBParKEHHO-
ro QR-KoZa No/b30BaTeNto0 NPeAOCTABAAETCA BO3SMOMXKHOCTb 3aNpocuTb oTobparkeHne HoBoro QR-Kkoaa.

3akoampoBaHHaAa B QR-Koae ccbinika umeeT BuA: QR_URL?code=b0671081-cb73-4839-8bc1-8cf020457228,

Hanpumep:

https://login.company.com/blitz/login/gqr?code=b0671081-cb73-4839-8bcl-8cf020457228

3HauyeHne QR_URL moKeT 6bITb HAaCTPOEHO TakMm 0bpa3om, 4Tobbl B cyvae HaBegeHMa cmapTdoHa Ha QR-Kkopg ¢
MCMONb30BaHNEM CTAHAAPTHOTO NPUNOKEHNA KaMepPbl NOb30BATENO MOI1a 6bITh 0TObpaXKeHa BeO-CTpaHUUa ¢
WHCTPYKLMEN NO NONYYEHUIO NPAaBUAbHOFO MOBUIBHOTO NPUAOKEHUA 1A 3arpy3kM QR-KOL0B MW BO3SMOMXKHOCTb
BbI30Ba NoaxoaLLero MmobunbHoro npunoxkenus Yyepes Universal Link.

Bxon B JIN4HbIA KabuHeT

Otckanupyinte QR-kog B MOGMNBHOM NPUNOXKEHUW MK
Kamepoi ycTpoucTea

Cpok pgeiictema kopa: 01:33

v0O6HOBUTL

Opyrue cnocobbl Bxoga =

Mpouecc Bxoga no QR-Koay Ha CTOpoOHe MO6UIbHOTO NPUNOKEHNA COCTOUT U3 Cheayrowmnx Wwaros:

1. Nepepn dotorpadpupoBaHnem QR-Kofa MOBUABHBIM NPUNONKEHMEM NO/b30BATENb AOMKEH bbITb 3an0-
rMHeH B MobunbHOE NpunoXeHue ¢ ucnonb3osaHmem Blitz Identity Provider, 1 mobunbHoe npunoxe-
HWe Oo/KHO nonyumTb B Blitz Identity Provider pelicTBytowmii mapKep A0CTyna CO SCOPe C MUMEHEM
blitz_gr_auth (pa3peweHne Ha NpPoBeAEHME BXOAA C UCMOIb30oBaHMEM QR-Koaa).

2. Mpwu poTorpadpumposaHumn QR-Koga MOBUIBHOE NMPUNOKEHME AOMKHO OTOPOCUTL 3HaYeHne QR_URL (oHo
He HYXKHO MPU/IOKEHUIO U AOMKHO BbITb NPOUTHOPUPOBAHO) U MPUIONKEHUE AOMKHO CYUTATb 3HAYEHUE
nepesaHHOro B CCblIKe NapameTpa code.
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3. MNocne cuntbiBaHUA QR-Koaa MobunbHOE NpUNoXKeHWe AOMKHO Bbi3BaTb B Blitz Identity Provider cepsuc
NnonyyYyeHua cBeAEeHMUI 0 3anpoce BXoAa, Nepeaas B CEPBUC 3HAYEHME NOMYYEHHOTO KOAa, a TaKKe 3arono-
BOK C MapKepoM [0CTyMna 1 3aro/10BOK TEKYLLErO A3blKa NOAb30BaTeNA.

[Mpumep BbI3OBA:

curl --location --request GET 'https://login.company.com/blitz/api/v3/auth/qr/
—b0671081-cb73-4839-8bc1-8cf020457228" \

—-header 'Accept-Language: ru' \

——header 'Authorization: Bearer eyJhb..tA'

B oTBeT BepHeTcs JSON, coaeprrawwmii tHbopmaumio ob IP-aapece, onepaunoHHoM cucteme 1 bpaysepe ycTpoit-
CTBA, HAa KOTOPOM NO/Ib30BATE/b MbITAETCA BOWTU C UCMOJIb30BaHWeM BxoAa no QR-Koay, a TakkKe Ums npuaoxe-
HUA, B KOTOPOE MO/1b30BaTe b MbITAETCA BOWUTH.

Mprmep ycnewHoro oTeeTa:

"ip": "83.220.238.103",
"rp_name": "User profile",
"ip_city": "Mockra",
"browser": "Chrome 109",
"ip_state": "Mocxkxsa",

"os": "macOS 10.15.7",
"ip_lng": "37.6171",
"device_type": "pc",
"ip_lat": "55.7483",
"ip_country": "Poccuga",
"rp_id": "\_blitz_profile",
"device_name": "macOS Big Sur (11)",
"ip_radius": "20",
"device": "PC"

TaKke nonb3osaTento B 866-CTpaHVILI,e 6VAET NOKa3aH 3KpaH, YTO OXKNAaeTCAa nogreepxaeHne exoaa.

Bxog B JINYHbIN KabuHeT

MpoBepbTe, 4TO B MOGUBHOM MPUIOXXEHUW 0TOBpaXKatoTCA
AaHHble Bawero yCTpoﬁcma. N HOKMUTE KHOMKY
"MoaTeepauTh'

Cpok pencteua koaa: 04:08

v OBHOBUTL

Opyrve cnocobbl BXoA4a —b

Monb3oBaTtento B MOGUABHOM MPUNOKEHUM HYKHO OTOBPa3UTb UMA NpuaoKeHus (rp_name), IP-agpec (ip),
reofaHHble (1p_country, ip_state, ip_city — TEKCTOBOE onucaHWe aApeca UAKM NoKasaTb Ha KapTe No
KoopauHatam ip_lat, ip_1ng), Mcnonb3yemoe ycTpolicTeo (device_name), bpaysep (browser).

Bo3mokHble 3HaYeHunA device_type celvac: kindle, mobile, tablet, iphone,
windowsPhone, pc, ipad, playStation, unknown. MOXHO wuX wncnonb3oBaTb B BM3yanusa-
LMK COOBLLEHUA UM MOXKHO NPOCTO BbIBECTU UMA YCTPOICTBA TEKCTOBOM CTPOKOM M3 device.

Mprmep oTBeTa NPU HeZEeNCTBUTENBHOM MapKepe AoCcTyna:

3.2. UHTerpauua npunoxxexHma no OIDC 415
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"type": "security_error",
"error": "bad_access_token",
"desc": "expired_access_token"

Mprmep oTBeTa Npu NpocpoyeHHom QR-Koge:

"type": "process_error",
"error": "gr_session_expired",
"desc": "Error while getting QR authentication session"

Mprmep oTBETa NPU HECYLLLECTBYIOLLLEM KOAE:

"params": {1},
"desc": "Error while getting QR authentication session",
"error": "gr_session_not_found"

Mprmep oTBeTa NP BbI3OBE MO Y¥Ke UCMOo/b30BaHHON QR-ceccum (Koraa y:Ke NoaTBEPAUAN NN YXKe OTKAOHUAN
BX0A4,):

"type": "process_error",
"error": "gr_session_already_completed",
"desc": "Error while getting QR authentication session"

1. MobunbHoe NpUAOXKEHWE A0MKHO O0TO6pPasuTb Monb3oBaTento noaydeHHble M3 JSON ot Blitz Identity
Provider cBegeHus o BXode, a TaKKe Bblbop Aencteua: «PaspewmnTb» Uam «OTKAOHUTbY. B cnyyae «OT-
KJIOHUTB» 3aNpPOCUTb NPUYNHY OTKNOHEHMUA («Bxoz BbI3BaH NO OWMBKe» uan «fA He 3anpalumBan BXOAY).

2. B 3aBMCMMOCTM OT pelleHuUs Mnonb3oBaTess MobunbHOe NPUAOXKeHWe LOMKHO Bbi3BaTb B Blitz Identity
Provider cepBuc noaTBep»AeHMA UAM OTKasa Bxoda. [py Bbi30Be AO/IXKEH MCMO/Ib30BaTbCA MapKep 40-
CTyna co scope c meHem blitz_qgr_auth.

Mpumep BbI30Ba NPU NOATBEPKAEHUM BXO4A:

curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/
—5e20b01e-5¢c7¢c-4101-8292-98e6865c7bfb/confirm' \

——header 'Content-Type: application/json' \

——header 'Authorization: Bearer eyJhb..cQ'

Ecnu ycnewHo, To BepHeTca HTTP 204 No Content 6e3 body. Takxke nosb3oBaTesib BOMAET B NPUIONKEHME.

Ecnu Koa NpocpoyeH, To BepHeTca:

"type": "process_error",
"error": "gr_session_expired",
"desc": "Error while confirming QR authentication session”

Ecnm Kopa He cyLLecTByeT, TO BepHeTCA:
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"params": {1},
"desc": "Error while confirming QR authentication session",
"error": "gr_session_not_found"

Mprmep oTBeTa NPU HeZeUCTBUTENBHOM MapKepe AoCTyna:

"type": "security_error",
"error": "bad_access_token",
"desc": "expired_access_token"

Mprmep oTBeTa NP BbI3OBE MO Y¥Ke UCMOob30BaHHOM QR-ceccum (Koraa y:Ke NoATBEPAUAN NN YKE OTKAOHUAN
BX0A4,):

"type": "process_error",
"error": "gr_session_already_completed",
"desc": "Error while getting QR authentication session"

Mpumep BbI30Ba NPU OTKIOHEHWNWN BXOAA:

curl --location --request POST 'https://login.company.com/blitz/api/v3/auth/qr/
—845f2334-fa6b-40c0-9a71-£57997166e39/refuse' \

—--header 'Content-Type: application/json' \

—--header 'Authorization: Bearer eyJhb..bQ' \

——data-raw '{

"cause_id": "mistake",

"desc": "Bxono BhIZBAH 1o omudbke"

} v

Mpw OTKNOHEHMM BXOAA HYXXHO 06s3aTeIbHO NepeaasaTh B Tene 3anpoca JSON c atpubytom cause_id. Peko-
MEHAYETCA NPU OTKIOHEHUM BXOAA NO/b30BaTENEM CIPOCUTL NPUUNHY. ECM NoNb30BaTeNb COOBLLMUT, UTO «Nepe-
Ayman» (MW «BbI3Baa BXOA, MO OWMOKEY), TO 3aN0NHUTb cause_id=mistake. Ho ecim nonb3osatesib cO06-
LLKUT, YTO OH HE MHULIMMPOBAJ BXOA, TO 3aN0NHUTb cause_id=unauthorized. MNapameTp desc onumoHaneH
— MOHO yKa3aTb /1t06yt0 TEKCTOBYIO CTPOKY.

B cnyyae ycnelwHoro BbizoBa BepHeTca HTTP 204 No Content 6e3 body. TakKe nonb3osaTtento bygeT noka-
3aH 3KpaH c oWwmnbKo:

Bxon B JINUHbIN KabuHeT

[MpoBepbTe, 4YTO B MOBUIBHOM MPUOXEHUX oToBpaXkaroTCA
OaHHble Ballero yCTPOWCTBA, U HAXKMUTE KHOMKY
"MoaTBepaunTh’

Bxon oTknoHeH B MoO6UNbHOM NpUNoXXeHnn

v O6HOBUTL

Opyrue cnocobbl BXoga =

3.2. UHTerpauma npunoxxkexHma no OIDC 417
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B cnyyae ecam Kof NpocpoyeH, To BEPHETCA OWNOKa:

"type": "process_error",
"error": "gr_session_expired",
"desc": "Error while refusing QR authentication session"

Ecnn Kog He cylecTsyeT, TO BEpHeTCA:

"params": {1},
"desc": "Error while refusing QR authentication session",
"error": "gr_session_not_found"

Mprmep oTBeTa NPU HeaeNCTBUTEIbHOM MapKepe AocTyna:

"type": "security_error",
"error": "bad_access_token",
"desc": "expired_access_token"

Mpumep oTBeTa Npu BbI30BE NO YXKe UCnoib3oBaHHOW QR-ceccum (Koraa yyKe NoaTBepANIN NN Y3Ke OTKNIOHUAU
BXoA4):

"type": "process_error",
"error": "gr_session_already_completed",
"desc": "Error while getting QR authentication session"

3.2.4 MopgKnoueHne NPUNoKeHUt ymHbix yctpoiicts (loT)

O6wue cBeaeHun

B Blitz Identity Provider peannsoBaHa nogaepKa BO3MOXKHOCTM aBTOPM3aALMU MPUNONKEHUN YMHbBIX YCTPOMCTB
(npunoxkeHuit ronocoBbIXx NOMOLLHMKOB, Smart TV, 4aT-60TOB) C MCNO/Ib30BAHNEM YYETHOM 3aMMCK NONb30Ba-
TeNA Ha Apyrom yctponcree. [11a Takol aBTopusaumm ncnonbsyetca cneundumkauma RFC 8628 OAuth 2.0 Device
Authorization Grant!??,

HacTpoliku nogkntoueHus

B uenax Bsaumogaeinctaunsa c Blitz Identity Provider npunoxkeHue gonxkHo UCnonb3oBaTb cneayrolme agpeca:
¢ URL gns nonyyeHua Koga noareeprKaeHma asTopumsaumnm (OAuth 2.0 Device Authorization Grant):
- https://login-test.company.com/blitz/ocauth/da (TectoBas cpesa)
- https://login.company.com/blitz/oauth/da (npoayKkTuBHas cpeaa)
¢ URL gns nonyyeHua n obHOBNEHUA MapKepa gocTyna:
- https://login-test.company.com/blitz/ocauth/te (TectoBas cpeaa)

- https://login.company.com/blitz/ocauth/te (NnpoaykTMBHan cpeaa)

102 https://www.ietf.org/rfc/rfc8628.html
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e URL gna nonyvyeHnA gaHHbIX NONb30BaTeNA:
— https://login-test.company.com/blitz/ocauth/me (TecToBan cpeaa)
- https://login.company.com/blitz/ocauth/me (NpoaykTMBHan cpeaa)
e URL gna nonyvyeHnA JaHHbIX O MapKepe AocTyna:
- https://login-test.company.com/blitz/cauth/introspect (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/introspect (NnpoaykTMBHan cpeaa)
e URL gna BbinONHEHWA norayTta:
- https://login-test.company.com/blitz/ocauth/logout (TectoBas cpeaa)
- https://login.company.com/blitz/ocauth/logout (NpoayKTneBHas cpeana)

Bce 311 URL, a TaK)Ke AONONHUTENbHbIE CBEAEHUSA, Pa3MeLLEHbI MO aapecy AMHAMUYECKM 0OHOBAAEMbIX HACTPO-
ek (MeTagaHHbIX) Kaxaoh cpeabl Blitz Identity Provider:

Coset: Cm. RFC 8414 OAuth 2.0 Authorization Server Metadata®®.

e https://login-test.company.com/blitz/.well-known/openid-configuration
(TecToBas cpena)

e https://login.company.com/blitz/.well-known/openid-configuration (npoayk-
TUBHaA cpeaa)

Pa3paboTumMKun NpUNOKEHN MOTYT HE NPONMCbIBaTb BCe YKasaHHble URL B KOHOUIrypaLmMmn cBOero NpunoXeHus,
a MCNo/Nb30BaThb B HACTOMKax eAuHYI0 CCbIIKY Ha meTagaHHble Blitz Identity Provider.

ﬂonyquMe KOoAa aBTOpU3sauuun

Ona MHUUMMPOBaAHUA aBTOPU3aLMM NPUNOKEHUE YMHOFO YCTPOMCTBA AO/MKHO cAenatb 3anpoc B agpec Blitz
Identity Provider Ha cepBuC nosyyeHns Koga NoATBepXKAeHWs aBTopu3aummn (/oauth/da). 3anpoc gonKeH
6bITb caenaH metogom POST. 3anpoc AoNKEH coAep:KaTb 3aro/loBok Authorization co 3HayeHMem Basic
{secret}, rge secret —310 client_id:client_secret (Hanpumep, app:topsecret) B popmare
Base64.

Mpumep 3aronoska:

Authorization: Basic ZH1uOkNTSTo..dx

Teno 3anpoca fo/MKHO codepXaTb cneayolime napameTpbl:
e client_id—unaeHTUPUKATOP NPUNOKEHUS;
® scope — 3anpalinBaemble paspeLleHuns.

Mpumep 3anpoca:

POST /blitz/ocauth/da HTTP/1.1
Authorization: Basic ZH1uOkNTSTo..dx
Content-Type: application/x-www-form-urlencoded

client_id=test-appé&scope=profile
B otseT Blitz Identity Provider BepHeT gaHHble, He0bXxoaANMbIe ANA NOATBEPKAEHUA BXOAA Ha APYrOM YCTpoWcTBe:

e device_code —Kog YCTPOWCTBa;

® user_code - OTO6pa)KaeMbIVI Nnob30BaTE/IIO KOA NoATBEPXKAEHUA 3anpoca aBTopu3dauunmn,;
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e verification_uri —ccbiNKa Ha CTPaHMLY, Ha KOTOPOW NOb30BaTE/Ib MOXKET BBECTU KOZ NOATBEPKAE-
HUMA 3anpoca aBTopuU3auunm;

e verification_uri_complete — cCblKa Ha CTPAHWULY, B KOTOPOM B KaYecTBe NMapameTpa y»Ke noa-
CTaB/IeH KOA NOATBEPXAEHMA 3anpoca aBTopM3aLmm;

® expires_in — Bpems }XU3HU NOJb30BATE/IbCKOrO KOAa B CeKyHAaX;

e interval — peKOMeHAVEMbIVI nepunoa oxnagaHuAa B CEKyHAaxX npn onpawmnBaHn npnnoxeHnem Bsoaa
nonb3oBaTenemM Koga NoATBeEPXKAEHNA 3aNPOCa aBTOPU3aL NN,

[Mpumep oTBeTa € ycnewHbiM BbIMOJHEHMEM 3anpoca:

"device_code": "7Lz301K57bWaKHBYxM8kW7KpOFvDg_4ujz3LpQxcleE",
"user_code": "934-367-578",

"verification_uri": "https://device.company.com",
"verification_uri_complete": "https://device.company.com?uc=934-367-578",
"expires_in": 300,

"interval": 5

Monyuymns oTBET NPUNOKEHNE YMHOIO YCTPOMCTBA AO/IKHO MHCTPYKTMPOBATbL MO/Ib30BaTess, YTOObl OH nepeLuen
no ccolnke verification_uri v BBen Kog ns user_code.

MpumeuvaHume: Ccbiika B verification_uri BbIBOAUTCA B COOTBETCTBMM C HACTPOMKAMM, 3a4aHHbIMU B
Blitz Identity Provider. PekomeHayeTcs HacTpouTb, YTODbI 3Ta CCbliKa Obl/la KOPOTKOM U yA06HOM Ans BBOAA
Nno/sib30BaTe/IAM, @ TaKXKe XOPOLIO BOCNPUHMMANACh HA CNYX UM KpPacuBO oTobparkanacb Ha akpaHe CmapT
TB. C faHHOM CCbIIKM A0NKHA BbITb HACTPOEHA Nepeaapecaumns Ha 0bpaboTunK BBOAA MNONb30BATENEM KO-
3 NOATBEPKAEHUSA, PACNONOKEHHbIN Ha CTPaHUUe https://login.company.com/blitz/ocauth/
device?ci=client_id, rae Bmecto client_id HyXHO 3a4aTb NAeHTUDMKATOP 3apermcTPUPOBAHHOIO
B Blitz Identity Provider npuno»keHus, ns HacTpoeKk KoToporo byayT 6paTbcs paspeLleHHble cnocobbl BXoga U
HACTPOMKKN BHELIHErO BMAA CTPAHULLbI BXOAA.

B 3aBMCMMOCTM OT TMNa YMHOTIO YCTPOMCTBA HY»KHO Bbl6paTb Hanbosee yao6HbIN Ans nonb3osaTtensa cnocob. Ha-
npumep:

e [pu aBTopuM3aunmn B Smart TV npunoxkeHne MoxKeT oTpMcoBaTb nonb3osatento QR-Koa, B KOTOPOM 3aKo-
AMpoBaTb cCbiKy M3 verification_uri_complete. Torga noib30oBaTeNto HYXKHO byaeT HaBeCTU Ka-
mepy TenedpoHa Ha QR-KoA4 M NPOMTK aBTOpPM3aLMIO Ha TenedoHe.

¢ [pwu aBTOpPM3aLMM B 4aT-6OTE MPUIOKEHME MOXKET OTPUCOBATL MO/Ib30BATENIO KHOMKY, OTKPbLIBAIOLLYIO B
bpaysepe ccbinky U3 verification_uri_complete. Torga nonb30BaTeNto HYKHO 6yAeT NpoWUTH aB-
Topu3aumio B bpaysepe cBoero ycTpomncraa.

e pu aBTOPM3aLMM B NPUNONKEHUMN FONOCOBOTO MOMOLLHUKE MPUAOMKEHNE MOMKET MPOUHCTPYKTMPOBAThL
No/Ab30BaTeANsA, HA KaKOW CalT OH OO/IKEH NepeinTu, N 03BYUUTb KO, KOTOPbIM N0/b30BaTeb AO/XKEH BBE-
CTU, NMBO NPUNONKEHME MOXKET OTNPABUTL NONb30BaTEND SMS-co0bLLeHMEe AN NUCBMO NO 31EKTPOHHOW
nouTe C MHCTPYKLMEN.

3.2. UHTerpauua npunoxxexHmna no OIDC 420
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MonyyeHne mapkepa 6e3onacHocTu

Mocne nNpefocTaBAEHUS MOIb30BATENO MHCTPYKLMIA NPUNONKEHME YMHOIO YCTPOMCTBA AOMKHO C MHTEPBA/IOM
M3 napameTpa interval HayaTb OCylecTBAATb onpoc Blitz Identity Provider gna nonyyeHma mapkepos 6es-
onacHocTW. [lns 3TOro NpuUaoXKeHue AonxHo obpauwatscea B Blitz Identity Provider metogom POST Ha URL ans
nonyyeHuna mapkepa (/oauth/te). 3anpoc fomKeH cogepaTb 3aroNoBoK Authorization co 3HayeHMem
Basic {secret},rge secret —3toclient_id:client_secret 3K3emnasapa MobuUabLHOro NpuaoXKe-
Hua B dopmaTe Baseb4.

Teno 3anpoca A0/IKHO coAepXaTb NnapameTpbl:
® grant_type —3HadyeHMe urn:ietf:params:oauth:grant-type:device_code;
e device_code — paHee NoJlyYeHHbIN Ko4 YCTPOMCTBA.

Mpumep 3anpoca:

POST /blitz/oauth/te HTTP/1.1
Authorization: Basic cG9.A==
Content-Type: application/x-www-form-urlencoded

grant_type=urn:ietf:params:ocauth:grant-type:device_code&device_code=Yrn..\_0

Ecnn nonb3oBaTtenb ele He noatsepaun asTopusaumio, To Blitz Identity Provider BepHeT cnegytowmin oteeT
owmnbKon:

"error": "authorization_pending",
"error_description": "The authorization request is still pending"

Ecnun cpok aenctsma nosib3oBaTeIbCKOro KoAa UCTEK UM Kog, HenpaBuabHbIi, To Blitz Identity Provider BepHeT
cneayowmii OTBET C OLMOKONA:

"error": "invalid_grant",

"error_description": "The provided authorization grant (e.g., authorization.
—code, resource owner credentials) or refresh token is invalid, expired, revoked,.
—does not match the redirection URI used in the authorization request, or was.
—~issued to another client."

}

Ecnun nonb3oBaTtenb noaTsepamn astopusaumio, 1o Blitz Identity Provider BepHeT npuaorKeHUto mapkep foctyna
M MHGOPMALMIO O HEM, a TaK¥Ke MapKep 06HOBNEHUSA.

Mpumep oTBeTa C yCNeLWwHbIM BbIMOAHEHMEM 3anpoca:

"access_token": "eyJ..tA",
"refresh_token": "wVE..cw",
"scope": "profile",
"token_type": "Bearer",
"expires_in": 3600

Mcnonb3ys nonyyeHHbIM MapKep A0CTyna, NPUIOKEHNE YMHOTO YCTPOMCTBA MOXET 2ar1pocums (cTpaHuua 422)
aKTya/ibHble AaHHble nosb3oBaTtens u3s Blitz Identity Provider.

3.2. UHTterpauma npunoxxkexHmna no OIDC 421
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3.2.5 MNonyuyeHue aTpnbyTOoB NOoNAb3OBaTENA

[ns 3anpoca AaHHbIX 0 No0/Ib30BaTe/le He0HXOAMMO BbINOAHUTL 3anpoc meTogom GET no URL-agpecy nonyyeHus
OaHHbIX nonb3oBaTens (/oauth/me). B 3anpoc gonxkeH 6biTb o6aBNEH CNeayOWMA 3ar0I0BOK:

Authorization: Bearer <access token>

B 3arofioBke <access token> —3To MapKep A0CTyna, noayyeHHbIn ot Blitz Identity Provider (cm. [TosyueHue
mapkepos (cTpanuua 392) u [oayyeHue Mapkepos 3Kk3emMaapom rnpunoxceHus (cTpannua 410)).

Mpumep 3anpoca:

GET /blitz/ocauth/me HTTP/1.1
Authorization: Bearer NINxn..tY
Cache-Control: no-cache

B oTBeTe 6yayT oTO6parKeHbl TONbKO Te AaHHble, KoTopble orpedeseHsbl 8 scope (cTpaHuua 384), Ha KOTopbIi
nonyyeH mMapkep 4ocTyna.

Mpumep oTeeTa:

"family_name": "UBauor",

"given_name": "UBau",

"middle_name": "HBauoruu",

"email": "iivanov@company.com",
"phone_number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b"

YyeTHadA 3anucb Nob30BaTeNs MOXKET ObITb BKAKOYEHA B rpynnbl nosib3oBaTenei. Ytobbl noAy4ynTb CNUCOK rpynn,
B KOTOPbl€ BK/IKOYEH NON1b30BaTE/Ib, MapKep A0CTyNa A0/1KeH 6bITb noJsiy4yeH c scope C UMeHeM usr__Jgrps.

Mpumep oTBeTa NO NO/b30BaATENO, BK/IKOYEHHOMY B rpynnbl 4OCTYNa:

"family_name": "UBanonr",

"given_name": "UBan",

"middle_name": "UBanoBuu",

"email": "iivanov@company.com",

"phone_number": "79162628910",

"sub": "3d10f626-ea77-481d-a50bd4a4d432d86b",

"groups": [

{

"id": "564486ff-af0a-3fb1-3f09-e7c5£7£9833e",
"name": "TecToBad opraHusauuga",
"OGRN": "1234567890123",
"INN": "9876543210"
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3.2.6 ObecneuyeHue 6e30NacCHOCTU NOAKAIOYEHUA

OnepaTopom NpunoxKeHus, nogknoueHHoro K Blitz Identity Provider, gonxkHo obecneunBatbea cobatogeHune cne-
ayowmx TpeboBaHMin K 6esonacHoCTuU:

1. JonxHa obecneunsatbca KOHOMAEHUMANBHOCTb NONYYEHHOTO A8 NPUAOKEHUA NpU pernctpauum s Blitz
Identity Provider 3HayeHua client_secret:

3anpeu.|,aeTcn npeaasaTb 3Ha4YeHUe client_secret aMuam, He CBA3AHHbIM C obecneyeHnem aKc-
nayataunn NPpUAOKeEHUA.

3anpewaetca ucnonb3oBaTb client_secret B KAMEHTCKOW 4actu MO (Koa, BbINMONHAEMbIV
Ha cTopoHe 6paysepa, MOBMABHOMO MNPUAONKEHMUS, OECKTOMHOrO MNPUAOXKeHUs). MpumeHATbCA
client_secret [OMKEH TONbKO B CEPBEPHbIX KOMMOHEHTAX NPWAOMKeHMA. WcKaloueHve —
client_secret, NoNyYeHHbIN MOBUABHBIM UKW LECKTOMHbBIM MPUIONKEHMEM C MOMOLLBIO OMnepa-
UMM OMHAMUYECKOM perncTpaumm, Tako client__secret MOXHO XpaHUTb M 06pabaTbiBaTb B MO-
6UIbHOM MU AECKTOMHOM NPUAOKEHUN.

B cnyyae ecam client_secret CKOMMNPOMETUPOBAH, TO AO/KHA ObiTb NOAAHA 3asABKA Ha 3ame-
Hy client_secret npunoxeHus. B Blitz Identity Provider npegycmoTpeHa BO3MOMKHOCTb «M/1aB-
HOM 3aMeHbI» client_secret,a UMEHHO, NPUIOKEHWNIO MOXKET ObITb MPUCBOEH AOMNO/IHUTE/IbHbIN
client_secret HaBpems, NOKa byaeT BbINONHATLCA MEPEHACTPOIMKA NPUIOKEHUA C NPEXKHETO Ha
HOBOe 3HauyeHue client_secret.

2. [onxHa obecneumBaTbCa KOHPUAEHUMANBHOCTb MOAYYEHHbIX NpuaoKkeHuem ot Blitz Identity Provider
MapKepoB goctyna (access_token) M mapkepoB obHoBneHuA (refresh_token).

Hy»KHO n3beratb UCNOAb30BaHUA MapKepOoB A0CTYNa B 6pay3epHon YacTh npunoxKeHus. Ecam Bce-Ta-
KM 3T0 HeobxoamMmo (SPA-NpunoKeHMe), TO MCNONb3YIOLLMIA MapKep A0CTyna JS-Koa, A0/IXKeH npeay-
CMaTPMBATb 3aLLMTY OT BOSMOMKHOCTM NOYYEHUA 3HAUYEHNA MapKepa A0CTyna 13 6pay3epHOM KOHCO-
.

3anpeLeHo xpaHuTb/o6pabaTbiBaTb MapKkep 06HOBAEHWA Ha CTOPOHE Bpay3epHOW YacT NPUNOKe-
HUA — MapKep OBHOB/IEHMA AO/IXKEH MUCMO/Ib30BATbCA UCKIHOUUTEIBHO B CEPBEPHbBIX KOMMOHEHTaxX
npuaoxeHus. Mpu xpaHeHN mapKepos 06HOBAEHUA B NpuaokeHuu (8 b, dainax u T.4.) goctyn
K XpaHUMbIM MapKepam 06HOBAEHWUA A0KEH BblTb OrpaHUYEH.

3. B3aumogeiictBue npunoxkeHus c Blitz Identity Provider B npogyKTMBHOM KOHTYPE 40/1KHO OCYLLECTBAATLCA
WCK/TIOYNTENbHO C MCNO/Ib30BaHWEM 3aLlMLLEHHOTO coeguHeHua (HTTPS). 3anpeweHo ncnonb3osaTte HTTP
B 06paboTumKax npunoxeHus (agpeca Bosspata redirect_uri, post_logout_redirect_uri).

4. TlpunoxKeHWo 3anpeLLeHo OTKPbIBaTb CTpaHULy Bxoaa Blitz Identity Provider Bo ¢pelime.

5. Mpu nogknoyeHn MobubHbIX NpUoXKeHN K Blitz Identity Provider:

ucnonb3osaHnem PKCE aBnsieTca 06s3aTeNbHbIM;

3anpeleHo ucnonb3osatb Embedded-6paysep.

3.3 WUHTerpauma npunoxkeHma no SAML

3.3.1 KaK npasunnbHO 3aperncTpupoBaTtb NPUIOXKeHUue

AyTeHTdMKaLMa B TepmmnHonornmm SAML asnseTca pesynbTaToM B3auMOAENCTBUA TPEX CTOPOH:

® MOCTaBWMK uaeHTUPMKauumn (Identity Provider), B KayecTBe KoToporo BbicTynaeT Blitz Identity
Provider;

® MOCTaBWMK ycnyru (Service Provider), B KQ4ecTBe KOTOPOro BbICTyNaeT NoAK/A4Yaemoe npuioxe-

HUe;

¢ Beb-6paysep nosnb3oBatens (User Agent).

3.3. UHTerpauua npunoxeHua no SAML 423
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MepBbIM LWArom nNpu NOAKAOYEHUM NPUNOKEHUA ABAAEGTCA ero pezucmpatus (cTpaHuua 232) B KayecTse NoCcTaB-
wmka ycnyr B Blitz Identity Provider. Hy»kHO npeagaputenbHo noarotoButb XML-bann ¢ metagaHHbIMM NOCTaB-
LLMKa YCAYT UKW 3HAYEHWUA NapameTpPoB, HeobxoauMble A1 CAaMOCTOATE/IbHOW NOATOTOBKN METaAaHHbIX.

MeTazaHHble MOCTABLLMKA YCAYT ONUCLIBAIOT HACTPOMKM NOAKAOYEHMA NpuaoxKeHusa K Blitz Identity Provider (Ha-
npumep, URL KOHEYHbIX TOUYEK MPUNOXKEHUA, KNOUM Ansa npoBepKu IM). Ons onnucaHMa meTaaaHHbIX UCMONb3Y-
etca A3bIKk XML.

Coser: Cm. noapobHee npo meTagaHHble SAMLI,

BHMMaHMe: MeTagaHHble A0NKHbI 6bITb NOArOTOBAEHbI MO Pe3yAbTaTaM BbiNoHEeHWA PAaboT no dobaseHuo
no0oeprKuU npomokxosa (cTpaHuya 425).

Ecnn npunoxenue aensetca rotosbim MO, nogaepxusatowmm SAML, To MeTagaHHbIe AO/KHbI ObITb NOMYYEHbI
COrNacHO AOKyMeHTaumMm Ha 310 M0. O6biuHo Takoe MO npegocTasaseT URL, o KOTOpoMy MOXKET HbITb NOYYEHbI
MeTagaHHble.

Ecnm MO nogxnouaemoro NpUAOKEHUA He NPeayCcMaTpMUBaET BbIrPy3Ky MeTadaHHbIX, HO B AOKYMeHTauun Ha MO
onucaHbl NapameTpbl, KOTOPble A0/MKHbI 6bITb HACTPOEHbI ANA MOAKAUEHUA NPUNOKEHMSA, TO MOMKHO YKa3aTb
3TW NapameTpbl, TaK, YTOBbl MeTagaHHble Ha UX OCHOBE BblIM CAaMOCTOATE/IbHO MOArOTOBAEHbI AGMUHUCTPATO-
pom Blitz Identity Provider.

B 3TOM c/lyyae HeobXxoAMMO yKasaTb cieaytoume napamerpbi:

1. NpeHTndumKaTop noctaBwmKa yeayr (ent ityID) — cneayeT yKasaTb, TONbKO €C/M NPUNOXKEHUIO Heob-
XOZMM KOHKpEeTHbIM ent it yID. MHaye ent ity ID ByaeT caMocTOATENIbHO NPUCBOEH AGMUHUCTPATOPOM
Blitz Identity Provider.

2. CepTndMKaT OTKPBITOrO KAloUa NPUNOXKeHUA (MOCTaBLUMKA YCAYr) — A0MKeH BbITh YKa3aH TONbKO B CyYae,
ecnun npunoxeHune noanucoisaet SAML-3anpoc npu otnpaBske K Blitz Identity Provider.

Mpumeuanue: CepTUdMKAT NOCTABWMKA YyCAyr OT/MuYaeTcA oT TLS-cepTMdMKaTa MOAKIOYaEMOro
Beb-canTa. OBbIYHO 3TO CAMOMOANMUCAHHbIN CEPTUPUKAT C A/INTE/IbHBIM CPOKOM AENCTBUA.

BaxkHo: [onKHbl MCNONb30BaTbCA KNtoum RSA-2048.

MpumeuaHue: [JonycTMmMO MCMO/b30BaTb CaMOMOANUCAHHbIE CEPTUDUKATbLI C AAUTENbHBIM CPOKOM
nencreus.

3. URL ans npuema or Blitz Identity Provider SAML-oTBeTa — NpUIOXKEHUE AONKHO NPeAoCTaBAATbL 06paboT-
UMK, ocyulecTeasAowWwmMi npuem or Blitz Identity Provider SAML-oTBeTOB c pesynbtatamu Bxoga. O6bI4HO 3Ta
HaCTpOMKa NpUIoXKeHNA HasblBaeTcss Assertion Consumer Service.

4. URL gna npuema ot Blitz Identity Provider 3anpoca Ha norayTt — BbI6opoyHana HacTpolika. Ecam npunoxkeHune
noaaep*KMBaeT eANHbIN lorayT, TO OHO MOXKET NPeAoCTaBNAATbL 06paboTunK eguHoro norayta. O6bI4HO 3Ta
HacTpoWKa NpuaoxeHua HasbiBaeTcA Single Logout Service Location.

5. URL gna nepeHanpaBneHusa Nonb3osaTea B MPU/IOXKEHME NOC/e YCMeLwHOro orayTa — ONUMOHaNbHanA Ha-
CTpoliKa. Ecnn npunoxeHue noaaepKMBaeT eAuHbIN 10rayT U MOXKET UHULIMMPOBATb €fiMHbIN BbIXOA, TO
OHO moxeT npeaoctasnaTe URL ana Bo3epaTa nonb3osatena nocse norayta. O6bI4HO 3Ta HacTpoWiKa npu-
NoxkeHua HasbiBaeTcA Single Logout Service Response Location.

6. MepeyeHb 3anpallmBaembIx aTpubyToB (SAML Assertion).

104 https://docs.oasis-open.org/security/saml/v2.0/saml-metadata-2.0-os.pdf
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AocTynHble anMGyTbI nonb3oBaTena

ATpnbyT OnwucaHue

logonname JlorvH nonb3oBaTtens B JOMeHe
surname damumnna

firstname Uma

middlename OTtyecTtBO

email CnykebHbllh afpec 3NeKTPOHHOM NoYTbI

7. TMpu13HaK HeobxoaMMOCTM Nepeaayn aTpmbyTos B 3aWwndpPOBaHHOM BUAE.

Mpumeyanue: AtpubyTtbl B SAML-co06LIEHMM BCerga nepeaatoTca nognucaHHbIMKU. BKatoyaTb wWnd-
poBaHuWe aTpubyTa LenecoobpasHo, ecm Noab3oBaTeslb He AO/TKEH UMETb BO3MOXKHOCTU NPoYUTaThb
3HayeHue aTpubyTa.

3.3.2 MopkntoueHUue npunoxeHma no SAML

[aHHble Ana noaKnoYeHUn
[ns nogkntodeHma npunoxkenus K Blitz Identity Provider noTpebytoTca gaHHbIe, NOyYeHHble B XO4€ ero pezu-
cmpayuu 8 npodykme (cTpaHnua 423):
* naeHTdUKaTop, NPUCBOEHHDBIN NpuaoxeHuto B Blitz Identity Provider (entityID);
e daitn meTagaHHbIX NOCTABLLMKA YCAYT.
MpunoxkeHune B3anmogaencTeyet ¢ cepsmncamu Blitz Identity Provider, ucnonb3ys cnegytowme agpeca:
e meTagaHHble Blitz Identity Provider:

- https://login-test.company.com/blitz/saml/profile/Metadata/SAML (Te-
cToBas cpeaa)

- https://login.company.com/blitz/saml/profile/Metadata/SAML (NPoAyKTUB-
HanA cpena)

e URL gns ayteHTUdMKaLmu:

- https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/
SSO (TecToBas cpeaa)

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO (npo-
OYKTUBHanA cpeaa)

e URL gna norayra:

- https://login-test.company.com/blitz/saml/profile/SAML2/Redirect/
SLO (TecTtoBas cpeaa)

- https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO (npo-
OYKTUBHanA cpena)

e URL nspatens:
- https://login-test.company.com/blitz/saml/ (TecToBas cpeaa)
- https://login.company.com/blitz/saml/ (NpoayKTMBHasA cpeaa)

Ecnun npunoxeHve noapep:KmMBaeT NPOTOKOA NoAKAtoYeHNA SAML, TO yKasaHHbIX AaHHbIX A0MKHO b6bITb foCTa-
TOYHO ANA KOHPUrypupoBaHMA NpuaoxeHus. Ecnm npunoxkeHne He noaaep:kusaeTt npotokon SAML, cneayet
Npou3BecTu ero fopaboTKy COrMacHO PEKOMEHAALMAM, U3NIOKEHHbBIM B pasaenax [omossie bubauomeku (cTpa-
Huua 427) v [lpuxyun uHmezpayuu (cTpaHuua 428).
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TUNUYHbIE BONPOCHI O TOM, KaK HaCTPOUTb NPUAOKEHME ANA NOAKAoYeHUA K Blitz Identity Provider no npotokony
SAML:

foe HaliTM MeTagaHHble NoCTaBWMKa ngeHTuduKaumm?

Y106bl 3arpy3uTb meTagaHHble, NpouanTe NO ccblike https://login.company.com/blitz/saml/
profile/Metadata/SAML U cKONMpPYTE OTKPbITbIN XML LOKYMEHT B NPUIONKEHME.

foe HaliTu ceptuduKat SAML nocraswmKa ngeHTMdGbUKaumumn?

OTtkpoiite XML [OKYMEHT C  MeTafaHHbIMM  NOCTaBLWMKA  MaeHTUOMKaumu. Hangute  pasgen
<ds:X509Certificate></ds:X509Certificate> — B HemM W pacnonaraetca ceptudpmrat SAML
nocTaBLLMKa naeHTMdmKaumu. Mpumep:

v<EntityDescriptor xmlns="urn:ocasis:names:tc:SAML:2.@:metadata”™
xmlns:ds="http://www.w3.org/2000/89/xmldsigs” xmlns:shibmd="urn:mace:shibboleth:metadata:1.0™
xmlns:xsi="http:/ /wow.w3.org/2001/XMLSchema-instance™ entityID="https://sudir.mos.ru/blitz/saml™>
¥ <IDPSSODescriptor protocolSupportEnumeration="urn:mace:shibboleth:1.8
urn:oasis:names:tc:SAML:1.1:protocol urn:oasis:names:tc:SAML:2.8:protocol™s
v<Extensions>
<shibmd:5cope regexp="false"»@.1</shibmd:Scope>
«/Extensions>
¥ <KeyDescriptor:
¥ <ds:KeyInfo>
v<ds:XS@9Data>
veds:X5@dCertificate>
MIIDDzCCAfegAwIBAEIIANjxtiKgDpacsMARGCSqGSIb3DQEBBQUAMBCXFTATEBENY
BAMTDHN1ZG1yLmlvcySydTAeFr@x0DAZM] AN ]Q2MDZ s Fuwly0DA2MT cxNiQ2MDZa
MBcxFTATBENVBAMTDHNLIZGy Lmlv ey SydTCCASIWDQY IKoZ ThveNAQEBBQADEZER
ADCCAQoCggEEANKSUe/ 3dmNTLATZKNrgKLM7 1pdnBFNINIDkkkBF 2GodQ+r+ePLz
thwsGn9G4ulmwFoll3fUGusbEdi2IDzg3MS s 1TEYbCxzvaw7ddNUSTdh1YAQIrXT
VvtRCajyZk3AwraXNjlAi9QgEXuXS1EL lymvdUaeY1SS cKDpNYIMBcqdHmy SXKvx
Feeln+5116MEDY/ @quM2MyOhgLUP716] BwNXD4APAT z3+oNGPcglwn@fIGzFyPBE
nQ2vmEnBNRetwCnY e IApEqSMBGIMi2yQtIsFYD] jdgBqau/ eXuNyhiYABom3l
cyMIDFdecI2RAAHE zNdXNExNNvEIMrqRgG/ MCAWE ARaNeMFywwlwYDVRERBDQwHoIw
cWkaXIubW9zLlnl101VS5TpodHRwezovL3NLZGlyLmlveySyd52ibGleeifzYils
MBOGALIVdDEQWEBRWIACGMaCP21aM I/ KiwF sQLZ7 iDANBgkqhkiG®weBAQUFAADC
AQEAIT2xDGx370BdHIyDiOhwelKxibviumSDZx0EScBYTS6T nChid1eU1LI82yKOIN
Hufnre+nRRUAHLASDhAZ I¥mBvUUqE1tBYadwgiKS@1l518khESOS JnMyizWMinwRPK
IUz738BQUDL3zsT+Wv021Xced8PKR7IYZXICnIybDbYNipy1STOVE/bkB1SEVREX
00i0r39rgy/ 1EWXRNQn+Shm2tQZXbdCTHOBE7kCg4M40ngy 01 1rfUvoHboeVrLUA
ap/b+THRAL 2p@8qCI0SCRAPUETUYYolgt3D5YIqqTOuilTyg8ic1j65xL@11ERS]
481 IKzS55Y/DUHYmfLfddIRb/Q==
</ds:X5@9Certificate>
< /ds: XS890Data>
«/ds:KeyInfo>
</KeyDescriptor:
<ArtifactResclutionService Binding="urn:casis:names:tc:SAML:1.@:bindings:S0AP-binding”
Location="https://sudir.mos.ru/blitz/saml/profile/SAML1/SOAP/ArtifactResolution™ index="1"/>
cArtifactResolutionService Binding="urn:ocasis:names:tc:SAML:2.8:bindings:S0AP"
Location="https://sudir.mos.ru/blitz/saml/profile/SAML2/S0AP/ArtifactResolution™ index="2"/>
«SinglelogoutService Binding="urn:oasis:names:tc:SAML:2.06:bindings:HTTP-Redirect”
Location="https://sudir.mos.ru/blitz/saml/profile/SAML2/Redirect/5LO"
Responselocation="https://sudir.mos.ru/saml/profile/SAML2/Redirect/SLO" />
<SingleLogoutService Binding="urn:casis:names:tc:5AML:2.0:bindings HTTP=-FPlain-Redirect”
Location="https://sudir.mos.ru/blitz/saml/profile/SAMLZ/Redirect/Plain/SLO"
Responselocation="https://sudir.mos.ru/saml/profile/SaML2/Redirect/Plain/SLO"/ >
«SinglelogoutService Binding="urn:ocasis:names:tc:SAML:2.08:bindings:S0aP"
Location="https://sudir.mos.ru/blitz/saml/profile /SAML2/SOAP/SLO" S >
<NameIDFormat>urn:mace:shibboleth:1.8:nameldentifier</NamelDFormat>

MHoraa ana KOPPEKTHOM 3arpy3ku B NPUAOXKEHWE Nepes CTPOKOM C CePTUPUKATOM HYMKHO BCTaBUTb CTPOKY

3.3. UHTerpauua npunoxeHua no SAML 426



Blitz Identity Provider, Bepcua 5.23

Fpe HaliTn agpeca SAML-06paboTunKoB nocTaBLmMKa MaeHTUGUKauum?

3anpocbl Ha naeHTUOUKaLMIo/ayTEHTUOUKALMIO MPUIONKEHUE AOIKHO OTNPABAATL HA caeaytolme 06paboTumKm
(SingleSignOnService) B MPO4-cpese:

e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SSO—pananpue-
Ma C}aTbIX ¢ nomolLbto anropmutma Deflate 3anpocos — cTaHgapTHbIN SAML-06paboTumk.

e https://login.compan y.com/blitz/saml/profile/SAML2/Redirect/Plain/SSO —
ONA Npuema HecxKaTblX 3aMpoCcoB — CieAyeT UCMONb30BaTb TONbKO B C/ly4Yae, eC/I NoAKA0Yaemoe Npuo-
KeHune He ucnonblyetrdeflate.

3anpocbl Ha eauHbld  lorayT  MPUIOMKEHWe [LOMKHO OTNpaBAATb Ha cinegylowme 06paboTumku
(SingleLogoutService) B MPOA-cpeae:

e https://login.company.com/blitz/saml/profile/SAML2/Redirect/SLO—pana npue-
Ma CXaTbIX ¢ noMolLbto anroputma Deflate 3anpocos — ctaHgapTHbIM SAML-06paboTumk.

e https://login.compan y.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO —
AR NpMema HecKaTblX 3anpocoB — cneayeT UCNONb30BaThb TO/IbKO B C/1ly4Yae, eCAun NoAKAYaeMoe Npuno-
KeHune He ucnonblyetdeflate.

B TECT-cpefie aHanormMyHble agpeca HaumHaTca c https://login—-test.company.comn.

Kakoit entity ID y noctaBwmKa nageHtudpukaummn?

Blitz Identity Provider Kak nocTaBLWMK MAEHTUPUKALMN UMeEET cneaytowme entitylD:
e [OnaNPOA-cpeabl—https://login.company.com/blitz/saml

e [ina TECT-cpeapl —https://login-test.company.com/blitz/saml

lfoToBbIE 6UBNNOTEKMU

TaK KaKk camocTosTeNnbHas paspaboTka nporpammHoro nHtepdeiica KaneHta SAML aAsnseTca TpyA0eMKoM 3a4a-
yei, a oWMBKM B peanmsaumm YpesaTbl yrpozamm 6€30nacHOCTH, NPU MHTErpaLnM NpuaoKeHna no SAML peko-
MeHZAYeTcsA MCMNOob30BaTh CYLLECTBYIOLWME NonynspHble 61banoTekn SAML-KANEHTOB:

e OlOSAML'® (Java, .NET),

e OpenSAML'® (Java),

e Spring Security SAML?” (Java),
e SimpleSAMLphp'®® (PHP),

e ruby-saml*® (Ruby on Rails).

[anee npuBoaaTCcs KAtoUEBble CBeAEHMA, HEObXoAMMble ANA NOHMMaHUA NpoLecca ayTeHTUGUKaL MM NO NPOTo-
kony SAML.

105 https://digitaliser.dk/group/42063/resources

106 https://wiki.shibboleth.net/confluence/display/0S30/Home
107 https://spring.io/projects/spring-security-saml

108 https://simplesamlphp.org/

109 https://rubygems.org/gems/ruby-saml/
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MpuHUMN UHTerpayum
Ons nogkntoueHus K Blitz Identity Provider B uenax naeHtndukaumm n aytTeHTMPUKaLMM Nosb3oBaTenen npuo-
eHMe MOKeT ucnonb3osath craHaapT SAMLYY Bepenin 1.0, 1.1, 2.0.

Mpu 3Tom npouecc B3aMmoaencTema npunoxkeHuns u Blitz Identity Provider gonxeH 6bITb NOCTPOEH B COOTBET-
cTBUM ¢ npodunem SAML Web Browser SSO Profile',

CtaHgapTt SAML ocHoBaH Ha XML u onpegenseT cnocobbl 06meHa MHbopmaLmelt 06 ayTeHTUDUKALUM NOSIb30-
BaTeneln n Ux NAEHTUOUKALMOHHbIX AaHHbIX (aTpMbYTbl, NONHOMOYMA).

Jna BO3MOMKHOCTU OCYLLECTBAATb B3aMMOAENCTBUA NOCTABLLMK YCAYT U NOCTaBLMK UAEHTUDUKALUKN NpesBapu-
TENbHO AOMKHbI OBMEHATHCA HACTPOMKAMM B3aMMOAENCTBUSA, OnucaHHbIMKU B dopme XML-AOKYMEHTOB U Ha-
3blBAaEMbIX MeTaZaHHbIMM. [OCTaBLLMK YCYT AOKEH NOAYYNTb HAacTpoiKm Blitz Identity Provider, HasbiBaemble
MemadaHHbIMU NOCMasujuKa udeHmugukayuu (cTpaHuua 423).

UpeHtndpukauma n ayreHTudpukauma

Cm. onucaHue (cTpaHuua 227) npuHUmMna B3aMmopenctama seb-npunoxkenus c Blitz Identity Provider no SAML.

Norayr

MNoaxntoueHHoe K Blitz Identity Provider no SAML npunoseHue TaKkKe MOXKeT NpeaycmaTpuBaTb BO3MOXKHOCTb
peanusaumu eguMHoro Bbixoga (norayta). Ana atux ueneh Blitz Identity Provider noggeprkmsaet SAML Single
Logout Profile'!?. Mpunoxenne moxeT HanpasuTb B Blitz Identity Provider SAML-3anpoc <Logout Request >
M B C/ly4ae YCMEeLWHOro 3aBeplleHus eauHoro norayta noayuutb ot Blitz Identity Provider SAML-oTseT
<LogoutResponse>. Eciv npunoxeHue A0MKHO 6bITb 334EACTBOBAHO B 4MHOM /1OTayTe, MHULMUPOBAHHbBIM
APYrUM NPUNOXKEHUEM, NOAKAOYEHHbIM K Blitz Identity Provider, To OHO TaKKe A0NXKHO NpeaycMmaTpuBaTh BO3-
MOKHOCTb 06paboTKM 3anpocoB <LogoutRequest>, NOCTYNMBLUUX K NpuaoxKeHuto ot Blitz Identity Provider.
B cnyyae ycnewHoro 3aBepLlleHms SI0KasIbHOM CECCMM NPUNOXKEHME JOMKHO yBeaomasTb Blitz Identity Provider
nytem otnpaskn emy SAML-otBeTa <LogoutResponse>.

3.4 APl ynpaBneHua nonb3oBatenamu

3.4.1 O6wwue cBegeHUn

Bepcuu REST API

B HacTtosawwmit momeHT B Blitz Identity Provider gocTynHbl cnegytowme sepcumn REST API, pasaunvatowmecs cnoco-
6om aBTOpPM3aALMM:

NpeaynpexaeHue: CepBucbl BEPCU v1 K v2 nocne NoABAeHUA aHanoros B 6onee HoBoit v3 byayT no-
MeuyeHbl KaK ycTapesLime, U ByaeT peKomMeHA0BaHO NePenTn C UX UCMO/Ib30BaHWUA Ha CEPBUCHI v 3.

e v1 — REST-cepBuchbl, 4OCTYNHbIE NO agpecam:
- https://login.company.com/blitz/reg/api/vl/,

- https://login.company.com/blitz/api/v1/.

110 http://saml.xml.org/saml-specifications
111 https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-o0s.pdf
112 https://docs.oasis-open.org/security/saml/v2.0/saml-profiles-2.0-os.pdf
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[na asTopmnsaymm Bbi3oBa 3TUX cepBmcoB ncnonblyetca HTTP Basic asTopusauma. 1A npuaoKeHuma, Koto-
poe 6yaeT BbI3biBaTb REST-cepBUCHI, HEOBXOAMMO B HAaCTPOMKax NPUIOKEHUA 3a4aTb NAPO/b Ha BKAALKeE
REST HacTpoeK NpPOTOKON0B NpuaoxeHua. MpunoxeHuto 6yayt AoctynHbl Bce REST-cepsuchl v1.

CoseT: Ec/M Kakune-To 13 CepBUCOB MCMO/Ib30BaTb He NAAHMPYETCA, 3aNPETUTE UX BbI3OB Yepes HaCTPOMKK
Beb-cepsepa (nginx).

e v2 —REST-cepsucbl, fOCTyNHble MO aapecy https://login.company.com/blitz/api/v2/.Ana
aBTOPM3aLMM BbI30Ba 60/IbLWIMHCTBA 3TMX CepBUCOB Mcnonb3yeTca HTTP Basic aBTopusaums, a 419 Yactu
cepsucos — OAuth 2.0.

e v3—REST-cepBuchbl, fOCTyNHble No agpecy https://login.company.com/blitz/api/v3/.Ana
aBTOPM3aLLMK BbI3OBA 3TUX cepBucoB ncnonbayetca OAuth 2.0 n nonyyeHHble ot Blitz Identity Provider map-
Kepbl 6e3onacHocTU. [LoCcTyn NPUIOXKEHUIM K pa3indHbiM REST-cepBrcam peryinpyeTcs Yepes paspeLleHus
(scope).

Pexxumbl goctyna K REST API
MNpepoctaBnaemole Blitz Identity Provider cepsucbl https://login.company.com/blitz/api/v3/
MOKHO Bbl3bIBaTb B ABYX pexXumax:

® 0/1b30BaTE/IbCKUI PEXUM,

® CUCTEMHbIV PEXUM.

Monb3oBaTenbCcKU pexxnm AocTyna
B nonb3oBaTeNIbCKOM peXkume CepBUC BbI3bIBAETCA C NPaBaMyM B OTHOLIEHUW YY4ETHOM 3anNncK TEKYLLEro aBTopu-
30BaHHOro nonb3osatena. Mpu BbI30Be CepBUCA AOMKHBI NepeaaBaThCa cneaytolme 3aroNoBKu:

e Authorization: Bearer <mMapkep IOOCTyIla C IONb30BaTENbCKUMH pas3pelleHUIMU>
— 3aro/sIoBOK aBTOPM3aLMK, cofdeprKallMii mapKkep A0CTyna ¢ paspeweHuamu (cTpaHuua 429) Tekylero
nonb3osaTtens.

e X-Forwarded-For: <IP-ampec nonb30BaTend> — 3aro/loBOK, B KOTOPOM A0/MXKHO 6bITb Nepe-
[aHO 3HayeHue IP-agpeca nonb3osaTtens. [JaHHOe 3Ha4YeHWe ByaeT 3anncaHo B cobbiTe 6esonacHOCTU
Blitz Identity Provider.

® User—-Agent: <sHaueHHe User—Agent nonb3oBaTend> — 3aro/l0BOK, B KOTOPOM [A0JI}KHO
6bITb NepefaHo 3HaueHne User—Agent ycTponcTBa Nonb3oBaTens. [laHHoe 3HavyeHue byaeT 3anncaHo B
cobbiTne 6e3onacHocTy Blitz Identity Provider.

Bo3morKHble pa3pelwieHMA nonb3oBaTtens
U3meHeHMe naponsa

blitz_change_password

[na vcnonbsosaHusa cepeuca POST /blitz/api/v2/users/{subjectId}/password.

3.4. APl ynpaBneHusa nonb3osatenamum 429



Blitz Identity Provider, Bepcua 5.23

YnpasneHue npaBamu y4yeTHOI 3anucu

blitz_user_rights
[na ncnonb3oBaHWA CEpPBUCOB:
e GET /blitz/api/v3/rights/of/{subjectId},

e POST /blitz/api/v2/users/rights/change.

MNonyyeHue atpubytoBs

blitz_api_user

Ona vcnonb3oBanuA cepsuca GET /blitz/api/v3/users/{subjectId}.

N3meHeHue aTpubyTOB

blitz_api_user_chg

[ns ncnonb3oBaHua cepsuca POST /blitz/api/v3/users/{instanceId}.

MonyuyeHune HacTpoeK ABYXPAKTOPHOM ayTEHTUDUKALUK, paspeLleHunii, KOHTPObHOro Bonpoca

blitz_api_usec
[na ncnonb3oBaHMA CEPBUCOB:
e GET /blitz/api/v3/users/{subjectId}/auth,
e GET /blitz/api/v3/users/{subjectId}/totps,
e GET /blitz/api/v3/users/{subjectId}/acls,
e GET /blitz/api/v3/users/{subjectId}/secQsn,

e POST /blitz/api/v3/users/{subjectId}/secQsn /check

M3meHeHue napons, cb6poc ceccuii, UI3meHeHMe KOHTPONAbHOIO BOMPOCa, HACTPOeK ABYX(aKTOPHOI ayTeHTH-
duKaumum, oT3bIB paspeLueHUi
blitz_api_usec_chg
[na ncnonb3oBaHWA CepPBUCOB:
e POST /blitz/api/v3/users/{instancelId}/pswd,
e POST /blitz/api/v3/users/{instanceld}/sessions/reset,
e POST /blitz/api/v3/users/{instancelId}/secQsn,
e POST /blitz/api/v3/users/{subjectId}/auth,
e GET /blitz/api/v3/users/{subjectId}/totps /attach/qr,
e POST /blitz/api/v3/users/{subjectId /totps /attach/qgr,
e DELETE /blitz/api/v3/users/{subjectId} /secQsn,
e DELETE /blitz/api/v3/users/{subjectId} /totps/{id},

e DELETE /blitz/api/v3/users/{subjectId} /acls/{id}
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MonyuyeHne 3aNOMHEHHbIX YCTPOICTB

blitz_api_uapps

[na ncnonb3osaHua cepsuca GET /blitz/api/v3/users/{subjectId}/apps.
YpaneHue 3anoMHEHHbIX YCTPOUCTB

blitz_api_uapps_chg

Ona ncnonbsosaHua cepenuca DELETE /blitz/api/v3/users/{subjectId}/apps/{id}.
NonyuyeHue cobbiTnii 6ezonacHoCcTU

blitz_api_uaud

[Ona ncnonb3oBaHuna cepsuca GET /blitz/api/v3/users/{subjectId}/audit.
MonyyeHune cnucka yyeTHbIX 3aNUceil BHELLHMX NOCTaBLLMKOB

blitz_api_ufa

[na ncnonbsoBaHusa cepsuca GET /blitz/api/v3/users/{subjectId}/fa.
M3meHeHMe CNUCKa yYeTHbIX 3anuceil BHELWHMX NOCTaBLMKOB

blitz_api_ufa_chg
[na ncnonb3oBaHWA CepBUCOB:
e POST /blitz/api/v3/users/{subject Id}/fa/{fpType}/{fpName}/{sid},

e DELETE /blitz/api/v3/users/{subjectId}/fa/{fpType}/{fpName}/{sid}.

Bxopa c ucnonbsosaHmem QR-Kopa

blitz_gr_auth
[na ucnonb3oBaHWA CEpPBUCOB:
e GET /blitz/api/v3/auth/qr/{QR_code},
e POST /blitz/api/v3/auth/qr/{QR_code}/confirm,

e POST /blitz/api/v3/auth/qr/{QR_code}/refuse.

MapKep 4oCTyna Ha N0/b30BaTENbCKUE pa3peLleHnA NPUIoKEHME NOAyYaeT B MOMEHT VI,CI,EHTMd)MKaLI,VIM N ayTeH-

TMCDM Kaunn nonb3osartena.

MpumeyaHue: OnucaHMe MeXaHU3MOB UAEHTUDUKALUN U ayTEHTUPUKALMM NPUBEAEHO B pa3genax:
¢ [lonyyeHue Kooa aemopu3ayuu (cTpaHuua 387)

¢ [lonyyeHue mapKepos (cTpaHuua 392)
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CuUCTeMHbIW peXXum goctyna

B naHHOM pasgene npuBeAeH NepeyeHb paspelleHunid, KOTopble MOXKET NOAYYUTb NPUIOKEHUE ANA JOCTYNa K
REST API.

Bo3morKHble cuctemHble paspeLlueHusn (pa3p9UJEHVIFI, nony4vyaemblie Ha anﬂO)KeHMe)

LocTyn K cepBucam paboTbl C OpraHM3aLUaMmu

blitz_groups

[na ncnonb3oBaHMA CepBUCOB:

GET /blitz/api/v2/grps/{id},

POST /blitz/api/v2/grps,

POST /blitz/api/v2/grps/{id}?profile={profile},

DELETE /blitz/api/v2/grps/{id}?profile={profile},

GET /blitz/api/v2/grps/{id}/members,

POST /blitz/api/v2/grps/{id}/members/add?profile={profile},
POST /blitz/api/v2/grps/{id}/members/rm?profile={profile}

Ha3HauyeHue u oT3bIB npas gocrtyna

blitz_rights_full_access

[na ncnonb3oBaHMA cepBUCOB:

PUT /blitz/api/v3/rights,

DELETE /blitz/api/v3/rights,
GET /blitz/api/v3/rights/on,
GET /blitz/api/v3/rights/of.

OT3bIB NPaB A0CTYNA BEAOMbIX YyYETHbIX 3anuceit

blitz_rm rights

[na ncnonb3oBaHmsa cepsuca POST /blitz/api/v2/users/rights/change.

Mony4yeHue aTpubyToB Nt060ro Nnonb3osarens

blitz_api_sys_users

Ona vcnonb3oBanuA cepeuca GET /blitz/api/v3/users/{subjectId}.
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U3meHeHue anMGYTOB noboro nonbsosBatens

blitz_api_sys_users_chg

[na ucnonb3oBaHua cepsuca POST /blitz/api/v3/users/{instanceId}.

Perncrpaumsa yyeTHoit 3anucu

blitz_api_sys_users_reg

[na ucnonb3oBaHua cepsuca PUT /blitz/api/v3/users.

MonyueHune HacTpoek ABYX(HAKTOPHON ayTeHTUUKaL MM, paspeLueHuii 1l060ro nonb3oBaTens, KOHTPONAbHOro
Bonpoca
blitz_api_sys_usec
[na ncnonb3oBaHMA CepBUCOB:
e GET /blitz/api/v3/users/{subjectId}/auth,
e GET /blitz/api/v3/users/{subjectId}/totps,
e GET /blitz/api/v3/users/{subjectId}/acls,
e GET /blitz/api/v3/users/{subjectId}/state,
e GET /blitz/api/v3/users/{subjectId}/secQsn,

e POST /blitz/api/v3/users/{subjectId}/secQsn/check.

M3meHeHMe napons, HacTPoeK ABYX(AKTOPHOMN ayTeHTUGUKALMM U KOHTPOJIBHOTO BONPOCa, cbpoc ceccuii, oT-
3bIB pa3peLueHuii 1o6oro nonb3oBaTens
blitz_api_sys_usec_chg
[na ncnonb3oBaHWA CepBUCOB:
e POST /blitz/api/v3/users/{instancelId}/pswd,
e POST /blitz/api/v3/users/{instanceld}/sessions/reset,
e POST /blitz/api/v3/users/{subjectId}/auth,
e POST /blitz/api/v3/users/{subjectId}/state,
e GET /blitz/api/v3/users/{subjectId}/totps/attach/qgr,
e POST /blitz/api/v3/users/{subjectId}/totps/attach/qr,
e POST /blitz/api/v3/users/{subjectId}/secQsn,
e DELETE /blitz/api/v3/users/{subjectId}/totps/{id},
e DELETE /blitz/api/v3/users/{subjectId}/acls/{id},

e DELETE /blitz/api/v3/users/{subjectId}/secQsn.
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MonyueHue ycTpoiicTs nto6oro nonb3osarens

blitz_api_sys_uapps

[na ncnonb3osaHua cepsuca GET /blitz/api/v3/users/{subjectId}/apps.

YpaneHue ycTpoiicTB nt06oro nosb3osatens

blitz_api_sys_uapps_chg

Ona ncnonbsosaHua cepenuca DELETE /blitz/api/v3/users/{subjectId}/apps/{id}.

NonyuyeHue cobbiTnii 6e3onacHocTu N060ro Nonb3osarens

blitz_api_sys_uaud

[Ona ncnonb3oBaHuna cepsuca GET /blitz/api/v3/users/{subjectId}/audit.

nOﬂy‘-IEHVIe CMUCKa YYeTHbIX 3anmMcen BHELHUX nocrtaswnKkos

blitz_api_sys_ufa

Ona  wucnonb3oBanna  cepsuca  POST /blitz/api/v3/users/{subjectId}/fa/{fpType}/
{fpName}/{sid}.

M3meHeHMe cnucka y4yeTHbIX 3anucein BHELWHUX nocTaBWMUKOB

blitz_api_sys_ufa_chg

Ona  wcnonb3oBaHuMAa cepBuca DELETE blitz/api/v3/users/{subjectId}/fa/{fpType}/
{fpName}/{sid}.

MonyyeHne mapkepa gocrtyna ot n60oro BHeLWHEro nocTtaBLWUKa

fed_tkn_any

Blitz Identity Provider moxHo Hacmpoums (cTpaHuua 136) Takum obpasom, UTo ByayT COXPaHATLCA MapKepbl
[0CTyNa Nosib30BaTesIA OT BHELHUX NMOCTaBLMKOB MAEHTUOUKAL MU, PaspelueHne no3BoaseT NoyYnTb coxpa-
HEHHbIV MapKep AocTyna Ato6oro NOCTaBLIMKa.

Ona MCMo/Ib30BaHuA cepsuca GET /blitz/api/v3/users/${subjectId}/fedToken/
${fedPointType}/${fedPointName}.

MonyyeHue mapkepa A0CTyna OoT onpeaeneHHOro BHelWHero nocTasLmuKa

fed_tkn_S${fedPointType}_S${fedPointName}

Blitz Identity Provider moxHo Hacmpoums (cTpaHmua 136) Takum obpasom, YTo ByayT coxpaHATbCA MapKepbl
[0CTyNa NoNb30BaTeNA OT BHELIHMX MOCTABLLMKOB MAEHTUOUKALUKU. PaspelleHre No3BoNsAET NONYYUTb MapKep
[0CTyNna Nosib30BaTeNsa OT BHELIHEro nocTaBlMKa ngeHTuduKkauum ¢ tunom ${fedPointType} u umeHem
${fedPointName}, Hanpumep, fed_tkn_esia_esia_l anacetmesia:esia_l.

Ona MCNONb30BaHUA cepsuca GET /blitz/api/v3/users/${subjectId}/fedToken/
${fedPointType}/${fedPointName}.

YT106bI NONYYUTL MApKep AOCTYMNa Ha CUCTEMHOE paspelleHne, NPUIOoKeHUe 4ONKHO BbINOAHWUTL 3anpoc Ann
noay4YeHns mapkepa:

e 3anpoc POST https://login.company.com/blitz/oauth/te.
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e 3anpoc A0/KeH cogepaTb 3aronoBok Authorization co 3HayeHMem Basic {secret}, rae
secret —atoclient_id:client_secret (Hanpumep, app:topsecret) B popmate Baseb4.

e Teno 3anpoca A0MKHO COAepKaTb ceaytoLlmne napameTpbl:
— grant_type —npuHMmaeT 3HadyeHne client_credentials;
— scope — 3anpawmBaemoe CUCTEMHOe pa3peLleHue.

e B oTBeT npuaoxeHme NOAyYUT MapKep A0CTyNa access_token, Bpema ero *usHm expires_in ntmn
MapKepa token_type.

CoBeT: PekomeHayeTcA, YTOBbI MPUIOKEHME KILLMPOBANO NOAYYEHHbIM MapKep A0CTyNa ANA MHOTOKpaT-
HOro UCNO/Ib30BaHMA Ha BPEMA, HEMHOTO MeHbLLEee, YeM NapameTp expires_in, NOcae Yero ocyLecTs-
NAN0 NOAYYeHMe HOBOTO MapKepa A0CTyna A/1A 06HOBAEHMA B K3Le.

* BO3MOXHble OWKBKM Npu BbI3oBe /oauth/te cootseTcTytoT RFC 6749 1 onucaHbl 3aech ',

Mpumepbl

3aronoBokK

Authorization: Basic YW1zOm..XQ=

3anpoc

POST blitz/oauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Authorization: Basic ZG51d..lg

grant_type=client_credentials&scope=blitz_groups

OTtBer

"access_token":"QFiJ9mPgERPuusd36mQvD4mfzYolH_ CmuddAJ3YKTOI",
"expires_in":3600,

"scope":"blitz_groups",

"token_type":"Bearer"

OwunbKa

Mpwn nonbiTKe Bbl3oBa REST-cepBMca € NpPOCPOYEHHbIM MAPKEPOM A0CTyMa K Hemy: HTTP 401
Unauthorized.

113 https://tools.ietf.org/html/rfc6749#section-5.2
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3.4.2 YyeTHble 3anucu

JaHHblli pasgen cogepxut REST APl ana ynpaBaeHns y4eTHbIMM 3aNMCAMM NOIb30BaTeNelN.

Perucrpauusna

MeTtog, PUT https://login.company.com/blitz/reg/api/v3/users
Perucrpauus yueTHOWM 3anmcuy nosib3oBaTens.
Heobxoaumble paspelwenunn: blitz_api_sys_users_redg.

3aronoBKM 1N OTNPaBKM NUCbMa Ha aHMIMIACKOM A3bIKE YKaXKUTe 3aroNoBoK Accept-Language: en (ak-
Tya/sIbHO TONbKO A/18 BEpCUn v 3).

Teno 3anpoca

bnokK user.attrs

ATpnbYTbI perncTpmpyemoin y4eTHom 3anucu:

e first_name — pamunus;

® name — UMA;

e middle_name — OTYeCTBO;

e phone_number —HOMep MObUAbHOIO TenedoHa B BUAE COCTaBHOrO 06beKTa € aTpmubyTamu:
— value —Homep TenedpoHa B popmate 7XXXXXXXXXX;
— verified— npu3sHak, yto TenedoH NoaTBeEPKAEH — true unm false;

e email —agpec 3NeKTPOHHOM NoYTbl B BUAE COCTAaBHOro 06beKTa C aTpubyTamu:
— value —aApec 3/1eKTPOHHOW NOYTbI;

— verified— npu3Hak, YTo aapec noatsepxaeH — true uan false;

Bnok user.credentials

OnumMoHanbHbIN 6/10K.

* password—napob 414 CO34aBaeMOoM y4eTHOM 3anncK NoAb30BaTeNs (L0KEeH COOTBETCTBOBATb HACTPO-
€HHOW Napo/IbHOWN NO/INTUKE).

Bnok actions

OnuuoHanbHbIN 6/10K.
[elicTBnA, BbINOAHAEMbIE NOC/e PerncTpaLLmMm y4eTHOM 3anuncu:

e bindDynClient - nocne perucrpaLlmm y4eTHOM 3anMcu Heob6XoAMMO accoLMMpPOBaTh C HEW paHee Bbl-
NYLWeHHbIW cBOBOAHBIN AMHAMUYeCcKUA client_id aK3emnasapa MoBUIbHOIO NPUIOKEHUS.

Mcnonb3yeTtca npu perncTpaunm nosb3oBaTena U3 MobUAbHOrO NPUIOKEHUS.
MapameTpbi:
- type — umsa gencteuma. onkHo 6biTb NnepefaHo 3HavyeHne bindDynClient;

— client_id—3Ha4yeHue, cogeprkallee AMHaMUYeCKUn client_id.
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"actions": |
{
"type": "bindDynClient",
"client_id": "dyn~test_app~af..59"

Mpumepsbl
Peructpaumsa c nogreep:KaeHHbIM email n tene¢poHom

3anpoc

PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"user": {
"attrs": {
"sub": "BIP-9TZYWXQ",
"family_ name": "lpanos",
"given_name": "lBau",
"middle_name": "lMpaxosuu'",
"email": {

"value": "ivan.ivanov@example.conm",
"verified": true
}I
"phone_number": {
"value": "79991234567",
"verified": true

I3
} 4
"credentials": {
"password": "Qwerty_ 123"
}
3
I3
OTBeTt
{
"instanceId": "Yml..Yw",
"subject": "BIP-9TZYWXQ",
"context": "MOF..pQ",
"cookies": |
{
"name": "css'",
"value": "cpO..lo"
}
] ’
"instructions": []
}
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OwunbKu
Cnuncok 11: Maponb He cOOTBETCTBYET NAPOAbHON NOANTUKE
{
"errors": [
{
"errMsg": "llaponb He COOTBETCTBYET IapPOlbHBIM INONHTHKAM: IJIHHa MeHee
—CHMBOIIOB, HEe COOEPXUT Ludpy, NOPONHUCHYIO OYKBY, CIelHalbHBH cuMBOI.",
"field": "password"
}
1,
" context L LI nn
¥
Cnncok 12: HapyweHa yHUKanbHOCTb noneun
{
"errors": [
{
"errMsg": "llonb30BaTeNlb C TakHM 3HaUEeHHEM yXe 3aperucTpupoBaH. [nd.
—IanbHeHIel perucTpalHlyd BBeLUTE Ipyroe s3HauyeHHe",
"field": "phone_number"
by
{
"errMsg": "llonb30BaTeNnb C TakHUM 3HaUEHHEM yXe 3aperucTpupoBaH. [Ond.
—IOanbHeHel perucTpalUyd BBELUTE Ipyroe s3HaueHue",
"field": "email"
by
{
"errMsg": "llonb3oBaTenb C TakHUM 3HAUYEHHEM yXe 3aperdcTpupoBaH. HOuad.
—nalbHEeHed pPerucTpalydd BBeOUTe Ipyroe s3HauyeHue",
"field": "sub"
}
1,
"context": ""

Pernctpauus c HenoaTteepKaeHHbIMK email u TenepoHoM

3anpoc

PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"user": {
"attrs": {
"sub": "BIP-1TZYWXQ",
"family_name": "Hpanos",
"given_name": "lBau",
"middle_name": "lisanosuu",
"email": |

"value": "ivan.ivanov@example.com",
"verified": false

by
"phone_number": {

(continues on next page)
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"value": "79991234567",
"verified": false

I
"credentials": {
"password": "Qwerty_ 123"

OtBer Nel

(npoponkeHue c NpeablayLLei cTpaHuLbl)

Ecnu pernctpaums BbI3BaHa ¢ Nnepeaadyeit HeNoATBEPKAEHHbIX TenedoHa u/mam email, To cepBMc OTNPABMUT NOAb-
30BaTeNt0 NPOBEPOUHBbIK SMS ¢ Kogom noaTeepXAeHUsA 1/uam email c KOAOM NOATBEPIKAEHUA U BEPHET CepPBUC-

Hble aTpmnbyTbl instructions n context.

OTBeT, KOoraa TPE6VETCF| BBOA, NO/Ib30BaTe/IeM NPOBEPOYHbIX KOAOB:

"context": "NIi..gQ",
"instructions": |
{
"mobile": "+79991234567",

"exp": 1690444604,
"attemts": 3,

"name": "mbl-enter-code”
}V
{
"email": "ivan.ivanov@example.com",
"exp": 1690644970,
"attemts": 3,
"name": "eml-enter-code"
}

CepBUC perucTpaunmn MoKeT HblTb HACTPOEH TaK, YTO PerncTpaLma Noab3oBaTens NPOU3BOAUTCA CPasy, a KOH-
TaKTbl B YYETHYHO 3anNMcb NPONMCHIBAOTCA NOCAe NOATBEPKAEHUA, B 9TOM C/ly4ae CEPBUC perncTpauum BepHeT
napameTpbl 3aperncTpUpoBaHHOMN yyeTHOW 3anucK (instanceId, subject, cookies), a TakKe UHCTPYKLUN

ANnAa oNnUuMOHANbHOIo noaTBepXAeHUA KOHTAKTOB B yquHon 3anucu:

"instanceId": "Yml..Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [
{
"name": "css",
"value": "tg8_..84"
}
]I
"instructions": |
{
"mobile": "+79991234567",

"exp": 1690444604,
"attemts": 3,
"name": "mbl-enter-code”

by

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

{
"email": "ivan.ivanov@example.com",
"exp": 1690644970,
"attemts": 3,
"name": "eml-enter-code"
}

Kogbl noateepaeHus

Mpwn nonyyeHnm B oteete Nol MHCTPYKUMIA eml—enter—code u/unmmbl—-enter—code Hy}KHO 3aNpPoCUTL Y
Noab30BaTeNs BBOZ KOAA NOATBEPHKAEHUA, OTNPABAEHHOro Ha email u Ha mobunbHbIN TenedoH. Mocne BBoAa
Ka)K[l0ro KoZa BbI3BaTb CEPBUC A/1A NOATBEPKAEHUA KOHTAKTa, YKa3aHHOro Npuv peructpaumm, nepesas B URL 3a-
npoca 3HaYeHue 13 napamerpa context, a B Tese 3anpoca — BBEAEHHbIN N0Nb30BaTE/IEM KOA, MOATBEPKAEHUSA:

Cnucok 13: 3anpoc Ha noateepkaeHne email

POST /blitz/reg/api/v3/users/¥YNx9.Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"email_code":"269302"

Cnucok 14: OTBeT, ec/iv BBeAEH HEMPABUbHbIN Koa 13 email

"instructions": [
{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},

"mobile":"79988984169",
"exp":1655280756,
"attemts": 3,
"name":"mbl-try-again"

1,
"context":"kE6r..7g"

Cnuncok 15: OTBeT, ecnn UCTEK CPOK AENCTBUA UM NPEBbLIWEHO YMCNO
nonbIToK (6yaeT 06uias owmnbka eml—expired)

"instructions": |
{
"email":"maill23@example.com",
"name":"eml-expired"

by

"mobile":"79988984169",
"exp":1655280756,

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"attemts":3, "name":"mbl-try-again"

1,
"context":"kE6r..7g"

Cnucok 16: 3anpoc 418 MHULMWMPOBAHWA NOBTOPHOM OTNPABKM Koaa no
email (B KauecTBe 3HaYeHMA NapameTpa yKkasaTb /toboli Koa)

POST /blitz/reg/api/v3/users/¥YNx9.Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"email_code_resend":"123456"

B cnyyae ecnn email ycnewHo noATBepiKAeH, M OCTaN0Ch NOATBEPANTL TenedoH, To B OTBETE CepBMCa UCHE3HET
WHCTPYKUMA NPO NoATBEPXKAEeHWEe email, U OCTaHeTCA TONbKO MHCTPYKLMA NPO TenedoH:

Cnucok 17: OtseT, ecnm email noaTsepXaeH, HO HYXHO NoATBEpPAMUTb
Homep TenedoHa

"instructions": |
{
"mobile":"79988984169",
"exp":1655280756,
"attemts": 3,
"name":"mbl-try-again"

1,
"context":"kE6r..7g"

Cnincok 18: 3anpoc Ha noaTeepXKaeHne Homepa TenedoHa

POST /blitz/reg/api/v3/users/YNx9.Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"sms_code":"953568"

Cnuncok 19: OTBeT, eciv BBeAEH HEMPaBU/bHbIM KOA NOATBEPHKAEHUA Te-
nedoHa

"instructions": [
{
"email":"maill23@example.com",
"exp":1655283696,
"attemts":2,
"name":"eml-try-again"},

"mobile":"79988984169",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"exp":1655280756,
"attemts": 3,
"name":"mbl-try-again"

}
] ’
"context":"kE6r..7g"
I3
Cnincok 20: OTBeT, ec/iv UCTEK CPOK AeNCcTBus
{
"instructions": [
{
"mobile":"79988984169",
"name" :"mbl-expired"
}
] ’
"context":"kE6r..7g"
3

Cnucok 21: OTBeT, ec/iv NpeBbIWeHO YNCNO0 NOMNbITOK

"instructions": [

{
"mobile":"79988984169",
"name" :"mbl-no-attempts"

1,
"context":"kE6r..7g"

Cnuncok 22: 3anpoc A8 MHULMWPOBAHMA NMOBTOPHOM OTNPAaBKKU KoAa Mo
SMS (B KauecTBe 3Ha4eHUs NapameTpa yKasaTb Nt060M Koa)

POST /blitz/reg/api/v3/users/YNx9.Dw HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"sms_code_resend":"123456"

OtBet N22

Ecnu Bce KOHTaKTbl BblM NOATBEPKAEHbI B NMpoLecce perncTpaumm, To B pesynbTate Bbi3oBa cepsuca B Blitz
Identity Provider 6yaet 3apeructpupoBaHa y4yeTHas 3anucb NO/Mb30BATENS C NPeAOCTaBAEHHbIMK aTpnbyTamum
n naponem. CepBUC BEPHET NPUCBOEHHBIN YYETHOW 3anuncn naeHTMdrKaTop nonb3osatens (subject). Kpome
TOro, BEPHETCA PAL CEPBUCHbIX aTpnbyToB (instructions, cookies u context).

"instanceId": "Yml.Yw",
"subject": "BIP-1TZYWXQ",
"context": "NIi..gQ",
"cookies": [

{

(continues on next page)
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"name": "css",
"wvalue": "t8_..84"
}
1,
"instructions": []
}
OwnbKa

(npoponkeHue c NpeablayLLei cTpaHuLbl)

Peructpauma mMoxKeT 3aBepwmnTbCA owmnbKoi. Torga B Tene oteeTa byaeT nosacHeHue Npobsemsl. B YyacTHOCTY,
ecnu 8 Blitz Identity Provider HapylweHa yHMKanbHOCTL aTpubyTa, To coobuieHue ByaeT cofepikaTb nepeyeHb

nosiei, No KOTOPbIM HapyLLIEHa YHUKaNbHOCTb.

"errors": |
{
"errMsg": "TakoH NIONb30BaTelb YXe 3aperucTpHUpoBaH..",
"field": "email"
}I
"errMsg": "TakoH NONb30BATENb yXe 3aperucTpupoBaH..",
"field": "phone_number"
}
]I
"context": ""

Peructpauus c nogreepaeHHbimu email u TenepoHom ¢ nepegaueii guHamuueckoro client_id

Cnuncok 23: 3anpoc

PUT /blitz/reg/api/v3/users HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"user": {
"attrs": {
"sub": "BIP-9TZYWXQ",
"family_name": "lpanoz",
"given_name": "Usau",
"middle_name": "lpazosuu'",
"email": {

"value": "ivan.ivanov@example.com",
"verified": true
}I
"phone_number": {
"value": "79991234567",
"verified": true

te
"credentials": {
"password": "Qwerty_ 123"

|
"actions": [

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"type": "bindDynClient",
"client_id": "dyn~test-app~c84£f26£3-10£f3-4b85-abee—-adcal2c4ldze"

Peructpauma Ha aHIIUIACKOM A3blKe

Cnucok 24: 3anpoc

curl -v --location --request PUT 'https://demo.identityblitz.com/blitz/reg/api/v3/
—users' \

—-—header 'Content-Type: application/json' \

—-—-header 'Accept-Language: en' \

—--header 'Authorization: Bearer ...' \
——data-raw '{
"user": {
"attrs": {
"sub": "username",
"phone_number": {
"value": "89101234567",
"verified": false
}
}I
"credentials": {
"password": "Qwerty_123"
}
}
}r
Mouck

MeTog GET https://login.company.com/blitz/api/v1/users
MoMCK yyeTHOM 3anucu.

URL-napameTpbl B query nepegaertcs NOWMCKOBbIN 3anpoc B popmaTe Resource Query Language®'* (RQL). One-
pauum:

* and — 04HOBPEMEHHOE BbIMOJIHEHME MOMUCKOBbIX YC/I0BUIA;
® Or — asbTepHaTUBHOE BbINONHEHWE MOUCKOBbIX YCA0BUIA (Hanpumep, MOUCK MO PasHbiM aTpubyTam);
* eg-— NpoBepKa YC/0BUA PaBEHCTBA.

Mpu BbINOAHEHUM NMOUCKa NO aTpMBYTY, UMeloLLEEMY CTPOKOBOE 3HaYeHWe, PeKOMEeHAYeTCA ABHO cneumMduumnpo-
BaTb TMMN 3Ha4YeHUA. Hanpumep, string:02142527602.

BHuMmaHue: Ecnu noucKoBbI aTpubyT ABNAETCA CTPOKOM, COAeprKaLlelt cneuuanbHble CUMBOIbI, TaKMe KaK
&| () =<>,, To HEOBXOAUMO NPUAEPKMBATLCA CIEAYIOLLErO a/ITOPUTMA SKPAHUPOBAHMUA U KOAUPOBAHMWA Na-
pameTpos:

114 https://github.com/kriszyp/rql
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1. BbINONHUTb KOAMPOBAHWE BCEX 3HAYEHWI aTPUBYTOB — IKPAHMPOBATL MPUCYTCTBYHOLLME B NapameTpax
crneumanbHble cMMBO/bI. Hanpumep, ecam BbiNoAHAETCA NOMCK No TenepoHy +7 (999) 1234567, 1o

3HaYeHue NapameTpa AOMKHO 6biTb NPeobpPa30BaHO K 3HAYEHUIO +7%28999%291234567.

2. CobpaTb 0b6uyt0 CTPOKY A/ nepejayn B KadvecTBe napameTpa query B 3anpoc. Hanpumep,

phone_number=+7%28999%291234567.

3. BbinonHutb URL-Encode 3HaueHus napametpa. Hanpumep, Nonyuyntcs Takoe 3HadeHWe napamerpa —

phone_number%3D%2B7%2528999%25291234567.

Mpumepbl
MpocToit NOUCKOBbBIN 3anpoc

3anpoc

GET /blitz/api/vl/users?query=eq (phone_number.string:79991234567) HTTP/1.1

Authorization: Basic YXBwX21kOmFwcEF9zZWNyZXQ=

OTtBer

"instanceId":"Mzg5..nU",

"attrs":{
"sub":"854436f6-af58-4a3f-8cb7-c2c44lebd4a’6",
"family_name":"lBanor",

"given_name":"lBaun",
"middle_name":"lpauosuu",
"phone_number":"79991234567",

CNoKHbIV NOUCKOBbIM 3anpoc

Cnucok 25: 3anpoc

GET /blitz/api/vl/users?query=or (eq(phone_number, string:79991234567) ,eq(phone_

—number, string:79991112233)) HTTP/1.1
Authorization: Basic YXBwX21kOmFwcEF9zZWNyZXQ=

MoucK no CTpoKe, coaepKalleii cneynanbHbie CUMBO/bI

Cnncok 26: 3anpoc

GET /blitz/api/vl/users?query=phone_number%3D%2B7%2528999%25291234567 HTTP/1.1

Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=
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ATpubyTbi

MonyuyeHune atpnbyToB

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}
MonyyeHne aTpnbyTOB NH06OrO NONB30BATENA NO €70 UAEHTUPUKATOPY.
Heobxogumble paspeleHna: blitz_api_user unmblitz_api_sys_users.

BosBpawaer JSON, cogeprawmit aTpubyTbl Nosib3oBaTens. B 61oke meta nepenatoTca MeTaZaHHbIe YYETHON
3anucu.

BaxkHO: ATpubyT instanceId mMeTaZlaHHbIX HYXEH /1A BOSMOXHOCTU BbI30OBA B NOC/AEAyOLWEM CEPBUCOB Li3-
meHeHus ampubymos yyemrol 3anucu (cTpaHuua 446) n usmeHeHus napoad (cTpaHuua 454).

Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a HTTP/1.1
Authorization: Bearer cNw..Nz

OTBer
{
"family_name": "lrawuoz",
"sub": "d2580c98 e584 4aad a591 97a8cf45cd2a",
"given_name": "lsau",
"locked": false,
"meta": {
"instanceId": "Mzg..Jl",
"unmodifiable": [
"sub"

N3meHeHue aTpubyTa

Metog, POST https://login.company.com/blitz/api/v3/users/{instanceId}

MN3meHeHne aTpnbyToB Nonb3oBaTens no instanceId. YTo6bl y3HaTb 3HaUeHWe instanceId, Heobxogumo
npeaBapuTenbHO Bbi3BaTb MeTogom GET cepBuc rosyyeHus ampubymos (cTpaHuua 446) nonb3oBaTtens.

Heobxogumble paspelweHna: blitz_api_user_chgunmblitz_api_sys_users_chg.
Teno 3anpoca 3HayeHMA U3MEHAEMbIX aTPUOYTOB NOMb30BATENS.
Bosspawaer JSON, cogeprawmit aTpnbyTbl NONb30BATENS.

Ecnun nepepaHHble 3HaYeHUA aTpMbyTOB HE NPOLLIM NPOBEPKY, BepHeTcA owmnbka HTTP 400 Bad Request
M BNOXeHHbIN JSON, BKAtOYaOLWMn:

* TN ownbBKM (type) — input_error AN ciydaes, KOraa 3anpoc COAEPKUT HEKOPPEKTHOE UK Hedony-
CTUMOE 3HaYeHue;
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® Kopg, ownbKu (error);

® TEKCTOBOE ONuncaHue oWnbKuM.

MpumeyaHume: Koapbl OLIMOOK M TEKCTbI OLIMOOK MOTYT BbITb ONpeaeneHbl CneundUYHo ANA Pa3AINYHbIX AaTPU-
6yTOB M ONpeaenaTbCcA peann3oBaHHOM ana aTpnbyTOB NOTMKOM BaIMAATOPOB.

Mpumep

3anpoc

POST /blitz/api/v3/users/Mzg..J1 HTTP/1.1
Authorization: Bearer cNw..Nz
Content-Type: application/json

"family_name":"IlleTpor"

I3
OTBeTt
{
"family_name": "Iletpos",
"given_name": "lsau",
"locked": false,
"sub": "5cffd68f-2cb8-4f7a-b0f3-9fa69alfbbcd",
"meta": {
"instanceId": "Mzg..J1",
"unmodifiable": [
"sub"
]
3
}
OwunbKa
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "contact_use_violation",
"desc": "Validation mobile:79988887812 is failed.",
"pos": "mobile"
}
]
3
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N3meHeHne Homepa TenedoHa

MeTog YacTHbI cnydan uzmeHeHus ampubyma (cTpaHuua 446).

Pexxnmbl:

* n3meHeHue TesiedoHa CPasy Ha NMOATBEPIKAEHHbIN,

* yM3meHeHue TenedoHa C NPOXOXKAEHMEM NOATBEPKAEHUA.

Teno 3anpoca

e phone_number — MOOUbHbIN TenedoH, B BUAE COCTaBHOTO 06beKTa ¢ aTpmubyTamu:

— value — Homep TenedoHa B popmaTte 7XXXXXXXXXX;

— vrf — NpusHaK, 4To TenedoH NoATBEPIKAEH — true.

Mpumepbl

MN3meHeHMe HoOMepa Ha NOATBEPXKAEHHDI

3anpoc

POST /blitz/api/v3/users/Mzg..J1 HTTP/1.1

Authorization: Bearer wzb..Tw
Content-Type: application/json

"phone_number" :
{
"value":"79991234567",
"vrf" :true

OTtBer

"given_name": "lrau",
"family_name": "lraunos",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
Huid"

}I

"email": {
"value": "aivanov+2@gmail.conm",
"vrf": true

}I

"sub": "BIP-LIR6BO33XBBDHANEG6DZPUTYVME",

"phone_number": {
"value": "+7(999)1234567",
"vrf": true
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MN3meHeHMe HoMepa C NPOXOXKAEHUEM MOATBEPHKAEHUA

3anpoc

POST /blitz/api/v3/users/Mzg..J1 HTTP/1.1

Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36.
< (KHTML, like Gecko) Chrome/83.0.4103.106 Safari/537.36

Authorization: Bearer wzb..Tw

"phone_number":{"value":"+79999999998", "vrf":false}

OrBer Nel

MpOMEKYTOUHBIN OTBET COAEPKMUT yKazaHMe Ha HEOBXOAMMOCTb NOATBEPKAEHUA HOBOTO HoOMepa TenedoHa. Koz,
MOATBEPXAEHNA OTNPAaB/AETCA NO/Ib30BaTE/I0 Ha HOBbIN HOMep.

"given_name": "lpau",
"family_name": "lrawuoz",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": |
"sub"

}I

"email": {
"value": "aivanov+2@gmail.com",
"vrf": true

by

"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"notes": {
"actions": {

"state": "ch_EludIwSfEDouy8wpT_GVOJ7rLxKfzZUi-G3blij£f34yQ",
"exp": 300,
"status": "code_waiting",
"from": "+7(964)1234567",
"attr": "mobile",
"attempts_left": 3,
"value": "+7(999)9999998",
"action": "validate_mobile",

"created": 1598446512

b

"phone_number": {
"value": "+7(964)1234567",
"vrf": true
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Kop nogrBepKaeHua

HyXHO MONy4MTb OT NO/Ab30BATENS KOA NOATBEPXHKAEHMSA HOBOro Homepa TenedoHa M oTnpasuTb ero B Blitz
Identity Provider B 3anpoce. B URL gaHHOro 3anpoca Mcnosib3oBaTb 3Ha4YeHWe napameTpa actions: state
n3 oteeta Nol:

POST /blitz/api/v3/users/notes/validate_mobile/ch_El..yQ HTTP/1.1
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..
Authorization: Bearer wzb..Tw

"emd": "code",
"value": "123456"
}
OtBet Ne2
Cnncok 27: YcnewHoe n3sMeHeHne Homepa TenedoHa
{
"given_name": "lBan",
"family_name": "lrauoz",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
" Sub"

}I
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone_number": {
"value": "+7(999)9999998",
"vrf": true

OwunbKa

Cnincok 28: HeBepHbIl Koz,

"state": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzZUi-G3blijf34yQ",
"exp": 2592000,

"from": "+7(964)1234567",

"attr": "phone_number",

"msg": "wrong_code",

"attempts_left": 2,

"created": 16496954009,

"value": "+7(999)9999998",

"action": "validate_mobile"
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Cnmcok 29: MNpeBblWEeHO KOANYECTBO NOMbITOK BBECTU BEPHbIN KOZ,

"state": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfZUi-G3blijf34yQ",
"attr": "phone_number",

"cause": "no_attempts_left",

"from": "+7(964)1234567",

"value": "+7(999)9999998",

"action": "validate mobile"

Cnncok 30: Kog, npocpoyeH

"state": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "phone_number",

"cause": "code_expired",

"from": "+7(964)1234567",

"value": "+7(999)9999998",

"action": "validate mobile"

U3meHeHUe agpeca 3/IeKTPOHHOM NoyTbl

MeTog YacTHbI cnyyan uzmeHeHus ampubyma (cTpaHuua 446).
Pexkvmbi:
* nM3MeHeHWe email cpasy Ha NOATBEPKAEHHbIN,
* M3meHeHWe email c NPOXoXKAEHMEM NOATBEPHKAEHUA.
Teno 3anpoca
e email —aApec 3NeKTPOHHOM NOYTbI:
— value —agpec 3NeKTPOHHOM NoYTbl;

— vrf —Npu3Hak, YTo afpec NoATeepXaeH — t rue;

Mpumepbl

M3meHeHMe agpeca Ha NOATBEPKAEHHbIN

3anpoc

POST /blitz/api/v3/users/Mzg..J1 HTTP/1.1
Authorization: Bearer wzb..Tw
Content-Type: application/json

"email":
{
"value":"mail@example.com",
"vrf" :true
}
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OrtBer

"given_name": "lsau",
"family_name": "lrawnoz",
"meta": {
"instanceId": "MzgbLW..2M",
"unmodifiable": [
"sub"

}I
"mail": {
"value": "mail@example.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANEG6DZPUTYVME",
"phone_number": {
"value": "+7(999)1234567",
"vrf": true

M3meHeHMe appeca c NPOXOXKAEeHUEM NOATBEPKAEHUA

3anpoc

POST /blitz/api/v3/users/Mzg..J1 HTTP/1.1

Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5) AppleWebKit/537.36.
— (KHTML, like Gecko) Chrome/83.0.4103.106 Safari/537.36

Authorization: Bearer wzb..Tw

{
"email":{"value":"maill@example.com","vrf":false}

}

OtBet Nol

npOME)KYTOHHbIVI OTBET COAEPXKUT YKa3aHUe Ha HEO6XOAMMOCTb noarsepXaeHna HoOBOro agpeca 3/16KTpOHHOVI
noyTbl. Koa noarsepaeHUA OTNPaBAAETCA NOb30BaTeNto Ha HOBbI agpec.

"given_name": "lrpau",
"family_name": "lrauoz",
"meta": {
"instanceId": "Mzg5L..2M",
"unmodifiable": [
"sub"

}I
"email": {
"value": "aivanov+2@gmail.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANEG6DZPUTYVME",
"notes": {

(continues on next page)
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"actions": {
"state": "ch_EludIwS5fEDouy8wpT_GVOJ7rLxKfZUi-G3blij£f34yQ",
"exp": 86400,
"status": "code_waiting",
"from": "aivanov+2@gmail.com",
"attr": "mail",
"attempts_left": 3,
"value": "mail@example.com",
"action": "validate_mail",

"created": 1598446512

by

"phone_number": {
"value": "+7(964)1234567",
"vrf": true

Koa nogreepaeHua

HyHO nony4nTb OT Nosfb30BaTeNA Koa NOATBEPKAEHMUA HOBOMO aApeca 3N1eKTPOHHOM NOYTbl U OTNPaBUTb ero B
Blitz Identity Provider B 3anpoce. B URL gaHHOro 3anpoca Mcnoib3oBaTb 3HaYeHME NapameTpa actions: state
n3 oreeta Nel:

POST /blitz/api/v3/users/notes/validate_email/ch_El..yQ HTTP/1.1
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..
Authorization: Bearer wzb..Tw

"emd": "code" ,
"value": "123456"

OrtBet No2

Cnuncok 31: YcnewHoe nsmeHeHue agpeca 3NeKTPOHHOM NoYTbl

"given_name": "lBau",
"family_name": "lraunos",
"meta": {
"instanceId": "Mzgb5L..2M",
"unmodifiable": [
"sub"

by
"email": {
"value": "mail@example.com",
"vrf": true
}I
"sub": "BIP-LIR6BO33XBBDHANE6DZPUTYVME",
"phone_number": {
"value": "+7(999)9999998",
"vrf": true

(continues on next page)
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OwwubKa
Cnincok 32: HeBepHbIl Koz,
{
"state": "ch_FEludIwS5fEDouy8wpT_GVOJ7rLxKfzZUi-G3blijf34yQ",
"exp": 2592000,
"from": "aivanov+2@gmail.com",
"attr": "email",
"msg": "wrong_code",

"attempts_left": 2,
"created": 16496954009,
"value": "mail@example.com",
"action": "validate_email"

Cnuncok 33: MNpeBblWeHO KONYECTBO NOMbITOK BBECTM BEPHbIN KOA,

"state": "ch_EludIwSfEDouy8wpT_GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "email",

"cause": "no_attempts_left",

"from": "aivanov+2@gmail.com",

"value": "mail@example.com",

"action": "validate_email"

Cnucok 34: Kog, npocpoueH

"state": "ch_EludIwSfEDouy8wpT_GVOJ7rLxKfzUi-G3blijf34yQ",
"id": "ch_EludIw5fEDouy8wpT_GVOJ7rLxKfzZUi-G3blijf34yQ",
"attr": "email",
"cause": "code_expired",
"from": "aivanov+2@gmail.com",
"value": "mail@example.com",
"action": "validate_email"
}
Maponu

N3meHeHune napona

Metog POST https://login.company.com/blitz/api/v3/users/{instanceld}/pswd

MN3meHeHne napons. Ytobbl y3HaTb 3HaueHWe instanceId AnsA nonb3oBaTens, HeobxoaMMo nNpeaBapuTeNbHO
BbI3BaTb MeToaom GET cepBuc rnosyyeHua ampubymos (cTpaHuua 446) nonb3osaTens.

Heobxogumble paspewerna: blitz_api_usec_chgunmblitz_api_sys_usec_chg.

3aro/I0BKu

3.4. APl ynpaBneHusa nonb3oBatenamum 454



Blitz Identity Provider, Bepcua 5.23

Mpu cMeHe Napo/iA B N0/Ib30BaTENLCKOM pexume HeobxoaMMo nepeaaTb 3arofoBKu ¢ IP-agpecom nonb-
3oBatena U User—Agent.

B cLLeHapum camocToATeIbHOM CMEHbI NoJib30BaTesIeM Napons B JIMUHOM KabuHeTe BO3MOXKeH cbpoc cec-
cuit nonb3osatens. Mpu 3TOMm MOXKET bbITb HeXXenaTenbHo, YTOObI NPoM3oLLEeN BbIXOA NO/b30BaTeNs C Te-
Kylllero ycTpoiictea/6paysepa. aa Toro, utobbl yKasaTb Blitz Identity Provider, uto onpeaeneHHoe ycTpoii-
CTBO HEOOXOAMMO COXPaHUTb NO pe3y/ibTaTaM YCMeLWHOM CMeHbI Napons (He Aenatb ¢ Hero sorayT), Heob-
XO4MMO B BbI30OB CEPBMCA CMEHbI NApONA nepesaTtb OT NPUNOKEHUA 3aronoBoK IB—CI-UA-ID C UAEHTU-
dMKaTOPOM TEKYLLEFO YCTPOMCTBA NOJ/Ib30BaTENS.

CoBeT: MaeHTMOUMKATOP TEKYLLEro YCTPOMCTBA MO/Ib30BATENA MOXKHO NOAYUYUTb U3 MapKepa udeHmupu-
kayuu (cTpaHuua 397).

[nA oTNpaBKM NMCbMa Ha aHIIMIACKOM A3bIKE YKaXKWUTe 3aroioBoK Accept-Language: en (aKTyanbHO
TONbKO A/1A Bepcum v 3).

Teno 3anpoca

current — TeKyWWn Naponb Nosb30BaTeNs (TONbKO NPU CMEHE Naposs B MO/b30BATENLCKOM PEXUME —
o0b6s3aTenbHO NnepeaaeTca).

password — HOBblM Napoab Nonb3oBaTtena (HeobasaTenbHbIM NapameTp). Eciv napameTp He 3agaH, TO
Blitz Identity Provider camocToAaTeNbHO creHepupyeT HOBbIN Napob.

resetSessions — B CayyYyae eciv napameTp He yKa3aH UK yKa3aH B 3Ha4YeHUn t rue, To Npu CMeHe na-
ponsa 6yayT aHHYNIMPOBaHbI BCE CECCUM NONb30BaTENA U yAaNeHbl 3aNOMHEHHbIe yCTpolicTBa. Ecnn Heob-
XOAMMO TO/IbKO CMEHUTb Naponb 6e3 cbpoca ceccuii, To HEOHXOAMMO ABHO YKa3aTb NapameTp B 3HaYEHUN
false.

sendPswdToAttr — umsa aTpubyTa ¢ TenepoHHbIM HOMEPOM A/1A OTNPABKM MO/b30BATENO NAPOAS
(Heobs3aTenbHbIN NapameTp). Eciv napameTp 3afaH, TO NOAb30BaTESNO Ha TenedOoH M3 YKasaHHOro aTpu-
6yTa byzet otnpasneHa SMS c naponem.

Bo3spawaer

B cnyyae ycnewHoro Bbi3oBa Blitz Identity Provider - HTTP 204 No Content.
Ecnn cmeHa naposiA 3aBepLlunaach ownbKol - coobueHne 06 ownbKe:

— HTTP 401 Unauthorized Bcay4yae olWMOKM KOHTPOAA AOCTYNa - HEMPABUAbHbIN MapKep AOCTY-
na uan HenpaBW/bHbIN TEKYLLMIA Napo/b NOAb30BaTENA.

— HTTP 400 Bad Request - HOBbI/ Napo/b He YA0BAETBOPAET TPeOOBaHMAM NapOSbHON NOANTU-
KW.

Mpumepbl

3anpoc

Cnuncok 35: Mob30BaTENLCKUIA PEKMM CMEHbI Napons

POST /blitz/api/v3/users/Mzg..J1/pswd HTTP/1.1

Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..
Authorization: Bearer wzb..Tw

IB-CI-UA-ID: {SHA256}rVWFmwgRKWeW_fl1H4CA4yuW70hKZ32Da9%4m0kzwiWsVs

"current": "QWErtyl123",
"password": "P@s$SwOrd",

(continues on next page)
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"resetSessions": false

Cnuncok 36: PeXnm cMmeHbl Napons cuctemoi

POST /blitz/api/v3/users/Mzqg..J1/pswd HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa..Ez

"password": "P@$SwOrd",
"resetSessions": true

Cnncok 37: OTnpaBKa HOBOro napons no SMS ¢ aBTomaTU4ecKon reHe-
pauueit naponn

POST /blitz/api/v3/users/Mzqg..J1/pswd HTTP/1.1
Content-Type: application/json
Authorization: Bearer gwa..Ez

"sendPswdToAttr": "phone_ number"

Cnuncok 38: 3anpoc cMeHbl NApoAA Ha aHITMACKOM A3blKe

curl -v --location --request POST 'https://demo.identityblitz.com/blitz/api/v3/
—users/YnVpbHQtaW4d 6a2dhdndpbG92QGlkYmxpdHoucnU6MTcxMDU50DgyODY3MjUOODg2NA/pswd "\
--header 'Content-Type: application/json' \

—--header 'Accept-Language: en' \

—-header 'Authorization: Bearer ...' \
——data-raw '{"password": "nN2L98Nul234"}'
OwunbKNn

Cnuncok 39: HenpaBuW/bHbIM TEKYLLMI NApO/b

"type": "security_error",
"error": "invalid_credential",
"desc": "Wrong subject identifier or current password"

Cnncok 40: HenpaBuWbHbIM MapKep AOCTyna

"type": "security_error",
"error": "bad_access_token",
"desc": "BEARER_AUTH: CRID does not match"
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Cnucok 41: HoBblit Naposib HE COOTBETCTBYET MAPOJIbHOW MONUTUKE:
C/IVILLIKOM KOPOTKUI

{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password's length must be greater than 6",
"pos": "password",
"params": {
"rule": "to_short",
"low": 6
}
}
]
}
Cnucok 42: HoBblit naponb He COOTBETCTBYET MApPO/IbHOM MOJIUTUKE,
ycTaHoB/ieHHol B LDAP-kaTanore
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Failed to update password\n",
"pos": "password",
"params": {
"rule": "id_store"
}
}
Cnincok 43: HoBbl1 Napo/ib He COOTBETCTBYET NapOo/IbHOM NONUTUKE: He
CoOEePHKUT TpebyemMbix Fpynn CUMBOJIOB
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password doesn't match enough symbols groups",
"pos": "password",
"params": {
"rule": "not_enough_groups",
"no_matched_groups": [
{
"desc": "password.policy.desc.digits",

"min_number_ symbols": 1
}I

"desc": "password.policy.desc.capital",
"min_number_symbols": 1

"desc": "password.policy.desc.special",
"min_number_symbols": 1

(continues on next page)
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}
]
}
}
]
}
Cnuncok 44: HoBbli Napo/ib He COOTBETCTBYET Napo/ibHOM MNOAUTUKE: Na-
PO/b paHee NCNos1b30BaICA
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password found in previous used ones",
"pos": "password",
"params": {
"rule": "in_password_history"
}
}
]
}
Cnincok 45: HoBbl Naponb He COOTBETCTBYET NApPO/bHOM NOIUTUKE: HO-
Bbli1 Mapo/ib COBMAZAET C TEKYLLMM
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "A new password can't be the same as the current",
"pos": "password",
"params": {
"rule": "eqg current"
}
}
]
}
CnuncokK 46: HoBblli Naposib HE COOTBETCTBYET MapO/IbHON MONUTUKE: B
HOBOM Maposie HeJOoCTaTO4YHOEe YNC/I0 CMMBO1I0B OT/IMHAETCA OT Nnpex-
Hero
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "There are not enough new characters in a new password",
"pos": "password",

(continues on next page)
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"params": {
"rule": "not_enough_new_chars",
"minNew": 5
}
}
]
}
Cnncok 47: HoBbli Naposib He COOTBETCTBYET Nap0/IbHOM NOAUTUKE: Na-
PO/ib BKAKOYAET BXOXKAEHWE M3 CIOBAPSA 3anpeLLeHHbIX naponei
{
"type": "input_error",
"error": "wrong_values",
"errors": [
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password contains a word from the stop dictionary",
"pos": "password",
"params": {
"rule": "in_stop_dic",
"stop_word": "qwerty"
}
}
]
}
Cnuncok 48: HoBbl Naponb He COOTBETCTBYET NAapPOAbHON NOANTHKE: Na-
POsb coBnagaeT Co C10BapHbIM
{
"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password found in a password dictionary",
"pos": "password",
"params": {
"rule": "in_password_dic"
}
}
]
}
Cnincok 49: HoBbli Mapo/ib He COOTBETCTBYET Nap0/IbHOM NOAUTUKE: Na-
PO/1b UIBMEHEH pPaHee pa3peweHHOro Cpoka
{
"type": "input_error",
"error": "wrong_values",
"errors": [
{
"type": "input_error",
"error": "password_policy_violated",
"desc": "Password is too young",

(continues on next page)
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"pos": "password",
"params": {
"rule": "too_young",
"minAgeInSec": 86400

Cnucok 50: NepeaaHHbIi aTpMbyT ANs OTNPAaBKM Napoa He cylecTsyeT

"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "wrong_value",
"desc": "Wrong mobile attribute 'phone_number_wrong'",
"pos": "sendPswdToAttr"

Cnuncok 51: Y nonb3oBatens He 3agaH aTpmbyT c TenedoHOM ANA OTNPaB-
KM naponsa Ha TenedoH

"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "wrong_value",
"desc": "User not contains mobile attribute 'phone_number'",
"pos": "sendPswdToAttr"

M3meHeHMe Napona BeAOMOro akKayHTa

MeTon POST https://login.company.com/blitz/api/v2/users/{subjectId}/password

M3meHeHMe Napona BeAOMOM YYETHOM 3anmncu Noib3oBaTeNn C MOMOLLbIO BeAyLeli y4eTHOM 3anmncu nosib3osa-
Tensa. subject Id —uaeHtudumkaTop (sub) BeaoMOM yYETHOW 3anmcu.

3aronoBkn B 3anpoc gonkeH 6biTb Ao6aBAeH 3aronoBOK C MapKepom AOCTYNa Ha paspelleHne ¢ UMeHem
blitz_change_password, NONyY4eHHbIM BeAyLlel y4eTHOM 3anuncbio. Beaylumin nonb3osaTeb MOXKET Bbl-
3BaTb CMEHY Napo/iA BEAOMOrO TO/IbKO B TOM C/ly4ae, eC/iM paHee BeAyLLeMy Noab30BaTenNto Hbi10 0aHo (CTpaHu-
ua 502) npaBo Ha n3meHeHue nNapona change_password.

Teno 3anpoca ATpubyT value co 3Ha4YeHMeM HOBOFO Napo/ifA, KOTOPOE AONKHO COOTBETCTBOBATb TPE6OBAHUAM
HACTPOEHHOM NapOo/IbHOM NOJIUTUKM.

Bosspawaet
¢ [lpu ycnewHolM cMeHe napona - ctatyc HTTP 200 (OK).

e [pu HaANYMK OLIMOKK - ONMUCAHMNE NOTYYEHHOW OLIMOKM.
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Mpumep

3anpoc

POST /blitz/api/v2/users/c574a512-3704-4576-bc3a-3fe28b636e85/password HTTP/1.1
Authorization: Bearer cNwIX..Tg
Content-Type: application/json

{"value":"QWErty1234"}

Owunbka
{
"errors": |
{
"code": "access_denied",
"desc": "Not enough rights: change_password",
"params": {}

Pexkumbl ayTeHTUPUKaLUmn

MpoBepKa cocToAHUA

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/auth
MpoBepKa COCTOAHMA CNeAyHOLMX PEXKMMOB ayTeHTUOUKALMM yHeTHOM 3anncn subject Id:

® Ha/snuune BKNOYEHHOM ABYXPaKTOPHOMN ayTeHTUdMKALMK;

® Ha/nyMe YCTaHOB/IEHHOIO NPM3HaKa He0bX0ANMMOCTU CMEHbI Napos;

® Ha/nyne BPEMeHHOrO 3anpeTa Nno BXoAy C UCNONb30BaHMEM ONpeae/IeHHOro MeToa BXoAa.
Heobxogumble paspeweHna: blitz_api_usecunmblitz_api_sys_usec.
Bosspawaet

* requiredFactor Npu3HaK BKAOYEHHOW ABYXDAKTOPHOM ayTeHTUdGMKaLMK. MOXKeT NpuHMMaTh ceay-
tolMe 3HaYeHUs:

— ortcyTtcteyeT, O nnn 1 - BbIK/IHOYEH,
— 2 - BKAloYeH (TpebyeTca 2-i paKTop ayTeHTUDUKaLUK);
¢ needPasswordChange nNpuM3HaK HEOBXOAMMOCTM CMEHbI MAPOA NPU BXOAE;

¢ methodsLocked cnucoK 3ab10KMPOBaHHbBIX METOAO0B ayTEHTUOUKaLMU. M0Nb30BaTEeNb HE MOMKET UC-
Mo/b30BaTb AaHHbIE METOAbI BXOAA, HO MOMET UCMO0/Ib30BaTh OCTasIbHbIE.
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Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtser

{
"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

U3meHeHUe pexxumos ayTeHTUUKaLumn

POST https://login.company.com/blitz/api/v3/users/{subjectId}/auth
MN3meHeHUA pexkMmoB ayTeHTUOMKALUM NoNb30BaTeNA.
Heobxogumble paspeweHna: blitz_api_usec_chguamblitz_api_sys_usec_chag.

3aronoBkM B nonb3oBaTeNbCKOM perrmme HeobxoaMmo nepenaTtb 3arosioBkM ¢ IP-aapecom nosb3oBaTens U
User—-Agent.

Teno 3anpoca MoXKeT cofepKaTb NAPameTpbl:
e requiredFactor NpuM3HaK BKAOYEHHOMW ABYXPaKTOPHOW ayTEHTUDMKAUMU. 3HAYEHUA:
— null BbIK/IOYEH,
— 2 BKtOYeH (TpebyeTca 2-i paKTop ayTeHTUDUKaLUK);

® needPasswordChange npusHak HEO6XOAVIMOCTVI CMeHbI Napona npu exoge — Aonyctuma TOJIbKo ne-
penayva 3HayeHUa true;

e methodsLocked cnmcok 3abnokMpoBaHHbIX MeTOA0B ayTeHTUPUKauuu. Monb3oBaTeNb HE MOXKET UC-
Nnonb3oBaTb AaHHble MeToAbl BXoAa, HO MOXeT UCMO/Ab30BaTb OCTasbHble. B HacToAwmMii momeHT Blitz
Identity Provider nogaep»kusaeT TonbKo 610KMpOBaHUE UCMO/b30BaHWUA NAPObHOTO BXoAa (password).

Mpumep

3anpoc

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/auth HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

Content-Type: application/json

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]
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OrtBer

"requiredFactor": 2,
"needPasswordChange": true,
"methodsLocked": ["password"]

OwunbKa

Cnuncok 52: HTTP 400 Bad Request: y nonb3oBatena He HAaCTPOEH HMU

O4MH METOpA, ANA BTOPOro GpaKkTopa ayTeHTUOUKaLMM

"type": "input_error",
"error": "wrong_values",
"errors": |
{
"type": "input_error",
"error": "has_not_sf_methods",
"desc": "User 'd2580c98-e584-4aad-a591-97a8cf45cd2a' has not any.

—second factor method",
"pos": "requiredFactor"

CsoiicTBa nosb3oBarens

MonyyeHune cBOUCTB

MeTton GET https://login.company.com/blitz/api/v3/users/{subjectId}/props

MonyyeHwne cBONCTB 1t06Oro Nosb3oBaTens No ero UAeHTUPUKaTopy.

Heobxogumsble paspelwenna: blitz_api_user uimblitz_api_sys_users.

Bosspawaer HTTP 200 v JSON, cogeprKalmii CBOMCTBa NoO/1b30BaTeN .

Mpumep

3anpoc

GET /blitz/api/v3/users/854436£6-af58-4a3f-8cb7-c2c441lebda76/props HTTP/1.1

Content-Type: application/json
Authorization: Bearer cNw..Nz
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"pipes.info.fed.readOn":1706530413,
"fcOn":1707814866,
"pipes.info.adv-totp.readOn":1696236815,
"pipes.addKey.mobile.Android.disagreedOn":1701099042,
"pipes.act.mobile.skippedOn":1695649488,
"wak.failedOn":1689864670,
"pipes.act.mobile.outdatedOn":1695649486,
"last2fa":"x509",
"pipes.addKey.pc.Windows.disagreedOn":1706100800,
"pipes.act.mail.skippedOn":1689764346

Dob6aBneHune, usmeHeHue U yaaneHue CBOUCTB

MeTtog POST https://login.company.com/blitz/api/v3/users/{subjectId}/props
[JobasneHne, UameHeHWe 1 yaaneHue CBOMCTB NO/b30BaTe A Mo ero ngeHTUdrKaTopy.
Heobxogumble paspelwenna: blitz_api_user uimblitz_api_sys_users.

Teno 3anpoca JSON c nepeyHem CBOWCTB AN Aob6aBAeHUs U yaaneHus. Ana nameHeHUa 3HaYeHMA HYXKHO OT-
NpaBuTb HOBOE 3HaYeHMe CBOMCTBA B ceKummn add. nA yaaneHUa MOXHO TONbKO yKa3aTb yAansemoe CBOMCTBO.

Bosspauwaer HTTP 200 1 JSON, cogeprKalunit akTyasibHble CBOMCTBA.

Mpumep

3anpoc

Cnncok 53: YaaneHue colictsa last2fa n pobasnenue testBool

POST /blitz/api/v3/users/854436f6-af58-4a3f-8cb7-c2c44lebd4a76/props HTTP/1.1
Content-Type: application/json
Authorization: Bearer cNw..Nz

"remove" : ["last2fa"],
"add" : {
"testBool" : true

Cnucok 54: UsmeHeHuUe cBoicTBa testBool

POST /blitz/api/v3/users/854436f6-af58-4a3f-8cb7-c2c44lebda76/props HTTP/1.1
Content-Type: application/json
Authorization: Bearer cNw..Nz

n add" : {
"testBool" : false
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Cnncok 55: YnaneHue colicta testBool

POST /blitz/api/v3/users/854436f6-af58-4a3f-8cb7-c2c44lebda76/props HTTP/1.1
Content-Type: application/json
Authorization: Bearer cNw..Nz

"remove" : ["testBool"]

OTtBer

Cnuncok 56: YaaneHue colictsa last2fa n pobasnenue testBool

"pipes.act.mobile.skippedOn":1695649488,
"pipes.act.mobile.outdatedOn":1695649486,
"testBool":true,
"pipes.addKey.mobile.Android.disagreedOn":1701099042,
"pipes.info.adv-totp.readOn":1696236815,
"wak.failedOn":1689864670,
"pipes.info.fed.readOn":1706530413,
"pipes.act.mail.skippedOn":1689764346,
"fcOn":1707814866,
"pipes.addKey.pc.Windows.disagreedOn":1706100800

Cnucok 57: UsmeHeHune cBoicTBa testBool

"pipes.act.mobile.skippedOn":1695649488,
"pipes.act.mobile.outdatedOn":1695649486,

"testBool": false,
"pipes.addKey.mobile.Android.disagreedOn":1701099042,
"pipes.info.adv-totp.readOn":1696236815,
"wak.failedOn":1689864670,
"pipes.info.fed.readOn":1706530413,
"pipes.act.mail.skippedOn":1689764346,
"fcOn":1707814866,
"pipes.addKey.pc.Windows.disagreedOn":1706100800
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Cnncok 58: YnaneHue csolictsa testBool

"pipes.act.mobile.skippedOn":1695649488,
"pipes.act.mobile.outdatedOn":1695649486,
"pipes.addKey.mobile.Android.disagreedOn":1701099042,
"pipes.info.adv-totp.readOn":1696236815,
"wak.failedOn":1689864670,
"pipes.info.fed.readOn":1706530413,
"pipes.act.mail.skippedOn":1689764346,
"fcOn":1707814866,
"pipes.addKey.pc.Windows.disagreedOn":1706100800

TOTP

Coser: Cm. RFC 6238 TOTP: Time-Based One-Time Password Algorithm?*®,

MNposepka Hanuuua TOTP

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/totps
MpoBepKa Hannuma y noab3oBaTensa HactpoeHHoro TOTP-reHepaTop KOAOB NOATBEPKAEHUA.
Heobxogumble paspeweHna: blitz_api_usecunmblitz_api_sys_usec.

BosBpauwiaer Ecnu TOTP HacTpoeH, To B OTBET 6yAyT NoayYeHbl ero HaCTPOMKMU.

Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/totps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"id": "SW_TOTP_1_d2580c98-e584-4aad-a591-97a8cf45cd2a",
"len": 6,
"name": "Google Authenticator"

115 https://tools.ietf.org/html/rfc6238
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Mpusaska TOTP

MpmrBA3Ka K y4eTHOM 3anuncu nonbsosatens TOTP-reHepaTopa ocyLiecTBASETCA B ABa 3Tana.

3tan Nel

MerTopa, GET https://login.company.com/blitz/api/v3/users/{subjectId}/totps/
attach/qgr

3anpoc B Blitz Identity Provider QR-Koga 1 CTPOKM NPUBA3KW.

Heobxogumble paspeweHna: blitz_api_usec_chgunmblitz_api_sys_usec_chag.

3aronoBkM B Monb3oBaTe/NIbCKOM pPeXMMeE HeobXoAMMO nepesaTtb 3arooBkM ¢ IP-agpecom nosb3osaTtens u
User—-Agent.

BosBpalwaer ATpubyTbI:
¢ base64QRCode — QR-KoA NpUBA3KKM reHepaTopa, KOTOPbIN HY»KHO 0TO6PA3UTb NO/Ib30BaTEN!O;

* base32Secret —ceKkpeTHas CTPOKa NPUBA3KM reHepaTopa, KOTOPYHO HYXKHO 0TOBPa3unTb NOAb30BaTENID,
ecnu emy Heyao6Ho byaet doTorpaduposate QR-Koa, M OH NpeanoyTeT BBECTU KOA, NPUBA3KU B reHepaTop
BPYYHYIO.

Mpumep

3anpoc

GET /blitz/api/v3/users/d25..2a/totps/attach/qr HTTP/1.1
Authorization: Bearer cN..z
Cache-Control: no-cache

OTtBer
{
"base64QRCode": "iVB..g==",
"base32Secret": "W2470HVTPPTIAOXMGKK6Z7BZ3DEYWO74"
I3
dtan Ne2

MerTog, POST https://login.company.com/blitz/api/v3/users/{subjectId}/totps/
attach/qr

MoaTBepXaeHUe perncTpaLmm NPUBA3KMU.
Heobxogumble paspeweHna: blitz_api_usec_chgunmblitz_api_sys_usec_chag.
Teno 3anpoca

e base32Secret — ceKkpeTHasa CTpoka uHmumanmnsaumm TOTP-reHepaTopa;

e otpCode — Kog, NOATBEPXKAEHUA, BbIPabOTaHHbIV reHepaTopom no anropmutmy TOTP oT cTpoKku secret u
TEKYLLEro BpeMeHHOro c/10Ta;

* name — otobparkaemoe uma TOTP-reHepaTopa (HeobA3aTenbHO).
Bosspawaet

¢ B cnyyae ycnewHoro BbiNoaHeHna - HTTP 204 No Content.
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* B cnyyae ownbru cepnuc - HTTP 400 Bad Request.

Mpumep

3anpoc

POST /blitz/api/v3/users/d2580c98..cd2a/totps/SW_TOTP_1_d2580c98..cd2a HTTP/1.1
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)

"base32Secret": "W2470HVTPPTIAOXMGKK6Z7BZ3DEYWO74",
"name": "Google Authenticator",
"otpCode": "123456"

OTBeTt
{

"base64QRCode": "iVB..g==",

"base32Secret": "W2470HVIPPTIAOXMGKK6Z7BZ3DEYWO74"
}
Owunbka

Cnucok 59: MNepenaH HenpaBWUIbHbIN KOg,

{

"type": "process_error",

"error": "wrong_otp_code"

YpaneHue npuBA3Ku

Metog DELETE https://login.company.com/blitz/api/v3/users/{subjectId}/totps/
{id}

Ynanenune npueasku TOTP-reHepaTopa K y4eTHOM 3anMcuK Noib3oBaTens.
Heobxogumble paspelweHna: blitz_api_usec_chguamblitz_api_sys_usec_chg.
URL-napameTpbl B KayecTBe id yKasblBaeTca r10s1yYeHHbil (CTpaHnua 466) naeHTuduKaTop NPUBA3KMN.

3aronoBkM B nonb3oBaTenbcKOM pexvme HeobxoaMmo nepepaTb 3aronoBku ¢ IP-agpecom nonb3osaTena u
User—-Agent.

BosBpalyaet MNpwu ycnewHoOM BbINOAHEHUU cepBuc BepHeT HTTP 204 No Content.
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Mpumep

Cnucok 60: 3anpoc

DELETE /blitz/api/v3/users/d..2a/totps/SW_TOTP_1_d..2a HTTP/1.1
Authorization: Bearer cN..z

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)...

CocToAHME YyUYeTHOM 3anucu

MpoBepKa cOCTOAHMA YYETHOM 3anucu

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/state
MpoBepKa COCTOAHUA YHETHOW 3anuncu:

® Hannuune 6J1OKMPOBKM MO NPUYNHE HEAKTUBHOCTY;

® Ha/jnuue 3anpeTa Ha 6NOKMPOBKY MO NPUUYMHE HEAKTUBHOCTU.

Heobxogumble paspeweHna: blitz_api_usecunmblitz_api_sys_usec.

Mpumepsbl

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTBeTbl
Cnncok 61: CocTosiHME YY4ETHOM 3anuUcKu eLle He MHMLMAIN3UPOBAHO
(yyeTHas 3anuncb TONIbKO CO34aHa U/W ELLE HE UCMO/Ib30Banach A0 BXoAa
C MOMEHTa noABAeHUs GyHKUNN)
{
"name": "initial"
3
CnucokK 62: YyeTHas 3anncb akTUBHA
{
"name": "active",

"checkedOn": 1688106755

MpumeuaHue: B napameTpe checkedOn XpaHMTCA BPEMEHHANA OTMETKa NOC/eAHEeN NPOBEPKN COCTOAHUA.
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Cnuncok 63: YueTHana 3anucb 3ab10KMpOBaHa MO NPUYNHE AUTENbHOM
HEAKTUBHOCTH

"name": "inactivityLock",
"on": 1688106646

MpumeyaHue: B napameTpe on xpaHUTCA Bpems 6JOKMPOBKMY.

Cnuncok 64: YyeTHasa 3anncb HaXoAUTCS B CMUCKE UCKAKYEHUA U HE MO-
eT 6bITb 3a6/10KMpOBaHa NO NPUYMHE HEAKTUBHOCTU A0 HACTYN/IeHUSA
AaTtbl U3 napametpa till

"name": "untouchable",
"till": 1689106755

MpumeyaHue: Ecniv napameTp t i 11 oTCyTCTBYET, TO yYeTHAA 3aNUCb HE MOXKET bbITb BOObLLE 3a6/10KMpoBaHa
No NPUYMHE HEAKTUBHOCTMU.

MN3meHeHue coCToAHMA yYeTHO 3anucu

MeTtoa POST https://login.company.com/blitz/api/v3/users/{subjectId}/state
M3meHeHne coCTOAHMA YY4ETHOM 3anNncKn NoNb3oBaTenN .
Heobxogumble paspeweHna: blitz_api_sys_usec_chg.
Teno 3anpoca Bo3moXHble napameTpbl:
® name - Ha3Ha4Yaemoe cocTosaHne. MOXHO Ha3HAYUTb TONbKO COCTOAHME untouchable;

e till - HeobA3aTeNbHbIM NapaMeTp, B KOTOPOM MOXKHO YKa3aTb BPEMSA, [0 KOTOPOro y4eTHOM 3anncu Ha-
3HavaeTcA coctoaHMe untouchable. A OTMeHbl COCTOAHMA untouchalble MOXHO Ha3HAYMTb Napa-
meTpy till Tekyuwee Bpems.

Bosspawaet B cnydyae ycnewHoro Bbizosa HTTP 204 No Content.

Mpumep

Cnucok 65: 3anpoc

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/state HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

"name": "untouchable",
"till": 1689106755
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BHewHMe NocTasLWmUKU

CnNMCOK BHELHMX NOCTaBLUUKOB

Metog GET /api/v3/users/{subjectId}/fa

I'Ionyqume CNUCKa NPUBA3OK YYETHbIX 3anucei BHELWHUX NOCTaBLMKOB M,EI,EHTVICI)VIKBLI,MVI K y‘-IETHOl‘/lI 3anncu NoNb-
30BaTena.

Heobxogumble paspewenna: blitz_api_ufaummblitz_api_sys_ufa.
BosBpawaeTr Tun v umsa npuesaskn (fpType u fpName) n naeHTUPUKaTOp NPUBA3KK (sid).
Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUMGij4
Cache-Control: no-cache

OTtBer

"sid": "1000347601",
"fpType": "esia",
"fpName": "esia 1"
}I
{
"sid": "1234",
"fpType": "tcs",
"fpName": "tcs_ 1"

MpuBaA3Ka NocTaBLMKa NO uaeHTUPUKaTopy

Meton POST /api/v3/users/{subjectId}/fa/{fpType}/{fpName}/{sid}

MpuBA3Ka yYETHOM 3aNMCK BHELLHEro NOCTaBLUIMKa MAEHTUOUKALMM K YYeTHOM 3anncu noab3oBaTens, eciv BXoa,
yepes BHELWHUI NOCTaBLIMK UAEHTMOUKALMM NPOoM3BeAeH paHee MHbIMM CPeaCTBaMU U U3BECTeH naeHTUdMKa-
Top (s1d) y4eTHOM 3anncK BO BHELUHEM NMOCTABLUMKE MAEHTUPUKALMN.

Heobxogumble paspewenna: blitz_api_ufa_chguamblitz_api_sys_ufa_chg.

URL-napameTpbl guid nonb3oBatens (subjectId), TMN BHEWHEro NocTaBwmKa (fpType), UMs BHELWHero
nocrtaswmKa (fpName) n M AEHTUPUKATOP YYETHOM 3aMNMCK BO BHELLHEM NOCTaBLMKe (sid).

Teno 3anpoca JSON:

e federatedAccountName: UMA BHELHEN y4eTHOW 3anMcK, KOTOPYo HeobxogMmo npuessaThb (onumo-
HanbHO). Ecnn napameTp He NnepefaeTca, TO UCMONb3YETCA NPEXKHEEe UMSA.

Bosspawaet B cay4yae ycnewHoro BbizoBa 204 No Content.
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Mpumep

Cnucok 66: 3anpoc

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cfd45cd2a/fa/tes/tes_1/1234.
—HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQOmlXTplXLUFD105TUmMGij4

"federatedAccountName": "Elle Woods"

MpuBA3Ka nocTaBLMKa

MpurBA3Ka K YYETHOW 3aNMCK BHELIHEro NOCTaBLLMKA NPU HEM3BECTHOM MAeHTU UKATOPY YYETHOM 3anucK BO
BHELLUHEM NOCTaBLLMKe OCYLLLEeCTB/AETCA B ABa 3Tana:

® 3anpoc UHCTPYKLUN MPUBA3KMN.
¢ BbiNno/sHEHWE NPUBA3KKM NOAb30BaTeleM B bpaysepe.
Metop, POST /api/v2/users/current/fa/bind
3anpoc MHCTPYKLMU NPUBA3KMN.
Teno 3anpoca
e fp —unaeHTUOUKATOP NOCTABLLMKA, CBA3b C NPODMNEM KOTOPOTO AONXKHA ObITb YCTAHOB/EH];

e callback — agapec, Ha KOTOpbI A0/MKeH BblTb BO3BPALLEH NONb30BaTe/lb NOC/AE YCNELWHOW NPUBA3KM
aKKayHTa couceTy;

* isPopup — TpebyeTca M OTKPbITUE CTPaHMLbI MOCTABLLMKA MAEHTUdMKALMM B POPUP-OKHE (oML MOoHaNb-
HO).

BosBpalaetr MapameTp redirectTo C CCbIIKOM, Ha KOTOPYIO HEOBXOAMMO HanpaBMTb NoAb30BaTeNs B bpay-
3epe AN15 BbINOSHEHMA BTOPOro 3Tana 1 co3AaHnaA NpUBA3KM YY4ETHOW 3anNncK NoAb30BaTeNA K BHELWHeMY NoCcTaB-
LWMKY MAEHTUOUKALNN.

Mpumep

3anpoc

POST /blitz/api/v2/users/current/fa/bind HTTP/1.1
Authorization: Basic ZG51dmS5payl0ZXNOLmlvcy5ydTphUU5630JuY2VBQVQwelg
Content-Type: application/json

"fp" H "Vk:Vk_l",
"callback": "https://app.company.com/callback"
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OrtBer

200 OK

{

"redirectTo": "https://login.company.com/blitz/api/v2/users/current/fa/bind/auth/
—fcl11c86-5193-42a2-862a-d819a4f45a86"

}

YpaneHue npuBA3KM NOCTaBLUUKA

Metog DELETE /api/v2/users/{subjectId}/fa/{fpType}/{fpName}/{sid}
YaaneHne npuBA3KW BHELHErO NOCTaBLUMKa K N0/1b30BaTeNHO.

URL-napameTpbl guid nonb3oBatens (subjectId), TMN BHEWHero noctaBwmKa (fpType), UMS BHELWHero
nocTaslLMKa (fpName) U udeHmugukamop y4emHol 3anucu 8o eHewHeMm nocmasujuxe (cTpaHuua 471) (sid).

Mpumep

Cnuncok 67: 3aronoBokK

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fa/tcs/tes_1/1234.
—HTTP/1.1
Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUMGij4

MonyueHne mapKepa AocTyna nosb3oBaTens

MeTop, GET /api/v3/users/${subjectId}/fedToken/S${fedPointType}/
${fedPointName}

MonyyeHne aKTyanbHOro mapkepa A40CTyna No/ib30BaTeNsA BO BHELWHEM NOCTaBLMKe UAeHTUOMKALMMK C TUMOM
${fedPointType} n umeHem ${fedPointName }. MapKkep AOCTyNa CYNTAETCA aKTya/IbHbIM, €C/IM BPEMA
YKU3HM 60/blIE MUHMMANLHO JONYCTUMOrO (Mo ymonyaHuio 30 cekyHA). Ecim mapKep A0CTyna HeakTyaneH, Ho
BMeCTe C HUM Bbln coxpaHeH MapKkep ob6HOBAEHMA, TO MPOUCXOAUT NOMNbITKA 06HOBAEHWA MapKepa AocTyna. B
CNlyy4ae yaa4yHoM NONbITKM AAHHbIA METOA BblAAET HOBbI MapKep A0CTyna.

Ba)kHo: MosyyeHne mapKepa BO3MOXHO TOIbKO /11 TEX NOCTABLLMKOB, Y KOTOPbIX 8K/104eHa Hacmpolika (cTpa-
HMua 136) 3anmoMHHATE MapKephl.

Heobxogumblie paspeweHua: fed_tkn_any wam fed_tkn_S${fedPointType}_S${fedPointName}.

MpumeyaHue: [1na Toro YTob6bl NPUAOKEHME MO0 3aNPOCUTb MapKep A0CTyNa, A1 HEro TaKKe AO0/KHbI
6bITb yKa3aHbI (CTPAHULUA 232) AaHHbIE pa3peLleHus.

Bosspawaer
e HTTP 404: mapKep AOCTyna He HakAeH.

e HTTP 200 u JSON c nHbopmaumelt No mapKepam AOCTyna Nnosib3oBaTens B c/iydae ycnexa. [1a Kaxaoro
MapKepa nepeaaeTcs KAd sid, 3HauyeHne mapkepa token 1 nepuog, aAencTeus expiresOn B popmate
Unix-time.

e HTTP 401:HeT HeobX04MMOro paspeLleHnsa Uan HeBepHbI NOCTaBLUMK.
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Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/fedToken/tcs/tes_1.
—HTTP/1.1

Authorization: Bearer m9tuVBNUnizkuwFng95IXQmlXTplXLUFD105TUMGij4
Content-Type: application/json

OrtBer

Cnuncok 68: Ycnex

"daO0c69c5-aef8-41e4-a37£-89c6d30abdfa": {
"expiresOn": 1711125311,
"token": "t.eFgoMik6regKsLjxfdsl1VOP1INEv_smx-W_x"
}I
"00000000-1111-41e4-a37£-89c6d30abdfa": {
"expiresOn": 1711125344,
"token": "t.ddddddddddLjxfdsl1VOP1NEv_smx-W_x"

Cnucok 69: HeT HeobxoanmMoro paspelleHun

"type":"security_error",
"error":"bad_access_token",
"desc":"No enough scopes or wrong subject Id"

CobbiTnAa ayauta

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/audit
MonyyeHue cnucka cobbITUiA 6€30MacHOCTU, 3aPErMCTPUPOBAHHBIX HA YYETHYIO 3aMMCb NO/Mb30BaTENS.
Heobxogumble paspewerna: blitz_api_uauduamblitz_api_sys_uaud.

URL-napameTpbl

e rgl — 3anpoc GUNLTPaLMM BbIBOAMMBIX cBeAeHUl B opmaTe Resource Query Language™® (RQL). MNoa-

[eprKuBaeTcs GUAbTPaLMa No aTpubyTy t s (Bpema cobbiTus).
Onepauuu:
— and — ogHOBPEMEHHOE BbINO/IHEHWE NOUCKOBBIX YC/0BUIA;
— le — NpoBepKa YCA0BUA «MEHbLLE NN PABHOY;
— ge — NpoBepKa ycnoBus «bonblue AN PaBHO»;
— limit —orpaHM4eHMe YMCcaa BO3BPALLAEMbIX 3anNUCEN.
* ua - Tpebyemblit BUA BbiBOAA CBeAeHUt o UserAgent (aTpubyT ua). BapmaHThbl:

— none — He Bo3BpawaTtb UserAgent;

116 https://github.com/kriszyp/rql
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— parsed—Bo3Bpauwatb UserAgent B pasobpaHHOM BUAe (oTaenbHo 6paysep 1 onepaLMoHHas cucTe-

Ma C YKa3aHWeMm WX Bepcuii);

Ecav napameTp ua He yKasbiBaTb, To UserAgent (aTpubyT ua) BepHeTCA NPOCTO B BUAE CTPOKMU.

BosBpalaer JSON, cogepkalimii nepedeHb COBbITUIM ayanTa yY4ETHOW 3aMMCK 3a YKasaHHbI Nepuog, BpemeHiu.

Mpumepbl
be3 napcuHra cBegeHun o UserAgent

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?rgl=and(ge(ts,

—1637230238),1e(ts,1637250238) ,1imit (2)) HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz

Cache-Control: no-cache

OTtBer

"sbj": "af583e70-fe39-407d-a87e-06cdlec1830c",

"wa": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ..",

"ts": 1637250238015,
"cAthM": "Basic",

"ipCt": "MockBa",

"ipRad": 20,

"eId": "test_app",

"ip": 1406987879,

"obj": "af583e70-fe39-407d-a87e-06cd0ec1830c",
"ipSt": "Mocksa",

"lpId": "test_app",

"pid": "ddeebaba-2dc3-41bb-b539-7f0e472414a3",

"ipLat": 55.7483,

"prms": {
"used_login": "test@yandex.ru",
"auth_methods": "password",
"authnDone": "true",
"id_store": "389-ds"

}I

"type": "login",

"ipCtr": "Poccuga",

"proc": "profile",

"ipLng": 37.6171,

"sid": "54914ac3-0d39-40d3-9617-92e0e7fel07ab"
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C napcuHrom ceegaeHuit o UserAgent

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/audit?rgql=and(ge(ts,
—1637230238) ,1le(ts,1637250238),1imit (2) ) &ua=parsed HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OrtBer

"sbj": "af583e70-fe39-407d-a87e-06cd0ecl1830c",
"ua": {
"broName": "Chrome",
"broVer": "109",
"deviceType": "pc",
"raw": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) ..",
"osName": "macOS",
"osVer": "10.15.7"
}I
"ts": 1637250238015,
"cAthM": "Basic",
"ipCt": "Mocksa",
"ipRad": 20,
"eId": "test_app",
"ip": 1406987879,
"obj": "af583e70-fe39-407d-a87e-06cd0ecl1830c",
"jipst": "Mocksa",
"lpId": "test_app",
"pid": "ddeebaba-2dc3-41bb-b539-7£f0e472414a3",
"ipLat": 55.7483,
"prms": {
"used_login": "test@yandex.ru",
"auth_methods": "password",
"authnDone": "true",
"id_store": "389-ds"
}I
"type": "login",
"ipCtr": "Poccua",
"proc": "profile",
"ipLng": 37.6171,
"sid": "54914ac3-0d39-40d3-9617-92e0e7fel07ab"
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U3BecTHblE VCTpOﬁCTBa nceccuum

Cnu1CcOK U3BECTHbIX YCTPOIACTB

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/uas
MonyyeHune cnucka ycTpoOMCTB Nonb3oBaTens.
Heobxogumble paspelwenna: blitz_api_uapps Mamblitz_api_sys_uapps.

BosBpawaer JSON, coaeprKalmii nepeyeHb YyCTPOMCTB NoJib30BaTeNs.

Mpumep

3anpoc

GET /blitz/api/v3/users/af583e70-fe39-407d-a87e-06cdlec1830c/uas HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"name": "Chrome 96",

"lastUsed": 1637249978,

"tp": "Browser",

"os": "macOS 10.15.7",

"newlyCreated": false,

"deviceType": "pc",

"latestIp": "172.25.0.1",

"subjectId": "af583e70-fe39-407d-a87e-06cd0ec1830c",
"id": "SHA256_Z0x284K3gv313WViRuPfV5rglhDuYgSn4ztdxVKMBec",
"trusted": false,

"els": true,

"deviceId": "738f5ce91f912ddd4alcc5fefa%e8co3”,
"device": "PC"

YpaneHue ycTpoiicTBa U3 cnucka

MerTog, DELETE https://login.company.com/blitz/api/v3/users/{subjectId}/uas/
{id}

YaaneHue ycTpomcTBa M3 YyMcaa 3aNoOMHeHHbIX. B KayectBe id HyXKHO nepeaatb r1osyyeHHbIl (cTpanuua 477)
naeHTMOUKATOP YCTPOMCTBA.

Heobxogumble paspeweHna: blitz_api_uapps_chgunnmblitz_api_sys_uapps_chg

3aronoBkM B nonb3oBaTenbcKOM pexvme HeobxoaMmMo nepepaTb 3aronoBku ¢ IP-agpecom nonb3osaTens u
User—-Agent.
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Mpumep

Cnucok 70: 3anpoc

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/uas/SHA256_
—Z0x284K3qv313WViRuP£fV5rglhDuYgSndztdxVKMBec HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5SkxuuLubesWcb_yPPgLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)

C6poc ceccuit nonb3osartens

MeTog, POST https://login.company.com/blitz/api/v3/users/{subjectId}/
sessions/reset

Cbpoc ceccuit nonb3oBaTens.
Heobxogumble paspelwenna: blitz_api_usec_chgunmblitz_api_sys_usec_chg.
3arooBKu

e B nonb3oBaTeNbCKOM pexume Heobxoanmo nepepaTb 3aronoBku c IP-agpecom nonb3oBatena u
User—Agent.

e Ecnum BbIXOA, NONb30BATENA C TEKYLLETO yCTponCTBa/Gpay3epa ABNAETCA HeXenaTes/ibHbIM, HeO6XOAVIMO ne-
peaaTb OT NPUAOXHKEeHUA 3aronoBok IB—CI-UA-IDC VI,CI,EHTVId)MKaTOpOM TeKyuiero YCTpOﬁCTBa, YyTObbI CO-
XPaHUTb Ha HEM CeCCUIO.

CoBeT: MNaoeHTUMKATOP TEKYLLEro YCTPOMCTBA NONb30BATENA MOXHO NOAYYUTb U3 MapKepa udeHmugu-
kayuu (cTpaHuua 397).

Bosspawaet B cny4yae ycnewHoro Bbi3osa - kog HTTP 204 No Content.

BHumaHue: C6poc ceccuii NpUBELET K aHHY/IMPOBAHMIO PAHEE MOMYYEHHbIX MapKePOB A0CTYNa M MapKepos
06HOB/IEHUNA TEKYLLEro No/b30BaTeNs.

Mpumepbl 3anpocos

Cnucok 71: Monb3oBaTeNbCKUIA PEXUM

POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/
1.1

Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

Authorization: Bearer wzb..Tw

IB-CI-UA-ID: {SHA256}rVWFmwgRKWeW_f1H4CA4yuW70hKZ32Da94m0kzwiWsVs

Cnuncok 72: Pexxnum BbI30Ba cepBUca CUCTEMOM

POST /blitz/api/v3/users/c574a512-3704-4576-bc3a-3fe28b636e85/sessions/reset HTTP/
—1.1

Content-Type: application/json

Authorization: Bearer gwa..Ez
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KOHTpOI’I bHble BOMPOCHI

MpoBepkKa HannuuA Bonpoca

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/secQsn
lpoBepKa HaNuKMA y NONb30BaTENA KOHTPOIbHOMO BOMPOCa.
Heobxogumble paspelwenna: blitz_api_usecunmblitz_api_sys_usec.
Bosspawaer
e Ecnv KOHTPONbHbIM BONPOC 3a/aH - TEKCT KOHTPO/IbHOMO BOMpPOCa.

e Ecnuv KOHTPONbHbLIM BONpoC He 3aaaH - 404 Not Found.

Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"question": "Kax 3Banu Bamero nepsoro mnuromua"

Mposepka oTBeTa

Metogq POST https://login.company.com/blitz/api/v3/users/{subjectId}/secQsn/
check

MpoBepKa NPaBUAbHOCTM OTBETA Ha KOHTPO/IbHbIV BOMPOC.
Heobxogumble paspeweHna: blitz_api_usecunmblitz_api_sys_usec.
Teno 3anpoca KoHTPO/bHbIN BONpoOC (question) n OTBET Ha Hero (answer).
Bosspawaer

e B cnyyae ycnewHon npoBepKu Bonpoca n oteeta- 204 No Content.

e B npotnBHom cnyyae - 400 Bad request.

Mpumep

3anpoc

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn/check HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"question": "Kakx 3Banu Bamero nepsoro nuromua",

"answer": "Turp"
}
OwwubKa

Cnuncok 73: He coBnan KOHTPO/IbHbIN BONpOC

{

"type": "process_error",

"error": "wrong_security_answer",

"desc": "security question not match"
}

Cnucok 74: He coBnan oTBET Ha KOHTPOJIbHbIM BOMPOC

{

"type": "process_error",

"error": "wrong_security_answer",

"desc": "security answer not match"
}

Cnuncok 75: KoHTpO/IbHbIW BONPOC Yy N0Nb30BaTe/NA HEe YCTaHOB/EH

"type": "process_error",
"error": "wrong_security_answer",
"desc": "security question not found"

YcTaHOBKa UAM UsMeHeHue Bornpoca

MeTon POST https://login.company.com/blitz/api/v3/users/{subjectId}/secQsn
YCTaHOBKA UM U3MEHEHME KOHTPO/IbHOTO BOMpPOCa No/b30BaTeNs.

Heobxogumble paspeweHna: blitz_api_sys_usec_chguamblitz_api_sys_usec_chg.

Teno 3anpoca KOHTpO/bHLIN Bonpoc (question) M oTBET Ha Hero (answer).

Bo3BpalyaeTr B cnyyae ycnewHoM yCTaHOBKM KOHTPOAbHOIO Bonpoca - 204 No Content.

Cnucok 76: NMpumep 3anpoca

POST /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

"question": "Kax 3Banu Bamero nepsoro nuromua',
"answer": "Turp"
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YpaneHue sonpoca

Metog DELETE https://login.company.com/blitz/api/v3/users/{subjectId}/secQsn
YpaneHve KOHTPO/ILHOIO BOMPOCA U3 Y4ETHOW 3anucKu NoNb30BaTEN .
Heobxogumble paspeweHna: blitz_api_usec_chgunmblitz_api_sys_usec_chag.

Bosspawaet [lpu ycnewHom BbinonHeHun - 204 No Content.

Cnucok 77: NMpumep 3anpoca

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/secQsn HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User—-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)..

BblgaHHble Nob3oBaTeNIemM paspeLleHus

CnUcoK paspelueHuit

Metoa GET https://login.company.com/blitz/api/v3/users/{subjectId}/acls
MonyyeHWe CNUCKa BblAAHHbIX NONb30BaTENIEM Pa3peLLeHMA.
Heobxogumble paspeweHna: blitz_api_usecunmblitz_api_sys_usec.

Bosspatwaer JSON, coaepralmii nepeyeHb BblAAaHHbIX MO1b30BATENIEM PA3peLLEHN.

Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/acls HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"id": "d2580c98 e584 4aad a591 97a8cf45cd2a_appl",
"updated": 1552896932780,
"client_id": "appl",
"scopes": [
"openid",
"profile",
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OT3bIB pa3pelueHuns

MeTtog DELETE https://login.company.com/blitz/api/v3/users/{subjectId}/acls/
{acl_id}

OT3bIB BbIAAHHOIO pa3speLLeHus.
Heobxogumble paspewerna: blitz_api_usec_chgunmblitz_api_sys_usec_chag.

URL-napameTpbl B KauecTBe acl_id nepeaaetcs rosyyeHHsil (cTpaHmua 481) naeHtndukaTop (id) paspewe-
HUA.

3aronoBkM B nonb3oBaTenbcKOM pexvme HeobxoaMmo nepepaTb 3aronoBku ¢ IP-agpecom nonb3osaTens u
User—-Agent.

Mpumep

Cnucok 78: 3anpoc

DELETE /blitz/api/v3/users/d25..2a/acls/d25..2a_appl HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb_yPPgLOFWDuwzMDcONz

Mo6unibHble NPUNOXKEHUA

CNUCOK MOBUIbHbIX NPUNOXKEHWI

MeTtog GET https://login.company.com/blitz/api/v3/users/{subjectId}/apps
MonyyeHune cnucka NPUBA3AHHbBIX MOBUNbHbBIX MPUNOKEHWN.
Heobxogumble paspeweHma: blitz_api_uapps uamblitz_api_sys_uapps.

Bosspawaer JSON, cogeprKawmii nepeyeHb NpuBA3aHHbIX MOBU/IbHbBIX MPUIOXKEHWNA.

Mpumep

3anpoc

GET /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGSkxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"id": "dyn~test_app~afaelOcab-2649-482d-9832-5£73816afb59",
"name": {
"_default_": "Tecrosoe mnpunoxeHue (test_app)"
}I
"availableScopes": [
"openid",
"profile"
JI
"softwareId": "test_app"

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

OTBA3Ka OT dKKaYyHTa MO6UbHOrO npunoXxeHuA

DELETE https://login.company.com/blitz/api/v3/users/{subjectId}/apps/
{app_id}

OT3bIB BbIAAHHOrIO paspeLleHus.
Heobxogumble paspeweHna: blitz_api_uapps_chgunnmblitz_api_sys_uapps_chg

URL-napametpbl B KauecTBe app__id nepepaetcs rnosyyeHHsIl (cTpaHvua 482) naeHtndukatop (1d) npussasku
NPUNOXKEHUA.

3aronoBkM B Monb3oBaTe/NIbCKOM peXKMMe HeobXxoAMMO nepesaTtb 3arooBkM ¢ IP-agpecom nosb3osaTtens u
User—-Agent.

Mpumep

Cnuncok 79: 3anpoc

DELETE /blitz/api/v3/users/d2580c98-e584-4aad-a591-97a8cf45cd2a/apps/d2580c98-e584—
—4aad-a591-97a8cf45cd2a_appl HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
X-Forwarded-For: 200.200.100.100

User—Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_5)...

YpaneHue yyeTHOM 3anucum

MeTog, DELETE https://login.company.com/blitz/api/v2/users/{subjectId}?
instanceId={instanceId}

YaaneHue y4yeTHOM 3anmcuy Nnosib3oBaTens.

B subjectId nepesaetca MAEHTUPUKATOP yaaNAEMON YH4ETHOM 3anncK, B NapameTpe instancelId - ccblfika
Ha yaansemyto y4YeTHyto 3anmcb. YTobbl y3HaTb 3HaYeHne instanceId Ansa nosnb3oBaTens, HeobxoaMmo npea-
BapuTeNibHO BbI3BaTb MeTogom GET cepsuc nosyvyeHus ampubymos (cTpaHuua 446) nonb3osartens.

Mpumep

3.4. APl ynpaBneHusa nonb3oBatenamum 483



Blitz Identity Provider, Bepcua 5.23

Cnuncok 80: 3anpoc

DELETE /blitz/api/v2/users/d..2a%?instanceId=M..U HTTP/1.1
Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=

3.4.3 Tpynnbl nonb3oBartenei

BHuMaHue: [1/15 Bbl30Ba CEPBUCOB CUCTEMA LOJIXKHA NOAYUUTb MapPKep AOCTYNa Ha CUCMEMHOE pazpeleHue
(cTpaHMua 429) blitz_groups M BKAOYATb €r0 BO BCE Bbl3blBAEMblE CEPBUCHI.

lpynnbl B Blitz Identity Provider onucbiBatoTca cneayowmnmm aTpnbyTamm:
e id—wuaeHtTuduKatop rpynnel B Blitz Identity Provider;

® name — HanmMeHoBaHue rpynnbl nosib3oBaTenem.

Nony4yeHue atpubyTtos rpynnobi no id

MeTtog GET https://login.company.com/blitz/api/v2/grps/{id}
MonyyeHne aTpubyTOB rpynnbl, €CAN U3BeCTeH id rpynnel.
URL-napameTpbl

e profile—wuma npoduna rpynn nonb3osatenel (Hanpumep, orgs);

* expand —3HayeHue true, yKasblBatoLLee, YTO HeobX0AMMO BEPHYTL BCe aTpubyTbl rpynnbl.

Mpumep

3anpoc

GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696?profile=orgs HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTBeTt
{
"instanceId": "Mzg..nU",
"id": "14339e8e-a665-4556-92f1-5c348eff6696",
"OGRN": "1234567890329",
"INN": "7743151614",
"name": "OOO TecToBag xoMmmnaHud",
"profile": "orgs"
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MoucK rpynnbl no aTpubyTy

Meton GET https://login.company.com/blitz/api/v2/grps
Mowck rpynnbl no aTpmbyTy 1 nonyyeHune Bcex ee aTpnbyTos, ecnn HenssecTeH id rpynnsi.
URL-napameTpbl
e profile—wumanpoduna rpynn nonb3osateneu;
e rgl — MOMCKOBbIN 3anpoc no aTpubyTam rpynnbl B dopmate Resource Query Language®’ (RQL).
Onepauuu:

— and — ogHOBpPeMeHHOe BbINOJIHEHNE NONUCKOBbIX YCI'IOBM[/‘I;

Or — aNbTePHATUBHOE BbINO/IHEHWE NMOWCKOBBIX YC/I0BUIA (Hanpumep, MOUCK MO Pa3HbIM aTpubyTam);
— eq— NpoBepKa yCNOBUA PaBEHCTBa;
— limit — orpaHuMyeHne Yncna BO3BPaLLAEMbIX 3aMMCeN.
e expand (HeobnA3aTeNbHbIM NapameTp):
— true: BKNOYATb B NOMYYEHHbIM OTBET aTpMbyThI rpynn;
— false: BEPHYTb TONbKO UAEHTUPUKATOPLI HAMAEHHDbIX rPynn.

Bosspawaer JSON, copeprKallmii nepeveHb rpynm, y40BAeTBOPAOLWMX 3343aHHbBIM NOUCKOBLIM YCI0BUAM, C YKa-
3aHUEeM UxX naeHTuduKaTopa (id), a TakKe 3HaYeHMA OCTaNbHbIX aTpMBYTOB rpynn (B cayvae expand=true).
Mpumep

3anpoc

Cnucok 81: Mowuck rpynnbl no OFPH nam MHH

GET /blitz/api/v2/grps?profile=orgs&expand=true&rqgl=or (eq (OGRN,
—string:1230123456789) ,eq(INN, string:7743151614)) HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGSkxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

"instanceId": "Mzgb5L..nU",

"id": "14339e8e-a665-4556-92f1-5c348eff6696",
"OGRN": "1234567890329",

"INN": "7743151614",

"name": "OOO TectoBag xoMmnaHugd",

"profile": "orgs"

17 https://github.com/kriszyp/rql
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CospaHue rpynnbl

Metog POST https://login.company.com/blitz/api/v2/grps
Co3spgaHue rpynnbl NoAb30BaTeNei.
Teno 3anpoca

e profile—wumanpoduna rpynn nonb3osateneu;

e 1id - yHWUKaNbHbIN MAeHTUOUKATOP Fpynmbl;

e OCTasnbHble aTPUBYTbI FPYNMbl U UX 3HAYEHMA.

Mpumep

3anpoc

POST /blitz/api/v2/grps HTTP/1.1
Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

{
"id":"95339e8e-a665-4556-92f1-5c348eff6696",
"OGRN":"9876543210321",
"INN":"5012345678",
"name" :"0O00 TecrtoBad kxomnaunug 2",
"profile":"orgs"

}

OTtser

"instanceId": "b3Jnc..dQ",

"name": "OOO TecToBag kxommnaHug 2",

"OGRN": "9876543210321",

"id": "95339e8e-a665-4556-92f1-5c348eff6696",
"profile": "orgs",

"INN": "5012345678"

M3meHeHue aTpnbyTOB rpynnbl

Metog, POST https://login.company.com/blitz/api/v2/grps/{id}?profile=orgs
MN3meHeHne aTpnbyTOB rpynnbl.
Teno 3anpoca Hosbili Habop aTpubyTOB:

e profile—umanpoduna rpynn (gonxHoO 6bITb NnepegaHo u B coctase URL, 1 B Tene 3anpoca);

e id-—wuaeHTUPMKaTOp rpynnol;

® ocCTasbHble aTpMBYTbI FPYMNMbl U UX 3HAYEHWUA.
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Mpumep

3anpoc

POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42?profile=orgs HTTP/1.1

Authorization:

Content-Type: application/json

"id": "5f7b0580-cd2e-4146-8fc5-6eb5a%5c7b42",
"OGRN": "1147746651733",
"INN": "7715434658",
"name": "Horoe HasBaHue",
"profile": "orgs"
}
OTtBer
{
"instanceId": "Mzg5L..nU",
"id": "5f7b0580-cd2e-4146-8fc5-6eb5a95cTb42",
"OGRN": "1147746651733",
"INN": "7715434658",
"name": "HoBoe HazBanue'",
"profile": "orgs"
}
OwunbKa
Cnuncok 82: OpraHusauma He cylecTsyeT
{
"errors": [
{
"code": "group_not_found",
"desc": "Group with '95339%e8e-..97' id not found
—store",
"params": {}

YpaneHue rpynnol

Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWchb_yPPgLOFWDuwzMDcONz

in '389-ds' LDAP group.

MeTtoa DELETE https://login.company.com/blitz/api/v2/grps/{id}?profile=orgs

YpoaneHuve rpynnoi.

3.4. APl ynpaBneHusa nonb3oBatenamum

487



Blitz Identity Provider, Bepcua 5.23

Mpumep

Cnucok 83: 3anpoc

DELETE /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7bd42?profile=orgs HTTP/1.
<4>1
Authorization: Bearer cNwIXatBOwk5ZHOOxG5SkxuuLubesWcb_yPPgLOFWDuwzMDcONz

MonyuyeHune cnucka nonb3oBaTteneii B rpynne

MeTtog GET https://login.company.com/blitz/api/v2/grps/{id}/members
MonyyeHue cnucka Nonb3oBaTenewn us rpynmbl.
URL-napameTpbl
e profile —wuma npoduna rpynn nonb3osaTenemn;
e expand (Heobna3aTenbHbI NapameTp):
— true: BKIOYATb B NOAyYeHHbIN oTBeT PUNO nonbsosatens;

— false: BEpPHYTb TONbKO UAEeHTUUKATOPbI NONb30BaATENEN.

Mpumep

3anpoc

Cnucok 84: expand=false

GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696/members?profile=orgsé&
—expand=false HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

Cnucok 85: expand=true

GET /blitz/api/v2/grps/14339e8e-a665-4556-92f1-5c348eff6696/members?profile=orgsé&
—expand=true HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Cache-Control: no-cache

OTtBer

Cnucok 86: expand=false

"instanceId": "Mzgb5L..J1",
"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzgb5L..Jl",
"subjectId": "2cafa5f4-bc84-4f6f-91aa-080dad47975f0"
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Cniucok 87: expand=true

"instanceId": "Mzgb5L..J1",
"family_name": "lsanor",
"middle_name": "Uraunozuu",
"given_name": "lUsaun",

"subjectId": "d434b7d4-9816-460a-83aa-0a994226cbe7"

"instanceId": "Mzgb5L..Jl",
"family name": "Ceprees",
"middle_name": "Cepreesuu",
"given_name": "Cepren",

"subjectId": "2cafa5f4-bc84-4f6£f-91aa-080da47975f0"

[Do6aBneHune nonb3osarenei

MeToz, POST https://login.company.com/blitz/api/v2/grps/{id}/members/add?
profile=orgs

JobasneHune nonb3osartenen B rpynny.

Teno 3anpoca Cnucok fobasnsaembix B rpynny nNosb3oBaTteneit ¢ ykasaHnem ux ngeHtndukatopos (sub) B at-
pubyte subjectId.

3anpoc

POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/add?
—profile=orgs HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxG5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

"subjectId": "45ff69f2-6c40-418f-a21d-cbe6£f07b88c9"
by

"subjectId": "cc8c4589-b2f8-40b8-b351-36d643808943"

OTtBer

"instanceId": "Mzg5L..Jl",
"storeId": "tam",
"subjectId": "45ff69f2-6c40-418f-a21d-cbe6f07b88c9"

"instanceId": "Nzg5L..Jl",
"storeId": "tam",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"subjectId": "cc8c4589-b2f8-40b8-b351-36d643808943"

OwnbKa
Cnuncok 88: MonbiTKa 406aBUTb HECYLLECTBYIOLWLEro No/1b30BaTeNs
{
"errors": |
{
"code": "user_not_found",
"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2q'.
—not found",
"params": {}
}
]
}
Cnncok 89: MonbITKa A06aBUTb NOJIb30BaTENsA, KOTOPbIW YKe ecTb B rpyn-
ne
{
"errors": |
{
"code": "some_members_already_in_group",
"desc": "Some of adding members are already included in group",
"params": {}

UcknioueHue nonb3oBatenei

MerTog, POST https://login.company.com/blitz/api/v2/grps/{id}/members/rm?
profile=orgs

UckntoueHme nonb3oBaTtenei us rpynneol.

Teno 3anpoca CnucoK MCKAOYAaEMbIX M3 OPraHM3auMM SOBEPEHHbIX NNLL C YKa3aHWMEM UX UAEHTUOUKATOPOB
(sub) B aTpnbyTte subjectId.

3anpoc

POST /blitz/api/v2/grps/5£7b0580-cd2e-4146-8fc5-6eb5a95c7b42/members/rm?
—profile=orgs HTTP/1.1

Authorization: Bearer cNwIXatBOwk5ZHOOxGS5kxuuLubesWcb_yPPgLOFWDuwzMDcONz
Content-Type: application/json

"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"
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OTBer
[
{
"instanceId": "Mzgb5L..Jl",
"storeId": "389-ds",
"subjectId": "d2580c98-e584-4aad-a591-97a8cf45cd2a"
}
]
OwunbKa
Cnucok 90: MNMonbITKa yAaAuUTb U3 rpynnbl N0Ab30BaTeNA, KOTOPOFO B HEl
yXKe HeT
{
"errors": |
{
"code": "some_members_not_in_group",
"desc": "Some of removing members are not included in group",
"params": {}
}
]
}
Cnuncok 91: MonbITKa y4aAnTb HECYLLLECTBYIOLLEro N0Nb30BaTeNsA
{
"errors": |
{
"code": "user_not_found",
"desc": "User with subjectId 'd2580c98-e584-4aad-a591-97a8cf45cd2b'.
—not found",
"params": {}

3.4.4 MpaBa goctyna

BHumaHue: [1na BbINONAHEHWA 3aNPOCOB NO MPOCMOTPY, HAa3HAYEHMUIO, OT3bIBY NPaB AOCTYNa NPUNOKEHUEe
LOIKHO NOJIYYUTb MapKep AOCTYMNa C CUCTEMHbIM pa3speweHnem blitz_rights_full_access.

Cosert: [1n7 NpocMoTpa NpaB AOCTyMNa N0Ab30BaTeNS, [4e OH ABAAETCSA CYOBEKTOM, TaKXKe MOXKHO UCNO/b30BaTb
MapKep 40CTyna c N0Nb30BaTeNIbCKMM paspeweHem blitz_user_rights.

MpaBo gocTyna HasHadvaeTcsa OT cybbeKTa 40CTyna K 06beKTy AocTyna.
CybbekTbl goctyna:
* nosb3oBaTeny,

* npunoxeHus (npedukc its).
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O6beKTbl gocTyna:
* nosb3oBaTeny,
* rpynnbl nonb3oBaTtenei (npedpukc grps),

* NpunoxeHus (npedpukc its).

nepe‘-IEHb npas nosib3oBarena

MeTtoa GET https://login.company.com/blitz/api/v3/rights/of/<sub>

MonyyeHne npas goctyna no Cy6'bEKTy A0CTyna, ABNAOWEMYCA NO/N1b30BaTeENEM.

Mpumepbl

3anpoc

GET /blitz/api/v3/rights/of/BIP-1SEQ41A HTTP/1.1
Authorization: Bearer cNwIX..Nz

OTtBer

Cnuncok 92: Monb3oBatens BIP-1SEQ4 1A umeeT npaso ORG_ADMINK
rpynne nonb3oBaTtenen 1147746651733, npaso APP_ADMIN K npu-
NoXeHuo test_app2,npaBo change_passwordKYy4Y4eTHOM 3anucu
nonv3osatend BIP-3SGR7TA

"grps|1147746651733|oxrgs": {
"ORG_ADMIN": [
"set_from_api",
"another_one_tag"

by
"its|test_app2": {
"APP_ADMIN": [
"set_from_api"

by
"BIP-3SGR7TA": {
"change_password": |
"parent"
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MepeyeHb NpaB NPUNOKEHUA

Meton GET https://login.company.com/blitz/api/v3/rights/of/its/<app_id>

MonyyeHune NpaB AOCTyNa No cybbekTy JOCTyNa, ABNAIOWEMYCA NPUNONKEHUEM.

Mpumepbl

3anpoc

GET /blitz/api/v3/rights/of/its/test_app HTTP/1.1
Authorization: Bearer cNwIX..Nz

OTtBer

Cnucok 93: MNMpunoxkeHne test_app umeet npaso SYS_MON K npuno-
XeHUo test_app2, npaBo change_password K yY4eTHOW 3anucu
nonb3osatena BIP-3SGR7TA, npaso ORG_ADMIN K rpynne no/sb3o-
Batenen 1147746651733

"its|test_app2": {
"SYS_MON": [
"set_from_api"

by
"BIP-3SGR7TA": {
"change_password": [
"set_from_api"

by
"grps|1147746651733 |oxrgs": {
"ORG_ADMIN": [
"set_from_api"

Mpasa B OTHOWEHMM NONAb30BaTENA

MeTtoa GET https://login.company.com/blitz/api/v3/rights/on/<sub>
MonyyeHune npas AOCTyNa No 06bEKTY 4OCTYNa, ABAAIOLLEMYCA NOAb30BATENEM.

Mpumepbl

3anpoc

GET /blitz/api/v3/rights/on/BIP-3SGR7TA HTTP/1.1
Authorization: Bearer cNwIX..Nz
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OrtBer

Cnucok 94: Ha ydyeTHyio 3anucb BIP-3SGR7TA y nonb3oBa-
Tena BIP-1SEQ41A v y nNpuioXeHuMa test_app ecTb nNpaso
change_password

"BIP 1SEQ41A": |
"change_password"

1,
"its|test_app": [
"change_password"

1

MpaBa B OTHOLEHUM rpynnbl No/sib3oBaTeNnen

MeTog, GET https://login.company.com/blitz/api/v3/rights/on/grps/<grp_id>?
objectExt=<profile>

MonyyeHune npas AOCTyNa No 06beKTy A4OCTynNa, ABAAIOLLEMYCA TPYNMoi.

Mpumepbl

3anpoc

GET /blitz/api/v3/rights/on/grps/1147746651733?0bjectExt=orgs HTTP/1.1
Authorization: Bearer cNwIX..Nz

OTtBer
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Cnincok 95: Ha yyeTHyto 3anucb rpynnbl 1147746651733 U3 npoduns
orgs y nonb3osaTtensa BIP-1SEQ41A, uy npunoxeHua test_app
ecTb npaso ORG_ADMIN

"BIP 1SEQ41A": [
"ORG_ADMIN"

1,
"its|test_app": [
"ORG_ADMIN"

lMpaBa B OTHOWEHUU NPUNOKEHUA

MeTtog GET https://login.company.com/blitz/api/v3/rights/on/its/<app_id>

MonyyeHune npas AOCTyMNa NO 06bEKTY AOCTYNA, ABNAIOLLEMYCA NPUIOKEHNEM.

Mpumepbl

3anpoc

GET /blitz/api/v3/rights/on/its/test_app2 HTTP/1.1
Authorization: Bearer cNwIX..Nz

OTtBer

Cnncok 96: Ha yyeTHyto 3anncb NPUAOXKeHUA test_app2 Y NONb30-
Batena BIP-1SEQ41A ecTb npaBo APP_ADMIN, M Yy NPUNOKEHUA
test_app ectb npasBo SYS_MON

"BIP 1SEQ41A": |
"APP_ADMIN"

]I

"its|test_app": [
"SYS_MON"

OwunbKa
Cnucok 97: B cnyyvae ecan mapkep A0CTyna NpOCpoOYeH, CeEpBUC BEPHET
ownbky HTTP 401 UnauthorizedwunJSON
{
"type": "security_error",
"error": "bad_ access_token",
"desc": "expired_access_token"
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HasHauyeHue npas

Meton PUT https://login.company.com/blitz/api/v3/rights
HasHayeHMe npas gocrtyna.
Teno 3anpoca

¢ subject —unaeHTUPMKaTOP CybbEKTA, KOTOPOMY HA3HAYAETCA NPaBO (MAEHTUPMKATOP NO/Ib30BATENS UMK
NPUNOXKEHUs);

e subjectType — T™MN cybbekTa. [MapameTp yKasbiBaeTCcA TONbKO B C/lydae HasHauyeHusA npasBa npuioe-
HMIO. B 3TOM C/lydae MCMNOb3yeTca 3HaYeHne its;

* object — naeHTMdPMKaTOp 06bEKTA, HA KOTOPbLIM Ha3HayaeTcs NpaBo (MAeHTUdMKATOP Nnonb3osaTens,
rPYnMbl NOAb30BaTeNeN MW MPUTIONKEHNSA);

* objectType—Tnn obbeKTa. MapameTp yKa3blBAETCA TO/ILKO B C/ly4ae Ha3HauYeHWs Npasa Ha rpynmny nosb-
30BaTesiel (3HaYeHWe grps) UK Ha NPUNOXKeHUe (3HaveHne it s);

e rights —mMaccMB co CMMCKOM Ha3Havyaemblx NpaB CyObeKTy Ha OOBEKT;
® £ ags — MaccuB CO CMUCKOM T3roB Ha3HaYaeMblIX Npas.
Bosspawaet
e B cnyyae ycnewHoro HasHavyeHunA npasa goctyna - HTTP 204 No Content.
e Ecnm mapkep goctyna npocpoyeH - HTTP 401 Unauthorized.

e Ecnu cybbeKkTa uam obbekTa He cywectsyeT- HTTP 400 Bad Request

Mpumepsbl

3anpoc

Cnucok 98: HasHayeHue npaBa AOCTyna MNoONb30BaTeNl0 Ha ApPYroro
nosib3oBaTens

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

{
"subject": "BIP-1SEQ41A",
"object": "BIP-3SGR7TA",
"rights": ["change_password"],
"tags": ["set_from_ api"]

Cnuncok 99: HasHaueHme npaBa JOCTyna NoAb30BaTe 0 Ha rpynny

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set_from_api"]
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Cnucok 100: HasHayeHue npaBa A0CTyna No/ib30BaTe o Ha NpuUIoKe-
Hue

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "BIP-1SEQ41A",
"object": "test_app2",
"objectType": "its",
"rights": ["APP_ADMIN"],
"tags": ["set_from_api"]

Cnucok 101: HasHayeHue npaBa AOCTyNa NPUIOXKEHMUIO HA NONb30Ba-
Tena

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "test_app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change_password"],
"tags": ["set_from_api"]

Cnucok 102: HasHayeHme npasa AOCTYNa NPUAOXKEHMUIO Ha rpynny

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "test_app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set_from_api"]

Cnucok 103: HasHaueHue npaBa AocTyna NpUAOXKEHUIo Ha apyroe npu-
noXeHwne

PUT /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "test_app",
"subjectType": "its",
"object": "test_app2",
"objectType": "its",
"rights": ["SYS_MON"],

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"tags": ["set_from api"]
}
OwunbKa
Cnuncok 104: Mapkep 4ocTyna npocpoyeH
{
"type": "security_error",
"error": "bad_access_token",
"desc": "expired_access_token"
}
Cnucok 105: HazHayaemoro npasa He cyliecTeyeT
{
"type": "process_error",
"error": "unknown_right",
"desc": "The specified right is unknown",
"params": {
"right": "change_passwordl"
}
}
Cnuncok 106: YKasaHHOro B KayecTse CybbekTa uam obbekTa nosnb3oBa-
Tens He cywecTeyeT
{
"type": "process_error",
"error": "unknown_user",
"desc": "The specified user is unknown",
"params": {
"userId": "ivanovl"
}
}
Cnucok 107: YKasaHHOM B KauecTBe 06beKTA rpynrbl HE CyLLEeCTBYeT
{
"type": "process_error",
"error": "unknown_group",
"desc": "The specified group is unknown",
"params": {
"grpId": "1147746651734"
}
}
Cnivcok 108: YKa3aHHOro B KayecTBe CyObekTa Uan obbekTa npunoxe-
HUA He cylecTByeT
{
"type": "process_error",
"error": "unknown_rp",
"desc": "The specified relying party is unknown",
"params": {
(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"rpId": "test_app3"

OT3bIB Npas

MeTtog DELETE https://login.company.com/blitz/api/v3/rights
OT3bIB NpaBa AocTyna.
Teno 3anpoca

¢ subject —unaeHTUOUKATOP CyOBEKTA, Y KOTOPOro OT3bIBAETCA NPABO (MAEHTUMKATOP NONb30BaATENA UM
NPUNOXKEHUS);

e subjectType — 1N cybbekTa. MapameTp yKasbiBaeTcsA TO/IbKO B C/ly4ae OT3biBa Npasa y NpuUIoXKeHus. B
3TOM C/ly4ae UCMONb3YeTCs 3HaYeHne its;

* object —uaeHTUdUKATOP 06BEKTA, HAa KOTOPbIM OT3bIBAETCA NPABO (MAEHTMOUKATOP NOAb30BATENS, TPYN-
Nbl NONb30BaTeNeN MU NPUIOKEHUS);

e objectType — TN 06beKTa. MapameTp yKasbiBaeTCa TObKO B C/ly4ae OT3biBa NpaBa Ha rpynmny nosib3o-
BaTesiel (3HayeHne grps) Uau Ha npunoxKeHue (3HayeHme its);

® rights —maccmB CO CNMCKOM OT3biBaeMblIX Npas CY6'beKTa Ha O6'beKT;

® tags — MaccuB CO CMMUCKOM T3roB OT3blBaeMbIX Npas.

Mpepynpexaenue: Ecnn npaBo AocTyna 6bi10 Ha3HaYeHO CyBbEKTY AOCTYNA HA 06BEKT JocTyna C
YKasaHMeM HECKO/IbKMX T3roB, TO AR OT3blBa NpaBa AOCTyna TaKKe HeobXxoaMMO yKasaTb BCe TIrW.
Ecnm 0T3bIB NpaBa A40OCTyMNa BbI3bIBAETCA HE C NOMHbIM YKa3aHMeM T3roBe, TO NpW OT3biBe byayT yaa-
NeHbl TONbKO OT3bIBaeMble T3ru, a NPaBo 40CTyNa y CybbekTa A0CTyna K 06beKTy 40CTyna oCTaHeTcs,
NOKa ocTaeTcs XoTA 6bl OAUH U3 TIrOB.

Bosspawaer
¢ B cnyyae ycnewHoro oT3biBa nNpasa AocTyna cepsuc sBepHeTr HTTP 204 No Content.
e Ecnn mapkep goctyna npocpoyeH - HTTP 401 Unauthorized.

¢ Ecau oT3biBaemoro npasa, cybbekta uamn obbekta He cywecteyer - HITP 400 Bad Request

Mpumepbl

3anpoc

Cnucok 109: OT3bIB NpaBa AOCTyna No/b30BaTeNt0 Ha APYroro Noab3o-
BaTens

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "BIP-1SEQ41A",
"object": "BIP-3SGR7TA",
"rights": ["change_password"],

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"tags": ["set_from api"]

Cnucok 110: OT3bIB NpaBa 4OCTYNa NOAb30BATENO Ha rpynny

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "BIP-1SEQ41A",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],
"tags": ["set_from_api"]

Cnuncok 111: OT3bIB NpaBa AOCTyNa NO/b30BaTeNO Ha NPUIOXKeEHUEe

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "BIP-1SEQ41A",
"object": "test_app2",
"objectType": "its",
"rights": ["APP_ADMIN"],
"tags": ["set_from_api"]

Cnuncok 112: OT3bIB NpaBa AOCTyNa NPUIOKEHUIO Ha NOb30BaTeNa

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

{
"subject": "test_app",
"subjectType": "its",
"object": "BIP-3SGR7TA",
"rights": ["change_password"],
"tags": ["set_from api"]

}

Cnucok 113: OT3bIB NpaBa JOCTYNa NPUAOXKEHMIO HA rpynny

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

"subject": "test_app",
"subjectType": "its",
"object": "1147746651733",
"objectType": "grps",
"rights": ["ORG_ADMIN"],

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"tags": ["set_from api"]

Cnucok 114: OT3bIB NpaBa A0CTYNa NPUAOKEHMIO HA APYroe NpuaoxKe-
Hue

DELETE /blitz/api/v3/rights HTTP/1.1
Authorization: Bearer cNwIXNz
Content-Type: application/json

OTtBer

"subject": "test_app",
"subjectType": "its",
"object": "test_app2",
"objectType": "its",
"rights": ["SYS_MON"],
"tags": ["set_from api"]
Cnncok 115: Mapkep gocTtyna npocpoyeH
"type": "security_error",
"error": "bad_access_token",
"desc": "expired_access_token"

Cnuncok 116: OT3biBaemoro npasa He cyuiectsyet

"type": "process_error",
"error": "unknown_right",
"desc": "The specified right is unknown",
"params": {
"right": "change_passwordl"
}

Cnuncok 117: YKaszaHHOro B KayecTBe CybbeKkTa Uan obbekTa nosb3oBa-
TenA He cywecTayeT

"type": "process_error",
"error": "unknown_user",
"desc": "The specified user is unknown",
"params": {
"userId": "ivanovl"
}

Cnucok 118: YKasaHHO B KauecTBe 06beKTa rpynnbl He CyLLecTsyeT

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"type": "process_error",
"error": "unknown_group",
"desc": "The specified group is unknown",
"params": {
"grpId": "1147746651734"

Cnincok 119: YKa3aHHOro B KayecTBe CybObeKTa Man obbekTa npunoxe-
HUA He cylecTByeT

"type": "process_error",

"error": "unknown_rp",

"desc": "The specified relying party is unknown",
"params": {

"rpId": "test_app3"

MpaBa Beayuiero nosb3oBaTtens B OTHOLWEHUU BEAOMOro

Meton POST https://login.company.com/blitz/api/v2/users/rights/change

HasHayeHMe 1 0T3bIB NpaBa BeAyLLero noab3oBaTensa B OTHOWEHMW BEAOMOrO No/sib3oBaTens.

BHMMaHMe: 3anpoc Ha OT3blB NPaB MOXET ObiTb BbINOJHEH MPUIOKEHNEM HE TO/IbKO C UCMNO/b30BaHMEM
No/Ab30BaTENbCKOr0 MapKepa AO0CTyna, No/JyYeHHOro Ha paspelleHne ¢ UMeHem blitz_user_rights,
HO M C WCNONb30BaHMEM CUCTEMHOIO MapKepa A0CTyna, MONYYEHHOTO Ha paspelleHne C MMeHeMm
blitz_rm_rights. B 3Tom ciyyae 3anpoc Ha OT3bIB MOXKET BKAOYATb sub ject Nobbix nonb3osaTenek
(Bn# oT3bIBa Y NOMb30BaTENA NPaBa He NoTpebyeTcs, YTO6bl UMEHHO 3TOT N0J/Ib30BaTe b OCYLLECTBAA/ BXOL, B
cUCTEMY M NOMIy4an MapKep AOCTyNa — CUCTEMA MOMKET OT3blBaTb Npasa to60oro nosb3osarens).

3arosioBKkM B 3anpoc gomkeH 6biTb A406aBAEH 3aro/I0BOK C MapKepoM AOCTyna Ha paspelleHne C MMeHem
blitz_user_rights, Noay4yeHHbIM yYeTHOW 3aMMCbio BeAyLLEro nosib3osatens.

Teno 3anpoca

Ha3HauyeHue npas
3anonHeHHbIN 610K update ¢ nepedyHem Npas, KOTOPble AOAXKHbI ObITb L06aBAEHbI B pe3yabTaTe BbINOJHEHUA
onepauuu.
Kaxkgoe npaBo onucbiBaeTcA NapameTpamu:
¢ subject —ungeHTnduMKaTop (sub) yyeTHOM 3anncK BeayLLEro Noab30BaTeNS;
¢ object —unaeHTUPUKaTOP (Sub) y4eTHOM 3anmMcK BELOMOrO NONb30BaTENS;

¢ rights—nepeyeHb NpaB B BUAE MacCUBa, KOTOPLINM NOyYaeT yueTHas 3anucb BeyLLero noib3oBaTtens B
OTHOLLEHMM Y4ETHOW 3anncK BeAOoMOro nosb3osaTens. Hanpumep, gna npaBa MeHATb Napob OT yYeTHOM
3anucK JOMKHO BbITb YKa3aHo NpaBo change_password (cMeHa napons);

® tags —nepeyeHb Teros, yKa3sblBaloWmMX Ha OCHOBaHMUA, NO KOTOPbIM [OaHHbIN NoNb30BaTeNb nony4vyun npa-
Ba.
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OT3bIB nNpaBs

3anonHeHHbIM 610K delete ¢ nepeyHem Npas, KOTOPbIE A0MKHbI 6biTb OTO3BaHbI B Pe3y/ibTaTe BbIMOSHEHUA
onepauuu.

Kaxkfoe npaBo onucbiBaeTcA NapameTpamu:
e subject —uaeHTUPUKaTop (sub) yyeTHOW 3anmcK BeayLLLEro NOAb30BaATENS;
e object —unaeHTUdPMKaTop (sub) y4yeTHOM 3anmncu BeJOMOro Nosb3oBaTeNs;

e rights —nepeyeHb NpaB B BUAE MAcCMBA, KOTOPble OT3bIBAIOTCA Y BEAYLLEN YyH4EeTHOM 3anncKu B OTHOLLe-
HMM BEAOMOW YYEeTHOM 3anucy;

® tags —nepeyeHb Teros, yKasblBatoLWMX Ha OCHOBaHMUA, NO KOTOPbIM AaHHbIVI nosib3oBaTe/1b NOy4Ua Npa-
Ba.

Ecnum npu BbINOSHEHMM 3aNpoca NpaBa He Ha3HaYaloTCA MK He OT3bIBaKOTCA, TO B Tesle 3anpoca AO/IXKEH COOoT-
BETCTBEHHO NPUCYTCTBOBATb MM NycTol 610K update, nan nyctoi 610Kk delete. B ogHom 3anpoce moxer
6bITb YKa3aHO Cpa3y HECKONbKO Ha3HaYaemblx/0T3biBaeMbIX NPaB, HO B KayecTBe cybbeKkTa (subject) aonkeH
6bITb YKa3aH TONbKO TOT NO/b30BaTe b, HA KOTOPOTO Bbl NOMYYEH MapKep AOCTYNa, UCNOb3yeMblii 41 BbI30Ba
cepsuca.

Mpumepbl

3anpoc

Cnuncok 120: HazHauyeHune npas

POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIXTg
Content-Type: application/json

"update": [
{
"subject":"6561d0d9-5583-4bb5-a681-b591358e5fcd",
"object":"5cffd68f-2cb8-4f7a-b0£f3-9fa69%9alfbbcd",
"rights": [
"change_password"
]I
"tags": [
"parent"

"subject":"6561d0d9-5583-4bb5-a681-b591358e5£fcd",
"object":"b855957d-bf24-48d4-bb63-cce4f£50645904",
"rights": [

"change_password"
]I
"tags": [

"parent"

1,
"delete": [

]
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Cnuncok 121: OT3bIB NpaB

POST /blitz/api/v2/users/rights/change HTTP/1.1
Authorization: Bearer cNwIXTg
Content-Type: application/json

"update": [

1,

"delete": [
{

"subject":"b855957d-bf24-48d4-bb63-cced£50645904",
"object":"5cffd68f-2cb8-4f7a-b0£f3-9fab69alfbbcd",
"rights": [

"change_password"

i

"tags": [
"parent"
]
}
]
}
OwunbKa
Cnncok 122: B cnyyae oWmMBKM 3anpoc OTKAOHAETCA Le/IMKOM U BO3BPa-
waeTca nepevyeHb BO3HUKLWNX owmnbok
{
"errors" : [
{
"code" : "validation_error",
"params" : {},
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b') Incorrect.
—right '' to object 'bGceffd6e8f-2cb8-4f7a-b0f3-9fa69%alfbbcd'"
}I
{
"params" : {},
"code" : "validation_error",
"desc" : " (For subject 'dea75b73-a2ba-4b60-a4lc-bb640968826b"') Incorrect.
—tag '' for right 'write' to object '5¢cffd68f-2cb8-4f7a-b0f3-9fa69%9alfbbcd'"
}I
"desc" : " (For subject 'dea75b73-a2ba-4b60-ad4lc-bb640968826b"') Incorrect.
—object ''",
"code" : "validation_error",
"params" : {}
}I
{
"desc" : "Incorrect subject ''",
"code" : "validation_error",
"params" : {}
}
]
}
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3.5 PacwunpeHHble BO3MOXHOCTH

3.5.1 lononHUTeNbHbIA MeToA ayTeHTUDUKAL UK
Blitz Identity Provider no3BonfeT noaKAlounTb COBCTBEHHDBIM pa3paboTaHHbI meToa ayTeHTuduKaumu. [1na storo
cUCTEMa, BbICTYMaoLLAn B KAYeCTBe NOCTaBLUMKA TAKOTO MEeToAa ayTeEHTUPUKALMK, LOMKHA:

* npenocTaBuTb 06pPaboTUMK 3anpoca Ha ayTeHTUdUKaumio;

e nepeaartb B Blitz Identity Provider pesynbtaT ayTeHTUOMKauuuy;

® MpefocTaBUTb CEPBUC NPOBEPKM MPUMEHUMOCTU MeToAa ayTeHTUdMKaLMn ONuMoHaNbHO.

B Blitz Identity Provider pa3paboTaHHbIii MeToa ayTeHTUdMKALMM HYKHO 3aPerncTpupoBaTh Kak 8He L HU U Memoo
aymeHmugukayuu (cTpaHmua 134).

CepBuc obpaboTumnka 3anpoca
B3saumopgevicteue Blitz Identity Provider ¢ cepsrcom obpaboTyumka 3anpoca Ha ayTeHTUGMKALMIO BbINOSHAETCA
cnepyrowmm obpasom:

1. Cepsuc obpaboTtumKka npeacrtasnaet cobon URL ana npuema HTTP-3anpocos ot Blitz Identity Provider. Mpu
3anpoce Ha ayteHTUdUKaumio Blitz Identity Provider 6yaet aenatb 3anpoc metogom POST no aaHHomy
agpecy.

B Tene 3anpoca Blitz Identity Provider B popmate JSON nepegact cregytolime gaHHbIe:
* naeHTMdmKaTop 3anpoca (id);

e yTBEPNKAEHUA, XapaKTepuayloLme nonb3osatens (claims) — oNyuMOHaAbHO, TOLKO MpU Bbi30BE B
KayecTse BToporo $aKkTopa;

* naeHTUOMKATOP CUCTEMBI, 3aNpocKBLIMi BXoA (rpId);
* NaeHTMOMKATOP KOHTEKCTa ayTeHTUOMKauumn (loginContext Id);

e [aHHble 0 3anpoce (request), BKAtovatowmii B cebsa 3aronoBku (headers), IP-agpec nonb3oBartens
(remoteAddress), agpec meToga (uri), nepeyeHb cookie (cookies) M User Agent nonb-
3oBaTensa (userAgent).

Cnuncok 123: MNpumep Tena 3anpoca

"id": "a9692091-4613-41aa-91d2-9a71a3fc2e07",
"claims": {},

"rpId": "_Dblitz_profile",
"loginContextId": "4502aa51-f28c-4a64-951c-5able77b1294",
"request": {
"headers": {},
"remoteAddress": "172.25.0.1",
"uri": "/blitz/login/methods2/outside_test",
"cookies": {},
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:80.0).."

2. HacTopoHe nocTaBLuMKa BHELIHErO MeToAa HeobxoanuMo npeaycmoTpeTb 06paboTKy 3anpoca Blitz Identity
Provider. B pe3ynbTaTe BHELHWI METOZ SONKEH BEPHYTb:

e Ecnu ayTeHTUOUKaLMA BO3MOXKHA - HTTP-0TBeT AnA BbiNosHeHUA B Bpay3epe Noab3oBaTesNs, KOTo-
pbIi, Hanpumep, cogepRnT Kog, HTML-cTpaHMLbl UM UHULMMPYET PeaupekT bpaysepa Ha Heobxoau-
MYIO CTPaHULY BHELWIHErO MeToaa.

e OWMKBKY B C/ly4ae HEBO3MOMKHOCTU MPOBECTU ayTEHTUDMKALLMIO NONb30BaTENA.

3.5. PacwupeHHble BO3MOXHOCTH 505



Blitz Identity Provider, Bepcua 5.23

Tpe6oBaHuA K ob6paboTKe 3anpoca Blitz Identity Provider
HTTP-orBet
® OTBET [0/IXKEH BKAOYaTb B ceba yctaHoBKy cookie (Ha 0bwmii gomeH Blitz Identity Provider u BHeLw-
Hero meToaa);
* HasBaHMe cookie oNKHO 6bITb NpeABapUTENLHO 3apernctTpuposaHo B Blitz Identity Provider;
® B KayecTBe 3HaueHuA cookie AoNKeH ObITb MCNOb30BaH MAEHTUDUKATOP CECCUU, CreHEPUPOBAHHDIM
BHELUHMM METOLOM.
Cnucok 124: Mpumep HTTP-oTBETa C peAMPEKTOM U ycTaHOBKOW cookie

HTTP/1.1 302 Found

Location: https://login.company.com/blitz/begin?id=a9692091-4613-41aa-91d2
Set-Cookie: Bmr=YTk20TIwOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZZmMyZTA3;
—Domain=company.com; path=/blitz; Secure; HttpOnly

Ba)kHO: [lpy NPOXOXKAEHMM BHELHEro MeToda MOCTaBLUMK AO/IKEH MPOBEPUTDL, YTO 3HAYEHUE cookie
ANA JaHHOro 3anpoca He 6bI10 U3SMEHEHO.

OwunbKa

PekomeHayemble KoAbl BO3BpaTa:

Kopg oteBeta HTTP 3Ha4yeHue oTBeTa OnuncaHue oTBeTa

200 OK MHUUMMpoBaHMeE BHELLIHEro MeToaa nocpescTBOM
0OTOBparkeHUsA KOHTeHTa CTpaHMULbI

302 Found MHUUMMpOBaHME BHELIHEro MeToAa NocpeaCcTBOM
peaupexTa

400 Bad Request OTcyTcTBYIOT 06s3aTe/IbHblE NapameTpbl 3anpoca

500 Internal Server BHyTpeHHAA ownbKa 0bpaboTkM BxoaALero 3a-

Error npoca

Mepepaua pesynbrata ayTeHTUOUKALUM

Mocne npoxoxaeHUA BHELWHEro MeTo4a NOCTaBLUMK AOMKEH BbINOAHUTDL Cleaytoume pencreua:

1. CepBepHas YacTb NocTaBLUMKa A0/KHa Bbi3BaThb Blitz Identity Provider metogom POST no agpecy:

https://login.company.com/blitz/login/methods/outside/save?methodName=outside\_
—{name}

B AaHHOM 3anpoce name — 3TO MMA BHELWWHEro meToAa, npuceoeHHoe emy B Blitz Identity Provider npu
pervcTpauuu.
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Teno 3anpoca
YcnewHan ayTeHTUGUKauma

B cniyuae ycnexa ayteHTUdMKAUMM B Tesle 3amnpoca A0XKHbI BbITb yKasaHbl:
e naeHTMdumKaTop 3anpoca (1d);

¢ extSessionId — MAEHTUPUKATOP CECCUU, CTEHEPUPOBAHHDINM BHEWIHUM MeToA0oM. NaeHTuduKa-
TOP AO/KEH COBMNAAaTh CO 3HAYEHMEM, NepeaaHHbIM B UCXO4HOM 3anpoce B cookie;

e claims — nepeyeHb YTBEPKAEHUN, KOTOPbIMU HY}KHO 060raTUTL ceccuto nosib3osatens. MepeyeHb
MOXKET BbITb MYCTbIM;

e subjectId-—unaeHTMPUKATOP NONb30BaATENA (TONBKO A1A NepBoro GakTopa; Npu BbI30BE BHELWHENO
MeToAa B KayecTse BTOPOro $GakTopa Henb3sA nepesasatb naeHTMOUKATOp Nosb3osaTens);

e loginContextId — naeHTMMKATOP KOHTEKCTA ayTEHTUDMKALNMN, COOTBETCTBYHOLLUIN UCXOAHOMY
3anpocy.

Cnncok 125: NMpumep 3anpoca

POST /blitz/login/methods/outside/save?methodName=outside_test HTTP/1.1
Content-Type: application/json

"id": "426b5139-e4£f7-41e6-a206-9503de6£34dd",

"extSessionId": "YTk20TIWOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3",
"claims": {},

"loginContextId": "3cad4dlf0-654a-4665-be98-d105ab6ec35d",
"subjectId": "2db787c7-6e37-4018-abe9-2beall011c047"

OwwubKa ayTeHTUdUKaLmm

B cnyyae olWMBKKM B Tesie 3anpoca A0XKHbI BbITb YKasaHbl:
e id-wuaeHTUdMKaTOp 3anpoca;

* extSessionId — MAeHTUPMKATOP CECCMU, CTEHEPUPOBAHHbBIN BHEWHUM meTogoM. NaeHTudmKa-
TOP AO/IXEH COBMNaAaTh CO 3HaUYeHMeM, nepegaHHbIM B UCXOAHOM 3anpoce B cookie;

® error — Koj OWnNbKK;

® msg — TEeKCTOBOE OnncaHue oWwnbKK (ONuMoHaNbHO).

Cnuncok 126: Npumep 3anpoca

POST /blitz/login/methods/outside/save?methodName=outside_test HTTP/1.1
Content-Type: application/json

"id": "426b5139-e4f7-41e6-a206-9503de6£34dd",

"extSessionId": "YTk20TIwWOTEtNDYxMyOOMWFhLTkxZDItOWE3MWEzZmMyZTA3",
"error": "not_found",
"msg": "User not found"

B cny4yae coxpaHeHus pesynbTaToB ayTeHTUdMKALMK (KaK yCcnewHon, Tak U HeycnelHoi) Blitz Identity
Provider Bo3Bpalaet otBeT HTTP 200 OK.

2. bpaysepHas yacTb NOCTaBLUMKa O0/KHA 0becneynTb NepeHanpasieHue nosnb3osaTens obpaTtHo B Blitz
Identity Provider. lns aToro HeobxoAMMo NepeHanpaBuTb bpay3ep No agpecy:
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https://login.company.com/blitz/login/methods/outside/callback?
—methodName=outside\_{name}

B AaHHOM 3anpoce name — 3TO MMA BHELWHEro MeToAa, npuceoeHHoe emy B Blitz Identity Provider npu
perucrpaumm.

CepBuc npoBepkn metoga

CepBUC NPOBEPKM MPUMEHMMOCTM MeToda ayTeHTuduKaumm npeactasnsetr cobo URL pgna npuema
HTTP-3anpocos ot Blitz Identity Provider. o 3anpoca Ha ayteHTMduKauuto Blitz Identity Provider 6yaet
nenatb 3anpoc metogom POST no gaHHoOMy agpecy, nepesnas B Tene B popmate JSON Te e AaHHble, YTO U B
3anpoce Ha ayTeHTUDUKALMIO.

B KauecTBe OTBETa BHELHWUI MeToA, Ao/KeH BepHYTb JSON co cneayowmmm aTpnbytamm:
* naeHTudmKaTop 3anpoca (id);

® pe3ynbTaT NPOBEPKU NPUMEHUMOCTU (result), NpMHMMalOWMI 3HaYeHre nMbo true (MeTog npume-
HUM) unn false (MeTog HENPUMEHNM);

* naeHTUOMKATOP KOHTEKCTa ayTeHTUdMKaummn (LoginContext Id), COOTBETCTBYIOLWMIA 3aMpocy.

Ecnu cepsuc BepHeT false B KayecTBe pesysibTaTa NPOBEPKU NpUMeHMMOCTH, To ganee Blitz Identity Provider
He ByaeT BbIMONHATL 3aMNPOC HA ayTEHTUDUKALMIO 418 AAHHOTO No/ib30BaTesNs.

3.5.2 Bbl30B BCNOMOraTe/IbHOro NPUAOXKEHUA B MOMEHT BX0Aa

B momeHT Bxoga Blitz Identity Provider moskeT BbI3BaTb BCOMOraTe/IbHOE NPUNOMKEHME, KOTOPOE BbIMOAHUT A0-
NONHUTENbHbIE ONepaLyMmn (Hanpumep, NOKaXKeT N0/b30BaTeNto MHGOPMaALMOHHOE COObLLEHME UM 3aNPOCUT aK-
Tyanu3aumio CBeAeHMI), mocne Yero BepHeT nosib3osatens B Blitz Identity Provider ana nocnegyrowero Bxoga B
Lenesoe NpUIOXKeHME.

C TeXHMYECKOM TOUKM 3peHunAa BcnomoraTtenibHoe npuaoxeHne A0/1XKHO BbINONHATbL chegytouime pencreusa:
hd 06pa60TKa 3aMpoca Ha OTKPbITUEe BCNOMOraTe/ZibHOro NpunoxeHuA,

e BO3BpallleHune nonb3osaTtensa B Blitz Identity Provider nocne okoH4aHMA 06paboTKu.

3anpoc 06 OTKpbITUU NPUNONKEHUA

Mpuem 3anpoca o0 BbI30BE BCNOMOraTe/IbHOro NPUAOXKEHMA NPOUCXOANT CNeay oMM o6pa30N\:

1. Mepexoa BO BCMOMOraTe/lbHOE NPUIOXKEHNE NPOUCXOLUT NOCPEACTBOM NepeHanpaBieHns noab3osaTens
Ha NpeAoCTaB/eHHYIO NPUAOKEHMEM CCblKy. CcbliKa B KadecTse napameTpa byaert cogeprkaTb Koz, aBTo-
pusaumm (code).

Cnuncok 127: MNpumep CCbIIKK ANA MHULMMPOBAHMUA 3anpoca
https://<app_hostname>/?lang=ru&theme=defaults&code=0T]..qw
2. MpunoxeHne A0MKHO 0O6MEHATb KOA, aBTOPM3aLMM HA MapKep A40CTyna cornacHo cneundukaumm OAuth

2.0. Mapkep agoctyna byaeTt Mcnonb3oBaH A1a NoayYeHus naeHTuduKaTopa ceccum, Ytobbl BEpHYTh NOb-
3oBaTena B Blitz Identity Provider, a Tak:ke gaHHbIX NoNb30BaTeNA NPU HEOBXOAMMOCTHU.
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Mpumep

3anpoc

curl -k -d "grant_type=authorization_code&redirect_uri=https%$3A app.
—company .com &client_id=appé&client_secret=EW..10&code=0Tj..qw" —-X POST https:/
—/login.company.com/blitz/ocauth/te

MonyuyeHHbIN MapKep gocTyna

"access_token": "ey..J9.ey..n0.Wa.Pw",
"token_type": "Bearer",
"expires_in": 3600,

"scope": "profile"

BaykHO: BcnomoraTesibHOe NpUIOXKeHWE AO0MKHO bbiTb NpeaBapuTeNbHO 3apeructpuposaHo B Blitz
Identity Provider ¢ yueTom cnegytowmx ocobeHHocTe:

e [0/KeH 6bITb YKasaH npegonpeaeneHHblit URL Bo3BpaTa, UMEHHO OH ganee fo/XKeH 6biTb UCMOosb-
30BaH A/1A NO/y4YEHUs TOKEHA;

e [L0/1KHbl BbITb HACTPOEHbI paspeLleHna Mo YMoNYaHuA (scope), MMEHHO OHM onpeaenaioT obbem
[OaHHbIX, MO/ly4aeMbiX BCTIOMOTaTeIbHbIM NPUIOKEHUEM.

BosBpart nonb3osartens B Blitz Identity Provider

BosBpaT nosb3osaTens B Blitz Identity Provider npoussoauTcs cnegyrowmm obpasom:

1. BbINnonHMB HeobXxogMMble AEUACTBUA (Hanpumep, NoKa3aB Noab3oBaTento MHGoOPMaLMoHHOe coobLieHue),
BCrOMoOraTesibHOe NPUIoXKEeHWe A0MKHO BepHYTb Nosb3oBaTens B Blitz Identity Provider. 1na atoro Heob-
XOAMMO LEeKOAMPOBATb MOYYEHHbIM MapKep 4OCTyna, Noy4YeHHbll B dopmate JWT, U n3Bneyb M3 Hero
YTBEPXKAEHME C ceccuelt nonb3oBaTtena (sessionId).

Cnucok 128: MNMpumep Tena aekoampoBaHHoro access_token

"scope": "blitz_api_user blitz_api_user_chg blitz_api_usec_chg",
"jti": "kfP..jA",

"client_id": "app",

"exp": 1631026605,

"sessionId": "ce9f3109-ac79-46b4-b277-099fflaalffo",

"iat": 1631023005,

"sub": "8b970179-e141-43b9-b9d5-25997be99261",

"aud": [
n app n
1,
"erid": "u9th2LzMXZdwb3rRmI3Paw",
"iss": "https://login.company.com/blitz"

2. lNocne gekoanpoBaHMA MapKepa 4OCTyna BCNOMOraTe/ibHOe NPUAoXKeHne A0MKHO caenatb POST-3anpoc
Ha URL obpaboTtumKa 3aBepweHuns ayteHTUpuKaumm Blitz Identity Provider /login/pipe/save/
<sessionId>. B Tene 3anpoca moeT 6bITb YKa3aH Habop yTBepKaeHU (claims), KoTopble cnegyeT
£06aBUTb B ceccuto nonb3osaTtens, 1Mbo nHdopmaums ob owmnbke (error).
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Cnuncok 129: Npumep 3anpoca

curl -v --location --request POST 'https://login.company.com/blitz/login/pipe/
—save/ce9f3109-ac79-46b4-b277-099fflaalffO" \

--header 'Content-Type: application/json' \

—-header 'Authorization: Basic Z2.ww' \

-—data-raw '{"claims":{"org_id":"12345678"}}"

3. B cnyuae ycnexa Blitz Identity Provider BepHeT HTTP 204 No Content. Monyyms ero, Bcomorartesb-
HOe NPUOXKEHME A0/IKHO BEpHYTb bpay3ep nosb3oBaTensa no agpecy /login/pipe/callback, yto-
6bl NoNb30BaTe/Ib 3aBEPLUNA BXOZ, B LLIe/IeBOE NPUIOKEHME.

Cnucok 130: MNMpumep cCbINIKK 4NA nepeHanpasaeHunA

https://login.company.com/blitz/login/pipe/callback

3.5.3 APl agMmUHUCTPUpPOBaAHUA

AamuHucTpuposaTs Blitz Identity Provider mo»KHO ¢ momoLLbio:
® KOHCO/IM YNpaBieHuUs;
® KOHOUrypaLMoHHbIX ¢painnos;
® aaMuHUCTpaTmeHble REST-cepsucos.

AamuHucTpaTmBHble REST-cepsuchl B Blitz Identity Provider B TeKywei BepcmMm NO3BONAOT BbINOHATbL Cleayto-
wme gencTema:

® pernctpauusa NPUNONKEHUN;

® MoAyyYeHMe HAacTPOeK NPUIOKEHUI;
® M3MEHEeHWe HAaCTPOEK NMPUNONKEHUN;
* yaaneHue npunoKeHui.

AamMuHUCTpaTMBHble REST-cepBucbl gocTynHbl no agpecy https://login.company.com/blitz/
admin/api/v3/...

[nA BKAOYEHUA aJMWMHUCTPATUBHBIX CEPBMCOB NpeaBapUTENbHO AOMKHbI ObiTb cAenaHbl HACTPOMKM Ha
Beb-cepsepe, ucnonbdyemom Blitz Identity Provider. He pekomeHayetca nybnvMKoBaTb agMWHUCTPATUBHbIE
REST-cepBuchbl B cetn UHTEpHET.

Mpumep 6noka location B HacTpoikax Beb-cepBepa NEINX AAA BKAOYEHUA AOCTYNHOCTU agMWHUCTPATUBHbBIX
REST-cepBucos:

location /blitz/admin/api {
proxy_intercept_errors off;
proxy_pass http://blitz-console/blitz/admin/api;

JocTyn K agMUHUCTPaTMBHbIM REST-cepBuMcam peryamnpyeTca ¢ NOMOLLbIO pa3peLleHnin (scope), NpMBeaeHHbIX B
Tabnuue:
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Pa3pelwieHus (scope) ana agmuHucTpatusHbix REST API

Ne Pa3speweHune HassaHue OnwucaHue
1 blitz_api_sys_app | PaspeweHne Ha yTeHue | [1nAa MCNOAb30OBaHMA cepBUCA
’ HACTPOEK NPUIOKEHNN GET /blitz/admin/api/v3/app/
{appId}
) blitz_api_sys_app_| Pa3peweHne Ha BHece- | [11A Ucnosb3oBaHMA CEPBUCOB:
) HVWe u3MeHeHWM B Ha- | PUT /blitz/admin/api/v3/app/
CTPOMKN NPUNONKEHNN {appId}
POST /blitz/admin/api/v3/app/
{appId}
DELETE /blitz/admin/api/v3/
app/{appId}

Y106bI MONYYUTH MApKEpP AOCTYNa Ha CUCTEMHOE paspelleHue, NMPUIOKEHUE AOMKHO BbINOJHUTL 3aMpoc me-
Togom POST Ha URL gna nonyyerusa mapkepa (https://login.company.com/blitz/ocauth/te). 3a-
NpoC A0/IKeH cogepaTb 3aro/ioBok Authorization co3HayeHnem Basic {secret}, rge secret —3to
client_id:client_secret (Hanpumep, app:topsecret) B popmate Baseb4.

MprMmep 3aronoBKa:

Authorization: Basic YW1lzOm.XQ=

Teno 3anpoca A0/IKHO coAepKaTb cneaytowme napameTpbl:
® grant_type —npuMHMMaeT 3HayeHne client_credentials;
® scope — 3anpalwmnBaemoe CUCTEMHOe paspeLleHune.

Mpumep 3anpoca:

POST blitz/oauth/te HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Authorization: Basic ZG51d..lg

grant_type=client_credentials&scope=blitz_api_sys_apptblitz_api_sys_app_chg

B OTBET NpuioXKeHne NoNy4ymuT MapKep AocTyna (access_token), Bpems ero XusHu (expires_in) u tmn
Mmapkepa (token_type). BosamoxHble ownbKM Npu Bbi3oBe /oauth/te cootseTcTByOT RFC 674918,

[Mpumep oTBeTa € ycnewHbiM BbIMOJHEHMEM 3anpoca:

"access_token": "QFiJ9mPgERPuusd36mQvD4mfzYolH_ CmuddAJ3YKTOI",
"expires_in": 3600,

"scope": "blitz_api_sys_app blitz_api_sys_app_chg",
"token_type": "Bearer"

PekomeHpyeTca, YTObbI npunoXxeHne Kawnposano ﬂO/'Iy‘-IEHHbIﬁ MapKep A0CTyna ANA MHOIFoOKpaTHOro ncnoab-
30BaHMA Ha BpemMs, HEMHOIo MeHblLee, YeM NnapameTp expires_in, nocne 4yero ocywecTBAANO NOJyYeHue
HOBOIro mapkepa gocrtyna gna 06HOB/IEHMSA B K3LLe.

Echn npunoxeHuve nonbiTaeTcA BbI3BaTb C MNPOCPOYEHHLIM MAPKEPOM [OCTyNa COOTBETCTBYHOLWMA emy
REST-cepBuc, To NonyumT owmnbky HTTP 401 Unauthorized.

118 https://tools.ietf.org/html/rfc67494#section-5.2
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MonyyeHne HaCTPOEK NPUIOKEHWNIA

[ns nonyyeHMa HaCTPOEK NPUIOKEHUSA MO ero naeHTMdUKaTopy Heobxoanumo metogom GET BbI3BaTb CEPBUC MO

agpecy https://login.company.com/blitz/admin/api/v3/app/{appld}.

Heobxogumble paspelweHuna: blitz_api_sys_app.

B pe3ynbTaTe BbiNoAHeHUs 3anpoca Blitz Identity Provider BepHeT JSON, coaepKallmii HACTPONKM NPUIOKEHUSA.

Mpumep 3anpoca:

GET /blitz/admin/api/v3/app/test-app HTTP/1.1
Authorization: Bearer cNw..Nz

Mpumep oTeeTa:
HTTP/2 200

content-type: application/json
etag: 96_1658847045000

"name":"..",
"tags": [

"tagl",

"tag2"
1:iomain":"...",
"startPageUrl":"..",
"oauth": {

"clientSecret":"..",

"redirectUriPrefixes":[".."],

"predefinedRedirectUri":"..",

"availableScopes":["..",".."],

"defaultScopes":[".."],

"enabled":true,

"autoConsent":true,

"idToken":{"claims":[".."]1},

"accessTokenTt1":3600,

"defaultAccessType":"online",

"refreshTokenTt1":86400,

"dynReg": {

"isAllow":true,
"allowedPlainJsonClaims": ["device_type"]

}!

"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-9]1{3,3}-10-9]1{3,3}-[0-9]14{3,3}",
"userCodeTt1l":120,
"verificationUrl":"..",
"useCompleteUri":true

}I

"teAuthMethod":"client_secret_basic",

"grantTypes": ["authorization_code", "client_credentials"],

"responseTypes":["code"],

"extraClientSecret":"..",

"accessTokenFormat":"jwt",

"logout": {
"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."

}I

"simple": {
"ssl":true,
"formSelector":"..",
"loginSelector":"..",
"logoutUrl":"..",
"postLogoutUrl":".."

by

"rest": {
"Basic":{"pswd":".."},
"TLS":[]

}I

"theme":"default",

"saml": {
"spMetadata":"..",
"spAttributeFilterPolicy": {

"id":"test-app",
"attributeRules": [{"attr":"..", "isPermitted":true}]

}V
"saml2SSOProfile": {

"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

CofepXnmoe OTBETa MOMKET OT/INYATLCA B 3aBMCMMOCTM OT 3a4aHHbIX A1A NPUNONKEHUA HACTPOEK M CKOHU-
rYPMpPOBaHHbIX MPOTOKO/OB MoaKAtoueHua. bnokn saml, cauth, simple, rest MoryT oTcyTCTBOBaTh, €CAU
COOTBETCTBYIOLLME NPOTOKOALI AN MPUIOKEHUA HE HACTPOEHBI.

B oTBeTe cepBMCcCa NPUCYTCTBYET 3aro/I0BOK et ag. 3HaYeHWe 13 3TOro 3aro/loBKa caeAyeT UCMO0/b30BaTb B 3aro-
noske If-Match, eciv niaHMpyeTca nocse NoNyYeHMs HaCTPOEK MPUIOMKEHUA BbI3blBaTb CEPBUCHI PErncTpa-
UMV NPUNOMKEHURA, PEAAKTUPOBAHMA HACTPOEK MNPUIOKEHUA AW yaaneHna npunoskerms. C nomowpto et ag Blitz
Identity Provider nposepseT, uTo mexay nocaegHUm nosyyeHnem et ag m BbI3OBOM ONepaLmn U3MEHEHUA Ha-
cTpoek ¢ I f-Mat ch He BbINONHANUCH Kakne-1nbo elle M3MeHeHUA B KOHUTrypaumoHHom daline Ha cepBepe B
napannesnbHbIX ceaHcax (ONTUMUCTUYHOE 61I0KMpPOBaHMe).

Mpu ncnonbsosaHun SAML B HacTponke spMetadata byaeT HaxoaUTbCA 3aKoANPOBaAHHbLIM B Base64URL dain
MeTaZlaHHbIX ANA NpunoxKeHus (Service Provider Metadata).

MmeHa BO3BpaLL@aeMbiX CEPBMCOM HACTPOEK COOTBETCTBYIOT MMEHaM B KoHdUrypaumoHHom daiine blitz.
conf.

Ecnv HacTpoiku npunoxeHua no nepegaHHomy appld He ByayT HaligeHbl, To cepsep Blitz Identity Provider
BepHeT ownbky HTTP 404 Not found.
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Perncrpauua npunoxkeHumsa

[ns peructpaymm npuaorKeHns HeobxoaMmo BbINONHUTL 3anpoc metogom PUT no agpecy https://login.
company.com/blitz/admin/api/v3/app/{appld}.

Heobxoaumble paspewenuns: blitz_api_sys_app_chg.

B 3anpoc moKeT bbITb (onuMoHanbHO) gobasneH 3aronosBok I f—-Match, cogepKawmin nocnegHee nonyyeHHoe
OT cepBepa 3HayeHune etag.

Teno 3anpoca AO/MKHO COAEPXKaTb 3HAYEHMSA HACTPOEK PErNCTPUPYEMOTO NPUNOKEHUA.

Mpumep 3anpoca:

PUT /blitz/admin/api/v3/app/test-app2 HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

If-Match: 98_1658857264000

"name":"..",

"tags": [
"tagl",
"tag2"

]I

"domain":"..",

"startPageUrl":"..",

"oauth": {
"clientSecret":"..",
"redirectUriPrefixes":[".."],
"predefinedRedirectUri":"..",
"availableScopes":["..",".."],
"defaultScopes":[".."],
"enabled":true,
"autoConsent":true,

"idToken":{"claims":[".."]},
"accessTokenTt1":3600,
"defaultAccessType":"online",
"refreshTokenTt1":86400,
"dynReg" : {
"isAllow":true,
"allowedPlainJdsonClaims": ["device_type"]

I
"pixyMandatory":true,

"deviceGrant": {
"userCodeFormat":"[0-9]{3,3}-[0-9]{3,3}-[0-9]14{3,3}",
"userCodeTt1l":120,

"verificationUrl":"..",

"useCompleteUri":true
}V
"teAuthMethod":"client_secret_basic",
"grantTypes": ["authorization_code", "client_credentials"],
"responseTypes":["code"],
"extraClientSecret":"..",
"accessTokenFormat":"jwt",
"logout": {
"logoutAutoConsent":false,
"logoutUriPrefixes":[".."],
"predefinedLogoutUri":"..",
"frontchannelLogoutUri":"..",
"frontchannelLogoutSessionRequired":true,
"backchannelLogoutUri":".."

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}I

"simple": {
"ssl":true,
"formSelector":"..",
"loginSelector":"..",
"logoutUrl":"..",
"postLogoutUrl":".."

by

"rest": {
"Basic":{"pswd":".."},
"TLS":[]

}I

"theme":"default",

"saml": {
"spMetadata":"..",
"spAttributeFilterPolicy": {
llidll . ll"."’
"attributeRules": [{"attr":"..", "isPermitted":true}]

Ty
"saml2SSOProfile": {

"signAssertions":"always",
"encryptAssertions":"always",
"encryptNameIds":"always",

"includeAttributeStatement":true

Mpu perucTpaummn npunoxeHuns, pabotatrowero no SAML, HY»KHO y4yecTb cieaytolmne ocobeHHOCTH:

e B spMetadata HY)KHO NepenaBaTb COAEPHKMUMOE MeTAaSAHHbIX NPUIOKEHUA, 3aKOANPOBAHHOE B popma-
Te Base64URL.

® BHACTpoMKy id B spAttributeFilterPolicy Heobxoanmo nepeaatb TOT e id, yto nepesaH 8 URL
B KayectBe appld.

Ecnun permctpauma ycnewHa, To cepsep BepHeT HTTP 200, akTya/ibHble AaHHble NPUIOKEHUA U aKTyasbHOe
3HayeHue etag.

Mpumep oTeeTa:
HTTP/2 200
content-type: application/json
etag: 99_1658857631000
"id":"test-app2",
llname " . n ."ll ,
"oauth": {

by

Ecnu npu peructpaumum npuaoxKeHus byaet obHapyKeHo, YTo AaHHble B KoHdUrypaumoHHom daiine Ha cepBepe
6b1IM U3MEHEHbI MeXAY NoJlyYeHNEM etag M BbI3OBOM PErnCTpaLMu, TO CEPBEP BEPHET OTBET C Kogom HTTP
412 Precondition Failed v Tenom owmnbKu:
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"type":"process_error",
"error":"cas_mismatch",
"desc":"cas_mismatch"

Ecnv npu pernctpauumn nNpunoKeHna BO3HWKAA owmnbKa, TO cepBep BepPHET OTBET ¢ Kogom HTTP 400 Bad
Request c onncaHnem oWmnBKN.

Mpumep oTBeTa € OWMOKOM perncrpaymm:

"type": "input_error",
"error": "wrong_values",
"errors": [
{
"type": "input_error",
"error": "json.error.mandatory.field",
"desc": "json.error.expected.array",
"pos": "ocauth.redirectUriPrefixes"

by

N3meHeHune HaCTPOEeK NpunoxxeHuma

Jna nameHeHMA HAaCTPOEK NPUIOHKEHUA HEOBXOAMMO BbINOHUTL 3anpoc metogom POST no agpecy https://
login.company.com/blitz/admin/api/v3/app/{appId}

Heobxogumble paspeweHua: blitz_api_sys_app_chg.

B 3anpoc gonxkeH 6biTb Aob6aBneH 3aronoBok If—-Match, cogepalmn nocneaHee nosy4yeHHoOe OT cepBepa
3HayeHue etag.

Teno 3anpoca LOMKHO COAEPMKaTb 3HAYEHMSA U3MEHAEMbIX HACTPOEK MPUIONKEHMA NOCAe PeaaKTUPOBaHMUA.
[JonkHa bbITb NepegaHa BCA BETKA C U3MEHAEMbIM NapameTpom. Hanpumep, ecam napameTp HaXo4MTCA Ha Tpe-
TbEM YPOBHE, TO HY}KHO TaK}Ke NpUcnaTb ero poauTesIbCKMe NapaMmeTpbl Ha NEPBOM M BTOPOM YPOBHSAX. [0 Toro
4TO6bI YAANUTL NAPAMETP, HEOBXOAMMO NPUCAATL BCIO BETKY CO 3HaYeHnem null Asia 3TOro napameTtpa.

Mprmep 3anpoca USMEHEHUA METKU MPUIOKEHUA:

POST /blitz/admin/api/v3/app/test—app HTTP/1.1
Authorization: Bearer cNw..Nz

Content-Type: application/json

If-Match: 98_1658857264000

"tags" . [
"default",
"2F"

Ecnu nsmeHeHue ycnelwHo, To cepsep BepHeT HTTP 200, akTyanbHble 3HaY€HMA HAaCTPOEK NPUJIOKEHMA U HOBbIN
etadg.

Mpumep oTeeTa:
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HTTP/2 200

content-type: application/json
etag: 99_1658857631000

"name": AL ",
"tags": [
"default",
"2F"
]I
"domain": "test.appl.ru",
"ig":. "appl",
"simple": {
"formSelector": "select",
"postLogoutUrl": "http://localhost",
"ssl": true,
"loginSelector": "select",
"jS": "dyMw::",
"logoutUrl": "https://localhost™"

br
"disabled": false

Mpumep 3anpoca yaaneHUa MeTOK NPUIOKEHUA:

POST /blitz/admin/api/v3/app/test—app HTTP/1.1

Authorization: Bearer cNw..Nz
Content-Type: application/json
If-Match: 98_1658857264000

"tags": null

Mpumep oTeeTa:
HTTP/2 200

content-type: application/json
etag: 99_1658857631000

"name" . nn ,

"domain": "test.appl.ru",

midv:. llapplll,

"simple": {
"formSelector": "select",
"postLogoutUrl": "http://localhost",
"ssl": true,
"loginSelector": "select",
n j s". " dyMW==" ,
"logoutUrl": "https://localhost"

|
"disabled": false

Ecnv npu peaaktMpoBaHUM NpUioxKeHua byaeT obHapyKeHo, YTo AaHHble B KOHOUrypaunoHHom daie Ha cep-
Bepe bblIM U3MEHEHbI MeXK Ay NosyveHnem etag 1 BbI3OBOM pPeaaKTUPOBaHUA, TO CepBep BEPHET OTBET C KOLOM

HTTP 412 Precondition Failed v Tenom owmnbKu:
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"type":"process_error",
"error":"cas_mismatch",
"desc":"cas_mismatch"

Ecan npu pegakTMpoBaHMM NPUNOKEHUA BO3HUKAA owmnbKa, uTo nepegaHbl HeNpaBW/ibHble OaHHbIE, TO CepBep

BepHeT oTBeT C Kogom HTTP 400 Bad Request ¢ onucaHnem oWMOOK.

Mpumep oTBeTa C OWMOKOIM:

"type": "input_error",
"error": "wrong_values",
"errors": [
{
"type": "input_error",
"error": "json.error.mandatory.field",
"desc": "json.error.expected.array",
"pos": "ocauth.redirectUriPrefixes"

by

YpaneHue npunoXxeHuA

Jna ynaneHnsa npunoxeHns HeobxoaMmo BbINOAHUTL 3anpoc metogom DELETE no agpecy https://login.

company.com/blitz/admin/api/v3/app/{appId}.

Heobxogumble paspeweHua: blitz_api_sys_app_chg.

B 3anpoc gonxkeH 6biTb Aob6aBneH 3aronoBok If—-Match, cogepalmn nocneaHee nosy4yeHHoOe OT cepBepa

3HayeHue etag.
Mpumep 3anpoca:
DELETE /blitz/admin/api/v3/app/test—-app HTTP/1.1

Authorization: Bearer cNw..Nz
If-Match: 99_1658857631000

Ecan npunoxkeHue ycnewHo yaaneHo, To cepsep sepHet HTTP 204.

Ecnu npu yaaneHuu npuioxkeHus byaet obHapyKeHo, YTO AaHHble B KOHGUrypauyoHHom daiine Ha cepsepe
6bI1M U3MEHEHbI MeXKAy NonydyeHnem etag v BbI3OBOM yAaNEHUA, TO CepBep BePHET OTBET C Kogom HTTP 412

Precondition Failed uTenom owmnbKu:

"type":"process_error",
"error":"cas_mismatch",
"desc":"cas_mismatch"
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3.5.4 BbI30B CTOPOHHErO NPUNOXKEHUA perncTpaLum Nonb3oBaTenen

B Blitz Identity Provider Mo»KHO HaCTpOUTb MCMOb30BAHNE CTOPOHHETO MPWUIOXKEHUS PErucTpaLmm NoJsib3oBa-
Tenein. B atom cnyyae Blitz Identity Provider cmoxeT BbI3BaTb NPUIOMKEHUE PEFUCTPALMM NOb30BATENEN CO CTPa-
HUUBI BXOZa (Npy nepexoae no ccblike 3apeaucmpuposamscs) WiV B pe3ynbTaTe NepBoro BXxoAa nosb3osatens
yepes BHELWHUIN NOCTaBLWUK naeHTUdMKaLmu. MNpu 3TOM JOCTYNHbI CAesyoLmne BO3MOXKHOCTH:

¢ Bcnyyae ecnv peructpauma sanyLeHa B pesy/bTaTe NepBOro BXoAa Yepes BHELWHUA NOCTaBLWNUK MAEHTU K-
Kauwmm, To Blitz Identity Provider nepegact npunoxeHuo perncTpaumm noayvyeHHble U3 BHELHErO NoCTaB-
WMKA nAeHTUOMKALMM aTpubyTbl. MPUAOKEHNE CMOMKET UX UCMONL30BaTb ANA Npea3anoHeHnsa Gopmbl
perucrpauuu.

¢ Ecnv nonb3oBaTesb YCNELWHO NPOMAET PETMCTPALMIO, TO OH CMOXKET NPOAO/IKMTL NpoLecc Bxoaa. Hanpu-
Mep, MOXHO 0becneynTb aBTOMaTUYECKUIA BXOA, 3aPErMCTPUPOBAHHOMO NO/b30BaTENSA B MPUIOKEHME aHa-
JIOFMYHO TOMY, KaK 3TO MPOMCXOAMUT NPU UCMOIb30BaHMM BCTpoeHHOro B Blitz Identity Provider npunoxeHus
perucrpauuu.

Ons nogKkntoueHua K Blitz Identity Provider cTopoHHero npunoxeHua perncrpaumm HeobxoAMMO Ha CTOPOHe
BEO-NPUNONKEHUA PErUCTPALLMM NOAAEPKATb CEPBUCHI B COOTBETCTBMM C ONUCAHHBIMK B MOCAEAYIOLLMX pa3aenax
TpeboBaHnaAMM.

CepBUC MHULLMMPOBAHUA PErucTpaLmm

CTOpOHHEee NpunoxKeHne pernctpaumm AoaKHo npeaoctasutb HTTP POST cepBMC MHULMNMPOBAHMA PErNCTPaALLUN.

MpumevaHme: Aapec cepsuca 3agaeTca B HacTpoliKkax Blitz Identity Provider (cm. AdmuHucmpuposaHue
(cTpanuua 10)).

CepBMC JO/IKEH NPMHMMATDL criegytolme napametpbl (B Buae JSON):
e id—unaeHTMPUKATOP 3aABKN Ha PEerncTpaLmio;
e entryPoint —cBefeHMA 0 TOYKe BXoAa. BO3MOXKHbI cneaytouime 3HaYeHuma:

— SOCIAL — peructpauma Bbi3BaHa BCEeACTBUE BXOAA HOBOIO M0/1b30BaTeNA Yepes BHELWHMWI NOoCTaB-
WMWK naeHTudmKaumnu;

— WEB — no/ib30BaTeNb CaMOCTOATENbHO MHULIMMPOBAA peructpaumio (Bbibpan «3aperncTpmpoBaTtbes»
Ha cTpaHuLe BXoAa).

* appld- VI,CI,EHTVId)MKaTOp NPUNOXKeHUA, B KOTOpOe N3HAYalbHO XoTen BOWTW NONb30BATENb, B pe3ynbrarte
4Yero 3anycTtuaca npouecc pernctpaumnm;

® expires — Bpems OKOHYAHWUA OENCTBMA 3aABKMU Ha perncTpaunio. Ykasbisaetca B Unix time, B cekyHaax;

® source — MCTOMHUK CBEAEHWNI 0 Nob3oBaTene (B C/yyae noaydeHua cBeAeHuiA U3 BHELIHEro NocTasLMKa
Bxoaa). CoaepXuT naeHTMdMKaTop BHELWHEro NocTaslMKa BXoaa;

® fepeyeHb aTpPUbYTOB, NONYYEHHbIX U3 BHELLIHEro NOCTaBLMKa MaeHTMdUKaumu. NepegatoTca aTpubyThbl U3
HACTPOEK CBA3bIBAHWA YYETHbIX 3aMMCEN COOTBETCTBYIOLLETO BHELIHErO NOCTABLLMKA NAEHTUUKALMN.

e hints — NnoAcKasKku, nepegaHHble B BbI30B popmbl BXoga. Hanpumep, TyT MOXKeT 6biTb NepesaH NormH
nosb3oBaTenA, B Cy4ae ec/in Nosib3oBaTe/lb MHULMNPOBAJI CAMOCTOATENbHYIO PerncTpaLmio ¢ opmbl BXO-
[a, KoTopas B CBOIO oyepeapb 6blna OTKpbITA € NapameTpom login_hint;

e lang — TeKyLWMKI1 A3bIK MHTepdelica NoNb30BaTeNA Ha CTPaHULE BXOAa.

Mpumep 3anpoca (Npu BbI3oBE B pexkMme Bxoaa yepes ECUA):

POST /reg/url HTTP/1.1
Content-Type: application/json

(continues on next page)
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(npogonkeHune ¢ NpeablayLLe CTPAHULbI)

"id":"6DXDHyyiZ2hByUN-sCRUEdvAoQuUn7WwQ",
"entryPoint":"SOCIAL",

"appId":"portal",

"expires":1608129702,

"source":"esia:esia_1",

"hints": {},

"attrs": [

{

"esia_family_name":"IleTpor",
"esia_given_name":"HUBau",
"esia_middle_name":"Cepreesuu",
"esia_passport”: "{\"issueDate\":\"01.01.2016\",\"stateFacts\":[\

<"EntityRoot\"],\"eTag\":\"452E4EEA3A9FBCD244766D6549B8ETE616478BD2\", \"vrfstu\":\
S "VERIFIED\", \"type\":\"RF_PASSPORT\", \"issueId\":\"111001\", \"number\":\"123456\
<", \"series\":\"4567\",\"issuedBy\":\"PYBI r.Mocksue\",\"id\":38226}",
"esia_trusted":true,
"esia_id":"1000334562",

"esia_gender": "M",

"esia_birthdate": "01.01.1999",
"esia_birthplace": "Mocksa",
"esia_email": "johndoe@company.ru",
"esia_snils": "123-456-789 12",
"esia_inn": "123456789012",
"esia_phone_number": "+7(999)1234567",

"esia_liv_address": {\"stateFacts\":[\"Identifiable\"],\"id\":24243131,\
<"type\":\"PRG\", \"addressStr\":\"r Mocksa, yn Ouexcxag\",\"fiasCode\":\"06690b31-
—ddae-463d-adl12-cf3963e0d7ed\", \"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\
—"16\",\"zipCode\":\"125414\",\"street\":\"Onexcxaga\", \"region\":\"Mockea\", \
< "vrfDdt\":\"0,10,0\",\"eTag\":\"0C7C02CA3BC3623B2628A7603DA342792D5CE491\"}",

"esia_reg_address": {\"stateFacts\":[\"Identifiable\"],\"id\":24343142,\
<"type\":\"PRG\", \"addressStr\":\"r Mocksa, yn Ouexckad\",\"fiasCode\":\"06690b31-
—dd4ae-463d-adl2-cf£3963e0d7ed\", \"flat\":\"56\", \"countryId\":\"RUS\", \"house\":\
—"16\",\"zipCode\":\"125414\",\"street\":\"Ouexcxaa\", \"region\":\"Mockea\", \
<"vrfDdt\":\"0,10,0\",\"eTag\":\"0C7C02CA3BC3623B2628A7603DA342792D5CE591\"}"

}
] 4

"lang": LR

Mpumep 3anpoca (Npu HaxkaTuu Nosib3osBaTeNem «3aperncTpMpoBaThCcA» Ha CTPaHMLLE BXoaa):

POST /reg/url HTTP/1.1
Content-Type: application/json

{
"id":"6DXDHyyiZ2hByUN-sCRUEdvA0OQun7WwQ",
"entryPoint":"WEB",
"appId":"portal",
"expires":1608129702,
"hints": {},
"attrs": {1},
"lang": "ru"
¥

B OTBET CEPBMC MHULMUPOBAHUA PErUCTPALMNK AO/MIKEH BEPHYTL IM60 HTTP-0TBET ANA BbINOAHEHWA B Bpaysepe
nonb3osaTens (Hanpumep, Kog HTML-CTpaHULbl UM MHULMMPOBATL NepeHanpasieHWe Noab3osaTens B bpay-
3epe Ha CTpaHuLy pernctpauun), nmbo coobuieHme o6 owmnbke.

Mpumep oTseTa:
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HTTP/1.1 302 Found
Location: https://www.company.ru/register/

B pesynbTaTe nonb3oBaTenb byaeT nepeHanpassieH u3s Blitz Identity Provider B cTopoHHee npunoxkeHue peru-
cTpauuu.

CepBuc 3aBeplueHUA perucTpauum

Korga nonb3oBatesnb B CTOPOHHEM NPUIOKEHUMN PErUCTPaLMM BBE/ BCE AaHHble, HEobXxoaMMble ANA pernctpa-
LMK YYETHOM 3anmncu, CTOPOHHEE MPUIOXKEHUE perncTpaLmm oMKHO Bbi3BaTb B Blitz Identity Provider cep-
BMC 3aBEPLUEHNA PErUCTPALLIUN YYETHOM 3anucKu nonb3osatens. Cepsuc Bbi3biBaeTca meTogom POST no agpecy
https://login.company.com/blitz/reg/api/vl/users/{id}, rae 8 kayectBe id B URL cepsu-
ca nepegaeTca MAEHTUPUKATOP 3aABKM HA perncTpaumio, paHee nony4vyeHHbin ot Blitz Identity Provider.

B 3anpoc aonxkeH 6bITb f06ABNEH CAeAYIOLWMIA 3aTONOBOK, rAe secret — 3T0 NPUCBOEHHbIE NPUAOXKEHUIO NPU
peructpaumm B Blitz Identity Provider client_id:rest_secret B popmaTte Base64:

Authorization: Basic <secret>

BHumaHue: Crnvcok aTpubyToB npuBeseH B KavyecTse obpasua. CogepKaHue cnmcka HeobxoamMmo CKoppek-
TMpPOBaTb B 3aBMCUMMOCTU OT KOHKPETHbIX HAacTPOEK, caenaHHbIXx Npu BHeapeHuu Blitz Identity Provider. Cm.
AdmuHucmpuposaHue (cTpaHumua 10).

Teno 3anpoca JOMKHO cofepykaTb aTpMbyTbl PEFMCTPUPYEMON YYETHOM 3anncu:

e first_name — pamunus;

® name — UMA;

e middle_name — OTYeECTBO;

e phone_number —HOMep MObUAbHOIO TenedoHa B BUAE COCTaBHOrO 06beKTa € aTpubyTamu:
— value —Homep TenedpoHa B popmate 7XXXXXXXXXX;
— verified— npusHak, uto TenedoH noaTsepKaeH — true uam false;

* email —agpec INEeKTPOHHOM NOYTbI B BUAE COCTaBHOrO obbekTa ¢ aTpnbytamu:
— value —agpec aNeKTPOHHOM MoYTbl;
— verified— npu3Hak, YTo agpec noaTBepXKAeH —true uan false;

* password—napob N1 CO34aBaeMOoM y4eTHOM 3anncK NoAb30BaTeNs (LONKEeH COOTBETCTBOBATb HACTPO-
€HHOW Mapo/IbHOWN NOSINTUKE).

Mpumep 3anpoca (perncrpaumsa c NnoATsep>KaeHHbIMU email n TenedpoHom):
POST /blitz/reg/api/vl/users/6DXDHyyiZ2hByUN-sCRUEdvAoQun7WwQ HTTP/1.1

Authorization: Basic YXBwX21lkOmFwcF9zZWNyZXQ=
Content-Type: application/json

"first_name":"UBauor",
"name" :"lBau",
"middle_name":"HWBaHoBuu",
"phone_number": {
"value": "79991234567",
"verified": true
by
"email": {

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"value":"mail@example.com",
"verified": true

br
"password" :"QWErty$123"

B otsert Blitz Identity Provider B cnyyae ycnewHoro 3aBeplieHusa pernctpaumm sepHeT JSON co cregyowmmm
LAHHbIMUA:

e subject —unaeHTUdUKATOP 3aPErnCTPUPOBAHHOrO NOb30BaTENS;
® origin — cCblaKY, Ha KOTOPYIO HEOBXOAMMO HanpaBWUTb Bpay3ep Nosb3oBaTens;

e cookies —KyKM, KOTOpble HYXXHO YCTaHOBWTb NPU NepeHanpasieHnm bpaysepa nonb3oBatens Ha obLem
c Blitz Identity Provider gomene;

e instanceld, instructions — npouyne TEXHONOMMYECKNE CBEAEHUA, KOTOPbIE HYKHO MPOUFHOPMPO-
BaTb.

Mpumep oTeeTa:

"instanceId": "amRiY21kcG9zdGdyZXM6YzhjMGExYzEtYzdmYSO00ZDg3LWFiYmMtZTNiYzglYTk4
. n 7

"subject":"5cffd68f-2cb8-4f7a-b0£f3-9fa69alfbbed",
"context™:"6DXDHyy1iZ2hByUN-sCRUEdvAoQun7WwQ",

"cookies": [{
"name": "css",
"value": "TSQA-AruOjUNphGZ984eLgzT_ROebNiBsjyjEg4n-nL-PdsiXqgqg"
Hy
"origin": "/blitz/profile?",
"instructions": []

Mocne nepeHanpasieHUA CTOPOHHUM NPUNOKEHNEM perncTpaLmm bpaysepa Nonb30BaTeNA MO CCbINKE, YKa3aH-
HOM B origin, U € yKasaHHbIMMU cook ies Blitz Identity Provider co3gact ceccuto n obecneumT BXoz, nosb3oBa-
Tens B NPUIOXKeEHMe, 410 BXOAA B KOTOPOE NOJIb30BATE/Ib OCYLLECTBUA PETUCTPALMIO YY4ETHOM 3anuciy.

3.5.5 API ayteHTUdUKauun

CTaHAapTHO NpWM HEOOBXOAMMOCTM NPOBECTU UAEHTUGUKALMIO U ayTeHTUOUKALMIO NONb30BaTENs Be6-calT uaum
MObBUIbHOE NpuoKeHWe B3aumogeincTayer c Blitz Identity Provider no nto6omy 13 foCTyNHbIX NPOTOKO/IOB (CM.
Boibop rnipomokosa szaumodelicmsus (cTpaHuua 380)). Mpu 3ToM HenocpeACTBEHHO ayTeHTUdMKaLmen Nnpuio-
KeHWe He 3aHMMaeTcs. [punoxkeHune nepeHanpasaseT nonb3osartens B Blitz Identity Provider Ha cTpaHuuy Bxoaa.
[Oanee Blitz Identity Provider camocToaTenbHO NpeasiaraeT No/sb30BaTeNO Pa3INYHbIE MEeTOAbl ayTEHTUPUKALUN,
OCYLLEeCTBAAET B3aMMOAENCTBUE C NONb30BATE/IEM B MpoLecce BXoAa.

B HEKOTOPbIX C/Iy4anX MOXKET ObITb KeaTe/lbHO NPEAOCTaBUTb NOJIb30BaATE/N0 BO3MOXKHOCTb MPOUTU MAEHTUDK-
Kauuio n ayteHTMdMKauuto 6e3 nepeHanpaBieHns Ha cTpaHuuy Bxoaa Blitz Identity Provider. Takne Bo3moXKHOCTH
orpaHuYeHbl (He Bce MeToAbl BXOAA W NOATBEPKAEHWA BXOAA AOCTYNHbI 6e3 nepeHanpasneHuns), TpebytoT 60b-
Wworo o6bema A0PabOTOK HA CTOPOHE NPUNOKEHUA (TAK KaK B NPUIOKEHUU HEOBXOAMMO NoaaepaTb 06paboTKy
PasfIMYHbIX CLLeHAapUEB, CBA3AHHbIX C ayTeHTUdUKaumen).

Blitz Identity Provider npegoctasnaetr HTTP API, no3sonstowee BCTPOUTb B BEO-CTPaHULY NPUNONKEHNA UAOEH-
TMdUKaumMo n ayTeHTUdMKaLmMo noab3osatenen 6e3 nepeHanpasieHMA NONAb30BATENA HA OTAENbHYIO CTPaHU-
uy Bxoaa. AaHHoe HTTP API co3gaHo gns Be6-npunoxkeHuit. Npu ncnonbsosaHun APl obecneunsaetca Web
Single Sign-On, a UMeHHO NpW NoCcaeAyHOLLLEM BXOZAE B TOM e BeB-ceccMm Nob30BaTeNA B 4PYroe NOAKNIYEHHOE
K Blitz Identity Provider npunoxeHue, y Hero He byaeT NOBTOPHO 3anpallMBaTLCA BXOA,
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Hactpoiiku gna ncnonb3osaHua API

MpunosxkeHune pomxkHO 6bITb 3apernctpuposaHo B Blitz Identity Provider. NMpunoxenuto 8 Blitz Identity Provider
[OMIKHbI BbITb NpUcBoeHbl client_idwu client_secret, u B Blitz Identity Provider gonxHbl 6b1Tb 3aperu-
cTpupoBaHbl URL BO3BpaTa NpUNOKEHUA.

B3aMmopeinctBMe CTpaHuubl npunoxeHua u Blitz Identity Provider ocHoBaHO Ha BbINOMHEHUM CepUn
AJAX-B3anmoaeincTBuii. [na BO3MOMKHOCTM TaKOrO B3aMMOAEWCTBUA Ha Beb-cepBepe MNPUNONKEHUA U Ha
Beb-cepsepe Blitz Identity Provider gonHbl 6biTb caenaHbl cneaytowme HacTpolikm CORS (Cross—-origin
resource sharing):

1.

Ha cepsepe Blitz Identity Provider pgna ob6pabotuMka /blitz/ocauth/ae HYXKHO HACTPOUTb
CORS-paspelweHune, gobasme cneaywowme HTTP Headers (HyKHO yKasaTb origin gns MNPO[-caiTa
M HeobxoauMble origin ANA HYXKHbIX TECTOBbIX Cpes):

"Access-Control-Allow-Origin" -> "https://{app-domain}",
"Access-Control-Allow-Credentials" -> "true"

B aTom 3aronoske {app—domain} —3T0 AOMEH NPUNOKEHUA.

. Ha cepBepe noptana ana callback-o6pabotumka (cm. Cxema szaumodeticmsus (cTpaHuua 523)) otTseta oT

Blitz Identity Provider Hy»KHO HacTpouTb cnegytowee CORS-paspelleHme (paspelieHne Ha null, TaK Kak
nocne pegupeKkTta 6paysep copacbiBaeT origin):

"Access—-Control-Allow-Origin" -> null,
"Access-Control-Allow-Credentials" -> "true"

Cxema B3aumopencresms

HTTP APl ayTeHTUdMKaLUM NO3BONAET:

Mposeputb Hannume SSO-ceccumn. B cnyyvae otcytcTBuA SSO-ceccmmn NOAYYUTb CNUCOK AOCTYMHbIX NOAb30-
BaTe/It0 MeTOA0B ayTeHTUGMKaLuu.

MpoBecTn naeHTUGUKaLMIO M ayTEHTUGUKALLMIO C UCNOAb30BAHMEM JIOTUHA M MAPOS.

MpoBecTu MAEHTUPUKALMIO U ayTEHTUDMKALMIO C UCNONb30BAHUEM /IOTMHA (TenedoHa) U Koga noarteep-
*¥AeHua, oTnpasaaemoro no SMS.

Mposectn ngeHTMdMKaumto n ayteHTMdumKaumo no QR-koay;

MpoBecTV NoATBEPXKAEHME BXOAA C MCNO/b30BaHWEM Koga NOATBEPNKAEHMA, OTNpaBaaemoro no SMS.

Ha pucyHKe HUKe npuBeaeHa cxema B3aMMO,D,eVICTBVIH npuv Bxoge No N0rMHy 1 Napoato C nocaeaywouwmm noa-
TBEPXAEHMEM BXO4a C UCNONb30BaHMEM Koga NOATBEPKAEHMA, OTnpasasaemoro no SMS.
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®poHTeHA NpUNOXeHUs BakeHg

Mone3oBatens
(6paysepa) npuaoKeHna

Blitz Identity Provider

®

I Monb3oBaTe b BbI3bIBAET NPUIOXEHME AJAX CORS. MHnummposanue Bxoga N
HTTP Redirect IbIitz[oauth/ae’client_id:...E‘zscope:.“&state:...&
response_type=...&redirect_uri=...&display=script

i

3anyck npouecca Bxoga

Access_Control_Allow_Origin https:ﬂcomp‘any.com, IDP session state cookies,

HTTP Body: MHCTPYKUMA («3anpocuTe Naponbs», «3anpocute SMS koa» , «3anpocute
BXO/l YEPE3 COL|.CETU») UK aa'roua'ruqequ‘e nepeHanpaeneHue Ha redirect_uri c kogom
8BTOPHM3aLMH, BTN S50-ceccus ecTb i

P

v

4 & ‘
AJAX CORS. Bbi308 nposepku naposs. !
HTTP POST noruH, napone, Apyrue napamérpbl

¢

Monb3oBaTens BBOAHTHBFMHII‘IBPD.ﬂb
MNposepka napons

L 4

Access_Control_Allow_Origin https:/lcomp‘ény.com, IDP session state cookies,
HTTP Body: uHcTpykuus («3anpocuTe euje pas», «nogTeepanTe Bxo4») nan HTTP Redirect

Ha redirect_uri ¢ kogom asTopusaumm :

—

AJAX CORS. MHnummposaHue oTnpasku SMS C KOAOM NOATBEPXAEHUS

v

Otnpaska SMS

5

v

Access_Control_Allow_Origin https:llcomp‘any.com, IDP session state cookies,
I-lTI'P Body: MHCTPYKU A («3aNpocuTe Kog I‘JOATBEP)KAEHMH»)

v

Ny
] T

Monb3oBaTenb BBOAUT KOA U3 SMS AJAX CORS. Bbi3os nposepkw koga I'IOATBé‘p)KJJ,eHVIﬂ.

HTTP POST koa noaTBepXAeHUs Mposepka koaa

Access_Control_Allow_Origin https://company.com, IDP session state cookies,
HTTP Body: WHCTpyKuuA («3anpocuTe elle i:JBB») v HTTP Redirect Ha redirect_uri ¢
KOAOM aBTOpH3aL1K i

v

¢
BuizoB redirect_uri npunoxeHus ¢

nepegaveil KoAa asTopusaumMmM Bui308 /blitz/oauth/te, 3anpoc mapkepos

\

ﬂpunoxenue CO3A3€eT CBOIO CeCCU0 U
BMyCKaeT NnonsL30BaTensa

id_token, access_token, refresh_token

4
<

‘

Ha cnepytowem pucyHKe npuBeaeHa CxeMa B3auMOAEWCTBUA NpU BxoAe No TenedoHy 1 Kogy NoATBepKAeHUS,
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Beb-npunoxeHue B3aumogeiictayeT c Blitz Identity Provider, BbinonHssa ceputo n3 AJAX-3anpocos.
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MpumeyaHme: 3anpocbl 4OMKHbI AeNaTbcA 0653aTeNbHO C COXPaHeHUeM U nepeaaydeli cookie — Heobxoanmo
ncnonbzoBatb withCredentials: true

B nocnegylowmx pasgenax NpUBOAATCA OMUCAHMA Bbi3bIBaEMbIX 3aNPOCOB, BO3MOMKHbIX OTBETOB U peKoMeHAa-
unii No nx obpaboTke. Mprmepbl 3aNPOCOB U OTBETOB NPUBOAATCA B BUAE BbI30BoB CURL.

3anyck npouecca BXxoaa

Y106bI 3anycTUTb MpoOLLecC BXoAa, NPUIOXKEHWe A0MKHO HanpasuTb B AJAX Kk Blitz Identity Provider 3anpoc
HTTP GET (o6s3aTenbHo c withCredentials: true) Ha 0bbl4HbIV 06paboTumk Authorization Endpoint (/
blitz/oauth/ae, cm. [lonyyeHue koda aemopusayuu (cTpaHuua 387)), 4o6aBMB K 3anpocy cnewlmanbHbIi
napameTtp display=script.

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \

—--request GET 'https://login.company.com/blitz/ocauth/ae?response_type=code&client_
—id=ais&scope=openid&state=..&display=script&redirect_uri=https%$3A app.
—company .com re'

Ecnn SSO-ceccua yrKe cywectsyeT, To Blitz Identity Provider aBTomaTuyecku nepeHanpasumT Noib30BaTeNs Ha as-
pec o6paboTtunka redirect_uri, sobaBuB K 3anpocy Koa aBTopm3auum U napameTtp state. Mcnonbays no-
JlYYEeHHbIM Kog, aBTOpM3aL MM NPUIOKEHNE NPOAOIKUT CTaHAAPTHOe B3aumogeicTene no OpenlD Connect gns
noay4yeHna mapkepoB 6€30MacHOCTM U JaHHbIX YYETHOM 3anucu.

Mpumep oTBeTa € NepeHanpasaeHnem, ecamn ceccna SSO-ceccusa yxKe CyLLLeCTBYeT:

< HTTP/2 302

< location: https://..?code=..&state=..

Mpumep oTBeTa, ecnn TpebyeTtca ayTeHTUdUKaLmA:

"inquire":"choose_one",
"items": [
{
"inquire":"login_with_password"
I
"inquire":"request_auth_with_fed_point",

"fp":"esia:esia_1"
Yy

"inquire":"request_auth_with_fed_point",
"fp":"yandex:yandex_1"

"inquire":"login_to_send_sms"

"inquire":"show_qgr_code",
"link":"https://..2code=dde087£f0-8f4a-478e-886b-5354b0283362",
"expires":1660905165,

"logo":"https:/.."

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Ecnu Tpebyetca ayteHTUdUKauma, To Blitz Identity Provider Bo3BpalyaeT npunosKeHnio ogHY M3 BOSMOMKHbIX UH-
CTPYKLMIA:

e login_with_password— BOWTU NO OTUHY M NAPONIO;

e request_auth_with_fed_point —BONTM C NOMOLLbIO BHELIHETO NOCTABLLMKA MAEHTUPUKALNMK (co-
UManbHoOM ceTn);

e login_to_send_sms — BOWTM C MOMOLLbIO NOTWUHA M KOAA NOATBEPKAEHUA, OTNPaBAeHHoro no SMS;
* show_gr_code —oT06pasntb QR-KOA, NO3BONAIOLMI OCYLLECTBUTD BXOA,.

Ecnu Kakune-To U3 MeToA0B ayTeHTUdMKALMM He CKOHOUTypupoBaHbl B Blitz Identity Provider unu asnatorca Hego-
CTYNHbIMW A1 BXOAA B 3aMnpalunBatoLLee NPUNOKEHNE (Hanpumep, B pe3ybTaTe HAaCTPOEeK «npoLeaypbl BXoaa»
[O/19 COOTBETCTBYIOLLETO NPWUIOKEHUSA), TO U MHCTPYKLMK MO HUM ByayT OTCYTCTBOBATb B OTBETE CEPBMUCA.

B 3aBMCMMOCTM OT BK/OYEHHbix B  Blitz Identity Provider peXumoB  3aWnMTbl  MHCTPYKUMA
login_with_password MOXKET COAEPKaTb AOMNONHUTE/IbHbIE NAapaMETpPbI:

e Ecnum B Blitz Identity Provider HacTpoeH pexum HeobxoammocTu ncnonb3osaHua CAPTCHA npu Bxoae, To B
WHCTPYKUMM ByaeT napameTp captchald, KOTopbli HEOH6X0AMMO MCNONb30BATh NPUIOKEHUNIO ANA TECTa

CAPTCHA:
{
"inquire": "choose_one",
"items": [
{
"inquire": "login_with_password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472£f"
}V

e Ecnu B Blitz Identity Provider HacTpoeH pexum 3awmTbl OT nogbopa Napons, Tpebyowmii pelweHuns oT
NPUNOXKEHUS ANUTENbHOM BbluMCAUTENbHON 3aaaun (Proof of Work), To B MHCTpyKuumu 6yaeT napameTp

proofOfWork:
{
"inquire": "choose_one",
"items": [
{

"inquire": "login_with_password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472£",
"proofOfWork": "1:15:220313184752:abe..539: :Ekf..w==:"

* B cyyae nonyyeHna napametpa proofOfWork peKoMeHayeTca aCMHXPOHHO CPa3y 3anyCcTUTb afropuTM
HaXOXAEHWA peLleHus, He A0XKMAAACk, NOKa N0Nb30BaTe/lb BbiBEPET PeXKMM BXOAa NO JIOFUHY U Napoio
1 BBeAET AaHHble. 3TO NO3BOAUT CKPbITh OT MO/b30BaTeNA BPEMA 3a[lePXKKM Ha pelleHne 3adaun (MoxeT
COCTaB/IATb HECKO/IbKO CEKYH/, B 3aBUCUMOCTU OT CIOMHOCTM 3a4aun). B HaCTOALLMIA MOMEHT Ncnosb3yeTcs
anroputm Hashcash'*®,

BaxkHo: Heobxoanmo aononHutb napametp proofOfWork Takmm 3HaueHnem, 4TO6bl BbIMUCAEHHbIN OT

119 http://www.hashcash.org
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Hero no anroputmy SHA-1 X3l coaeprKan B Hayane CTO/IbKO HyNeBbIX BUT, CKONIbKO 334aHO YCNOBMEM 3a-
Aauv (41cio nocsie Nepeoro cMMBoAa : B napameTpe proofOfWork).

Hanpumep, pewennem ana 1:15:yyyy033Su212003:BlitzIdp: :McMybZIhxKXu57jd: 0 byaer
CTpoKa 1:15:yyyy03Su212003:BlitzIdp: :McMybZzIhxKXu57jd:3/g

B 3aBMCMMOCTM OT BbIBpaHHOTO cnocoba ayTeHTUdMKaLLMM NpUnoxKeHue Bbi3biBaeT B Blitz Identity Provider Bxoz,
OLHUM 13 cneaytoLwmx cnocobos:

® Bxo0 o snozuHy u naposo (cTpaHmua 527).
® Bx00 rno menegoHy u kody noomaepxcoeHus e SMS (cTpaHuuya 532).
e Bxo0 no QR-ko0dy (cTpaHuua 536).

e Bxoa, 4epes BHEWHWI MOCTaBWMK MAEHTUPUKALUMM — TaKoW cnocob BxoAa BO3MOMKEH TONIbKO Ye-
pes 6paysep C nepeHanpasBleHMEM MONb30BATENS Ha CTPaHWLY BXOAAa BHELHEro noCTaBLMKA
naeHTMduUKaumMm. HyKHO noBTOpUTb BbI3OB Authorization Endpoint (cm. [losayuyeHue Ko-
da aemopusayuu (cTpaHuua 387)), ucnonb3oBaTb B Bbi30Be HeObXoAMMOE 3HauyeHWe napameTpa
bip_action_hint, cootBeTcTBylollee BbIBpaHHOMY NOMb30BaTe/IeM BHELWHEMY MOCTaBLLMKY BXOAa
(Hanpumep, bip_action_hint=externalIdps:esia:esia_1).

Mpumep 3anpoca:

https://login.company.com/blitz/ocauth/ae?response_type=code&client_id=portal.rus
—scope=openid+profilegredirect_uri=https://apitest.company.com/successé&
—state=342a2c0c-d9%ef-4cd6-b328-b67d%af6a77f& bip_action_hint=used_
—externalldps:esia:esia_1

3aBeplueHMe npoLecca Bxoda B 3TOM C/lyyae byaeT NpoucxoguTb CTaHAAPTHbIM 06pPasom B COOTBETCTBMM C
OpenlID Connect — Blitz Identity Provider BepHeT Kog, aBTopMn3aumm Ha redirect_uri 06paboTumk npunoxe-
HUA.

Bxopg, No NOruHy U naponio

Ecnu B Blitz Identity Provider HacTpoeHo ucnonb3osaHve CAPTCHA, To 40 Bbl30Ba NPOBEPKM SIOFTMHA U Napos
NPUAOXKEHME O0/KHO BbINONHUTL Bbl30BbI N0 NoAy4YeHUto 1 npoBepKke CAPTCHA. 3anpockl Ha NPOBEPKY A0MKHbI
dbopmunpoBaTbca Yepes cneLmann3npoBaHHble proxy-cepsuchl Blitz Identity Provider, a He HanpAmyto K cepBucam
CAPTCHA.

MNpu ncnonbsosaHuu reCAPTCHA v3 HeobxogMmo BbINOAHUTb MHMLManusaumto reCAPTCHA v3 cornacHo f0oKy-
120
MeHTaLmMm--",

e 3arpysuTb Ha CTPaHMWLLE NPUNONKEHMA CKPUNT, UCNOb3yA Takol Xe reCAPTCHA v3 sitekey Kak 3aperu-
cTpuposaH B Blitz Identity Provider:

<script src="https://www.google.com/recaptcha/api.js?render=reCAPTCHA_site_key"></
—script>

e BbI3BaTb grecaptcha.execute Ha Ha*XaTune KHOMKW BxoAaa:

<script>
function onClick (e) {
e.preventDefault ();
grecaptcha.ready (function () {
grecaptcha.execute ('reCAPTCHA_site_key', {action: 'submit'}).
—then (function (token) {
// Add your logic to submit to your backend server here.
b i

(continues on next page)

120 https://developers.google.com/recaptcha/docs/v3#programmatically_invoke_the_challenge
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

)i
}

</script>

Cpasy noc/sie BbI30Ba CO CTpaHMLUbl Bxoga cepsucosB reCAPTCHA HeobxoaMmo Bbi3BaTb C cepBepa NPUIOKEHUMN
onepaumio nposepku (verify). BbizoB fonkeH 6bITb NpoM3BeAEH He HAaNPAMYIO Ha cepBepa Google, a uepes cne-
LManbHbIM proxy-cepsuc B Blitz Identity Provider.

Mprmep 3anpoca Ha NpoBepKu (onepauma verify):

POST /blitz/login/captcha/verify
Content-Type: 'text/json'
{
"ctx": {
// captchald
"id": "9cf48a75-6bel-4008-b34e-8906220c472£",
"method": "password"
}I
"params": {
// token mng mpoBepKM XKamnuu, [IONYYEHHBH HpPpH perucrpauuu B Google
"response": "03..sA"

OrBeT "~ "HTTP 200 OK" ":

"action": "submit",

"challenge_ts": "2021-03-16T11:18:412",
"success": true,

"hostname": "company.com",

"score": 0.9

Take ecnu B Blitz Identity Provider BkntoueHa 3awmTa Proof of Work, To HyXHO BbluMCAUTb 3HaYeHKe NnapameTpa
proofOfWork (cm. 3anyck npouecca exoda (cTpannua 525)).

[nA npoBepKM NOrMHA M NApoNA MNPUNONKEHWe AO0MKHO HanpasuTb B AJAX K Blitz Identity Provider 3a-
npoc HTTP POST (o6s3aTtenbHo c withCredentials: true)HaURLhttps://login.company.com/
blitz/login/methods/headless/password ¢ Content-Type x-www—form-urlencoded wu
Body, cogeprKalumMm napameTpbl 1ogin M password, a TakKe BblMUCNEHHbIM proofOfWork (ecau aToT napa-
meTp 6bin nonyyeH ot Blitz Identity Provider npwm 3anycke npouecca Bxoga).

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \

-—request POST 'https://login.company.com/blitz/login/methods/headless/password' \
—-—-header "Content-Type: application/x-www-form-urlencoded" \

-—data 'login=norun&password=napons&proofOfiork=pemenue’

Blitz Identity Provider npu nonyyeHuun 3anpoca BbINOAHAET HeobxoamMmble NpoBepKM besonacHocTu (NporaeHa
nn CAPTCHA, peweH am ProofOfWork, He 3ab/10KMpOBaHa /v y4eTHan 3anucb). Ecam nposepku 6esonacHocTH
nporgeHsl, To Blitz Identity Provider npoBepsaeT nepefaHHble IOFMH M Napob.

Ecnun npoBepKu N0rMHa 1 Napons ycnewHble U ecnm NponaeHHON ayTeHTMOMKaLMM JOCTATOUHO, TO Blitz Identity
Provider aBTomaTu4yeckM nepeHanpaBuT Nob30BaTeNn Ha agpec obpaboTunka redirect_uri, f06aBUB K 3a-
Npocy Ko aBTopM3aLMu M napameTp state. Mcnonb3ya NoAyYeHHbIV Kog, aBTOPU3aLMKN NPUIOKEHME NPOAON-
YKUT CTaHAapTHOe B3aumogeinctame no OpenlD Connect gna nonyyeHma mapkepos 6€30NacHOCTU U faHHbIX yyYeT-
HOM 3anucw.
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Mprmep oTBeTa C NepeHanpasieHnem, ecam ceccus SSO-ceccun yKe CyLecTByeT:

< HTTP/2 302

< location: https://..?code=..&state=..

Ecnu Kakune-1Mbo NpoBepKu 3aBePLUMANCE OLUIMBKON MK eCIM HEOBXOAUMbI fanbHelLne AeiCTBMA OT NOb30-
BaTens, 7o Blitz Identity Provider Bo3BpaLLaeT oaHy U3 MHCTPYKLMIA.

Mprmep oTeBeTa B cAydae oWwWnBKM NPOBEPKM JIOTMHA M NapPOoNs:

"inquire": "login_with_password",
"errors": [
{
"code": "invalid_credentials",
"params": {}

Mpwn NnonyyeHMM TaKOro OTBeTa NPUIOKEHME MOXKET OT06pa3VITb TEKCT OWNOKM U npeanoxunTtb No0Nb3oBaTeENO
BBECTU eLle N0TMH U Napoab, NOCNe Yero MOXHO NOBTOPUTb NPOBEPKY ZNIOTUHA U NapoaA.

Ecnv nonb3oBaTenb BBE/ NapO0J/ib, KOTOPbLIN paHee bbln B y4eTHOM 3anncK, Uan ecam y4eTHasa 3anmncob 3abaokunpo-
BaHa, TO oWwnbKa byaeT umeTb BUA:

"inquire": "login_with_password",

"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472f",
"proofOfWork": "1:15:220313184752:abe..539::Ekf.w==:",
"errors": [

{

"code": "invalid_credentials",
"params": {
"_cause": "used_old_password"

Mpumep nonyyeHmna ownMbKK, 4To He npolusia nposepka CAPTCHA:

"inquire": "login_with_password",
"captchaId": "9cf48a75-6bel-4008-b34e-8906220c472f",
"errors": [

{
"code": "invalid_captcha",
"params": {}

Mpvmep ownbKK, 4TO He NpoLuna npoBepka peweHus Proof of Work:

"inquire": "handle_error",
"errors": [

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"code": "doesNotMatch",
"params": {}

Ecnu B Blitz Identity Provider BkitoyeHa cneumanbHan 3alinTa Ha 3a4ePKKY NPOBEPKM 10TMHA U Napons, To Npu
npoBepKe N0TMHA M Napona MOXKHO noayyuntb oT Blitz Identity Provider cneaytolyto MHCTPYKLMIO, YTO HYKeH
NOBTOPHbIN BbI3OB MPOBEPKM NAPOAA CNYCTA ONpeAeIeHHOEe YNC/I0 CEKYHA,:

"inquire": "delayed_login_with_password",
"delayedFor": 5

MoBTOpPHbI BbI3OB A0/KEH ObITb cAeNaH, KOraa nponget Tpebyemoe Bpems. B NOBTOPHbIN BbI30B HEOOX0AUMO
nepegatb napameTp isDelayed=true.

Mpumep NOBTOPHOrO BbI30Ba NpoBEpPKMU napons B oTBeT Ha WMHCTPYKLUIO
delayed_login_with_password:

curl -v -b cookies.txt -c cookies.txt \

—-—-request POST 'https://login.company.com/blitz/login/methods/headless/password' \
--header "Content-Type: application/x-www-form-urlencoded" \

——data 'login=noruné&password=napons&proofOfWork=pemenue&isDelayed=true'

Ecnu B Blitz Identity Provider BkitoueHa cneumansHas 3awmTa ot nepebopa napons, 1o Blitz Identity Provider npwm
NnpoBepKe Napo/ia No 4aHHOM YYETHOM 3aMMCcKU MOXKET 3anpPoCcuTb AoNoaHUTeNbHO nposepky CAPTCHA. Pasnunya-
IOTCA iBE BO3MOKHbIe CUTyaLmu:

¢ [onb3oBaTtenb Nnepesan HeNpPaBU/IbHbIM Naposb, NOC/e Yero BKAYMAAch 3awmTa, u CAPTCHA HyxkHa ans
oyepenHON NOMbITKU ayTeHTUDUKALMK.

¢ 3awmTa oT noabopa Naposa Ana y4eTHOM 3anmncK BK/OYaach paHee. Tekywuii nepeaaHHbI Naposb He
nposepAnca, Tak Kak He nposoannca tect CAPTCHA.

B nepBom ciy4ae HY»KHO COOBLLMTb NOb30BATENIO, YTO JIOFMH U NAPOJ/Ib HEMPABU/bHLIM, U AN HOBOW NOMbITKK
[OMNOJIHATENBbHO K BBOAY Napons 3anpocutb npoitn Tect CAPTCHA.

Bo BTOpPOM c/ydae Hy»XHO NonpocuTb nonb3oBaTens npoitu tect CAPTCHA, nocne yero HanpasuTb Ha MPOBEPKY
paHee BBeAEHHble NOTMH 1 NApob.

Mpumep oTBETa A/19 NEPBOro C/y4as, YTO Napo/ib HENPABU/bHbIN U HyXKeH TecT CAPTCHA:

"inquire":"login_with_password",
"captchaId":"1c9e4047-c8c4-47ad-a447-ccl1809bd3ebc",
"errors": [

{

"code":"invalid_credentials",
"params":{}

Mpumep oTBeTa 414 BTOPOro C/1yyasn, YTO Naposib He NpoBepanca u Hy>keH Tect CAPTCHA:

"inquire":"login_with_password",

(continues on next page)
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"captchaId":"2f818f5d-3a89-428d-b424-cde38c19051e",
"errors": |
{
"code":"bypass_captcha",
"params":{}

Mprmep oWMBKKM, ecnn yyeTHas BpemMeHHo 3ab10KMpoBaHa:

"inquire":"login_with_password",
"errors": [
{
"code":"pswd_method_temp_locked",
"params":{"0":"2"}

Mpumep owmnbKK, ecnm yyeTHas 3ab10KMpoBaHa NO NPUYMHE A/INTEIbHON HEAKTUBHOCTHU:

"inquire": "handle_error",
"errors": [
{
"code": "inactivity_lock",
"params": {}
}

Ecnun naposb y4eTHOM 3anmMcKu He COOTBETCTBYET MapOosibHOMN MOSIUTUKE, TO MOMKET BO3HUKHYTb HEOBXOAMMOCTb
CMeHMTb Naposb Npu Bxoge. B atom cayuae Blitz Identity Provider BepHeT MHCTPYKLMIO, YTO HEOBXOAMMO Nepe-
HanpaBWTb NONb30BATENA HAa CTPAHULY C YKa3aHHbIM a4 PECOM:

"inquire":"go_to_web",
"redirect_uri":
"https://../blitz/login/methods/password/change?f=false&c=password_policy_
—violated"

}

Ecan norvH 1 naponb ycnewHbl, HO AONOAHUTENBHO Tpe6yeTc;| nogarsepanTb BXo4, TO BEPHETCA MHCTPYKUUA C
BO3MOKHbIMM COCcoHamm noaTBepXAeHuA:

"inquire":"choose_one",
"items": [
{
"inquire":"ask_to_send_sms"
}I
"inquire":"go_to_web",

"redirect_uri":"https://login.company.com/blitz/login/methods2/sms"
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MOKHO MK NepeHanpaBuTb NOAb30BATENA Ha BEB-CTPaHULY, YTOBbI OH NPOAONKMUA NOATBEPNKAEHME BXOAA HA
Beb-cTpaHuue Blitz Identity Provider, unn npogonxutb ncnonbsosatb HTTP APl ana nodmesepicdeHus exoda o
Kooy u3 SMS (cTpaHuua 539).

Ecnu B npouesype Bxoaa, yCTAaHOBAEHHOW ANA NPUIOKEHWUA, HACTPOEH BbI3OB AOMOIHUTENBHOIO 3KPaHa nocne
BXoZa (Hanpumep, cm. Bbi308 8CIIOMO2aMensHO20 NpunoxeHus 8 MomeHm exoda (cTpaHuua 508)). Beizos Bcno-
MOraTe/IbHOro NMPUAOXKEHMUA B MOMEHT BXxoga), To Blitz Identity Provider nepeaapecyeT nonb3oBaTtena Ha 3ToT
3KpaH.

Bxoa no TenedoHy U Koay NoATBEPKAECHUA

Bxop no TenedoHy 1 Koay NOATBEPKAEHUA COCTOUT U3 CNeAYHOLLMX LIAros:
e OTnpaBKa No/sb30BaTeNto Koga noarsepaeHna no SMS.
e [lpoBepKa BBeAEHHOroO Nosib3oBaTesem Koaa NoATBEpPKAEHUA.

[ns oTnpaBKM Nosb30BaTeNto Koga NOATBEPKAEHMA No SMS npunokeHue QOMKHO HanpaBuTb B AJAX K Blitz
Identity Provider 3anpoc HTTP POST (ob6sasatenbHo ¢ withCredentials: true) Ha URL https:/
/login.company.com/blitz/login/methods/headless/sms/bind c Content-Type
x-www—form-urlencoded u Body, cogeprawmm login nonb3oBaTtens. B KauectBe login peKOMeH-
nyeTca nepefaBaTb HOMep TenedoHa, BBEAEHHbIN NOAb30BaTE/IEM.

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \

—--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
——header "Content-Type: application/x-www-form-urlencoded" \

—-—data 'login=norusn'

Ecnv yyeTHas 3anucb ¢ nepefaHHbIM NOTMHOM He HalaeHa, To Blitz Identity Provider BepHeT owmnbky:

"inquire":"handle_error",
"errors": [

{
"code":"no_subject_found",
"params":{}

Ecnu yyeTHas 3anucb HalgeHa, HO Mo Hel paHee bbin 3aduKcMpoBaH Nnepebop Kogos noaTsepxaeHus, To Blitz
Identity Provider BepHeT owwmnbKy:

"inquire":"handle_error",
"errors": [

{
"code":"method_temp_locked",
"params":{}

Ecnu yuyeTHas 3anucb HallAeHa U AN Hee BO3MOXKEH BXOA, AaHHbIM cnocobom, To Blitz Identity Provider oTnpasuT
nosnb3oBaTento SMS ¢ KogoM NOATBEPKAEHUA U BEPHET OTBET:

"inquire":"enter_sms_code",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"contact":"+79991234567",
"tt1l":300,
"remain_attempts":3

B nosiyueHHOM OTBETE YKa3aHO, CKO/IbKO CeKyHJ, Y N0/1b30BaTeNs OCTaeTcs A4/1A OTNPaBKM Koaa Ha nposepky (ttl),
CKO/IbKO MOMbITOK BBECTU KOA Y Hero ecTb (remain_attempts), Ha Kakoii Homep TenedoHa emy 6bin oTNpaBAeH
Koa (contact).

[na npoBepKn BBEeAEHHOrO N0/sb30BaTeNEeM KOAA NOATBEPXKAEHMA NPUIOXKEHMEe OOKHO HanpasuTb B AJAX K
Blitz Identity Provider 3anpoc HTTP POST (o6na3atenbHo ¢ withCredentials: true) Ha URL https:/
/login.company.com/blitz/login/methods/headless/sms/bind c Content-Type
x-www—form-urlencoded u Body, cogepalmm sms—code C KOAOM NOATBEPKAEHMA.

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \

-—-request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
——header "Content-Type: application/x-www-form-urlencoded" \

—-—data 'sms—-code=123456"

Ecnu Kog HenpaBubHbIN, To Blitz Identity Provider BepHeT owmnbKy:

"inquire":"handle_error",
"errors": [
{
"code":"invalid_otp",
"params":{}

1,
"contact":"+79991234567",
"remain_attempts":2,
"ttl":276

Ecnn KonmyecTBo NoNbITOK MPOBEPKM KoAa 3aKoHUYMAOCh, To Blitz Identity Provider BepHeT ownbky:

"inquire":"handle_error",
"errors": [
{
"code":"no_attempts",

"params":{}

Ecnu cpokK geicTeua Koaa uctek, To Blitz Identity Provider BepHeT owmnbky:

"inquire":"handle_error",
"errors": |
{
"code":"expired",

"params":{}
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B cnyyae 3Tol OWMBKM MOXKHO 3aMpoCKTb OTNPABKY HOBOTO KOAa NoaTBePKAEHUA. 18 3TOro NPUAOKEHNE AOK-
Ho BbI3BaTb Blitz Identity Provider cnegytowmm obpasom:

curl -v -b cookies.txt -c cookies.txt \

—--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
-—header "Content-Type: application/x-www-form-urlencoded" \

—-—data 'sms—-send=sms'

Ecnm 3anpocutb NepeoTnpaeky Koga 40 UCTEYEHUA CPOKa AeNCTBUA NpeablayLero, TO BepHEeTCA owmnbKa:

"inquire":"handle_error",
"errors": [
"code":"code_not_expired",

"params":{}

Ecnu obluiee KonnyecTso NOMbITOK BX0Aa MO Koy NoATBepKaeHusa ns SMS npesbiweHo, To Blitz Identity Provider
OCYLLLECTB/IAET BpeMEHHOE B/I0KMPOBaHWE BXOAa A1 YYETHOM 3anumcK No Koay NoATBepKAeHMA. B aTom ciyyae
npu o4yepenHoOM NOMbITKE BBOAA HEMPaBWIbHOIO Koga noateepaeHus Blitz Identity Provider morkeT BepHyTb
OLUMBKY:

"inquire":"handle_error",
"errors": [

{

"code":"method_temp_locked",
"params":{}

Ecnuv BBeAeHHbIM Koa NoATBEPKAEHMA NPaBUIbHbIN, M 3TOrO A0CTAaTOMHO A/18 3aBeplUeHMsa BXxoaa, To Blitz Identity
Provider aBTomaTuyeckM nepeHanpaBuT No/b30BaTeNn Ha agpec obpaboTunka redirect_uri, A06aBUB K 3a-
npocy Ko4 aBTopM3aLmMM M napameTp state. Mcnonb3ya NoayYeHHbIV Kog, aBTOPU3aLMKN NPUIOKEHME NPOAON-
YKUT CTaHAapTHOe B3aumogeinctame no OpenlD Connect gna nonyyeHna mapkepos 6€30NacHOCTU U faHHbIX y4YeT-
HOM 3anucw.

Mprmep oTBETa B C/yHae yCNewHoro BXxoaa:

< HTTP/2 302

< location: https://..?code=..&state=..

Ecnun npoBepKa Kofa NoATBEPKAEHUA yCrelHa, HO A0NONHUTENbHO TpebyeTcs NoaATBEPAUTL BXOZA, TO BEPHeTCA
WMHCTPYKLMA C BO3SMOMKHbIMU CNOCOBamM NOATBEPKAEHUA:

"inquire":"choose_one",
"items": [
{
"inquire":"go_to_web",
"redirect_uri":"https://login.company.com/blitz/login/methods2/email"

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

MepBuYHbIN BXog, no email

MepBUYHDbIN BXOA, C MOMOLLbIO 3/1IEKTPOHHOM NOYTHI COCTOMT M3 CIeAYHOLMX LWaros:
e OTnpaBKa NoAb30BaTe/N0 KOAa NOATBEPKAEHWA NO 3NEKTPOHHOM NoyTe.
¢ [lpoBepKa BBEAEHHOrO NO/Ib30BaTENIEM KOAA NOATBEPKAEHMA.

[Ona oTnpaBKM NONb30BaTeNO KoAa MoATBEpP)KAEHMA no email npunokeHne AONXKHO HanpasuTb B AJAX K
Blitz Identity Provider 3anpoc HTTP POST (o6na3atenbHo ¢ withCredentials: true) Ha URL https:/
/login.company.com/blitz/login/methods/headless/email/bind ¢ Content-Type
x-www—form-urlencoded un Body, cogepawum login nosnb3oBatens. B KayecTBe login HyXKHO
nepenasaTb agpec 3/1eKTPOHHOMN NOYTbI, BBEAEHHbIN NONb30BaTENEM.

Mpumep 3anpoca:
curl --location --request POST 'https://login.company.com/blitz/login/methods/
—headless/email/bind" \

—-header 'Content-Type: application/x-www-form-urlencoded' \
—-—data-urlencode 'login=<email>'

Mpumep oTeeTa:

"inquire": "enter_email_code",
"contact": "user@gmail.com",
"remain_attempts": 3,

"ttl": 300

Mposepka Koaa:

curl --location --request POST 'https://login.company.com/blitz/login/methods/
—headless/email/bind' \

-—header 'Content-Type: application/x-www-form-urlencoded' \

-—-data-urlencode 'email-code=746234"

BapuaHTbl OTBETOB, €C/IM NPOBEPKA NPOLUIA HEeYCNeLHO:

"errors": [
{
"code": "invalid_otp",
"params": {}

1,

"contact": "user@gmail.com",
"inquire": "handle_error",
"remain_attempts": 2,

"ttl": 257

"inquire": "handle_error",

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"errors": [
{
"code": "no_attempts",
"params": {}

MoBTopHaA oTnpaBKa KoAa:

curl --location --request POST 'https://login.company.com/blitz/login/methods/
—headless/email/bind"' \

——header 'Content-Type: application/x-www—form-urlencoded' \

——header 'Cookie: blc=Hc..; bua=7cd2c312-...; cTm=1:RGVm==; cTmTgs=1:c3Nv; oauth_
—az=0MyeV-5v_...OnIE; portal_lang=ru' \

—-—data-urlencode 'email-send=email'

OTBET Ha NOBTOPHYIO OTNPABKY KOAaA:

"inquire": "enter_email_code",
"contact": "user@gmail.com",
"remain_attempts": 1,

"ttl": 288

Bxop no QR-Koay

Bxoa no QR-KoAy COCTOUT U3 CieayOLLMX LWAroB:
¢ OTOb6paxkeHWe nonb3osaTtento QR-Kofa Ha KOMNbOTEPE, HA KOTOPOM BbINOJIHAETCA BXOA,;

¢ [epuoanyeckas NPoOBEpPKa, BbIMOJHMUA 1N NOJ/Ib30BaTe b CKaHMPoBaHWe QR-Koga MOBUABbHBbIM NPUOKe-
HUem;

¢ [epuoanyeckan NpoBepKa, NOATBEPAMUA AN OTKIOHW/ NOb30BaTeb B MOBMIbHOM MPUIOXHKEHMUM 3aMPocC
Ha Bxog no QR-koay;

e QO6HoBneHMe ycTapeswero QR-Koaa.

MpunoxeHne ponKHO oTobpa3nTb nosnb3osBatento QR-KoA, 3aKOAMPOBAB B HErO CTPOKY, MOAyYeHHyto OT Blitz
Identity Provider. Huxe nokasaH ¢parmeHT MHCTPYKUMM ana Bxoda no QR-koay (cm. 3anyck npouecca exoda
(cTpaHuua 525)).

"inquire":"choose_one",
"items": [

"inquire":"show_qgr_code",
"link":"https://..?code=dde087£f0-8f4a-478e-886b-5354b0283362",
"expires":1660905165,

"logo":"https:/.."

MosicHeHWs nNo nony4yeHHbIm oT Blitz Identity Provider napametpam:
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e inquire — MHCTPYKLMA C SOCTYNHbIM BapuUaHTOM BXOAa, B C/iyvae Bxoda no QR-Koay nmeet 3HavyeHue
show_qgr_code;

e 1link — ccbliika, KOTOpas A0/KHa 6bITb 3aKoaMpoBaHa B QR-Kkoae, oTo6paxaeMom Mosib30BaTenNto;

e expires — Bpemsa (B Unix Epoch), o kotoporo aeiicteuteneH QR-koa. Mo UcTedeHMn cpoka Aencrems
pekomeHayeTcs 0TobpasnTb Nob3oBaTeNto, YTo QR-Kog NpoCpoYeH;

e logo — ecau B Blitz Identity Provider HacTpoeHo oTobpakeHne MafeHbKOro IOroTUNa B LLeHTpe NoBepx
QR-Koga, To B YKa3aHHOM HacTpolike BepHeTcAa URL-agpec norotmna.

Koraa npunoskeHne otobpa3unao nonb3osatento QR-Koa, HEOBX0AMMO A0 AaTbCA, YTO6bl N0/b30BaTE b NPOUK-
Tan QR-Kof cneumanbHbiM MOBUABbHBIM MPUAOXKeHUeM. UHTerpaumsa MobUNbHOro NPUIOXKEHUA ANA BCTpauBa-
HUA GyHKUMM BXoga no QR-Koay onuncaHo B Bxod & npusoxeHue no QR-kody (cTpanuua 414).

Beb-npunoxKeHne MOXKeT NepuoamMyeckn BbINONHATL NPOBEPKY, Bbll M cUMTAH MOBUABHBIM MPUNOKEHUEM
QR-koa. Ana atoro Heobxoammo BbiNoNHUTL B AJAX K Blitz Identity Provider 3anpoc HTTP GET (o6a3aTenbHo
¢ withCredentials: true) Ha URL https://login.company.com/blitz/login/methods/
headless/grCode/pull.

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \
--request GET 'https://login.company.com/blitz/login/methods/headless/grCode/pull’

Ecnu QR-Kog elue He 6b11 cUMTaH, TO BEPHETCA OTBET:

"command" : "showQRCode"

Ecan QR-Kkoa cunTaH, TO BepHeTcA OTBeT:

"command" :"askForConfirm"

B atom cnyyae MOXHO 06HOBWTbL NO/Ib30BATE/IO BE6-CTpaHVILI,y M HanncaTtb Ha HeVI, YTO OXKUAAETCA NnoATBEpPXKAOe-
HWe BXo4a B MObHUAbHOM NPUNOXKEHNN.

Ecnan QR-kog npocpoyeH, To BepHETCA OTBET:

"command" : "needRefresh",
"cause":"qr_code_expired"

Ecnn nonb3oBaTtenib OTKAOHWA B MOBWU/IbBHOM npunoXxeHuu sanpoc sxoga no QR-koay, To BepHeTcA OTBeT:

"command" : "needRefresh",
"cause":"refused_login"

B cnyyae ecnm QR-Koa, NpOCPOYEH UAM NONb30BaTENIb OTKAOHMA BXoA No QR-KoAy, TO MOXHO NPeasoxKUTb NO/b-
30BaTeslo NosyunTb HOBbIM QR-Ko4. AnAa aToro BbinoAHUTb B AJAX K Blitz Identity Provider 3anpoc HTTP POST
(obsasatenbHocwithCredentials: true)HaURLhttps://login.company.com/blitz/login/
methods/headless/qrCode/refresh.

Mpumep 3anpoca:
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curl -v -b cookies.txt -c cookies.txt \
——request POST 'https://login.company.com/blitz/login/methods/headless/qgrCode/
—refresh’

Mpumep oTseTa:

"link":"https://..?code=4ddf1667-d57f-4f86-b8f2-3ee53b367dfe",
"expires":1660922807,
"logo":"https:/.."

Ecnu nonb3oBatens NoATBEPAUI B MOBUNBHOM MPUIONKEHWUM 3anpoc Bxoga no QR-Kkoay, To cepBuc https://
login.company.com/blitz/login/methods/headless/qrCode/pull BepHeTCA OTBET:

"command" : "needComplete"

B oTBeT Ha 3TOT 3anpoc A/1a 3aBeplueHua Bxoga Heobxoanumo BbinoaHUTL B AJAX K Blitz Identity Provider 3a-
npoc HTTP POST (o6s3aTtenbHo c withCredentials: true)HaURLhttps://login.company.com/
blitz/login/methods/headless/grCode/complete

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \
—--request POST 'https://login.company.com/blitz/login/methods/headless/grCode/
—complete’

Ecnn npoliieHHOM ayTeHTUGUKALMKM AOCTAaTOMHO A4/1A 3aBeplleHusa Bxoga, To Blitz Identity Provider asTomatu-
YecKu nepeHanpaBuT Nosib3oBaTeNa Ha agpec obpabotunka redirect_uri, A06aBMB K 3aNpoCy Koj, aBTOpU-
3auUuMKn 1M NapameTp state. Mcnonb3ya NOAYYEHHbIW KOA, aBTOPM3aLLMKN NPUNONKEHME NPOAOIKMUT CTaHAAPTHOE
B3ammogeinctamne no OpenlID Connect 4na NonyvyeHUa mapKkepoB 6e30MacHOCTU U AaHHbIX YY4EeTHOM 3anucH.

Mpumep oTBeTa B C/lyvae ycnewHoro Bxoaa:

< HTITP/2 302

< location: https://..?code=..&state=..

Ecnu TpebyeTca NpoiTM 4ONOAHUTENBHO NOATBEPKAEHNE BXOAa, TO BEPHETCA MHCTPYKLMA C BO3MOMKHbIMU CNO-
cobamu NoaTBEPKAEHMSA:

"inquire":"choose_one",
"items": [
{
"inquire":"go_to_web",
"redirect_uri":"https://login.company.com/blitz/login/methods2/email"
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NopTBepKAeHUe BXoga Mo KoAay NoATBepXKAeHUs

MoaTeepxaeHne Bxo4a € MOMOLLbIO KOAa MOATBEPKAEHMA N0 SMS cOCTOMT M3 CefyoLMX LWAros:
e OTnpaBKa N0/b30BATENO KOga noaTeepKaeHna no SMS.
¢ [lpoBepKa BBEAEHHOIO NO/Nb30BaTe/IeM KOAa NOATBEPKAEHMA.

[ns oTnpaBKM Nosb30BaTeNtO KOAA MOATBEPKAEHMA Mo SMS npunoxkeHue JOMKHO HanpaBuTb B AJAX K Blitz
Identity Provider 3anpoc HTTP POST (o6sasatenbHo ¢ withCredentials: true) Ha URL https:/
/login.company.com/blitz/login/methods/headless/sms/bind c Content-Type
x-www—form—-urlencoded 6e3 Body:

Mpumep 3anpoca:
curl -v -b cookies.txt -c cookies.txt \

—--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind"' \
—-—-header "Content-Type: application/x-www-form-urlencoded"

Blitz Identity Provider otnpaBuT nonb3osaTtento SMS ¢ Kogom NoaTBEpPKAEHUSA U BEPHET OTBET:

"inquire":"enter_sms_code",
"contact":"+79991234567",
"tt1l":300,

"remain_attempts":3

B nony4yeHHOM OTBETE yKa3aHO, CKOJIbKO CEKYH/, y MO/Ib30BaTeNsA OCTaeTCs A1 OTNPaBKM Kofa Ha npoBepky (ttl),
CKOJIbKO MOMbITOK BBECTM KOZ Y HEro ectb (remain_attempts), Ha Kakoil Homep TesiepoHa emy Gbia OTNPaB/EH
Kog (contact).

[na npoBepKu BBEAEHHOIO NOMb30BATENIEM KOAA NOATBEPMKAEHUA MPUIOKEHME AOMKHO Hanpasutb B AJAX K
Blitz Identity Provider 3anpoc HTTP POST (o6sa3atenbHo ¢ withCredentials: true) Ha URL https:/
/login.company.com/blitz/login/methods/headless/sms/bind c Content-Type
x-www—form—urlencoded un Body, cogepxalmm sms—code € KOAOM NOATBEPHKAEHMUA.

Mpumep 3anpoca:

curl -v -b cookies.txt -c cookies.txt \

--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \
——header "Content-Type: application/x-www—form-urlencoded" \

—-—data 'sms-code=123456"

Ecnn Kog HenpaBuabHbIN, To Blitz Identity Provider BepHeT owmnbKy:

"inquire":"handle_error",
"errors": |
{
"code":"invalid_otp",
"params":{}

1,
"contact":"+79991234567",
"remain_attempts":2,
"ttl":276

Ecnv Konm4yecTBo NOMbITOK NPOBEPKMU KOAa 3aKoHUYMAOCh, To Blitz Identity Provider BepHeT owmnbky:
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"inquire":"handle_error",
"errors": [

{

"code":"no_attempts",
"params":{}

Ecnv cpok geiictBua Koga uctek, To Blitz Identity Provider BepHeT owmnbky:

"inquire":"handle_error",
"errors": |
{
"code":"expired",

"params":{}

B cnyyae 3Tol OLIMBKM MOXKHO 3aMpoCKTb OTNPaBKY HOBOTO KOAa NoATBEPKAEHUA. 15 3TOr0 NPUIOKEHNE JOK-
Ho BbI3BaTb Blitz Identity Provider cnegytowmm obpasom:

curl -v -b cookies.txt -c cookies.txt \
—--request POST 'https://login.company.com/blitz/login/methods/headless/sms/bind' \

——header "Content-Type: application/x-www—form-urlencoded" \
—-—-data 'sms-send=sms'

Ecau 3anpocuTb NepeoTnpaBKy KOAA A0 UCTEYEHUA CPOKA AEMCTBUA NpeablayLLero, To BepHeTcs ownbka:

"inquire":"handle_error",
"errors": [

{

"code":"code_not_expired",
"params":{}

Ecnu obuiee KoAMYECTBO NOMbITOK NOATBEPKAEHUA BXOAA MO KoAy nNoaTBep:KaeHMsA 3 SMS npesbiweHo, To Blitz
Identity Provider ocyliectenseT BpemeHHoe 610KMpPOBaHNE NOATBEPKAEHWNA BXOAA A1A YYETHOM 3anmcKu No Koay
MoATBEPXAEHMNA. B 3TOM c/iyyae npu o4epeaHON NomnbITKe BBOAA HEMPaBW/IbHOIO Koga noarsepxaeHus Blitz

Identity Provider moxeT BepHyTb OLLINOKY:

"inquire":"handle_error",
"errors": [

{

"code":"method_temp_locked",
"params":{}

Ecnv BBeAEHHbIN KoA NOATBEPKAEHWA MPABUBHBIN, M STOTO AOCTAaTOYHO ANA 3aBepLueHMA Bxoaa, To Blitz Identity
Provider aBTomaT1yecKkun nepeHanpaBuT NONAb30BaTENA HA aapec 0bpaboTumka redirect_uri, fo6aBuB K 3a-
Npocy Koz aBTopu13aLmmn n napameTp state. Mcnonb3ya nonyvyeHHbIN KoL aBTOPM3aLLMMN NPUIOKEHNE NPOAON-
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KUT cTaHAapTHOe B3aumogeinctame no OpenlD Connect 4na nonyyeHMa mapKkepoB 6€30MNacHOCTM U aHHbIX yyYeT-
HOW 3anucu.

Mprmep oTBETa B C/ly4Hae yCNewHoro BXxoaa:

< HTTP/2 302

< location: https://..?code=..&state=..
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hasa 4

Moaynu

B naHHOM pa3gene Bbl HanaeTe NoApobHY0 MHOPMaLMIO MO A40NONHUTENBHBIM Moaynam Blitz Identity Provider.

4.1 Wnwo3 6e3onacHocTu Blitz Keeper

4.1.1 O mopyne Blitz Keeper

C nomouublto Blitz Identity Provider Mo*KHO ocyLecTBAATL KOHTPOJIb A0CTYMa NPU BbI3OBE NPUNOKEHUAMM 3aLLM-
LLLIaeMbIX CEPBUCOB.

ObecneyeHne aBTOpPU3aALIMM MPU BbI3OBE NPUIOKEHUAMU CEPBUCOB OCHOBAHO Ha cneuundukaumax OAuth 2.0.
Mepen ncnonb3oBaHMEM CEPBUCOB NPUIOKEHUE AOMKHO nonyunTb y Blitz Identity Provider mapkep goctyna
(access_token). Ana nonyyeHUs mapKepa AOCTYNA NPUNONKEHWUIO LOCTYNHbI pa3/1UYHbIE CrIOCOObLI 830UMO-
deticmeus (cTpaHuua 380). Mpu 3TOM MapKep A0CTyNa MOXeT BbITb NOAYYEH:

® B KOHTEKCTe BXO4a No/sib30BaTenA — MapKkep 6y,CI,ET BK/1lOYaTb VIHC])OpMaLI,VIlO O nonb3osartene un Ha6ope co-
rnacum (pa3peLU€HVIIZ), npeaocTaBneHHbIX NONb30BaTeENEM NPUNOKEHULO;

* Ha NPUAOMKEHME BHE KOHTEKCTa BXoAa No/b30BaTtesis — MapKep byaeT Bkato4aTb Habop cornacuin (paspe-
WEHWNI) U3 Yncna paspeLleHHbIX MPUIONKEHUIO.

[anee c ncnonbsoBaHMem NoayYEHHOro MapKepa AOCTyna NPUIOKEHNE MOXKET Bbi3blBaTb CepBUCHI. Mpu aTom
6yayT cnepyrome CAOKHOCTU:

* BHYTPM KaxKA0ro cepsuca Heobxoanmo byaeTt peannsosbiBaTb COBCTBEHHYIO JIOTMKY aBTOPM3aLLMM — NpoBe-
pATb NPeAOCTaBNEHHbIN MapKep 40CTyNa, U3B/eKaTb U3 Hero MHGOPMaLMIo O Nosib3oBaTeNe U NPeaoCTas-
NEeHHbIX cornacuax (paspelweHmnsax) U aHaAn3MpoBaTb, 4OCTAaTOYHO M UX ANA BbINOJAHEHWUA CepBMUCa UM
HeT. OcyLwecTBAATb NPOTOKOANPOBAHME NPUHATONO PeLeHns no AocTyny.

* NpunoxeHue ByaeT UCNONb30BaTb eAUHBIN MapKep AOCTyNa A1A Bbi30Ba Pa3/IMUHbIX cepBrcoB. Mapkep
[0CTyNa B TaKOM C/y4ae MOXKET cogepaTb 6onblie MHopmaLmm o nosib3osaTesne u 6oablwmnii Habop co-
rnacuii (paspeLleHnit), yem Hy»KHO KOHKPETHOMY Bbi3BaHHOMY cepBucy. ITo ByaeT HapywaTb NPUHULMN
HaUMEHbLUMX NPUBUAETNIA — CEPBMC NOAYYUT BoabLIEe NpaB AOCTYNa, YeM emy HeobXoAMMO AA BbINOA-
HeHUA cBoel 3a4auu.

YT106bI pelwnTb BbiWeonucaHHble caoxHocTH B Blitz Identity Provider npeaycmoTpeHo cneunanbHoe npuaoxe-
HuWe — w3 6esonacHocTn (blitz-keeper). ITo NpunoKeHue npeactasaseT coboli cneumanmsmpoBaHHbI
NPOKCU-CcepBep, UCMO/b3yeMblil NPX BbI30BE 3aLUMLLAEMbIX CEPBUCOB — NPUIOKEHUE BbI3bIBAET CEPBUCHI HE Ha-
npamyto, a yepes w3 6esonacHocTu. Mpum aTom W03 6e3onacHocTM bepeT Ha cebA BbINONHEHUE CAeayOWNX
EEVEDR

¢ [poBepseT BKAOYEHHbIV B BbI30B CEPBMCA 3ar0/1I0BOK aBTOPU3ALIMK, M3BJIEKAET U3 3aro/0BKa MapKep f0-
CTyna u, BO B3aMMOZAENCTBUM C cepBMCcOM aBTopusauun (b1lit z—1idp) BbINONHAET NPOBEPKY, AeNCTBUTE-
JIeH I MapKep A0CTynNa, a TakXKe, A0CTaTOYHO /1N Y M0Jib30BaTeNA U NPUIOKEHUA Npas 414 BbI30Ba 3aLm-
LLLaemoro cepsuca.
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¢ Bo B3anMmogaencTenm c cepencom aBTopmnsaumm (b1itz—1dp) 3ameHseT mapKep AOCTyNa TakUM 06pasom,
yTOb6bI NepeaaBaemblli OT LWJ03a 6E30NaCHOCTU K 3aLMLLLAaEMOMY CEPBUCY MapKep 6e30MnacHoOCTM coaep-
YKa/l TONIbKO TOT Habop cBeAEeHMIN O NO/Ib30BaTe/Ie U pa3peLleHnit, KOTOPbIA Heobxoaum s paboTbl 3aLLm-
waemoro cepsuca. Mpm 3Tom U3 mapkepa 6e30MNacHOCTY MOTYT 6bITb Kak 3bATbI M3ULLHWE PA3PELLEHMSA U
cBefieHuA 0 No/b3oBaTesNe, Tak U HA06OPOT, 406aBEHbI B MAapKep AOCTYNa AOMO/HUTE/IbHbIE pa3peLleHns
W CBEAEHMSA, eCNN TaKoe YCTaHOBNEHO NONMTUKOM Be3onacHoCTU.

¢ [poToKoNMpyeT B }KypHane cobbiTnin 6esonacHocTu Blitz Identity Provider cobbiTua ycnewHom n Heycnelw-
HOW NpoBepKM NpaBs AOCTyna.

B3aumogeiicTeme wto3a 6e30nacHOCTM C CePBUCOM aBTOPM3aLMM OCYLLECTB/AETCA Ha OCHOBe cneumduKkaumnm
OAuth 2.0 Token Exchange®!. MnntocTpauma B3aumoaeiicTena npuseAeHa Ha cxeme.

W3 GesonacHocTH Jawmaemsiii cepamc Cepevc aBTopH3aLMKM
Monezceatens Npunomenme (Blitz Identity Provider — blitz-keeper) i P (Blitz Identity Provider — blitz-idp)

6 O g =

1. 3anpoc AeACTENA B NPANCHEHMA

Authorization: Bearer ORSqylGx... grant_type=urn:[...):token_exchange

&aclent_id=app&scope=servicel
2 celfaud

Japifvi/servicel HTTP/1.1 J Authorization: Basic a58uQWwa...

2. Bui30B HEpE3 NPOKCH-CERBER WAK3a

icel

Be30NacHOCTA CEPBUCA C NEpEAavEd B 3.3anpoc ABTOPHIAUMMA M BBINYCKA MAPHEPa B&subject_token=0RSqyIGx...
FArONOBKE MAPHEPA ADCTYNA AOCTYNA ANA BHII08BA 3AUMILALMONO CEpaMCa Bisubject_token_typesurn:|..] :access_token
P OT MMEHM NOALIOAATENA W NPHAOHEHHA

{ “access_token™: “TSEasdX..",
“token_type": "bearer”,
“expires_in": 3600,

“scope”: “servicel”,
“sub” : "userl”,

4. Nepegaya wosy Ge30NACHOCTH HOBOMD “aud" : "servicel",

MapKepa AOCTYNa, NPELHAIHAMEHHOMD ANA "act” : {"client_id" : "app”}

BLI3083 JAWMLLASMOTD CEPRUCA }

5. Bul30B CEPBHCE C NEPeAIeR emy

HOBOTD MapKepa gocTyna . 6. onuponanco) Nposepka mapkepa
ADCTYNa caMOC cepaucom nuwSo
4epe3 CEPBMCa ABTOPHIALMK

9. PesyabTar3anpoca 8. PesynbTat Bhi3oBa cepauca 7. PeaynuTar Bui30Ba CEpRMCE

HaCTpOVlKa MCMo/Ib30BaHMA W/o3a 6e3onacHOCTM ANA 3aWnTbl CEPBUCOB ONMCaHa B NoCneayowmnx pasaenax.

4.1.2 YcraHoBKa cepsuca blitz-keeper

BaxkHO: Cm. cucmemHble mpebosaHus (cTpaHuua 11).

[na yctaHoBKM cepBuca blitz-keeper ncnonbsyerca yctaHoBWUK blitz-keeper-5.X.X.bin.

Mpwu yCTaHOBKe cepTUdMLMpPOBaHHOM Bepcumn AONOAHUTENbHO ncnonbsyetcs daiin

blitz-keeper-thirdparty-5.X.X.tar.gz, coaepsKalmii apxMB C WCMNOJb3yEMbIMU CTOPOHHUMMU
6ubanoTekamm.

[ns yctaHoBKM blitz—keeper BbINOMHUTE CeayOWmne AeNCTBUA:

1. CKonupyiiTe Ha NpeaHa3HayYeHHbIN AN YCTaHOBKM WJto3a 6e30nacHOCTV cepeep (Hanpumep, B AUPEKTO-
puto /tmp) n3 auctpmnbyTtmnea Blitz Identity Provider palin blitz-keeper-5.X.X.bin.

B cnayyae  yCcTaHOBKM  cepTUOUUMPOBAHHOM  BepcuM  HeobXogumo  TaKKe  CKOMMpoBaTb
blitz-keeper-thirdparty-5.X.X.tar.gz.

2. 3anyctuTe ycTaHoBWMK blitz—keeper-5.X.X.bin:
cd /tmp

chmod +x blitz-keeper-5.X.X.bin
./blitz-keeper-5.X.X.bin

121 https://tools.ietf.org/html/rfc8693
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B oTBET Ha BONPOCHI YCTAHOBLLMKA 3a4aiTe 3HaYeHne JAVA_HOME — AMPEKTOPUM, B KOTOPYIO Ha cepBepe
ycTaHosneH JDK.

Ons cepTMduLmMpoBaHHOM BEpCUmU TaKXe notpebyeTtca 3a4aTb nyTb K dainy
blitz-keeper—-thirdparty-5.X.X.tar.gz.

YcTaHoBKa byaeT npov3BedeHa B AMpeKTopuio /usr/share/identityblitz.

3. [obasbTe cepBuc blitz—-keeper B aBTO3anyCcK U 3anycTute ero:

systemctl enable blitz-keeper
systemctl start blitz-keeper

4. CKoppeKTMpylTe 670K HAcTpoeK 6anaHCUMPOBKU B KOHOUrypaunoHHom daline nginx (katanor /etc/
nginx/conf.d):

upstream blitz-keeper {
server [BLITZ-KPR-NODE-01]:9012 max_fails=3 fail_timeout=120;
server [BLITZ-KPR-NODE-02]:9012 max_fails=3 fail_timeout=120;

MpumeyaHue: [BLITZ-%%%-NODE-XX] — wumeHa (hostname) cepBepoB C CepBUCOM
blitz-keeper

4.1.3 Hactpoiika Blitz Keeper

HacTpoiika wnto3a 6esonacHoctu Blitz Keeper ocylwectsasetca nytem pefakTMpOBaHMA KOHOUIYPALMOHHOIO
¢daitna blitz-keeper.conf, pacnonoxeHHoro B Katasnore /etc/blitz—-keeper. MNpumep KoHPUrypa-
LMOHHOro dpanna:

"authenticators": {
"prod-auth": {
"type": "token-exchange",
"te": "https://blitz-host/blitz/cauth/te",
}I
}I
"services" : {
"api-1":{
"display—-name" : "secured services",
"host": "service-host.com",
"locations": {
"/api/servicel/**": {
"methods" : ["GET", "POST"],
"authenticator": "prod-auth",
"required-scopes": ["scopel","scope2"]

I
"/path/api/user/*/getdata/**": {

"methods" : ["GET","PUT"],
"authenticator": "prod-auth",
"required-scopes": ["scope3"]

B 6s0Ke authenticators HyHO 3apermcTpuMposaTb BCE MCMO/b3yeMble CepPBMCbl aBTOpPM3auLuUu
blitz-idp. O6blMHO AOCTAaTOYHO MCMONbL30BaThb OAMH EAMHCTBEHHbIA CEPBUC aBTOpM3aUMM AAA 3alMUTb
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CepBMCOB, U TOFAA HYXKHO 3aMOAHUTb TONIbKO OAMH BAOK Kak B npumepe (B Npumepe 3aperucTpupoBaH oauH
cepBuC aBTopM3aUmm c UMeHemM prod—auth). ECam B cucTeme MCNO/b3YeTcA HECKO/IbKO Pa3aebHbIX YCTaHOBOK
Blitz Identity Provider (Hanpumep, MPOA- u TECT-cpefia UAN BHYTPEHHUI KOHTYP A8 COTPYAHWKOB U BHELLUHWUIA
KOHTYpP A/1A KNNEHTOB), TO MOXKHO MCMNO/b30BaTh 06LLMIA W03 6e30MacHOCTK, KOTopbI ByaeT B3aMmoaencTeo-
BaTb C HECKOJIbKMMM PasHbIMM CEpBMCaMM aBTOPM3aLMM — TOrAa HYXKHO B 610Ke authenticators 3agatb
HaCTPOMKWN HECKO/IbKMX CEPBMCOB aBTOpM3aLmu. [lna Kaxk[oro cepsmca aBTopusaummn 3agaetca UMa (8 npumepe
Mcnonb3oBaH prod—auth, HO MOXHO 334aTb Ntob6oe umaA). B 6aoke HaCTpoeK cepBMca aBTOPU3ALUN 3adaeTca
TMN B3auMmogeicteua (type) B 3HauyeHun token-exchange (Noka 3TO eAMHCTBEHHbIN NOALEPXKMBAEMbIN TUN
B3aMmoZencTeua) u agpec (te) BbisoBa obpaboTumka Token Endpoint cepsuca asTtopusaumu. Ecam blitz-keeper
pa3BepHYT Ha OTAE/bHbIX CepBepax, TO PeKoOMeHAyeTcs 3a4aTb agpec obpabotumka ¢ https M gomeHHbIM
umeHem. Ecnn npunoxkeHune blitz keeper pa3BepHYTO Ha TOM e CepBepe 4YTO CEepPBWUC aBTOPM3aLUM
blitz—-idp, TO pekomeHAayeTcA 334aTb B te JIOKaNAbHOE UMsA, Hanpumep, http://localhost: 9000/
blitz/oauth/te.

B 6/10Ke services HYKHO 3aperncTpMpoBaTh 3almLaeMble cepBuchl. s BCeX 3aLLMLLAEMbIX CEPBUCOB MOXK-
HO c034aTb 06wWMit BAOK HAaCTPOEK UAN HECKO/IbKO OTAENbHbIX BA0OKOB. Kaxabiit 610K nmeeT ums (B npumepe,
api—1). BHyTpu 610Ka 3a4at0TCA HACTPOMKM:

e display—name — TEKCTOBOE OMNMncaHue cepsuca (1060 KOMMeEHTapuii AN ONUcaHue);
* host —agpec cepBepa 3aLLMLLAEMOro CEPBUCa;
e locations —gonyctumble NyTM 1 onepaLmmn BbI30Ba cepseuca.

B 6/10Ke 1ocations yKa3blBaloTCA HAaCTPOMKK BCex NyTel cepBuca U paspeLleHHbIX MeToaoB. B KauecTee me-
HW KakAOoro BJOXeHHOro 6/10Ka yKasbiBaeTca agpec cepsuca. [lonycTMmo B agpece MCNo/b30BaTb 3BE3404YKY
(*), uTOBbI YKa3aTb Ha NPOMYCK OTAENbHOrO KOMMOHEHTA B agpece MyTU CepBUCa U AOMYCTUMO UCMO/b30BaTb
[OBOWHYIO 3BE3404KY (**), 4TOBbI YKa3aTb, YTO BCA OCTABLUAACA YacCTb NYTU CepBMCca MOXKeET bbiTb to6as. BHyT-
pv BNOMKEHHOTO 6/10Ka C aapPecom CepBmca MOXKHO OMNUMOHAIbHO NEPEYUCIUTL PaspeLLleHHbIe MeTOAb! CEPBU-
ca (HacTpolika methods), ykasaTb MMA MCNOAb3YEMOrO CepBMCa aBTOpPM3auUmMn (HacTpoiMka authenticator)
W nepeyeHb paspelleHunit (HacTpolika required—scopes) AN LeNeBoro mapKkepa focTyna, Kotopble byayT
BK/HOYEHbI B MapKep A0CTyna, NepeAaBaemMblil B 3alLMLLIAEMbI CepBUC.

Mocne nameHeHUs HacTpoek B blitz-keeper.conf HEOBXOAMMO NepesanycTUThb W03 6€30NacHOCTM.
4.1.4 Co3paHue nNpaBua AOCTYMNAa K cepBucam

Cm. obuwee onucaHue (cTpaHuua 364) co3paHnA CNUCKa Npasua AOCTyNa K 3allimuiaembim cepsmcam no Token
Exchange.

4.1.5 HacTtpoiika obmeHa mapkepoB goctyna

Cm. obuee onucaHue (cTpaHMua 368) HacTpolikn obmeHa mapkepos aoctyna no Token Exchange.

4.1.6 NpocmoTp noros.

PaboTta cepsuca blitz—-keeper 3anucbiBaeTca B OTAe/bHbIM nor. [AnAa npocmoTpa fnora oTkpownTte dain
blitz-keeper.log B aupektopum /var/log/identityblitz/.

sudo vim /var/log/identityblitz/blitz-keeper.log
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4.2 ButpuHa c npunoxkeHuamm Blitz Panel

4.2.1 O moayne Blitz Panel

Mogynb Blitz Panel npegHasHayeH gas co3gaHna BUTPUHbI, TPeaocTaBastoLLeit bbicTpblil 4OCTYN NOAb30BaTENEN
K NOAKAIOYEHHbIM NPUIOXKEHMAM. Ha CTpaHuMLE BUTPUHDBI NO/Ib30BATENN TaKKe MOTyT BblIbUpPaTb A3bIK, 406aBAATb
4acTo UCMOob3yemble NPUNoKeHNUA B M36paHHble M NepexoanTb B JINYHbIA KabuHET.

Pycckui A v

N36paHHble

zoom

MnaHepka Zoom

CepBuC NNaHMpoBaHusl BCTpey MpunoxeHue Ans BUAEOKOHpEpeHLMit
o

Google KaneHpapb BuTtpukc24

CepBuC ANa NNaHWpoBaHUs pacnucaHuns CRM-cuctemMa

L 4 ®

GitLab WordPress
DevOps nnatdopma GitLab KoHconb ynpasnenus WordPress

©

nextCloud Jira
®aiinosoe xpaHunuuie nextCloud CucTema ynpaeneHvs 3aga4yamu

@ Cnpaska

ALMUHMUCTPUPOBaHME MOAYNA BbINOAHAETCA NOCPeaCcTBOM cepBuca blitz—panel.

4.2.2 YcraHOBKa cepsuca blitz-panel

BaxkHo: Cm. cucmemHble mpeboeaHus (cTpaHuua 11).

[na yctaHoBKM cepBuca blitz—panel ucnonb3lyeTca yCTaHOBWHUK blitz-panel .bin.

BaxkHo: CepBuc blitz-panel MOXKHO YCTaHOBWUTbL Ha Nt06ON cepBep, rae ycTaHoBeH cepsep Blitz Identity
Provider.

[ns yctaHoBKM blitz—panel BbINONAHUTE CAeaytoLme AeNCTBUA:

1. Ha npeaHasHauyeHHbIN 414 YCTAaHOBKKM cepBep CKOMMpyiiTe (Hanpumep, B 4MPEKTOPUIO /tmp) U3 AUCTPU-
6yTuBa Blitz Panel palin blitz-panel .bin.

2. 3anyctute yCTaHOBWMK blitz—-panel.bin, yKasaB B KayecTBe napameTpa 3anycka —J 3HayeHue
JAVA_HOME — ANMpPEKTOpUM, B KOTOPYIO Ha cepBepe ycTaHosaeH JDK.

YcTaHoBKa byaeT npov3BeseHa B AMpeKkToputo /usr/share/identityblitz/blitz-panel.
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cd /tmp
chmod +x blitz-panel.bin
./blitz-panel.bin —- -j <JAVA_HOME>

3. CospgainTe daiin panel.conf ¢ nepBUYHbIMKU HacTpolikamu Blitz Panel:
e IDP_DOMAIN —MmA fOMEHa, Ha KoTopom dyHKLMOHMpYeT Blitz Identity Provider;

e CLIENT_ID — uaeHTUdPUKaTop A1a nogkaoueHns npunoxkenus Blitz Panel k Blitz Identity Provider
no npotokony OAuth 2.0.

BHumaHue: B client_id HegonycTMmo UCnosib30BaTh ABOETOYME U TUNbAY.

e CLIENT_SECRET — CEKpPEeTHbI/ KoY Ana nofakatoueHus npunoxkenus Blitz Panel K Blitz Identity
Provider no npotokony OAuth 2.0.

e PANEL_DOMAIN — MMA JOMEHa, Ha KOTopom ByaeT GpyHKLMoHMpoBaThb Blitz Panel.

Cnucok 1: Mpumep KoHPUrypaumoHHoro panna

IDP_DOMAIN=mydomain.com
CLIENT_ID=gwertyl12345
CLIENT_SECRET=54321lytrewg
PANEL_DOMAIN=mydomain.com/panel

4. 3anycTute CKpPMNT NepBOHAYaNbHOM HacTpoikm Blitz Panel, ykasas nyTb K paitny panel.conf.

/usr/share/identityblitz/blitz-panel/bin/configure —-f /tmp/panel.conf

B pesynbTaTte BbINOAHEHWUA CKPUNTA BYAYT HACTPOEHbI KOHPUIYpaLMOoHHbIe daiinbl Blitz Panel.

4.2.3 HacTpoiika BUTPUHDI

[na HacTponkuM BUTpUHBI Blitz Panel BbinonHUTe cneaytowme AencTBus:

1. Nonoxute B Katanor /usr/share/identityblitz/blitz-panel/static/resources/
icons/ UKOHKM NPUNONKEHWUIA.

MpumeuaHue: lNoaaep:kunsatotca cnepytowme bopmaTbl:
e SVG,

e PNG, makcumym 128px No MMHMMAJIbHOW CTOPOHE.

2. B Blitz Identity Provider coszdalime (cTpaHuua 232) npunoxkeHue ana nogkntodeHus Blitz Panel Kk Blitz
Identity Provider no npotokony OAuth 2.0.
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MapameTpbl NPUNOXKEHUA

WpeHntndukarop (entitylD nnmn blitz-panel
client_id)
WpeHTudukatop npunoxenua. McnonsbayeTtca Ana MBeEHTUMNKALUM NPUNOXEHNA NPK OOCTYNe No
npotokony SAML (cootseTcTBYeT entitylD) n OAuth 2.0 (cooTBeTcTBYeT client_id).

Ha3ssanue Blitz IDP Panel

OTobparkaemoe nonb3oBaTenAM UMA NpUNoxXeHnsa. KicnonbayeTeA Tonbko BHyTpK Blitz Identity Provider

DOomeH https://bip-devi.reaxoft.ru/

CcblflKa Ha CTapTOBYH CTpaHULYy NpunoXkeHwa, Hanpumep, http://testdomain.ru/. Mpn TLS-
ayTeHTuuKaLmn NpUNoXeHA NPOBEPAETCA, YTO B CEPTUPUKATE NPUNOXEHUA YKa3aH UMEHHO 3TOT
LOoMeH

CrapToBanA cTpaHuUa

MPUNOXEHUA
Ccblfika Ha CTapToOBYH CTPaHULYy NPUNoXKeHnA, Hanpumep, http://testdomain.ru/private. Mpu Bxoge no
SAML ucnonb3yeTcA KaK cCbifika nepexofa B NPUIoXEHNe, ECNA OTKPbIBATL CTPaHWLYy BXOA4A U3 UCTOPUK
6paysepa

Kniou wmdposaHua v

WAEHTU(UKATOPOB
Ecnu kntod 3apax, To uaeHTUMKaTop nonb3oBaTena Ana npunoxxenvAa byneT sawmndposaH ¢
Mcnosb3oBaHMeM OaHHOro Knw4a. 3HayeHue Knya MOXHO Bblﬁpaﬂ: M3 cnucka. Takxke MOXHO
Ha3Ha4MTb HOBbIM KJTHOY, A1A 3TOr0 BBEAMTE ero B CTPOKE NoMcka 1 HaxkmuTe Enter
LWa6nou cTpaHuy 5

LLlabnoH cTpaHnu onpeaenAeT BHEWHWIA BUA CTPaHWL, Bxoaa. Ecnv wabnoH He ykasaH, To ucnonb3yeTcA
WabnoH No yMonyaHuio.

MeTku npunoxeHun

Mo3BONAIT NOMEYATh NPUNOXKEHUA ONpeaeneHHbIMU NpU3Hakamu. 1 cnonb3oBaTh UX NpKU HACTpolike
NOrvKK paboThl ¢ AaHHBIM NPUNOXKEHWEM, HAaNpPUMep, aHanU3vpoBaTh B Npoueaype Bxoaa

YKaxKuTe 3afaHHble Npu yctaHoBKe Blitz Panel client_idunclient_secret.
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HacTpoiikn B3aMMOAENUCTBUA C NPUACKEHUEM

Cekper (client_secret)

[ononHUTenbHbIA
cekpert (client_secret)

MpeanonpepeneHHan
cchlnKa Bo3Bpara
(redirect_uri)

NMpedumkckl ccbinok
BO3Bpara

OonycTumble
paspelleHuA

PaspeweHua no
yMon4aHuto

MeTon
ayTeHTUdUKaLUKU NpK
obpalueHun K
CepBUCY Bblgaun
Mapkepos

OonycTumble grant
type

OonycTumble
response type

BpemA XnU3Hun
mapkepa focTyna

ssssssssasssnns &>

CekpeTHbIi KN4 NoJKoYaemMoro npunoxeHna (client_secret). Ecnu
YKa3aH, TO UMEHHO 3TOT CeKPeT A0MKEeH UCMNoNb30BaTheA NOAKMOYEHHbBIM
npunoxexuem npu obpatieHnn K Blitz Identity Provider

VKaxuTe AONONHATENBHbIA cekpeT onAa ayTeHTMCpMKaLLMM npuNoXxeH &

[ononHUTENbHbIA CEKPETHDIA K4 NOAKNIOYAEMOr0O NPUNOXKEHWUA
(client_secret). Ecnn ykaaaH, To MOXeT MCNONL30BaTLCA B KaYecTee
anbTepHaTWBbl K OCHOBHOMY CEKpeTy

Beeaute npeponpenenexHbiii redirect_uri

URL, Ha KoTopbli1 No yMmonyaHwio 6yaeT nepeanpecosaH Nonb30BaTeNb
nocne NPoXoXaeHWA aBTopuaaumi (redirect_uri)

| https://bip-dev1.reaxoft.ru/blitz/panel |

|https:ﬂbip-devzreaxoft.rulblitz!panel |

[OnAa pobasneHnA Hosoro npedkca eBequTe ero U Haxxmnite Enter

Mpeduke ucnonb3yeTcA ANA NPOBEPKK CCLINOK Bo3epata (redirect_uri).
Ecnu B 3anpoce Ha ayTeHTUMOMKALWIO YKa3aHa cebika Bo3BpaTa W OHa He
COOTBETCTBYET HW OJHOMY M3 yKasaHHbIX NpedKCoB, TO B
ayTeHTUukaumy GyaoeT oTKazaHo

xopenid  xprofile

PaspelueHnn (scope), KoTopble ByayT AOCTYNHbI NPUNCHKEHWUIO.

[nA po6asneHWA HOBOro Scope BBeAUTE ero U HaxxmuTe Enter

PaszpelueHnn (scope), KoTopble BYAyT N0 YMOM4AHWMIO BblAaHbI NPUIOXKEHWIO
nocne aeTopu3aun. ECNK 3Ha4EHWA NO YMONYaHWI0 He yKasaHbl, TO B
3anpoce Heo6X04MMo ABHO nponucaTk TpeGyemble paspeLleHun.

He TpeﬁDBﬁTb 0T NONb30BaTENA cornacue Ha npefocTaBneHe A0CTyNa K aHHbIM O cebe

O6AzaTenbHOe Ucnonb3oBaHKe Proof Key for Code Exchange (RFC 7636) anA Authorization code grant type

client secret post s

YKa3aHHbIA MeTof ayTeHTUhUKALMIA OOMKEH MCNONL30BATLCA NpU
obpalleHnn K cepBicy Bbigadm Mapkepos (token endpoint). Mpw nyctom
3HAaYeHUM AOCTYMHbI BCE MeToab!

xauthorization_code  xrefresh_token

Cnucok grant type, KoTopble ByAYyT AOCTYNHBI NPUNOXKEHUIO. [py NycToM
crvcke AOCTYNHbI Bee grant type

xcode xtoken xid_token

Cnmcok response type, KoTopble ByayT AOCTYMHb! MHCTaHCY NPUNOXEeHWA
npu obpawernn Kk URL asTopuaauum (authorization endpoint). Mpwu nyctom
CcrucKe [oCTYNHbI BCe response type.

3apaeTcA KONMYeCcTBO CEKYH[ Yepea KoTopoe Kog focTyna GyneT He
peincteuTeneH. Ecnu He 3anaH, To 6epeTcA 13 06X HACTPOEK.

Appeca 3anpocos K Blitz Identity Provider ansa ayteHTUdMKauMM NoNb30BaTENSA, YKa3aHHbIE B HACTPOMKAXx
NPOTOKONA, Janee HeobxoaMMo yKasaTb B paitne KoHourypaumm /etc/blitz-panel/app.conf.
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MNpoTokons

SAML OAuth 2.0 Simple REST RADIUS

| [nA KoppeKTHOW paboTbl MPONULLNTE 3TK CChINIKN B HACTPOMKAX NPUNOXEHNA, B KOTOpoe ByAET OCYLLEeCTBNATLCA BXOL,

URL ana asTopusauun /blitz/oauth/ae

URL gna nony4eHus n /blitz/oauth/te
06GHOBIEHUA MapKepa

CoBeT: 3HayeHua client_id u client_secret nNpu HEOOXOAMMOCTU MOMXKHO NOMEHATb B TOM Ke
daitne KoHbUrypauuu.

3. OtKpoiite ¢paiin KoHduUrypauum /etc/blitz—panel/app.conf. B cekumn session -> oauth 3a-
[aviTe HAaCTPOMKM NoaktoYeHus npunoxexusa Blitz Panel K Blitz Identity Provider no npotokony OAuth 2.0.

® name: npoun3sosibHOE UMA NOAKNKOYEHUA;

e clientId: npoBepbTe, COBNAZAET M UAEHTUDUKATOP NPUAOKEHMA client_1id ¢ yKasaHHbIM B
Blitz Identity Provider.

e clientSecret: npoBepbTe, COBNAAAET M CEKPETHbLIN K/OY MPUIONKEHUSA C yKa3aHHbIM B Blitz
Identity Provider.

e logoutUrl: URL, Ha KoTopbli Blitz Panel 6yaeTt HanpasnaTte 3anpoc B Blitz Identity Provider Ha BbI-
X0, Nofb3oBaTens.

e authUrl: URL, Ha KoTopbliit Blitz Panel 6yaeT HanpasnsaTb 3anpoc B Blitz Identity Provider Ha npose-
[JeHWe aBTopM3aLmn Nob30BaTeNs.

e tokenUrl: URL, Ha koTopbi¥i Blitz Panel 6yaet Hanpasnatb 3anpoc 8 Blitz Identity Provider Ha nony-
YeHue Uan obHoBNEHWE MapKepa A0CTyna.

¢ me: URL, Ha KoTopbili Blitz Panel 6yaet HanpasasTb 3anpoc B Blitz Identity Provider Ha nonyyeHune aax-
HbIX 0 Monb3oBaTese (url), M aTpUbyT A1 NOUCKA NONb30BaTENA B XpaHuUaMWe (subject IdAttr).

® scopes: CNUCOK paspeLleHmnii, KoTopble byayT goctynHbl Blitz Panel.

"session": {
"oauth": {
"name": "Blitz Idp",
"clientId": "CHANGE_CLIENT_ID",
"clientSecret": "CHANGE_CLIENT_SECRET",
"logoutUrl": "https://CHANGE_IDP_DOMAIN/blitz/login/logout",
"authUrl": "https://CHANGE_IDP_DOMAIN/blitz/ocauth/ae",
"tokenUrl": "https://CHANGE_IDP_DOMAIN/blitz/ocauth/te",
"me": {
"url": "https://CHANGE_IDP_DOMAIN/blitz/ocauth/me",
"subjectIdAttr": "sub"
}I
"scopes": [
"openid",
"profile"

(continues on next page)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Hy

by

4. Mpu HeobXxoAMMOCTU 3a4aiTe NapameTpbl ceccum nonbsosatena: URL, Ha KoTopbli ByaeT nepeagpecosaH
nonb3oBaTeNb NOCNe BbIXOAa, 3HaYeHue TTL, MakcMManbHbI Nepuos OTCYTCTBMA aKTUBHOCTM B CEKYHAAX,

nepunoa npoBepKn Hain4vdma cecCnMmn B MUNNNCEKYHAAX, UMA C03,D.aBaeMOﬁ cookie u ap.

"session": {
"postLogoutUrl": "/blitz/panel",
"ttlInSec": 36000,
"inactivityPeriodInSec": 3600,
"checkSessionPeriodInMs": 1000,
"cookie": {
"name": "scs",
"path": "/blitz/panel",
"transient": true
by
"useCompression": false,
"encodingKey": "CHANGE_SCS_ENC",
"hmacKey": "CHANGE_SCS_HMAC"

by

5. CeKuma apps -> sources COAEPKMUT rPynmbl MPUAOKEHWIA, KOTOPbIE MOXHO CHOPMMPOBATL NO NPOU3-
BO/IbHbIM MPU3HAKaM (CTaTUYECKME, AMHAMMYECKMe W Np.). [aa KaxKaoW rpynnbl YKasbiBaeTca UMSA, CMUCOK
NPUNOXKEHUIA B COCTaBe rpynnbl U NpaBuaa, onpegensaiolme, aNa Kakux Nonb3oBaTtesei oTobpaxkatoTcs

NPUNOKEHUA.

B cekumu apps -> sources-> rules 3agalTe NpaBua, onpeaenatoline, ona Kakmx nonb3osatenei by-

AyT 0TobpaxKkaTbCs T UK UHbIE MPUIOKEHUA.
Kaxgoe npaBuio cOCTOUT U3 Ceayowmx YacTe:
* name: UMA Npasuna.
e conditions:ycnosua Bbibopa nonb3oBaTenen.

MoaaepsknsaeTca ABa TMNa YCAOBUIA:

- "typ": "userGroup" — 2zpynna nonszosameneli (ctpanmua 207). HeobxogMmo yKasaTtb

umaA npoduna rpynnel u ee naeHTUdUKaTop.

- "typ": "userClaims" — rubkuii BbIGOP Noab30BaTENEN HA OCHOBAHUWN YTBEPKAEHUIA OT-

HOCUTENbHO UX anM6yTOB. YcnoBume 3TOro TMnNa MOXKeT CoAepKaTb YTBEPKAEHNA NO HECKONbKUM
anM6YTaM. [na Toro YTO6bI NO/Ib30BaTENb ObIN Bbl6paH CornacHo ycnosuto, OH go1XKeH ygosne-
TBOPATb BC&€M YyTBEPKAEHUAM B HEM.

BHumaHue: [MpaBMao MOXKET COAEP!KaTb HECKOIbKO YCNOBUNA. [PaBMao NPUMEHAETCA K NO/b30-
BAaTe/t0, EC/IN OH YA,0BNETBOPAET XOTA 6bl O4HOMY U3 HUX.

e tags: MeTKW, CBA3bIBAIOLLME YCOBMA BbIBOPA Nob30BaTENEN U NPUAOKEHUA.
MoaaepKnBaloTCA CneayroLwme TUMbl MEeTOK:
— NpOM3BO/bHbIN NapameTp (Hanpumep, role, department v np.);

- ngeHTndUKaTop NpUNoKeHUs (3agaeTca B cnucke appId).
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BHMmaHue: [paBuio NPUMEHAETCA K MPUIOXKEHMUIO, CIN B HACTPOMKaX NPUNOKEHUA (CM. cre-
OYIOWMIA War) NpuCcyTCTBYET XOTA 6bl O4HO U3 3HAYEHMM, 3a4aHHbIX B JAHHOM pasgene.

6. B cekuumn apps -> sources -> apps 3a4alTe CNUCOK NOAKNOUEHHbIX K Blitz Identity Provider npunoxe-

HWIA, KoTopble ByayT oTobpaKaTbca Ha BUTPUHE. [N KaXKA0ro NPUIOKEHUA yKaxMTe cneayrowme napa-
MeTpbl:

e id: uaeHTuduKaTOp NpuaoxeHua B Blitz Identity Provider.
* name: UMA NPUNONKEHUA, KOTOpoe byaeT oTobpaXKaTbCA Ha BUTPUHE, Ha HEOBXOAMMbIX A3bIKaX.
url: URL cTapToBOM CTpaHMLbI NPUIOKEHMA.

icon: uma ¢aina MKOHKM B KaTanore /usr/share/identityblitz/blitz-panel/
static/resources/icons/.

tags: MeTKM, onpeaenstowme o Kakux nosb3osaTesniel Ha BUTPUHe ByaeT oTobpaykaTbca npuio-
YKEHME COrNacHO 3aZaHHbIM Bbile NPaBuaam (ONUMOHANbHO).

desc: onucaHue NPUIoXKeHUA Ha HEO6XO,CI,MMbIX A3blKax.

Cnucok 2: Mprmep HaCTPOMKM NPaBMA U CNUCKA NPUIONKEHUI

"apps": {
"sources": [
{
"name": "Static Applications",
"type": "static",
"apps": [
{
"id": "dev_portal",
"name": {
"ru": "llopran paspaboTumnka 24"
}V
"url": "https://my.domain.com/dev/portal",
"icon": "confluence.svg",
"tags": {
"role": [
"admin",
"sys_admin"
1
}
}V
{
"id": "jira",
"url": "https://my.domain.com/dev/jira",
"name": {
"ru": "Jira"
}V
"icon": "jira.svg",
"tags": {
"role": [
"admin",
"sys_admin"
]
}
}I
{
"id": "test-app",
"url": "https://my.domain.com/dev/test",
"name": {
"ru": "TecToBOe mnpunoxeHue"

(continues on next page)
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1,

"rules":

{

(npogonkeHune ¢ NnpeablayLLen CTPAHULbI)

}
"id": "atom",
"url": "https://my.domain.com/dev/atom",
"name": {
"ru": "Atom"
by
"desc": {
"ru": "PemaxTop kxoma Atom",
"en": "Atom is your essential companion"
}
"id": "call_center",
"url": "https://my.domain.com/dev/call",
"name": {
"ru": "leuntp o6paboTku 3BOHKOBR"
}I
"desc": {
"ru": "IOng ynpaBuneHud Call-uyeHTpoM"
}I
"tags": {
"role": [
"admin",
"sys_admin"
]
}
"id": "web_mail",
"name": {
"ru": "KopnopaTuBHag noura"
}I
"desc": {
"ru": "Web-uHTepderC KOPHNOPaTHBHOH NOUTH"
}I
"icon": "gmail.svg",
"url": "https://my.domain.com/dev/portal",
"tags": {
"role": [
"sys_admin"
]
}
"id": "yandex",
"url": "https://my.domain.com/dev/yandex",
"name": {
"ru": "IlouckxoBadg cucrtema u noura"
}I
"desc": {
"ru": "Web-uHTepdelc mouckoBOH cucTeMbl Yandex"
}
[
"name": "admin_role",
"conditions": [
{

(continues on next page)
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1,
"tags":

(npoponkeHue c NpeablayLLei cTpaHuLbl)

"typ": "userGroup",
"profile": "main_group_profile",
"id": "app_admin"

"typ": "userClaims",
"claims": {
"company_type": "IT",
"position": [
"head",
"master"

"typ": "userClaims",
"claims": {

"company_name": "Moa xommnaHug"

{

"appId": [

1,

"dev_portal",
"yandex"

"role": [

"name" :

"admin",
"sys_admin"

"atom",

"conditions": [

{

1,
"tags":

"typ": "userClaims",
"claims": {
"tags": [
"atom"

{

"appId": [

by

"atom"

7. OobasbTe cepBuc blitz—panel B aBTO3anyckK v 3anycTuTe ero:

systemctl enable blitz-panel
systemctl start blitz-panel

4.2. ButpuHa c npunoxkeHuamu Blitz Panel

554



Blitz Identity Provider, Bepcua 5.23

4.2.4 AusaiiH u NOKanusauua BUTPUHDI

N3meHeHMe BHeLLHero Buaa

Mpy1 HEOBXOAMMOCTM Bbl MOXKETE U3MEHWUTL BHELLHWIA BUA BUTPUHbI, BHECA M3MEHEHUA B daitnbl KaTanora /usr/
share/identityblitz/blitz-panel/static. BO3MOXHa KacCTOMU3aLUA CNeayIOLLNX SNEMEHTOB:

® 3Ha4oK BKIaaku (favicon);
e WwabnoH index.html;

o ctunn CSS(.../resources/styles.css).

[o6aBneHue A3biKa

[na pobasneHuns A3bika NONOKMTE Gai Cc NepeBogoM <IBYXOYKBEHHEIM KOI d93LKa>.Jjson (Hanpumep,
ar.json Ana apabckoro fA3blka) B Katanor /usr/share/identityblitz/blitz-panel/static/
resources/locales u nepesanyctute cepeuc blitz—-panel.

sudo systemctl restart blitz-panel

HoBbI A3bIK NOABUTCA B MEHIO BbIOOPa A3bIKOB BUTPUHDI.

MpumeyaHue: JIOKaNM3aLMA Ha3BaHMA U ONMUCAHWNA BbIHECEHHbIX HA BUTPUHY NPUNONKEHWI ocyLjecmeasdem-
cA (cTpaHuua 547) B ¢paiine /etc/blitz—panel/app.conf.

4.2.5 NpocmoTp noros

PaboTta cepBuca blitz-panel 3anucbiBaeTcA B OTAENbHbIW nor. [aa npocmoTpa siora oTKpoiTe dain
blitz-panel.log B aupektopun /var/log/identityblitz/.

sudo vim /var/log/identityblitz/blitz-panel.log
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