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Masal

Pa3BepTtbiBaHuUe

1.1 ApxuTekTypa pa3BepTbiBaHuUA
dyHKumnoHnposaHue Blitz Identity Provider ocHoBbIBaeTcA Ha B3aMMOAENCTBUM CNEAYHOLLNX aPXUTEKTYPHbIX KOM-
NMOHEHTOB:

1. Beb-cepBep. MOXHO MCNONb30BaTb CYLLECTBYOLWMNI BeO-cepBep KOMMNaHUM A1A 6anaHCMPOBKKN HArpy3Ku
M cHAaTUA SSL-wndpoBaHus ¢ BxogdALLero TpadpuKa.

2. Cepsuchl Blitz Identity Provider:
® blitz—console — KOHCOAb ynpasneHus Blitz Console;
® blitz—idp - cepBuC ayTEHTUDUKALUM N KINYHDBIA KaBUHET»;
® blitz-registration — CEPBUC PErNCTPaLINUK,
® blitz-recovery — CepBUC BOCCTAHOBAEHMWA AOCTYNa;
® blitz-keeper — W03 6e3onacHOCTH;

e blitz-panel — BUTPMHA, NPEAOCTABAAIOWAA AOCTYN NOMb30BaTENEN K NOAKNIOYEHHbIM MPUIOKE-
HUAM.

© nNpumeyanue

CepBuCbI perncrpaLmmn, BOCCTaHOBAEHMSA A4OCTYNa, W03 6€30MacHOCTM U BUTPUHY MOMKHO He yCTaHaB-
/IMBATb, €C/IN CBA3AHHbIE C HUMWN OYHKLMM He NIaHMPYETCA UCMO/b30BaTh.

3. CYBA. MoHo ucnonb3oBaTb Couchbase Server, PostgreSQL, Postgres Pro, Jatoba.

A\ BHumanue

B3saumopeiicteue Blitz Identity Provider c PostgreSQL ocywectsnsaetca no JDBC. BmecTto PostgreSQL
MOKHO MCNO/b30BaTh N0BY0 pensunoHHyto CYB[, c noaaepKoi JDBC, HO 3T0 A01KHO BbITb OTAE/NbHO
COrNacoBaHO C HAWWMM TEXHUYECKMMM CMEeLManMcTaMmn B paMKax COOTBETCTBYIOLLMX MPOEKTOB BHeA-
peHuA.

e Couchbase Server — pekomeHayeTCca NpU CO34aHUMN CUCTEM ayTEHTUOMKALMM C MMKOBOI HarpysKoM
6onee 1000 3anpocoB B CEKYHAY, KONMYECTBOM ayTeHTUUKALMI B CyTKM 6onee 1 MAIH U C BbICOKMMMU
TpeboBaHNAMM K OTKa30yCTOMUMBOCTY.

e PostgreSQL (nnn uHana penaumoHHaa CYB/, noaaepxusatouan paboty no JDBC) — pekomeHayeTtcs
Npw CO34aHUKN CUCTEM AYTEHTUDUKALLMM C YMEPEHHOMN Harpy3Koi U cpegHUMM TpeboBaHMAMM K OT-
Ka30yCTOMYMBOCTH, @ TaKXKe NPU UCMOIb30BAaHNMN OTEYECTBEHHbIX ONEPaALMOHHBIX CUCTEM.
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4.

XpaHunuwe yyeTHbIX 3anucei U naponeit. MoxHO UCNONb30BaTb KaK CyLecTeylowee, Tak U CneunanbHo
pa3BepHYTOE B OPraHM3aLMm XPaHUIMLLE YYETHbIX 3amnncei.

Moppepxumeatotca:

e LDAP-coBMeCTUMble XpaHWIMLWLA. ITO MOXeT b6biTb Ntobol cepBep, NoAAEPKUBAIOWMIA NPOTOKON
LDAP, a Tak:ke Microsoft Active Directory, Sambad4, FreelPA;

® WHble TUMbl XpaHWUAULW,, AnA nogkatodeHus Blitz Identity Provider kK HUM Heobxoanmo paspaboTtaTtb
cneunansbHble REST-cepBucsi.

B cnyyae HeobxogMMoOCTM pasBepTbiBaHMA HoBoro LDAP-kaTasnora peKkomeHAyeTca B KavecTse
LDAP-kaTanora ncnonbsosatb 389 Directory Server, koTopbiii BxoanuTt B coctas OC.

OnumoHanbHo CepBep oyepeaeli —nucnonbsyetca RabbitMQ. Takke MOXKHO HaCTpoUTb Nepeaady cobbiTUin
6e3onacHoctu B Kafka. YctaHoBKa cepsepa ouepegneli RabbitMQ TpebyeTcs, ecnm cepsep ovepenei byaet
ncnonb3oBaTbca ANa nepedavu cobbimuli 8 cmexcHble cucmemsl (cTpaHuua 342) Uaun B KadecTse 6pokepa
coobuwjeHuli (cTpaHuua 344).

Pa3BepTbiBaHME BO3MOXKHO B KOHOUIYpaLMmn ¢ MUHUMAIbHbIMU pecypcamu (cTpaHuua 2) anbo B kKaacmepHoli
KOHghuzypayuu (cTpaHunua 4).

1.2

CucremHblie Tpe6oBaHUA

1.2.1 OnepaumoHHbIe CUCTEMDI

Bce BapuaHTbl ycTaHoBKM Blitz Identity Provider 1 3ageicTBoBaHHbIE B HUX TUMbl CEPBEPOB NOAAEPKMUBAIOT Clie-
Aylouine onepauyoHHble CUCTEMDbI:

Astra Linux SE 1.6/1.7/1.8
PEN OC7.3/8

Anbt Cepsep 10

Anbt 8 CIN penuns 10
OCHoBa 2.5.1

CentOS 7/8

Rocky Linux 8/9
Almalinux 8/9

RHEL 7/8/9

Oracle Linux 8/9

POCA Xpom 12

OC Moc.OC CepsepHas

1.2.2 MuHuMmanbHble TpeboBaHUA

MuHUMaNbHble Tp96OBaHMFI pPeKomeHAyeTCcA NPUMEHATb NPU NOAroToBKe cpea TeCTUpOoBaHNA U ONA NPOAYKTUB-
HbIX KOHTYPOB Npu BHegpPEeHUNAX CO CpeaHnMHU Tp96OBaHMHMVI K obecneyeHuto AOCTYNHOCTU U npounssBoanTenb-
HOCTHU CornacHo I'IpVIBe,CI,eHHOl‘/‘I HUXe cxeme.

1.2. CuctemHble Tpe6oBaHuA 2
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Monssosatenun

> %ﬂ HTTPS VM-APP BHELWHMe cepBuChI
- : @ %ab
I-El Beb-cepeep
. SMTP-cepeep, BHelwHwue cepBuchl
MNpunoxerus SMS-wnios, naeHTUUKaumn
Mpunoxenuns Blitz Identity Provider push-ysegomnenus (cou.cetn, 6aHkun, ECUA)
- SAML 2.0 H
) VM-DB

OpenlID Connect 1.0,
OAuth 2.0, REST API, JWT

AaMUHUCTpaTOp

S=

% —————————— Cepsep

e — CYBA LDAP ouepepeit

MuHuMmanbHble TpeboBaHUA K cepBepam ANa pa3BepTbiBaHUA
PasBepTbiBaHMe Ha 1- BM He B Knactepe

OnucaHue TexHuyeckue xa- | MO

pPaKTepPUCTUKK

BM ana 4 appa U0y, 8 | Blitz Identity Provider: blitz-idp, blitz-console,

npuaoxe- 6B O3y, 50 Ib | blitz-registration, blitz-recovery, blitz-panel; JDK,

HWi 1 CYBA | HXMZA (HDD) nginx unu HAProxy, memcached, PostgreSQL, LDAP

PasBepTbiBaHMe Ha 2-x BM He B Knactepe

OnucaHue TexHuyeckue no

XapaKTEPUCTUKMU
BM ana npu- 4 agpa UNY, 8 I6 | Blitz Identity Provider: blitz-idp, blitz-console,
NOXeHUN O3Y,50TBHXM/[, | blitz-registration, blitz-recovery, blitz-keeper,
(VM APP) (HDD) blitz-panel; JDK, nginx unu HAProxy, memcached
BM ans 6a- 4 agpa LNY, 8 | PostgreSQL (9.6 unu Hosee) unm Couchbase Server Community Edition
3bl  AaHHbix | 6 O3Y, 100 b | (6.0 unun HoBee); 389 Directory Server unu FreelPA; RabbitMQ (onumo-
(VM DB) H¥XM/A (HDD) HaNbHO)

PasBepTbiBaHue Ha 2-x BM B Knacrepe

OnucaHune Kon-g TexHuyeckne xa- | MO

PaKTEPUCTUKM
BM ansa | 2 4 appa UMY, 8 | Blitz Identity Provider: blitz-idp, blitz-registration,
npuaoxe- 6 O3y, 50 b | blitz-recovery, blitz-panel; JDK, nginx unu HAProxy,
Huit n CYBA, HXMZ (HDD) memcached, PostgreSQL, LDAP

Tpebyembie Bepcuu cucremHoro NO:

* OpenJDK 11/17, Liberica JDK 11/17, Axiom JDK 11/17 Certified nnu Oracle JDK 11/17;

* MeHegxep namatn Memcached Bepcuun 1.4.15 nnu Boiwe.

Tpe6boBaHUA K ceTeBO CBA3HOCTU:
e VM-APP fonKHa 6bITb 4OCTyNHa no 80, 443 (HTTP/HTTPS) 13 ceTelt nonb3osaTenei;
e ¢ VM-APP poneH bbITb gocTyn:

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (cTaHgapTHble nopTtbl Couchbase Server), 5432 (cTaHAapTHbIM NopT PostgreSQL), 389, 636
(cTanpapTHble nopTbl LDAP), 5672 (cTaHAapTHbIN nopT RabbitMQ);

1.2. CuctemHble Tpe6oBaHuA 3
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— KCepBuCam BHELWHNX NOCTaBLWWMNKOB M,EI,EHTMCI)VIKBLJ,MVI no 443 (I'IpVI nx MCI'IOJ'Ib3OBaHMVI)Z

CcbI/IKM Ha cepBUCHI BHELLHUX NOCTAaBLLUKOB

Tvn Ccblnka
CoumanbHble ceTn https://appleid.apple.com

https://accounts.google.com
i

https://graph.facebook.com

https://ocauth.yandex.ru
https://cauth.vk.com
https://account.mail.ru

https://api.ok.ru

ECUA 1 umndposoit npodunb | https://esia-portall.test.gosuslugi.ru
https://esia.gosuslugi.ru

baHKuM https://online.sberbank.ru

https://business.tinkoff.ru
https://id.vtb.ru
https://sbi.sberbank.ru:9443
https://fintech.sberbank.ru:9443
https://id-sandbox.alfabank.ru
cygunp https://login.mos.ru
https://login-tech.mos.ru

https://sudir.mos.ru

https://sudir-test.mos.ru

K SMS-w o3y (Npu ero Ucnonb3oBaHum);

K SMTP (npu ero ncnonbsosaHum);

K cepBucy push-yBegomaeHui (Mpu ero Ucnosib3oBaHUm);
— K cepsucy Kafka (npu ero ncnonbszoBaHuu ans npuema cobbiTnii 6esonacHocTu).

Onsa VM-APP HyHo 3aBecTu ny6amuyHoe DNS-umsa (Hanpumep, auth . domain. ru) U BbINycTUTb TLS-cepTudmkaT
Ha auth.domain.ru WAnU * .domain.ru.

1.2.3 PeKkomeHayemble Tpeb6oBaHUA ANAa Knactepa

Cxema pa3BepTbiBaHMSA B KN1ACTePHOMN KOHPUIypauum NnpuBeaeHa Ha pUCyHKe Huxke. Cneayiite npuBeaeHHbIM B
[JaHHOM pasgene TpeboBaHMUAM MPU MOCTPOEHMMU NPOAYKTUBHBIX KOHTYPOB CUCTEM ayTEHTUGUKALLMM C BBICOKUMMU
TpeboBaHUAMM K AOCTYMHOCTU U NMKOBOW NPOU3BOAMUTENbHOCTMY.

1 Meta npusHaHa 3KCTPEMWCTCKOM opraHW3aumeii 1 3anpeweHa B Poccum, AeAaTeNbHOCTb NPUHaAnexalwmx eii cou.ceteit Facebook u
Instagram Tak:ke 3anpetieHa B PP.

1.2. CuctemHble Tpe6oBaHuA 4
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Mons3osatenun
-®

Npunoxexnns

BHewHue cepBUchl

@O0 ¢

SMTP-cepeep, BHeLuHWe cepsucsl

HTTPS Knacrep Blitz SMS-WwNio3, naeHTUdMKALMN
push-ysegomnerus (cou.cetn, 6aHkn, ECUA)
® Knacrep @
Knacr
u Beb-cepeepos nacrep CYGA
MpunoxeHns [— [
Blitz Identity Provider
SAML 2.0, !
OpenID Connect 1.0, AaMHH-cepBep u ) Knacrep LDAP
OAuth 2.0, REST API, JWT AaMUHUCTpaTop ceppepnoros )\ —
-~ = . =
-
‘ KoHconb ynpasnenus .{: BanaHcMpoBLMK
Blitz Identity Provider Knacrep ouepegu

Aik;
LLLA

[nsa pa3sepTbiBaHMA B KNacTePHOM KOHOUIYpaLMM PeKOMEHAYETCA UCMO/1b30BaTh BUPTYa/ibHble MalUMHbI (4anee
— BM) co xapaKTepUCTUKamMU U PONAMM, YKa3aHHbIMM B TabunLe HUXKe.

PekomeHgyemble TpeboBaHUA K cepBepam AN pa3BepTbiBaHUA B Knactepe

OnucaHne | Kon-g TexHWYecKne XapaKTepucTuku rno
BM 1-2 | 4aapa Uny, 416 03Y, 50 e HXMA (HDD) nginx unu HAProxy
Beb-cepBepd
(VM-WEB)
BM npu- | 2 4 appa LNY, 8 ' 03Y, 50 6 HXMA (HDD) Blitz Identity
NOXEHUM Provider: blitz-idp,
Blitz blitz-registration,
Identity blitz-recovery,
Provider blitz-keeper,
(VM-APP) blitz-panel; memcached,
JDK
BM ana | 1 2 aapa LNY, 4 T6 03Y, 100 I'6 H¥XM/, (HDD) memcached, JDK;
KOoHCcOoNU Blitz Identity Provider:
(VM-ADM) blitz-console
BM ana | 2-3 | Ona PostgreSQL: 4 sapa LMY, 8 'b O3Y, 100 b HXM/A | NO PostgreSQL (9.6 uan Ho-
CYBA (HDD) (maHHble), 50 TE HXMA (HDD) (cuctema). Ana | Bee) uam Couchbase Server
(VM-DB) Couchbase Server®: 8 agep LNY, 16 I'6 03Y, 500 I'6 | Community Edition (6.0 unu
HXMJ (HDD) (maHHbie), 100 6 H¥XMJ, (SSD) (uHaek- | HoBee)
cbl), 50 I'6 H¥XM/, (HDD) (cuctema)
BM ana | 2 4 appa LUNY, 8 6 0O3Y, 100 ' HXMA, (HDD) 389 Directory Server
LDAP
(VM-LDAP)
BM gna | 1-2 | 4aapa UNY, 8 T6 03Y, 50 16 HXMZ, (HDD) RabbitMQ sepcuu 3.7.9
cepsepa
oyepeaemn
(VM-MQ)
BM ana | 1-2 | 2appa LNy, 4 s O3Y, 50 r6 HXM/, (HDD) HAProxy, keepalived
6anaHcu-
poBLMKa
(VM-NLB)

3 https://docs.couchbase.com/server/current/install/install-linux.html
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Q coser
¢ VM-WEB:

MOHO MCNob30BaTb CYLLECTBYHOLWNIN Beb-cepBep 414 6anaHCUPOBKM Harpyskn u cHATus TLS ¢ Bxo-
adAwero TpaduKa.

® VM-APP:

Mpw BbICOKOW HarpysKke peKomeHAyeTcs pa3BepTbiBaTb Karkaoe npunoxkeHue Blitz Identity Provider B
CBOEM KJ1acTepe Ha OTAe/IbHbIX cepBepax.

® VM-ADM:
Ha 3T0T cepBep pekomeHayeTca cbop N0roB ¢ APYrx CepBepoB Knactepa.
* VM-DB:

Ona PostgreSQL pekomeHAayeTcA BblAENUTb OAMH GU3NYECKMIA cepBep MO OCHOBHOW 3K3eMnaap u
oAuH nog, peseps (standby). s Couchbase Server pekomeHayetca MuHUMmym? 3 BM.

¢ VM-LDAP:

B KayecTBe XpaHM/IMLLA MOXKHO MCMO/Ib30BaTb CYLLECTBYHOLLEE XpaHUAULLEe Ha ocHoBe LDAP, Microsoft
Active Directory, FreelPA, nMb0o MHYIO cUCTEMY XPaHEHWA YYETHbIX 3anucelt U naponel (noaxkayeHue
yepes REST KOHHEKTOp).

® VM-MQ:
Mcnonb3oBaHue cepsepa oqepep,eﬁ OonuMoOHaNbHO.
¢ VM-NLB:

BHYTpeHHMI1 6anaHCUPOBLUMK HYXKeH B Caydae Knactepusaunu LDAP 1 cepsepa odepeaeit.

Tpebyembie Bepcuu cucremHoro NO:
e OpenJDK 11, Liberica JDK 11, Axiom JDK 11 Certified nnan Oracle JDK 11;

¢ MeHegxep namsatn Memcached sBepcun 1.4.15 nau Bblwe;

Tpe6boBaHuUA K ceTeBOI CBA3HOCTU:
¢ VM-WEB gonHa 6biTb gocTynHa no 80, 443 (HTTP/HTTPS) u3 ceTeit nonb3osarteneil;

e ¢ VM-WEB ponxeH 6bITb goctyn K VM-APP no 9000 (blitz-idp), 9002 (blitz-registration),
9003 (blitz-recovery), 9012 (blitz-keeper), 9013 (blitz-panel) u VM-ADM no 9001
(blitz-console);

e ¢ VM-APP goneH bbITb gocTyn:
- K apyrum VM-APP n VM-ADM no 11211 (memcached);

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (cTaHgapTHble nopTbl Couchbase Server) uamn 5432 (cTaHZapTHbIM NopT PostgreSQL);

— KVM-LDAP (VM-NLB) no 389, 636 (ctaHaapTHble nopTbl LDAP);
- KVM-MQ (VM-NLB) no 5672 (ctaHgapTHbIi nopT RabbitMQ);

— K CcepBMCaM BHELWHUX NOCTABLUMKOB UAEHTUGMKALMM NO 443 (NPU MX UCNONb30BAHUM):

4 https://docs.couchbase.com/server/current/install/deployment-considerations-It-3nodes.html
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CcbIZIKM Ha cepBUCHI BHELLHMUX NOCTAaBLLUKOB

Tun Ccbinika
CoumanbHble ceTn https://appleid.apple.com

https://accounts.google.com
2

https://graph.facebook.com

https://ocauth.yandex.ru
https://oauth.vk.com
https://account.mail.ru

https://api.ok.ru

ECUA v undposoit npodunb | https://esia-portall.test.gosuslugi.ru
https://esia.gosuslugi.ru

BaHKu https://online.sberbank.ru
https://business.tbank.ruhttps://id.tbank.ru
https://id.vtb.ru
https://sbi.sberbank.ru:9443
https://fintech.sberbank.ru:9443
https://id-sandbox.alfabank.ru

cyanp https://login.mos.ru
https://login-tech.mos.ru

https://sudir.mos.ru

https://sudir-test.mos.ru

K SMS-wnto3y (Npu ero Ucnonb3oBaHUK);

K SMTP (npw ero ncnonb3oBaHum);

K cepBucy push-yBegomneHuii (npu ero UCnonb3oBaHuu);
— K cepsucy Kafka (npu ero ucnonbsosaHum gnsa npuema cobbitnit 6esonacHocTu).
e ¢ VM-ADM posnreH bbITb focTyn:

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (ctaHaapTHble nopTbl Couchbase Server) unmn 5432 (ctaHaapTHbIM NopT PostgreSQL);

— KVM-LDAP (VM_NLB) no 389, 636 (cTaHaapTHble nopTsl LDAP);

— KVM-APP no 22 (ssh), 514 (rsyslog), 873 (rsync), 11211 (memcached);

- K VM-MQ (VM-NLB) no 5672 (cTaHZapTHbIM nopT RabbitMQ);

— K cepsucy Kafka (npu ero ucnonbsosaHum gnsa npnema cobbitnit 6esonacHocTH)

e ¢ VM-DB ponkeH b6bITb goctyn go gpyrux VM-DB no 8091, 8092, 8093, 11209, 11210, 11211, 4369,
21100-21199,11214, 11215, 18091, 18092 (nopTbl Couchbase Server) naun 5432 (nopt PostgreSQL);

¢ ¢ VM-LDAP gonxeH 6biTb goctyn fo apyrux VM-LDAP no 389, 636 (nopTbl LDAP);
e ¢ VM-MQ goneH 6biTb gocTyn go apyrux VM-MQ no 4369, 35197, 5672.

Ons VM-APP Hy»KHo 3aBecTu ny6imyHoe DNS-umsa (Hanpumep, auth . domain . ru) v BbINycTUTb TLS-cepTudmkat
Ha auth.domain.ru WM * .domain.ru.

1.3 O6wan MHCTPYKLMA NO YCTAaHOBKE

B obuiem cnyyae yctaHoBka Blitz Identity Provider BbinonHAeTCA B ONMCAHHOW HUMKE NOCNeA0BaTENLHOCTY.

2 Meta npusHaHa 3KCTPEMMCTCKOM opraHmsaumeii 1 3anpeleHa B Poccum, AeATeNbHOCTb NPUHaANeXalmx eii cou.ceteit Facebook u
Instagram Tak:ke 3anpeueHa 8 PP.

1.3. O6wan MHCTPYKLMUA NO YCTAaHOBKE 7
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- N
Q coser

B 3aBMCMMOCTM OT UCNOAb3YEeMOM ONepaLLMOHHOM CUCTEMBI €CTb CBOSA cneLmMduKa No ycTaHOBKE HEOBXOANMO-
ro oKpyKeHus. 11 yaobcTBa BOCNONb3YNTECH IKCNPECC-UHCTPYKUMAMM 18 omeyecmeeHHbix (cTpaHuua 21)

n 3apybexcHbix (cTpaHmua 47) OC.
L J

@ BaxHo

Mepen pa3BepTbiBaHMEM O3HAaKOMbTECb C apxumeKkmypol pazeepmeigaHusa (cTpaHuua 1) Blitz Identity
Provider.

1.3.1 War1.JDK

Ha cepBepax, npeaHa3Ha4veHHbIX Ana ycraHosku MO cepsepa Blitz Identity Provider u agMUHUCTPATUBHOM KOH-
conu Blitz Identity Provider, HeobxoaMmo ycTaHOBUTb U HacTpouTb JDK 11/17, pykoBoacTeysAcb odpuLmManbHOM
CNPaBOYHON AOKYMEHTaLMEN, UCNONb3YS OAMH U3 CeAyoWMX NPOAYKTOB:

¢ OpenlDK 11/17 PekomeHayeTca Ana cepTMOULMPOBAHHOMN BepcUy;

© nNpumeyanue

Ona yctaHosku OpenlJDK 11 B CentOS n RHEL BbInoAHUTE KOMaHAy:

[sudo yum install java-ll-openjdk-devel }

e Liberica JDK 11/17°;
e Axiom JDK 11/17 Certified® PekomeHayeTca ana cepTUdULMPOBAHHOI BEpCUM;

e Oracle JDK 11/177.

1.3.2 War 2. Memcached

A Buumanue

Bepcua memcached gonkHa 6biTb 1.4.15 nnu soiwe. Cepsuc memcached fonkeH 6biTb yCTaHOB/IEH Ha cep-
Bepax, npeaHasHaYyeHHbIX ANS ycTaHoBKM cepBucos Blitz Identity Provider: blitz—console, blitz—idp,
blitz-registration,blitz-recovery.

CentOS n RHEL

1. BbINONHUTbL KOMAHAY:

[yum -y install memcached

2. MNocne 3aBepLueHUn YCTaHOBKM A,06aBUTb CEPBUC memcached B aBTO3aMyCcK M 3anyCTUTb CEPBUIC:

systemctl enable memcached
systemctl start memcached

5 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
6 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.17/
7 https://www.oracle.com/java/technologies/javase/jdk11-archive-downloads.html
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Astra Linux Special Edition 1.6

1. BbINOAHUTL KOMaHAy:

[aptfget install memcached

2. lNocne 3aBepLUEHNA YCTAaHOBKMU p,O6aBMTb cepBUC memcached B aBTO3anyCcK M 3anyCTUTb CEPBUC:

systemctl enable memcached
systemctl start memcached

@ BaxHo

CepBuc memcached 3anycKkaeTca Ha NopTy 1121 1. Hy}KHO ybeauTbcA, UTO 3TOT NOPT OTKPBIT HA MEXKCeTeBbIX
3KpaHax U MOXKET BbITb UCMO/Ib30BaH AN COeAUHEHMA MeKay cepBucamu Blitz Identity Provider.

1.3.3 War 3. Cyb/

YcraHoBKa Couchbase Server

MHcTpyKumsa no yctaHosKke Couchbase Server npusogutca ans CentOS 7 n RHEL 7. B cnyvae pa3BepTbiBaHUA NOA4,
OTeYyecTBEHHble onepauMoHHble cucTeMbl B Kavectse CYB/l pekomeHayeTca ncnonb3oBatb PostgreSQL.

1. YctaHoBuUTbL Couchbase Server Ha KaxAablit U3 BblAe/IeHHbIX Nog ycTaHoBKY CYB/l cepBepoB COrNacHO UH-
cTpyKumn', Anctpnbytns Couchbase Server MosKHO ckayaTb 3gecb!l.

@ BaxHo

B DEV/TEST-cpegax aonyctumo Couchbase Server ycraHasansaTb Ha cyliecTsylolimne cepsepa c Blitz
Identity Provider, Ho B 3TOM c/lydae Hy»KHO y4ecTb, uTo B Couchbase Server ucnosb3yercs cBos BCTPOEH-
Haa memcached-cny6a, 1 BO nsbexkaHme KOHPMKTA HEOHXOAMMO CKOPPEKTUPOBATbL UCMONb3yeMble
Memcached noprsi B Blitz Identity Provider/Couchbase Server.

. Jo6asutb cepsuc Couchbase Server B aBTo3anyck 1 3anycTuTb CEPBUIC:

systemctl enable couchbase-server
systemctl start couchbase-server

MposepuTb PaboTOCNOCOBHOCTL CEPBMUCA, BbIMONHWUB KOMAHAY:

[systemctl status couchbase-server

4. ViHnumann3mpoBaTb Ha Kaxaom cepeepe knactep Couchbase Server cornacHo MHCTpyKUmK!? (Ha nepsom
cepBepe MHULMANM3UPYETCA KAcTep, OCTaNbHbIE CEPBEPa BK/IIOYAKOTCA B KAacTep). Bce HAaCTPOMKM MOXKHO
3a4aTb KaK NPea/ioXKeHo No YMOAYaHMIO, TO/IbKO HYXKHO 415 KaX40ro cepsepa B hostname 3a4aTb NoAHOE
nMsA cepBepa. B KauecTBe MMeHM cepBepa He peKkoMeHayeTca MCnonb3oBaTh ero IP-agpec.

Ha niobom m3 cepsepoB knactepa Couchbase Server BbINnoAHWTL CKpunT no noarotoBke Couchbase
Server K ucnonb3oaHuto Blitz Identity Provider. CKpunT HaxogaTcs B AMPEKTOPUUN couchbase B apxuse
resources.zip B cocTtaBe AucTpmbyTmea Blitz Identity Provider. CKpunT Hy»XHO cKonMpoBaTb Ha Ntobow
cepBep knactepa Couchbase Server, nepeiti B AMPEKTOPUIO U BbINOJHUTb CKPUNT CO34aHNA bucket s ANA
XpaHeHua nHoopmauymm Blitz Identity Provider n nHaekcos ana BbINOAHEHWS NOMCKOBbLIX 3anpocos Blitz
Identity Provider B BA:

10 https://docs.couchbase.com/server/current/install/install-linux.html
11 https://www.couchbase.com/downloads
12 https://docs.couchbase.com/server/current/manage/manage-nodes/initialize-node.html
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[. /cb_init.sh }

B npouecce BbINONHEHUA CKpMNTa I'IOHa,El.06I/ITCF| BBECTU!

¢ uma URL cepsepa Couchbase Server — BBeCTM CTpOKY BMAA http://<hostname>:8091, rae B Kauye-
cTBe hostname yKa3aTb MMA XOCTa cepBepa, C KOTOPOTrO BbINOMHAETCA CKPUNT;

® JIOMVH yquHoﬁ 3anNncn agMUHUCTPATOpPa Couchbase Server — 3a4aeTca npu uHnUnanmnsaumnm Knacre-
Pa npu BbiNONIHEHUN Npeablaywero NnyHKTa MHCTPYKUWK;

® Maposib y4eTHOM 3anucu agMmuHuctpatopa Couchbase Server — 3agaetca Nnpyv UHMLMAAN3ALMMU KNa-
cTepa Nnpu BbINOJIHEHUM NpeablAyLLEero NyHKTA MHCTPYKLNK;

* N0rvH yyeTHoM 3anucu Couchbase Server, KoTopas co3aacTca B NpoLecce BbIMNOJHEHMA 3TOMO CKPUNTa
ANna nogKknoyeHnn cepsucos Blitz Identity Provider;

© coser

PekomeHayeTcs 3a4aTb UMA blitz.

* naponb yyeTHoi 3anmcm Couchbase Server ana nogkntodeHus npuaoxkeHui Blitz Identity Provider.
6. Mocne BbINOAHEHMA CKPUNTa NPOU3BECTM CNEAYIOLNE HACTPONKM:

1. B KoHconu agmuHucTpuposaHusa Couchbase Server oTpegakTMpoBaTb HAaCTPOMKM KOAMYECTBA KoMK
[AaHHbIX HA pa3nyHbIX sk3emnaapax Couchbase. nsa atoro B meHto Buckets nooyepeaHo BbibpaTh
KaXKabl bucket, HaXKaTb Ha Hem Edit 1 3a4aTb 3HaueHMe HacTpoikmM Enable B 610Ke Replicas 1 ycTa-
HOBUTb YMCNO penauk. s Knactepa U3 Tpex CepBEPOB PeKOMEHAYETCs 334aTb B HACTPOMKe 3Ha-
YyeHue 1 ANa uncna pennuk. 3aTem B MeHIo Settings pekomeHAyeTcA BKAOYUTL HacTponKy Enable
auto-failover n 3agatb 3HaueHune «Timeout» B 30 cekyHp, (auto-failover 6yaeT paboTaTb, TONbKO ecn
B Knactepe CYB/l He meHee 3 cepBepPOB M HACTPOEHA peniMKauma and bucket).

2. HactpouTb pesepBHOe KONMpOBaHUe BA3.

YcTaHOBKa U HacTpoiKa PostgreSQL

A Buumanue

Bepcua PostgreSQL gonxHa 6biTb 9.6 nan HoBee.

CentOS n RHEL

YctaHoBMTb PostgreSQL cornacHo MHCTpyKumnl?,

Astra Linux Special Edition 1.6:

1. BbINONHUTbL KOMaHAY:

[aptfget install postgresqgl

2. lMocne 3aBepLIEHNA YCTAHOBKKM 3aNyCTUTb CEPBUC:

[systemctl start postgresqgl

Mocne 3aBeplueHUs ycTaHoBKK PostgreSQL B BbibpaHHON OC HEOBXOAMMO BbINOJAHUTL CKPUMT MO NOATOTOBKE
PostgreSQL Kk ucnonb3osaHuio Blitz Identity Provider. CKpunTbl HaxoAATCA B AMPEKTOPUM postgres B apXu-
Be resources.zip B coctaBe auctpubytuea Blitz Identity Provider. CKpMnTbl HY}XHO CKONWPOBaTb Ha cepeep
PostgreSQL, nepenTn B AUPEKTOPMIO U MO O4YEepPeaU BbINOIHUTb KOMAHAbI:

13 https://docs.couchbase.com/server/current/manage/manage-backup-and-restore/manage-backup-and-restore.html
14 https://www.postgresql.org/download/linux/redhat/
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su - postgres

createdb blitzdb

psql

CREATE USER blitz WITH ENCRYPTED PASSWORD

GRANT ALL PRIVILEGES ON DATABASE blitzdb TO blitz;
GRANT ALL ON ALL TABLES IN SCHEMA public TO blitz;

psgl —-d blitzdb -U blitz -f 000-SCRIPTO000.sgl

psgl -d blitzdb -U blitz —f NNN-SCRIPTNNN.sqgl

'set—-your-pwd';

J

Bmecto set-your-pwd HYXHO BCTaBMUTb Maposb, KOTOpHm 6MQET MCcNoNb30BaTbCA O/214 NOAKNHOYEHUNA K

PostgreSQL.

Bmecto 000-SCRIPTO000.sgl ..

postgres/ddl M3 apxuBa resources. zip. Hanpumep:

NNN-SCRIPTNNN.sql HYKHO BCTaBUTb MMEHa CKPUNTOB M3 AUPEKTOPUM

psgl -d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl -d blitzdb -U blitz

=it
=i
-f
-f
=it
=it
=i
-f
-f
=it
=i
=i
=i
-f
=it
=i
=it
=i
-f
-f
=it
=it
=i
=i
-f
=it
=i
=it
=i

000-service-tasks.sqgl
00l-init-database.sqgl
002—new_pp_columns.sqgl
003-usd_id_table.sql
004-usr_auth_table.sqgl
005-usr_agt_table.sqgl
006-usr_htp_hmc_alg.sql
007-usr_atr_cfm.sqgl
008-wak.sqgl
009-fix_pp_column.sqgl
010-add_usr_prp.sqgl
01ll-pp_audit.sqgl
012-geo_to_audit.sqgl
013-tasks.sqgl
0l14-sec_ch_ua.sql

015-5.12.0.sq9l
016-5.13.0.s9l
017-5.15.0.s9l
018-5.17.0.sq9gl
019-5.18.0.s9l
020-5.20.0.s91
021-5.21.0.s9l
022-5.23.0.s9l
023-5.26.0.s9l
024-5.27.0.sq9l
025-5.28.0.sq9l
026-5.29.0.s9l
027-5.30.0.s9gl
028-5.31.0.sq9l

Mocne BbINOAHEHMA CKPUNTa HEOBXOAMMO HaCTPOUTb pe3epBHoe KonuposaHue 516,

1.3.4 War 4. RabbitMQ

OnunoHanbHO

YcTaHOBKa cepBepa odepeaeit RabbitMQ onuyoHanbHa n Tpebyetca, ecnun cepsep oyepeaeit byget ncnonbso-
BaTbCA ANA nepedayu cobbimuli 8 cMexHble cucmemsi (cTpaHuua 342) nnu B KadecTBe b6pokepa coobuieHuli

16 https://postgrespro.ru/docs/postgresql/9.6/backup-dumpi#backup-dump-all
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(cTpaHuua 344).

CentOS n RHEL

YctaHoBUTL RabbitMQ cornacHo nHcTpykummn®.

Astra Linux Special Edition 1.6:

1. BbINONHUTb KOMaHAY:

[aptfget install rabbitmg-server

2. lNocne 3aBepLUeHNA YCTAaHOBKU 3aNyCTUTb CEPBUC:

[systemctl start rabbitmg-server

1.3.5 LWar 5. Blitz Identity Provider

[na yctaHOBKM cepBUCOB blitz—console,blitz-idp,blitz-registration,blitz-recovery UCNONb3Yy-
eTCs eAMHbIN YCTAHOBILUMK blitz-5.X.X.bin.

@ BaxHo

KoHconb ynpasieHns MOXKHO YyCTaHOBUTb Ha N1t0boi cepBep, rae yctaHosseH cepsep Blitz Identity Provider,
HO peKoMeHAyeTCA BblAENINUTb NOA YCTaHOBKY KOHCO/IM YNPaBAeHNA OTAENbHbIM aAMUHUCTPATUBHBIN cepBep.
Ha cepBepe npeasaputesibHO A0NXKHbI BbITb ycTaHoBAEHbI JDK (cTpaHuua 8) 1 memcached (cTpaHuua 8).

Jna ycTaHOBKM NPUNOXKEHUIM blitz—console, blitz—idp, blitz-registration,blitz-recovery Heob-
XOANMO:

1. HanpepgHa3sHayeHHble 417 YCTAaHOBKM CepBeEpPA CKOMMPOBaTb (Hanpumep, B AUPEKTOPUIO /tmp) U3 AUCTPU-
6yTuBa Blitz Identity Provider ¢palin blitz-5.X.X.bin.

2. 3anycTuTb YCTaHOBWMK blitz—-5.X.X.bin, yKa3aB napameTpbl 3anycKa:

e —i — CMNWCOK YCTaHaB/AMBaEMbIX MPUIOXKEHUN, pasfeneHHbix yepe3 npoben (Hanpumep, idp
console registration recovery);

© Coser

Ecnu Ha cepBepe yxke ycTaHoOB/eHbl KOMNoHeHTbI Blitz Identity Provider, To 3anyck ¢ napameTrpom
»-1 KaK OOHOBUT TEKYLLME NPUNOKEHUA, TaK U YCTAHOBWUT 3aZaHHble B MapameTpe.

e —j —3HadyeHMe JAVA_HOME — AMPEKTOPMS, B KOTOPYIO Ha cepBepe ycTaHoseH JDK.

* —d— gMpeKTopuA YCTaHOBKKN cepBMCOB (ONUMOHaNbHO). Ecnn napameTp He yKas3aH, TO yCTaHOBKa by-
AeT npousBedeHa B ANPEKTOPUIO /usr/share/identityblitz.

JlvctuHr 1: Mpumep 3anycka yCTaHOBLMKA

cd /tmp
chmod +x blitz-5.X.X.bin
./blitz-5.X.X.bin —— —-j /opt/oracle/jdk —-i "idp console recovery registration"

17 https://www.rabbitmg.com/install-rpm.html
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JNnctunr 2: NMpumep ycTaHOBKM B KaTanor /opt/blitz

/tmp/blitz-5.31.0.bin —— -j /usr/lib/jvm/java-1l1-openjdk -i 'idp console' -d /
—opt/blitz

JlvctuHr 3: Mpumep BbIBOAA B KOHCO/b NMPpU paboTe yCTaHOBLLMKA

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing Blitz IDP 100%

R R b b I b b b S I b b b b b b b I b b b 2 b b b b b b b b 2 b b b b 2 b b S I b b b 2 b b b b 2 b b b 2h 2 b b b i
Application blitz-registration installed

Application blitz-recovery installed

Application blitz-console installed

Application blitz-idp installed

R R b b b I b b b S I b b b I b b b b I b b b 2 b b b b I b b b b I b b b b b b S I b b b I b b b b 2 b b b 2 2 b b b i

3. Co3patb pain blitz_param.txt, B KOTOPOM 334aTb NepPBUUYHbIE HAacTpoliku Blitz Identity Provider:

Couchbase Server
e DOMAIN — BHELUHee MMA AOMeHa, Ha KoTopom byaeT dyHKUuMoHMpoBaTh Blitz Identity Provider;

® ROOT_CONTEXT — URL-nyTb, Ha KoTopom 6yaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

© nNpumeuanne

Ecamn napameTp He yKasbiBaTb, TO N0 yMmonYaHuio byaert 3agaH /blitz.

e ADMIN_USERNAME — MMS YYETHOM 3anncu agMmMHUCTpaTopa B Blitz Identity Provider;

© nNpumevanue

Ecnu napameTp He yKasbliBaTb, TO MO YMOMYaHUIO ByaeT 3agaH admin.

e ADMIN_PASSWORD — NapO/b OT y4E€THOM 3anucu agMmuHucTpaTopa B Blitz Identity Provider;

¢ KEYSTORE_PASSWORD — Napo/ib OT CO34aBaemMoro B npouecce yCTaHOBKN KNKOYEBOro KOHTeﬁHepa;

© nNpumeuanne

Ecaun napameTpbl ADMIN_PASSWORD M KEYSTORE_PASSWORD He YKa3blBaTb, TO 3TV Napoaun byayTt
aBTOMaTMUYECKM CTeHepPUPOBaHbI U BbiBEAEHbI B pe3ynbTaTax paboTbl CKpunTa KOHUrypaumu.

e MEMCACHED_SERVERS — agjpeca cepBepoB C memcached,

e DB_MODE — ucnosnb3syemas CYBA: cB ana Couchbase Server;

* CB_NODES — agpeca cepepos ¢ CYB/, Couchbase Server;

® CB_USERNAME — UMA y4eTHol 3anucu B CYB/ Couchbase Server (no ymonuaHuto blitz);
® CB_PASSWORD — naposb OT y4yeTHo 3anucu B CYB/, Couchbase Server;

e TRUSTED_SERVERS — aZipeca nogceteli cepsepos ¢ cepsucamu Blitz Identity Provider (no ymonua-
HWMI0 127.0.0.1/32).

e APP_NODE_LIST - CMMCOK HOZ cepBepoB c cepBucamu Blitz Identity Provider, Ha KoTopble A0NXHa
BbIMNO/IHATLCA CUHXPOHMU3ALMA KOHOUTYpaL UK.
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© nNpumeuanue

MapameTp APP_NODE_ LIST 3a4aeTcA TO/IbKO NPW KNacTePHOM YCTaHOBKE. 3HaYeHue 3a-
nucbiBaeTcA B /etc/default/blitz-console.

JincTtunr 4: NMpumep daiina

DOMAIN=test

MEMCACHED_SERVERS="192.168.122.10 127.0.0.1"
APP_NODE_LIST=""

DB_MODE=CB

CB_NODES="192.168.122.20 192.168.122.21 192.168.122.22"
CB_USERNAME=blitz

CB_PASSWORD=12ABcd45

PostgreSQL
e DOMAIN — BHeLIHee UMA AoMeHa, Ha KoTopom byaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

e ROOT_CONTEXT — URL-nyTb, Ha KoTopom byaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

© npumeuanue

Ecamn napameTp He yKasbiBaTb, TO N0 yMoNYaHuUIo byaeT 3agaH /blitz.

* ADMIN_USERNAME — MMS Y4E€THOM 3anMcu agmuHucTpaTtopa B Blitz Identity Provider;

© nNpumeuanne

Ecnv napameTp He yKasblBaTb, TO MO YMOAYAHUIO 6y,£I,ET 334aH admin.

e ADMIN_PASSWORD — Napo/b OT y4eTHOM 3anucu agmuHucTpartopa B Blitz Identity Provider;

¢ KEYSTORE_PASSWORD — Napo0/ib OT CO3aBaemMoro B npouecce yCTaHOBKK KNKOYEBOro KOHTeﬁHepa;

© npumeuanue

Ecam napameTpbl ADMIN_PASSWORD M KEYSTORE_PASSWORD He YKa3blBaTb, TO 3TV Naponu byayT
aBTOMATMYECKM CTeHepPUPOBaHbI U BbiBeAEHbI B pe3ynibTaTax paboTbl CKpunTa KOHUrypauuu.

e MEMCACHED_SERVERS — afjpeca cepBepoB C memcached,

e DB_MODE — ucnonb3dyemasa CYB/: PG ana PostgreSQL;

® PG_HOSTNAME — agpec CYB/, PostgreSQL;

® PG_PORT - NOPT NoAKA4eHUs K PostreSQL, No ymonyaHuto 5432;

e PG_DB_NAME —uma bJ] 8 CYB/, PostgreSQL;

@ coser

PekomeHayeTca ncnonb3osatb blitzdb.

® PG_USERNAME — UM#A y4eTHoM 3anuncu B CYB/ PostgreSQL;
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Q coser

PekomeHayeTca ucnonb3oBatb blitz.

PG_PASSWORD — Napo/ib OT y4yeTHol 3anucu B CYB/, PostgreSQL;

TRUSTED_SERVERS — agpeca noacetei cepsepoBs ¢ cepucamu Blitz Identity Provider (no ymonya-
HWMI0 127.0.0.1/32).

APP_NODE_LIST - CNUCOK HOZA, cepBepoB ¢ cepBucamu Blitz Identity Provider, Ha KoTopble A0MKHa
BbIMNO/IHATLCA CUHXPOHU3ALMA KOHOUTYpaL UK.

© nNpumevanue

MapameTp APP_NODE_LIST 3a43€TCA TO/IbKO NPU KJacTepPHOMN ycTaHOBKe. 3HayeHue 3a-
nucoblBaeTcA B /etc/default/blitz—-console

Jnctuur 5: Npumep darina

DOMAIN=test

ROOT_CONTEXT=/blitz

APP_NODE_LIST=""
MEMCACHED_SERVERS="127.0.0.1 192.168.122.96"
DB_MODE=PG

PG_HOSTNAME=192.168.122.20

PG_PORT=5432

PG_DB_NAME=blitzdb

PG_USERNAME=blitz

PG_PASSWORD=123456
TRUSTED_SERVERS="127.0.0.1/32 192.168.122.96/32 192.168.122.0/24"
ADMIN_USERNAME=adminl
ADMIN_PASSWORD=0123456789
KEYSTORE_PASSWORD=0123456789

4. 3anycTUTb CKPUNT CUHXPOHM3AUMM B PEXKMME NEPBOHaYabHOM HacTponKkK Blitz Identity Provider (init),
yKa3aB nyTb K Galny blitz_param.txt:

[/usr

/share/identityblitz/scripts/configure.sh -f blitz_param.txt

B pes
3aH N
Hepa

y/ibTaTe BbINOJIHEHMA CKPUNTA ByAYT HAaCTpOeHbl KOHPUTYpPaUMOHHbIe daisibl, CreHEPUPOBaAH M NOKa-
ornH/naponb agMmuHuctpatopa Blitz Identity Provider, creHepupoBaH Naposib OT KNHOYEBOTO KOHTEM-
n SSH-kntou.

A

SSH-K/Il04 MCMONb3YyeTCA MPU HACTPOWKE KNACTepHOW KOHQUrypauum ans mpucoeduHeHus cepeepa
(cTpaHmua 16) K KnacTepy.

BHumaHue

* Kk ok x

Your
Your
http
http
Admi
pass

R IR b b b I b b b I 2 b b S S b b b A b b b b b b b I I b b b b I b b b 2 2 b b b 2 b b b I I b b b b 2 b b b i

Blitz Identity Provider configured on domain: sso.orb.local
Blitz Identity Provider Console available on addresses:
://sso.orb.local:9001/blitz/console
://app02:9001/blitz/console

nistration user credentials of Blitz Console: username - admin
word — oracle_1

(npogonkaertca Ha cieayloLen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
Your can change user credentials at file - /usr/share/identityblitz/blitz-—
—config/credentials
Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:
- JWS (RSA256) keypair - jws_rs256_rsa_default
- AES (AES128) security key - jdbc
SSH key for synchronization service:
ssh-ed25519..
—AAAAC3NzaCl1ZDIINTESAAAAIDAK7051BwSDtcboxuyZAdSDovmQVzalHHNIJCZIkZAD..
—blitz@app02

R R I e b b I I S i I I R b I R S b b b b b I b b I e b b S b i I b b b b b 2 b I b b b i b b i b i

Q coser

Ecnm npu 3anycke ycTaHOBLMKa BblIM A0ONYLEeHbl OLNMOKM BBOAA, TaK YTO YCTaHOBKA bblna nposeaeHa
C HENPaBMW/IbHbIMM NapameTpamMm, TO MOMKHO BOCMO/Ib30BATLCA CNEAYHOWEN KOMaHAOM ANA yaaneHus
balino., KOTopble CO34aN YCTAHOBLUMK, YTOObI MMETb BO3SMOXKHOCTb BHOBb MPOBECTU YCTAHOBKY Hauu-
cTO:

rm -rf /usr/share/identityblitz /etc/default/blitz-* /etc/blitz-* /var/log/
—identityblitz/ /lib/systemd/system/blitz-*

5. Oo6aBuTb CepBMUCHI B aBTO3aMyCK Ha COOTBETCTBYIOLLMX UM CepBepax 1 3amnyCcTuTb UX:

systemctl enable blitz-console
systemctl start blitz-console
systemctl enable blitz-idp
systemctl start blitz-idp

systemctl enable blitz-registration
systemctl start blitz-registration
systemctl enable blitz-recovery

systemctl start blitz-recovery

1.3.6 LLar 6. HacTpoiika Knactepa (onuMoHanbHoO)

Mpwu paseepTbiBaHMK Blitz Identity Provider B Knactepe Heob6xo4MMO HAaCTPOUTb CUHXPOHM3ALMIO KOHPUTYpaLLUn
MeXAy ero cepsepamm.

[DeiicTBUA Ha cepBepe C KOHCO/bIO ynpaB/ieHuA

1. YcTaHOBUTbL rsync:

{sudo yum install rsync

unu (gna Astra Linux Special Edition 1.6)

[sudo apt install rsync }

2. [06aBUTb CEPBUC CUHXPOHU3ALUUN blitz—-sync B aBTO3aMNyCK W 3aMyCTUTb:

systemctl enable blitz-sync
systemctl start blitz-sync

( © nNpumeyanue 1
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¢ CepBuC CMHXPOHM3ALMK yNIPaBAsAeTCA Yepes systemct 1.
* lcnonHAeMbl CKPUNT cepBuca: /usr/share/identityblitz/scripts/blitz-sync.sh
e Jlorn cepsuca: /var/log/identityblitz/blitz-sync.log.

¢ CMWCOK HOA ANA CUHXPOHU3ALLMM 3343€TCA B NapameTpe APP_NODE_LIST NpU Nep8oHa4aabHol
Hacmpolike cucmemsl (cTpaHuua 12), inbo B paine /etc/default /blitz—console, €CAN CU-
cTeMma y¥Ke co3gaHa.

3. [o6aBuTb B KNacTep cepeepbl C NPUNOKEHUAMU blitz-idp, blitz-recovery, blitz-registration.
[1nA 3TOro 3anycTmTb CKPUNT CUHXPOHU3ALMK B pexkume join. B napamerpe -k 3apaerca SSH-kntou, nony-
YEeHHbIN ana ,CI,06aBI'IﬂeMOFO cepeepa npu BbiINOZIHEHUN CKPUNTA CUHXPOHU3AUWNN B pexrume rnepeoHa4ar1b-
Holi Hacmpoliku (cTpaHuua 12).

/usr/share/identityblitz/scripts/configure.sh -k 'ssh-ed25519.
—AAAAC3NzaCl1ZDIINTESAAAATKANPkYWquObzg9CVVvM18HYJua/y915+0CiTd4ELtOGX V..
—blitz@app02' join

[DeiicTBua Ha ocTanbHbIX cepBepax Blitz Identity Provider

YCTaHOBUTb rsync:

[sudo yum install rsync }

unu (ana Astra Linux Special Edition 1.6)

[sudo apt install rsync }

1.3.7 War 7. Be6-cepBep

B KauecTse Beb-cepBepa PeKOMeHAYeTCA UCMOo/Ib30BaTb Nginx nam HAProxy.

nginx

Mpumep HacTpoeyHoro dalina aas nginx BKAOYEH B ANCcTpnbYTMB Blitz Identity Provider —ato pannblitz-idp.
conf U3 AMPEKTOPUM nginx B apXUBE resources . z1ip. Hy}KHO CKOPPeKTUPOBaTb cneaytroLume 610KM HacTpoeK,
nocsie yero 3arpysutb ¢ann Ha cepeep c nginx (Katanor /etc/nginx/conf .d):

1. CKoppeKTUpoBaTb 60K HACTPOeK BanaHCUPOBKMU:

upstream blitz-idp {
server [BLITZ-IDP-NODE-01]:9000 max_fails=3 fail_timeout=120;
server [BLITZ-IDP-NODE-02]:9000 max_fails=3 fail_timeout=120;
}
upstream blitz-reg {
server [BLITZ-REG-NODE-01]:9002 max_fails=3 fail_timeout=120;
server [BLITZ-REG-NODE-02]:9002 max_fails=3 fail_timeout=120;
}
upstream blitz-rec {
server [BLITZ-REC-NODE-01]:9003 max_fails=3 fail_timeout=120;
server [BLITZ-REC-NODE-02]:9003 max_fails=3 fail_timeout=120;
}
upstream blitz-console {
server [BLITZ-CONSOLE-NODE-01]:9001 max_fails=3 fail_ timeout=120;

MapameTpbl UMEIOT cneaytowme HasHavyeHus:
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® [BLITZ-%%%-NODE-XX] —uMeHa (hostname) cepBepoB c cepsucamu Blitz Identity Provider (b1itz-idp,
blitz-registration,blitz-recovery);

® [BLITZ-CONSOLE-NODE-01] —uMA (hostname) cepBepa c Blitz Console.

2. CKoppeKTUpoBaTb 610K HaCTPOEK TEPMUHUPOBAHUSA TLS:

ssl_certificate [BLITZ-SSL-CERT-FILE];
ssl_certificate_key [BLITZ-SSL-PRIVATEKEY-FILE];

MapameTpbl UMEIOT cneaytowme HasHaueHusn:
e [BLITZ-SSL-CERT-FILE] — nyTb (NnosHoe ums) K dpaiiny c TLS-ceptnudukatom cepsepa;
® [BLITZ-IDP-CONSOLE-NODE-01] — nyTb (NoAHOE ums) K paiiny ¢ TLS-Kntoyom cepeepa.

3. Cnepyet y4yecTb, uto Blitz Identity Provider urHopupyet 3aronoBoK X-Forwarded-Proto https, €cin B
nginx Xx-Forwarded-For coaep*uUT bonee ogHoro IP-aapeca, Hanpumep:

[proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for; }

B sTOm cnyyae pekomeHayeTcAa MCNOb30BaTb Caeaylollee 3Ha4YeHne JUPEKTUBDI:

[proxy_set_header X-Forwarded-For S$client_ip }

Mpun 3ToM client_ip BbIMUCAAETCA C NOMOLLbIO map. M3 cnncka Bceraa scerga beperca nepsoe sHayYeHue:

map S$http_x_forwarded_for $client_ip {
default Sremote_addr;
"~ (2<IP>([0-91{1,3}\.){3}[0-91{1,3})*" SIP;
A (2<IP>([0-9]14{1,3F\.){3}[0-91{1,3}),.*" $IP;

4. CKoOnMpoBaTb Ha cepBep Nnginx B Manky /usr/share/nginx/html NanKky static_errors ¢ ¢pannamm
cTpaHuL, oTobparkeHma owmnbok cepsepa. Painbl ¢ npumepamu odopMNEHUA CTPaHMUL, OLIMBOK MOXKHO
B3ATb B AucTpmbyTtuse Blitz Identity Provider —3To nanka static_errors B apxmMBe resources.zip.

HAProxy

Mpumep HacTpoeyHoro dalina ana HAProxy BKAtoueH B guctpubytus Blitz Identity Provider —sTo daitn haproxy .
cfg U3 AMPEKTOPUN haproxy B apxmBe resources . zip. KOHPUrypaumoHHbi dainn paccuntaH Ha HAProxy Bep-
CUKM 2.2+, NOCKONIbKY B 6/10KE MCNONb3YIOTCA AMPEKTMBLI http—errors, errorfile, errorfiles ANA nepe-
onpeaeneHuns NCnonb3oBaHUA CTpaHML, oWNBOK 13 noctaBku Blitz Identity Provider.

A Buumanue

CTaTUyYeCcKuii KOHTEHT, B oTiM4ume oT nginx, HAProxy He nogaep:kueaeTca. MU3o6paxkeHus, favicon u 1. n. Heob-
XOAMMO NOArPY»KaTb C OTAE/NbHOro cepBepa. 3a 3To OTBeYaeT NPaBuo acl is-blitz-static, mapwpyt
use_backend blitz-static if is-blitz-static M backend blitz-static.

1. Bnokglobal - onpefensieT cMCTEMHbIe NapaMeTpbl (M0b30BaTe b, OT UMEHM KOTOPOTO BbINOHAETCA NPO-
Lecc, napamMeTpbl 10rMPOBaHMUSA, pa3peLleHHble aaropuTMbl WNQPOBaHUA U T.4.).

2. CeKumua defaults - onpesenser obwue napameTpbl 410 CAeAyOLMX 33 HUM CEKLUN.

3. CeKuua frontend - onpeaenser npasuaa 06paboTKM BXOAALLMX 3aNPOCOB.

4. Cekums backend - ONMUCbIBaeT cepBepbl, KOTOPbIM ByAyT NepeHanpaB/ieHbl 3anpochl.
OCHOBHOW MHTepec NpeacTaBnatoT cekumm backend ¢ BKAHOUYEHHbBIMM aKTUBHbBIMM NPOBEPKAMMU:

1. 3anyctuTb anropuTm 6anaHCMPOBKU:
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[balance roundrobin

2. Brkatountb HTTP-npoBepku backend:

[option httpchk

3. OTKpbITb HOBOE COeANHEHMUE:

[http—check connect

4. OTtnpasuTb get-3anpoc K Sik:

[httpfcheck send meth GET uri /blitz/profile hdr Host rocky8

5. MpoBepuTb YCTaHOBKY ceccMoHHoM cookie blc:

[httpfcheck expect hdr name set-cookie value -m beg "blc="

6. MpoBepuTb HaNMuUMe peamnpeKTa:

[httpfcheck expect status 303

7. TMoABATCA 3aNUCK ANA KaXKAOro cepBepa NPUAoNKeHUn. MHTepBaa NpoBEPKM cepBepa COCTaBAAET 5 CEKYHA,
B cnyyae 2-x olMBOK Noapas NOMEeTUTb Kak HeAoCTynHbI. Mocne 1-o0i ycnewHo NpoBepKM NOMETUTb KaK
[OCTYMHbIN.

8. KoHTponunpoBaTb NOTOK OWMOOK Ha yposHe |7. Ecan Bo3HMKHeT 6onee 10-Tn ownboK, Toraa NoMeTUTb Kak
HeaocTynHbIN. Mpu ycnewHom health-check 6yaet oTmeueH, Kak 4OCTYMHbIN.

9. MocTeneHHo BBeCTM B HanaHcMpoBKy 3a 10c:

server blitz-idp-local 127.0.0.1:9000 check inter 5s rise 1 fall 2 observe.

—~layer7 error-limit 10 on-error mark-down slowstart 10s

1.3.8 Lar 8. LDAP-kaTtanor

OnuuoHanbHO

@ Cm. TaKke

Crucok noooepxcusaemsix KAmaso208 (cTpaHuua 1).

B cnyyae HeobxoaMMOCTM pa3BepTbiBaHUA HoBoro LDAP-kaTanora pekomeHayetcs B KadecTse LDAP-kaTanora uc-
nosib3oBaTb 389 Directory Server, KoTopblit BxoauT B cocTaB OC:

CentOS n RHEL

1. BbINONHUTL KOMaHAbl YCTaHOBKM:

yum install 389-ds-base 389-adminutil 389-admin 389-admin-console 389-console.

—389-ds—console

yum install xauth

2. YcTaHOBUTb 1imits B COOTBETCTBMMU C pekomeHgaumamm 389 Directory Server:

echo
echo
echo
echo

"fs.file-max = 64000" >> /etc/sysctl.conf

"* soft nofile 8192" >> /etc/security/limits.conf
"* hard nofile 8192" >> /etc/security/limits.conf
"ylimit -n 8192" >> /etc/profile

1.3. O6wan MHCTPYKLMUA NO YCTAaHOBKE
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3.

MHununanusmposatb LDAP-kaTtanor. OTBeTUTb Ha BONPOCHI YCTAHOBLMKA:

[

setup-ds—admin.pl

4.

Mocne 3aBeplueHMA YCTaHOBKM A06aBMTb LDAP-KaTanor B aBTO3anycK v 3anyCcTuTb CEPBUC:

systemctl enable dirsrv.target
systemctl start dirsrv.target

Astra Linux Special Edition 1.6

1.

BbInonHUTL KOMaHAYy YCTaHOBKU U CKPUNT UHUUUANU3ALUNU KaTasl0ra:

L

apt-get install 389-ds-base
setup-ds

. Nocne 3aBepLleHna ycTaHOBKM fobaBuTb LDAP-KaTanor B aBTo3anycK 1 3anyCcTUTb CEPBUC:

-

L

systemctl enable dirsrv.target
systemctl start dirsrv.target

MNocne yctaHoBKKM 389 Directory Server BbINO/JIHUTL €r0 HACTPOMKY A1 NOLFOTOBKM UCMO/1b30BAaHUA COBMECTHO C
Blitz Identity Provider. Qns sToro:

1.

CronupoBsaTtb Ha LDAP-cepBep KoHOUrypaumnoHHble ckpunTtbl LDAP 13 cocTaBa anctpubyTmea Blitz Identity
Provider (3To nanka 1dap B apxuBe resources.zip).

BbINO/IHWUTL CKPUMT NepBOHaYa/IbHOM HACTPOMKM 1dap_init . sh — CKPUAT CO3AACT BETKY sub ANA xpaHe-
HUA I'IO}'IbSOBaTeﬂel‘;I, CEepPBUCHOTO NoJsib3oBaTeNna reader, HACTPOUT NpPaBa AOCTyMNa NO/Ib30BaTe/IA U €ro na-
POJIbHYIO MOAWUTUKY (6eccpoUHbIi Naponb ANA CePBUCHONO NOAb30BaTens), CO3A4acT Knace blitz-schema
c aTpubytamu uid, mail, mobile, sn, name:

chmod +x ldap_init.sh
./ldap_init.sh

BbIMOAHUTL CKPUNT HAcTpoKKKM TLS Ha cepBepe LDAP (CKpunT co34aeT Konuto Tekyluel NSS DB, 3aTeM CO-
3/aeT HOBYIO NSS DB, cepTudumKaTbl n Gain pin.txt 418 3anycka cepsepa 6e3 BBoga Napons):

chmod +x ldap_ssl.sh
./1ldap_ssl.sh

Mocne BbinonHeHWA ckpunTa nepesanyctuTb LDAP-kaTanor:

[

systemctl restart dirsrv.target

5.

Ecnn TpebyeTcsa HaCTPOUTb M BKAOYUTD N106a/1bHbIE Mapo/ibHble MOANTUKKU B LDAP, TO CKOppeKTMpoBaThb 1
BbINONHUTb CKPUNT ldap_pwdpolicy.sh:

chmod +x ldap_pwdpolicy.sh
./ldap_pwdpolicy.sh

6.

Ecnu TpebyeTca co3aaTb AONONHUTENbHbIE aTpUbYTbI:

1. NoAroToBUTL TEKCTOBbIN dali/l, B KOTOPOM Ha Ka 40l CTPOKe NPMBECTM MMA CO34aBaemoro atpmbyra
(T.e. TeKcToBbINM daiin co cToNbUOM co3aaBaemblx aTpMbyTOB);

2. BbINOAHUTb CKPUNT CO34aHMA AONOJAHUTENbHbIX anI/I6YTOB, OTBETUTb Ha €ro BONpocChbl:

chmod +x ldap_add_attr.sh
./ldap_add_attr.sh

1.3. O6wan MHCTPYKLMUA NO YCTAaHOBKE 20



Blitz Identity Provider, Bepcua 5.31

3. OTpeAaKTUpOBaTb TEKCTOBbIN ¢ann no agpecy /etc/dirsrv/slapd-<HassaHue uHCTaHca>/
schema/99%user.1dif, A06aBUTb HOBble aTpUbyTbl B objectclass C UMEHEM blitz-schema B
pasgen MAY;

4. nepesanyctutb LDAP-KaTasor, 4To6bl NPMMEHUTb M3MEHEHMA CXEMbI KaTasora:

[systemctl restart dirsrv.target

1.4 3Kcnpecc-uHCTPYKUUM ana pasHbix OC

B naHHOM pasgene npuBeAeHbl SKCNpecc-UHCTPYKLMK No ycTaHoBKe Blitz Identity Provider B pa3nnyHbix onepa-
LMOHHbIX CUCTEMAX.

1.4.1 OrpaHunuyeHusa NpU UCNOb30BaHUU UHCTPYKLUUIA

A\ Npeaynpexaenne

B aKcnpecc-MHCTPYKLMAX MO YCTaHOBKE PAacCMaTPUBAETCA MUHUMabHAn KoOHdUrypauusa 6e3 obecneyeHus
OTKa30YyCTOMYMBOCTM C PasMeLLLEHNEM BCEX KOMMOHEHT Ha OAHOMN BUPTYaNbHOW MaLLMHeE.

@ BaxHo

MNepen BbinOAHEHUEM pa60T HEO6XO,CI,MMO 06HOBUTL onepaynoHHYIO CUCTEMY A0 aKTya/ibHbIX naTyen.

MHCTPYKUMKN NpUBOAATCA ANA CyYas HAaNUUYMUA NOAKAOUYEHUA BUPTYasIbHOM MALWWMHBI K CETU UHTEPHET. B Kaue-
CTBE AOMEHHOr0 UMEHWU A/1A YCTAaHOBKM B MHCTPYKLMAX UCNONb3YETCA UMA testinstallation.local (ero
HY}KHO CKOPPEKTMPOBaThb). B NpumeHAeMbIX A1A HAaCTPOMKM CKPUNTaxX B Ka4ecTBe Naposia UCNob3yeTca CTPOKa
CHANGE_ME (ero Hy»HO CKOPPeKTMpOoBaThb). Bce AeicTBMA BbIMONHAIOTCA C TPUBUAETMAMM NONb30BATENS roOot.

Mepen ycTaHOBKOW Ha cepBep B KaTanor ~/tmp/blitz AOMXKHbI 6bITb 3arpy»KeHbl U pacnakoBaHbl ¢palinbl guc-
TpubyTtnea Blitz Identity Provider (npoBepuTb NpaBMAbHOCTL BEPCUU B BLITZ_REL):

export BLITZ_REL=5.18.0

mkdir -p ~/tmp/blitz

wget —g 'https://my.idblitz.ru/share/nextcloud/index.php/s/3W48EBrNXf3R3WC/
—download?path=%2F'S$BLITZ_ REL'&files=blitz-'S$BLITZ_REL.bin -0 ~/tmp/blitz/blitz-
< $BLITZ REL.bin

wget —gq 'https://my.idblitz.ru/share/nextcloud/index.php/s/3W48EBrNXf3R3WC/
—~download?path=%2F'S$BLITZ_REL'&files=resources.zip' -0 ~/tmp/blitz/resources.zip
unzip ~/tmp/blitz/resources.zip -d ~/tmp/blitz

find ~/tmp/blitz —-name *.sh -o —-name *.bin|xargs chmod +x

1.4.2 Astra, Anbt, OCHOBa, PE[, OC, POCA, Moc.OC

@ BaxHo

Cm. oepaHuyeHuA (cTpaHunua 21) Nnpu UCNONb30BaHMM IKCMPECC-UHCTPYKLMIA.

Cnuncok OC, Ana KOTOPbIX NPUBEAEHbI MHCTPYKLMK MO YCTAaHOBKe, U X 0603HaveHne B AaHHOM pasgene:
e Astra: Astra Linux Special Edition 1.7, Astra Linux Special Edition 1.8;
e Anbt 8: Anbt 8 CIN Cepsep;
e Anbt 10: Anbt Cepsep 10;
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e OCHoBa: OCHoBa 2.5.1;

PEQ OC: PEA OC 7.3, PEA OC 8;

POCA: POCA Xpom 12;
e Moc.OC: Moc.OC CepsepHan 15.4.

War 1. JDK
Astra

[na Astra Linux Special Edition 1.7:

[aptfget install openjdk-11-jdk

TaKsKe MOXKHO Mcnosb3osath Liberica JDK 11%° 1 Axiom JDK 11 Certified?.

[Ons Astra Linux Special Edition 1.8 Heobxoanmo ycTaHoBUTb ANCTpubYTMB JDK 17.

[aptfget install openjdk-17-jdk

TaKsKe MOXKHO Mcnosb3osath Liberica JDK 1721 n Axiom JDK 17 Certified?2.

Anbt 8

YcTaHOBUTb AMUCTpUbYTMB JDK:

[aptfget install java-1ll-openjdk-devel

Anbt 10

YcTtaHoBUTb AnCTpMbyTUB JDK:

[aptfget install java-11-openjdk-devel

OCHoBa

123

YcTaHoBUTL ANCTPMEYTUB Liberica JDK 11%3. Takxe BO3MOXHO Mcnonb3oBaTb Axiom JDK 11 Certified?*.

[aptfget install openjdk-11-jdk

PEf, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install java-1ll-openjdk-devel

POCA

YCcTaHOBUTb AUCTPUOYTUB:

[dnf install java-ll-openjdk-devel rootcerts-java

19 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
20 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/

21 https://docs.bell-sw.com/liberica-jdk/17b35/general/install-guide/

22 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/

23 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
24 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/
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Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install java-1l-openjdk-devel

War 2. Memcached
Astra

YcTaHoBUTb AUCTPUBYTUB:

[apt install memcached

3anycTuTb CAyKoy:

[systemctl enable memcached && systemctl start memcached

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install memcached

3anycTuTb CAyK6y:

[systemctl enable memcached && systemctl start memcached

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install memcached

3anycTuTb cayKoy:

[systemctl enable memcached && systemctl start memcached

OCHoBa

YCTaHOBUTb AUCTPUBYTUB:

[apt install memcached

3anycTuTb cyKoy:

[systemctl enable memcached && systemctl start memcached

PEf], OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install memcached

3anycTuTb cyKoy:

[systemctl enable memcached && systemctl start memcached

1.4. dKcnpecc-MHCTPYKLUUU ana pasHbix OC

23



Blitz Identity Provider, Bepcua 5.31

POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install memcached

3anycTuTb CAyKoy:

[systemctl enable memcached && systemctl start memcached

Moc.0C

YcTaHOBUTb AUCTPUBYTUB:

[zypper install memcached

3anycTuTb cyKoy:

[systemctl enable memcached.service && systemctl start memcached.service

LWar 3. PostgreSQL

Astra

YCcTaHOBUTb AUCTPUOYTUB:

[apt install postgresqgl

[Job6aBuTb paspelwieHne B /etc/postgresql /<Bepcuga>/main/pg_hba.conf Ha nogkatoyeHne K CYB[ nonb-

3o0BaTento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKaszaTb afropuTm WndpoBaHMA Naponen B /etc/postgresqgl/<sepcusa>/main/postgresqgl.conf:

[password_encryption

= scram-sha-256

Mepe3anycTuTb CyKby:

[systemctl restart postgresqgl

MNoaxntounTbes K CYBM, n NpoBeCT NEPBUYHYIO HACTPOMKY

su — postgres
psql

create database blitzdb;
create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

J

BepHyTbcA B shell nonb3oBaTens root M BbINOAHUTb CKPUNTbI CO34aHNA U 0BOHOBAEHMA CTPYKTYpbl B/l blitzdb:

—sqgl
psgl -U blitz
—sqgl
psgl -U blitz
—sqgl
psgl -U blitz
psgl -U blitz

-h

127.

127.

127.
127.0

blitzdb

blitzdb

blitzdb
blitzdb

-f

=it

=i
-f

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.

~/tmp/blitz/postgres/ddl/001-init-database.
~/tmp/blitz/postgres/ddl/002-new_pp_columns.
~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl

~/tmp/blitz/postgres/ddl/004-usr_auth_table.

(npoponkaertca Ha cneayowert cTpaHuue)

1.4. dKcnpecc-MHCTPYKLUUU ana pasHbix OC

24



Blitz Identity Provider, Bepcua 5.31

(npoponkeHue c NpeablayLLei cTpaHuLbl)

—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sql

Anbt 8

YcTaHOBUTb ANCTPUBYTUB:

[aptfget install postgresgl-server }
MHuumanusmnposate CYB[, KomaHaoi:

[/etc/init.d/postgresql initdb }

[Jo6aBuTb paspelwieHne B /etc/postgresql /<Bepcuga>/main/pg_hba.conf Ha nogkatoyeHne K CYB[, nonb-
30BaTento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 ]

YKaszaTb anroput™ WndpoBaHUA Naponen B /etc/postgresqgl/<sepsuga>/main/postgresgl.conf:

[password_encryption = scram-sha-256 }

3anycTuTb cyKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl }

Nopkntountbea K CYB/1 M npoBecTM NepBUYHYIO HACTPOMKY

psgl -U postgres

create database blitzdb;
(npomonskaeTca Ha cneaytoLein cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

create user blitz with encrypted password 'CHANGE_ME';

grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;

grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell M BbINOAHWUTL CKPUNTbI CO3A4aHUA U 0BHOBAEHUA CTPYKTYpbI B blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgql U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.s9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sq9l

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install postgresgl-server

UHnymanusmposatb CYB KomaHaoM:

[/etc/init.d/postgresql initdb

3anycTuTb cayKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl

Noakntountbea K CYB/l 1 npoBecTM NepBUYHYIO HACTPOMKY
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psgl -U postgres

create database blitzdb;

create user blitz with encrypted password 'CHANGE _ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell M BbINOAHWUTL CKPUNTbI CO34aHNUA U OBHOBNEHUA CTPYKTYpbl B, blitzdb:

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/000-service-tasks.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/001-init-database.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.sql
psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.sgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl

psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgql -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l
psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sqgl
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql
psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl1/025-5.28.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql
psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql
psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sql

OCHoBa

YCTaHOBUTb AUCTPUOYTUB:

[apt install postgresgl postgresgl-client

NHuumanusnposate CYB, KomaHaoi:

[/etc/init.d/postgresql initdb

J

Jo6aButb paspelleHne B /etc/postgresql/<sepcug>/main/pg_hba.conf Ha NogKatoyeHue K b/, nonb3o-

BaTtento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKazaTb afropuTm WndpoBaHMA Naponen B /etc/postgresgl/<sepcusa>/main/postgresqgl.conf:

[password_encryption = scram-sha-256
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Mepe3anycTuTb cayKoy:

[systemctl restart postgresql

MNoakntounTbes K CYBM, n NpoBECTM NEPBUYHYIO HACTPOMKY

su — postgres

psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE _ME';

grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;

grant ALL on ALL tables in schema public to blitz;

BepHyTbca B shell nonb3osaTtena root U BbINOAHUTL CKPUNTbI CO34aHNA U 06HOBAEHUA CTPYKTYPbl B blitzdb:
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/00l1-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgql U blitz -h 127.0.0.1 blitzdb —f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl1/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgql U blitz -h 127.0.0.1 blitzdb —f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sql

PEQ OC

YcTaHOBUTb AUCTPUBYTUB:

[dnf install postgresgl-server
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MHuumanusmnposate CYB[, KomaHaoi:

[/usr/bin/postgresqlfsetup initdb

J

Job6aButb paspeweHue B /var/lib/pgsql/<sepcua>/data/pg_hba.conf Ha noakno4yeHue K bl nonb3o-
BaTento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKazaTb anroputm WwudpoBaHUA naponen B /var/lib/pgsql/<sepcuga>/data/postgresqgl.conf:

[password_encryption

scram-sha-256

3anycTuTb cyKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl

MNoakntounTbes K CYBM, n NpoBeECTM NEPBUYHYIO HACTPOMKY

su — postgres

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbca B shell nonb3osatens root U BbINOAHUTBL CKPUNTbI CO3A4aHUA U 06HOBAEHUA CTPYKTYpbl B b1l it zdb:

psql

—sqgl

psgl -U
—sqgl

psqgl -U
—sqgl

psgl -U
psgl -U
—sql

psgl -U
—sqgl

psqgl -U
—sqgl

psgl -U
psgl -U
psqgl -U
—sgl

psgl -U
psgl -U
psgl -U
psqgl -U
psqgl -U
psgl -U
psgl -U
psgl -U
psgl -U
psqgl -U
psqgl -U
psgl -U
psgl -U

blitz

blitz

blitz
blitz

blitz

blitz

blitz
blitz
blitz

blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz

=l

127 .

127.

127.0
127.

127.

127.

127.
127.0
127.

127.
127 .
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.

o

O O O O O O O O O o o o o

o O

O O O O O O O O O O o o o

R N e e e e e

blitzdb

blitzdb

blitzdb
blitzdb

blitzdb

blitzdb

blitzdb
blitzdb
blitzdb

blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb

-f ~/tmp/blitz/postgres/ddl/001-init-database.

-f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.

-f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
-f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.

-f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
-f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—-f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
-f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

-f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
-f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql

-f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
-f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.

-f ~/tmp/blitz/postgres/ddl/013-tasks.sql

-f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
-f ~/tmp/blitz/postgres/ddl/015-5.12.
-f ~/tmp/blitz/postgres/ddl/016-5.13.
-f ~/tmp/blitz/postgres/ddl/017-5.15.
-f ~/tmp/blitz/postgres/ddl/018-5.17.
-f ~/tmp/blitz/postgres/ddl/019-5.18.
-f ~/tmp/blitz/postgres/ddl/020-5.20.
-f ~/tmp/blitz/postgres/ddl/021-5.21.
-f ~/tmp/blitz/postgres/ddl/022-5.23.

0.
.sgl

O O O O O O

sql

.sql
.sql
.sql
.sgl
.sqgl
0.

sgl

(npoponkaertca Ha cneayowert cTpaHuue)
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psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1

(npoponkeHue c NpeablayLLei cTpaHuLbl)
blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.
blitzdb —f ~/tmp/blitz/postgres/ddl/024-5.27.
blitzdb —f ~/tmp/blitz/postgres/ddl/025-5.28.
blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.
blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.
blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.

0.
.sql

O O O O O

sql

.sql
.sql
.sgl
.sqgl

POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install postgresgl-server

MHuumanusmnposate CYB[, KomaHaoi:

[/usr/bin/initdb -—pgdata=/var/lib/pgsqgl/data

)

[obasuTtb paspelleHne B /var/lib/pgsqgl/data/pg_hba.conf Ha nogkniodeHve K Bl nonb3osatento

blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb anroputm WwndposaHua naponei B /var/lib/pgsqgl/data/postgresql.conf:

[password_encryption = scram-sha-256

3anycTuTb cayKoy:

[systemctl enable postgresgl.service && systemctl start postgresgl.service

Nopkntountbea K CYB/l 1 npoBecTy NepBUYHYIO HAaCTPOMKY:

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINONHUTL CKPUNTLI CO34aHMA U 0BHOBAEHMUA CTPYKTYPbI BA blitzdb:

—sqgl

—sqgl

psgl -U blitz -h 127.0.0.1
—sqgl

psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1
psgl -U blitz -h 127.0.0.1

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/000-service-tasks.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/001-init-database.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/002-new_pp_columns.

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/003-usd_id_table.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/004-usr_auth_table.

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/005-usr_agt_table.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.

blitzdb -f /tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
blitzdb -f /tmp/blitz/postgres/ddl/008-wak.sql

blitzdb —-f /tmp/blitz/postgres/ddl/009-fix_pp_column.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/010-add_usr_prp.sql
blitzdb -f /tmp/blitz/postgres/ddl/011-pp_audit.sqgl
(npoponkaertca Ha cneayolen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/012-geo_to_audit.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/015-5.12.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/017-5.15.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/018-5.17.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/019-5.18.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/023-5.26.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/024-5.27.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/025-5.28.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/027-5.30.0.sqgl

psql -U blitz —~h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/028-5.31.0.sql
Moc.0C

YcTaHOBUTb ANCTPUBYTUB:

[zypper install postgresgl-server ]

[o6aBuTb paspeleHne B /var/1ib/pgsql/data/pg_hba.conf Ha NogkAtoveHue K B[l nonb3osatento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 }

YKa3zaTb anroputm WnpposaHua naponen B /var/lib/pgsqgl/data/postgresql.conf:

[password_encryption = scram-sha-256 }

3anycTuTb cayKoy:

[systemctl enable postgresqgl.service && systemctl start postgresgl.service }

Noakntountbea K CYB/l 1 npoBecTy NepBUYHYIO HAaCTPOMKY:

su - postgres

psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHUTB CKPUNTLI CO34aHMA MU 0OHOBNEHUA CTPYKTYPbI B, blitzdb:

N

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/000-service-tasks.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/001-init-database.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/004-usr_auth_table.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/005-usr_agt_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sql

(npomonskaeTca Ha cneaytoLein cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/009-fix_pp_column.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/011-pp_audit.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/014-sec_ch_ua.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/017-5.15.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/018-5.17.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/019-5.18.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl ~U blitz -h 127.0.0.1 blitzdb —f /tmp/blitz/postgres/ddl/023-5.26.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/024-5.27.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/025-5.28.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/027-5.30.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/028-5.31.0.sqgl

LWar 4. RabbitMQ

Astra

YCTaHOBUTb ANCTPUBYTHMB:
[aptfget install rabbitmg-server ]
3anycTuTb cnyby:
[systemctl enable rabbitmg-server && systemctl start rabbitmg-server }
MNoAarotoBMTb OYepedb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m w oxn

rabbitmg-plugins enable rabbitmg management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct

./rabbitmgadmin declare queue name=blitz-tasks durable=true

./rabbitmgadmin declare binding source="blitz-tasks-exh"

destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"

J

Anbt 8

YCTaHOBUTb AUCTPUBYTHUB:
[aptfget install rabbitmg-server }
3anycTutb cny<by:
[systemctl enable rabbitmg && systemctl start rabbitmg }
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MoAaroToBMTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME
rabbitmgctl set_permissions blitz ".*x" "_&" o m oxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"

destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install rabbitmg-server

3anycTuTb cyKoy:

[systemctl enable rabbitmg && systemctl start rabbitmg

MoAroToBMTL OYepeab AN B3aMMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmomw oxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

OCHoBa

YcTaHOoBUTb AUCTPUBYTUB:

[aptfget install rabbitmg-server

3anycTuTb CNyKoy:

[systemctl enable rabbitmg && systemctl start rabbitmg

MoarotoBuTb O4epesb ANA B3AaUMOLENCTBUSA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _xm o mwoxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"
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PEf, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install rabbitmg-server }

3anycTuTb cyKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server }

MNoAarotoBMTb OYepeab ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m o m oxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install rabbitmg-server }

3anycTuTb cayKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server }

MoAroToBMTL OYepesb AN B3aMMOAEUCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmomwoxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"

LWar 5. 389 Directory Server
Astra

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install 389-ds-base }

BKAOYMTb aBTOMATUYECKMI 3aMyCK CNYKObl:

[systemctl enable dirsrv.target }

MHnumanmsuposatb LDAP-KaTanor:
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[dscreate interactive

BbINONHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Anbt 8

YCTaHOBUTb AUCTPUOYTUB:

[apt—get install 389-ds-base openldap-clients

BKNOUYNTb aBTOMATUYECKMNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Anbt 10

YCcTaHOBUTb AUCTPUOYTUB:

apt-get install 389-ds-base
apt—-get install openldap-clients

BKNOUYNTL aBTOMATUYECKUIA 3aMYCK CAYKObI:

[systemctl enable dirsrv.target

MHnuymanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

OCHoBa

YCTaHOBUTb AUCTPUOYTUB:

[aptfget install 389-ds-base openldap-clients

BKNOYNTL aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:
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[/tmp/blitz/ldap/ldap_init.sh

PEA OC

YCTaHOBUTb AUCTPUOYTUB:

[dnf install 389-ds-base

BKNOUYNTL aBTOMATUYECKUIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHnuymanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINONHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

POCA

YCTaHOBUTb AUCTPUOYTUB:

[dnf install 389-ds-base openldap-clients

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Moc.0C

YCcTaHOBUTb AUCTPUOYTUB:

[zypper install 389-ds

BKNOUYNTb aBTOMATUYECKUIA 3anyckK CJ'IY)'K6bIZ

[systemctl enable dirsrv.target && systemctl start dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh
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LWar 6. Nginx
Astra

YCTaHOBUTb AUCTPUOYTUB:

[aptfget install nginx-light

Cronunposatb dpaiiibl ANA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites—enabled/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install nginx

CkonunpoBsaTb ¢anbl 4NA UCNO/Ib30BaAHMA:

mkdir -p /var/www/html
cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[006aBUTb ANPEKTUBY B /etc/nginx/sites—-enabled.d/blitz—idp.conf:

location /static_errors {
root /var/www/html;

BKNOYNTb aBTOMATUYECKUIA 3anycKk cny>+<6b|:

[systemctl enable nginx

Anbt 10

YCcTaHOBUTb AUCTPUOYTUB:

[aptfget install nginx

Co3paTtb KaTanor Ana pasmelleHma cTpaHuL, ¢ owmnbKamu:

[mkdir -p /var/www/html

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/

cp -R /tmp/blitz/static_errors /var/www/html

[J06aBUTb ANPEKTUBY B /etc/nginx/sites—-enabled.d/blitz—idp.conf:

location /static_errors {
root /var/www/html;

BKNOUYNTL aBTOMATUYECKUIA 3aMYCK CYKObI:

[systemctl enable nginx && systemctl start nginx
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OCHoBa

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install nginx

CronupoBatb $alinbl AN UCNONb30BAHUA:

mkdir -p /var/www/html
cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites—enabled.d/
cp R /tmp/blitz/static_errors /var/www/html

J06aBuTb ANPEKTUBY B /etc/nginx/sites—-enabled.d/blitz-idp.conf:

location /static_errors {
root /var/www/html;

BKOYMTb aBTOMATUYECKMI 3aMyCK CNYKObI:

[systemctl enable nginx

PEJ, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install nginx

Ckonuposatb daiinbl 4NA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz—-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKAOYMTb aBTOMATUYECKUI 3anyck Cﬂy)K6bII

[systemctl enable nginx

POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install nginx

Co3paTb KaTanor gna KOHOUTypPaLMOHHbIX Gpainnos:

[mkdir /etc/nginx/conf.d

[06aBuTb B /etc/nginx/nginx.conf NyTb K KaTasory ¢ KOHPUrypaumoHHbiMmmK dannamu:

[include /etc/nginx/conf.d/*.conf;

CkonupoBaTb ¢anbl 4NA UCNOb30BaAHMA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BK/IOUMTb aBTOMAaTUUYECKMIA 3aMyCK CAYXKObI:

[systemctl enable nginx.service
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Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install nginx }

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKﬂwHMTbaBTOMaTMHeCKMﬁ3GHYCKCHYH6bH

[systemctl enable nginx.service ]

War 7. Blitz Identity Provider
Astra

YCTaHOBUTb AUCTPUBYTMB (MOACTaBUTL B MMSA daiina NpaBuIbHYO Bepcuto, JAVA_HOME M COCTaB yCTaHaB/AMBae-
MbIX MPUNOXKEHUI):

[/tmp/blitz/blit275.X.X.bin -— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUrypaumoHHbIi paitn blitz_param.txt CleAyOLLEro COAEPKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_USERPASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHavYanbHOW HacTpoWku Blitz Identity Provider, yka3aB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt }

B pe3ynbTaTe BbINONHEHUA CKpUNTa ByayT HAacTPoeHbl KOHOUIypaLMoHHble daiinbl, a Takxke ByaeT creHepupo-
BaH W NOKa3aH NornH/naponb agmuHucTpartopa Blitz Identity Provider n creHepupoBaH naponb OT KAHOUYeBOro
KOHTelHepa:

AR A AR A A AR A AR AR A AR A AR A A A A AR A AT A A A A A A A AR A AR AR A AR A AR A AR A A A A A A Ak h k%

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:
- JWS (RSA256) keypair - jws_rs256_rsa_default

(npogonkaeTca Ha cnepytoLen cTpaHuLe)
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— AES (AES128)

(npoponkeHue c NpeablayLLei cTpaHuLbl)

security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTES5AAAATIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

R e b b b b b b I b b b S e b b b S b b b S b b b b b b b b 2 b b b S 2 b b b S b b b b S 2 b b S b b b b 2 b b g

B cnyyae ncnonb3osaHuma KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKM, Nepe3anycTuTb nginx:

[systemctl restart nginx

[ob6asuTb conoctasaeHune agpeca loopback-uHtepdeiica 1 4OMEHHOrO MMEHM, YKa3aHHOrO NPU YCTaHOBKe B /

etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CyKobI:

systemctl
systemctl
systemctl
systemctl

enable
enable
enable
enable

blitz-idp && systemctl start blitz-idp

blitz-console && systemctl start blitz-console
blitz-registration && systemctl start blitz-registration
blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUNTLCA K KOH-
CO/NIM YNPaBNEHMA MO JOMEHHOMY MUMEHMU, YKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUOYTUBA, HAaNnpUMep, https:/
/testinstallation.local/blitz/console

Anbt 8

YCTaHOBUTb AUCTPMBYTUB (NOACTaBUTL B MMA dalina NpaBUIbHYLO BEPCUIO, JAVA_HOME U COCTaB yCTaHaB/MBae-
MbIX MPUIOXKEHWUN):

[/tmp/blitz/blitz—5.X.X.bin —-— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTtb KOHOUIYPAUMOHHBIN dalin blitz_param.txt CNEeAYHOLLEro COAEPKAHMA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_USERPASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHaYanbHOW HacTpolku Blitz Identity Provider, yka3aB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —f blitz_param.txt

1

B pesynbTaTe BbINONHEHMA CKPUNTA ByAyT HACTPOeHbl KOHGUTYpaLMOHHbIe dalinbl, a TakxKe byaeT creHepupo-
BaH M MoKasaH NorMH/napoab agmuHuctpaTtopa Blitz Identity Provider u creHepupoBaH naposb OT K/AO4eBOro

KOHTENHepa:

khkhkhkhkkhkhkhkhhkkhhAhhkhkhAhkhkkhhkhhkhkhkhhhdhhh kA hhkkhhhhkhhAkhrhkhkhkhhkhkdhhAhkhkkhkhkhkhkkhhkrhkkhkkhk

Your Blitz Identity Provider configured on domain: testinstallation.local

Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

— JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTES5AAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn..
—blitz@testinstallation.local

R b b b I b b b I b b b S b b b S b b b S 2 b b S 2 b b b 2 b b b S 2 b b b S 2 b b b S 2 b b b b b b b b 2 b b i g

B cnyyae ncnonb3osaHuA KNtoYen, co3aaHHbIX Ha aTane YCTAaHOBKM, 3aNyCTUTb Nginx:

[systemctl start nginx }

[ob6asuTb conocrasneHune agpeca loopback-mHtepdeiica u JOMEHHOrO MMEHM, YKa3aHHOrO NPU YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb CyKbbi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLIeHns YCTaHOBKM 1 HacTpolikK Blitz Identity Provider BO3MOXHO NOAKAOYUTBLCA K KOH-
COMM YMIPABEHUA MO AOMEHHOMY UMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKM AMCTPpUBYTMBa, Hanpumep, https:/
/testinstallation.local/blitz/console.

Anbt 10

YcTaHOBUTL ANCTPUBYTUB (NOACTaBUTL B MMA daiina NpaBu/bHYIO Bepcuto, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX MPUIONKEHUI):

[/tmp/blitz/blitsz.X.X.bin —-— —-j <JAVA_HOME> -i "idp console recovery registration" ]

Co3paTb KOHPUIrypPaUMOHHBIN paiin blitz_param.txt CleAylOLLIEro COAEPKAaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_USERPASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNnbHOM HacTpoWku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:
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[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt ]

B pe3ynbTaTe BbINONHEHUA CKpUNTa ByayT HacTPoeHbl KOHOUTypaLMOHHble dainbl, a Takxke ByaeT creHepupo-
BaH M MokKasaH siorMH/naposb agmuHuctpatopa Blitz Identity Provider u creHepvpoBaH naposib OT KAOYeBOro
KOHTENHepa:

KK KR AR AR A A A A A AR A AR A AR A A A A AR A A A AR A AR A I A A A A A AR A AR A A AR A A A A A A A A AR ARk K

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—~credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and_
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A A AR A AR AR A AR A AR A AR A AR A AT AR A AR A A AR A A A AR A AR A AR A AR A A A A AR Ak k kK

B cnyyae ncnonb3osaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCTtuTb nginx:

[systemctl restart nginx ]

[ob6asuTb conoctasneHne aapeca loopback-uHtepdeiica M JOMEHHOIrO UMEHM, YKa3aHHOIO NPU YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb CAyK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlleHna YCTaHOBKKU M HacTpoiKkuy Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CO/IM YNpPaBAEHUA MO JOMEHHOMY UMEHM, yKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUOYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console.

OCHoBa

YCTaHOBUTb AUCTPUOYTMB (MOACTaBUTL B MMSA daiina NpaBuIbHYO Bepcuto, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX NPUNOXKEHWI):

[/tmp/blitz/blitsz.X.X.bin -— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUrypaumoHHbIit Gpaitn blitz_param.txt CleAyOLLEro COAEPKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:
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DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_USERPASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNbHOM HAacTpolku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —-f blitz_param.txt }

B pesynbraTe BbINOMHEHMA CKPUNTa ByAyT HACTPOEHbl KOHGUIypaUNOHHble daiinbl, a TakKe byaeT creHepupo-
BaH M MokKasaH siorMH/naposb agmuHuctpatopa Blitz Identity Provider u creHepmpoBaH naposib OT KAoYeBoro
KOHTENHepa:

khkhkhkhkkhkhkhkhkkhkhhAhhkkhkhAhhkkhhkhhkhkhkhhhh bk hhkhAhhkhhbhhkhhhrhkkhkhkhhkhdhkhAhhkkhkhkhkhkkdhkrhkkhkkxk

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A AR AR A A A AR A AR A AR A AR A AR A AR AR A AR A I AR AR A AR A AR A AR A AR A AR A AR AR ARk K

B cnyyae MCNoNb30BaHUA KAOYEN, CO34aHHbIX HA 3Tane yCTaHOBKM, NepesanycTuTb nginx:

[systemctl restart nginx }

Jobasutb conocTtaBneHune agpeca loopback-uHtepdeiica n LOMEHHOro UMeHW, YKa3aHHOTO MPU YCTAaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anyctutb cnyxobi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycrnewHoro 3asepLieHns YyCTaHOBKM 1 HacTpoiikK Blitz Identity Provider BO3MOXHO NOAKAOUUTLCA K KOH-
CONM YNpaBAeHUA MO AOMEHHOMY UMEHMU, yKa3aHHOMY Ha 3Tane yCTaHOBKU ANCTpUBYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console
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PEf, OC

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBUIbHYLO BepCUto, JAVA_HOME U COCTaB yCTaHaB/IMBae-

MbIX MPUIONKEHUN):

[/tmp/blitz/blitsz.X.X.bin —-— —-j <JAVA_HOME> -i "idp console recovery registration" }

Co3patb KOHPUrypaumoHHbIl daiin blitz_param.txt cheaytowero cogepkaHusa, CKOPPEKTUPOBAB B HEM HAaCTPOM-

K1 Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_USERPASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNnbHOW HacTpoWku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —-f blitz_param.txt

1

B pe3synbTaTe BbINOJAHEHUA CKPUNTA ByAyT HAacTPOeHbl KOHPUrypaLuMOoHHble dannbl, a Takke byaeT creHepupo-
BaH M MOKasaH sI0rMH/Naponb agMmuHucTpatopa Blitz Identity Provider u creHeprpoBaH nNaposib OT KAOYeBOro

KOHTENHepa:

R e b b b I b b b I b b b S b b b S b b b S b b b i b b b b b b b b S 2 b b b S 2 b b b S 2 b b b b b b 2 b 2 b b i g

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password - 98aABOD3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

— JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

KK A AR AR A A A A A AR A AR A AR A A A A AR A A A AR A AR A I A A I A A AR A AR A A A A A AR A A A A Ak k kK

B cny4ae MCnonb3oBaHMsA KAtoYEN, CO34aHHbIX Ha 3Tane YCTaHOBKM, Nepe3anycTuTb Nginx:

[systemctl restart nginx

Job6asutb conocTtasneHune agpeca loopback-uHtepdeiica 1 JOMEHHOro MeHM, YKa3aHHOTO MpPU YCTaHOBKe B /

etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anyctutb cnyxobi:
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systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycrnewHoro 3asepLieHns YyCTaHOBKM 1 HacTpoiikK Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CONM YNpaBAEHUA MO AOMEHHOMY MUMEHMU, yKa3aHHOMY Ha 3Tane yCTaHOBKU ANCTpUbYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console

POCA

YcTaHOBUTb AUCTPUBYTUB:

/tmp/blitz/blitz-5.23.2.bin —— -j /usr/lib/jvm/java-11 -i "idp console recovery.
—registration"

Co3paTb KOHPUIrypaumMoHHbI pain blitz_param.txt CIeAYIOLLEro COAEPKAHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME

J

OnpegenuTtb JAVA_HOME M 3aNyCTUTb CKPUNT NepBOHaYanbHoM HacTpoliku Blitz Identity Provider, ykasas nyTb K
danny blitz_param.txt:

export JAVA_HOME=/usr/lib/jvm/java-11
/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt

B cnyyae MCNonb30BaHUA KoYl CO34aHHbIX Ha 3Tane YCTaHOBKM 3anycTuUTb nginx:

[systemctl start nginx }

Job6asutb conocTtasneHune agpeca loopback-uHtepdeiica n JOMEHHOro MMeHM, YKa3aHHOTO MPU YCTAaHOBKe B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost CHANGE_ME J

3anyctutb cnyxobi:

systemctl enable blitz-idp.service && systemctl start blitz-idp.service

systemctl enable blitz-console.service && systemctl start blitz-console.service
systemctl enable blitz-registration.service && systemctl start blitz-registration.
—service

systemctl enable blitz-recovery.service && systemctl start blitz-recovery.service

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM U HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUYNTLCA K KOH-
CONM YNpPaBNEHUA NO JOMEHHOMY MUMEHMU, YKa3aHHOMY Ha 3Tane yCTaHOBKM ANCTPUBYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console
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Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

/tmp/blitz-5.31.0.bin —— -j /usr/1lib64/jvm/java-1l-openjdk —-i "idp console.

—recovery registration”

Co3aaTb KOHOUIYPaAUMOHHBIN Paln blitz_param.txt CNeAylOWEro COaepXKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNnbHOW HacTpoWku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt }

B pe3synbTaTe BbINOJAHEHUA CKpUNTa ByayT HacTPOeHbl KOHPUrypaLuMoHHble daibl, a TakkKe byaeT creHepupo-
BaH M MoOKasaH sI0rMH/naponb agMmuHuctpatopa Blitz Identity Provider u creHeprpoBaH Naposb OT KAOYeBOro
KOHTelHepa:

R e b b b I b b b b 2 2 b b b b b b 2 b b b 2 b b b i 2 b b b 2 b b b S 2 b b b S b b b b S 2 b b S b 2 b b S 2 b b i g

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password — 98aABOD3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

KKK AR AR A AR A A AR A AR AR A A A A A A A A A A AN A A A AR A AR A A I A A AR A A AR A AR A AR ARk Kk kK

B cny4ae MCnonb3oBaHMA KloYEN, CO34aHHbIX Ha 3Tane YyCTaHOBKM, Nepe3anycTnTb nginx:

[systemctl restart nginx J

Job6asutb conoctaBneHune agpeca loopback-uHtepdeiica 1 LOMEHHOro MMeHM, YKa3aHHOTO NPU YCTAaHOBKE B /
etc/hosts:
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[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb cyKobI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLleHmns YyCTaHOBKM M HacTpoiku Blitz Identity Provider BO3MOMHO NOAKAHOUUTBLCA K KOH-
COAM YNPABAEHUA NO AOMEHHOMY MMEHMU, YKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTMBA, Hanpumep, https:/

/testinstallation.local/blitz/console.

1.4.3 Rocky Linux, AlmaLinux, Oracle Linux n RHEL

@ BaxHo

CMm. oepaHuyeHuA (cTpaHunua 21) Nnpu UCNONb30BaHMM IKCMPECC-UHCTPYKLMIA.

Cnucok OC, Ana KOTOPbIX NPUBEAEHbI MHCTPYKLMK MO YCTAaHOBKe, U X 0603HaYeHne B AaHHOM pasgene:
¢ Rocky 8: Rocky Linux 8;
e Alma 8: AlmalLinux 8;
e Oracle 8: Oracle Linux 8;
e RHEL 8: RHEL 8;
¢ Rocky 9: Rocky Linux 9;
e Alma 9: AlmalLinux 9;
® Oracle 9: Oracle Linux 9;

e RHEL 9: RHELOS.

LWar 1. JDK
Rocky, Alma, Oracle, RHEL 8

YcTaHOBUTb AUCTPUBYTUB:

[dnf install java-1ll-openjdk-devel

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB:

[dnf install java-l1l-openjdk-devel

War 2. Memcached
Rocky, Alma, Oracle, RHEL 8

YCcTaHOBUTb AUCTPUOYTUB:

[dnf install memcached

3anycTuTb cyKoy:
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[systemctl enable memcached && systemctl start memcached ]

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUOYTUB:

[dnf install memcached J

3anyctutb cnyxby:

[systemctl enable memcached && systemctl start memcached }

LWar 3. PostgreSQL
Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

[dnf install postgresql }

MHnymanusmposatb CYB KomaHaoM:

[postgresqlfsetup initdb }

Job6aButb paspeweHue B /var/lib/pgsql/data/pg_hba.conf Ha noaknw4veHne K B/l nonb3osaTtento
blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 }

YKazaTb anroputm WwndpoBaHMA naponen B /var/lib/pgsgl/data/postgresqgl.conf:

[password_encryption = scram-sha-256 }

3anycTuTb CAyXKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl J

MoakntounTbea K CYB/, M npoBecTy NepBUYHYIO HAaCTPOIKY

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbca B shell nonb3oBaTens root M BbINOAHUTb CKPUNTbI CO34aHUA U 0BOHOBAEHMA CTPYKTYpbl B[l blitzdb:

N

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.

—sgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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psgl -U
—sql

psgl -U
—sqgl
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—sqgl
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

~/tmp/blitz/postgres/ddl/005-usr_agt_table.

~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.

~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
~/tmp/blitz/postgres/ddl/008-wak.sql
~/tmp/blitz/postgres/ddl/009-fix_pp_column.

~/tmp/blitz/postgres/ddl/010-add_usr_prp.sqgl
~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl

~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
~/tmp/blitz/postgres/ddl/013-tasks.sql

~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
~/tmp/blitz/postgres/dd1/015-5.12.
~/tmp/blitz/postgres/ddl/016-5.13.
~/tmp/blitz/postgres/dd1/017-5.15.
~/tmp/blitz/postgres/ddl/018-5.17.
~/tmp/blitz/postgres/ddl/019-5.18.
~/tmp/blitz/postgres/dd1/020-5.20.
~/tmp/blitz/postgres/ddl/021-5.21.
~/tmp/blitz/postgres/ddl/022-5.23.
~/tmp/blitz/postgres/dd1/023-5.26.
~/tmp/blitz/postgres/ddl/024-5.27.
~/tmp/blitz/postgres/ddl1/025-5.28.
~/tmp/blitz/postgres/dd1/026-5.29.
~/tmp/blitz/postgres/ddl/027-5.30.
~/tmp/blitz/postgres/dd1/028-5.31.

0.
.sql

O O O O O O O O O O o o o

sgl

.sgl
.sqgl
.sql
.sql
.sql
.sqgl
.sqgl
.sqgl
.sql
.sql
.sql
.sgl

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB:

[dnf install postgresgl-server

MHnymanusmposatb CYB[, KomaHaoM:

[postgresqlfsetup —initdb -unit postgresqgl

)

[JobasuTtb paspelleHne B /var/lib/pgsqgl/data/pg_hba.conf Ha nogknodeHve K Bl nonb3osatenio

blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKa3zaTb anroputm WnPpoBaHua naponen B /var/lib/pgsqgl/data/postgresql.conf:

[password_encryption

scram-sha-256

3anycTuTb CNyK6y:

[systemctl enable postgresqgl && systemctl start postgresqgl

1

BepHyTbcA B shell nonb3oBaTens root M BbINOAHUTb CKPUNTbI CO34aHNA N 0BOHOBAEHMA CTPYKTYpbl B/l blitzdb:

su - postgres

psql

create database blitzdb;

(npomonskaeTca Ha cneaytoLein cTpaHuLe)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHWUTL CKPUNTLI CO34aHMA U 0BHOBAEHUA CTPYKTYpbI B blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sqgl

LWar 4. RabbitMQ
Rocky, Alma, Oracle, RHEL 8

MNoAarotoBUTb KOHOUIYPaAUMOHHBIN dalin ¢ penosuTopuamm gns RabbitMQ B /etc/yum. repos.d/rabbitmqg.
repo:

##
## Zero dependency Erlang
#4

[rabbitmg_erlang]
name=rabbitmg_erlang
baseurl=https://packagecloud.io/rabbitmg/erlang/el/8/$basearch
(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
repo_gpgcheck=1
gpgcheck=1
enabled=1
# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

##
## RabbitMQ server
##

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/8/$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release—
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

YCTaHOBUTb AUCTPUBYTUB:

[dnf install rabbitmg-server }

3anycTuTb cyKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server }

MNoAarotoBWTb OYepenb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m o w oxn

rabbitmg-plugins enable rabbitmg management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Rocky, Alma, Oracle, RHEL 9

MNoAarotoBMUTb KOHOUIYPaALUMOHHbIN dalin ¢ penosuTopuamm gns RabbitMQ B /etc/yum. repos.d/rabbitmqg.
repo:
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##
## Zero dependency Erlang
##

[rabbitmg_erlang]

name=rabbitmg_erlang
baseurl=https://packagecloud.io/rabbitmg/erlang/el/9/$basearch
repo_gpgcheck=1

gpgcheck=1

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

##
## RabbitMQ server
##

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/9/$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

YCTaHOBUTb AUCTPUBYTUB:

[dnf install rabbitmg-server

3anycTuTb cyKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAroToBMTL OYepesb AN B3aUMOAEUCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmow oxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"
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LWar 5. 389 Directory Server
Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUOYTUB:

dnf module enable 389-directory-server:stable
dnf install 389-ds-base

BKNtOUMTb aBTOMATUYECKMIA 3aMyCK CAYKObl:

[systemctl enable dirsrv.target

MHnuymanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINONHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUOYTUB:

[dnf install 389-ds-base

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

LWar 6. Nginx
Rocky, Alma, Oracle, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

[dnf install nginx

CronupoBsaTb $aisbl 15 UCNOb30BaHMA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNtOUMTb aBTOMATUYECKMIA 3aMyCK CNyKObl:

[systemctl enable nginx

Rocky, Alma, Oracle, RHEL 9

YcTaHOBUTb AUCTPUBYTUB:
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[dnf install nginx ]

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable nginx }

War 7. Blitz Identity Provider
Rocky, Alma, Oracle, RHEL 8

YcTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuIbHYO BEPCUIO, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX MPUIONKEHUI):

[/tmp/blitz/blitzf5.X.X.bin —— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUIrypaumMOHHbI paitn blitz_param.txt CleAYyIOLLEro COAEPKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOVKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYanbHOW HacTpoku Blitz Identity Provider, ykasaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —f blitz_param.txt }

B pesynbTaTte BbINONHEHMA CKPUNTa ByayT HAacTPoeHbl KOHOUTYpaLMOHHble dalinbl, a TakKe byaeT creHepupo-
BaH W MoKasaH /IorMH/naposnb agMuHucTpaTopa Blitz Identity Provider u creHepupoBaH naposb OT K/AOYEBOro
KOHTelHepa:

AR A AR A A AR A A A AR A AR A AR A AR A AR A AR AR A AR A I AR A AR AR A AR A AR A AR A AR A AR ARk kA kK

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aABO0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:

(npoponkaetca Ha cneaytowel cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A A AR A AR AR A AR A AR A AR A AT A A A AR A AR A A AR A AR AR A AR A AR A AR A A A A A A Ak k k%

B cnyyae ncnonb3sosaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCTtuTb nginx:

[systemctl restart nginx }

Jobasutb conocTtasneHune agpeca loopback-uHtepdeiica 1 LOMEHHOro UMeHM, YKa3aHHOTO MPU YCTAaHOBKeE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb CAyKbbl:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUYNTLCA K KOH-
COMIM YNpaBAeHUA No JOMEHHOMY UMEHM, yKasaHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console.

Rocky, Alma, Oracle, RHEL 9

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBUIbHYO BEpCUto, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX NPUNOXKEHWNI):

[/tmp/blitz/blitzf5.X.X.bin —-— —j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHPUIrypaumMoHHbI pain blitz_param.txt CIeAYIOLLEro COAEPKAaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPMNT NepBOHaYaNbHOM HacTpoiikm Blitz Identity Provider, yka3aB nyTb K dpalinyblitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —-f blitz_param.txt }

B pe3synbTaTe BbINOJAHEHUA CKpUNTa ByayT HacTpoeHbl KOHPUrypaumoHHble dannbl, a TakkKe byaeT creHepupo-
BaH M MoKasaH sI0rMH/naponb agMmuHucTpatopa Blitz Identity Provider u creHepvpoBaH nNaposb OT KAOYeBOro
KOHTelHepa:

LR I R e I b e b b b I I S I b b I b b I 2 b S S S S b S R S b i b I b 2 I b b I b b I b b S S b S b 3

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
username — admin
password — 98aAB0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

— JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A AR AR A A A AR A AR A AR A AR A AR A AR AR A AR A AR AR A AR A AR A AR A AR A AR A AR ARk kA kK

B cnyyae ncnonb3osaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCTtuTb nginx:

[systemctl restart nginx

[ob6aBuTb conoctaneHne aapeca loopback-uHtepdeiica M JOMEHHOIrO UMEHM, YKa3aHHOIO NPU YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb cayK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlleHna YCTaHOBKKU M HacTpoiKu Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CO/IM YNpPaBAEHUA MO JOMEHHOMY MUMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTUBA, HaNnpumep, https:/
/testinstallation.local/blitz/console.

1.5 lNeps.ble warn nocne yctaHOBKMU

HacToswwmi pasaen cogepnTt nHGopmaumio, KOTOpas MOXKET Bam NOHAL06UTLCA HeNocpeACTBEHHO NOCAe ycTa-
HoBKu Blitz Identity Provider.

1.5.1 Hacrtpo#kKa onumii 3anycka npunoxkenui Blitz Identity Provider

Ons npunoxkenuii Blitz Identity Provider gocTynHbl cneaytrolme Java-onuum, onpeaensaioLime BKAoYeHNe 0cobbIx
pPeXnMoB GYHKLMOHUPOBAHMA NPUNOKEHUI N NEPeonpesenTb CTaHAAPTHbIE PEXKMUMbI PaboTbI:

A\ BHumaHue

Mepepn yCTaHOBKOM OMNLMIN PEKOMEHAYETCA MPOKOHCYILTUPOBATLCA C TEXHUYECKOM nogaepkKoii Blitz Identity
Provider.

® blitz.login.cookie.sameSite —3aAaeT ¢nar, C KOTOPbIM JONKHbI CO34aBaTbCA CECCMOHHbIE cookies
B8 Blitz Identity Provider. Mo ymonyaHuto cookies co3patotcs ¢ pnarom sameSite=Lax. MOXHO nepeonpe-
AEeNUTb Ha 3HaYeHue None.

® blitz.login.outside.flow.callback.ttl.sec —3a4aeT BpemMa OXnUAaHWUA OTBETA OT BbI3BAHHOMO
u3 Blitz Identity Provider BHelwHero metosa ayteHTUdUKaLUmMK. M0 yMONYAHUIO 3HaYeHUe 300 CeKYHA.
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e blitz.login.mus.cookie.unused.ttl.sec—3a4aeT CPOK *MU3HU cookie, oTBeYatoLLEel 3a 3aNoMmnHa-
HMe CMUCKa 3a/10TMHEHHbIX B TeKyLLem Bpay3epe nosibsosatenei. 10 yMos4aHUIo 3Ha4eHMe COOTBETCTBYET
365 AHel (3HayeHWe 3a4aeTcs B CeKyHAax);

e blitz.login.bua.cookie.ttl.sec—3aaaeT Bpema aenctens cookie, ncnonbayemoit gna sanoMmnHa-
HWA 6pay3sepa nonbsosaTens. M0 yMONYaHUIO 3HAYEHWE COOTBETCTBYET 365 AHeN (3HaYeHMe 3ajaeTca B
CeKyHAax);

e blitz.login.setLastAuth.disabled — NO3BONAET OTKAOYUTL 3anucb B 6a3y AaHHbIX BpEMEHU Mo-
cnepgHer ayTeHTUPUKaLMm nonb3osatensa. Mo ymonyaHuio BpemMs nocneaHen ayTeHTMduKaumm noab3oBa-
Tens nuweTtca B 6a3y AaHHbIX. OTKNOUYEeHWe 3anMcK BpeMeHU nocneaHen ayteHTudMKaLnm no3BoaseT no-
BbICUTb MNPOU3BOAUTENBHOCTb 6a3bl AaHHbIX, HO He NO3BO/AET 3a4eNCTBOBATL (hYyHKUUIO B/10KUPOBAHUSA
yuemHobix 3anuceli no HeakmusHocmu (cTpaHuua 352);

e blitzDispatchedQueues — 3343eT UMA ovyepean, U3 Kotopol npunoxeHue Blitz Identity Provider 06-
pabaTbiBaeT 3a4a4M Ha OTMNPABKY MUCEM, PEFMCTPALMIO NO/b30BaTeNEN U BOCCTaHOBAEHMe naposieit. Mo
YMONIYQHUIO UCMONb3YEeTCA ovepesb C UMeHeM default;

e blitz.stores.united.u-cache.ttlInSec — CPOK AEeMCTBMA KILWA AAHHbIX YY4ETHOMN 3anucu, npeso-
ctaBnaembix Yyepes REST API. [To ymonyaHuio 1 ceKyHAa;

e blitz.csrf.cookie.ttlInSec —3afaeT Bpema aelcteus cookie, npensatcraytowent CSRF. Mo ymonya-
HWIO COOTBETCTBYET 6 Yacam (3HauyeHWe 3aLaeTcs B CeKyHAax). ITO MaKCMMabHOE BPEMSA C MOMEHTaA OT-
KPbITWA NONb30BaTeNeM CTPAHMLLbI U 40 BbINOJHEHWS 3aN0IHEHHOW CTPAHWLLbI NONb30BaTENIEM Ha cepBep;

® blitz.jdbc.cols.types.strings—3afaeT TUN KONOHKWU, UCMO/Ib3YEMOI ANA COXPAHEHUA CTPOKOBbIX
aTpmbyToB B penaunoHHoi CYB/ (PostgreSQL). Mo ymonyaHuio MCNOAb3YeTCa TUN text;

e blitz.jdbc.pool.stat—period—3a[aeT NePUOANYHOCTb, C KOTOPOM CTAaTUCTUKa McNonb3oBaHmA JDBC
3anucbiBaeTca B nor. [1o ymonyaHuio 300 CeKyHA,;

e saml.numThreads — 3aZaeT KO/IMYECTBO NOTOKOB, KoTopble B Blitz Identity Provider o6pabaTbiBatoT 3a-
npocbl Ha Bxog vyepe3 SAML. Mo ymonyaHuio 32 NOTOKa;

e blitz.oauth.exchange.rules.fs.cache.capacity — 33aeT pa3mep Kalwa, ucnosabsyemolit Blitz
Identity Provider ana nposepku npaBma AocTyna kK MMKpocepsmcam. Mo yMonyaHuio pasmep Kawwa B 10000
NPOBEpPOK;

® plitz.oauth.dyn.reg.clientSecretLength — 3agaeT pa3mep client_secret, reHepupyemoro
npwu AUHAMUYECKOM pernctTpaumm napbl client_id M client_secret. [10 ymoa4aHUIO reHepupyeTcs
client_secret pasamepom B 15 CMMBOJIOB.

® pblitz.oauth.dyn.reg.clientAttachingTl1lInSec — 3a4aeT Bpemsa, B Te4eHUe KOTOpOoro creHepu-
pPoOBaHHAA Npu p,VIHaMM"IeCKOﬁ peructpaumm napa client_id M client_secret AONXKHA 6bITb accoun-
MpoBaHa C No/sib3oBaTeiem (ech B Te4eHne 3Toro BpemeHu napa He 6yﬂ,ET accoumnmnpoBaHa C noJsib3oBa-
Tenem, To oHa byzeT aHHynMpoBaHa). Mo yMOAYaHMIO COOTBETCTBYET 1 Yacy (3HayeHue 3343eTcA B CeKyH-
nax).

e blitz.session.checkRemoteAddress.disabled—3aganTe true ANA OTKAOYEHUA NPOBEPKN paBeH-
CTBa IP-a,u,peca ceccnun n BxogAaulero 3anpoca (DEKOMeHﬂ,yeTCH npn Haan4ynm nonb3oBaTenei c ANHaMmun4ye-
ckumu IP-agpecamu).

e blitz.webauthn.residentKey.preferred—ecau onuus 3a4aHa, TO KAo4n 6€30nacHOCTU perncTpu-
pylOTCA C NapaMeTpom residentKey=preferred. [Ipn 3TOM, B C/ly4ae ecan onuma 3agaHa Kak true, TO
requireResidentKey=true, a ecam onuma false, TO requireResidentKey=false.

® plitz.ldap.store.extension.class — Npu nepegaye B onuuio 3Ha4yeHUA com.identityblitz.
idp.store.ldap.custom.PasswordMigrationExt BK/IOYAETCA PEXMM MUTPALIMN NapONA.

® blitz.ldap.store.extension.PasswordMigrationExt.passwordHashAttr — 3agaeT WUMA
LDAP-aTpunbyTa, B KOTOPOM XPaHWUTLCA Xell-Napona Aaa Onuun MUrpaummn napons. Xsw A0MKeH coaep-
*aTb NpeduKc {bcrypt } AN MUTPaLMM NAPOAEN U3 X3LLen C aNTOPUTMOM berypt.

* extensionsDir —afapec AMpeKTopun c modyaamu pacwupeHuli (ctpaHmua 330).

® metrics — NO3BOAAET OTKAOUUTL COOP METPUK GYHKUMOHUPOBAHUA B popmaTe Prometheus. [1na 3TOro
HY»KHO BbICTaBUTb 3HaYeHue false. [0 yMONYaHUIO COOP METPUK BKAOYUEH
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e couchbase.durability.mode —3a4aeT PeXnm coxpaHeHMA AaHHbIx B Couchbase Server. B cayyae wmc-
nonb3osaHua Couchbase Server Bepcun 6.0.1 1 6onee cTapbix foMKeH 06A3aTeNbHO NCNOB30BATLCA pe-
XUM clientVerified. B cnyyae ucnonbsosaHua Couchbase Server Bepcuin 6.5, 7.0 unn HoBee pexunm
clientVerifieducnonb3oBaTtb Henb3A. MapameTp B Couchbase Server Bepcuii 6.5, 7.0 cTaHOBUTCA onuum-
OHaneH (Npw OTCYTCTBUM NAapameTpa UCNOJb3YEeTCA PEXUMM majority) M NO3BONAET BbIbpaTb Tpebyemblit
PEXMM rapaHTMPOBAHHOCTM COXPaHEHUA AaHHbIX B KAacTepe ¢ pen/nKalmeii U3 cneaytolmx sBapuaHTos:

disabled — OXugaHue 3aNUCcK TONbKO B MaMATb Ha OCHOBHOM Yy3/1e KaacTepa;
- majority — O¥uAaHWe 3anucy B NamATb Ha OCHOBHOM Yy3/1e U 6ONbLNHCTBE PenunK;

— majorityAndPersistActive — OXWOAHME 3aNMUCKU Ha AUCK HA OCHOBHOM Y3/1€ U 3anNUCK B NaMATb
60nblUMHCTBA pennuk;

— persistToMajority — OXUAaHUE 3aNUCU HA ANCK HAa OCHOBHOM y3/1€ U B 60blIMHCTBE penauk.

e akka.http.parsing.max-uri-length — 3aZaeT makcumanbHyto ganHy URI B cTpoke bBpaysepa. B
HEKOTOPbIX C/Iy4anx MOXKeT NoTpeboBaTLCS YBENUYUTL PasMep CTPOKM, TOTrAa PEKOMEHAYETCA B 3TOM Na-
pameTpe 3a4aTb 3HaYeHue 16k.

® akka.http.parsing.max-header-value-length — 33ZaeT MaKCMMa/bHO AOMYCTUMbIN pasmep
HTTP-3arosoBKa. B HEKOTOPLIX CyYasx MoXKeT noTpeboBaTbCA yBEMUYMTL Pa3mep 3aro/0BKa, Toraa pe-
KOMeHAyeTcA B 3TOM napameTpe 3a4aTb 3HavyeHune 16k.

® akka.coordinated-shutdown.phases.service-stop.timeout — 334aeT Bpema OXKXMAaHNA nocne
NoNyYeHUA KOMaHAbl Ha OCTAHOBKY CEPBUCA, B TEYEHWE KOTOPOrO CEPBUC MOXKET 3aBEPLUUTL B3ATbIE B pa-
60Ty 3agaun. B cnyyae ncnonb3osaHus BctpoeHHoro B Blitz Identity Provider 6pokepa coobuieHuii peko-
MeHAyeTCA BbICTaBUTb AN NPUIONKEHUA NapameTp B 3HayeHue 30s.

® memcached.locator.tries — onpegenser KoO/MYECTBO MOMbITOK HaWTKM paboTalowmii cepeep
Memcached B cnyyae 06paboTku cboa obpalleHns K cepBepy Memcached.

A Npeaynpexaenmne

He rapaHTupyeTcs, 4To MCnonb3yemble onumm byayT coxpaHeHbl B Byaylimx sepcusax Blitz Identity Provider.

[ns 3agaHma onuunii o 3HAYEHUAMM, OTINYAOLWMMMUCA OT 3HAYEHUI MO YMONYAHUIO, HEOBXOAMMO OTPEeaaKTU-
poBaTtb ¢ann /etc/default/blitz-idp. 3a4aTb B HEM HeobxoaMMble JAVA_OPTS. HMXe npuBeseH npumep
¢daiina, B KOTOPOM cpeam Java-onuuii TakKe 3agaHbl onuMn blitz.csrf.cookie.ttlInSecUblitz.login.
cookie.sameSite. MNocne nsameHeHna JAVA_OPTS HeobxoaMmo nepesanycTutb npunoskeHus Blitz Identity
Provider, Ha KOTOpPbIX cAenaHbl USMEHEHUS.

export JAVA_HOME=/usr/java/default

export PIDFILE=/usr/share/identityblitz/blitz—-idp/RUNNING_PID

export JAVA_OPTS="-server —-Xms512m —-Xmx1G -XX:MaxMetaspaceSize=512m —-Xmn256m —-Dcom.
—couchbase.connectTimeout=30000 -Dakka.http.parsing.max-uri-length=16k"

export JAVA_OPTS="SJAVA_OPTS -Dblitz.csrf.cookie.ttlInSec=36000 -Dblitz.login.
—cookie.sameSite=None -Dplay.filters.headers.frameOptions=null"

1.5.2 Bxop, B KOHCONb ynpaBaeHus

Mocne yctaHoBKwM Blitz Identity Provider ocHOBHas HacTpoKa CUCTEMbI OCYLLECTBASETCS B KOHCONW YNpaBaAeHus,
KOTOpasn AOCTyMHa Mo cCbl/ike, 0603HaYeHHOM B pe3ynbTaTax yCTaHOBKM NPoAyKTa. 15 nepBoro BXoAa B KOHCONb
YyNpPaBAEHNA HYXHO UCMOAb30BaTb IOTUH U MapOJib, CreHEPUPOBAHHbIE B MOMEHT YCTaHOBKWM KOHCON yrnpase-
HUA.

O6bIYHO CCblNKa UMmeeT BUA:
https://<blitz_domain>/blitz/console

nnn

25 https://docs.couchbase.com/server/current/learn/data/durability.html
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http://<blitz_console_host>:9001/blitz/console

CTaHAapTHbIVI B4 3KpaHa BXOA4a B KOHCOJ1b ynpaBaeHUA npuBeaeH Ha pUCyHKe:

Bxopn B KoHconb ynpaBneHua

uwnun

Mocne ycnewHoro BXxoaa OTKPOETCA IM1aBHAA CTPAHULLA KOHCOW YNPaBAEHUA, BUA KOTOPOU nNpuseaeH Huxe. Ha-
BUraumsa mexay pasindHbiMK HacTpolikamu Blitz Identity Provider ocyliecTeiseTca ¢ NOMOLbIO MEHo, pacno-

JIOXKEHHOTO B 1€BOI YacTn 9KpaHa.

[l

& Tipunoxetua KoHconb ynpaBnexus

NCTOUHMKM AaHHBIX

Vo AyTenTnomkauma

MoAKAIoYeHH bl NPUNOKEHHA

1.5.3 YcTaHOBKa /IMLLEH3NOHHOrO KA4a

admin ®

Ecnu HaxaTb Ha ccbinke Bbl ucnonb3yerte ..., Bepcusa ... B pyTepe nobon cTpaHMLbl KOHCONAM ynpaBaeHus Blitz
Identity Provider, To 6yaeT oTobpakeH akpaH, NpuBeaeHHbIN ganee.

Ha 3ToM 3KpaHe MOXHO 03HAaKOMMUTbLCA C HOMEPOM BepCum Tekylel ycTaHoBKu Blitz Identity Provider, nepeiitn
Ha caliT AokymeHTauum MNO u popmy obpaTHON CcBA3MN.

B 6n0Ke I/IHd)opmau,vm O TNUEH3UN MOXHO NOCMOTPETb CPOK OKOHYAaHUA TMUEH3UN U NpeaebHO pa3pelleHHoe
]1VILI,EH3VI€FI KONN4eCTBO NOAKNHYaEMbIX I'IpVIﬂO)KEHVIl\;I. |_|pVI HaXaTuKn KHONKN N3MeHUTb TNLEH3UIO MOXKHO BBe-

CTW HOBbI INLLEH3MOHHbIN KoY.
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O npoaykre

Blitz Identity Provider
BepcuAa 5.XX.YY.ZZZZZ

MocmoTpeTs AOKYMEHTaumMo

CoobwuTh 06 owmnbke

WUHdopmauua o nuueH3nmn

fomeH

[arta OKOH4YaHuA
AEACTBUA NTULIEH3UK

MakcumansHoe
KONM4ECTBO
NPUNOXEHUN

domain.company.com

BeccpoyHan nuueHanA

©
©
©

N3MeHUTL NuueHanio

Mocne ycTaHOBKM HOBOTO /IMLLEH3WMOHHOTO K/lo4a Heobxoaum nepesanyck npunoxkeHui Blitz Identity Provider.

TaKKe 3a43aTb JIMLEH3NOHHDIN K04 MOXKHO Yepes pefakTupoBaHue KoHUrypaumMoHHoro anablitz.conf B
KaTanore /usr/share/identityblitz/blitz-config. Hy»kHO HailTK BNOK HacTpoekblitz.prod.local.
idp.license W CKOPPEKTUPOBATL €rO CEAYIOWMM 06pa3om (3a4aTb MMUEHINOHHDBIN KAtOY B MapameTpe key):

"license" : {

n key" . "MEQC...U"

1.5.4 YnpasneHue y4yeTHbIMM 3aNUCAMMU aAMUHUCTPATOPOB

Mocne yctaHoBskw Blitz Identity Provider pekomeHayeTca co3aaTb AOMONHUTENbHbIE YYETHbIE 3aMUCK agMUHU-
CTPaTOPOB, HAa3HaYUTb MM MapPON N AAMUHUCTPATUBHbIE POJIN. YNIpaBAeHME yHETHbIMU 3aNUCAMM agMUHUCTPA-

TOPOB AOCTYNHO B pasgene AGMUHUCTPATOPI.

AAMUHUCTPATOPbI

HassaHne

cynepnonb3oBaTesb

CUCTEMHBIV aMUHUCTPaTOP

aAMUHWCTPATOP MPUNOXKEHWIA

aiMUHUCTpaTOp MHTepdeiica

agMuHucTpaTop VB

agMuHUcTpaTop TN

CuctemHoe nmsa

root

sysadmin

app_admin

ui_admin

security

support

B pasgene AGMUHUCTPATOPbI AOCTYMHbI Cneayolme eNCTBUA:

® co3faHue 1 yaaneHue yyYeTHblX 3anucer agMMHUCTPATOPOB;

MNepesoas

1.5. Mepsble waru nocne ycraHOBKU

60



Blitz Identity Provider, Bepcus 5.31

® M3MEHEeHWe Naponem y4eTHblX 3anmcen aAMUHUCTPATOPOB;
® HasHayeHwWe W 0T3bIB PONEN aAMUHUCTPATOPOB.
Mo ymonuaHuto B Blitz Identity Provider goctynHbl ponu, npusegeHHble B Tabavue. MoXXHO NnepeHacTpouTb cy-

LLECTBYIOLWME POU AN CO34aTb HOBbIE Yepes HAaCTPOMKM KOHOUrypaLMoHHoro daina credentials.

CraHAapTHble poau agMuHucTpatopos B Blitz Identity Provider

Ponb JocTynHble pasaesibl KOHCOAW ynpaBaeHUA

cynepnonb3oBaTtesb JocTynHo Bce

(root)

AaAMUHUCTPATOP MB  AgmunHuctpatopsbl, CobbiTna

(security)

CUCTEMHbIA agMMHUCTPA-  WCTOYHUKM AaHHbIX, AyTeHTuduMKaums, Mpoueaypbl Bxoaa, MNocTaBWwmMKn naeH-
Top (sysadmin) TuduKkaymm, SAML, OAuth 2.0, Yctpoiictea, CooblieHua

agMuHucTpatop npuno-  [NpunoxeHua

XeHul (app_admin)

agMUHUCTpaTOp  MHTep-  CepBUCbl CAMOOBCAYKMBAHWA, BHeEWHMIA BUA,
deiica (ui_admin)

AQMUHUCTPATOP TN  Nonb3osatenwu, Mpynnbl, Mpasa goctyna, CobbiTuA
(support)

JononHUTeNnbHO K CTaHAAPTHOW MAEHTUPUKALMKN U ayTEHTUDMKALUN aAMUHUCTPATOPOB MO IOTUHY U Naposto
npw BXo4e B KOHCO/1b YNPaB/JeHUA MOKHO HAaCTPOUTb UCMO/Ib30BaHME UAEHTUDUKALMN U ayTEHTUDMKALMM NONb-
30BaTe/iei B KOHCO/b YNpPaB/IeHMA C UCNOb30BaHWEM cepBepa ayTeHTUdMKaumm Blitz Identity Provider. HacTtpoii-
KM BbINOJIHAIOTCS Yepe3 KOHPUrypaLMOHHbIM ¢alin console. conf.

1.5.5 Mepe3anyck cepsucos Blitz Identity Provider

[Ona nepesanycka cepsucos Blitz Identity Provider Heob6xoanumo ncnonb3oBaTb KOMaHAY:

[systemctl restart APP_NAME }

BMecTo APP_NAME HY}HO YKasaTb MMA Mepe3anyckaemoro MpuaoXKeHuA: blitz-console, blitz-idp,
blitz-registration,blitz-recovery,blitz-keeper.

Mprmep KomaHAb! 4N Nepesanycka NPUAOKEHUA cepBuca ayTeHTUdMKaLMK:

[systemctl restart blitz-idp

1.5.6 YaaneHue ncnonb3oBaHHbIX NPU YCTaHOBKe ¢aiinos

Mpu nepsom 3anycke Blitz Identity Provider 3awmndpoBbiBaeT co3aaHHble NPU YCTaHOBKE Napo/iv aAMUHUCTPATO-
pa u naponu nogxatodeHms K CYBA. Mpu aTom nepBoHa4anbHbI KOHOUIypaLMOHHbIM dalin KonupyeTca B KaTaaor
/usr/share/identityblitz/blitz-config/.snapshot. PEeKomeHayeTcA yaannTb NCMONb30BaHHbIE MPU
ycTaHoBKe dainbl blitz_param.txt U Nepsble co3gaHHble KONUKU KoHGUrypaumMoHHoro darna blitz.conf.
[ns 3TOro MoXKHO BbINOAHUTb KOMaHAY:

[rm blitz_param.txt /usr/share/identityblitz/blitz-config/.snapshot/blitz.conf.* }
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Mhasa 2

basoBoe KOHpUrypupoBsaHue

2.1 ATpubyTbl y4eTHbIX 3anucen

YueTHan 3anucb nonb3osatena B Blitz Identity Provider onucbisaetca Habopom aTpubyTOB. [aHHbIi pasgen no-
CBALLEH BCeM acnekTam paboTbl C HUMMK.

2.1.1 Yro npepcrasnser coboit aTpubyT yueTHOM 3anucu
YyeTHas 3anmcb NoO/Ib30BaTE IS ONMUCbIBAETCA Ha60p0M anVI6YTOB.
3HauyeHuA aTpmnbyToB POopPMUMpPYIOTCA Cnedyowmmm cnocobamu:
® CUYMTbIBAIOTCA M3 MMOOKAOHYEHHbIX XPAHUAUW ampubymoe (cTpaHuua 69);

* cumTbiBatoTCA M3 6a3bl gaHHbIX Blitz Identity Provider;

© nNpumevanue

YTteHne n coxpaHeHue anVI6yTa B base AaHHbIX OcyuwlecTBNAeTCcA B Cnyyae, eCnav ana anVI6yTa He Ha-
CTpO€Ha CBA3Ka C anM6YTOM B NOAKNHOYEHHOM XpaHUAULWe anVI6YTOB.

® BbIYUCAAKOTCA U3 APYTUX anl/I6YTOB WX 3aNONTHAKTCA KOHCTAHTHbIMU 3HAYEeHUAMMN.

Q coser

MOXHO BbIYUCAATb aTPUOYT novMen nonbzoeaTend U3 afpeca 3/IeKTPOHHOM NOYTbI AN CO34aTb KOM-
NO3UTHbIN AaTPUBYT SUO U3 OTAE/NbHbIX aTPUBYTOB ¢ pamnnneit, UMeHeM U OTYECTBOM NOIb30BaTENA.

KoHdurypupoBaHue aTpnbyToB COCTOUT U3:

® HaCTPOWMKM XpaHUMbIX aTpUBYTOB, T.e. Tex, KOTopble BeAyTCA B MOAKNOYEHHbIX XpaHUAULWAX UAK B Base
AaHHbIx Blitz Identity Provider;

i HaCTpOVIKVI BblYncCaAemMbIX anVI6yTOB, T.€. TeéX, KOTopble AO/IXKHbI MPUHMMATb KOHCTAaHTHOE 3Ha4YeHne nnun
KOTOpble BbIYNCAAKOTCA NO NpaBUi1am.

® HaCTPOWKM NpaBun NpeobpasoBaHNA BXOAHbIX 3HaYEHUI, NO3BONAIOLLMX Npeobpa3oBbiBaTbh 3HAYEHUA aT-
pubyToB NpU M3MeHeHUn (Hanpumep, NpU PeaakTUPOBaHUU MOAb30BaTENEM WAM MPU Bbl30OBE COOTBET-
cTeytoLmx API);

® HaCTPOWMKWM NpaBua Npeobpa3’oBaHUA BbIXOAHbIX 3HAYEHWIA, MO3BONAOWMX NPOBECTU AOMONHUTENbHbIE
npeobpasoBaHUA C BbIYUCASEMbIMUW aTPUBYTaMK;
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A HaCTpOﬁKVI Ha3Ha4veHunA anVI6yTOB —onpeageneHne MAEHTVICIJVI KaTopa B cncreme 1 anVI6yTOB, oTBeYarwmnx
3a HOMep MO6UIbHOTO Teﬂed)OHa, agpec 3J'IeKTp0HHOl‘;1 noYyTbl.

A Buumanue

[nsa KoppekTHoW pabotbl Blitz Identity Provider Kak MUHUMYM 40NXKHbI BbITb BbINOAHEHbI CAeaylolwme Ha-
CTPOVKMU:

® CKOHOUIypMpoBaHbl HeobxoamMmble aTpUbYThI;

® OAWH U3 aTPMBYTOB onNpeaesieH B Ka4yecTBe naeHTUdUKaTopa.

2.1.2 KoHdurypupoBaHue A0CTYyNHbIX aTpubyTos
XpaHumble aTpubyTbi

HeobxoamMmo B pasaene UCTOYHMKM AaHHbIX NepeiT B 610K XpaHMMble aTpubByTbl U BbINOAHWUTL Cleaylolme
warm:

e n06aBUTb HOBbIV aTPUBYT, HaXKaB Ha CCbINKY +[o6aBUTL aTpubyT;

® yKasaTb HaMmeHoBaHWe aTpubyTa, KoTopoe byaeT ucnonbsosatbea B Blitz Identity Provider. HaumeHoBsa-
HWe aTpnbyTa MOMKET OT/INYATLCA OT €0 UMEHW BO BHELHEM XPaHUAULLE — B TAKOM C/yvyae HeobxoamMmo
YKasaTb npasuio npeobpasoBaHuna B Hacmpolikax (cTpaHuua 69) aToro xpaHUAULWLA;

® YKa3aTb TUN 3Ha4YeHUA [OaHHbIX — d)opmaT OaHHbIX (String, Number, Boolean, Bytes, Array of
Strings);

* onpeaenvTb NapameTpbl aTpubyTa:

— BO3MOXKHO /1M NPOM3BOAUTL NO HEMY MOUCK (cTonbey, Mouck);

Q coser

Ecnu 310 aTpMBYT M3 NOAKNOYEHHOTO XPaHUAWLLA, TO B LeNAX MPOU3BOAUTE/IbHOCTU PEKOMEHAY-
€TcA co34aTb MO HEMY NOUCKOBbIN MHAEKC.

— ABNAETCA M aTpubyT 0bA3aTeNbHbIM (cToNbew, 0643);
— [LO/3KHO N1 3HayeHue aTpubyTa 6bITb YHUKANbHLIM B cucTeme (cTonbew, Yuux).

Mocne pobasneHun aTpubyTa HEZOMYCTUMO MEHATL ero UMs. MNpu HeOBXOAMMOCTU NepenmeHoBaHUA aTpubyTa
cnepyet yaanuTb aTpMByT U cO34aTb HOBbIN.

@ BaxHo

B pasgene Nonb3oBatenun B Kapmoyke nosnsszosamesns (cTpaHuua 205) aTpubyTol 6yayT NOKas3biBaTbCA B TOM
nopsAzKe, B KOTOPOM OHM CO34aHbl. Yepes KOHCO/b YNpaBaeHUA USMEHUTb NOPAAOK aTpMOYTOB Hesb3A. Mpn
HeobXoAMMOCTN U3MEHWUTb NOPAAOK aTPUBYTOB HEOOXOAMMO BPYYHYIO MX NepeynopafoYnUTb B KOHUry-
pauMoHHOM daline blitz.conf B CEKUWUU HACTPOEK blitz.prod.local.idp.id-attrs. YT0bbI B pas-
gene llone3oBaTeny BMECTO CUCTEMHbIX UMEH anVI6yTOB MOKa3blBa/INCb UX TEKCTOBbIE HAa3BaHMA C YH4ETOM
A3blka MHTepdeica Nnonb3osaTens, Heob6XoANMMO ANs CO34aHHbIX aTpMbyTOB onpedenums (cTpaHuua 317) B
messages CTPOKM C ONMUCaHWEM Ha3BaHWI aTPpMOYTOB A/1A UCMONb3YeMbIX A3bIKOB. CTPOKM LO/KHbI UMETb
BUA custom.user.attr.name.<umg atpubyTra>.

Mpu co3gaHUmM HOBOTrO aTpUbyTa aBTOMATUUECKM TaKKe CO34aeTCs ManMMHT HOBOTo aTpubyTa BO BCEX MOAK/IO-
YeHHbIX XpaHWUAULLaX aTPUBYTOB Ha aTPUBYT C TaKUM e Ha3BaHueMm. lMocne co3paHMA HOBbIX aTPUbyTOB HEOb-
XOZMMO NPOBEPUTb U OTPEAAKTUPOBATL HACTPOMKM MANMuHra B NOAKAOYEHHbIX XpaHuauwwax. Ecan atpmbyt He
npeAnonaraeTca CYNTLIBATH M3 XPAHWANLLA, TO HYXKHO YAANUTL CTPOKY MAnMuHra — B TaKOM caydae aTpubyT byaet
BecTuchb B 6ase gaHHbIx Blitz Identity Provider.
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@ BaxHo

Ecnu B KavectBe CYB/, ncnonb3syetca PostgreSQL, To Heobxoammo co3patb ctonbeu, B Tabnuue USR_ATR, a
TaKKe B Tabanue USR (TONbKO B C/y4ae, eCM UCNONb3YETCa 8HYmMpeHHee xpaHuauwe (cTpaHuua 67)). Umsa
cTonbua [ONKHO COOTBETCTBOBATb MMEHW f06aBAsemMOoro aTpmubyTa c Hopmanmnsaumel U3 lowerCamelCase
B UPPERCASE_SEPARATED_BY_UNDERSCORE, Hanpumep, middleName ->MIDDLE_NAME. Tun ctonbua aon-
*KeH ObITb BbIOPAH B 3aBUCMMOCTU OT TUMNa 3HaYeHUA aTpubyTa:

cTonbel, ¢ TMNOM text A1a aTPMBYTOB C TMNOM String M Bytes (B 3TOM C/lly4ae 3Ha4YeHue byaeT co-
XpPaHeHo B Base64);

ctonbel, c TMNOM text [] AnA aTpubyTa c TUNOM Array of strings;

cTonbel, ¢ NOAXoAAWMM YNCNOBbIM TUNOM (bigint, integer, smallint) AnA aTpUBYTOB C TUMOM
Number;

CTO/'I6eLI, Cc TMNom bool AgnA anM6yTa C TUNOM Boolean.

XpaHuMbie aTpubyTbi

sub String v n
family_name String v (] ] n
gven_name string v 0 0 n
middle_name strng v n
email String v O n
—p—— string v 0 B

Onpegenvte aTpnb!
BHeLLHeM Xp

Taxe Bbi6epute mu

nbyTa B cMcTeme. Ha3BaHue aTpubyTa MOXET OT/IMHYaTLCA OT ero UMeHU BO

XpaHuAu

YeHus - TUN AaHHbIX aTpubyTa,

YKaxuTe, Kakvie aTpubyTbl 8BNAOTCA

K) - 3TV aTPUBYTbI BY/YT y4TeHbI NPy NOKUCKE YHETHOM 3anucy B pasaene «Mofb3oBaTeNn», NpU MCNONb30BaHNM BHELUHEro XpPaHUAMLLA MO 3TUM aTpubyTam

1 aTpn6yTbl AOMXKHDI 6bITb 33AaHbl NPY perncTpauvn non TENA U He MOTYT 6bITb y/janeHbl B AanbHeiilem

3Ha4eHWA 3TUX aTpUBYTOB A0MXHbI 6bITb YHUKA/bHBI B CUCTEME.

HaumeHoBaHue aTpubyTa Tun 3Hauenms Movick 0653 YHuK.

MpeaycmoTpeHa BO3MOXKHOCTb Ha3HauUTb Ans aTpubyta LDAP-KaTanora TpaHCAATOP, OCYLLECTBAAIOLWMIA NPeob-
pa3soBaHue aTpmbyTa M3 xpaHmumoro B LDAP dopmata B Tpebyembiii popmart B Blitz Identity Provider. Hanpumep,
3TO MoKeT HbITb None3Ho Npu Heobxoaumoctn obpabatbiBaThb B Blitz Identity Provider atpubyT object GUID U3
LDAP-kaTtanora Active Directory, utobbl 3TOT aTpMbyT NpeacTaBasica He B 6aiiToBOM BuAe, @ B popme CTPOKMK
GUID. Hactpolika sbinonHsemcs (cTpaHuua 331) yepes KoHOUrypauMOoHHbIN daiin.

Bbluncasembie aTpubyThbi

[na HAcTPOMKKM BbluMCAEMbIX aTpnbyToB B 6/10Ke Bblumcnaemble aTpubyTbl HEOHXOAMMO COBEPLUUTL Creayto-
Liue aencTeua:

® n06aBUTb HOBbIV aTPUBYT, HaXKaB Ha CCbINIKY +[l06aBUTL aTpPUbyT;

® YKa3aTb HAMMEHOBAHUE BbIYNUCIAEMOTO anVI6YTa;

® yKasaTb TN 3HAYEHUA JAaHHbIX — OPMaT SAHHbIX;

® YKa3aTb MpPaBuIO BblYNUCNEHUA anM6yTa Ha OCHOBE Apyrux anM6YTOB WA NpUCBOoeHNA eMy KOHCTaHTHOToO

3HayeHuA.

Mpumepsbl npasun:

2.1. ATpmbyTbl y4eTHbIX 3anucem
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® yTOObI CO34aTb AaTPMOYT HUMa 1 damumus U3 XPAaHUMbIX aTPMOYTOB family_name M given_name Heob-
XO4MMO OnpesenvTb XpaHMmMble aTpubyTbl family_name M given_name, a Aa/iee 3a4aTb BblYMCAAEMbIN
aTpMOYT full_name C NPaBUIOM BblMCAEHUA — ${family_name} ${given_name}.

® YyTObbLI CO34aTb ATPUOYT NOMEH 3MEeKTPOHHOM MOYTH U3 XPAHMMOTO aTpmnbyTa email HeobxogMmo onpe-
OEeNNTb XPAaHUMbIN aTPUBOYT email, a Aanee 334aTb BblUMCAAEMbI aTPUOYT domain M ONpeaennTs ero npa-
BWNO BbIYMC/IEHUNA S {email##*@}.

© npumeuanue

CnpaBKy Mo Nofaepu1saembiM NapameTpam CTPOK NOACTAHOBKM MOXHO NOCMOTPETb 3aechb?®,

Bbluucnaemble aTpubyTbl

Mpu HEO6XOAMMOCTYM ONpeaenuTe BbIHMCNAGMbIE aTPUBYThI — YKaXUTe UX HaMMEeHOBaHHe, TUM 3Ha4YeH!d, a TakXKe HaCTPONTe NPaBM/O BbIYUCNIEHNA HA OCHOBE XPaHUMbIX
aTpubyToB.

BbluncnaeMomy aTpubyTy MOXET ObiTb NPUCBOEHO KOHCTaHTHOE 3Ha4eHue

IpUMepbI HaCTPONKKU

HaumeHosaHue aTpubyra Tun 3HaveHun Mpasuno eblMuCNEHNA
prefered_username String v ${family_name} ${given_name} n
adGroup Array of strings v ${memberOf} n
onlyCN Array of strings v ${memberOf} n
domain String v ${email##* @} n

Mpasuna npeo6pasoBaHUA BXOAHDIX 3HAUYEHMA

MpaBuna NnpeobpasoBaHMA BXOAHbIX 3HAYEHMI NO3BONAIOT NPOBEPATL KOPPEKTHOCTb popMaTa BBOAA AaHHbIX U
obecneynBatoT coxpaHeHWe AaHHbIX B KOPpeKTHOM dopmaTe. MpaBuaa 3a4atoTCa C NOMOLLLIO PeryasapHbIX Bbipa-
KeHu. Kaxaoe npaBu/o BKIOYAET B cebs perynsapHoe BbipaxKeHue, NO3BO/sAOLLEee NPOBECTU AeKOMMO3ULMIO
(pazbueHuna Ha YacTM) BBEAEHHOTO 3HAYEHMWA, M NPABUIO COXPaHEHMA NOAYYEHHbIX YacTeil (KOMMOHOBKA).

Mprmep peluaembix 3a4au:

® [N NPOBEPKM, YTO aTPUOYT email COAEPKUT 3HAK @, HEOOXOAMMO YKa3aTb BblparkeHUe AeKOMMNO3nLMK
A(.+)Q@(.+)S$ M BblpaxKeHMe KOMNOHOBKN ${0—};

* nna nposepku ¢opmaTta MobunbHoro TenedpoHa (phone_number) M COXpaHeHUs ero B ¢opma-
Te +7(999)1234567, HeobXoAMMO YKasaTb BbIPAXKEHWE [EKOMMNO3MLMM  ~ (\+?) ([78]12) 2\ (?
([0=-914{31)\)? 2([0-914{3}) [~ 12([0-914{2})[- 12([0-91{2})S W BbiparkeHNe KOMMNOHOBKU
+7(S${3-}) ${4-1${5-1${6-}.

26 http://tldp.org/LDP/abs/html/parameter-substitution.html
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Mpasuna npeobpasoBaHUs BXOAHBIX 3HaYeHW

a No3BONAKT NPOBEPATL KOPPEKTHOCTL HOf

aTta BBO/a jaHHbIX 1 06eCneymnBaroT coXxpaHeHue AaHHbIX B KOPpeKTHOM dopmarte. MNpasuna 3

A C NOMOLLbIO PerynsipHbIX

HaumeHoBaHve aTpubyTa Aexomnoznuma KomnoHoeka

email NA)@(H)(H)S ${0}

phone_numbe: (\+2)([7812) ?

Mpasuaa npeobpa3oBaHUA BbIXOAHbIX 3HAYEHUN

37K NpaBuia NO3BONAIOT COBEPLUNTL AOMOHUTE/IbHBIE NPeobpa3oBaHMA C BbIYUCAAEMbIMU aTpUbyTamu. Hanpu-
Mep, U3 aTpnbyTa C MacCMBOM rpynn Nosb3oBaTenelt MoryT 6biTb U3BNEYEHbI TOILKO HEOBXOAMMbIE TPYMMbl, K-
60 3HaueHuA rpynn us dopmarta CN=name, DC=... LO/IKHbI ObITb NPe0bpPa3oBaHbl NPOCTO K UMEHaM CN. Mpumepbl
HaCTPOEeK TaKuxX NpaBma NpeobpasoBaHUA NpPeacTaB/IeHbl Ha PUCYHKE HUXKe (NpeaBapuTesbHO He0BXoAMMO Co-
30amb (cTpaHuua 64) COOTBETCTBYIOLLME BblUMCAAEMbIE aTPUOYTDI).

MNpaBuna npeo6pa3oBaHnA BbIXOAHbIX 3HaYEHUI

I 3T npasuna NO3BONAIOT COBEPLUMTL AONONHUTENbHbIE npeobpas3oBaHNA C BbIYUCNAEMbIMUA aTpudyTamu.

HaumeHoBaHue atpubyra Adexkomno3uuua KomnoHoBka
onlyCN Aen=(.*2),(.")$ {1} n
adGroup v Ncn=39SU-ABCD-)(?!TEST-IDEV-)(.*)$ ${0-} n

+ [lobaButb npasuno

HacTpoiika Ha3HaueHuA aTpubyToB

HeobxoguMmo yKasaTb, Kakol aTpubyT byaeTt naeHTMdMKatopom B cucteme. MaeHTUdMKaTOp AOMKEH ObITb YHU-
KaNbHbIM M HE MEHATLCA CO BPEMEHEM.

Vs

© nNpumeuanue

He pekomeHayeTca B byayliem meHATb 6a30BbIvi MAEHTUDMKATOP, T.K. K HEMY NPUBA3bIBAIOTCA BCE NO/b30-
BaTe/IbCKME HACTPOMKK. Mpn nsmeHeHnn 6azosoro ngeHTUdMKaTopa byayT NoTepaHbl HACTPONKM ABYXbaAK-
TOPHOM ayTeHTUdMKaALUK, 3aperncTpUpPoBaHHble cobbITUA 6e30NacHOCTH, 3aNOMHEHHbIE CMUCKU YCTPOMCTB
noJsib3oBaTesielt, CBA3WN C BHELUHUMM YYETHbIMM 3aNUCAMU, XpaHUMble B 6ase gaHHbIx Blitz Identity Provider
aTpubyTbl NoNb30BaTeNeN.

TaKe MOXKHO yKa3aTb, Kakue anI/I6YTbI MCNONb3YIOTCA ONA CneunanbHbIX Ll,eﬂeﬁ:

1. AtpubyT, MCNONb3yeMbIN B KayecTBe Npu3Haka 6/I0KMPOBKM yYETHOM 3anucu. ITOT aTPUBYT A0/IXKEH UMETb
TUN 3HaYeHUs Boolean. Blitz Identity Provider nogaep:kmMBaeT 610KMPOBKY NO/b30BaTENEN, XPAHUMbIX B
LDAP-kaTtanore. [1na MCNonb30BaHUA 3TON QYHKLMM TaK*Ke TpebyeTca HaCTPOUTb COOTBETCTBYIOWMI aTpu-
6yT B Hacmpolikax (cTpaHuua 69) LDAP-kaTanora.

2. WabnoH umeHu nonbsosaTens ana nepegavyv BHEWHUM cepBuCam (Hanpmmep, €CNU BHELWHUN cepBuC 3a-
npalwwm1BaeT Npasa A0CTyMNa Ha YYeTHYH0 3anncb Noab3oBatend). Hanpumep, BbipaskeHme $ { family_name}
${given_name} ${middle_name-} NO3BOJAET NepenaBaTb BHEWHUM cepBMcaM GaMUANIO, UMA U OT-
4eCTBO NOJ1b30BaTenAa.

2.
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A\ Npeaynpexaenne

He pobasnsiite B UMA Nonb3oBaTeNna KoHOUAEHUNANbHYO MHGOPMALLMIO U He ucnonb3yinte HTML.

© nNpumeuanue

[na HacTPOMKM UMEHU NMONIb30BaTE/sA, OTOBPAXKAEMOro B KOHCO/IU, UCNONb3YETCA napamemp (CTpaHu-
ua 397) B daiine KoHPpUrypaumm console.conf.

3. AtpunbyTbl, UCNONb3yEMbIE AN XPaHEHMS afpPecOB 3/EKTPOHHOM MOoYTbI.
4. ATpubyTbl, UCNONb3YEMbIE ANA XPAHEHNA HOMEPOM MOBWbHBIX TeNedoHOB.

B KayecTBe 3/1eKTPOHHOM NOYTbI U MOBUNBLHOTO TeNedpOHA MOTYT BbITb YKa3aHbl HECKOIbKO aTpUByTOB (Hanpumep,
AN IMYHOTO M paboyero agpeca 3N1eKTPOHHOM NoYTbl).

HasHauyeHue aTpubyToB

YKaxuTe, Kakoi aTpuyT 6yaeT MAEHTUDUKATOPOM B cicTeMe. VAeHTU(MKATOP AOMKEH GbiTb YHIKANbHBIM 11 HE MEHATLCA CO BPEMEHEM
TaK)Ke MOXHO yKa3aTh, Kakie aTpubyTbl UCMONb3YIOTCA:

* 1A onpefeneHna 3a6oKMPoBaHHbIX YHETHbIX 3anucei. ATOT aTpubyT AosmKeH 6biTb GynesbiM (Boolean);
* B KayecTBe agpeca GHSKTDOHHOQ NOYTbl;
* B KayeCTBe HOMepa MOGUNBbHOrO TeﬂerOHa

MOXHO Takxe ykasaTb NpaBuno, nNo KoTopomy 6yaeT hopMMpoBaTLCA UMA NONML30BATENA ANA OTOGPAXKEHUA B KOHCONM

Wpentucpukarop sub v

Mpu3Hak 610KUPOBKKM

Wmsa nonb3osatensa

3neKkTpoHHaA nouta

locked

${family_name- } ${given_name-}

email

Mo6unbHbiv TenedoH phone_number person_mobile

2.1.3 MopgKnoueHne XxpaHUaAuLW, atpubyros

Tunbl XpaHUAULY,
B KauecTBe xpaHMAMLL YYETHbIX 3anuncen nosb3osaTtenei Blitz Identity Provider nossonseT ncnonb3osatb:
1. BHelwwHee (NOAKAOYEHHOE) XpaHUAMLLE. B KauecTBe TaKOBOTO MOMET BbICTYNaTb:

e LDAP-xpaHunuwe — 310 MOXeT 6biTb N06ON cepsep, nopaepusatowmii npotokon LDAP (389
Directory Server, OpenLDAP, FreelPA u apyrue), a Takxe Microsoft Active Directory unm Samba4;

* WHOE XpaHWauLWe, oNs NoAKAUYeHUs KoToporo K Blitz Identity Provider Heobxoanmo paspaboTtaTtb
cneunanbHble REST-cepsucesi (cTpaHuua 72).

2. BHyTpeHHee xpaHuauwe. Bce yyeTHbIX 3anuceit nonb3osaTenein xpaHATcA B 6a3e AaHHbix Blitz Identity
Provider. B cnyyae ecnu B kadectse CYB/[, ncnonbsyetcs Couchbase Server, To 6a3y gaHHbix Blitz Identity
Provider MOXHO MCNONb30BaTb A/1A XpaHEHWUA HEBObLIOrO YMCA YYETHbIX 3anuceld. B cnyyae ecam B Ka-
yectBe CYB/[, ncnonb3ayetca PostgreSQL, TO MOXHO XpaHUTb 1060 YNCI0 YUETHbIX 3anUCeN.

[ns KoppekTHoM paboTbl Blitz Identity Provider TpebyeTca HacTpoiKa XoTa 6bl O4HOTO XPaHUAMLLA U KOHOUTY-
pvpoBaHue ampubymos (cTpaHuua 63). Mo yMONYaHUIO HACTPOEHO BHYTPEHHEE XpaHuauwe u aobasneH psag
aTpubyTos.
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- N
© nNpumeuanue

Karkpoaa yyeTHas 3anucb NONb30BATENA XPAHUTCA B KAaKOM-TO OLHOM OMpeaeneHHOM XpaHuauwe. Blitz
Identity Provider aonyckaet KOHGUIypupoBaHUE U NOAKAOUEHNE HECKONbKUX XPAHUNLL, OLAHAKO PEKOMEH-
[yeTcs UCnonb30BaTb 04HO OCHOBHOE XpaHWUAULe ana paboTbl. PeweHne 06 McNoab30BaHMM BTOPOro Xpa-
HUAMLWLA AO/KHO BbIThb MPUHATO C YYETOM MPUMEHAEMON MOAENN AaHHbIX. Hanpumep, B NOAK/IOYEHHOM
KopnopaTtnesHom Active Directory moryT XpaHUTbCA AaHHblE COTPYAHWKOB OpraHM3aumm, a B 4OMOHUTE Nb-
HOM LDAP-XxpaHu/uLLe — AaHHbIE CeunanbHO 3aperncTPUPOBaHHbIX «BHELIHWUX» Nnosib3oBaTenei (CoTpyaHK-
KM NapTHEPCKUX OpraHusauunii, dpmnaHcepbl 1 np.).

BbI6Op M HACTpOIiKa MCNOb3YEeMOTro XPaHUIMLLA OCYLLECTBAAETCA NOC/Ae HACTPOMKM YYETHbIX 3anuceit B pasaene
MCTOYHUKM JaHHbIX B pasgene XpaHWauWwa y4YeTHblx 3anmceid. [o yMoN4yaHUIo HaCTPOEHO BHYTPEeHHEee XpaHUau-
we. [ns [o6aBNeHUA BHELIHErO XPaHUAMULLA CNeAYeT HaaTb Ha KHOMKy Jo6aBuTb HOBOE XpaHuauLLe, nocse
Yero yKasaTb TUM BHELUHEro XpaHWIuLLa U HAaCTPOUTb NapaMeTpbl B3aMMOAENCTBUA C HUM. XpaHuauLa nocse
CO34aHUA CO34aK0TCA BbIK/IOUYEHHbBIMU — UX HYXKHO BKAOUYMUTL C NOMOLLBI0 TyMmbiepa B pasgene XpaHuauwa yyer-
HbIX 3anucei.

XpaHunuuwa y4yeTHbIX 3anucei
Ecnu Bce yyeTHble 3anucu npepnonaraetca xpaHuTb B Blitz Identity Provider, To goctaTtouHo ogHoro BHyTpeHHero xpanunuwa (built-in). Ecnv TpebyeTtca noakniounTh BHEWHEe XpaHunuLle,

HaXKMUTE Ha KHOMKY «[lo6aBnTb HOBOE XpaHuimiie», BbI6epuTe TN XpaHunuLla u HacTponTe ero.

389-ds

&)
rest

msk-dit-ad

an: Unknown

bip-udc01

dap: Unkr

[l06aB1TL HOBOE XpaHUNLLE

[JonycTMmo yaanuTb BHYTPEHHee XpaHWMLLE, eC/iM ero He NJaHMPYeTCa UCMOoIb30BaTb. [1ns 3Toro HeobxoaMmo
nepewT! B CBOMCTBA COOTBETCTBYIOLLErO BHELLIHErO XPaHWUIMULLA M Ha¥KaTb Ha KHOMKY Y4anuTb.

Mcnonb3oBaHUe HECKOMbKUX XPaHUAULL, MOMKET PellnTb 3a[a4y BXOAa Mo/ib30BaTeNen, XPaHALLMXCA B PasHbIX
LDAP-KaTanorax uav B pasHbix BETKaxX 0AHOro KaTtaaora. Hanpumep, B pesynbrate ob6beAnHEHUA ABYX KOMMAHWIA
MOKHO MOAKAOUYMTL ABa KaTanora K Blitz Identity Provider u obecneunTb BXoZ4 nosb3oBaTesiel, He npuberas K
HacTpoMKam A0Bepua UAN NOCTPOEHUIO MeTaKaTasora.

KoHdurypuposaHue xpaHunuuia

Tun xpaHunauwa LDAP v
Xoct dap.example.com
MopTt 636

Ucnonbz0BaTh SSL

MepeiiT K KOHPUIYPUPOBAHMIO
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MopknoyeHue xpaHuauwia no LDAP

Ecnun B KauecTBe UCTOYHMKA YYETHBIX 3anuceit nosnb3osatenelt ucnonbyerca LDAP xpaHuavLLe, pa3sepHyToe B
opraH13aumm, 418 ero HaCTPOMKM Heo6X0AMMO BOCMO/1b30BaTbCA Pa3aenom MCTOUHUKM AaHHbIX KOHCONM yripaBs-
JIEHMA U BbINOIHUTL C/eAytoLme Wwarn:

i ,D,O6aBMTb HOBOE XpaHuauule, ykasaTb cieayrouime aaHHble:

TMN Ao6aBnAemMoro xpaHManw,a — BbibpaTtb LDAP;

aApec XpaHUNnLa;

= nopT,

OTMEeTUTb GNAXKOK Ucrnonbs3osaTe SSL, €C/IM SOMKHO UCNO/Ib30BaThCA 3aLLMLLEHHOE COegMHEHMe.
® CKOHOUrypupoBaTb LDAP-KaTasior, HacTPOMB cregytolme napameTpbl:

— onucaHue KaTanora (onuMoHanbHo);

— WUCNOAb3yeT N KaTanor TONbKO A1A YTEHUA AaHHbIX UM BO3MOXHA 3aNuUCb B Hero;

— HeobxoAMMOCTb UCMO/Ib30BaHMA SSL-coeAnHeHns;

— HeobxogumocTb DNS-6anaHcupoBKM BbI30BOB K LDAP-KaTanory — AnAa 3TOrO HaxaTb KHOMKY
DNS-6anaHcMpoBKa 1 3a4aTb NapameTpbl lomenHoe wumd, [lopT, Ucnons3osaTh SSL, PexuM pa-—
60TH, BpeMd xpaHeHHd B KBIe, MC;

- N
© nNpumevanue

Mpun DNS-6anaHcupoBske Blitz Identity Provider 3anpawwnsaeT y DNS-cepBepa no 3agaHHoOMy A0-
MeHHoMY umeHu LDAP-kaTanora Bce agpeca nogakntodeHus. Ecnm 8 DNS nponucaHo 6onee oa-
HOro agpeca, To B 3aBUCMMOCTM OT BblbpaHHOro pexkmMma paboTsi Blitz Identity Provider ycTaHas-
NIMBAET NOAK/AOYEHWE K NepBOMY AOCTYNHOMY cepBepy (pexum pabotol FAILOVER), K cayyaiiHo-
My cepsepy (pexunm pabotsl RANDOM) munm K Kaxkgomy cepBepy Mo ovepeam (pexvmm paboTtbl
ROUND_ROBIN). Mony4yeHHbIn oT DNS cnucok cepeepoB xpaHUTca B Kawwe Blitz Identity Provider
B TeYEHWe BPEMEHW, 3a[1laHHOTO B HACTPOMKE BpeMs xXpaHeHHd B K3me, MC.

— HaCTPOWMKM Nyna coeguHeHui;

® yKaszaTb JIOTMH M Napo/ib NONb30BaTeNA, OT MMEHW KOTOporo OyaeT ocyliecTBaaTbcA paboTa ¢
LDAP-kaTasiorom (y 3Toro nonb3oBaTens AOMKHbI 6biTb MPaBa Ha YTEHWE M Ha 3anucb AaHHbIX), @ TaKkKe
6a308bIi DN — pa3gen Katanora ¢ y4eTHbIMU 3anmncammn Nonb3oBaTtenei;

© nNpumeyanue

JonycTMmo yKasaTb Nosib30BaTe/s TOMbKO C NPaBamMM Ha YTEHME, eC/IM KaTaslor UCMOb3YEeTCA TONbKO
ONA YTeHuA.

® yKasaTb HAaCTPOWMKM NOMCKa — MYBUHY NOMCKA M MaKCMMa/ibHOE YMCI0 BO3BPALLAEMbIX YHETHbIX 3anucen
(a0 BAMAET Ha YMCIo NoNb3oBaTeNel, oTobpaxkaemMblx B pasaene M0nb30BaTeNIM KOHCOAN YNPaBAEHMS).
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MapameTpbl noaknoyeHna Kk LDAP-katanory

Wnentudukarop 389-ds

Onucanue 389 Project

TonbKo AnA uTeHUA Her v

HacTpoiika coeguHeHua Bes 6anaHcupoBKkm DNS-6anaHcupoeka

Xoct sud-uldap02.reaxoft.loc
Mopt 636

Vcronsaosars SSL

HacTpoiika nyna coeguHeHuit

TaimayT coeMHEHUA, MC 60000 H: KONU4ecTBo i 5

TanmayT oTseTa, MC 60000 KONU4ecTBo i 5

YueTHanA 3anuck ANA pa6oTbl C KaTanorom

,Elﬂﬂ Koppexmcﬂ pa6cm=| AomKHa 6bITb yKasaHa y4eTHaRA 3anucb C npaBamun Ha YTeHue AaHHbIX U3 KaTanora. Ecnun nnaHupyeTtcAa MGMQHEHMS/HOSHBHEHMQ AaHHbIX cpeacTeamun Blitz |d0ﬂ1\[y
Provider, To Heo6xoauMbl Npasa Ha 3anucb

Mons3osarens(DN) uid=reader,ou=sub,dc=sudir,dc=reaxoft,dc=ru
MNapons W3mennTb 3HaveHne
Basosbiit DN ou=users,ou=sub,dc=sudir,dc=reaxoft,dc=ru

HacTtpoiiku noucka

Fny6uHa noucka B 6a3osom DN 1 B noAYMHEHHbIX v

MakcumanbHoe Konu4ecTso 100
3anuceil, BO3BpAWAEMbIX NPy
noucke

[anee MoXHO HacTPOUTL NPaBUIa CONOCTaBNEHMA aTPMBYTOB M YKa3aTb NpaBuaa pasbueHns u npasuaa npeob-
pa3oBaHuWA 3HaYeHuit aTpmMbyToB. ITO NO3BONAET:

e naTb aTpUBbYTY B cMCTEMe ApYroe Ha3BaHWe, He coBnagatollee ¢ ero umeHem B LDAP-katanore. Hanpumep,
ecnv B LDAP-kaTanore atpmbyT 3afaH Kak sn, a B Blitz Identity Provider Heobxoaumo ero ncnonb3osaTtb
Kak family_name, TO BbibepuTe aTpMbyT family_name W YKa)KUTe sn B KayecTBe ero HassaHuA B LDAP.
Mpymep TaKoM HaCTPOWMKN NPUBEAEH HA PUCYHKE HUMKE;

® MCNONb30BaTb CreuuasnbHble Npasuaa 3anucy atpnbyTos B AaHHbIM LDAP-katanor. Hanpumep, ecam Bbl
XOTUTE COXPaHATb MOBUNbHbIV TenledoH B popmaTe +7 (999) 1234567 B LDAP-kaTanor 6e3 ckobok, To ana
3anucu 3agakite npasuao pasbuenna ~"\+7\ (([0-91{3})\) ([0-91{7}) $ n npasuno npeobpasosaHua
+78{1-}${2-}.

® 1CM0/Ib30BaTb CreuuasibHble MpaBuMaa YTeHus atpubyTtoB M3 gaHHoro LDAP-kaTanora. Hanpumep, ec-
nn B LDAP-katanore aTpubyT ¢ Homepom mobunbHoro TenedoHa 3aaaH B dopmaTte +79991234567, a
B Blitz Identity Provider ucnonb3syetca ¢opmat +7(999) 1234567, TO ANA YTEHUA U3 KaTasora MOXK-
HO MCMNo/Ib30BaTb NpaBuAO pasbueHns ~\+7 ([0-9]1{3}) ([0-91{7})$ ¥ npaBuIO Npeobpa3oBaHUsA
+7(S${1-})${2-}.
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Mpasuna conocrasnexus aTpubyTos

HacTpoiiTe npaBuna conocTaBneHns, ecin HassaHus unm Gopmartbl aTpubyTos B Blitz Identity Provider He coBnagatoT ¢ Tem, Kak 3Tn aTpu6yTel onpejeneHbl 8 LDAP-katanore. U gna
YTEHWS, U ANS 3aNUCK MOXHO YKa3aTb NpaBina pas6reHus 1 Npasnna Npeo6pasoBaHNs 3HaueHNii aTpUBYTOB. 3TO NO3BONSET:

AaTb aTpUBYTy B CUCTEMe Apyroe Ha3BaHue, He CoBnajaroLLee ¢ ero MMeHeM B LDAP-kaTanore. Hanpumep, eciv B LDAP-kaTanore aTpubyT 3agaH Kak sn , a B Blitz Identity Provider
HEOBXOANMO ero MCNONb30BaTh Kak surname , TO BbIGEPWTE aTPUEYT surname W YKaXWTE sn B Ka4ecTse ero HasBaHus B LDAP;

MCMNONb30BaTh CneynanbHble NpaBuaa 3anucy aTpubyToB B AaHHbI LDAP-KaTanora. Hanpumep, eCv Bbl XOTUTe COXPaHATb MOGUNbHBIN TenedoH B popmate +7(999)1234567 B
LDAP-kaTanor 6e3 cko60k, To N8 3anucy 3ajaiite Npasuno pasénenns ~\+7\(([e-21{3})\)([@-9]{7})$ v NpaBuno Npeo6pasoBaHNa +7${1-}${2-}

MCMONb30BaTh CNeLvanbHble NpasKna YTeHUs aTpubyTos U3 AaHHOro LDAP-kaTanora. Hanpumep, ecnn B LDAP-kaTanore aTpubyT C HOMepOM MO6MALHOTO TenedoHa 3aaaH B
dopmare +79991234567, a s Blitz Identity Provider ncnonb3yetcs gpopmar +7(999)1234567, TO Ans YTEHWS U3 KaTanora MOXHO UCMONL30BaTb NPaBuo pasbueHns ~\+7([e-91{3})
([e-91{7})$ W Npasuno NpeobpasoBaHns +7(${1-})${2-}:

ATpubyT HassaHue B LDAP Sanuce Hrenme
Npaeuno pasbuenns Mpaeuno npeo6pasosaHus MNpaeunio pasbuenns Npaeuno npeoGpasosaHna
sub v uid n
family_name v sn n
given_name v givenName n
middle_name v middleName n
emai v| [ ma B
phonenumber v mobe n

+ [o6asnTb aTpUGYT

Ecnun xpaHeHue co30aHHO20 paHee (cTpaHuua 63) aTpmnbyTa B AaHHOM XPaHMMLLE He NPeANO0NaraeTcs, TO MOXHO
NPOCTO YAANUTb aTPUBYT, UCNONb3YA KHOMKY yaaneHus. B aTom cnydae 3HayeHue yaaneHHoro atpubyta byaer
COXPaHATbLCA NPU CO34aHUN/PEeSaKTUPOBAHUN YYETHOM 3aMUCK He B MOAKIOUYAEMOM BHELLHEM XPaHWUAULLE, a B
6a3e gaHHbIx Blitz Identity Provider.

Ecnum nnaHMpyeTca UCnoab30BaTh BO3SMOXHOCTb 6/10KMPOBKM YUETHOM 3anNncK, To HeobXxoaMmMo yaanuTb aTpunbyT,
onpeaeneHHbI B pasgene VCTOUYHUKM AaHHbIX B KayecTBe Npu3Haka 6/10KMPOBKK, U3 Tabauubl C Npasuaamm
ConocTaB/ieHnsa aTpubyToB.

Ecnu Blitz Identity Provider ucnonbsyetca gna peructpaumm nosib3osatenei, Npuyem 3anmcb OCyLLecTBAAeTCA
B OaHHbIN KaTanor, To HeobXo4MMO yKa3aTb NapameTpbl CO34aHuNsA HOBbIX Nonb3oBaTeneit — DN pogutensckoro
KOHTelHepa, BHYTPM KOTOPOro byayT co34aBaTbCA NO/b30BATENIN, U CUCTEMHbIE aTPUBYTbI, CBA3AHHbIE CO Cneuu-
bUKoM xpaHuamwa***,

© nNpumeuanue

Hanpumep, objectclass, ONpPeaensatolmii TN co3gasaemoit yuetHon sanucu 8 LDAP. ns Microsoft Active
Directory objectclass fomKeH UmeTb popmaT Array of string M 3HAYeHME - top, person.

MapameTpbl CO3AaHNA HOBbIX NOMb30BaTeNei

[inA KoppeKTHOIi paboTbl CO3AaHNA NoNb3oBaTena HeobxoanMo ykasaTk cneundunyHblie ana LDAP-kaTtanora napameTpsl. Mpu hopmmrpoBaHnu 3Ha4eHnii napameTpos MOXHO NCMOMb30BaTh
CTPOKM NOACTAHOBKM 13 aTPMBYTOB Monb3osaTesA. CMCO4YHOe 3HaYeHIe MOXHO 3aaaTh Yepes 3anATyio.

DN nonb3oBarteneit uid=${guid},ou=users,ou=sub,dc=sudir,dc=reaxoft,dc=ru

Mep! aTpueyThbl ; ®opmat 3HaueHue
Hanpumep: objectclass
objectClass Array of strings v top,blitz-schema n

+ [106aBUTb aTPUBYT
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MopgkntoyeHue K xpaHuauwy no REST

Ecnv B KayecTBe MCTOYHMKA Y4YeTHbIX 3anuceit monb3oBaTenell UCMO/b3yeTcA BHeWHAA 6as3a AaHHbIX (He
LDAP-xpaHMAuLe), To ANA NOAKAIOYEHUA K Hel TpebyeTcs pa3paboTaTb KOHHeKTop. KoHHeKTop obecneunBaer
yTeHue (MM u3meHeHne) HeobXxoaMMbIX AAaHHbIX U3 6a3bl AaHHbIX M NPEAOCTABAAET AaHHbIE B KOPPEKTHOM dop-
marte B Buae REST-cepsucos ana Blitz Identity Provider.

[na HacTpoiikm B3aumopgencTeua ¢ REST-cepsrucammn HeObX0AMMO BbINMONHUTbL CeaytoLme Waru:
e n06aBUTb HOBOE XPaHWUAVLLE, YKa3aB TN J06aBNAEMOro XpaHUAWLWa - REST;
® yKasaTb OnucaHue XxpaHuauiia (onuuoHaabHo);
® yKasaTb, UCMONb3YETCA N XPaHWUIULLE TONbKO ANA YTEHUA AAHHbIX AW BO3MOXHA 3anucb B Hero;
® yKa3aTb MaKCMMaNbHOE KO/IMYECTBO 3anucell, BO3BPaLLaeMbIX NPU NOUCKE;
® yKasaTb NepeyeHb A0CTYNHbIX Yepe3 REST-cepBucbl aTpnbyTOB;
e ykasatb URL cnepyrowmx cepsmcos:
— CepBM1C NOUCKa NONb30BaTENEW;
— CepBUC MONYyYEeHUA AaHHbIX NOJIb30BaTeNs;
— CepBUC NPOBEPKM IOTUHA U NAPONS;
— CepBUC CMeHbI NaponA Nonb3oBaTenem;
— cepsuc fobasneHnsa HOBOro No0/Ab30BaTENS;

— CepBUC USMEHEHUNA OaHHbIX NONb30BaTeENA,

CepBuUC yganeHmna nosib3oBaTena.

CKPMHLLOT CTPaHMLLbI C HACTPOMKaMM MOAK/IOYEHMSA K XPaHUAULLY C Ucnonb3oBaHnem REST-cepBMCOB NpeacTas-
NeH HUXKe.

MapameTpbi REST-cepBicos

ViaeHTUMKaTop

Onucaxune

ToNLKO ANA UTeHNs na v

MakcmmansHoe KonnyecTso
3anuceid, BO3BPaLLaeMBIX N1
noucke

MepeueHb AOCTYNHbIX sub | xfamily_name = xgiven_name = xmiddle_name | xemail ~xphone_number

aTpubyTos

Appeca REST-cepsucos

URL cepeuca noucka
nonb3osatenei

URL cepeuca nonydenns
AaHHLIX NoNb30BaTENA

USER_NOT_FOUND

2.1. ATpmbyTbl y4eTHbIX 3anucem 72



Blitz Identity Provider, Bepcus 5.31

B cnepytowmx nogpasgenax onucanbl TpeboBaHuA K paspaboTke REST-cepBuUcOB, NpeaocTaBastoLmMx Heobxoam-
MbIl Blitz Identity Provider gocTyn K XpaHUAWLLY yY€THbIX 3anucei.

CepBUC NOUCKa nonb3oBarenei

CepBuc noncka nosb3osatenelt gonxeH obpabatbiBaTb 3aNpPocbl METOAOM GET, rae B KayecTse napameTpa rqgl
yKa3bIBaeTCA NOMCKOBbIM 3ampoc. 3anpoc umeeT dopmat Resource Query Language (RQL)?7 1 AonKeH Kak MUHU-
MyM NoAaAepKmMBaTth cnegytolme onepaunm:

® limit — KO/MYecTBO BO3BpaLLLAEMbIX 3anucei;
® and— O4HOBpPEMEHHOE BbINO/IHEHNE MOUCKOBbLIX YCHOBMVI;

® or — a/NbTePHATUBHOE BbINOJIHEHWE NOUCKOBBIX YCN0BUI (HanpMmep, MOMCK NO pasHbIM aTpnbyTam B Ka-
YyecTBe /I0T1Ha);

® in — BXOXAEHMWE 3HaYeHWA aTpnbyTa B CNUCOK 3HaYEHWUI (HanpMmep, MOMCK NPUBA3AHHbIX YYETHbIX 3aMu-
celi Npu BXxoZe Yepes BHELHMI NOCTaBLMK naeHTUdGUKaumnn);

® og — NPOBEpPKA YC/NIOBUA PABEHCTBA C BO3MOXKHOCTbIO MOMCKA MO Macke (HanpuMmep, ¢ UCMO/b30BaHUEM
3B8e3404KuM (*)).

Hanpumep, ecam B KayecTse SIoTMHA B pasgene AyTeHTUPMKALMA HACTPOEH TONbKO MOMUCK MO aTpubyTy email,
TO NepeasBaemblit Npy ayTeHTUGMKaLMm RQL-napameTp ByaeT meTb BUA (rae test@mail . com — AaHHblE, BBE-
[AeHHble N0Nb30BaTeNeM B Ka4ecTse I0rMHa):

[rql:and(eq(email,test@mail.com),limit(lO))

Ecnu BbINONHAETCA BXOA Yepes BHELHWI NOCTABLUMK NAEHTUDMKALUMM, U HAZ0 HANTU CBA3AHHbIE C BHELLHEeN yyeT-
HOM 3aMNM1CbIO YYETHbIE 3aNUCKU B XpaHUAULLE, TO nepegasaemblii RQL napameTtp 6yaeT MmeTs BUA:

rgl=and (in(sub, (7d5£fd1d2-e171-4c85-8da6-00368863c396,2b78a2da-241c-4182-ba%—
—d810cdb7aa70)),limit (10))

Ecnu B KauecTBe NOrMHA HAaCTPOEH NOUCK No aTpubyTy email UM sub, To nepeaasaemblit RQL-napameTp byaet
UMeTb BUA,:

[rql:and(or(eq(sub,test@mail.com),eq(email,test@mail.com)),limit(lO))

CepBUC A0/1KEH BO3BPaALLATb CMUCOK NoJib3oBaTenen u ux aaHHole B popmate JSON B Kognposke UTF-8. Mo Karxk-
[0MY M0N1b30BATENIO A0MKHbI ObITb BO3BPALLEHbI aTPUOYTHI:

e id-— MAeHTM¢VIKaT0p nosb3oBaTena B I'IO,L'J,KI'IPO‘-IEHHOVI base AaHHbIX. [MpegnonaraeTtca, YTO 3TOT UAEHTH-
d)VIKaTOp 6y,u.eT HEU3MEHHbIM ONA AAaHHOIo NO/1Ib30BaTENA;

® attrs — 06BEKT C NepeyHem BO3BPaALLAEMbIX AAHHbIX NO/Ab30BaTesA. Heobxoanmo Bo3BpalLLaTh Te aTpu-
6yTbl, KOTOPbIE NPeAnoaaraeTca UCNoNb30BaTh B CUCTEME M KOTOPble CKOHdUIrypupoBaHbl B pasaene Mc-
TOYHMKM OaHHbIX.

Mpumep 3anpoca:

GET /users/search?rgl=and (eq(sub,BIP*),limit (10)) HTTP/1.1
Host: idstore.identityblitz.com

Content-Type: application/json

Cache-Control: no-cache

Mpumep oTBeTa:

Tiigle WImSZST,

(npoponkaeTtcs Ha cnefytoweit CTpaHuue)

27 https://github.com/kriszyp/rql
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"
}
by
{
"id": "ID456",
"attrs": {
"sub": "BIP456",
"given_name": "Elena",
"family_name": "Ivanova",
"email": "ivanova@test.org",
"phone_number": "+79997654321"

CepBuC NONYyYEHUA AaHHbIX NONb30BaTens

B page cnydyaes Blitz Identity Provider 3anpawunBaeT AaHHble KOHKPETHOro nonb3oBaTtena. CepBMC NoNyYeHUA
AaHHbIX NoNb30oBaTeNa AonxKeH obpabaTtbiBaTb 3aNpPoCbl METOAOM GET, B KOTOpom B URL yKa3sbiBaeTca aTpmbyT id
— BHYTPEHHUI MaeHTUPMUKaATOp NoNb30BaTeNA B NOAKAOYEHHOM Base AaHHbIX. Mpu 3agaHuun URL sToro cepsuca
B KOHCOJ1M yNpaB/iieHUA He0HX0AMMO UCNONb30BaTb CTPOKY NOACTAHOBKM ANA UAeHTUdMKaATOpa NoAb30BaTENA —
${id}, Hanpumep:

[https://idstore.identityblitz.com/users/${id}

Echn nonb3oBaTenb HalileH, TO CepBUC AONXKeEH OTBeYaTb 200 OK M BO3BpaLW,aTb AaHHble MOAb30BaTenA
B ¢opmaTte JSON B Kogmposke UTF-8. Ecan nonb3oBaTesnb He HalAeH: 400 Bad Request, Kog OLWMBKM
USER_NOT_FOUND B popmaTe text/plain; charset=utf-8

Mpumep 3anpoca:

GET /users/ID123 HTTP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

[Mpumep oTBeTa, ecnn Nosb3oBaTeNb HaﬁAEHI

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"
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OTBeT ANA cNyyas, ecnm NoAb3oBaTenb He HaVIﬂ,eHZ

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: text/plain; charset=utf-8

USER_NOT_FOUND

CepBuUC NPOBEPKMU NOrMHA U Napona

CepBuC NPOBEPKM NOTMHA U MAPONA JoMXKeH 06pabaTbiBaTb 3aNPOCbl METOAOM POST, B Te€Ne KOTOPbIX YKa3aHbl
cneayoume napameTpsbl (B dopmate application/x-www—form—urlencoded):

e id-— BHyTDEHHMﬁ VILI,eHTMd)VIKaTOp nonb3oBaTena B I'IO,CI,KI'IIOLIEHHoﬁ 6ase AAHHbIX;
® password—napob.
B cnyyae ycnexa cepBUC AO/IKEH BEPHYTb OTBET 200 OK.

Mpy HEBO3MOXXHOCTWN NPOBECTU ayTEHTUDUKALLMIO CEPBUC AONXKEH BEPHYTb 400 Bad Request C OAHOW U3 cnie-
OYHOLWNX OWNBOoK:

e INVALID_CREDENTIALS — HEBEPHbII IOTMH UM Naposb Nofb3oBaTens;

* UNWILLING_TO_PERFORM — N0/b30BaTeNb 3ab6/0KMPOBaH;

e INAPPROPRIATE_AUTHENTICATION — M0/b30BaTeNb HE MOXeET 6bITb ayTEHTUPULMPOBAH NO Napoio;
* PASSWORD_EXPIRED — Napo/ib NOAb30BaTeNsA ycTapes.

Mpumep 3anpoca:

POST /users/bind HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

id=ivanové&password=12345678

Mpumep oTeeTa (ycnewHas NpoBepKa NOrMHa 1 Napons):

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

Mpvmep oTBeTa (HEBEPHbINA IOrMH U/UAK Naposb):

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: text/plain; charset=utf-8

INVALID_CREDENTIALS

CepBuc CMeHbl Naponsa Nosb3oBartesnem

CepBuc cmeHbl NaponA Nonb3osaTesieM AoAXeH 06pabaTbiBaTh 3aNpPOChl METOAOM POST, B TeNe KOTOPbIX yKa3a-
Hbl creaytowme napameTpsbl (B popmaTe application/x-www—form-urlencoded):

e id—wuaeHTMOMKATOP NONb30BaTENA, MONYYEHHDBIN MO Pe3ynbTaTy onepaLmm NPOBEPKM Napons Noab3oBa-
Tens;

® 0ld_password— CTapblit Naponsb;

® new_password — HOBbI Naposib.
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B cnyyae ycnexa cepBuUC JOMKEH BEPHYTbL OTBET 200 OK.
B cniyyae oWMBKM cepBUC AOMKEH BEPHYTL 400 Bad Request C O4HOW U3 CAeAyOWMX OWMBOK:

e INVALID_CREDENTIALS — N0/1b30BaTe/b C A4aHHbIM UAEHTUGUKATOPOM M Naposiem He HaaeH;

® UNWILLING_TO_PERFORM — NO/Ab30BaTe/b 3a6/10KMPOBaH;

® CONSTRAINT_VIOLATION — HOBbIA MAapo/ib He COOTBETCTBYET MNOIUTMKAM 6e30MacHOCTH.
OcTasibHble BO3BpaLLaemble OWNBKM A0NKHbI 6biITb aHANOMMYHbI ONEpaLymM No NPOBEPKE JI0TUHA U NAPOAA.

Mpumep 3anpoca:

POST /users/changePassword HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

id=ivanové&old_password=12345678&new_password=0987654321

Mpumep oTBeTa:

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

CONSTRAINT_VIOLATION

Cepsuc po6aBneHMs HOBOro No/sb3oBaTeNns

Cepsuc gob6aBneHUs HOBOro N0/b30BaTeNA A0/KeH 06pabaTbiBaTh 3aNPOChl METOAOM PUT, B TeNle KOTOPbIX YKa-
3aHbl c/iegytowune napameTpbl (B popmate application/json):

® password — Napo/ib NoAb3oBaTeNA (ONLMOHaAbHO);
® attrs—aTpubyTbl NONb30BATENS.
B cnyyae ycnexa cepBuC 4O/TKEH BEPHYTb AaHHble nonb3osaTtensa B ¢opmate JSON B Koguposke UTF-8.

Ecnn naponb He yaosneTsopaeT NOANTUKAM 6e3onacHocTy, cepBUC AoNKeH BepHYTb 400 Bad RequestcC owmnb-
KON CONSTRAINT_VIOLATION.

Ecnn Takolt nonb3oBaTeslb Y¥Ke CYLLEeCTBYeT, CepBUC [LO/KEH BepHyTb 400 Bad Request C OWMBKOWM
USER_ALREADY_EXISTS W YTOMHEHWEM, YTO M0/1b30BaTENb C AaHHbIM MAEHTUGUKATOPOM YIKe CYLLECTBYET.

Mpumep 3anpoca:

PUT /users HTTP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Voa@@tjeieel g« w A dr A il

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov@test.org"

Mpumep oTBeTa (NoAb3oBaTeb CO34aH):
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HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

"id": "ID678",

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov@test.org"

Mprmep oTBeTa (yYeTHas 3anuch y:Ke 3apernucTpupoBaHa):

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

USER_ALREADY_EXISTS:ivanov(@test.org

CepBUC U3MEHEHUA AAHHDbIX NONb30oBaTeNA

CepBu1C M3MEHEHUA AaHHbIX M0/1b30BaTeNA A0MKeH 06pabaTbiBaTb 3aNpockl MeToA0M POST, B URL Bbi3biBaemoro
cepBeuca yKasblBaeTcsa aTpMbyT id — BHYTPEHHUI MAeHTUOMKATOP NONAb30BaTeNs B MOAKAOYEHHOM 6a3e AaHHbIX.
Mpu 3agaHum URL aToro cepsuca B KOHCONM ynpaB/ieHUs HeobX0aMMO UCNONb30BaTb CTPOKY NOACTAHOBKM A4
naeHTUdMKaTopa nonb3osatens — ${id}, Hanpumep:

[http://idstore.identityblitz.com/users/${id} }

B Tene 3anpoca Ha M3MeHeHWe AaHHbIX YKa3aHbl caegytoume napameTpsl (B popmate application/json):

® password — HOBOE 3HaYeHuWe Napoas Nonb3oBaTeNs (ecan Naposb He NnepesaH, TO OH He JO/IKeH U3me-
HUTbCA);

® replaced — HOBble 3HAYEHUA aTPMBYTOB NOb30BaTENA, KOTOPbIE HY}KHO 3aMEHUTb MU A06ABUTD;
¢ deleted — CNWUCOK Ha3BaHUI yaanaemMbix aTpubyToB.
B cnyyae ycnexa cepBuC JO/TKEH BEPHYTb AaHHble Nonb3osaTtensa B popmaTe JSON B kKognposke UTF-8.

Ecnu HOBbI Naposib He YA0BNETBOPAET NOANTUKaM 6€30MacHOCTH, CEPBUC AO/IKEH BePHYTb 400 Bad Request
C OWMBKOM CONSTRAINT_VIOLATION.

Ecnn Takoi nonb3oBaTenb He CywecTsyeT, CepBUC OO/MKEH BepHyTb 400 Bad Request C OWMBKOW
USER_NOT_FOUND.

Mpumep 3anpoca:

POST /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

"replaced": {

"email": "ivanov@domain.org"
by
"deleted": ["family_name"],
"password": "H##HHFHFHFH"
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Mpumep oTeeTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"email": "ivanov@domain.org"

CepBuUC yaaneHUs nosb3osaTens

CepBuc yaaneHns y4eTHOM 3anMcK N0b30BaTeNs A0MKeH 06pabaTbiBaTh 3aNpockl MeTogomM DELETE, 8 URL Bbi-
3bIBAEMOrO CepBM1Ca YKasblBaeTcA aTPUOYT id — BHYTPEHHUIN MAEHTUOUKATOP NONb30BATENS B NOAKAOYEHHOM
6a3e paHHbIX. Mpu ykasaHuMM URL sToro cepsuca Heob6xoaMMo MCNONb30BaTb CTPOKY NMOACTAHOBKU ANA UAEHTU-
¢dvKaTopa nonb3osatens — S{id}, Hanpumep:

[http://idstore.identityblitz.com/users/${id} }

B cnyyae ycnexa cepBmuC LONKEH BEPHYTb CTaTyc 200 OK.
Ecnum nonb3oBaTesib He CYLLECTBYET, CEPBMUC A0/IKEH BEPHYTb 400 Bad Request € OWMOGKON USER_NOT_FOUND.

Mpumep 3anpoca:

DELETE /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Mpumep oTeeTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

HacTpoiika BHyTpeHHero XxpaHnamwa

Ecnu B KauecTBe UCTOYHMKA YYETHbIX 3anucelt nosb3oBaTesnel ucnonblyertcs 6asa gaHHbIx Blitz Identity Provider,
TO HEOBXOAMMO BbINONHUTbL CieaytoLMe LWaru:

e [106aBMTb HOBOE XPaHWANLLE, YKa3aB TUN 406aBAAEMOro XpaHUAMWa — BUILT-1IN;
® YKaszaTb MAEHTUPMKATOP XPaHUAULL;

® [aTb ONMUCaHUE XPaHUANLLA;

* onpeaenvTb, UCNONb3YETCA M XPaHUIULLLE TONILKO AR YTEHWUA UU HET;

® yKa3aTb MaKCMMabHOE YMC/I0 BO3BPALLAEMbIX YYETHbIX 3anuceit Npu noucke.
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MapameTpkl BCTPOEHHOrO XpaHUnMILa

Wpentudukarop built-in

Onucauune Built-in store

Tonbko ans YTeHus Her v

MakcumanbHoe Konu4ecTeo 100
3anucei, BO3BpalaembIx Npu
noucke

=

© nNpumeyanue

B cnyyae ecnm B Kauecte CYB/] ncnonbsyetca PostgreSQL, TO MOXKHO XpaHWUTb 11060 YNCIO YYETHbIX 3anu-
cei. B cnyyae ecnm B Kadectee CYB/[, ucnonbayetca Couchbase Server, To BHyTpeHHee XpPaHUIMULLE MOXKHO
MCMO/b30BaTb A1 XpPaHEeHUA HeBONbLLIOTO YMCa YYETHBIX 3amnuncei.

2.2 AyteHTuduKauma

HacTpoiiku ayTeHTMdUKaLmMm 3a4atoTcs B pasgene AyTeHTUdUKaLMA KOHCONM ynpasaeHns. OnucaHue paboTsl ¢
HaCTPOMKaMM NPUBEAEHO B C/IEAYIOLWMX pa3aenax.

2.2.1 Kak pabotaTtb c HacTpoiiKamu ayTeHTUPUKauum

HacTpoiiku ayTeHTUdMKaALMM 334a10TCA B pasaene AyTeHTMOMKaLMA KOHCOAM ynpasaeHus. HacTpoliku pasgene-
Hbl NO BKNAAKaM:

ObLwune HacTpoWKn

Ob6Lwwme HaCTpoMKK, onpeaenstowme NPOXoXKaeHMe ayTeHTUPUKALMM NONb30BATENAMM
MaposbHble NOANTUKM

HacTpoiku naposibHbIX NOAUTUK

Kntoun 6e3onacHocTn

HacTpoiiku kKntoven 6esonacHoCTH

TOTP-reHepaTopsbl

HacTpoiiku TOTP-reHepaTopoB

MNepsbilt hakTOp

HacTpoiku meTogo8 ayTeHTUPUKALMM, NPUMEHAEMbIX MPU NMEPBUYHON UAEHTUOUKALMM U ayTEHTUDMKALUN
BTopoli dpakTop

HacTpoikn meTonos ayTeEHTUPUKALMK, NPUMEHAEMbIX ANA NOATBEPKAEHUA BXOAA
TpeTtuit dakTop

OnunoHanbHaA BKNAAKa, 0T06pa)+<aeTcr-|, TOJIbKO eCcnun CKOHd)VII'prpOBaHO Ha/inyne metoaa ayTEHTMd)VIKaLI,MM,
npumeHAemMoro 4onNoNHNUTENbHO NOCNE NPOXOXKAEeHNA MPOBEPOK NepBOro n BTOPOro cbaKTopa

MmnepcoHndukauma

HacTpoitku Bbi6opa BCnomoraTtes/ibHbIX yYEeTHbIX 3anucei
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MeToabl ayTEHTUGMKALLMM CTPYNNMPOBAHbLI K NEePBOMY M BTOPOMY daKTopy. YToObI BKAOUMTL METOA ayTeHTUDU-
KaLyu, ero Hy>KHO CHayasia HacTpOUTb.

© nNpumevanue

BTopoit dakTop MCMosib3yeTca Ana «ycuaeHus» nepsoro ¢pakTopa, Hanpumep, NoJ/ib30BaTe0 B AONONHEHNE
K naponto TpebyeTca BBECTM CrielmanbHblii KO, CreHepMpPOBaHHbIA MOBUAbHBIM NPUAOKEHNEM

Habop MeToL0B MOXEeT OT/IMYaTbCA B 3aBUCMMOCTM OT TMMa UCMO/b3yeMoit inueH3un. [1ns nepexoda K HacTpoit-
KaM MeToZa HY)KHO HaKaTb KHOMKY MNepeiTv K KoHdUrypaumm metoaa (Npu nepBnYHO HacTpoiKe meToaa) inbo
CCbINKY MNeperTn K HaCTPOMKam (4158 KOPPEKTUPOBKM TEKYLLMX 3a4aHHbIX HACTPOEK).

HacTtpoiiku ayTeHTuduUkaymm

O6wwme HacTPONKN MaponbHbie NONUTUKK Kntoun 6esonacHoctv TOTP-reHepatops! Mepebiii hakTop Bropoi dhakTop Wmnepconundmkauma

[06aB1Tb BHELIHWIA METOA ayTEeHTUhUKaUMK

AsTOMaTNYecKan uaeHTUUKaUmnA Bx0p, N0 ceaHcy onepaLmoHHON CUCTeMbI [ =]

[InA nAEHTUGVKALMN NONL30BATENA UCTIONB3YIOTCA CBOMCTBA CECCUM, KOTOPbIE NPEABAPUTENHO Mpy BXOAE GYAET MCNIONB30BATLCA TEKYLLMIA CEaHC OMEPaLOHHON CUCTEMbI

BBINVICTAKOTCA M COXPAHRAIOTCA NPU CTapTe NPOLEAYPbI BXOAA
MepeiiTin K HacTpoiiKam

MepeiiTi K HacTpoiiKam

JNoruH n naponb -j Pazosbiii naponk Ha ocHose Bpemenn (TOTP)

Mpw BXOAE B CHCTEMY MONb30BATENIO HEO6XOANMO BBECTY JIOTMH 1 Naponb 3apaiiTe HaCTPOKM NPUBA3KK HOBbIX TOTP-reHepaTopoBs K y4eTHoiA 3anucu. MapameTpbl
vcnons3osannA TOTP-reHepaTopoB npu BXOAE 3afaloTCA B HACTPOIAKaX COOTBETCTBYIOWMX

TepeiiTin K HacTpOiiKam
meToaos ayTEHTVIq)MKaUVM

TepeiiTi K HaCcTpOIIKam

CpeacTBo 2N1eKTPOHHO Noanucu -j Mpokcun-ayTeHTucukauma
Mpw BXOAE B CUCTEMY MOMb30BATENIO HEO6XOAMMO NCNONL30BATL CPEACTBO ANEKTPOHHON NoANMcH [na ayTeHTudmKaumumu ncnonbayrotca HTTP-3aronoBku Npokcu-cepeepa. B 4acTHOCTY, B Takom
WnM cMapT-kapTy 3aronoBKe MOXET GbiTh yKa3aH CePTUUKAT, NONYUYEHHBIN B PE3yNbTaTe yCTAHOBNEHHOTO

nBycTopoHHero SSL/TLS coeaunHenna
MepeitTn k HacTpokam

Bxop 4yepes BHeLWHWe cepBrChbl aeHTUhUKaumm -j Bxop no BpemeHHon

[nA BXOAa Nonb3oBaTeNb GyAeT NepeHanpaB/ieH Ha BHELWHI CepBrC MAeHTUDKaLMK. BXof1 B CUCTEMY OCYWIECTBNAETCA MO CCbiKe. CCbinka AENCTBYET B TEHEHNE OrPaHInueHHOTo
Monb3osarenio NOTpeGyeTCA AaTh COrnacue Ha nepeaayy AaHHLIX CBOEN y4eTHoil 3anucy B Blitz BpeMeHN.

Identity Provider.
MepeiiTit K HacTpoiikam

MepeiiTi K HacTpoiikam

Bxop ¢ nasecTHoro yctpoincrea -j Bxoa no koay na SMS/push -j
Mocne ycnewHoro Bxoaa yCTPOMCTBO 3anoMnHaeTcA. B TeueHne onpeaeneHHoro neprona Bxop B [1nA nepBMYHOro BXOAA NOMb30BATESIO HYXXHO BBECTW Ko U3 push-yBeaomnexna unu SMS,
CUCTEMy OCYLIEeCTBNAETCA aBTOMaTU4YeCcKn OTNPaBNeHHOro Ha Homep MO6UNBLHOrO Tenemona

MepeitTn Kk HacTpokam MepeiiTn Kk HacTpoiikam

Bxoa no QR-koay -j Bxop ¢ nomoubio knoya 6esonacHocTi -j
[N BXOAA B CUCTEMY MONIb3OBATENb AOMKEH CHUTATh QR-KOR B MOBIIBHOM MPUIOXEHMH AyTEHTUMKALMA OCYLIECTBARETCA C NOMOUILIO Kilioeii 6eaonacHocTu WebAuthn uam U2F
MepeiiTy K HACTpoiIKam MepeiiTin K HacTpoiikam
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HacTtpoitku ayteHTudunkaumm

Mocne ycnewHoro NepeU4HOro BXOAA NONL30BATENIO HYXHO BBECTU KOA, CTeHEPUPOBAHHBIiA
creumanbHbIM YCTPOCTBOM - FeHEPaTopOM OAHOPA30BbIX Naponei

Mo3sonAeT He TPeGOBATL YCUNeHHYIO ayTeHTUDMKALMIO (BTOPOI (hakTop) NP BXOAE C U3BECTHOrO
ycTpoiicTaa.

Mocne ycnewHoro nepeuyHOro exoaa 6yaeT npovnaseneHa AoNONHUTENbHAA NPOBEPKa C NOMOLUbLIO

BHELLHero cepauca ayTeHTudnkaumm

AyTeHTUDUKaLWA OCYLIECTBNAGTCA C NOMOLLLIO KNioveit 6e3onacHocT WebAuthn unu U2F

Mocne ycnewHoro NepeuyHOro BXoAa NoNb3oBaTeNto HYXXHO BBECTH KOA, 06pa3oBaHHbIi
nocneaHrMM udpami HOMEPa BXOAALLETO 3BOHKA

ayTeHTUMKaLMY

3apaiiTe HACTPOIKI NPUBAZKI HOBbIX TOTP-reHepaTopos K y4eTHol 3anucy. MapameTpsl
ucnons3osaHuA TOTP-reHepaTopos Npy BXOAE 3aAaI0TCA B HACTPOMKAX COOTBETCTBYIOWMX
METO/I08 ayTEHTUDMKALMM

peit acTpOi
Mocne ycnewHoro Nepsu4HOro BXoAa NONL30BATENIO HYXHO BBECTU KOA U3 COOBLLEHNA,
nepenaHHoro Ha anpec 3NeKTPOHHOI NOYTLI

epeiTy K HaCTPOi
Mocne ycnewHoro NepsuYHOro BXoAa NONL30BATENIO HYXHO BBECTU KOA U3 COOBLIEHNA,
nepefaHHoro Ha Homep MobunbHOro TenedoHa

peit ACTPOA

Mocne YCneLwHoro NepBMYHOro BXOAA NONL30BATENIO HYXKHO BBECTM OTBET Ha KOHTPONbHSI BONPOC

Mpu BxoAe B CUCTEMy NONb3OBaTENO HEOOXOAUMO BBECTHU Naponb

PyKoBOACTBa MO HAaCTPOMKaM Kax40ro Metoaa NpuMeeaeHbl B MOCAeAyoWmMX pasgenax. [ns BKAYEHUA nan oT-
KNOUEeHUA MeTOAa ayTEHTUOUKALMM HEOBX0AMMO YCTaHOBUTb NepektoyaTenb B Tpebyemoe NoNoKeHMe.

2.2.2 O6wme HACTPOMKKU

Ha Bknagke Obuimne HacTpoWKkn pasgena AyTeHTUGUKaLMA MOKHO 3a4aTb:

® YpoBeHb ayTeHTubHUKAlLMM TO yMonmuaHuo: yKaxute Mepsbiit akTop, 4TOObI Y NONb30BaTeNel 3anpa-
LIMBaNaCh TONBKO NPOBEPKa NepBoro GakTopa ayTeHTUdMKALMM (KpOMe Nob30BaTeNeld, B HaCTPOIKaXx Ko-
TOpPbIX BKAIOYEHa HEOBXOAMMOCTb MPOBEPKM BTOPOro dakTopa). YKaskuTe MNepsblit M BTOPOii GpakTop, 4Tobbl
[19 No/Ib30BaTenell AONOMHUTENILHO K NepBomy daKkTopy TpeboBanach NpoBepKa BTOPoro gpakTopa ayTeH-

TMdUKauuu.

¢ [MapameTpbl NPOAOIKUTENBHOCTU CECCUMU:

— [IPOMONXUTENbHOCTL CECCHM TNpH 6Ge3MeHCTBHM MOoNb30BaTend: YKaKUTe Bpems (B CeKyH-
,CI,aX), B Te4eHne KoToporo 6y,EI,ET COXpaHeHa ceccna npu 6e3Aef/‘ICTBVIM nonb3oBaTena, T.e. NPpn OTCyT-
CTBUU Nepexoaos mexay pasHbiMU MNPUNOKEHUAMMN.

— MaxcuManbHas NPONONXUTENbHOCTL CeCCHH:YKAKUTE Bpems (B CEKYHAAX), B TEYeHNE KOTOPOro
6yﬂ,ET COXpaHeHa ceccna He3aBUCUMO OT Han4mnAa AED‘ICTBMVI nosb3oBaTenAa.

A\ BHumaHue

Ha npogonKutenbHocTb SSO-ceccuMm Nob30BaTENSA TAKKE MOXKET BIMATb CPOK AeNCTBUA cookie
blc Ha ctopoHe Blitz Identity Provider. Mo ymonyaHuto cpok aeicteua cookie blc coctasnset
10800 ceKyHpA,. Ecnv makcumanbHaa NPoAoIKUTENBHOCTL CECCUM NPEBbLILWAET AaHHOE 3HAYeHue,
Y NO/Ib30BATE/IA MOXKET ObITb 3aNPOLIEH NOBTOPHbIN BXOA, KaK TONIbKO CPOK Aeicteumsa cookie mc-

2.2. AyteHTUdUKaumna
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TeyeT, faxe Npu akTUBHOW SSO-ceccun. B aTom cnyyae HeobxoamMmMo 8Hecmu usmeHeHuUA (cTpa-
Huua 383) B paitn KoHbUrypaLmu.

® BpeMsa oToOpaxeHHd B3KpaHa Jnorayra, cek.:BpPemsfBCeKyHAax,BTeyeHue KOTOPOoro noab3oBaTesto
6yneT NOKa3bIBAaTbCA 3KPAH BbIXOAA .0 aBTOMATMYECKOro NepeHanpaBAeHUs NoAb30BaTeNA HA CTPaHULY
nepexoaa B NPUAOXKEHNE NOC/E N0orayTa.

i HaCTpOVITe 3aMNOMUHaHWNE Y4EeTHbIX 3anuceit:
- Mo YMONYaHUIO 3alMOMUHAHNE YYETHDbIX 3anucei BKAOYEHO. anI HEO6XO,EI,MMOCTM OTKNKO4YUTE €ero.

— 3amnoMUHAHHWE YHYETHEIX 3arucei: PeXMM 3aNOMMHAHUA YYETHbIX 3anucei. YKaxute 3anommHaTtb
OZHY YYETHYIO 3anuncb, YTOBbI Kaxkablil BXo4 HOBOM yY4eTHOM 3anucbio B Bpaysepe nepesanucbiBan 3a-
NOMHEHHbIV BXOA, NpeAablayLLei y4eTHOM 3annck amn 3anomMUHaTb BCe YYETHbIe 3anncK, YTobbl KaK-
Obl BXOZ, HOBOW yYeTHOW 3anucu Ao6aBnsn K CUCKY 3aMOMHEHHbIX YY4ETHbIX 3anuceit B bpaysepe

eLe ogHy.

— OToBpaxaeMoe uMd MONb30BaTend: MMA MO/Ab30BaTeNs, KOTOpoe oOTobpaxkaeTca Ha CTpa-
HULE BxoZda. 3aJaeTca B BUAE PErylapHOro BbIPa)KeHus, Hanpumep: ${family_name-}
${given_name-}. Takoe perynsapHoe BbIpaXKEHWe MNO03BONAET OTobparkaTb GaMUANIO U UMSA
No/Ab30BaTeNs, COXPaHEHHbIEe B aTpuUbyTax family_name U given_name.

— OrToBpaxaeMeli ULEHTUOUKATOP MONb3OBaTend: WAEHTUPUKATOP YYETHOW 3anucu, KOTopbli
oTobpaaeTca BTOPOIi CTPOUKOM Ha CTpaHULEe BXOAa. 3a[aeTca B BUAE PEryIApHOro BbIPaXKeHUA, Ha-
npumep: ${email-S$phone_number }. TaKoe perynapHoe BbipaxeHue No3BoNAeT 0ToBpaKaTb OANH
13 KOHTaKTOB, COXPaHEHHbIX B aTpubyTax email UAK phone_number (ecam umetotca oba, To otobpa-
aeTcs email). py HacTPOViKe MOXHO MCMONb30BaTb MacKMpPOBaHUe 3HaueHuit. Hanpumep, npasu-
N0 ${phone_numbersmaskInMiddle (3, 3) } byaeT oTobpakaTb cpegHMe Yncaa Homepa tenedoHa
B BUIE *.

— OTobBpaxaTh asaTap: NPU3HAK HEOBXOAMMOCTM OTOBpaXKaTh aBaTap Ha CTPaHMLE BXOAa.
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HacTpoiku ayTeHTUdMKaLmumu

O6Le HacTpoOtKn MaponbHble NoAUTUKK Knioun 6ezonacHocTu TOTP-reHepaTopb! MepBblit hakTOp Bropoii chakTop

YpoBeHb ayTeHTU(MKaumm no
ymonuaHuio

MpoAoMKUTENbHOCTL Ceccun
npu 6e3gencTenn
nonb3osarena

MakcumanbHaa
NPOACIKUTENLHOCTL CECCUM

Bpema oTo6paXxeHuUA aKpaHa
norayta, cek.

MepBblit hakTop v

YkaxuTe TpeboBaHve K ayTeHTUrKauum nonb3oBarenei no ymonyauuio. Ecnm ykasax sapuaHt

i v BTOpOI

TO Mo ymMon4aHuio

NONb30BATENM AOMKHbI NPOVITYH ABYXAKTOPHYIO

ayTeHTUdMKaLmio

3600

ovA npy 6eae

nos MeXAY Pa3HBIMM MPUSIONKEHV

AMU

10800
YkaxuTe BpemA (B cekyHaax), B TeueHue KoToporo 6yaeT coxpaHeHa Ceccua He3aBMCUMO OT HaNnYuA
[DelcTBII Nonb3oBaTena

2

Wmnepconncdukauma

3anomuHaHKe y4eTHbIX 3anuceii

BknioueHo

3anomuHaHue y4eTHbIX
3anuceit

OTo6paxkaemoe UmMA
nonb3osarena

Oto6paxkaemblit
uaeHTugukaTop
nonb3osarena

3anomMuHaTh BCe y4EeTHbIe 3anucu v

${phone_number-}

pynna: ${userAuthGroup-He 3apaHo}

(0 Oro6paxaTs aBatap

2.2.3 MaponbHble NOJUTUKHU

CoxpaHuTb

MaposbHble MOAMTUKM HACTPaMBaloTCA Ha BKNagKe MMaposibHble NOAMTUMKM pasgena AyTeHTUdMKaLMA KOHCOM

ynpasneHus.

2.2. AyteHTUdUKaumna
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HacTpoiiku ayTeHTUdmkauum

O6wwe HacTponkn MaponbHbie NONUTUKN Knioumn 6ezonacHocTv TOTP-reHepatopb Mepsbit hakTop Bropoi ¢hakTop WmnepcoHudukauma

CnoxHocTb napona

MunumansHan AnvHa napona 8

Cnosapb naponei 0630p..
Fpynnbi cumsonos 3
HassaHue rpynnsi [lonycTumbie cUMBONbI MuUHUMYM CUMBONOB
Uvdpbi [0-9] 1
HinkHuit [a-2!@#§%M&* ()2, 2" (AN><=~A\_] 1
peructp
BepxHuit [A-Z] 1

peructp

CneuvanbHbie
cumsonbl

Monutnka NOBTOPHOro MCMONb30BaHNA

3anper ucnonb3oBaHuA
cTapbix naponeii, wr.

MuHMManbHoe BpeMA XU3HU
napons, ceK.

MakcumansHoe BpeMA XXU3HU
napons, cek.

MuHumansHoe Ynucno
OT/INHAIOWMXCA CUMBOIOB,
wr.

MpeaycMOTpeHbI caeaytolwme HacTPOMKK:
¢ MuHMMaNbHan 4avHa Naposia — YUCNO0 CUMBOJIOB B Mapone (pekomeHayetcs He meHee 8);

e CnoBapb Naponein —yKa3blBaeTCA TEKCTOBbLIN dai, coaeprKallmnii CNMCOK 3anpeLLeHHbIX naponen. Kaxabin
naponb JO/XKeEH ObITb Ha OTAENBHOM CTPOKe. B cnyyae ncnonb3oBaHusa 6onbwnx dainos pekomeHayeTcs
3arpy»KaTb MX HEMocpeaCcTBEHHO Ha cepBep, U 3a4aBaTb NyTb K dhainy B HACTpOiKe dicPath B 6/10Ke Ha-
CTpoeKkblitz.prod.local.idp.password-policy B ¢panneblitz.conf.

¢ [pynna cMMBOAOB — 3aZaeT MUHUMAIbHO HEOBXOAMMOE KO/IMYECTBO rpynmn CMMBOJIOB B naposne. Mo Kaxk-
01 rpynne CMMBOIOB MOXHO 3a4aTb HaCTPOMKM B TabauLe rpynn CUMBO/IOB:

— [JonycTmble CMMBOJIbI — C MOMOLLBIO PEFYIAPHOrO BbIPAXKEHUA 3a[3ETCA MHOMECTBO CMMBOJIOB
rpynnbl. Hanpumep, MOXHO paclwMpuUTb AOMNYCTUMbIE CUMBObI LGP, U3MEHUB peryaapHoe Bblipa-
eHue Ha cnegytowee — [0-9°-9], MOXHO pacWMpUTb AOMNyCcTUMble Habopbl cMMBONOB BYKB —
[a-—za-g] U [A-ZA-A], ,ob6aBUTb UK ybpaTb JONYCTUMbIE CNELCUMBONbI — [ R#S% e * () +-2.,
Pl ><=~/\_1.

— MUHUMYM CMMBONOB — CKOIbKO MUHMMYM CMMBOJI0B M3 FPynnbl 40/XKHO MCNO/Ib30BaTbCA B Napone,
YTO CYHUTANOCD, YTO rpynna BBAeﬁCTBOBaHa B napone.

® 3anpeT UCMo/b30BaHWA CTapbIX Maposieil — HAaCTPOWKa yKasbiBaeT, KaKoe KOIMYECTBO CTapbiX Naponen
[AOJ/IKHO 3aNOMMHaTbCA, YTO6bl NPV 3a4aHMM HOBOrO Mapo/iA He AONYCKaTb BBOA Napons M3 UCTOPUM UC-
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NO/Ib30BAHHbIX naponeﬁ.

¢ MuHMMabHOE BPEMSA KM3HM Mapo/a — MUHUMA/IbHOE BPEMS KM3HU Naposs, B CEKYHAAX; MOKa 3TO Bpe-
M#A HE UCTEK/I0, N0/b30BaTeN0 He ByAeT paspelleHo NOCTaBUTb HOBbIM Naposib. EC/IM Takyto NpoBepKy He
C/leyeT BbIMOHATb, TO HY)KHO 334aTb MYCTOE 3HaYeHME HAaCTPOMKM.

e MaKcumanbHoe Bpema XM3HU Napona — MaKCMMaNbHOE BPEMA XKMU3HU NAPOA, B CEKYHAAX; KaK TONbKO
3TO BpeMA UCTEYET, N0/1b30BaATENHO I'IOTpe6YETCH 3a4aTb HOBbI naponb. Ecaun Takyto NnpoBepKy He cneayet
BbINO/THATb, TO HYXKHO 3a4aTb NYCTOEe 3Ha4YeHUe HaCTpOVIKM.

¢ MWHMMabHOE YMCO OTNYAIOLLMXCA CUMBOJ/IOB — CKO/IbKO M3MEHEHHbIX CUMBOJI0B 40/1XKHO BbITb B HOBOM
naposie Mo CpaBHEHMIO C NPeablayWwnm (418 CaydYaes, KOraa nosib3oBaTe/lb MEHAET TEKYLLMIA Napo/b Ha
HOBbIN). EC/IM TaKyto NPOBEPKY He CeayeT BbINOAHATL, TO HY}KHO 3a4aTb NYCTOE 3HaYeHMe HAaCTPOIKM.

2.2.4 Pabora c Kao4Yamm 6esonacHocTu
HacTpoiika Kntoueii 6esonacHocTu

Blitz Identity Provider no3sosaeT ncnonb3osaTtb An1a naeHTMOUKaLMK U ayTeHTUdUKALMM Katoumn 6e3onacHocTm
(WebAuthn, Passkey, FIDO2, U2F). lna B3aMmoaencTBmA ¢ Kto4ammn 6e30nacHoCcT ncnonbayetca cneumdmkauma
WebAuthn?8,

MoapepKuBatoTca cneaytowme TUnbl KAoYen:

¢ BHelwHKe KNOUN — NpeacTaBAsatoT coboli annapaTHble ycTponcTea B Buae USB-kntouei uam 6penokos, noa-
Kntovaemble K MK, nnaHwety n tenedoHy ¢ nomowbio USB-nopTa, Bluetooth nam NFC. ns ncnonb3oBaHus
Katoyel He TpebyeTcA ycTaHOBKA Ha YCTPOMCTBO ApanBepoB, N1arMHOB — B3aMMOAENCTBUE C Kt0OYaMM OCy-
LLLEeCTBAAETCA Yepes BCTPOEHHbIE BO3MOXKHOCTY Bpay3epos.

¢ BcTpoeHHbIe KNoUMN — BCTPOEHHbIE B YCTPOWCTBE M ONepaLMOHHON CMCTEME MeXaHM3Mbl ayTeHTUGUKaLUNK,
noaaepkueatowme WebAuthn:

— Windows Hello — morkHo BxoauTb ¢ nomotybto NMNH-koaa Windows, npoBepKu oTneyaTka naabla uam
pacno3HaBaHWA AnLa;

— Touch ID naun naponb Ha MacBook;

— Touch ID unu Face ID Ha mobunbHOM TenedoHe i0OS nan NpoBepKu oTnevaTKa nanbLa UM pacnosHa-
BaHuMA nua B Android.

Kntoun 6e3onacHOCTM HacTpamBaloTCcA Ha BKAagKe Kioum 6esonacHocT pasgena AyTeHTUdUKALMA KOHCOM
ynpasieHus.

28 https://fidoalliance.org/fido2/
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HacTpoiku ayteHTudnkaumm
O6Lwme HaCTPOVKY MaponbHbie NONUTUKK Knioun 6esonacHocT TOTP-reHepaTopb MepBbin hakTof Bropoit chakTop WmnepcoHudmkauma

WmA cuctemsi Eauran cnyx6a exona "VIMA Komnanuu"
ayTeHTUGMKaLMM

[LomeH cuctembl login.company.com
ayTeHTMdUKaLMM

Anroputmbl noanucK ES256 RS256

OrpaHuyeHmne paspeleHHbIX He BbibpaHo v
cpeacTs ayTeHTMdUKaLMM

PeXxxum nposepku Hanu4ma O6Hapy>eHue 6pay3epom v
Knioyen

Bpemna oxugaxua, Mmc 60000

Oto6paxaemoe umMA ${family_name-} ${given_name-}
nonbsosatens

OTo6paxaemblit ${email-}
MAEHTUUKATOP YYETHOM
3anucn

HopmanbHblii casur cuetunka 1
ayTeHTUMKaumn

MpeaycMoTpeHbl cneaytolme HacTPOMKHU:

e NmA cuctembl ayTeHTM¢MKaLLMM - HEO6XO,CI,MMO 3a4aTb nogxogAauiee gnAa 0T06pa)KEHMﬂ nonb30oBaTeNnAM
nmA CUCTEMDI ayTEHTMd)MKaLl,VIM U UMA NPUNOKEHUA.

e [lomeH cucTembl ayTeEHTUUKALUM — JOMKEH COBNAAATb C JOMEHOM, UCMO/b3YEMbIM CUCTEMOM ayTeHTU-
durKaLmein nam 6bITb BbILLECTOALWMM AOMeHOM. Ha 3TOT soMeH 6yayT BbINyCcKaTbCA KAtoun 6esonacHoCTH.

* ANrOpUTMbl NOANUCK — PEKOMEHAYETCA Kak MUHUMYM YKa3aTb anroputmbl ES256 u RS256, utobbl obec-
neumnsanack pabota c Passkey, Windows Hello 1 601blIMHCTBOM pacnpocTpaHeHHbIX annapaTHbix FIDO2 n
U2F kntouen 6e3onacHocTu.

e OrpaHuYeHune paspeLlleHHbIX CPeacTB ayTEHTUDMKALUUM — NPU 3HaYeHMM «He BbIDpaHO» CpeacTBa ayTeH-
TMdUKaumm He orpaHmumBatotcs. Ecam Bbibpath «lMepeHocHbley, To byayT paboTaTh TO/IbKO annapaTHble
Kntoum besonacHoctu (nogkntoyaemble no USB, Bluetooth nau NFC). Ecnum BbibpaTh «BcTpoeHHble B naat-
dopmy», To ByayT paboTaTb TONIbKO BCTPOEHHbIE B YCTPOMCTBA Katoun 6esonacHocTv (Windows Hello, Touch
ID Ha MacBook, Touch ID 1 Face ID B MobuibHbIX TenedoHax, a Tak»Ke UCnoib3oBaHWe TenedoHa Kak cpea-
CTBa ayTeHTMdMKaLMKM C NoaKaoyeHnem no Bluetooth).

* PeXum NpoBepKM Haanuma Katoda — npu Bbibope «OBHapyKeHne bpaysepom» nNosb3osaTento byayT noka-
3bIBaTbCA BCE LOCTYMHbIE HA €r0 YCTPOMCTBE A4/1A AOMEHA CUCTEMbI ayTEHTUGMKALLMM KAtouM 6e30MNacHOCTH.
Mpu BbibOpe «OBHapyKeHNe cepBepom» y Nosib3oBaTens byaeT 3anpoLleH 0T1H, Noce Yero byayT NokKa-
3aHbl TONIbKO Te K/0YM, KOTOPble AOCTYNHbI Ha YCTPOWUCTBE M NPUBA3aHbI K YY4ETHOM 3anuncu nosb3osaTtens
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Ha cepsepe.

* Bpems 0XKnaaHuaA — yKa3blBAETCA BPEMS B MUIJIUCEKYHAAX, B TEUEHME KOTOPOTO CUCTEMA ayTeHTUdUKaL MK
byaeT oxumaaTtb oT bpay3epa oTBETa Ha 3anpoc obpalleHMs K Katody 6e3onacHoCTHU.

¢ OTtobpakaemoe MMA Nonb3oBaTeNsa — 3a4aeT WabaoH Co CTPOKaMu NOACTAHOBKW, B COOTBETCTBUMU C KOTO-
pbIM Ha CTPaHMLE BXO4a MO KoYy 6e30MacHOCTM B CUCTEME ayTEHTUOUKALMM OTOBPaXKaeTca MMA 3aNom-
HEeHHOro Noab30BaTeNsA (aKTyaNbHO NPU UCNONBL30BaHWM pexkume « OBHapy»KeHMe cepBepom»).

e OTobparkaemblit UAEHTUPUKATOP YHETHOM 3aNnCK — 3343€T Wab/IoH CO CTPOKAaMM NOACTAHOBKM, B COOTBET-
CTBMM C KOTOPbIM Ha YCTPOICTBE MNO/Ib30BATENIO MOKA3bIBAETCA MMA Ktoua 6e30nacHoCTy.

¢ HopmanbHbIN CABUT CHETUMKA ayTEHTUDMKAL MM — HACTPOIKa, KOTOpas onpeaenseT, YTo CepBep ayTeEHTUDU-
Kauuu byaeT CpaBHMBATb CYETYMK KOIMYECTBA ayTEHTUDUKALMI Ha YCTPOMCTBE CO CHETYMKOM KOIMYECTBA
ayTeHTUOUKALMIN ITUM e KNHOYOM Ha CEPBEPE U B C/IyYae pPacxoxaeHun 6onee Yem Ha YUCNO, YKa3aHHOe
B CUETUMKE, 3aMPETUT UCMOJb30BaHNE KNtoHa 6e30NacHOCTH (3aLLMTa OT KJIOHMPOBaHMA K/toua).

CepBep ayTeHTUPUKaumm Blitz Identity Provider cTaHAapTHO CKOHPUIYypUpPOBaH TaKMM 06pa3oM, UTO B HEM Ha-
CTPOEHO A0BEpPME KO BCEM M3BECTHbIM Ha MOMEHT BbINycKa Tekyllei Bepcum Blitz Identity Provider kopHeBbim
N NPOMEXKYTOUYHbIM cepTudmKatam TPM moaynei, FIDO, a TakKe akTyanbHbiM cepTudmkaTam Apple un Google,
Heobxo4MMbIM A1 MPOBEPKM NOANUCKU aTTeCTaUMOHHbIX 06bekToB FIDO2 1 U2F. MNMpun HeobxoanmocTun ckoppek-
mupylime (cTpaHuua 365) paspelleHHble aTTecTalMOHHble CEPTUDUKATDI.

Mcnonb3oBaHuMe Katovei 6e3onacHOCTM Ha nepsom U BTOPOM d)aKTope ONnCaHoO B cheayrowmnx pasgenax.

Bxoa ¢ nomowbio WebAuthn, Passkey, FIDO2

CyLLLecTBYeT BO3MOMHOCTb MCMO/Ib30BaTh Koun 6esonacHoctv (WebAuthn, Passkey, FIDO22°) ons Bxoga 8 Blitz
Identity Provider.

[N HacTPOIKM BXOAa C MOMOLLLbIO KNtoyel 6e30nacHOCTU HEO6X0AMMO 3a4aTb CAeaytoLme HaCTPOMKM Ha BKNa4-
Ke Mepsblit dakTOp:

® PaspelleHHble peXxnumMbl aTTecTalmmn — MCNOAb30BaHUE TO/IbKO PEXXMMOB FULL M FULL_NO_ROOT NOBbICUT
6e30nacHOCTb, HO He NO3BOJIUT UCNONbL30BaTb A/1A BXOA4A HEKOTOpble KAtouun, a Takxke MUH-kog Windows,
TaK KaK Npu perucTpaLLmMm Takmx Katouei aTTecTaumoHHbIN 06beKT NpuxoamnT 6e3 nognucu npomssoguTens
yunceTta UAM KAKYa UAKU C UCNONb30BaHMEM CaMOMNOANUCAHHOrO KAtoya. Mcnonb3oBaHue pexunma SELF
NO3BO/NAET aTaKyoLEeMy Ppeanm3oBaTb aTaky «4eloBeK No cepeguHe» Ha NOAMEHY KNoYa B MOMEHT peru-
CTpaLmu, B ClyYae ecau yCTPpOMCTBO NOMb30BaTENA KOHTPOMPYETCA aTaKyOLWUM.

¢ [loKa3blBaTb METOA TO/NLKO MO/Ib30BATENAM, KOTOPbIE MPMBA3AAN K YHETHOMN 3anmcy Katod 6e30nacHoCTm
— ecau Blitz Identity Provider y»ke ngeHTMOUUMPOBAN NONb30BATENA, TO OH YXKe 3HAET, HAaCTPOEHbI N ANA
YYeTHOM 3anmcK NoNb3oBaTens Kntoumn 6esonacHocTu. Ecim Kaoum 6e30nacHOCTU He HaCTPOEHbI, TO MOXKHO
HaCTPOWUTb, YTOBbLI MO/Ib30BATENIO METOZ, BXOAA C MOMOLLLIO KtoYa 6€30MacHOCTM He NoKasblBascs.

¢ [pWpaBHATb UCNONb30BAHME 3TOFO METoAa K NMPMMEHEHUI0 MepBOro M BTOporo ¢baktopa — ecan onuums
BKJ/IOYEHa, TO BXOA, NO Katody 6e30nacHoCTM ByaeT 03HauaThb, YTO NO/b30BaTe b NpoLwen AByXGaKTOPHYIO
ayTeHTUdMKaLMIO.

¢ [paBuaa COOTBETCTBUA — MPU BXoAe NO KAtovy 6e30nacHOCTM N0/Mb30BaTeNs NpPoCcAT BBECTM NOrMH. Ha-
CTPOWKa NpaBua COOTBETCTBUA NO3BOAET yKa3aTb NPaBMIa MOMCKA COOTBETCTBUA Y4ETHOM 3aNnCK BBEAEH-
HOMY NoruHy. [lna HallgeHHOoM y4eTHOM 3anumcuK byaeT 3anpoLleHa NPpoBepPKa BXoAa Mo Katovy 6esonacHo-
cTu. lnA co3paHuna npaBuia UCNo/b3YeTCsA CTPOKA NOACTAHOBKK: ${1ogin} —3TO CTPOKA, BBEAEHHAA NO/b-
30BaTesIeM B NoJie «10rMH». B pesynbTate, Hanpumep, NPaBuio email=${login} O3HA4aeT, YTO CTPOKA],
BBeAEHHaA No/b3oBaTesIeM, byAeT CPaBHUBATLCA € aTPUOYTOM email B XpPaHWAMULLE AaHHbIX.

¢ [paBuna BbIbOpa XpaHWUAULLA aTPUBYTOB — KaK U B C/ly4ae BXO4a MO JIOTUHY U NMaposIto, MO YMOYAHUIO No-
WCK nosib3oBaTenei a1a ayTeHTMdMKaLmm NpoMCXOANT BO BCEX aKTUBHbIX XpaHuauwax. B 61oke Mpasuna
BbI6Opa XpaHUAMLLA aTPUBYTOB MOMKHO Hacmpoume npasusa (ctpaHuua 90), NPy BbINOAHEHUN KOTOPbIX
NOMUCK NoAb30BaTeNa ByAeT OCYLLECTBAATLCA B ONPeAeNeHHOM XPaHUIMLLE.

29 https://fidoalliance.org/fido2/
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AyTeHTUdMKayms no knroyam 6esonacHocTu

Pa3spelueHHble peXuMs! FULL FULL_NO_ROOT SELF
arrectauumn

[ MoKa3eiBaTL METOA TONLKO NONLIOBATENSM, KOTOPLIE MPUEA3ANN K YYETHOM 3aMMCK KIoY 6e30MaCHOCTH. 110 YMONUaHHIO METOA NOKaZLIBACTCA BCeM MO/IL0BATENAM

VMIMEHEHIII0 NepBoro 1 BToporo ¢aktopa. ECM oNuvs BKKYEH], TO BXOZA NO KUY 6e30nacHoCT!

A AOMKEH GOPMUPOBATLCSA NOTUH M KaKOMY aTPUGYTY B UCTOYHMKE AaHHbBIX OH COOTBETCTBYET. Bbl

OBKW. HanpuMep, NpaBuio CN=${login} O3HA4aerT, YTo CTPOKA, BBEAEHHAA NO/b30BaTeIeM, 6YAET CPaBHMBATLCA C aTPUGYTOM CN B

sub v = ${login} n

OR

emai v = ${login} n

OTMeHUTL CoxpaHnTe

Npasuna sbibopa xpaHunmwa aTpubyTos

aHUI0 NOMCK NoNb30BaTeNne AN ayTeHTUGUKALMM NPOUCXOANT BO BCEX aKTUBHBIX XPaHWIMLLAX. B JaHHOM 6/10Ke MOXHO HaCcTPOUTL NpasnAa, NPy BbINONHEHNUI KOTOPbIX

30BaTens 6yaer oc

MOXHO 3aaTb Heck TePHATUBHbIX NPaBU/ BbIGOPa XPaHWANLLA. 3TO NO3BOANUT ayTEHTUONLIMPOBATL OAHWX NONb30BaTENe NO OAHOMY XPaHUAWLLY, APYTUX - O APYFOMY.

[Ins co3aHNs NpaBuna nc

NopTBepkaeHue Bxoaa ¢ nomouwbio WebAuthn, Passkey, FIDO2, U2F

230

CyuiecTByeT BO3SMOXKHOCTb MCMOAb30BaTb KAtoun 6esonacHoctn (WebAuthn, Passkey, FIDO2°", U2F) ansa noagTeep-

*KaeHuaA Bxoaa B Blitz Identity Provider.

[Na HaCTPOMKKM NOATBEPKAEHMA BXOAA C MOMOLLBIO KNtouelr 6e30nacHOCTM HeobxoAnmo 3a4aTh cieaytowme Ha-
CTPOMKM Ha BKNaaKe BTtopoli ¢pakTop:

¢ PaspelleHHble peXXMMbl aTTecTalMm — UCNO/Ib30BAHME TONIbKO PEXKMMOB FULL U FULL_NO_ROOT NOBbICUT
6e30nacHOCTb, HO He MO3BO/IUT UCMONBL30BaTb AN1A BXOAA HEKOTOpbIe Ktoun, a Takxke MUH-koa Windows,
TAK KaK NpU perncTpaumum Takmx Karyen aTTecTalMoHHbI 06beKT NpUxoauT 6e3 noanunucyu NnponssoguTens
yurnceTa UAM KAKOYA MU C UCMONb30BAHWMEM CAaMOMOAMMUCAHHOTO Kto4a. Mcnonb3oBaHWe pexnuma SELF
NMO3BOJ/IAET aTaKylOLLEeMY Peasin30BaTh aTaKy «4eN0BEK NO cepeanHe» Ha NOAMEHY K/toUYa B MOMEHT peru-
CTpaLmK, B Cly4ae eCAu YCTPOMCTBO NOMb30BATENS KOHTPOMPYETCA aTaKYOLWUM.

¢ [loKa3blBaTb MeTOA, TONbKO NONb30BaTENAM, KOTOpble NPUBA3AIN K yquHOVI 3anucy Koy 6esonacHocTn —

30 https://fidoalliance.org/fido2/
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€Cc/I1 KNtoum 6e30nacHoCTM He HaCTPOEHbl, TO MOXXHO HAaCTPOUTDb, yTObbI NONL30BATENIO meTo noarsep-
KOEeHUA BXO4a C NTOMOLbIO KNko4a 6e30MacHOCTN He NoKa3blBaCs.

AyTeHTUdMKauMA No Kno4yam 6e30nacHoOCTH

PaspeweHHble peXxums! xFULL xFULL_NO_ROOT xSELF
aTTecTauum

MoKa3bIBaTh METOA TONLKO NONb30BATENAM, KOTOPbIE NPUBAIANHN K YHETHOI 3AMMCH KNIOY 6630MaCHOCTH. 10 YMONHaHMIO METOR NOKA3IBAETCA BCEM NONb30BATENAM

OTMeHUTL CoxpaHuTb

2.2.5 TOTP-reHepatopbl

TOTP-reHepaTopbl HacTpamsatoTca Ha BKnagke TOTP-reHepaTopbl pasgena AyTeHTUPMKaALMA KOHCONW ynpas/e-
HuA. Takke TOTP-reHepaToOpbl HACTPAMBAIOTCA HA NEPBOM M BTOPOM aKTOpax Ha COOTBETCTBYHOLLMX BKNAAKAX.
[Nna nonyyeHus gononHuTeNnbHon nHdopmaummn cMm. Bxod pa3ossim naposaem Ha ocHose spemeHu (TOTP) (cTpa-
Huua 115) n lModmeepxcdeHue 8xoda pa3osbim rnaponem Ha ocHose apemeHu (TOTP) (cTpaHuua 122).

HacTpoiiku ayTeHTUdMKaummn

O6wwe HacTponKu MaponbHbie NoAMTUKK Knioun 6esonacHocTn TOTP-reHepatopb! Mepsbiit hakTop Bropoit chakTop TpeTuit chakTop Wmnepcoxudukauma

MapameTpbl NPOBEPKM Pa3oBbiX KOAOB

DonycTumoe oTKNOHeHue 1
(Bnepen)

DonycTumoe oTKNOHeHue 1
(Hazap)

HacTpoiika 0To6paXKeHNA reHepaTopoB Pa3oBbIX Naponei

ATpubyT C UMeHeM email v
nonb3osarens

company

CChIfIKN Ha NPUMIOXEHNA - FeHepaTopbl Pa3oBbiX Naponei

VkaxuTe ana Ka)KAOI;i OC, Kakune MobunbHble NPUNOXEeHWA peKoMeHAYyeTCA UCNOoNb30BaTh A1A reHepaunn pasoBbiX ﬂapOﬂeﬁ Ecnum ccbinka He yKasaHa, To nonb3oBaTenam He 6yp.eT
NPeANIoXEHO 3arpy3nTb Npunoxexune anAa aaHHon OC.

https://apps.apple.com/search?term=TOTP

https://play.google.com/store/search?q=TOTP

CoxpaHuTe

MpeaycMoTpeHbl cneaytowme HacTPOMKU:
1. NapameTpbl NPOBEPKN PA30BbIX KOAOB

o [lonycTumoe oTK/AOHeHMe (Bnepes) / JonycTMmoe OTKAOHEeHUe (Hasaa) - A0NYCTUMOE OTK/IOHEHUE
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npu nposepKe Koga (KoanyecTso npeablaylmx / nocneayrowmx kogos). Mo ymonyaHuio oba 3Have-
HWA PaBHbl 1: NO/b30BATE/Ib NPU BXOAE MOMET BBECTU KaK TEKYLLMI KO NOATBEPHKAEHUA, TaK U cie-
AyOWnn AN npeaplayLmini (CreHepMpoBaHHbIN B COCEAHUX BPEMEHHbIX MHTepBanax). Takas Heob-
XOAMMOCTb MOXKET BO3HUKHYTb, Hanpumep, 18 KOMNEHCaLMM BO3MOXHOMN HE3HAUMTeIbHOM PaccuH-
XPOHU3aLMKN CEPBEPHOTO BPEMEHU U BpemeHM Ha TOTP-ycTpoicTBax Noab3oBaTenem.

2. HacTpoiika oTobpakeHna reHepaTopoB Pa3oBbIX Naposien

e ATpMbYT C MMeHeM Nonb3oBaTeNA - UMA No/b3oBaTena byaet oTobparkaTbca B reHepaTope pPas3oBbixX
napoJsieit nocne NPMBA3KM YYETHOM 3aNUCK NOSIb30BaTeNSs;

¢ HasBaHMe eANHOM CUCTEMbI BXOAA - HAa3BAHWE CUCTEMDI 6y,EI,ET OTO6pa)KaTbCF| B reHepaTope pa3oBbIX
naponeﬁ nocne NnpPpuBA3KU y“IETHOVI 3anncu nonb3osaTtenA.

3. Ccbl/IKM Ha NPUIONKEHUA - reHepaTopbl Pa3oBbIX naponeVl

e Cnepyer yKasaTb Ana Kaxgoh OC, Kakme MO6W/bHble MPUIONKEHUA PEKOMEHAYETCA WCMNOJb-
30BaTb A1A TeHepauuu pPasoBbiX Naponei. OTU CCbiNKM ByayT NpeanoskeHbl MoAb3oBaTeNto B
BE6-NPUNONKEHUM «JINYHBIN KabuHeT». Ecn ccbinKa He YKasaHa, To Noab3oBaTenam He byaet npea-
NNO}KEHO 3arpy3unTb NPUNOKeHWe ana aaHHon OC.

2.2.6 Bxoa no NOrvHy 1 Naponto

[na ncnonb3oBaHMA BXo4A NO NOTUHY M NApPOto HEO6X0,EI,VIMO 3a4aTb NpaBun/ia COOTBETCTBUA — KaKUM o6paaoM
onpenenatb, Kak BBe,CI,eHHbIVI NNOrTMH COOTHOCUTCA C NO/Ib30BaTENAMMU B XPaHUAMLLE AaHHbIX.

[na cospgaHuna npasuna NCNosib3yeTca CTPOKa NOACTAaHOBKU: ${1login} —3TO CTPOKA, BBeAEHHadA Nosb3oBaTenem
B Nnone «JiorMH». B pe3ynbraTte, Hanpumep, NpaBuio «email=${login}» O3HayaeT, YTO CTPOKa, BBeAEeHHasA
nonb3osaTesniemM, OyAeT CPaBHMBATLCA C aTPUBYTOM email B XpaHUAULLE AAHHbIX;

Bxog no noruHy n naponto

KaKkoMy aTpubyTy B MCTOUHWKE AaHHbIX OH COOTBETCTBYET. Bbl MOXeTe

4TO CTPOKA, BBEAEHHAA MO/b3

M, ByAeT CpaBHMBaTLCSA C aTpuE

OR

OR

B HacTpoiKax BxoAa Mo JIOrMHY U Napo/isi MOMXKHO BK/IIOUYMUTb MPOBEPKY Ha COOTBETCTBME Napos MAposbHOU nosu-
muke (cTpaHuua 328). BBoanMbli1 NoAb30BaTeIeM Naposib 6yAeT B MOMEHT BXO4a NPOBEPATLCA Ha COOTBETCTBUE
Napo/ibHOM NOAUTUKE. B clyuyae HECOOTBETCTBMA Napons TpeboBaHMAM NOAUTUKM NO/Ib30BaTENb CMOMKET 334aTb
HOBbIM NapPOAb UK NPOMNYCTUTb 3TOT LWAT.

Ona HaCTpOﬁKVI NpPoBEPKN HAa COOTBETCTBME NAPOaA napoanoﬁ noNTUKE Npun Bxoae HeO6X0,EI,I/IMOZ

e BblbpaTb OMUMIO Bcerma MpPoBepdTh TeXymui Mapoib MONb30BATEeNd HAa COOTBETCTBUE mMa-—
PONBHOH MOJIHTHKE WIN BMUCATb NMA HEKOTOPOTrO 3aro/IoBKa B NnoJjie liposepdTh npu Hanuuuu HTTP
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saromnosxa (B 3ToM cnyyae, ecinm HTTP-3anpoc byaeT cofeprkaTb YKasaHHbIM 3aro/l0BOK CO 3HaYeHMEM
true, TO TEKYLWMI Naponb nonb3osatesa ByAeT NpoBepPeH Ha COOTBETCTBME NAPO/IbHOW NOAUTUKE);

* onumua PaspemyTh MONb30BATENO MNPONYCTHUTbL CMEHY I[Iapold, HEe COOTBETCTBYIOMEro mna-—
PONBHEIM NOIHTHKAaM MO3BOJIAET MNO/1Ib30BATE/NNKO OTKA3aTbCA OT CMeHbI MapoaAa Npu BXoAae;

® yKasaTb KO/IMYECTBO HeyAauHbIX MOMbITOK A/1A BpeMeHHOW 6J10KMPOBKU. Mocae yKasaHHOro KoM4ecTsa
HeyAauHbIX NOMbITOK ByAeT ycTaHOB/eHa BpeMeHHas 61IOKMPOBKa N0O/1b30BaTENtO Ha MCMO/Ib30BaHWe AaH-
HOro meToAa ayTeHTUdUKaLum;

* ONUTENbHOCTb BPpeMEeHHOM 610KMPOBKM (B MUHYTaX).

CooTBeTcTBME NaposiA NaposibHOWU NOJSIUTUKE

D Pa3peu.|v|Tb nosb3oBaTeNnto NponycTuTb CMEHY NaposiA, He COOTBETCTBYHOLLEro
NnaposibHbIM NONNTUKAM

Bcerpa npoBepATh TEKYLMI Naposib NoNb30BaTeNA HA COOTBETCTBUE NapObHOM
nonuTUKe

MpoBepATb NpU HaNU4YUKn
HTTP 3aronoBka

Kon-Bo HeyaayHbIX 5
nonbITOK AnA
BpPeMeHHON 6J1I0KUPOBKM

OnutenbHOCTb 1
BpeMeHHOW 6/1I0KUPOBKU

B HacTpoiKax BxoZa Mo N0orMHY M Napoaa MOXHO YNPaBAATh 3aLWmMToM oT nepebopa napons. Mpu BKAKOYEHHOM 3a-
WuTe 3ameannaeTca nposepkKa napons. MNocse BBoga NaposisA nosb3osaTenb byaeT 0XunaaTb NPOBEPKM B TeUeHMe
334aHHOro Nepuoaa Bpemsa samepxku (B CEKYHAAX).

ALMUHMCTPATOP B HACTPOMKe 3amuTa MOMKET BblOpaTb Cneaytowme pesKMMbl 3almThI:

® ABTOMATHUECKHUH PEeXHM Ha YPOBHE CHCTEMHl M MONb30OBaTened — 3allUTa BKAKUYUTCA ANA BCeEX
nosib3oBaTesield, eCv AONA HeYCNeLWHbIX ayTeHTUdUKaLMIA NpeBbIcUT «OpPOr BKAOYEHUA CUCTEMHOM 3a-
LLMTBI», U BbIKNHOYUTCA, €CAN A0NA HEeYCNeLWHbIX ayTeEHTUPUKALMIA CTaHET HUKe «opor BbIK/OYEHUA CHU-
CTEMHOM 3aLLUNUTLIY;

® ABTOMATHUECKHUH PEexXHM Ha YpPOBHE [ONb3OBaTelnel — 3alUTa cpa60TaeT B OTHOWEHWN NONb30Ba-
Tenen, no KoTopbim 6yAeT NPeBbILEHO YAC/I0 HEYCMNELIHbIX MPOBEPOK NAPOAs, 334aHHOE HAcTPonKo «IMo-
pOr BK/IIOYEHUSA NO/Ib30BaTE/IbCKOM 3aLLMUTbI»;

® 3amepxka ayTeHTHOHKALMHM Oid BCeX MNOIb30OBaTelel—3aluuTa byaeT BKAKOYEHa A1A BCEX NONb30-
BaTenem;

® OrkxnouyeHa — 3alluTa 6\/,qu BbIK/TKOYEHaA.

MapameTpbl [lopor BxnoUeHHd CHUCTEMHOH 3aWMTH U IIOPOr BBIKIOUYEHHS CHUCTEMHOH 3amuTh 3343at0TCA
B NpoueHTax, COOTBETCTBYOLWMNX A0Ne HeyCNneLwWHbIX ayTEHTMd)MKaLI,Mﬁ B 06LLI,eM Yyncne NnonbITOK ayTEHTMd)MKaLI,MM.
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MprMep HacTPOMKM 3aLLMTbl OT NoA60pa NapoNsa NPeACTaBAeH HUKeE.

3awwra ot nogbopa napons

BBO/AA Napo/iA NoNb30BaTeNb 6YAET 0XMAATL pesybTaTa B TeUYeHNe Neproja,
MBI 3aLLMThI

POBHE CMCTEeMbI B LiIeNIOM. BKNKOYAETCs, eCM NPOLEHT HeyCnelHbIX ayTeHTUUKaLmii JOCTUIHET onpeAeneHHoro nopora (Hactpo

a «[opor BKNOYEHNA CUCTEMHO 3aLUTbI»);

POBHE NONb30BaTeNs. BKKUaeTcs, eCv Nonb3oBaTeNb BEOAWUT NOAPSA ONpeAeNeHHOe KONNYeCTBO HeBepHbIX Naponielt (HacTpolika «Mopor BKNKOUEHWA NONb30BaTeNbCKOM
3aLATbI»).

3awwmra OTkntoueHa v
Bpems 3a4epXKu, B CeKyHAaX 10
Mopor BkNOUYeHNs 5

MoNb30BaTe/ILCKOMN 3aLUTbI

Mopor BKAKYEHWs CUCTEMHOMN 40
3aWnTL
Mopor BbIKNOUEHUA 30

CUCTEMHOIA 3aLnTbI

OTtmeHa Coxpanutb

[ns ycnoXKHeHUsa aBTomaTUyYeckoro nogbopa napoas MoxKHO BKAUNUTb B Blitz Identity Provider HacTpoiiku o—
Xa3aTeNnbCTRO BHIIOJHEHHS PaboTHL TOTAA NPU KaXA0M BXOAE NO IOTMHY M naponto bpaysep nonb3osaTens
OONKeEH byaeT BbIMOMHUTL BbIYMCAUTENBHO CNOXKHYIO 334a4y. ECM He NpeaocTaBuTb peLleHne, NpesocTaBuTb
HEenpaBW/IbHOE pPeLlEHME UK NPeaOCTaBUTb pelleHue He BoBpems, To Blitz Identity Provider BepHeT owmnbky. B
uTore Hesnb3A ByAeT NOHATb, MPaBWUJIbHbIE X JIOFTUH U NapOb.

[oka3saTenbCTBO BbINO/IHEHNA pa6oThbl

ﬂpM Kaxxaoi npoBepke nNaponA Ha CTopoHe 6pay3epa OyaeT BbINONHATBECA AOCTATOYHO AnuTenbHaA paboTa. Peaynmm BbiNONHEeHWA paboTbl OyaeT NPOBEPATLCA CePBEPOM OAHOBPEMEHHO C
npoBepKoii napona

Banpawwueartb 40KA3aTENLCTBO BLINONHEHUA PAGOTLI

3anpawmeats TONLKO Npu
Hanuuun HTTP 3aronoska

Mokasarenb CNOXHOCTH 15
pa6oTbl

MakcumanbHbii CPOK
peweHuA

TecToBbi pacyeT

Otmena CoxpaHuTs

B 610Ke HacTpoeK [loka3aTenbCTBO BbINOJAHEHUA paﬁoTbI MOXXHO HaCTpOUTb cheaytoulee:
® BKJ/IOYUTb HaCTpOVIKy 3anpamUBaTh OKal3aTelbCTBO BHIIOINHEHHUI PaboTHL

® npu HEOGXOAMMOCTM 33aTb HAaCTPOMKY 3anmpammuBaTh TONLKO MpHM Hanuuuu HTTP saromosxa —3TO
NonesHo, EC/IN HYXKHO OCTaBUTb BO3MOXKHOCTb aBTOTECTAM BbIMOJ/IHATL BXOA, MO Naposto 6e3 Heobxoanmo-
CTM NPOXOXAEHMA NPOBEPKU. B 3TOM ciydae Ha Beb-cepBepe HYKHO A/1A NO/Ib30BATE/IbCKUX 3aNPOCOB Ha-

CTPOUTb YCTAHOBKY 3aro/ioBKka 13 aTOM HaCTpOVIKM, a anAa 3anpocos, NpuxoaAawmx oT aBTOTeCToB, 3aroJ10OBOK
He yCTaHaB/1nBaTb.
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® YCTAHOBMUTb [lokxasaTenb CIOXHOCTH paboTe — 3343€TCA 3HayeHne KoadduumeHTta ot 1 go 160 6ur.
Kakablit 6UT yBENMYMBAET CNOXKHOCTb B 2 pasa. PekomeHayeTca 3HaveHue 15 6uT.

® MaxcUManbHLIE CpPOX pemeHud — BPEMA B CEKYHAAX, 338 KOTOpoe bpay3ep AO/KEH NpucnaTb pesynstat
pabotbl. Ecnn 3HaueHMe He 3a4aHO0, TO pelleHune 3a4a4m oxunaaerca 3a 1800 cekyHA. Bpems oTcumTbiBaeTcs
C MOMEHTa reHepaLmm 3aa4m CePBEPOM B MOMEHT 0TOBPaKeHNA CTPaHWLbl BXOAa.

Mocne yCTaHOBKM HACTPOMKM Nepes, COXPaHeHNeM PEKOMEHAYETCA HaKaTb KHOMKY TecToBbIl pacyeT, 4Tobbl no-
NIY4UTb MPUMEPHOE NPEeACTaBNEHNE O BPEMEHM BbINOAHEHMA PaboTbl Ha TEKYLLEM YCTPOMICTBe.

B 610Ke MNpasuna Bbibopa XpaHUAMLLA aTPUBYTOB MOXKHO HAaCTPOUTL NPaBMa, NPU BbINOJAHEHUM KOTOPbIX MOUCK
nosnb3oBaTens 6yAeT OCYLLECTBAATLCA TONbKO B YKa3aHHOM XpaHuauwe. Mo ymoa4aHuIo NoUCK Nnoab3oBaTenei
AN ayTeHTUOMKAL MU MPONCXOAMUT BO BCEX AKTUBHDBIX XPaHUAMULAX aTpMbyToB. MOXKHO 3a4aTb HECKONLKO anbTep-
HaTMBHbIX MPABWA BbIGOPA XPaHUAMLLA. ITO NO3BOIUT ayTEHTUOULMPOBATL OAHMX MO/b30BaTENEN Yepe3 OA4HO
XpaHWaunLLE, a ApYrux —yepes gpyroe. s co3gaHmsa nNpasmaa UCMO/b3YHTCA CTPOKM NOACTaHOBKM.

Hanpumep, Ha CKPMHLLOTE HMXKE BbINOSIHEHA HACTPOIMKa, YTO MPK 3anpoce BXoAa NPUNOKEHMEM C MaeHTUDUKa-
TOPOM test_app IOTMH U Naposib N0Nb30BaTeNA ByaeT NPoBepATLCA N0 XpaHUAMLLY test_db. Bxoa Bo BCe UHble
NPUNOXKEeHNUA ByAeT NPOM3BOAMTLCA Yepes XPaHUAULLE main.

]

Xpanunuwe atpu6yTos aenno ¢

2.2.7 Bxopa c nOMOLbIO CPeacTBa NeKTPOHHO nognucu

HacTpoiika metoga ayTeHTMPMKaLUmM B KOHCONIU YNpaBaeHUA
Mpu UCNoNb30BaHUUN ANA ayTEHTUOUKALLMM CPeaCTBa 3/TEKTPOHHOM NOANMCU HEOBXOoANMO:

¢ B 6710Ke HacTpoeKk CepTudUKaTbl 3arpy3nTb cepTUdUKaTbl YA0CTOBEPAIOLLMX LEHTPOB, NOATBEPMKAAOLLMX
NOA/IMHHOCTb CEPTUPUKATOB KNKOUEN INEKTPOHHOM NogNNcK nan Hacmpoume (cTpaHuua 334) B3aumopaeit-
CTBME C BHELUHUM CEPBUCOM NPOBEPKM 3NEKTPOHHOM NOAMUCH.

® HacTpouTb B 6/10Ke lMpaBuaa COOTBETCTBUA MapaMeTpbl COMOCTaB/IEHNUA YYETHOM 3anncu MNosib3oBaTens
B XpaHWAULWe no ero atpubyrtam us cepTuduKata 3/1eKTPOHHON nognucu. B npasmnax conocrasneHus
MCNONb3YIOTCA CTPOKM MOACTAaHOBKWU. Hanpumep, npasuao cn=${SUBJECT.CN} O3Ha4aeT, 4To aTpubyT
SUBJECT.CN cepTuomKaTta byaeT cpaBHMBATLCA C aTPMBYTOM cn B XPaHWUAMULLE AaHHbIX. BO3MOXKHO yKa-
3aHWe HEeCKOJIbKMX YCIOBUI OAHOBPEMEHHO, @ TaKKe yKa3aHue aNbTepHaTUBHBIX NPaBu.

Mpv KOHPUTYPMPOBaHMM BXOAA NO INEKTPOHHOM NOANNCKU MOXKHO TaKKe YKa3aTb:

® c/egyeT M 3TOT METoA MCNO0/b30BaTh B KayecTBe NepBoro 1 BToporo ¢paktopa. Ecan aa, To nosb3osaTen,
npoLeaLnin ayTeHTUOMKALMIO NO INEKTPOHHOM Noanucy, ByaeT cuMTaTbcA NPoLLeaL MM ABYXDAKTOPHYIO
ayTeHTUOMKauMIo (MpuMep HAaCTPOMKU Ha PUCYHKe HUXKE);
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® C/feayeT M NPoBepATb AEUCTBUTENbHOCTb cepTUdMKaTa. B aTom cnyyae Blitz Identity Provider, ucnonbsys
yKasaHHy'o B cepTudmMKaTe TOUKY pacnpeneneHuns cnucka otsbiea (CRL), byaet nposepsTb, He Obls N cepTU-
durKaT 0TO3BaH. 15 aKTMBaL MM 3TON BO3SMOXKHOCTM CeyeT OTMETUTb YEKDOKC llporepdaTs, uYTO cep-
TI/I(I)I/IKaT [IONIb30BATENd HEe OTO3BAaH,

® CcneayeT NM co3naBaTh (pPerMcTpuMpoBaTh) YYETHYH 3anucb NPW NEPBOM BXOAE NO 3/1EKTPOHHOM noa-
nmcu. B atom cnyyae, eCam nonb3oBaTtesnlb He Haf;IJ.'J,EH no onpegeneHHbiMm npaBuiam COOTBETCTBUA, TO
emy OyaeT npeasioXKeHO 3apernmcTpupoBaTb YYEeTHY 3anucb. YTobbl BKAOUMTL 3Ty QYHKUMIO, cneayeT
OTMETUTb YeKBOKC CozmaBaTh YUYEeTHYIO 3aluCh, €CHH [ONb30BaTeNnb He HaMWOeH No cepTudu-—
XaTy 3NeXTPOHHOH mnommucu W HAaCTPOUTb NPaBUaa perncTpaLmm Nonb3oBaTeNna — Kakum obpasom 3a-
NoJIHATb aTPMBYTbI B XpaHWUauLe us aTpnbytos ceptudukaTta. s 3agaHna npaBua cieayeTt UCNo1b30BaTb
CTPOKM NOACTAHOBKMW. Hanpumep, NpaBuao email=${SUBJECT.E} 0O3Ha4aeT, YTo B aTpubyT email byaeT
COXpPaHeHa 3/IEKTPOHHAA No4Ta U3 CepTl/Id)VlKaTa 3ﬂeKTp0HHOVI noanunucun nosb3oBartena.
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06uwe HacTpoikn

(O NpupaeHATL MCNONL30B3HME 3TOrO METOAA K NPUMEHEHNEO NEPBOro 1 BTOPOro ¢pakTopa. ECAIM onuns BKKOUEHa, TO BXOA MO 31eKTPOHHOM NOANMCH ByAeT 03HauaTe, UTO MONL30BaTENL NpoLen
ABYX(AKTOPHYHO ayTeHTUdNKaLMIO

(O MpoBepsTe, UTO CEPTUDUMKAT MONL30BATENS HE OTO3BaH

omera

n pasuna cooTBeTCTBUA

[ins KOppeKTHOM paboTbl BXOAa NO 3NeKTPOHHO NOANMCY YKaXWTe, Kakue No/s A0MKHbI CHUTLIBATLCA U3 CepTUdMKaTa 1 KaKM aTpUByTam B NCTOUHMKE AaHHbIX OHM COOTBETCTBYIOT. Bbl
MOXeTe C03AaTb HECKONbKO aNbTepHATUBHbIX NPaBua.

[ins 0603HaYeHNs CHUTLIBAEMbIX U3 CepTUdMKaTa aTPUBYTOB UCMONL3YIATE CTPOKV NOACTaHOBKM. Hanpymep, NPaBui0O CN=${SUBJECT.CN} O3HauaeT, 4To aTpu6yT SUBJECT.CN cepTudukaTa
6y/leT CpaBHNBaTLCS C aTPUBYTOM CN B XpaHWAULLE AaHHBIX.

MocMOTPETL CTPOKM NOACTAHOBKM

email v o7 ${SUBJECT.E} n

+ Ao6aeuTe ycnosme

+ A063BUTL aNLTEPHATUEHOE NPaBUI0

omvese

CospaHue y4eTHoI 3anucm

ECv npu BXOZA€ NO 3N1eKTPOHHOI NOANNCY NONLb30BATENb HE HAMAEH, TO MOXHO ANl 3TOTO NOAb30BATeNs CO3A4aTb YHETHYIO 3aMUCh. BKAKUMTE 3Ty GYHKLMIO 1 YKaXWTe, Kak aTpubyTol
Blitz Identity Provider gomkHbl GopMUpOBaTLCA U3 aTpUByTOB CepTudMKaTa. UCNonb3yiiTe CTPOKM NOACTAHOBKW. HanpuMep, NpaBUNO mail=${SUBJECT.E} O3Ha4aeT, 4yTo B aTpMBYT mail
6yAeT coXpaHeHa 31eKTPOHHas MoyTa u3 cepTudukara.

MoCMOTPeTL CTPOKIA NOACTAHOBKY

[0 CozaaeaTs yueTHyto 3aN1Cb, €IV NONL30BaTENb HE HalAeH NO cepTUdNKaTy 3N1eKTPOHHOI NoANUCH

ATpMbyT Mpasuno Macrep

email v = S{SUBJECT.E} m]

sub v = S{SUBJECT.E} O n

+ foGaswTs apubyT

OtmeHa CoxpaHuTte

CepTudunkaTbl

3arpysuTe cepTUVKaTLI YAOCTOBEPSIOLLMX LEEHTPOB (CA), NOATBEPXAAIOLUMX NOANNHHOCTL KAKOYe 3NeKTPOHHO NOANMCK NONb30BaTenei.

YKaxuTe nyTe K cepTUdUKaTy ANA 3arpyskn
S
Mepuoa

CepuiiHbliA HOMep Komy BbifaH Kem BbigaH AevicTBUA

€01.01.00 no
01.01.99

REERIEREFEAE
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Ucnonb3oBaHue n o6HoBAEHME N1arMHa

[na KoppeKTHOW paboTbl BXOAa MO 31EKTPOHHOM NOANUCK HA KOMMbOTepax No/sb30BaTENEW UCMONb3YETCA che-
LManbHbIM naaruH — Blitz Smart Card Plugin. Mpu nepBom BXxoAe No 3/1eKTPOHHOM NognMcK nonb3osaTtento byaet
npesoXKeHo YCTaHOBUTbL NaarvH. Mocne 3arpysku ¢aiina u ero 3anycka noab3oBaTesNto cnesyeT NponTH Bee Wwa-
M YCTAHOBKW niarnHa. Mpu noBTOPHOM BXOAe C AAaHHOIO YCTPOMCTBA He noTpebyeTcs ycTaHaB/AMBaTb NaarvH
3aHOBO.

Blitz Identity Provider noctaBsnseTtca BMecTe ¢ BepcMei naarnHa, no3sonswLwei pabotaTb CO CPEACTBOM 3/1€K-
TPOHHOW MOAMMUCHK B Ka4ecTBe MeToAa ayTeHTUGUKaLMK.

Mpu HeobxogmMmocT 06HOBUTL Bepcuto Blitz Smart Card Plugin cneayeT 3ameHuUTb AUCTPUMBYTUBBI NaarnHa —
OHM pa3MeLLEHbI B ANPEKTOPUUN asset s C ycTaHOBKOM Blitz Identity Provider, B apxuBe assets. zip. CTpyKTypa
apxuBa UMeeT CreayroLmii BUA;

plugins/sc/deb/BlitzScPlugin.deb
plugins/sc/rpm/BlitzScPlugin. rpm
plugins/sc/win/BlitzScPlugin.msi
plugins/sc/mac/BlitzScPlugin.pkg
plugins/sc/mac/BlitzScPlugin-10.14.pkg

Heobxo4MMO pacnakoBaTb apxXmB assets. zip, 3aMeHUTb Gpaiibl C ANCTPUBYTUBOM NAArMHa U 3aapxmMBMpoBaThb
0bpaTtHo dalnbl B assets.zip.

TaKKe MOXKHO NpU HEOBXOAMMOCTU CKoppekmuposame (cTpaHuua 334) HacTPOMKM WUCMONBb30BAHUSA NJarMHa
3N1EeKTPOHHOM noAnucu.

2.2.8 Bxop uepes3 BHelWHUe cepBUCbl naeHTUdUKaLum

MepeyeHb AOCTYNHbIX BHELWHNX CEPBUCOB MAEHTUdMKALMM 3aBUCUT OT peaakumm Blitz Identity Provider u npu-
0bpeTeHHbIX ONUUiA.

BO3MOXEH BXOZ C UCMO/Ib30BAaHMEM C/IEAYIOWMX BHELWHWX CEPBMCOB MAEHTUdMUKALUM:

e Apple ID; e Cbep ID;

e Facebook?; e T-ID;

e BKoOHTaKTE; e BTE ID;

e AHAeKc; e CbepbusHec ID;

e Google; e Anbda ID;

o OAHOKNACCHUKY; e Mos ID (CYOMNP);

* Mail ID; ® MOCTaBLMKKN naeHTUbMKauum, paboTatoLme no
e VKID; OpenlD Connect;

e ECUA (gosuslugi.ru); ® MOCTABLMKKN naeHTUdMKaumm, paboTatowme no
e ECUA B pexxmme Uudposoi npodunb SAML.

(gosuslugi.ru);

MoAKAOYEHUA K BHELWHMM CepBUCaM UAEHTUGUKAUMKU AOMKHbI ObiTb NpenBapuUTesibHO CKOHPU2YPUPOBAHLI
(cTpaHmua 139) B KOHCONM yNpaBAeHUA Ha BKAaaKe MoCcTaBLLMKK AEHTUGUKaLUMK.

B pasaene HacTpoek Bxopg yepes BHeLWHME CepBUCh MAEHTUPUKALMM HEOBXOAMMO BbIGPaTb, KaKMe U3 HaCTpo-
€HHbIX NOCTaBLUMKOB MAEHTUDUKALMM AONKHbI UCMONB30BATLCA NPU BXOAE.

1 Meta npusHaHa 3KCTPEMMUCTCKOM OpraHW3aumeit 1 3anpelieHa
B Poccuu, aeAatenbHOCTb NpUHAANEKALLMX el cou.ceTeit Facebook u
Instagram Tak:ke 3anpetyeHa 8 PP.

2.2. AyteHTUdUKaumna 96




Blitz Identity Provider, Bepcua 5.31

Bxog yepes BHelLHME cepBUChl naeHTUdUKauun

VS N HACTPOKM NOCTABLUVKOB MAEHTUOUKALMM NCMONb3Y

HaseaHue nocTaeLmka YHUKanbHOe Ha3BaHue Tvn nocrasLmka

Google google_1 google

2.2.9 Bxoa ¢ NOMOLLbIO NPOKCU-ayTeHTUPUKALUMN

MpoKcu-ayTeHTUdGMKauma (ayTeHTUdMKaLMA C NOMOLLLbIO MPOKCU-CepBEpPa) MPOU3BOAUTCA MO AaHHbIM, Nepeaa-
BaembiMm B HTTP-3aronoBskax.

@ BaxHo

MpX BKAOYEHHOW NpPOKcU-ayTeHTUGMKaumm Blitz ldentity Provider npoussBoguT TOAbKO MAEHTUMKaA-
LUMIO NOb30BaTeNsn, Toraa Kak ayTeHTMdMKauMio (B pesynbTaTe NpPoBEpPKM cepTudMuKaTa) ocyliectsaseT
NpPOKcK-cepBep. BkatoueHe JaHHOTO MeToAa ayTeHTUOMKALLMM AOMNYCTUMO B TEX CyYasX, KOraa BCe Nosb3o-
BaTenn obpauiatoTca K Blitz Identity Provider uepes npokcu-cepsep.

[nsa KoppeKTHOM paboTbl MeToAa HEOBXOAMMO YKa3aTb:

e Tpebyemble HTTP-3aronoBkM — nepeyeHb HTTP-3aron0BKOB, KOTOPbIE A0/XKHbI NPUCYTCTBOBATL A/1A MPO-
XOXOEHWUA NPOKCU-ayTEHTUDMKALUM NONb30BaTENA,

e HTTP-3arof0BOK c cepTUdUKaTOM Noab3oBaTeNs (ONUMOHANbHBIN NapameTp) — 3aro/I0BOK, COAEPKaLLUi
X.509 cepTuduKaT nonbsosartens,

® COOTBETCTBME 3HAYeHU HTTP-3aros0BKOB M NAEHTUOMKALMOHHbBIX AaHHbIX NO/b30BaTeNA B XPaHWUIULE
aTpubyTos.

Bo3MoXKHa HACTpOMKa mMannuHra atpmbyTos cepTuduKaTta, nepegasaemoro 8 HTTP-3aronoBKe, U AaHHbIX NO/b-
30BaTeNA B XPaHUAULLE.

Mpumep HacTPOEK BXOAA C MOMOLLbIO MPOKCU-ayTEHTUDMKALMM NPEACTABEH HUXKeE:
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Mpokcu-ayTeHTUdUKayma

YT06bI MCMONBb30BaTL A3HHBIV METOZA ayTeHTUOUKALM, 0693aTeNbHO AOMKeH 6biTb HACTPOEH NPOKCU-CepBeEp, NepeAaroLmii B HTTP-3aronoskax nAeHTUOUKaLMOHHYI MHGOPMaLWIO
nonb3osaTens. MeTo/ NPUMeHSETCs aBToMaThyecki, e B HTTP-3aronoskax noyyeHbl HEO6X0AMMbIE ANS MAEHTUGUKALMM NONb30BaTeNs AaHHbIe. ECAN 3aroNnoBKM He 06HapyXeHbl,
TO 6YAYT MCNONb30BaHbI APYriie METO/bI ayTeHTUOUKALMM

HTTP-3aronoskun

TpeGyemsie HTTP-3aronosku X-SSL-Client-CERT x | X-SSL-Client-Serial x J| X-SSL-Client-S-DN x m

[Ana pobasneHna HTTP-3aronoBka BBEAWTE €ro U HaxmuTe Enter

HTTP-3aronoeok ¢ X-SSL-Client-CERT
cepTuUKaTOM Nonb3oBaTens

Mpasuna cooTeeTcTBUA

/ins KOPPEKTHOM PaboTbl NPOKCU-ayTEHTUNKALWMN YKaXuTe, Kakue HTTP-3aroNoBku COOTBETCTBYIOT KakuM aTpuGyTaM B UCTOHHUKE AaHHBIX. Bbl MOXETe C034aTb HECKONBbKO
anbTepHaTVBHbIX NPaBuA,

/ins 0603HaYeHNs 3ar0NOBKOB UCMONb3Y#iTe CTPOKW NOACTAHOBKM. HanpyMep, NPaBuio CN=${HTTP_X_SSL_CLTENT_CN} O03HAa4aeT, 4To 3arofioBOK HTTP_X SSL_CLIENT_CN 6yzeT
CpaBHMBaTLCA € aTpnbyToM CN B XPaHWAULLE AaHHBIX

Ec/v HacTpoeHo CHMTbIBaHWE ceTudnKaTa U3 onpeaeneHHoro 3aronoska, T0 MOXHO HaCTPOWTb NpaBuAa COOTBETCTBMA NONeit cepTudmMKaTa n aTpubyTOB B XPaHWUAMLLE AaHHBIX,
MCMONb3Ys CTPOKW MOACTAHOBKM

email v X-S5L-Client-Email n

+ A06aBUTH YC

OTmeHa CoxpaHuTe

2.2.10 Bxopa C NnOoMOLLbIO CeaHCa ONepaLMoOHHOM cucTembl

Cnocob Bxoza € MCno/ib30BaHWEM CEAHCA OMEePaLMOHHON CUCTEMbI NMO3BOSAET MOb30BATENAM HE MPOXOAUTb
[ONOJIHUTENbHO naeHTUbMKauuio 1 ayTeHTUdMKaumio B Blitz Identity Provider, echn oHM paHee BOLLN CO CBOETO
MK B ceTb opraHn3auMmn 1 NPOLAN UAEHTUOUKALMIO M ayTEHTUOMKALMIO B ONEePaLMOHHONM cucTeme (Bowau B
ceTeBOl gomeH). Takne nonb3osaTeNM NONYYAT BO3SMOMKHOCTb CKBO3HOW MAEHTUOUKALMM NPU AOCTyMNe KO BCEM
NPUAOXKEHUAM, MOAKNOYEHHbIM K Blitz Identity Provider.

[na Bxog4a C MOMOLLbIO CeaHCa OMepaumMoOHHOW CUCTEMbl B OpraHM3auMuM AO/KeH 6biTb pPa3BepHyT
Kerberos-cepsep (0TAeNbHO MAM B COCTaBe KOHTPOA/IEpa AOMEHA OPraHM3aumu) M BbINOAHEHbl OMWCaHHble
HUXKE HACTPOMKMU.

HacTpoiiku KoHTponnepa gomeHa (Kerberos-cepsepa)

B KOHTponepe AomeHa HeobxoAMMO 3aperncTprpoBaTh YYETHYO 3anuch ans cepeepa Blitz Identity Provider. ina
CO34aHHOW YY4ETHOM 3anMcK HYXKHO Ha cTpaHuue Account B 610Ke Account options oCHacTKM KOHTposiepa Ao-
MeHa BKNOYUTb HACTPOMKKN User cannot change password M Password never expires.

Take cnegyeT OTMETUTb ONUMKM This account supports Kerberos AES 256 bit encryptionu3anpe-
TUTb NPefBapUTENbHYIO ayTEHTUPUKALMIO Do not require Kerberos preauthentication.
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Organization I Member Of l Password Replication l Dial-in I Environment

Sessions | Remote control | Remote Desktop Services Profle | COM+

General | Addess | Account | Profle | Telephones | Delegation

User logon name:
[HTTP/SSO.EIS RU | [ @region.u v/
User logon name (pre-Windows 2000):
|REGIONY | [Keb-sso |
I Logon Hours... I l LogOnTo... I
[T Unlock account
Account options:
[]Use Kerberos DES encryption types for this account A
[] This account supports Kerberos AES 128 bit encryption.
[+ This account supports Kertberos AES 256 bit encryption. D
[¥] Do not require Kerberos preauthentication v
Account expires
®) Never
() End of: 13 cerratpa 2019 r. I
o] [ ]| oo | [ ]

B ocHacTKe ynpaBfieHWs rpynnoBbIMU NOAUTUKAMMU ClefyeT HAacTPpoUTb MOMUTUKY Configure encryption

types allowed for Kerberos,

YKa3as chegywouwume

AES128_HMAC_SHA1 WAES256_HMAC_SHAL.

Mprmep HaCTPOMKK:

BO3MOXHble

3Ha4vyeHuA: RC4_HMAC_MDS5,

Fie Acton View Hep

9| 2mX0 = HE

5/ Local Computer Policy
= ¢ Computer Configuration
8 (] Software Settings
= ] windows Settings
& (=) Name Resolution Policy

@ ) Windows Firewall with Advanced Security

] Network List Manager Poicies
] Publc Key Polces
@ ] Software Restriction Polices
& (] Appication Control Polices

® 8 1P Security Pokies on Local Computer
® | Advanced Audit Policy Configuration

Settings
& (] Administrative Templates

= | seanty setng I
=5 Network access: Allow anonymous SID/Name transiation Disabled
1/ Network access: Do not allow anonymous enumeration of SAM accounts Enabled
2] Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled
.. Network access: Do not allow storage of passwords and aedentials for network authentication Disabled
4] Network access: Let Everyone permissions apply to anonymous users Disabled
'+ Network access: Named Pipes that can be accessed anonymously ,netiogon, samr sarpc

24 Network access: Remotely accessible registry paths
L, Network access: Remotely accessible registry paths and sub-paths
(] Network access: Restrict anonymous access to Named Pipes and Shares
. Network access: Shares that can be accessed anonymously
L./ Network access: Sharing and security model for local accounts
2/ Network security: Allow Local System to use computer identity for NTLM
2 Network security: Allow LocalSystem NULL session falback
: Allow PRUU to this computer to use online identities

PC) cients.
PC) servers

%
§
!

TESCOC_MUT
RC4_HMAC_MDS

AES128_HMAC_SHA1
AES256_HMAC_SHA1
Future encryption types

OREag
K I 3

System\CurrentControtSet\Control\ProductOptions, System\Curre...
System\CurrentControtSet\Control\Print \Printers, System\Current....
Enabled

Not Defined

Classic - local users authenticate as themselves

Not Defined

Not Defined

Not Defined
RC4_HMAC_MDS,AES128_HMAC_SHA1,AES256_HMAC_SHA1
Enabled

Disabled

Not Defined

Negotiate signing

Require 128-bit encryption

Require 128-bit encryption

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Disabled

Disabled

Disabled

Hanee Heobxoaumo co3gathb Service Principal Name (SPN) ana naeHtudoukaumm cepsepa Blitz Identity Provider

cepsepom Kerberos. 3To BbINONHAEGTCA C MOMOLLBIO CAeAYIOLLEN KOMaH/bI:
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ktpass —-princ HTTP/idp.company.ru@DOMAIN.LOC -mapuser DOMAIN\blitzidpsrv -out C:\
—temp\spnego_spn.keytab —mapOp set —-crypto ALL -ptype KRB5_NT_PRINCIPAL /pass.
—SecretPassword

MapameTpbl KoMmaHAb! ktpass:

® 3HayeHMe NnapameTpa mapuser — MUMSA CO3J4aHHON B AOMEHe y4yeTHOM 3anucu cepsepa Blitz Identity
Provider, Hanpumep, DOMAIN\blitzidpsrv;

® 3HayeHue napameTpa princ — uma SPN cepsepa c Blitz Identity Provider ana naeHtmounkauum B cpege
Kerberos. 3T0 Mma cocTouT U3 MMeHM XocTa cepsepa ¢ Blitz Identity Provider, umeHun Kerberos Realm 8
BEpPXHEM pernctpe (06bl4HO COBMNAZAET C UMEHEM LOMEHA) U UCMONb3YEMOrO TPAHCNOPTHOrO NPOTOKONA
(HTTP). MNpumep 3HayYeHna SPN — HTTP/idp.company . ru@DOMAIN. LOC. BaKHO, UTobbl HTTP/ B Ha4yane
nmeHn SPN yKa3blBafoCb MMEHHO 60/bLIMMUK BYKBaMMU, KaK B Npumepe.

® nMapameTp mapOp — €C/M 3afaH B 3HaYeHue add, To HoBbli SPN byaeT gobasneH K cywecTsyowmm. Ecam
33/aHO 3HayeHue set, To SPN 6yaeT nepesanucaH.

* napameTp out — 3agaeT NyTb K reHepupyemomy keytab-daiiny. Hanpumep, C:\temp\spnego_spn.
keytab;

* napameTp /pass — 3HaYeHWe NaposA OT y4eTHOM 3anucu cepsepa Blitz Identity Provider B8 gomeHe.

® napameTpbl crypto M ptype 3a4al0T OrpaHUYEHNA Ha UCMO/b3yemMble afiroPUTMbl U TUM reHepUpyemoin
Kerberos-cnyx6bl. PekomeHayeTcs 3a4aTb NapaMeTpbl Kak B yKasaHHOM Npumepe —crypto ALL -ptype
KRB5_NT_PRINCIPALL.

CreHepupoBaHHbIi keytab-daiin HeobxoamMmo coxpaHuTb. OH ByaeT HeobxoanM A/1A NOCNeAyHOLLEN HACTPOMKM
B KOHCoM ynpasneHus Blitz Identity Provider.

HacTpoiiku B KOHconu ynpasaeHus Blitz Identity Provider

HeobxoaMmo nepeinT B KOHCONM yNpaBaeHua B pasaene AyTeHTudUKauma K HacTpolikam cnocoba Bxoaa Bxog no
CeaHcy onepauyoHHOM cucTeMbl. B OTKpbIBLUEMCA OKHe HeOBXOAMMO 3arpy3nTb CreHepupoBaHHbIl paHee keytab
daiin. Uma SPN npu sTom 6yaeT 3a4aHO aBTOMATUUECKMN B COOTBETCTBUM C 3arpyKeHHbIM darinom.

Mo pesynbratam 3arpy3kn keytab-dana 6ygetr oTobpakatbca MHbOpMauMa O COOTBETCTBYIOLLEN
Kerberos-cnyxb6e.

Mpn HEOBXOAMMOCTN MOXKHO:
® yOaNUTb 3arpy»KeHHbIn keytab-daiin;

* 3arpysuTb ewle keytab-dainbl, B cnydae nogkatoveHumsn Blitz Identity Provider K HECKONbKMM KOHTpoOAnepam
JOMeHa.

HacTpoiiku cy6mexra cryx6ii Kerberos (SPN)

3arpysuTe dhaiin TaGNMLb! Kniouedi (keytab), CreHepHpOBaHHbIii AN

IDEros HTTP/bip-devi.reaxoft.loc

YiaxuTe nyTe K chaiiny kniouen ans 3arpyakn

®aiin kniowei SPN Cy6uet cnyx6ui Kerberos

[danee Heobxogumo onpeaenntb napameTpbl cooTBeTcTBuA Kerberos-tokeHa (TGS) u yyeTHoM 3anucu B Blitz
Identity Provider.
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MpaBuna coOTBETCTBUA

[ina KOppeKTHOIN paboThl BXOAA MO cea axuTe, KakuMm aTpubyTam B UCTOYHUKE AaHHbLIX COOTBETCTBYIOT MMA 1 JOMEH NONb30BaTeNs U3 TeKYLLero ceaHca

TUBHbIX NPaBUN

nepaLoHHOM CUCTEeMbI
HECKONbLKO anbTep!

onepaLVoHHOW CUCTeMbl. Bbl MOXeTe Co3

Ana co3paHma Npasuna NCnonb3)

Te v
ceaHca onepauvioHHOW cucTeMbl, ByaeT cpaBHUBaTLCA C aTpUByTOM userPrincipalName B XpaHWAULLE AaHHBIX

10BKW. Hanpymep, npaeuno userPrincipalName=${username}@${domain} 03HayaeT, 4TO UMA NONb3OBATENA C JOMEHOM U3

TpeTk cTpol 1CTaHOBK

sAMAccountName Cl ${username} n

Hanpumep, MOXKHO 3aJaTb COOTBETCTBME, YTO NOAyYaemMblit U3 Kerberos-TokeHa MAeHTUOUKaTOP NoAb3oBaTeNs
(username) gonKeH cOOTBETCTBOBATb aTpMbYTy sAMAccountName, nosydyaemomy us LDAP-kaTanora (Microsoft
Active Directory).

[anee Heo6X0AMMO YCTAHOBUTL NapameTpbl 3a4ePMKeK MPu UCNoNb30BaHMM METo4a BXOA4a C MCMO/b30BaHUEM
CeaHca onepaunoHHOW CUCTEMBI.

[ononHuTenbHbIE HaCTPOVKN

Bpemsa 3asepXxku nepea 5
3anyckom metoaa

Bpems 0XuaaHua 5
nonyyeHus TokeHa

OT™meHa CoxpaHnTb

Blitz Identity Provider npesocTaBnseT ABa BO3MOMKHbIX CLLEeHAapPWA UCMO/Ib30BAHWUA BXOA4A NO CEaHCy onepauyuoH-
HOW CUCTEMbI:

OcHosHoli cyeHapuli. Monb3oBaTeNU BXOAAT B ONEPALMOHHYIO CUCTEMY, M NOC/IE 3TOMO AO/KHbI CKBO3HbIM 06-
pa3om BXOAMTb BO BCe NMPU/IOKEHUSA, NoaKaodeHHble K Blitz Identity Provider. MpegoctaBnaTb nosb3oBaTensm
BO3MOMHOCTb BOMTU B MPUNOKEHUA NOA APYroi YYETHOM 3anunCblo He TpebyeTcsA. B 3ToM ciydae Hy}KHO ycTaHo-
BUTb BpeMd 3amepxxu Nepel 3alyckoM MeTomna, PaBHOe 0 CeKyHA. Mpu obpalleHnn K NPUAOKEHUIO cpasy
6yaeT npov3BeaeHa NOMbITKAa CKBO3HOIO BXOAA MO CeaHcy OnepaLMoHHON CUCTEMBI.

LonosnHumensHolili cyeHapul. NMonb3oBaTenn He BCEraa UMET BO3MOMKHOCTb BOMTH B 4OMEH OMNepaLmMoHHOM Cu-
CTeMbl, 160 NONb30BATENAM B HEKOTOPbIX Cy4asx He0BX04MMa BOSMOMKHOCTb BOMTM B MPUIOMKEHUA NOL A4,0YroM
YYETHOW 3aMnucbio YemM Ta, YTO OHM UCMOb30BaNU AA BXOAA B JOMEH. B 3TOM cnyyae HyXKHO YCTaHOBUTb Bpe-—
Ms 3alepxXKH Tepen 3amyckoM MeToma TaKoe, YToBbl MONb30BATE/O XBAaTUAO BPEMEHU A1 BO3MOXKHOCTM
OTMEHUTb aBTOMaTUYECKMNIA BXOA, C UCMO/Ib30BaHMEM CeaHca OrnepaumoHHOM CUCTEMBI.

BpeMd OXHIaHHE MOJNydeHUS ToXeHa HYKHO YCTAaHOBWUTb AOCTaTOYHbIM, 4TObbl Kerberos cepsep ycnesan
npeaocTaBuTb oTBeT Blitz Identity Provider. O6bI4HO AOCTAaTOUYHO YCTAaHOBUTb 5 CEKYHA,

KaK u B cayyae BxoZa no JIOrMHY M Naposito, MO YMONYAHUIO NMOUCK NONb30BaTenen AnA ayTeHTMdUKaumm npo-
WCXOAUT BO BCEX aKTUBHbIX XpaHuauwax. B 61oke Mpasuna Bbibopa xpaHnauwa aTpnbyToB MOXKHO HAaCTPOUTb
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npasuna, Npu BblIMOZIHEHNN KOTOPbIX MOUCK NOJSIb30BaTENA 6yﬂ,9T OCyLLecCTBNATLCA B Oﬂpea€ﬂ€HHOM XpaHunuwe

(cTpanunua 90).

HacTpoiiku 6paysepoB nonb3oBatenei

B 3aBMCMMOCTM OT MCMONb3YeMOro nosib3oBaTtesiem bpaysepa MoxKeT NotpeboBaThCa ero AoMNONAHUTENbHAA Ha-
CTpOViKa ana noaaepKku Kerberos-naeHtnoumkaumu.

[ns 6paysepos nog onepaunoHHoi cuctemont Windows Hy»KHO 334aTb C/ieaytoLime HacCTPOMKMK:

® OTKpbITb [yck = lMaHenb ynpasneHus, U3MEHWTb BapUaHT NPOCMOTPA C KaTeropud Ha Menkue 3HAUKH,
B OTKPbIBLUMXCA HacTpoMKax BbIbpaTb CBOMCTBA Bpay3epa;

® B HOBOM OKHe BblbpaTb besonacHocTb = MecTHas MHTpaceTb M HaxKaTb KHOMKY CalTbl. B oTKpbIBWEMCSA
OKHEe HayKaTb KHOMKy JlononHuTenbHO 1 BHecTu caiT ¢ Blitz Identity Provider B cnvcok calitoB MecTHas
WHTpaceTb, HaxKaB Jo6aBuThb;

* B OKHe CBoiicTea: MHTepHeT - BesonacHocTb - MecTHaa MHTpaceTb HaXKaTb KHOMKY [pyroi.... B oTKpbIB-
LeMCA OKHE HaWTW HacTPOMKY [lpoBepxa MOIIHMHHOCTH NONbL30OBATend — Bxom. YCTAaHOBUTb ee B 3Ha-

YeHMe ABTOMATHUUECKHUHE BXON B CETb TOJIbLKO B 30HE HHTPACETH.

4 [EE > Nawens ynpaenenns >

Hacrpoiika napameTpos KOMNbOTepa

« v 4 [E > Nanens

Cuvcrema v H6e30nacHOCTb
MposepKa COCTORHMA KOMNBIOTEPE

Coxparerite pesepsHbix Konuii $aiinos ¢ nomoLsHo

ncropuu paiinos

Apxusauus u socctaHosnenne (Windows 7)

CeTb 1 UiHTepHeT

MPOCMOTp CocTosHMA ceTy 1 3aga4

/ O6opyaosaHue 1 38yK

MpocMOTp YCTPOIICTS 1 NpUHTEPOS
[JoBasnenune ycTpoiictea

Hacrpoiika napameTpos mMobunsHocT No

yMONYaHUIo

Mporpammsl

Yganerue nporpammel

> Bece naHenn

Hacrpoiika napameTpos KomnbtoTepa

D Mail (Microsoft Outlook)
D [lata v spema

& Vicropws daiinos

EJ Napamerpsi MposogHuka

& Pacnosnasarine peun

(5] Tenedon u mogen

W Liewtp 6esonacHocTi n oBcyxkieaH...

B¢ Wudposanme ancxa BitLocker

[=g Aerosanyck

a

8 Nuckossie npoctparicrsa

E= Knaswarypa

8 Moaxntouenus k yaanemHbim pabou...
& PernonaneHbie cTaHaapTLI

Bl Ynpaenenne userom

W Uerrp moBunsrocti Windows

A Wpnrer

v 0

Mpocmotp:  Kateropus ¥

YueTHble 3anvcy noas3osatenei

& Vzmenenme Tuna yuetHoii sanucu

OdopmaeHme 1 nepcoHanmsaLma

Yacel n pervoH

WzmeHenmne GpopmMaTos AaTbl, BPEMEHM 1 YUCEN

Cneumaanble BO3MOXHOCTH
Pexomenayemsie Windows napamerpei
ONTUMU3aLMA U30BPaXKEHIR Ha 3KpaHE

25 AgMuHucTpUposaHie i Bpanamaysp 3awwrhika Windows

% [ucneruep ycrpoiicte [INCRETYEp YUETHBIX ABHHBIX
® Mows (2L, Manens 3aga4 v Hasurauna

[ Nporpamms! 1 komnoHenTs! (@ NMporpammel no ymonuanmo

W Pesepsroe konuposanme 1 BoCCTaH... I €1 Ceoiicrea 6payzepa

[ Ycrpanenme Henonagok P YcTpoiictaa u npunTeps

& Uerp curxpormsaumn @ Uentp cneunanshbix sosmoxHocTel

B Inexrponutanine

Mowck 8 naHenn ynpasnerua o

MoMck & NaHenu ynpaenenia »

Mpocmotp:  Menkute sHauku ¥

@ Boccranoenenme

i 3eyx

& Mapamerpsi unaekcuposaHma
Paboune nanku

E Cucrema

82, Yuernbie 3anucu nonssosareneii

X Uewrp ynpasnenna ceramm u obu...
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@
CoaepxaHue oAKMOYEHNA porpammb! JfononHuTensHo
Obwwe KoHdmaeHwanbHocT

BoibepuTe 30Hy Ans napaMeTpbl ee NapameTpos besonacHocTy.

@ ¢/ O

WHTepHeT MecTHas HaanexHble Onacrble
WHTpaceTb caiThbl caiThbl

MecrHas uHTpaceTb

h . . CaifTbl
!$ SoHa Ans Bcex 5e6-CalToB Baleit UHTpaceTh.

YposeHo 6e3onacHoOCTH ANA 3TO 30HbI

0cobbiit
Ocofble napameTpel.
- YT0Bbl M3MEHUTL MX, WenkHuTe “Apyroi”,
- [inA BO3BPaTa K PEKOMEHAOBEHHOMY YPOBHIO WENKHUTE
Tlo ymonuaHmo™,

[ BrnrounTs sawwmmenHsIit pexum (noTpefyeTca nepesanyck

Internet Explorer)

BoibpaTe yposeHs He3onacHoCTH No yMON4aHWIO ANS BCEX 30H

oK OTmMeHa MpuMeHuTb

) ~
&%) Napamerpel GesonacHoCTH - 30Ha MECTHOM MHTPaCETH

MapameTpbl

O 3anpawusaTtb )
@® OTknouwMTL
$p Paspewenita AN KOMNOHEHTOS C MarnbecTamm
(® Boicokuit yposeHb GesonacHocTy
Q OTKIOUNTE

2, Mposepka NoamMHHOCTH Nonb30BaTENa

2, Bxon
(O ABTOMATMHECKMII BXOR B CETb C TEKYLLMM UMEHEM NOMb:
(® ABTOMATUYECKWII BXOA B CETb TOMLKO B 30HE MHTPACcET
O AHoHuUMHBI BXOA
(O 3anpoc uMery nons308aTeNs W Napona

|| PasHoe
|| BnokupoBaTh BCNAbIBaOWME OKHa
O BrnounTb
@ OTKNO4YUTD
v

Rafraliris 145 2A0 AUTEALETS F MELLIIIAMIA IN3D3MI4 MAFT £

<

*W3meHeHns GyayT npuMeHeHb! NOCNE NEPE3anycka KoMMbloTepa

CHpoc ocobbix napaMeTpos

Ha yposeHb: |Hike cpeasero (no ymonuaHmio) v CBpoauT...

Omverio

MO*KHO He 3aZaBaTb A/ onepaLoHHON cucTembl Windows onucaHHbIe Bbille HaCTPOWKM U B KauyecTBe anbTep-
HATUBbI A4/19 BO3MOXHOCTM BXOZA NO CeaHcy onepaLyMoHHOM cuctembl B 6paysepe Google Chrome Torga MoXKHO
3anyckaTb 6paysep co cieayoWwmMmm napameTpamm 3anycka:

—delegatewhitelist="idp.domain.ru"

Chrome.exe —-auth-server-whitelist="idp.domain.ru" -auth-negotiate-
—auth-schemes="digest,ntlm, negotiate"

[oe B KayecTBe idp.domain.ru Hy»KHO yKa3aTtb URL caita Blitz Identity Provider.

TaK)Ke MOXKHO 3a4aTb c/ieaytolime HacTponkm B peectp Windows, 4Tobbl 3anyckatb 6paysep Google Chrome 6e3
napameTpoB 3anycKa.

Windows Registry Editor Version 5.00

"AuthServerWhitelist"="idp.domain.ru"

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google]

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome]
"AuthNegotiateDelegateWhitelist"="idp.domain.ru"
"AuthSchemes"="basic,digest,ntlm, negotiate"

[nsa Mozilla Firefox Hy»KHO 3agaTb cnegytowme HacTPONKM (4ns N0BbIX ONepaLMOoHHbIX CUCTEM):

* B aApecHON cTpoke Bpaysepa BBeCTM about:config M Ha)KaTb Enter. B ciegylolem OKHe BBECTM

network.nego B None ®unsTpsl JBaXKAbl HaXaTb Ha HANAEHHOM 3aNUCU network .negotiate—auth.
trusted-uris W ycTaHOBUTb B Hel 3HayeHune URL calita c Blitz Identity Provider, Hanpumep, idp.
domain.ru. MpK yKasaHUM agpecoB MOXKHO UCNO/b30BaTb 3BE3404KY (*) M yKasaTb Heckosnbko URL ve-
pes 3anaTylo, Hanpumep: https://*.idp.domain.ru,http://*.idp.domain. ru. 3aKpbiTb BCM/IbI-

BaloLLlee OKHO KHonKol OK.

e [BaXAbl HAaXKaTb HA HAWAEHHOM 3anNncK network.negotiate—auth.delegation-uris U YyCTaHOBUTb

B HeW 3Ha4veHue URL caliTa c Blitz Identity Provider, Hanpumep, idp.domain. ru. MpK yKazaHuu agpecos
MOXHO MCMO/Ib30BaTb 3BE3404KY (*) M yKasaTb Heckonbko URL yepes 3anaTyto, Hanpumep: https://*.
idp.domain.ru,http://*.idp.domain. ru. 3aKpbITb BCM/bIBatOLLEE OKHO KHOMKOM OK.
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® OTKPbITb NapameTp network.auth-sspi, yCTAHOBUTb €ro 3HaYeHWeE B t rue;
* nepesanyctutb 6paysep.

Ona Google Chrome B macOS u B Linux Hy»KHO ocyLecTBaaTb 3anyck Google Chrome cneuyanbHbim ob6pasom:

"/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" --args —--—-auth-
—server—-whitelist="idp.domain.ru" --auth-negotiate-delegate-whitelist="idp.domain.
—ru"

[oe B KauecTBe idp.domain. ru Hy»HO yKa3aTb URL caiTa Blitz Identity Provider.

Ons Apple Safari B macOS otaenbHas HacTpolika He TpebyeTcs.

HacTpoiiku 3anycka npunoxeHui Blitz Identity Provider

Y nonbsoBaTtenein MoryT BOSHUKHYTb Npobaembl NpU BXOAE MO CeaHcy onepauyoHHOMW CUCTEMbI, CIU OHW UC-
nosib3ytoT 6paysep Internet Explorer, u ecniv B JOMeHe MX yYeTHas 3aNnCb BKIOYEHA BO MHOTMMe rpynnbl 6esonac-
HoCTKM, 6o ecnn DN yyeTHOM 3anncKn A40CTaTOYHO AAUHHbIN. YTOObI M36eKaTb Takon cUTyaumu, Heobxoanumo
npwv 3anycKe NPUOXKEHUA cepBmuca ayTeHTUPUKALMKM blitz—idp 3a4aTb cneunanbHbili JAVA-napameTp, onpe-
aenaowmin 6onblion gonyctumblit pasmep HTTP-3aronoBKa. ns atoro Heobxoammo oTpenakTuposaTb daiin /
etc/default/blitz-idp. B napametp JAVA_OPTS f06aBuTb Katou:

[*Dakka.http.parsing.maxfheaderfvalueflengthzl6K }

HacTpoiiku Be6-cepsepa

Y nonb3oBaTesnieil MOryT BOSHUKHYTb NpobaemMbl NP BXOAE MO CEaHCY ONepaLMOHHOW CUCTEMbI, €C/IN OHWU UC-
nonb3ytoT 6pay3ep Internet Explorer, u ecnv B foMeHe MX y4eTHAA 3anucCb BKAOYEHA BO MHOrMe rpynnbl 6es-
onacHocTu, 1nbo ecnv DN y4eTHOM 3anMcK JOCTATONHO AJIMHHBIN. YTOObI 3beKaTb TakoM cUTyaunmn, Heobxoam-
MO CKOppPEeKTUpOBaTb HAaCTPOMKKN Beb-cepBepa, onpegenatouime 4onycTumMblni pasmep bydpepos 3aronoBKOB.

PekomeHayemble 3HaYeHUn bydepos ana nginx NpUBeLEHbI HUXKE:

proxy_buffer_size 16k;
proxy_buffers 4 16k;
proxy_busy_buffers_size 16k;
client_body_buffer_size 16K;
client_header_buffer size 16k;
client_max_body_size 8m;

large_client_header_buffers 2 16k;

OTnapka I'IpOGI'IEM C BXOAOM Nno CeaHCy OﬂepaLl,MOHHOﬁ CUCTEMDI

Ecav npu BbINOAHEHHbIX HaCTpOIZKaXY noJib30BaTe/Iel BCE XKe He paGOTEET BXOA, NO CeaHcy OI'IepaLl,I/IOHHOVI cucre-
Mbl, TO peKoOMeHAYyeTCA Ha KOMNbloTepPe NO1b30BaTENIA B KOMaH,EI,HOVI CTPOKe BbINONIHNTb CheAyoWyr KOoMmaHAay:

[klist }

Ecnn KomaHaa ycnewHo sepHeT TGS maHaatol gns SPN, HacTpoeHHoro ana Blitz Identity Provider, 3HaUnT Hy»KHO
NpoBepATb KOPPEKTHOCTb HACTPOEK Ha cTopoHe Bpay3epa nonb3osatens u B Blitz Identity Provider. Ecam TGS
MaHzaTbl gns Blitz Identity Provider oTcyTcTBYIOT, TO MOXHO WX 3aMpOCUTb, UCMONb3YA CAEAYIOLLY0 KOMAHAY
(Heobxoanmo yKasatb npasuabHble SPN 1 UMA JOMeHa KOMNaHUK):

[klist get HTTP/idp.company.ru@DOMAIN.LOC }

Ecnn KomaHga He BepHeT nosiyuyeHHbIX TGS MaH4aTOB, 3HAYMT HYXKHO NPOBEPATb KOPPEKTHOCTb HACTPOeK Ha
Kerberos-cepsepe.
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2.2.11 Bxop C NOMOLLbIO 3/IEKTPOHHOM NOUTbI

Blitz Identity Provider no3BonsieT BbINOMHATb BXOZA C UCMO/Ib30BaHMEM 3/1EKTPOHHOM NMOYTbI B Ka4YecTBe NepBoro
¢dakTopa ayTeHTUdPUKaLMN. B 3TOM cryyae 414 NepBUYHOIO BXOAA NOSIb30BaTeNto TpebyeTca BBECTU KOA,, OTNpPaB-
NIEHHbIN HA agpec 3NEKTPOHHOM NoYTbl. N8 HACTPONKM METOAA BbINONHUTE OMUCAHHYIO HUXe nocaeaoBaTelb-
HOCTb AeNCTBUNA.

War 1. Ao6aBneHne metoga B blitz.conf

[na Toro, 4Tobbl B MeTofax ayTeHTUdMKALMM Ha BKNaaKe MepBblii GpakTOp NOABUACA METOL ayTeHTUdUKaL MK
Bxog, ¢ NOMOLLbIO 3/1EKTPOHHOW NOYTbI, BbINOJAHWUTE CeytoLLne AelCTBUA:

1. OTkpoiiTte ¢ain /usr/share/identityblitz/blitz—config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B6noke HacTpoeKkblitz.prod.local.idp.login.factors B NepBom cnmcke fobasbTe 610K HacTpo-
€K C MeTo40M email:

}

L

"login" : {

"factors" : [

[

i

"enabled" : false,

"method" : "email"
b

3. Mepe3anycTute cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCONU

B KOHCO/IM yNpaB/ieHNA BbINOSHUTE CAeaytolme AencTemna:

1. Ha BKknagKe Bxog c NOMOLLbIO 3/1€KTPOHHOW NOYTbI 3a4alTe cneaytolime HaCTPOMKM:

Cnocob naeHTUdPMKaLUMKM yueTHOW 3anncKu — 3againTe perynsapHoe BblparkeHune. Hanpumep, npasuio
email=${login} O3Ha4yaeT, 4TO BBeAEHHOE NOAb30BaTe/sieM 3HayeHMe B popme Bxoaa byaeT cono-
CTaBNEHO C aTpMbyTOM email.

JnvHy Koga noaTBepxaeHuA.
Bpems ero genicreums.
KonnyecTtso nonbITOK BBOAA KOAa NOATBepXAeHUA 3a 1 Bxoga.

O6Luee KOMYECTBO NOMbLITOK (YMCN0 OTNPABOK KOAOB M NOMNbITOK BBOAA KOAa, NOC/Ie Yero ANs Nosb-
30BaTenA byaet BpemeHHo 3a6/10KMpPOBaH AaHHbIM cnocob ayTeHTUGUKauUK).

Bpems 6/10KMPOBKMU NPY NPEBbLILIEHUN NOMbITOK (B MUHYTaXx).

Cnocob oTnpaBKu: B BUAE BbIPAXKEHUA YKaKUTE aTPUOYT, B KOTOPOM COXPaHEH aZpec 3/1EKTPOHHOWN
no4Tbl NOAb30BaTeNA, HAaNpUmep, ${email}.
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[NA KOPPEKTHOW UAEHTU(MKALMM NONb30BATENA YKAXKWUTE, KaKUM 06pa3oM AOoMKeH (hOPMUPOBATLCA NOTVH U KaKOMy aTpubyTy B UCTOUYHUKE AaHHBIX
OH COOTBETCTBYET. Bbl MOXeTE €034aTb HECKO/IbKO aflbTepHaTUBHbIX NpaBuUa onpeaeneHna noruHa. BBO‘I NIOrUHa He YyBCTBUTENEH K PErnucTpy.

[inA co3paHuA Npasvna 1cnonb3yiTe CTPOKK noacTaHoBkW. Hanpumep, npasuno CN=${login} o3HauyaeTt, 4TO CTpOKa, BBEAEHHAA NOMb30OBATENEM,
6yneT cpaBHuBaTbeA ¢ aTpubyToMm CN B XpaHunuiie AaHHbIX.

HOCMOTpeTb CTPOKM NOACTAaHOBKU

email s = ${login} n

OR

sub a = ${login} n

+ nobaBuTb ycnosue

+ no06aBuTb ycnosue

+ nobasuTb anbTepHaTuBHOE Npasunio

MapameTpbl KOAOB NOATBEPXAEHUA

AnuHa 6

KonnyecTso cvMMBOIOB B KoAe NOATBEPXXAEHUA

Bpems geicTena 120

Konuyectso cekyH, nocne KOTOpPOro Koa NoATBepXaeHUA nepectaeTt
pencteoBaTtb. HeobxoaMma oTnpaska HOBOro Koga

Konu4yecTtso nonbITok 3

3a1BXOR  onyuecteo HeyaayHbIX MOMbITOK BBOAA KOAA MOATBEPXAEHUA NPY OAHOW

nonbITKe Bxoaa. Ecnn Konn4ecTso NonbITOK npesbllleHo, TpebyeTtca
OoTnpaBKa HOBOro Kkoga

O6uee Konu4yecTso 5

MONLITOK  56)1ee uKCO OTNPABOK KOAOB NOATBEPXASHMA 11 NONLITOK BBOAA KOAA

NOATBEPXAEHWNA, NOcne KOTOPOro cnocob ayTeHTudukauum 6yaet
BPEMeHHO 3a6/10KMpoBaH

Bpema 610KMpoBKMU 5
npu npesbllleHnn
nonbITOK, B MUH.

B TeueHWe ykazaHHOro BpeMeHu Crnocob ayTeHTudukaumm 6yaet
HEeaoCTyneH Nonb3oBaTento

MapameTpbl OTAPaBKM

ATpPUGYT C KOHTAKTOM ${email-}

BblpaxkeHue, no koTopoMy byaet hopMnpoBaThCA aapec ANEeKTPOHHO
noYThbl ANA 0TNPaBKU Koaa NoATBepXAeHna

* 3apgaiiTe npasuao Bbibopa XpaHuMAULWa aTPUBYTOB ANA MOMCKa BBEAEHHOMO NoO/b30BaTe/IeM agpeca
3/1eKTPOHHOM NOYTHI.

MpaBuna BbiGopa xpaHunuwa atpubyTos

Mo YMON4aHUo NOMCK nonb3osatenei anA ayTeHTI/Id)MKaLLMVI NpoOMCXOAUT BO BCEX aKTUBHbIX XpaHunuLiax. B naHHOM 6710k MOXXHO HacTpouTb
npaswna, npy BbINOSIHEHNM KOTOPbIX NOUCK Monb3oBaTena 6yaeT oCcyLWecTBNATLCA B ONpeAeneHHOM XpaHunuiLe.

MOo>XHO 3aaTb HECKONbKO anbTepHaTUBHbIX NpaBun Bbl60pa XpaHunuuwa. 3710 no3somT ayTeHTVIq)VILlI/lpOBaTb OAHUX nonb3oBarenei no oAHOMY
XpaHUNMLLY, APYTUX - MO APYroMy.

[nA co3paHnA npasuna Ucnosb3yiTe CTPOKN NOACTAHOBKM.

HOCMOTpeTb CTPOKW NOACTaHOBKN

Cospatb npasuno

2. BkatouuTe MeTog Bxos ¢ NOMOLLbIO 3/1EKTPOHHOM NOYTbI B CMMCKE METOAOB Ha BKAagKe AyTeHTudumKaLmaA
-> [epBbInt paKTop.
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3. Hactpoiite nogkntoyeHue Blitz Identity Provider Kk SMTP-cepsucy (cTpaHuua 219).

2.2.12 Bxopa, ¢ nOMOLbIO KOAOB NOATBEPKAEHUA

[ns Bxopa no nepsomy GakTopy ayTeHTUMKALMM MOXKHO UCMNOb30BaTb OTNPaBAsemble B MOBWUIbHOE MpuUo-
*KeHue push-ysegomneHuns nam SMS-coobuieHus.

A\ BHumanue

Ecnum y nonb3osatens He 3a4aH Homep MobUAbHOTO TesledoHa, TO OH HE CMOKET UCNO/b30BaTh Cnocob noa-
TBEPXKAEHMA BXOAa C MOMOLLbIO KOAa MOATBEPMKAEHUA, OTNpasasemoro no SMS.

[Nna ncnonb3oBaHMA KOAOB NOATBEPXKAEHNA HEO6X0ANMO:

® HACTPOWTb M BKJIIOYMTb BKAKOUUTL METOA, ayTeHTUdMKaummn Bxog no kogy ns SMS/push. Heobxognmo Ha-
CTPOUTL:

— cnocob maeHTUOUKALUMKM YYETHOM 3anucK — 3a4aTb pPerynapHoe BbipaxkeHue. Hanpumep, npasuio
phone_number=${login} 03Ha4yaeT, YTo BBeAEHHOE NOb30BaTeNEeM 3HaUYeHne B Gopme Bxoaa by-
[LleT CoMnocTaB/eHo ¢ aTpnbyTom phone_number;

— A/IMHY KOAa NOATBEPMKAEHUSA;
— Bpems AeWCTBMA KoAa NOATBEPIKAEHUSA;
— KO/IMYecTBO MOMbITOK BBOAA KoAa NoATBepKaeHuA 3a 1 Bxoa;

— obuee KOANMYECTBO NOMbITOK (YMCNO OTNPABOK KOAOB M NOMbITOK BBOAA KOAA, NOC/E Yero g1 nojb-
30BaTenA byaet BpemeHHo 3a610KMPoBaH AaHHbIM cnocob ayTeHTUGUKauun);

— Bpems 6N0KMPOBKM NPW NPEBbLILLEHUMN NOMbITOK (B MUHYTaXx);
— cnocobbl OTNPaBKK Koaa:

% OTNPaBNATb push-yBegoMIeHME — HYKHO yKasaTb atpubyT ¢ HOmepom MOb6buAbHOro Te-
nedoHa UAM UHbIM HeobXoAMMbIM CepBUCY UAEHTUOUKATOPOM MO/b30BATENs, Hanmpumep,
${phone_number};

* OTNPaBAATb SMS — yKasaTtb aTpMbyT ¢ HoMepom MobunbHOro TenedoHa Nob3oBaTeNA, Hanpu-
mep, ${phone_number};
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Bxop no koay u3 SMS/push

[InA KOPPEKTHOM MAEHTU(MKALMM NONb30BaTeNA YKaXNTe, KakuM 06pa3oM A0MKeH hOPMUPOBATLCA NOTVH 1 KAaKOMY aTpUByTy B UCTOUYHWKE AaHHbIX
OH COOTBETCTBYET. Bbl MOXeTE CO3/1aTh HECKOMBKO anbTePHATUBHbIX MPaBWA OnpeaeneHna noruHa. BBoa oruHa He YyBCTBUTENEH K PErucTpy.

[inA coapaHuA Npaeuna UCNonbayiTe CTPOKY NoAcTaHoBKW. Hanpumep, npasuno CN=${login} oaHauaert, 4To CTpOKa, BBEAEHHAA NONb30BATENEM,
6yneT cpaBHMBATLCA C aTpUGyTOM CN B XpaHWNMLLE AaHHBIX.

[MocMOTpeTb CTPOKU NOACTAHOBKM

phone_number

«

= ${login} n

+ nobasuTb ycnosue

+ 006aBUTL anbTepHaTUBHOE NPaBuno

MapameTpbl KOAOB NOATBEPXKACHUA

OnuHa 6

KonunyecTBo CMMBONOB B KOAe NOATBEPXAEHUA

Bpemn pencteuA 300

Konuyectso CeKyHA, nocne KOTOpPOoro ko4 noaTeep>XxXaeHuA nepecrtaeTt
penicteoBaTb. Heobxoamma oTnpaska HOBOro Koaa

KonuyecTtso nonbiToK 3

3a1BXOA 6 uecTe0 HeyAauHbIX NONLITOK BBOAA KOAA NOATBEPXASHUA NPU OfHOM

nonbiTKe Bxoda. Ecnv Konn4ecTso nonbITokK npeBbilWeHo, TDOOVOTCH
oTnpaBka HOBOro Kkoga

O6uwee Konuyecteo | 5

MOMbITOK  OG1iee UMCNO OTNPABOK KOAOB NOATBEPXAEHNA U NONBITOK BBOAA KOAA

noATBEPXAEHWA, NOce KOTOPoro cnocob ayTteHTudukaumm bynet
BPEMEHHO 3a6n0K1poBaH

Bpems 6nokupoBku | 3
Npu NpeBbIlWeHUy
NONbLITOK, B MUH.

B TeyeHue ykasaHHOro BpemeHu cnocob ayteHTudmkauum yaet
HeaoCTyneH nonb3oBaTtento

Cnoco6bl oTNpaBKKu Koga

HacTpoiite cnocobbl 0Tnpasku Koaos noaTsepxaeHvA. Ecnv 6yaet BoibpaHo 6onee ogHoro cnocoba, To Nepeblil 6yaeT paccMaTpuBaThCA Kak
OCHOBHOW, @ OCTa/lbHble Kak pe3epBHble.

OTtnpaBnAaTb ATPUGYT C KOHTaKTOM

SMS v ${phone_number-} n

+ [lo6aBuTb cnocob oTnpasku

= npaBuno Bbl60pa XpaHuaunua anMGYTOB ANA NOUCKa BBEAEHHOIO NO/Ib30BaTe/IeM TEJ'Ied)OHa.

Mpasuna BbiGopa xpaHunuuwa atpubyTos

Mo ymMon4aHuio NoucK nonb3oBartenei AnA ayTeHTUDMUKALMM NPOUCXOAUT BO BCEX aKTUBHbIX XpaHUNMLLax. B 4aHHOM 610Ke MOXHO HAaCTPOUTbL
npasuna, npy BbINOIHEHUU KOTOPbIX MOUCK NONb30BaTENA GyAET OCYLIECTBNATLCA B ONPEASNIEHHOM XpaHUNuLLe.

MOXHO 3aAaTb HECKONbKO aNbTePHATUBHBIX NPaBWN BbiGopa XpaHuaMLLa. 3TO NO3BOMMUT ayTEHTUMULIMPOBATL OAHUX MOMb30BATENEN N0 OAHOMY
XpaHUnuLLYy, ApYrux - No Apyromy.

[nA cospaHuA npasuna I/ICI'IOnb3yI71Te CTPOKW NOACTAHOBKW.

MOCMOTPETb CTPOKM NOACTAHOBKM

Cospatb npaBuno

® HacTpouTb noakntoveHue Blitz Identity Provider k SMS-winto3y u cepgucy omnpaeKku push-yeedomneHus
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(cTpaHuMua 219).

2.2.13 Bxop C U3BECTHOIO YCTPOIiCTBa

BXoA, ¢ M3BECTHOrO YCTPOMCTBA NO3BONAET HE 3anNpaLiMBaTb AEHTUGUKALMIO M ayTEeHTUDUKALMIO NONb30BaTENS
(meToq nepsoro ¢pakTopa), ecan Nonb3oBaTesb, B TeHeHME ONpeaeNeHHOTO BPEMEHW, Y3Ke OCYLLLECTB/IAN BXO4, C
[aHHOro ycTpoicTea 1 Bpaysepa. MHbIMK CNOBamMK, NONb30BaTENb MOXKET BXOAUT 6e3 ayTeHTUdMKauMmM nocne
nepesanycka 6paysepa.

HacTtpoiika meToga BKAtoYaeT B ceba yKasaHWe 4UTeNIbHOCTU 3aNOMUMHAHUA YCTPOMCTBA. TaKKe MOXHO yCTaHo-
BWTb, YTO NPW BXOAE C 3aNOMHEHHOTrO0 YCTPOICTBa He byaeT TpeboBaTbcs ABYyxdaKTopHaa ayTeHTUdMKauma (on-
uma «[lpupasHAMS UCM0A6308aHUE 3M020 MemMOOad K MPUMEHEHUIO Nepeo2o U 8mopozo hakmopa»). Ecnm ata
OnuMA BKOYEHa, TO BXOZ, C U3BECTHOrO YCTPOMCTBA ByAeT 03HauYaThb, YTO Nob30BaTe b NpoLen AByXdaKTOpHYo
ayTeHTUdUKaumto.

BXopA ¢ M3BECTHOrO YCTPOWCTBa

AnuTenbHOCTb 3aNoMUHaHnA 90
ycTpoicTBa

OtmeHa CoxpaHuTb

2.2.14 Bxopg no pa3oBoOii CCbl/IKe

BxoZ, No pa3oBoM CCblaKe UCMOJb3yeTcs ANs obecrneveHns aBTOMaTMYECKOro BXO4a NOC/ie CaMOCTOATE/IbHOM pe-
rMCTpaL MM Nosib3oBaTesIeM yYeTHOM 3arnmcK, BOCCTaHOB/IEHUM 3a6bITOrO NapoiA UAKN NP UCMOJIb30BaHMK CrieLu-
aNbHOro pPeXKMMma BXo4a Npu OTKPbITMM Be6-6pay3epa M3 MOBMABHOIO NPUIOKEHUA, B KOTOPOE NpeaBapuUTenbHO
BOLUE/ No/b30BaTeNb.

© nNpumeuanue

Moapo6HO 3TOT cLeHapuii onucaH 34ech.

HacTpoitka meToga BK/tOYaeT B ceba yKasaHWe BpemeHU A4eNCTBUA CCbIIKW, UCMO/Ib3YeMOM A1 aBTOMATUYECKO-
ro exoga. Ytobbl cpaboTan aBTOMaTUYECKUIA BXOA, C MOMEHTA BbIPabOTKM CCbIIKM (NOC/1e yCnewHoro OKoHYa-
HWA PEerncTpaLymn UM BOCCTaHOBEHWUA NAPOAsA AN NOJAYYEHUA NAPAMETPA css MOBUIbHLIM NPUIOKEHNEM) A0
MOMEHTA MHWULMUPOBAHUA BXOAA MO/Ib30BATENS NPOLWO He 60/blie YKa3aHHOrO B HACTPOMKE BPEMEHW, U YTO
CCbl/IKa paHee He Bblia MCMo/b30BaHa.

Bxop no pasoBou ccbinke

Bpema AeicTBUA CCbINTKK 300

OtmeHa CoxpaHuTb
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2.2.15 Bxopg no QR-Koay

B Blitz Identity Provider npeaycmoTpeHa BO3MOXKHOCTb HaCTPOUTb BXOZ, B BeO-NpuaoxkeHne no QR-Koay B Kaue-
cTBe NepBoro GakTopa ayTeHTUGUKaLUW.

Mpouecc Bxo4a YCTPOEH cnedytowmm obpasom:

¢ lNonb3oBaTtenb B 6paysepe MHULMUPYET BXoA B Beb-npunoxkeHue. B Blitz Identity Provider otobparkaetcs
CTpaHuLa BXo4a. Ha cTpaHuMue Bxoda nonb3oBaTtenb BbibupaeT «Bolitv no QR Koay».

¢ Blitz Identity Provider otobparkaeT Ha cTpaHuue Bxoga nosnb3osaTtento QR-kog 1 MHcTpyKLumio. QR-Koa nme-
€T OrpaHUYeHHbIN CPOK AencTBMA (N0/Ib30BaTeN0 MOKa3blBaeTCcA Talimep Co CPOKom aelicTeusa QR-Koaa).

¢ [onb3oBaTenb 3anyckaeT MobUIbHOE NPUIOXKEHME KOMMNaHUK, B KOTOPOE BCTPOEHA NOAAEPKKA pPeXnma
BXxoZa no QR-KoAy, 1 CHMTbIBAET C MOMOLLbIO 3TOro npuaoxeHua QR Koa,

e MobuabHOe NpuaoXKeHMe NOKa3blBAeT N0Ab30BaTENIO AETabHYIO MHPOPMALMIO O BXOAE, MONYYEHHYIO OT
Blitz Identity Provider (uma npunoskeHus, B KOTOpoe ocylecTeaseTcs Bxoq, |IP-agpec, bpay3sep 1 uma one-
PauMOHHOWM CUCTEMbI YCTPOMCTBA, HAa KOTOPOM OCYLLLECTBAAETCA BXOA).

¢ lonb3oBaTtenb B MOBWUIbHOM NPUNOXKEHUN NPUHUMAET peLlleHne, paspewnTb UAK 3anpeTuTb BXOA.

e B 3asucumoctu ot peweHnAa Nonb3oBaTeNIA Ha KOMNbOTEPE NPONUCXOoAUT yCI'IELIJHbIVI BXOA4 NOJ/1b30BaTENA B
NPUNOXKEHNE NN 3aNPOC BXOAa OTKNIOHAETCA.

HaCTpOﬁKa MeTo[a BKNKOYaeT B cebsn YKa3aHue cneayrouwmnx napameTpos:

® BpemA ,CI,eVICTBVIFl QR-Koga — B Te4YeHWe 3TOro CPoKa NoAb3oBaTeNb A0KeH cumTaTtb QR-Ko4 1 NpUHATL pe-
LeHne No Bxoay;

® CCblIKa, KoTopas byaeTt 3akoamposaHa B QR-Kofe — yKasblBaeT, Kakoe MpuiosKeHue uau seb CTpaHu-
Ly HYXHO 3anycTUTb B C/yyae cuMTbiBaHMA QR-Koga CTaHAAPTHbIM NpuaoxeHnem «Kamepa». B Kaye-
cTBE NapameTpa B CCblAKY ByAeT nepeaaH 3akoaMpoBaHHbIi QR-Kog, (ccblnka byaeT meTb BUA QR_URL?
code=b0671081-cb73-4839-8bc1-8cf020457228);

® CCbl/IKa Ha 10roTUn (ONuUMOHaIbHO) — AaHHbI oroTun Byaet oTobpaskaTbea B LeHTpe QR Koaa.

Bxoa no QR-kogy

Bpems aevicteus QR-koaa 120
Ceoinka | app.link://universal.link

Ccbinka Ha oroTun

pany.com/qrcode_lo

OTMeHa 0O6HOBUTE

2.2.16 Bxopg no BxogAaLwiemy 3BOHKY

Blitz Identity Provider no3sonseT nepenaBatb 04HOPA30Bble KOAbI 414 peannsaunm nepsoro pakTopa ayTeHTUdU-
KaLuMu B HOmepe BXoaAlLero 3BoHKa (metog, Flash Call). B atom ciyyae Ha Homep nonb3oBaTens 6yaeT BbINONHEH
3BOHOK C 3apaHee HensBecTHOro TenedoHHOro Homepa, nocnesHue uMdpbl KOTOPOro NoTpebyeTcs BBECTU ANA
BXOZa. 3BOHOK BbIMO/IHAETCA C pa3peLleHnn NoNb30oBaTens.

[ns HacTpolikn meTtoaa Bxoaa no Flash Call BbiInoAHUTE ONMCaHHYIO HUXKE NOC/1e0BaTE/IbHOCTL AEUCTBUIA.
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War 1. flo6aBneHue meTtoaa B blitz.conf

[na Toro, yTobbl B MeTogax ayTeHTUdUKALMM Ha BKNaaKe MepBblii GaKkTop NOSBUIACA METOZ, ayTeHTUPMKALLMM

Bxoga, no BxoasLLemy 3BOHKY, BbINOJHWUTE Caeaytowme AeACTBUA:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

]

2. B6n0OKe HacTpoekblitz.prod.local.idp.login.factors B NepBOM CrnncKe AobaBbTe 610K HACTpO-

eK c metogom flashCall:

"login" : {
"factors" : [

[

"enabled" : false,
"method" : "flashCall"
}I

}

L

3. lNepesanycTuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. Hactpoiika meToga B KOHCONMM

B KOHCO/IM yNPaB/ieHNA BbINOSHUTE CAeAyloLLMe AeNCcTBUSA:

1. NepeiianTe B pasgen AyteHTudUKauMA Ha BKNagKy Mepsblit dakTop. B pasgene Bxoa no Bxoaallemy 3BOHKY

3ajalTe cneayowme HacTPOMKM:
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Bxopa no BxoaAlemMy 3BOHKY

MoaTsepxaeHne No BXOAAWEMY 3BOHKY [paitsep nposaitaepa 3BOHKOB

A KOPPEKTHO MAEBHTU(MKALMM NONL30BATENA YKAXKMTE, KaknM 06pa3oM A0MkeH (hOPMUPOBATLCA NOMH U KaKoMy aTpUBYTY B MCTOUHIMKE AaHHbIX OH COOTBETCTBYET. Bbl MOXeTe cosnaTh
HECKOSbKO anbTepHaTUBHbIX NPaBun onpeAeneHnA noruHa. BBoa noruHa He YyBCTBUTENEH K PerncTpy.

[inA coapaHuA npasuna UCnonbayiiTe CTPoKK noacTaHoekn. Hanpumep, npasuno CN=${login} o3Ha4aeT, 4To CTPOKA, BBEAEHHAA nosb3oBaTenem, 6yneT cpaBHMBaTLCA C aTpubyTom CN B
XPaHUINLLE AAHHBIX.

MoCMOTPETH CTPOKY NOACTaHOBKM

mobile v ${login} n

+ [06aBUTb YCNOBME

+ A0GABUTb anbTepHATUBHOE NPaBINO

[na noateepxaeHuA Bxoaa byaeT n| H 3BOHOK C 3apaHee Hen3BecTHOro TenedoHHoro Homepa. Monbaosartentio He06xoAMMO BBECTW NocneaHne Lndpbl BXOARLLEro Homepa
AnuHa kopa 6
Bpemn peicteuA 300
Konuuectso nonbiTok 3a 1 10
Bxon
O6uiee KONNYECTBO MOMbITOK 10
BBOAA KoAa
Bpems 6710KMPOBKM NpH 15

npesbileHUn oblero
KONMYECTBa NONLITOK BBOAA
KOpAa, B MUH.

O6uee KONMYECTBO NONbITOK 10
3BOHKA

Bpems 6710KUPOBKM NpU 15
npesbileHMy obluero
KONMHECTBa 3BOHKOB, B MUH.

Hassanue atpuéyrac  mobile .
MOBUNIBHBIM HOMEPOM
nonb3osarens

OTMeHNTb CoxpaHuTb

e Nnuua xoma: KOAMYECTBO NOCAEAHWUX LMdP HOMEpPa BXOAALLErO 3BOHKA, KOTOpble ByayT MCNOb30-
BATbCA B KAYeCTBe Koga Ha nepBom GaKTope ayTeHTUGUKALMM.

® BpeMs [OeHCTBHA! KOJIMYECTBO CEKYHA, NOC/E KOTOPOrO KOA NOATBEPXKAEHUA nepecTaeT AeNCTBO-
BaTb M HEOH6XOAMM NOBTOPHBLI 3BOHOK.

* KONMYECTRBO MOMBITOK 3a ONMH BXOI: KOJAMYECTBO HeyAadHblX MOMbITOK BBOAA Koga noarsep-
KOEHUA NPU OAHOM NONbITKE BX0Aa. ECAM KONMUYECTBO NONbITOK NPEBbIWEHO, TpebyeTcAa NOBTOPHbIN
3BOHOK.

® Ofmee XONMHUECTBO MOMHTOK: OOLLEE YNCNO OTNPABOK KOAOB NOATBEPKAEHUA M MOMbITOK BBOAA
KoZa NOATBEPXKAEHMUSA, MOC/Ie KOTOPOTro AaHHbIN cnocob ayTeHTUdMKaunm byaeTt BpemeHHOo 3ab610Ku-
poBaH.

® BpeMs ONOKHPOBKH IIPH I[IPEBBIIEHHM OOMmMEero XONHMYecTBa IOMNBITOK, B MHHYyTax: B Teye-
HWE YKa3aHHOIo BpemMmeHu ,Cl,aHHbII7I cnocob ayTeHTVICbMKaLIMVI 6yp.eT HeOoCTyneH NoJib30BaTeNto.

® Ofmee XONHUECTBO MNOMHTOK 3BOHKA: ODLLEE YNCNO 3BOHKOB, MOC/E KOTOPOro cnocob ayTeHTu-
duKaumm byaeT BpemeHHO 3a610KMpPOBaH.

® BpeMs ONOKHPOBKH IIPH I[IPEBBIIEHHM OOmero XOonHMdYecTBa 3BOHKOB, B MHUHYyTax: B Teye-
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HWe YKa3aHHOIo BpemMmeHu cnocob aYTEHTVI(bMKaLI,VIM 6VAET HegoCTyneH No/1ib30BaTeNto.

* HaspaHMe aTpubyTa C MOGMILHOM HOMEPOM MONb3oBaTend: BblbepuTe U3 cnMcka aTpubyT, B
KOTOPOM XpaHUTCA Homep TenedoHa Nonb3osaTens. Ha TenedoH 13 AaHHOro aTpubyTa Noab3oBaTens
6YeT NPOVN3BOANTLCA 3BOHOK.

@ BaxHo

B pasaene UCTOYHUKM AaHHbIX yb6eauTech, YTO AaHHbIA aTPUBYT MOXKET BbiTb MCNONb30BAH ANA
onepaumii noucka.

Haumenosanvie atpuGyTa Tun anaveHun Movek 0o6na. Yhuk,
uid String o n
email String . ] [m} n
surname String o (u] 0 =] n
mobile String v O n
name String v 0 u] n

HaxkmuTte CoxpaHuTb. B pesynbTate KoHduUrypauma metopa byaetr obHOBNEHA M OTOBPA3UTCA BKNaAKa
[paliBep npoBangepa 3BOHKOB.

BxoA no BXoAALeMY 3BOHKY

MoaTeepxaeHne No BXOAALIEMY 3BOHKY [Opaiisep nposaiifiepa 380HKOB.

package flashcall;

3 import
import
5 import
6 import

import
8 import
9 import
import
11 import

13 public

org.s1f4j.LoggerFactory;

org.s1f4j.Logger;

com. identityblitz.core.loop.http.HttpLoop;

com. identityblitz.core.loop.http.HttpLoopRequest;
com.identityblitz.core.loop.http.HttpLoopResult;
com. identityblitz.core.loop.x*;

com. identityblitz.core.loop.http.*;

com. identityblitz.json.JObj;
java.util.Collections;

class FlashCalllFactorFlow implements HttpLoop {
private final org.s1f4j.Logger logger = LoggerFactory.getlLogger("com.identityblitz.idp.flow.dynamic");

@verride
public HttpLoopRequest run(final JsObj obj, final HttpLoopResult result) {
if (result == null) {
final String number = obj.asString("mobile");
return HttpLoop.callBuilder("POST", "https://03b608980231a301322720ef274b8cfe.m.pipedream.net")
.withHeader("X-Token", "17acf043a7767f9840ab7de86b79838c")
.withBody(JsObj.empty.addString("id", "test_project").addString("dst_number",
number.substring(number.length() - 10)))
.withTimeout(2000)
.build(JsObj.empty);
} else if (result.status() == 200) {
final JsObj body = result.body();
String callerInfo = body.asString("CallerID").substring(@, body.asString("CallerID").length() = 4) + "sekkx";
if (callerInfo.startswith("g8"))
callerInfo = "7" + callerInfo.substring(1);
return HttpLoop.Ok(JsObj.empty.addString("code", body.asString("CallerID")).addString("caller_info", callerInfo));
//return HttpLoop.0k(JsObj.empty.addString(*"code", "84995111111"));
} else if (result.status() == 502) {
return HttpLoop.error("bad_gateway",
Collections.<String, String>singletonMap('status", "" + result.status()));
} else {
return HttpLoop.error("wrong_http_status",
Collections.<String, String>singletonMap("status",

+ result.status()));

OTMeHUTL CoxpaHuTb

2. HaBKnagke [panBep npoBaiigepa 3BOHKOB 3a4ailTe Npoueaypy Ha Java ana uHterpaumm c REST-cepsrcom
npoBaigepa, NpeaoCTaBAAIOLLErO YCAYry A03BOHA, NO aHAN0MMK C TPUMEPOM HUKe. [nA HanmMcaHuA npo-
Leaypbl UCNOb3YNTE AOKYMEHTALMIO NPOBaaepa U NOAyYEeHHbIE MPU PErMCTPALLUK B CEPBUCE NpOBaine-
pa HaCTPOMKMU.
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Nuctuir 1: NMpumep npoueayps! 4NA MHTErpaunm c nposangepom Flash
Call

-

package flashcall;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.*;

import com.identityblitz.core.loop.http. *;

import com.identityblitz.json.JObj;

import java.util.Collections;

public class FlashCalllFactorFlow implements HttpLoop {
private final org.slf4j.Logger logger = LoggerFactory.
—getLogger ("com.identityblitz.idp.flow.dynamic") ;

@Override
public HttpLoopRequest run(final JsObject obj, final.
—HttpLoopResult result) {
if (result == null) {
final String number = obj.asString("mobile");
return HttpLoop.callBuilder ("POST", "https://
—03b60898.m.pipedream.net")
.withHeader ("X-Token", "17acf043")
.withBody (JsObject .empty.addString ("id
—", "test_project").addString ("dst_number",
number.
—substring (number.length () - 10)))
.withTimeout (2000)
.build (JsObject.empty) ;
} else if (result.status() == 200) {
final JsObject body = result.body();
String callerInfo = body.asString("CallerID") .

—substring (0, body.asString("CallerID").length() - 4) + "x*x**";
if (callerInfo.startsWith("8"))
callerInfo = "7" + callerInfo.substring(l);
return HttpLoop.Ok (JsObject.empty.addString ("code
—", body.asString("CallerID")) .addString("caller_info", callerInfo));

//return HttpLoop.Ok (JsObject.empty.addString (
—"code", "84995111111"));
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—~singletonMap ("status", "" + result.status()));
} else {
return HttplLoop.error ("wrong_http_status",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}
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© coser

Cm. nodpobHee (cTpaHuua 283) 06 MnieMeHTaL MM KaCTOMHbIX OLIMBOK.

3. BknatoumnTe meTtog Bxog no Bxoasiemy 3BOHKY B CNMCKE METOA0B Ha BKnagKe AyteHTuduKaums -> MNepsbli

dakKTop.

2.2.17 Bxop, pa3oBbiM Naposiem Ha ocHoBe BpemeHu (TOTP)

[na nposepku nepeoro pakTopa ayTeHTUPMKALMU C UCNONb30BAHUEM METOAA ayTEHTUPUKALMUM PasoBLi ma—-
ponb Ha OCHOBe BpeMeHH (TOTP) MOMHO MCMONbL30BATb /ItOObIE YCTPOMCTBA M NPOrPamMMbl, COBMECTUMbIE
co cTaHaapTom RFC6238 «TOTP: Time-Based One-Time Password Algorithm»3!. B kauectse TakoBbIX MOTYT 6bITb:

* annapaTHble 6pesnoKK (reHepaTopbl Pa3oBbIX Napoeit) Ha OCHOBE BPEMEHU;

* MObUbHbIE NPUNOXKEHUA.

© nNpumeuanue

Hanbonee n3BecTHble NpuUaoKeHUs ana BbipaboTkn TOTP-koaos: Google Authenticator, Twilio Authy,

FreeOTP Authenticator, Microsoft Authenticator, AHaekc.Kntou.

[ns HacTpoku meToda Bxoaa no PasoBomy naponto Ha ocHoBe BpemeHu (TOTP) BbINONHUTE ONUCAHHYIO HUXKE

nocnenoBaTeIbHOCTb AeNCTBUN.

LWar 1. flo6aBneHne metoga B blitz.conf

[ns Toro, utobbl B MeTogax ayTeHTUdMKaLMM Ha BKAaaKe MepBblii GakTOp NOABUACA METOZ ayTeHTUGMKaLMM

Pa3oBblIl Naposib Ha ocHoBe BpemeHu (TOTP), BbINOAHUTE Cneaytoline AencTBuA:

1. OTKpoiiTe dann /usr/share/identityblitz/blitz-config/blitz.conf.Hanpumep:

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bpasgeneblitz.prod.local.idp.login.factors B nepBbl ¢akTop AobaBbTE:

"login" : {
"factors" : [

[

"enabled" : false,
"method" : "totp"
b

}

L

3. lMepesanycTuTe cepBuChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

31 https://tools.ietf.org/html/rfc6238
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LLar 2. HacTpoiika meToAa B KOHCOMU

O6wme HaCTPOMKKN aNsA AaHHOrO MeToda 3a4atoTcs B pasgene TOTP-eeHepamopel (CTpaHuua 89), a Ha BKIagKe
MepBblit hakTop B pasaene Pa3oBblit Naposib Ha ocHoBe BpemeHu (TOTP) ToNibKO cneunduyHble.

B KOHCONM ynpaBAeHUA HAaCTPONTe N aKTUBUPYIMTe meTog, Bxoaa no TOTP. ins atoro nepengute B pasgen Aytex-
TMdUMKauma Ha BKNaaxy MNepsbliit paktop. B pasaene Pasosbiii Naposb Ha ocHose BpemeHn (TOTP) 3aaaiiTe cne-
Aytolme HaCTPOMKHM:

e [1ns KOPPEKTHON NAEHTUPMKALMM NONb30BATENS YKAKMTE, KAKUM 06pa3om JonKeH GOpMUMPOBaTLCA N10-
TMH 1 KaKomy aTpmbByTy B UCTOYHUKE AaHHbIX OH COOTBETCTBYET.

® Ofmee XONMMYECTBO MOMEITOX: OOLLEE YMCNO MOMLITOK BBOAA KOAA NOATBEPNKAEHMSA, NOCAEe KOTOPOro
cnocob ayTeHTUdGMKaLumMmM byaeT BpeMeHHO 3ab610KMPOBaH.

® BpeMd OIOKHPOBKH IMPH IIPEBHIIEHHH IIONEITOK, B MHUHYTax: B TeYeHWe YKa3saHHOro BpemeHu crno-
cob ayTeHTUdUKaLMK ByLeT HeLOCTYNEH NONb30BaTENtO.

PasoBblit naponb Ha ocHoBe BpemeHu (TOTP)

[nA KOpPPeKTHOM NAEHTUMKALIN NONb30BATENA YKaXWUTe, KakiMM 06pa3oM A0MKEH (hopMUPOBATLCA NIOTUH U KaKOMy aTpUGYTY B UCTOYHMKE AaHHBIX OH COOTBETCTBYeT. Bbl MOXeTe cosfnaTth
HECKO/bKO anbTepHaTUBHbIX NPaBuN OnpeaeneHna oruHa. Beoa noruHa He YyBCTBUTENEH K perncTpy.

[nA cosgaHuA npasnna ucnonb3yiTe cTpoku noacTaHosku. Hanpumep, npasuno CN=${login} osHa4aeT, 4TO CTPOKa, BBEAEHHAA Nonb3oBaTenem, byaeT cpaBHMBaThLCA C aTpubytom CN B
XPaHUNMLLE AaHHbIX.

MocMOTpeTb CTPOKM NOACTAHOBKM

mail v = Hlogin} n

+ N06aBUTh ycnosue

+ n06aB1Tb anbTepHaTMBHOE NpaBUIo

BasoBble HacTpoWKKu meToga

[InA KoppeKTHOi paboTbl BXOAA C MOMOLLBIO Pa3oBOro NaponA, creHepupoBaHHoro metoaom TOTP, Heo6xoavMo ykasaTh 6a3oBble HACTPOKM MeToaa. HekoTopble HacTpoVikKu MeToaa
yKa3sbIBalOTCA NP NPUBA3KE YCTPONCTBA K YYETHOM 3anucy nonb3osarena (cMm. pasaen "Monb3osatenn')

O6Lwee KONMYECTBO NONbITOK 5

BpemaA 610KMPOBKY Npu 1
NPeBbILEHNN NOMBITOK, B MUH.

omera

B 610Ke MNpasuia Bbibopa XpaHMAMLLA aTPUBYTOB MOXKHO HAaCTPOUTL NPaBKAa, NPU BbINOJAHEHUM KOTOPbIX MOUCK
nonb3oBaTens byaeT OCyLWEeCcTBAATLCA TONIbKO B YKa3aHHOM XpaHuauwe. MpasBuia Bbibopa xpaHuanwa aTpubyTos
onucaHbl B pasgene exo0 o a02uHy U naposto (cTpaHuua 93).

2.2.18 AsTtOomartuueckasa naeHTMdurkaumua nonb3oBaTena No CBOMCTBamM ceccum

Blitz Identity Provider moeT BbINO/HATbL aBTOMATUYECKYO UAEHTUDUKALMIO NONb30BATENA U NpeaocTaB/ieHme
[0CTyna no NpesABapuTeNbHO BblUMCIEHHbIM CBOMCTBaM ceccuu. MNoanepusatoTtca tobble CBOMCTBA CECCUU, KO-
Topble MOTyT 6bITb ONpeseneHbl CpeacTBamm 3akasumKa 1 npegoctasneHsl B Blitz Identity Provider.

Q coser

YacTHbIM cy4aem MCNONb30BaHUA MeToa ABNAETCA BXOA, N0Nb30BaTeNA N0 HOMepy MobUunbHOrO Te}'ledJOHa,
aBTOMaTUYeCKM onpegeneHHoro no ero IP-agpecy 3akazymMkom-onepaTtopom COTOBOW CBA3MN.
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A\ BHumaHue

ABTOMaTMUYeCKan nAeHTUOMKALMA BO3MOXKHA TONIbKO 414 nepBoro dakTopa.

[na ncnonb3oBaHMA AaHHOTO METOAA ayTEHTUDMKALLMM BbINOAHUTE ONUCAHHYIO HUKE NOC/eA0BaTe/IbHOCTb Aei-

CTBUMA.

War 1. Ao6aBneHne metoga B blitz.conf

[ns Toro 4yto66I METOA, aBTOMATUYECKOM NAEHTUDMKaUMM 0TOBparkaaca Ha BKNagKke AyTeHTMdMKauusa -> MNepsbli

daKTOop, BbINONHUTE C/ieayoLimne AenCcTBUA:

1. OTkpoliite ¢ain KoHOUrypauumn /usr/share/identityblitz/blitz-config/blitz.conf.

{sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. [JobaBbTe mMeToh B CNMCOK OOCTYMHbIX MeToAOB nepsBoro ¢aktopa 670Ka blitz.prod.local.idp.
login.factors NO aHaAOMMK C NPUMEPOM HUKe. MeToabl NnepBoro ¢GakTopa 3a4atoTCA B NEPBOW CeK-
unm 610Ka. HasBaHWe meToga AONKHO COCTOATbL U3 NpedUKca sprop_ U UOAEHTUOUKATOPA: Hanpumep, y

MeToda sprop_msisdn U3 NpUMepa MAeHTUPUKATOp msisdn.

© nNpumeyanue

MoxHo ,El,OﬁaBMTb HECKO/ZIbKO MeTo408B.

"login" : {
"factors" : [

[

"enabled" : false,

by

"method" : "sprop_msisdn"

3. lNepesarpysuTe cepBuChbl.

[sudo systemctl restart blitz-idp blitz-console

LLar 2. HacTpoiika meToAa B KOHCONU

KoHdurypaumsa meTtona B KOHCONM yNpas/ieHUs BbINONHAETCA CeayoWwmm obpasom:

1. B KoHcoau ynpaBaeHus nepengute AyteHTudurKauma -> MNepsblit pakTop -> HACTPOMKKN meToaa ABTomMaTu-

yeckas naeHTuduKauma.

2. BbINnonHMTE MaNNUHT aTpubyTa, XPaHALLEroca B UCTOMHMKe AaHHbIx Blitz Identity Provider, Ha cBolicTBO
ceccuu, Nosy4yaemoe OT cepBMca 3aKasumKa Npm BbINOJIHEHUMW NpoLueaypbl Bxoaa. Mocae nonyyeHns cBom-
ctBa ceccum Blitz Identity Provider BbINOAHWUT NOUCK €ro 3Ha4YeHUA CPean 3HaYeHUl yKa3aHHOro aTpu-
6yTa M B cayyae ycrnexa paspelunT BXOZ MO COOTBETCTBYIOWEN YYeTHOM 3anucu. Hanpumep, mannuHr
phone_number=${p_msisdn} O3Ha4aeT, YTO CBOWMCTBO CECCUU p_msisdn ByAET CPaBHMBATLCA C aTPU-

6yTOM phone_number B XpaHU/IMULLE AAHHBIX.

2.2. AyteHTUdUKaumna
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© coser

Bbl moxeTe ,CI,OGaBMTb HECKO/1IbKO yCI'IOBMVI ANnAa NoucCka cpeaun anM6yTOB, KOTOpble O0/1XKHbI BbINON-
HUTbCA OAHOBPEMEHHO, YyTOb6bI NONBL30BaTE/Nb HbIN MAeHTMq)MLI,MpOBaH, a TaKXXe BBeCTU a/IbTeEPHATUB-
HO€e npaBuno.

AsTomaTuyeckan uaeHTudukauua

WpeHntudmukarop msisdn

[inA KOppeKTHOI paboTbl METOAA YKaXWTe, Kakue CBONCTBAM TeKyLLei Ceccuit COOTBETCTBYIOT KakuM aTpubyTam B UCTOYHMKE AaHHbIX. Bbl MOXeTe co3aaThb
HECKONbKO anbTepHaTUBHbIX NpaBun,

Hanpumep, npasuno phone_number=${p_msisdn} O3HayaeT, 4TO CBOACTBO ceccUn p_msisdn , GyAeT cpaBHMBATLCA C aTPUOYTOM phone_number B XpaHunuuie
AaHHBIX

phone_number v = ${p_msisdn} n

+ [06aBUTL anbTEPHATUBHOE NPaBUNO
(0 He nokasbisaTe Nonb3osaTento akpaH ¢ NOATBEPXASHNEM BXxoAa

Wpentudmukarop ${phone_number&maskInMiddle(7,2)}
none3osartena

Otmena CoxpaHuth

3. Mo ymon4aHuio nocsie aBTomaTUYecKon naeHTudUKaumm Noab3oBaTe ia Ha ero sKkpaHe otobparkaercs ero
NaeHTUGMKATOP M 3anpoc Ha NOATBEPNKAEHME BX0oAa. 3a4aiTe nNpasuno ana GopmmnpoBaHmsa naeHTUdK-
KaTopa nosib30BaTeNs M3 ero aTpMBYTOB B BUAE CTPOKM NOACTAHOBKW. ITO MOXKET BbITb 3aMaCKMPOBaHHbIN
Homep TenedoHa, MM NONb30BaTeNs U 4p.

[ns Toro 4tobbl AEaKTUBMPOBATb NOATBEPKAEHNE BXOAa, NocTasbTe ¢/iaXKOK He NokasbiBaTb No/b30Ba-
TE/0 3KPaH C NOATBEPKAEHNEM BXOAa.

4. Haxkmute CoxpaHuTb.

5. To ymon4YaHUio NOMCK NoNb3oBaTenein ana ayTeHTUMKaL MM NPOUCXOANT BO BCEX aKTUBHbIX XPaHUAULLAX.
B 6n10Ke Mpasmna BbIbopa XpaHUAULLA aTPMBYTOB MOXKHO HAaCTPOUTb NPaBWUa, NPU BbINOJHEHUM KOTOPbIX
NMOUCK MNO/1b30BaTENA ByAEeT OCYLLEeCTBAATLCA B onpeaeeHHOM XpaHuaumue. MoxKHO 3a4aTb HECKO/IbKO afb-
TEPHaTUBHbIX NPaBMA BbIBOPa XpaHWUANULWA. ITO NO3BOMT ayTEHTUOMLMPOBATL O4HUX NONb30BaTENEN MO
O4HOMY XPaHUAULLY, APYTUX — NO 4PYrOMY.

[na cospaHmAa npaBuna UCNonbayiTe cnesytome KOMMOHEHTbI:
* dnaxoK not: NPU3HaK MHBEPTUPOBAHMA YCI0BUSA;

* nepBsblii CTONbeL;: NPoBEPAEMOE BblpaskeHWe, Hanpumep, aTpMByYT y4eTHOM 3anucK, naeHTMdMKaTopa
NPUAOXKEHNA U Np.;

e BTOpOW cToNbeL;: ycnosue Bbibopa B BUAE PErYNAPHOTO BbIPAXKEHUs, Hanpumep, 3Ha4eHne aTpubyTa
no/ib30BaTenNs, 3HayeHne naeHTudrKaTopa NPUAOKEHMA U Np.

Hanpumep, 415 Toro 4tobbl ayTeHTUOMLMPOBATL BCEX NO/b30BaTeNel, HoMmep TenedoHa KOTOPbIX cogep-
HUT KoZ 980, B YKa3aHHOM XpaHWUAULLE, CO34aliTe NPaBUIO, KaK MOKA3aHO Ha PUCYHKE HUXKeE.
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Mpasuna Bbi6opa XxpaHunuia aTpubyToB

Mo ymon4aHuio NOUCK nonb3osaTeneit ANA ayTeHTUMUKaLmMm NpoMcxoauT BO BCEX aKTUBHbBIX XpaHunuwax. B faHHOM 6110Ke MOXHO HaCcTpoUTL Npasuna, npu
BbINONHEHUM KOTOPbIX NOUCK Nonb3osaTtena OyaeT OCyWecTBNATLCA B ONpeAe/IeHHOM XpaHunuiLe.

MO>HO 3af1aTb HECKO/bKO anbTepHaTUBHbLIX NPaBUN BbIGOPa XpaHunmLia. 3TO NO3BONUT ayTEeHTU(ULUMPOBATL OAHNX NONb30BATENEl MO OAHOMY XpaHUNWLLY,
APYrux - No apyromy.

[inA cozpaHnA npasuna UCNONb3YUTE CTPOKKU NOACTAHOBKK.

MocMOTpeTL CTPOKU NOACTAHOBKU

${_rpId_}  wvpeHTUMKaTOp NPUNOXeHuA (client_id), B KOTOPOe BXOAUT NoNb3oBaTesNb

XpaHunuuwe aTpubytos Mpasuno cooTeeTcTBUA

O not
Lling ${phone_number} \+7\(980Y).*
bip-didap01 v

+ [lo6aBuTb anbTEepHaTUBHOE yCNoBue

+ [lo6aeuTb Nnpasmno

OTtmeHa CoxpaHuTb

6. Haxkmute CoxpaHuTb.

LWar 3. Co3pgaHue npoueaypbl Bxoaa

[ns Mcnonb3oBaHMA aBTOMaTMYECKOM aeHTUdmKaumm Heobxoanumo cozdame npouedypy exooa (cTpaHuua 260),
BbIMO/IHAEMYIO O NPOXOXKAEH WA NepBOro GpakTopa ayTeHTUOUKALMM, KOTOPan byaeT 3anpallnBaTh CBOMCTBA Cec-
CUK OT cepBUCa 3aKasumKa. Hanpumep, B YaCTHOM C/ly4ae Npu BXOAE MO aBTOMATUUYECKM onpeaesieHHOMY HOMepy
TenedoHa npoueaypa LOMKHA BbINONHATL Cleaytowme aeicTBus:

1. OnpegeneHue IP-agpeca nonb3osaTens. B cnyyae ecnm IP-agpec nexuT B yCTaHOBAEHHOM AManasoHe, Npo-
M3BOAMTCA BbI3OB CepBMCa 3aKa3uMKa-onepaTopa COTOBOW CBA3M A/1A onpesesieHna Homepa MobUIbHOTo
TenedoHa.

2. Mocne nonyyeHna Homepa TenedoHa npoueaypa sanpawmsaet y Blitz Identity Provider Bxoa metogom aB-
TOMaTUYeCKOM naeHTMdUKaLmu.

Mpvmep KoZa, 3aMyCKaloLWero BXo4 MeToA0M aBTOMATUYECKON UAeHTUOUKaALMK (sprop_msisdn), ecam cBon-
CTBO CECCMM p_msisdn MMeET 3HaueHne +79161234567:

//CBOHCTBO CECCHH H €ro 3HauYeHHEe, OPH KOTOPEIX OyOEeT BLIIOIHEH BXOL

String propName = "p_msisdn";
String propValue = "+79161234567";
String propMethod = "sprop_msisdn";

// IDobaBneHHe CBOHCTBa CECCHH B KOHTEKT
Props sProps = ctx.sessionProps () .addStringProp (propName, propValue);
return StrategyState

.MORE_BUILDER ()

//3anyck BxXoga OO CBOHCTBY CECCHH (METOL C HIEHTHPHKATOPOM Sprop_msisdn),.
—adJIbTEPHATHBHBIE METONbl — BXOII IO IIApOoJlIln H SMS.

.addMethods (new String[] {propMethod, "password", "sms"})

//YCTaHOBKa CBOHCTB CECCHH H3 KOHTEKCTAa

.setSessionProps (sProps)

//3anyck Meroma sprop_msisdn (OpH yCHIOBHH, UYTO OH BKIOUYEH H CKOHQHIYDHPOBAH) ,_
—IIOHCK HNOJb30BaTend C HoMepoM +79161234567, ayreHTHQHKALHSI, E€CIH HOIb30BATEIb
—HaHOEH.

Jbuild()
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LWar 4. Kactromusayusa TeKcTos

Ec/uv Bbl MCNONb3yeTe HECKO/IbKO METOA0B asmomamuyeckoli udeHmugukayuu (cTpaHuua 116), cnegyeT npose-
CTM KacTOMM3aLMI0 TEKCTOB MHTEpdEca ANA KaXKA0ro U3 HUX, PYKOBOACTBYACh as20pummom (cTpaHuua 317).

B naeHTMOMKATOP TEKCTOBOM CTPOKM NOHAZ06UTCA BKAOUUTL MUMA MeToaa Wau ugeHtndukatop meroga. Nmsa
meToga onpedeneHo (cTpaHuua 117) B darine kKoHdUrypaumm /usr/share/identityblitz/blitz-config/
blitz.conf U CcOCTOUT U3 NpedmrKca sprop_ U MAEHTUOMKATOPA MeToa: Hanpumep, y MeTofa sprop_msisdn
naeHTMdmKaTop msisdn.

[Na KacToMmU3aLmMmM UCNONb3YIOTCA CaeaytoLme cnocobbl U CTPOKM:

®dopma Bxopa

KacTomm3auma c NOMOLLLbI0 UMEHU MeToda <sprop_id>:

login.methods.sprop.head.title.<sprop_id>=lonTBepxneHne BxOoma IO HOMepy TenedoHa
login.methods.sprop.info.<sprop_id>=Bam HoMep<br><strong>{0}</strong>.
login.methods.sprop.btn.consent.<sprop_id>=Bo#Tu
login.methods.sprop.btn.refuse.<sprop_id>=Bo#TuU nOIm OPYIrUM HOMEPOM

0706pame|-me mMmeTo[a B CNUCKe AO0CTYNHbIX mMeToa0B Npu ayTeHTMCbMKaLIMM

KacTtomum3auma c NOMoLLbio MaeHTUdUKaTopa meToda <id>:

login.methods.switcher.title.sprop.<id>=ABTOBxXOHL IO HOMepy TenedpoHa
login.methods.switcher.label.sprop.<id>=ABTOBxXOL IO HOMEpPy TenedpoHa

OTo6parkeHne meToAa B CMUCKE METOL0B B KOHCO/IU YNpaB/ieHuUs

KacTomusaumsa c NOMOLLbI0 MMEHU MeToAa <sprop_id>:

page.authn.<sprop_id>.title=ABTOBXOI MO HOMepy TenedoHa
page.authn.<sprop_id>.info=l0nd uneHTUOUKALMU [NONb3OBATENYd HCIONL3YEeTCHd CBOHUCTBO.
—ceccHu p_msisdn, KOTOpOe BHIUHUCIIETCHI M COXPAHAETCH NPHU CTAPTE NPOLEnyphl BXOLa.

¢opma HaCTpOVIKM mMmeToga B KOHCONU

Kactomusayma c nomoLbio MMeHn metoaa <sprop_id>:

page.method.sprop.title.<sprop_id>=ABTOBXOI IO HOMepy TenedoHa
page.method.sprop.info.<sprop_id>=<p>[nd XKOPPEeKTHOU pabOoThl aBTOBXOOA YKaXUTE, .
—KakKue CBOMCTBaAM TeKylled CEeCCHU COOTBETCTBYIOT KakKuM aTpubyTaM B HCTOUYHHKE NAHHHIX...
— BBl MOXeTe CO30aThb HECKONbKO albTEePHATHUBHBIX NpaBul. </p>Hanpumep, mnpaeuino <code>
—phone_number=$'{p_msisdn}'</code> osHauaeT, UYTO CBOHCTBO ceccuu <code>p_msisdn</
—code>, 6ymneT cpaBHHBATbLCYI C aTpubyrtoMm <code>phone_number</code> B XpaHUIHUIE. .

< IOAHHHX . </p>

Pe3yanaT BbINO/IHEHMNA MEeTOoA4a Ha BK/1agKe Cob6bITHA KOHCONU ynpasnieHua
e YcnewHbln BXoa: fobasbTe CTPOKY audit .method.<sprop_id>.

¢ Bxopg, He BbINO/HEH: f06aBbTe CTPOKY console.audit.type.auth_failed.<sprop_id>.

audit.method.<sprop_id>=ABTOBXOI IO HOMepPy TenedoHa
console.audit.type.auth_failed.sprop_msisdn=Ommbxa aBTOBXOma IO HOMepy TenedoHa
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0106pa»(eHMe cobbiTnA HeycnewHoro exoaa B JInuHom KabuHete

,ﬂ,ﬂﬂ 0T06pa)KEHVIﬂ HeycnewHoro exoga B NTnyHom KabuHeTe nonb3oBaTensa ,Cl,06aBbTe CTPOKY profile.audit.
type.auth_failed.<sprop_id>.

[profile.audit.type.auth_failed.<sprop_id>=0u.m6)<a aBTOBXOHOa MO HoMepy TenedoHa

2.2.19 MoparBep)KAeHMe BXoAa pa3oBbiM Naposiem Ha ocHose coctosaHuAa (HOTP)

[na nposepku BTOporo paktopa ayTeHTUMKALMUM C UCMONb30BAHMEM METOAa ayTeHTUMKaLUKM «Pa3oBbIi na-
ponb Ha ocHoBe cekpeTa (HOTP)» MOXKHO UCMONb30BaTb 11060 annapaTHbIN 6pesiok, COBMECTUMbIN CO CTaHAap-
Tom RFC4226 «HOTP: An HMAC-Based One-Time Password Algorithm»32,

Ons ncnonbsosaHua HOTP Heobxoanmo:
® HacTPOWTb W BKAOYUTL AaHHbIN MeTog, ayTeHTUGUKaLmu;

e 3arpy3utb B Blitz Identity Provider ¢aiin ¢ onucaHnamm HOTP-ycTpoicTe. ®aiin ¢ onucaHMamM npego-
cTaBnneT noctaBwmk HOTP-ycTponcts. Ana 3arpysku ¢aiiia ¢ onMcaHMEM MCMO/b3YeTca pasgen MeHo
«Ycmpolicmea» B KOHconu ynpasneHus Blitz Identity Provider;

¢ npusAsaTb HOTP-ycTpOMCTBO K y4eTHOM 3anncu nosib3oBaTens 1 BblaaTb HOTP-ycTpoicTBO Nonb3oBaTtento.
MpWBA3KY MOXHO BbINOAHUTL ABYMA crocobammn — nnbo afMUHUCTPATOP NPMBA3bLIBAET YCTPOMCTBO MO ce-
PURHOMY HOMEpPY K Y4eTHOW 3anncy Nosb3oBaTeNsA B KOHCONW yNpaBaeHUA B MeHIo «[Tose308amenu», nn-
60 nonb3oBaTe/b NPUBA3bLIBAET YCTPOMCTBO K CBOEM YYETHOM 3aMMCU CaMOCTOATE/IbHO C UCMOJIb30BaHMEM
Beb-npunoxeHua «/IudHblli KabuHem».

Pa3zoBbiit naponb Ha ocHoBe cekpeta (HOTP)

[nA KoppeKTHO paboTbl BXxoAa C NOMOLLbIO pa3oBOro Napons, creHepupoeaHHoro metogom HOTP, Heo6xoaMmo yKasaTb 6a30Bble HaCTPOMKK meToaa Cneuuduyeckue
HaCcTPOKW MeTOAa YKasblBalOTCA NPU NPUBA3KE YCTPOCTBA K YYETHOI 3anucu nonb3osartena (cMm. pazaen "Monb3osaTtenu”)

AonycTumoe OTK/IOHeHue 1

OTKNoHeHue anA 1000
CMHXPOHU3aUMK

O6uwee KonuyecTso 5
nonbIToK

Bpemna 6n10KMpOBKU NpuU 15
npesbllWeHnn NONbITOK, B
MMH.

orvera

[NnAa HacTpolikM meToda ayTeHTUdMKaumMm «Pa30oBbIit Naponb Ha ocHoBe cekpeTa (HOTP)» Heobxoanmo 3a4ath:

* MaKCcMMasibHOE AOMNYCTUMOE OTK/JIOHEHME MPU NPOBEPKE KoAa — KOMYECTBO MOCNeayoWmnX Kogos (Ha-
npuMmep, ecnn NoAb3oBaTeNb CIYYaiHO HaXKal KHOMKY reHepMpoBaHNA HOBOrO Napos 1 He UCNONb30BaN
€ro B npouecce ayTeHTUdUKaLMK), NpU KOTOPOM ayTeHTUOUKaLMA NporaeT ycnewwHo. Mpu 3Tom Npu BBoAE
nosnb3oBaTenem nNpaBuabHOro Koga Blitz Identity Provider aBTomaTyecku BOCCTaHOBUT CUHXPOHM3aLUMIO C
YCTPOMCTBOM;

® OTK/IOHEHWE AN CMHXPOHM3ALMM — eC/IN NO/b30BaTe/ib MHOTOKPaTHO ByAeT HaXMmaTb Ha YCTpoMcTse
KHOMKY BblpabOTKM Koga M He ByaeT Mcnosb30BaTh KOA A1A MOATBEPNKAEHUA BXOAa, TO YCTPOMCTBO ne-
pecTaHeT 6bITb CUHXPOHU3NPOBaHHbIM C cepBepoM. B 3Tom ciyyae npu ovepegHOM BXOAE NOb30BaTeNsA B

32 https://tools.ietf.org/html/rfc4226
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Blitz Identity Provider emy Ha cTpaHuue Bxoga byaeT npen/ioKeHo NpoiTH NpoLeaypy CBEPKU YCTPOMCTBA.
[ns 3Toro nonb3oBaTeNb BBEAET TPU NOC/NEA0BATE/IbHO BbIPabOTaHHbIX YCTPOWCTBOM KoZa NOATBEPKAE-
HuA. [lanee B COOTBETCTBMM C 3afaHHON HACTPOMKOM «OmKnoHeHuUe 045 cuHxpoHuzayuu» Blitz Identity
Provider nposepwT, BCTpeUaeTcs M BBeAeHHan No/b30BaTeNeM Noc/ie40BaTe/IbHOCTb KOAOB, Y BOCCTaHO-
BMT CUHXPOHM3ALMIO C YCTPONCTBOM B C/lyYae ycnexa;

¢ ob6Llee KONMYECTBO NOMbITOK —YMUCI0 NOMNbITOK BBOAA KOA4A NOATBEPKAEHMNA, MOC/e KOTOPOro AaHHbIN cro-
cob noaTBeprKAeHMA byaeT 3a6/10KMPOBaH;

* Bpems 6NOKMPOBKM MPU NPEBbLILIEHNN NOMNbITOK (B MUHYTaXx).

2.2.20 MopaTBepKaeHUe BXo[a pa3oBbimM Naponem Ha ocHoBe BpemeHu (TOTP)

[na nposepkun BTOporo pakTopa ayTeHTUUKALUM C UCMONb30BAHMEM METOAA ayTeHTUMKaLMKM «Pa3oBbIi na-
ponb Ha ocHoBe BpemeHun (TOTP)» MOXHO MCMOAb30BaTb tobble YCTPOMCTBA M MPOrPaMmbl, COBMECTUMbIE CO
cTaHgapTom RFC6238 «TOTP: Time-Based One-Time Password Algorithm»33. B kauecTse TaKoBbIX MOFYT 6biTb:

* annapaTtHble 6pesioKK (reHepaTopbl Pa3oBbIX Napo/eit) Ha OCHOBE BPEMEHMU;

* MObUbHblE NPUNOXKEHUA.

© nNpumeuanue

Hanbonee n3BecTHble NpuaoxKeHUs ana BbipaboTkn TOTP-koaos: Google Authenticator, Twilio Authy,
FreeOTP Authenticator, Microsoft Authenticator, AHaekc.Kntou.

Obume HaCTPOMKM oA JaHHOTO MeToAa 3a4atoTca B pasgene TOTP-eeHepamopesl (cTpaHuua 89), a Ha BKNagKe
BTopoli ¢pakTop B pasaene Pa3oBbiii Naposib Ha ocHoBe BpemeHu (TOTP) TonbKo cneynduryHbie.

YKaxkute CI'IeLJ,I/Id)M"IHbIe HaCTpOﬁKM B AaHHOM pa3jene:

e O6LLee KONNYECTBO NOMBITOK - YKaXKMTe obLee YNCA0 NONbITOK BBOAA KOAA NOATBEPKAEHUA, MOC/AE KOTO-
poro cnocob ayteHTMdUKaunmM byaeT BpemeHHO 3a6/10KMpPOBaH;

e Bpemsa 6nOKMpOBKM npu npesbllWLeHNUN NONbITOK, B MUHYTAX - YKa*XUTe B TeHeHNe Kakoro BpemeHun cnocob
BYTeHTVId)MKaLI,VIVI 6YAET HegoCTyneH No/ib30BaTeNto.

PasoBbiil naponb Ha ocHoBe BpemeHu (TOTP)

Ba3oBble HacTpoliku meToaa

[inA KoppeKTHOI paboTbl BXOAa C MOMOLLBIO Pa30BOro Naposid, creHepupoBaHHoro metogom TOTP, Heobxoanmo ykasaTb 6a3oBble HACTPONKM MeToaa. HekoTopble HacTpOiikK MeToaa
yKa3sbIBaOTCA NPU NPUBA3KE YCTPOMCTBA K y4eTHOW 3anucu nonb3osatena (cMm. paszaen "Mons3osartenn')

0O6wee KONMYECTBO NONbLITOK 10

Bpemna 6noKMpoBKM Npu 15
MPEeBbILWEHUN NOMBITOK, B MUH.

OtmeHa CoxpaHuTs

33 https://tools.ietf.org/html/rfc6238
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2.2.21 MpwuBA3Ka YCTPOMCTB K yYETHbIM 3aNUCAM NoJb3oBaTenei

MNpusaska HOTP 1 TOTP ycTpoIACTB Yepes KOHCO/b YPaBAEHNSA OTIMYAETCA B 3aBMCMMOCTM OT TOTFO, UCMOJb3YHOTCA
annapaTHble 6Penokn nam MmobuabHble NPUNOKEHUS.

Mpueaska annapaTHbIXx 6penokos

[ns BO3MOXKHOCTU Mcnonb3oBaHMa annapaTHbix HOTP u TOTP ycTpoIACTB B KayecTBe cpeacTs ayTeHTUdUKaLmm
aAMUHUCTPATOP AO/KEH NPeABapUTENbHO 3arpy3nTb B KOHCONM YNPaBAEHUA B MeHto «Ycmpolicmea» dain c
OMUCAHWAMM NAPTUKN YCTPOMCTB, MOYYEHHOM OT UX NOCTaBLUMKa. Palin cOAepPKUT CBEAEHNA O CEPUNHOM HOMe-
pe yCTPOMCTBa, BEKTOPE MHULMANM3ALMN U pAg, APYrvX HacTpoeK. Blitz Identity Provider nogaep»kusaet 3arpysky
¢dainoB pacnpoctpaHeHHbIx dopmaTos (cneumannsnposaHHbie XML-bainbl, CSV-dainbl) OT pasnMUHbIX NPOU3-
BOAMTENEN YCTPOWCTB.

Hazeauwe reseparopa
DopMaT AaHHBIX YubiKey Traditional CS -

Dann C AaHHbIMK

[Nna BbINONHEHMA 3arpy3kn darna Hy»KHO 3a4aTb UMA A1 3arpy’KaeMoro reHepaTopa (3To MoXKeT 6biTb, Hanpu-
Mep, UMSA ycTpoincTea), dopmaT AaHHbIX, a TaKXKe NyTb K paliny ¢ onucaHMAMK yCTPOMCTB. Mo HaxKaTuM KHOMKK
«3arpy3utb» Blitz Identity Provider coobwwuT, CKo/IbKO 3anumcen ycTpoicTB bblao 3arpykeHo uamn otbpolieHo (ec-
N UX onucaHue B daine H6bI10 HEKOPPEKTHO, NGO 3anncb 06 YCTPOICTBE yiKe NPUCYTCTBYIOT B CUCTEME).

Mpumep 3arpykaemoro ¢aina popmata Aladdin/SafeNet XML ana HOTP yctpowncts ¢ anroputmom SHA-1 ¢
MWHMMaNbHbIM HaBopPOM NapameTpoB:

<?xml version="1.0" encoding="utf-8"7?>
<Tokens>
<Token serial="SN123">
<Applications>
<Application>
<Seed>7bbal06e428231c4d4e78361375d161c2d59b40b</Seed>
<MovingFactor>0</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>
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MoAcHeHWA No 3HaYeHMAM NapameTpos B paiine:
® serial —CcepuitHbIA HOMEpP YCTPOMCTBA.

® Seed — KNKOY YCTPOMCTBA B WeCTHaguaTepuiHom (hex) popmarte.

© nNpumeuanue

Ecaun gna amynaumm HOTP-ycTpoicTBa MCNONb3YeTCA NPOrpaMMHbIN reHepaTop 04HOPAa30BbIX KOAOB,
TO 06bIYHO B MPOrPaMMHOM reHepaTope B KayecTse CeKpeTa BBOAMTCA CTPOKa B popmate Base32. B
3TOM cnyyae 3HayeHwue m3 Seed HyKHO M3 hex nepekogupoBaTh B Base32, n nonyyeHHoe 3HayeHue
MCNo/b30BaTh B NPOrpaMMHOM reHepaTtope.

® MovingFactor —HayalbHOe 3Ha4yeHue reHepatopa (0bbiuHO 0).

B paszene «YCTPOMCTBA» TaK»Ke MOMKHO BbIMOJHWUTL MOUCK YCTPOMCTBA MO CEPUMHOMY HOMEPY, TOCMOTPETb, Bbl/10
21N NPUBA3AHO M K KaKOM YYeTHOM 3aNncKu HalgeHHOoe YCTPOMCTBO.

MNocne 3arpysku daiina cnepyert:

® MepenTH K y4eTHOM 3anmncuy Nnosib3oBaTensn, KOTOPoOMy HEOBXOAMMO NPUBA3ATh YCTPOUCTBO (MeHIo «[Tosb-
308amesnuy, cM. lpusaska ycmpolicme 05 2FA no pazosomy naponto (ctpaHuua 207));

® HanTtu pasaen «feHepamop naposneli Ha ocHose spemeHu (TOTP)» nnn «feHepamop naposneli Ha ocHoge
cekpema (HOTP)»;

e BblI6paTb TMN NPUBA3KK reHepaTtopa «[lo cepuliHomy Homepy»;

® BBECTU CePUIMHbIN HOMEP HEOHXOAMMOTO YCTPOMCTBA M TEKYLLMIA Pa30BbIA KOA NOATBEPKAEHUS.

CepwiiHbiii HOMep

3HauyeHue

MpuBA3Ka MO6UNABHOIO NPUNOKEHUA
[ns npuBAsKM MobUAbHOTO NpUnoXKeHus, reHepupytowero TOTP-koapl, ciegyer:

* nepenTn K y4eTHOM 3anncKu nosib3oBaTtens, KOTOPOMYy HEOBXOAMMO NPUBA3aTbL MOOUAbLHOE NPUIOXKEHME
(meHto «lonb3osamenu», cm. puesaska ycmpolicme 014 2FA no pazosomy naposto (ctpaHuua 207));

® HanTtu pasgen «feHepamop naposneli Ha ocHose spemeHu (TOTP)»;

* BbIGpPaTbh OAMH M3 TUNOB NPUBA3KM reHepaTopa - No QR-Koay, No cepuiMHOMY HOMEpPY UK BPYYHYto. Yale
BCEro MCNoNb3yeTcsA NpUBA3Ka reHepaTopa o QR-xomy;

* npu HeO6XOAMMOCTVI OTpeaaKTnpoBaTb Ha3BaHUeE MOBUAbHOTO NPUNOXKEHNA;

® C MOMOLLbIO MOBUNBHOTO NpUNoKeHUA choTorpadmpoBaTb oTobparkaembili QR-Koa UM BBECTU B NPUNO-
YEHME CTPOUKY-CEKpET.
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TaKKe NoNb30BaTe/Ib MOMKET CAMOCTOATENBHO NPUBA3aTL MOBUIbHOE NPUNOKEHUE, reHepupytollee TOTP-Koabl,
B BE6-NPUNONKEHUN «/TUYHbIG KABUHEM».

HasBaHue reHepaTtopa Mo6unbHoe npunoxerue (TOTP)
Anroputm wudgposaHua SHA1 v
[OnuHa napona 6
Bpema o6HOBNEeHUA napona 30

Cekpet KDQ7BDIHYCHBW47KNV2C5NRXUI33D65W

CoxpaHutb

2.2.22 Kopgbl nogTBEpKAeHUA, oTnpasasemble B SMS u push-ysegomneHuax

[na noatsepKaeHUn Bxoga (BToporo dakTopa ayTeHTUPMKALMM) MOXKHO MCNOAb30BaTb OTNPABASEMbIE B MO-
6unbHOE NpunoxkeHue push-ysegomaeHuns nam SMS-coobLueHums.

[na ncnonb3oBaHMA KOAOB NOATBEPKAEHMA HEO6XO,CI,MMO:

® HACTPOWTb M BK/OYMTb METOZ, ayTeHTUdMKauum MoaTeepaeHve no kogy us SMS/push. s KoppekTHo
paboTbl MeToga Heo6xoaMMO onpesenuUTh:

ONMHY KOAa NOATBEPXKAEHUR;
BPEMA ero AenCcTBuUSA;
KOJIMYECTBO MOMbITOK BBOAA KOAA NOATBEPXAEeHMA 3a 1 BXoa;

obLiee KONMYECTBO MOMbITOK (YMCI0 OTNPABOK KOAOB M NOMbLITOK BBOAA KOAE, NOC/AE Yero ANs NoJib-
30BaTenA byaet BpemeHHo 3a6/10KMPOBaH AaHHbIM cnocob ayTeHTUGUKauuK);

Bpema 61OKMPOBKM NPU NPEBbILLIEHMM MNONbITOK (B MUHYTaX);
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— CKOHUrypmpoBaTb cNocobbl OTNPABKMK:

% OTNpPaBAATb push-yBegomsieHMEe — HYXKHO yKasaTb aTpuMbyT C HOMEpPOM MObOW/bHOro Te-
nedoHa UAN UHBbIM HEoBXOAMMBIM CepBUCY MAEHTUOUKATOPOM MONL30BATENA, Hanpumep,
${phone_number};

* OTnpaBnATb SMS — yKkasaTb aTpubyT C HOMepom MobunbHoro TenedoHa Noab3oBaTens, Hanpwu-
mep, ${phone_number};

® HacTpouTb nogkntoueHue Blitz Identity Provider k SMS-wnto3y u cepsucy otnpasku push-ysegomneHus
(cm. YeedomneHus u omnpaska coobuweHuli (ctpaHuua 219)).

A Buumanue

Ecnu y nonb3oBaTtens He 3aaaH Homep MobuabHOro TenedoHa, TO OH He CMOXKET MCMob30BaTh cnocob noa-
TBEPKAEHWNA BXO4A C MOMOLLbIO KoZAa NOATBEPKAEHUA, OTnpaBasemoro no SMS.

MoatsepxxaeHue no koay u3 SMS/push

MapameTpbl KOAOB NOATBEPXAEHUA

OnuHa 6

Bpemsa gencteua 60

KonuuecTBo nonbiTok 3
3a 1 Bxo0a

O6uiee Konu4yecTso 5
nonbITOK

Bpema 610KUpOBKMN 3
npu NpesbILEHUN
NonbITOK, B MUH.

Cnoco6bl oTnpaBku Koaa

HacTtpoiTe cnocobbl oTnpaBku Koaos noaTsepxaeHuA. Ecnun 6ynet BoibpaHo 6onee ogHoro cnocoba, To nepsblil ByaeT paccmaTpuBaTbCA Kak
OCHOBHOW, @ OCTasbHble KaK pe3epBHble.

OTnpaBnAaTb ATpUGYT C KOHTAKTOM

SMS o ${phone_number-} n

+ [lo6aBuTb CNOCO6 OTNpaBKK

() VTR CoxpaHuTb
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2.2.23 Kopgbl NnogTBEPXKAEHUA, OTNPaB/isemble MO 3/IEKTPOHHOM noyte

[OnanoaresepxaeHUA BXOAa MOXKHO MCMO1b30BaTh OTNpaBaAemMble Mo 3J'IeKTp0HH0l7I noyTe KoAbl noATBEPXKOEHUA.

MoaTBepiKaeHMe C NOMOLLbIO 3NEKTPOHHOMN NOYThI

MapameTpbl KOAOB NOATBEPXAEHMA

OnuHa 6

Bpema gencTeua 10

Konuuyectso nonbIiTok 3
3a 1 Bxon

O6wee KonNu4ecTso 5
nonbITOK

Bpema 610KupoBKU 5
npu nNpeBbIlWeHUn
NonbITOK, B MUH.

MapameTpbl oTNpaBKu

ATpPUGYT C KOHTAKTOM ${email-}

OTmeHa | [OITELTAM

[na satoro Heobxoanmo:

® HACTPOWTb M BKAKOYUTL STOT METOA, ayTeHTUDMKAUMK. [N KOppeKTHOM paboTbl MeToga Heobxoaumo onpe-
LennTb:

O/IVHY KoAa NOATBEpKAeHUs;
— Bpems ero Aeuncrsus;
— KOJINYECTBO MOMbITOK BBOAA KOAA MOATBEPXKAEHWNA 33 OAUH BXOA,;

— obLee KoaMYecTBo NOMbITOK (YUMCNO OTNPABOK KOAOB M MOMbITOK BBOAA KOAA, MOC/Ie Yero 414 Nosb-
30BaTenA byaeT BpemeHHO 3ab10KMPOBaAH AaHHbIM cNocob ayTeHTUdMKaLmMK);

— Bpems 6NOKMPOBKM NPW NPEBbLILLEHUMN NOMbITOK (B MUHYTaXx);

CKOHUryprpoBaTb cnocob oTnpaBKuW: yKasaTb aTPUBYT, B KOTOPOM COXPaHEH agpec 3/1eKTPOHHOM
NoYTbl NO/b30BaTE/A, HaNpUmep, ${email};

* Hacmpoums (cTpaHunua 219) nogkntoueHue Blitz Identity Provider K SMTP-cepBucy.
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2.2.24 MoBTOpHOE NOATBEPXKAEHUE NPU BXOAE C U3BECTHOrO YCTPOMCTBA

Blitz Identity Provider 3anomuHaeT ycTpoicTsa, Ha KOTOPbIX N0/Ib30BaTe/Nb B NpoLecce BXOAa NOATBEPKAAN BXOA,
C MOMOLLbIO OZHOTO U3 nogaepxuBaembix Blitz Identity Provider meTogoB noaTeepaeHUs BXoAa.

MO3KHO HacTPOWTbL B NPOLEAYPE BXOAA, HTOBbI MOC/e YCNeLwHOro NoATBEPKAEHNA BXOAA NO/Ib30BaTENO NMOKa3bl-
BaJICA 3KPaH C BONPOCOM, A0BEPSAET N NONb30BaTeNb bpaysepy, YTo6bl NPM NOBTOPHbIX BXOA4AX C 3TOTO YCTPOM-
CTBa 1 Bpay3epa y Hero He 3anpallnBanoCh NOATBEPNKAEHME BXOAA.

[osepATb aTOMy 6paysepy?

Ecnu Bbl pewmnm 4OBEPATL 3TOMy 6pay3epy, TO Npy NOCNEeAYIoWnX
BXxoaax ¢ aToro 6paysepa He GyaeT 3anpawmnsaTbCA NOATBEPXAEHUE

B cnyyae noBTOpPHOro BXxoAa € AOBepPeHHOro 6paysepa y nosib3oBatena He byaeT 3anpawmMBaTbCA NOATBEPKAE-
HMe BXO4a, eCNu B MeHto AyTeHTUdMKauma B 610Ke BTopon dpakTop BKAOUYEH meToa ayTeHTudMKaumm Bxog, ¢
W3BECTHOTO YCTPOMCTBA.

2.2.25 MopaTBep}KaeHne OTBETOM Ha KOHTPOJIbHbIA BONPOC

Blitz Identity Provider no3sonseTt ana noATBepXAeHUA BXO4A 3anpoCUTb NO/b30BaTeIA BBECTU OTBET HA KOH-
TPO/IbHbIM BOMPOC. 3TO MOKET ObITb MOE3HO B CLLEHAPUAX NOATBEPKAEHMA NPU BOCCTAHOBEHUM 336bITOrO Na-
pons. [na UCnoNb30BaHUA JAHHOTO MeToAa ayTeHTUUKALMM BbINOSHUTE OMUCAHHYIO HUXKE MocaefoBaTe/lb-
HOCTb AENCTBUN.

War 1. Ao6aBneHne metoga B blitz.conf

[nsToro, 4Tobbl B MeToAax ayTeHTUdMKaL MM Ha BKNaAKe BTopoit dpakTop noasuaca metog ayteHTMduMKauum Nog-
TBEPKAEHWE OTBETOM Ha KOHTPOJIbHbIN BOMPOC, BbIMOMHWUTE Caeaytowmne aeicTens:

1. OTkpoiiTte ¢ain /usr/share/identityblitz/blitz—config/blitz.conf.

{sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM CNucke AobaBbTe 610K HACTpO-
€K C MeToA0M secQsn:

"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "secQsn"
b

}

L

3. Mepe3anycTute cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery
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LWar 2. CO3AaHV|e CNPaBOYHUKA KOHTPO/IbHbIX BOMPOCOB
,D,flﬂ TOro YyTtobbl CO034aTb CNPaBOYHUK KOHTPOJ/IbHbIX BOMPOCOB, BbIMO/IHUTE Cheayoumne AeVICTBMHI
1. Co3pgaunTte Ha cepBepe ANpPEKToputo /etc/blitz-config/custom_messages/dics.

2. Co3paitte ¢aln /etc/blitz-config/custom_messages/dics/securityQuestions C COAEPKU-
MbIM CpaBoYHMKa. MprMep paitna securityQuestions CO CNIPABOYHUKOM KOHTPOAbHbIX BOMPOCOB:

0l=Kaxadg OmeBuubd PaMuUIMHd y Balled MaTepH

02=Kakag meBuubd PaMuUIMudg y Bamen 6abymku

03=Kako¥ &uIbM BLl BIEPBBEE NOCMOTPENH B KHHOTEATPE
04=Kakoe Bame nobHuMOe IHTEPATYPHOE MNPOH3BEIEHHUE
05=Kak 3Banu Bamero y4YUTeNd B TPEeThbeM Klacce
06=IlepBOe 6mOOO, KOTOPOE BB HAYYHUIHUCh TOTOBUTH

07=Kax 3Bailu Bamero NepBOro MNHTOMIA

08=KeM BBl XOTEIM CTaATh B IEeTCTBEe

09=Kakx HasblBalachb IIepBad WMKONIa, B KOTOPYIO Bbl XONOUIH
10=Kax HaasblBalachb IepBad ylHlla, I'Oe Bb XUIK B OETCTBE

L

A\ Buumanue

Yuncno B cnpaBOYHMKE NCNONL3YETCA ONA COPTUPOBKM MpU OTO6pa)-KeHMM CMUCKa KOHTPO/IbHbIX BONPO-
COB NoJsib3oBaTeNto.

3. MNposepbTe BRagenbla AMpeKTopun dics M $HainoB cnpaBouYHUKOB B Hell. Bnageneu, AokeH 6biTb
blitz:blitz.

[chown -R blitz:blitz /etc/blitz-config/custom_messages/dics

4. B KoHdurypaumoHHom daine /usr/share/identityblitz/blitz-config/blitz.conf B 670K
blitz.prod.local.idp.messages AobaBbTe 6N0K dics. B HacTpoiiKe names yKaxKute Mmsa cnpaBoy-
HUKa securityQuestions. Hanpumep:

'a )
"dies" : {
"dir" : "custom_messages/dics",
"names" : [
"securityQuestions"

LWar 3. Hactpoiika meToga B KOHCONMM
B KOHCONM ynpaBneHns Heobxo4MMO 334aTb C/leAyHoLLMe HACTPOMKMK:

® OBmee XONMYECTBO IOMLITOK —UYNCNO NOMbITOK BBOAA OTBETa HAa KOHTPO/IbHbIM BOMPOC, NOC/AE KOTOPbIX
[OaHHbIM cnocob noateep:aeHnn byaet 3a6/10KMPOBaH.

® BpeMda OIOKHPOBKH [PH I[IPEBBIIEHHH IONBITOK (B MHHYTAaX).

TaKxe B KOHCO/IM ynpas/ieHNa oTobpaKaeTca CNMCOK HacmpoeHHbix (CTpaHuua 129) KOHTPO/IbHbIX BOMPOCOB.
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nOﬂTBep)KﬂEHMe OTBETOM Ha KOHTpOﬂbeII;I Bonpoc

ﬂﬂﬁ KOPDQKTHOVI paGOTbI BXo4a C NOMOLLBbIO KOHTPOJIbHOIO BOMNPOCa yKaXute 6a3oBble HaCTpOVIKVI meToaa. Cnmcok KOHTPOJIbHbIX BOMNPOCOB A0CTYNEeH TONIbKO

ANA YTeHuA. [InA pefakTMpoBaHWA AaHHOro Cnmcka HeobxoanMo BHECTU UCnpaBneHnA B haiin co CTpoKamu nonb3oBaTebekoro MHTepdeiica.

O6Lee KONUYECTBO 3
nonbITOK

BpemA 6510KMpOBKU Npu 2
NpeBbILWEHUM MOMbITOK, B
MUH.

CnuUCOK AOCTYMNHbIX KOHTPOJbHbIX BONPOCOB

Kakan nesunyba hammnua y saluein matepu

Kakana neenybA hbamunua y Bawen 6abyLkm

Kakoli chnbM Bbl BNiepBble MOCMOTPENN B KMHoTeaTpe
Kakoe Balle no6rmoe nutepaTypHoe NpousseaeHne
Kak 3Banu Bawero yyuTena B TpeTbem Knacce

MepBoe 6100, KOTOPOE Bbl HAYYMIUCH FOTOBUTL

Kak 3Banu Bawero nepsoro nutomua

Kewm Bbl X0Tenu ctatb B eTCTBE

Kak HasbiBanach nepsasn LWKoNa, B KOTOPYIO Bbl XOAUNU

©® NGO H®N=O

Kak HasblBanach nepsan ynvua, rae Bbl Xunu B AeTCTBE

2.2.26 NMopareepXaeHUe NO BXOAALLEMY 3BOHKY

OTmeHa CoxpaHuTtb

Blitz Identity Provider no3sonser nepegasatb 04HOPA30Bble KOAb! 418 Peann3aummn BToporo pakTopa ayTeHTH-
duMKauum B Homepe BXoaALLero 3BoHKa (metog Flash Call). B atom cnyyae nocse ycnewHon nepBMYHON ayTeH-
TUPMKALMM Ha HOMep No/b3oBaTeNs byaeT BbINOAHEH 3BOHOK C 3apaHee HEW3BECTHOTO TenepoHHOro Homepa,
nocneaHve undpbl KOTOPOro NOTpebyeTcs BBECTM ANA NOATBEPHKAEHUA BXOAA. 3BOHOK BbIMO/IHAETCA C paspeLle-

HUA NONb30BaTeNA.

[Ona Hactponkm meTtoaa Flash Call BbInonHMTE onMcaHHYO HUXKeE Nocne0BaTe/IbHOCTb AENCTBUIA.

War 1. Jo6aBneHne metoga B blitz.conf

[nsaToro, 4tTobbl B METOAAX ayTeHTUdMKALMM Ha BKNaaKe BTopoit pakTop noasmica metog ayTeHTuduKaumm MNog-

TBEPXKAEHME NO BXOAALLEMY 3BOHKY, BbIMONHUTE Cneaylolme AencTeus:

1. OTKpoiiTe dain /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM CNuncke AobasBbTe 610K HACcTpoO-

eK c metogom flashCall:

"login" : {
"factors" : [

[

1,

"enabled" : false,

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"method" : "flashCall"
b

3. lNepesanycTuTe cepsBucsl.

sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCOMU
B KOHCO/IM yNpaB/sieHNA BbINONHUTE Cneaylolne AencTBua:
1. Ha sknagke MNoartsepxaeHue no TenedoOHHOMY 3BOHKY 3agaliTe cneaytolmne HaCTPOMKM:

e Nnuua xoma: KOJMYECTBO NOCAEAHUX LMdP HOMEpPa BXOAALLErO 3BOHKA, KOTOpble ByAyT MCMO/b30-
BATbCA B KAYecTBe Koga Ha BTOPOM paKTope ayTeHTUdUKaL MK,

® Bpems OeHcTBHA! KOJIMYECTBO CEKYHA, NOC/AE KOTOPOrO KOA NOATBEPXKAEHUA nepecTaeT AeNCTBO-
BaTb M HEOHBXOAMM NOBTOPHBDI 3BOHOK.

* KONMYECTRBO IMOMBITOK 3a ONMH BXOI: KOJAMYECTBO HeyaadHblX MOMbITOK BBOAA Koda noarsep-
AEHUA NpK OAHOM NoNbITKe BXo4a. EC/M KONMYECTBO NONbITOK NpeBbilweHo, TpebyeTcs NOBTOPHbIN
3BOHOK.

® Ofmee XONMHUECTBO MOMHITOK: OOLLEE YNCNO OTNPABOK KOAOB NOATBEPKAEHUA M MOMbITOK BBOAA
KO, NOATBEPKAEHMA, MOC/IE KOTOPOro AaHHbIM cnocob ayTeHTUdMKaLmm byneT BpemeHHO 3ab10KK-
poBaH.

® BpeMd ONOKHPOBKH IPH INPEBHIIEHHM OOmMEero XOIHYecTBa IONBITOK, B MHHyTax: B Teye-
HWE YKa3aHHOIo BpemMmeHu /J,aHHbIVI cnocob ayTeHTVId)MKaLI,VII/I 6y,u,eT HegoCTyneH NnoJib30BaTesNto.

* HasBaHue aTpubyTa C MOGHIBLHOM HOMEPOM MONb30BaTend: BblbepuTe U3 cnUcKa aTpubyT, B
KOTOPOM XpaHuTCA Homep TenedoHa nonb3osBaTena A1 COBepLUEHUA 3BOHKA.
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MoaTteepXAaeHUe No BXOAALIEMY 3BOHKY
MoaTteepxAaeHNe NO BXOAALUEMY 3BOHKY

| [nA noaTBEpXAEeHWA Bxoaa 6yAeT NPoM3BeAeH 3BOHOK C 3apaHee HeM3BeCTHOro TenedoHHOro Homepa, a NoNb3oBaTeNio HeO6XOAVMO BBECTU NOCNEAHUM UMdPbI BXOAALLEro HoMepa

Anvka Kopa 6
uer
Bpems peiicTena 300
. i ] A
Hbl)
Konuuyectso nonbitok 3a 1 10
Bxon
[ : Bona T ]
TBO MONLITOK T Tpe !
O6Lyee KONM4YECTBO NONbITOK 10
wee um 108 o n na Kona nop n
opor ] " TE \
Bpems 6/10KUPOBKM NpH 15

npeBbIWeHUN obLero
KONWYECTBA NONbITOK, B MUH, d 0c06 ayTeHTU!

HasBahue atpubyTa c phone_number v
MOGUNBHBIM HOMEPOM
nonb3osarena

OTMeHNTL CoxpaHuTs

HaxkmuTte CoxpaHuTb. B pesynbTaTe KoHduUrypauma metopa byaetr obHOBNEHA M OTOBPA3UTCA BKNaAKa
[paliBep npoBangepa 3BOHKOB.

MoaTBepXaeHue No BXOAALEMY 3BOHKY

MoaTeepxaeHne No BXOAALLEMY 3BOHKY [paiisep nposaiiaepa 380HKOB

package flashcall;

i import com.identityblitz.core.loop.JsObj;

import com.identityblitz.core.loop.http.HttpLoop;
import com.identityblitz.core.loop.http.HttpLoopRequest;
7 import com.identityblitz.core.loop.http.HttpLoopResult;

9 public class FlashCallFlow implements HttpLoop {
11 @override
12 public HttpLoopRequest run(JsObj obj, HttpLoopResult result) {
throw new UnsupportedOperationException("Unimplemented method 'run'");

}

OTmMeHNTb CoxpaHnTs

2. HaBKnagke [pansep npoBaiigepa 3BOHKOB 3a4ailTe Npoueaypy Ha Java ana uHterpaumm c REST-cepsrcom

nposaliaepa, NPeaoCTaBAAOLLErO YCIYry A03BOHA, NO aHa/I0rMK € NPUMEPOM HUKe. [lns HanucaHusa npo-
Leaypbl UCNOAb3YINTE AOKYMEHTALMIO MPOBaMgepa 1 NojlydeHHble Npy PerMcTpauny B cepeuce nposaae-
pa HaCTPOMKM.

JNucTuHr 2: Mpumep npoueaypbl ANa MHTerpauum ¢ nposavigepom Flash
Call

package flashcall;

import org.slf4j.LoggerFactory;

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npofonkeHMe ¢ NpeablayLLei CTpaHULbI)
import org.slf4j.Logger;
import com.identityblitz.core.loop.http.HttpLoop;
import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.*;
import com.identityblitz.core.loop.http.*;
import com.identityblitz.json.JObj;
import java.util.Collections;

public class FlashCallFlow implements HttpLoop {
private final org.slf4j.Logger logger = LoggerFactory.
—getLogger ("com.identityblitz.idp.flow.dynamic") ;

@Override
public HttpLoopRequest run(final JsObject obj, final HttpLoopResult.
—result) |
if (result == null) {
final String number = obj.asString("phone_number");
logger.trace ("### flash call to {}", number) ;
return HttpLoop.callBuilder ("POST", "http://

—test.flashcall.ru/api/v1")
.withHeader ("X-Token", "1234567890")
.withBody (JsObject.empty.addString ("id
", "test_project").addString("dst_number", number.substring(number.length() -
— 10)))
.withTimeout (20000)
.build (JsObject.empty) ;
} else if (result.status() == 200) {
final JsObject body = result.body();
String callerInfo = body.asString("CallerID") .
—substring (0, body.asString("CallerID").length() — 4) + "x*x**";
return HttpLoop.Ok (JsObject.empty.addString ("code",
—body.asString ("CallerID")) .addString("caller_info", callerInfo));
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));
} else {
return HttplLoop.error ("wrong_http_status",
Collections.<String, String>

—~singletonMap ("status", "" + result.status()));
}
}
}
© coser

Cm. nodpobHee (cTpaHuua 283) 06 MNieMeHTaL MM KaCTOMHbIX OLIMBOK.

3. BKatounTe meTog, MNoateepaeHMe No BXOAALLEMY 3BOHKY B CNIMCKE METOL0B Ha BKNagKe AyTeHTUdMKaums
-> BTopoii ¢pakTop.
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2.2.27 NopgTBepXaeHue BXoaa No Naposto

,ﬂ,ﬂﬂ HaCTpOVIKM MeToda noaTBepX4eHMA BXO4aA NO NAPO/H0 BbIMO/IHUTE ONUCAHHYHO HUXKe NoC/1e00BaTe/IbHOCTb
nencTsumn.

War 1. fo6aBneHue meTtoaa B blitz.conf

Ecnun B MeTogax ayTeHTUOUKaLMM HA BKNagKe BTopoit dakTop oTcyTcTBYeT MeTog ayTeHTUudMKauum Moateepkae-
HME C MOMOLLbIO MAPOJA, TO BbIMONHUTE CNeAytoLLmMe AeNCTBUA:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.Hanpumep:

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. [ob6aBbTe MeToa BXO4A NO Naposto B pasgenblitz.prod.local.idp.login.factors BO BTOPOM ChuK-
COK:

p
"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "password"

by

3. lNepesanycTuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCOU

B KOHCO/IM yNpaBAeHUs HacTPOWTE M aKTUBUPYIMTE METOZ, NOATBEPIKAEHMA BXOA4A NO Napoto. [as aToro sbinon-
HWUTe cnepytolime AeicTBua:

1. MepeiiauTe B pasaen AyteHTUdMKauma Ha BKnagKy Bropon dakTop. B pasaene NoarsepxaeHne ¢ nomo-
LWbtO Napons 3a4akTe cneaytolme HacTPOMKK:

® PaspemuTh [ONbB30BATENO NPONYCTUTh CMEHY I[Iapolld, He COOTBETCTBYIUEro Iapolb-—
HBEIM IIONHUTHKaM. €C/In d)na)-KOK dKTUBEH, NOJ/Ib30BaTe/lb CMOXeT BONTM 6e3 cMmeHbl napona, gaxe
€C/In NapOo/ib HE COOTBETCTBYET YCTAHOBNIEHHbIM NOTIUTUKAM.

® Bcermpa IIPOBEPIAThH TeKyH.IHIZ I1aponb MOJIb30BATElNd Ha COOTBETCTBHE napoanoﬁ
nonuTHuxe: NPU BKAKOYEHHOM Cbl'la)KKe cncrema 6y,u,eT npoBepATb NAPO/ib NO/Ib30BaTENA HA COOTBET-
CTBME NapoO/ibHbIM NONNTUKAM NMPU KaXKOom Bxoae.

® [lpoeepdaTs mpu Hanuuuu HTTP-zaronosxa: ecan B HTTP-3anpoce npucyTCTBYET yKa3aHHbIM 3a-
rON0OBOK CO 3HavyeHuem true, naponb Nnosib3oBaTensa 6y,a,eT npoBepeH Ha COOTBETCTBUE MAPO/IbHbIM
NONINTUKaM.

® KOI—-BO HeyIaYHBIX IIOMNBITOK NOJId BPEMEHHOH ONOKHUPOBKH: MOC/E MNPEeBblEHUA yKa3aHHOro
YUCNa Heyda4HbIX MONbITOK Yy NONb30BaTeNA 6y,u,eT BpeMEeHHO 3a6ﬂ0KMpOBaH 3TOT MeTo4, ayTeHTU-
duKaumnm.
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e [TUTENBHOCTL BPEMEHHON BIOKMPOBKU: 3343ET NPOAOIKUTENBHOCTL BPEMEHHOW BNOKMPOBKM
B MWHyTax. [loc/ie UCTeYEHMA 3TOrO BPEMEHM MONb30BaTE/Ib CMOMKET CHOBA MCMOJ/Ib30BaTh AAHHbIN
metoa.

® 3ampamMBaTh NOKA3aTeNbCTBO BHIIONHEHHS paboTel MPU KaXKAoW NpoBepKe napons bpaysep
nonb3osaTens 6yaeT BbINONHATL PECYPCOEMKYIO 3a4a4y. Pe3ynbTat aToi 3a4aum byaeT nposepATbCa
cepBepoMm BMeCTe C Naposem.

® 3amnpaluBaThb TONbKO NpPH Hanuuuu HTTP-3aronoska: A0Ka3aTe€NbCTBO BbINO/IHEHUA paﬁoTbI
3anpalunBaeTca ToNbKo B cay4dae, ecnm HTTP-3anpoc coaep»KUT yKasaHHbIM 3aro10BOK CO 3HaYEeHMU-
em 1.

® [loxasaTenb CIOXHOCTH paboTer KO3GPUUMEHT cnoxkHocTn oT 1 go 160 6ut. Kaxabiit 6UT ysenu-
YMBaAET CNIOXKHOCTb 33Ja4M B 2 pasa.

® MakcCHMalbHBIHE CPOK pelmeHHd: OrPaHUYEeHMe NO BPpeMeHU B CeKyHAaX, 3a KoTopoe 6pay3ep Aon-
YKeH OTMNPaBUTb pe3ynbTaT BbINONHEeHMA 3a4a4un. Ecnmn 3HayeHne He 3a4aHO, MO YMOAYAHUIO UCNOJb-
3yetca 1800 cekyHA.

MoaTeepxpaeHue ¢ Nomowbo Napona

CooTBeTcTBUE NaponA NaposibHOM NONUTUKE

Pa3speLuTh N0NIb30BATENIO NPONYCTUTL CMeHy NAPONA, HE COOTBETCTBYIOLETO NAPOMbHBIM MONUTHKAM

(O Bcerpa nposepATS TekyLumit Napos

Lb30BATENA HA COOTBETCTBUE NAPONILHON NONUTUKE

MpoBepATH NpH HanuuMu
HTTP 3aronoeka

o

Kon-Bo HeyAauHbiIX MOMbITOK
ANA BPEMeHHO# 6NIOKUPOBKH

LNUTENBHOCTL BPeMeHHOI 5
6nokupoBKi

[loka3aTenbCTBO BbINONHEHWUA paboThbl

Mpu Kaxaoin nposepke naponA Ha cTopoHe 6pay3epa OyAeT BbiNONHATLCA AOCTATONHO ANUTEeNbHAaA paboTa. PCC!yﬂbTET BbINONHEHUA paboTbl OyaeT NPOBEPATLCA CepBepoOM OAHOBPEMEHHO C
npoBepKoi Napona

[0 3anpawwueats AOKa3aTeNLCTBO BLINONHEHUA PaBOThI

3anpaumears Ton1bKo nNpu
Hanuuum HTTP 3aronoeka

Moka3sarenb CNOXHOCTH
pacorsi

MaKcumansHbii cpok
pewenun

TecToBbiii pacuer

2.2.28 BHewHMue meToabl ayTeHTUPUKaLum

Tunbl BHEWWHUX METOA0B ayTEHTUPUKALUK

Blitz Identity Provider npegoctaBafeT rotoBbli MEXaHU3M NOALEPKKM METOAOB ayTEHTUDUKALUM, OTCYTCTBYHO-
LLMX B CMIMCKE BCTPOEHHbIX.

Mo xapaKTepy NOAKAOYEHUA N NCNONb30BAHUA BHELWHME METOAbI 6bIBaloOT:
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¢ KacTomHble MeTogbl - MeToAbl ayTEHTUPUKALMK, pa3paboTaHHbIe B BUAE NPUNOKEHWUA, Pean3yoLLnUX N0-
TMKY ayTeHTMOMKaLMKM, OTAENbHO NoAKAtoYaemble K Blitz Identity Provider B KauecTBe nepBoro uam BToporo
¢dakTopa ayTeHTUdMKaumun. Pabota no npotokony RADIUS He noagepkusaeTtcs.

¢ Flex-meToapl - meToabl ayTeHTUbMKauuK, gobasnsemble B Blitz Identity Provider c obecneyeHnem 6onee
TECHOW MHTerpauuun. Mcnonb3sytoT Takue Bo3morxKkHocTH Blitz Identity Provider, Kak gu3aiiH cTpaHuMubl BX0oAa,
KOHdUryprMpoBaHMe B KOHCOMM (HACTPOMKKN ayTEHTUDUKALMKN U yNPaBAEHUA NONb30BATENAMM) U NONb3O-
BaTesIbCKoe ynpaBneHue yepes JInuHbl KabuHeT. MopaepKmBaeTtca pabota no npotokony RADIUS. MoryT
MCMNO/1Ib30BaTbCA TO/IbKO B KayecTse BTOPOro GakTopa ayTeHTUdUKaL UK.

KactomHbie meToabl

Blitz Identity Provider no3BonseT pa3paboTymKam npu BHeApeHUM A06aBUTb NOAAEPHKKY CBOEro cO6CTBEHHOMO
MeToAa ayTeHTUOMKaumMKM. [N 3TOro Hy»KHO pa3paboTaTb NPUIOKEHWNE, peanunsytoLLLee NOrMKY ayTeHTUDMKaLUK,
W NOAKMOYUTL 3TO NpunoxeHue K Blitz Identity Provider. B Blitz Identity Provider ana storo KoHdurypupyetca
meToa ayTeHTUdUKaunmn BHeWHM meToa ayTeHTUdGUKauMmM. MOXKHO peanns3oBaTb BHELWHUN MeToq, ayTeHTUbKU-
KauuMu ana paboTbl KaK B KauecTse NEPBOro, Tak U B KayecTBe BTOPOro ¢pakTopa ayTeHTUdUKALMK.

[Oo6asneHne BHelIHero MeTosa ayTeHTUdUKaLUM

WpeHTuomkatop

URL cepeuca

Ha3BaHus yTeepXaeHNi
MNepepaeaembie cookie
MNepeaaBaeMbie 3aroNoBKu

URL cepeuca onpejgeneHus
NpUMeHUMOCTU

Cookie GezonacHocTu

NepeaaBaemble yTBEPXACHUS

[DononHuTenbHble
napameTpbl

[J nocne coxpanenus sxnoumnts Metoa

OTMeHa Co3patb

[ns HacTpolikmn ncnonbsosaHus Blitz Identity Provider ¢ BHeWHMM meToaoM ayTEHTUDMKAUUM HeOBXoaMMO:

1. CKOHOUrypupoBaTb HOBbIM BHELWHUIA METOA NepBoro Uam BToporo Gpaktopa ayTeHTUdMKaLMKM, HaxKas Ha
ccblKRY [106aBUTb BHELWHMI MeToA, ayTeHTUOMKALMMK. YKa3aTb NapameTpbl 3TOro MeToAa ayTeHTUdMKaumu:

d I/Ip,eHTMCbVIKaTOp MeTo[a — KAapTO4Ka C Ha3BaHuWem meTtoaa 6y,u,eT OT06pa)KaTbCﬂ Cpean metogos
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ayTeHTUMKALMK, K MEeTOAY C AaHHbIM NAEHTUPUKATOPOM MOXKHO byaeT obpaliatbea U3 npoueay-
pbl BXOAa;

e URL BHewwHero cepsuca;

® Ha3BaHWA yTBep)K,D,EHMVI — nepeyeHb yTBep)KLI,EHMﬁ, KOTOpble BHELWHWIA MeToA, MOXKeT YCTaHOBUTb
nonb3oBaTento,

e nepegasaemble cookie — nepeyeHb Ha3BaHWil cookies, KOTOpble ByayT NPO6PACLIBATLCA NPU Bbl-
30Be BHeLUHero MeToaa;

* nepefasaemble 3aro/IOBKM — MepeyeHb 3aro/IoBKOB, KoTopble ByayT npobpacbiBaTbCa NpPU Bbi30BE
BHELUHEro MeToaa;

¢ URL cepsuca onpegeneHnsa npuMeHMMOCTM — agpec ONuMOHaNbHOIo cepBrca metoaa. Ecnm ykasaH,
TO AaHHbIN URL 6yaeT BbI3blBaTLCA Nepes, BbI30OBOM OCHOBHOIO cepBuca, YTobbl onpeaenvTb npume-
HMMOCTb JlaHHOrO MeToAa ayTeHTUudUuKaymm. Ecnm URL He yKasaH, To cUMTaeTCs, YTO MeTom NpUMeHMm
BCerga;

® cookie 6€30MacHOCTU — Ha3BaHMWe cookie, B KOTOpOVI 6YAET nepenasaTbCA MAeHTM¢VIKaT0p ceccuun
M3 BHELWHEro meTtoaa.

* nepefasaemble yTBEPXKAEHNA — MepeyeHb YTBEPKAEHNA, KOTOPbIE A0/XHbI BbITb NepeaaHbl BHeL-
HeMy meToay (ecnv napameTp He 3afaH, To BHewHemy metoay byayT nepegaHbl Bce AOCTYMHblE B
CeaHce BXOAa YTBEPKAEHMSA);

® [OMONHUTE/IbHbIE MapameTpbl — 3aaatoTca B dopmate JSON. YKasaHHble napameTpbl byayT nepeaa-
Hbl BHELLHEMY MeToAy. 9TO MOXeT BbITb N0s1€3HO, YTOObI UMETb BO3MOXKHOCTb KOHOUIYPUPOBaTb Ha-
CTPOMKM BHELLIHEro MeToda ayTeHTUdMKaLMmM Yepes KoHco b ynpasneHus Blitz Identity Provider.

® nocne CoxpaHeHnA BKIKYUTb MeToa — HEK6OKC, yKa3bIBa}0LLI,Mi;1 Ha TO, 4YTO HEO6XO,£I,MMO Cpa3y BKNO-
YUTb MeTOoL ayTEHTMdJVIKaLI,MVI nocne coxpaHeHnA HaCTpoeK.

2. Ha cTopoHe BHellHero metoga HeobxoaMmo npeasycmoTpeTb 06paboTKy 3anpocoB Ha ayTeHTUUKALMIO U
onpeaeneHme NPMMeHNMOCTM COIMacHO AOKYMEHTY PyKOBOACTBO Mo MHTerpaumu.

Flex-meToabl

B Blitz Identity Provider mo»Ho nogKkntountb flex-metoapl MHOorodpakTopHOW ayTeHTUDMKALUKM - MeToAbl, A06aB-
naemble B Blitz Identity Provider c obecneyeHnem 6osee TeECHOrO B3aMMOZAENCTBUA C PYHKLIMOHAZIOM cepBepa
ayTeHTMdMKaumn. KoHdurypupoBaHme MeToaos onucaHo 30ecs (cTpanuua 390).

© nNpumeuanue

Hanpumep, flex-meTtoabl ncnonbsywotcs gasa nogkntodeHma K Blitz Identity Provider npunoxeruns Aladdin
2FA34,

2.2.29 NoparBepXKaeHUEe C NOMOLLbIO A0BEPEHHOIO NPUNOXKEHUA

Blitz Identity Provider no3sonseT noATBepXAaTb BXOA, C MOMOLLbIO JOBEPEHHOTO NPUIONKEHUA.

© coser

B KauecTBe 40BEPEHHOI0 NPUIOKEHUS MOXKHO Mcnonb3oBaTh Blitz Key. MoapobHee.

[Na HacTPOWMKM NOATBEPIKAEHUA C MOMOLLbIO AOBEPEHHOr0 NPUIOXKEHUA BbINMOAHUTE ONUCAHHYIO HUXKe nocne-
[,0BaTe/IbHOCTb AeNCTBUIA.

34 https://www.aladdin-rd.ru/catalog/aladdin-2fa/
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War 1. flo6aBneHue meTtoaa B blitz.conf

[nsaToro, yTobbl B MeTofax ayTeHTUdUKALMKN HA BKNagKe BTopolt dpakTop nossuaca metos ayTeHTUdMKaumm Mog-
TBEPKAEHWNE C NMOMOLLbIO AOBEPEHHOrO MPUIOXKEHWA, BbIMOAHUTE CAeaylolne AeicTBua:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf }

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM CNucke AobaBbTe 610K HACTpO-
€K C MeToAOM trustKey:

"login" : {
"factors" : [

[

1,

"enabled" : false,

"method" : "trustKey"
by

}

L J

3. lNepesanycTuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery }

LLar 2. Hactpoiika meToga B KOHCONMM
B KOHCONM yNpaB/ieHNA BbINOMHUTE CAeAyloLLMe AeNCTBUA:

1. Ha Bknaake AyTeHTudMKauma -> BTopoit GpaKkTop OTKpOMTe HACTPOMKM meToaa oaTBepKaeHue ¢ nomo-
Wbl LLOBEPEHHOTO MPUIOKEHUA. 3a4alTe cnedylolme HaCTPONKK:

* Bpems neificTeus push-sampoca: Bpems B CEKYHAAX, N0 UCTeYEHUN KoToporo push-3anpoc nepe-
CTaeT AelcTBOBaTb U HeobxoAMMa OTNPaBKa HOBOTO 3anpoca.

® KOIMYECTRBO IMOMBITOK: KOJIMYECTBO MOMbITOK MOATBEPKAEHNA BXO4a Yepes A0BEePeHHOE NPuioKe-
HWe, NPY NPEeBbILEHNN KOTOPOro MeToa, byaeT HefOCTyNeH NoAb30BaTeNto.

® [lepuon OIOKHPOBKH: BPEMA B MUHYTAX, B TeHEHME KOTOPOro MeTo, 6y,EI,ET HeOoCTyneH noab30Ba-
TeNn Npu npesbllleHNN Konn4ecTsa NONbITOK.
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ﬂOATBep)K,CleHIAe C NMOMOLLbIO AOBEPEHHOIo NPUIoXeHnsa

Bpewms pgeiictBus push- 45
3anpoca

Konuuectso nonbiTok 5

Mepwviog 610KNPOBKN 15

omene

2. Bknouute metog, MoaTsepikAeHME C MOMOLLbLIO 4OBEPEHHOTO NPU/IOKEHUA B CMINCKE METOL0B.

2.2.30 UmnepcoHndpuKaums

Blitz Identity Provider no3sonseTt Tak HaCTPOUTb NPOLECC BXOAA, YTO NMOC/AE NPOXOXKAEHUA UAEHTUPUKALUUN U
ayTeHTUPMKaLMN OCHOBHOM YYETHOM 3aMMCblo NONb30BATE/IO MOXHO NPeAsIOKUTb BblbpaThb 414 BXO4A OAHY U3
€ro BCMOMOraTe/NbHbIX Y4ETHbIX 3anucen.

Mpouecc BbIbopa BCNOMOraTe/ibHbIX y4ETHbIX 3aMMCeit HacTpamMBaeTca Ha BKNagKe MmnepcoHndukaumsa. na ato-
ro paspabaTbiBaeTcs Ha Java npoueaypa umnepcoHndrKaLmu. MoXKHO COXPaHUTb TEKCT NpoLLeaypbl UMNEPCOHU-
buKauMmM, 1 Nocne YCnewwHon ee KOMMUAALMM MOXKHO BK/IIOYMUTb MPOoLeaypy C MOMOLLbIO Nepekaodatens Braio-
YyeHwue/BbIKNOYEHME NpoLeaypbl.

HacTtpowku ayteHTudukauum

ocTH Mepsblit hakTof Bropoi hakTop TpeTuii hakTop Wmnepconudukauma

Mpoueaypa uMnepcoHnMuKaLmMm AaeT BO3MOXHOCTb NOCNE NPOXOX/ASHWA ayTeHTUMUKaLMK NoNb30BaTeNA NPOM3BECTM 3aMeHy CBOeI y4eTHOI 3anucu Ha apyryto. Mpoueaypa npeacTasnaeT
€060i1 Habop (YHKLMIA, KOTOPbIE BbI3bIBAIOTCA B 3aBUCUMOCTY OT COCTOAHMA. Mpoueaypa A0MKHA peanua3osbiBat Java UHTepdeic UserFinder W UMETb KOHCTPYKTOP MO YMONYaHMIO.
Brauane Bceraa Bbi3biBaeTcA (pyHKUMA onInitialState, onpenensaiowan COCTOAHKE, B KOTOPOe NepexoauT npoueaypa. Hanpumep, ecnu BepHyTe States.find(filter, params) , 10 no
peaynbTaTy noucka 6yner BbiagaHa onFoundUsers unu onNoUsersFound

BxknioueHune/BbiknioueHre npoueaypsl

CoxpaHuTs

2.3 BHewHue nocTaBWMKN naeHTuUGUKauum

JaHHbI pa3gen NocBsaLLEH HACTPOMKe BXOAa Yepes BHELLHME NOCTaBLUKM naeHTUdUKaLMK.

2.3.1 KaK HacTpouTb BXOA Yepe3 BHEeLWHME NOCTaBLWMKU ugeHTudUuKauum
HacTpolika BxoAa Yepes BHELHWE NOCTABLLMKM UAEHTUDMKAL MM BKAOYAET B ceba caeaytoLwme waru:

1. BbiNoAHUTE HACTPOMKM B pasaene MoCTaBWMKM naeHTUOMKALMKM B KOHCONM ynpasneHua Blitz Identity
Provider (cm. cekumu B aTOM pasaene).

2. BbinonHute HaCTpOVIKM Ha CTOpPOHE NOoCTaBLKMKa I/I,Cl,eHTI/ld)MKaLI,I/IM.

3. Bknawoyume (cTpaHMLa 96) BO3MOXHOCTb BXOAA Yepe3 AaHHbIA MOCTAaBWUK MAEHTUOUKALMK B pasgene
AyTeHTUdUKaumA.
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HauanbHbIit 3KpaH pasgena MNocTaBWUKN MAEHTUOUKALMM NOKa3biBaeT HAaCTPOEHHbIE NOCTABLLMKK M NO3BONAET
BblIOPaTb 417 HACTPOIKM Tpebyemblit TUN NOCTaBLUMKA AEHTUUKALMN.

MoaxnioYeHHbIe BHELWHME NOCTaBLUUKU NAeHTUdMKaLUn

Ha3BaHue nocTaBLuvKa YHUKaNbHOe Ha3BaHMe Tvn nocTaBwmka

[l06aBUTb NOCTaBLUYMKa Google Apple Anpe Mail ID TuHeKob ID BKoHTaKTe ECVA un ECUA C6ep ID

cyaunp

HaCTpOﬁKa NOCTaBLUWMKa VI,CI,EHTVICI)MKaLI,VIM COCTOMT U3 cheayrowmx waros:
1. 3apaHune I/I,Cl.eHTMd)MKaTOpa NOCTaBWHWKa U UMEHN NOCTaBLUMKa.

2. 3agaHue HacTPOEK MNOAK/OYEHMSA K MOCTaBLLMKY (OMMCaHbl OTAE/IbHO MO KaXKA0MY 13 NOCTaBLLMKOB UAEH-
TudUKaumm).

3. 3adaHue HacmpoekK c8A3bI8aHUA y4emHoli 3anucu (cTpaHuua 188) BHeWwHero NOCTaBWMKa MAeHTUOUKa-
UMK 1 yyeTHoi 3anucu Blitz Identity Provider. 3Tn HacTpolikn He nmeroT cneunduKkn, 3aBUCALLEN OT TMNA
MOCTaBLLMKA.

2.3.2 OteuecTBeHHbIE NOCTABLLNKHU
AHpekc
[na KoHOUrypmnpoBaHua Bxoaa Yepes AHAEKC HEOOX0AMMO BbIMONHWUTL CAefytoLLMe Waru:
1. MNepelT B NpUNOXKeHME Arnpekc.OAuth3®, B KOTOPOM BbINONHUTL CeayloLMe onepauumu:
® HakaTb Ha KHOMKY 3aperucTpmMpoBaTb HOBOE NPU/IOKEHUE;

® BBECTU AaHHble NPUNOKEHUA, B TOM YMC/E B HACTPOIMKax MNnaTdopmbl OTMETUTL Be6—-cepBuck U BBE-
CTV B none Callback URI nepeyeHb URL, o6pasybl KoTopbix Blitz Identity Provider nokasbiBaet B
HACTPOWMKax NOAKAOYEHNA AHAEKC, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/yandex/yandex_1/
—~false

https://login.company.com/blitz/profile/social/externalldps/callbackPopup/
—yandex/yandex_1

® BnepeyHe AOCTYNOB packpbiTb APl AHgeKc.[MacnopTa M OTMeTUTb locTyn X ampecy 3SIeKTPOHHOU

nouTel, JOCTYN X OaTe PpoOXOeHHd U JoCTyln K NOruHy, HMeHH U baMHIHH, [ONY.

35 https://oauth.yandex.ru/
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* Mo pesynbTaTamM perucrTpaumum byaeT creHepuMpoBaH Client ID NPUAOKEHUA M ero Client secret,
oHM noTpebytoTcs gns nocneaytoulero eeoaa B Blitz Identity Provider.

8¢ Mowm npunoxexus .
e Blitz-DEV O
; 7w
@ Cospats npunoxeHve Co3paHo: 7 Hosbps 2018
@ Hokymentaums
Cnepyowumii war — e MonyuuTe TokeH ans aoctyna k API iHaekc ID o OG6MeHsTe TOKEH Ha laHHbIe No/b3oBaTens
(© Npo fAupekc ID
I'IOI'Iy"IMTe AaHHble Cnoco6bl NoNny4eHus TokeHa 3anpoc K API finpexc ID
nosb3oBarensa
Mouta gna ceasu @ ClientlD ®
[N06aBuUTb NouTy + bf75d3b303ae474b9573b787b2633c81 o
Bugxet «MrHoBeHHbIN Bxog» (O Client secret ® O6HOBUTL
OTO6paxaTb BUAKET, ECA Y MO/b30BATENs HET aBTOPU3ALMM B o GRS b EGTE (]

Sinpekce

Redirect URI ans Be6-cepeucos @

3anpaluvBaemble Npasa
https://bip-devi.reaxoft.loc/blitz/login/externalldps/callback/yande... [
API fiupekc ID A
 [I0CTYN K AaTe poxaeHHs https://bip-devi.reaxoft.loc/blitz/profile/social/externalldps/callback... ()

« [ocTyn K apgpecy 31eKTPOHHOIN NOYTbI
+ [loCTyN K NOFUHY, UMeHU 1 damunmu, nony Mokasatbewe 4
3apaTtb BONpoc
BpeMmsi XW3HM TOKeHa C TeKyLMMM Npasamu: 1rog,
Cnpagka v nomoLub

© 2001-2023, fiupekc [ 3amarbeonpoc

2. MepeiTu B KOHCOMb ynpaBaeHusa Blitz Identity Provider n 4o6aBuTb NocTaBLLMKa, MMEIOLLEro TUN Axmexc.
3. 3anoNHWUTb HAaCTPOMKKM NOCTaBLUMKA MAEHTUPUKALUN:
e aeHTUdMKATOP NOCTABLLMKA;

¢ HasBaHMe NocTaBLLMKa;

NpeHTuduMKaTop KAneHTa (Client ID), NOAYYEHHbIN B NpuaoxKeHumn AHaekc.OAuth;

e CekpeT KnneHTa (Client secret), NONYYEHHbI B NpunoxeHmm AHgekc.OAuth;

URL gna asTopusaumu;

URL gn1s nonyyeHmsa u o6HOBNEHUS MapKepa;

- ~
© npumeuanue

Ecam mapKepbl goCTyna nosb3osaTeneit HeobXoANMMO COXPaHATL B 6a3y AaHHbIX, ycTaHoBUTe dna-
OK BamomMuHaThL Mapxeps. B pesynbraTe MapKepbl ByAyT COXPAHATLCA B CAeAYIOLLMX CAYYanX:

npu Bxoae NoNb30BaTeNA,

npuv NPUBA3Ke BHELLHero nocTtasLwmKa B J/InuHom Ka6MHeTe;

npu NpuBA3Ke BHELWWHEero nocTasLmKa Yyepes REST API;

= Npu perncTtpaumn nonb3osaTtesia Yepes3 BHELWHEro noctaswnkKa.

e URL ana nonyyeHna AaHHbIX;

e 3anpalumBaemble paspelleHus (scope), npegycmoTpeHHble B AHaekc.OAuth — 415 yKasaHHbIX paHee
[OOCTYyNoB cneayeT yKasaTtb login:email, login:info M login:birthday.

4. HactpouTb npaBuna CBA3bIBAHMUA.

5. B pasgene AyTEHTUOMKALLMA KOHCOM YNPABNEHUSA BKIOYUTD UCMOIb30BAaHME MeToAa ayTeHTUdMKaL MK ¢
MCMONb30BaHNEM NOCTABLLMKA UAEHTUDMKALMM AHAEKC.
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BesonacHocTb

[inA 3anonHeHVA Ucnonb3ayiiTe AaHHble n3 npunoxenuna Anaekc.OAuth. He 3abyabTe coxpaHuTb B HacTpoiikax npunoxerna Anaekc.OAuth ykasaHHble URI nepeHanpasnenua, a Takxe
oTmMeTuTh B pasaene foctynbl/API AHgekc.MacnopTa AaHHble, KOTOpbIe HEO6X0AMMO Nony4aTh OT AHAEKC.

URI nepexanpasnenun (Callback URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/yandex/yandex_1/false https:/bip-
dev1.reaxoft.ru/blitz/profil ial/externalldps/s opup/yandex/yandex_1

31w ceblk 0N C bl B Na| € Callback URI ny XKE A

URL ans asTopusaumm https://oauth.yandex.ru/authorize

URL ana y " https://oauth.yandex.ru/token

3anomuHaTh Mapkepb!

URL anA nonyyenuna aaHHbix  https:/login.yandex.ru/info?format=json

ID npunoxenna  e5efld2b797a4ce48b261de70c7070b9

Maponk npunoxexus MN3MeHNTb 3HaueHne

Pa3speuwieHun

3anpawuBaemble paspelweHns login:email x login:info x login:birthday x

il 5 : 1A BB ero umMA 1 +

KaXu € 3peL A ), KOTOPbIE bl 6bITb MOMy4eHbI MPY 06paLLeHN K

T K prkaumn. MepeyeHb AOCTYNHbIX ANA NPUNOXEHUA paspelueHnii AHaekc

BKoHTakTe
Ons KOHPUryprupoBaHUA Bxoaa Yepe3 BKoHTaKTe HE06X0AMMO BbINOAHNUTDL CAeAytowMe Wwaru:
1. MepeiiTv B naHensb VK ansa pa3pabotunkos>®, 8 KOTOpom BbINOAHWUTL CreayoLMe onepaLmu:
* nepeinTn B pasaen Mou NpunoKeHus;
e Bbl6paTb NYHKT CO34aTb NPUIOKEHUE;
e Bbl6paTb TMMN CO34aBAEMOTO NPUNONKEHUA — Be6—caliT, YKa3aTb €r0 Ha3BaHWe, aApec, N LOMEH;

® BMNOABMBLLUEMCA OKHE HAaCTPOEK NPUNOKEHUA NponucaTb 6a30Bbli LOMEH NPUNOMKEHUSA (L0NKEH CoB-
nagatb C AOMEHOM, Ha KOTOpOoM ycTaHoB/eH Blitz Identity Provider).

36 https://new.vk.com/dev
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\J{ Developers [flokymenTaums  Mowunpunoxewus  Moggepxka  [pasuna

Blitz-integration v
9 HacTponku

UHdopmauma
D npunoxennn. 5566286
Hacrpoitku
SaWMWEeHHDIN KoY
Xpanumbie npoueaypb!

CTaTHCTHKE CocrosHue NpunoxeHue BKNKNEHO M BUQHO BCEM
PyxoeoacTeo

Mepebin 3anpoc K API

Momouwb

YCTaHOBKa Npunoxenun: He Tpebyetca

Open APl:  BrNioyéH

Open API:

Appec canra https.//bip-demo2. reaxoft.ru

Temaruka canra BoibGepure TemMaTmuky

Basoebiit gomen:  bip-demo2.reaxoft.ru idp.reaxoft.ru

Nosepexnbiv redirect URI
Aobaeutb ewe

2. MepeiTn B KOHCONb ynpasneHus Blitz Identity Provider n no6aBuTb NocTaBLLMKa, UMEIOLLETO TUN BKoH—
TaxTe.

3. 3anonHUTb HAaCTPOMKM NOCTaBLLMKA UAEHTUDUKALUM:
o NaeHTUdMKaATOp NOCTaBLLMKa;
e HasBaHMe NOCTaBLUUKA;
e Bepcus — yKasaTtb Ucnosibayemyto Bepcuio API BKoHTakTe (Hanpumep, 5.53);
¢ |D npunoxeHusn, noayyeHHblv B naHenn VK ana paspaboTymKos;
® 3alMLEHHbIV KAKOY, NONYYeHHbIM B NaHenn VK ana pa3pabotymKkos;
e URL gna asTopusaumu;

e URL gns nonyyeHma n o6HOBNEHUSA MapKepa;

- N
© nNpumeuanue

Ecam mapKepbl 4OCTyNa nosb3osaTeneit He0bXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dAa-
OK 3amoMuraTh Mapxepw. B pesynbraTe MapKepbl ByAyT COXPAHATLCA B CAeAYIOLMX CAYYanX:

npu BXxoae NoNb30BaTeNA,

npuv NPUBA3KE BHELLHEero nocTasLwmKa B J/InuHom Ka6VIHETe;

npu NpuBA3Ke BHELWWHEro NocTasLmKa Yyepes REST API;

= Npu perncTtpaumn nonb3osaTtesia 4Yepes BHELWHEro NoctaswnKa.
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e URL a4na nonyvyeHmna AaHHbIX;
* 3anpallnBaemble paspelleHus, NpeaycMoTpeHHble B BKoHTakTe?’,
4. HacTpouTb NnpaBuaa CBA3bIBAHUA.
5. B pasgene AyTeHTUOMKaLMA KOHCONW YNPaBAEHUA BKAOYUTb UCNOAb30BAHNE METOAA ayTEHTUDMKALUM C

ncnonb3osBaHMeM NOCTaBLUMKaA M,EI,EHTMd)VIKaU,MVI BKoHTaKTe.

HacTtpoiiku nocTtaBlmka naeHTuukauun BKoHtakTte
BesonacHocTb

Wcnonbayiite pasaen "Mou npunoxxenna” nasenu VK ana
nepeHanpasneHna

aboTYMKOB ANA 3aNONHEHNA yKa3aHHbIX HUKe napameTpoB. He 3abyabTe coxpaHuTb B naHenn BKoHTakTe ykasaHHble URI

Bepcua 5.131

[osepeHHble redirect URI |

URL ana aBTopusauumn https://oauth.vk.com/authorize

URL anA nony4yeHusa u o6HOBNEeHNA mapkepa https://oauth.vk.com/access_token

3arnomuHaTh Mapkepb!

URL ansa nony4yeHna aaHHbIX https://api.vk.com/method/users.get

ID npunoxexuna 51813504

3alwmieHHbIi Koy V13MeHNTb 3HauYeHre

Paspelwenun

3anpawmsaemble paspelieHun

MepeveHb AOCTYMHbIX paspelueriii BKoHTaKTe

OAHOKNACCHUKN
[ns KoHPUrypruposaHus Bxona yepes OL4HOKAACCHUKM HEOBXOANMMO BbINOAHUTDL CAeAytoWMe Waru:
1. Mepeittvt Ha cTpaHuLy OAuth aBTopusauma®8, rae BLINOAHWTL CaedytolMe onepaLum:

e 3aperncTpmpoBaTtbea B cet OAHOKAACCHUKM M NPUBA3ATb K CBOEMY aKKayHTy email — Ha aToT email
6yLyT NPUXOAUTL MUCbMA, CoAeprKale PerncTpaLmoHHble AaHHbIe NPUNOKEHWA;

* M0/y4nTb NpaBa pa3paboTymka no ccblike https://ok.ru/devaccess;

® 33pPErncTpMpoBaTb CBOE NPUIOKEHUE U NONYYUTb Application ID, NYBAUYHbBIN KNHOY NPUIOKEHUS
N CEKPETHbIW KNKOY MPUNOKEHUS;

® 3anNpocuTb chaegywouwinme npasa ANA NpuaoxKeHua: VALUABLE_ACCESS, LONG_ACCESS_TOKEN,
GET_EMATL,

* MponucaTb NepeyveHb paspeLlléHHbiX redirect_uri, 06pasybl KoTopblx Blitz Identity Provider noka-
3blBaeT B HACTPOMKax NoakAtodeHns ceT O4HOKNACCHMKM, Hanpumep:

37 https://new.vk.com/dev/permissions
38 https://apiok.ru/ext/oauth/
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https://login.company.com/blitz/login/externalldps/callback/ok/ok_1/false

https://login.company.com/blitz/profile/social/externalIdps/callbackPopup/ok/
<~>Ok_1

2. MepenTn B KOHCONb ynpasneHua Blitz Identity Provider n fo6aButb noctaBLyMKa, UMEKOLWEro TUN OnHo—

KIIaCCHHKH.

3. 3anonHWUTb HaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:

NaeHTUdMKaTOp NOCTaBLUMK];

HasBaHMe NOCTaBLUMK];

HasBaHuWe npunoskeHusa (Application ID);
CeKpeTHbIN KN4 NPUNOKEHUS;

My6AnYHBIN KAOY NPUNOKEHUSA;

URL gna asTopusaumu;

URL g5 nonyyeHmsa u o6HOBNEHUS MapKepa;

e Y
© nNpumeuanne

Ecam mapKepbl gOCTyNa nosb3osaTeneit He0bXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dna-
OK 3amomMuHEaThL Mapxeps. B pesynbraTe MapKepbl ByAyT COXPAHATLCA B CIeAYIOLLMX CAYYanX:

npu BXxoae NoNb30BaTeNA,

npuv NPUBA3KE BHELLHEero nocTasLwmKa B J/InuHom KabuHeTe;

npu NpuBA3Ke BHELWHEro nocTasLwmKa Yyepes REST API;

= Npu perncTtpaumn nonb3osaTtesia Yepes3 BHELWHEro noctasuwnKka.

URL gna nonyyeHua gaHHbIX;

3anpalunBaemble paspeLleHms.

4. HactpouTb npaBuaa CBA3bIBAHMUA.

5. B pasgene AyTeHTUPMKALMA KOHCONM YIPABAEHUA BKAOYUTb MCNONb30BaHME MeToAa ayTeHTUdMKAL MK C
NCNo/b30BaHMEM NOCTaBLMKA MAeHTUMKauMn OQHOKNACCHMKM,
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HacTpoiiku noctaslmka naeHTudukaumm OAHOKNAaCCHUKM

BesonacHocTb

VcnonbayiiTe pasnen "Kak HauaTb ncnonb3osatb OAuth” cTpanusl OAuth aBToprsauma AnA 3anoNHeHNA yKasaHHbIX HUxe napameTpos. He 3abyabTe COXpaHUTb B HACTPOKax NPUMOXEHUA
O,ELHDKJ'IECCHVIKM YyKa3aHHble HMXe pa3pelueHHble redirect_uri

PaspelénHble redirect_uri https:/bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/ok/ok_1/false https: J
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/ok/ok

URL anAa aBTopusauun https://connect.ok.ru/oauth/authorize

URL ana y " https://api.ok.ru/oauth/token.do

3anomMuHaTh MapKepbl

URL ans nonyyeHna AaHHbIX https://api.ok.ru/fb.do

H; (Application ID)  test

CeKpeTHbIN KoY NPUNOXKEHUA 3MeHUTb 3HauYeHne

My6nu4HbIA K04 NPUNOXKEHUA V3MeHUTb 3HaYeHne

PaspeweHnuna

3anpawusaemble paspeweHna VALUABLE ACCESS SET EMAIL »

lepeyeHb [OCTYMNHbIX paspeLuennii OQHOKNACCHUKN

Mail ID
[ns KoHPUrypuposaHus Bxoga yepes Mail ID Heob6XoAMMO BbINOAHUTL CledytoLLMe LWaru:
1. Mepeittvt Ha cTpaHuLy Co3aaHue npunoxenns® 8 OAuth@Mail.ru, rae BbINOAHWUTL CAeAyIOLLMe OnepaLum:
® HakaTb Ha KHOMKy Co34aTb NPUNOXKEHNUE;
* ayTeHTUPULMPOBATb NOA y4eTHOM 3anucbto Mail.ru;
® BBECTM JAHHbIE NPUAOXKEHMUA, HA3BAHNE NPUIOKEHUSA;

® B none Bce redirect_uri ykas3aTb nepedeHb URI nepeHanpasneHus, obpasubl KoTopbix Blitz
Identity Provider nokasbiBaeT B HacTpolikax nogKkatoueHma Mail ID, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/mail/mail_1/false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/mail/
—mail_1

e B 610Ke Mnatpopmbl NOCTaBUTL ranouky Ha Web;

* 1o pesynbTaTamM perucrTpauum byaeT creHepmpoBaH Client ID NPUAOXKEHUA M ero Client secret,
oHM noTpebytoTcs gns nocnenytoulero eeoaa B Blitz Identity Provider.

39 https://help.mail.ru/developers/oauth/app
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OAUTH@ mail.ru LokymeHtauuss  [NpunoxeHus

Pe,D,aKTVIpOBaHMe NPUIO>XKEeHUA

ID Mpunoxexun / Client ID
Cekper / Client Secret

Ha3asaHue npoekTa Blitz Identity Provider

Ho6asuts hoTo 'I-, 3arpyaunTb usobpaxxeHune

U3obpaxeHue paamepom 96x96 (*.png)

Bee redirect_uri  https://bip-
dev1.reaxoft.ru/blitz/login/externalldps/callback/mail/mail_1/false
https://bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mail/mail _1

4

Beepaure B ctonbuk sce redirect URI, koTopbie 6yayT ucnonb3osaTbCcA Ha Balem
caitte unu iOS/Android npunoxeHuu (No 0AHON CCbiNKe B CTPOKE)

Mnatdhopmbl

ﬂpocmsbre ranoudku, 4YTO6bI OTMeTUTb, Ha Kakux nnaTtbopmax éyﬂeT YCTaHOBIEHO Balle NpuioXXeHue.

Web
KoHdurypaTop KHONKM
i0oS
Android

[ononHuTenbHble BO3MOXHOCTU
[ocTtyn k noutoBomy AwwKy no IMAP, POP u SMTP

ﬂpoﬁnme Moaepauuvio U nonyyuTe ocTtyn K 6onbmemy wucny BO3MOXXHOCTeIn

« One Tap Sign In aBTOpPM3auMA BABOE yBENUYMBAET KONIMHYECTBO PErucTpUpyIoLMXCA nonb3osartenei.

OTnpasuTb Ha MoAepaLmio

[MpaBa goctyna

4+ [o6asutsb nonbsosarens

CoxpaH1Tb U3MEHEHWA OTMeHUTb

2. MepeiTn B KOHCONb ynpasaeHus Blitz Identity Provider n 4o6aBuTb NocTaBLLMKE, MMetOLLEero TMN Mail 1ID.
3. 3anoNHUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALUK:

e NpeHTUdMKaATOP NOCTaBLLMKA;

* HasBaHMe NOCTaBLMKa;

¢ MaeHTuduKaTop KnneHTa (ID NnpunoKeHus), NoayYeHHbIN paHee;

o CeKpeT NPUIOXKEHUA, NOYYEHHbIN paHee;

e URL gnAa astopusaumu;

e URL gns nonyyeHma n o6HOBNEHUS MapKepa;
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- N
© nNpumeuanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTesieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE dia-
OK 3amomMuHaTs Mapkepel B pesynbraTe mapKepbl 6yayT COXPAHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e nosib3oBaTensa;
= Npu npumBA3Ke BHEWHENo NOCTaBLWHWKa B JInyHoMm Ka6VIHeTe;

— Npu NpUBA3Ke BHELIHEro NOCTaBLMKa Yepes REST API;

= Npwu perncTpaumn nonb3osaTtena Yepes BHeELWHEro NocrtaswnkKa.

e URL a4na nonyvyeHmna AaHHbIX;
e 3anpalmBaemble paspelleHus (scope), Hanpumep, userinfo.
4. HacTtpowuTb npaBuaa cBA3bIBaHUA.

5. B pasgene AyTeHTUDMKALMA KOHCON YNPaBAEHUA BKAOYUTL MCNO/Ib30BaHME MeToda ayTeEHTUPUKALMK C
MCMNo/1Ib30BaHMEM NOCTaBLLMKa naeHTMdMKauum Mail ID.

HacTpoiiku noctaBwuka naeHtudukauumn Mail ID
BesonacHocTb

[nA 3anonHeHnA UCNonb3yinTe AaHHbIe U3 Npunoxenna oauth@mail.ru. He 3abyabTe coxpaHuTb B HacTporikax npunoxeHna OAUTH@MAIL.RU ykasaHHble URI nepeHanpaBneHun n B kKayecTse
vcnonb3yemoit nnatgopmbl Bbibpats Web.

URI nepeHanpasnenun (redirect_uri) http: p-d eaxof litz/login/exterr ips/callback/mail il

URL ana aBTopusauumn https://oauth.mail.ru/login

URL ana nony " https://oauth.mail.ru/token

3anomuHaTh Mapkepb!

URL ana nonyyeHus AaHHbIX https:/oauth.mail.ru/userinfo

ID npunoxexusa test

CekpeT npunoxxeHusa W3ameHuTb 3HaYeHne

Paspewenun

3anpawmvBaemble paspeweHna

VKID

[ns KOHPUTrypMpoBaHUA BXxo4a Yepes yuyeTHyto 3anmcb VK ID BbINoHUTE cneayrolme HacTPOMKM:

1. MepeiauTe B KOHCOoNM ynpasneHusa Blitz Identity Provider Ha Bknaaky MNocTaBWMKM naeHTUdMKaLnmn n ao-
6aBbTe nocTasLmKa, Mmetowero Tmn VK ID.

2. 3apaiite 6a30Bble HACTPOMKKU: NAEHTUPUKATOP M Ha3BaHWe nocTaslmKa. HaxkmuTe Janee. OTobpasuTca
BKNafKa HacTpoliku noctaswmka naeHtmoukaumm VK ID, Ha koTopow noTpebyeTca BBECTU AaHHble peru-
cTpaumm npunoxkenua Blitz Identity Provider B oHnaliH-cepsuce VK ID ans paspaboTtumnkos.
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3. MNepengute B oHnalH-cepsuc VK ID gns paspabotunkos. Eciv y Bac HeT aKKayHTa, co3gaiTe ero. B pas-
Aene MpUNoxKeHNA akKayHTa 3aperncTpupynTte npunoxkenue Blitz Identity Provider. na sToro BeinonHuTe
cnegyowme AencTeus:

1. HaxkmuTe [06aBUTb NPUNOKEHME.
2. LWar 1: BBeAMTE Ha3BaHMeE NPUIOKEHUS, BbIbepuTe nnatdopmy Web, 3agalite norotun.

3. War 2: yKaxkute 6a3oBbln gomeH Blitz Identity Provider B cBoei cucteme v o4uH 3a Apyrum Bce A0-
BepeHHble Redirect URL, 06pa3ubl KOTopbIx Blitz Identity Provider noka3sbiBaeT B HaCcTpolKax noa-
kntoveHua VK ID, Hanpumep:

https://login.company.ru/blitz/login/externalIdps/callback/vkid/vkid_640/
—false

https://login.company.ru/blitz/profile/social/externalldps/callbackPopup/
—vkid/vkid_640

4. Haxmute loTOBO. B pe3synbraTe pernctpaumm 6yayT creHepmpoBaHbl 3HAYEHMA NapameTpoB ID npu—
JIOXEeHUI U CepBHCHbII\;I KoY OOCTVYIIAa.

UHdopmaums o NpUNoxXeHun
D npunoxexns Mnardopma

19

CocrosHue NpUnoxXeHns

MpunoxeHne BKNKYEHO U BUAHO BCEM

HassaHuue npunoxeHms

Identity Blitz

lB W3obpaxenue
¢) 3amenuts W Ymanuts
Knouun poctyna

33 MLLEHHDIA KNOY CepancHMR KNIOY goctyna

MMM AR AR AR 5ed98a2f5ed98a2f5ed98a2fd26dcf256d255ed95ed98:

I'lo;:u(moqenne asTopu3auumn
bazosbi gomeH

bip-devl.reaxoft.ru
(¥) Do6aeuTs 6a3oBbiit goMeH

OosepenHuin Redirect URL

https://bip-dev1.reaxoft.ru/blitzflogin/externalldps/callback/vkid/vkid_640/false

https://bip-devi.reaxoft.ru/blitz/profile/social/externalidps/callbackPopup/vkid/vkid_640

(¥) Dobaeuts posepenHblit Redirect URL

4. BepHuTech B Blitz Identity Provider Ha BknaaKy HacTpoiikm noctaswmka ngeHtuoumkauyum VK ID 1 BBeaute
ID npunoxeHud M CepBUCHLIN KMOY OOCTyMa, NOJydYeHHble NPU PerucTpauumn npunoxeHma. Haxxkmumre
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CoxpaHuTb.

HacTpoiiku noctasumka naeHtugukaumm VK 1D

BesonacHocTb

WcnonbayinTe paszaen "Mpunoxenna" nasenn VK ID ansg
nepeHanpasneHna

a3paboTyMKOB ANA 3aMN0NHEHNA yKa3aHHbIX HUXe napameTpos. He 3abyabTe coxpaHuTb B nadenun VK ID ykasaHHble URI

Bepcusa 5.199

LosepeHHble redirect URI  ht p-d ft.ru/bl kid_1/fal

ID npunoxexua 51791800

CepBuCHBIN KNloY focTyna MN3MeHUTb 3HaueHne

5. Hacmpolime (cTpaHuua 188) npaBuna cBA3bIBaHUA.

6. B pasgene AyTeHTUOMKALMA KOHCONWU YNpaBAeHUs 8KaoYume (CTpaHuua 96) Mcnosb3oBaHMe MeToaa
ayTeHTUPMKaLLMK C UCMONb30BAHMEM NOCTaBLUMKA naeHTuduKaymm VK ID.

EauHana cuctema naeHtuduKaumum n ayteHtudukauum (ECUA)
[Ona KoHpUrypmposaHua Bxoga Yepes ECUA BbinonHUTE creaytowme Wwaru:

1. MonyuunTe B yAOCTOBEPAIOLLEM LLEHTPE K04 3NEKTPOHHOM nognucu gna B3anmogencreuna c ECUA v Bbirpy-
3uTe cepTUdPMKAT OTKPLITOrO KAtova. MpounsseanTe KOHBEPTALMIO Katoda B dopmaT, cosmecmumelli (cTpa-
Huua 353) c Blitz Identity Provider.

N
© nNpumeyanue
CepTudmKaT Katoua noHanobutcsa 3aperncTpnposaTh Ha TexHonornyeckom noptane ECUA (cm. cneay-
HOLLMM MYHKT).

(. J

A\ Buumanue

[Jo peructpauum UC B ECMA HeobxoaMMO 3aperncTpupoBaTth YYETHYH 3anucb opraHmsauunmn 8 ECUA un
AaTb O4HOMY M3 COTPYAHUKOB A0CTYN K TexHonornvyeckomy noptany ECUA.

2. 3aperucTpupyiite cucTemy opraHunsaumm Ha TexHonornyeckom noptane ECUA*:
1. HaxkmuTe Ha KHonKy [lo6aBuTb cuctemy.

2. YKa)KuTe Ha3BaHWe cUCTeMbI, OTObpaXKaemoe Ha3BaHME, MHEMOHMKY cuctemsl, cnncok URL cuctembl
(URL pasBepHyTol cuctemsl Blitz Identity Provider c ykazaHuem https), anroputm ¢opmmpoBaHus
aneKTpoHHoM noanucy (RS256), a Tak:Ke BbIbepuUTe OTBETCTBEHHOIO COTPYAHMKA.

40 https://esia.gosuslugi.ru/console/tech/
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OCHOBHbIE AAHHbIE CUCTEMbI

Ha3eaHue cucTembl

OToGpaxaemoe
HasBaHue

MHEMOHMKA CUCTEMbI

WHpopmayua o cucteme

URL cucTemsl

ANropuTM
hopMMpOBaHNA
3NEKTPOHHOI NoanucH

URL ana otnpasku push
COO0OLLEHMI

’I‘Iposepoqnaﬁ cuctema ‘

MposepoyHasa cuctema }

YkaxuTe HazpaHue cucTeMsl, koTopoe ByaeT otobpaxateca
nonb3oBaTenaAM [ocycnyr u UHTErpUpPOBaHHBLIX CUCTEM.
PekomeHayeTcA yKasbieaTh NOHATHOE ANA MacCOBOrO
nonb30BaTeNA Ha3eaHue, Hanpumep, BMecTo «EAuHLI nopTan
rocyAaapcTBeHHbIX yenyr (yHkumiA)» - «locycnyris.

CHECKSYS

Ecnu cuctema 3apeructpupoeana e CM3B, To mHemonuka 8 ECUA
[IOMKHA COOTBETCTEOBATL MHEMOHUKE TOUKM MOAKIKYEHNUA B
CM3B. Cuctema, peructpupyeman 8 ECUA c uensto nonyuenua
Aoctyna k cepeucy ECUA 8 CM3B, gomkHa ObiTe npegsaputensHo
3apeructpuposaHa 8 CMOB

MpoeepoyHas cuctema

VA

|
BeeguTe cnucok aapecos (KaXablil B 0TAeNsHOM none, ¢
npecmkcom “https://), koTopbie MoryT BbiTk yKkasaHel B CChinke AnA
OGPBTHOFD nepexoga nocne ayTeHdeuKaqnu nons3oeaTtens B
ECWA.

Ecnu cuctema aeT

http://identityblitz.ru

p iictene ¢ ECUA Toneko
uepez CM3B (6es ayTeHTMbMKaLMm Nonb3oBaTens), To B KauecTee
URL Bo3amoxHo ykasanme https://esia.gosuslugi.ru
Ecnun, npu HanpaeneHuu nonb3oearens ANA ayTeHTuduKkaumm e
ECWA, B ccoinke aAna obpatHoro nepexoaa byaet ykasaH agpec, He

LAV B CIUCOK URL, npouecc ayteHTdmKaymm
6ynet npepean. [lonyckaeTcA ykasbiBaTb UMA AoMeHa unu IP-
appec cepeepa e chopmarte |Pv4 / IPv6.

RS256 v

Beibepute kpunTorpaduueckuit anroputM hopMUpoBaHUA
3NEKTPOHHOM NOANUCH, KOTOPLINA ByAeT ucnonb3oBaTLCA NpU
BbINyCKe MapkepoB A0CTyna, Mapkepos w;emm‘buxaqu,
mMapkepoe 06HOBNEHUA, Koaa aBTopu3aLymn

Beegute agpec (c npedukcom "hitps:/I"), koTopi Gyaet
wcnonb3osatbea ECUA ana otnpaeku B UC coobuuenuii -
yBefoMnenuii (push-coobuyennit)

KATEFOPUSi UHOOPMALIMOHHOW CUCTEMBI

Kareropusa
WHOPMALMOHHON
CUCTEMBI

Bpema Xu3Hu access
token, MuH

Bpems xu3nu refresh
token, MUH

Mo ymonyaHuio

[60

min: 10; max: 180

\1051200

min: 60; max: 1051200

OTBETCTBEHHbIA 3A 3KCMNYATALMIO CUCTEMBI

ono

ALpeC 3NeKTPOHHOM
noyThl

Homep TenedpoHa

[ WBaHos MsaH MBaHOBMHl

BeeauTe MMA OTBETCTBEHHOTO COTPYAHMKA BaLUei OpraHu3aLuu u
euibepuTe ero u3 Beinagakwyero cnucka. Mons3oBartent AOMKeH
BbiTb NPUCOEAMHEH K YYETHOM 3aN1CK BaLLE OpraHn3aLym.

|

|
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3. CoxpaHuTe faHHble U NeperianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTe cepTUPMKaT cUCTeMbI Ha TEXHONIOTMYECKOM MopTasne.

Lns obecneverns MaeHTUUKaLUMM Balleil MHCDOPMALIMOHHO! CUCTEMBI NPU 3NEKTPOHHOM

Bul MoxeTe p X.5098 DER wnu PEM (caitnel

¢ cepTudukaTom obbiuHO UMetoT paclumpeHus .CER wnu .CRT).

YTOGbI 3arpyauTL HOBbIM KHOMNKY nyTb K hainy, nu6o
npocTo aiin B 06!

¥ 3arpyauts

3. Mepengute B KOHCOMb ynpasaeHusa Blitz Identity Provider n go6asbTe nocTasLLMKa, MMEOLLEro TMn ECHUA.
4. 3apaiite basosble HacTpolikn ECUA:

® lneHTHuOUKATOP MNOCTABIIHKAE,

¢ HazBaHHEe I[IOCTAaBIIMKA.
5. 3anonHuTe HacTPOIMKM NOCTaBLLMKa naeHTUdMKauum ECUA:

® Bepcus npoToxona: BblbepuTte Tpebyemyto Bepcuto NpoToKona ANnA B3aumogencTeua ¢ ECUA. B
pe3ynbrate NONAURL nna aBTopus3auwuu, URL nng nmonydeHHd ¥ OOHOBIEeHHd Mapkepa U URL
OIId MONYy4YeHUd OAaHHBIX 6y,c|,yT dBTOMATU4YeCKN 3aNO/IHEHbI aKTya/IbHbIMU 3Ha4YeHUAMU ANA NPO-
MblweHHol cpeabl ECUA. Mpu HeEOBXOAMMOCTU N3MEHUTE UX HA 3HAYEHUA 417 TECTOBOW cpeapl.

4 N
© nNpumeuanue

— URL nng asTopusanuu: agpec obpabotunka ECUA, BbizbiBaemoro us bpaysepa.
Bepcua npoTtokona 1:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac (TECT ECUA)
unm

https://esia.gosuslugi.ru/aas/oauth2/ac (MPOL ECUA).
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Bepcua npoTokona 2:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)
nnn

https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOL ECUA)

— URL nng monyueHud ¥ oBHOBIEHMI Mapkepa: agpec obpabotumka ECUA, Bbi3biBae-
moro c cepsepa Blitz Identity Provider gnsa nonyyeHuns mapkepa gocryna.

Bepcua npotokona 1:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/te (TECT ECUA)
unu

https://esia.gosuslugi.ru/aas/oauth2/te (MPOA ECUA).

Bepcua npotokona 2:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)
nnn

https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECUA).

— URL [nng monydeHud OaHHeIx — agpec obpabotumka ECUMA, Bbi3biBaemoro c cep-
Bepa Blitz Identity Provider gna nonyyeHua Q[AaHHbIX YYETHOM 3anucK, Hanpumep,
https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid} (TECT ECUA)
WM https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOAO ECUA).

- ~
© nNpumeuanne

Ecau mapKepbl 4OCTyNa nosb3osaTeneit He0bXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHOBUTe dAa-
OK 3amomMuraThs Mapkeps. B pesynbraTe MapKepbl ByAyT COXPaHATLCA B CAeAYIOLLMX CAYYanX:

npu BXo4e nosib3oBaTens;

npw NPMBA3Ke BHELWHEro NocTaBLLMKa B JIMMHOM KabuHeTe;

npu NpUBA3Ke BHELWHEro NocTasLmKa Yyepes REST API;

= Npu perncTpaummn nonb3osaTtesia Yepes BHELWHEro nocraswnkKka.

® MueMoHMKa CcHCTeMbl (client_id): BBeAuTe 3HayeHMUe, yKazaHHoOe paHee Ha TexHONOrM4yecKkom
noptane ECUA.

® Cepruc nommucu:BblbepuTe cepsuc nognucu. [1na sepcuun npotokona 1 4oCTynHbI CEPBUCHI NOANK-
cu: o ymonuanuo (Kpuntolpo CSP), Buemuuii. [1NA BepcMM NPOTOKOAA 2 AOCTYMHbI CEPBUCHI NOA-
nucu: o  ymonuanwo (KpuntoMpo CSP), KpunTollpo (KpuntolMpo JCP), Buemunii.

® UnenTudukaToOp KioUYa SIEKTPOHHOH nomnucu (alias), I[lapone gpmocTyla X K04y
3IEeXTPOHHOHU noanucu: NAEHTUPUKATOP KKOYA INEKTPOHHOM NOANNCH, 3arPyKEHHbIN B XpaHUAK-
we Blitz Identity Provider, u naponb K AaHHOMY KAtouy.

© nNpumeuanue

XpaHunuue ykasblBaeTca B pasgene keystore KOHGUTypaumnoHHoro daiina.

@ BaxHo

CepTUdMKaT COOTBETCTBYHOLLETO KNHOYA INEKTPOHHOM NOANUCU AOMKEH BbITb 3arpy»KeH Ha TexHo-
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‘ nornyeckom noptane ECUA.

HacTpoiiku nocraBwuka naeHTugukaumm ECUA
BesonacHocTb

BanonHuTe faHHbIe ANA KOppeKTHoro BaaumopencTema Blitz Identity Provider c ECUA.

JRL anA asTopusaumy | hitpsi/fesia-portal test. gosuslugi.ru/aas/oauth2/ac
URL AnA noy4eHuA u 06HOB/EHUA MapKepa -portal1.test.gosuslugi th2/t
O 3anomukars Mapkepb
O Menonsaosats PKCE
UF https://esia-portal 1 test.gosuslugi.ru/rs/prns/S{pr_oid)
client_id) 12345
Bepcua npotokona 1 v
Cepeuc noanucu Mo ymonuakmio v
VpenTudmkarop (alias) KNio4a INeKTPOHHOIM test
noanucu
bk ] (it k re
Maponb AOCTYNa K KIllo4y 3NeKTPOHHOM  VlaMeHnTs sHaveHme
noanucu

Mocne 3anonHeHua aTUx AaHHbIX He 3abyabTe nepeiiTi B TexHonornyeckuit noptan ECUA, rae aonxHa 6biTb 3aperncTpuposaHa MH(hOPMaUMOHHaA CUCTeMa C YKa3aHHON MHEMOHUKO 1
CEPTUUKATOM KIIOHa AMEKTPOHHOI NOAMNCH.

® 3ampamuBaeMele paspemeHud: NepeyeHb 3anpallMBaembIx paspeluennit ns ECUA.

® 3ampamuBaeMble OAaHHLIE MONbL30BaTeld: HEOBXOAMMO OTMETUTL Te AaHHble, KOTopble cneayer
nonyyatb u3 ECUA; 3T1 gaHHble AOMKHbI BbITb AOCTYMNHbI MO 3anNpallMBaeMbIM Pa3pPELLEHMAM.

PaspeweHuna u gaHHble nonb3oBartensa

Bbi6epuTe paspeLueHusa n3 AOCTYMHOro cnncka

[ocTynHble paspeleHna

AnA no6asneH

3eanTe ero UMA n HaxxmuTe Enter

scope), KOTopble A0/KHbI BbITb MOMYyYeHbl Npu 06

NOCTaBLUMKY MAEHTUDMKaLMM,

3anpaumsaeMb|e AaHHble nonb3oBaTtena OCHOBHbIE AaHHble ﬂOKyMeHTbI Aupeca KoHTakTb!

OTmeyeHHble paHee paspelleHvA (Scope) [OMKH 03BOJIATH NMOJyYaTb yKasaHH OaHHbIE

@ BaxHo

YTo6bI BXOA Yepe3 ECUA 3apaboTas, HeobxoaMmMo nonyunTb odurLmanbHOe paspelleHne Ha nposeae-
HWe NAeHTUPMKALMM N ayTEHTUPUKALMU NONb30BaTENEN C MOMOLLLIO 3aPErMCTPUPOBAHHOM CUCTEMDI

W MOAYYNUTL JOCTYN K TECTOBOW / NPOMBbILLAEHHO cpege ECUA. MoapobHee 06 STOM MOKHO NPOYUTaThL
3pecy™

6. Mpu HeobxoamMmocTu HacTpoliTe Bxog Yepes ECUA B perknme Bbibopa COTpyAHMKa OpraHn3aLmu.

7. HactpoliTe npaBuia CBA3bIBAHUA.

41 https://identityblitz.ru/services/esia-integration/
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8. B pasgene AyTeHTUOUKALMA KOHCONM YNPaBIEHUA BKAOYMUTE UCMO/Ib30BaHNE METOAa ayTeHTUDMKALMMU C
MCMo/Ib30BaHMEeM NOCTaBLLMKa naeHTMdMKauum ECUA.

Uudposoii npodpunb ECUA
Ona KoHPUrypmposaHua Bxoga Yepes Lindpposon npopunb ECUA BbinONHUTE Creayrome AenNcTBuUA:

1. NonyuunTe B yAOCTOBEPAIOLLEM LEEHTPE K/tOY 3/IEKTPOHHOM nognucu ana ssaumogenctamsa ¢ ECUA u Bbirpy-
3uTe cepTUdUKAT OTKPLITOrO Katoua. Mponsseaute KOHBEPTaLMIO Kntoya B dopmat, coemecmumelii (cTpa-
Huua 353) c Blitz Identity Provider.

e N
© nNpumeuanme

CepTnduKaT Ktoya NoHazobuTca 3aperncTpupoBatb Ha TexHonormyeckom noptane ECUA (cm. cnegy-
OLLMIA MYHKT).
N

A BHumaHue

[o peructpaunn UC B ECUA Heobxoanmo 3aperucTpupoBaTb YYETHYIO 3anumcb opraHmnsaummn 8 ECUA u
AaTb O4HOMY M3 COTPYAHMKOB A0CTYN K TexHonornvyeckomy noptany ECUA.

2. 3aperucTpupyiite cucTeMy opraHusaLmmn Ha TexHonornuyeckom noptane ECUA*Z:
1. HarKmuTe Ha KHOMNKy J06aBUTb cuUCTeMy.

2. YKa)KuTe Ha3BaHWe cuCTeMbl, OTobpaxkaemoe HasBaHMEe, MHEMOHMKY cuctemsl, cnncok URL cuctembl
(URL pa3BepHyTOi cucTtembl Blitz Identity Provider ¢ ykasaHuem https), anroputm ¢popmupoBaHms
3/1eKTPOHHOM NoANMCH, a TaKKe BbibepuTe OTBETCTBEHHOIO COTPYAHMKA.

42 https://esia.gosuslugi.ru/console/tech/
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OCHOBHbIE AAHHbIE CUCTEMbI

Ha3eaHue cucTembl

OToGpaxaemoe
HasBaHue

MHEMOHMKA CUCTEMbI

WHpopmayua o cucteme

URL cucTemsl

ANropuTM
hopMMpOBaHNA
3NEKTPOHHOI NoanucH

URL ana otnpasku push
COO0OLLEHMI

’I‘Iposepoqnaﬁ cuctema ‘

MposepoyHasa cuctema }

YkaxuTe HazpaHue cucTeMsl, koTopoe ByaeT otobpaxateca
nonb3oBaTenaAM [ocycnyr u UHTErpUpPOBaHHBLIX CUCTEM.
PekomeHayeTcA yKasbieaTh NOHATHOE ANA MacCOBOrO
nonb30BaTeNA Ha3eaHue, Hanpumep, BMecTo «EAuHLI nopTan
rocyAaapcTBeHHbIX yenyr (yHkumiA)» - «locycnyris.

CHECKSYS

Ecnu cuctema 3apeructpupoeana e CM3B, To mHemonuka 8 ECUA
[IOMKHA COOTBETCTEOBATL MHEMOHUKE TOUKM MOAKIKYEHNUA B
CM3B. Cuctema, peructpupyeman 8 ECUA c uensto nonyuenua
Aoctyna k cepeucy ECUA 8 CM3B, gomkHa ObiTe npegsaputensHo
3apeructpuposaHa 8 CMOB

MpoeepoyHas cuctema

VA

|
BeeguTe cnucok aapecos (KaXablil B 0TAeNsHOM none, ¢
npecmkcom “https://), koTopbie MoryT BbiTk yKkasaHel B CChinke AnA
OGPBTHOFD nepexoga nocne ayTeHdeuKaqnu nons3oeaTtens B
ECWA.

Ecnu cuctema aeT

http://identityblitz.ru

p iictene ¢ ECUA Toneko
uepez CM3B (6es ayTeHTMbMKaLMm Nonb3oBaTens), To B KauecTee
URL Bo3amoxHo ykasanme https://esia.gosuslugi.ru
Ecnun, npu HanpaeneHuu nonb3oearens ANA ayTeHTuduKkaumm e
ECWA, B ccoinke aAna obpatHoro nepexoaa byaet ykasaH agpec, He

LAV B CIUCOK URL, npouecc ayteHTdmKaymm
6ynet npepean. [lonyckaeTcA ykasbiBaTb UMA AoMeHa unu IP-
appec cepeepa e chopmarte |Pv4 / IPv6.

RS256 v

Beibepute kpunTorpaduueckuit anroputM hopMUpoBaHUA
3NEKTPOHHOM NOANUCH, KOTOPLINA ByAeT ucnonb3oBaTLCA NpU
BbINyCKe MapkepoB A0CTyna, Mapkepos w;emm‘buxaqu,
mMapkepoe 06HOBNEHUA, Koaa aBTopu3aLymn

Beegute agpec (c npedukcom "hitps:/I"), koTopi Gyaet
wcnonb3osatbea ECUA ana otnpaeku B UC coobuuenuii -
yBefoMnenuii (push-coobuyennit)

KATEFOPUSi UHOOPMALIMOHHOW CUCTEMBI

Kareropusa
WHOPMALMOHHON
CUCTEMBI

Bpema Xu3Hu access
token, MuH

Bpems xu3nu refresh
token, MUH

Mo ymonyaHuio

[60

min: 10; max: 180

\1051200

min: 60; max: 1051200

OTBETCTBEHHbIA 3A 3KCMNYATALMIO CUCTEMBI

ono

ALpeC 3NeKTPOHHOM
noyThl

Homep TenedpoHa

[ WBaHos MsaH MBaHOBMHl

BeeauTe MMA OTBETCTBEHHOTO COTPYAHMKA BaLUei OpraHu3aLuu u
euibepuTe ero u3 Beinagakwyero cnucka. Mons3oBartent AOMKeH
BbiTb NPUCOEAMHEH K YYETHOM 3aN1CK BaLLE OpraHn3aLym.

|

|
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3. CoxpaHuTe faHHble U NeperianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTe cepTUPMKaT cUCTeMbI Ha TEXHONIOTMYECKOM MopTasne.

Lns obecneverns MaeHTUUKaLUMM Balleil MHCDOPMALIMOHHO! CUCTEMBI NPU 3NEKTPOHHOM

Bul MoxeTe p X.5098 DER wnu PEM (caitnel

¢ cepTudukaTom obbiuHO UMetoT paclumpeHus .CER wnu .CRT).

YTOGbI 3arpyauTL HOBbIM KHOMNKY nyTb K hainy, nu6o
npocTo aiin B 06!

¥ 3arpyauts

3. MNepeiguTe B KOHCONb ynpaBaeHus Blitz Identity Provider n go6aBbTe NocTaBLMKA, UMEIOLLEro TR 1M1
ECHA.

4. 3apavite 6a3oBble HacTpoiku LN ECUA:
® loneHTHPUKATOP I[OCTAaBIHKA,
® HaszBaHMe I[IOCTAaBIIMKA.
5. 3anonHuWTe HaCTPOWKM NOCTaBLLMKa naeHTudmKaumm Lindbposoii npoduns ECUA:

® Bepcus mpoToxona: Bblbepute Tpebyemyto Bepcuio NpoToKona ana Blanmmogeiicteus ¢ ECUA. B
pe3ynbrate NONAURL nna aBTopu3auuu, URL nng nmonydeHHd M OOHOBIEHHMA Mapkepa U URL
04 MOoNydYeHud OaHHbX OYAYT aBTOMATUYECKM 3anO/IHEHbl aKTyalbHbIMU 3HAYEHUAMWU ANA Npo-
MblLLNeHHoM cpeabl ECUA. Mpu Heo6X0ANMOCTU M3MEHUTE X Ha 3HAYEHUA A/1A TECTOBOW Cpeabl.

'd Y
© nNpumeyanue

— URL mng asTopusanuu: agpec obpabotunka ECUA, BbisbiBaemoro ns 6paysepa.
Bepcua npotokona 1:
https://esia-portall.test.gosuslugi.ru/aas/ocauth2/ac (TECT ECUA)
nnm

https://esia.gosuslugi.ru/aas/oauth2/ac (MPOL ECHA).
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Bepcua npoTokona 2:
https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)
nnn
https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOL ECHA)

— URL nng monyueHud ¥ oBHOBIEHMI Mapkepa: agpec obpabotumka ECUA, Bbi3biBae-
moro c cepsepa Blitz Identity Provider gnsa nonyyeHuns mapkepa gocryna.

Bepcua npotokona 1: https://esia-portall.test.gosuslugi.ru/aas/oauth2/
te (TECT ECUA) unn https://esia.gosuslugi.ru/aas/oauth2/te (MPOL ECUA).

Bepcua npoTtokona 2: https://esia-portall.test.gosuslugi.ru/aas/oauth2/
v3/te (TECT ECUA) nnn https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOA
ECUA).

— URL [nng monydeHud IOaHHEIX — afpec obpabortumka ECUMA, Bbi3biBaemoro c cepsepa
Blitz Identity Provider ana nonyyeHus AaHHbIX y4eTHOW 3anucu, Hanpumep, https:/
/esia-portall.test.gosuslugi.ru/digital/api/public/v1l (TECT ECUA) unm
https://esia.gosuslugi.ru/digital/api/public/v1 (MPOL ECUA).

- N
© nNpumeuanne

Ecaun mapKepbl 4OCTyNa Nosib3oBaTeneit HeobXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dAa-
OK 3amoMuraTh Mapxephl. B pesynbraTe MapKepbl ByAyT COXPaHATLCA B CAeAYIOLLMX CAYYAnX:

= Npwu BXoAe Noab30BaTeNA;

— NPV NPMBA3Ke BHELUHEro NocTaBLLMKa B JINYHOM KabuHeTe;

npu NpuBA3Ke BHELWHEro NocTasLMKa Yyepes REST API;

npu perncTtpaunn nonb3oBartena Yyepes sHewHero nocrasLwmuKa.

® MueMoHMKa cucTeMbl (client_id): BBeguTe 3HayeHUe, yKazaHHOe paHee Ha TexHONorM4yeckom
noptane ECHA.

® Cepsuc nommucu:BblbepuTe cepsuc nognucu. 1nsa sepcumn npotokona 1 4oCTynHbI CEPBUCHI NOANK-
cu: Tlo ymonuanuo (Kpuntolpo CSP), Buemnuit. NS BepcMmM NPOTOKONA 2 JOCTYMNHbI CEPBUCHI NOA-
nucK: o  ymonuauwuo (KpuntoMpo CSP), Kpunrollpo (KpuntolMpo JCP).

® UnenTudukaTop KIiOUa SIEKTPOHHOM nomnucu (alias), I[lapone pmocTyla X KN4y
SHeKTpOHHOI:I IIOOIINUCH. VI,CI,eHTVICbVIKaTOp K/1l04a 3]1€‘KTp0HHO[;I noanucu, 3arpy)KEHHbIl7I B XpaHUAU-
we Blitz Identity Provider, u naponb K AaHHOMY KAtouy.

© nNpumeuanue

XpaHunuue ykasblBaeTca B pasgene keystore KOHGUIypaumoHHoro daiina.

© BaxHo

CepTrdurKaT COOTBETCTBYIOLLENO K/tOYA 31EKTPOHHOM NOANUCU A0XKEH ObITb 3arpyKeH Ha TexHo-
normyeckom noptane ECHA.
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HacTpoiiku noctaBwmka naeHTudukaumm Lincbposoit npocuns ECUA

BesonacHocTb

3BanonHuTe aaHHbIe ANA KOPPeKTHoro BaammopeicTewA Blitz Identity Provider c ECUA.

URL anA asTopuaauum https://esia-portal1.test.gosuslugi.ru/aas/oauth2/v2/ac
URL ana nonyyeHua u 0GHOBMIEHUA Mapkepa https://esia-portal1.test.gosuslugi.ru/aas/oauth2/v3/te
BanomvHaTb Mapkepbl
URL anA nony4eHnA AaHHbIX https://esia-portal1.test.gosuslugi.ru/digital/api/public/i1
MHemoHuka cuctembl (client_id) IN_RU
BepcuAa npoTokona 2 v
Cepauc noanueu  Kpunolpo ¢
Tun XpaHunMIa KNloya 3NeKTPOHHOIM noanucu HDImageStore

WpenTtudukarop (alias) kniova aneKTpoHHON
noanucu

Maponb focTyna K K/tovy 3N1eKTPOHHON W3meHnTb 3HaueHne
noanucu

Mocne 3anonHeHnA aTUX AaHHbIX He 3abyabTe nepeiti B TexHonornyeckuii noptan ECYA, rae nonxHa 6biTb 3apernctpuposaHa MHhopMaLuyoHHan cucTema ¢ yKadaHHoW MHEMOHUKON 1
CepTUHNKATOM KITIoUa 3NIEKTPOHHON NOANNCK.

® 3ampamuBaeMble paspelmeHud: NepeyeHb 3anpawmnBaemblx paspeweHmii us ECUA.
e Tun cornacug —3anpalunBaemblli B uudposom npodune TMn cornacusa.
® Cpox meHCTBHd coriacud — KONMYECTBO MUHYT, Ha KOTOPOe 3anpalinsBaeTca cornacue.

® OTBeTCTBEHHOEe INHLO — COTPYAHUK OpraHn3auun, OTBETCTBEHHbIN 32 06p360TKy AaHHbIX, NONy4YeH-
HbIX 13 undposoro npodPuns.

® 3ampamuBaeMble OaHHLIE MONIL30BaTend — HEOBXOAMMO OTMETUTL TE AaHHble, KOTopble caeayert
nonyyatb U3 umoposoro npoouna ECUA; 3T gaHHble A0MKHbI BbITb AOCTYNHbI NO 3aNpallMBaeMbIM
paspeLleHuam.

Pa3pelueHun u aaHHble nonb3osartens

BbiGepyTe paspeweHyA 13 AOCTYMHOTO CIMCKa

[ocTynHbie paspelueHin

3anpawmeaemsie paspeLueis

Tun cornacua

Cpok AeitcTeuA cornacua 1440

OTBeTCTBEHHOE NMLO

RaHHble o RaHHble D Macnopt rpaxaanuHa PO

OtmeHa CoxpaHuTb

@ BaxHo
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Y1o6b! BXOA Yepes Lindposoii npodunb ECUA 3apaboTan, Heobxoaumo nonyuntb oduumnaibHOE pas-
peleHne Ha nNpoBedeHMe UAEHTUOUKALMM U ayTeHTUGMKALMKM NONb30BaTeNEN C NOMOLLbIO 3aperu-
CTPMPOBAHHOW CUCTEMbI M MONYYUTb JOCTYN K TeCTOBOW / NpomblwneHHon cpege ECUA ¢ poctynom K
undposomy npodunio. MogpobHee 06 3TOM MOXKHO NPOUUTATb 3aeCh™.

6. HacTtpoiiTe npaBuna cBA3bIBAHMS.

7. B paspene AyTeHTUdMKALMA KOHCOM YNPABAEHUA BKOUYUTE UCMONb30BaHME METOAA ayTeHTUdUKaALMK C
MUCcnonb3oBaHWeM NocTaBlWmKa naeHTudumkaumnm LN ECHA.
Apantep SDK UC Knuenta gna ECUA (AHO HTL, LK)

Blitz Identity Provider no3sonseT ucnonb3osaTb 414 B3anmogenctena ¢ ECMA Tunosoe ceptudumumnpoBaHHoe pe-
weHune Agantep SDK UC KnueHrTa.

© nNpumevanue

PeweHue paspabotaHo AHO «HaumMoHanbHbI TEXHONOTMYECKMIA LeHTP LndpoBoii Kpuntorpadumn»*4,

Ons KoHPUrypuposaHus Bxona yepes ECUA c ucnonbzosaHmem SDK UC KnneHTa BbINONHUTE Ciegytowime Wwaru:

1. MonyuunTe B yAOCTOBEPAIOLLEM LLEHTPE K/HOY SNEKTPOHHOM nognucu gnsa B3anmogencraua c ECUA v Bbirpy-
3uTe cepTUdUKaAT OTKPBLITOrO KAtoYa.

s N
© nNpumeyanue
CepTuduKaT KNtoya NoHagobuTcA 3aperncTpmMpoBaTh Ha TexHonormyeckom noptane ECUA (cm. cnepy-
HOLLMIA MYHKT).
J

A\ BHumanmue

[o peructpauum UC B ECUA HeobxoaMMO 3aperncTpupoBaTth YYETHYH 3anucb opraHm3saumnmn 8 ECUA un
AaTb O4HOMY M3 COTPYAHMKOB A0CTYN K TexHonornvyeckomy noprtany ECUA.

2. 3aperucTpupyiite cucTemMy opraHusaLmmn Ha TexHonormuyeckom noptane ECUA:

@ BaxHo

YT1o6bI BXOA Yepes ECMA 3apaboTan, HeoBXo41MMO NoMy4YUTb opULMaNbHOE paspeLleHne Ha NpoBeae-
HUe UAEHTUOMKALMM U ayTeHTUdUKALMM NONb30BaTENEl C MOMOLLLIO 3aPErUCTPUPOBAHHON CUCTEMBI
W MOAYYNUTL JOCTYN K TECTOBOV / MPOMbILLAEHHO cpege ECUA. MoapobHee 06 STOM MOKHO NPoOYnUTaTh
3peck?®.

1. HarKmuTe Ha KHOMNKy J06aBUTb cUCTEMY.

2. YKaxuTe Ha3BaHWe cucTemMbl, oTobparkaemoe HasBaHWe, MHEMOHUKY cucTembl, cnmcok URL cuctembl
(URL pasBepHyToit cuctemsl Blitz Identity Provider ¢ ykasaHuem https), anroputm ¢opmmpoBaHus
anekTpoHHowW nognucu (RS256), a TakkKe BbIbepuTe OTBETCTBEHHOIO COTPYAHMKA.

43 https://identityblitz.ru/products/esia-bridge/digital-profile/

44 https://digitalcryptography.ru/projects/nashi-proekty/adapter/
45 https://esia.gosuslugi.ru/console/tech/

46 https://identityblitz.ru/services/esia-integration/
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OCHOBHbIE AAHHbIE CUCTEMbI

Ha3eaHue cucTembl

OToGpaxaemoe
HasBaHue

MHEMOHMKA CUCTEMbI

WHpopmayua o cucteme

URL cucTemsl

ANropuTM
hopMMpOBaHNA
3NEKTPOHHOI NoanucH

URL ana otnpasku push
COO0OLLEHMI

’I‘Iposepoqnaﬁ cuctema ‘

MposepoyHasa cuctema }

YkaxuTe HazpaHue cucTeMsl, koTopoe ByaeT otobpaxateca
nonb3oBaTenaAM [ocycnyr u UHTErpUpPOBaHHBLIX CUCTEM.
PekomeHayeTcA yKasbieaTh NOHATHOE ANA MacCOBOrO
nonb30BaTeNA Ha3eaHue, Hanpumep, BMecTo «EAuHLI nopTan
rocyAaapcTBeHHbIX yenyr (yHkumiA)» - «locycnyris.

CHECKSYS

Ecnu cuctema 3apeructpupoeana e CM3B, To mHemonuka 8 ECUA
[IOMKHA COOTBETCTEOBATL MHEMOHUKE TOUKM MOAKIKYEHNUA B
CM3B. Cuctema, peructpupyeman 8 ECUA c uensto nonyuenua
Aoctyna k cepeucy ECUA 8 CM3B, gomkHa ObiTe npegsaputensHo
3apeructpuposaHa 8 CMOB

MpoeepoyHas cuctema

VA

|
BeeguTe cnucok aapecos (KaXablil B 0TAeNsHOM none, ¢
npecmkcom “https://), koTopbie MoryT BbiTk yKkasaHel B CChinke AnA
OGPBTHOFD nepexoga nocne ayTeHdeuKaqnu nons3oeaTtens B
ECWA.

Ecnu cuctema aeT

http://identityblitz.ru

p iictene ¢ ECUA Toneko
uepez CM3B (6es ayTeHTMbMKaLMm Nonb3oBaTens), To B KauecTee
URL Bo3amoxHo ykasanme https://esia.gosuslugi.ru
Ecnun, npu HanpaeneHuu nonb3oearens ANA ayTeHTuduKkaumm e
ECWA, B ccoinke aAna obpatHoro nepexoaa byaet ykasaH agpec, He

LAV B CIUCOK URL, npouecc ayteHTdmKaymm
6ynet npepean. [lonyckaeTcA ykasbiBaTb UMA AoMeHa unu IP-
appec cepeepa e chopmarte |Pv4 / IPv6.

RS256 v

Beibepute kpunTorpaduueckuit anroputM hopMUpoBaHUA
3NEKTPOHHOM NOANUCH, KOTOPLINA ByAeT ucnonb3oBaTLCA NpU
BbINyCKe MapkepoB A0CTyna, Mapkepos w;emm‘buxaqu,
mMapkepoe 06HOBNEHUA, Koaa aBTopu3aLymn

Beegute agpec (c npedukcom "hitps:/I"), koTopi Gyaet
wcnonb3osatbea ECUA ana otnpaeku B UC coobuuenuii -
yBefoMnenuii (push-coobuyennit)

KATEFOPUSi UHOOPMALIMOHHOW CUCTEMBI

Kareropusa
WHOPMALMOHHON
CUCTEMBI

Bpema Xu3Hu access
token, MuH

Bpems xu3nu refresh
token, MUH

Mo ymonyaHuio

[60

min: 10; max: 180

\1051200

min: 60; max: 1051200

OTBETCTBEHHbIA 3A 3KCMNYATALMIO CUCTEMBI

ono

ALpeC 3NeKTPOHHOM
noyThl

Homep TenedpoHa

[ WBaHos MsaH MBaHOBMHl

BeeauTe MMA OTBETCTBEHHOTO COTPYAHMKA BaLUei OpraHu3aLuu u
euibepuTe ero u3 Beinagakwyero cnucka. Mons3oBartent AOMKeH
BbiTb NPUCOEAMHEH K YYETHOM 3aN1CK BaLLE OpraHn3aLym.

|

|
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3. CoxpaHuTe faHHble U NeperianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTte cepTUdMKAT cUcTEMbI HA TEXHONOTMYECKOM MopTase.

=3 m
@&) ) ﬁgﬁ'gmnmm TexHonoruveckui nopran
— ECWA
i S 000 "PEAKCO®T"
Texronoauveckull nopman CMEHUTL OpraHu3aumio

WHdopmaumoHHEIe CHCTeMbI CepBuch! Wcropus onepaumni

TecroBas cucrema pa3pabOTYUKOB

YNPABJIEHUE CEPTUOUKATAMU

_@J
Ans aarpyak 1} OGHoBMTL

Ans obHoen

[ns obecneyeHus uaeH Baleit UHg 0/ CUCTEMbI MPU 3NEKTPOHHOM
83aMMOAEACTBN HEOBXOAUMO UCNONb30BATL CEPTUMHMKAT CUCTEMBI.

= Kou] Bbl MOXETE UCNONb30BaTh cepTUduKaTsl hopmara X.509 8 kopuposke DER wnu PEM (daiinb! 'Lﬁ
CN- C cepTuduxaTom obbivHO UMetoT paclumpenus .CER wnu .CRT).
1430900149 O=Rl Y106kl 3arpy3nThb HOBbIA CEPTUDUKAT, HAXMUTE KHONKY «3arpy3uTb» U YXaxuTe NyTb K anny, nubo & m
ST=| NpocTo nepeTalyuTe aiin 8 06NacTb 3arpy3aku. e
1202933600  CN=| 3 o
+ 3arpyauts
557224121  CN=| & m

MHHKOMCBS3L Pocrenexom
POCCHH

3. YctaHoBUTe U HacTpoliTe cpeay PyHKLMoHMpoBaHMA SDK NC KnneHTa, B TOM YMCie BbINOJIHUTE YCTAaHOBKY U
HaCTPOWKY CpeacTBa Kpuntorpadpuyeckon 3alwmTtbl MHGOPMaLUN, BHECEHNE HEOBXOANMMBIX SAHHbIX U cep-
TUPUKATOB, MONYHYEHHDBIX B YAOCTOBEPSAIOLLMX LEHTPAX U Ha TexHonornyeckom noptane ECUA. MNogpobHas
MHbOpPMaLMA NO YCTaHOBKE M HAaCTPOMKe NpuseaeHa B oduUmManbHOM goKymeHTaumm Ha SDK UC KnueHTa.

4. MepelianTte B KOHCOMb ynpasaeHus Blitz Identity Provider n gobasbTe nocTaBLMKa, MMEOLWEro Tun ECHUA
(Anantep-HudpacTpykTypa).

5. 3apaliTe 6a30Bble HacTpoiku ECUA:
® loneHTHHUKATOP IIOCTAaBIHKA,
® HazBaHMEe IIOCTAaBIMKA.
6. 3anoNHWUTE HAaCTPOMKM NOCTaBLMKA UaeHTUPUKaummn ECUA:

e URL nna dopMupoBaHHd samnpoca ayreHTuduxauuu: agpec cepsmca SDK NC KnueHta, Bo3spa-
LLaoLLLero 3anpoc ayTeHTMduMKaumm, KoTopblit Blitz Identity Provider oTnpasuT us 6paysepa nonb3o-
BaTena 8 ECUA gna nonyvyeHnA Koga aBTopusaLmnu.

e URL nng asTopusauuu: agpec obpabotunka ECUA, Bo3BpalLatoLLEro KoL aBTOPM3aLLMK B OTBET Ha
3anpoc ayTeHTudmKaLmu.

© nNpumeuanme

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)
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nnn

https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOLA ECUA)

® URL nna dopMUpOBaHHY 3ampoca Mmapkxepa: agpec cepsuca SDK UC KnueHTta, Bo3BpaLlatoLero
3anpoc mapkepa, Kotopbliit Blitz Identity Provider otnpasut back-to-back 8 ECMA ans obmeHa Koga
aBTOpPM3aLMKM Ha MapKep gocTyna.

* URL nonsg monyueHus u OBHOBIEHHS Mapkepa: agpec obpabortumka ECUA, BbizbiBaemMoro c cep-
Bepa Blitz Identity Provider gna nonyyeHunsa mapkepa goctyna.

© npumevanue
https://esia—-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)
unn

https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECUA).

e URL nna ob6paboTku oTBeTa Ha samnpoc Mapkepa: agpec cepsuca SDK UC KnneHTa, Ha KoTo-
pbii Blitz Identity Provider oTnpaBuT TOKeH AOCTyna A1s NOATBEPXKAeHUA ayTeHTudukaumm ECUA.
Mocne nonyvyeHUn NOATBEPKAEHMA MapKep JOCTYNa, MapKep naeHTUdUKaLmmn, mapkep obHoBeHMS,
nosiyyeHHble oT ECUA, byayT ABAATLCA BANAHBIMU U KOPPEKTHBIMU U MOTYT ObITb MCNOAb30BAHbI AN
B3aMMOLENCTBUA C NPUIOKEHUEM, 3aNPOCUBLLMM AOCTY.

e URL nons monydYeHHs maHHEX — afpec obpaboTtunka ECUA, BbisbiBaemoro c cepsepa Blitz Identity
Provider gns nonyyeHus faHHbIX YYETHOM 3anucu.

© nNpumeuanne
https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid} (TECT ECUA)
nnmn

https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOA ECUA).

© nNpumeuanue

Ecnun mapkepbl JOCTyna nonb3osaTeneit HeobXoAMMO COXPaHATbL B 6asy AaHHbIX, YCTaHOBUTE GNaXKOK
3anoMMHATHL Mapkephl. B pesy/nbrate mapkepbl 6y4yT COXPaHATLCA B CAEAYIOWMX CAYYanX:

* Mpwu BXoAe NoNb30BaTeNs;
® MpuY NPUBA3Ke BHELIHEro NOCTaBLMKA B JIMYHOM KabuHeTe;
® Mpu NpMBA3Ke BHELIHero nocTasLwmKa Yepes REST API;

® Mpu perncTtpaunm nonb3osartenAa Yepes BHeWHero NnoCrtasUWmnKa.
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be3sonacHocTb

3anonHuTe JaHHble 419 KOppeKTHOro B3anmogericteus Blitz Identity Provider c ECUA.

URL ans popmupoBaHus 3anpoca
ayTeHTUdMKaunmn

URL gns aBTopusauumn

URL ans popmupoBaHus 3anpoca
Mapkepa

URL gns nony4yeHns 1 o6HOBNeHUSA
Mapkepa

URL ansi 06pa6oTku oTBeTa Ha 3anpoc

http://localhost/v1/createAuthReq/v2/ac

https://esia.gosuslugi.ru/aas/oauth2/v2/ac

http://localhost/v1/createTokenReq/v3/te

https://esia.gosuslugi.ru/aas/oauth2/v3/te

http://localhost/v1/tokenResp

Mapkepa

() 3anomunHaTh Mapkepbl

URL ansi nonyyeHms gaHHbIX https://esia.gosuslugi.ru/rs/prns/${prn_oid}

® BampamuBaeMble paspemeHHd: NepevyeHb 3anpalmnBaemMblx paspeweHnii us ECUA.

® 3amnpamMdBaeMble OaHHBIE IIOJIb30BaTeNd: HEO6XOLI,MMO OTMETUTb Teé AaHHble, KOTOpble cneayet
nony4yaTtb nU3 ECUA; 3TK gaHHble AONXKHbI 6bITb AOCTYNHbI NO 3anpaliMBaemMbim paspeeHnam.

PaBpEU.IEHMﬂ W AaHHble NoJsib3oBaTens

Bbl6epuiTe paspeLleHuns 13 JoCTYMHOro cnvcka

JocTynHble paspeLueHns

3anpaluvBaemble paspelueHms openid x
n

3anpaluvBaembie JaHHble OCHOBHbIe AaHHble

nonb3oBarens D KOHTaKTb!

I:I Appeca

I:l AoKymeHTbI

OtmeHa CoxpaHuTb

7. HactpoliTe npaBu/ia CBA3bIBAHUA.

8. B paspene AyTeHTUdMKALMA KOHCONM YNPABAEHUA BKIOUYUTE UCMONb30BaHME METOAA ayTeHTUdMKaALMK C
MCMNoNb30BaHMEM NOCTABLLMKA NAEHTUDUKALUMM ECHA (AmanTep-UHbpacTpyXTypa) .

Apantep TrustGate ana ECUA

Blitz Identity Provider nossonseTt ucnonb3osatb Aaa B3ammopgenctama ¢ ECUA Tunosble cepTudUUMPOBAHHbIE
peweHua TrustGate:

® pucnonHeHwue 2, sepcma 3.4.1;

® ucnonHeHwe 1, sepcma 3.

2.3. BHelHMe NOCTaBWMUKN AEHTUPUKALUN 164



Blitz Identity Provider, Bepcua 5.31

© nNpumeuanue

PelweHwus paspaboTtaHbl AO «MHPpoTeKC UHTepHeT TpacT»?.

Jns koHourypmposaHua Bxoga Yepes ECUA c ncnonbsosaHnem ntoboro pewweHus TrustGate BbinonHUTe cnepy-
lowue warm:

1. MNMonyuuTe B yAOCTOBEPAIOLLEM LEHTPE K/KOY 3/IEKTPOHHOM nognucu ana Bsaumogenctama c ECUA u Bbirpy-
3uTe cepTUdMKAT OTKPbITOrO KAtoya.

© nNpumeyanue

CepTMduKaT KNtoYa NOHaZo0bMTCA 3aperncTpuposaTh Ha TexHosormyeckom noptane ECUA (cm. cneay-
FOLLMM MYHKT).

A\ Buumanue

Jo peructpauyum UC B ECMA HeobxoaMMO 3aperncTpupoBaTth YYETHYH 3anucb opraHmsaumnmn 8 ECUA un
AaTb O4HOMY M3 COTPYAHUKOB AOCTYN K TexHonornvyeckomy noptany ECUA.

2. 3aperucTpupyiite cuctemy opraHusaumm Ha TexHonornyeckom noptane ECUA*E:

@ BaxHo

YT106bI BXOA Yepe3 ECUA 3apaboTtan, Heobxoanmo nonyuntb opuumanbHOe paspelleHme Ha nposese-
HUe NaeHTUOUKALUMM M ayTEHTUDMKALMM NONb30BATENEN C MOMOLLBIO 3aPErMCTPUPOBAHHON CUCTEMDI
M NONYYUTb AOCTYN K TeCTOBOW / npombliwiieHHol cpeae ECUA. MoapobHee 06 3TOM MOMKHO NPOYUTaTh
3pec®

1. HaxmuTe Ha KHOMKy [lo6aBuUTL cucTemy.

2. YKa)KuTe HazBaHWe cUCTeMbl, OTobpaxkaemoe Ha3BaHMEe, MHEMOHMKY cucTtemsl, cnncok URL cuctembl
(URL pa3BepHyToii cucTemsl Blitz Identity Provider ¢ yKazaHuem https), anroputm GopmupoBaHUs
aneKTpoHHoM noanucy (RS256), a Tak:Ke BbIbepUTE OTBETCTBEHHOIO COTPYAHMKA.

47 https://smev.iitrust.ru/
48 https://esia.gosuslugi.ru/console/tech/
49 https://identityblitz.ru/services/esia-integration/
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OCHOBHbIE AAHHbIE CUCTEMbI

HasBaHue cuctembl ’I‘Iposepoqnaﬁ cucTema ‘

OToGpaxaemoe [l‘lpoaepwﬂaﬂ cuctema }
HasBaHue

YkaxuTe HazpaHue cucTeMsl, koTopoe ByaeT otobpaxateca
nonb3oBaTenaAM [ocycnyr u UHTErpUpPOBaHHBLIX CUCTEM.
PekomeHayeTcA yKasbieaTh NOHATHOE ANA MacCOBOrO
nonkL30BaTeNA Ha3BaHWe, HanpuMep, BMecTo «EauHLIN nopTan
rocyAaapcTBeHHbIX yenyr (yHkumiA)» - «locycnyris.

MHemoHuKa cuctembl | CHECKSYS

Ecnu cuctema 3apeructpupoeana e CM3B, To mHemonuka 8 ECUA
[IOMKHA COOTBETCTEOBATL MHEMOHUKE TOUKM MOAKIKYEHNUA B
CM3B. Cuctema, peructpupyeman 8 ECUA c uensto nonyuenua
Aoctyna k cepeucy ECUA 8 CM3B, gomkHa ObiTe npegsaputensHo
3apeructpuposaHa 8 CMOB

WHpopmauus o cucteme | MpoBepodHas cuctema

VA

URL cuctemsl | http://identityblitz.ru |

BeeguTe cnucok agp ( AL B OTAENLHOM none, ¢
npecmkcom “https://), koTopbie MoryT BbiTk yKkasaHel B CChinke AnA
obpaTHoro nepexoaa nocne ayTeHTUUKaLMK NoNb30BaTens B
ECHA.
Ecnu cuctema np aeT iictene ¢ ECUA Toneko
uepez CM3B (6es ayTeHTMbMKaLMm Nonb3oBaTens), To B KauecTee
URL Bo3amoxHo ykasanme https://esia.gosuslugi.ru
Ecnun, npu HanpaeneHuu nonb3oearens ANA ayTeHTuduKkaumm e
ECWA, B ccoinke aAna obpatHoro nepexoaa byaet ykasaH agpec, He
LAV B CIUCOK p URL, npouecc ayteHTdmKaymm
6ynet npepean. [lonyckaeTcA ykasbiBaTb UMA AoMeHa unu IP-
appec cepeepa e chopmarte |Pv4 / IPv6.

Anroputm | RS256 -
opmupoBaHMa

3NEKTPOHHON NoAnUcH
Beibepute kpunTorpaduueckuit anroputM hopMUpoBaHUA
3NEKTPOHHON phiit Gyaet ucn CA Np1
BbINyCKe MapkepoB A0CTyna, Mapkepos MJ]eHTM¢MKaL[MM,
mMapkepoe 06HOBNEHUA, Koaa aBTopu3aLymn

URL ana otnpasku push
COO0OLLEHMI

Beegute agpec (c npedukcom "hitps:/I"), koTopi Gyaet
wcnonb3osatbea ECUA ana otnpaeku B UC coobuuenuii -
yBefoMnenuii (push-coobuyennit)

KATEFOPUSi UHOOPMALIMOHHOW CUCTEMBI

Karteropua | Mo ymon4yaHuio

WHOPMALMOHHON
CUCTEMBI

Bpema Xu3Hu access [60 }
token, MuH

min: 10; max: 180

Bpems xu3nu refresh \1051200 ‘
token, MUH

min: 60; max: 1051200

OTBETCTBEHHbIA 3A 3KCMNYATALMIO CUCTEMBI

ono ’MBaHOB MBaH MBaHOBM‘ll }

BeeauTe MMA OTBETCTBEHHOTO COTPYAHMKA BaLUei OpraHu3aLuu u
euibepuTe ero u3 Beinagakwyero cnucka. Mons3oBartent AOMKeH
BbiTb NPUCOEAMHEH K YYETHOM 3aN1CK BaLLE OpraHn3aLym.

Afpec 3neKTPOHHOM I I
nouThI

Homep TenedpoHa I I

=
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3. CoxpaHuTe faHHble U NeperianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTte cepTUdMKAT cUcTEMbI HA TEXHONOTMYECKOM MopTase.

—
(G% ) ﬁgﬁgmm TexHonoru4yeckum nopran
= oA 000 "PEAKCOQT"
TexHonoauyeckuli nopman CMeHuTL opraHu3aumio

WHdopmaumoHHEIe CHCTeMbI CepBuch! Wcropus onepaumni

TecroBas cucrema pa3pabOTYUKOB

YNPABJIEHUE CEPTUOUKATAMU

_@
Ans aarpyak 1} OGHoBMTL

Ans obHoen

[ns obecneueHus uaexTud Baleit UHg 0/ CUCTEMbI MPU 3NEKTPOHHOM
83aMMOAEACTBN HEOBXOAUMO UCNONb30BATL CEPTUMHMKAT CUCTEMBI.

= Ko':] Bbl MOXETE UCNONb30BaTh cepTUduKaTsl hopmara X.509 8 kopuposke DER wnu PEM (daiinb! tﬁ

Nl C cepTuduxaTom obbivHO UMetoT paclumpenus .CER wnu .CRT).
1430900149 O=Rl Y106kl 3arpy3nThb HOBbIA CEPTUDUKAT, HAXMUTE KHONKY «3arpy3uTb» U YXaxuTe NyTb K anny, nubo
ST=| NpocTo nepeTalyuTe aiin 8 06NacTb 3arpy3aku.

1202933600 CN=|

+ 3arpyauts

557224121 CN=|

| ‘:[4-

%gé@———q—l———!-

MHHKOMCBASL Pocrenexom
POCCHM

w

. YcTtaHoBUTE M HacTpoinTe cpeay PpyHKLMOHMpPOBaHMA TrustGate cornacHo oduLManbHOM JOKYMEHTALNUN.

iy

. NepeiipuTe B KOHCONb ynpasneHus Blitz Identity Provider n no6aBbTe NOCTaBLLMKA, MMEIOLLETO TUM ECHA
(TrustGate).

5. 3agalite 6a3oBble HacTpoikm ECUA:
® HoneHTHPUKATOP IOCTAaBIHKAE,
® HazBaHMEe IIOCTaBIMKA.
6. 3ano/sHUTE HAaCTPOMKM NOCTaBLWMKA MaAeHTUPUKaummn ECHA:

® MuemoHmka cucTeMel (client_id): BBeAWTe 3Ha4YeHMWe, yKasaHHOe paHee Ha TeXHONOrnYecKom
noptane ECUA.

e URL nng molyuyeHuHd TOKeHa:afpec CepBUCAa AN1A NOJyYyeHUA ToKeHa TrustGate.
e Jlorux M mapons: IOTWUH U NapOo/b, N0 KOTOPbIM ByAeT nonyyeH TokeH TrustGate.
® URL nmng cosapmaHMd IoToka: agpec cepBucCa ANA CO34aHUA NOTOKA M NOIy4EeHUA state.

® URL ¢unansuoro penupexta: URL dMHanbHOro peamnpekra nocne norayta us ECUA (nepesaercsa 8
CepBUC CO34aHNA NOTOKA).

e URL nng moNydeHHd sampoca nnd exomna: agpec cepsuca TrustGate, Bo3spawarowero sanpoc
ayTeHTMdMKauum, KoTopbin Blitz Identity Provider otnpasut 13 6paysepa nonb3osatens B ECUA ana
Nnosy4yeHnn Koga aBTopM3aLmm.
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® URL [ons MONyuYeHHs CTaTyca ayTeHTudbukauuu: afpec cepsuca TrustGate, Ha KoTopbii Blitz
Identity Provider oTnpaBuT Kog aBTOpM3aumn a1a 3aBeplieHns ayteHTudukaumm ECHA.

e URL nng nonyueHHd OaHHBIX NONb30BaTend:afpec cepsuca TrustGate, Bbi3biIBaEMOro ¢ cepse-
pa Blitz Identity Provider ana nonyyeHua mapKkepa 4oCTyna M AaHHbIX NO/1b30BaTENA.

P
© nNpumeyanue

Ecnu mapkepbl 4oCTyna nonb3oBaTtesieil HeobXoAnMMo coxpaHATb B 6a3y AaHHbIX, yCTaHOBUTE (iaxKoK
3amoMuHaThL Mapkeprl. B pe3ynbraTe MapKepbl by4yT COXPAHATLCA B CAEAYHOLLMX CAYYAAX:

® MNpu BXo4e Nosib30oBaTeNA;
® Mpu NpuBA3Ke BHeLWHero NoCtasuuKa B JInyHom Ka6VIHETe,'

® Mpu NpMBA3KE BHELIHEro NocTaBLmKa Yepes REST API;

® MNpun perncTpaunm nonb3oBaTtena yepes BHeWHero NoCrasLlwmnKa.

Be3onacHocTb

3anonHnTe AaHHble ANst KOPPEKTHOro B3amMogericteuns Blitz Identity Provider ¢ ECUA.

MHemMoHMKa cuctemsl (client_id)

URL ansa nonyyeHus TokeHa

JlorvH

Naponb

URL gnsa co3gaHusa notoka

URL ¢umHanbHoro pegunpekra

URL gns nony4veHus 3anpoca ans
BXOAa

URL ans nony4veHuns crartyca
ayTeHTUdMKaLUn

URL ana nonyyeHus AaHHbIX
nonb3osarens

(1) 3anomnHaTh Mapkepsbl

* 3ampamnBaeMble paspemeHud: MepevyeHb 3anpalmBaemblx paspeweHnin ns ECUA.
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Pa3peu.|eHm| W faHHble Nnonb3oBaTens

Bbi6epuTe paspeLLeHus U3 AOCTYMHOrO crvcka

[JlocTynHble paspelueHns

3anpaluviBaeMble paspeLueHus

OTmeHa CoxpaHnTb

7. HactpoliTe npaBuia CBA3bIBAHUA.
8. B paspene AyTeHTUdMKALMA KOHCONM YNPABAEHUA BKIOUYUTE UCNONb30BaHME METOAA ayTeHTUdMKaLMK C
MCMNO/Ib30BaHMEM NOCTABLUMKA NAEHTUDUKALMM ECHA (TrustGate).
Apantep VipNet EDI SOAP Gateway gns ECUA

Blitz Identity Provider nossonseT ucnonb3oBaTb Ana B3ammogenctama ¢ ECUA peweHune VipNet EDI SOAP
Gateway.

© nNpumevanue

PewweHue paspabotaHo AO «MHPoTeKC UnTepHeT TpacT»*C.

Ons KoHPUrypuposaHus Bxoga vepes ECUA c ncnonbsosaHnem pewenma VipNet EDI SOAP Gateway BbinosHUTe
cneaytoLme waru:

1. MonyuunTe B yAOCTOBEPAIOLLEM LLEHTPE K/HOY SN1eKTPOHHOM nognucy gnsa B3anmogencraua c ECUA v Bbirpy-
3uTe cepTUdUKAT OTKPLITOrO KAKoYa.

e B
© nNpumeyanue
CepTuduKat Kntoya NoHagobuTcA 3aperncTpmMpoBaTh Ha TexHonormyeckom noptane ECUA (cm. cneay-
OLLMIA MYHKT).
J

A BHumanue

[o peructpauum UC B ECUA HeobxoaMMO 3aperncTpupoBaTth YYETHYH 3anucb opraHmsaumnmn 8 ECUA un
AaTb O4HOMY M3 COTPYAHMKOB A0CTYN K TexHonornvyeckomy noptany ECUA.

2. 3aperucTpupyiite cucTemy opraHusaLmm Ha TexHonornuyeckom noptane ECUASL:

@ BaxHo

YT1o6bI BXOA Yepes ECMA 3apaboTan, HeobXo41MMO NoMy4YUTb opULMaNbHOE paspeLLleHe Ha NpoBeae-
HUe UAEHTUOMKALMM U ayTeHTMdUKALMM NONb30BaTENEl C MOMOLLLIO 3aPErUCTPUPOBAHHON CUCTEMBI
W MOAYYNUTL JOCTYN K TECTOBOW / NPOMBbILLAEHHO cpege ECUA. MoapobHee 06 STOM MOKHO NPOYUTaTL
3pech?

50 https://infotecs.ru/products/vipnet-edi-soap-gate-3/
51 https://esia.gosuslugi.ru/console/tech/
52 https://identityblitz.ru/services/esia-integration/
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1. HarKmuTe Ha KHOMKy J06aBUTb cuUcTeMy.

2. YKa)uTe Ha3BaHWe cucTembl, oTobpaxkaemoe HasBaHMEe, MHEMOHMKY cuctembl, cnncok URL cuctembl
(URL pasBepHyTOi cuctembl Blitz Identity Provider ¢ ykasaHuem https), anroputm ¢popmupoBaHus
3N1eKTPOHHOM nognucy (RS256), a Tak:Ke BbibepUTe OTBETCTBEHHOIO COTPYAHMKA.
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OCHOBHbIE AAHHbIE CUCTEMbI

Ha3eaHue cucTembl

OToGpaxaemoe
HasBaHue

MHEMOHMKA CUCTEMbI

WHpopmayua o cucteme

URL cucTemsl

ANropuTM
hopMMpOBaHNA
3NEKTPOHHOI NoanucH

URL ana otnpasku push
COO0OLLEHMI

’I‘Iposepoqnaﬁ cuctema ‘

MposepoyHasa cuctema }

YkaxuTe HazpaHue cucTeMsl, koTopoe ByaeT otobpaxateca
nonb3oBaTenaAM [ocycnyr u UHTErpUpPOBaHHBLIX CUCTEM.
PekomeHayeTcA yKasbieaTh NOHATHOE ANA MacCOBOrO
nonb30BaTeNA Ha3eaHue, Hanpumep, BMecTo «EAuHLI nopTan
rocyAaapcTBeHHbIX yenyr (yHkumiA)» - «locycnyris.

CHECKSYS

Ecnu cuctema 3apeructpupoeana e CM3B, To mHemonuka 8 ECUA
[IOMKHA COOTBETCTEOBATL MHEMOHUKE TOUKM MOAKIKYEHNUA B
CM3B. Cuctema, peructpupyeman 8 ECUA c uensto nonyuenua
Aoctyna k cepeucy ECUA 8 CM3B, gomkHa ObiTe npegsaputensHo
3apeructpuposaHa 8 CMOB

MpoeepoyHas cuctema

VA

|
BeeguTe cnucok aapecos (KaXablil B 0TAeNsHOM none, ¢
npecmkcom “https://), koTopbie MoryT BbiTk yKkasaHel B CChinke AnA
OGPBTHOFD nepexoga nocne ayTeHdeuKaqnu nons3oeaTtens B
ECWA.

Ecnu cuctema aeT

http://identityblitz.ru

p iictene ¢ ECUA Toneko
uepez CM3B (6es ayTeHTMbMKaLMm Nonb3oBaTens), To B KauecTee
URL Bo3amoxHo ykasanme https://esia.gosuslugi.ru
Ecnun, npu HanpaeneHuu nonb3oearens ANA ayTeHTuduKkaumm e
ECWA, B ccoinke aAna obpatHoro nepexoaa byaet ykasaH agpec, He

LAV B CIUCOK URL, npouecc ayteHTdmKaymm
6ynet npepean. [lonyckaeTcA ykasbiBaTb UMA AoMeHa unu IP-
appec cepeepa e chopmarte |Pv4 / IPv6.

RS256 v

Beibepute kpunTorpaduueckuit anroputM hopMUpoBaHUA
3NEKTPOHHOM NOANUCH, KOTOPLINA ByAeT ucnonb3oBaTLCA NpU
BbINyCKe MapkepoB A0CTyna, Mapkepos w;emm‘buxaqu,
mMapkepoe 06HOBNEHUA, Koaa aBTopu3aLymn

Beegute agpec (c npedukcom "hitps:/I"), koTopi Gyaet
wcnonb3osatbea ECUA ana otnpaeku B UC coobuuenuii -
yBefoMnenuii (push-coobuyennit)

KATEFOPUSi UHOOPMALIMOHHOW CUCTEMBI

Kareropusa
WHOPMALMOHHON
CUCTEMBI

Bpema Xu3Hu access
token, MuH

Bpems xu3nu refresh
token, MUH

Mo ymonyaHuio

[60

min: 10; max: 180

\1051200

min: 60; max: 1051200

OTBETCTBEHHbIA 3A 3KCMNYATALMIO CUCTEMBI

ono

ALpeC 3NeKTPOHHOM
noyThl

Homep TenedpoHa

[ WBaHos MsaH MBaHOBMHl

BeeauTe MMA OTBETCTBEHHOTO COTPYAHMKA BaLUei OpraHu3aLuu u
euibepuTe ero u3 Beinagakwyero cnucka. Mons3oBartent AOMKeH
BbiTb NPUCOEAMHEH K YYETHOM 3aN1CK BaLLE OpraHn3aLym.

|

|
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3. CoxpaHuTe faHHble U NeperianTe K HacTpoiKe cepTUPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTte cepTUdMKAT cUcTEMbI HA TEXHONOTMYECKOM MopTase.

—
(G% ) ﬁgﬁgmm TexHonoru4yeckum nopran
= oA 000 "PEAKCOQT"
TexHonoauyeckuli nopman CMeHuTL opraHu3aumio

WHdopmaumoHHEIe CHCTeMbI CepBuch! Wcropus onepaumni

TecroBas cucrema pa3pabOTYUKOB

YNPABJIEHUE CEPTUOUKATAMU

_@
Ans aarpyak 1} OGHoBMTL

Ans obHoen

[ns obecneueHus uaexTud Baleit UHg 0/ CUCTEMbI MPU 3NEKTPOHHOM
83aMMOAEACTBN HEOBXOAUMO UCNONb30BATL CEPTUMHMKAT CUCTEMBI.

= Ko':] Bbl MOXETE UCNONb30BaTh cepTUduKaTsl hopmara X.509 8 kopuposke DER wnu PEM (daiinb! tﬁ

Nl C cepTuduxaTom obbivHO UMetoT paclumpenus .CER wnu .CRT).
1430900149 O=Rl Y106kl 3arpy3nThb HOBbIA CEPTUDUKAT, HAXMUTE KHONKY «3arpy3uTb» U YXaxuTe NyTb K anny, nubo
ST=| NpocTo nepeTalyuTe aiin 8 06NacTb 3arpy3aku.

1202933600 CN=|

+ 3arpyauts

557224121 CN=|

| ‘:[4-

%gé@———q—l———!-

MHHKOMCBASL Pocrenexom
POCCHM

w

. YcTtaHoBUTE M HacTpoiTe cpeay GyHKUMOoHMpoBaHMA VipNet cornacHo oduLmanbHOM JOKYMEHTALLUN.

iy

. NepeiipuTe B KOHCONb ynpasneHus Blitz Identity Provider n no6aBbTe NOCTaBLLMKA, MMEIOLLETO TUM ECHA
(VipNet EDI SOAP Gate).

5. 3agalite 6a3oBble HacTpoikm ECUA:
® HoneHTHPUKATOP IOCTAaBIHKAE,
® HazBaHMEe IIOCTaBIMKA.
6. 3ano/sHUTE HAaCTPOMKM NOCTaBLWMKA MaAeHTUPUKaummn ECHA:

® MuemoHmka cucTeMel (client_id): BBeAWTe 3Ha4YeHMWe, yKasaHHOe paHee Ha TeXHONOrnYecKom
noptane ECUA.

e URL nng molydyeHHd TOKeHAa:afpec cepBuca Ana nonyyvyeHua tokeHa VipNet.
e Jlorus M napons: JIOFMH U NAaposb, N0 KOTOPbIM byaeT nonyyeH TokeH VipNet.

e URL nng molydeHWd sanpoca nng exopma: afapec cepsuca VipNet, Bosspallatowero 3anpoc
ayTeHTMdUKaumm, kotopbin Blitz Identity Provider otnpasut 13 6paysepa nonb3osatens 8 ECUA ana
nosly4eHnA Koga aBTopmsaLmm.

e URL nng monyueHHd Mapkepa mocTyna: agpec cepsuca VipNet, Ha KoTopbiii Blitz Identity
Provider oTnpaBuT Kog, aBTOpU3aLMK 419 NONYYeHUs MapKepa JocTyna.
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e URL nng mMonydYeHHd NAHHBIX Nonb3oBaTend: agpec cepsuca VipNet, Bbi3biBaemoro c cepsepa
Blitz Identity Provider ona nonyyeHuna AaHHbIX NONb30BaTENS.

- N
© nNpumeuanue

Ecnun mapkepbl JoCTyna nonb3osaTeneil HeobXoAMMO COXPaHATb B 6a3y AaHHbIX, YCTaHOBUTE GNaXKOK
3anoMMHATHL Mapkephl. B pesy/nbrate mapkepbl By4yT COXPaHATLCA B CAEAYIOWMX CAYYanX:

® MNpun BXo4e NONb30BaTeENA;
® Mpu NpMBA3KE BHELIHEro nocTasLwmKa B JInyHom Ka6MHETe;

® Mpu NpMBA3Ke BHELIHero nocTasLwmKa Yepes REST API;

® Mpu perncTtpaunm nonb3osartenAa 4yepes BHeLWHero NnoCTtasLWmKa.

BesonacHocTb
I 3anosiHuTe JaHHble 415 KoppekTHoro B3anmogeincteusa Blitz Identity Provider c ECUA.

MHemoHwuKa cuctemsl (client_id)
URL ans nonyyeHms TokeHa
NorvH

Naponb

URL ans nony4veHus 3anpoca ans
BX0o/ja

URL ans nonyyeHus mapkepa goctyna

URL ans nonyyeHus gaHHbIX
nosb3oBartens

() 3anomuHaThL Mapkepsi

* 3ampamMBaeMble paspemeHud: NepeyeHb 3anpallnBaembix paspelleHunin ns ECUA.

PaBpeLLIEHI/Iﬂ W AaHHblIe NoJsib3oBaTens

BbibepuTe paspelleHns 13 AOCTYNHOMO cnucka

JlocTynHble paspelueHuns

3anpawmBaemblie paspelueHns openid x

OTmeHa CoxpaHuTb

7. HacTpoliTe npaBuna cBA3bIBaHUA.

8. B pasgene AyTeHTUdMKALMA KOHCONM YNIPABAEHWUA BKAOUYMTE UCMO/Ib30BaHNE METOAa ayTEHTUMKALIMK C
MCMNO/b30BaHMEM MOCTaBLIMKa MAEHTUGMKALUMM ECHA (VipNet EDI SOAP Gate).
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C6ep ID
[nsa KoHoUrypupoBaHusa Bxoga Yepes Coep ID Heob6X0AMMO BbINONHUTL CAeaytoLLMe LWark:

1. 3apeructpupoBatb npuaoxeHue B cucteme Cobep ID. A 3TOro BOCNONb30BaTbCA UHCTPYKLMEN, pa3me-
LWEHHOM Ha OPULMaNbHOM caliTe 3TOro MOCTaBLIMKA MAEHTUPUKaLMKS. Tlo pesynbTaTam perucrTpaLmm
HeobXo4MMO NONYYUTb:

* naeHTMdMKaTOp KAMeHTa (Client ID);

® CeKpeT KAneHTa (Client Secret);

* cepTUPUKAT cUCTeMbI, MoaKAoUYeHHoW K Coep ID;
e ceptndumkar Céep ID.

2. HacTpowuTb 3alMmLLEeHHbIM KaHan CBA3M MeXay opraHusaumeit n 6aHKkom ¢ ucnosnb3oBaHnem ceptnduKaTa,
nonyyeHHoro ot NMAO «CbepbaHK» B NpoLecce pernctpaLmm.

3. MepeinTu B KOHCONb ynpasaeHus Blitz Identity Provider n 4o6aBuTb NocTaBLIMKA, UMEIOLLLErO TUN C6ep ID.
4. 3anoNHUTb HaCTPOMKKM NOCTaBLIMKA MAEHTUDUKALUM:

e NaeHTUdMKATOP NOCTaBLUMKA;

e HaseaHMe NOCTaBLUMK];

¢ URL ans aBTopm3saumm —aapec, no KOTopomy A0/XKHA MHULUMUPOBATbCA ayTeHTUdUKaLMA, Hanpumep:
https://online.sberbank.ru/CSAFront/oidc/authorize.do;

e URL ans nonyyeHuns n obHoBAEHMA MapKepa —afpec, N0 KOTOPOMY NPOUCXOAMUT NoayYeHne N obHOB-
JleHne mapKepa gocTyna. JomkeH 6bITb yKa3aH BHYTPEHHUI agpec ceTu, obpalleHne Yepes KoTopblii
obecneynT paboTy No 3alLMLLEHHOMY KaHasy CBA3M MeXAY opraHmsaumen u 6aHKom;

© nNpumevanue

Ecnu mapkepbl 40CTYNa Nonb3oBaTeieit HeobxoANMMO coxXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE da-
OK 3amomuHaThs Mapkepsl B pesynbrate mapKepbl 6yayT COXPAHATLCA B CAeAYIOLLMX CyYanX:

npu BXo4e nosib3oBaTensa;

— NPV NPMBA3Ke BHELUHEro NocTaBLLMKa B JIMYHOM KabuHeTe;

npu NpuBA3Ke BHELWHEro NocTaBLMKa Yepes REST API;

npu perncTpaunm nonb3oBartena Yyepes sHewHero NnocrasLwuKa.

¢ URL ans nonyyeHua AaHHbIX — aApec, No KOTOPOMY NMPOUCXOAUT NONYYEHME AaHHbIX NOSb30BaTENS.
JoneH 6bITb YKa3aH BHYTPEHHWUI agpec ceTu, obpalleHune Yepes KoTopbliii obecneunT paboTy no
3aLUMLLLEHHOMY KaHany CBSA3M MeXAy OpraHusaumein n 6aHKom;

e NpeHTnduKatop KAneHTa (Client ID);

e CeKpeT KiMeHTa (Client Secret);

* 3anpaluMBaemble rpynnbl 4aHHbIX — KaKMe rpynnbl AaHHbIX 3anpalmBeaTtb 3 Coep ID;
5. HacTtpouTb npasuaa cBA3bIBaHUA.

6. B pasgene AyTeHTUdMKALMA KOHCONM YIPABAEHUA BKAOYUTb MCMOIb30BaHME MeToAa ayTeHTUdMKaLmMm ¢
MCNoNb30BaHMEM NOCTaBLMKa naeHTudMKaummn Coep ID.

53 https://developers.sber.ru/docs/ru/sberid/overview
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HacTpoiiku noctaBwuka uaeHTucpukauum Céep ID
BesonacHocTb
[inA 3anonHeHnA UCMonb3ynTe AaHHble, NONyYeHHble NPy perncTpauum cBoen cuctembl B baHke.
URI nepenanpasnenun (Redirect URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/sbrf/sbrf_1/false https:/bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbrf/sbrf_1
Appec cTpaHuubl, Ha KOTopyto 6yaeT nepeHanpaeneH OTBET Nocne yCnewHon ayTeHTudmkauum B

cucteme banka

URL anna aBTopu3sauumn https://online.sberbank.ru/CSAFront/oidc/sberbank_id/authorize.do

URL ana nony4yeHusa n o6HOBNEHUA MapKepa https://sec.api.sberbank.ru/ru/prod/tokens/v2/oidc

3anomuHaTb Mapkepbl

URL ana nony4eHun aaHHbIX https://sec.api.sberbank.ru/ru/prod/sberbankid/v2.1/userinfo

ClientID d

Client Secret N3meHuTb 3HaueHne

Ipynnbl AaHHbIX

En

[na pobasneHunA rpynnbl AaHHbLIX BBEAUTE €e UMA 1 HaxxmuTe Enter

T-ID
[nsa KoHoUrypuposaHusa Bxoga Yepes T-ID He06X04MMO BbINOAHWUTL C/leaytoLLme LWaru:

1. 3aperucTpupoBatb NnpunoxkeHue B cucteme T-ID. [1na 3Toro noaatb 3asaBKY Ha 0dULMANbHOM CailTe 3TOro
nocTasLIMKa naeHTMdMKaumMmn®*. Mo pesynbTaTam perncrTpaLmm HeobXoaNMOo NOAYUNTb:

* naeHTMdMKaTop KAneHTa (Client ID);

® CeKpeT KnueHTa (Client Secret).
2. MepeiTu B KOHCONb ynpaBneHusa Blitz Identity Provider u 4o6aButb NocTaBLMKa, UMEKOLEro TMn T—1ID.
3. 3anonHUTb HAaCTPOMKM NOCTaBLLMKA UAEHTUDMKALUM:

® HpoeHnTudrUKkaTOp MNOCTABIHKA,

® HaszBaHMe I[IOCTABIIHKAE,

e URL nns aBTopu3aluu — afpec, o KOTOPOMY AOKHA UHULMNPOBATLCA ayTeHTUdUKaLMSA;

¢ URL nng mnonydeHHd U OOHOBIEHHS Mapkxepa — afpec, Mo KOTOPOMY MPOUCXOAUT NOJIyYEHME U
obHoBNEHWE MapKepa JOCTYNa;

54 https://www.tinkoff.ru/corporate/business-solutions/open-api/tinkoff-id/integration/
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- N
© nNpumeuanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTesieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE dia-
OK 3amomMuHaTs Mapkepel B pesynbraTe mapKepbl 6yayT COXPAHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e nosib3oBaTensa;
= Npu npumBA3Ke BHEWHENo NOCTaBLWHWKa B JInyHoMm Ka6VIHeTe;

— Npu NpUBA3Ke BHELIHEro NOCTaBLMKa Yepes REST API;

= Npwu perncTpaumn nonb3osaTtena Yepes BHeELWHEro NocrtaswnkKa.

e URL Ons MONyuYeHHs IaHHBIX — afPec, Mo KOTOPOMY MPOUCXOAMUT NoayYeHne AaHHbIX No/b30Ba-
Tens;

® URL Ong HNONy4YeHHd MNacClIOPTHEIX ITaHHBEIX — afjpec, MO KOTOpOMYy NPOUCXOAUT noJsiydyeHmne nac-
NOPTHbIX AaHHbIX MO/1b30BaATENA;

e URL nng monyueHWd maHHEX o CHHUIC — agpec, No KoTopomy npoucxogmt nonydyeHme CHUJIC
nosib3oBaTens;

¢ URL Ond HONy4YeHHd OaHHBEIX O MNOINTBEPXINEeHHOCTH I[ONb3OoBaTend — afgpec, No KOTopomy
NPOUCXOAMUT NOJyYEHWNE MpPU3HAKA UAEHTUPUKALMKM Nnosib3oBaTens. MpM3HAK NosyyatoT Nosb30Ba-
TENU, KOTOPbIX UAEHTUOULMPOBANN IMYHO NO NPEeAOCTaBAEHHOMY NACMOpPTY.

® Client ID-— Mp,eHTMd)VIKaTOp KNNEeHTa;
® Client Secret — CeKpeT KAMNEeHTa;
® 3ampamMBaeMble NAHHBIE MONbL30BATeld — EPeyeHb 3anpansaemblx rpynn gaHHolx ns T-1D.

HacTpoiiku noctaBuwyka uaeHTudukaumm T-1D
BesonacHocTb
[INA 3aN0NHEHA UCMIONb3YiATe AaHHbIE, MONYYeHHbIE NPU PETVICTPALVK CBOEH cUCTeMbI B BaHke.

URI nepenanpaenenun (Redirect URI) i whlitz/lo; / !

URL ans aBTopusauuu  hitps:/id.tbank.ru/auth/authorize
URL Ans nony4eHus u o6HOBNeHMA Mapkepa  hitps:/id.tbank.ru/auth/token

O 3anowuHaTs Mapkepbi

URL ana nonyueHus AaHHbix  https://id.tbank.ru/userinfoluserinfo
URL AR nonyeHits nacnopTHbIx AanHbIX  hitps/business.tbank.ru/openapi/api/v1/individualidocuments/passport

URL AnA nonyuexns Aakbix o CHUC : toank \api/apiit Jils

URL ans nony RaHHBIX O tbank api/api/v1/indivi Vstatus

NOATBEPXKAEHHOCTYN Nonb3oBaTens

ClientID  tid_mosru

Client Secret WN3meHuTb 3HaueHne

namHbie o nanHbie [+] macnopr [v] chunc

U Mpu3Hak naeHTUUKaLMK

4. HacTpouTb NnpaBumaa CBA3bIBAHMUA.

5. B pasgene AyTeHTUDMKALMA KOHCONM YNPaBAEHUA BKAOYUTb MCNO/Ib30BaHME MeToda ayTeEHTUPUKALMN C
MCNONb30BaHMEM NOCTaBLMKa aeHTUdMKauum T-1D.
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BTB ID
Ons KoHPUrypuposaHus Bxona yepes BTE ID HeobxoanMo BbINOAHUTL C/ieayolme Wwarku:

1. 3apeructpuposaTb npuaoxeHune B cucteme BTE ID*°. na 3Toro noaath 3adaBKy Ha odULMAAbLHOM caiiTe
3TOro NocTaBLMKa UAeHTMOUKALMK. o pe3ynbTaTaM perucTpaLmm HeobxoaMMo NoAYUUTb:

* naeHTMdUKATOpP KAMeHTa (Client ID);

® CEKpeT KnMeHTa (Client Secret).
2. MepeinTn B KOHcob ynpasneHus Blitz Identity Provider n go6aBuTb noctasLwuKa, MUMetoLWero Tun BTE ID.
3. 3anoNHWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:

e MaeHTMdMKATOP NOCTABLLMKA;

e HasBaHMe NOCTaBLMK];

e URL ans aBTOpU3aLIMM — afpec, MO KOTOPOMY [0/1XHa MHULUMUPOBATLCA ayTeHTUdMKaLMA, Hanpumep:
https://id.vtb.ruy;

e URL ons nonyydeHus n ob6HOBAEHUA MapKepa —afpec, N0 KOTOPOMY NPOUCXOAMUT NoyYeHMe N 0BHOB-
JleHne mapKepa [oCTyna, Hanpumep: https://id.vtb.ru/ocauth2/token;

© nNpumeuanue

Ecam mapKepbl JoCTyNa nosb3oBaTenei HE0bXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHOBUTe dna-
OK 3amoMuHATL Mapxepsl. B pesynbraTe MapKepbl ByayT COXPaHATLCA B CIEAYIOLLMX CAyYasnX:

npu BXo4e noab3oBaTensa;

Npu NPUBA3Ke BHELIHEro NocTaBLLMKa B JINYHOM KabuHeTe;
— Mpw NpuBA3Ke BHeLIHero nocrasLwmka yepes REST API;

— MpU perucTpaLmm nosib3osaTes Yyepes BHELWHEro NoCTaBLWmKa.

J

e URL ans nonyyeHus AaHHbIX — afpec, No KOTOPOMY MPOMUCXOAMUT MOJiydeHMe AAHHbIX MOJib30Ba-
Tena, Hanpumep: http://proxy_server:port/oauth2/me. [NogkntoyeHne K cepsucy nonyye-
HUA AaHHbIX AOMKHO OCYLLECTBNATLCA Yepes NPOKCU-CEPBEP, HA KOTOPOM Z0/1KHbI ObITb HACTPOEHbI
TLS-cepTudmKaTbl A8 3alLMLEHHOTO B3anmoaencrems c cepsncom BTE ID;

e NpeHTnduKatop KAneHTa (Client ID);

e CeKkpeT KnneHTa (Client Secret);

e 3anpawmsaemble rpynmnbl A4aHHbIX — NepeyeHb 3anpallmBaemMblX rpynn AaHHbix U3 BTE ID;
4. HacTpouTb NpaBwu/ia CBA3bIBAHUA.

5. B pasgene AyTeHTUdMKaLMA KOHCOAM YNPABAEHMUA BKAOUYNUTb UCNOb30BAHNE METOAA AYTEHTUDMKALMUM C
MCNonb3oBaHMEM NOCTaBLMKa naeHTMdmnKauum BTB ID.

55 https://developer.vtb.ru/connection
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Hactpoiiku nocrtaBwmka uaeHtudukauum BTB ID

BesonacHocTb

[nA 3anonHeHVA ucnonb3ynTe AaHHble, MOMyYeHHbIe NPV perncTpauum cBoen cuctemol B baHke.

URI nepenanpasnenusa (Redirect URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/vtb/vtb_1/false https:/bip-

URL ana aBTopu3sauum

URL ana nonyyeHuA n o6HOBNEHUA MapKepa

3anoMmunHaTb Mapkepb!

URL ana nonyyeHuA AaHHbIX

Client ID

Client Secret

https://id.vtb.ru

https://id.vtb.ru/oauth2/token

http:/proxy_server:port/oauth2/me

3anpoc Ha nony4yeHue AaHHbIX AO0/HKEeH NpoucXoanTb Yepes

my-client-id

M3MeHUTb 3HaYeHne

yAeT nepeHanpasneH oTeeT

dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/vtb/vtb_1

nocne ycnewuHom ayTeHTugpukauum B

Mpynnbl AaHHbIX

3anpalumBaembie rpynnbl JaHHbIX

patronymic x rfPassport x mainMobilePhone x
birthDate x gender x

Ons SHUF

nMA 1 HaxxmuTe Ente

rpynnbl AaHHbIX BBEAUTE ee

C6epbusHec ID
[ns KoHPUrypupoBaHus Bxoaa vYepes CoepbusHec ID HeEOBX04MMO BbINONHUTL CAeAyOLWME Waru:

1. 3apeructpupoBaTh NpunosKeHue B cucteme Cbepbustec ID6. [na sToro nogath 3asABKy Ha odULMANTLHOM
caliTe 3TOro NOCTaBLWMKa naeHTUdMKaumu. Mo pesynbTaTam perucTpaLmm HeobXxoaMMo NoayYnTb:

* naeHTUdMKaTop KAneHTa (Client ID);
® CeKpeT KaueHTa (Client Secret).

2. MNepeiTn B KOHCONb ynpasneHus Blitz Identity Provider u no6aBuTb NOCTaBLMKA, MMEIOLLETO TUMN CHep—
Buszuec ID.

3. 3anonHUTb HAaCTPOWMKM NOCTaBLLMKA UAEHTUDUKALUM:
e N AeHTUPUKATOP NOCTABLLMKA;
¢ HasBaHMe NOCTaBLUMKa;

o URL a4 aBTOpM3aLMM — agpec, Mo KOTOPOMY A0MKHA MHULIMMPOBATLCA ayTeHTUDUKALMA, Hanpumep:
https://sbi.sberbank.ru:9443/ic/sso/#/login;

e URL gna nonyyeHna u ob6HOBAEHMA MapKepa — ajpec, MO KOTOPOMY NPOMUCXOAWUT Mnoay4e-
HWe M 0B6HOB/IEHWE MapKepa AOCTyna, Hanpumep: http://proxy_server:port/ic/sso/api/

56 https://api.developer.sber.ru/how-to-use/sberbusiness_id
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oauth/token. [oAKNOYEHNE K CEPBUCY MOAYYEHMA LAHHbIX OOMKHO OCYLLECTBAATbCA 4vepes
NPOKCU-CePBEP, HAa KOTOPOM AO/KHbI 6bITb HAacTpoeHbl TLS-cepTUdMKaTbl A5 3aLMLLEHHOIO B3au-
mogaencTema ¢ cepsmcom CbepbusHec ID;

© nNpumeuanue

Ecnu mapkepbl £OCTYNa nosib3oBaTtesnelt He0bXoAMMO cCoOXpaHATb B 6a3y AaHHbIX, ycTaHoBUTE dna-
OK 3amomMuHaThs Mapkepel B pesynbraTe MmapKepbl 6yayT COXPaHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e noab3oBaTensa;

npu NpUBA3Ke BHELWHEro NocTasLWwmKa B JIN4HOM KabuHeTe;

Npu NPMBA3Ke BHELWHEro nocrasLmKa Yyepes REST API;

= Npwu perncTpalmmn nonb3osaTtesia Yepes BHeWHEro nocrtasuwnkKa.
J

e URL Ana nonydeHua faHHbIX — aApec, No KOTOPOMY MNPOMCXOAUT MOAYyYEHME AaHHbIX MOMb30-
BaTeNA, Hanpumep: http://proxy_server:port/ic/sso/api/oauth/user—info. [Nogkntoye-
HMe K CepBucy nonyyvyeHuna aHHbIX AO0/KHO OCYLWEeCTB/ATbCA Yepe3 MNMPOKCU-cepBep, Ha KOTOPOM
[OJTHbI 6bITb HAacTpoeHbl TLS-cepTUdMKaTbl 418 3aWMLLEHHOMO B3ammogaeincTaus ¢ cepsmcom Cbep-
busHec ID;

e NpeHTnduKaTop KAneHTa (Client 1ID);

e CeKpeT KiMeHTa (Client Secret);

e 3anpalumBaemble rpynnbl 4aHHbIX — NepeyeHb 3anpaLiMBaemMblxX rpynn AaHHbIX u3 CbepbusHec ID;
4. HacTpouTb NnpaBuaa CBA3bIBAHMUA.

5. B pasgene AyTeHTUPUKaLMA KOHCONM YyNpaBAEHUA BKAOYUTb MCMO/Ib30BAaHME MEeTo4a ayTeEHTUPUKALMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa naeHTudMKaumm CoepbusHec ID.
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HacTpoWku nocrtaBwuka naeHtugpukauum Céepbustec ID

BesonacHocTb

[nA 3anonHeHuA VICHOﬂbSyVITe AaHHble, N0Ny4YeHHble Npu perucTpauun cBoeW cuctembl B baHke.

URI nepeHanpasneHun (Redirect https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/sbb/sbb_1/false
URI) https:/bip-
dev1i.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbb/sbb_1

Anpec cTpaHuubl, Ha KOTopyto ByaeT nepeHanpaBneH oTBET nocne
yCnewHon ayTeHTugukauum B cucteme baxka.

URL ana astopusauumn  https://edupir.testsbi.sberbank.ru:9443/ic/sso/#/login

URL ana nonyyenua n  http:/proxy_server:port/ic/sso/api/oauth/token

06HOBNEHNA MapKepa
3anpoc Ha nonyYeHne Mapkepa NPOMCX0AUTL Yepes NPOKCu-cepeep

3anoMuHaTb MapKepb!

URL ana nonyuexus paHHbix  hitp:/proxy_server:port/ic/sso/api/oauth/user-info

3anpoc Ha nony4yeHune AaHHbIX O0SHXKEeH NPOUCXoAuTb Yepes NpoKcu-cepeep

ClientID my-client-id

Client Secret N3MeHUTb 3Ha4YeHne

Fpynnbl AaHHbIX

3anpalwmsaemble rpynnbl AaHHbIX OrgName x orgJuridicalAddress x email x
orgOktmo x orgOgrn x I orgKpp x
orgActualAddress x I openid X I orgLawFormShort x

individualExecutiveAgency x I orgLawForm x I inn x

offerExpirationDate x I terBank x accounts x I name Xx

phone_number x orgFullName x userPosition x

[Ona pobasneHunA rpynnbl AaHHbIX BBEAUTE ee UMA 1 HaxxmuTe Enter

Anbda ID
[na KoHoUrypmnpoBaHua Bxoga Yepes Anboda ID HeobXoAMMO BbINONHUTL Ceaytowme HaCTPONKMU:

1. 3apeructpupoBaTb NpuaoxeHue B cucteme Anbda ID>7. 1na 3Toro noaath 3asBKy Ha odULMaIbHOM calTe
3TOro NocTaBLLMKa naeHTMdMKaLMK. Mo pesynbTaTaM perucTpaLm HeobxoaMMo NoaYyUnTb:

* naeHTMdMKaTop KAneHTa (Client ID);
® CeKpeT KnneHTa (Client Secret).

2. MepeiTu B KoHconb ynpasneHua Blitz Identity Provider n no6aButb NocTaBLMKa, UMEKOLWErO TUN Anksda
ID.

57 https://alfabank.ru/sme/alfaid/
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3. 3ano/sHWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:
e NaeHTUdMKaATOP NOCTaBLUMKA;
e HasBaHMe NOCTaBLUMK];

¢ URL ans aBTopm3aumm —aapec, no KOTopomy A0/XKHa MHULUMNPOBATbCA ayTeHTUdUKaLMA, Hanpumep:
https://id-sandbox.alfabank.ru/oidc/authorize;

e URL 4n18 nony4yeHma n 06HOBNEHUS MapKepa — agpec, MO KOTOPOMY NPOUCXOAUT NofyYeHne n ob6HoB-
JleHne mapKepa A0CTyna, Hanpumep: http://proxy_server:port/api/token. [logknoyeHme K
CcepBUCY NONYYEHUA OAHHbIX AOKHO OCYLLECTBAATLCA Yepes3 NPOKCU-CePBEpP, HA KOTOPOM AO/KHbI
6bITb HacTpoeHbl TLS-cepTUdMKaTbl A4N1A 3aWMLLIEHHOTO B3aMMoaencTemaA ¢ cepsmcom Anboda ID;

© nNpumeuanne

Ecam mapKepbl gOCTyNa nosb3osaTeneit He0bXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dAa-
OK 3amomMuraThs Mapxeps. B pesynbraTe MapKepbl ByAyT COXPAHATLCA B CAeAYIOLLMX CAYYanX:

npu BXo4e nosib30BaTenNA;

npwv NPMBA3Ke BHELWHEro NocTaBLLMKa B JIMMHOM KabuHeTe;

npu NpUBA3Ke BHELWHEro NocTasLmKa Yyepes REST API;

= Npu perncTpautmn nonb3osaTtesia Yepes BHELWHEro noctaswukKka.

e URL gna nonyyeHua AaHHbIX — afpec, N0 KOTOPOMY MPOUCXOAMUT MONyYeHUe AaHHbIX MOJb30Ba-
Tena, Hanpumep: http://proxy_server:port/oidc/userinfo. [logKkN04EeHNE K cepBUCY NONY-
YeHWA AaHHbIX AOMKHO OCYLLECTBAATLCA Yepes NPOKCU-CEPBEP, HA KOTOPOM A0KHbI ObITb HacTpoe-
Hbl TLS-cepTMduUKaTbl ANA 3aWMLLEHHOIO B3aMMogencTeus ¢ cepemcom Anbda ID;

e NaoeHTudmKaTOp KAMeHTa (Client ID);

e CeKkpeT KnneHTa (Client Secret);

e 3anpalumBaemble rpynbl 4aHHbIX — NepeYeHb 3anpalimMBaemMblX rpynn aaHHbIX 3 Anbda ID.
4, HacTpouTb NpaBuna CBA3bIBaHMA.

5. B pasgene AyTeHTUPUKALMA KOHCONMN YIPAaBAEHUA BKAOYUTb MCNONb30BaHME MeToaa ayTeHTUdUKaLmm ¢
MCMNOMb30BaHNEM NOCTaBLLMKa naeHTUdMKaumm Anbda ID.
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BesonacHocTb

[nA 3anonHeHnA Ncnonb3ynTe faHHble, NoNy4YeHHble NPy perncTpauumn ceoen cuctemsl B baHke.

URI nepeHanpasnenun (Redirect URI) https:/bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/alfa/alfa_1/false https:/bip-
devi.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/alfa/alfa_1

/\ﬂ[')\’)(, CTpaHuubl, HA KOTOPYHO OyAeT nepeHanpaeBnieH OTBET Nocne ycnewHou ay T(“HTLW[‘)\'\)\’?lL\\'\L’W B

cucteme baHka

URL ana aBTOpU3auuu https://id-sandbox.alfabank.ru/oidc/authorize

URL ana nonyyeHun u o6HOBNEHUA Mapkepa http://proxy_server:port/api/token

3ar POC Ha nony4yeHne mapkepa nponcxognuT 4epes Npokcu-cepeep

3anomuHaTh Mapkepbl

URL anA nonyyeHnA AaHHbIX http://proxy_server:port/oidc/userinfo

3anpoc Ha nonyyeHne AaHHbIX AO/MKEH NPOUCXOANTL Yepes Npo

cu-cepsep

Client ID my-client-id

Client Secret N3ameHunTh 3HaueHve

Fpynnbl AaHHbIX

3anpalwmsaemble rpynnbl AaHHbIX identitydocument x m identitydocumentdetails x m
birthplace x m addressfl x

,CL,"\F pnobasnexHuna rpynnbl AaHHbIX BBEAUTE €e UMA N HaXXKMUTe Enter

Mos ID (CYAUP)
[na koHourypmuposaHua exoga Yepes Mos ID (CYANP) HeobxoaAnMOo BbINOAHUTbL CeaytoLme Waru:

1. 3apeructpupoBatb npuaoxeHue B cucteme CYANP. OnAa sToro noaatb 3afABKY COMTACHO MHCTPYKLUUM, pas-
MeLLeHHON Ha oduuManbHOM CalTe 3TOro NOCTaBLMKA MAEHTUPUKAUMK - https://login.mos.ru/
support (BHewHnt CYAUP) n https://sudir.mos.ru/support (BHyTpeHHUA CYOUP). Mo pesynbra-
TaMm perucTpaLmm HeobxoamMmo NoNy4nTb:

* npgeHtTnduKatop (client_id);

® CeKpeT KaneHTa (client_secret).
2. MepeiTu B KOHCONb ynpasneHusa Blitz Identity Provider u 4o6aButb NocTaBLLMKa, UMEOLLEro TMn CY IUP.
3. 3anoNHWUTb HACTPOWKM NOCTaBLLMKA UAEHTUDMKALMUK:

* NaeHTUdMKaTOp NOCTaBLUUKa;

¢ HasBaHMe NOCTaBLUMKA;

e URL a/1a aBTOpPM3aLMM — aipec, Mo KOTOPOMY A0/IHA MHULMMPOBATLCA ayTeHTUdUKaLMA, Hanpumep:
https://login.mos.ru/sps/oauth/ae ANA BHewHero KoHTypa CYAUP u https://sudir.
mos.ru/blitz/ocauth/ae ANA BHYTPEHHEro;
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e URL ana nonyyeHuns n obHOBMEHMA MapKepa — afpec, N0 KOTOPOMY MPOUCXOAUT NosiydyeHne n ob-
HOBJIEHMe MapKepa A40CTyna, Hanpumep: https://login.mos.ru/sps/oauth/te ANA BHEWHero
KOHTYypa CYAUP M https://sudir.mos.ru/blitz/oauth/te ANA BHYTPEHHErO;

© nNpumeuanue

Ecnu mapkepbl £OCTYNa nosib3oBaTtesnelt He0bXoAMMO cCoOXpaHATb B 6a3y AaHHbIX, ycTaHoBUTE dna-
OK 3amomMuHaThs Mapkepel B pesynbraTe MmapKepbl 6yayT COXPaHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e noab3oBaTensa;

npu NpUBA3Ke BHELWHEro NocTasLWwmKa B JIN4HOM KabuHeTe;

Npu NPMBA3Ke BHELWHEro nocrasLmKa Yyepes REST API;

= Npwu perncTpalmmn nonb3osaTtesia Yepes BHeWHEro nocrtasuwnkKa.

J

e URL gns nonyy4yeHuns AaHHbIX — afpec, N0 KOTOPOMY MPOUCXOAUT NOYYEHUE AAHHbIX NOAb30BaTENA,
Hanpumep: https://login.mos.ru/sps/oauth/me gna sBHewHero KOHTypa CYAUP n https://
sudir.mos.ru/blitz/ocauth/me ANA BHYTPEHHeEro;

e NaoeHtTndmkatop (client_id);
e CeKpeT KnneHTa (client_secret).

¢ 3anpalwwmBaemble rpynnbl 4aHHbIX — NepeyYeHb 3anpallnBaeMbix PaspeLlleHnit, Hanpumep, openid u
profile;

4. HactpouTb npaBuna CBA3bIBaHUA.

5. B pasgene AyTeHTUPUKALMA KOHCOM yNpaBAeHUs BKIOYUTbL UCMOJIb30BaHME MeToAa ayTeEHTUPUKALMK C
MCNonb3oBaHWeM NocTaBLWMKa naeHTudmkaunm CYAnP.
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HacTtpoiiku noctaswmka naeHtugukauum CYIUP

BesonacHocTb

3anonHuTe faHHble ANA KOPPEKTHOro B3aumopeinctema Blitz Identity Provider ¢ cuctemoii ynpaenenuna goctynom ropoga Mocksebl. Noapo6Hee o

nonyyYeHun AocTyna 1 HacTpoikax NoAKNoYeHNA K nopTany MockBbl (MOS.ru) MOXHO NOCMOTPETb 3aeCh. MHthopmaumua o paboTe ¢ BHYTPEHHEM
KoHTypom CYWUP pa3melueHa 3aneco.

MpeponpeneneHHble cebinku  https:/bip-

Bo3Bpara (redirect_uri) devi.reaxoft.ru/blitz/login/externalldps/callback/mos/mos_1/false
https://bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mos/mos_1

OTU CCbINKN AOMKHbI BbITh nponucaHbl B HaCTpOQIKaX nocTasLumkKa
MAeHTUUKaUnM AnA KOppekTHon 06paboTku pesynbTaTos

ayTeHTudrKaumm nons3osatena. Micnonbayinte cxemy https, ecnm Bbl
ucnonb3yeTe 3alvueHHoe coeguHeHue.

URL ans asTopusauun  https://login.mos.ru/sps/oauth/ae

URL ansa nonyuenua n | https://login.mos.ru/sps/oauth/te
o6HOBNEHUA MapKepa

3anomuHaTb Mapkepbl
URL ana nony4YeHus faHHbIX https://login.mos.ru/sps/oauth/me
MpeHTtudumkarop (client_id) = test

Cekper (client_secret) N3mMeHuTb 3HaveHne

PaspelweHun

[na po6aBneHuA paspelleHna BBeanTe ero UMA 1 HaxmuTe Enter

YKaxxuTe nepeveHb pas3peLleHnii (Scope), KoTopble A0MKHbI BblTb
nonyyeHbl Npy obpalieHnn K NocTasLmKy naeHTudunkaunm. ObpaTurech K
aAMUHUCTPATOPY BHELWHEro nocraswmka naeHtuguxkaumm Blitz Identity
Provider, 4To6bl NONY4YUTb NepeYeHb AOCTYNHbIX pa3peLlleHnin

WpeHTudUKauma y4eTHbIX 3anucen

YKaxuTe yHUKanbHblii aTpubyT BHELIHEro nocTaslynka naeHTudmrkaummn, KoTopblin 6yaet ncnonb3oBaTbcA AN1A CBA3M y4eTHoOW 3anucy B Blitz Identity
Provider.

WpeHTudukarop

guid

MTCID

Jns KoHPUrypuposaHus Bxona yepes MTC ID BbINONHUTE C/ieaytoLme LWaru:

1. Hanuwwute Ha nouTy mts_id_support@mts.ru. B nucbme npegocrasbTe MHGOPMaLMIO COFAcHO Tabaumue:
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HanmeHoBaHue 3Ha4yeHne

HasBaHue cepBuca Blitz Identity Provider

KoHTaKTHOE nunuo oT cepsuca ®UO 1 3neKTPOHHasA noyTa

NpeHTndukatop pecypca = Agpec cTpaHWUbl, Ha KOTOpYto ByaeT nepeHanpaBneH OTBET Noc/se ycnew-
(redirect_uri) HoM ayTeHTUdMKaumm B cucteme MTC

IP-agpec (apgpeca) cepsepa IP-appec (apgpeca) cepsepa Blitz Identity Provider

KoHTaKkTbl oTBeTcTBEHHbIX 33 = PUNO 1 aneKTpoHHaA noyTa

cepsep

[omeH, c Kotoporo byaet uatm  JomeHHoe ums Blitz Identity Provider

sbizos MTC ID

B TeueHune paboyero AHA NOCTYNMT OTBET C AAaHHbIMM ANA NoAKAoYeHMA (client_id M client_secret).

2. MNepengute B KoHcoNb ynpaBneHus Blitz Identity Provider n no6aBbTe nocTaBLMKa, UMEKOLWENO TUN MTC
ID.

3. 3anonHWUTE HAaCTPOMKM NOCTaBLUMKA MAEHTUDUKALUK:
¢ NaeHTUPUKATOP NOCTABLULMKA;
¢ HasBaHMe NOCTaBLUUKA;
e NaoeHTndumKaTop KAMEHTA (Client ID), NOAYYEHHbIV B OTBETHOM nucbme oT MTC ID;
e CeKpeT KnneHTa (Client secret), NONyYeHHbI B OTBETHOM Nucbme oT MTC ID;
e URL ana astopmsaumm;

e URL an1s nonyyeHua u o6HOBNEHUS MapKepa;

© npumeuanue

Ecam mapKepbl 4oCTyna nosb3osaTeneit He0bXoANMMO COXPaHATL B 6a3y AaHHbIX, ycTaHoBUTe dna-
OK 3amoMuHATL Mapkepsl. B pe3ynbraTe MapKepbl ByAyT COXPAHATLCA B CIeAYIOLLMX CAYYanX:

— Npu BXoAe NONb30BaTeENA,
— NPV NpUBA3Ke BHELIHEro NocTaBLnKa B JINYHOM Ka6MHETe;

— Npuv NpUBA3Ke BHELWHEero noctasLwmka Yyepes REST API v2;

= Npu perncTtpaumn nonb3osaTtesia Yepes3 BHELWHEro nocCtaswmKa.

e URL ana nonyyeHuna AaHHbIX;

e 3anpaluMBaemble rpynmnbl 4aHHbIX.
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HacTpoiiku noctaswmka naeHtudukauun MTC ID

BesonacHocTb

[nA 3anonHeHnA UCNoNb3yinTe AaHHbIe, NosyYeHHbIe MpY PerucTpauumn ceoeii cuctembl B MTC

URI nepenanpasnenun (Redirect URI)

URL anA asTopusaumm

URL anA nony4yeHuA u 0GHOBNEHUA MapKepa

URL AnA nony4yeHUA AaHHbIX

Client ID

https:/login.mts.ru/amserver/oauth2/authorize

https:/login.mts. ru/amserver/oauth2/access_token

3anommHath Mapkeps!

https://login.mts. ru/amserver/oauth2/userinfo

343

Client Secret W3MEHNTb 3HaYEHWE

pynnbl AaHHbIX

3anpawmsaembie rpynnbI AaHHbIX

orena

4. HacTpoliTe npaBuna c8sa3bi8aHuUsA (cTpaHuua 188).

5. B pasgene AyTeHTUGMKaALMA KOHCOIM YNPaBAEHUA BKIOYMTE UCNO/Ib30BaHME MeToda ayTeHTUPUKaLMK C
MCNonb3oBaHMeM NOCTaBLMKa naeHTMdmnKauum MTC ID.

2.3.3 Bxopg uyepes gpyryto ycraHoBKy Blitz Identity Provider

[na KoHbUTryprpoBaHUs BXoda Yepes yueTHyto 3anucb apyroro Blitz Identity Provider (Hanpumep, ycTaHoBNAEHHO-
ro B Apyroii opraHM3auuu, ganee — aosepeHHsbi Blitz Identity Provider) unm nHoro nocraswuka naeHtubuKaumuu,
nogaepkmsatowtero OIDC, HE06X0AMMO BbINONHNUTL CAeAyOLLME Waru:

1. OTKpbITb KOHCO/b YNpaBaeHua gosepeHHoro Blitz Identity Provider (namn nonpocuTtb agmmuHncTpaTopa 4py-
roro Blitz Identity Provider aTo caenaTb) 1 BbINOAHWUTL ChefytoLLMe onepaumu:

* nepentn B pasaen «lpunoxceHus»;

® HaXKaTb Ha KHOMKY «Job6asume nNpuaoxceHue»;

® yKasaTb UAEHTUUKATOP NPUIONKEHUSA, HA3BAHUE U LLOMEH MPUIOKEHUA;

® COXPaHWUTb NPUNONKEHME N NEPENTUN K €0 HACTPOWMKE;

¢ BblbpaTb NpoTOKON nogKatoveHma OAuth 2.0;

® yKasaTb cekpeT (client_secret), MO0 OCTaBUTb NPeA3anoSHEHHbI BapuaHT;

® yKasaTb NpeduKc CCblIKM BO3BPATa, B KayecTBe KoTopoi ykasatb URL ocHoBHoO Blitz Identity Provider,
B KOTOPbIN ByAeT ocywecTBAATLCA BXOA,;

* NPOM3BECTM HACTPOWKY HeOBXoAMMbIX paspelueHuii B pasaene «OAuth 2.0».

2. MepenTn B KOHCoNb ynpasneHua Blitz Identity Provider n gobaeuTb nocraswmka, umetowero tmn Blitz
Identity Provider.

3. 3anoNHWUTb HAaCTPOMKKU NOCTaBLUMKA MAEHTUUKALUN:

e NaeHTdMKATOP NOCTABLUMKA;
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¢ HasBaHMWe NoCTaBLLMKa;

e URI BHeLWHEro NocTasLLMKa — OMEH, Ha KOTOPOM YCTaHOBNEH AoBepeHHbIN Blitz Identity Provider;
e NpeHTnduKatop (client_id), yKasaHHbIM B HAacTpolKax gosepeHHoro Blitz Identity Provider;

e CeKkpeT (client_secret), yKa3aHHbIA B HAaCTpoOMKax goBepeHHoro Blitz Identity Provider;

* 3anpalluMBaemMble pa3peLleHus, AaHHble paspelleHmns A0MKHbI 6biTb onpeaeneHsbl B pasgene OAuth
2.0 posepeHHoro Blitz Identity Provider;

e NaeHTnduKatop — atpmbyt aosepeHHoro Blitz Identity Provider, KoTopbiit 6yaeT ncnonb3oBaTbCa B
KayecTse naeHTMdMKaTopa Nonb3oBaTens (obecneynsaeT YHUKaAbHOCTb YHETHOW 3aNnCK Aaxe npu
M3MeHeHUW aTpnbyTa, OTBEYAIOLLErO 33 UMA NO/b30BaTeNA);

4. HactpouTb npaBuna CBA3bIBaHMUA.

5. B pasgene «AymeHmuguKayusa» KOHCONWN YNPaBAEHUA BKAOUYUTb UCMOAb30BaHME METOAA ayTeHTUDUKa-
LMK C UCcnonb3oBaHMeEM NocTaBLMKa naeHTudumkaunm Blitz Identity Provider.
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Basosbie HacTpoiiku Blitz Identity Provider

NaeHTuduKaTop nocrasLnka blitz_1

HazBaHue nocTaeLmnka Bl

5

HacTpoiiku nocraswmka naeHtudpukauymm Blitz Identity Provider

BesonacHocTb

/INs 3aN0NHeHWs yKa3aHHbIX NapaMeTpoB 06paTUTeCh K aMUHUCTPATOPY BHELUHEro NOCTaBLUMKa MAeHTUKKaumn Blitz Identity Provider. Heobxognmas uHdopMaLys pasmelleHa B
CBOICTBAX NOAKNKOHAEMOrO NPUAOXeHUS (Mo NpoTokony OAuth 2.0). Takxe NepejaiiTe agMUHUCTPATOPY NpUBeAEHHbIE HIKe URI NepeHanpasneHus.

MpeaonpeaeneHHbIe CCbINKKN BO3BpaTa p(s emo.c c z/login/ex s tz Z
(redirect_uri) http(s

URL ans asTopusauumn https://demo.company.com/blitz/oauth/ae

URL ans nonyueHns n o6HOBNEHNA Mapkepa https://demo.company.com/blitz/oauth/te

URL Ans NONYYEHUA AaHHBIX https://demo.company.com/blitz/oauth/me

WpenTtudukarop (client_id)  test_blitz

Cekper (client_secret) W3MeHUTb 3HaueHne

PaspeweHnusa

3anpawuBaembie paspeLueHns m

Ans pobaeneHns paspelueHns BEEANTE ero UMA 1 HaxmunTe Enter

VaeHTUOUKALMS yUeTHbIX 3anuceit

YKaXuTe YHUKaNbHbIA aTpUBYT BHELUHEro NocTasLyvka AeHTUdMKaLMK, KOTOPbIV ByAeT NCNONb30BaTLCA ANS CBA3W y4eTHOM 3anua B Blitz Identity Provider.

WaeHTndukaTop

guid

orese

2.3.4 HacTpoiiku cBA3bIBAHUA yYEeTHbIX 3anuceit

B HacTpoiKax KaxK4oro nocraswmka naeHtMduKaumm npeaycmotpeH pasgaen CeasbiBaHMe yuyeTHbIX 3anuceit. C
NOMOLLbIO HACTPOEK AAHHOIO paszena MOXKHO OnpeaenuThb:

* npaBu/a CBA3bIBaHMA BHELWIHEW YYETHOM 3anmcK ¢ y4eTHoM 3anucbto B Blitz Identity Provider;
® MpaBusia cOOTBETCTBMA aTPMBYTOB BHELUHENM y4eTHOM 3anncK 1 yueTHol 3anucu B Blitz Identity Provider.
MpeaycmoTpeHbl iBa peKMma HacTPOMKK: 6a3oBas M pacluMpeHHas.

CBA3blBaHMe BHELIHEN YYETHOM 3anucK ¢ yyeTHoM 3anucbto B Blitz Identity Provider npoucxoant B cnegytowmx
CueHapusx:

¢ [lpy NepBOM BXOZAE C UCNO/Ib30BAHMEM BHELLHEN YUETHOM 3aNMCH, eCN OHa eLLe He NPUBA3aHa HU K 04HOM
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yyeTHoi 3anucu B Blitz Identity Provider.

i I'IpM CBA3bIBaHUM B JInuHOM KabuHerte.

ba3oBan HacTpoiiKa

basoBas HaCTpOﬁKa BbIMO/IHAETCA C NOMOLbIKO KOHCTPYKTOPa npasu. ﬂ,aHHbIVI pexnm noaxoauT anAa TMnoBbIX
cueHapues CBA3bIBAHUA YYETHbIX 3anucei 1 conoctaB/ieHnsn anM6YTOB.

MpeaycMoTpeHbl Caeaytowme HaCTPORKK:
® He COXPAaHL4dTb YHUETHYIO 3alluChb I[IOCTaBIHKa HﬂeHTH@HKaHHm

— omuug He sri6pana — Blitz Identity Provider coxpaHUT NpuBA3KY BHELLHEN YyY4ETHOM 3anuncK K y4eT-
Hol 3anucw Blitz Identity Provider npu nepsom Bxoge. B aTom ciyyae nouck yyeTHon 3anucu Blitz
Identity Provider no 3agaHHbIM NpaBKUaam CONOCTaBAEHWUA BbINONHUTCA TONLKO B 3TOT BXoA4,. B nocne-
Aylolme pasbl gna Bxoaa byaeT MCNo/b30BaTbCA COXPAaHEHHAn MPUBA3Ka.

— omnus BuSpana — Blitz Identity Provider He 6yaeT coxpaHATb NPUBA3KY BHELLHEW YYETHOM 3anmcK K
yyeTHol 3anucwm Blitz Identity Provider. B aTom ciiyyae nouck yueTHol 3anucu Blitz Identity Provider no
3afaHHbIM NPaBMAaM CONOCTaBAeHUA ByAeT BbINMONHATLCA KaXKAbIM pa3 Npu BXoAe Yepes BHELHEro
nocTaBLLMKa.

L4 PaspemuTb IIPHUBA3BIBATE OOHY YUETHYIO 3allMChb IIOCTaBIHKa HﬂeHTH@HKaHHH KO MHOTI'HM

AaKKayHTaM.

— onuus sei6pana — Blitz Identity Provider paspewwuTt npuBA3aTb BHELHIOK YYETHYIO 3anucb K
HECKONbKUM y4yeTHbIM 3anucsam B Blitz Identity Provider. MNpu Bxoge nonb3oBaTens Takon BHeLWHeN
YYETHOM 3anuMCbio B NpoLecce BXxoaa emy 6yaeT nokasaH BblIOOP M3 HECKO/IbKMX NPUBA3AHHbIX YYeT-
HbIX 3anucen.

— omuug He sri6pana — Blitz Identity Provider He Nn03BOAUT NpMBA3aTb BHELLHIOK YYETHYIO 3aMnCb K
yyeTHol 3anucu Blitz Identity Provider, ecnv Takaa BHeLWHAA y4eTHaA 3anmcCb yxKe NpUBsA3aHa K Apyron
yyeTHol 3anucu Blitz Identity Provider.

L4 HpennaraTb IIOJNb30BATENI® BBECTH IJIOI'MH H IIapOlb OId MNPHBA3KH, €CIIH YyUYeTHad 3alluChb

He Obula HOeHTUPHLHPOBAHA:

— omnuug BeI6paHa—MN0Ab30BaTenNto, byaeT NpeaNoKeHOo NPONTU AEHTUPUKALMIO U ayTEHTUDUKALUIO
anbTepHaTUBHbBIM CNOCOBOM, YTOObI NPMBA3ATL BHELLHIOK YYETHYIO 3aNuCb, €CIN MO HACTPOEHHbIM
npasuaam He yAanocb HalMTK y4eTHyto 3anuch B Blitz Identity Provider.

— onuua He Bul6pana — Blitz Identity Provider He pa3pewuT Bxog, nonb3oBaTens, A8 KOTOPOro He
YZ,a710Cb CONOCTaBUTb y4eTHble 3anncKu. Ecnm HacTpoeH npouecc perucTpauma g8 BHELWHWX YYETHbIX
3anucei, To byaeT aBTOMaTUYECKM 3anyLLEeH NPOLLeCcC pernctTpaumuu.

® Pa3pemluTh PEerucTpalMio NOIb30BaTend:

— omuua Bre6pana — B GOPMe BBOAA NAapos OTOBPANKAETCA CCbl/IKa, MO KOTOPOI MOMKHO 3aperncTpu-
pOBaTbLCA BO BHELHEM MOCTaBLUMKE.

— omuua He BLIBpana — B GOpMe BBOAA NAPO/SA HET BOSMOMKHOCTM NEPENTU K PErMCTPaLLMM BO BHELL-
HEeM MOCTaBLLMKE.

e Mng IIPHUBA3KH [LOIXHAa OBIT b HaﬁneHa TOIBKO OLHA YUYeTHad 3allkuChb IO 3alLaHHBIM IIPABH—

JIaM COOTBETCTBHI.

— onuusg BeI6paHa — €CAU MO MPaBUIam COOTBETCTBUA HalaeHo 6onee oAHOW y4YeTHOM 3anucu, To
nosib3oBaTeso byaeT BbiBegeHO coobuieHne 06 owmnbkKe.

— omuug He BH6paHa — €C/IM MO NPaBMIAM COOTBETCTBUA HallaeHo 6onee ogHOM y4eTHOM 3anmcu, To
6yaeT BOSMOXKHOCTb NPOAO/IKUTD NPOLLECC NPUBA3KM.

® TpeboBaTb BBOM, apond, E€CIH ydYeTHad 3alucChb Obla HOeHTHOHIHPOBaHA!

— omug BhI6paHa — NO/b30BATENO HYXKHO ByAeT NPONTU ayTeHTUPUKALMIO A5 MPUBA3KM €ro yyeT-
HOW 3aNnCK K aKKayHTY BHELUHEro NocTaBLUMKa.
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— onuug He BufpaHa — Y4YeTHaA 3anucb 6y,CI,ET dBTOMATUYECKU NPUBA3aHA K aKKAayHTY BHELWIHEro no-
CTaBLWMKa.

¢ HacTpoiika npaBua UAEHTUOUKALMM YUYETHbIX 3anuceit — MOXKHO CO34aTb NpaBuaa COOTBETCTBUA UAEH-
TUOUKALUMOHHBIX aTPpUBYTOB M3 BHELIHEW YYEeTHOW 3anucu uaeHTUdUKauMOHHbIM aTpubytam B Blitz
Identity Provider. na co3gaHua npaBua MAEHTUOUKALMU HYKHO WMCMO/Ab30BaTb CTPOKM MOACTAHOB-
KM ${attr_name}, rae attr_name — 3TO MMA aTpubyTa, MOAY4aeMOro OT BHELIHEro MoCTaBLLMKA
naeHTndrKaumn. MoXHO yKasbiBaTb B OAHOM MpaBu/ie HECKONbKO aTpubytos. Hanpumep, npasuio
email=${default_email-} O3Ha4aeT, YTo aTPNOYT email B Blitz Identity Provider 6yaeT conoctaBnaTb-
€A C aTpUbyTOM default_email BHELWHEN y4ETHOM 3anNnCK NPU YCNOBMM, YTO aTPUBYT default_email
He NycToin. MOXHO YKa3aTb HECKOJIbKO YC/I0BUIA (C MOMOLLbIO CCbIIKM + ,06aBUTL YCI0BKE, KOTOPbIE LO/K-
Hbl BbINOHATHCA OAHOBPEMEHHO U MOXKHO A06aBAATL aNbTEPHATUBHbIE NPABMAA C MOMOLLBIO CCbINIKK +
£06aBUTb anbTepPHATUBHOE NPABUIIO).

CBA3biBaHWe YYETHbIX 3anucen

BasoBan HacTpolika PacwwupeHHanA HacTpoika

UpeHTudmnkauma yyeTHbIX 3anucei

VKaxuTte npaBuna cooTBETCTBMA y4eTHbIX 3anuceit Blitz Identity Provider n noctaswumka nageHtudgpukaumu. Mpu nepsom Bxoae nonb3oBartensa yepes
nocTaBLMKa NaeHTUUKaLMM C MOMOLLBIO 3TUX NpaBun 6yAeT OCyLeCTBAATLCA MOUCK y4YeTHoW 3anvcy B Blitz Identity Provider ana ee nocneaytowero
CBA3bIBAHWUA C Y4ETHOI 3anMChbio NOCTaBLMKA UAEHTUDUKALMN.

[inA cozpaHnA npasuna UCcronb3yinTe CTPOKK noacTaHoBku ${attr_name} , roe attr_name - 310 umA atpubyTa, Nony4aemMoro oT NOCTaBLUMKA
naeHTUdrKaumm. Bel MoxxeTe ykasbiBaTb B OAHOM NpaBuie HeCKosIbko aTpubyTo. Hanpumep, npaenno CN=${name} ${surname} osHayaeT, yTO
aTpubyT CN 6yneT hopmmpoBaTbca U3 ABYX aTpubyTOB - name ¥ surname Yepesa npobern.

(") He coxpaHATb y4eTHylo 3an1ch nocTasLivKa MAeHTUUKaumm
PaspewmnTb NpuBA3bIBaTH OAHY Y4ETHYIO 3anvcb NOCTaBLUMKa naeHTuduKaumm Ko MmHormm akkayHtam Blitz Identity Provider

Mpepnaratb nonb3oBaTesnto ayTeHTUHULMPOBATLCA ANA NPUBA3KY YHETHOW 3anncu, ecnm y4eTHaa 3anuch He 6bina HaliaeHa B Blitz Identity Provider no pesynbtatam
novcka

PaspewuTb pernctpaumio nonb3osartena
(] AnA npuBA3KK [OMKHA BbiTb HaliAeHa TONbKO OAHA Y4eTHaA 3anuch No 3a/laHHbIM NpaBUaM COOTBETCTBUA

(] TpeboBaTh ayTeHTUDMKaLMIO NONb30BATENA, €CNW Y4eTHaA 3anuck 6bina HaiaeHa B Blitz Identity Provider no peaynstatam noucka

email v o= ${email-} n

+ [06aBUTb ycrnosue

+ nobaBuTb anbTepHaTueHoe npasnno

¢ Bnok ATpubyTbl C NpaBMNaMm cOXpaHeHUa aTpmbyToB. Hanpumep, NnpaBuno email=${default_email}
03Hayaer, uTo aTpMbyT c UMeHem email B Blitz Identity Provider 6yaeT 3anonHATbCA 3HaYeHMeM 13 aTpu-
6yTa default_email BHELWHeN y4yeTHOM 3anucK (4na nonb3oBaTenei, BOCNOb30BaBLUMXCA STUM NOCTaB-
WMKOM uaeHTUdMKaumm). Ecnm y atpubyta oTmeueH YeKBOKC MacTep, TO 3aMosHEHWUE UK OBHOBNEHUE
aTpubyTa byoeT NPOUCXOANTL NPU KaXKA0M BXoZe Yepes BHELWHUM NOCTaBLWMK naeHTudUKauum. Ecnm yek-
60OKC MacTep He OTMEYEH, TO 3aN0IHEHUE NPOM3OMAET TO/ILKO NPU NEPBOM BXOZAE, B pe3ynbTaTe KOTOporo
BO3HMK/I0 CBA3bIBAHME YYETHbIX 3aMucei.
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ATpUGYTbI

YKaxure, Kakum of

K $OpMUPOBaTLCA aTPUBYTHI, UCNO
GOpMUpPOBaHA K

emble B Blitz Identity Provider, Ha ocHOBe AaHHbIX, NOAy4YaeMblx OT NOCTaBLUMKa ngeHTuduKaumn. ans

a JONXHO 6bITh CO34aHO CBOE NPABUNO
,3yiiTe 0603HaveHne ${attr_name}, rae attr_name - 370 UMs aTpubyTa
0B. Hanpumep, npaeuno CN=${name

by

UMK, Bbl MOXeTe yKa3blBaTb B OAHOM

urname} O:

1A KOHCTAHTHOrO

ATpubyT MNpasuno Macrep

esiaid v ${oid} O n

e bnok Bbibop nonb3osaTena onpeaenser npasuaa otobparkeHUAa Nosb30BaTENIO HAalAEHHOM Mo HacTpo-
€HHbIM NpaBWNam COOTBETCTBMA yyeTHOW 3anucu B Blitz Identity Provider. HacTpoiika Mma nonbszo-
BaTens onpegenser nHGopmaumio, oTobpaxkaemyto B BEPXHEN CTPOKE KapTOYKM nosb3osaTens (CTpo-
Ke, npefHa3sHAYeHHON Ans OoTObpaXeHUs MMeHW ydeTHOW 3anucu). Hanpumep, ${family_name- }
${given_name-} oNpesenseT, 4To No/1b30BaTeNIO B BEPXHEN CTPpoKe ByayT noKasaHbl pamunma n ums (ec-
/1M OHM 3aM0NHeHbI). HacTpolKa HnerTudukxaTop monbsosaTend ONnpeaensetT uHGopmaLmio, oTobparka-
€MYI0 B HUMKHEW CTPOKE KapTOUYKM Noab30BaTeNs (CTPOKe, NpefHa3sHauYeHHOW Ans OTOBparkeHUs UAEHTU-
duKaTopa yueTHoM 3anuncu). Mpu HacTPOIMKe MOXKHO MCNO/Ib30BaTb MacKMpoBaHUe 3HaueHnin. Hanpumep,
npaBuo $ {phone_numbersmaskInMiddle (3, 3) } byaeT otobpaskaTb cpeaHMe Yucna Homepa tenedo-
Ha B BUAe *.

BbI60p nonb3oBatens

BbI60p Nonk.

aTeNs BO3HWKAeT, eC/IN NOA KPUTepUN CBA3bIBAHNA NOAXOAAT HECKONBbKO akKayHTOB MAWN yYeTHas 3aninck CBA3aHa C HeCKONbKUMI NoNb

TeNAMN

Wmsa nonb3osatens ${oid}

Wpentndukatop  ${oid}
nons3oBarens

¢ Bnok MNpuBAsaHHasA ydeTHaA 3anucb onpeaenser nNpasuao oTo6paKeHUa NPUBA3AHHOW Y4ETHOM 3anucu
NoAb30BaTENIO B KAPTOUKE BHELIHEro NOCTaBLMKa B KOHCOM U JIMYHOM KabuHeTe. BbipaxeHne dopmupy-
€TCA U3 AaHHbIX, NONy4aembliX NPW BXOAE NOMb30BaTENA Yepes BHELHEro NOCTaBLMKa.

MNpuBsA3aHHana yyeTHas 3anucb
NHpopmauma o NpuBA3aHHON y4eTHOI 3anucu 6yaeT oTobpaxaTbCA N0/b30BaTeNt0 B KAPTOYKe BHeLUHero nocTasLinka

Vs yueTHoi 3anucu

} ${firstName-}

PaclumpeHHasa HacTpPoiKa

B c/iyyae pacluMpeHHOW HaCTPOMKM NPaBuIa CBA3bIBAHMA YHETHbIX 3anuncen 1 Npasunaa CooTBETCTBUA aTPUBYTOB
3343l0TCA C NOMOLLbIO NPOLLEeAYPbI CBA3bIBAHMA Ha A3bIKe NPOrPamMmmMMpoBaHna Java. aHHbIN pexum obecneyun-
BAET MaKCMMasIbHYO TMBKOCTb HAaCTPOMKM U NOAXOAMUT ANA Y3KOCNELMaAN3MPOBaHHbIX CLLeHapMeB CBA3bIBAHUSA
YYEeTHbIX 3amuceil u conocrasieHuns aTpubyTos.
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CBfi3blBaHWE YYETHbIX 3anucei

ba3oeas HacTpoiika PaclivpeHHan HacTpoiika

Npoueaypa cea3biBaHNA Y3

[ns ycnewwHoit paboTbl NpoLeaypbl CBA3bIBaHNA HEOBXOANMO HanWcaTk Ha A3blke Java KNacc, HacneayroLmii abCTpakTHBIA knacc MatchingBlock . Ha3BaHue knacca AONXHO 6biTh
Esia_lEsia . Knacc gonxeH umeTb Ny6nnyHblii default KOHCTPYKTOP. B Liensx 6@30nacHOCTM 3arpy3ka knacca ocyLecTBAsAeT OTAeNbHbl class loader COrpaHUYeHHbIM CNUCKOM
imports . Bca Heo6x0aMMas MHGOPMaLMA NepeaaeTcs B NapameTpbl GyHKLNIA.

package com.identityblitz.idp.federation.matching.dynamic;

1

2

3 import java.lang.*;

4 import java.util.*;

5 import java.text.*;

6 import java.time.;

7 import java.math.*;

4 import java.security.x;

9 import javax.crypto.x;

10 import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.*;

13 import com.identityblitz.idp.federation.matching.x;
14 import com.identityblitz.idp.flow.common.api.*;

15 import com.identityblitz.idp.flow.common.model.*;
16 import com.identityblitz.idp.federation.matching.dynamic.x*;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

19 import java.util.stream.Collectors;

20 import org.codehaus.jackson.map.0ObjectMapper;

21 import org.codehaus.jackson.type.TypeReference;

22 import com.identityblitz.idp.extensions.types.JsObject;

24 import com.identityblitz.idp.federation.matching.x;
25 import com.identityblitz.idp.flow.common.api.HttpFactory;

27 [¥x

28 * Knacc wacnesyetcs oT MatchingBlock ¥ AnNS KOpPPeKTHOro WHCTaHTMpOBaHWA nonxeH umeTe default KoHCTpykTOp.

29 * Texkywas CreHepupoBaHHas peanusauus obecneuuaeT CTpaTerwio Npu KOTOPOi NONbL30BATENM HE COMOCTABASITCA W HE OGHOBAAKTCA.
30 x/

31 public class Esia_lEsia extends MatchingBlock {

32

33 private final Logger logger = LoggerFactory.getLogger("com.identityblitz.idp.federation.matching.dynamic");

34

35 VEss

36 * UTepaTveHas QyHKUMA Oonpepfenswans COOTBETCTBME BHETPEHHUX Y3 M Y3 nocTaswuka MAEHTUPUKAUMM.

37 * Ha kakpo# uTepauuu GyHKUMA MOXeT BuNONHWTL onepauuw find (HawpeHsie none3oeatenu GyayT nepenaHsl B Cnepylwei uTepaunn)
8 * WNW 33BEPUMTL ONEPALUK CO CNENYHUMMA PEWEHUAMM:

39 * matched - cooTseTcTBylWME NONb30BATENW HaWAEHbI;

40 * matchError - owubka onpenenesus COOTBETCTBUA NonMb30BaTenei;

41 * matchByLogin - ocywecTBuTb CBA3KY C NONb30BaTeneM, KOTOPLIA YCNEWHO ayTeHTuhuuupyercs;

42 * refine - nonydyer CNUCOK nonb3oBaTeneil, 3anpauMeaeT Naponib W OCYWECTBASET CBA3KY C TeM NOMb30BaTeneM, AN KOTOPOro BBEAEH KOPPEKTHbI Napons;
43 * @param Ctx — KOHTEKCT npoueayp CO CneayluvMin nonamu:

44 * iteration - Homep uTepauuu npouepypsl;

45 * extAttrs - aTpubyTsl nonbzosaTens, NONy4YeHHsle OT NOCTaBWMBA MAEHTUPUKALUM;

46 * sid - yHWKanbHu UaeHTUdMKaTOp BHewHen Y3.

a7 * @param users - nonb3osaTenu.

48 * @return - OQHO W3 NEPEYUCNEHHLIX PeweHut

49 */

50 @Override public MatchResult match(MatchingContext ctx, List<MatchingUser> users){

51 return matchError(ctx, new MatchingError("not_matched", "User not matched"));

52 };

53

54 Ve

55 * Bo3ppawaeTt obHoBNAemsle M ypansemsie aTpubyTel.

56 * @param extAttrs - aTpubyTel nonb3oBaTens, NONY4YeHHsle OT NOCTaBWMBA WAEHTUOUKALWM.

57 * @param user - BHYTPEHHUA NONb30BaTeNb.

58 * @param justMatched - npu3Hak TOro, YTO CBA3b BHYTPeHHMX Y3 C Y3 BHEWHero noCTaBWMKa yCTaHOBNEHa Bnepssie.

59 * @return - KOpPTeX C W3MEHAeMbMM M ynansemsiMu aTpubyTtamu. Hanpumep: change(JsObj.empty(), Collections.<String>emptySet())
60 */

61  @verride public Tuple2<JsObj, Set<String>> update(JsObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
62 return change(JsObj.empty(), Collections.<String>emptySet());

63 };

64}

65

OtMmeHa CoxpaHuTb

@ Cm. TaKke

Mpoyedypsbl NPUBA3KU GKKAYHMOB 8HEWHUX Nocmasujukos (CTpaHunua 288)
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2.4 Monb3oBaTeNbCKUe CepBUCHI

Blitz Identity Provider npegoctaBnseT Be6-NpUNOKEHUS, C MOMOLLBIO KOTOPbIX NOJ/1b30BATE/IN CAMOCTOATE/IbHO
MOTYT BbINO/IHATL PAA, ONepaLui:

1. Beb-npunoxkeHue Juuneit xabuueT. [103B0/IAET BbINOAHUTL PAJ ONEPALMIA C YY4ETHOM 3aMNnCbio, HaNpu-
mep, I'IOCMOTpETb/VI3M€HVITb CBOM AaHHble, HACTPOUTb cnocobbl ayTEHTMdJVIKaLI,MVI, NOCMOTPETb nocnen-
HUWe cobbITUA, CMEeHUTb Naponb. Ecm BKAKOYEH, TO AOCTYNEeH Mo agpecy: https://{hostname}/blitz/
profile.

2. Beb-npunoxkeHne Perucrpaunus noassosaTedqeit. [IpU BKAOUYEHMUU CTAHOBUTCA AOCTYNEH MEPEXOs CO
CTPaHMULbl BXOAA Ha GOpMY CaMOCTOATENIbHOM perncTpauum (ceoiika HeT akkayHTa? 3apermcTpupoBsaTbes).

3. Beb-npunoxeHne BoccraroBaerue mocTyna. [103BO/IAET NMOMb30BATEN0 CMEHUTb NApPO/ib OT CBOEW
YYeTHOM 3anncK nocne NPOXOXAEHUA NPOBEPOK. ECM NpuaokKeHMe BKAOYEHO, TO NOb30BATENN CMOTYT
nepewTn Co CTpaHMLbl Bxoaa (ccblka 3abbliv Naponb?) Ha Gopmy BOCCTaHOBAEHMA AOCTyNa.

HacTpoiika faHHbIX CEPBMCOB OcyLLecTefeTcA B pasgesne CepBucbl CaMooBCNYKMBAHMA KOHCOAM YNpaBAeHus.

A\ BHumaHue

ALMWHUCTPATOP KOHCO/IM YNPaBAEeHUA AOMKEH CAMOCTOATENIbHO NPOBEPATb KOPPEKTHOCTb MOMELLL@EMbIX Ha
CTpaHMLY BXOAa JS-CKPUNTOB M COAEPHKMMOE CTPAHWUL, PErUCTPaLLMM U TUYHOTO KabuHeTa Ha nNpeagMmeT BO3-
MOXHbIX YA3BUMOCTEW.

2.4.1 O6wme HaCTPOMKHM
Ha rnaBHol cTpaHuue pasaena CepBUCbl CaMOOBCNYKMBAHUA MOXKHO BKAOYUTb MU BbIKIHOYNTb COOTBETCTBY!O-
LMe NpUIoKeHNn (CepBUCHI), UCNOb3YA NepeKoYaTeNb (-:] ). CheayeT npu 3TOM yYecTb, YTO NepeKtoYa-

TeNb Wb BAUAET Ha oTobpaykeHue CCbiNoK (Hanpumep, 3abblin Naponb?), TOraa Kak HasMumMe Camoro cepBuca
3aBUCUT OT TOTO, BbI/IO 1N COOTBETCTBYIOLLEE NPU/IOKEHNE YCTAHOBIEHO agMUHUCTPATOPOM:

® blitz-idp —Beb-NpunoxKeHue Jduunsii xabuner,
® blitz-registration— Beb-NPUNOKEHNE PerucTpauns nonssoBaTenett,
® blitz-recovery — Beb-Npuo}KeHne BoccTanosienne mocTyna.

TaK¥Ke Ha rMaBHOM CTPpaHMUE MOXHO HAaCTPOUTb MNapaMeTpPbl, NpuMmeHAEMbIE BO BCEX CEPBUCAX CaMOO6CJ1y)KVIBa-
HNA:

® MapameTpbl Koga NoATBEPKAEHMA, OTNPaBAAEMOro B SMS — MOXXHO M3MEHUTb AAMHY KOoda U BpeMA ero
p,ei;lCTBMH, a TaKXe KONMMYeCTBO NOonbITOK;

® NapameTpbl KoAa noarsepxaeHuaA, oTnpasaaemoro no 3ﬂeKTpOHHOi;I noyrte — MOXXHO USMEHUTb OANINHY KO-
Aa U Bpemsa ero ,EI,GVICTBMH, a TaKXe Konn4yecTtBo NOMbITOK.
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AnvHa 7
Bpewms peiicTBusa 300
KonunuecTBo NonbiToK 3
O6Luee KONNYECTBO 9

nonbITOK BBOAA

AnviHa 7
Bpems pelicTBus 3600
KonuuyecTtso nonbiTok email 3
O6Lee KONNYECTBO 9

nonbITOK BBOAA

B nogpasnenax ocywecrenaerca HaCTpOﬁKa KaxXaoro cepsuca CaMOO6Cl]y)KMBaHMH B OTAENbHOCTH.

2.4.2 Peructpaums nonb3oBatenei

PerucTpanus noas3oBaTeneit — BEO-NMPUNOKEHWE, NO3BOAIOWEE MO/b30BATE/NO CAMOCTOATE/IBHO CO3A4aThb
CBOIO Y4YeTHYI0 3anucb. HacTpoiika peructpaumm BraoYaeT B ceba KoHUrypupoBaHue Gopmbl perncTpaumm, us-
MeHeHMe NapameTpPoB CepBMCa U CO34aHMe NPOLEeAypbl PerucTpauun (onumoHaibHo).

dopma peructpauum

MepeuyeHb 3anpallnBaembIx AaHHbIX Nob3oBaTens onpegenserca HTML-wabnoHom. LabnoH npeacraBnseT co-
601 TEKCTOBbIN (Paiin, KOTOPbIA KOMAUAMPYETCA C MOMOLLBIO WabnoHusaTopa Twirl*®. B wabnoHe Heobxoanmo
pa3smecTuTb GYHKLMM, NO3BONAIOLME NOb30BATENO NPU PEFUCTPALLIMM BBOAMUTL AaHHble O cebe.

Q coser

B waba10oHe MOXKHO UCNO/b30BaTb CUCTEMHbIE nepemeHHble.

Mprmepbl GYHKUMIA, LOCTYMHbIX B LWab/IOHE:

58 https://github.com/playframework/twirl
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® @attrInput ("email", msg("reg.email"), Map("placeholder" -> "mail@example.com",
"error-messages" -> msg("reg.email.wrong"), "input-type" -> "mail")) — o0TObpa-
XaeT Ha CTpaHuue nose AnAa BBoAad anVI6yTa email, ONUCAaHHOINO B cucrteme. msg("reg.email") -
3TO Has3BaHMWe aTpubyTa, KoTopoe HepeTca M3 ¢aina coobLeHnn B COOTBETCTBUMN C TEKYLLEN NIOKA/bIO.
Mpu nyctom none BBOAA B HEM OTObpaKaeTcAd "mail@example.com" B KAaYecTBe MOACKA3KW, a npu
HEKOPPEKTHOM BBOZAE — COObLLEHME msg ("reg.email.wrong") U3 ¢aina coobuieHuin. na anemeHTa
33/aeTcs input—type pPaBHbIM mail;

® QattrInput ("family_name", "®amunuga", Map ("placeholder" -> "®amunua",
"error-messages" -> "Omubxa")) — OTOBpaXKaeT Ha CTpaHUUe none Ans BBoga GaMuauMm Nonb3o-
BaTe/1A B NepemMeHHyto family_name. 3Ty nepemMmeHHyr gasiee MOXHO UCNO0/1b30BaTb NP UCNONHEHUN
npoueaypbl PperucTpauuu.

® @securityQuestionInput —OTO6pParKaeT Ha CTPAHULLE NOSA BBOAA KOHTPOSIbHOIO BOMPOCA M OTBETA HA
KOHTPO/bHbIN BOMNPOC;

® @passwordsInput - OTO6pa)-KaET Ha CTpaHULUE NonAa BBOAa NaponAa U ero noarsepxaeHue;
® @agreement - 0T06pa>+<aeT CCbI/IKY Ha YCZ10BMA UCNONb30BaHUA;

* QattrExpr — GYHKLMA, NO3BONAIOLLAA CO34aTb BbIYMCAAEMBIN aTPUBYT (MM NMPUCBOUTL aTPUBYTY KOH-
CTaHTHOE 3HayeHue);

* @submitButton - OTOBPaNKaeT KHOMKY 3aperncTpmMpoBaThes.

Mprmep WabnoHa ANa perucTpaumm:

@attrInput ("family_ name", "®amunug", Map("placeholder" -> "®amunuga", "error-
—messages" —-> "Omubxa"))
@attrInput ("given_name", "Uma", Map ("placeholder" -> "Uma", "error-messages" ->

—"Ommbka") )

@attrInput ("phone_number", "HoMmep MobunbHoro tenedorHa", Map ("placeholder" ->
—"+7(999)9999999", "error-messages" -> "reg.page.mobile.reqg.err.msg"))
QattrInput ("email", "Ampec snexTpoHHOM nouTH", Map ("placeholder" -> "name@example.
—com", "error-messages" -> "reg.page.email.req.err.msg", "input-type" -> "mail"))
@passwordsInput
@agreement
QattrExpr ("sub", "BIP-${&random(4) }")
@submitButton

© coser

[na agroreHepaumm GUID co3gaBaemMblx y4eTHbIX 3anMcelt UCNonb3yiiTe cneaytoLlyo dopmyny Ratt rExpr:

[@attrExpr("sub", "S{&rUUID () }")

Pe3synbTaT MCNO/Mb30BaHUA yKa3aHHOTO WabioHa B HTepdeice Be6-NPUNOKEHUA PerucTpauus NoJb30BaTe—
q1a NPEeACTaB/eH Ha PUCYHKe:
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Pernctpauus B JInuHbIN KaOUHeT

Damunua

damunua

Hua

ma

Homep mobunbHoro renedoHa
+7(999)9999999

Afpec 3MeKTPOHHOMN NOYTHI
name@example.com
Mpuaymaite napons

Maponk

lMoBTOpHTE Naponkb, YT00bl He OWHOUTLCA

Baw naponeb eue pa3

CNOBMAMW NCNONb30B3HUA

3aperucTpupoBartbea

Ons nobasneHus Ha dopmMmy pervcTpaumm BbiNa[aoWEro Cnmcka gns Bblbopa 3HavyeHul aTpmubyTa M3 cnpaBoy-
HMKa Heobxoaumo:

1. Co3patb Ha cepsepe Blitz Identity Provider gupektopuio /etc/blitz-config/custom_messages/
dics;

2. Co3patb paitn /etc/blitz-config/custom_messages/dics/dic_name C COAEPHKUMbIM CMPABOYHU-
Ka (BMecTo dic_name yKa3aTb MMA CNPaBOYHMKA, Hanpumep, company_id). Mpumep dalina company_id
[NA BbINAZAoLLErO CNPaBOYHMKa BbIBOPa KOMNAHUN:

00l=TecToBag xoMmnaHug 1
002=TecTOoBag XoMNaHUI 2
003=TecToBag xoMHnaHud 3

Yucno B cnpaBoYHMKe ByAeT 3anncbiBaTbCca B 3Ha4YeHue aTpubyTa. CTpoka B cnpaBoYHMKe ByaeT NoKasbiBaTbeA
nonb3oBaTeNto Ha popme perncTpaumu.

3. lMNpoBepuTb BnagenbLa ANPeKTOopun dics U GalinoB CNpPaBOYHUKOB B Hell. Bnagenew nonkeH 6biTb
blitz:blitz.

[chown -R blitz:blitz /etc/blitz-config/custom_messages/dics }

4. B KoHdUrypaumoHHom paitne blitz.conf B6AOKblitz.prod.local.idp.messages Ao0b6aBuTb 610K
dics. B HacTpoiike names NepeunUCIUTL BCE MMEHA CMPaBOYHUKOB (1A KaX/J0ro CpaBOYHMKA JO/KEH
6bITb CO3AaH CBOIt daiin co 3HaUEeHUAMM CnpaBOYHMKa). Hanpumep:
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"dics" : {
"dir" : "custom_messages/dics",
"names" : [

"company_id"

5. Mepe3anycTntb NpuaoKeHMe blitz-registration.

6. B KoHCOAM ynpaBneHus B wabnoHe cTpaHMLbl pernctTpaunm 4o6asmTb CTPOKY C 3anosHeHnem aTpubyTa ns

CNpaBOYHUKa:
@attrInput ("company", msg("Komnanug"), Map("dic" -> "company_id", "dic-default" ->
(‘)YIO", "SOIt" 7> "key"))

HacTpoiiku cepBuca pernctpauum
B KauecTBe HaCTPOEK MOKHO 33JaTh:

® XpaHWMLLE ANA YYETHOM 3aMUCU — HYXKHO BblBpaTb OAHO U3 CKOHPUIYPMPOBAHHbIX XpaHUAUL, (pasaen
MCTOYHUKM JaHHBbIX) A8 COXPAHEHUA YYETHOM 3anucy;

* Heobxogumble ANA PerucTpaLLmMm aTpubyTbl NOAb30BaTENA —aTPUBOYTbl, HANNYME KOTOPbIX HEOBXOAMMO ANS
3aBeplUeHnAa npoueaypbl pernctpaunn. ObasatenbHble aTpMbyTbl NONb30BaTENA HE HYKHO BKNOYATb B
AaHHbIM CNUCOK. BO3MOXHO fob6aBneHne HECKONIbKUX aNbTepHATUBHbIX Npasu. Ecam otmeueH yekbokc
Hcrnonb30BaTh YCHOBHY M3 MNPOLENYPE perucrpaulxdyd, TO HACTPOEHHbIE YC/I0BUA UTHOPUPYIOTCA U
NPUMEHSAIOTCA YCIOBUA, onpeaeneHHble pyHKLMeN i sEnough M3 NpoLeaypbl perncTpaumm.

e URL BHewwHero cepsuca permctpaunmn. Ecnm 3agatb B Kavectse napametpa a1oT URL, TO no stomy agpecy
6yaeT Hanpas/ieH N0/b30BaTENb NPU NEPEXOAE K NPOLLeCCy PerncTpaLmnm (BMecTo NpUNoXKeHUa perncrTpa-
uum Blitz Identity Provider).

CKpUHLWOT pparmeHTa CTpaHMLbl HACTPOEK PErUCTPaLMU NPeACTaBAEH Ha PUCYHKE:

Xpauunuue Ans y4eTHo 389ds-local v
zanucu

/cnonb3oBaTh YCI0BMS U3 NMPOLeAypbl perncTpaumum

YcnoBus ANA ycnewHomn sub
peructpaymm

x  phone_number x  email x v

AoSa BUTb a/ilbTEPHAaTUBHOE ycsioBue

URL BHelLHero cepeuca
peructpauyumn

Mpoueaypa perucrpaummu

Mpoueaypa permctpaumm — Java-Kog, peanusyowmii HeobxoamMmble NMPOBEPKM NOC/AE TOrO, KaK Mosib30BaTeslb
3anonHNT popmy perncrpaumu. B xoge ncnonHeHUs npouesypbl BO3SMOXKHO BbINOSHEHME CAeAYIOWUX A4EACTBMIA:

® BbIMNO/IHEHNE OONOJIHUTENIbHbBIX MPOBEPOK BBEAEHHbIX AAaHHbIX;
® BbIMNO/IHEHME npeo6pa3033HMﬂ BBEOEHHbIX OAaHHbIX;

® COXpaHeHue 3HayYeHul aTpubyToB B XpPaHU/INLLE;
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e BbI30B BHelwHUX REST-cepsucos.

Mpw HeobxoammocTu Nnpeobpa3oBaTb AaHHbIe, BBEAEHHbIE N0/b30BaTENEM, U fafiee COXPAaHUTb UX B BUAE aTpu-
6yTOB, B WabNOHE CTPaHMLbl PErMCTpaLmm cneayeT Ucnoib3oBaTh GYHKUMIO GattrInput BMECTo @text Input.

Q coser

B npouenype MOXKHO UCMOIb30BaTb CUCTEMHbIE MEPEMEHHbIEe.

U3meHeHMe TeKcTa ycnOBMﬁ UCcnosb3oBaHUA

Ha cTpaHuue perncTpaummn Nonb3oBaTena pasmelleHa CCbljika Ha YCN0BUA NUCMOIb30BaHMA. YCNOBUA NCNONb30-
BaHMA pa3MelleHbl B apxuBe assets.zip, PAacCNoO/OXKEHHOM B ANPEKTOPUMN assets ycTaHOBKM Blitz Identity
Provider B 3aapxnBMpoBaHHOM KaTasiore documents\user_agreement.

[na v“3MeHeHWA NpaBWMA MCMONb30BaHMA C/ledyeT PacnakoBaTb apXMB assets.zip, 3ameHUTb aiinbl
user_agreement_ru.pdf (PyccKas Bepcusi) Muser_agreement_en.pdf (aHIKUICKanA Bepcua) Ha Tpebyemble
W 32apXMBMPOBATb apPXMB C COXPAHEHMEM UCXOAHOM CTPYKTYpbI.

TaKe BO3MOXHO M3MEHWUTb CCbI/IKY Ha NpaBuaa Ucnoab3oBaHus. [1na sToro cneayet ompedakmuposams (cTpa-
HUUa 317) CTPOKY reg.page.reg.action.agreement U setPswd.page.agreement. Takomn cnocob peko-
MeHAyeTCcA NPUMEHATb, eCan NnpaBuia UCNONb30BaHNA pPa3MeLlleHbl Ha BHeEWHeM pecypce, Hanpumep, B shae
oTAEeNbHOW BEB-CTPaHMLBbI.

2.4.3 JInyHbIA KabuHet
Juunet xabuneT — BE6-NPUNOKEHNE, B KOTOPOM NO/Ib30BaTE/Ib MOXKET BbIMONHWUTL CAeAyloLne AeCTBUA:
® MOCMOTPETb MW U3MEHUTL AaHHbIE CBOEW YYETHOM 3anucw;
* NOCMOTPETb NocneaHne cobbiTus 6esonacHocTM (Hanpumep, cobbiTMA BXxoaa);
® CMeHWTb Napossb;
® NOCMOTPETb 1 HAacTPoUTb cnocobbl NoaTBep:KAeHUA Bxoaa (aByxdaKTopHOM ayTeHTUDUKaLUK);
® MOCMOTPETb U HAaCTPOUTb KNtoun 6e3onacHoCTyH;

® NOCMOTPETb NPuBA3aHHbIE Y4ETHbIE 3aNMNUCKN COLMANIbHbIX CETGVI, npuBA3aTb HOBble «BHELWIHNE» y4YeTHble
3anncn, oTBA3aTb JIMWLIHNE YYETHbIE 3aNMUCH;

* MNOCMOTPETb NPMBA3aHHbIE YCTPONCTBA A0CTYMNa, OTBA3aTb IMLIHME YCTPOCTBA;
® MNOCMOTPETb M OTO3BaTb BblAaHHbIE NPUAOKEHUAMM PA3pPELLEHNA HA JOCTYN K AAHHbIM;
® NOCMOTPeTb COBbbITUA He30MacHOCTH.

HacTpoiika JIndyHoro KabuHeTa BKItOYaeT B cebsa KOHPUIyprupoBaHue cnocoba oTobpaxkeHuna aTpmbyToB Nonb3o-
BaTenAa u usmeHeHmne AONOHUTE/NIbHbIX NAapaMeTpPOB.
OTto6paxkeHue aTpubyTOB NOb30BaTENA

Ha ocHoBHoOI1 cTpaHuLe JInyHoro KabrHeta oTobpaxaerca 610K C 4aHHbIMK yueTHOM 3anucu. Mpumep storo 6,10-
Ka NPeACTaB/IeH Ha PUCYHKE HUMKE.
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Profile ivanov@company.com ¢ =

JINYHbIN KabuHeT T

AaHHble y4eTHOM 3anucu

SNeKTPOHHaA nouta

MobunbHbIR TenedoH +

OTobparkeHne gaHHbIX nosib3oBaTens onpegensetca HTML-wabnoHom. LWabnoH npeacrtasnser coboi TeKCTO-
BbIl daiis1, KOTOPbIN KOMAWUAMPYETCA C NOMOLLbIO WabnoHusaTopa Twirl>. B wabnoHe HeobX0AMMO pa3sMecTUTb
byHKLMKM, no3BONAOLWME NONAb30BaTeNtO B JIMUHOM KabuHeTe BBOAUTb U pefaKkTMpoBaTb AaHHble o cebe.

B wa

610He fOCTYNHbI cneaytowme GyHKUUK:
@show (attrName) — oTobparkaeT 3Ha4YeHne aTpmbyTa;
@showStrings (attrName, values) —OTOOpaKaeT 3Ha4YeHME MACCUBa;

@editAsText (attrName, readableName, errorMsg) — oTobpakaeT 3HauyeHue aTpmbyTa U NoO3BO-
NAET ero U3MeHuTb (NapameTp errorMsg HeObA3aTE/bHbIN);

@editAsBoolean (attrName, readableName) — 0To6pamaeT 3Ha4YyeHune Norn4yeckoro Tuna (true/
false) aTpubyTa M NO3BONSAET EF0 USMEHUTD;

@editAsStrings (attrName, readableName, values) —oOTobparkaeT 3HayeHuMe (maccuB) aTpubyTa
M NO3BO/IAET €ro U3MEHUTb.

B 3TUX GYHKLMAX UCNONL3YIOTCA Cedytolme napameTpbl:

attrName — Ha3BaHWe aTpubyTa, onpeaesieHHoe B pasaene MCTOUHMKM faHHbIX;

readableName — 0TObparkaemoe B NUCbMe NO/Ib30BATENO UMA aTPUBYTa (MOXKHO 3a4aTb KakK NaeHTUdU-
KaTop 13 daiina coobLeHNn Nan Kak TeKcT);

values — 3HayeHus, npeacrasnawolme cobon dopmar xmou — omnucanue, FAe KAOY — 3HAYEHMEe mac-
CWBa, OMMCAHWNE — YNTAEMOE 3HaYeHMe Katoya (Hanpumep, ListMap ("a" -> "azmauenuwe a", "c" ->
"sHaueHue c")), MOMXET 334aBaTbCA Kak MAeHTUMKATOp U3 paiina coobLLEeHUIA UK KaK TEKCT;

errorMsg — ONMcaHue oWNBKKN, KOTOPoe OTOBPAXKAETCA B C/IyYae OLIMBOYHOro BBOAA 3HAYEHUS (MOKHO
334aTb Kak naeHtuouKkatop 13 daina coobueHnit unmn Kak TekcT). Mpo daiinbl coobuweHnin cm. Tekcmo-
8ble coobuweHus seb-uHmepgpelica (cTpaHuua 317). PekomeHayeTca Mcnonb3oBaTb $aibl COobLEeHNM Npm
HeobXoAMMOCTU NOAAEPHKKN MYNbTUA3BIYHOCTY.

Mpumepbl pyHKUNI:

Nnctunr 3: OTobpaxkeHue aTpmbyTta email

[@editAsText("email", "SnexTpoHHad noura")

59 https://github.com/playframework/twirl
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NnctuHr 4: OTobparkeHne atpmbyTta phone_number ¢ BO3MOMXKHOCTbIO
€ro peflakTMpPoBaThb

[@editAsText("phonefnumber", "Mo6unbubeH Tenedon", "Omubxa")

NnctuHr 5: OTobparkeHne bynesoro atpmbyTa info ¢ BO3MOXHOCTbIO €ero
penakTMpoBaTtb

[@editAsBoolean ("info", "Ilommuckam)

JIMcTuHr 6: OTobpakeHNe MaccmMBa CTPOK Massiv C BO3MOMKHOCTbIO ero
peaakTMpoBaThb (BbI6OP 3HaUYEHW)

@editAsStrings ("massiv", "lomnucku", ListMap("a" —-> "Axuuu u OOHYCHBlEe HNporpamms",

—~"b" —-> "HorocTu koMmmna”Huu", "c" -> "JauoxecT COOBITHH 3a Mecdu"))

Mprmep oTobpakeHUa Maccuea CTPOK B MHTepdeiice BEO-NPUNOKEHUA Juunsit xabuueT NPEACTaBAEH Ha PU-
CYHKe:

OTO6pa)KeHI/Ie MacCHBa PeﬂaKTI/IpOBaHI/Ie MacCHBa

€ Nporpamm [¥] Akumm 1 GoHycHle nporpaMmbl x

[[J HoBocTn koMnaHum

Jaiipxect cobbiTuii 3a mecal [¥] AairpxecT cobiTuii 3a mecay

[ononHutenbHble napameTpbl
B KauecTBe AOMNONHUTE/NbHbIX MAPAMETPOB MOMKHO 334aTb:

¢ wabnoH npmBeTcTBUA — MHGOPMaLMIO, KOTOPaA OTOBParKaeTCA B NPAaBOM BEPXHEM Yy JIMYHOTo KabuHeTa.
JonycTmo ncnonb3oBaTh CTPOKM NOACTAHOBKMU. Hanpumep, ${family_name} ${given_name} No3Bo-
T 0TO6Pa3nTL GaMuUIMIO U UMS NONb30BaTEeNSR;

¢ URL gns nepexoga nocne ycrnewHoro Bbixoaa 13 JIMYHOro KabunHeta;
* nepuog oTobparkaeMblx NOAb30BATENAM COBObITUIM ayamTa (B KaeHL4APHbIX MecALax OT TEKYLLEN AaTbl);

* 1Wa610H OTOBpParKeHUs recfaHHbIX B cobbITUAX (cM. 6a3a eeodaHHbIx (cTpaHuua 349)). LWabnoH MoKHO
COCTaBWTb U3 CIeAYIOLLMX 31IEMEHTOB, COAEPIKALLUX CBEEHMA O CTPAHE, PErMOHE, ropose U KoopanHaTax:
${ip_ctr}, ${ip_st}, S${ip_ct}, ${ip_lng}, ${ip_lat}, ${ip_rad}

® [0CTynHble Nonb3oBaTeNsiMm QyHKUNUM, T.e. PYHKLMKN, KOTOPble MOTYT BbITb 334 MCTBOBaHbI NO/b30BaTeIEM
13 JInyHOro KabmHeTa. BO3MOXKHO BK/IOUUTL UM BbIKAOUUTL cneayrowme GyHKLun:

CMeHa napons;
— HACTPOWMKA KOHTPOAbHOIO BONPOCa;

— ynpasneHue Knrovammu 6esonacHocTy;

— MPOCMOTP U NPUBA3KA COLMANbHBIX CETeN;
— MNPOCMOTP YCTPOMCTB A0CTYNa;

— NPOCMOTP M 0T3bIB pPa3peLleHunit;

— NPoOCMOTp cobbITUiA;

— npuBAska HOTP-reHepaTopos;

— npwueAska TOTP-reHepaTopos;

— HacTpoiKa noaTsepKaeHMs Bxoga no SMS-koay;
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— HacTpoWKa push-ayTeHTUdUKaLUW;

— NpuBA3Ka Kato4ver 6e3onacHoCTy.

LWa6i10H NpMBETCTBUA ${email-}
rny6uHa npocMoTpa ayauTa 3
LLia6oH oTo6paxenust ${ip_ctr}, ${ip_st}, ${ip_ct}, ${ip_Ing}, ${ip_lat}, ${ip_rad}

reofaHHbIX B COBGLITUAX

MeproaNYHOCTL NpoBepKN 5
ceccum

o
o

CmMeHa naposns HacTpoiika KOHTPONLHOrO BOMpoca

YnpasneHve karo4amu 6e3onacHoOCTU MpocmoTp 1 NpmBA3Ka coLmabHbIX ceTen

MpocmoTp ycTpocTB focTyna MpocmoTp 1 OT3bIB paspeLueHni

(< < <]
(< <]

MpocmoTp cobbITni Mpuesiska HOTP-reHepaTopos

S
<]

MpuBsizka TOTP-reHepaTopoB HacTtpoiika Bxoga no KoAy NoATBepXAeHUs

S
<]

Hactpoiika push-ayTeHTUdukaumm MpuBsizka kntoYen 6e3onacHOCTN

2.4.4 BoccraHOB/NEHME AOCTYNA

HacTpoiiku B KoHcONM

HacTpoiika BosMoxHbIe aTpuByTE g ToHCKa CEPBMCA BOCCTAHOB/EHMA AOCTyMNa onpeaenseTt aTpubyTsl, No
KOTOpbIM ByAeT NPOU3BOAUTLCA NOUCK YYETHOW 3aMmnCH.

C NMOMOLLbIO HAaCTPONKN ATpubYThl HiId CBEPKH MOXHO OMPEeAe/nTb, 3HAYEHUA KaKUX aTpMBYTOB AOMO/HU-
Te/IbHO A40/1KEH BBECTU M0/1b30BaTe/1b B MPOLLECCE BOCCTAHOB/IEHUA NAPO0A ANA NOATBEPKAEHNA BaAEHNA yyeT-
HOW 3anucbio. [lobasaeHne TakoW NPOBEPKM YCNOKHAET aTaKy Ha CBpOC NapoiA Yepes MHOMKECTBEHHbIV nepebop
8 GopMe BOCCTaHOB/EHMA 3abbITOro Napons. Ha rnaBHow cTpaHuLe y Nonb3oBaTens byayT 3anpoLueHbl aTpubyTbl
4N cBepKu (Hanpumep, Gamuauns) n BOCCTaHOBEHME ByAEeT BbINOIHEHO TO/ILKO B TOM C/lyYae, eCNU HalgeHHas
yyeTHas 3anucb byaeT UMeTb MAEHTUYHOE 3HaYeHue aTpmbyTa.

OnuuA MpoeepdTh HalWuHe NONb30OBATEleld, WMEelNUxX NPaBO MEHUTh [apoilb B HAUNEHHOU ydyeT-—
HOHW 3anucu onpenensaeT, Ytoecnmy HaﬁAEHHOFO Nnosib30BaTeNA UMEETCA CBA3aHHAA (« pOAMTEl]bCKaH») y4yeTHaA
3anncCb, UMeroLWana NPaBo MEHATb Mapoab 3TOMY NO/1Ib30BaTeENO, TO 06 3TOM 6yp,eT BblBEAEHO NnpeaynpexageHune
Npu NONbITKE BOCCTAHOBNEHUA NApPOaA.

HacTpoiika BoaMoxHEIE KOHTaKTh BOCCTAHOBIEHMS OOCTyIa ONpeaenseT aTpubyTbl C KOHTaKTamu (agpeca
3/1EKTPOHHOWM NOYTbl U/MAKM Homepa MobuabHoro TenedoHa), KoTopble ByayT MCMOb30BaHbI 411 BOCCTaHOBAE-
HMA AOCTyna. ATPMBYTbI C KOHTAKTamMK A0/KHbI BbITb ONpeaenieHbl B Pasgee UCTOUHHUKY OaHHLIX B KaYecTse
aZpeca 3/1eKTPOHHOM NOYTbI U HOMepa MobuAbHOTo TenedpoHa.

C nomolpto HaCTPoOeK Obmee XOIHUECTBO IIONBITOK M BpeMd ONOKHUPOBKH IIPH MPEBHIIEHHUH I[ONBITOXK,
B MHH. MOXHO OFPaHMYUTb KOMYECTBO NOMbITOK 3aMpoca OTAPaBKU U HEYCMeLHOro BBOAA KOA0B NOATBEPKAe-
HUWA, OTNPAB/IEHHbIX MO 31EKTPOHHOM NoyTe U SMS ANa y4eTHOM 3anmcK, NPU NPEBbILLIEHUN KOTOPbIX BPEMEHHO
ONA y4eTHOM 3anucK byaeT orpaHMYeHa BO3MOXKHOCTb BOCCTAHOBAEHMUSA Napons.
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HaCTpOVIKa Heo6x0OMMOCTH IONOIHHTENLHON MNPOBEpPKU ONPEeAenaAeT, B KaKUX CNyYyasax A0XKHA BbINONHATb-
cA gononHuUTenbHaA ayTeHTMCbVIKaLI,Mﬂ npun BOCCTaHOBNEHUN OOCTyNna. Bo3moKHble 3HaYeHnA HaCTpOVIKMZ

e OTcyTcTayeT — AONONHUTENbHAA ayTeEHTUDMKALMA He TpebyeTcs;

e CornacHo HacTpoHKaM IONb30BaTeld B NHUUYHOM kabuHeTe — OOMNOJHUTENbHAA ayTeHTUPMKaLmA
TpebyeTcA, ecim NoAb30BaTeNO BKAOUYNUA AN CBOEW YYETHON 3anucK ABYXPaKTOPHYH ayTeHTUdMKALMIO;

* Tpe6yercsa BCerma — AOMNOJHUTEbHAA ayTeHTUOUKaLMA TpebyeTcs Bceraa;

® TpefyeTcs, ecnu IDOCTyIHa — AOMNONHUTE/NbHAA ayTeHTUdUKaumMa TpebyeTcs, ecan ANs nonb3osaTens
[AOCTyneH XoTA 6bl 0OAMH U3 METOA0B, YKa3aHHbIX B HACTPOMKE CICoK METOmOB.

B cnyyae ecnm TpebyeTca AONOAHUTENbHAA ayTEHTUDUKALMSA, TO B HACTPOMKE Cricox MeTomos MOXHO BblbpaTh
OOCTYNHble MeTOAbl ayTeHTUdUKALMM A1A NOATBEPKAEHNA BOCCTAHOBAEHMUA AOCTYN: NOATBEPXKAEHME KoAa, NO-
JIY4EHHOTO MO 3/1eKTPOHHOM noyTe, No SMS, ¢ nomoLLbto Koaa, creHepuposaHHoro TOTP-NpunoKeHMeMm, C NOMO-
LLLbI0 OTBETA HA KOHTPOJIbHbI BONpPOC.

HacTpoiika CuuMaTh 6mMOKHPOBKY MO HEAKTHBHOCTH INOCIHE BOCCTAHOBIEHHS HOCTyHna ONpeaenser,
4YTO ONA 3a6ﬂ0KVIpOBaHHbIX no npuynHe p,iWITeanOVI HEaAKTMBHOCTU YYETHbIX 3anucen pa3pewieHO BOCCTAaHOB-
NeHne Naposia, N 4To Nocae 3aMeHbl NaponA B pe3y/sibTaTe ycnewHOro BOCCTaHOB/1EHNA 6}10KMpOBKa no npnynHe
,EI,I'IVITe}'IbHOl\;I HEeaKTMBHOCTU OO0/1XKHa ObITb OTMEHEHa.

BoamoxHble aTpubyTh! Ans email x sub x  phone_number x v

noucka

ATpuU6YThI ANs CBEPKU v

ﬂpOBepﬂTb Hannyne ﬂOﬂb3OBaTeﬂ€l7\, MMerLWnX NpaBo MeHATL Napo/ib B HaMAeHHOI;\ yHeTHOM 3anmcn

BO3MOXXHbIe KOHTaKTbI phone_number x  email x v
BOCCTaHOB/IEHMA A0CTyNa

O6Lee KOIMHECTBO NOMbITOK 10

Bpems 610KMpoBKK Npun 15
NpeBbILEHUN NONLITOK, MUH.

Heo6xoanmocTe B 3aBrcmmocTn oT HacTpoek nonb3oBaTens v
AOMOJIHNTENBLHOW NpoBepKn

Cnuncok meToa0B sSmMs x secQsn x totp x e

CHWMMaTb 6710KMPOBKY MO HEAKTUBHOCTW NOC/E BOCCTAHOBNEHVS 40CTyNa
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TekcTbl popmbl

Mocne onpeaeneHns Habopa ampubymos 014 caepku (cTpaHuua 201) Heob6xoAMMO 3a4aTb COOTBETCTBYIOLLME UM
TeKCcTbl B GOpMe BOCCTaHOBEHNA A0CTyna. A8 3Toro ucnonb3yiite cmaHdapmHelil anzopumm (cTpanmua 317).
[ob6aBbTe TEKCTbI A5 CAeayoWwmX CTPOK:

® recovery.page.verify.<umMda_aTpubyra>.label: Ha3BaHWE NONA ANA BBOAA 3HAaYEHMA aTpUbyTa;

® recovery.page.verify.<umga_arpubyra>.placeholder: TEKCT BHYTPU NOAA ANA BBOAA 3HAYEHUA

aTpubyTa.

JivctuHr 7: Npumep 3a8aHnA TeKCToB AnAa atpmubytos phone_number u
family_name

recovery.page.verify.phone_number.label=HoMep MOOUIbBHOIO TenedoHa

recovery.page.verify.phone_number.placeholder=BBenuTe HOMEP, yKas3aHHBIH IPU_

—perucTpanuu

recovery.page.verify.family name.placeholder=®amunug

recovery.page.verify.family_name.placeholder=Beenute dbaMumuo

2.5

AAMUHUCTPUpPOBaHME NONb30OBaTeNEeN

HacToAwmit pasgen nocesAWweH agMUHUCTPUPOBAHWUIO Nonb3oBaTtesnel B Blitz Identity Provider.

2.5.1 YnpaBneHue yyeTHbIMM 3anNnUcAMU

B pasgene Nonb3oBaTtenn KOHCONM ynpasaeHua agmuHucTpaTop Blitz Identity Provider moxeT ocyliectsnaTth cie-
Oylolme onepauum:

rnouck y4emHsix 3anuceli nosnezoeamereli (ctpaHuua 204);
dobaeneHue yuemHoli 3anucu nosnv3osamend (cTpaHuua 204);
npocmomp u pedakmuposaHue ampubymos yvemHoli 3anucu nosnszosamens (ctpanmua 206);

cbpoc cecculi nonvzosamers, npuHyoumMenbHAs CMeHA rnaposs u cobpoc 6a0KUPo8KU memooa (cTpaHu-
ua 218);

usMeHeHue napossa y4emHol 3anucu none3osamens (ctpaHuua 207);
poCcMomp U 0mMesA3Ka y4emHbix 3anuceli BHeWHUX Nocmasujukos udeHmugukayuu (ctpaHumua 207);
npueAska ycmpoticme 011 nposedeHus 08yxgpakmopHoli aymeHmuguxayuu (ctpaHuua 207);

Mpocmomp 2pyir, 8 KOMopble BK/IOYEH M0/16308aMerb, YPaAsAeHUEe Y/1eHCMBOM 10/16308amesns 8 2pyn-
nax (ctpaHuua 211);

npocmomp, NpUeA3Ka, yoasneHue Kawyeli bezonacHocmu noss3osamensa (ctpaHuua 214);
npocmomp npas y4emHol 3anucu noas3oeamesns, Ha3Ha4yeHuUe U om3bie npas (cTpaHuua 212);
npocmomp paspeweHuli, 8bI0aHHbIX M0b308AMeENeM npunoxeHuam (cTpaHuua 215);
npocmomp u ydaseHue 3anomMHeHHbIx ycmpolicme (cTpaHuua 214);

yOaneHne yyeTHoM 3anmcy nosb3osaTens.

06LLI,VII‘;1 B4 CTpaHULUbI ynpaBneHUA JaHHbIMU nosib3oBaTtenem npeacrasieH Ha PpUCyHKe.
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MNonbsoBatenn

Vigarios m

YueTHble 3anucK nonb3osarenein
MBaHoe VeaH MBaHoBIWY, ivanov@company.com
sub BIp-*FFFFE
family_name VeaHos
given_name MBaH
middle_name ViBaHoBUY
email ivanov@company.com
phone_number +7(000)0000000

locked Her v

2.5.2 MowuckK nonb3oBaTenei

[na novcka nonb3oBaTenein He06xoaMMO BBECTU MAEHTUPUKATOP NONb30BATENA U HAXKaTb Ha KHONKY «Halimu».
B KauectBe oTobparkaemoro naeHTudmnKkaTopa Ucnonb3yerca aTpubyT, onpeaeneHHslt B pasgene «IcmoyHuKu
O0aHHbIX» B KauecTBe 63a30BOro MAEHTUDMKATOPA, a TaKKe aTPUBYTbI, OTMEUYEHHbIE KaK NOWCKOBbIE.

MepeyeHb HaNMAEHHbIX NONb30BATENEN COAEPKUT:

® 3HayeHWe UAEHTUPUKATOPa HalAEeHHOro Noab30oBaTeNs;

® XpaHwWuLLe, B KOTOPOM HaAeH Nonb30BaTeNb;

® 1MA NONb30BaTeNA, CKOHPUIYPUPOBAHHOE B pasaene «ICMoYHUKU OaHHbIX».
HakaTue Ha ntobyto U3 HadeHHbIX yYeTHbIX 3anunce OTKpbIBaeT AeTasbHY0 MHPOPMALIMIO O Nosib3oBaTene.
TaK)Ke [OCTYMNHbI:

® KHOMKa KOMWPOBAHMA CCbIZIKM Ha HaAEHHOro NOAb30BaTENA — NPW €€ HaXKaTUM CCbIIKa Ha No/ib3oBaTenNs
KonupyeTtca B bydep obmeHa;

e ccblnka «CobbiTna 6e3onacHOCTM» gns ObICTPOro Nepexoda K NPoCMOTPy CobbITUI 6e30NacHOCTM 3a TeKy-
LM feHb, B KOTOPbIX HAWAEHHbIN NoNb30BaTeNb GUIYPUPYET B KayecTBe 06beKTa A0CTyna.

2.5.3 [lo6aBneHue nonb3osBarens

[na nobasneHNA HOBOM y4eTHOM 3anucK TpebyeTcs HaxaTb Ha CCbiKy «Co30amb y4emHyto 3arnuch Mosb308a-
mesifi...». B OTKPbIBLLEMCA OKHE:

® yKasaTb XPaHW/MLLE, B KOTOPbIM CeayeT COXPaHUTb AaHHble NoNb30BaTeNs;
® 334aTb Bce HeobxoaMmble aTpubyTbI;

* HakaTb Ha KHOMKy «Co30ameb».

@ BaxHo

Mpwn cosgaHum yquHoﬁ 3anncun cneayeT y4ymTbiBaTb T€ OrpaHNUYeHUA, KOTOPble HAaCTPOEHbI ANA XpaHUULA
OaHHbIX, B KOTOPOE OocyLecTBaAeTcA 3anncb. Hanpmumep, ecam coxpaHeHue npomnssogutca 8 LDAP-kaTanor, To
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[ONXKHbI 6bITb 3aN0NHEHBI BCe 06A3aTeNbHble aTPUDBYThI, HE HapyLUEeHbl OFPaHUYEHMA Ha YHUKAAbHOCTb aTpu-
6yToB 1 np. MNpu aTOM € To4KK 3peHus Blitz Identity Provider 06s3aTenbHbIM ABNSETCA TO/IbKO MAEHTUdUKATOP
n obasaTenbHble aTpMbYTbl (COOTBETCTBYOLME aTPUOYTbl OTMEUYEHbI 3HAKOM «3Be3404Ka» (*)).

Monb3osatenn

YKaxuTe aTpnbyTbl N0NAb30

XpaHunuwe @ internal O Idap

sub*

family_name

given_name

middle_name

email

phone_number
locked Het v

Napone

E overs

2.5.4 MpocmoTp u usmeHeHue aTpubyTos nonb3osatens

Mpu HaxkaTnn Ha naeHTUdMKaTop Nt6Oro HalAeHHOro No/sib3oBaTens oTobpakaeTca MHPOPMALUA O HEM — Kap-
TOYKa Nosb3oBaTens. OHa COAEPKUT 3HaUeHMA aTpUbyTOB, KOTopble BblIM onpeaeneHbl B pasgene « ICmoYHUKU
O0aHHbIX», @ TAK}KE NPUBA3AHHbIE YYETHbIE 3aMUCU BHELIHMX NOCTaBLLMKOB MAEHTUDUKALMK, YCTPOWCTBA NONb30-
BaTena, Knoun 6esonacHocT 1 ap.
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Monb3oBaTtenn

Vigarios m

YueTHble 3anucKn nonb3oBartenein

BR0ds BIE e HHble b30BaTe ) CobeiTna 6e30
MBaHoE ViBaH ViBaHoBWY, ivanov@company.com

sub BIp-*#FxAAK
family_name WBaHoB
given_name VBaH
middle_name WBaHoBWY
email ivanov@company.com
phone_number +7(000)0000000

locked Het v

HoBbiii napons CreHepupoBaTsL Napons

B KapTo4Ke Mo/ib30BaTENA MOXHO COBEpLIATh C/ieaytolme onepaumm:

penakTnpoBaTb anM6YTbI nosib3oBaTenAa,;
C6p0CVITb ceccnn nonb3oBaTensa;
M3MEHATb NapO/ib;

NpPOCMaTpMBaTb NepeyeHb NPUBA3AHHbIX YYETHbIX 3annceil BHEWHMX NOCTaBLLMKOB ayTeHTUdUKaLUK, OT-
BA3bIBATb BHELLUHWE YYeTHble 3anucy;

N3MEeHATb Tpebyemblli ypoBEHb ayTEHTUOUKALMK 1A NONb30BATENS;

NPUBA3bLIBATb UMW YOANATb YCTPOUCTBA A1 NPOBEeAEHUA ayTeHTUMKALMU: TeHepaTopbl Pa3oBbIX Naponel
N MOBUIbHbIE NPUNOKEHUA AN NONyYeHUs push-yBegOMAEHUN;

NpoCcMaTpuBaTb rpynmnbl, B KOTOPble BKAOYEH NO/b30BaTENb;
npocmaTpuBaTb NpaBa No/sb30BaTeNa U NPaBa, KOTOPble UMEIOTCA B OTHOLIEHUW JaHHOrO NOAb30BaTENS;
NPOCMaTPUBATbL M YAANATb 3aNOMHEHHbIe YCTPOICcTBa U Bpay3epbl Nonb3oBaTens;

npocmaTpusaTtb, 106aBNATbL U yAANATb KAOUM Be3onacHOCTU NoAb30BaTENS;

NPOCMaTpuBaTb U yAaNATb BblAaHHbIE MPUNOXKEHUAM pa3peLlleHnA.

PepaktupoBaHue aTpubyTtos

Mp1 NPOCMOTPE KapTOUYKM BbIBPaHHOM YYETHOWM 3anncK No/b30BaTeNA aAMUHMUCTPATOP MOXKET U3MEHUTb /11060
aTpubyT nonb3osatena. Mpu peaakTMPOBAHMM YYETHOM 3anNnCK CaeayeT yYnUTbiBaTb Te OrpaHUYeHun, KoTopble
HacTpoeHbl 418 XPaHWUANLLA JaHHbIX, B KOTOPOE OCYLLECTBAAETCA 3anuch.
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CnepyeT yunTblBaTb, YTO NPU USMEHEHUM JaHHbIX Yepes HTepdeic pesakTMpoBaHUA aTPUBYTOB He yUUTbIBALOT-
CA NpaBua, UCNOMb3yeMble B NPOLLeCCe CaMOCTOATENIbHOM perncTpaummn nonb3osatens. Hanpumep, MsmeHeHune
aapeca 3N1eKTPOHHOM NOYTbl UM HOMepPa MobUAbHOTo TenedoHa He TpebyeT NOATBEPKAEHMA.

CmeHa naponsa

[na cmeHbl napons ucnonbsyetca 6710k CMeHa napons. HoBblit Naposb MOXKHO BBECTU BPYYHYIO, 16O creHepu-
poBaTb — ANA 3TOro HeobxoAMMo ocTaBUTb YeKboKe CreHepmpoBaTb Naposb. HoBbIM naponb byaeTt otobparkeH
B MHOOPMALMOHHOM B/10Ke YCMELWHOro BbINOJHEHUA onepaumun. Mpyu cMeHe NAapoas MOXKHO TaKXKe YCTaHOBUTb
yekboKc CopocnTb ceccum, Torga OAHOBPEMEHHO CO CMEHOM napons byayT cOpolueHbl ceccum noab3oBaTens.

Mpw 3aa4aHNM HOBOrO NapoA BPYYHYO CAeayeT y4mTbiBaTb OrpaHUYeHmA napoanoﬁ NOTUTUKN ONA TOIO XPaHU-
Nnua, Kyaa CoXpaHAeTCcAa naponb.

HoBbiit naponb CreHepupoBaTb naposb

(J C6pocuTb ceccum

MpocmoTp 1 OTBA3KA BHELLUHUX NOCTABLUUKOB

B 6510Ke «[MprBA3aHHbIE YYETHbIE 3aMMUCK BHELLUHMX CUCTEM» MOXHO MOCMOTPETb NEpPeYeHb aKKayHTOB BHELLIHUX
NocTaBLUMKOB naeHTUdMKaLMK (coumnanbHbix ceTeld, baHkos, ECUA, Mos ID 1 ap.), NpuBA3aHHbIX K Y4eTHON 3a-
nUcKH HailgeHHoro nonb3osaTtena. Kaxkaaa npuBA3Ka XapaKTepmusyeTca YHUKaNbHbIM UaeHTUdUKATOpOM, rae no-
CNefHAA YacTb — 3TO BHYTPEHHUM MAEHTUPUKATOP aKKayHTA B COOTBETCTBYIOLWEM NOCTaBLLMKE UAEHTUDUKALUN.
Hanpumep, B 3anucn esia:esia_1:1000347601 nocnegHss vyactb (1000347601) — 3T0 AeHTUPUKATOP aK-
KayHTa B ECUA. Mpn He0H6X0AMMOCTM MOXKHO YA3ANUTb CBA3b C BHELLHEN YY4ETHOM 3anunchio.

== Focycnyrun n
) ESIA
- El

MNpuBeAsKa ycTpoiicTs ana 2FA no pasoBomy naposto

ALMUHMUCTPATOP MOXKET NPUBA3ATb K YYETHOW 3anmncu BbIBPAHHOIO NoOAb30BaTeNA CPEACTBO 414 NPOoBeAeHUn
ABYXbAKTOPHOM ayTeHTUdMKALMU. UMeeTcs BO3MOMXKHOCTb NPUBA3ATh:

® reHepaTtop naposei Ha ocHoBe BpemeHu (TOTP);
® reHepaTop naposnei Ha ocHoBe cekpeta (HOTP).

[na npuBA3KKM reHepaTopa HEOHXOAMMO BbIBGPaTb TUMN NPUBA3KKU reHepaTopa:
1. no QR-Kkoay;

2. Mo cepuMnHOMYy HoMepy;
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3. BpYy4HYylO.

[lnA npuBA3KK reHepaTopa BblGepUTE TUM reHepaTopa

Mo QR-kony
Mo cepuiiHomy Homepy

BpyuHyto

1. Npueaska no QR-Kopay.

B cnyyae NpuBA3KKU renepaTopa mnaponeit Ha ocHoBe Bpemenu N0 QR-Koay HeObXoAMMO BBECTM Ha-
3BaHue reHepatopa (no xenaHui). Janee He06X04MMO OTCKaHMPOBaTb QR-KOA, B MOBUABHOM NPUIOKe-
HUKU. B KauecTBe NPUIOKEHUA MOXKHO UCNONb30BaTb Hanbonee M3BECTHbIE MPUIOKEHNA ANA BblPaboTKM
TOTP-kopoB: Twilio Authy, FreeOTP Authenticator, Microsoft Authenticator, AHgekc.Kntou. B npunoxkeHuu
TaK)Ke BO3MOMKHO BBECTU BPYUHYIO CEKPET, 3aKOAMPOBAHHbBIN B KOAMPOBKe Base32.

|image081|

B cnyyae NpmMBA3KU renepaTopa Ha OCHOBe cekpeTa HEOBXOAMMO UCMO/Ib30BaTb rEHePaTop Pa3oBbIxX
KOA0B M OTCKaHMpoBaTb QR-KoZA. B NpuoXKeHUM TaKKe BO3MOXKHO BBECTU BPYUHYHO CEKPET, 3aKOANPOBAH-
HbI B KOAMPOBKe Base32.
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paTop naponen Ha ocHoBe cekpeta (HOTP)
HasBaHue reHepaTtopa leHepaTop pa3oBbiX KOLOB
AnropuTtm wucposaHua SHA1 v
OnuvHa napona 6
CueTumk 0

Cekpet CKIZQHPNMWI5GLSQ74SOC6FZBUTJDS4C

CoxpaHuTb

2. MpuBAasKa no cepuitHomy Homepy.

B c/yyae NpUBA3KMU rexepaTopa napoied Ha OCHOBe BpeMeHu MO CEPUUHOMY HOMepy HeobxoaMmo
BBECTM CEPUIHDBI HOMEP YCTPOICTBA reHepaLyn pasoBbiX Maposieit U TEKYLLMIA Pa3oBbIi Ko, NoaTBEPKAE-
HUA.

[eHepaTop naponeii Ha ocH

CepMuiiHbiii HOMep

3HauyeHue

B c/lyyae NpuMBA3KM reHepaTopa Ha OCHOBE cexpeTa HEOBXOAMMO BBECTU CEPUMHbIA HOMEpP YCTPOit-
CTBa reHepauun pasoBbiX NAapoaei 1 TEKYLLME KoAbl NOATBEPKAEHUA. B KauecTBe yCTPOMCTBA MOXKHO MUC-
no/sib30BaTb Nt06OM annapaTHbIi HpPenoK, CoBMecTUMBbI co cTaHaapTom RFC4226 «HOTP: An HMAC-Based
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One-Time Password Algorithm»®°,
|image080|
3. MpuBA3Ka BPYUHyIO.

B cnayyae NpuBA3KM remepaTopa maponel Ha OCHOBE BpeMeHU BPYYHYH HEOBXOAMMO 3ano/NHUTb
cneayowme obasaTeNnbHble Nona:

® BBECTU HazBaHHe reHepaTopa,
* BblbpaTb AnropuTM mHUbPOBaHHI;
e BBECTU Inuuy mnapond (YUNC0 CUMBOJIOB, U3 KOTOPbIX BYAET COCTOATL Pa30BbIN NApPO/b);

* BBECTM BpeMs OBGHOBIeHUs mapoid (BPEMs B CEKYHAAX, B TeYEHMe KOToporo 6yaet o6HOBAATLCA
pa3oBbIli Naponb);

* 3aMONHWTb NoJe CexperT (CEKPET 3aKOAMPOBaH B KOAMPOBKe Base32).

'eHepaTop naponei Ha ocHoBe BpemeHu (TOTP)

Ha3BaHue reHepaTtopa

AnropuTtm wucposaHua SHA1 v
[OnuvHa napona 6
Bpema o6HOBNEeHUA naponAa 30
CekpeTt 3apaiiTe ceKpeTHbIV KoY B Koanposke Base32

CoxpaHuTb

B cnayyae NpUBA3KM remepaTopa maponel Ha OCHOBE cekpeTra BPYYHYH HeobXOo4MMO 3ano/HUTb
cnenyowme obasaTeNbHble Nona:

® BBECTU HasBaHHEe reHepaTopa,

® BblIOpaTb ANropuTM mMUIPOBAHUI;

e BBECTU nuuy mapond (YNC/I0 CUMBOJIOB, U3 KOTOPbIX BYAET COCTOATL PA30BbIN NAPO/Ib);
® 3aMONHWTb NOMe CueTunx (TEKYLLEE 3HAYEHME CYETUMKA);

* 3aMo/HWTb Nose CexperT (CEKPET 3aKOAMPOBaH B KOAMPOBKe Base32).

60 https://tools.ietf.org/html/rfc4226

2.5. ABMUHUCTPUPOBAHMKE NOJIb30BaTeNeN 210


https://tools.ietf.org/html/rfc4226
https://tools.ietf.org/html/rfc4226

Blitz Identity Provider, Bepcua 5.31

HassaHue reHepatopa

Anroputm wucpoBaHuA SHA1 v
[Onuxa napona 6
CueTumk 0
CekpeT 3apariTe ceKpeTHbIN KoY B Koauposke Base32

CoxpaHuTb

YnpaBneHue 4neHcTBOM B rpynnax

Ecnun nonb3oBaTeNb BKAKOYEH B rpynnbl, T 3Ta MHGopmauma byaeTt oTobparkeHa B 6/10Ke «Ys1eHCMB0o 8 epynnax».
Mo Kaxkaoi rpynne 6yaet oTobparkeHbl cheayrowme AaHHbIe:

* naeHTUdUKaTop rpynnbl;

® 3HayeHuWsA aTPUBYTOB rpynmbl.

Wapentudukarop [aHHble rpynnbi

admins name: AZIMUHUCTPATOPLI

MOKHO UCKNHOUYNUTL NMONb30BATE A U3 FPYNMbl C MOMOLLLIO KHOMKW YAaneHUs uan A06aB1Tb No/b30BaTens B Apy-
ryto rpynmny ¢ noMoLLblo CCbikK «Jobasume 8 epynny». Qna nobasneHna noab3oBaTens B rpynny HyKHo 6y-
[eT BBECTV 3HaYeHMe aTpmbyTa, AEHTUGULMPYIOLLLEro rPpynMy, HasKaTb KHONKY «Halimu», BbI6paTb NOAXOAALLYIO
rpynny us cNUcKa HalAeHHbIX, U HaxKkaTb KHOMKY «Jobasume».
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YneHcTBO B rpynnax

Wpentudukarop [aHHble rpynnbl
admins name: AQMUHUCTPATOPbI
power_users

WpeHTudgukarop

Uma

power_userslroles Power Users

[obasutb OTmeHa

MpocmoTp, HasHayeHue 1 OT3bIB NpaB

Ecnu B OTHOLWEHUM NOb30BATENA €CTb MPABa CO CTOPOHbI NPUNOKEHUIN UAM APYTUX YUYETHbIX 3anuceit, To 3To by-
AeT oTobpakeHo B 6110Ke «[1pasa 8 omHoWeHUU nosns308amesnsa». Eciv nonb3oBaTe/ib MMeeT NpaBa B OTHOLe-
HUW 0BBEKTOB, HANPUMEP, APYIMX YUYETHbIX 3anuceld, To 3To byaeT oTobpaxkeHo B baoke «[Ipasa nosv3osamerns

8 OmHoweHuUU 06beKkmos».

Kaxkfoe npaBo XapaKTepmnsyeTca cieayoWwmmmn napameTpamu:
* naeHTUPUKaTOp 0O6bEKTA;
* uUmsn;

* npago.

MpaBa cy6bEKTOB B OTHOLWEHUN NOSb3oBaTeNA

WUpeHTudumkartop Uma MpaBso

HasHnavaTb npasa

test-system test-system

ﬂpaBa nonb3oBaTeNnA B OTHOWEHUN 06HEKTOB

HasHauntb npasa

Upentudukarop Uma
_blitz_profile custom.app.name._blitz_profile
_blitz_profile custom.app.name._blitz_profile

isergeev@domain.com

blitz_console

Ceprees MBaH MNeTtposuy

custom.app.name._blitz_console

MpaBo

MeHATb Nnaponb

rights.right. SUPPORT

rights.right. TEST

HasHavaTb npasa

HasHauuTb npasa

OT03BaTb NPaBO AOCTYNa MOXKHO C NOMOLLBIO KHOMKM yAANeHUA PAAOM C NMPaBomM AocTyna. HasHauuTtb npaso
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O0CTYNa MOXHO C MOMOLLLbIO CCbIKKN «HasHayume npasa». Npun sTom Hago 6yaeT BbibpaTb HasHa4Yaemoe NpPaBo
[OCTyna 13 CNUCKa, TN cybbekTa (Nonb3oBaTeNb UAKN NPUNOKEHWE) Uan obbeKTa (Nosb3oBaTeNb, rpynna uam
MPUIOXKEHNE), HalnTK 1 BbIBpaTb cybbekTa/obbeKTa.

[MpaBa cy61EKTOB B OTHOLWEHUM NoNb3oBaTenA

[MpaBa oTcyTCTBYIOT

Mpaso HasnauaTtb npasa v
Tun cy6bekTa Mpunoxexve v
Mouck cy6bekTa test-app
WUpeHTudumkarop Uma

test-app test-app

MpaBa nonb3oBatena B OTHOWEHUN 0O6HEKTOB

WUneHTtudukarop Uma Mpaso
_blitz_profile custom.app.name._blitz_profile MeHATbL naponb n
_blitz_profile custom.app.name._blitz_profile rights.right. SUPPORT n
isergeev@domain.com Ceprees MBaH MeTposny rights.right. TEST n
_blitz_console custom.app.name._blitz_console = HasHauaTtb npasa n
Mpaso MeHATb Nnaponb v
Tun o6beKkTa Monb3oBaTens v
Mouck o6beKTa MBaHoB
UpeHTudukartop Uma

854436f6-af58-4a3f-8cb7-c2c441eb4a76 MBaHos Cepreit

[ob6asutb OTmeHa
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3anomHeHHble YCTPOCTBa U 6paysepbl

ALMUHMUCTPATOP MMEET BO3MOXKHOCTb MPOCMOTPETL YCTPOWCTBA M Bpay3epbl, C KOTOPbIX N0/Ib30BaTe/b OCYLLECTB-
N BXOZ, C UCTMO/Ib30BAHMEM CBOEI yYeTHOW 3anucu. OnmcaHme YyCTPOMCTB BKKOYAET:

* MPU3HaK TOro, 3aNOMHEHa /I Ha YCTPOMCTBE CECCUA BXOAA U ABNAEGTCA /M YCTPOWUCTBO A0BEPEHHbIM. Mpu-
3HaK KOAMPYETCA C NOMOLLbIO LiBEeTa:

— cepblii — Ha YCTPOICTBE He 3aNOMHeHa Ceccusa BXOA4a U YCTPOMCTBO He ABNAETCA J0BEPEHHbIM;
— XKeNTblil — Ha YCTPOWCTBE Ha 3aNOMHEHa Ceccus BXOAA, HO YCTPOWCTBO ABAAETCA AOBEPEHHBIM;
— CMHWI — Ha YCTPOICTBE 3aNMOMHEHa CeCCUA BXOAa, HO YCTPOMCTBO He AB/AETCA A0BEPEHHbIM;
— 3eN1eHbll — Ha YCTPOMCTBE 3aNOMHEHa Ceccua BXOAa U YCTPOMCTB ABAAETCA JOBEPEHHbIM.

* VM Y BEPCUA OMEPALMOHHON CUCTEMbI YCTPOMCTBA, ONpeAeNeHHble Ha OCHOBe UserAgent;

* 1MA 1 BepcuA bpaysepa, onpeaesieHHble Ha OCHOBe UserAgent;

e [aTa v BpemMA Noc/ieaHero BXxoaa ¢ LaHHOro YCTponcTea u bpaysepa;

¢ |P-agpec nonb3oBaTens, KOTopblit bbin onpeaeneH Npu NocieaHem BXo4e € AAaHHOTo YCTPOWCTBa M bpay-

3epa.
CTpoKcTBa Nosb3oBaTe
YcTpoucTBO Bpaysep MocnepHui Bxoa MocnepHum IP appec
@ mac0S 10.15.7 Chrome 100 04.05.2022 16:05 172.25.0.1 n
@ mac0S 10.15.7 Yandex 22 27.04.2022 16:04 37.144.36.99 n
@ mac0S 10.15.7 Chrome 100 25.04.2022 20:04 212.46.18.101 n

Knioun 6esonacHoctu

ASMUHUCTPATOP MMeeT BO3MOXHOCTb MPOCMOTPEeTb NepeyeHb Katodel b6esonacHoctu (Passkey, WebAuthn,
FIDO2, U2F), 3aperncTpMpoBaHHbIX A5 YY4E€THOM 3anuncu nonb3osatens. [aa Kaxgoro Katova 6e3onacHoCTU yKa-
3aHbI:

* MA KNtoYa;
e [aTa v BpeMA perncrpaLum Kawua;

® 06nacTb NnpumeHeHus (ana Passkey n FIDO2 — ana Bxoga v Ana noaTeepKaeHus Bxoaa; ana U2F — Tonbko
015 NOATBEPXKAEHUA BXOAa);

® [OaTa U BpemAa nociegHero UCnoab3oBaHUA KakoYa.

Uma knioya [Oo6asneH O6nacTb NpUMEHeHUA NMocnepHee ucnonb3oBaHue
. [na Bxona
Face ID Ha iPhone 28.10.2022 16:10 01.11.2022 14:11
[nAa noaTBep>XXaeHnA Bxoaa

[ob6asuTtb KoY
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AZMUHUCTPATOP MOKET 3aPerncTprMpoBaTb HOBbIM KoY 6€30MacHOCTY C MOMOLLLBHO CCbINKM «[L06aBUTb Ktou». B
06bIYHOM CLEHapMM UCMOIb30BaHMA KNtoun 6esonacHocTu cebe fo6aBnseT cam Nosib3oBaTelb B MOMEHT BX0Aa
(oHBOPAMHT) AW Yepes NNYHbIN KabUHeT.

YKaxute Ha3BaHue HOBOro Ksito4a

Uma knioua |

Cospatb OtmeHa

Bo3amoxHoCTb ,D,O6aBI'IEHVIH K/K04a agMUHUCTPATOPOM MOXKET 6bITb NO/IE3HA B cnegyrowmx cueHapuax:

e AZMWHUCTPATOP SINYHO BbIAAET Nosib3oBaTeNnam annapatHblii FIDO2/U2F Koy 1 NpMBA3bLIBAET €ro K yyer-
HOM 3anucu. Ana A0CTyNna K NPUNONKEHUAM KOMMNAHUM UCNONb3yeTca ABYXdaAKTOpHAA ayTeHTudUKauma.

o ALMMHUCTPATOPY B LENsAX TEXHUYECKON NOAAEPHKKM HYKHA BO3MOMKHOCTb BOMTU MOA, yY4ETHOM 3amnucbto
nonb3osaTena. COHpPoc OT y4eTHOW 3anucy Napona AO0CTaBUT NONb30BATENO Heyao6CcTBa — BMECTO 3TOro
MOXHO 3aperMcTpmMpoBaTh K4 6e30MacHOCTM U UCNOoNb30BaThb ero Ana Bxoga. Bce aelicteuA no peru-
CTpaLUN 1 yaaneHuto Kaovet 6e3onacHOCTM PerucTpupyoTcs Kak cobbiTua 6esonacHoCTu.

BblaaHHbIE NPUNOKEHUAM pa3pelleHus

AOMUHUCTPATOP MMEET BO3MOKHOCTb NPOCMOTPETb NepeyeHb paspeLueHw‘/'l, BblAaHHbIX NO/Ib30BaTeNEM NPUNO-
XeHnAm.

Kaxkfgoe paspelieHme onmcbiBaeTca:
* NAeHTUDMKATOP NPUNONKEHUS;
® nepeyeHb paspelleHunit (scope);

* faTa BblAaun paspeLlleHum.

oauth2_test_app
scopes: openid, profile

date: 09.09.2019

2.5.5 YnpaBneHue rpynnamu nonb3osarenei
BkatoueHue otobparkeHus rpynn B blitz.conf

Ecnu B Blitz Identity Provider HacTpoeHa BO3MOXKHOCTb paboTbi € rpynnamu noab3oBaTeNnei, To B KOHCOM ynpas-
NeHuns noasuTca pasgen Mpynnol.

YTo6bl BKAOYMTL BO3MOXHOCTb MPOCMOTPA rpynn nosb3oBatenen, Heobxogmmo Aob6aBUTb 60K HaCTpoek
blitz.prod.local.idp.groups cneaywuero suaa:

"groups": {
"profiles": [
{
"attrsMap": {

IIINN" : llinnll,
"NAME": "orgname",
IIOGRNH : "Ogrn",

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"desc": "description",
"members": {
"name": "uniqueMember",

"type": "strings"

s

"filter": "objectClass=organizationgroup",
"groupStore": "389ds",

"id": "orgs",

"type": "mirror",

"memberOfWithNested": true

I
"stores": {
"list": [
{
"baseDN": "ou=external, ou=groups,dc=test",
"desc": "I'pynne",
"id": "389ds",
"idAttrName": "cn",
"ldapStore": "389ds",
"memberOfAttrName": "memberOf",
"membersAttrName": "uniqueMember",
"newGroupAttrs": [
{
"attr": "objectclass",
"format": "strings",
"value": "top,groupOfUniqueNames, organizationgroup"

"attr". "dnll
° ’
"format": "string",
"value": "cn=$ ,ou=external, ou=groups, dc=test"

1,
"searchScope": "SUB",

"type": "ldap_based"

Oco6eHHOCTH YKa3aHUA HacTPOeK:

e B profiles.groupStore, stores.list.id, stores.ldapStore AONXeH OblTb MAeHTUPUKATOP
LDAP-KaTano0ra, UCNob3yeMoro A1a XpaHeHUA nonb3osaTeneil;

® Bprofiles.attrsMapWBstores.list.idAttrName AOMKHbI ObITb yKa3aHbl aTpMbyTbI rpynnbl (Knacc
groups), HaNpumep name. imeHa aTpnBYTOB NPU }KENAaHUN MOXKHO Ha3BaTb 1 NO-APYromy, NoAAEePKUBA-
toTcA TonbKo LDAP-aTpnbyThl TMNA String;

® B stores.list.baseDN HY)HO NPOBEPUTL (M UCNPABUTb €CIM HEOBXOAMMO) NyTb ANA XPaHEeHUA op-
raHmsaumin B8 LDAP. Ecam nyTb 6yaeT vcnpaBfieH, TO CKOPPEKTMPOBATb TaKMKe HACTPOWKYy "value":
"cn=${id}, ou=external, ou=groups, dc=test" COOTBETCTBYIOLWMM 06pasom;

® Bprofiles.memberOfWithNested yKaXute 3HayeHne true UK false B 3aBUCUMOCTM OT TOrO, €CTb
I HEOHXOAMMOCTb UCKATb BCE FPyNMbl Y NONb30BaTeNS;

e ansa Microsoft AD napameTp membersAttrName A0AKEH UMETb 3HaYeHUE membe rOf.
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Pa6orta c rpynnamu

B pasgene Mpynnbl MOXKHO OCYLLECTBAATL MOUCK rPYnn No 04HOMY M3 CKOHOUIYPUPOBaHHbIX aTpUBYTOB, peaak-
TUPOBaTb rPYNMbl, CO34aBaTb U YAANATb FPYNMbl, YNPaBAATb YNEHCTBOM MO/Ab30BaTeNEN B rpynnax.

Mo Kax4oM HallgeHHOM rpynne oTobparkatoTca ee aTpmbyThl. Kpome Toro, B 610Ke YieHbl rpynnbl oTobparkaroTcs
BCE N0/1b30BaTENN, BK/IOUEHHbIE B AaHHYto rpynny. Mo Kaxaomy noab3oBaTento oTobparkaeTcs:

* naeHTUdUKaTOp;

* 1M N0Nb30BaTeNA — COMACHO WabnoHy, onpeaeneHHomy B pasgene MCTOYHMKM AaHHbIX (MM monbszo-
BaTend B KOHCOHI/I).

Fpynnebi

Mpoduns ATpubyTt 3HaueHue

o v N v reweer m

Cosparts rpynny.

Fpynnel nonb3oBarenen

newusers [aHHble rpynn S

name Hosbli1 nonb3osatenu

CoxpaHuTb

Wpentudukartop Wmna nonb3osarena

6647dc35-0c4f-4054-

MeTpos VeaH
a7e7-fae41b011baf P

8134-3380272fagbd  oCHboR AMMTPwi

18539368-f59f-4ef1- n

[o6asuTb nonb3osatena

Ypanute rpynny

LoCTynHbl BO3MOXHOCTV NO peAaKTMPOBaHUIO aTpMBYTOB rpynnbl, yAaNAEHUIO FPyNMbl, BKAYEHUIO NOAb30Ba-
Tenewn B rpynny ¢ NOMoLbto CCbiIKM [l06aBUTb NOMb30BATENA..., UCKIIOYEHMIO NONL30BATENA U3 TPYNMbI, CO3aa-
HWIO HOBbIX FPYMN NOAb30BaTENEN C NOMOLLbIO CCbIKM COo3A4aTb rpynny....

BkntoyeHne nonb3osartena B rpynny:
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YneHb! rpynnbi

WUpenTtudukarop WUma nonb3osarenna

6647dc35-0c4f-4054-
a7e7-fae41b011b4f

18539368-159f-4ef1- n

8134-3389272faBbg  ocH/1bee AumTpuid

MBaNOB

Metpoe Usax

WpenTtudpukarop WmA nonb3osarena
a9072d2b-9e89-45a5-9447-d0d126ba0332
854436f6-af58-4a3f-8cb7-c2c441ebda76 MeaHos Cepreii

[o6asntb OTmeHa

Mpodpuns @ grps

UpeHTudukarop rpynnbi new_grp

name

Cospatb OtmeHa

2.5.6 YnpaBneHue npaBamm 4ocTyna

[ns BegeHus cnpaBoYHMKa npas goctyna B Blitz Identity Provider ucnonb3yetcs pasgen «Mpasa AocTyna» KOHCO-
v ynpaBneHua. NpaBa foCTyna MOryT UCMO/b30BaTbCA AN KOHTPOAIA AO0CTYNa No/b30oBaTeNel B NPUNOKEHMS,
[O19 KOHTPOAA BbI30BA NPUNOKEHUAMM 3alLmLLaeMblx REST-cepBMCOB, a TaKKe MOTyT 6bITb 3anpoLLeHbl U UCMO/b-
30BaHbl NPUIOKEHUAMM A7 OCYLLECTBNIEHUA KOHTPOA AOCTyNa Noab30BaTeNs K QYHKLMAM NPUIOKEHUN.

Q |HauHme BBOAMWTbL Ha3BaHVe npasa.

5 =

Mepesoas!

HassaHune CncreMHoe nms OnucaHne

SMS Kak BTOpoii pakTop sms_2fa BaTb BTOPOii GakTop B BUAE npu BXOZAEe B NMPUNOXEH) RU EN

AaMuHUcTpaTop admin

2.5.7 be3onacHOCTb
B 6/10Ke Be3onacHOCTb AOCTYNHbI TPU KHOMKMK:
e Cbpocutb ceccum gnsa cbpoca ceccuit Noab3oBaTens
¢ CHATb BNOKMPOBKY METOA0B BXOA4A A4/1A CHATUA BNOKMPOBKM METOA0B BXO4a

e [IpMHyanTEeNbHaA cMeHa napona aAna I'IpMHy,CI,MTEIIbHOﬁ CMeHbI nNapona
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Bbl MoXeTe cOpocUTL Ceccum nonb3oBaTesA, CHATL NPU3HAK G6lI0KMPOBKM METOL0B U MOCTaBUTh NPU3HAK HEO6XOAMMOCTN CMEHbI
naponsa

C6pocuTb ceccum
CHATb 6N10KMPOBKY METOA0B BXOAA

MpuHyauTenbHaA cMeHa napons

Mpwn c6p0ce ceccuii NoIb30BaTeNs BbINONHAOTCA cnegywouimne AGVICTBMHZ

® BblaHHblEe Ha NOIb30BATENA NPUIOKEHUAM MapKepbl 6€30MacHOCTM (MapKepbl A0CTyNa, MapKepbl 06HOB-
NleHnn, MapKepbl naeHTUGUKaLUN) CTAHOBATCA HeAEeUCTBUTENbHBIMKU — NPW Bbi3oBe B Blitz Identity Provider
CepPBMCA MHTPOCMEKLMUMN C TAaKUMMU MapPKEPAMM CEPBUC BEPHET, YTO MApPKep HeAENCTBUTENEH;

® B 3alMOMHEHHbIX ONA No/sib3oBaTena yCTpOVICTBaX y6VIpa}0TCFI ¢>narm A0BePEHHbIX yCTpOVICTB 1 3aNOMUHa-
HNA Ha HUX O/INUTENIbHbIX ceccuit;

® MpuBA3aHHbIE K y“IETHOl‘/‘I 3annCKU NoJsIb30BaTeNA BbinNylweHHbIE ONA MOBUIbHbIX I'IpVI}'IO)KEHVIﬁ napbl ANHa-
MUYECKMX client_id/client_secret aHHYIUPYIOTCA;

* 3anomHeHHble B 6paysepe nonb3osaTens SSO-ceccMm CTaHOBATCA HeAEMNCTBUTEIbHBIMM, TaK YTO MPU oye-
pefHOM 3anpoce CO CTOPOHbI NpUAoKeHUn naeHtudoukaumm B Blitz Identity Provider 6yaer 3anpolueHa
HOBasA MAEHTUPUKAUMA N ayTeHTUDMKaLMA.

Mpw CHATMM BNOKMPOBKM METOLOB BXOLA BbINONHAIOTCA Caesytolmne AeicTBua:

e Ecnm y nonb3sosarens 6bin 3a6l]0KMpOBaH OAUH U HECKOJZIbKO MeTo40B BXOAda (Hanpmmep, eCc/in Nonb-
30BaTe/ib BBOAUN HEBEPHble KOAbl NOATBEPXKAEHUA U 6bin npesbileH NTMMUT Ha KONNYECTBO HEBEPHDbIX
KO/J,OB), TO NPU CHATUN 6}'IOKVIpOBKVI OH CMOXET BOCNO/1b30BaTbCA AAHHbIM METOAOM.

Mpv NpUHYAMUTENbHOM CMEHEe NapoaA BbINOMHAKTCA Cledytowme AeicTBUA:
¢ YcTaHaBAMBAETCA NPU3HAK HEOOXOAMMOCTM CMEHWUTb NAapOb NPW CNeayoLEM BXOAE NO/b30BaTenNs.

B cnyyae HeobX0AMMOCTM CMeHbI MapoAs Nob30BaTeNsn aAMUHUCTPAaTOPOM obpaTutecs K pasaeny CmeHa napo-
A1 (cTpanuya 207).

2.6 YBeaomneHusa v oTNpaBKa coobuieHuin

[nA 3apaHnA HaCTPOEK yBEAOMIEHUIN U MOAKNIOYEHMA K CUCTEMAM OTNPABKM COOBLLLEHWNI CNOb3YeTCcA pa3aen
«CoobuweHua» KoHconu ynpasnenus Blitz Identity Provider. B 3Tom pa3gene MOXHO HAaCTPOUTb YBEAOMIEHUA U
NOAK/OYeHMe K:

® cepBuUcy oTnpaBkn SMS-coobuieHni;
® cepBUCY OTNPaBKW push-yBegomneHuit;
* SMTP-cepsepy.
[na HaCTPOMKM yBeAOMEHWNI HEOOXOAMMO Ha OCHOBHOM CTpaHULe pasgena:

e BblbpaTb KaHan O/11 BOCCTAaHOBNAEHWUA (3N1EeKTPOHHAA noyTa, MobuabHbIA TenedoH) U yKasaTb aTpubyT
CO 3HaYeHMeM 3TOro KOHTaKTa. ATpuBYT 3a4aeTcs C NOMOLLBI0 PEryasapHOro BbIPaXKeHWs, Hanpumep,
${phone_number} 03HayaeT, YTo UHDOPMaLMa ByaeT oTnpasieHa Ha TenedpoH phone_number;

* BbIBpPaTh COOLITUA, NO KOTOPLIM TPebyeTcs OTNPABAATL YBEAOMIEHUA. BO3MOXKHO yBegOMAEHME NpU Ce-
Ayowmnx cobbITUAX:

— BXOA4 C HeEU3BeCTHOro YCTpOVICTBa;
— CM€eHa naponas;

— CMeHa napos B 3aBMCMMOM YY4ETHOM 3anncu;

2.6. YBepomneHusa u oTnpasBKa coobLieHui 219



Blitz Identity Provider, Bepcus 5.31

— BOCCTaHOB/IEHWE AOCTYNa;
— BOCCTaHOB/IEHME AOCTYNa B 3aBUCUMOW YYETHOM 3anucy;

— MpMBA3KA YYETHOM 3aN1CK COLUMANBHOM CeTu;

— 0TBA3bIBaHME YYETHOMN 3aNUCK COLMANBHOM CETH;

— HACcTpoOWKa MeToga ABYXAKTOPHOM ayTeHTUPUKALLUK;

— W3MEHEeHWe pexnma NoATBepKAeHUsA BXoAa;

— Mony4YyeHue NpaBa MeHATb Napo/b B 3aBUCMMO YUYETHOM 3anucy;
— npepocTaBaeHMe NpaBa MeHATb NAPOsb;

— OT3bIB NPaBa MeHATb NAPO/ib B 3aBUCUMOW YYETHOM 3anucy;
— OT3bIB NPeAOCTaB/AEHHOrO NPaBa MEHATb Naposib;

— perucTpaums y4eTHoOW 3anucu;

— pobaBneHue HOBOrO KNtova 6e3onacHocTy;

— yhaneHue Ka4ya 6esonacHocTy;

— U3MeHeHKne OTBeTa Ha KOHTpOﬂbeIVI Bonpoc.
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MapameTpbl KaHaNoB OMoBeLeHui

SMS-coobeHuns Push-ysegomnenna Email-coobweHna
HacTpoiika cepsuca oTnpasku SMS-coobLueHnii HacTpoiika cepsuca oTnpasku push-yBeaomneHnia Hactpoiika SMTP-cepeepa
YBegomaeHua

HacTpoiite yseaomnenna n nonbsosateny 6yayT onoBewaTbcA 0 pasnnyHbIX CobbITuAX 6ezonacHocTh
Cnoco6bl yBegomnexun

Cnoco6 ysegomnexusa ATPUGYT C KOHTaKTOM

SMS v ${phone_number-}

BnekTpoHHaA noyTa v ${email-} n

+ [lo6aenTb cnocob ysenoMneHna

YBenomnaTh nosnb3osarens 0 COGbITUAX

Tun cobbiTnA Cnoco6bl yseaomneHus
BxoA ¢ HeM3BecTHOro ycTpoiucTea % OneKTPOHHaA noyTa
CmeHa napona % OneKTpoHHaA noyta  x SMS
CmeHa naponA B 3aBUCUMOW YYETHOW 3anucu x QneKTPOHHaA no4Ta
BoccTaHoBneHue AocTyna x OneKTpOHHaA noyTa
noctyna B " y4eTHOM 3anucu x QNeKTPOHHaA no4Ta
TMpMBA3Ka YYETHOM 3aNUCK COLMANLHOM CETH % DNeKTPOHHaRA nouTa
OTBA3bIBaHUE YYETHOI 3aMuCKu CoLManbHOM ceTh x QNeKTPOHHaA noyTa
Hacrtpoiika metoana TOPHOIA ayTeHT x OneKTpoHHaA noyTa
pexxuma nop BXoAa % OneKTPOHHaA noyTa
TMonyuyeHne NpaBa MEHATL NAPO/b B 3aBUCMMOIA YYETHOIM 3anMcK % ONeKTPOHHaRA nouTa
MpepocTaBneHue npaBa MEHATL Naposib x QNeKTPOHHaA noyTa
OT3bIB NPaBa MEHATL Napo/ib B 3aBUCUMOI YUETHOM 3anucK % QNeKTPOHHaRA nouTa
OT3bIB NPeAOCTaBNEHHOrO NPaBa MEHATL Naposb X DeKTPOHHaRA nouTa
PerucTtpauua y4eTHoO# 3anucu x QNeKTPOHHaA noyTa
Knioya % OneKTPOHHaA noyTa
Ynanenue knioya 6e3onacHoOCTU x OneKTPOHHaA noyTa
W3meHeHWe oTBeTa Ha KOHTPOJbHBIN BONPOC x ONeKTPOHHAA noyTa

Coxpan nTh
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2.6.1 MopgknoueHue K SMS-wno3y

Blitz Identity Provider Heobxoanma BO3MOXKHOCTb OTNPaBAATb SMS-coobLeHus, ecnm MCNob3yoTCs Caeaytowme
byHKUMK:

* ayTeHTUdMKaLMA Ha OCHOBe OTMNpPaBkM No SMS Koga noateep:kaeHMs (nepeblii 1 BTopoi GakTop);
* MHOOPMMPOBAHME O BaXKHbIX COBLITUAX Be3onacHocTH No SMS;
* M3MeHeHue Homepa MobuibHoro TenedoHa yepes «flpoguss nonL3o8amens»;

® BOCCTaHOB/MEHMe 3abbITOro Napos ¢ UCNoab30BaHMEM MOBUAbHOMO TenedoHa Kak KaHana NoaTeepsKae-
HWA BAALEHUA YYETHOM 3anunCbio;

® nogrsepxaeHmne Homepa MOBUBbHOTO Tened)OHa npu perncTtpaunm noab3oBaTtena.

HacTpoiiku 3apatotca B KoHconu ynpasneHus Blitz Identity Provider B pasaene «CoobuweHus».

Hactpoika cepsuca ornpaskun SMS

MpoTokon pgocrasku HTTP-GET v

Mpw chopmmposannm URL v 3aronoekos HTTP-3anpoca ucnonb3ayinTe CTPOKM NOACTaAHOBKN
${login} - noruH AnA OocTyna K cepsucy

${password} - naponb AnNA AOCTyna K cepsucy

${message} - coobuieHne (06A3aTeNbHbIA NapameTp)

${mobile} - HOMep Mo6UNbHOro TenedoHa (06A3aTeNbHbI NapameTp)

o

{userId} -upeHTUMKaTOp NoNb3oBaTeNA

${processId} - uaeHTUUKATOP 3anpoca (06A3aTeNbHbINA NapameTp)

${sessionId} - naeHTUMKaTOp ceccum

=${login}&phones=${mobile}&mes=${ charset=utf-8

Torux reaxoft

Mapons AMEHUTD 3HAYEH
[ Wcnons3oears Basic HTTP aytesTudmkaumio
3aronosku
Yz
Wa6noH oTeeTa ycnewHomn A+:0.+
oTnpasku
Wa6noH oTeera npu owunbke AERROR.+

IWa6noH uaeHTuduKaTopa
yCnewHoit oTnpaskmu

Heobxo4MMO 3a4aTh CedytoLme HaCTPOMKM:
* BWA NpoToKona goctasku (GET nam POST);

e URL SMS-wnto3a — 3aaeTca B BUAe natrepHa gas GpopmmMpoBaHuMa 3anpoca K SMS-wwintosy aasa MHUUUKpPO-
BaHMA OTNPaBku UM SMS. Mpumep HacTpoWkn ans SMS-wnto3a:
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https://smsc.ru/sys/send.php?psw=${password}&login=${login}&phones=${mobile}&mes=$
—{message}&charset=utf-8

® JIOTMH W Naponb Aas AocTyna K SMS-wato3y. JIorMH M naponb MoryT ObiTb nepefaHbl B KayecTse
napametpoB GET-3anpoca wau B Buae HTTP-3aronoBka 3anpoca (cxema ayTeHTudukaumm HTTP Basic
authentication);

e HTTP-3aronoske 3anpoca Ha SMS-wnto3;

* wabnoH NPOBEPKM OTBETa OT LW03a, O3HAYAIOLLEro YCneLwHyo OTNpaBKy. 3a4aeTca B BUAE peryiapHoro
BblpaXXeHusA;

* wabnoH npoBepKn OoTBeTa OT WAK03a, O3HaYalouwero OLLIVI6Ky OTnpaBkn COO6LLI,EHMF|. 3apaerca B BuAe pe-
F'YNAPHOIO BblpaXXeHuA;

e WabnoH naeHTMdMKaTOpa ycnewHom oTnpaBku. 3afaeTca B BUAE PEryIAPHOTO BblpaXKeHUs, U3BaeKatoLe-
ro MAEHTUPUKATOP YCNEeLWHON OTNPaBKM.

s N
© nNpumeyanue

Hanpumep, ecnmn oteT oT CMC wtosa (smsc.ru) BbIraauT cieayowmm obpasom:

[OK - 1 sMS, ID - 3535 J
Toraa BbiparkeHue ana nssnedeHus ID coobeHnsa A0KHO MMETb C/ieayoLWnin BUA,:

[A.*ID = (o¥)8 J

\ J

2.6.2 lMopgKnoueHne K cepBUCY OTNPaBKKU push-yBegomneHui
HacTpoiiku push-ysegomneHnii 3agatotca B BE6-NPUNOKEHUM aAMUHUCTPUPOBaHUA B pasaene «CoobujeHuUa».
HeobxoaMmo 3a4aTh ceaytoLime HacTPOMKMK:

* BUA NpOTOKONA AocTaBku (GET uam POST);

¢ URL cepBuca otnpasku push-ysegomaeHnii, Hanpumep:

[http://api.system.ru/json/vi.O/communication/mobile/push }

* fOaHHble — coobuieHmne, nepeaasaemoe B Tene (body) 3anpoca, Hanpumep:

{"token":"${password}","title":"S${title}", "body":"${message}", "msisdn":$
—{subscriberId}}

® JIOTWH W Naponb ANA A0CTyNa K cepBucy. JIOrMH 1 Naposab MoryT 6biTb NepesaHbl B Ka4ecTBe NnapameTpos
GET-3anpoca unu B Buge HTTP-3aronoBKa 3anpoca (cxema ayteHTuduKaumm HTTP Basic authentication);

e HTTP-3aronoBKu 3anpoca;

¢ 1WabNOH NPOBEPKM OTBETA OT CEPBMCA, 03HAYAIOLLErO YCMELIHYH OTNPaBKy. 3a4aeTcs B BUAE PErynsapHoro
BblpaKeHus, Harnpumep:

[.+\"errorCode\":O.+ J

¢ WabnoH NPOBEPKM OTBETA OT CEPBUCA, O3HaYaIoLLEro OWMBKY OTNPaBKM cooblieHns. 3agaeTca B Buae pe-
rYNAPHOrO BblpaskeHua, Hanpumep:

[.+\"errorCode\":[lf91.+ J

Mpumep HACTPOMKN MHTErpaL MM C CEPBMCOM OTNPaBKKU push-yBegoMaeHni oTobpakeH Ha PUCYHKE HUMKE.
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Hactpoiika cepeuca otnpaeku Push-ysegomnenui

Mporokon HTTP-POST E‘

[OCTaBKH -
MpoTokon goctaBku coodLLeHuit

Mpu chopmmuposaHum URL, Tena v 3aronoskos HT TP-3anpoca Ncnonb3yiTe CTPOKK NOACTAaHOBKM:
${login} - NOrMH ANA AOCTYNa K CepBuCy

${password} - Naponb AnA AOCTyNa K cepsucy

${message} - TEKCT COOOLIEHNA (0BA3ATENBHBI NapaMeTp)

${title} - 3aronoBoK coobleHnA (0bA3aTenbHbIN NapameTp)

${subscriberId} - MAEHTU(UKATOP NONL30BATENA push (0BA3ATENbHLIN NapamMeTp)

URL http://api.system.ru/json/v1.0/communication/mobile/push

Nanubie {"token":"${password}","title":"${title}","body":"${message}","msisdn":${subscriberld}}

[aHHble nepenaeaemeie B Tene HTTP-3anpoca

TNormu  test

IloruH AnA goctyna K cepeucy OTnpaBku COOBLLEHMI

Maponb M3ameHuTb 3HaueHune

M Wcnoneb3osarte Basic HTTP aytentudmkaumo

3aronoeku

3aronoekun HTTP-3anpoca. Kaxablil 3aronoBok onucLIBaeTcA B
oTAenbHoli cTpoke. HasBaHue W 3HaueHWe 3aronoeka A0MKHbI ObiTb
pasaeneHsl CHMBOMOM :

lWabnoH oTeeTa +\"errorCode\":0.+

yCnewHon
oTnpaeku PerynapHoe BbipaxkeHue, onpeaenatoLLiee YCNeLUHYK 0TnpaBky

coobLyenna. Hanpumep, *OK .+

Wabnow oteeta  .+\"errorCode\":[1-9].+

npu ownbke
Per_vnﬂpHoe BblpakeHue, onpegenaroLlee Hanuyue oLIMBKK npu

otnpaske coobuieHua. Hanpumep, “ERROR.+

OtmeHa CoxpaHuTb
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2.6.3 MopgknoueHue K SMTP-wno3y

B Blitz Identity Provider Heo6xoanMMo HaCTPOUTb BO3MOXKHOCTb OTNPaBAATb email-coobueHus, ecam ncnonbay-
toTCA cneayowme GyHKUMK:

* MHOOPMMPOBAHME O BaXKHbIX COBLITMAX Be3onacHocTM no email;
* M3MEeHeHWe aapeca 3NEeKTPOHHOM noanuck Yepes «/1pogunas nonszoeamens»;

® BOCCTAHOB/IEHWE 3a0bITOrO NapPOA C UCMONb30BAHMEM email Kak KaHana NoATBEPKAEHWNA BAALEHUSA yYeT-
HOW 3anuncblo;

* NoATBEPNKAEHME a4peca 3NEKTPOHHOM NOYTbI MPU PErucTPaLLMm yYeTHOM 3anmcK Noab3oBaTens.

HacTpoliku 3agatotca B KoOHconu ynpasneHus Blitz Identity Provider B pasgene «CoobuweHus».

Hacrtponka cepsepa ornpasku Email-coo6weHuin
Xoct | pmaild1.company.loc
Mopr 25

OrnpasuTens notif @company.com

TNorux

Naponb MNamenuTt A4EHU

ail.smtp.timeout: 1000000
HacTpoiiku mail.smtp.timeout:10000

Otmena Coxpannts

HeobxonMmo 3a4aTb cneaytoLime HacTPOMKM:
® ymsa xocta SMTP-wn033;
e nopT xocta SMTP-wnto3a;
* Heob6Xxo4MMO MW HeT UCNOoNb30BaTb TLS A/ 3aWMLLEHHOTO NOAKAOYEHUA K LWO3Y;
¢ email oTnpaBuTena coobueHni;

® JIOMMH y4YeTHOM 3anmcy Ha SMTP-wwnto3e, oT MmeHu KoTopoi Blitz Identity Provider 6yaeT npovssoanTb oT-
npasKy email (ecnn norvH cosnagaet ¢ email oTnpasuTens, To cnesyetT OTMETUTb COOTBETCTBYHOLLMIA YeK-
60Kc);

® Maposb OT y4eTHoM 3anmncm Ha SMTP-wto3e, oT umeHu KoTopoi Blitz Identity Provider 6yaeT nponssoguTb
oTnpaBKy email;

* HaCTPOMKM — AONOHUTENbHbIE NapaMeTPbl KOHPUrypaLmm B3anmogeictana ¢ SMTP-waosom®?,

61 https://javaee.github.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html

2.6. YBepomneHusa u oTnpasBKa coobLieHui 225


https://javaee.github.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html

haBa 3

[locTyn B NPUNIOXKEHUA U CeTeBble CNYKObl

3.1 Perucrpauusa npunoxxeHuii B Blitz Identity Provider

3.1.1 O npunoxxkeHuAx

Pernctpayma npunoxkeHui B Blitz Identity Provider Heobxoauma gna Toro, 4tTobbl NPUNOKEHUA MOTAM UCNONb30-

BaTb NpeaocTtasnaemsble Blitz Identity Provider cepBucsbi:
® 3anpawnBaTb MAEHTUOUKALMIO N ayTeHTUDMKALMIO NoNb3oBaTeNel;
¢ BbI3bIBaTb REST-cepsuchl Blitz Identity Provider.

YnpasneHue NpuaoKeHUAMM OCyLLecTBAAETCA B pasaene MPUaoKeHna KOHCONMN ynpaBieHus.

MpoTokosbl SAML OAuth2 REST RADIUS
Tern BLITZ-TRUST FORCE-LOGIN MFA-OFF MFA-ON SHOW-INFO
.
Wmsa NaeHtudukatop AomeH MpoTtokonbl Tern

blitz_key OAuth2  REST BLITZ-TRUST

Blitz-Key mobile application

3.1.2 Co3paHue y4eTHO 3anNUCu HOBOrO NPUIOKEHUS

[ns noakto4eHUs HOBOro Be6-NpunoKeHMa Heobxoanmo nepeiTn B pasaen MpuaoxkeHna KOHConM U Bbl6paTb
NyHKT Jo06aBuTb NpUaoKeHMe. ITO AeicTBMe 3aMyCTUT MacTep NOAK/IOYEHUA HOBOTO NPUIOXKEHUSA, paboTa Ko-

TOPOro BK/IKOYaET B cebn cnegytwouime warun:

LWar 1. ba3oBble HACTPOMUKMU

TpebyeTca yKasaTb UAEHTUOUKATOP MOAKAYAEMOrO MPUAOKEHUA (MPU NOAKNKOYEHUM NO NpoToKoay SAML
naeHTUPUKaTOP COOTBETCTBYET ent ity ID, Npu nogkaodeHnn no OAuth 2.0 — client_id), ero Ha3BaHWe U Ao-

meH, T.e. URL, no KoTopomy AOCTYNHO AaHHOE MPUNOXKEHUe.

@ BaxHo

Mpu 3agaHum nageHtndurkatopa ans OAuth 2.0 HegONYCTUMO MCNONL30BATHL ABOETOUME U TUBAY.

HasBaHue npuaoxKeHua ucnonbsyetca B ganbHelwem B Blitz Identity Provider npu otobpaskeHnn Ha cTpaHuue

BXOAa B C/1ly4ae MHULMMPOBAHUA NPUNOKEHMEM 3aNPOCa Ha NAeHTUdMKALMIO NONb30BaTEN .
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JomeH npunoxeHUsa UCNOoNb3YeTCA NpU HeobXoANMMOCTU NepeHanpaBieHUA Noab30BaTeNs B NPUIOKEHME U3
Beb-cTpaHuy, Blitz Identity Provider. MepeHanpasaeHne ocyLLeCTBAAETCA HA YKa3aHHbIM JOMEH WK HA NepeaaH-
HbIW B npouecce B3aumogenictaus ¢ Blitz Identity Provider cneunannsnpoBaHHblii redirect_uri, HO NPY 3TOM
BbINOJIHAETCA CBEPKA, YTO redirect_uri COOTBETCTBYET 3a4aHHOMY B HAaCTPOMKE NPUIOKEHNA OMEHY.

LWar 2. 3agaHue CTapTOBOI CTPAHULIbI NPUAONKEHUA U BbI6OP WabnoHa CTpaHMLbI BXOAa

B none CrapToras cTpaHHla NpHIOXeHHS PEKOMEHAYETCA 334aTb CCbIJIKY HA BXOZA B MPU/IONKEHWE, MHULMK-
PYIOLLYIO 3aNpOC MAEHTUOUKALMKN N ayTEHTUDUKALMM.

BcnucKkellla6non crpanui HEOBXOAMMO BbIBPATh, HA OCHOBE KaKoro Wab0Ha A0MKHA 0TOBpaKaTbCA CTPaHMLA
BXOZ,a NPW NONbITKE AOCTYMNa No/b30BaTeNA B JaHHOE NPUAOXKeHUe. UHCTPYKLMSA MO CO34aHNUI0 HOBOTO WabnoHa
BXoAda npusedeHa 30ecsk (cTpaHunua 305).

Mpn HeO6XOANMOCTM MOXKHO YKa3aTb KoY LWNMPPOBAHUA MAEHTUDUKATOPOB (nomen npusatuocTu). Co3gaHme
[OMeHa NPMBaTHOCTM 0becneynBaeT YHUKANbHOCTb naeHTUdMKaTopa NoAb30BaTeNsA, NONYYEHHOTO NPUNOMKEHU-
€M Mo pesy/nbTaTam ayTeHTUPUKALLMK, T.€. ITOT UAEHTUPUKATOP ByAeT YHUKaNbHBIM, HO cneuuduyHbIM ANa AaH-
HOTO MPUIOKEHUA. MHBbIMM CI0BaMM, €C/IN 3aNpPOC Ha MoJlyYeHre AaHHbIX NoAb30BaTesA 6y4eT MHNMUMMPOBaATb
NPUIOXKEHNE U3 APYroro 4OMEHa NPMBATHOCTK, TO OHO ByAEeT NoAy4YaTb APYroe 3HaYeHne naeHTMdKUKaTopa Nosb-
3o0Batena. Mpu HaxaTnm Ha nose byayT oTobpakeHbl CKOHPUIypPUPOBaHHbIE PaHee KAoun WNGPoBaHMS, C BO3-
MOYKHOCTb 334aTb HOBbII. MPUNOKEHUA, UMetoWwMe OBLMI KoY WindpoBaHMsA, ByayT noayyaTb UAEHTUYHBIN
NAEeHTUGMKATOp Nosb3oBaTens.

Ha AaHHOM Lare Bbl TaK}Ke MOXeTe 3a4aTb MeTKM, YTO6bI Aa/iee UCNO/b30BaTh UX MPY HACTPOKE JI0TMKK paboTbl
C NPUNOXKEHUEM, HAaMPUMEP, aHaIM3UPOBATL B Mpoyedype 8xoda (ctpaHuua 284).
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MapameTpbl NPUNOXeHUA
Wpentucukarop (entitylD unu design_test
client_id)

Hassanue Idp Panel

LomeH http:/localhost

CraproBan cTpaHuua
npunoxeHns

Knioy wudposanua v
MAEHTUUKATOPOB

Wa6noH cTpaHuy default_1

MeTku npunoxenus A x ‘ |

Yaanute npunoxere | CoxpaHute

LWar 3. HacTtpoiika npaBun pocryna B NPUIOXKeHUA

MOKHO HacTpouTb NpaBuia, Ha ocHoBe KoTopbix Blitz Identity Provider 6yaeT npuHUmaTh pelueHue, BNycKaTb
WM HET NO/b30BaTe/A B MPUIONKEHHUE,

KoHTponb goctyna

MpaBuna KOHTPONA [OCTyNa MOMXHO [06aBUTb C MOMOLLbIO KOHQUrypatopa MAM BPYYHYIO C MOMOLLbHO
RQL-BbIpaMkeHUs (CM. PUCYHKM HUXKe). B MpaBuaax MOXKHO NPOBEePsATb, YTO NOJIb30BaTE/b BK/IOUYEH B HYXKHYIO
rpynny nosb3oBatesel (HacTpoKa I'py s B KOHGUIypaTope UM NpaBuao contains (grps, GRP1, GRP2, ..) ),
nmeeT Tpebyemoe NpaBo A0CTyNa (HAacTPOliKa llonuoMo ure B KOHOUIypaToOpe AN NPaBUIO contains (rights.
its.SYSTEM, RIGHT_1,RIGHT2,..)) WIN UMEET yKa3aHHOe 3HaYeHne aTpubyTa (HacTpoliKa YTeepxmeHue B
KOHOUIypaTope Uan BbliparkeHue ¢ aTpnbytom).
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KoHTponb goctyna

HUIO NepeHanpaenTL MONL30B3TENA HA CTPaHMLY OTK33a B AoCTyne. ECM He OTMeueHO, TO Mo/b30BaTeNs GyAeT NnepeHanpasneH B NPUIOXeHMe C OWNGKOi

B cayuae p AocTynakr
COrNacHo NPOTOKONY MOAKMIOUEH NS

HaCTpOeHHbIe npasunia AocTyna K NpuioXXeHuo

B iaHHOM 610Ke 33/at0TCsl paspeluaroLve Npasina AOCTyNa K NPUIOXEHIIO C MCNONb30BaHNeM Resource Query Language (RQL). 115l yCNelwHoro A0CTyna A0CTaTouHo, YTo6bl XOTS

6bl OAHO NPaBUNO 6bINO BLINONHEHO.
MpaB1na MOXHO 3a4aBaTb BPYUHYHO VAN UCMONBL30BaTL KOHGUIYpaTop ANS CO3AAHUA NPOCTLIX NPaBUA.
Takxe y Npasuna NpycyTCTBYIOT Ha3BaHVe 1 onncaHue. ECM yka3aHo Ha3BaHWe, TO OHO 3aNvLLIETC B ayAWT, VHAauYe B ayAVIT 3aNuLIETCs TEKCTOBOE NpeAcTasneHne RQL. OnucaHe He

WCnonb3yeTcs B 06paboTke U MOXET CoAepXaTh Ntobble 3aMeTKW, aCCOLMMPOBaHHbIE C MPaBU/IOM.

[oCTynHble A3HHLIE U BLIPAXEHWA B NpaBuaax

Mpynnsi
1! OBaTeNk JOMKEH EXOANTE B YKaZaHHYIO rpynny
MonHomouwne K NPUAOXEHWNIO v
Monb30BaTeNb AOMKEH VMETL YKa3aHHOE NONHOMOYME Ha 33A3HHbIN 06LEKT. B kauecTse 06LEKTa MOTYT BLICTYNaTk NPUNOXEHNS,
rpynnsl ¥ NONL30BaTENM
YTeepxaeHue - v

HHOE 3HaUeHMe YTEEPXAEHVIA

Ha3BaHwve npaeuna

ECMy NpaBina yKasaHo Ha3saHve, TO OHO ByAeT 3aNMCLIBaTLCA B ayAUT

CoxpaHuTb

KoHTponb goctyna

He akTuBupoBaH

HacTpoeHHble npasuia 4OCTYNa K NPUIOXKEHNIo

B naHHoM 610Ke 3aAal0TCA paspeluatolume npasusa 4oCcTyna K MPUIIoXeHuio ¢ ucnonb3osaHnem Resource Query Language (RQL). [inA ycnewHoro AocTyna AOCTAaTO4HO, YTOBbI XOTA Bbl

0AHO NPaBMNO 6bI0 BLINOMHEHO.

MpaBuna MOXHO 3aa1aBaTh BPYUHYIO UM UCTIONb30BATL KOHMIypaTop [N1A CO3AaHNA NPOCTLIX NPaBu.

Takxe y npaBvna NpuCcyTCTBYIOT HagBaHWe 1 onncaHune. Ecnv ykasaHo HassaHve, TO OHO 3anWLWeTCA B ayauT, MHaue B ayauT 3anuweTcA TeKCcToBoe npeacTasneqne RQL. Onucanve He
ncnonbayeTcA B 06paboTke U MOXeT CoAepXaTb Nobble 3aMeTKU, acCoLMMpOBaHHbIe C NPaBuom.

[DocTynHble naHHble 1 BbIpaXKEeHUA B Npasunax

TeNA Ha CTpaHuLy 0TKa3a B I0CTyNe. ECNM He OTMENEHO, TO MoNb3oBaTesb GyAeT NepeHanpas/eH B NPUNOXKeHHe C OWMBKON

B cnyyae HUA JOCTYNa K Th NONb:
COrnacHo NPOTOKONY NOAKNOYEHUA

Mpasuno HasBaHue Onucanune Wcnonb3oeath

KoHdmrypatop + [106aB1Tb NPABUO BPY4HYIO

%

CoxpaHuTb
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LLar 4. HacTpoiiKu NpoTOKON0B NOAK/OYEHUA

Heob6xoMMO HacTPOUTL OAMH UM HECKOJ/IbKO NPOTOKO/IOB NOAKNOYEHUA NPUNOXKeHWSA K Blitz Identity Provider.

MpoTokonbl
SAML OAuth 2.0 Simple REST RADIUS
I MpoTtokon OAuth 2.0 He ckoHdurypuposaH. CkoHurypmposaTts

MoaaepXnBatoTcA Cneaytolme NPoTOKO/Ibl NOAKAOHEHUS:

e SAML — gna nogkntoveHma npunoxerHunit no SAML 1.0, 1.1, 2.0 u WS-Federation gna naeHtudmrkaumm un
ayTeHTUdMKaLMmn Nonb3oBaTenen.

e OAuth 2.0 — ana nogkntoyeHua npunoxkeHuii no OAuth 2.0, OpenlD Connect 1.0 (OIDC) gns naeHtudmka-
LMK M ayTeHTUdMKaLMM Nonb3oBaTenein. B pamKkax 3Toro npoTokoaa BO3MOXHO KOHOUIypupoBaHue guHa-
MUYECKOWN perncTpaLmm KAnNeHTos.

e Simple — s noaknoYeHUs BE6-NPUNOKEHNIN A1A OCYLECTBNAEHUA UAEHTUDUKALMKN N ayTEHTUDMKALMM C
NOMOLLLbHO NOACTAHOBKM B MPU/IOXKEHWE JIOTMHA U NAaPOAA C Proxy-cepBepa, eCnv NPUNoKeHUe He noanep-
YKMBaET BO3MOXHOCTU nogkatoueHma no SAML/OIDC.

e REST — gna nogkntoueHna NnpunoxeHui, ncnonbaytowwmx REST-cepsucel Blitz Identity Provider no peructpa-
LMK/ U3MEHEHMIO YYETHbIX 3aN1Cei, yNpaBAeHUIO YCTPOMCTBaMM ayTeHTUOUKAL MU Noib3oBaTenei.

¢ RADIUS — gns noakntoueHus K ceteBbiM cay»kb6am no npotokony RADIUS.

Ecnv opraHusauma nnaHupyeT pa3paboTky nam AopaboTKy cOBCTBEHHbIX NMPUNOMKEHUIN ANA NOAKAOYEHUA UX K
Blitz Identity Provider, To paspabotyMkam Heo6Xxo0AMMO 03HAaKOMUTLCA C PYKOBOACTBOM MO MHTErpaLuun.

Ecnu opraHusauma nnaHupyeT noakntounTs K Blitz Identity Provider npunoxeHus, umetoLwime WTaTHYIO NoaaepK-
Ky noakntoyeHuns no SAML 1.0, SAML 1.1, SAML 2.0, WS-Federation unau OIDC (OpenlID Connect 1.0, OAuth 2.0),
TO B NOC/AeAyoWwmMX nogpasaenax, onmcbiBatoTcs obLLMe HAacTPOMKM Ha ctopoHe Blitz Identity Provider nogxnto-
YeHUsA NPOM3BO/IbHOMO NPUIOXKEHUA € noaaepskkoin SAML/OIDC.

3.2 Cxembl paboTbl TexHonoruii SSO

B naHHOM pasgene npuBeaeHbl CXembl pa60TbI TAKUX PACNPOCTPaHEHHDbIX TEXHONOTN €4UHOIro BXoAa, Kak OAuth
2.0 n SAML.

3.2.1 NMopkntoueHune seb-npunoxkeHms no OIDC

B3zanmopeicteme Beb-npunoskeHus c Blitz Identity Provider no OIDC BkntoyaeT B cebs cneaytolme stansbi:

© nNpumeyanue

[JaHHbI Nnpougecc coBnaaaeT C MoAeNbio aBTopm3auum npunoxkeHus Authorization Code Grant, npegycmor-
peHHon cneunduKkaumen OAuth 2.0.

1. NpunoskeHune yepes Beb-6paysep OTNPaABAAET 3aNPOC HA UAEHTUDUMKALMIO 1 ayTEHTUDUKALMIO NONb30Ba-
Tens B agpec Blitz Identity Provider.

2. Blitz Identity Provider npoBoauT naeHTMdUKaumio/ayTeHTMGULMPYET NONb30BaATENA.

3. Blitz Identity Provider nonyyaet cornacve nonb3osaTens Ha nepegadvy MHGOPMaLMU O HEM B NPUNOKEHUE
(&N NpuNoXKeHUI, KOTOopble pasMeLLLeHbl Ha JOMEHE company . com, COMAlacMe NPeAoCTaBAAETCA aBTOMA-
TUYeckn b6e3 3anpoca Noab3oBaTens).
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4. Blitz Identity Provider yepes Beb-6pay3ep nepeHanpaBaseT Nnosib3oBaTess 06paTHO B MPUIOKEHME U Ne-
peaaeT B NPUIONKEHME KO, aBTOPMU3aL MU,

5. MpunoxeHue c UCNONb30BAHMEM KOAA aBTOPU3aLLMK GOPMUPYET 3anpoc Ha NoAyYeHUe MapKepa UaeHTU-
duKaumn, mapkepa o6HOBAEHMSA, MapKepa 4oCTyna.

6. MpuaoxkeHve NonyyYaeT OTBET, COAEPKALMIN HEODXOANMbIE MAPKEpbI.

7. MpunoxeHue 3anpalinBaeT AaHHble NOAb30BaATeNA N0 MapKepy AocTyna. Mpu HeobXoaUMMOCTU NPUOKe-
HWe MOKET NPOBECTU MPOBEPKY MapKepa UAEHTUPUKALIMM U U3B/IEYb U3 STOTO MAapKepa MAEHTUOUKATOP
Nosb30BaTeNs U AONONHUTE/bHbIE aTPUBYTDI.

Ha pucyHKax npeacTasneHbl Npouecchl NoayyYyeHMA KoAa aBToOpM3aLumnm, MapKepos, AaHHbIX NOb30BaTeNs.

MonyyeHune Koaa aBTOpPU3aLUM:

Monb3oBaTens Bpaysep Mpunoxexne Blitz Identity
(User Agent) (frontend) Provider

E GET /blitz/oauth/ae?response_type=code @

&scope=openid%20profile
&client_id=app
&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1 I
| | &state=342a2c0c...
— ‘— :
] I
]
I
I

; 1. MNonb3oBatenb OGPBU.[BEYCH K

2. MpunoxeHue aenaet 3anpoc k Blitz
| MPUIOXEHUIO

3. Blitz nposepser,
umeeT an
No/b30BaTE/b CECCUIO

! .

i 4.Ecnm y nonb3oBaTens oTcyTcTeyeT ceccus, To Blitz
! : NpOCUT NONB30BaTENS BOWUTMU B CUCTEMY

]

5. Monb3osatens BBOAUT
IlOrIAHIﬂapOIlb WU UHbIE
AaHHbIe A9 nAEHTUGUKAL UM
u ayTeHTM¢MKaLWIVI

6. [laHHble AN nAEHTUOMKAL UM 1 &wemmﬁmxauuu nepeaaioTcs Ha nposepky B Blitz
i

HTTP/1.1302 Found J

7. Blitz ocywecrenser
MAeHTM¢MKaLlIMO "
ayTeHTUdUKALMIO

Location: https://app.company.com/re?code=f954nEz...
&state=342a2c0c...

i
i
1
i
i
1
i
1
|
i
1
i
i
1
i
i
1
i
1
i
i
I
i
i
|
i
1
i
i
i

|
i 8. Blitz Bo3BpaLaeT npuaoXeHUio
|

i i KO/ aBTOpM3aLum
MonyueHne mapKepos 6e3onacHOCTU:
MpunoxeHwne Blitz Identity
(backend) Provider

=

POST /blitz/oauth/te
Content-Type: application/x-www-form-urlencoded
Authorization: Basic bG9jYWxo...

grant_type=authorization_code
&code=f954nEz...
&redirect_uri=https%3A%2F%2Fapp.company.com%2Fre

1. NMpunoxenue HanpasnseT B Blitz 3anpoc Ha nonyyexve Mapkepos
6e3onacHocTu

HTTP/1.1 200 OK
Content-Type: application/json

{

"access_token": "ORSqylGx...",
"token_type": "bearer",
"expires_in": 3600,
"refresh_token": "FepnjwwA...",
"id_token": "eyJhbGci..."

2. MpunoxeHne nony4aeT Mapkep AOCTyNa, MapKep MACHTUGMKaLMY, |

Mapkep 06HOBNeHUs i
|
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MonyyeHue AaHHbIX NONb30BATENA:

MpunoxeHwne Blitz Identity
(backend) Provider

Authorization: Bearer ORSqyIGx...

GET /blitz/oauth/me HTTP/1.1 J

1. MpunoxeHwue Hanpasasert B Blitz 3anpoc Ha nonyyeHue AaHHbIX
nonb3oBaTeNs, NPUKAajbiBas Mapkep A0CTyna

HTTP/1.12000K

Content-Type: application/json

{
"sub": "3d10f626-ea77-481d-...",
"family_name": "UBaHoB",
"given_name": "Usan",
"middle_name": "MBaHoBu4",
"mail": "iivanov@company.com"

}
_

2. [punoxexne nonyyaer gaHHble nosb3osatens B euge JSON

3.2.2 MopkntoueHne mobunbHoro npunoxeHms no OIDC

B3anmopgeincrteme mobunbHoro npunoxerus ¢ Blitz Identity Provider ONOAHWUTENBHO K LUTATHLIM CPEACTBAM MNpPOo-
Tokona OIDC/OAuth 2.0 ucnonbsyet cneumnduKkaumm:

e RFC 7591 OAuth 2.0 Dynamic Client Registration Protocol®?,
e RFC 7592 OAuth 2.0 Dynamic Client Registration Management Protocol®3.
B3aumopgeicrteme mobunbHoro npunoxkeHusa c Blitz Identity Provider BkntoyaeT chegytowme atanol:

1. AnHamunueckas peructpaumsa B Blitz Identity Provider sksemniapa mobuabHOro npunoxkeHusa. NonyveHune
3K3emMnAApom npunoxeHus ot Blitz Identity Provider yHukanbHoM napbl client_id/ client_secret.

2. MepBWYHbIV BXOA NOAb30BaTeNA B MOBUABbHOE NpuaokeHne ¢ nomouwbto Blitz Identity Provider. YcTaHoB-
Ka nonb3osatenem MWH-koga uam Touch ID/Face ID. CoxpaHeHue Ha ycTpoiicTee WndpoBaHHOW napbl
client_id/ client_secret, nonyyeHHol ot Blitz Identity Provider.

3. BTopuuHble BXOAbl Nonb3oBaTena ¢ nomotuybio MNUH-koga nam Touch ID/Face ID. Astopusauma B Blitz
Identity Provider c nomoupbto WwWndpoBaHHoOM Napbl client_id/client_secret.

4. Ypanenwue B Blitz Identity Provider nony4eHHo napbl client_id/client_secret npwu norayte (cmeHe
YUYETHOM 3anucu, Bbixoaa U3 y4eTHOM 3anncu) Nonb3oBaTena U3 MOBUIbHOTO NPUIOMNKEHUS.

CxemaTWMYHO NoCcNea0BaTENbHOCTL AEMCTBUIA 3Tanos 1-2 NnpeacTaBneHa Ha NEPBOM PUCYHKe, a 3Tana 3 — Ha BTO-
pom.

62 https://tools.ietf.org/html/rfc7591
63 https://tools.ietf.org/html/rfc7592
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Mepsbliii BXOA Nonb3oBaTens B MO6UIbHOE NPUNOKEHHUE:

Monb3oBaTens Mob6unbHoe npunoxeHme Blitz Identity Provider

1.Monb3oBaTenb yCcTaHoBuA U I'Iethlﬁ pas3anyckaeT npuaoxeHue

2. Mpunoxenue 3anpawwsaert 8 Blitz peructpayuio
3K3eMNAApa MOBUNLHOTO MPUNOXEHUA

3. Blitz npoBepseT mapkep
4. Blitz Bo3BpawaeT 3k3eMnAspy MO6MALHOrO NPUOXKEHUS AOCTYNa NPUNOXEHNA 1 ero
WHAMBMAYanbHYIO napy client_id/client_secret NOAMUCaHHbIE METAAAHHbIE,

PerucTpupyeT 3K3emMnasp u

BbINyCKaeT MHANBUAYANIbHYIO

5. dk3emnnap MobunbHOro NpunoxeHus Yepes 6paysep napy client_id/client_secret

uHuuuupyer B Blitz Bxog nonb3osatens gns ceoero client_id

6. Blitz oto6paxaet popmy Bxoaa

7- Monb3osaTtens npoxoaut MAeHTM¢MKaqMIO u

ayTeHTUdMKaLMIO
9. Blitz Bo3BpalLaeT 3Kk3eMNSAPy NPUOXKEHUS 8. Blitz nposepsieT AaHHbie
KOA aBTOpM3aL M nonb3oBatens u
NPUAOXEHUs!

10. 3K3€MI‘IIIRP NpUI0XeHUs 3anpalimsaet
Mapkep gocTyna B obmeH Ha Ko asTopu3ayuu

11. Blitz Bo3BpaLy aeT 3k3eMNAAPY NPUOXEHNS
Mapkep AocTyna

12. 3K3€Mnl|ﬂp NpUAoXeHusa
3anpawmnBaeT AaHHble No/b30BaTeNns

13. Blitz palaeT JaHHble Tens

14. IK3eMNAAP NPUNOXEHUA COXPaHAET napy
client_id/client_secret Ha ycTpoiictse

MoBTOpHbIe BXOAbI N0/Ib30BaTeNsA B MOBMAbHOE NPUIONKEHHE:

Monb3oBaTens MobunbHoe npunoxexue Blitz Identity Provider

<)

1. Monb3oBaTeNb 3anyckaeT paHee NpUBA3aHHBIN
K Blitz 3k3emnasp npunoxenus

2. IK3eMN/IAp NPUIOXEHWA 3anpalunBaeT BBOA
MWH koaa nam npoeepky Touch ID /Face ID

4. DK3eMNAAp NPUNOXEHNA
CYMTbIBAET Napy
client_id/client_secret

3. Monb3osatens BBoguT NMNH kog nnn
ucnonb3yet Touch ID /Face ID

AocTyna, npeabssass client_id/client_secret

6. Blitz nposepser, yto
napa client_id/client_secret
He OTO3BaHa

7. Blitz Bo3spauaet 3x3emMnasp npunoxexns
mapkep aocTyna

8. DK3eMNAAP NPUNOXKEHUA 3anpalmnsaeT
/aHHbIE N0/b30BaTeNs

9. Bxsemnnﬂp BO3BpallaeT AaHHble N0/b30BaTeNA

10. BxaeMnlmp npuioXeHusa

|
|
|
|
|
|
|
|
|
|
|
|
1
|
1
|
|
1
|
|
|
|
|
|
|
|
|
|
1
|
|
|
|
|
|
|
|
|
| 06HOB/ISET AaHHble No/b30BaTeNs
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3.2.3 NoagknioyeHue npunoxxkeHuna no SAML

B npouecce B3anmoaencTesma npuaoxeHue (NocTaBLLMK ycayr) nocbinaet B Blitz Identity Provider SAML-3anpoc
Ha naeHTUdUKaumio nosb3osaTens (SAML Request). 3anpoc npeactasnseT coboit opopmaeHHbI B COOTBETCTBUN
co cTaHgapTom SAML XML-goKymeHT. B 3anpoce npucyTcTByeT naeHTMOMKaATOp 3anpallmBatoLLErO MAEHTUDUKA-
LMIO NPUAOXKEHUSA, Ha3blBaeMbl entityID, @ TaK¥Ke AONOAHUTENbHAA cayebHas nHdopmauma. Cam 3anpoc
nepesaeTca NOANUCAaHHbIM 3/1EKTPOHHON NOAMUCHIO NPUNOKEHUA. B KauecTBe TPaHCMOPTHOrO NPOTOKONA ANA
nepenayun coobLLeHnsa ncnonblyetca NpoTokon HTTPS, BbI30B NOCTaBLUMKA UAEHTUDMKAL MM OCYLLECTBAAETCA Ye-
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pe3 HTTP Redirect. 3To 03HayaeT, YTo 3anpoc oT NpuaoKeHua K Blitz Identity Provider ocywecTtenseTtca onocpeso-
BaHHO, Yepes Hpaysep Nonb3osaTeNs, U NPAMOE CETEBOE B3aMMOLeNCTBME MeXay npunoxeHmem u Blitz Identity
Provider npu ncnonbsosaHum SAML He TpebyeTca.

Nonyuns SAML-3anpoc Ha naeHtudmkaumto, Blitz Identity Provider naeHtnoumnumpyer npuHagnexHocTb 3anpo-
ca onpeaesieHHOMY MPUNOXKEHUID, Nocne Yyero otobparkaeT Noab3oBaTeNto Be6-CTpaHULY eauMHOro BXxoda ANs
npoBeaeHUA MAeHTUOUKaLMK 1 ayTeHTUMKALMM Nonb3oBaTena. B cnyyae ycnewHom naoeHTUGUKaLUKN U ayTeH-
TudUKaLmm nonb3osatensa Blitz Identity Provider nepegaet npunoxeHuto (noctasmky ycayr) SAML-oTseT (SAML
Response).B 3aBMCMMOCTM OT 3a4aHHbIX HACTPOEK B3aMMOLENCTBMA 3aNpPOC MOXKET 6bITb MOANNCAHHbBIM M 3aLLnd-
poBaHHbIM. Ana dopmmpoBaHMA nognucu 1 ana wudposaHMa UCNONb3YOTCA cTaHgapTbl XML Signature n XML
Encryption. B KauecTBe TPaHCNOPTHOrO NPOTOKO/A A/1A NepeAaym coobLLeHUs ¢ pe3ynbTaTammn naeHTMdurKaumm
ncnonbayetca npotokon HTTPS, BbI30B NocTaBLmKa ycayr ocywectsnaerca yepes HTTP POST.

MNonyuus ot Blitz Identity Provider SAML-0TBET, NpUNOXKEHME NPOBEPSAET €70 NOAMNMUCH, BbINOAHAET PAaCcLIMPPOBKY,
nocne yero ussneKkaet u3 SAML-yTBepaeHU (SAML Assertions) naeHTUOUKALMOHHbIE AaHHble NOAb30BaTeNs
(naeHTOUKaTOPLI, aTpMUbYTLI, NOSIHOMOYMKA).

Mpouecc B3anmoaencTena npunoxkeHus u Blitz Identity Provider c ucnonbsosaHmem SAML nprBeaeH Ha pUCyHKe.

UpeHTudUKauma nonb3osarens ¢ ucnonbsosaHmem SAML

Monb3osatens Bpaysep Mpunoxenne Blitz Identity Provider
(User Agent) (frontend)
%’ Mexay npunoxetvem v Blitz

YCTaHOB/IEHO A0Bepue
(npoBezeH 06MeH MeTagaHHbIX)

E—)

1. Monb3oBaTenb 06paLyaeTcs K NPUNOXKEHNIO GET /SAML/Redirect/SS0?
SAMLRequest=...&RelayState=01c..a95b9c

2. Mpunoxexne genaert 3anpoc K Blitz

3. Blitz nposepser,

4. ECM y nonb3oBaTens OTCyTCTByeT ceccus, umeet v
7o Blitz npocuT nonb3osatens BoiTh B cucTemy no/b30BaTe/b Ceccuio

p—

6. Blitz ocyujectenser
naeHTUDMKALMIO U
ayTeHTUdUKALMIO

5. Monb3oBaTens
BBOAWT /IOrMH/Naposb
WM UHbIE AaHHbIe ANSt
MAEHTUGMKAL UM U
ayTeHTUPMKaL UM

POST /private HTTP/1.1
RelayState=01c..a95b9c
SAMLResponse-=...

7. Blitz reHepupyet SAML-yTBepxAeHUs
v otnpaenseT SAML oteeT B aapec
NPUNOXEHNA

3.3 Hacrtpouka SAML n WS-Federation

3.3.1 MNMoagknoueHme no SAML 1.0/1.1/2.0
Mpu nogkAoYeHnn npunoxeHna no SAML HeobxoaMMO 3a4aTb CneayoLmMe HaCTPOMKN:
* 3a2py3ums SAML-memadaHHble MOOKAYaemM0o20 NpuaoxeHus (cTpaHuua 236);
e ybeaunTbea, YTO Nepekatovatens SAML-npopunsa ctomT B perkume SAML 2.0 Web SSO Profile;

¢ B 6/10Ke SAML-npodunb HaxKaTb CKOHGUIYPUPOBaTb. B NOABMBLUMXCA NONAX YKa3aTb:

yKasaTb, HYXHO nn nognucbiBaTtb SAML-aTpubyTbl (SAML Assertions) B oTtBeTax Blitz Identity
Provider;

YKa3aTb, HY»KHO aun wndposatb SAML-atpnbyTel B oTBeTax Blitz Identity Provider;

yKasaTb, Hy}XHO u wudpoBaTb SAML-maeHTUPUKaTopbl (SAML NameIds) B oTBeTax Blitz Identity
Provider;

YKa3aTb, HYXXHO /I BK/1KOYATb B OTBET NepeyYeHb YTBep)K,D,eHMVI C anM6YTaMM nosib3oBaTenem;
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® yKasaTb, Kakme SAML-aTpmbyTbl nonb3sosatens m3 Blitz Identity Provider nepeaaBaTb B npuioxKeHue.
SAML-aTpunbyTbl JOMKHbI ObITb NPeaBapPUTENIbHO CKOHGU2YpuposaHsl (cTpaHuua 237) B pasgene SAML

KOHCO/IM ynpasneHuAa.

SAML npodunb

MoanucbiBaTb yTBEPXAECHUA

WndpoeaTk yTBEpPXKAEHUA

WndposaTe
naeHTudukaTopsl (Namelds)

always

always

never

BkAounTL Nepeaaydy SAML-yTBepxaeHUii o nonsb3osaTene B cneumansHoM 6noke Attribute
Statement

SAML 2.0 Web SSO Profile WS-Federation Passive Requestor Profile

v

ATpuU6YTLI NONb30BaTENs

SAML-aTpn6yT

urn:blitzzusername

transientld

urn:blitz:surname

urn:blitzzmail

urn:blitzzname

urn:blitzzusername

3.3.2 MNMoagkntoueHune no WS-Federation

MepepaBath

e
v
e
v
v
M

Mpu nogkAtoueHnn npunoxeHna no WS-Federation HeobxoaMMo 3a4aTb CneayroLme HaCTPOMKM:

* 302py3ums SAML-memadaHHble MOOKAYaemMo20 NpuaoxeHus (cTpaHuua 236);

* nepekntoyatens SAML-npoduns yctaHoBUTb B pexkum WS-Federation Passive Requestor Profile;

¢ B 6710ke SAML-npodunb HaxKaTb CKOHOUIYPMpPOBaTb. B NOABMBLLMXCS NOMAX YKa3aTb:

CoxpaHnTb.

— YKasaTb, HYXKHO /1M MOANUCLIBATL YTBEPXKAEHUA (Assertions) B oTBeTax Blitz Identity Provider;

— YKasaTb Bpems XU3HU yTBepXAaeHui B oteeTe. Heobxogmmo mncrnonb3osatb dopmat ISO 8601 ana
yKa3aHu1a NPoAo/MKUTENbHOCTH Nepuoaa®®, Hanpumep, PT5M — 5 MUHYT;

— YKa3aTb, HY>XHO /11 BK/1K0OYATb B OTBET NepevYeHb YTBepH(AeHMIZ C anM6YTaMM nosib3oBaTenem;

® yKasaTb, Kakue aTpubyTbl nosb3osaTens u3 Blitz Identity Provider nepenasatb B npunoxkeHue. ATpmubyTol
OOMKHBI ObITb NPeABaPUTENBHO CKOHU2YypuposaHs! (cTpaHuua 237) B pasaene SAML KoHconu ynpasne-

HUA.

64 http://www.ifap.ru/library/gost/86012001.pdf
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SAML npodunb SAML 2.0 Web SSO Profile WS-Federation Passive Requestor Profile

MoanucbIBaTL yTBEPXACHUS always v
1n1cK
Bpems XXU3HW yTBepXAeHU Hanpumep, PT5M
1 I ’
Bkntounts nepeaavy SAML-yTeepxeHuii o nonb3osatene B cneyvansHom 6noke Attribute
Statement
ATpubyThI NONb30BaTENs
OnpesaeniTe, Kakie aTpuByThl MO/b30BATENs AONXHbI NEPEAABATLCA B MPUNOXEHMS 1 C KaKUMI Ha3BaHUAMM
SAML-aTpn6yT MNepepasatb
urn:blitzusername v n
transientld v n
urn:blitzzsurname v n
urn:blitzzmail v n
urn:blitzzname v n
urn:blitzzusername v n

+ flo6asuTs

CoxpaHuTb

3.3.3 3arpyska SAML-meTtagaHHbIX
[Ons 3arpy3kn SAML-meTaiaHHbIX NPUNOMNKEHUSA MOMKHO UCMNO/b30BaTh Ntoboi U3 cnocoboB:

o [1na 3arpy3ku rotoBoro XML-¢daina Haxkmute OTKpbITb € GaitIoBOM CUCTEMBI.

MpoTokonbl

SAML OAuth 2.0 Simple REST RADIUS
MeTaaaHHble T@rOTKPLIT C GaiinoBoi cUCTEMbI CreHepupoBaTh MeTaAaHHbIe

1ml version="1.0" encoding="UTF-8"?><md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="saml-dev">
2 <md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:

B

4 <md:KeyDescriptor use="signing">

5| <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

6 <ds:X509Data>

7 <ds:X509Certificate>

8 MIID5zCCAs+gAWIBAGIUL60pUXeS92AFQypIA59i1sM/NDcwDQYIKoZIhveNAQEL

9 wgYIxCzAJBGNVBAYTAN] 1MQ8WDQYDVQQIDAZND3Nj b3cxDZANBGNVBACMBK 1Y
10 vdzEQMA4GALUECGWHUMVheGOmdDEMMAOGALUE CwwDRGY 2MREWDWYDVQQDDAZ
11 sX2R1dj EeMBWGCSqGSIb3DQEIARYPaWSmbOBY ZWF4b2Z0LnJ 1MB4XDTIyMDMy
12 OMj KyMVOXDTIZMDMyNTEOMj kyMVowgYIxCzAIBGNVBAYTANI1MQ8WDQYDVQQT
13 Nb3Njb3cxDzANBgNVBACMBK 1vc2NvdzEQMA4GALUECgwHUMVheGIMADEMMAOG
14 ECwwDRGV2MREWDWYDVQQDDAhZYW1sX2R 1dj EeMBWGCSGGS Ib3DQEJARYPaMSM
15 yZWF4b2Z0LnJ1MIIBI j ANBgkqhk iGOwOBAQEFAAOCAQ8AMIIBCGKCAQEAZQ fb

e [1nA NCNoNb30BaHMUA KOHCTPYKTOPa MeTafaHHbIX Haxkmute CreHepupoBaTb MeTadaHHble. BBegute cneay-
owme gaHHble:

URL cepBurca 0bpaboTumKa yTBEpKAEHUN (AssertionConsumerService),

URL cepBuca egmHoro fiorayTta (SingleLogoutService),

CepTuduKat noanucy,

Ceptudumkat wndposaHma.
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MpoTokonsl

[SYVE oOAuth2 Simple REST RAL

3apaiite napameTpbl 4151 GOPMUPOBaHNA MeTafaHHbIX

URL cepBuca o6pa6oTunka
yTBepXAeHWIA
(AssertionConsumerService)

URL cepauica eguHoro norayta
(SingleLogoutService)

Ceprudukat noanmMck  CKoMUpyiATe CIoaa cepTUdUKaT MoAMMCK

Ceptudukat wudposaHus CkonupyiiTe ctoga cepTudukar WwmdposaHus

OTMeHNTb

HaskmuTe CreHepupoBaTb. B pesynbtate dailn meTagaHHbIX 6y4eT aBTOMATUYECKM CreHepUpoBaH Ha OCHO-
BaHUW BBEAEHHbIX AAHHBIX.

3.3.4 Hactpoiika SAML-atpubytos

Ons peructpaymm SAML-aTpmbyTtos nonb3osatens B Blitz Identity Provider ncnonbsyetcsa pasgen SAML KoHconn
ynpasaeHus.

Ons pobasneHma Hosoro SAML-aTpmbyTta HeobxogMmo:

1.
2.

HaxaTb Ha ccbliky [lo6aBuTb HOBbINM SAML-aTpnbYyT.
Beectu:

e Ha3BaHMe SAML-atpubyta (MMeHHO oHO 6ymer oTobpaxkaTbcA  NpPU  NOAKNOYEHUU
SAML-NpUNoKeHunit);

® WCTOYHMK aTpubyTa (oToBparkatoTca BCe aTpubyTbl, onpeaeneHHble B pasaene MCTOYHMKM JaHHbIX).
HaxaTtb Jobasutb. ATpnbyT byaeT gobasneH.
OnpeaennTb KOAMPOBLUMKN aTPMBYTOB. [/ 3TOro HE06X0ANMO:

* HakaTb Ha CCbINKY [J06aBUTb KOANPOBLLMK;

e BbIOPATH TN KOAMPOBLLMKA; CieyeT 06paTUTb BHUMaHME, YTO TUM KOAUPOBLLMKA 3aBUCUT OT BEPCUM
NPOTOKO/A, C KOTOPOW paboTaeT NOCTABLUMK YCAYT (MOAKNOYEHHOE NPUIOXKEHME);

* Ha3BaHuWe SAML-aTpmbyTa, KOTOpOoe byaeT NnepesaHo NOCTaBLINKY YCAYT (B pamKax 4aHHOTMO TMNa Ko-
ONPOBLLNKA);

® KOPOTKOE€ Ha3BaHWe, KoTopoe 6W.'J,ET nepeaaHo NOCTaBWUKY yCcnyr (B PamMKax 4aHHOro Tina Kognpos-
WwmKa);

e dopmaTt UMeHMU.

Mpn HeObXOAMMOCTM MOMKHO OMpPEeAeNUTb HECKONbKO KOAMPOBLUMKOB BbibpaHHOro SAML-aTpubyTa (ans atoro
Kaykabl KOAMPOBLUMK AONKEH OTHOCUTBLCA K PasHbIM TUMAaM KOAUPOBLLMKOB).
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ATpmbyToi

Hazsanue UseriD

MCTOUHMK uid v

Tun

Haszsanne urn:blitz:userid

Kopotkoe userid

HazBaHue

®opmar urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified

MMeHn

Tvn

StringNamelD
Haszsawnne urn:blitz:userid

Dopmar urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

MeHn

Yaanute SAML-aTpuGyT

3.4 Hacrtpoika OAuth 2.0 n OpenlD Connect 1.0

3.4.1 Hactpoiika npunoxeHusa

Mpu nogkntoueHnn npunoxkeHma no OAuth 2.0 unm OpenlID Connect 1.0 (OIDC) B 6510Ke HacTpoliku B3anmogei-
CTBUMA C NPUNOKEHMEM HEOHXOAMMO 334aTb CAeaytoLLMe HACTPOMKM B3aUMOLENCTBUA C NPUNOKEHUEM:

® yKasaTb CEKPETHbIN KoY (MAN UCMONb30BaTb CreHePUPOBaHHbIM NO YMOYAHUIO KNHOY) NOAKAHOHAEMOro
NpUNoXKeHus (client_secret), KOTOPbIV LOMKEH UCMONb30BATHCA NMOAKAOYEHHBIM NPUIOKEHNEM NPU
o6paueHun K Blitz Identity Provider (ecnu He yKasaH, To ayTeHTUUKALMA NPUNOKEHUA-KINEHTA AOMKHA
NpPoM3BOAMTLCA UHaYe, HaNnpPUMep, C UCNob30BaHNEM proxy TLS);

® YKas3aTb AOMOJHUTE/IbHbIN CEKPETHbIN KoY (client_secret) NOAKAKOYAEMOTO NPUNOKEHUA. PEKOMEH-
AyeTca ANa ciyyaes, Korga Hy»KHO obecneynTb NaaBHY CMeHY client_secret A48 AAaHHOMO NpUIoXkKe-
HUS;

* yKasaTb NpeaonpeneneHHyo CCbinKy Bo3BpaTa (redirect_uri)— URL, Ha KOTOpbIN No ymonyaHuio byaert
nepeagpecoBaH Noab30BaTe/b NOC/Ie NPOXOXKAEHNA aBTOpU3aummM (redirect_uri);
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® yKasaTb JonycTUMble NpedUKCbl CCbINOK BO3BpaTa — NpeduKC UCNoNb3yeTca 417 NPOBEPKM CCbIIOK BO3-
BpaTa (redirect_uri), NnepegaHHbIX B 3aNpocax Ha uaeHTUdUKaLMIO OT npunoxkeHuin. Ecm B 3anpoce
Ha ayTeHTMdMKaLMIO yKa3aHa CCbI/IKAa BO3BPATA M OHa HE COOTBETCTBYET HM OAHOMY M3 YKa3aHHbIX NpeduK-
COB, TO B ayTeHTMdMKaUUM ByaeT OTKasaHo;

e fonNycTMMble paspelleHnn — paspelleHnn (scope), KOTopble MMEET NPaBo 3anpalneaTb 4aHHOE NPUNo-
KeHue;

© nNpumeuanue

Blitz Identity Provider mosHo Hacmpoums (cTpaHuua 139) Takum obpasom, 4To 6yayT co-
XPaHATbCA MapKepbl AOCTyna M0Ab30BaTeNA OT BHELWHWX MOCTaBWMKOB WUaeHTUbMKaumun. Ec-
M npunoxeHue 6yaer nonyyatb no REST APl coxpaHeHHble MapKepbl AOCTyna, ANA Hero
HeobxogMmo BblbpaTb CcUCTeMHble paspelleHna fed_tkn_any (BCe BHEWHWE MNOCTaBLLU-
KM) ¥ fed_tkn_${fedPointType}_ S${fedPointName} (BHELWHMIA NOCTaBLMK C TUMOM
${fedPointType} U MMeHeM ${fedPointName}). [aHHble paspelleHns [O/MKHbl bbiTb npea-

BapUTE/IbHO 3aBeeHbl B 06LWMX HAaCTPOMKax NpoToKona B pasgene OAuth KoHconw.
N Y

® paspelleHMs No YMOAYaHUIO — paspelleHmns (scope), KOTopble ByayT MO YMOAYAHMIO BblAaHbl MPUIONKE-
HWIO Noc/ae ayTeHTUOMKaLMK. ECn He yKasaHbl, TO B 3anNpoce Ha ayTeHTUOUKALMIO BCErAa A0MKHbI BbITb
ABHO MponucaHbl Tpebyemble paspeLleHus;

* Npu Heobxo4MMOCTM 3a4aTb OTOBpaKeHMEe 3KpaHa Cornacua Ha AOCTyN K AaHHbIM o cebe. Ecnv BbibpaHo
oToBpaxaTs IKPAH COrNacus, To NP1 NepBOM BXOZe NO/b30BaTeNs B cUCTeMy byaeT oTobparkeHa cTpaHuua
COrNacuA Ha NpeaoCcTaBieHNe AaHHbIX 3TOM cucTeme. ECm BbIBPaHO He oTobpaxaTs 3KPAH COMNAcUA, TO
Npu1 NepBOM BXOZe NONb30BaTeNA B CUCTEMY He ByeT 0TobparkeHa CTpaHML,a COrNacua Ha NpeaocTaBaeHne
[aHHbIX 3TON cucTeme. Ecam BbiOpaHa HAacTpoWKa mo ymomnuanwo, TOraa 6epetcs rnobasibHas HacTPOMKa.
TaKke nmeeTcA BO3MOMKHOCTb UCMO/Ib30BaTb BHeWHee npusoxceHue (cTpaHuua 381) ana oTobparkeHus
3KpaHa cornacus.

® OTMETUTb NPU HeobxoamMmocTu onumto «0ba3amesnbHoe ucnosnasb3osaHue Proof Key for Code Exchange (RFC
7636) 0ns Authorization code grant type», eciv 3anpocbl Ha ayTEHTUPUKALMIO AO/KHbI BAIMANPOBATLCA
cornacHo RFC 7636;

e BbIbpaTb NpM HeObXoAMMOCTN MeToZ ayTeHTUdMKaLMM Npu 06paLLeHMI K CEPBUCY BblAaun MapKepoB. YKa-
3aHHble MeToAbl ayTeHTUdUKALMM AOMKHBI UCNOb30BaTLCA MPU 06PaLLEHMM K CEPBUCY BblAa4M MapKepoB
(token endpoint). Mpu NycTOM 3Ha4YEHMUM AOCTYNHbI BCe MeToAbl. TaKkKe CyLecTByeT meTog, ayTeHTUudu-
Kauuu none. OH NpMMeHAeTCA ANA AUHAMUYECKMX KNNEHTOB, TaKMX KaK MOBUIbHbIE NPUNOMNKEHUSA, KOTO-
pble He UCNOoNb3YIOT NapameTp client_secret AnA ayTeHTUOUKaUnn. [laHHbIA meToa He npefHa3HayeH
AnA Beb-npunoxKeHU, rae Bo3MoxKHO 6e3onacHoe xpaHeHne client_secret. Micnonb3oBaHue meTona
none pernameHTupyetca cneumdukaumeit RFC 7591°°;

* BblbpaTh NPU HEOBXOAMMOCTN JONYCTUMbIE grant type. MapameTp onpeaenser CNUCOK grant type,
KoTopble ByayT AOCTYNHbI NPUAOXKEHUIO. MpU NYCTOM CMUCKe AOCTYMHbI BCE grant type;

e BbIbpaTh Npy HEOHXOAMMOCTM JOMNYCTUMbIE response type. [lapameTp onpeaenseT CNUCOK response
type, KOTOpble byayT AOCTYMHbI NPUAOXKEHMIO Npu obpaweHun K URL aBTopusauun (authorization
endpoint). Mpun nycTom cnmucke JOCTyNHbl BCe response type;

® OTMETUTb NPU HEOBXOAMMOCTM OMUMI0 lo6aBnaTs B Mapkep OOCTyMla mapaMeTp rights c npa-
BaMU MONb3OBATENd Ha NAHHOE MPHIOXeHUe, YTOBbI Pperyanposatb HEOHXOAMMOCTb BK/IOYATb B TO-
KeH CBefeHWs O NpaBax nosib3oBaTens.

® yKasaTb BPEMS KM3HW MapKepa AocTyna (B cekyHpax). Ecnv napameTtp He 3afaH, To bepetcs U3 obwmx
HacTpoekK u3 pasgena «OAuth 2.0»;

® YKas3aTb PeXMM BblAaun MapKepoB JOCTyNa Nno ymondaHuio. Blitz Identity Provider npeaycmatpurBaet aga
peXnma Bbl4aum MapKepos AocTyna (access_token):

— offline-pexum — npu 3anpoce mapkepa goctyna byaeT BblgaH Takke 6eccpoyHbln mapKkep obHoBNe-
HUA (refresh_token), KOTOPblE MOXET BbITb MCNONb30BAH A1 NONYYEHUS HOBOFO MapKepa A0CTy-

65 https://datatracker.ietf.org/doc/html/rfc7591
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na. MpuIoXKeHUI0 PEKOMEHAYETCA UCMOAb30BaTb STOT PEXKMUM, €C/IM OHO AO/KHO NONYYaTb aKTyaslb-
Hble AaHHble nonb3osaTtena us Blitz Identity Provider 3a npegenamun BpemeHu aencTemsa Nosb3oBa-
TenbCKoW ceccun. Hanpumep, ecnn npuaoxeHue genaet NOYTOBYHO PACChbI/IKY U Nepes ee OTNPaBKOM
XOYET MOoJy4MTb aKTya IbHbIN apec 3NeKTPOHHOM noYTsbl 13 Blitz Identity Provider.

— online-pexum — 6ygeT BblaaH TONLKO MapKep AocTyna. MPUAoKEHUI0 PeKOMEHAYETCA UCMOb30BaTb
3TOT PEXKMM, C/IM emy JOCTaTOYHO MOJyYaTb aKTya/ibHble AaHHbIe MN0/b30BaTENA B MOMEHT BX04a (B
TeyeHne akTMBHOM CeCCMM Nosb3oBaTens).

Pexnm Bblgaumn MapKepoB AOCTYNA MOXKET HbITb ABHO YKa3aH B 3anpoce Ha NpoBeAeHMe ayTeHTUOUKALMMK; ecn
OH He YKa3aH, TO UCMOb3YETCA PEXUM MO YMONYAHMIO.

® yKasaTb BPEMSA }KM3HM MapKepa 06bHoBAeHUA (B ceKyHAax). Ecnv napameTp He 3aaaH, To bepeTtca U3 obwmx
HacTpoeK u3 pasaena «OAuth 2.0»;

* yKasaTb gobasnsemble B MapKep ngeHTudmMKaumm (id_token) yTBepskaeHus. ECm npunoKeHne B3aumo-
newncteyert c Blitz Identity Provider no npoTtokony OIDC (OpenlID Connect 1.0), To B KauecTBe 04HOMO M3
pa3pelleHunit (scope) HEOBXOAMMO TaK¥Ke YKa3aTb openid. Toraa B 06MeH Ha aBTOPU3ALMOHHbBIN Koa npu
Bbl30Be Token Endpoint 6yayT BblAaHbl HE TO/IbKO MapKep A0CTyna (access token) M Mapkep 06HOB-
nenua (refresh token), HO M MAEHTUOUKALNOHHDBIN MapKep (id_token). B mapkep naeHTudukaumm by-
OET BKAOYEH MAEHTMOUKATOP NOMb30BaTeNA sub, a TaKKe A0NOAHUTENbHbIE aTPUBYTbI, NepeyncieHHble B
3TOM HacTpomKe. Bo3amoKHO aobasneHne Kak aTpmbyToB, CKOHOUIYPUPOBaHHLIX B pasaene « ICmoYHUKU
OaHHbIX», TaK U AONONHUTENbHbIX aTpMbyToB (NoapobHee cm. JobasneHue ampubymoes 8 MapKep udeH-
mudgpukayuu (cTpaHuua 245));

e BblbpaTb GopmaT MapKepa [OCTyna — MOXKHO BblbpaTb opaque WAM JWT. Ecan napameTp He 3ajdaH, To
6epeTca U3 0bwmMx HacTpoek u3 pasaena «OAuth 2.0».
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HacTtpoiku B3aumMoaeicTBUA C NPUNOXKEeHneM

Cekper (client_secret) seeserssensnes P

AononHuTenbHbIA cexper YKaxuTe ONONHUTENbHbIA CEKPeT ANA ayTeHTU(MKALMM NPUIOXEHNA »

(client_secret)
H bl KNIOY niosaem pUnoXet H

MpenonpeaenenHan ccbinka BaeauTe npeaonpeaenekH.iii redirect_uri
Bo3spara (redirect_uri)
RL. A L /it € APE b s il
pu3ay
n cebinok B LI

[InA 06GaBNEHUA HOBOTO NpechuKca BEEAUTE ero u HaxmuTe Enter

puke o bin aTa t E

AonycTumbie paspeleHun xopenid  x profile
Pa3peleHnA no yMmon4aHuio [nA no6aBneHnA HOBOrO SCOpe BBEAWUTE ero u HaxxmuTte Enter
L ayT @I Npu HU 1e aBT umm. Ecny
T 4 T ng ' 1BHO 1
paspeLueHuA
OTto6paxarh 3KpaH cornacua Mo ymonyaxuio v

Ha AOCTYN K AaHHbIM O cebe
[0 O6nazarensHoe ucnons3oeaxue Proof Key for Code Exchange (RFC 7636) ana Authorization code grant type

MeTop ayTeHTUdUKaLMM NpH client secret basic v
o6pateHuy K cepaucy
BblAaYn MapKepos MEeTOA ayTeHTUMUKALM Af ! ! OpalieHy pEn Aaum

fonyctumbie granttype  xauthorization_code

t

Aonyctumsie response type xcode

BpemA XU3HN MapKepa
AocTyna (access_token)

PeXxum Bbiaayu mapkepos offline v
AO0CTyNa No yMoN4aHuio

BpemA XU3HN mapkepa
o6HoBneHuA

AoGasnnAembie B mapkep [inA nobaeneHnA HOBOro YTBEPXXAEHWA BBEAUTE ero u Haxmure Enter
nuaeHTudmkaumm (id_token)

yTBEPXAECHUA HEIO yA, mapke, " ™

®opmar Mapkepa AocTyna v

MpW MCNoNb30BaHMM B NPUNOKEHUM YHKLMM norayTa®® B 610Ke «Bbix00 U3 NpunoMeHUA» HeobXxoaumo 3aaaTh
cnepytoLime HacTporKK:

* yKasaTb NpedUKCbl CCbIIOK BO3BpaTa Npu Bbixoge. HeobxoamMmo nepeymcamTb npedukcbl gonyctumsix URL

66 https://openid.net/specs/openid-connect-rpinitiated-1_0.htmI#RPLogout
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CTPaHML, NepeHanpas/eHMA Nob30BaTeNA NOCAe MHULMMPOBAHUA NPUIOKEHMeEM norayTa. [lonyctumo 3a-
AaTb O 4UH NN HECKOJIbKO I'Iped)VIKCOB CCbI/IOK BO3BpaTa;

* npegonpeaeseHHas CCblJIka BO3BPpaTa NpM BbIXOEe — CCbl/IKa, Ha KOTOPYIo ByAeT nepeHanpas/ieH Noib30Ba-
TeNb Nocne orayta U3 NPpuUNoXKeHunA, eC/i B NapamMeTpax Bbi30Ba /1IorayTa OT NPUIOXKeHUA He 6bin nepeaaH
ajpec Bo3BpaTa post_logout_redirect_uri;

® OTMETUTb NPU HEOBXOAMMOCTU ONLUUIO «He MoKa3bi8aMb N0L308AMENIO SKPAH € TO0M8BepPH AeHUEM 8bi-
X00a U3 cucmembl» — eCNv 3Ty HACTPOIKY HE OTMETUTb, TO M0/1Ib30BaTEN O ByAET NOKa3aH 3KPaH € 3anpocom
NOATBEPKAEHMA BbIXOAA U3 NPUIONKEHUS;

® CCblIKa ANA OYUCTKM CECCMM NOb3oBaTens B bpaysepe (Front channel)— yKasaHHbli agpec 06paboT-
YMKa NpUNOXKeHUa byaeT Bbi3BaH U3 ppeiima bpaysepa B Cayvae MHULMUPOBAHWA 0rayTa No/ib30BaTens;

® OTMETUTb Npu HeobxogumocTu onunto «Jobasname UGeHMUPUKAMOP ceccuu U 3IMUMEHMA 8 CCbIKY
oYyucmku ceccuu 8 bpaysepe (Front channel)» — B 3Tom cnyyae B 6pay3epHblii 06paboTunk norayta npu-
noxeHus byaet nepegaH naeHTnduKatop ceccum (sid);

® CCbUIKA 419 OYUCTKM CeCCUM MO/Nb30BaTeNs B NPUNOKEHUMN (Back channel) — yKasaHHbIN agpec obpa-
60TYMKa NpunoKeHus byaeT Bbi3BaH c cepsepa Blitz Identity Provider B cnyyae MHMLUMKMPOBaHUA NorayTa
nosb3oBaTens;

* OTMETUTb NpPU HeobxoaMmocTn onuuio «Jobasname udeHmugpuUKamop ceccuu U SMUMeEHMA 8 CCblaKy
o4YuUCMKU ceccuu 8 npunoxceHuu (Back channel)» — B aTom cnydyae Ha agpec ob6paboTunka NPUNOKEHMS,
BbI3BaHHbIN C cepBepa Blitz Identity Provider B cnyvae nHMUMMpoBaHuMA norayta nosib3oBaTens, byaeT ne-
pefaH logout_token, cogeprawmii naeHTMdmUKaTOp ceccumn nonb3osatens (sid).

Bbixoa 13 npunoxeHns

NpeduKchbI CcbINOK Bo3BpaTa https://app.company.com/return_uri

npw Bsixoae

NpeponpeaeneHHan ccuinka BEeauTe NPEAOTPEAE/eHHYIO CCaINKy BO3EDATa
BO3Bpara npm Bbixoae

CcbiNKa ANR OUNCTKM ceccnn BBeAvTe CCHINKY OUMCTKY Cece
nons3oearens e 6paysepe
(Front channel)

Ccbika ANA OUMCTKM ceccum BBeAuTe CCLINKY OUYNCTKM Cecc
NoNL30BaTeNsA B NPUIOKEHUN

(Back channel)

MpM MCNONb30BaHMM NPUNONKEHUEM aBTopu3auuu no cneumduraummn Device Authorization Grant®” (wa-
npumep, Ans noakntodeHusa |OT-ycTpoicte, cmapT TB, uyaT 60TOB, MPUNOMKEHWN TFONOCOBbLIX MOMOLLHU-
KoB) B 610Ke «Hacmpoliku e3aumodelicmsua ¢ npusnoxeHuem» B napametpe «Jonycmumsie response
type» [06aBUTb BapuaHT device code, a B Mapametpe «Jonycmumsie grant type» pob6aBuUTb BapuaHT
urn:ietf:params:oauth:grant-type:device_code. TakKe B 610Ke «Device Authorization Grant» Heob-
XOAMMO 334aTb C/ieayoL e HaCTPONKM:

i d)opmaT NO/1b30BaTE/IbCKOro KoAga, ANA 3Toro cneayet MCNoa1b30BaTb PerynapHblie Bblpa*KeHuA,;
® BpPEMA XXU3HU NOJIb30BaTE/IbCKOTO KOAa,

® CCbIZIKY Ha CTpaHuMUY BBOAa NO/1b30BATE/IbCKOTO KOAQa,;

67 https://tools.ietf.org/html/rfc8628
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® OTMETUTb Npu HeobxoammocTu onumto «Jobasaame 8 URL nonvzosamensckuli Kod». B atom cnyyae Blitz
Identity Provider npu aBTopuM3aumm byaeT Bo3BpaLLaTb HE TObKO CCbI/IKY Ha CTaHULY BBOAA NO/b30BaTENb-
CKOro Koga (Hanpumep, https://test.ru/device), HO eLle U CCbIIKY C KOAOM B Ka4yecTse napameTpa
(Hanpumep, https://test.ru/device?uc=676-267-324).

Device Authorization Grant

®opMaT NoNb30BaTeNLCKOro [0-9]
Koaa

Bpems Xu3Hn
NoNb30BaTeNLCKOro KOAa

CcbinKa Ha CTPaHULY BBOAA
NONb30BaTeNLCKOro KOAA

(O Aobasnats 8 URL Nons308aTenbCKuii KOA

3.4.2 O6wme HacTpoiikn OAuth 2.0

Ons 3apaHna obwmx Hactpoek OAuth 2.0, a TakKe Ans KOHOUTrypMpoBaHMA Habopa paspelleHnit (scope) Uc-
nonb3yetcs pasaen «OAuth 2.0» KOHCONW ynpaBNeHUA.

CsoiicTBa

URL ¢ meTapaHHbIMu Blitz blitz/oauth
Identity Provider

URL ans aBTopM3aummn blitz/oauth/ae

URL Ans nonyueHus u blitz/cauth/te
06HOBNEHNA MapKepa

Bpems XuU3Hn mapkepa 3600
Aoctyna, cek

®opmat mapkepa AocTyna wt v

BpeMs XU3HN Mapkepa

o6HoBMIEHNA, CeK

B pasgene «OAuth 2.0» KOHCONU yNpaB/IEHUA MOXKHO MOCMOTPETb pasnunyHble URL obpaboTtumkos Blitz Identity
Provider, cBasaHHbIx ¢ OAuth 2.0 u OIDC:

¢ «URL ¢ meTagaHHbimu Blitz Identity Provider» —no sTol ccbl/ike pasmeLLeHbl AMHaMUYeck obHoBaseMble
HacTpoiiku (MeTagaHHble) Blitz Identity Provider (cneuudukaumna®®). PaspaboTumnku npunoKeHuii MoryT He
NPONMCLIBaTL BCE YKasaHHble HMKe URL B KOHOUIypaumm cBOEro NpUAOKeHUs, a UCNONb30BaTh B HACTOMN-
Kax e4MHYI0 CCbINIKY HA 3TU MeTagaHHble;

68 https://tools.ietf.org/html/draft-ietf-oauth-discovery-10

3.4. Hacrpoiika OAuth 2.0 u OpenlID Connect 1.0 243


https://tools.ietf.org/html/draft-ietf-oauth-discovery-10

Blitz Identity Provider, Bepcus 5.31

e «URL ana aBTopmsaumm» — agpec obpabotunka OAuth 2.0 Authorization Endpoint ana 3anpocos yepes
6paysep Ha NoayyeHue Koga aBTopu3aLuuy;

¢ «URL gna nonyyeHua n obHoBneHUA MmapKepa» — agpec obpaboTtumka OAuth 2.0 Token Endpoint gns no-
NlydeHnn mapkepos 6e3onacHoCTU (access_token, id_token, refresh_token).

Mpwn HEO6XOLI,VIMOCTVI MOXXHO!:

® U3MEHUTb «Bpems yu3HU MapKepa 0ocmyrna», UCNOb3yeMOe Mo YMONYAHMIO MPU BbIMYCKE MapKepoB ANA
BCEX MPUNOKEHUI;

* yKasaTb «Popmam mapkepa 0ocmyna», UCNOAb3yeMblit NO YMONYAHMIO NPU BbIMYCKe MapKepoB 4/1A BCex
NPUNOXKEHNI: CTpoKa (opaque) unn JWT;

* U3MEeHUTb «Bpema 3 u3HU MapKepa 0bHOBEHUA», UCNONb3yeMoe MO YMOYAHMIO NPX BbiNyCKe MapKepoB
ONA BCEX NPUNONKEHWN;

® OTMETUTb ONUUIO «AymeHmuguKayusa cucmem-KaUeHmos ¢ ucroab3osaHuem Proxy TLS». B aTom cnydyae
[OJIKHO BbITb HAaCTPOEHO B3aUMOAENCTBUE NpuoxkeHnit ¢ Blitz Identity Provider yepes npokcu-cepeep ¢
yCTaHOBKOW ABycTopoHHero TSL coeamHeHnua. B none «Common Name (CN)» cepTuduKata cuctembl gon-
YKeH ObITb YKa3aH JOMEH CUCTEMbI MOAKIHOHAEMOTO NPUIOKEHUS.

B pa3saene «Device Authorization Grant» MOXHO onpeaenuTb 06LMe HaCTPONKM 41 B3aMMOAENCTBUA C NPUIo-
*KeHmamu no cneumndukaumm Device Authorization Grant. 3gecb UmeeTca BO3MOXHOCTb YKa3aTb:

® BpemMA XXMU3HU NO0JIb30BaTE/IbCKOro Koga (B ceKpr,ax);

® MWHMMaJ/IbHO pPaspeLLeHHbIM MHTepBan onpoca cTaTyca KoAa NPUBA3KM YCTPOMCTBA B ceKyHaax. Ecaum npu-
NoxeHue onpawwmsaeT cepsuc Blitz Identity Provider yawe, yem ykasaHo B 3Tom napameTpe, To byaeT BO3-
BpalleHa owmnbka.

Mpy HEOBXOAMMOCTU ANA KaXKA0r0 NPUIOMKEHUA MOMKHO YKa3aTb CBOM HAaCTPOWKM, CBA3aHHbIE CO cneunduKkaum-
et Device Authorization Grant.

Device Authorization Grant

Bpems Xu3Hu

NONb30BaTeNLCKOro KOAA, CeK
PaspelLeHHbIl MHTepBan

onpoca craTyca koaa
NpUBA3KM yCTPOIACTBA, CeK

[N KoppeKTHOM paboTbl B3aMMoLAeNCTBUA C NPUAOKEHUAMM No npoTokony OAuth 2.0 HeobxoaMmo onpeaenuTb
paspeleHuns (scope). 1A 3TOrO HY}KHO YKasaTb:

* Ha3BaHMWe paspeLueHus;

* onucaHue paspelweHmns (oHo byaet oTobparKaTbca No/b30BaTENI0 Ha CTPAHMLLE COrIacua Ha NpegocTasne-
HUWe JocTyna);

* aTpubyTbl NONb30BaTeNA, KOTOpble ByayT NpefoCcTaBeHbl N0 4aHHOMY PaspeLleHuto (aTpubyTbl AOMKHbI
6bITb ONpeaeneHbl B MeHI0 «ICMOYHUKU OaHHbIX»);

® ABNAETCA /IN pa3peLleHne CUCTEMHbBIM — TaKMe paspeLleHmnaA NPeLoCTaBAATCA NPUIOKEHUAM TONbKO C UC-
nonb3osaHmMem OAuth 2.0 Client Credentials Flow (He B KOHTEKCTe pa3pelleHns oTAe/IbHOMO NoAb30BaTeN ,
a obuwwe).
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HacTpoiika scopes

cucTeMamm (Npunoxexusmu). Mpu Heo6X0ANMOCTY yKaxXuTe, Kakue aTpuyTsl NO

HazeaHue paspewenns Onucaxve ATpu6yTbl NoNb30BaTENA CUCTeMHBI

3BONAIOLLAA NPOBECTY MASHTUONKALIMIO U
openid

sub  xfamily_name = xmiddle_nam
o Oc+oBHbIE AaHHbIE NPOOUNA NONL30BaTENA s mily_nar iddle_n
rofile

SNeKTPOHHaRA nouTa

Homep TenedoHa
phone_number phone_number

A\ BHumanue

Ons KoppeKTHOM paboTbl ayTeHTUOMKauumu no OpenlD Connect 1.0 HyXXHO yb6eanTbCA, YTO paspeLleHme C
Ha3BaHMeM openid OnpeaeneHo B STOM pasaenie KOHCoNW. TaKKe MOXKHO NponucaTb aTpubyThl, NepesaBae-
Mbl€ M0 3TOMY pa3peLleHnto. B 3Tom ciyyae yKasaHHble faHHble MOTyT 6biTb MOyYeHbl MO MapKepy A0CTyna
(access token), BblAZAaHHOMY Ha pa3peLlleHne openid

@ BaxHo

Blitz Identity Provider moxHo Hacmpoumse (cTpaHuua 139) Takum obpasom, uTo 6yayT coXpaHATbCA
MapKepbl AOCTyNa NoAb30BaTeNA OT BHEWHWUX MOCTABLIMKOB MAEHTUOUKaALMK. Ecan nogKntoueHHble no
OAuth 2.0 npunoxkeHus 6yayT nonyyatb no REST API coxpaHeHHble MapKepbl JOCTyna, B 3TOM pasgene
KOHCONMM HeobxoAMMO YyKasaTb CUCTEeMHble paspelueHus fed_tkn_any (BCe BHELWHME NOCTaBLUMKKM) M
fed_tkn_${fedPointType}_S${fedPointName} (BHELWHMIA NOCTaBLWMK C TUNOM ${fedPointType} U
MMeHeM $ { fedPointName}). [JaHHble paspeLleHuns LOMKHbI TaKKe BbITb YKa3aHbl B HACTPOMKaX NPOTOKONA
OAuth KOHKPETHOrO NPUIONKEHUSA.

3.4.3 [o6aBneHue aTpubyTtoB B MapKep uaeHTUPUKauum

Y7066l MMETb BO3MOMKHOCTb OMpPeaenaTb CECCMOHHbIE YTBEPKAEHUA B NpoLedype BXoAa, COOTBETCTBYHOLLME
YTBEPXKAEHUA TaKKe OO0/MKHbI BbITb onpeaeneHbl B KOHOGUIypauMoHHOM ¢aline. [ns aToro B pasgen blitz.
prod.local.idp.login KOHUrypaumMoHHOro ¢panna Heobxogumo Ao06aBUTb aTPUBYT sessionClaims € ne-
peyHem yTBEPXAEHWNIA, KOTOPblE MOTYT BbITb ONpeaeneHsb! B npoueaype.

Hanpumep, cnegytoLan 3anncb No3BoAsET ONpeaenuTb aTpnbyT custom_attr:

"sessionClaims" : [
"custom_attr"

MpunoxeHuna, nogknoveHHble no npotokony OpenlD Connect 1.0, moryT nony4aTtb AaHHbIE B MapKepe NAEHTU-
dukaumm. MNepeyeHb aTpnbyTos, KoTopble ByayT nepefaHbl B mapKepe naeHTuduKaumm, foakeH bbiTb 3a4aH B
nyHkTe «Zobasnsemsie 8 Mapkep udeHmuguxkayuu (id_token) ymeeprdeHusa» HaCTPOEK NPOTOKONA.

MoMMMO XpaHMMbIX aTPUBYTOB, B MapKep NAeHTUdUKaLMM MOryT BbiTb 406ABAEHbI YTBEPIKAEHUA:
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® MOAyYeHHbIE NPU BXOAE NOMb30BATENS MO 3/IEKTPOHHOMN NOANUCKU. ITO MOTYT BbITb AaHHbIE O cepTUdUKaTe
K/I0Ya 3/1IEKTPOHHOM MOAMMWCH, AAHHbIE O PUNHECKOM / IOPUANYECKOM INLE U3 CEPTMPUKATA;

® Mosy4yeHHble npu Bxosae vyepes ECUA;
® onpegeneHHble B npoueaype BXxoaa.

[na nonyyeHus yTBepKAEHWUA U3 cepTUdMKATA KOYA INEKTPOHHOM NoANUCU HeobXoauMMOo OTpeasaKTUPO-
BaTb KOHPUrypaLMOHHbIM dann blitz.conf, ob6aBnB B 610K HAcTpoeKk blitz.prod.local.idp.login.
methods.x509 f06aBUTb CTPYKTYPY CEAYIOLLETO COAEPKAHMUA:

"claims" : [
{
"name" : "attr_name",
"value" : "cert_attr_name"
1/

B aTOM CTPYKType attr_name — UMA aTpubyTa, KOTopoe ByAeT UCMNONb30BaHO B MapKepe naeHTUdUKaumm, a
cert_attr_name —0603Ha4YeHne aTpnbyTa B cepTndMKaTe (NprMepbl LOCTYMHbIX 3HAYEHUUN NPUBEAEHDI B Tab-
nvue).

Mpumep AaHHbIX, NONYyYaeMbIX U3 cepTUPUKATA KNOHA I1eKTPOHHOM nNognucu

0O603HauyeHue aTpmnby- | OnucaHue

Ta B cepTuduKare

SUBJECT.OGRN OlPH opraHusauumn

SUBJECT.OGRNIP OrPHUM nuansuayanbHoro npeanpuHUmaTensa

SUBJECT.INN NHH opranusaumm

SUBJECT.E CnyxebHbii email gonKHOCTHOro Anua

SUBJECT.O MUma opraHusauunm

SUBJECT.ST PernoH opraHusaunm

SUBJECT.L HaceneHHbIN NYHKT opraHnsaumm

SUBJECT.STREET Ynuua, 4om, Homep odpuca opraHnsaLmm

SUBJECT.O MNMoapasgeneHme 4OMKHOCTHOrO nua

SUBJECT.T LJonxKHOCTb NnpeacTasutena

SUBJECT.<0ID> 3HayeHMeMm m3 aTpmbyTa € yKazaHHbIM OID. Hanpumep, SUBJEC T.1.2.643.100.
5 No3BOAAET 06PATUTLCA K aTPUBYTYy COT D 1.2.643.100.5

Mpumep fobaBnaemol B KOHOUTYPALMOHHbIM A CTPYKTYpbI:

"claims" : [
{
"name" : "org_OGRN",
"value" : "SUBJECT.OGRN"
by
{
"name" : "org_INN",
"value" : "SUBJECT.INN"
by
{
"name" : "org_email",
"value" : "SUBJECT.E"
by
{
"name" : "org_name",
"value" : "SUBJECT.O"
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Y1o6bl yTBEpPXKAEHUSA 13 ECUA Oblan AOCTYNHbI, HEOOXOAMMO OTPEAAKTUPOBATb KOHPUIypaUMOHHbIA daiin
blitz.conf, A06aBMB B 6/JIOK HacTpoek blitz.prod.local.idp.federation.points.esia A06aBuUTb
CTPYKTYPY CNeAyIOLLEro COAepKaHuUA:

"claims" : [
{
"name" : "attr_name",

"value" : "esia_attr_name"

1s

B 37Ol CTpyKType attr_name — MMA aTpubyTa, KoTopoe ByAeT UCNONb30BaHO B MapKepe UAeHTUdUKaLMK, a
esia_attr_name — 0603Ha4YeHne aTpubyTa Npu noaydeHunn ero u3 ECUA.

Mpumep AaHHbIX, Nony4aembix n3 ECUA

O603HayeHue aTpubyTa, noay4yeHHoro us ECUA \ OnucaHue

oid YHUKaNbHbIN UAEHTUPUKATOP yYeTHOM 3anmcn ECUA
lastName dammnua

firstName Nma

middleName OtuyectBO

birthDate [ata poxaeHus
gender Mon

snils CHUNC

inn MHH

passport MacnopTHble AaHHble
birthPlace MecTo poxkgeHua
email 9n. noyta

mobile Mo6. TenedoH

Mpumep fobaBnaemol B KOHOUTYPALMOHHbIA Gaina CTPYKTYpbI:

"claims" : [

"name" : "esia_firstName",
"value" : "firstName"

}I

{
"name" : "esia_lastName",
"value" : "lastName"

}I

{
"name" : "esia_middleName",
"value" : "middleName"

}I

{
"name" : "esia_birthDate",
"value" : "birthDate"

}

{
"name" : "esia_gender",
"value" : "gender"

}

{
"name" : "esia_snils",
"value" : "snils"

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name" : "esia_inn",
"value" : "inn"

}

{
"name" : "esia_passport",
"value" : "passport"

}

{
"name" : "esia_birthPlace",
"value" : "birthPlace"

}

{
"name" : "esia_email",
"value" : "email"

}

{
"name" : "esia_mobile",
"value" : "mobile"

1,

3.4.4 Hactpoiika AMHamuuyecKkom peructpaumnm kamentos OAuth 2.0

YT106bI BKAHOYUTD BO3SMOMKHOCTb AMHAMUYECKON PErUCTPaLMM KNMEHTOB, HEOBXO4MMO BbINOMHUTL Cieaytolme
warmu:

® 33perncTpmpoBaTtb NPUMOXKEHME N HAaCTPOUTL ANA HEro NPoToKoA noakatodeHunsa OAuth 2.0 cornacHo ao-
KyMeHTaumu (cm. Obujue Hacmpoliku OAuth 2.0 (cTpaHuua 243));

e B HacTpoiKax OAuth 2.0 gnsa AaHHOTO NPUIOKEHUA NEPENTM Ha 3aKNa[KY «JUHAMUYECKUE KAUueHMbl».

MpoToKonb!

SAML OAuth 2.0 Simple REST RADIUS

| [inA KoppeKTHO paboTbl NPONULLMTE 3TN CCbISIKM B HACTPOMKAX NPUNOXEHWA, B KOTOpPoe 6yAeT OCyLeCTBNAATLCA BXOL,

URL ana asTopusauun /blitz/oauth/ae

URL anA nonyyeHvn u /blitz/oauth/te
OGHOB/IEHUA MapKepa

CraTnieckuin KNMeHT [OvHamnyeckne KNMeHTbl |

YKa3aTb 6a30Bble HACTPOMKN AMHAMUYECKOM PerncTpaLmm KAMeHToB:
® paspeLnTb AMHAMMUYECKYIO PErUCTPALMIO KJIMEHTOB;

® yKaszaTb AONYCTUMble K NPAMON nepegave yTBEPKAEHUA. ITU YTBEPKAEHMUA LOMNYyCKAaeTCA YKasblBaTb B
3anpoce Ha PerucTpaumio aK3emMnaspa NPUNOKEHUA. B ciyyae UX HaMuMA B MeTafaHHbIX NPUIOKEHUA
(software_statement), NpuopuTeT ByAeT OTAAH 3HAYEHUIO U3 MeTaZaHHbIX. PEKOMEHyeTCs pa3pewmnTb
nepegavy To/IbKO TUMa ycTpoicTea (device_type).

* npu He06XOAMMOCTM AO6aBV|Tb AONONMHUTENIbHbIE YTBEPXAEeHUA AONA MeTaAaHHbIX NPUIO0KEHUA
(software_statement).
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CospaTtb nepBUYHbIE MapPKepbl ANA NPUNOXKEHUA. nepBMHHble MapKepbl UCNONb3YHTCA ANA aBTOPU3aUNU UHCTAH-
COB NPUNOXKEHNA NPU UX PETNCTPaLUN.

CreHepunpoBaTb MeTafaHHbIe NPUIOXKEHNA (software_statement). DTM MeTagaHHbIe NepPeaaloTCca B KadecTse
YyTBEP)KAEHMSA B 3aMNPOCE HAa PErnCTPALMIO SK3EMNAAPA NPUIOKEHUA. B KauecTse aTpMBYTOB MeTadaHHbIX MOXKHO
yKasaTb:

BEPCUIO NPUNOXKeHUA (06s3aTenbHbI aTpMbyT). Bepcus NpuioKeHUa JONKHA COOTBETCTBOBATL BEPCUM
NepBMYHOrO MapKepa, UCMOb3YEMOTO NPUIOKEHNEM;

npedmrKcbl CCbIZIOK Bo3BpaTa. MpeduKc ncnonbayertca ANsA NPOBEPKM CCbINOK Bo3BpaTa (redirect_uri).
Ecnun B 3anpoce Ha ayTeHTUOUKALMIO yKa3aHa CCblIKa BO3BpaTa M OHa He COOTBETCTBYET HU OAHOMY U3
YKasaHHbIX NpeduKCcoB, To B ayTEHTUOUKaLNK ByaeT 0TKasaHo;

JOMYCTUMbIE Pa3peLleHuns — paspelleHuns (scope), KOTopble BYAYT JOCTYMHbI NPUIOKEHMIO;

MeToA, ayTeHTUdUKaLMKM Npu 0bpalLeHnN K CepBUCY BblAaunM MApPKEPOB. YKa3aHHbIM MeTog ayTeHTUbuU-
KaLMu LOMKEH MCNOb30BATLCA MHCTAHCOM NMPUAOXKEHMUA MPU 06paLLEHNN K CEPBUCY BblAauM MapKepoB
(token endpoint);

OONyCTUMble 3HaYeHus grant type. CNUCOK grant type, KOTOpble ByayT AOCTYNHbI 3K3EMNAAPY NPU-
NIOKEHUSA;

AONYyCTUMblEe 3HaYeHUA response type. CNUCOK response type, KOTOpPble BYAYT AOCTYMNHbI 3K3emnan-
py npunoxeHua npu obpaweHnn K URL aBTopusaumm (authorization endpoint)

CneayeT yyecTb, YTO yKa3aHHble aTpubyTbl MeTaAaHHbIX AOMKHbI COOTBETCTBOBaTbL NapameTpam OAuth 2.0, onpe-
OeNeHHbIM ANA NpunoskeHus («Cmamuveckul KaueHmy).

Mocne nognucaHusa meTaZaHHbIX NPUAOXKEHUA UX BMECTE C NEPBUYHBIMMU MapKepamu cnegyeT nepesatb paspa-
60TUMKAM MOLKAOHAEMOTO NPUIONKEHUS.

Mpumep HacTpoek ,L'J,VIHaMM"IeCKOVI perncTpaunm KaneHTa npeacrtaB/ieH Ha PUCYHKe HUXKeE.
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HacTpoilku AuHamMMyecKoii perncTpaumm KIMeHToB

Pa3pelumnTs AMHAMUYECKYI0
PEerucTpaumio KIIMEHTOB

WpeHTudmkarop npunoxxeHusa test_app_start
(software_id)

3yeTCA ANA PerucTpaumi AUHaMUIECKUX KMEeHTOB

LonycTumble K npamoli | x Tun yeTpoiicTea (device_type)

nepepnaye yTBepXAeHUA
OTn yTBEpXXAEHMA J0NycKaeTCA yKa3biBaTb B 3aNpoce Ha perncTpauuio MHCTaHca NpUNoXKeHna

[lo6aBbTe [OMOMHUTENbHbIE YTBEPXKACHUA ANA METaAaHHbIX NPUIOXeHWA (software_statement)

YTBepxaeHue 3HayeHune OnucaHue yTBepPXXAEHNA

Ykazatb yTeepxaeHva ana Blitz Key

+ [lobaBuUTb yTBEPXAEHNE

WNamennTs

Moar meTagy [s]

MoanuwnTe MeTapaHHble Npunoxenua (software_statement). 3T MeTapanHbie NePeaaloTCA B Ka4ecTBe yTBEPX/AEHVNA B 3aNpoce Ha Per1cTpaumio MHCTaHca NprioKeHnA

Bepcua npunoxeHua 2

Bepcua npunoxeHua B MeTafaHHbIX A0MKHA COOTBETCTBOBATL BEPCUN B NEPBUYHOM MapKepe

Mpedukcs! cebinok Bosspara | hite/localhost

na po6aeneHnA HOBOro npecukca BBeAUTE ero 1 Haxxmute Enter

Mpecbuke ncnonb3yeTcA ANA NPOBEPKM CCbINOK Bo3eparta (redirect_uri). Ecnu B 3anpoce Ha
ayTeHTU(MKALMIO YKa3aHa CCbiNKa BO3BPATA 1 OHA HE COOTBETCTBYET HU OIHOMY 13 YKa3aHHbIX
NPEeUKCOB, TO B ayTeHTU(MKALMM GyAET OTKa3aHo

[HonycTumble paspewieHna xopenid  x profile

PagapeuweHun (scope), koTopble 6yayT AOCTYNHbI MPUNOXEHUIO.

MeTop ayTeHTUUKaUUK Npyn client secret basic v
o6palleHum K cepsucy

BbIAAYM MapKePOB YKasaHHbI MeToA ayTeHTUNKaLMM AOMKEH CMNOMb30BATLCA MHCTAHCOM NPUIIOXKEHNA Npn o6palueHni

K cepBiCy BbiAa4N MapKkepos (token endpoint)

[onycTumble 3HaueHns grant xauthorization_code  xclient_credentials
type
Cnucok grant type, koTopble 6yayT AOCTYNHbI UHCTA PUNOXKEHNA
[AonycTumble 3Ha4eHUA xcode  xtoken

response type
Crncok response type, KOTopble By[IyT AOCTYMHbI MHCTAHCY NPUNOKEHUA Npu oBpaeHnn K URL

aBTopusaumm (authorization endpoint)

|

MepBuyHbIe MapKepbl
MepBuryHbIe Mapkepsl MCNOMbL3YIOTCA [1/1A aBTOPU3aLIMM MHCTAHCOB NPUOXEHWA NPK UX perucTpaumumn
Wnentudmkatop Aata cozpanua Bepcua N0

7w6TCR90I9fsZUVTt_dZEE65IrHVFMkXWRA5HpH- 21.10.2024 14:36:48 1
wz6RRI4brtrhp_QIA7PhnhulaXOhHelJg6B__n2qtwml-g

Bepcua N0

3.5 Hacrpoiika Simple

BoinycTuTs

JaHHbIl cnocob noakntoveHna npunoxKeHusa K Blitz Identity Provider moxKHO npuMeHATb NpU cregyowmx ycno-

BUAX:

o [punoskeHue Henb3A NoAKAUUTL K Blitz Identity Provider ¢ ucnonb3oBaHMem cTaHAapPTHbIX MPOTOKO/10B
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SAML nan OIDC.

e [punoxeHne npeacTaBnseT coboi Beb-MpuIoKeHWe, pPa3BepHYTOoe B COBCTBEHHOW WHQPACTpPyKType
(On-Premise). Joctyn nonb3oBaTeneil K MPUIONKEHMSAM MOMHO OPraHM30BaTb 4Yepes PeBepCUBHbINA
NpoKcK-cepsep.

Y1061 NOAKNOUYMTL NpUoKeHUe K Blitz Identity Provider no npoTtokony Simple, Heobxoanmo:
1. B HacTpoKax NPUIOKEHNA B KOHCO/b YNpaB/ieHus BbI6paTb MPOTOKoA Simple 1 3a4aTb ero HaCTPOMKU:

e SSL—HacTpoliiKa, yKa3blBatoLLas, NPoM3BOAMTCA /1M 32 MPOKCU BbI3OB NogK/atodaemoro no Simple npu-
noxenuma no HTTP nnm no HTTPS. PekomeHayeTca B KayecTBe NPOKCU-CEPBEPA, 3aLLMLLAIOLWLErO NpU-
NOXKEeHWe, UCMONb30BaTb CYLLECTBYIOLNIN BEG-CEpBEP NPUNOKEHNA, U B TAaKOM Clly4ae coeguHeHue
NPOKCU-cepBepa C NpuaoKeHnem byaeT ocywecTenaTbca 6e3 TLS/SSL wndposaHma.

e Cenektop dopmbl — 3agaeTtca CSS-cenekTop, NO3BOAAIOLWLMA ONPeaeUTb NOMOKeHUe GopmMbl BXOAa
Ha CTpaHULEe NOAKI0YAEMOrO NPUNOIKEHMUA.

e CeneKktop nona ¢ normMHom — 3agaetca CSS-cenekrop, NO3BONAIOLLLNIM onpegennTb NONoOXKeHne nona
BBOAA /I0OrMHA Ha CTpaHULUE BXOA4a NOAKAKYAaEMOro NPpUN0KeHUA.

e URL BbIxoZa Mo yMon4aHuIo (ONLUMOHaNbHasA HaCTPOWKa) — yKasbIBaeT, KaKoW aApec AO/IKEH BbI3BaTb
Blitz Identity Provider npu Heobxo4MMOCTU MHULMMPOBATL JIOrayT B NOAKAOYEHHOM Mo Simple npu-
JIOXKeHun B cnyyae eguHoro norayta B Blitz Identity Provider.

e URL ana nepexofa nocje ycCrnewHoro BbIXxo4a — YKa3blBAeT, KaKoW agpec A0/KeH Bbl3BaTb Blitz
Identity Provider ana nepeHanpasieHWs No/sb30BaTeNs Noc/e yCnewHoro orayta, MHULMUPOBaH-
HOTO NOAKNOYEHHbIM M0 Simple npunosxkeHuem.

e JavaScript (onuMoHanbHaA HacTpoOiKa) — BCTpaMBaeMblid B CTPaHMUY BXO4a MNOAK/AOYAEMOro no
Simple npunoxkeHus JS-Kog, nossonaowmin 06paboTaTb NOAYYEHHbIN OT NPUIOKEHUA OTBET C pe-
3y/bTaTaMu BXO4a (NPOBepMTb, YTO BXOA, MPOM3BEAEH YCMELWHOo) M NoKasaTb 06 3TOM OLWKnOKyY B Blitz
Identity Provider.

Mpumep 3HaYeHUnA:

-

var fm = document.querySelector ('form[name=login]"');
if (fm) |

document .body.style.display = "none";

var err = document.getElementById('lost—-password');

var errKey = err && err.innerHTML.indexOf ('Incorrect password.') !== -1 ?
—'incorrect_password' : 'unknown_error';

var kvp = document.location.search.substr(l).split('&"');

kvp.push ([encodeURI ('error'),encodeURI (errKey) ] .join('="));
window.location.search = kvp.join('&'");

}

var alLogout = document.querySelector ('#logout');

var href = alogout ? alLogout.getAttribute ("href") : null;

if (href) {

var lp = encodeURIComponent (href);

var slp = document.createElement ('script');

slp.setAttribute('src', 'https://idp.company.com/blitz/simple/slp?app=app_
—~id&lp=' + 1p);

document .head.appendChild(slp) ;

MpuMmep HacTpoeKk NpoToKoNa Simple ANA NPUNOKEHUA NPEACTABAEH HA PUCYHKE HUKe.
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SSL
CenexTop ¢opmbl .panel-body-light > form:nth-child(2)
CenekTop nona ¢ input{name=username]
NOrMHOM
URL Bbixopna no https://app.company.com/app/logout

ymonyaHuio

URL ana nepexopa https://app.company.com/app/start_page
nocne ycrnewHoro
Bbixoaa

N3meHnTs

CoxpaHute

JavaScript

2. 3apaTb HAaCTPOMKM NPOKCUPOBAHMA 3aNPOCOB K MPUIOKeHUIO Ha Beb-cepBepe.

Mpumep KoHPUTypaunoHHoro ¢aina ana Beb-cepeepa nginx:

f

map "" $idp_host {
default <server hostname>:9000;

map "Shttp_Blitz_Idp" $idp_post_login {
default "0";
"prepare-login" "1";

map "Sarg_passive" S$activLogout {
default "1";
"trueﬂ "O";

upstream oc-web {
server <application server hostname>:<application port>;

server |
listen 80;
server_name <application domain name>;
# enforce https
return 301 https://$server_nameSrequest_uri;

}
server A
listen 443 ssl;
server_name <application domain name>;
resolver 172.27.0.20 172.25.0.50 valid=300s;
#resolver 8.8.8.8 valid=300s;

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

#ssl_certificate /etc/nginx/cert/<path to SSL certificate>.pem;
#ssl_certificate_key /etc/nginx/cert/<path to SSL certificate key>.pem;

#ssl_certificate /etc/letsencrypt/live/app.company.com/fullchain.pem; #.
—managed by Certbot

#ssl_certificate_key /etc/letsencrypt/live/app.company.com/privkey.pem; #._
—managed by Certbot

access_log /var/log/nginx/oc-acs.log full;
error_log /var/log/nginx/oc-err.log error;

##4 force timeouts if one of backend is died ##
proxy_next_upstream error timeout invalid_header http_500 http_502 http_
503 http_504;

### Set headers ####

proxy_set_header Accept-Encoding Wwe

proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

add_header Front-End-Https on;

proxy_redirect off;

proxy_set_header Cookie "Shttp_cookie;domain2auth=S$host";
proxy_hide_header Content-Security-Policy;

add_header Content-Security-Policy "default-src 'self' https://$idp_host;.
—script-src 'self' https://$idp_host 'unsafe-eval'; img-src 'self' data:.
—https://$idp_host; style-src 'self' 'unsafe-inline'; font-src 'self' data:;.
—frame-src 'self'; connect-src 'self'";

location ~ <path to login page of the application>$ {
#if (Shttp_referer ~* "/blitz/simple") {

# set $idp_post_login "1";
#}
if (Shttp_referer ~* "<main server domain name>") {

set $idp_post_login "1";
}
if ($idp_post_login = "1" ) {
proxy_pass http://oc-web$request_uri;
}
if ($Sidp_post_login = "0" ) {
proxy_pass http://$idp_host/blitz/simple/prepareSrequest_uri;
break;

}
location ~ /logout$ {
if ($SactivLogout = "1") {
return 302 https://<main server domain name>/blitz/simple/active_
—logout?app=$host;
}
proxy_pass http://oc-web$request_uri;

}

location / {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

proxy_pass http://oc-web;

3.6 Bsaumogpeiicteme no REST API

[Ons BbizoBa REST-cepsucos Blitz Identity Provider Heo6xoanMo HacTpOUTbL NPUNOXKEHUE, KOoTopoe ByaeT BbICTy-
naTb B KaUecTBe cucTeMbl-KaneHTa REST-cepBumcoB. [11a 3TOro HyXKHO 3apeaucmpuposams (cTpaHuua 226) HoBoe
npunokeHue B pasgene MNpunoxkeHuns.

Janee nepeiTn K HaCTpOMKaM NPUNONKEHMUA, B KAYECTBE NPOTOKOIA NOAKAOYEHUs yKa3aTb REST un 3anonHUTbL
cnepyloume gaHHble:

® [lapons — ByAeT MCNonb30BaTbCA UCNOAb30BaTbcA Npy HTTP Basic-ayTeHTUdMKaLUK, B KayecTBe N0TMHA
— NaeHTUUKATOP CUCTEMDBI-KNIMEHTA; €CIM NapameTp He 3agaH, To HTTP Basic-ayTeHTUdUKaLma He byaeT
BO3MOXHA ANA AaHHOMN CUCTEMbI-KAUEHTA;

e NonycTtumele CN — TMepeyeHb 3Ha4YeHUW aTpubyta CN cepTuduKaTta, WCNONb3YyEMOro npu
TLS-ayTeHTUdMKALMKU; eCcnn He 3agaHbl napameTpbl, To TLS-ayTeHTUdMKauMa He 6yaeT BO3MONKHA
ONA LaHHOW CUCTEMbI-KANEHTA.

MpoTokonsl

[na ayTeHTUdUKaLUMKM NPUNOXEHNA NpK IOCTyNe K nporpaMMHOMy uHTepdeiicy Blitz Identity Provider ¢ nomouybto Basic-ayTeHTUdMKaLmm 3aaaiiTe naponb. B kayecTse noruHa ncnonb3yire
MAEHTU(DNKATOP NPUNOKEHNA

Napons escccscs @

I A ncnonb3osaHua TLS-ayTeHTUDMUKALMK YKaXKNUTE JONYCTUMbIE 3HaYeHna CN 13 cepTudmkaTa NpunoxeHna. Bol MOXETE yKa3aTb HECKONBKO 3HaYeHUI

Donycrumsie CN

CoxpaHuTb

Ecnv ana npunoseHua He 3afaHbl HACTPOMKKM NPOTOKONA noakatodeHusa REST, To NpuaoXKeHMe He CMOKeT UC-
nonb3oBaTb REST API cepsepa Blitz Identity Provider, 3awuiiaemole ¢ ucnonbsosaHmem HTTP Basic aBTopusaumm.

3.7 Aoctyn K ceTeBbiMm cnyxX6am no RADIUS

CyLiecTByeT BO3SMOKHOCTb HAaCTPOUTb NOAKAOYEHWNE NO/Ib30BaTENEN K TOYKam ceTeBoro goctyna (RDP, VPN, Wi-Fi
n ap.) no npotokony RADIUS. HacTpoika NoaKA0UYEHUSA BbINONHAETCA B ONUCAHHOM HUXKe NoCAe0BaTeIbHOCTH.

Cnpaska no RADIUS

Remote Authentication Dial In User Service (RADIUS) RFC 2865%° — npoTtokon, Mcnonbayemblit AN LeHTpanunso-
BAHHOIO yNpaB/ieHWs aBTopU3aLMent, ayTeHTUOUKaLMEN U y4eTOM A0CTyNa B CeTeBble CYKObl M 060pyA0BaHMe.
Yepes AaHHbI NPOTOKOA BbINOMHAETCA B3aMMOLENCTBUE MeXay cepBepom U KaneHTom RADIUS. Mocne 3anpoca
nosib3oBaTeNem AOCTyrna B CETEBYIO CNYKOY COOTBETCTBYIOLWLMIA KAMEHT OTNPAaBASAET cepBepy 3anpoc, B pesy/b-
TaTe KOTOPOro cepsep NpPoBepsAeT Hanume noab3osatens B 6ase AaHHbIX. Ecan nonb3osaTens HaaeH, cepsep
OTNPaBAAET KANEHTY paspeLlleHne Ha ero ayTeHTUdMKaLmio.

69 https://datatracker.ietf.org/doc/html/rfc2865
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Cepsepom RADIUS BbicTynaeT Blitz Identity Provider, KnmeHTOM — nogKntoueHHan ceteBas cnyxKba. B Tekyluel
peanusaummn cepsep BbINOJHAET NOUCK NO/b30BaTeNel BO BCEX MOAKNOUYEHHDBIX XpaHUAMLWax. CeTeBble CyKO6bI
HacTpauBatoTca B Blitz Identity Provider kak npunoxeHus.

CepBep noaaepu1BaeT cieaytoline MeToabl ayTeHTUdUKaumm (B cootsetctenmn ¢ RADIUS-npoyedypoli (cTpaHu-
ua 293)): Bxo4 No NOrMHY 1 Napoto, NOATBEPKAEHME Mo Koay M3 SMS, PUSH, TOTP, HOTP, email nnu yepes /inu-
HbI KaBUHET Nonb3oBaTens.

© nNpumeuanue

Mpw noaTsepkaeHUM Yepes JINYHBIN KabUHET B HEM NosBAAETCA C006|J.I,EHVIE O NOnbITKe BXOA4a,
B KOTOPOM M0/b30BaTe b AONKEH HaxaTb [NoaTrsepauThb.

A BHumaHue

[ns Toro ytobol PpakTop cpaboTan, JIMUHbIM KABUHET A0MKEH BbITb OTKPLIT C 0653aTENbHBIM NPO-
XOXAeHWEM ABYyX GaKTOPOB ayTeHTUPUKaALMM.

3.7.1 War 1. KoHpurypuposaHue cepsepa RADIUS
Onsa KoHpurypmposaHua cepepa RADIUS B Blitz Identity Provider BbinonHuTe cneaytouwme gencreus:
1. B KoHconu ynpasneHus nepengmte B pasaen RADIUS.

2. MocnepnoBaTebHO HACTPOWTe KOHdUrypauuto cepeepa.

O6wme HacTPOIiKku
Ha gaHHOW BKNafiKe yKa3blBaloTcs 0bLime HacTpolikmu cepsepa RADIUS.
e CraTyc: BKIOYEHWNE cepBepa.

® CerTeBol ampec mpuea3ku: CMUCOK aAPECOB, C KOTOPbIX cepBep obpabaTbiBaeT 3anpochl.

Q@ coser

[Ons 06paboTKM 3aNpOCOB CO BCEX JOCTYMHbIX CETEBLIX MHTEpPdencoB ycTaHoBUTE 0.0.0. 0.

® Ceresoit nopT: NopT RADIUS, Ha KOTOPbLIV NPUHUMAIOTCA 3anpochkl. Ecav nopT He yKasaH, To UCnosb-
3yeTcA nopT 1812.

* MaxcuMalbHOE KOIMYECTBO O6pabaTEBAEGMEIX 3aMPOCOB: MAaKCMMaJ/IbHOE KO/MYecTBO OfHO-
BpeMeHHO 0b6pabaTbiBaeMbix CEPBEPOM 3aMpOCOB (OCTasibHble OTOPACbIBAtOTCA).

® BpeMd OXHOAHHY BTOPOro daxTopa:BpPemMA BCeKyHAaAX, KOTOPOE AAETCA N0/1b30BaATENIO A/1A NPO-
XOXAeHUs BToporo gakropa.

A\ BHumanue

[JaHHoe Bpems A0MKHO 6biTb cornacoBaHo ¢ RADIUS-KNMeHTOM 3a CHET KOPPEKTHOM HAacTPOMKM
BpemeHun oxunaaHma orseta RADIUS-cepsepa.
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Kondurypauua RADIUS cepsepa

O6Lwme HacTpOKn CermeHTbl ceTn Mpouenypbl 06paboTku 3anpocos

e ]

CeTeBoii aapec NPUBA3KK 0.0.0.0

0.0.0.0

CeteBo# nopt

MakcumanbHoOe KOnmM4yecTBo
ob6pabaTbiBaeMbIX 3anNpocoB

Bpema oXugaHua BTOporo 300
cakTopa

OTMeHWTb U3MEeHeHnA CoxpaHuTb

Haxmute CoxpaHuTb.

CermeHTbl ceTn

NaeHTUdMKaLMA NPUIOKEHNN OCYLLLECTBAAETCA MO CEFMEHTAM CETU. YKaXKMUTe NoAceTb, 06LWM KoY U Npu-
NIOXKEHME MO YMONYAHMI0, YTOObI 3aNpocC U3 JaHHOKN NOACETM aCCOLUMMPOBACA C 3TUM NPUAOKEHUeM. Ecan
HECKONIbKO NPU/IOKEHWI 3aNpaLllnBatoT ayTEHTUPUKALIMIO U3 O4HOM NOACETU, TO UX MOXKHO UAEHTUOULN-
poBaTb N0 NasId M CallingStationId u3 RADIUS-3anpoca.

A BHumaHue

MoaceTyn ¢ 6onee y3kMm npedUKCOM MMEIOT MPUOPUTET.

* liMg: BBeAMTE NPOU3BOIbLHOE UMA CEFMEHTA CETH.
* TlonceTs: BBeAMTE NpeduKC NOACETHU, 3aNPOChI U3 KOTOPOK ByAYT aCCOLMMPOBATLCA C NPUNONKEHUEM.

® O6muit xmou: CTEHEPUPYMTE N BBEAUTE KNHOY, KOTOPbIN HYXKHO ByaeT 8secmu Ha cmopoHe cemegoli
cnymool (cTpaHnua 259).

* [IpuNOXeHHe MO yMOonuaHuL: BblOepUTe NPUNOKEHME, C KOTOPbIM ByaeT accounmnpoBaTbCs 3anpoc
13 AaHHOM noaceTu. ECIM NpUIoXKeHU HECKONBbKO, OHO BYAET BbICTYNATb MPUIOKEHUEM NO YMO/I4a-
HUIO.

e CooTBeTcTBME NasId/CallingStationId M NPWUAOMKEHUN: €CAM NpeanonaraeTcs, 4to U3 oa-
HOWM noAceTn 3anpalwmBaTb ayTeHTUOUKALMIO ByAeT HECKONBKO NPUIOKEHUN, 3a4alTe NasId uam
CallingStationId, no KoTopbim cepsep RADIUS byaeT nx naeHTMduumposaTb.
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KoH¢urypauums RADIUS cepsepa

O6LLme HacTpoiKkn CermeHTbI ceT Mpoueaypel 06paboTkM 3anpocos

NaeHTUGMKaLMa NPUNOXKEHNI OCYLLIECTBNAETCA MO CEerMeHTaM CeTU. YKaxuTe NoaceTb, 06LUMIA KoY U NPUAOXKEHWE N0 YMONYaHWI0, YTO6bI 3aNpocC U3 AaHHON NOACETN accoLMMPOBANCs €
3TUM NpUNOXeHNeM. ECi HeCckoNbKo NPUNOXeH Wi 3anpalunBatoT ayTeHTUGUKALMIO U3 OAHOI NOACETH, TO NX MOXHO UAeHTUdMUMPoBaTL No Nasld nnu CallingStationld. Bonee yskue

noAceT nmetroT npuoputeT page.radius.segments.add=Co3aaTe HOBbI cermMeHT

vpn-net: - .1.1/24 MapameTpbl cerMeHTa cetu

local-net 2.183/32
WUms  vpn-net

MAobaBnTb cermeHT

Moacets 1.1/24

OBLYMT KIOU | sesesssssssssssssssssassssasssnsanes

MpunoxeHue no RADIUS APP VPN x v
ymonuanuio

CoorteetcTeua Nasld v npunoxeHnin He CkoHPUrypmposaHo

po6asuts

CoorteeTcTua CallingStationld 1 npunoxeHuii He ckoHUryprpoBaHo

po6asuts

Yaanute OTMeHUTbL U3MeHeHns CoxpaHuTs

Haxmute CoxpaHuTb.

Mpoueaypbl 06paboTkM 3anpocos

[laHHan BKNafKa COAEPKUT CMIUCOK NnpoLeayp Ha Java, kKoTopble ByayT 06pabaTbiBaTh 3aNpoChl U3 NOAK/IO-
YeHHbIX NpuaokeHuit. Mpoueaypbl onpegenatoT GakTop ayTeHTUOUKALUM U PEaNn3YIOT APpYr1ue NOANUTUKK
[A0CTyna B ceTeBble pecypcbl. B npocTeiilwem cnydae npoueaypbl BKAKOYAKOT Nepeblii Anbo BTOpoi GpakTop.
MO*KHO cO34aTb HECKO/IbKO NpoLLeayp B 3aBUCMMOCTM OT TpeboBaHMI K 6e30NacHOCTY Pas3/IMYHbIX CETEBbIX

TOYeK.
[ns cospanua npoueaypbl 06paboTKM 3aNpOCOB BbINOJHUTE CAeAyoLme AeNcTBUA:
1. Haxmute Co3gaTb HOBYIO npoLeaypy 06paboTKu 3anpocos.
2. 3agaiiTe HacTpPOMKu:
e CraTyc: BKIOYEHWE NpoLeaypbl.

* lUneHTUOHKATOP MpoLenyphH: 3a4anTe MAeHTMOUKATOP NpoLueaypbl.

A\ Buumanue

Java knacc, 0I'IMCbIBaFOLI.I,VIVI npoueaypy 06p360TKVI 3aMnpocoB, AO0/KEH UMETb TaKOe e Ha-
3BaHue.

® OnucaHHe: BBeAUTE ONnCaHue npoueaypbl.
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KoHdurypauua RADIUS cepsepa
O6Lumne HaCTPOIiKK CermeHTbI ceTn Mpoueaypbl 06paboTKM 3anpocos

Mpouenypa 06paboTky 3anpocoB

erme ]

Wpentudukarop npoueaypbl RadiusTest

Onucaxue HocTyn no RDP

MpunoxeHua RADIUS APP Local

YpanuTe npouenypy OTMEHUTb U3MEHEHNA

3. Haxmute CoxpaHuTb.

4. BeeguTe UCXogHbIM Kog npoueaypbl. Ana ynpasneHus npoueccom obpabotkm RADIUS 3anpocos
HeobXxoAMMO HanmcaTb Ha A3bIKe Java Knacc, peanunsyowmin uHtepdeinc RadiusFlow. NoapobHyto
MHPOPMaALMIO MO HaNMCcaHWo NpoLeaypbl C NpUMepamu Bbl HaigeTe 30eck (cTpaHuua 293).

5. Ana komnunaumm Haxkmmte CoxXpaHuTb.

3.7.2 LWar 2. HacTpoiika npunoxeHus
[na HaCTPOMKM NPUIOKEHMA BbINONHUTE Caeaylowme encTBusa:

1. B KOHConM ynpaBneHus nepenante B pasaen MNpunoxkeHus. Cozdalime (cTpaHuua 226) npunoskeHue c 6a-
30BbIMM HAaCTPOMKaMMU.

® Hpnentuduxkartop (entityID uam client_id),
® HasBaHUe,

® Nlomen: JOMEH CETEBOM CAYXKObI.

MapameTpbl NpUNOXeHUa

WnenTudmkarop (entitylD radiustest
vnu client_id)

HassaHue RADIUS APP Local

[omeH https://bip-dev2.reaxoft.ru/

HaxmuTte CoxpaHuTb.
2. B cekuuu MpoTokonbl NpuaoxkeHua Ha Bknaake RADIUS 3apaiite cnegytowme HaCTPOMKM:

e NocTaBbTe QMIAXKOK Mlaponb MpoBepdeTcs NPHIOXeHHeM camocTrodTensHo, ecan Blitz Identity
Provider 6ygeT ncnonb3oBaTbcA 4714 BTOPOro GpakTopa ayTeHTUDMKaLU.
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® BpeMs OXHIAHHSI BTOPOTO dakTopa:BPeMSA BCEKYHAAX, KOTOpOe AaeTca No/b30BaTento Ana npo-
XOXAeHus BToporo paktopa. Ecav napameTp He 3agaH, byAeT B3ATO 3HaYeHMe 13 HAaCTPOEK cepeepa
RADIUS.

A Buumanue

[aHHoe Bpems A0/MKHO 6biTb cornacoBaHo ¢ RADIUS-KNMeHTOM 3a CHET KOPPEKTHOW HAacTPONKMK
BpemeHu oxmngaHuna otseta RADIUS-cepsepa.

e BbibepuTe npoueaypy obpaboTKM 3anpocoB OT NPUAOKEHUA. B cnucke Mpouenypa ofpaboTku
oTobparkatoTcs Bce co30aHHbIe (CTpaHuua 255) Ha cepsepe RADIUS npoueaypbl.

A Buumanue

BHMMaTeNbHO HacTpamBaiTe uHMezpayuro (CTpaHuua 259) Ha cTopoHe ceTeBoi cnybbl. Ecan
B NPUXOAALLMX OT MPUIOKEHUA 3anpocax He onpeaeneH NasId, NpPUAOXKeHWe y3Haetca Blitz
Identity Provider Kak npuioseHue No yMoNYaHMIO AN SAaHHOMO CerMeHTa CeTu, AarKe ecn dak-
TUYECKM 3TO PasHble NPUIoKeHUA. B aTom ciyyae byaeT BbINONHATLCA NpoLeaypa 06paboTku 3a-
NPOCOB, YCTAHOB/NEHHAA ANA NPUNOKEHUSA MO YMONYaHMIO, @ He Ta, KOTopas BbibpaHa.

MpoTtokonsl
SAML OAuth 2.0 Simple REST m

B/I0K MHAVBMAYaTbHbIX HACTPOEK MpunoXeHuA AnA RADIUS npotokona
(J Maponk NPOBEPAETCA NPUOXKEHIEM CAMOCTORTENEHO

Bpems oxupaHua
BTOpOro (hakTopa

Mpouenypa 06paGoTku RadTest2 v

Haxmute CoxpaHuTb.

3.7.3 LWar 3. HacTpoiika Ha CTOpOHe ceTeBOI CNyKObl
ﬂ,l]ﬂ 3aBeplieHnAa noakn4YeHna eeeanTte cneayroume HaCTpOVIKM Ha CTOpOHe ceTeBoW Cﬂy)KGbI:
e |P-agpeccepBepacblitz-idp.

e 06K KoY, 3a4aHHbIN B HAaCTPOMKax ceameHma cemu (CTpaHuLa 255), COOTBETCTBYIOLLETO MPUIOMKEHUIO
(ceTeBoii cnyk6e) Ha cepsepe RADIUS. Mo gaHHOMY Katouy cepsep byaeT ono3HaBaTb CETEBYIO CNYKOY U
3anyckaTb BbIOpaHHYO Ans Hee npoueaypy 06paboTku gocTtyna.

® NasId,CallingStationId (npu HeobxoanmocTu).

e Bpemsa oxunpgaHua oteeta oT cepsepa RADIUS, cooTBeTCTBYHOLLEE YCTAHOBAEHHOMY Ha CEPBEPE BPEMEHM
oXunpaHua sToporo ¢akTopa.
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hasa 4

Kactomusauyua pabotbl ¢ nomoubio
nporpammupoBaHua Ha Java

4.1 Mpoueaypbl BXOAa U UX co3gaHue

4.1.1 O npoueaypax Bxoga

Mpoueaypbl BX0AA Ha Java NpMMEeHAIoTCA A8 HAaCTPOMKM NPaBWA AOCTyNa NoaAb30BaTeNnei K PasINyHbIM NPUIo-
»eHusam. C MoMOLLbIO MPOLLELYP MOXKHO OMPeAEnTb, HanpuMep, Kakue NpPUAoXKeHUs AOMXKHbI 6biTb LOCTYMHbI
KaKMM NO/Ib30BaTeNIAM, NPU KaKUX YCIOBUAX AO/KHA TpeboBaTbCA ABYXPaKTOPHasA ayTeHTUMKALMA 1 KaKne me-
TOAbl MOATBEPKAEHNA BXOAA MOXKET MPUMEHATL No/b30BaTe b, MpumeHeHMe Npoueayp BXO4a NO3BOAET Opra-
HM3aLMMN UCMONHUTL NPUHATLIE B HEN NOAUTUKM KOHTPOIA JOCTYNA K NPUIOKEHUAM.

YnpasneHve npoueaypamu Bxoga ocyliecTiseTcA B pasgene Mpoueaypbl BXoga KOHconu ynpasneHus Blitz
Identity Provider.

HacTpoeHHble npoueaypbl Bxoga

NaeHTudumkatop NpunoxeHus

AccessByAttribute v4

FFmethods v19

Require2ndFactor v5

4.1.2 Co3paHue npoueaypbl

OnucaHne

f the user attribute "applList” (as an
array) contains entitylD (or client_id) of
the application, access will be granted

Limited list of first factor methods for
application

This procedures enables 2nd factor for
the application

CosaaHue npoueaypbl BXoaa BKAOYaET B ceba creaytolume Wwaru:

1. YKasaHue 6a30BbIX MapameTpoB NpoLeaypbl:

e naeHTMdMKaTOpP NpoLecca (npoueaypsbl);

® OnNuncaHue npoueaypeobl;

Cratyc

aKTUBMPOBaHa

aKTUBMPOBaHa

aKTUBMPOBaHa

Co3paTh HOBYIO NPOLEAYpY BX0Aa

® NPUNOXEHUA — NepeyvYeHb I'Ile'IO)KEHVIVI, ANA KOTOPbIX 6y,CI,ET NPUMEeHATbCA AaHHaA npoueagypa.

@ BaxHo
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LNA Kaxaoro npunoXKeHUs MoKeT B6bITb CO34aHa TONbKO o4Ha npoueaypa. Ecamn ans gaHHoOro npuaoxKeHus
He co34aHo npoueaypbl, K Hemy byaeT NpMMeHATbCA CTaH4APTHaA Npoueaypa Bxoga (npoueaypa Bxoga no
ymonyaHuio). Ecam npoueaypa co3paHa 6e3 yKasaHua NpUaoKeHu, To OHa 3aMeHUT CTaHAAPTHYIO NpoLeay-
py BX0Aa.

CospaHue HOBOW Npoueaypbl BXoaa

WaeHTndumkatop npouecca pProfileAccess

Onucanme Npoueaypa ex NnuHbIG K3BUHET

Mpunoxexns NunuHelit kabuHet

2. HanucaHue ncxo4HOro Koga npoueaypsl. Jaa ycnewHon paboTbl npoueaypbl BXoga He06Xo4MMO Hanu-
caTb Ha fA3blKe Java K/iacc, peanusyowmii HeobXoANMbIN UHTEpPOENC St rategy. BCA KOHTEKCTHan MHOp-
MauusA 0 NoNb30BaTesle, O TEKYLLEM COCTOAHMMU NPoLeaypbl ayTeHTUOUKALMKN U T.4. JOCTYNHA B 06beKTe
Context. [poueaypa cocTouT n3 AByX 610KOB, KOTOPbIE OMNPeAENsIoT:

e [eicTBUA, NpeanpuHMMaemMble Ha HayaNbHOM 3Tane npouecca ayTeHTuduKaumu. B stom 610Ke, Ha-
np1Mmep, MOXHO ONPeaeNnTb, NPU KaKMX YCA0BUAX OCYLLECTBAATL NEPEXOS, B NPUNOKEHUE B PEXUME
SSO (ecnu nonb3oBaTtenb paHee 6bla ayTEHTUDULMPOBAH);

* nencTsuA, NpeanpMHMMaeMble Noc/ie NepBUYHOM ayTeEHTUDMKALUM Nosib30BaTeNs. B aTom 6/10Ke, Ha-
npumep, MOXKHO ONpeaenmnTb, Kakme MeToabl ABYXPAKTOPHOW ayTeHTUPUKALMM NPU KAKUX YCNOBUAX
MCMoab30BaThb.

O coser

B npoueaype MOXHO MCNONb30BaTb CUCTEMHbIE MEepeMEHHbIe.

3. Mocne HanucaHWA Koga HeobXxoAMMO HaxkaTb Ha KHoMKy :bdg-primary:"Komnunuposatb. Mpu Hannumm
OLWMNBOK HeKoppeKTHble dparmeHTbl Koga byayT BblgeneHbl LBETOM U NoANMCaHbl OLWMBKN.

4. Ecnv KoMnuaauma NpoLwsia yCnewHo, MOXKHO COXPaHUTb Npoueaypy.

5. CoxpaHeHHyl0 MNpoLeaypy MOMHO aKTMBMPOBAaTb — AJlA 3TOr0  CAeAyeT HaxaTb Ha  KHOMKY
:bdg-primary:"AKTMBMPOBATL B LUAMNKe COOTBETCTBYIOLLEN NpoLeaypbl.

6. MOHO pefaKTUPOBATb KaK aKTUBMPOBaHHYIO, TaK U leakKTMBMPOBaHHYHO npoueaypy. Mocne pegakTMposa-
HUA cneayeT KOMMMAVPOBATb NPOLEAYPY, NOC/e Yero — COXpaHuTb. Eciv npoueaypa 6blna akTMBMPOBaHa,
TO HOBaA CKOMMWANPOBAHHAA NpoLeaypPa 3aMeHUT CTapylo.

A\ Npepynpexaexne

Ecau npouenypa akTMBMPOBaHA, TO COXPaHUTb MOXKHO TO/IbKO Ty NPOLeypy, KOTOPYHO yAaeTcss CKOMNUAMPO-
BaTb. MHbIMM CNOBaMM, €C/IM NPU PeAAKTMPOBAaHUM aKTMBMPOBAHHOM Npoueaypbl 6bina BbiABAEHA OWNGKA,
TO KHOMKa «CoxpaHuTb» paboTaTtb He ByaeT, a Npu nepesarpysKke CTPaHULbl USMEHEHUA ByayT yTepsaHbl.
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WUcxogHeint koa npoueaypebl

[Ins ycnewHoi paGoTsl NpoLieaypbl ayTEHTU(UKALIMY HEOGXOAMMO HanucaTb Ha A3blke Java KNacc, peannaylounii nHTepdeiic Strategy . HassaHme knacca JOMKHO COBNaaaTh ¢
MAEHTU(MKATOPOM NpoLiecca ( SecondFAforAll ). Knacc AOMKEH UMETb NYGNNYHBIA default KOHCTPYKTOP. B Lienax 6e3onacHOCTY 3arpyska Knacca ocylecTBNAET OTAENbHbIA class loader C
OrpaHNYEHHbIM CMIMCKOM  imports . BCA KOHTEKCTHAA MH(pOPMALMA O NONb3oBaTene, O TEKyLeM COCTOAHNM NPOLIEAYPbI ayTEHTUMUKALIN 1 T.A. AOCTYNHA B 00bEKTe Context

MocmoTpeTs uHTepdeiic Strategy v MocmoTpeTs paspelueHHsie imports ¥ Mocmorpets onucanue Context v 3arpyauts Blitz Development Kit

package com.identityblitz.idp.flow.dynamic;

LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.l

i .idp.1
.idp.1

flow.Context;
import flow.Strategy;
import flow.StrategyState;
import .idp.1
.idp.1
Lidp. apl.=;
itz.idp.flow.dynamic.*;
ke.LambdaMetafactory:

flow.StrategyBeginState:

import flow.LCookie;

import
import
import

import java.util.function.Consumer;

import static com.identityblitz.idp.login.a .flow.StrategyState.=*;
public class SecondFAforAll implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.flow.dynamic");

ublic StrategyBeginState beg

_MORE (n:

ublic StrategyState next(final Context ctx) {
)
return StrategyState.ENOUGH():

if (ctx.justCompletedFactor ()

return StrategyState.MORE (new Str

Komnunupoeate CoxpaHuTe

4.2 lotoBble npoueaypbl BXoaa

B noctaBKy BXO4AT HECKO/IbKO FOTOBbIX NPOLEeAypP, KOTOpble MOryT 6bITb npu HeO6X0ﬂ,VIMOCTVI M3MEHEHDI:

* IpuHyoumenvHaa  0BYX(haKMoOpPHAA  aymeHmMuguKayus 8  npuaoxeHue  (cTpaHuua  263)
(Require2ndFactor);

o02paHu4eHue nepeyHs 0ocMmyrHolx Memooos repeo2o hakmopa rpu exooe 8 npusoxceHue (CTpaHnua 263)
(FFmethods);

npedocma@ﬂeHue aocmyna K NMpusnoxeHUr mosbKo npu Onp@d&ﬂ@HHOM 3Ha4YeHuUuU ampu6yma (CTpaHVI—
ua 264) (AccessByAttribute);

3anpem 8x00a 8 npusoMeHuUe nocae ucmeyveHus cpoka Aelicmeus yyemHoll 3anucu (cTpaHuua 266)
(AccountExpiresCheck);

paspeuweHue 8xo0a 8 NMpusaoxeHUe MosbKo U3 onpedeneHHsix cemeli (cTpaHuua 267) (AllowedIPs);
3anpem pabomel 8 HECKO/IbKUX 00HOB8PeMeHHbIX ceccusix (cTpaHuua 268) (RestrictSessions);

coxpaHeHue 8 ymeepwdeHuax claims nepeuHa 2pynn  nonv3oeamens  (cTpaHuua  268)
(AddGroupsToToken);

omobpaxceHue noab3osamernto 06vAsAeHUA NMpu 8xode (cTpaHuua 269) (InfoPipe);

3anpoc 8800a nosnb3osamesnem ampubyma unau akmyanusauyuu menegoHa u email (ctpaHuua 271)
(PipeAttrActAdd);

3anpoc 88004 nosb3osamenem KOHMPOAbHO20 80MPOCA, ec/u OH He 3a0aH 8 yyemHoli 3anucu (CTpaHu-
ua 274) (PipeSecQuestion);

4.2. ToroBble npoueaypbl BXoaa 262



Blitz Identity Provider, Bepcua 5.31

® peaucmpayus Kaw4a 6esonacHocmu WebAuthn, Passkey, FIDO2 npu exode (cTpaHuua 275)

(PipeWebAuthn).

* 0mobpaxceHuUe Moa6308aMento CUCKa 8bibopa 3HaveHul npu exode (cTpaHuua 277) (ChoicePipe).

[anee npnBoAATCA IMCTUHIM 3TUX Npoueayp. Ana yaobcTea 0TAaAKM MOMXKHO BblBOAMTb MHGOPMALMIO O COCTORA-
HUW ayTeHTU MKaAL MK B 10T, BOCMO/Ib30BaBWMNCh PYHKUMEN logger . debug () . Hanpumep, cneaylolian KomaHaa

BblBEAET B /10T 33,El,aHHbIl>1 YPOBEHb BYTeHTVICbMKaLI,VII/I ANnAa nonb3oBaTena:

[logger.debug("requiredFactor:"+ctx.userProps("requiredFactor"));

4.2.1 MNMpuHyautenbHana AByXPaKTOpHAA ayTeHTUPUKaLmA

Mpoueaypa Require2ndFactor TpebyeT ABYXDAKTOPHOM ayTEHTUOUKALMM ANA AOCTYNa K npuaoxKeHuto. Ec-
/1M NONb30BaTENb MEPEXOAMUT B MPUIOKEHUE B PAMKaX €4MHOIN CECCUM, TO NPU HAIMYUKU OAHOTO NPONAEHHOrO

¢dakTopa y Hero 6yaeT AONONHUTENbHO NPOBEPEH BTOPOI daKTop, T.e. SSO B 3TOM c/iydae He cpaboTaer.

public class Require2ndFactor implements Strategy {

—flow.dynamic");

@Override public StrategyBeginState begin (final Context ctx) {
if(ctx.claims ("subjectId") != null){
if (ctx.sessionTrack () .split(",").length < 2)
return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH () ;
}
else {
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (ctx.justCompletedFactor () == 1)
return StrategyState.MORE (new String([]{});
else
return StrategyState.ENOUGH () ;

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

4.2.2 OrpaHuuyeHue nepeyHa AOCTYNHbIX MeTo40B nepsoro pakropa

Mpoueaypa FFmethods NO3BOASET NPU BXOAE B NPUIONKEHME NpeaiaraTh No/b30BaTeN0 TOIbKO OnpeaeneHHble
MeToZAbl NAeHTUGMKALMMN U ayTeHTUOUKALUM (aHANOTUYHYIO NPOLLEAYPY C MHbIM NepeyHeM MEeTOA0B, MOXKHO Ha-
3HAYUTb APYrOMY NPUNOKEHUI0). Jna 0603HaUYeHNA MeToAoB ayTeHTUdMKaLMKn nepBoro GakTopa B Npoueaype

MCMNOJIb3YIOTCA Cneayolme naeHTMdmKaTopbl:
® password — BXOZ NO JIOTUHY 1 Napoto;
* x509 — BXOZ4, N0 3N1EeKTPOHHOW NoAnucy;
® externalIdps — BXOA Yepes BHELHME NOCTaBLNKM AeHTUdMKaLMK (coLmanbHble CETU U Np.);
® spnego — BXOZ NO CeaHCy onepaunoHHON cUCTEMDI;
® sms — BXOZ, N0 Ko4y noatsepaeHna 8 SMS-coobuieHun.
® knownDevice — BX0Z, NO U3BECTHOMY YCTPOMCTBY;

e grCode — Bxog no QR-koay;
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* webAuthn — BX0A C NOMOLLbIO KNtouyen 6esonacHocTm (WebAuthn, Passkey, FIDO2);

e t1s— BX0A Ha ocHOBe nepegaHHoro HTTP-3aronoBskKa.

public class FFmethods implements Strategy {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if (ctx.claims ("subjectId") !'= null)
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{"password","x509"});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;

if (reqFactor == null || reqFactor == 0)
return StrategyState.ENOUGH () ;
else {
if (regFactor == ctx.justCompletedFactor ())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

4.2.3 Bxoa TONbKO Npu onpeaesieHHOM 3HAUYeHUU aTpmbyTa

Mpouenypa AccessByAttribute UCNoONb3yeT aTpUbYT appList A8 NPUHATUA PELLUEeHUA O AOCTyNe No/ib30Ba-
TenA K npunoxKeHuto. [ina pabotbl 3Toi Npoueaypbl HeobxoaMmo co3aatb aTpubyT appList B BUAE MaccUBa
(Array of strings).B KayecTBe 3HaYeHWUI 3/1eMEHTOB 3TOr0 MaccKBa c/eayeT UCMNo/b30BaTb NAEHTUDMKATO-
pbl NPUAOXKEHWUI. B pesynbTate JOCTYN K NPUNOKEHMIO BYAET NPeaoCTaB/ieH, ec/n Cpean 3HaYeHUM applist
Y AlaHHOTO Nnosnb3oBaTens byaet NAeHTUOMKATOP 3TOTO NPUNOXKEHUA. Takasa apxUTeKTypa npoLeaypbl Nno3BonseT
HA3HAYUTb ee CPa3y HECKONIbKMM NPUIOKEHUAM U PEFYIMPOBATb AOCTYN K HUM NPU NOMOLLM OAHOrO aTpmbyTa.

public class AccessByAttribute implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if(ctx.claims ("subjectId") != null) {
int applistIdx = 0;
boolean hasAccess = false;
while (appListIdx > -1) {
String app = ctx.claims ("appList.[" + appListIdx + "]");
logger.debug ("app [" + applistIdx + "] = " + app);
if (app == null){ applistIdx = -1; }
else if (app.equals(ctx.appld())) { applistIdx = -1; hasAccess =.
—true; }
else { applistIdx ++; logger.debug ("AppList index = " +._
—applistIdx); }
}

if (hasAccess)

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
return StrategyState.ENOUGH () ;
else
return StrategyState.DENY;
}
else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
int applistIdx = 0;
boolean hasAccess = false;
while (appListIdx > -1) {

String app = ctx.claims ("appList.[" + appListIdx + "]");
logger.debug ("app [" + applistIdx + "] = " + app);
if (app == null){ appListIdx = -1; }
else if (app.equals(ctx.appId())) { applistIdx = -1; hasAccess = true;._
<}
else { applistIdx ++; logger.debug("AppList index = " + appListIdx); }
}
if (!hasAccess)
return StrategyState.DENY;
Integer regFactor = 0;
if (ctx.user() != null) {
regFactor = ctx.user () .requiredFactor();
}
if (regFactor == 0)
return StrategyState.ENOUGH () ;
else {
if (regFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});
}
}
}

Mpumep ynpoLLEHHOrO BapMaHTa NpoLeaypbl — AOMNYCK No/b30BaTesn B NPUIOXKEHUE MPU YCIOBUK, YTO agpec
€r0 3/1IEKTPOHHOM MOYTbI paBeH ivanov@company. ru:

@Override public StrategyBeginState begin (final Context ctx) {
if (ctx.claims ("subjectId") != null) {
if ("ivanov@company.ru".equals (ctx.claims ("email")))
return StrategyState.ENOUGH () ;
else
return StrategyState.DENY;
}
else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {

if (!"ivanov@company.ru".equals (ctx.claims ("email")))

return StrategyState.DENY;
Integer regFactor = (ctx.user() == null) ? null : ctx.user().requiredFactor();
if (regFactor == null)

return StrategyState.ENOUGH () ;

(npoponkaertca Ha cneaytoert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

else {
if (reqFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

4.2.4 3anpet BXoAa Nocne UCTeYEHUA CPOKa AeCTBUA aKKayHTa

Mpoueaypa AccountExpiresCheck UCNOABL3YET aTPUBYT accountExpires ANA NPUHATUA PELUEHMUA O JOCTYMNE
nonb3oBaTena K npuaoxeHuto. [ina pabotbl 310l Npoueaypbl HEOH6X0ANMMO CO34aTb aTPUOYT accountExpires
C TUMOM CTPOKa (St ring). B 3TOT aTpubyT HEOBXOAMMO COXPaHUTbL AaTy (B popmaTte rrrr-MM-mn YY: MM, Ha-
npumep 2021-09-23 13:58), NOC/AE HACTYNAEHMA KOTOPOI AOCTYN B NPUAOXKeHWe byaeT 3abnoKMpoBaH ans
AaHHoro nonb3oBaTtens. Ecnm 3HaueHWe aTpmbyTa He yKa3aHo, TO NO/b30BaTE/b BYAET AONYLLEH B NPUIONKEHUE.

public class AccountExpiresCheck implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) {
if (ctx.claims ("accountExpires") != null && isExpired(ctx.claims ("accountExpires

=")))
return StrategyState.DENY ("account_expired", true);

Integer regFactor = (ctx.user() == null) ? null : ctx.user().requiredFactor();
if (regFactor == null || regFactor == ctx.justCompletedFactor ())

return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

public static boolean isExpired(String strData) {
try {
Date now = new Date();
Date date = new SimpleDateFormat ("yyyy-M-d HH:mm") .parse (strData);
return now.after (date);
} catch (ParseException e) {
throw new RuntimeException (e);

4.2. ToroBble npoueaypbl BXoaa 266




Blitz Identity Provider, Bepcua 5.31

4.2.5 Bxoa TONbKO U3 onpepeneHHbIX ceTei

Mpoueaypa AllowedIPs UCMOMb3YET KOHCTAHTY ALLOW_IP A/ NPUHATUA pPeLleHus o A0CTyne No/b3oBaTtens K
NPUNOMXKEHWI0. B aHHOM KOHCTaHTe HEO6X0AMMO NPONMUCaTh NepeYeHb CeTel, U3 KOTOPbIX BO3MOXKEH AOCTYN B
NPUIOXKeHNe, 4ONYCTMMO YKasaTb HECKO/IbKO ceTeit. [pu Bxoge B npunoxkeHue byaet nposepeH IP agpec nonb-
30BaTeNA Ha NPEAMET ero COOTBETCTBUA O4HOMY M3 3HAYEHWUIA, BKAKOUYEHHBIX B KOHCTAHTY. EC/IM OH COOTBETCTBYET,
TO Nonb3oBaTeNb ByaeT AoNyLWEeH B NPUNOKEHUE, ECIN HE COOTBETCTBYET — B A40CTyne 6yaeT 0TKasaHo.

public class AllowedIPs implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;
private final static String[] ALLOW_IP = {"179.218","180.219"};

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (!_allowed_ip(ctx.ip())) |
return StrategyState.DENY ("ip_not_allowed", true);
}

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regqFactor == null || regFactor == ctx.justCompletedFactor()) {
return StrategyState.ENOUGH_BUILDER ()
.build();
} else

return StrategyState.MORE (new String[]{});

private Boolean _allowed_ip(final String IP) {
int IpListIdx = 0;
boolean ipAllowed = false;
while (IpListIdx > -1) {
String ip_part = ALLOW_IP[IpListIdx];
if (IP.startsWith(ip_part)) {
ipAllowed = true;

IpListIdx = -1;

} else if (ALLOW_IP.length == (IpListIdx + 1)) {
IpListIdx = —1;

} else {

IpListIdx ++;

return ipAllowed;
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4.2.6 3anpert paboTbl B HECKO/IbKUX OAHOBPEMEHHbIX CECCUAX

Mpoueaypa RestrictSessions 3anpewaeT paboTy B HECKO/IbKUX CECCUSAX.

public class RestrictSessions implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—~availableMethods ()));
if ("login".equals (ctx.prompt ())){
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else {

methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]));

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (reqFactor == null || regFactor == ctx.justCompletedFactor()) {
return StrategyState.ENOUGH_BUILDER() .singleSession (true) .build();
} else

return StrategyState.MORE (new Stringl[]{});

4.2.7 CoxpaHeHue B yTBepXxaeHuaAX (claims) nepeuHsa rpynn nonb3osartens

Mpouenypa AddGroupsToToken COXPAHAET B YTBEPXKAEHNE grps NepeyveHb rpynn nosb3osaTens. Ytobbl 3Ta
npoueaypa pabotana, A0NKHbI BbITb BbINOMHEHbI YCI0BMUA:

® CKOHOUIypMpoBaH aTpMbYT memberOf, B KOTOPOM OTOBPArKAKOTCA rPyNMbl NOAb30BATENS;

® B KOHOUrypauMoHHbIi daiin AobaBieHo cecCMoOHHOe yTBepKaeHue grps (cm. JobaeneHue ampubymos 8
mapKep udeHmuguxkayuu (ctpaHuua 245)).

Mpu BXOAe B NPUAOKeHWe By4eT NPOBEPEHO HaiMumMe rpynn y Noab3oBaTens B aTpubyTe memberOf, U €CAN OHU
Tam NPUCYTCTBYIOT, TO OHM ByayT A06aBNeHbl B yTBEPKAEHME grps.

public class AddGroupsToToken implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

(npogonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (reqgFactor == null || regFactor == ctx.justCompletedFactor()) {
List<String> grps = new ArraylList<String>();
int grouplListIdx = 0;
while (groupListIdx > -1) |

String group = ctx.claims ("memberOf.[" + groupListIdx + "]");
logger.debug ("### group [" + groupListIdx + "] = " + group);
if (group == null) {

groupListIdx = -1;
} else {

grps.add(ctx.claims ("memberOf. [" + groupListIdx + "]1"));

groupListIdx ++;

}

LClaimsBuilder claimsBuilder = ctx.claimsBuilder();

if (grps.size() > 0) |
claimsBuilder.addClaim("grps", grps);

}

LClaims claims = claimsBuilder.build();

return StrategyState.ENOUGH_BUILDER ()
.withClaims (claims)
Cbuild();

} else
return StrategyState.MORE (new String[]{});

4.2.8 OTo6parkeHue Noib30BaTeNI0 06bABAECHNA NPU BXOAE

Mo»KHO HacTpouTb, 4TObbI Npu BXoZe Blitz Identity Provider nokasan nonb3osaTento o6basaeHue. Mpu aTom nosb-
30BaTe/It0 MOryT 6bITb MOKa3aHbl 04HA UK ABe KHOMKM, a BbIOOP M0/1b30BaTeN MOXKHO byaeT npoaHaAn3npoBaTb

B NpoLeaype Bxoaa.

Mpoueaypa

Mpoueaypa InfoPipe NO3BOAAET C NEPUOAUYHOCTbIO B 30 AHEN NOKa3biBaTb NO/b30BATENIO NPU BXOAE 06bAB-
nexus. Nepea UCNOb30BAaHNEM HYXKHO BbINONHWUTL C/eaytoLmMe USMEHEHUA:

* B QYHKUMM requiredNews () CKOPPEKTMPOBATL KpUTEPUM OTOBPaKeHNA 06bABNEHUA — HANPUMED, B NPU-
Mepe HacTPOEHO, YTO NOKa3biBaTh pa3 B 30 gHel B C/lyyae ecau B NPOLLbINA pa3 Noib30BaTe b NPyU NoKase
06bABMEHMA HAXKaN KHOMKY OTKa3a;

e B KOHCTaHTe DOMAIN yKasaTb URI, Mo KoTopomy u3 6paysepa nosb3oBaTens goctyneH Blitz Identity
Provider;

* Hacmpoume (cTpaHMua 271) B KOHPUrypauMoHHOM daiine TMN yBeaAOMNEHUS;

* Hacmpoumeo (cTpaHuua 324) B COOBLLEHNAX TEKCT YBEAOMNEHUA U Ha3BaHUSA KHOMOK.
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public class InfoPipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");
private final static String DOMAIN = "example.com";

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (Context ctx) {

if (ctx.user() == null || ctx.user().requiredFactor() == null ||
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor ()))
if (requiredNews ("user_agreement", ctx)) return showNews ("user_

—agreement", ctx);

else return StrategyState.ENOUGH() ;

else
return StrategyState.MORE (new String([] {});

private boolean requiredNews (final String pipeId, final Context ctx) {

Long readOn = ctx.user () .userProps().numProp ("pipes.info." + pipeId + ".
—disagreedOn") ;

return (readOn == null || Instant.now().getEpochSecond() - readOn >.
—30%86400) ;

}

private StrategyState showNews (final String pipeId, final Context ctx) {
String uri = "https://" + DOMAIN + "/blitz/pipes/info/start?&pipeld=" +._
—pipeld + "&appId=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId") ;
Fri
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
bhi
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "<CLIENT_ID>", scopes, claims)
Cbuild();
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Do6asneHue npoueaypbl B blitz.conf

B KoHbUrypaunoHHom daiine blitz.conf gobasbre pa3gen blitz.prod.local.idp.built-in-pipes, B
KOTOPOM Ha3HaybTe BCMOMOraTe/lbHOMY NPUIOXKEHUIO C TUMOM info MAEHTUPUKATOP id, onpeseneHHbl B Npo-
ueaype, u TMn 0bbABNEHNA type. BO3MOXKHbI cneaytowme Tunbl 06bABAEHUIA:

news — 0T06pa)KBETCF| OJHa KHOMKa,

agreement — 0To6pa>KaeTc51 ABe KHOMKW.

Mpumep KoHdUrypaumm ABYX BCMOMOFATENbHbIX MPUNONKEHUA info C uAeHTUPUKaTOpamun alarm W
user_agreement:

"built-in-pipes": {

"choice": [],
"info": [
{
"id": "alarm",
"type": "news",
"userReadAttr": "userInformed"
o
{
"id": "user_agreement",
"type": "agreement"

4.2.9 3anpoc BBoga nonb3oBartesnem aTpubyTa uam aktyanusauum tenedpoHa u email

Mpoueaypa PipeAttrActAdd NO3BOMAET 3aNPOCUTL Y NOAb30BATENA BBOA 3HA4YeHWA aTpubyTa. O1a mobunb-

HOTo

TenedoHa u ans email peannsosBaHa NneprognyecKas akTyannsaumsa KoHTakTa. [aa obbiuHoro atpubyTa (B

npumepe 1cnosblyetcs family_name) pa3oBoe 3anonHeHve atpubyTa. B ciyyae eciv nonb3oBaTe b He 3aXoTen
3anoNHATbL aTPUbYT, TO CleayoLWmMi1 3anpocC BBOAa aTpnbyTa peaansosaH CNycTa onpeaeneHHoe Bpems.

Mepea ncnonb3oBaHUEM B NpoLeaypy HYXKHO BHECTU Ceayoumne n3MmeHeHua:

B KOHCTaHTe DOMAIN yKkasaTb URI, no Kotopomy m3 6paysepa nosnbsosatens goctyneH Blitz Identity
Provider;

B KOHCTaHTax MOBILE_ATTR, EMAIL_ATTR, COMMON_ATTR YKa3aTb MMeHa 3anosHAeMbIX aTpMbyToB;

B KOHCTaHTe SKIP_TIME_IN_SEC yKa3aTb BPems, He Yalle KOToporo nonb3oBaTtento byayT npeanaratb
3anoaHWUTb aTPUBYT;

B KOHCTaHTe ACT_TIME_IN_SEC yKa3aTb Bpems, He Yallle KOTOpPOoro noab3osaTento byayT npeanarato ak-
TyanusmpoBatb TenepoH uam email;

B KOHCTaHTe ASK_AT_1ST_LOGIN U3MEHMTb 3Ha4YeHME, eC/M 3aNpoc 3aMo/HEHNA KOHTaKTa HYXKHO BbINo-
HATb NPY NePBOM Ke Bxoae (06bI4HO NepBbIii BXOA NPOMCXOAMT Cpasy Noc/e perncTpaumm yHeTHoM 3anmncu,
MOTOMY CAe/laHa HacTPOWKa, Y4To6bl NO/Ib30BaTE/I0 MPU NEPBOM BXOAE He mpeasaranu cpasy 3anoaHuUTb
OaHHble);

B TeJ1e npoueaypbl BMECTO _blitz_profile yKa3aTb MAEHTUOMKATOP APYrOro NPUIOKEHUS, eCln n3me-
HeHuWe aTpMBbyTOB LOMKHO AENaTbCA OT NPUIOKEHUS, OTJIMYHOTO OT JIMYHOTO KabUHEeTa;

HACTPOUTb B COOBLLEHMAX TEKCTbI ANA aTpMbyTa M3 COMMON_ATTR (414 email n TenedoHa TaKkKe MOXK-
HO CKOPPEKTUPOBATb TEKCTbI MO YMONYaHUIO) — cM. CoobujeHus scromoaamernbHbix npuaoxceHul (pipes)
(cTpaHuua 324).

public class PipeAttrActAdd implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

(npogonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

—flow.dynamic");

private final static String DOMAIN = "example.com";
private final static String MOBILE_ATTR = "phone_number";
private final static String EMAIL_ATTR = "email";

private final static String COMMON_ATTR = "family_ name";

private final static Integer SKIP_TIME_IN_SEC = 30%*86400;
private final static Integer ACT_TIME_IN_SEC = 30*86400;
private final static Boolean ASK_AT_1ST_LOGIN = false;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {

Instant instant = Instant.now();
Boolean new_device = false;
if (ctx.ua() .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !'ASK_

—AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;
}
Integer regFactor = ctx.user () .requiredFactor();
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {

Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER () ;
if (MOBILE_ATTR !=null && !new_device && requireActualizeAttr (MOBILE_
—ATTR, ctx)) A
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+MOBILE_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true

—
Set<String> clms = new HashSet<String> () {{
add ("instanceId");
add (MOBILE_ATTR) ;
Phi
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
P
logger.debug ("User has no {} or a non-actualzed {}, so opening pipe
" ’
MOBILE_ATTR, MOBILE_ATTR);
en_builder = en_builder.withPipe (uri, "_blitz_profile", scps,.
—clms);

} else if (EMAIL_ATTR !=null && !new_device &é&.
—requireActualizeAttr (EMAIL_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+EMATIL_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true";

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Set<String> clms = new HashSet<String> () {{
add ("instanceld");
add (EMAIL_ATTR) ;

P

Set<String> scps = new HashSet<String> () {{
add ("openid") ;

Phi

logger.debug ("User has no {} or a non-actualzed {}, so opening pipe

EMAIL_ATTR, EMAIL_ATTR);
en_builder = en_builder.withPipe(uri, "_blitz_profile", scps,—
—clms) ;
} else if (COMMON_ATTR !=null && !new_device &&
requireActualizeAttr (COMMON_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+COMMON_ATTR+"&canSkip=true&appld=_blitz_profile";
Set<String> clms = new HashSet<String> () {{
add ("instanceld");
add (COMMON_ATTR) ;
P
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
i
logger.debug ("User has no {}, so opening pipe", COMMON_ATTR) ;
en_builder = en_builder.withPipe (uri, "_blitz_profile", scps,.
—clms);
}
return en_builder.build();
} else {
return StrategyState.MORE (new String[]{});

private Boolean requireActualizeAttr (final String attrName, final Context ctx)

—{
if (attrName.equals (MOBILE_ATTR) && (ctx.passedTrack().startsWith("l:sms").
||
ctx.passedTrack () .endsWith ("sms"))) {
logger.debug ("User subjectId = {}, pid = {} used SMS, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());
return false;
}
if (attrName.equals (EMAIL_ATTR) && ctx.passedTrack () .endsWith("email")) {
logger.debug (
"User subjectId = {}, pid = {} used EMAIL while auth, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());
return false;
}
Long skpTime = null;
Long actTime = null;
long now = Instant.now () .getEpochSecond();
if (ctx.user () .userProps().numProp ("pipes.act."+attrName+".skippedOn") !=_
—null) {
skpTime = ctx.user () .userProps () .numProp ("pipes.act."+attrName+".

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

—skippedOn") ;

}
if (skpTime != null && ((now — skpTime) < SKIP_TIME_IN_SEC)) {

logger.debug (
"User subjectId = {}, pid = {} has skipped update '{}' only '{}'.
—seconds ago, no actualization needed", ctx.claims ("subjectId"), ctx.id(),-—
—attrName, (now — skpTime));
return false;

}

if (ctx.claims (attrName) == null) return true;
else {
if (ctx.user().attrsCfmTimes () != null) {
actTime = ctx.user().attrsCfmTimes () .get (attrName) ;
}
if (actTime == null) return true;
else {

logger.debug (
"User subjectId = {}, pid = {} has updated '{}' '{}' seconds.
—ago, actualization needed = {}", ctx.claims ("subjectId"), ctx.id(), attrName,.
— (now — actTime), ((now - actTime) > ACT_TIME_IN_SEC));
return ((now - actTime) > ACT_TIME_IN_SEC);

4.2.10 3anpoc BBOAa N0/Ib30BaTe/IeM KOHTPOJIbHOIO BOnpoca

Mpouefypa PipeSecQuestion NPOBepAET, 3a4aH AW Y NONb30BATE/A KOHTPO/bHbIN Bonpoc. Ecainm Bonpoc He
3a4aH, npoueaypa 3anpalnsaeT ero BBog, No/b30BaTe/Iem.

MNMepea ncnonb3oBaHUEM B NpoLeaypy HYKHO BHECTU Ceaytoumne n3MmeHeHua:

® B KOHCTaHTe DOMAIN yKas3aTb URI, MO KOTOpomy M3 6paysepa nonb3osaTena goctyneH Blitz Identity
Provider;

® B KOHCTaHTe CAN_SKIP yKa3aTb PeXMM OTODpPaXKeHUA: t rue — NOMb30BATENb MOXKET NPONYCTUTb 3anoJiHe-
HWe; false — NO/b30BaTeNb AOMKEH 334aTb 3HAYEHME KOHTPOJILHOTO BONPOCA A/1A 3aBEPLUEHUA AyTEHTH-
duKaumm.

public class PipeSecQuestion implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;
private final static String DOMAIN = "example.com";
private final static Boolean CAN_SKIP = true;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

(npoaonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || regFactor.equals(ctx.justCompletedFactor())) {
if (requireAddSecQsn(ctx)) return addSecQsn (ctx);
else return StrategyState.ENOUGH () ;
}
else return StrategyState.MORE (new String[]{});

private Boolean requireAddSecQOsn (final Context ctx) {
String secQsn = (ctx.user() == null) ? null : ctx.user().
—securityQuestion () ;
Long agreedOn = (ctx.user() == null) ? null : ctx.user().userProps().
—numProp ("pipes.addSecQsn.agreedOn") ;

Long disagreedOn = (ctx.user() == null) ? null : ctx.user () .userProps/().
—numProp ("pipes.addSecQsn.disagreedOn") ;
if (secQsn != null) return false;
else if (disagreedOn == null) return true;
else {
long now = Instant.now() .getEpochSecond() ;

return ((now - disagreedOn) > 1);

private StrategyState addSecQsn (final Context ctx) {
String uri = "https://"+DOMAIN+"/blitz/pipes/secQsn/start?canSkip="+CAN_
—SKIP+"&appld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceIld");
Fri
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
by
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "_blitz_profile", scopes, claims)
Cbuild();

4.2.11 Peructpaumsa Knwoua 6esonacHoctu (WebAuthn, Passkey, FIDO2) npu Bxoge

Mpoueaypa PipeWebAuthn NO3BOMAET 3aMpPOCUTL Yy MNOAb30BaTeNA PErucTpauuio Kiatoua 6esonacHocTu
(WebAuthn, Passkey, FIDO2) npu Bxoae.

Mepea ncnonb3oBaHnem B Npoueaypy HYXKHO BHECTU ciedytoumne n3meHeHua:

e B KOHCTaHTe DOMAIN ykas3aTb URI, no kotopomy u3 6paysepa nonb3osatena goctyneH Blitz Identity
Provider;

® B KOHCTaHTe SKIP_TIME_IN_SEC yKa3aTb Bpems, He yalle KOTOporo nosab3osaTento 6yayT npegnaratb
3anoaHWUTb aTPUBYT;

® BKOHCTaHTE@ ASK_AT_1ST_LOGIN M3MEHUTb 3Ha4YeHUe, eC/I1 3arnpoc BbiMyCKa KAto4a 6e3onacHocTH HYXHO
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BbINOHATL NPU NEPBOM Xe Bxoe (06blYHO NepPBbIit BXOA MPOUCXOAMT CPasy Nnoc/ie perncTpaumm y4eTHom
3anuncm, NOTOMy CAeNaHa HacTPoKa, 4Tobbl N0b30BaTE/N0 NPV NEPBOM BXOAE He npeanaraam cpasy 3a-
NOIHUTL AaHHble);

* B Te/e npoueaypbl BMECTO _blitz_profile yKasaTb MAEHTUGUKATOP LPYrOro NPUIOKEHNUA, eCiv U3me-
HeHWe aTpUBYTOB LOMKHO AENATbCA OT NPUNOMKEHUSA, OTIMYHOTO OT JINYHOro KabuHeTa.

public class PipeWebAuthn implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

private final static String DOMAIN = "example.com";

private final static Integer SKIP_TIME_IN_SEC = 30*86400;

private final static Boolean ASK_AT_1ST_LOGIN = true;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

}
}
@Override
public StrategyState next (Context ctx) {
Boolean new_device = false;
if (ctx.ua () .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !ASK_

< AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;
}
if (ctx.user() == null || ctx.user().requiredFactor() == null ||
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor ()))
if (!new_device && requiredWebAuthn (ctx))
return webAuthn (ctx);
else
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String([] {});

private boolean requiredWebAuthn (final Context ctx) {

LBrowser br = ctx.ua () .asBrowser();

String deviceType = br.getDeviceType () ;

String os = br.getOsName () ;

List<WakMeta> keyList = null;

logger.trace ("User subjectId = {}, pid = {} is logging using device '{}'.
—and OS '{}', checking configured webAuthn keys", ctx.claims ("subjectId"), ctx.
—id (), deviceType, o0s);

ListResult<WakMeta> keys = ctx.dataSources () .webAuthn ().
—keysOfCurrentSubject () ;

(npogonkaertca Ha cieaylowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
if (keys != null) {
keyList = keys.filter (k -> deviceType.equals (k.addedOnUA() .
—deviceType()))
.filter(k —> os.equals(k.addedOnUA () .osName ())) .list ();
}
if (keys != null && keyList.size() > 0) {
logger.debug ("User subjectId = {}, pid = {} has '{}' webAuthn keys for.
—device '{}' and O0S '{}'", ctx.claims("subjectId"), ctx.id(), keyList.size (),
—~deviceType, 0s);
return false;
} else {
logger.debug ("User subjectId = {}, pid = {} has no configured webAuthn.
—keys for device '{}' and OS '{}'", ctx.claims ("subjectId"), ctx.id(), deviceType,

— 08);

}

Long disagreedOn = ctx.user () .userProps () .numProp ("pipes.addKey." +._
—deviceType + "." + os + ".disagreedOn");

if (disagreedOn == null) {

return true;
} else if (Instant.now().getEpochSecond() - disagreedOn > SKIP_TIME_IN_
—SEC) |
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'_
—seconds ago, so open webAuthn pipe", ctx.claims("subjectId"), ctx.id(), (Instant.
—now () .getEpochSecond () - disagreedOn)) ;
return true;
} else {
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'_
—seconds ago, no need to open webAuthn pipe", ctx.claims("subjectId"), ctx.id(),-
— (Instant.now () .getEpochSecond () - disagreedOn)) ;
return false;

private StrategyState webAuthn (final Context ctx) {
String uri = "https://"+DOMAIN+"/blitz/pipes/conf/webAuthn/start?&
—canSkip=true&appld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId");
I8y
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
Pri
Map<String, Object> urParams = new HashMap<String, Object>();
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "_blitz_profile", scopes, claims) .build();

4.2.12 OtobpakeHue NoNb30BaTeNIO CMUCKA Bbi6Opa 3HAYEeHUT Npu BXoae

MoKHO HacTpouTb, 4TObbl NpK Bxoae Blitz Identity Provider nokasan nonb3oBaTtento oKHO BbIbOpa M3 CNMCKa
3HAYEHWUI U COXpaHMAN pe3y/bTaT Bblbopa B aTpubyTe B y4ETHOM 3anmncy nonb3osaTens.
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Mpoueaypa

Mpoueaypa ChoicePipe NO3BOAAET NOKa3bIBaTh MO/b30BATENO NPU BXOLE CTPAHULLbI BbIGOPa CMUCKA 3HAYEHUA.
Mepes 1cnoib3oBaHMEM HEOBXOAMMO BHECTU CNEAYIOLLME U3MEHEHUA:

® B KOHCTaHTe DOMAIN BMECTO <BLITZ-HOST> yKa3aTtb URI, no KoTopomy 13 b6paysepa nosnb3osartens fo-
ctyneH Blitz Identity Provider, a B KOHCTaHTe CLIENT_ID BMeCTO <CLIENT_ID> yKa3aTb MAeHTUPUKaATOP
NPUNOXKeHUA (C NpaBamMmn Ha scope openid), OT UMEHM KOTOPOro ByAeT BbINOAHATLCA BCMIOMOraTe/lbHOE
NPUNOXKEHUE;

® HaCMpoums 8 KOHgu2ypayuoHHoM ghaline mun ysedomneHusa (cTpaHuua 279);

* HACMPoOUMb 8 COOBWEHUAX MeKcm y8edoMseHUA U HA38aHUA KHOMOK (CTpaHuua 324).

public class ChoicePipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

private final static String DOMAIN = "<BLITZ-HOST>";
private final static String CLIENT_ID = "<CLIENT_ID>";

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override
public StrategyState next (Context ctx) {
List<List<String>> choice = new ArrayList<List<String>>(){};
choice.add (Arrays.asList ("Value 1"));
choice.add (Arrays.asList ("Value 2"));
try {
if (ctx.user() == null || ctx.user().requiredFactor () == null
|| ctx.user().requiredFactor () .equals (ctx.
—JjustCompletedFactor())) {
String res = new ObjectMapper () .writeValueAsString (choice);
String choicedson = Base64.getUrlEncoder () .encodeToString(res.
—getBytes ("UTEF-8")) ;
return choice (ctx, choicedson);
}
else
return StrategyState.MORE (new Stringl[] {});
} catch (Exception e) {
e.printStackTrace();
return null;

private StrategyState choice(final Context ctx, final String choicedson) {
(npoponkaeTca Ha creaytoleit cTpaHuLe)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
String uri = "https://" + DOMAIN + "/blitz/pipes/choice/start?appId=" +._
—CLIENT_ID + "&pipeId=select_value&choices=" + choicedJson;
Set<String> claims = new HashSet<String> () {{
add ("instanceId") ;
Fri
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
Fri
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, CLIENT_ID, scopes, claims)
.build();

Do6asneHue npoueaypbl B blitz.conf

B KoHbUrypaunoHHom daiine blitz.conf gobasbre pa3gen blitz.prod.local.idp.built-in-pipes, B
KOTOPOM Ha3HaubTe BCMOMOraTe/ibHOMY MPUIOXKEHUIO C TUMOM choice MaeHTUPUKATOP id, onpeaeneHHbIn B
npoueaype, v UMa aTpubyTa claim, B KOTOPbIN HEOBXOAMMO COXPaHATL pe3ynbTaT BbiGopa.

Mprmep KOHOUTYpaLLMM BCNOMOTaTe/IbHOTO NPUAOKEHUA choice:

"built-in-pipes": {
"choice": [
{
"id": "select_value",
"claim": "role"

4.3 OYHKUUM U MeToAbl PAa3/IMUHOrO Ha3HAYeHUA B NpoLieaypax BXoaa

[aHHbIl pasgen coaepRut npumepbl GyHKLMI U METOA0B, KOTOPbIE Bbl MOXKETE UCMO/b30BaTb NPW HAaMMUCaHMK
npoueayp exoaa B Blitz Identity Provider.

@ Cm. TakkKe

Ons Bawero yaob6crtea Blitz Identity Provider Takke npegocTtasaseT Habop 2omosbix npouedyp (CTpaHu-
ua 262).

4.3.1 MNMony4yeHue reogaHHbIX NONb30OBaTENA

MpoLeaypy BXOA4a MOMKHO UCMONb30BaTb A4J1A NOAYYEHUA AAHHbIX O CTPAHE Y FOPOAE, B KOTOPbIX HAXOAUTCA NO/b-
30BaTeslb, U Ha OCHOBaAHMM 3TOro rMBKO HacTpameaTb NPaBUIA BXOAA, HANPMMeEp, BBOAWUTL 3aMpeT Ha BXog, U3-3a
pybesa, akTMBMpoBaTb BTOPOI GakTop ayTeHTUdMKALMM U ap.

[na atoro B npoueaypax sxoaa MCI'IOI'Ib3y17ITe cnegyrowme Knaccbl U MeToabl:

1. Knacc LGeoData € QYyHKUMAMU getCountry () U getCity ().

public class LGeoData {
/ * K
* Get IP address country
*
* @return - country or null if country not specified.
(npoponkaertca Ha cneayowert cTpaHuue)
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(NnpoponkeHe ¢ npeaplayLUeit CTPaHULbI)
*/
public final String getCountry () ;

/**
* Get IP address city
*

* @return — city or null if city not specified.

*/

public final String getCity();

2. MeToa geoData () B Context.

/**
* Get geo data of user IP address
*

* @return - geo data.
4
LGeoData geoData();

@ BaxHo

[ns paboTbl meToaa HEOBXO4MMO MMNOPTUPOBATL KAacc LGeoData.

[import com.identityblitz.idp.login.authn.flow.LGeoData }

JivctuHr 1: Mpumep Kofa, KOTopbI BbIBOAMWT B 10T CTPAHY M ropog, Nosb-
3oBaTens

import com.identityblitz.idp.login.authn.flow.LGeoData;

LGeoData geoData = _ctx.geoData();

String country = geoData.getCountry () ;

logger.trace ("IP location: country - {}, city - {}, factor - {}", country ,.
—geoData.getCity ());

Nnctunr 2: Mpumep npoueaypsbl, BKAOYaowen 2FA ana onpegeneHHbix
CTpaH

package com.identityblitz.idp.flow.dynamic;

import java.lang.*;

import java.util.¥*;

import java.text.¥*;

import java.time.¥*;

import java.math.¥*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;
(npoponkaertca Ha cneayowert cTpaHuue)
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(npofonkeHMe ¢ NpeablayLLei CTpaHULbI)
import com.identityblitz.idp.login.authn.flow.Strategy;
import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;
import com.identityblitz.idp.login.authn.flow.LUserAgent;
import com.identityblitz.idp.login.authn.flow.LBrowser;
import com.identityblitz.idp.login.authn.flow.LGeoData;
import com.identityblitz.idp.federation.matching.JsObject;
import com.identityblitz.idp.flow.common.api.*;
import com.identityblitz.idp.flow.dynamic.*;
import java.util.function.Predicate;
import java.util.stream.Stream;
import java.util.stream.Collectors;
import java.lang.invoke.LambdaMetafactory;
import java.util.function.Consumer;
import static com.identityblitz.idp.login.authn.flow.StrategyState.¥*;

public class EnableSecondFactorByCountry implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—availableMethods ())) ;
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer reqgFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
LGeoData geoData = ctx.geoDatal();
String country = geoData.getCountry();
logger.info ("IP location: country - {}, city - {}, factor - {}", country ,.
—geoData.getCity ());
if (ctx.justCompletedFactor() == 1 && (country == null || !country.equals (
—"Russia")))
return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH () ;

4.3.2 C6bpoc ceccum nonb3oBaTtens

B npoueaype BxoZa MOXHO BbI3BaTb COPOC ceccum Noab3oBaTeNs Npu onpeaeneHHbIX yenosusax. Ans atoro uc-
nonb3yeTcs PyHKUMA StrategyState.MORE_BUILDER () CO C/eAyOLLMMMU METOAAMM:

® setResetSession(reset: Boolean): true - CBPOCUTb ceccUto, false - He cbpacbiBaTb (MO ymonya-
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HUIO false).
® isResetSession ():MNO3BOMSAET y3HATb, YCTAHOB/EH /M COPOC ceccum.

MprMep HUKE COAEPMKMT CKPUNT A1A COpOCca CeCCUM, eCAN ctx . prompt=login:

package com.identityblitz.idp.flow.dynamic;

import java.lang.*
import java.util.¥*
import java.text.¥*;
import java.time.¥
import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;

import com.identityblitz.idp.login.authn.flow.Strategy;

import com.identityblitz.idp.login.authn.flow.StrategyState;

import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;

import com.identityblitz.idp.login.authn.flow.LUserAgent;

import com.identityblitz.idp.login.authn.flow.LBrowser;

import com.identityblitz.idp.login.authn.flow.LGeoData;

import com.identityblitz.idp.federation.matching.JsObject;

import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class ResetSession implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())) {
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
logger.info ("### RESET_SESSION") ;
return StrategyState.MORE_BUILDER() .setResetSession (true) .

—addMethods (methods.toArray (new String[0])) .build();
} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

@Override public StrategyState next (final Context ctx) {

Integer reqgFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (reqgFactor == null || regFactor == ctx.justCompletedFactor ())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

4.3.3 KactomHble ownbKM 1 nx BbI30OB B CKPUMNTE

Blitz Identity Provider no3sonseT cosgaBaTb KaCTOMHbIE OLUMOKM 1 BbI3blBaTb UX B NpOLLeAypax BXxoAa. BoinonHute
cnepylowme gencTema:

1. PykoBoacTBysicb UuHcmpykuyuel (cTpaHuua 317), nobaBbTe KacTomHoe coobuieHne o6 owmnbke B dain
messages B AUPEKTOpPUU /usr/share/identityblitz/blitz-config/custom_messages

[err.bad_gateway:HenOCTynHo

2. BbI30BUTe AaHHYO OWMGKY NpU NoayYyeHun HTTP 502.

if (result.status () == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}

MpuMep CKpUNTa, BbI3bIBAOLLLErO KAaCTOMHYH ownbKy HTTP 502 ana metoaa Flash Call (ctpaHuua 130):

-

package flashcall;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.JsObject;

import java.util.Collections;

public class FlashCallFlow implements HttpLoop {

public HttpLoopRequest run(final JsObject obj, final HttpLoopResult.
—result) {
if (result == null) {
final String number = obj.asString("phone_number");
return HttpLoop.callBuilder ("POST", "http://test.
—flashcall.ru/api/v1l")
.withHeader ("Token", "1234567890")
.withBody (JsObject .empty.addString ("id

—", "test").addString ("dst_number", number.substring(number.length() - 10)))
.build (JsObject.empty) ;
} else if (result.status() == 200) {

final JsObject body = result.body();
return HttpLoop.Ok (JsObject.empty.addString ("code",
—body.asString ("SenderID"))) ;
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>

(npoponkaertca Ha cneayowert cTpaHuue)
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}

—singletonMap ("status",
} else {

—singletonMap ("status",

(npogonkeHune ¢ NpeablayLLen CTPAHULbI)

"" + result.status()));

return Httploop.error ("wrong_http_status",

Collections.<String, String>
"" + result.status()));

4.3.4 AHanu3 MeToK NPUNOXKEHU

Blitz Identity Provider no3sosisieT npMcBanBaTb NPUNOKEHMAM MemKU (CTpaHWnua 226) M Ha UX OCHOBaHMM 3a4a-
BaTb B NpoLeaypax BXoAa SI0rMKy paboTbl C OTMEUEHHbBIMU MPUIOKEHUAMM.

[na nonyyeHna MeTOK NPUIOXKEHNI B NpoLLeaype UCNONb3YeTcA MeToA, ctx . appTags () B Context.

A Buumanue

[nsa paboTbl MeToaa HeobX0AMMO MMMOPTUPOBATL java.util. Set.

Mprmep Npoueaypbl NONYYEHUA METKU 2F U UCMOb30BaHUA ee NPU BKAKOYEHUN BXOAA NO BTOpoMy daKTopy:

package com.identityblitz.idp.flow.dynamic;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

java.
java.

java

java.
java.

java.

lang.*
util.*
.text.*;
time.*
math. *;

security. *;

javax.crypto.*;
slf4j.LoggerFactory;

org.
org.
org.
org.
com.
com.
com.
com.
com
com.
com.
com.
com.
com.
com.
com.

java.
java.
java.
java.
java.

slf4j.Logger;

codehaus. jackson.map.ObjectMapper;

codehaus. jackson.type.TypeReference;

identityblitz.
identityblitz.
identityblitz.
identityblitz.
.identityblitz.
identityblitz.
identityblitz.
identityblitz.
identityblitz.
identityblitz.
identityblitz.
identityblitz.
util.function.Predicate;

idp.
idp.
idp.
idp.
idp.
idp.
idp.
idp.
idp.
idp.
idp.
idp.

login.
login.
login.
login.
login.
login.
login.
login.
login.

authn.
authn.
authn.
authn.
authn.
authn.
authn.
authn.
authn.

flow.
flow.
flow.
flow.

flow

api.*;
Context;
Strategy;
StrategyState;

.StrategyBeginState;
flow.
flow.
flow.
flow.

LCookie;
LUserAgent;
LBrowser;
LGeoData;

federation.matching.JsObject;

flow.common.api. *;

flow.dynamic. *;

util.stream.Stream;
util.stream.Collectors;

util. function.Consumer;

lang. invoke.LambdaMetafactory;

static com.identityblitz.idp.login.authn.flow.StrategyState.*;

class UseAppTags implements Strategy {

(npogonkaertcsa Ha cieayloLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArraylList<String> (Arrays.aslList (ctx.
—~availableMethods ()));
methods.remove ("cls");

return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Set<String> tags = ctx.appTags () ;

logger.info ("APP TAGS: " + tags);

if (ctx.justCompletedFactor() == 1 && tags.contains("2F"))
return StrategyState.MORE (new String([]{});

else

return StrategyState.ENOUGH () ;

4.3.5 Bxop, 6e3 co3pgaHua ceccumn

B npoueaype Bxoga npu ycrnewHon ayTeHTUGMKaLMN MOXKET UCNOb30BaTbCA Kak COXPaHEHME CECCUM, TaK U BXOL,
6es COXpaHeHnA ceccunun. B AaHHOM pa3jene onnMcaH mexaHU3m ycnewHoro exoaa 6e3 COXpaHeHunA ceccuun. ﬂ,/‘lﬂ
3TOro UCMOJIb3yeTcs B NapameTpe ENOUGH_BUILDER PyHKUMA noSession (enable: Boolean).

MpUmep HUKE COAEPKUT 3aBepLUeHme BXoAa 6e3 coxpaHeHus ceccuu:

[return StrategyState.ENOUGH_BUILDER () .noSession (true) .build() ; }

anI AaHHOM 3aBepLleHnn ceCcChm BCce Npouecchbl pa60Ta|OT KaK 06b|LIHO, HO B KOHLe CeCCnA 3aBepLllaeTca. Ay,CI,VIT
cobbITUA BXOAA 1ogin 3aMMCbIBAETCA C MAapPaMeTPOM noSession CO 3HaYEHMEM true.

Mpumep 3anucu ayauTa:

{"ip":"172.18.0.1", "authnDone":"false", "process_1id":"87e360b4-12a4-45a9-9903~
—d8bala894eb0", "noSession":"true", "client_auth_method":"redirectUri", "type":"login
—","object_id":"test@test.ru", "protocol":"ocAuth", "subject_id":"test@test.ru",
—"auth_methods":"password", "session_id":"c9e3ab95-79b8-4203-a363-9c942a169%9a85",
—"timestamp":1742375119826, "ch_platform_version":"\"14.1.1\"","ch_platform":"\
—"macOS\"", "id_store":"dldap01", "ch_ua":"\"Not A (Brand\";v=\"8\", \"Chromium\";v=\
—"132\", \"YaBrowser\";v=\"25.2\", \"Yowser\";v=\"2.5\"","user_agent":"Mozilla/5.
—0 (Macintosh; Intel Mac O0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/132.0.0.0 YaBrowser/25.2.0.0 Safari/537.36","lp_id":"localhost_demo","id":
—"560799848806584-220275447"}
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4.3.6 N3ameHeHue aTpubyTOB

Blitz Identity Provider no3sonseT usmeHsaTb aTpubyTbl y4ETHOM 3anMcK U3 npoueaypbl Bxoga. Aas sToro Heob-
XO4MMO MMMOPTUPOBATL MHTEPdENC com. identityblitz.idp.extensions.types.JIsObject U MUCNONb30-
BaTb METOAbI:

e nobasneHue aTpubyTOB:

[public final Builder addAttrs(final JsObject attrs) ]

* ypaneHue atpubyToB:

{public final Builder removeAttrs (final List<String> attrNames) ]

Mprmep MMNopTa 1 BbI30Ba METOA0B:

[import com.identityblitz.idp.extensions.types.JsObject; J

/* crnucox nnd ynaneHHd aTpHOyTOB */
ArraylList<String> del = new ArrayList<String>();
del.add ("mail");

del.add ("mobile") ;

/* nng O6HOBIEHHI aTpHOYyTOB */

JsObject attrs = JsObject.empty;

attrs = attrs.addString("surname", "surname");
attrs = attrs.addBoolean ("locked", false);
attrs = attrs.addLong ("dname", 1L);

return StrategyState.ENOUGH_BUILDER () .addAttrs (attrs) .removeAttrs (del) .build() ;

Mprmep Npoueaypbl BXoA4a C U3BMEHEHMEM aTPUBYTOB lastLoginBy U consent:

package com.identityblitz.idp.flow.dynamic;

import java.lang.*;

import java.util.¥*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.login.authn.flow.Context;
import com.identityblitz.idp.login.authn.flow.Strategy;
import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.flow.dynamic.*;

import com.identityblitz.idp.extensions.types.JsObject;
import com.identityblitz.idp.login.authn.flow.Enough;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class FFmethods implements Strategy {
private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;
@Override public StrategyBeginState begin (final Context ctx) {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
}
@Override public StrategyState next (final Context ctx) {
JsObject attrs = JsObject.empty;

if (ctx.appId().toString().startsWith ("dyn~")) {
lastLoginBy = "mobile";

} else {
lastLoginBy = "web";

}
attrs = attrs.addString("lastLoginBy", lastLoginBy);

attrs = attrs.addBoolean ("consent", true);

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;

if (regqFactor == null || regFactor == 0) {

Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() .
—addAttrs (attrs);
return en_builder.build();
} else {
if (regFactor == ctx.justCompletedFactor()) {
Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() .
—addAttrs (attrs);
return en_builder.build();
} else
return StrategyState.MORE (new String[]{});

4.4 Kactomu3auma N0rMKuU onepaumii ¢ XpaHMAULW,aMU AaHHbIX

4.4.1 MNpuHUMN KacTOMU3aLUU

Blitz Identity Provider no3BonsieT KacToMM3NPOBaTb IOTUKY OMNEPALMIN C XPaHUAULLAMM AaHHbIX. a8 3Toro uc-
nonb3yeTcs Java-Knacc ¢ PUKCMPOBAHHBIM UMEHEM M MAaKeTOM com. identityblitz.idp.store.id.logic.

dynamic.

CyL,ecTByHOT BOCEMb M0/1b30BaTE/IbCKMX MPOLLEAYP, MO OAHOM A1A KaXK40M onepaumm ¢ GUKCMPOBaHHbIM UMEHEM
Knacca:

® searchUser — CustomSearchUsersLogic. java

® getUser — CustomGetUserLogic. java

e findUser — CustomFindUserLogic.java

® pbindUser — CustomBindUserLogic. java

® changeUserPassword — CustomChangeUserPasswordLogic. java
® addUser — CustomAddUserLogic. java

® ypdateUser — CustomUpdateUserLogic. java

® deleteUser — CustomDeleteUserLogic. java

4.4.2 KoHdwurypauums

[na Toro 4yto6bl HACTPOUTL MONBL30BATENLCKYIO JIOTUKY ANA HYXKHbIX Onepauuii, BbINOJAHUTE creyowme aen-
cTBUA:

1. NomecTunTe Java-dpainbl C N0Nb30BATENLCKOM NIOTMKOM B KaTanor:
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/usr/share/identityblitz/blitz-config/dynamic/idstore/<operation_name_in_
—lowercase>

Hanpumep, ana 4tobbl BKAOYMTL NOMb30BATENbCKYI JIOTUKY AN searchUsers M bindUser, no-
mectute dalnbl CustomSearchUsersLogic.java M CustomBindUserLogic.java B KaTanoru
/usr/share/identityblitz/blitz-config/dynamic/idstore/searchusers W /usr/share/
identityblitz/blitz-config/dynamic/idstore/binduser COOTBETCTBEHHO

2. OTKpoMTe dain KoHoUrypauumn /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf ]

3. [lo6aBbTe HOBbIM 610K logic B 610K KOHdUrypauuu blitz.prod.local.idp.id-stores. Baok
OO/KEH cogepaTb MMEHA KacTOMM3MPYyeMbiX Ofepauui, YKasaHHbIX B KayecTBe KA4Ya M CEeKUMIo
{"enabled": true} B KayecTBe 3Ha4Y€HUA KNO4a.

Nuctunr 3: Kactomusauma onepaumim searchUsers u bindUser

"logic": A
"searchUsers": {
"enabled": true

b
"bindUser": {
"enabled": true

4.4.3 HanucaHue Noab30BaTeNbCKOM Npoueaypbl

Monb3oBaTenbCkne NpoLeaypbl ANA BCeX onepaLmMii UMeloT OAUHAKOBYLO crnieumduKaLmio, HO UCNOb3YIOT Cob-
CTBEHHbI KOHTEKCT U cayebHble dyHKumK. Kaxabii meTo B npoLeaypax COOTBETCTBYET onpeaeneHHOMY Co-
CTOAHMIO NpoLLecca BbINONHEHUA onepauun. B meToaax HE0bX0AMMO peann3oBaTh NOTMKY nepexosa K cneayto-
Wwemy umKay (c nocneayowmm BbiI30OBOM HOBOFO METOAA) UK 3aBepLUEHMA onepaLymu.

Kaxkablili meTog, B NpoLueaype Bo3BpawaeT napy LoopOutput U OperationState. LoopOutput MOMKET 6biTb:
1. TepMUHaNbHbIN — 3aBepLUAET NOTUYECKUI UMK paboTbl O4HUM U3 CneaytoLmx cnocobos:
* OLWWN6Ka;
e ycnex (pe3ynbrat ycnexa gns onpeaeneHHon onepauum);

* 3aK/0YWUTENIbHAA OnepaLus COXpaHeHUA (BbIMOMHUTL ONepaLuio COXPaHEHUS C HEKOTOPbIMU Napa-
MEeTpaMM 1 3aBEPLUNTL C PE3YNbTAaTOM).

2. 3agaua - Tpebyetca 6onblue UTepaymin LMKNa:
® 3aMpPOC K XPaHWIMLLY Ha BbINOSIHEHWE ONpPeaesIeHHON onepaLmu;
® 3aMpoc K BHeWHeMy Beb-cepBucy.

Ha AaHHbIt MOMEHT MexaHM3Mm PaboTbl NOb30BATE/IbCKMX MPOLLEeAYP HaX0AMTCA Ha CTaamm 6eTa-TeCTMPOBaHMA.
Bbl MOKeTe 3anpocuTb NOAPO6HYI0 crneundrKaLmio Java 1 NoAYYUTb KOHCYNbTaLMIO MO BO3MOXHOCTAM KaCTOMM-
3auMu B CBOEW cpeje Y HaLMX TEXHUYECKMX CNeLmManmncToB no agpecy support@idblitz.ru.

4.5 Mpoueaypbl NPUBA3KM aKKAYHTOB BHELWHUX NOCTABLUUKOB

NMomnmo 6a3080li (cTpaHMua 189) HACTPOMKK, NPUBA3KY YHETHbIX 3aMNMCeN ANA KaXKA0ro BHEWHEro NocTasLMKa
NMAeHTUGUKALMMN MOKHO HACTPOUTL C MOMOLLLbIO MPOLLEAYPbl HA A3bIKE NPOrpaMmmupoBaHma Java. [JaHHbIM pexnm
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obecneunBaer MaKCUMa/IbHYHO r'MBKOCTb HaCTpOVIKM nnoaxoaut ana yskocneunmanmanpoBaHHbIX CLLEHApUeEB CBA-
3blBaHNA YHETHbIX 3anucei n conocTaB/ieHus anM6YTOB.

HacTpolika gocTtynHa B pasgene MocTaBuimKi naeHTuduKaumm -> CBA3biBaHME yYETHbIX 3anuceit -> PaclumpeHHas
HacTpoitKa. [na HanucaHuA cobCTBEHHOM npoueaypbl CieayiiTe MHCTPYKUMAM B 6a30B0M npoueaype, a TakKe
peKoMeHAALMAM U3 AAaHHOTO pasaena AOKYMeHTaLuu.,

© coser

B npoueaype MOXKHO UCMO/Ib30BaTb CUCTEMHbIE MEepeMeHHbIe.
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CBfi3blBaHWE YYETHbIX 3anucei

ba3oeas HacTpoiika PaclimpeHHas HacTpoiika

Mpoueaypa cea3bIBaHUSA Y3

Ana ycnewHoi pa6oTel NpoLeAypbl CBA3bIBAHUA HEO6X0ANMO HaNUCaTk Ha A3bike Java K1acc, HaceAylowmii abcTpakTHbIA knacc MatchingBlock . Ha3sBaHue knacca AONXHO 6biTh
Esia_lEsia . Knacc Jo/mkeH UMeTb Ny6ANYHLIA default KOHCTPYKTOP. B Liensx 6e30nacHOCTY 3arpyska knacca OCyLLecTBAAET OTAeNbHbIA class loader COrpaHUYeHHbIM CNCKOM
imports . Bca Heo6x0aMMas MHGOPMaLMA NepeaaeTcs B NapameTpbl GyHKLNIA.

package com.identityblitz.idp.federation.matching.dynamic;

3 import java.lang.*;

1 import java.util.#;

5 import java.text.*;

6 import java.time.;

7 import java.math.x;

8 import java.security.*;

9 import javax.crypto.x;

) import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.;

13 import com.identityblitz.idp.federation.matching.x;

14 import com.identityblitz.idp.flow.common.api.x*;

15 import com.identityblitz.idp.flow.common.model.x*;

5 import com.identityblitz.idp.federation.matching.dynamic.¥;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

import java.util.stream.Collectors;

) import org.codehaus.jackson.map.0bjectMapper;

1 import org.codehaus.jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.federation.matching.*;
import com.identityblitz.idp.flow.common.api.HttpFactory;

J3k

* Knacc Hacnepyetcs oT MatchingBlock v ana KOPpPeKTHOro MHCTaHTMpOBaHMA AonxeH umeTb default kKoHCTpykTOp.

* Tekywana cresHepuposaHHas peanusauus obecneyuBaeT CTpaTeruio Npu KOTOPOA NONL30BATENM HE COMOCTABNRWTCA U He OOHOBNAWTCA.
*/

public class Esia_lEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger("com.identityblitz.idp.federation.matching.dynamic");

[k

WtepaTveHas ¢yHKUMA onpepensuwans COOTBETCTBUE BHETPEHHUX Y3 M Y3 nocTaswuka MAEHTUPUKALMK.
Ha kaxpoit uTepauum @yHKUWA MOXET BuINONHUTL onepauuw find (HaipeHsie nonb3oBaTenu OyayT nepegaHsl B Cnepylwed UTepauun)

* %

VAW 33BEpUMTL ONEPALUK CO CNENYHUMMA PEWEHUAMM:
matched - cooTseTcTBylwMe NONb30BATENN HAWAEHbI;
matchError - owubka onpefeneHus COOTBETCTBUS NOnb3oBaTenei;

* %

matchBylLogin - ocywecTBWTb CBA3KY C NONb30BaTeneM, KOTOPLIA YCNEWHo ayTeHTupuuupyertcs;

2 refine - nonyuer cnucok nonb3opaTeneil, 3anpawvBaeT Naponb W OCYWeCTBAAGT CBA3KY C TeM nonb3osaTeneMm, ANs KOTOPOro BBEAeH KOPPEKTHLIA Napons;
@param Ctx - KOHTEKCT npoueayp CO CNeaylwuMd NonaMu:

* %

iteration - Homep uTepauuu npouenypsi;
extAttrs - aTpubyTel nonb3osaTens, NONy4YeHHble OT NOCTaBWMBA MAEHTUPUKALUM;
sid - yHWKanbHu UaeHTUdMKaTOp BHewHen Y3.

@param users - nonL3oBaTenu.

15 &k

*

@return - 0QHO M3 NEpevUCNeHHbIX DGWCH‘AM
*/

@override public MatchResult match(MatchingContext ctx, List<MatchingUser> users){
return matchError(ctx, new MatchingError("not_matched", "User not matched"));

*

Bo3ppawaet obHoBnAeMsie M ynansemsie aTpubyTel.
@param extAttrs - aTpubyTel Nonb3oBaTens, MNONYy4YEHHsle OT NOCTABUMBA MAEHTUOUKALMK.

*

*

@param user - BHYTPEHHWI NONb30BaTENb.
@param justMatched - npu3Hak TOro, 4TO0 CBA3b BHYTPEHHMX Y3 € Y3 BHEWHero nocTaswuka yCTaHOBNEHa Bnepssie.
@return - KOpPTEX C W3MEHAEMsIMM M ynansembiMa aTpubyTamu. Hanpumep: change(JsObj.empty(), Collections.<String=emptySet())

*

*

*/
@verride public Tuple2<JsObj, Set<String>> update(JsObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
return change(JsObj.empty(), Collections.<String>emptySet());

OtmeHa Coxpanute

4.5.1 Perncrpauusa nonb3oBaTtensa BO BHELWWHEM NOCTaBLUUKe

B dopme BBOAA NOrMHA M NApoAs ANA aBTOPM3aLMM Yepes BHELHEro NOCTaBLLIMKA MOXKET 0TO6pasKaTbCA CCbl-
Ka Ha CTpaHMUUYy perucTpaumm Bo BHELWHeM NocTaBwuKe (HeT akkayHTa? 3apernctpupoBsatbes). s Toro Ytobbl
CCblIKa He oTobpakanacb, PyHKUMM refine M matchByLogin B NpoLeaype NPUBA3KU A0KHbI ObiTb BbI3BaHbI
6e3 yKkasaHua napaMeTpoB 4711 PerncTpaLmu.

e refine(cxt, users) BMecTo refine (cxt, users, regAttrs);

® matchByLogin (cxt) BMeCTo matchByLogin (cxt, regAttrs).
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Mprmep MCNoNb30BaHNUA B NpoLeaype:

package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;
import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_IlEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—federation.matching.dynamic") ;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)
o
if (ctx.iteration() == 1) {
return find(ctx, MatchingFilter.empty () .eg("uid", "00000") .oxr () .eg("uid",
—~"test@test.ru"));
} else {
//return refine (ctx, Collections.singletonList ((users.get(0))));
//return refine (ctx, users);
return matchByLogin (ctx);
}
i

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());
i

4.5.2 BbluMCneHMe MMEHU BHELLHEW YY4eTHOM 3anucu

B npoueaype cBA3biBaHNA MOXKHO NMPU KaXXA0M BXoAe 4Yepe3 BHeELWHEro NnocCrtaBLlMKa BblYNCNATD UMA BHELUHEMN
YYETHOM 3anmMcK 1 06HOBNATL COOTBETCTBYIOWMIA NapameTp B 6a3e AaHHbIX. [1a 3Toro ucnosbsyerca GyHKUUA
updateFederatedAccountName.

Mprmep UCNoNb30BaHNUA B NpoLesype:
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package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_lEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—federation.matching.dynamic") ;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)

—{

if (ctx.iteration() == 1) {
//return matchError (ctx, new MatchingError ("bad_err_code", "bad_err_msg"));
return tryToSearch (ctx);

if (users.isEmpty()) A
return matchError (ctx, new MatchingError ("error","error"));

if (users.size() == 1) {
return matched(ctx, users.get (0));

return refine(ctx, users, ctx.extAttrs());
bi

private MatchResult tryToSearch (MatchingContext ctx) {
return find(ctx, filter().eqg("uid", "test@test.ru"));

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());
(npoponkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}i

@Override public boolean isAllowMultiBind() {
return true;

@Override public String updateFederatedAccountName (JsObj extAttrs) {

if (extAttrs.contains ("firstName") && extAttrs.contains ("lastName™)) {
String name = extAttrs.asString("firstName") + " " + extAttrs.asString(
—"lastName") ;
if (extAttrs.contains ("middleName")) {
name = name + " " + extAttrs.asString("middleName");

}
return name;
} else {
// don't update federated account name
return super.updateFederatedAccountName (extAttrs);

bi

4.5.3 OTK/AIOuUEeHUe NPUBA3KU BHELLHEN yYeTHOM 3anucu

Mo ymonuaHuto Blitz Identity Provider coxpaHaeT npuBA3KY BHELHEW y4eTHOM 3anucK K yyeTHoW 3anucw Blitz
Identity Provider. B atom cnyyae nouck ydetHoi 3anuck Blitz Identity Provider no 3agaHHbIM npaBuaam cono-
CTaB/IEHUA BbINOHAETCA TONIbKO NPW NEPBOM BXOAE HYepes BHELLHIOK y4eTHYIo 3anuck. Mocneayrowmin Bxog, ocy-
LLEeCTBIAETCA Ha OCHOBAHMM COXPAHEHHOM NPUBA3KM. [1pM HEOBXOAMMOCTU MOMKHO OTKAOUYUTD AAHHBIA GYHKLMO-
Han. B aTom cnyyae nouck yueTHow 3anucw Blitz Identity Provider no 3agaHHbIM npaBuaam conoctasneHua byaet
BbIMO/IHATLCA NPU KaXA0M BXOAe Yepe3 BHELIHEro nocTaBLLMKa.

[na Toro 4Tobbl OTKNOYNTL NPUBA3KY BHELLHEN yYeTHOM 3anmncK K ydeTHon 3anucu Blitz Identity Provider, nepe-
onpepenuTte B npoLeaype cBA3bIBaHMA pe3ynbTaT PyHKLUMM not BindAccount (), YCTAaHOBUB €ro true.

public class Esiadp_1lEsiadp extends MatchingBlock {

@Override public boolean notBindAccount () {
return true;

4.6 Mpouepypbl 06paboTkn RADIUS-3anpocos

4.6.1 O RADIUS-npoueaypax

Mpoyedypsl obpabomku RADIUS-3anpocos (cTpaHuua 254) - 370 npoueaypbl Ha A3blKe NPoOrpammMmmnpoBaHms
Java, KoTopble 06pabaTbiBatOT 3aNpPOChl U3 NPUNOKEHUI, NOAKNIOYEHHbIX K Blitz Identity Provider no npotokony
RADIUS®. NMpoueaypbl ONpeaenatoT NoAUTUKM JOCTyNa B CETeBbIE Pecypcbl M peasnnsytoT NpoLecc ayTeHTUdMKa-
LMK Ha pa3Hbix dakTopax. JaHHbI pa3gen onucbiBaeT CMHTaKcuc co3gaHusa RADIUS-npoueayp.

© coser

B npouenype MOXHO UCMOb30BaTb CUCTEMHbIE NMEPEMEHHbIE.

70 https://datatracker.ietf.org/doc/html/rfc2865
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4.6.2 UHTepdeiic RadiusFlow

RADIUS-npoueaypa A0NKHA peann3oBaTb HTepdenc RadiusFlow, BXogawmi B coctas Blitz Development Kit
(Blitz SDK):

package com.identityblitz.idp.radius.flow;
import java.util.Map;

public interface RadiusFlow {
String loginN12 (String varl);

RadiusResult next (RadiusContext wvarl);

RadiusResult dialog(RadiusContext varl, String var2, Map<String, String> var3,.
—String vari4);

NHTepdeic RadiusF1ow COAEPHKUT Caeayomne MmeToabl:

e String loginN12 (String varl): BO3BpalLaeT /IOrMH, BBEAEHHbIN NONb30BaTe/IEM, U 3aNMCbIBAET B
nor nHpopmaumto o BBoge NIOrMHa.

-

package com.identityblitz.idp.radius.flow;

import org.slf4j.LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.radius.flow.RadiusResult.¥*;

public class RadiusLog implements RadiusFlow {

public String loginN12 (final String login) {

logger.debug ("#### Start loginN12: {}", login);
return login;

e RadiusResult next (RadiusContext varl): MeToZ, CCblNaloOWMIcA Ha MHTepdelic RadiusResult,
onpeaenaoLmii aAropuTM ayTeHTUGUKALMM NOb30BaTeNA B 3aBUCUMOCTU OT KOHMeKcma 8xo0a (CTpaHu-
ua 294).

® RadiusResult dialog(RadiusContext varl, String var2, Map<String, String> var3,
String var4): MeTog, CCblaloWMincs Ha NHTepdelic RadiusResult, ONpeaenstowmnii omobpaxeHue
duanozoe (cTpaHuua 295) Ha pasHbIX CTaAUAX ayTeHTUdUKaLMN.

4.6.3 KoHteKct Bxoga RadiusContext

ANropuT™M ayTeHTUGUKALMKN M OTOBpaKeHMe ANanoroB ONpeaensatoTca B Npouesype UCXoasa N3 KOHTEKCTA BXO-
na no RADIUS. Ona ero onvcaHua ucnonbsyetca nHTepdelic RadiusContext, COAEPKALLMNIA creayowmii Habop
MeToA0B:

e int factor ():BO3BpaLLaeT NOPAAKOBbIN HOMepP daKTopa ayTeHTUdUKALMK.

® List<String> passedMethod ():BO3BPALLAET CMINUCOK NPONAEHHbIX METOA0B ayTEHTUPUKALUN.

® List<String> availableMethods (): BO3BpaLLaeT CNMCOK AOCTYMHbIX METOA0B ayTEHTUPUKALUN.
® String clientId():BO3BpalLaeT 3HaYeHME NapameTpa client_id NPUNOKEHMUA.

® String subject ():Bo3BpalLaeT id nonb3osaTens.
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® String claim(String varl):BO3BpalLaeT 3HaYeHWe YTBEPXKAEHMA O NONb30BaTes1e N0 UMEHU yTBep-
XAeHuA.

e String userProp (String varl):BO3BpallaeT 3Ha4YeHWe CBOMCTBA NOb30BATENA MO UMEHM CBOMCTBA.

® List<com.identityblitz.idp.radius.flow.RadiusContext.Group> groups (): BO3BpaliaeT
CNUCOK rpynn nonb3osaTtenA.

package com.identityblitz.idp.radius.flow;

import java.util.List;

public interface RadiusContext {
int factor();

List<String> passedMethod () ;

List<String> availableMethods () ;

String clientId();

String subject () ;

String claim(String varl);

String userProp(String varl);

List<com.identityblitz.idp.radius.flow.RadiusContext.Group> groups();

4.6.4 Untepdeiic RadiusResult

MHTepdeic RadiusResult onpeaenser noBegeHNe CUCTEMbI NPU NPOBEAEHUM ayTEHTUDUKALMM, BKAOYAA an-
rOPUTMbl ayTEHTUOUKALMU N OTOBPANKEHUE ANANOTOB:

package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.ChallengeCommunication;
import java.util.Arrays;

import java.util.Collections;

import java.util.Map;

public interface RadiusResult ({
static RadiusResult rejected(String cause) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—RejectedResult (cause) ;

}

static RadiusResult challenge (ChallengeCommunication chlg) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—ChallengesResult (Collections.singletonList (chlg)) ;
}

static RadiusResult challenges (ChallengeCommunication... chlgs) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—ChallengesResult (Arrays.asList (chlgs)) ;
}

static RadiusResult dialog(String message) {

(npogonkaeTca Ha cnepytoLen CTpaHnLEe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
return new com.identityblitz.idp.radius.flow.RadiusResult.
—DialogResult (message, Collections.emptyMap());
}

static RadiusResult dialog(String message, Map<String, String> answers) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—DialogResult (message, answers);

}

static com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes.
—vendorSpecific () {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—VendorSpecificAttributes () ;
}

static RadiusResult authenticated(String subjectId) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—AuthenticatedResult (subjectId, new com.identityblitz.idp.radius.flow.
—RadiusResult.VendorSpecificAttributes());
}

static RadiusResult authenticated(String subjectId, com.identityblitz.idp.
—radius.flow.RadiusResult.VendorSpecificAttributes avps) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—AuthenticatedResult (subjectId, avps);
}

* RadiusResult rejected(String cause): Bbl30B Ananora 06 oTKase B ayTeHTUdMKALMM Ha OCHOBA-
HWW YKa3aHHOM NPUYMHBI cause.

Peanusauyusa B Blitz SDK

Knacc RadiusResult .RejectedResult

-

package com.identityblitz.idp.radius.flow;

public class RadiusResult$RejectedResult implements RadiusResult {
private final String cause;

public RadiusResult$RejectedResult (String cause) {
this.cause = cause;
public String getCause () {

return this.cause;

}

.

Mprmep Ucnonb30BaHMUA B Npoueaype:

[return RadiusResult.rejected ("This method is temporarily unavailable"); }

® RadiusResult challenge (ChallengeCommunication chlg) [ RadiusResult
challenges (ChallengeCommunication... chlgs): Bbl30B AMa/IOrOB Pa3/IM4YHbIX METOA0B ayTeH-

TuduKaumm (SMS, push, email, TOTP, HOTP, yepe3 /IMyHbIii KabuHeT, No nNaponto, BbI30B MeToda Mo
UMEHM).
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Peanusauymsa B Blitz SDK

Knacc RadiusResult.Challenges

package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.ChallengeCommunication;
import com.identityblitz.idp.radius.SmsChallenge;

import com.identityblitz.idp.radius.EmailChallenge.;

import scala.Option;

public class RadiusResult$Challenges {
/* MeTon BEI3EIBAET HACTPOEHHBIH DO YMOJNYAHHIO XaHal OOCTAaBKH
pasoBoro xoma SMS/push. Ecuau xaHan He cpaboraer,
xon 6ymeT OTHpaBlAeH OO BTOPOMY kKaHamny */
public static ChallengeCommunication sms () {
return new SmsChallenge (Option.apply ((Object)null));
}
/* MeTonm 9BHO BLI3BIBAET KaHall JOCTABKH
pasoBoro xoma SMS/push, ykxas3aHHBIE B NEPEMEHHOH Wway.
Moxno nmepenmarb: "sms'", "push".
RKanam [ocraBKH LONXeH ObITh HACTPOEH, HHauve Meron He cpaboraer */
public static ChallengeCommunication sms (String way) {
return new SmsChallenge (Option.apply (way));
}
// Mertonm Bxoma no email
public static ChallengeCommunication email () {
return .MODULES;
}
// Meron Bxoma uepes TOTP
public static ChallengeCommunication totp () {
return com.identityblitz.idp.radius.TotpChallenge..MODULES;
}
// Meron Bxoma uepes HOTP
public static ChallengeCommunication hotp () {
return com.identityblitz.idp.radius.HotpChallenge..MODULES;

// Meron Bxoma uepes3 JIHUHEIR KAOHHET

public static ChallengeCommunication profile() {
return com.identityblitz.idp.radius.ProfileChallenge..MODULES;
}
// Merom Bxoma MO MNapoio
public static ChallengeCommunication password() {
return com.identityblitz.idp.radius.PasswordChallenge..MODULES;

/* Merom HCHONb3YEeTCH MO8 BBEI30BA MNEPEeNaHHOIO B name MeToma BXOomna.
Moxno nmepenare: "sms", '"push", "email'", "totp", "hotp", "profile",
"password", "mobile" (mcnomnb3oBaHke kaHamna SMS/push,

HACTPOEHHOr o MO yMOJYAaHHD) */

public static ChallengeCommunication byDialogName (String name) {
return com.identityblitz.idp.radius.ChallengeCommunication..MODULES.
—byDialogName (name) ;

}
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Mp1Mmepbl UCNONb30BaHNA B Npoueaype:

JINCTUHT 4: BbI30B MeToga ayTeHTUdMKALLMM MO Napoio

[return RadiusResult.challenge (Challenges.password())

NnctnHr 5: BbizoB metoga ayTeHTUdUKaumm no email

[return RadiusResult.challenge (Challenges.email ())

NnctuHr 6: Bbi3oB paKkTOpa METOAOM U3 KOHCTaHTbI challenge

final String challenge = "totp";
return RadiusResult.challenge (Challenges.byDialogName (challenge)) ;

JINcTuHr 7: AABHbIV BbI30B MEeTOAa ayTeHTMdMKaLmMmM no push

[return RadiusResult.challenge (Challenges.sms ("push"))

JInctuHr 8: ABHbIV BbI30B MeToAa ayTeHTUdMKaumMm no SMS

[return RadiusResult.challenge (Challenges.sms ("sms"))

[lns nOCTaBKM KoAa Mo HAaCTPOEHHOMY MO YMOAYaHUIO KaHany SMS/push moxHOo ncnonb3osaTb N060i 13
CneayoLwmx MeTo408:

© nNpumeuanme

Ecnm KaHan no ymonyaHuio He cpabotaer, 6yaer ncnonb3oBaH BTOPOM KaHai.

1. sms ()

[return RadiusResult.challenge (Challenges.sms ());

2. byDialogName ("mobile")

{return RadiusResult.challenge (Challenges.byDialogName ("mobile")) ;

e [leperpy3ku meToga RadiusResult dialog:
— RadiusResult dialog(String message):0TOOpaXKeHWe COObLEHUs message;

— RadiusResult dialog(String message, Map<String, String> answers): Bbl30B Aua-
nora, CoCrtoAwero n3 MHCTPYKUMMN No NpoxoxXaeHuto d)aK'ropa message C BO3SMOXHOCTbIO Bbl6paTb
Hy)'KHbIIZ MeTo U3 CNoBapA answers.

© nNpumevanue

[nA 3afaHnA TEKCTAa KOHKPETHOTO coobLeHns message (B Npumepe HUXKe challengeChooseNew)
cM. Tekcmebl 0uanoz2o8bix coobujeHuli (ctpaHuua 303).

Mp1mep UCNonb30BaHWUA B NpoLeaype:

/* Co3pmarb CrnoBapb answers, 3analljHH COOTBETCTBHE MEXOy
OTBETAMH M[OJNb30BATENd H METOLAMH BXOHAMH */
final java.util.Map<String, String> answers = new java.util.HashMap<String, .
—String> () ;
(npoponkaetca Ha cneaytoweit cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

answers.put ("1", "sms");
answers.put ("2", "totp");
answers.put ("3", "prfc");

/* BrizaBarp MerTon RadiusResult.dialog,
KoTopreld orobpaxaer nguainor challengeChooseNew C BapHaHTaMH
OTBETOB M3 CHOBApd ANSwers H NPHHHMAET OTBET MHOJNb30Barend */
return RadiusResult.dialog("challengeChooseNew", answers);

com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes
vendorSpecific (): paboTa ¢ aTpnbyTamm, NOCTynatoLWMmmM OT ceTeBOro obpyLoBaHMA onpeaeieHHOro
BEHAOpA.

Peanusauyus B Blitz SDK

Knacc RadiusResult$VendorSpecificAttributes

L

package com.identityblitz.idp.radius.flow;

import java.util.HashMap;
import java.util.Map;

public class RadiusResult$VendorSpecificAttributes {
private final Map<Long, Map<Integer, Object>> avps = new HashMap () ;

protected RadiusResult$VendorSpecificAttributes () {
}

public RadiusResult$VendorSpecificAttributes withAttribute (long vendorId, .
—int vType, Object value) {

Map<Integer, Object> byVendor = (Map)this.avps.get (vendorId);

if (byVendor == null) {
Map<Integer, Object> nByVendor = new HashMap () ;
this.avps.put (vendorId, nByVendor) ;
nByVendor.put (vType, value);

} else {
byVendor.put (vIype, value);

return this;

protected Map<Long, Map<Integer, Object>> getAvps () {

return this.avps;

}

Meperpy3kn metoga RadiusResult authenticated:

— RadiusResult authenticated(String subjectId): npoBeAeHMe ayTeHTUUKALMU NONb30-
BaTeNA C yKa3aHHbIM UAEHTUPUKATOPOM;

— RadiusResult authenticated(String subjectId, com.identityblitz.idp.radius.
flow.RadiusResult.VendorSpecificAttributes avps): npoBegeHWe ayTeHTUDMKauUM
nonb3oBaTeNA C YKa3aHHbIM MAEHTVI(I)VIKE]TODOM M 3Ha4YeHnAMU anVI6\/TOB ceTeBoro o6opy,u,OBava
onpeaeneHHOro BeHAopa.
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Peanusauyus B Blitz SDK

Knacc RadiusResult$AuthenticatedResult

s R
package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes;
import java.util.Map;

public class RadiusResult$AuthenticatedResult implements RadiusResult {
private final String subjectId;
private final VendorSpecificAttributes avps;

public RadiusResult$AuthenticatedResult (String subjectId, .
—VendorSpecificAttributes avps) {
this.subjectId = subjectId;
this.avps = avps;

public String getSubjectId() {
return this.subjectId;

public Map<Long, Map<Integer, Object>> getAvps() {
return this.avps.getAvps();

Mpumep UcNoNb30BaHWA B NpoLeaype:

e 7
public RadiusResult next (final RadiusContext context) {

RadiusResult.authenticated (context.subject ());

4.6.5 Mpumepnbl npoueayp

Mpumep npouenypbl C KOMMEHTAPUAMM M IOTUPOBaHMEM Ha ypoBHe DEBUG nokasaH HuKe. PyKOBOACTBYACH
AaHHbIM npumepom K Blitz SDK, nepenuiumTe npouesypy B COOTBETCTBUM CO CBOMMM TPeBOBAHMA K BXOA4Y B ce-
TeBblE C/IYKObI.

package com.identityblitz.idp.radius.flow;

import org.slf4j.LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.radius.flow.RadiusResult.*;

public class RadFLOWFull implements RadiusFlow {

// Cosmarp morrep ninsd kmacca com.identityblitz.idp.flow.radius
private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—~flow.radius");

/* Merom BO3BpamaeT BBENEHHBH NOIb30BATEIEM JIOIHH
M JOrHpPyeT HHPOPMALHIO O BBOLE JOIHHA */
public String loginN12 (final String login) {
logger.debug ("#### Logging in via RADIUS. User entered login: {}", login);
return login;

(npogonkaertca Ha cieayloLen cTpaHuue)
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(npogonkeHune ¢ NnpeablayLLen CTPAHULbI)

/* BbI30OB METOHa, PEANH3ylRIEero AalrCOpPHTM ayTeHTHPHKALHH
B 3aBHCHMOCTH OT KOHTEKcCTa Bxoma */
public RadiusResult next (final RadiusContext context) {

/* JlorupoBaHue Ha ypoBHe DEBUG: id momb30Barensd H

MOPYOKOBEIN HOMEp ¢pakrTopa ayTeHTHPHKALHH H3 KOoHTekcra */

logger.debug ("### Getting subject id and factor number: subject = {}, factor =
—{}", context.subject (), context.factor());

/* ECIH HOJNb30BATENb B NAHHBIH MOMEHT HOPOXONHT [IEPBEIH
¢paxkTop ayTeHTHPHKALHH, 3aNPOCHTH BBOL Hapoad */

if (context.factor () == 1) {
return RadiusResult.challenge (Challenges.password()) ;

/* HHaue NpOBEpHThH, MNPOXOMNHT JAH MNONb30BATENb B INAHHBIE MOMEHT BTOPOH (akrop.
B sTOM CchayyYae CcO3ILaTh CIOBapb answers, 3amalkmHH COOTBETCTBHE MEXOYy
OTBETAMH IOJNbB30BATENd H METONAMH BXOIAMH.
Ilpu BBOme "1" 6ynmer peanus3oBaH MeTon Bxona no SMS, mnpu BBome "2" —.
—IOOTBEPXOeHHe Yepes3 JHYHEH KaOHHEeT
=/
} else if (context.factor() == 2) {
final java.util.Map<String, String> answers = new java.util.HashMap<String, .
—String> () ;
answers.put ("1", "sms");
answers.put ("2", "prfc");

/* BeizBare Meron RadiusResult.dialog,
KoToprlH orobpaxaer pguanor challengeChoose Cc BapHaHTaMH
OTBETa answers H NPHHHMAET OTBET NOoJdb30oBarend */

return RadiusResult.dialog("challengeChoose", answers);

/* EcnH ¢axTop He HNEepBbli H HE BTOPOH, 3HAUHT NOJb30BATENb HPOWEN
oba ¢akropa. AYTEHTHQHIHPOBATHL NOAb30BATENd C YKA3aHHBIM HOEHTHPHKATOPOM */
} else {
return RadiusResult.authenticated(context.subject());

/* Peanuszanusg Meroma RadiusResult.dialog. MeTon NPHHHMAET KOHTEKCT,
OHATOroBOe COOOImEeHHe, CIOBapb C BAPHAHTAMH OTBETA HOIb30BaTend,
BBEeNEHHEIH OTBET HNOnb30Barend */

public RadiusResult dialog(final RadiusContext context,

final String message,
final java.util.Map<String, String> answers,
final String answer) {

// JorupoBaTh Ha ypoBHe DEBUG BEIBOL [LHAAOIA LI HOJb30BATENd
logger.debug ("#### Start dialog for user: {}", context.subject());

// JIOrHpOBATH BBEIBOI IMHATOIOBOI'O COOOMEHHS
logger.debug ("#### Start dialog with message: {}", message);

/* Ecnu mepenaercd coobmernue challengeChoose,

3anHcarth B KOHCTaHTy challenge orBer monb3oBarend */

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHune ¢ NpeablayLLen CTPAHULbI)

if (message.equals ("challengeChoose")) {
final String challenge = answers.get (answer);

// JlorupoBarb Ha ypoBHe DEBUG OTBET [NOMb30BATEId
logger.debug ("#### Get challenge by dialog: {}", challenge);

// [POBEPHTHL, YTO MHOIb30BATENb OTIPABHI HENYCTOH OTBET
if (challenge != null) {
// Ecmum orTBeT paBeH prfc, co3parb crnoBapb confirm
if (challenge.equals("prfc")) {
final java.util.Map<String, String> confirm = new java.util.HashMap

—<String, String>();

/* lobaBuTh B CrHoBaphb confirm COOTBETCTBHE MeXOy HaxarueM Enter
MU OTHNPAaBKOH MONTBEPXOEHHS BxXoma B JIHUHBIE kKabuHET */
confirm.put ("OK", "prfc_configrm");

/* Orobpasurb coobmeHne confirm profile u
NpHHITH OEHCTBHE NOJb30Barend (Haxarue Enter) */
return RadiusResult.dialog("confirm _profile", confirm);

/* EcnH OTBET MNONb30BATENd HE COBHamaeT c prfc,
BBI3BATH METOL BXOHOA, COOTBETCTBYWOIHH OTBETY HOJb30BaTend */
} else {
return RadiusResult.challenge (Challenges.byDialogName (challenge)) ;

/* Ecinu monb30BaTelb OTHPABHI HYyCTOH OTBET,

MOBTOPHO OTOGPA3HThL OHAIOI C BApPHAHTAMH OTBETa answers */
} else {

return RadiusResult.dialog(message, answers);

/* Ecnu mepemaercd coobmeHue, oTiHuHOe oT challengeChoose,
IPOBEPHTH €ro Ha coorTBercrBHe confirm profile.
Ecnu 3TO Tak, BEI3BATH METOI Bxoma uepes3 JIHUHBE kKabuHer */
} else if (message.equals("confirm profile")) {
return RadiusResult.challenge (Challenges.profile());
}
// B NPOTHBHOM Clydae OTKa3arTh B AYTEHTHQHKALHH OO HEepenaBaeMOH B METOL NPHUHHE

else {
return RadiusResult.rejected("Login method not specified");

Mprmep Npoueaypbl C NPOBEPKOM NPUCYTCTBUA ONpeseNeHHbIX METOA0B B CUCKE AOCTYMHbIX:

package com.identityblitz.idp.radius.flow;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.radius.flow.RadiusResult.¥*;

public class EFA implements RadiusFlow {

(npoponkaertca Ha cneaytoert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—~flow.radius");

public String loginN12 (final String login) {
logger.debug ("### Logging in via RADIUS. User entered login: {}", login);
return login;

public RadiusResult next (final RadiusContext context) {
if (context.factor () == 1) {
logger.debug ("### Run 1 FA: {}", context.subject());
return RadiusResult.challenge (Challenges.password());
} else if (context.factor() == 2) {
logger.debug ("### Start 2FA: subId={}, availableMethods={}", context.
—subject (), context.availableMethods());
if ( context.availableMethods () .contains ("email") ) {
logger.debug ("### Run 2FA: subId={}, method={}", context.subject(), "email

return RadiusResult.challenge (Challenges.email ());

} else if ( context.availableMethods () .contains("sms") ) {
logger.debug ("### Run 2FA: subId={}, method={}", context.subject(), "sms");
return RadiusResult.challenge (Challenges.sms());

}

return RadiusResult.rejected("noAvailable2FAMethods") ;

} else {
return RadiusResult.authenticated(context.subject());

public RadiusResult dialog(final RadiusContext context,
final String message,
final java.util.Map<String, String> answers,
final String answer) {

logger.debug ("#### Start dialog for user: {}", context.subject());
logger.debug ("#### Start dialog with message: {}", message);

if (message.equals("challengeChoose")) {
final String challenge = answers.get (answer);
logger.debug ("#### Get challenge by dialog: {}", challenge);
if (challenge != null) {
return RadiusResult.challenge (Challenges.byDialogName (challenge));
} else {
return RadiusResult.dialog(message, answers);
}
} else {
return RadiusResult.rejected ("unsupportedMessage") ;

4.6.6 TeKcTbl AMaNnorosbix coobuieHuii

[ns Toro yto6bl ONpeaennUTb TEKCT AMANOroBbIX Co0bLWEeHNM, Bbi3biBaembix B RADIUS-npoueaypax, pykoBoa-
CTBYMTECb CMAHOAPMHbLIM anzopummom (cTpaHnua 317) BHECEHUS U3MEHEHUI B TEKCTbI MHTepdeiica.

NaoeHTuduKaTOp CTPOKM ANA 3afaHMA AMANoroBoro CoobLEeHMA message W3 METOAOB RadiusResult.
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dialog (message, answers) W RadiusResult.dialog(message) OO/KeH ObITb B ¢dopmate radius.
display.dialog.message.<message>. Hanpumep, gna peanvsauuu npoueaypbl U3 npumepa (cTpaHu-
ua 300) B ¢paiin messages BHOCATCA CAeAylOLIME USMEHEHWUA:

radius
<4»\n 1

—/sso.

radius

radius.

radius

.display.dialog.message.challengeChoose=Brifepure Ccnocof MNOOTBEPXIOEHUT BXOIA:.

— llogTBepxmeHue kxomoMm u3 SMS \n 2 - [onTeBepxneuuwe B JluunHom kabuHere (https:/

domain.ru/blitz/profile) \n BriGop:

.display.dialog.challenge.name.prfc=lonTBepxnenue B Opoduie MNonb3oBaTend\n

display.dialog.challenge.name.sms=I[lonTBepxnenre komoMm u3 SMS\n

.display.dialog.message.confirm_profile=Haxmute Enter/BBopm Lnid HOLTBEPXIEHUI. .

—Bxoma B JluuHoM kxabuHeTe (https://sso.domain.ru/blitz/profile).

N

CoobueHune

radius.display.dialog.message.challengeChoose BbI3blBaeTCA B meToae

RadiusResult.dialog ("challengeChoose", answers), a coobueHne radius.display.dialog.

message.confirm _profile

confirm).

BbI3blBaeTcA B MeTode RadiusResult.dialog("confirm_profile",

B cTpoKax radius.display.dialog.challenge.name.prfc U radius.display.dialog.challenge.
name . sms NePE3anucbiBaOTCA AMAN0OMM, OTOBPArKaemble Mo YMOMYAHUIO A8 MeTOAa BXoAa Yepes JIYHbIN Ka-
6uHeT (prfc) u no Koay u3 SMS (sms).

Mpn HEO6XOAMMOCTM Bbl MOXeTe MeHATb caegyroumne CTPOKM No YMONYaHUIO!:

radius.
radius.

radius

radius.
radius.
radius.
radius.

display
display

.display

display
display
display
display

.vrf_code.
.vrf_code.

.vrf_code
.vrf_code

.vrf_code.
.vrf_code.
.vrf_code.

—B yquHoﬁ 3allkCH .

radius.display.vrf_code.
radius.display.vrf_code.
radius.display.vrf_code.

—B yquHOﬁ 3allkCH .

radius

radius.
radius.
radius.
radius.

radius

radius.
radius.
radius.
radius.
radius.
radius.

.display

display

display.
display.
display.
.display.
display.
display.
display.
display.
display.
display.

.vrf_code.

.vrf_code

sms=BBepOuTe xomn H3 SMS:

sms.on_error=HeBepHHH komn. [lompobylTe eme pas:
.push=BBenmuTe xom u3 push-coobumeHud:

.push.on_error=HeBepurti kon. [lonpobyHTe eme pas:
totp=BBenure xon u3 npunoxenud {0}:

totp.onError=HeBepHuH kxom. I[lonpobyHTe eme pas:
totp.noTotp=Bxon IO reHEepaTOopPy Pas30BHIX [NapOolled He HaCTPOeH.

hotp=BBenure xon u3 npunoxenHud {0}:
hotp.onError=HeBepHr# kon. [lonpobyHTe eme pas:
hotp.noHotp=Bxomo IO reHepPaToOpy Pas3OBHEIX [apoleH He HaCTPOEeH.

email=BBenuTe kxom U3 email:
.email.on_error=HeBepHr# kxon. [lompobyiTe eme pas:

dialog.message.challengeChoose=Brifepute MeTon ayreHTubuxauuu: {0}
dialog.challenge.name.password=napoib
dialog.challenge.name.sms=sms

dialog.challenge.name.push=push
dialog.challenge.name.mobile=sms/push
dialog.challenge.name.email=email

dialog.challenge.name.totp=TOTP

dialog.challenge.name.hotp=HOTP
dialog.challenge.name.prfc=npodann
dialog.challenge.name.trustKey=noBepeHHOE NPUIOXEHUE
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hasa 5

Aun3anH n TeKkctbl MHTepdenca

5.1 CrpaHuua Bxopga

A\ Npeaynpexaenne

ALMWHUCTPATOP KOHCO/IM YNPaBAEHUA AOKEH CAMOCTOATEIbHO MPOBEPATb KOPPEKTHOCTb MOMELLLAEMbIX Ha
CTPaHULY BXoAa JS-CKPUNTOB M COAEPHKMMOE CTPAHML, BXOAA HA NpeaMeT BO3MOXKHbIX YA3BUMOCTEN.

B pasgene BHeWHU BMA KOHCOWN YNPaBAEHUS aAMUHUCTPATOP MOMKET HAaCTPOUTb NMapameTpbl oTobpakeHus
eauHoM cTpaHuubl Bxoga. Ecnv npumensatotca npunoxeHua Blitz Identity Provider no pernctpaumm nonb3osa-
Tenel 1 BOCCTaHOB/IEHUIO MNAPOAA, TO UX BHELHUI BUA, TaKKe ByaeT coOOTBETCTBOBATb 3a4aHHbIM HAacTPOMKam
BHELWHEro BUAa eaMHON CTPaHMLbl BXoAa.

Mpu BXoAe B pa3aen BHelwHWIA BUA 0TobparkaeTcs nepeyeHb HAaCTPOEHHbIX LWabNOHOB CTPaHULLbI BXOAa. KaxKablii
wab/IoH onucbiBaeTca:

* NAEHTUPUKATOPOM;

* HasBaHueMm;

® fepeyHeM NpUIONKEHWUN;
® OonucaHuem.

Mo ymonyaHuto co3gaH wabnoH ¢ naeHTUHMKaTopom default — OH UCNONb3YETCA A/1A BCEX NPUIOKEHWNI, Noa-
KNHOUYEHHbIX K Blitz Identity Provider, a Tak»Ke A1 CTpaHUL, eAUHOTO SorayTa.

PesakTMpoBaHuWe WaboHa N0 YMONYAHMIO OCYLLLECTBAAETCA C MOMOLLbIO CNeLmasbHOro KOHCTPYKTopa (noapo6-
Hee HUXe).

TaKk»Ke nmeeTcA BO3MOMKHOCTb:

® C034aBaTb M U3MEHATb HOBbIE LWABGAOHbI C MOMOLLbIO KOHCTPYKTOPA M Ha3HayaTb X Pa3HbIM NPUIOXKEHM-
aM;

* C03/aBaTb M U3MEHATb HOBbIE LWABAOHbI B PYYHOM peXRMME.

5.1.1 PepakTupoBaHue WabaoHa N0 YMONYAHUIO

MY OTKPBLITUM CTPAHMLbI PEAAKTUPOBAHUA WaboHa No YMOAYaHMIO oTobparKkaeTca MHGopPMaLMsA O Camom Luab-
noHe (naeHTMdMKaTOp WabnoHa, Ha3BaHMe WabnoHa, ONMCaHWE U NePeYEHb NPUNOKEHNI), a TaKKe UHTepdenc
KOHCTPYKTOpPa CTPaHULbI BXoAa.

HacTpoiika BHelWHero BMAa cTpaHuubl Bxoga (cBolicTBa WwabnoHa):
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CsoiicTea wabnoxa

WpenTudukarop wabnoHa default_1

Haspanue wa6noHa default_1

Taru wabnoxa

A Tembl. B k TEros MOXET BLICTYNATL

ration") unu
Bynet
C TeKyLWMM 3aNPOCOM Ha ayTEeHTMChMKal

"required”, "e M uMCTOM

Onucanue Generated at 1677833153

Mpunoxexnna design_test

HacTpoiika BHelHero snaa CTpaHuLbl Bxoaa (BHEWHMI BUA CTPaHMLbl BXO43):

BHewHui BUA cTpaHuubl Bxoaa

Tema Blitz Identity Provider (no ymonuaruio) v

PacnonoxeHue oCHOBHOro 6noka O Cnesa @ Mo ueHTpy O Cnpasa

8 8 8
— — —
BbiGop A3bIKa Ortobpaxats v

HacTpoiika BHelWwHero BMAa CTpaHuLbl Bxoga (1orotmn):

Jlorotun

& 3arpyautb norotun

Pekomenayeman sbicoTa norotuna 32px

@ Identity Blitz

HacTpoitka BHelwwHero Buaa CTpaHuLbl Bxoaa (GOHOBbIA PUCYHOK):
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®DOHOBbI PUCYHOK

& 3arpy3uTb hoHOBBIN PUCYHOK

MeHayeMblii pasmep chaiina He Gonee 1MB

Wnu BbIGpaTh U3 NpeanoXeHHbIX PUCYHKOB

O PucyHok 1 O PucyHok 2 O PucyHok 3

HacTpoiika BHelwHero Buaa CTpaHuubl Bxoga (HacTpoiika dyTepa):

Hactpouka cytepa
[Hob6asbTe thparmeHT HTML-Koaa AnA 0To6paxeHua B hyTepe CTpaHuLbl Bxoaa.

1 Cxommpyirre ciopa dparsent HTML xoga

CoxpaHuTb

B cTaHAapTHOWM nocTaBke KOHCTpyKTop Blitz Identity Provider npeaoctasaseT cneaytoume BO3MOXKHOCTU:
® Tpu LBETOBbIX TeEMbl 0POPMAEHUA 3/1eMEHTOB MHTepdelica;

® BO3MOMHOCTb OMpeae/MTb MECTONO/IoXKeHNA 610Ka BBOAA CBeAeHUIN (MaeHTUdMKaLMM 1 ayTeHTUDUKE-
UMW, PerMcTpaumnm, BOCCTaHOBAEHMA NAPOs);

® BO3MOXXHOCTb 3arpy3Kku n10orotmna KomnaHun gna OTOﬁpa)KeHMﬂ B 3aro/ioBKe CTpaHuLbl;

¢ BbI6Op HOHOBOrO PUCYHKA (MOXHO BbibpaTh M3 3 CTaHAAPTHbLIX PUCYHKOB B KakaoW Teme odopmaeHus,
IMBO 3arpy3nTb CBOW COBCTBEHHDIN HOHOBBIN PUCYHOK);

® HacTpoWKa cogep:KaHua pyTepa CTpaHuLbl BXOAa.

Ha pucyHKax HUKe NpuBeAeHbl HEKOTopble NPMMepbl CTPAHUL, BXOAA, NOAYYEHHbIX B pe3y/bTaTe CTaHA4apTHOW
HACTPOWMKM.
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@ Identity Blitz

Pycekui (RU) v

Bxop B TecToBOE NpUnoXxxeHune

Toru

Torum

Napons.

Mapons ®

3a6kum napons?

Boiti

o *
rocycnyru

Her akkayuTa? 3aperucTpuposatkca

Vicnonb3yiiTe UHKOTHUTO ANA BXOAA C HYXOrO YCTPOWCTEA

MonuTuka KokdhuaeHUMaNsHOCTU
Yenosua ucnonssosanua

dentity Blitz

Bxopn B TecToBOE NpunoxexHue
TNorux
Noruw

Napons

Napons

3aGeinv napons?

Bxon no 3neKTPoHHO# noanucy

Bxon no Knkovy GesonacHocTh

Her aKkayTa? 3aperucTpuposaTsca

Vicrnonk3yiiTe VHKOTHUTO 1A BXO4A C HYXKOTO YCTPORCTEa

5.1.2 Co3pgaHue u U3MeHeHMe HOBbIX LAB/I0HOB C NOMOLLbIO KOHCTPYKTOPA

Blitz Identity Provider no3sonseT HacTPOMUTb PasHblil BUA CTPAHUL, BXOAA 414 Cydas BXOAA N0Nb30BaTe A B pas-
JIMYHbIE NOAKNIOYEHHbIE NPUNOKEHUA. 1A 3TOr0 HEOBXOAMMO CO34aBaTb HOBble WabaoHbI BX04a — NPOLLe BCe-
ro aTo caenatb Ha 6a3e cywecTtsytowero default-wabnoHa, Haxkae Ha KHoOMKy «Konuposameo». NMocne atoro 6yaeT
CO34,aH HOBbIV Wab0H, KOTOPbIM MOXKHO PEAAKTUPOBATL C MOMOLLLbIO KOHCTPYKTOPA.
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LWa6noHbl cTpaHuy Bxoga

[nA ohopMNeHUA CTpaHuLbl Bxoaa UCnonb3ykTCcA WwabnoHbl. Bbl MOXeTe 0TpeaaKkTUpoBaTh OCHOBHOI WabtnoH Unn co3aaTh AONONHUTENbHbIE WAaGNOoHbI, KOTOPbIe ﬁyﬂyT
NPUMEHATLCA ANA CTpaHnL.
Bbl MOXeTe cozaasaTh AONONHUTENbHbIE WabNoHbl, COXPaHUB KONUIO OCHOBHOMO WabnoHa, a Takxxe pefakTupoBaTh WabnoHb! BPYYHYIO.

Wpentudgukarop HassaHue wa6noHa Taru MpunoxexHuna Onucaxue
default default test_app, test_app2 Generated at 1677833153 .
logout, blitz-idp, blitz-
default_1 n default_1 ogout, blitz-idp, bl design_test Generated at 1677833153
recovery, blitz-registration

YT06bI HOBbIV LWABNOH MCNONBL30BACA NPU BXOAE B HEKOTOPOE NPUNOKEHUE, HeobXxoaMMo B pasgene «[Ipuso-
HEeHUA» NepPenTn K pefaKTUPOBaHMIO HYXKHOIO NPUIOXKEHMA U BbIGpaTb Tpebyemblii LWabaoH cTpaHuL,

MapameTpbl NpunoxeHns

WpaenTudukatop (entitylD nnmn test_app
client_id)
HasgaHve Test app
lomeH https://demo.company.com

CraproBas cTpaHnua

npunoXeHus
Kniou wudpoeaHna v
naeHTUPMKaTopoB

LWa6noH cTpaHuy, default v

5.1.3 Co3paHue n usmeHeHue HOBbIX LWABN0HOB B pyYHOM pexume

MOXHO HaCTpPOUTb BUA, CTPAHULLbI BXOAA NOA UHAMBUAYANbHbIE Tpe6OBaHVIF| OpraHun3auum, T1.e. HET HEO6XO,CI,M-
MOCTU OrpaHNYMNBATbCA TOJIbKO BO3MOXHOCTAMU KOHCTPYKTOpPA.

Kakablii wabnoH cTpaHuMLbl BXoAa npeacTasnset cobol zip-apxms.

A MpepynpexaeHue

Apxus ¢ TEMOM HE MOXKET coaepKaTtb B HAa3BaHUM CMMBOA —. IMA AONKHO MMeTb nmbo cantHoe HanuncaHue,
nmbo c pasaeneHnem 4yepes HMXHee nog4yepKknsaHue _.
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Bce WabnoHbI pasmelleHbl B 4UPEKTOPUM:

[\assets\themes

Camblii NpocToli cnocob NepeinTn K py4HOMY peaakTMPOBaHUIO WabaoHa — BbINOAHWUTL CeayloLLme Waru:

® COo34aTb KOMUIO cylecTBytolero wabsoHa (Hanpumep, default-wwabnoHa), HaxkaB B KOHCO/IM KHOMKY Ko—

IHUPOBATH,
* nepenT B COOTBETCTBYIOLLYIO AMPEKTOPMIO C WabnoHamu;
® pacnakoBaTb apXMB C TOIbKO YTO CO34aHHbIM WabAoHOM;
* OTpeAaKkTUpoBaTh Gpain meta.conf, COAEPKALLMICA B apxXmBe, YA4aIMB napameTp builder;

e 06paTHO 3aapxmBMpoBaTb danbl WabnoHa, ybegmsmnce, YTo pann meta.conf HaXOAUTCA B KOPHEBOM

ANpeKTopumn.
& C:\Program Files (x86)\blitz-idp\assets\themes\new_theme\meta.conf - Notepad++ - o IEl
Qaiin [paska [Moumck Bua Koawposkwm Cuetakcucer Onuum  Makpocer  3anyck  Mnarmder OkHa 2 X
o &= s s & | D | | @ BB\ EEER=E| @
[=) meta.conf E3 I

1 I{ "name":"Default theme","desc":"Generated at 1482151154","builder®:{"layout®:"center® "rheme®:"hlirz"}}

Normal text file length: 103 lines: 1 Ln:1 Col:1 Sel:0|0 Dos\Windows UTF-8 INS

Mocne BbINOAHEHUA 3TUX LIATOB NMOABUTCA BO3MOMKHOCTb PEAAKTMPOBAHUA TEMbl B Py4YHOM pexume. Momumo
CTaHOAPTHbIX NOJEN, OMUCHIBAOLLMX CaMy TEMY, AOCTYNeH 610K [a6non cTpanwui. OH NO3BOAAET CO34aTh / U3-
MEHUTb WabNOH — TEKCTOBbI daii, KOTOPbI KOMIMAUPYETCA C NOMOLLbBIO WabnoHu3aTopa Twirl L.

LLIa6/10H A0MKEH UMETb CUTHATYPY:

@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit..
—request: RelyingPartyRequest|[_], messages: Messages)

B KauecTBe NapameTpoB Mpu co34aHMM WabioHa cneayeT UCNoNb30BaTb:
® headers — HTML-KoZA 3aronoBKa CTpaHuULbl, KOTOPbI HEOBXOAMMO PACNONOXKUTL B Tere head;
e form— HTML-Kog ocHOBHOM $OpMbl, KOTOPbIN HEOOXOAMMO PaCMOIOXKMUTb B Tere body;

e scripts—HTML-kog clavaScript, HeobxoauMbIl AR KOPPEKTHOMN PaboTbl GOPMbI, KOTOPbIN HEOBX0AUMO
pacnonoXuTb B Tere body;

® pathAssets — KOHTEKCTHbIN NyTb K pecypcam wabnoHa.

PyHKuMA @fBuilder () [OOABAAET HA CTPAHMLY KOA OCHOBHOM Gopmbl ayTeHTUdUKaLMnN. Popma ayTeHTUPUKA-
umsa (nepeyeHb U COCTaB NOJIEN, PACTONOKEHNE KHOMOK) He HAacTpauMBaeTCsA 3a UCKIOYEHMEM U3MEHEHWI, pea-
nunsyembix cpegcraamu CSS. UHbimn cnoBamu, cpeactsam CSS MOXKHO M3MEHUTDL LLBET OTAE/bHbIX 3/1EMEHTOB MK
CKpPbITb UX — A1A 3TOTO CAefyeT HaUTU COOTBETCTBYOLWMI Knacc B CSS-daitne TeMbl M UISMEHUTbL Er0 CBOMCTBA.

JINCTUHr I'IpOCTeI?ILIJeI'O wabnoHa npueeneH HMxe:

71 https://www.playframework.com/documentation/2.5.x/ScalaTemplates
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@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit.
—request: RelyingPartyRequest[_], messages: Messages)

<!DOCTYPE html>
<html>

<head>
@headers
</head>

<body>
<div id="main">
<section id="content_wrapper">
@fBuilder ()
</section>
<div>
<div>
@Html (messages ("author.copyright"))
</div>
</div>
</div>
@scripts
</body>

</html>

Mpun Mcnonb3oBaHMM Takoro WaboHa CTpaHKuLa Bxoaa byaeT MMeTb BUA, NPUBEAEHHbIN Ha PUCYHKE HUKE.

Bxog B JIU4HBLIN KabuHeT

Norun

Norux

Maponb

Mapone

3abeinu napons?

Het akkayHTa? 3apernctpupoBartsCa

Mpu dpopmrpoBaHnM WabNoOHa CTPaHULBI BXOAA MMEETCA BO3MOXKHOCTb MCNOAb30BaTb PECYPCbl — Hanpumep,
TabnuMLbl CTUNEN NN PUCYHKN.
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[lna vx 3arpysKu ciemayeT Mcnosib3osatb 610K « Pecypcbl» BHELIHEro Buaa CTpaHuLbl, KOTOPbIA NO3BOAAET 3arpy-
3UTb Heobxogumble palinibl B zip-apxmse. YTobbl cooTBETCTBYHOLWME danibl ObiNM JOCTYMHbI, UX ChedyeT pasme-
LWaTh B AVPEKTOPUMN apXMBa C Ha3BaHMEM assets. HeobXxogumble pecypcbl TaKKe MOXKHO BPYYHYHO BKAOUYUTD B
COCTaB UCXOAHOTO Zip-apxuBa ¢ WabaoHOM CTpaHMLb.

Pecypcbi

> css

> img

TR 3arpy3VITh HOEBBITA Zip-apXue

Ons pobasneHna nepekatoyaTens asbika B body wabnoHa Heobxoanmo fo6aBuTb cneaytowmii 610kK:

<div ...>
<section class="language-section">
<div class="language-selector">
<select id="lang-selector"></select>
</div>
</section>
@langSelector ()
</div>

5.2 JInuHbIK KabuHer

Blitz Identity Provider no3BonfeT MeHATb N0roTUNbl 3aroNI0BKa M gpytepa B J/IMHHOM KabUHETE, a TaKKe KacCTOMMU-
31MpOoBaTb LIBETOBYIO cXeMy JIMYHOro KabmHeTa ¢ nomoupbto CSS.

5.2.1 JloroTtun B 3aronoskKe

[ns 3ameHbl 1oroTMna B 3arosioBke JINYHOro KabnHeTa MOMKHO MCMO/b30BaTb OAMH M3 CEAyHOLMX CNoco60B:

Cnocob6 1

3ameHuTe dpaiin norotmna logo—ib_h30.png B ANPEKTOPUN /usr/share/identityblitz/blitz—config/
assets/public/lib/blitz—common/img/ HOBbIM paliNoOM C TEM Ke Ha3BaHUEM.

Cnoco6 2

1. Monoxute B AUPEKTOpUO /usr/share/identityblitz/blitz-config/assets/public/lib/
blitz-common/img/ ¢aif c KACTOMHbIM NOTOTUNOM (mylogo . png B MPUMEPE HUNKE).

2. OTKpouTe ¢ann .../assets/public/lib/blitz-profile/stylesheets/custom.min.css

sudo vim /usr/share/identityblitz/blitz-config/assets/public/lib/blitz-profile/
—stylesheets/custom.min.css

3. YkaxkuTe URL-nyTb K HOBOMY dainy.

A\ Buumanue

B KauecTBe Nyt K gMpeKTopun /usr/share/identityblitz/blitz-config/assets/public/
lib/blitz-common/img/ UCNONb3YWTE https://<domain>/blitz/public/img/.
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troot{

-—navbar-branding-img: url (https://<domain>/blitz/public/img/mylogo.png) ;

O coser

[ns norotnna TakKe MOXKHO MCNoab30BaTh Gpaiin Ha BHewHem URL.

5.2.2 Jlorotun B pyTtepe

[na 3ameHbl norotuna B ¢ytepe J/InuHoro KabuHeta 3ameHuTe dain norotuna logo-bip.png B AUPEK-
TOopuKn /usr/share/identityblitz/blitz-config/assets/public/lib/blitz—common/img/ HOBbIM

dannom c Tem ke HazBaHMEM.

5.2.3 Kactomusauumsa useToBOM cxembl

M3meHeHMe UBETOBOM CXeMbl BbINONHAETCA B daine:

.../assets/public/lib/blitz-profile/stylesheets/custom.min.css.

:root{
——profile-color—accent: #00bde5;
——profile-color-border-primary: #ddd;
——profile-color-border: #ddd;
——profile-color-button:#f1f1f1;
——profile-color-href-hover: #1d6fab;
——profile-color-href: #3498db;
——profile-color-outline: #ddd;
——profile-color-primary: #3498db;
——profile-color-text-button: #666;
——profile-color-text-light:#fff;

——profile-color-text-primary: #3498db;

——core-color—-accent: #00bdeb5;
——core-color-body: #666;
——core—-color-border: #ddd;
——core—-color-outline: #d9d9d9;
——core-color-primary: #3498db;
——core—color—-sidebar: #r2f2f2;
——core-color-light: #fff;
——core—-color-dark: #3b3f4f;

——core-color-border-primary: #3498db;

——core-color-footer: #fafarfa;
——core—-color—-ib-blue: #00bde5;
——core—-color-text-list: #fff;
——core-color-text-danger: #dc4831;
—-—core—-color-text—footer: #898f97;
——core—-color-text—-link: #666;
——core—-color-text—-success: #64c556;
—-—core-color-text-suggestion: #fff;
——core-color-social-vk: #5e81a8;
—-—core—-color-social-vkid: #5e81a8;
—-—core—-color-social-esia: #0063b0;
—-—core-color-social-esiadp: #0063b0;
—-—core-color-social-sbrf: #00b017;
——core—-color—-social-sbb: #127f8c;

(npoponkaetca Ha cneaytoweit cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
—-—core—-color-social-alfa: #ef3124;
——core-color-social-google: #009a22;
——core-color-social-apple: #000;
——core-color-social-yandex: #ff5651;
—-—core—-color-social-mail: #3d32d7;
——core—-color-social-blitz: #00bde5;
——core-color-social-mos: #b40031;
——core-color-social-facebook: #00cdff;
——core—-color-social-tcs: #000;
——core—-color-social-vtb: #0a2796;
——core—-color-social-ok: #ff8100;

5.3 MynbTUA3bIYHOCTb
Beb-uHTepdeiic Blitz Identity Provider nogaep»knsaet mynbTnsasblYHOCTb. [0 yMonYaHMIO NpeaycMOTPEHO ABa
A3blKa — PYCCKUIM N aHINIMIACKUIA.

Mo ymonyaHuio Nonb3oBaTento oTobparkaeTca MHTepec Ha TOM A3bIKe, KOTOPbI COOTBETCTBYET €0 CUCTEMHO-
My A3blKy B OC 1 npeanoytTuTesIbHOMy A3bIKy B 6pay3epe. B 3Tom cyyae nepekntoyeHne A3blKa OCyLLecTBaAAeTcA
NocpeacTBOM U3MEHEHWs OCHOBHOTO A3blKa BBOAA (A3blKa O0TOBpaskeHus Beb-cTpaHuL) B Mcnosib3yemom 6pay-
3epe. Hanpumep, 4ns nsmeHeHua A3bika B 6paysepe Chrome Hy»KHO BbINOAHWTb LWIATK:

® nepeinTn K HacTpoikam bpaysepa (chrome: //settings/);
® BblbpPaThb NYHKT [OKa3aTb 4ONONHUTENbHbIE HACTPOMKY;
® HayKaTb Ha KHOMKY M3MeHWTb A3bIKOBbIE HACTPOIKMY;

® nepemecTtuTb Hy)KHbIﬁ A3bIK Ha NepBoOe MeCTO B CNUCKe.
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Azblku

BribepuTe OCHOBHOWM ¥ AONOAHUTENBHLIVY A3bIKM BBOAS. [loapobHee

Asbikn pyccKui
PYCCKuiA Google Chrome otobpaxaercs Ha 3TOM a3blKe
aHraniickuii (Coeamnentsle Wratei) V| Vicnonbsosate 3TOT 431K ANA NPOBEPKM NPaBONUCaHNS

HFAMACKK eanaraTb NEPEeBECTV CTPaHWULIbI Ha 3TC

[obasutb

¥| BkarouuTe Nposepky npasonucaina. [1onb30BaTeNbCkvi CNOB2PE ANA NPOBEPKMA NPABONUCAHMA
loToso ’

[na nsmeHeHus a3bika B 6paysepe Firefox Hy»KHO BbINOAHUTb LWArK:
® MepenTH K HacTporKkam bpaysepa (about :preferences);
e BbIOpaTh pasgen CogeprKMMoe HacTpoek;
* B nogpasgene A3blKM HaXKaTb Ha KHOMNKY BbibpaTb;

® nepemecTtnTb H\/)KHbIl‘;I A3bIK Ha NepBoe MeCTO B CNUCKe.
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Azbikn X

HekoTopble Beb-cTpaHuubl MoryT BbiTe A0CTYNHLI Bonee yem Ha OAHOM A3bIKe. YKaxuTe Nnopaaok
BbIbOpa A3bIKa CTPaHUUbI:

Pycckumid [ru] Buuz

o

|
D
-

AHrannckmi [en]

Yaanute

Anrannckmin/CLUA [en-us])
BbibepuTe A3bIK, UTOOLI ero 406aeuTs... ~ LoBaenTs
OK OTtmeHa Cnpaexa

JonosHUTENbHO BO3MOXHO NPOBECTU HAaCTPOMKY A3blKa Yepe3 KOHOUTYPALNOHHLIA daltnblitz.conf. Ana 3T0-
ro cnenyet oTpenaKTMPOBaTb pPas3fen AN HaCTPOMKK A3blka blitz.prod.local.idp.lang CO cieayoWUMn
napameTpamu:

® languages — CNMUCOK AOCTYMHbIX A3bIKOB. nepBblﬁ A3bIK B CNUCKE CHNTAETCA A3bIKOM NO YMONYAHUIO,

® portal-lang-cookie —UMSA (name) U JOMEH YCTaHOBKM (domain) cookie ¢ TeKyLwmMMm A3bIKOM NopTana
(onumoHanbHbIN). Ecnm nopTanbHasa cookie 3agaHa, To cmeHa asbika B Blitz Identity Provider coxpaHseTca
B YKa3aHHoW cookie;

® ignore—browser — BbIKIOYEH UAW HET PEKUM UTHOPUPOBAHUA A3bIKa Bpay3epa;

® lang-variants —nepe4yeHb UOeHMUGpUKAMOopPO8 crneyuaabHbix HA6OPO8 CMPOK 0718 0MOesnbHbIX MPUso-
eHuli (cTpaHuua 323).

Mpumep dparmeHTa KOHPUrypaumMoHHOro dalina:

"lang" : {
"ignore-browser" : true,
"languages" : [
"ru",
"en"
]I
"lang-variants": ["speciall", "special2"],
"portal-lang—-cookie" : {
"domain" : "domain.com",
"name" : "blitzlng"

Takum 06pasom, Hanpumep, ecav NPUMEHeHNe aHIIMMCKOTO A3blKa MHTepdelica He TpebyeTca, TO ero MOXHO
YOAAWUTb M3 NapameTpa languages.

5.3. MynbT1A3bIYHOCTD 316




Blitz Identity Provider, Bepcus 5.31

5.4 HacTpoiiku TeKcToB UHTepdeica

5.4.1 TeKcTtoBble coobwieHunsa seb-uHTepdeiica

Blitz Identity Provider no3sonseT MeHATb TEKCTOBbIE CTPOKM, UCNOAb3yeMble B MHTepdeice cuctemsbl. Jaa sTo-
ro Heob6xoAMMO OTpesaKTUPOBaTh Paln messages, Pa3MeELLEHHbIV B AUPEKTOPUMU /custom_messages/, AO-
6aBuB CTPOKY BMAa «MNapameTp=3HauyeHune», rae napametp — UAEHTUGMUKATOP TEKCTOBOI CTPOKK, a 3HaYeHune —
HeobXoaMMbII TEKCT.

Bce TeKcToBble CTPOKM, ncnonblyemble Blitz Identity Provider no ymonuaHuto, coxpaHeHbl B apXMBE messages .
zip, BXoAAWMM B cocTtas 0.

Hanpumep, cneayrowias CTPOKa OTBEYAET 3a TEKCT Ha GopMe perucTpaumm, rae pasmelleHa CCbl/ika Ha yC0Bus
NCNONb30BaHUA:

reg.page.reg.action.agreement=Haxumad Ha&nbsp; XHONKY &laquo; 3aperuCTPUPOBATLCAL
—raquo; Be&nNbsp;cornamaeTtech c&nbsp;<a href=" " target="_blank">yCcnoBHIMH..
< HCHONb30BaHUL</a>

[ns KoppeKTHoro oTobpaxkeHuma ¢hann fonKeH bbiTb COXpaHeH B KogupoBke UTF-8.

Mpn HeobxoAMMOCTU WM3MEHWUTb aHIUIACKUIA A3bIK cnefyeT [06aBUTb B YKasaHHYO AMpeKTopuio ¢ain
messages.en U U3MEHUTb B HeM Heobxoaumble daiinbl.

Mpn HeobX0AMMOCTU UCMO/b30BaTb B TEKCTaX CMMBOA @ €ro CaeayeT BBECTU ABaKAbl.

5.4.2 Wab6noHbl nucem n SMS-coobLieHuit

LLIabnoHbl nucem nNpeacTaBAAoT cOBON TEKCTOBbIE CTPOKM, COXPaHAEMble aHaNOrMYyHO OBbIYHbIM CTPOKaM B
Beb-nHTepdelice. X U3MeHeHne NPon3BOAMTCA aHANOTMYHbIM 06pasom.

Ucnonb3ayeTca yHUOULMPOBAHHbLIN popmaT KOA0B COOBLLEHWNI, KOTOPbLIA MMEEeT BUA,:

[message.$[prnna_cooémeHHﬁ].$[THH_0006meHHg].$[BapHaqu].$[KaHan].$[qaCTb]

Mcnonb3ytoTca rpynnbl coobLueHuns:
e notif -Ana MHGOPMALMOHHBIX coobLieHMi;
® reg - ANs B3aMMOAEWCTBUA C NONb30BaTeIeM NPU perncrpaLmu;
® recovery - A7 B3aUMOAENCTBUA C NO/Ib30BaTENEM NPU BOCCTAHOBAEHUN AOCTYNa;
e auth - ANA B3aMMOLENCTBUSA C NONb30BATENEM NPU AyTEHTUDUKALMM;
® profile - ANA B3aMMOLEWCTBUA C NONb30BaTeNeM B JIMUHOM KabuHeTe;
® api - ANA B3aMMOAEWCTBUA C NOSIb30BaTENEM NPU UCNOAb30BaHUK API.

Tunbl cOOBLWEHNI U3 Pa3AnYHBIX Fpynn:

notif
login_unknown_device
MHdopmMMpOBaHMe NONb30BATENA O BXOAE C HEM3BECTHOIO YCTPOMCTBA.
MNapameTpbl:
* device - KOg YCTPOWCTBa;
® device.msg - Ha3BaHWE YCTPOWCTBA, BbIYMCNEHHOE Yepes CTPOKY msg (audit .device.$ [device]);
* browser - bpay3ep Nonb3oBaTens;
* atpubyTbl U3 ceccuu Nosib3osBaTens;

® ua.name - UMA YCTPOICTBA;
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app.id - UAEHTUOUKATOP NPUNOKEHUS;
app . name - UMA MPUJIOXKeHUA;

ip - IP-agpec;

ip.country - CTPaHa,

ip.state - pervoH,

ip.city -ropog,

ip.lat - lUMpPOTa;

ip.1lng - A0NroTa;

ip.radius - pagMyc OKPECTHOCTH;
device.type - TUMN YCTPOMCTBA;

device.mkey - cO6paHHbIM KA4 Ana coobuweHuin, npasBuao ¢popmupoBaHuA: s"SdeviceType.
SosName. SosVer";

0S.name - UMS ONEPaLUOHHOW CUCTEMDI;
0s.ver - BEPCMS ONepaLMoHHON CUCTEMDbI;
os.mkey - COBPaHHbIN KNtoY ANa coobLLeHMI, NPpaBnao GopMUPOBaAHUA: s" SosName . SosVer";

event.time - Bpemsa cobbITUA (B unixtime).

B wabnoHe coobLieHna MOXKHO UCMONb30BaTb caeaytolme GyHKLUMU GopmaTUPOBaHUA:

S [<ATTR>&dic (<MSG_KEY_PREFIX>, <PARAM_ SUBSTITUTION>) ] - NONy4YeHUe 3HAYEHUA U3 CTPOKMU;

$[<ATTR>&formatUnixTime (dd MMMM YYYY r.,ru,GMT) ] - dopmaTMpoBaHue AaTbl U BPEMEHM, Fae
dd MMMM YYYYT.-wWwabi0H B popmaTte SimpleDateFormat, ru-/IOKajb (ONLMOHANbHO), GMT - TAaM30Ha
(onunoHanbHO).

B wabsoHe MOXKHO 334aBaTb YCNOBMUA Ha HanuuMe napameTpos. Creayowmini npumep No3sondeT oTobpasuTb
CNI0BO C'opom M 3HAUYEHMeE U3 NapaMeTpa ip.city NPU ero HaMumK, eCv e ip. city OTCYTCTBYET, TO He byaeT
NOKasaHo HUYero:

[$ [ip.city+Copon: ]1$[ip.city-]

Q coser

[nsa paboTbl Npumepa co3gaiTe U aKTUBUPYITE Mpouedypy 8xoda, Moayyarowyto 2e00aHHbIE Moab3oeamens
(cTpanuua 279).

link_social_network

NHbopMmMpoBaHMe Noab3oBaTeNA O MPUCOEAUHEHUN K COLMAMbHOW CETH.

MapameTpsbl:

fp.humanReadableName - Ha3BaHWe BHELWHEro NOCTaBLLMKa VILI,eHTMd)MKaU,VIM,'

anM6YTbI nosib3oBaTens.

change_pwd

NHdopmMpoBaHME NOAL30BATENA O CMEHE NapPOoNs.

MapameTpbl:

aTpubyTbl NoNb30BaTENA.
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changed_pwd_to_object
MHbopmUpoBaHMe O CMeHe NaponsA B 3aBUCUMOM YHETHOM 3anucu.
MapameTpbl:

7 7 obj.
® aTpubyTbl 3aBUCMMOMN yYEeTHOM 3anmcu ¢ npedbmnKcom bj

access_recovery
NHbopmMUpoBaHME NONb30BATENSA O BOCCTAHOB/IEHUM Napona
MapameTpsbl:

i anMGYTbI no/sib3oBaTenAa.

access_recovery_by_object
NHpopmmnpoBaHMe 0 BOCCTAHOBAEHMM NAPOAA B 3aBUCMMOM YYETHOM 3amnnCH.
MapameTpbl:

® aTpPUOYTbI 3aBMCMMOMN YYETHOM 3aNnCK C NPedUKCOM ob 7.

set_2factor_auth
NHbopmupoBaHue nonb3oBaTensa o HasHavyeHme BTOporo GakTopa ayTeHTUdUKaLmu.
MapameTpbl:

* method - KOA MeToAa ayTeHTUdUKaLMK;

¢ method.msg - UMA MeTOAA ayTeHTUMKALMM, NOYYEHHOE Yepe3 CTPOKY msg (message .method.name.
S [method];

hd anM6YTbI nosib3oBaTena.

granted_access_to
MHpopmmupoBaHmMe cybbeKkTa 0 NnpeaocTaBieHme AOCTyna K 06beKTy.
MapameTpbl:

e blitz_right - Kog npasa 4oCTyna;

* aTpubyTbl CYObEKTa;

® aTpubyTbl 06BbEKTA C NPedPUKCOM ob .

granted_access_on
NHpopmmnpoBaHmMe 06bEKTA O NpeaoCcTaBNeHNE AOCTyNa K HEMY.
MapameTpbl:

® blitz_right - Kog npasa AoCTyna;

® aTpubYTbI CybBEKT];

® aTpubYyTbl 06bEKTA C NpedUKCoOM ob .

revoked_access_to
NHbopmupoBaHue cybbekTa 06 0T3biBE A0CTYNa K 0OBEKTY.
MapameTpsbl:

® blitz_right - Kog npasa AocTyna;

® aTpubYTbI CybBEKT];
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® aTpubyTbl 06BEKTA C NPedPUKCOM ob.

revoked_access_on
MHpopmmupoBaHMe o6beKTa 06 0T3biBE LOCTYNa K HEMy.
MapameTpbl:

® blitz_right - Kog npasa 4OCTyna;

® aTpmbyTbl CyObEKTa;

® aTpubyTbl 06bEKTA C NpedPUKCOM ob.

on_registration
MHbopmMUpoBaHME NONb30BATENA O PETUCTPALLUM €0 YHETHOM 3anucu.
MapameTpbl:

e _entryPoint_ - KaHan perncrpauum;

® _appld_ - NpUNOXKeEHUE,

® requesterId_ - NPUNOXKEHUE,

® aTpubyTbl NoNb30BaTENA.

Mpumep cTpoku:

message.notif.login_unknown_device.email.body=YBaxaeMui nonb3oBaTens ! <br><br>Mb.
—>0BHApPYXHUIK, YTO BBl BOINIM B CHCTEMY C HOBOIO yCTpoHcTBa $[event.timeg
—formatUnixTime (dd MMMM YYYY r.,ru,GMT) ] :<br>$[device.mkey&dic (dics.devices, os.
—ver)], Opaysep $[ua.name&dic(dics.browsers) ]<br>Ecnu Bbl He COBEpIANU 3TO.

—IOeHcTBHe, oOpaTHUTECh K AaIMHHHUCTPATOPY .

reg
vrf_code
OTtnpaBKa KoAa NOATBEPKAEHNA KOHTAKTA NPU perucTpaumm.
MapameTpbl:
e code - KOA NOATBEPXKAEHUA;
e 1link - CCb/IKa ANS NOATBEPKAEHMA (TONbKO ANA email);
e req.ip - IP-agpec;
® reg.userAgent - userAgent NoJib30BaTenA;
e cfg.domain - AOMEH;

* aTpubyTbl NONb30BATENS N3 KOHTEKCTA PErncTpaLmm C NpedpuKcom attrs.

set_pwd_link
OTnpaBKa CCbI/IKM Ha CMEHY Mapoaa Npu perncTpaumnm (TonbKo A4NA KaHana email).
MapameTpsbl:

® 1link - CCbIJIKa Ha CTPaHULY CMEeHbl Napons;

® req.ip -IP-agpec;

® reg.userAgent - userAgent MoJib3oBaTenA;

® cfg.domain - 4OMEH;

i anM6YTbI nosib30BaTeNA U3 KOHTEKCTa perncrpaumnm c I'IDEC])MKCOM attrs.
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generated_pwd
OTnpaBKa Ha3HAYeHHOIo NPW perncTpaLmm napons (Tonbko Ansa kaHana SMS).
MapameTpbl:

® pwd - CTeHepPUPOBAHHbIM Napob;

e req.ip - IP-agpec;

® reg.userAgent - userAgent NMoJib3oBaTenA;

® cfg.domain - 4OMeH aTpPMOYTbI NONb30BATENA U3 KOHTEKCTA PErUCTPaLLMK C NPEPUKCOM attrs.

recovery
vrf_code
OTtnpaBKa KoAa NOATBEPKAEHUA KOHTAKTa NPU BOCCTaHOB/EHMM AOCTYMa.
MapameTpsbl:

® code - KOA NOATBEPXKAEHUA;

e 1ink - CCbl/IKa ANA NOATBEPKAEHMSA (TONbKO ANA email).

auth

vrf_code

OTnpaBKa Koga noATBepKAeHNA MOBUIbHOIO Homepa (KaHanbl: SMS/push).
MNapameTpbl:

® code - KOA NoATBEPXKAEHUA.

profile
vrf_code
OTnpaBKa KoZa NoATBEPKAEHWNA KOHTAKTa NPy U3MeHeHUU ero B JIMYHOM KabuHerTe.
MapameTpsbl:
® attr.msg - HaMMeHoBaHWe aTpubyTa B dopme npoduns;
® attr - Kog aTpnbyTa;
e 1link - CCbIKa ANS NOATBEPKAEHMA (TONbKO ANA email);

® code - KOA NOATBEPXKAEHMA.

api
vrf_code
Bapuauuu:
e Sattr.$rpld- OTAENbHO ANA AAHHOTO NPUNOXKEHNUA U aTpUbyTa;
® Sattr - OTAENbHO ANA AAHHOTO aTpubyTa.
OTnpaBKa Koga NoaTBEPKAEHMA KOHTaKTa Yepes API
MapameTpbl:
® code - KOA NOATBEPXKAEHUA;
e 1link - CCbl/IKa ANA NOATBEPKAEHMA (TONbKO ANA email);
® attr.value - HOBbIA KOHTAKT (e-mail Man mobunbHbIN TenedoH);

® attr - KoA4 anM6yTa KOHTaKTa.
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Bapunaumum no3sonAoT NOMMMO 6a30B0Oro WabsoHa coobLLeHNA 3a4aTb ero BapuaHTbl (Hanpumep, oTAeNbHbIV
WaboH B paspese NpUNoxKeHui). Haanume Bapnauum nposepseTcs No OCHOBHOMY LIAB/I0HY € TEKCTOM coobuue-
HMA (4acTb body). Ecv Bapmauma ocHOBHOro WaboHa onucaHa B CUCTEME, TO BCE OCTasIbHble WaboHbl (email .
subject,email.from, push.title)byayT NPUMEHATLCA CITOM Ke Bapuaumei. Eciv Bapmaumin HECKONIbKO, TO
OHW ByayT NPOBEPATLCSA B HEKOTOPOM 334aHHOM nopsaake (06blYHO OT Honbluen AeTannsaunmn K meHblueit). Mpu
OTCYTCTBMM BapuaLmii byaeT ncnoib3oBaH 6a3o8bi WabaoH. B 601bWKMHCTBE Cy4yaeB BapUaLLMK OTCYTCTBYHOT.

Bo3MOXHbI cneaytolime KaHanbl:
® sms - OTNpPaBKa coobuieHnit no SMS. YacTn ana sToro KaHana OTCYTCTBYIOT;
® email - OTNPaBKA COOBLLEHWNI NO INEKTPOHHOM NoyTe. YacTn AnA 3Toro KaHana:
— subject - TEM3;
— body - OCHOBHOE coAgepKaHue;
— from - oTNpaBuTeNnb (Heoba3aTeNbHO);
® push - OTNPaBKa push-ysegomneHuit. Yactn 4na sToro KaHana:
— title-Tema;
= body - OCHOBHOE coaepKaHune.
Mpumep Kntouyer ans coobweHnn Tuna login_unknown_device:
® message.notif.login_unknown_device.email.subject - TemMa coobuieHuma no email;
® message.notif.login_unknown_device.email.body - TEKCT cO0bLEHNA NO email;
® message.notif.login_unknown_device.email.from-oTnpaButens email coobuweHus;

® message.notif.login_unknown_device.sms — TEKCT coobuweHns no SMS.

5.4.3 UmeHa ycTpoiicTe n 6paysepos

B Blitz Identity Provider Mo}XHO HaCTPOWUTb MMEHA YCTPOMCTB (ONepaLMOHHbIX CUCTEM) U Bpay3epoB C TOYHOCTbIO
[0 Bepcuit. lns 3Toro B HY)XXHO €O34aTb B AUPEKTOPUU custom_messages B pailie messages CTPOKMU, UMEHA
KOTOPbIX COOTBETCTBYIOT C/IEAYIOLMM NaTTEPHAM:

e ansabpaysepoB—dics.browsers.<name>.[logaepKnBatoTca onpeaeneHue cneayowmx bpaysepos ans
NOACTAaHOBKM B <name>: Firefox, Opera, Chrome, Safari, IE, Edge, Yandex, Sputnik, unknown. B
TEKCT CTPOKM B KayecTBe CTPOKM NOACTaHOBKK {0} nepeaaeTcs Bepcua bpaysepa.

® [/1A YCTPOWCTB (ONepauMoHHbIX cUcTeM) —dics.devices.<typ>.<os>.<ver>. B KayecTBe <t yp> MOX-
HO YKa3blBaTb: kindle, mobile, tablet, iphone, windowsPhone, pc, ipad, playStation, unknown. B
KayecTBe <os> MOXHO YKa3blBaTb: Android, 10S, WindowsPhone, Windows, macOS, Linux, ChromeOS,
unknown. ECan gna <os> U <ver> He onpeaeneHa 4YacTHaa CTPoKa, To bepeTtca 6onee oblian cTpoka. B
TEKCT CTPOKU B KayecTBe CTPOKM NOACTaHOBKM {0} nepenaetca Bepcus 0|'|epaL|,V|OHHOl7| CUcCTtembl.

Mpumepbl CTPOK:

dics.browsers.Firefox=Firefox Browser {0}
dics.browsers.Opera=Opera {0}
dics.browsers.Chrome=Google Chrome {0}
dics.browsers.Safari=Safari {0}
dics.browsers.IE=Internet Explorer
dics.browsers.Edge=Microsoft Edge {0}
dics.browsers.Yandex=Hunexc.Bpaysep {0}
dics.browsers.Sputnik=CnyTHHuK
dics.devices.mobile=Mo6unbHOe YCTPOHUCTBO
dics.devices.mobile.Android=Android
dics.devices.mobile.Android.10=Android 10
dics.devices.mobile.Android. 9=Android 9
dics.devices.tablet=InaHmerT

(npogon:kaeTca Ha cnepytoLen cTpaHuLe)
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dics.

dics

(npoponkeHue c NpeablayLLei cTpaHuLbl)

devices.iphone=iPhone

.devices.iphone.i0S.14=iPhone (i0S {0})
dics.

dics.

dics.

dics.

dics.

dics.

dics.

dics.

dics.

dics.

dics.

devices.pc.macOS=macOS {0}
devices.pc.macOS.13=macOS Ventura {0}
devices.pc.macOS.12=macOS Monterey {0}
devices.pc.macOS.11=macOS Big Sur {0}
devices.pc.mac0S.10.15=macOS Catalina {0}
devices.pc.mac0S.10.14=macOS Mojave {0}
devices.pc.mac0S.10.13=macOS High Sierra {0}
devices.pc.mac0S.10.12=macOS Sierra {0}
devices.pc.Windows.8=Windows 8
devices.pc.Windows.10=Windows 10
devices.pc.Windows.1ll=Windows 11

5.4.4 CoobuweHusa ana pasHbIX NPUNONKEHUN

BO3MOKHO M3MEHEHWNE BCEX TEKCTOBbIX COODOLLEHMI U WabsoHOB TakMM 06pa3om, YTobbl MCNO/b30BANUCDH Che-
undurueckme TeKCTbl/WwabNoHb! AN Pa3HbIX NMPUIOKeHUA. Takum 06pasom MOXHO, Hanpumep, bpeHanpoBaTb
nucbMa, OTNPaBAAEMble NPU PEFUCTPALMM Ha pPa3HbIX CaMTax, NOAKNOUYEHHbIX K 0A4HON ycTaHoBKe Blitz Identity
Provider, unun fasaTb CCbIIKY HA CKaYMBaHME PA3/IMYHbLIX MPABUA UCMOb30BaHUA pecypca.

[na npuBAsKK Ha6opa wabnoHoB K KOHKPETHOMY NPUNOXKEHUIO cnedyeT BbINONHUTD Warn:

1. Co3gatb aK3emnaap d)al‘/'ma C TEKCTamu, KOTOprl7I 6y,u,eT MCNoNb30BaTbCA UCKIHOYUTENIBHO ON1A OAHHO-

ro NpuaoXKeHus. [1na 3Toro B AMPEKTOPUM custom_messages/ CO34aTb TEKCTOBbIN dalii messages.
ru-speciall (messages.en-speciall) 419 AAaHHOIO NPUNONKEHUA, e speciall — NnocnenoBaTeb-
HOCTb U3 5-8 cMBO0JI0B (gOoMNycKatoTcA Kak Undpbl, Tak 1 ByKBblI NaTUHCKOro andasuTa).

OTpeaaktnpoBatb palin messages.ru—-speciall (messages.en—-speciall), dobasus (cTpaHuua 317)
B Hero cneuudpuyeckmne CTPOKM ANa SAaHHOTO NPUOXKeHWs. Bce ocTasbHble CTPOKM ByayT B3ATbl U3 6asbl
CTPOK MO YMONYAHMIO.

OTpenaKktnpoBatb ¢pan blitz.conf cnegyrolwmm obpasom:

e B pasgene blitz.prod.local.idp.apps $aina HaWTU MAEHTUDUKATOP NPUNONKEHNA, KOTOPbIN
OOJIKEH MCNO/Ib30BaThb CO34aHHbIV ¢ann wabnoHa;

® 006aBUTb B HACTPOMKM MPU/IOXNKEHUA NapameTp BMAa "lang-variant” : "speciall", rge
speciall —MCNONb30BaHHAA ANA MapKMPOBKM WabnoHa nocnenoBaTeibHOCTb CUMBOJIOB.

Mpumep:

L

"demo—application" : {

"domain" : "http://testdomain.ru",

"lang-variant" : "speciall",

"name" : "test",

"oauth" : {
"autoConsent" : false,
"clientSecret" : "1234567890",
"defaultScopes" : [],
"enabled" : true,
"redirectUriPrefixes" : [

"http://localhost"

bo
"theme" : "default"

}

4. 3apeructpupoBaTb B pa3gene blitz.prod.local.idp.lang B HacTpoMKe lang-variant BCE MUC-

nonb3yemble 41 MapKUMPOBKM Pas/IMYHbIX MPUIOXKEHUI NOCNEAOBATENbHOCTM CUMBONOB (speciall,
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special?2).

Mocne 3Toro npu BXoae B NpUAOXKeHUe byaeT NCNoIb30BaTbCA CNeLMaibHO CO34aHHbIN $haia coobLeH .

5.4.5 CoobuieHuna BcnomoraTte/bHbIX NPUIoXKeHUH (pipes)

B Blitz Identity Provider MOXHO HacTPOUTb COOBLLEHMA BCMOMOraTeNbHOO MPUIONKEHUA, BbIMYCKAIOLLLEro KoY
6esonacHoctu (Passkey, WebAuthn, FIDO2) npu Bxoge nosb3oBaTens. MoHO HacTPOUTb Pa3Hble TEKCTbl CO-
06LEeHNt B 3aBMCMMOCTM OT YCTPOMICTB (ONepaumoHHbIX CUCTEM), MCNONb3YeMbIX NoAb3oBaTenem. 11 3Toro B
HY)KHO CO34aTb B AMPEKTOPUU custom_messages B QaliNe messages CTPOKU, UMEHA KOTOPbIX COOTBETCTBYIOT
cNegyroLwmMm naTTepHam:

® pipes.conf.webAuthn.addKey.<message-path>.<device-type>.<os>,
® login.outside.flow.error.internal.webAuthn.addKey.<device-type>.<os>.

B KauecTBe <message-path> yKa3blBaeTCA MMA CTPOKM (CM. HUXKe npumep). B KayecTBe <device-type> yKa-
3bIBAETCA TUMN YCTPOMCTBA: mobile, tablet, iphone, pc, ipad. B KauecTBe <os> MOXHO yKasblBaTb: Android,
10S, Windows, macOS, Linux, ChromeOS. Ecam gna <device-type> U <os> He onpeaeneHa YacTHaA CTPOKaQ,
To 6epeTca 6onee 06LLanA CTPOKA.

Mpumepbl CTPOK:

pipes.conf.webAuthn.addKey.page.title.pc.macOS=Bxon no Touch ID
pipes.conf.webAuthn.addKey.head.title.pc.macOS=Bxonm no Touch ID
pipes.conf.webAuthn.addKey.info.pc.macOS=Hcnons3orarb Touch ID unu mnapoib.

<+ KOMIIBIOTEPAa Mac Ond BXOLa B MNPHUIOXEHHH?
pipes.conf.webAuthn.addKey.finishInfo.pc.macOS=Bxon no Touch ID nnsg y4YeTHOH 3aNHCH._
—»HacTpoeH. HaxMmuTe xHONkKy "IIpomonxuTb"
pipes.conf.webAuthn.addKey.name.pc.macOS=Touch ID Ha Mac
login.outside.flow.error.internal.webAuthn.addKey.pc.macOS=llpousomna omubxa IPH._
—HacTpo¥ke Bxoma no Touch ID Ha Mac

pipes.conf.webAuthn.addKey.page.title.pc.Windows=Bxon uepez Windows Hello
pipes.conf.webAuthn.addKey.head.title.pc.Windows=Bxon uepes Windows Hello
pipes.conf.webAuthn.addKey.info.pc.Windows=Hcnonrv3oraTs PIN-XOHm KOMILIOTEPA, .
—~PacClIO3HaBaHUE JIHMIla HIHW OTIleuaTKa Ialblla OJI4d BXOOoa B annoerHg?
pipes.conf.webAuthn.addKey.finishInfo.pc.Windows=Bxon uepes3 Windows Hello mng.
—YYEeTHOH 3amnHCH HacTpoeH. HaxMmuTre xHomky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name.pc.Windows=Windows Hello
login.outside.flow.error.internal.webAuthn.addKey.pc.Windows=I[Ipousomna omudka IPH._
—HacTpoWke Bxoma uepes Windows Hello

pipes.conf.webAuthn.addKey.page.title.iphone.i0S=Bxon no Face ID
pipes.conf.webAuthn.addKey.head.title.iphone.10S=Bxonm no Face ID
pipes.conf.webAuthn.addKey.info.iphone.iOS=Hcnonv3oBaTts Face ID unu Touch ID.
—TenepoHa ONd BXOOA B MPHIOXEHHUI?
pipes.conf.webAuthn.addKey.finishInfo.iphone.i0S=Bxon uepe3 Face ID mnd yuYeTHOH.
—»3aluCH HacTpoeH. HaxmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name.iphone.iOS=Face ID Ha iPhone
login.outside.flow.error.internal.webAuthn.addKey.iphone.i0S=[pousomna omudka IPH._
—HaCTpoOHke Bxoma uepes Face ID

pipes.conf.webAuthn.addKey.page.title.ipad.i0S=Bxon no Touch ID
pipes.conf.webAuthn.addKey.head.title.ipad.i0S=Bxon no Touch ID
pipes.conf.webAuthn.addKey.info.ipad.i0S=Ucnonv3oraTts Touch ID nmaHmeTa ONd BXOIa.
B MPHUIOXEHHd?

pipes.conf.webAuthn.addKey.finishInfo.ipad.i0S=Bxon uepes Touch ID misgd yYeTHOH.
—»3alHuCH HacTpoeH. HaxMmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name.ipad.i0S=Touch ID Ha iPad

(npogon:kaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
login.outside.flow.error.internal.webAuthn.addKey.ipad.iOS=Illpousomna omubxa OPH._
—HacTpo¥ke Bxoma uepesa Touch ID

pipes.conf.webAuthn.addKey.page.title.mobile.Android=Bxon no pacno3HaABAHUIO IHLA.
—HIH OTIIedyaTKa IIallblia

pipes.conf.webAuthn.addKey.head.title.mobile.Android=Bxon NO pacHoO3HaBaHHIO NHIA_
—HIK OTIHNeYaTka nanbla

pipes.conf.webAuthn.addKey.info.mobile.Android=Hcnons30BaTh pacrno3HABAHHE JIHIA HIH.
—OTHeyYaTka nanblla OId BXOOAa B MPUIOXEHUH?
pipes.conf.webAuthn.addKey.finishInfo.mobile.Android=Bxon uyepes pacnosHaBaHHe IHIa.
WK OTHNedaTka Nanbla OiId YYEeTHOH 3aluCH HacTpoeH. Haxmure xHonky "Ilpomonxuts"
pipes.conf.webAuthn.addKey.name.mobile.Android=Smart Lock Ha Android
login.outside.flow.error.internal.webAuthn.addKey.mobile.Android=Ilpouszomna omubra..
—IPH HACTPOWKE BXOINAa uYepe3 pacClo3HaBaHMWE JHIla HIM OTIedaTka [albla

pipes.conf.webAuthn.addKey.page.title=Bxon no xnouy 6e30MNaCHOCTH
pipes.conf.webAuthn.addKey.head.title=Bxon no kxuaody 6e€30MNacHOCTH
pipes.conf.webAuthn.addKey.info=Ucnonv3oBaTs knouy 6eszonacHocTu FIDO2 mnd Bxoma B.
—TIPUINOXEHU I ?

pipes.conf.webAuthn.addKey.finishInfo=Bxon uepes xnou Ge30MaCHOCTH [OiId YUETHOH.
—»3aluCH HacTpoeH. HaxmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name=FIDO2

B Blitz ldentity Provider mMO)HO HacTPOWUTb TEKCTbl AAA BCMNOMOraTe/NIbHOro MNPUAOXKEHUA, MNOKa3blBato-
uero nosab3oBaTento COO6LLI,EHME npun BXxoae B NpuUaoOKeHue. ﬂ,/‘lﬂ 3TOro0 HYXXHO onpegenntb B AUNpPEK-
TOPUM custom_messages B ¢alfie messages CTPOKM AN HACTPOEHHbIX B blitz.prod.local.idp.
built-in-pipes.info NPUNONKEHUN C UX {id} BCNOMOrATE/IbHOIO NPUIOKEHUS.

Mpumep cTpoK:
® pipes.info.head.title.{id}: Ha3BaHUe BKNaAKUN
® pipes.info.page.title.{id}:3aron0BOK BCMOMOraTe/ibHOro NpuIoXKeHna
® pipes.info.message.{id}: TEKCT coobueHua
® pipes.info.read.{id}: Ha3BaHME KHOMNKMK (19 BCMOMOraTe/IbHbIX MPUMOKEHMUI C TUMOM KNEWS)

® pipes.info.agree.{id}: Ha3BaHMe NEPBON KHOMKMK (414 BCMOMOraTeNbHbIX NPUAOKEHUA C TUNOM
«agreement»)

® pipes.info.disagree.{id}: Ha3BaHME BTOPOI KHOMKM (4N BCMOMOraTeAbHbIX MPUAOKEHUI C TUMOM
«agreement»)

B Blitz Identity Provider Mo»KHO HacTPOWUTb TEKCTbI A5 BCNOMOraTe/IbHOTO NMPUIOMKEHMUSA, 3anpallnBaloLLEro y
nonb3oBaTena Npw Bxoae BbIGOP 3HAYEHUA M3 CNUCKA M COXPAHAIOLLErO pesy/bTaT Bblbopa B aTpMbyT yueTHOM
3anucu. na 3Toro HyXKHO onpeaennTb B AUPEKTOPUM custom_messages B pallie messages CTPOKM ANA Ha-
CTPOEHHbIXBblitz.prod.local.idp.built-in-pipes.choice NPUIOKEHUN C UX {id} BCMOMOraTenbHO-
ro NPUNOXKEHUA.

Mpumep cTpoK:
® pipes.choice.head.title.{id}: Ha3BaHMe BKIAOKN
® pipes.choice.page.title.{1id}:3aro/1I0OBOK BCNOMOraTe/lbHOro npuioxeHuns
® pipes.choice.info.{id}: TeKCT MHPOPMaLMKN NOA 3aroI0BKOM
. pipes.choice.button.{id}.{choiceId}:TEKcrHaKHOHKEBHGOpa
® pipes.choice.skip: TEKCT Ha KHOMKe NpPoONycKa

B Blitz Identity Provider Mo*KHO HacTPOUTb TEKCTbl A1 BCMNOMOraTe/IbHOrO MPUAONKEHUS, 3aMpallMBalOLEro Y
Nonb3oBaTeNA NPU BXOAE B MPUIOKEHWE BBOZ 3HAaYeHWs aTpubyTa. [aa 3TOro Hy)XXHO onpenenvTb B AUpPek-
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TOPUM custom_messages B aline messages CTPOKM, COOTBETCTBYIOLIME C/eAyOWEMY NATTEPHY — pipes.
act.attr. <message-path>.common.<attr-name>.B KayecTBe <message—path>yKa3blBaeTca UMA CTPO-
KM (CM. HMXKe npmmep). B KauecTBe <attr-name> yKa3blBAaeTCA MMA aTpmbyTa.

Mpumepbl CTPOK (B cnyyae 3anonHeHns atpubyTta family_name):

pipes.act.attr.page.title.common.family_name=Ilonreepxnenue GaMUIUU
pipes.act.attr.head.title.common.family_name=IonreepxneHue GaMUIUU
pipes.act.attr.info.confirm.common.family name=B yuyeTHOH 3alMCH yKa3aHa Bala..
—damMunug?<br>[poBepbTe M HAXMHTe KHONKy <b>[MonTBepnuTb</b>.
pipes.act.attr.info.enter.common.family_name=B yuYeTHOH 3aluCU He ykaszaHa daMulud.
—<br>BBenuTe U HaXMUTe KHOMNKYy <b>[omTBepmurTb</b>.
pipes.act.attr.label.common.family name=®amMunud
pipes.act.attr.msg.required.msg.common.surname=BBenuTte $aMHIHIO

5.5 Jlorotunbl KHONOK BXOAa Yepe3 cepBUCbl BHELUHUX NOCTABLLUKOB

B Blitz Identity Provider Mo}XHO M3MEHUTb NOroTUMbI, OTOBpaXKaemble Ha KHOMKax BXOAa Yyepe3 BHELWHMUe no-
CTaBLWMKM naeHTUdUKauMM (coumanbHble CETU) HA CTPAHMULLE BXOAA M KHOMOK NPUBA30OK BHELWHMX NOCTaBLLMKOB
naeHTUGMKaLUUM B IMMHOM KabuHeTe.

[N HacTPOMKM HY}KHO CO34aTb B AUPEKTOPUU custom_messages B Qalne messages CTPOKU, UMEHA KOTOPbIX
COOTBETCTBYIOT C/IEAYIOLLMM NaTTEPHAM:

® [ONA CTpaHUUbl BXoaa —meth-logo.${type}.S${name}
® N8 INYHOTO KabuHeTa — social-icon.${type}.${name}

B ${type} YKasblBaeTCA TMN BHELHEro NOCTABLLMKA UAEHTUOUKALMK, B ${name} — MMA NMOCTABLUMKA MAEHTU-
duKaumu. 3HayeHun bepytca U3 Hacmpoek (cTpaHuua 139).

B 3HaYeHMM CTPOK YKa3bIBAOTCA MMEHa <icon class>, NPUCBAUBAEMble KHOMKaM.

Mpumepbl CTPOK:

social-icon.saml.demo-idp=saml-demo
social—-icon.esia.esia_l=esia
meth-logo.saml.demo-idp=meth-saml-demo
meth-logo.esia=meth-esia
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haBa 6

HacTpoku KoHpuUrypaumoHHbix pamnos

6.1

MonHbiN cnucok ¢painnos

HacTpoiiku Blitz Identity Provider, Kpome npunoxeHnablitz—keeper, PacnosioXKeHbl B Katanore /usr/share/
identityblitz/blitz-config.

CnK1COK BNOXKEHHDBIX AMPEKTOPUIA U GainoB:

apps/ — HaCMpoUKu NooKMAOYeHHbIX npunoxeHuli (cTpaHuua 380);
assets/ — HaCTPOMKM NONb30BaTENbCKOIO MHTepdeiica. Cm.:
— Ucnonb3osaHue u 0bHosseHUe raa2uHa (cTpaHuua 96),
— BHewHue nocmasuwjuxku uéeHmugukayuu (ctpaHmua 139),
— CmpaHuya exoda (cTpaHuua 305);
custom_messages/ — CMPOKU M0Mb308amesnbcKo2o UHMepgpelica (ctpanuua 317);

devices/ — 8crnomozamesnbHble Kamasnoau 048 0bpabomku 3a2py3ku HOTP u TOTP ycmpolicme (cTpaHu-
ua 123);

/dynamic/idstore/ — Mone308amesnscKue npoyedypsl 078 KACMOMU3AUUU A02UKU onepayuli ¢ XpaHu-
AUWAMU OaHHbIX (CTpaHunua 287);

flows/ — npoyedypsl 8x0da (cTpaHuua 260);

saml/ — Hacmpoliku SAML (cTpaHuua 234);

simple/ — HacmpoliKku MoOKAYeHUA npunoxceHuli no npomokony Simple (ctpaHuua 226);
token_exchange/rules/ — HacTPOMKM NpaBua ob6MeHa MapKepoB AOCTyNa;

blitz.conf —ocHoeHol ¢halin KoHguzypayuu (cTpaHuua 328);

boot . conf — HAaCTPOMKM NyTeNn K KOHOUrypaLMOHHbIM dbannam;

console.conf — HACMPOUKU KOHCOAU ynpaeneHus (cTpaHuua 393);

credentials — y4emHsie 3anucu aOMUHUCMPAMOpPO8 KOHCOAU ynpasaeHus (cTpaHuua 395);
play.conf — HAaCTPOMKM CEPBEPOB NPUNOKEHUN. CM.:

— YCTaHOBKa KOHCO/IM ynpaBaeHua blitz-console B O6Was UHCMPYKYUA no ycmaHosKe (CTpaHu-
ua?7),

— [fomeH Blitz Identity Provider (ctpaHuua 350);

logback.xml — HaCTPOMKM }KYPHANNPOBAHUA COBBITUI U OLLIMOOK.
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BONbLWWHCTBO HACTPOEK 3a43aEeTCA C UCMOIb30BAHWMEM KOHCOAW ynpaBaeHus. [aa paga HacTpoek HeobxoaMmo
CaMOCTOATENbHOE PEAAKTMPOBAHUE KOHPUIYPaUMOHHbIX daitnos. Takne HACTPOMKM ONMCaHbl fanee B Noapas-
aenax.

KoHdurypaumoHHbI daiin npunoxeHus blitz-keeper pacnonoxeH B /etc/blitz-keeper. Mcnonb3ytoTca cne-
ayoume KoHPUrypaumoHHole ¢annol:

® blitz-keeper.conf — HaCTPOMKM W/O3a He3oMnacHoOCTY;

® blitz-keeper—log4j.xml — HACTPOWMKN XKYPHANNPOBAHNA COOLITUI U OLIMBOK.

6.2 Hactpoiiku B ¢aiine blitz.conf

OCHOBHOM KOHOUIYPaLUMOHHBIN bain blitz.conf COCTOUT U3 cneaytowmx 610KOB HAaCTPOEK, UMEOLLMX Cneay-
toLLee HasHauYeHue:

blitz.
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
cen;

blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz

blitz.

prod

.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

.prod.

.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

prod.

.local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

idp.

idp

idp.

idp.

idp

idp.

idp.

idp

idp.

idp.
idp.
idp.
idp.
idp.
idp.

idp.

idp

idp

idp.
idp.

idp.

idp
idp

idp

apps — HAaCTPOMKM NOAKNOUYEHHDbIX MPUIOKEHWIA;

.apps—source — pPacnojioxKeHne HaCTpoeK NOAKNHYEHHbIX I'IpMﬂO)KeHVIVI;

audit — HacTPOMKKM pernctpaumm cobbitnin 6e3onacHocTu;

captcha — HacTpolKu Bzanmogenctems c cepsncom CAPTCHA;

.events — HaCTPOWKK OTMNPaBKKU COBbITUIA B o4epess;

federation — HaCTPOMKM BHELIHUX MNOCTABLUMKOB MAEHTUDUKALMM;

flexible—flows — HaCTPOMKK NpoLeayp BXoAa;

.id-attrs — HaCTPOIKM aTpnbyTOB;

id-stores — HAaCTPOWKM XpaHEeHUA aTPMBYTOB B XPaHWUAULLE YYETHbIX 3anu-

internal-store — HAaCTPOMKM NoaktoveHus K CYb[;
keystore — HAaCTPOMKM JOCTYNA K XPAaHUAULLY KNtOYeNn;
lang — fA3blKoBble HacTpoWku Blitz Identity Provider;
license — IMLLEH3NOHHbLIN Katod Blitz Idenity Provider;
logger — HAaCTPOWMKM NOITepos;

login — HaCTPOMKM METOLOB ayTeHTUDUKALMM;

logout — HaCTPOWKM NpoLecca norayTa;

.messages — HACTPOWKKN daiinos coobLyeHni;

.messaging — HAaCTPOMKM BbI30Ba CEPBUCOB NHGOPMUPOBAHMS;

net — HaCTPOWKM ceTu;
notifier —HaCTPOMKMN yBEAOMAEHWNIN O CODLITUAX;

oauth — HAaCcTPOMKM paspelueHuii (scope);

.password-policy — HaCTPOWMKMN NAPO/IbHOWN NOAUTUKY;
.play — HacTpolKu cepsepa npuaoxeHnit Blitz Identity Provider;

.provisioning — HacTPOMKM CEPBUCOB PErncTpaumuu nosab3osBaTenein n Boc-

CTaHOBNEHMA 3abbITOro naponsa;

blitz.prod.local.idp.realms—HaCcTPOiKK WndpoBaHNA NAEHTUGUKATOPOB NPUNONKEHWI (AOMEHDI
NPWBATHOCTK);

blitz.prod.local.idp.rest - HACTPOIKM A0BABNAEHUA HOBbIX pPaspeLleHuii (scopes);

blitz.prod.local.idp.rights —HaCTPONKM NpaB AOCTyNa;
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® blitz.prod.local.idp.saml — HacTpolku SAML;

® blitz.prod.local.idp.scopes—-source - HACTPOMKM XpPaHEHUSA paspeLleHuii (scopes);
e blitz.prod.local.idp.stores — HacTponKkM ocHoBHOM CYB/;

® blitz.prod.local.idp.tasks — HaCTPOWKN MexaHM3Ma 06pPaboTKM 3aay;

® blitz.prod.local.idp.user-profile —HacTPONKM INYHOIO KabMHET];

e blitz.prod.local.idp.webAuthn —HaCcTPOWNKM KAtoYen 6e3onacHoCTH;

* home — NyTb K KaTanory yctaHoBku Blitz Identity Provider Ha cepBepe npuaoxeHuUN.

[anee npueeaeHo onncaHMe HacTPOEK, HEAOCTYMHbIX U3 KOHCOMM YNpaBAeHUA, U NPOBOAUMbIX NOCPEACTBOM
pefakTUPOBAHUA KOHPUTYPALMOHHOIO panna blitz.conf.

6.2.1 JlorMHbl U naponun

Konuuecteo npoBepoK naponsa

MOXHO YCTaHOBUTb OFrpaHUYEHNE Ha KOIMYECTBO OAHOBPEMEHHbIX MAPO/IbHbIX ayTEHTUOUKALMI C O4UHAKOBbBIM
JIOTMHOM NO/1b30BaTENA 3@ Nepuog, BpemeHu. Mo yMon4aHuUIo YCTaHOBNEH pexum, 4To Blitz Identity Provider pas-
pellaeT NpoinTh He 6osee 3 ayTeHTUMKALMI HA OAWH U TOT Ke NOTUH B TeyeHme 600 mc. YTobbl CKOPPEKTMPOBATH
CTaHOAPTHbIE HAaCTPOMKKU, HEOBXOANMO B KOHOUIYpaunoHHoOM daine blitz.conf f06aBUTb B pasgen blitz.
prod.local.idp.login.methods.password cneayouwmii 610K:

"throughput": {
"limit": 3,
"window": 600

CmeHa napons npu exoae

Ecnu Blitz Identity Provider nogkntoueH K XpaHUAULLY YYETHbIX 3aMMCel, B KOTOpOe pa3pelleHa 3anuch (XpaHu-
NVLLE He B pexmnme «TONbKO 1A YTEHUA»), TO NPU BXOAE NONb30BaTENS C YYETHOM 3aMMUCbIO U3 3TOMO XPaHMANULLA,
€C/M Napo/ibHasA NOAUTMKA NOTPebYeT OT N0/Ib30BaTENS CMEHbI NAPOA, TO NONb30BaTENO ByAeT NoKasaH 3KpaH
NU3MeHeHus Naposs (c npocbboii BBECTU CTApbIi M HOBbIN Naponb). MHoraa oTobpaykeHMe 3KpaHa CMeHbl Maposis
Npu BXoAe HexkenatesibHo. OTK/IIOUUTb SKPaH MOMKHO C MOMOLLLbIO 331aHUSA B KOHUTYpaunoHHOM daineblitz.
conf Bpa3geneblitz.prod.local.idp.login.methods.password caeaytouwero 610Ka HacTpoek:

"changePasswordMode": {
"type": "except_for",
"idStores":["ldapl", "ldap2"]

B HacTpoiKe idStores HYXXHO NEPEUYUCUTb UAEHTUOUKATOPBI TEX XPAHWUIULL, YY4ETHbIX 3anucel, AN1A KOTOPbIX
No/Ab30BATE/NIO HE AO/IKHA NpeanaraTbCs CMeHa Nnaponas Npu BXoAe.

CucTemHble UMeHa noneit 10ruHa n naponsa

Mo ymonuanwutio Blitz Identity Provider Ha cTpaHuULe BBOAa I0rMHA M Napoas Ha3biBaeT No/iA BBOAA /IOrMHa U Napo-
na ngeHTMduMKaTopamm login U password. MNpun BHegpeHun Blitz Identity Provider npu murpauum c cywecTsy-
tOLLEN CUCTEMBI BXOAa, B KOTOPOI MCNONb30BANNCh APYTrMe Ha3BaHMA NONEN, MOXKET CylecTBoBaTb TpeboBaHue,
YTO HYXHO coxpaHuTb B Blitz Identity Provider npexHue ncnonbsyemble HazBaHMA Nosiei. ITO MOXKeT BbITb No-
Ne3HO, TaK Kak HeKoTopble bpay3epbl, COXPaHMBLLME NOTUHbI U Napo/In NOIb30BaTeNEN, U UCNONb3YIOLIME UX ANA
aBTONOACTAHOBKM, CMOTYT NPOAO/IKATL OCYLLECTBAATL aBTONOACTAHOBKY COXPAaHEHHbIX 3HAYEHUI M Npu nepe-
K/tOY4EHMM CUCTEMbI BXOZA HA ncnonb3oBaHue Blitz Identity Provider, npu ycnoBun coxpaHeHUa AOMEHA CTPaHU-
Lbl BXOAA M Ha3BaHWA No/el Ha CTpaHuLEe BXoAa.

[ns yctaHoBKM Tpebyemblx Ha3BaHWIM Nonen BBOAA /IOTMHA U NAponsa Heobxoammo B 610K HacTpoek blitz.
prod.local.idp.password A06aBUTb CreaytowmMe HAaCTPOMKM:

6.2. Hactpoiiku B ¢aiine blitz.conf 329



Blitz Identity Provider, Bepcus 5.31

® loginInputName — MAEHTM¢MK3T0p nonAa eeBo4a /I0OrMHa Ha CTpaHuue BXxoAaa;
® passwordInputName — VI,CI,eHTMd)VIKaTOp nona eBo4a Naposia Ha CTpaHUUE BXoda.

[Mpumep HacTpoekK:

"password" : {
"loginInputName" : "j_username",
"passwordInputName" : "j_password",

6.2.2 ATpmbyTbl

BHewHui Bannpartop atpubyTa

Ecnun BO3MOXKHOCTEN, NPeaoCTaBAfAeMbIX TPasuaamMu npeobpaszosaHus (CTpaHWLa 65) BXOAHbIX 3HAYEHWI € No-
MOLLbIO PEryNAPHbIX BbIPaXKeHW HeAOCTaTOYHO AN peanusaunm Tpebyemoit BU3HeC-N10rMKN NPOBEPKM A0My-
CTUMOCTV 3Ha4YeHus aTpubyTa, To 414 aTpMbyTa MOXKHO 3aMPOrPaMmmmnPOBaTh U HACTPOUTb UCMO/Ib30BaHUE BHELL-
Hero saaugaropa.

[lns 3TOro HY»KHO CO34aTb NPOrPamMMy C BHELIHWM BannaaTopom u cobpats ee B JAR-daiin.

Co3paHHbIv JAR-dalin HyXXHO CKONMPOBATb Ha cepBepsbl ¢ NpuaoxkeHuamu Blitz Identity Provider. Aaopec pasme-
weHuna JAR-dalinos nponucatb B Java-onumio extensionsDir.

Mpumep:

[export JAVA_OPTS="5 -DextensionsDir=/usr/share/identityblitz/extensions" J

B 610Ke HacTpoek aTpubyToB blitz.prod.local.idp.id-attrs.attrsMeta B 610K onucaHma atpubyTa,
[O/19 KOTOPOTO HY}KHO BK/IOYUTL MPOBEPKY Yepes BHELWHWI BaMAATOp, Heobxoanumo fob6aBuTb B 6/10Ke source
60K validators:

® B HacTpolKe className NPONMCaTb agpec Java-Knacca, peannsyroLLero MnieMeHTaumo nHtepdelica
AttributevValidator u3 Blitz JDK;

e B 6/10Ke conf NponucaTb HACTPOMKM, Nepeatowmeca B BaanaaTop.

"id-attrs" : {
"attrsMeta" : [
{
{
"class" : "verified-mobile",
"format" : "string",
"name" : "phone_number",
"realmed" : false,
"required" : false,
"searchable" : true,
"source" : {
"validators" : [
{
"className" : "validator.MobileValidator",
"conf" : {
"confl" : "valuel"
}
}
I
"type" : "idStore"
br

(npoponkaertca Ha cneayowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"unique" : false
b

TpaHcnaTop aTpubyTa

C aTpMbyTOM MOXKHO acCOLMMPOBaTbL TPAHCAATOP, ONUCLIBAIOLWMI NpaBuaa NpeobpasoBaHuaA aTpubyTa Npu Yte-

HuuM u3 LDAP-KaTanora v npu 3anucu B LDAP-kaTtanor. s aToro Heobxoanmmo:

1. B 6/10Ke HacTpoeK xpaHunuLLa aTpnbyTa HaUTK pa3aen HaCTPOEK COOTBETCTBUA aTpubyToB blitz.prod.

local.idp.id-stores.list.mappingRules.

2. B gaHHOM pasaene HalTU pa3gen onucaHua aTpubyTa, AN KOTOPOTO HYXKHO BKAKOYUTL TPAHCAATOP.

3. B aTOT pasgen pobaButb 670K translator € HAcTPOMKOM className, B KOTOPOW YyKasaTb MMA

Java-Knacca, peanusyowero aAroput™ TPaHCAALMMN.

-

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "attribute name in Blitz IDP",
"storeAttr" : "attribute name in LDAP",
"translator" : {
"className"
"className"
}
}
1/
b
1
}

[py NCcNONb30BaHMMN CAMOCTOATENBHO pa3pa60TaHHoro TPaHCNATOPA HeOﬁXO,CI,MMOI

1. Co3patb NporpaMmmy C BHELHWM TPAHCAATOPOM U cobpaTb ee B JAR-daiin.

@ BaxHo
Java-knacc anroputma TPaHCAAUMM  OO/MKEH pPeanusoBbiBaTb  MMMNJEMeHTauuio UHTepdeica
LdapAttributeTranslator us Blitz JDK.
2. Co3pgaHHbI JAR-dain ckonmposaTb Ha cepBepbl ¢ npunoxkeHnamu Blitz Identity Provider.
3. Agpec pasmeueHuns JAR-daiinos nponucatb B Java-onumio extensionsDir.
export JAVA_OPTS="S$ -DextensionsDir=/usr/share/identityblitz/
—extensions"
[na HeKkoTopbix 3agad Blitz Identity Provider npegocrasnaeT BCTpoeHHble Java-Kaaccbl:
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® TpaHCAATOp Ans aTpmbyTa objectGUID U3 Active Directory, nossonsatowmnin npeacTaBuTb 3TOT aTpUBYT He
B balToBOM BUAe, a B popme cTpokn GUID. Umsa BCTpoeHHOro Java-knacca com.identityblitz.idp.
store.ldap.core.translator.ObjectGUIDTranslator

-

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "objectGUID",
"storeAttr" : "objectGUID",
"translator" : {
"className"

"com.identityblitz.idp.store.ldap.core.translator.
—0ObjectGUIDTranslator"
}

Hy

® TPAHCAATOPLI ANA NEepPeBoAa 3HaYeHUa aTpubyTa B HUMKHWIA PErUCTP, B BEPXHMIA PErUCTP UAKN B PEXUM
initcap (TO eCTb NepBbIN CUMBO/ B BEPXHUI PETUCTP, @ OCTa/IbHbIE — B HUMKHUN).

lNepeyeHb BCTpOEHHbIX Java-KNaccos:

p
com.identityblitz.idp.store.ldap.core.translator.LowerCaseTranslator

com.identityblitz.idp.store.ldap.core.translator.UpperCaseTranslator

com.identityblitz.idp.store.ldap.core.translator.InitCapTranslator
.

Nnctunr 1: Npumep nepeBoga atpubyTa email B HUKHUIA pernctp

-

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "email",
"storeAttr" : "email",
"translator"™ : {
"className" : "com.identityblitz.idp.store.ldap.core.

—translator.LowerCaseTranslator"

}

by
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Nnctunr 2: Npumep nepesoga atpubyTa fullname B BepxHUit pernctp

"id-stores" : {
"list" : [
{
"mappingRules" : [
{

"name" : "fullname",

"storeAttr" : "fullName",
"translator"™ : {

"className" : "com.identityblitz.idp.store.ldap.core.

—translator.UpperCaseTranslator"

}

by

Nnctunr 3: NMpumep nepesoga atpubyTa hame B peXum initcap

"id-stores" : {
"list" : [
{

"mappingRules" : [

{
"name" : "name",
"storeAttr" : "givenName",
"translator" : {
"className" : "com.identityblitz.idp.store.ldap.core.

—translator.InitCapTranslator"

}

by

® TPpaHCNATOpP ANA anVI6yTa objectSID ANA ero KoHsepTauuu B CTpOKOBbII?I BuA. Umsa BCTPOEHHOIO
Java-Knacca com.identityblitz.idp.store.ldap.core.translator.ObjectSIDTranslator
[nAa KoHBepTMPOBAHHOIO aTpMbyTa BO3MOXKEH MOMUCK, NPW 3TOM onepauua LIKE He NoAAepiKuBaeTcs.
TaK¥e Henb3a ero USMeHATb U 3a4aBaTb NpPU CoO34aHUN.

Mpumep HacTPOIKK:

"id-stores" : {
"list" : [
{

"mappingRules" : [

(npoponkaeTca Ha cnepytoLen cTpaHuLEe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name": "objectSID",
"storeAttr": "objectSID",
"translator": {
"className": "com.identityblitz.idp.store.ldap.core.
—translator.ObjectSIDTranslator"

}

by

6.2.3 dneKkTpoHHaa noanuch

Bbl30B BHeLHero cepsuca nposepku M

[na nHTerpaumm ¢ BHEWHMM CEPBMCOM MPOBEPKU INEKTPOHHOM NoanucK AoAXHa 6biTb paspaboTaHa cneuu-
anbHasa 6ubnmoTeKka nposepkun noanucu. Cuctema byaget NPonsBoAUTb NPOBEPKY 3NEKTPOHHOMN NoanucK Yyepes
3Ty CUCTEMY NOC/IE MPONMCbIBAHNA AaHHOM 6MBAMOTEKM B KOHOUIYPaLMOHHOM daline, B pasgene blitz.prod.
local.idp.login.methods.x509, cneayrolwmm obpasom:

"x509-verifier" : {
"javaClass" : "<Java-kmnacc peanusalu¥ KOHHeKTOpa>",
"pathToJar" : "/usr/../check-signature-1.0.0.Jjar",
"signatureValidationServiceUrl" : "<ampec cepsBuca >"

Bbi3oB nnaruHa 30N

[NnA 3afaHNA HeCcTaHAAPTHbIX HACTPOEK BbI30OBa NArMHA 31EKTPOHHOM No4NUCK NPK 3anpoce BXoAa N0/b30Ba-
Te/NleM MO 3/1eKTPOHHOM NOoANUCK HEObXoANMMO B KOHOUIypaunoHHoM daline B pasaene blitz.prod.local.
idp.login.methods.x509 HeobxoauMmo co3aaTb 610K HACTPOEK plugin € NepeonpeseneHHbIMU HACTPOMKa-
MW Bbl30Ba MAaruMHa:

"plugin" : {
"allModulesEnabled" : false,
"capi" : {
"providers" : [

{

"name" : "Crypto-Pro GOST R 34.10-2001 Cryptographic Service.
—~Provider",
"pinMode" : 1
by
{
"name" : "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic.
—~Service Provider",
"pinMode" : 1
by
{
"name" : "Infotecs Cryptographic Service Provider",
"pinMode" : 1
by
{
"name" : "Signal-COM GOST R 34.10-2012 (512) Cryptographic Provider

(npoponkaertca Ha cneaytolen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"pinMode" : 1
by
{
"name" : "Signal-COM CPGOST Cryptographic Provider",
"pinMode" : 1
by
{
"name" : "Signal-COM GOST R 34.10-2012 (256) Cryptographic Provider
(4‘"1
"pinMode" : 1
}
1s
"stores" : []
by
"modules" : [
"capi",

"Aladdin R.D. Unified JaCarta",
"ISBC ESMART",

"Rutoken",

"SafeNet"

B 6710Ke KOHOUIYPaLMM MOXKHO y6paTh ULLHME MOAYAM M3 modules U providers, YTOBbI OFPaHUUUTL NepeyeHb
JLOCTYMHbIX CPeACTB 3NeKTPOHHOMN nognucu. Takxe 418 UCNONb3yeMbIX MPOBaiAepOB MOXKHO HaCTPOUTL PEKUM
BBO/A NMH-KOJa COMNACHO JOKYMEHTaLMMN Ha NnaruH’2.

Ecnn Heobxoaumo, 4uTobbl oTobpakanmcb TobKO Kaoum nognuck ns peectpa OC Windows, AocTynHble Yyepes
MS CAPI, To 610K HacTPOEK A0/IKEH UMETb CNeayoLWnii BUA:

"plugin": {
"allModulesEnabled": false,
"capi": {

"stores": [
{
"name": "My"
}
]
br
"modules": []
}

6.2.4 CAPTCHA
reCAPTCHA

Ons otobpakeHun cepsmca reCAPTCHA npu Bxoge Mo SIOrMHY M Naposito He0H6X0AMMO BHECTU U3MEHEHMUSA B KOH-
burypaumoHHbIit Gaitn, a TakXkKe 3arpy3uTb Heobxoammsbie daiinbl (CSS u JS).

MN3meHeHMA KoHbUrypaumoHHoro daina Ao/xKHbl 6bITb Npon3BeaeHbl:

* B 6/10Ke HacTpoeK blitz.prod.local.idp.captcha. pMMep 3aNMcK HaCTPOMKM NPUBEAEH HUKE:

"captcha" : {
"exampleCaptcha": {

(npoponkaetcs Ha crefytoleit cTpaHumue)

72 https://identityblitz.ru/products/smart-card-plugin/documentation/?ref=p_pl#document-9
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(npogonkeHune ¢ NnpeablayLLen CTPAHULbI)

"operations": [
{
"call": {

"headers": [
"accept:application/Jjson",
"Authorization:Bearer ${cfg.bearerToken}"

Is

"method": "post",

"url": "https://captcha.example.com/captcha/1.0.0/check?

—uniqueFormHash=$ {ste.uniqueFormHash}&code=${ocp.code}&options[system]=${cfg.
—system}&options [token]=${cfg.token}"
by
"check": {
"errRegExp": {},
"okRegExp": {

"error": "O"
}
by
"name": "check",
"newState": {
"uniqueFormHash": "${rsp.result.uniqueFormHash-}"
}
by
{
"call": {
"headers": [
"accept:application/Jjson",
"Authorization:Bearer ${cfg.bearerToken}"
Is
"method": "get",
"url": "https://captcha.example.com/captcha/1.0.0/create?type=$

—~{cfg.type}&options[system]=S${cfg.system}&options[token]=S${cfg.token}"
}I
"name": "create",
"newState": {

"uniqueFormHash": "${rsp.result.uniqueFormHash—-}"

"call": {
"headers": [
"accept:application/Jjson",
"Authorization:Bearer ${cfg.bearerToken}"
Is
"method": "post",
"url": "https://captcha.example.com/captcha/1.0.0/refresh?
—uniqueFormHash=$ {ste.uniqueFormHash}&type=${cfg.type}&options[system]=${cfg.
—system}&options [token]=${cfg.token}"
}l

"name": "refresh"
}
1,
"plainParams": {
"type": "arithmetic"
by
"secureParams": {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"bearerToken": "<access_token>",
"system": "<system_id>",
"token": "<system_token>"

B aTom 610Ke comepkaTcsa napameTpbl Bbi3oBa Tpex meToaos cepsuca reCAPTCHA (create, check, refresh), a
TaK)Ke CEKPEeTHble NapameTpbl — MapKep JocTyna (bearerToken), MAEHTUPUKATOP CUCTEMBI (system), @ TaKKe
TOKEH cucTeMbl (token).

¢ B 6/10Ke HacTPOEK BXOAA MO JIOTUHY M Naponto blitz.prod.local.idp.password. BHyTpu aToro 610Ka
cnepyet no6asuTb 610K capt cha M HACTPOUTL COFIACHO NPUMEpY:

"captcha" : {

"enabled": true,

"initJs": "require (['https://demo.reaxoft.ru/themes/default/assets/js/
—passwordCaptcha.js', 'captcha-conf'], function (captcha, conf){ captcha (conf,
—'https://demo.reaxoft.ru/themes/default/assets/css/passwordCaptcha.css'); });",

"mode": {

"type": "always_on"
by
"name": "exampleCaptcha"

B 3TOM 6/10Ke cefyeT HaCTpOoUTb Cleayloume napameTpbi:
® enabled — NpuU3HaK Toro, BKAtoyeHa CAPTCHA unu HeT (true/false);

® initJs—COAEPKUT CCbIIKM Ha JS-cKpmnT 1 CSS-CTUAM, 3arpyr*Kaemble Ha CTPaHULLE BXOAa U Heobxoanmble
Ana otobpaxkeHunsn/sbizosa CAPTCHA Ha cTpaHuLe BXoAa;

* mode — pexxum otobpaxkeHns CAPTCHA, npenyCMOTPEHbI CAeayoLLNE PEXMUMBI:
— always_on— CAPTCHA otobparkaeTtcs Bceraa;

— on_header — CAPTCHA oTobparkaeTca, ec/iv B 3anpoce ecTb 3aro/I0BOK, YKa3aHHbI B Napamerpe
name, U 3HAa4YEHUEM, YKa3aHHOM B NapameTpe value.

— by_brute_force_protection— CAPTCHA otobpakaetcs, ecaum Blitz Identity Provider o6Hapyxun
noabop Naponsa K KOHKPETHOW YYETHOM 3anmncu MaM MaccoBbit Nogbop Napons Ko BCEM yYETHbIM
3anucam.

Mpu ncnonb3oBaHUM pexuma by_brute_force_protection TpebyeTcs AONOAHUTENbHO CO3AaTb B B0Ke
blitz.prod.local.idp.password 610K HacTPOEK bruteForceProtection CO CNeAyHOLWMMM HACTPOMKa-
Mmu:

* disabled — BbIK/lOYEHa MW HeT 3awmTa (true/false);
e captcha — ucnonb3osaTb an Tect CAPTCHA npu cpabaTbiBaHuu 3awmThl (true/false);
* delay — Bpems 3af€pKKM BXOAa B CEKYHAAX (MPUMEHAETCA, eC/IN BbIKNHOYEHO ncnosnbzoBaHne CAPTCHA);

® B/I0K system B HaCTPOMKe thresholds — ec/v HEOBXOAMMA 3aLLMTa Ha YPOBHE CUCTEMBI (3aLLMTa OT ne-
pebopa Ha pasHble N0TUHbI). 334at0TCA HAaCTPOMKMU:

— minAttemptsToActivate — MUHUMA/IbHOE KON-BO NpoLleanx BXoA0B ANA BKAKOYEHUA MeXaHU3-
Ma 3alWNnTbl Ha OCHOBE CTaTUCTUKN CUCTEMbDI (I'IO ymondaHuto 100 BXO,CI,OB);

— timeWindowInMin — BpeMeHHOEe OKHO cbopa CTaTUCTUKM MO COOTHOLUEHMIO YCMELWHbIX U HeycneLl-
HbIX BXO4,0B B MUHYTAX, AO/MKHO 6bITb YeTHbIM (M0 ymonyYaHuio 100 MUHYT);

— failedAttemptsPercent, HacTPOMKa turnOff — NOPOr BbIK/JOYEHUA aBTOMATMUYECKOM 3aLuThI, B
npoLeHTax;
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— failedAttemptsPercent, HAaCTPOWKa turnOn — MNOPOr BKAOYEHWS aBTOMATMUYECKOWN 3alLuThl, B
npoLeHTax.

— forced — BKAOUYNTbL NPUHYAUTENBHO 3alLMTy 414 Beex (true/false).

* 6/10K system B HacTPOMKe thresholds — ecv HeOBX0AMMA 3aLMTA Ha YPOBHE OTAENbHbIX NOAb30Ba-
Tenen (3awmTa oT nogbopa Napona Ha KOHKPETHOrO NO/b30BaTeNA). 334aK0TCA HACTPOMKM:

— ttlInSec — Nepuoa, 3a KOTOPbIA HAaKanJMBAETCA CYETUMK HEYCMELLHbIX BXOAOB MO M0/Ib30BaTesto B
cekyHgax (no ymonyanuto 3600 cekyHA);

— failedAttempts, HACTPOMKA turnOn — KOMIMYECTBO OLUIMBOYHbIX BXOAO0B 3a Nepunog, Nocae KoTopo-
ro 418 Y4eTHOM 3anncK BKAOUUTCA 3aLmTa.

Mpumep HacTpoek 6/10Ka bruteForceProtection (BK!'II'O“IeHa TO/IbKO 3alUuUTa Ha YypoBHE I'IOJ'Ib3OBaTeJ'Iﬂ)I

"bruteForceProtection”" : {

"captcha" : true,

"disabled" : false,

"thresholds" : {

"user" : {
"failedAttempts" : {
"turnOn" : 5

by
"ttlInSec" : 3600

MprMep HacTpoek bruteForceProtection (BKAOYEHA 3alLMTa HA YPOBHE NO/b30BaTENA U HA YPOBHE CUCTe-
Mbl):

"bruteForceProtection" : {
"disabled": false,
"captcha" : true,
"thresholds" : {

"system" : {
"minAttemptsToActivate": 1000,
"timeWindowInMin": 180,
"failedAttemptsPercent" : {

"turnOff" : 20,
"turnOn" : 30
by
"forced" : false

I

"user" : {

"ttlInSec": 3600,
"failedAttempts" : {
"turnOn" : 5

B ciiyyae ncnonb3osaHua B kavectse CAPTCHA cepsuca Google reCAPTCHA v373 Heobxoaumo:

® 334aTb C/leAytolme HaCTPOMKN Bblitz.prod.local.idp.captcha:

73 https://developers.google.com/recaptcha/docs/v3
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"captcha" : {
"reCAPTCHAvV3" : {
"operations" : [
{
"call" : {
"headers" : [1],
"method" : "post",
"url" : "https://www.google.com/recaptcha/api/siteverify?secret=$
. &response=$ "
by
"check" : {
"errRegExp" : {1},
"okRegExp" : {
"score" : "I\\.O0|O\\.(5]16]17(8]9)",
"success" : "true"
}
I
"name" : "verify"
}
1,
"plainParams" : {
"sitekey" : "SITEKEY"
by
"secureParams" : {
"secret" : "1234"
}
}
}

BmecTo SITE_KEY M SITE_SECRET HYXHO 3amno/iHATb 3HAYeHMWsA, MONy4YeHHble npu peructpaumm Google
reCAPTCHA v3 Ha caliTe https://g.co/recaptcha/v3. TakKe HY}KHO CKOPPEKTUPOBATbL 3HAYEHWE B NapameT-
pe score — YyCTaHOBMUTb TPebyembIli NOPOT YCNELHOro NPOXOXKAEHUA NPOBEPKM (B NpMmepe BbiCTaBJeH NOpPOr
He Huxe 0,5).

® 334aTb C/eAytolme HaCTPOKN Bblitz.prod.local.idp.password.captcha:

"captcha" : {
"mode" : {
" _name" : "X-Captcha-Check",
" _value" : "true",
" _type" : "on_header",
"type" : "always_on"
by
"enabled" : true,
"initJs" : "require(['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"
}

Ons nobasnenHns CAPTCHA Ha cTpaHuuy NoATBEPXKAEHUSA NMPUBSA3KM YYETHOM 3annCK NoJIb30BaTeNA K yYeTHOM
3anncK U3 BHELLHEro NOCTaBLMKa NAEHTUOMKAUMM HEOBX0AMMO 3a4aTb CefytoLmMe HaCTPOMKM Bblitz . prod.
local.idp.externalIdps.captcha

"captcha" : {
"mode" : {
" _name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"type" : "always_on"
by
"enabled" : true,
"initds" : "require(['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"
}

Ons pobasneHns CAPTCHA Ha cTpaHuWuy perucrpaummn nosb3osaTtenei HeobxoaMmo 3a4aTb Cneayrolime Ha-
CTPOMKM Bblitz.prod.local.idp.provisioning.registration.captcha:

"captcha" : {
"mode" : {
" _name" : "X-Captcha-Check",
" _value" : "true",
"_type" : "on_header",
"type" : "always_on"
by
"enabled" : true,
"initJs" : "require (['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js"',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAvV3"
}
)

Ons pobasnenna CAPTCHA Ha cTpaHMLy BOCCTaHOB/IEHUS NApPOAsA HEOOXOAMMO 33a4aTb C/ieaytoLlLne HacTPOMKKM
Bblitz.prod.local.idp.provisioning.recovery.captcha:

"captcha" : {
"mode" : {
" _name" : "X-Captcha-Check",
"_value" : "true",
"_type" : "on_header",
"type" : "always_on"
by
"enabled" : true,
"initds" : "require(['/blitz/assets/blitz-common/javascripts/recaptcha_v3.js',
—'captcha-conf'], function (captcha, conf){ captcha(conf);});",
"name" : "reCAPTCHAv3"
}
Yandex SmartCaptcha

[na otobpaxeHua cepsuca Yandex SmartCaptcha npu Bxoge no NOTMHY U NApOtO, BOCCTaHOBAEHUN [OCTYNA U
perucTpaumm HeobxoaMMOo BHECTU U3MEHEHUA B KOHOUTYpPaLMOHHbIM dain.

MN3meHeHUs KoHbUrypaunoHHoro daina AoKHbI bbiTb Npon3BeaeHbl:

* B 6/10Ke HacTpoeK blitz.prod.local.idp.captcha. pMmMep 3aNncK HAaCTPOMKMN NPUBEAEH HUNKE:

"captcha": {
"yandexSmartCaptcha": {
"operations": [

{
"call": {
"body": {
"contentType": "application/x-www—form—-urlencoded",
"params": {

"ip": "S${ctx.remoteAddress}",
(npoponkaertca Ha cneayowert cTpaHuue)
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by

"headers":
"method":
"url":

I
"check™"

" $ n ,
n $ "

"secret":
"token":

(1,
"post",
"https://smartcaptcha.

: {
"errRegExp":

{3}

"okRegExp": {

by

"name" :

]I
"plainParams":

"sitekey":
by

"secureParams":

"status": "ok"

"verify"

{

"ySCl"

{

yandexcloud.net/validate"

"secret":

"1234"

(npoponkeHue c NpeablayLLei cTpaHuLbl)

B sTom 6110Ke B Mone secureParams . secret YKaxute Knwou cepsepa, B nosie plainParams. sitekey yKaXu-
Te Kntou KaneHTa. ONuUMOHaNbHO B pa3gen plainParams MOXHO 406aBUTb caeaylolme napameTpbl KOHOUTY-
pupoBaHusA captcha: sitekey, hl, test, webview, invisible, shieldPosition, hideShield. NoapobHee

MpPo 3TV NapameTpbl MOXHO NPOUUTaTb MO CCblnKe’?,
e B6/MOKe blitz.prod.local.idp.captcha BKAtoumTe Yandex SmartCaptcha B meToae BxoAa no napo-
N0, B popme pernctpaummn 1 BocCTaHoBAeHUA aocTyna. O6LWwmii NpUHLMN HaCTPOMKM Kanyn oANHaKoB AN
BCEX METOZO0B, OH NPeACTaBNeH B creaytowem 61okKe:

"captcha": {

"enabled": true,

"initJs": "require(['/blitz/assets/javascripts/yandex_smart_captcha.js', 'captcha-
—conf'], function (captcha, conf){ captcha(conf);});",

"mode": {

"type": "always_on"

by

"name": "yandexSmartCaptcha",

}
B 3TOM 6noke B none initdJs yKasaTb require (['/blitz/assets/javascripts/

yandex_smart_captcha.js', 'captcha-conf'], function (captcha, conf){ captcha (conf);

}) ;, B NOJe name YKa3aTb yandexSmartCaptcha.

[aHHbIN 610K HeobxoaMMO A06aBUTL B COOTBETCTBYOLLME Pa3aesbl:

Bxoa no naponto

"provisioning" : {
"password" : {

"captcha" : {...},

74 https://yandex.cloud/ru/docs/smartcaptcha/concepts/widget-methods
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Perncrpauums

"provisioning" : {
"registration" : {
"captcha" : {...},

BoccraHoBneHUe goctyna

"provisioning" : {
"recovery" : {

"captcha" : {...},

[Nna nonyyeHmna ONONHUTENBHOM MHOOPMALLMK O NpoLecce ayTeHTUGMKALMM C UCNONb30BaHNEM NAPOA U Kan-
uu, cm. pasgen auth-api-login-password.

6.2.5 CepBep ouepeaem
OTtnpaBKa cobbiTnii B cepsep ouepeaen
B cepBep ouepeneit moryT 6bITb OTNPaBAEHbI Caeaytowme cobbITma:
® perunctpauma nonbsosatensd (USER_REGISTERED);
® cmeHa napons (USER_PASSWORD_SET);
® CcmeHa Npu3HaKa aHHYANPOoBaHUA ceccuit (USER_CRID_CHANGED);
® M3MeHeHus aTpnbyToB nonb3osaTtens (USER_ATTRIBUTE_CHANGED);
® 04yuCTKa aTpMbyTOB Nosb3oBaTena (USER_ATTRIBUTE_REMOVED);
* yAaneHue nonb3osaTensa (USER_REMOVED);
® MpWBA3Ka BHELIHEW y4eTHOM 3anucu (FEDERATION_POINT_BOUND);
® OTBfA3KA BHELIHEN y4eTHOM 3anmcKn (FEDERATION_POINT_UNBOUND);
® OT3bIB BblAAHHOIO NPWUIOKEHUIO pa3peLlleHmna (scopes) (SCOPES_REVOKED);
® co3pgaHue rpynnbl (GROUP_CREATED);
® M3mMeHeHWe aTpubyToB rpynnbl (GROUP_UPDATED);
* yaaneHue rpynnsl (GROUP_REMOVED);
® BKJ/IlOYEHME N0Ab30BaTeNs B rpynny (GROUP_MEMBER_ADDED);
® UCK/lOYEeHWe NoAb30BaTeNA U3 rpynnbl (GROUP_MEMBER_REMOVED).

[nsa oTnpaBku cobbiTiA B oYepeab cneayeT co3gatb 610K blitz.prod. local.idp.events Cleaytowero co-
AeprKaHua (Ha NpMmepe PerucTpaumm nob3oBaTeNs U CMeHbl Napons):

"events" : {
"drivers" : {
"rabbit_driver" : {
"properties" : { // optional
"virtual": {
"host": "testVhost"
}
by
"server" : {
"host"™ : "<RMQ_HOST>",
"port" : 5672
by
"type" : "RMQ",

(npogonkaertca Ha cieaylowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"user" : {
"password" : "<RMQ_PASS>",
"username" : "<RMQ_USERNAME>"
}
}
by
"routes" : {

"USER_PASSWORD_SET" : [
"password_sync"

i

"USER_REGISTERED" : [
"registration"

by
"targets" : [
{
"discardList" : "PSWD_SYNC_DISCARD",
"driver" : {
"ext" : {
"exchange_name" : "users",
"routing_key" : "pwd_sync"
by
"id" : "rabbit_driver"
by
"encCertificate" : "rmgkey",
"name" : "password_sync",
"redelivery" : 3

"discardList" : "REG_DISCARD",
"driver" : {
"ext" : {
"exchange_name" : "users",
"routing_key" : "registration"
by
"id" : "rabbit_driver"
by
"encCertificate" : "rmgkey",
"name" : "registration",
"redelivery" : 3

B AaHHbIX HACTPOWMKax caeayer 3a4ath:
* RMQ_HOST — AOMEH cepBepa oyepeaer RabbitMQ;
* RMQ_USERNAME — MMA N0ONb30BaTeNs A4/ paboTbl C cepBepom ovepesei;
* RMQ_PASS — Naposib Ans paboTbl C cCepBEPOM oYepesen.

Kpome Toro, ans wndposaHua naposien, oTnpasasembix B ouepespb (ToNbKO 418 CO0bLWeHNI USER_REGISTERED
M USER_PASSWORD_SET), B napameTpe encCertificate cnegyer yKasaTb MCEBAOHUM KJHOYA 3/1EKTPOHHOW
nognucu (B CTaHAAPTHOM XpaHUAMLLE KNtoyel BlitzIdPKeystore. jks), KOTOpbIM cneayeT WndposaTb Na-
pPoJi1 B COOBLLEHUSX.
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CepBep ouepepgeii KaK 6poKep coobieHni

B Blitz Identity Provider gns 06paboTKn acCMHXPOHHbIX 33434 NPUMEHSETCA BCTPOEHHbIN HBpoKkep coobueHni,

UCMNO/b3YIOLWMIA A8 OTCAEXMBAHUA 3a4a4 6asy AaHHBbIX.

Mpwn 601bLLION MHTEHCMBHOCTM 3aNpPOCOB K Blitz Identity Provider moxeT 6bITb LiesiecoobpasHbIM UCNOAb30BaHME
cepBepa oyepeaeli RabbitMQ B KauecTBe 6pokepa coobueHuit. [1na 3Toro HyHo B KoHcoun RabbitMQ (o6biuHo,

http://hostname:15672/) BbINONHUTb CeAYIOWME HACTPONKMN:

® C03A4aTb queue CUMeHeM blitz-tasks (B MeHI0 «Queues» KOHCONN);

® C034aTb exchange C UMeHeM blitz-tasks—exh (B MeHt0 «Exchanges» KOHCONWN) M HACTPOUTb binding
Ha oyepedb blitz-tasks C routing_key cMMeHeM blitz-tasks;

® co34aTb Nosb3oBaTeNA blitz (B MeHIO «Admin» KOHCONM) M HA3HAYUTL My NPABa Ha CO34aHHYI0 oYepesb.

MNocne HacTpoku RabbitMQ HeobxoaMMO CKOpPPEKTUPOBaTb HACTPOMKNM Bblitz.conf —B 6AOKeblitz.prod.
local.idp.tasks YyCTAHOBUTb broker—type B 3HAaYE€HWE rmg U 334aTb HACTPOMKM NoaKAtoYeHUA K RabbitMQ

B 6/710Ke broker—rmg:

® B napameTpe exchange 3agatb UMA blitz-tasks-exh;

® B napameTpe queue B O/IOKe executionRules WM B MapameTpe name B 6/10Ke queues 334aTb UMSA
blitz-tasks;

* B napameTpe username B 6/10Ke user 3a4aTb UMA Nonb3osaTena (blitz);

* B MapameTtpe password B 6/10Ke user 33ZaTb Napo/b NO/Nb30BaTENA B OTKPLITOM BUAE — NOCAE 3anycKa
Blitz Identity Provider naposb 6ygeT 3awmndpoBak;

e B napameTpax host M port 6/0Ka server yKasaTb apec M NOPT NoakaoveHns K RabbitMQ;

* Mpu HeOBXOAMMOCTM CKOPPEKTMPOBATL OCTa/ibHble NapameTpbl, onpeaensatoLmMe pasmep nyaa coeaunHe-
HUI (poolSize), KOAMYECTBA KaHaNoB (channelSize), BPEMSA 0XKNAAHUA OTK/IMKA OT CEPBEpPA oYepeaei
(ackTimeout);

* Npu HeEObBXOANMOCTU CKOPPEKTUPOBATL HAaCTPOMKKN BpoKepa 06paboTKKM 3a43a4n, onpegenstowme Koaumye-
CTBO MOMbITOK (maxAttempts) NOBTOPHOM 06paboTKM 334,34 B C/ly4ae OLWIMBKK, BPEMA MeXKAY NOMbITKAMM
(redeliveryDelayInSec), pasamep obpabaTbiBaemoi naykm coobuieHunit (dequeueBatchSize), nepu-
04, NpoBepPKK ovepeam (dequeuePeriodInSec), KOANMYECTBO 06paboOTUMKOB (executorPoolSize):

Mpumep KoHdUra npusBeseH HUXe:

"tasks" : {

n n
4

"broker-type" rmg
"broker—-rmg" : {
"consumer" : {
"poolSize" : 2
br
"exchange" : "blitz-task-exh",
"publisher" : {

"ackTimeout" : 15,
"channelsSize" : 8§,
"poolSize" : 2

by

"server" : {
"host" : "RMQ_HOST",
"port" : 5672

by

"user" : {
"password" : "CHANGE_ME",
"username" : "blitz"

Hy

(npoponkaetcs Ha cnefytoleit cTpaHuvue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"executionRules" : [
{
"maxAttempts" : 2,
"queue" : "blitz-tasks",
"redeliveryDelayInSec" : 60
}
1,
"queues" : [
{
"dequeueBatchSize" : 10,
"dequeuePeriodInSec" : 30,
"executorPoolSize" : 5,
"name" : "blitz-tasks"
}

6.2.6 XpaHunuwa u 6asbl

XpaHeHue o6beKToB B Couchbase Server

Mo’KHO nepeHasHauynTb BHYTPeHHUeE XxpaHunuia (bucket s) Blitz Identity Provider 8 CYB/[, Couchbase Server, uc-
nosnb3yemble A/1A XpaHeHWs AaHHbIX. [pesycMoTpeHa BO3MOXKHOCTb A1 C/iefyolmx HabopoB AaHHbIX YKa3aTb
HeobX0AMMOCTb MCNONb30BAHMA UHbIX XpaHUAULY, (bucket s), YEM CTAHAAPTHO UCMONb3YEMbIE.

[N HacTPOMKM MHbIX XpaHunuLy (buckets) HY»KHO B 6/10Ke blitz.prod.local.idp.internal-store-cb
[,06aBUTb HACTPOMKM:

® buckets — nepeyncaeHme UCNoNb3yeMblX XpaHuauLL (bucket s), B Cly4ae ecam OTIMYAKOTCA OT CTaHAAPT-
HbIX;

* bucketsMapping — nepeonpegeneHne CTaHAAPTHbIX pasmelleHnit HabopoB AaHHbIX Ha pa3smelleHue B
APYTUX XPaHUANLLAX.

Mpyvmep HaCTPOMKKN B KOHPUTYpaLMOHHOM daline npeacTaBneH HUXKe. B pesynbtaTe Habop AaHHbIX acl pa3me-
LLaeTcA B XpaHUAULWE users, @ clt U iat — B apps. 10 ymonyaHuio Bce Tpn Habopa AaHHbIX 3aNUCbIBAUCL B
XpaHunuue oauth.

"internal-store-cb" : {

"buckets" : {
["users", "oauth", "audit", "builtin_idstore", "ctxs"]

by

"bucketsMapping" : {
"acl" : "users",
llcltll : llappsll,
"iat n . n apps n

by

CuuntbiBaHUe KOHUrypaumm Knactepa Couchbase Server

B cnyyae HefOCTYNHOCTU 0aHOM U3 HoA KnacTepa Couchbase Server y nonb3osateneit MOryT BO3HMKaTb OWKOKK
npwu Bxoge B Blitz Identity Provider. B aTom cnyyae HeobxogMmo oTKanMbpoBaTb 3HaYeHWe MHTePBana CYMUTbIBa-
HUA rnobanbHOM KOHOUrypauun knactepa. Ecnm coeguHeHne ¢ Hoaow npepseTca, KoHbUrypauua 6yaet Bospe-
mA nepecymTaHa v Blitz Identity Provider ctaHeT o6pawaTbca ToNbKO K pabounm Hogam. BeinonHuTe cnegytowme
nencrema:
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1. OTKpoiiTe dain KoHdUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

2. B ceKuun blitz.prod.local.idp.internal-store-cb.ioConf 3agaliTe 3HaYeHWe nNapameTpa
configPollInterval B MUJIMCEKYHAAX.

-

"internal-store-cb" : {
"ioConf" : {
"configPollInterval" : 2500

by

Bpems xpaHeHuA 06beKToB

MOHO HacTPOWUTb ANA AAHHbIX ayAMTa orpaHMUYeHMe No CPOKY XpaHeHus 3anuceit B 6ase gaHHbIX (MO ymoya-
HUIO 3aNnCK XpaHATca beccpoyuHo). Ansa atoro B 610Ke blitz.prod.local.idp.internal-store—cb HY}KHO
[,006aBUTb HAaCTPOMKY tt 1Mapping C yKaszaHWem doc_type 3anmcu (aud) U BpEMEHU XPAaHEHMA B CEKYHAAX.

Mpymep HaCTPOMKK (Bpema XpaHeHun ayauTa orpaHmyeHo 4o 90 cyTok):

"internal-store-cb": {

"tt1lMapping": {
"aud": 7776000
by

MOHO HaCTPOUTb 15 AAHHbBIX 06 YCTPOMCTBAX OrpaHMYEHME MO CPOKY XpPaHeHUs 3anucei B 6ase gaHHbIX. A
3TOro HY»HO B 6/10Ke blitz.prod.local.idp.login A06aBUTb HACTPOMKM:

* uaActiveTtlInSec — BPeMA XpaHeHUa 3anucK ob ycTpoicTee (B CEKYHAAX), C KOTOPbIM CBA3aHa 4ONT0-
CPOYHas ceccun NoNb3oBaTeNA UM KOTOPOE MO/Ib30BaTeNb NPU BXOAE OTMETU B KAYECTBE A0BEPEHHOTO.
Ecnu HacTpoiika He 3aaHa, TO MHPOPMaLLMA O TaKOM YCTPOMCTBE XPAHUTCA B TeUEHUE To4a C NocaeaHero
BXOAa C 3TOr0 YCTPOMCTBa;

® uaInactiveTtlInSec — BPpemMsa XpaHeHMs 3anmMcu 06 ocTasbHbIX YCTPOMCTBax (B cekyHaax). Ecam Ha-
CTPOliKa He 3a4aHa, To MHbOPMaLMA O TAKOM YCTPOMCTBE XPAaHUTCA B TeUeHMe 5 CYTOK.

MprMmep HacTpoek:

"login": {

"uyaActiveTtlInSec": 2678400,
"ualInactiveTtlInSec": 432000,

PaclumMpeHHble HaCTPOIKKN nogkaoveHus K PostgreSQL

[na pacwmpeHHoro ynpaBneHua nynom coeamHeHni c PostgreSQL nnm nHon 6ason faHHbIX, NOALEPKUBAIOLLEN
JDBC, BbINO/HUTE C/iegytolme AencTBus:

1. OTkpoiite ¢ain KoHoUrypaumumn /usr/share/identityblitz/blitz-config/blitz.conf.

2. B cekuum blitz.prod.local.idp.internal-store-jdbc.pool 3agalTe cneayowme onunoHab-
Hble HaCTPOMKM:
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MNapameTp Mo ymonyaHuto OnucaHune

testOnBorrow true MpoBepka COCTOAHMA  CcOoeAUHEHUA
nepes, OoTNpaBKOM AaHHbIX. B cnyyae
OWMNBKM coeguHeHMe yaanAeTcs W
BblbMpaeTca cneaytowee 13 nyna.

testOnCreate false HDOBepKaCOCTOHHMH coeanHeHMA no-
CQe co3gaHuA B nyne.

testOnReturn false lNpoBepKa coCTOAHMA COeaUHEHMUA NO-
cne BO3BpaLLeHMA B Ny.

testWhileIdle false npOBepKaCOCTOHHMﬂCOGAMHeHMﬂBCO-

CTOAHUKN idle. B cnyyae owmbku co-
eaMHeHWe yaanaeTca us nyna.
timeBetweenEvictionRunsMillis -1 MHTepBan B MC Mexay 3anyCKom npo-
BEPKU COeaUHEHMA B COCTOAHMN idle,
B/IUAIET Ha testWhileIdle.
validationQuery = SQL-3anpoc BbINOJHAEMbIA MpPU MpPO-
BEpKe COCTOAHWUA COeAMHEHUA U3 ny-
N1la, NpU NYCTOM 3HAYE€HUWU MUCMOJb3Y-
eTrca isvalid().

"internal-store—-jdbc" : {
"pool" : {
"maxIdleConn" : 10,
"maxTotalConn" : 20,
"maxWaitConnMs" : 30000,
"minIdleConn" : 7,
"testOnBorrow" : false,
"testOnCreate" : false,
"testOnReturn" : false,
"testWhileIdle" : true,
"timeBetweenEvictionRunsMillis" : 30000,
"validationQuery" : ""
}
}

3. lNepe3sanyctuTe cepBuUCHI.

sudo systemctl restart blitz-idp blitz-console blitz-recovery blitz-

—registration

PaclumMpeHHble HaCTPOIKKN nogKnoueHus K LDAP

B KOHCO/IM yNpaBAeHMA MOXHO CO34aTb HAaCTPOMKM NOAKIOUYEHNUA K XpPaHUAULLAM aTpMbyTOB, paboTatowmm no
LDAP-npoTtokony. MNpu 3Tom Yepes KOHCO/b YNPaBAEHUSA MOXKHO 334aTb HAaCTPOMKM Ny/ia KOHHEKTOB K LDAP. Blitz
Identity Provider 6yaeT ncnonb3osaTb 0bLLME HACTPOMKM NMyNa KOHHEKTOB A/1A YCTAaHOBKM MOAKNHOUEHUI KaXK AbIM
NPUAOKEHNEM, UCMOJb3YIOLWMM NOAKAOYEHWNE K XPAHUAULLAM. ITO MOXKET MPUBECTU K CO34aHUI0 60/1bLLIOTO YmC-
N1a KOHHEKTOB K LDAP.

Yepes KOHOUIypaumoHHbIn ¢aln blitz.conf MOXHO HACTPOUTb NAapaMeTpbl Ha4ya/JbHOTMO U MaKCUMMasb-
HOTO UYMC/Na KOHHEKTOB B paspese pas/ivyHbIX npunoxeHui Blitz Identity Provider (Hanpwumep, gns KoH-
CONMN yNpaB/ieHUA 334aTb MEHblUMEe 3HAYEeHWA KOHHEKTOB B Nysie, Yem A/A cepBuUca ayTeHTUdMKaLMK).
Onsa atoro B 6n0Ke blitz.prod.local.id-stores B HACTPOMKAX COOTBETCTBYIOLLErO XpaHUAULLA Ha-
pafy C HacTpoihKamu initialConnections W maxConnections MOXHO €034aTb HACTPOMKKM BUAA
initialConnections#BLITZ_APP U maxConnections#BLITZ_APP, rAe B KayectBe BLITZ_APP YyKa-
3bIBAETCA MMA COOTBETCTBYIOLLErO MNPUNOKeHUA (blitz-console, blitz-idp, blitz-registration,
blitz-recovery).
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Mpumep HaCTpOVIKVI, Korga AnAa KOHCONU ynpaBaeHUA 3adaeTca MEHbLUN pa3mep nyna KOHHEKTOB, 4YemM AnA
OU?ﬂbHHXﬂpMnOMEHMW

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"initialConnections" : 10,
"initialConnections#blitz—-console" : 1,
"maxConnections" : 20,
"maxConnections#blitz-console" : 1
}
]
}

Mpw BbINONHEHMM 3anpocoB B LDAP xpaHunuwe atpunbytos Blitz Identity Provider 6epet nmetoweeca coegmHe-
Hue ¢ LDAP-kaTanorom 13 nyna coegunHeHui. Mocne BbinonHeHua 3anpoca Blitz Identity Provider He 3aKpbiBaeT
coefMHeHWe, a BO3BPALLAET ero o6paTHO B My/a COEAMHEHWUIN ANA BO3SMOMHOCTM MOBTOPHONO MCNO/Ib30BAHMA.
TakoW nopafok B3ammogzencteuns ¢ LDAP obecneunBaeT BbICOKYIO NPOU3BOAUTENIBHOCTb, HO TpebyeT ananTesb-
HOe BpemsA NoAAepKMBaTb coeamHeHna ¢ LDAP-KaTaorom OTKPbITbIMU. HaCTPOMKKM MeXKCceTeBbIX SKPaHOB Uau
camux LDAP KaTafnioros moryT NpenATcTBOBaThb A/IMTEIbHOMY COXPAHEHWUIO OTKPbITbIX COEANUHEHUI MPUNOKEHUIA
Blitz Identity Provider c LDAP-KkaTanorom.

TCP-coeanHeHun Blitz Identity Provider ¢ LDAP-KaTasiorom moryT 6biTb 3aKpbITbl 6€3 COrnacoBaHHOIO pa3pbiBa
coeanHeHus, Tak uyTo B LDAP KaTanore coeamnHeHue byaet 3akpbiTo, a Blitz Identity Provider 06 atom yBegomeH
He 6yaeT. Mpu NonbITKe UCNOSIb30BAHUA TAKOTO COEAMHEHUNA U3 NYNA MOXKET BO3HUKHYTb ANUTENbHbIN TalMayT,
npexae yem Blitz Identity Provider pacLeHUT coeanHEHWE KaK 3aKpbITOE U UCKHOYUT ero U3 Nyna CoeanHEHNN.
YTob6bl TaKasa cUTyauus He BAMANA Ha nosnb3oBaTenei, B Blitz Identity Provider npegycmoTpeH anroputm nepu-
OAMYECKOM NPOBEPKN AEUCTBUTENbHOCTU OTKPbITbIX LDAP coeanHeHnunin. C nepmoaom healthCheckInterval
(B MMANMCEKYHAAX) BbINOMHAETCA NPOBEPKA COCTOAHWUA COEANHEHMSA, @ BPEMA TaliMayTa Npwu OTCYTCTBUM OTBETA
LDAP-KaTanora Ha 3anpoc 3a1aeTca NapameTpoB connectionTimeout (B MUANMCEKYHAaX). Cam onmMCaHHbIN pe-
YKUM ONTUMasIbHOTO B3aMMOZEWCTBUSA C MY/IOM COEAMHEHUIM NO YMONYAHUIO BKNKOYEH (HACTPOMKA useSyncMode
B 3HAaYeHUU false). B cnyyae HectabunbHoM paboTbl coeguHeHuii ¢ LDAP-kaTanorom pekomeHgyeTcsa nonpo-
60BaTb BKAOYNUTL CUHXPOHHbIV PEXUM B3aMMOLENCTBUA C KAaTasloroM (YCTaHOBUTb useSyncMode B 3HaY€HWUU

true)

MprMepbl peKOMEHZYEMbIX HACTPOEK NPUBEAEHbI HUXKE:

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"connectionTimeout" : 3000,
"healthCheckInterval" : 300000,
"useSyncMode" : false
}
]
}

B cnyyae nogkntoueHus K Blitz Identity Provider o4HOBPEMEHHO HECKONbKUX XPaHWUAULL, aTPUOYTOB MOMKET BO3-
HUKHYTb TaKas CUTyaLMs, YTO NpU UAEHTUGUKALUN U ayTeHTUDUKALMM NONb30BaTeNA NO IOTUHY U Naposto B
HECKO/IbKMX XPaHWU/IMLLLAX MOXKET 0BHaPYXUTbCA HECKOJIbKO YYETHbIX 3anncei, BO3SMOXKHO NpUHAANEXKaLMX pas-
HbIM JII0AAM, C COBMAZAOLWMMMN NorMHaMnU. Heobxoanmo nsberaTb Takol cuTyaumnm npun sHegpeHun Blitz Identity
Provider, 1 no ymon4yaHuto Npu BbiiBAIEHMM TaKol cuTyaummn Blitz Identity Provider npu BbisiBeHHbIX aybasx 6y-
[eT BblAaBaTb N0/Mb30BaTe/NO OWMBKY BXOAA, YKA3bIBAIOLWYIO Ha Ha/lMuMe HEKOPPEKTHOM CUTyaLuKn C yYeTHOM
3anucblo Nosib3oBaTens. Tem He MeHee, B pAfe C/ly4ae MOXKET BO3HUKHYTb CUTyaLus, KOraa npy BHeAPEHUM Ha-
MEPEHHO AOMYCKatoT, YTO MO OAHOMY NIOTMHY MOKET BbiTb HANAEHO HECKONbKO YYETHbIX 3anucell PasHbIX Nosib-
30BaTesiei B PasHbIX XPaHUAULLAX. B 3TOM c/lyyae MOXKHO yKas3aTb B 6/10Ke HacTpoek blitz.prod.local.idp.
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login peXum firstSucceded B HaCTpoOiKe authStrategy. B 3TOM cayyae Bce HaAeHHble yYeTHble 3anucu
6yayT NpoBepPeEHbI, M K KAKOW U3 HUX NepBOM NOAONAET Napo/ib NOAb30BATENA, C 3TON YYETHOM 3anncbio 1 byaeT
BbIMO/IHEH BXOA,

Mpumep HACTPOMKK:

"login" : {
"authStrategy" : {
"mode" : "firstSucceeded"

by

ba3a reoaaHHbIX

MO3KHO NoAKMUMTS K Blitz Identity Provider 6a3y aaHHbix B popmaTte mmdb’> ¢ reogaHHbIMU. B 3TOM cnyuae
Blitz Identity Provider npu pernctpaunn cobbitmii 6€30MacHOCTK, a TaKKe Npu 3aNOMUHAHUK YCTPOUCTB U Bpay-
3epOoB N0/Ib30BaTENA AOMNONHUTENBHO K COXpaHeHuto IP agpeca byaeT 3anucbiBaTb COOTBETCTBYIOLWME IP-agpecy
OaHHbIM O CTPaHe, PErMOHE 1 ropoae, a TaKKe LWMPOTY, JONTOTY U Paguycy TOYHOCTU, NOSyYEeHHble U3 6a3bl reo-
LAHHbIX.

CoxpaHeHHble reofaHHble ByayT NOKa3bIBaTbCA AAMUHUCTPATOPY B KOHCOMIM YNpaBaeHUA. TaKKe MOXKHO BK/O-
YUTb OTOBPaKEHUE reofaHHbIX NOb30BATENO B «/IMUHOM KabUHETE» U BKAOYUTL UX B TEKCTbI YBEAOM/IEHU,
oTnpasasembix no SMS nam email.

[ns nogKntodeHna 6a3bl aHHbIX C reof4aHHbIMU HEOHXOAMMO BbINOXKUTL Ha cepBepax ¢ Blitz Identity Provider
¢dann popmata mmdb c 6a30i faHHbIX, a TaKKe co3aaTb 610K HacTpoek blitz.prod.local.idp.geolp €O
cneayoLWmMmMM HaCTPOMKN B Bnoke driver:

* type —TMN 6a3bl C reogaHHbIMK. MoAaePKMBAETCA TONBKO TUN geoIp2-db;
® path — nNyTb Ha cepBepe K paiay c 6a3on reogaHHbIX B popmaTe mmdb.

[Mpumep HacTpoekK:

"geoIp": {
"driver": {
"type": "geoIp2-db",
"path": "geoIp/GeoIP2-City.mmdb"

Ucnonb3oBaHue Heckonbkux CYB/,

B Blitz Identity Provider moxKHO HacTpouTb ogHOBpemeHHoe ucnosnb3osaHne CYB/[ Couchbase Sever n CYB/
PostgreSQL ana xpaHeHMA pa3HbIX TUNOB 06bEKTOB. s 3Toro HeobxoaMmo B 6710Ke HacTpoeK blitz.prod.
local.idp.stores 334aTb CAeayloLWMe HACTPONKM:

e default_type — Ucnosb3lyemas no ymonyaHuio CYB[,. Bo3amoxHble 3HaueHus: cb — Couchbase Server,
jdbc — PostgreSQL nav nHana penaymoHHas CYB/[, c noaaep:xkon JDBC;

e list-of-types — uaeHTUPUKATOPbI KNaccoB ob6bekToB Blitz Identity Provider u ncnonosyemoble gns pas-
MeLLLEeHNA COOTBETCTBYIOLWMX UM 06bekToB CYB/, (cb nam jdbc). BKAtouaTb B HACTPOWKY HYXKHO TO/IbKO Te
Knaccbl 06beKTOB, KoTopble pasmewatotca B CYB/[, OTINMYHOM OT yKa3aHHOM B default_type. [JJOCTYyNHbI
cnepyoLme Knaccbl 06bEKTOB:

— user-store — aTPUOYTbI yY4ETHbIX 3anNucen;
— access-token-store — MapKepbl 6e3onacHocTy;
- refresh-token-store — MapKepbl 06HOBNEHWUS;

- id—ext—store'—anBﬂ3KMBHemHMXﬂOCTamAMKOBMAEHTM¢MKBMMW

75 https://www.maxmind.com/en/geoip2-databases
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— device-code-store — Kogpl noaTsepxaeHus gns OAuth 2.0 Device Authorization Grant;
— access-list-store — BblA4aHHble N0J/Ib30BAaTE/IEM PA3peELUEHUA NPUSIOKEHUAM;

— blitz-action-store —Kogbl NOATBEPKAEHMA KOHTAKTOB (sms, email);

— oath-token-store — npusaskm HOTP u TOTP reHepaTopoB pa3oBbIX Naponewn;

— oath-load-proc-store — UCTOPUA 3arpy3ok onucaHuit annapatHbix HOTP n TOTP reHepaTopoB
pa3oBbix Napone;

— confirmation-request—store —3anpocbl pa3oBbix Naponewn;

— reg-context-store — KOHTEKCT PErMcTpaLmMmn NoaAb30BaTENEN;

— reg-context-storef — KOHTEKCT PerMcTpaLmm nosb3osaTenemn;

— id-store-maker — BCTPOEHHOE XpaHUAULLE UAEHTUPUKATOPOB Nob30BaTENEN;
— rcv-ctx-store — KOHTEKCT BOCCTAHOB/IEHMSA Napoieit NoNb3oBaTeNel;
— db-client-store — AMHAMUYECKUNE K/IUEHTDI;

— db-client-storef — AUHAMUYECKME KINEHTDI;

— initial-token-store — |AT mapKepbl;

— user—agent-store — ycTpoicTBa (bpay3epbl) Nnonb3oBaTenei;

— web-authn-key-store — KAo4n 6e3onacHoCTY;

— audit-store — cobblTnA 6€30NacHOCTH;

— task-store — aCMHXPOHHbIE 334auMW.

® utils — nepeyeHb Moaynein C yTUAUTAMU, HEOBXOAMMBIX ANA ucnonbyemoro Tuna CYBA: modules.
CouchbaseModule — ans Couchbase Server, modules.JDBCModule — ansa PostgreSQL.

Mpumep HacTpoeK COBMECTHOro Ncnonb3osaHua asyx CYB/:

"stores" : {

"default-type" : "jdbc",

"list-of-types" : {
"access-token-store" : "cb",
"refresh-token-store”" : "cb",
"user—-agent-store” : "cb"
b

"utils" : [

"modules.CouchbaseModule",
"modules.JDBCModule"

6.2.7 [omeH Blitz Identity Provider

MN3meHeHne pomeHa Blitz Identity Provider ocyliectenseTtca nytem pefakTMpoBaHuA B 610Ke HacTpoeK blitz.
prod.local.idp.net KOHOUrypaunoHHoro daina HaCTPOMKKN domain.

Mprmep HaCTPOMKK:

"net" : {
"domain" : "demo.identityblitz.com"

}

Mpu  HeobxogumoctTn usMeHums (cTpaHuua 314) B blitz.prod.local.idp.lang B 6noKe
portal-lang-cookie 3HAYeHME HAaCTPOMKN domain

Mpumep dparmeHTa KOHPUrypauMoHHOro dalina:
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"lang" : |

"portal-lang-cookie" : {
"domain" : "identityblitz.com",

J

Mpy HEOBXOAMMOCTM MOMKHO U3MEHUTL NYTb A0 NPUNOKEHUI (MO YMONYAHWNIO NPUNONKEHWUA AOCTYMNHbI C UCMONb-
30BaHMeM NyTU /blitz). OTPeAaKTMPOBaATb NYTb MOXKHO B KOHOUIypaLMOHHOM daiine play.conf. Hy}KHO U3-
MEHUTb NapameTp context B 6/I0Ke play.http:

"http" : {
"context" : "/blitz",

MN3meHuTb fomeH 1 nyTob Blitz Identity Provider B daitnax /blitz-config/saml/conf/relying-party.xml,
/blitz-config/saml/metadata/idp-metadata.xml.

MprMMep U3MEHEHUA HACTPOEK B relying-party.xml:

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<nsl18:RelyingPartyGroup ..>
<nsl8:AnonymousRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential"/>
<nsl8:DefaultRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential">

</nsl18:DefaultRelyingParty>

</nsl18:RelyingPartyGroup>

Mprumep M3MeHeHMA HacTpoeK B idp-metadata.xml:

<?xml version="1.0" encoding="UTF-8"7?>
<EntityDescriptor .. entityID="https://demo.identityblitz.com/blitz/saml">
<IDPSSODescriptor ..>

<ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML1/SOAP/
—ArtifactResolution"
index="1"/>
<ArtifactResolutionService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/SOAP/
—ArtifactResolution"
index="2"/>
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—~SLO"
ResponseLocation="https://demo.identityblitz.com/blitz/saml/profile/SAML2/
—Redirect/SLO" />
<SingleLogoutService
(npoponkaertca Ha cneayowert cTpaHuue)
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Binding="urn:oasis:names:tc:SAML:2.0:

Location="https://demo.identityblitz.
—Plain/SLO"

ResponseLocation=

(npoponkeHue c NpeablayLLei cTpaHuLbl)
bindings:HTTP-Plain-Redirect"
com/blitz/saml/profile/SAML2/Redirect/

"https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO

(ﬁn/>
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
o>

<SingleSignOnService

bindings:SOAP"
com/blitz/saml/profile/SAML2/SOAP/SLO" /

Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"

Location="https://demo.identityblitz.
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
—SimpleSign/SSO"/>
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
—3S0" />
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
—~Plain/SsSoO"/>
</IDPSSODescriptor>
<AttributeAuthorityDescriptor ..>
<AttributeService
Binding="urn:oasis:names:tc:SAML:1.0:
Location="https://demo.identityblitz.
—AttributeQuery"/>
<AttributeService
Binding="urn:oasis:names:tc:SAML:2.0:
Location="https://demo.identityblitz.
—AttributeQuery"/>

</AttributeAuthorityDescriptor>
</EntityDescriptor>

com/blitz/saml/profile/Shibboleth/SSO"/>

bindings:HTTP-POST"
com/blitz/saml/profile/SAML2/POST/SSO" />

bindings:HTTP-POST-SimpleSign"

com/blitz/saml/profile/SAML2/POST-

bindings:HTTP-Redirect"
com/blitz/saml/profile/SAML2/Redirect/

bindings:HTTP-Plain-Redirect"
com/blitz/saml/profile/SAML2/Redirect/

bindings:SOAP-binding"
com/blitz/saml/profile/SAML1/SOAP/

bindings:SOAP"
com/blitz/saml/profile/SAML2/SOAP/

6.2.8 MNonb3oBatenun

bnokupoBaHue HeaKTUBHOro Noab3oBaTens

Blitz Identity Provider oTcnexkmBaeT Bpema nocnefHein aKTMBHOCTWU Mosb3oBaTens. MpeaycMoTpeHa BO3MOXK-
HOCTb BbINOMHATL 6/0KMPOBaHME YYETHbIX 3anMcen NoAb30BaTeNeN, KOTopble A0roe Bpems HeaKTUBHbI. A
aKTMBaLMM 3TOM BO3MOXKHOCTM HEOHXOAMMO 3anyCTUTb B Cron BbIMONHEHWE CKpUNTa lockinactive. sh. CKpunT
HaxoamTCA OUPEKTOpUN /usr/share/identityblitz/blitz-console/bin Ha cepBepe C NPUIOKEHUEM
blitz-console. PekomeHayeTcs BbINONHATL CKPUNT pa3 B AeHb BO BPEMA MUHWMANbHON aKTUBHOCTU B CUCTEME.
Mepep 3anyckom cKpunTa HEO6XOAMMO OTPELAKTUPOBATL €70 B TEKCTOBOM PEAAKTOPE — YCTaHOBUTb:

® inactive_period — Tpebyemblii Nnepnos HeakTMBHOCTM (B AHAX), MOC/e KOTOPOro A0MKHA 6bITb NPOU3-
BefeHa 6/IOKMPOBKA YY4ETHOM 3anuncu;
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® range_size — AManNa3oH OXBaTa Y4YeTHbIX 3anucelt (B AHAX), nog 6/10KMPOBKY NMonagyT yYeTHble 3anu-
Cn, nocnegHAA akKTUBHOCTb MO KOTOPbIM 6bbina B nepuoj C (rexymad naTta — inactive_period -
range_size) OO0 (Texymad mata — inactive_period).

Blitz Identity Provider no3sonaeT Tak»Ke OCyLWeCcTBAATbL aBTOMATMYECKOEe BJI0KMPOBAHME YY4ETHOM 3aMNCKU B MO-
MEHT MOMbITKM BXOA4A, €C/M A0 3TOro y4YeTHas 3anucb Oblna ANUTENbHO HeaKkTMBHA. [nA BKAKOYEHWA AaH-
HOWM BO3MOMHOCTM HY)KHO A06aBWUTb 610K HacTpoeK blitz.prod.local.idp.lock € 3Ha4eHNem B BaoKe
inactivity HacTPOMKM 1imit B CEKyHAAX, ONPeaenstoe MakCMMaabHO pa3peLlleHHbl Nepuos HeakTUBHO-
CTW, NO NPOLLECTBUWN KOTOPOTrO NPU MOMbITKE BXOAA YYETHAA 3anucb byaeTt 3a6/10KMpPOBaHA MO HEAKTUBHOCTU. B
HAcTpoWKe checkInterval MOMHO 3343aTb MMHUMaNbHbIN NEPUOS B CEKYHAAX, HE Yallle KOTOPOro Npu Bxozae
y4YeTHOM 3anmcKn byaeT NpoBepPATLCA CPOK HEAKTUBHOCTY.

MprMmep HaCTPOMKK:

"lock" : {
"inactivity" : {
"checkInterval”™ : 86400,
"limit" : 31536000

B HacTpoliKax cepBMca BOCCTAHOB/IEHUA NAPOAA MOXKHO BK/OYMTL PEKUM, NPW KOTOPOM ByaeT paspelleHa pas-
6/I0KMPOBKA YYETHOW 3anuncK, 3abNOKMPOBAHHOW NO HEAKTUBHOCTHU, B C/ly4ae YCMeLHOro NPoXoXKAeHWUsa 8occma-
HoeneHusA 3a6bimoao napoa (cTpaHuua 201).

3anpert Ha ucnonbsoBaHue ID yganeHHoro nonb3osarens

Blitz Identity Provider oTcnexkuBaeT MCNOAb30BaHHbIE paHee NAeHTUGUKATOPbI NOAb30BaTeNe, YTODbI UX HENb3A
661710 UCNO/1b30BaTb NOBTOPHO NOC/E YAANEHUA YY4ETHOM 3anNncK Noab30BaTeNs B TeYEHWe YCTaHOB/IEHHOTO ne-
pvoaa BpemeHu. Ann atoro B 610Kk blitz.prod. local.idp.provisioning HyXXHO f06aBUTbL pasaen remove
CedyIoLLEro COAEPKaHUA, YKa3aB HY>KHOe YMCNo AHel (days), B TeYeHME KOTOPbIX MAEHTMGUKATOP No/b30Ba-
Tensa Heb3A ByAeT MCNoNb30BaTh MPU NOBTOPHOW perncTpaLmu:

"provisioning" : {
"remove": {
"mode": "keepRemovedId",
"days": 365
}
}
6.2.9 ECUA

KoHTeiltHep Kntoueit gna ECUA n Ludposoro npoduns

3anpocbl Ha ayTeHTUPUKALMIO Yepe3 BHELHMI NOCTaBLWMKN naeHTudurkaumm ECUA n LM ECUA ponxkHbl 6biTb
NoAnucaHbl 31eKTPOHHOM NOANUCHIO C UCMO/Ib30BaHUEM KOHTeMHepa Katovei c anroputmamu FOCT P 34.10-2012
n TOCT P 34.11-2012. Ons vcnonb3oBaHuA B Blitz Identity Provider Heobxogmm ¢anoBbii KOHTEMHEP KatoYa
3/1eKTPOHHOM NOANWUCK B O4HOM U3 ceaytomnx GopmaTos:

e KpunTtollpo CSP (Bepcus 4.0 unu Bbiwe),
e KpunTollpo JCP 2.0.

[na nonyyeHna KoHTeMHepa Knodeit HeobXoaMmo 06PaTUTLCA B aKKPEAUTOBAHHDbIN YA0CTOBEPAIOLWMIA LEHTP.

A\ BHumanue

B cnyyae ecnv KOHTEMHep KAto4vel BbiMyCKaeTCsa ya0CTOBEPAIOWMM LEHTPOM Ha PUINYECKUI HOCUTENDL, TO
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Ba)KHO YKa3aTb, YTO KOHTEMHEP K/oYen A0/KEH BbITb BbIMYLLEH C SKCMOPTUPYEMbIM 3aKPbITbIM K/OUYOM, YTO-
6bl ero Mo¥Ho 6bi10 Mcnonb3oBaTh B Blitz Identity Provider.

Mocne nonyyYeHus B aKKPeAUTOBAHHOM YA0CTOBEPSAIOLLEM LIEHTPE KOHTEWHEPa KtoUel ero Heobxoanmo MMMop-
TMPOBaTb B XpaHW/MLLE KNtouel, ncnonbsyemoe Blitz Identity Provider. lna 3Toro Mo»KHO nan obpatuTbea B TEX-
HUYecKyto noaaep:Ky Blitz Identity Provider nnv Bocnonb3oBaTbCsi OAHMM M3 ONMCAHHbBIX fanee B Nogpasaenax
cnocoboB KOHBEPTALUN.
Kpuntolpo CSP Ha Windows
[ns KoHBepTauumn KoHTenHepa Kpuntolpo CSP B Windows noHagobsTca:

¢ MK nog ynpasneHnem Windows c HacTpoeHHbIM 6pay3epom Internet Explorer 11.

e [natHada ytunumta P12FromGostCSP.

* YcTaHoBNEeHHbIW Ha MK KpuntonpoBsaiaep Kpuntolpo CSP (sepcusa 4.0 1 HoBee).

MHCTPYKUMA NO KOHBEPTaLMKN KOHTeHepa:

1. YcraHoBuTb Ha MK nog, ynpasneHmem Windows kpuntonposaiiaep Kpuntolpo CSP7® (sepcua 4.0 v HoBee).
YCTaHOBUTb 3aKPbITbIN KNHOY 31EKTPOHHOM noanucu B peectp Windows. 115 3TOro BbINOAHUTb LWaru:

e 3anyctutb Kpuntollpo CSP;

® BblI6PaTb BKNAAKY CepBUC M HaxKaTb Ha KHOMKY MocMmoTpeTb cepTUdUKaTbl B KOHTeHepe:

AnropuTMbl ] BesonacHocTb l Winlogon ] HacTpoitku TLS
Obwve | Ofopyacsarve | CepBMC | flononwuTensHo

KOHTEHED 3aKpbITOro Ko4a

3TW MacTepa No3BoNA0T NPOTECTUPOBaTL, CKOMMPOBaTbL MK
yAanuTb KOHTEI’IHED 3aKpbITOro Kn4a C HoOCUTEnNsA.

[ NpoTecTupoBaTs... | | CKOMMPOBAT. .. } [ YAanTb...

CepTUhMKATEI B KOHTEMHEPE 38KPbITOr0 KNKo4Ya

3TOT MacTep NO3BONAET MPOCMOTPETL CEPTURMKAETLI, HAX0AAWMECS
B KOHTEMHEPE 38KPLITOr0 KNKYa, U YCTaHOBUTL MX B XPaHUAMLLE
CepTUOMKAETOB.

I MpocMOTPETL CEPTUDMKATEI B KOHTEIMHEDE. ..

JM4HBEI cepTUdUKaT

3TOT MaCTEp NO3BONAET CBA3aTL CepTUOMKAT U3 daina C
KOHTEIMHEPOM 38KPbITOr0 KNkoYa, YCTaHOBMB 3TOT CepTUDMKAT B
XPaHUIMLLE,

I YCTaHOBUTL AMYHBIN CEpTUUKAT. ..

Maponu 3aKpbIThIX KKYei

3Tu MacTepa No3BONA0T M3MEHUTL Naponu (MNH-Koab!) 3aKPBITHIX
KAKOYE MK YAENUTD 38NOMHEHHBIE PEHEE Naponu.

W3MeHUTb naponek... } I YaanuTb 3anoMHeHHbIe Naponu. ..

OK ‘I OTmMeHa ’ MpuMeHUTL

76 https://cryptopro.ru
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® HakaTb Ha KHoMKy 0630p:

KoHTeifHep 3aKpbITOro Knw4a
BBEAUTE MM YKEKUTE KOHTEMHED 38KPbITOr0 KNKYa ANA NpocMoTPa E
CepTUDMKETOE B 3TOM KOHTENHEpE

MMA KNOYeBOoro KOHTeHepa:

BBeaeHHOe MMA 33A3ET KNKYEBO0N KOHTEHED:
(® MNonbsosaTens
(' KomnbtoTepa

Bribepute CSP Ans NoMcka KNoYeBLIX KOHTENHEPOB:
| Crypto-Pro GOST R 34.10-2001 Cryptographic Service Provider

e Bbl6paTb KOHTENHep ¢ Katoyom FOCT P 34.10-2012:
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Boibop KNKOYEBOro KOHTEMHEPa
B cnucke nokasbiBaTb:
(®) pyxecTBeHHbIE MMeHa Owv

CnMcoK KNtoYessIX KOHTE“'IEDOB nonb30BaTENA:

-
CunTbiBaTENns  MMA KOHTEMHEPa

Anck K 40e117c7-1b75-4e0c-bc63-37e86d80e08a
Anck K 46c533fc-297f-44cf-9471-0000c6b5d0b3

Auck K 52be 160c-5917-40c0-ac39-6deb470011dd_usb
Auck K 66a21e31-2654-48d2-a990-c0 1aa6f28ebg
Auek K af8cad64-ba17-4923-afdd-28eba302b3f9

® B OTKpbIBLWWEMCA OKHE y6eﬂ,MTbCﬂ, 4yTo Bbl6paH Hy)'KHblﬁ KNto4eBom KOHTeﬁHep M HaXaTb Aanee:
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KoHTeliHep 3aKpbITOro KAo4a

BBEAWTE MNM YKEKMTE KOHTEMHED 33KPLITOr0 KKoYa ANA NpocMOTPa lg
CepTUHMKATOB B 3TOM KOHTEIHEpe

MMA KNOYEeBoro KOHTEeHepa:
| \\\FAT12_K\afBcad64-ba 17-4923-afdd-28eba302b3f|

BeeaeHHOe MMA 33A3ET KNKYEBO0N KOHTEHED:
(® MonbsosaTens
KomnbtoTepa

Bribepute CSP Ans NoMcKa KNKOYEBLIX KOHTENHEPOB:
|Crypho-Pro GOST R 34. 10-2012 Cryptographic Service Provider

< Hazaa

® B OKHe CO CBOMCTBaMM cepTUOUKaTa HaXKaTb Ha KHOMKY YCTaHOBUTb:

Ceprudmukar gna npocMoTpa
MpocMoTpUTE 1 BbIbEPUTE CEPTUDUKAT

CepTuduKar: | 000 "PEAK COOT"
CybbekT: | STREET="yn.CyBopoBckas, 19, cTp.1, 3%, S=77r. Mocksa, L=Mockea, C

MocTaBmK: | E=ca_tensor@tensor.ru, OMrPH=1027600787994, MHH=007605016030, (

[OeicTeuTENEH C: | 30 aBrycra 2019r. 9:16:03

|
[eicTenTeneH no: I 30 Hosbpa 2020 1. 9:16:03 ‘
|

CepuitHblin HoMEp: | 4908 6A00 BSAA 96A4 4DAB 205A SAEB 1749

YCTaHOBUTL | leoﬁcha I

063op...

< Haszaa ” loToBo ] I OTtmeHa

¢ coobuweHne CepTdUKaT Bbla YCTaHOB/IEH B XpaHWUAULLE «JTMYHbIE» TEKYLLEro Nosib30BaTeNs cBuae-
TeNbCTBYeT 06 YCMNeLHOM COXpaHeHUN.
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2. dkcnopTupoBatb Katoy KpuntoMpo us xpaHuamwa Windows B PKCS#12. ina storo npuobpectn u 3any-
CTUTb yTUANTY P12FromGostCSP’’. HyskHa cneuuanbHas BepCUA YTUAUTBI — PEKOMEHIYeTCA NPOKOHCY/b-
TUPOBATbCA C TEXHUYEeCKoN noaaep»Kkoi Blitz Identity Provider.

Mocne 3anycka yTMANTbI BbINOAHUTD LWArK:

* BblbpaTb cepTUdmKaT:

bezonacHocts Windows “

P12FromGostCSP

Please select certificate to be exported

00O "PEAK COOT"

Wzgatens: 000 "KOMIMAHWMA
"TEH30P"

Aeiictentenex c: 30.08.2019 no

30.11.2020

MNpocMoTpeTs cBOMCTEE

CEQTHQHKBTB

o ][ omew

® 334aTb NAPO/b OT CO34aBaEMOro KoHTelHepa PKCS#12:

3apavite naponb H
3agaiTe naponb K dainy p12:
naponbs: I |

NoATEEPKAEHWE Napons: I

OK | Cancel

® yKasaTtb ¢ann ana coxpaHeHus PKCS#12. B kayecTBe paclumMpeHusa 0b6a3aTeNbHO yKasaTb . pfx:

Coxpanene B

© = 1 i » Irorrounsiorep » Jarpymee » FOCT vie o FOCT »

Yon gaiine: | IR

Tnn o | Private information exchange files ".p12,"p6)

4 Cpums nank Coxpanume

3. YctaHoBUTb Ha MK okpykeHue Java (JRE) Bepcum 8.

77 http://soft.lissi.ru/ls_product/utils/p12fromcsp/
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4.

5.
6.

MMnopTipoBaTh Ktou u3 PKCS#12 B BKS-xpaHWaMLLe ¢ nomMoLbio GecnnaTHo yTuauTbl gost-keytool’® un
aKTyanbHoii Bepcun 6ubnunotekmn beprov-jdk150n7°.

java —-cp "gost-keytool.jar;bcprov-jdkl50on-1.70.jar" ru.reaxoft.gost.Keytool.
—import_pkcsl2 —--srckeystore gost.pfx ——-srcstorepass 12345678 —--srcalias csp_
—exported ——-srckeypass 12345678 —--destkeystore blitz-keystore.bks ——
—deststoretype BKS —-deststorepass pass —-destalias gost2012 --destkeypass._
—pass

e N
© B 310i1 onepauum UcnoNb3yIOTCA NapameTpbl

e srckeystore — nNyTb K ¢panny PKCS#12;
® srcstorepass — NAapo/b OT KOHTelMHepa PKCS#12 (6b1n1 3a4aH Ha ware 2);
® srcalias — WMA Katoya B KOHTeMHepe PKCSH12. HyHO yKa3aTb 3HaYeHUe csp_exported;

e srckeypass — Naposib K KAtouy B KOHTeliHepe PKCS#12. HyHO yKa3aTb TO e camoe 3Ha4YeHue,
YTO M ANA NapamMeTpa srcstorepass;

® destkeystore — nyTb K ¢aliny BKS blitz-keystore.bks, B3aToMmy c cepBepa Blitz Identity
Provider;

® deststoretype — TUN XpaHMAUWaA. HyXXHO yKa3aTb 3HaYyeHue BKS;
® deststorepass — Napo/ab K XpaHuauuwy BKS;
® destalias—wuma (alias) Katoua B BKS, Hanpumep, gost2012;

e destkeypass —naposib K Katouy B BKS. HyXkHO yKa3aTb TO ke camoe 3HaveHue, 4To 1 oA napa-

MeTpa deststorepass.
. J

3ameHuTb dpann blitz—keystore.bks Ha cepsepe Blitz Identity Provider;

MepesanycTnTb Npunoxkenus Blitz Identity Provider.

Kpuntollpo CSP Ha Linux

[Ona KoHBepTaunmn KoHTelHepa Kpuntolpo CSP B Linux noHagobaTcs:

e [1K nnu cepsep nog ynpasneHnem ogHoro ns cnegyrowmx Linux: Astra Linux 1.7, PEL, OC 7.3, AnbT. B cayyae

MCNoNb30BaHMeE cepBepa PEKOMEHAYETCA UCMONb30BaTb MHOM CEPBEP, YEM TE, Ha KOTOPbIX pa3BepHyT Blitz
Identity Provider.

e BbecnnatHasa ytuauta CryptoPro PFX Decoder by liOard.

@ BaxHo

Mepes HaYaNOM KOHBEPTALMMN HYXKHO COXPaHUTb KOHTelHep Katouein Kpuntolpo CSP B popmat pfx (dain
sourcekey.pfx) M CepTUPUKAT OTKPLITOrO KAtoYa B GOPMaT cer (sourcecrt.cer).

MHCTPYKUMA NO KOHBEPTALLMM KOHTEHEpa:

1.

2.

Nepekntountb OC Ha ucnonb3osaHune FOCT B 6ubAMoTeke OpenSSL cornacHo MHCTPYKUUM AN UCNOSb3Y-
emoit OC: Astra Linux®°, PEQ, OC 7.3%, AnbT®2. MHCTpyKUMA ganee npueoauTtca Ha npumepe PEJ OC 7.3 ¢
BK/IOYEHHOWM HAaCcTpoIiKon ans ncnonb3osaHusa MOCT B OpenSSL.

BKkntounTb HacTporiky MOCT B OpenSSL:

78 https://identityblitz.ru/wp-content/uploads/2019/11/gost-keytool.zip
79 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150n/
80 https://wiki.astralinux.ru/pages/viewpage.action?pageld=27362269
81 https://redos.red-soft.ru/base/manual/safe-redos/gost-in-openssl/
82 https://www.altlinux.org/TOCT_B_OpenSSL
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[opensslfswitchfconfig gost ]

3. HacTpouTb 3aBUCUMOCTM (LenaeTca OgHOKPATHO Nepes, NepBoi KOHBepTaLMet Ktoya Ha cepeepe):

YcTaHOBKa moayna asnl:

[pip3 install asnl }

YcTaHOBKa moayna pyderasn:

s N

[fetch|wget] http://www.pyderasn.cypherpunks.ru/download/pyderasn-9.3.tar.zst
[fetch|wget] http://www.pyderasn.cypherpunks.ru/download/pyderasn-9.3.tar.zst.
—asc

gpg —-verify pyderasn—-9.3.tar.zst.asc pyderasn-9.3.tar.zst

zstd —-d < pyderasn—-9.3.tar.zst tar xf -

cd pyderasn-9.3

python setup.py install

. J
YCTaHOBKa pygost:

s 7

[fetch|wget] http://www.pygost.cypherpunks.ru/pygost-5.12.tar.zst
[fetch|wget] http://www.pygost.cypherpunks.ru/pygost-5.12.tar.zst.asc
gpg —-verify pygost-5.12.tar.zst.asc pygost-5.12.tar.zst

zstd -d < pygost-5.12.tar.zst | tar xf -

cd pygost-5.12

python setup.py install

L J

4. 3arpy3unTb yTUAUTY CryptoPro PFX Decoder by liOard:

[fetch|wget] https://raw.githubusercontent.com/liOard/cpfx/pyderasn/cpfx.py
[fetch|wget] https://raw.githubusercontent.com/liOard/cpfx/pyderasn/schemas.py

5. KoHBepTMpoBaTb KOHTelHep Kaw4va M3 dopmaTa pfx B opmaT PEM C MOMOLbI CryptoPro PFX
Decoder by lilOard

[python cpfx.py sourcekey.pfx }

OTBeT yTUAuTbl byaeT cogepaTtb MHPOPMaLMIO O TOM, B Kakoi ¢ain 6bli1 coxpaHeH Npeobpa3oBaHHbIN
KOHTeMHep. Hanpumep, exported_4192476d-3e66-4963-8684-bd95d6be7967 . pem.

6. KoHBepTMpoBaTb cepTUPUKAT OTKPLITOrO KAtoUa U3 popmata DER B popmaT PEM ¢ nomoubto OpenSSL:

[openssl x509 -in sourcecrt.cer -inform der -out sourcecrt.pem }

7. CobpaTb HOBbIW pfx-KOHTEHEpP 13 NPeobpa3oBaHHbIX K/toua U cepTuduKara:

openssl pkcsl2 —-export —-in sourcecrt.pem —-inkey 4192476d-3e66-4963-8684-
—bd95d6be7967.pem —-out correct.pfx —name gost2012

8. YcTaHOBUTb OKpyKeHue Java (JRE) Bepcuu 8.

9. MMnopTMpOBaTb KAtoY M3 PKCS#12 B BKS-xpaHuauLLe c nomollbio 6ecnnaTtHoit yTuantsl gost-keytool®® n
aKTyanbHoii Bepcun 6ubnnotekn beprov-jdk150n84.

java —-cp gost-keytool.jar:bcprov-jdkl5on-1.70.jar ru.reaxoft.gost.Keytool.
—import_pkcsl2 —--srckeystore correct.pfx --srcstorepass 1234 --srckeypass.
1234 —--destkeystore blitz-keystore.bks —-deststoretype BKS —--deststorepass.
—pass ——destalias gost2012 --destkeypass pass ——-srcalias gost2012

83 https://identityblitz.ru/wp-content/uploads/2019/11/gost-keytool.zip
84 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150n/
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s 2
© B >10ii onepaumK Ncnonb3yloTCA NapameTpbl

® srckeystore — NyTb K CKOHBEPTUPOBAHHOMY pfx-KOHTelHepy (PKCS#12);
® srcstorepass — NApPO/b OT KOHTENHEpPA PKCS#12;
® srcalias— WMMA KNlOYa B KOHTeMHepe PKCS#12. HyXXHO yKa3aTb 3HaYeHne gost2012;

® srckeypass —nNapob K KoYy B KOHTeﬁHepe PKCS#12. Hy)KHO YKa3aTb TO Xe Camoe 3HayeHue,
4YTO N 0217 NapaMeTpa srcstorepass;

e destkeystore — nyTb K ¢aiiny BKS blitz-keystore.bks, B3aTOMY C cepsepa Blitz Identity
Provider;

® deststoretype — TUN XpaHuAuLLa. Hy>KHO yKa3aTb 3HayeHue BKS;
® deststorepass — Napoab K XxpaHuauuwy BKS;

e destalias — ums (alias) kntoua B BKS, Hanpumep, gost2012;

® destkeypass — Naposb K K4y B BKS.

10. 3ameHuTb panblitz-keystore.bks Ha cepBepe Blitz Identity Provider;

11. NepesanycTuTb NpuaoxKeHus Blitz Identity Provider.

Kpuntolpo JCP

[na umnopta KoHTelHepa B popmate KpuntolNPO JCP HeobXoAMMO YCTaHOBUTL AaHHbIN KpunTonpoBaiaeps® u
CNefoBaTh MHCTPYKLMAM M3 0OULMANbHON AOKYMEHTALMUM.

Bxopa uepe3 ECUA B pexkume Bblbopa opraHmsaumm

Koraa ans exoga B Blitz Identity Provider ckoHbuUrypmpoBaH sHewHuli nocmasuwjuxk udeHmugpuxkayuu ECUA (ctpa-
HuUua 150), To K 06bIMHOMY pEXMMY BXOAA NONb30BaTeNA MOXHO CKOHOUIYypUpoBaTb cneaytowme AONONHUTE b-
Hble BO3MOXHOCTH:

e OTtobpakeHue No0ab30BATENIO IKPAHA BbIOOPA peXkMma BXofa W OpraHusaLuun, ecnu BOLeALNA Yepes
ECWA nonb3osatenb numeet B ECUA ponun coTpyaHuKa MHAMBUAYANbHOrO NpeanpuHUMaTens, opuande-
CKOTO /L@ MW OpraHa rocyAapcTBEHHOM BAACTU.

Bxon B JIN4HbIN KabuHeT

Buibepute ponb AnA Bxoaa

MeaHoB BaH iBaHoOBUY
CHWNC: 111-222-333 00

000 "PEAK CO®T"

OIlPH: 1147746651733

¢ MonyuyeHue n3 ECUA cBegeHnit 0 BbIBpaHHOW NpuW BXOAE OpraHuM3aLmmn, aBTOMaTUYeCcKoe Co3gaHmne Ha oc-
HoBe 3TUX cBeaeHuit B LDAP-xpaHuAuLLe rpynnbl NONb30BaTes1ei ¢ aTpMbyTamu, COOTBETCTBYOLWMMM Opra-

85 https://cryptopro.ru/products/csp/jcp
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HW3aUMK (eCNM COOTBETCTBYIOLLAA OpraHM3aLmMm rpynna He HaliaeHa B MOMEHT BxoAa), Ao6aBaeHue nonb-
30BaTe/iA B CO34aHHYI0 (MM Hall4EeHHYO) Fpynny nosib3oBaTenei.

e O6HoOB/EHME aTPUDBYTOB FPyNMbl NOAL30BaTENA 3HAYEHUAMM aTPUOYTOB opraHunsaumm n3 ECUA B momeHT
BxoAaa, ecnum atpubyTtbl B ECUA nameHunMUCh.

* B0O3MOKHOCTb f06aB/eHNA B MapKep JOCTyNa U MapKep 06HOBAEHWUA CBEAEHUIA O BbIOPAHHON B MOMEHT
BXoZa nosnb3oBatens poau B ECUA (dusnyeckoe anuo, MHAUBUAYaANbHbIA NpeanpPUHUMATENb, AOMKHOCT-
HOE INLLO OPUANYECKOrO INLA, AO/IKHOCTHOE /ML OpraHa rocy4apcTBEHHOW BAaCTH).

[na HAacTPOMKM peKMMOoB BXoga Heobxoanmo npeasapuTenbHO HacTpouTsb B Blitz Identity Provider ncnonbsosa-
Hue epynn docmyna (cTpaHuua 215) u Bxoa, Yepes ECHA (ctpanuua 150). Mocne aToro HeobxoanMMo B KOHOUTY-
paunoHHOM daiine B cekuMn blitz.prod.local.idp. federation B 6/10Ke esia cO34aTb LONOAHUTENBHbIV
610K HaCTpoeK org CaeayloLLero Buaa:

"federation" : {
"points" : {
"esia" : [

{

llorg" . {

"embeds" : [
"documents.elements-1",
"addresses.elements-1",
"contacts.elements—-1"

1,

"group" : {
"id" : "${org.oid}",
"mapping" : [
{
"attr" : "org_ogrn",
"master" : true,
"value" : "${org.ogrn}"
by
{
"attr" : "org_inn",
"master" : true,
"value" : "${org.inn}"
by
{
"attr" : "org_fullname",
"master" : true,
"value" : "${org.fullName-}"
by
{
"attr" : "org_shortname",
"master" : true,
"value" : "${org.shortName-}"
by
{
"attr" : "org_type",
"master" : true,
"value" : "${org.type—-}"
by
{
"attr" : "org_oktmo",
"master" : true,
"value" : "${org.oktmo-}"

by

(npogonkaertca Ha cieaylowen cTpaHuue)
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by

{
"attr" "org_leg",
"master" true,
"value" "S{org.leg-}"
by
{
"attr" "org_kpp",
"master" true,
"value" "${org.kpp-1}"
by
{
"attr" "org_phone",
"master" true,
"value" "${org.phone-}"
by
{
"attr" "org_email",
"master" true,
"value" "${org.email-}"
by
{
"attr" "org_fax",
"master" true,
"value" "${org.fax—}"
by
{
"attr" "org_agencytype",
"master" true,
"value" "${org.agencyType—}"
by
{
"attr" "org_agencyterrange",
"master" true,
"value" "${org.agencyTerRange—}"
by
{
"attr" "org_address_post",
"master" true,
"value" "${org.postAddress—}"
by
{
"attr" "org_address_leg",
"master" true,
"value" "${org.legalAddress-}"
}
I
"matchingRules" [
[
{
"attr" : "id",
"value" "${org.oid}"
}
1
1,
"profile" : "orgs"

(npoponkeHue c NpeablayLLei cTpaHuLbl)

(npoponkaertca Ha cneayowert cTpaHuue)
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"scopes"
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:

[

//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.

gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.
gosuslugi.

ru/org_addrs",
ru/org_leg",
ru/org_oktmo",
ru/org_inn",
ru/org_type",
ru/org_kpp",
ru/org_ctts",
ru/org_agencyterrange",
ru/org_ogrn",
ru/org_shortname",
ru/org_fullname",
ru/org_agencytype",
ru/org_grps"

(npoponkeHue c NpeablayLLei cTpaHuLbl)

}l

B no6aBieHHOM 6/10Ke HY}KHO CKOPPEKTUPOBaTh:

* Habop nonyvyaembix n3 ECUA ceegeHuit 06 opraHM3aLMmM U UX MannUHr Ha aTpMBbyTbl rPynnbl NOAb30Ba-
Tenen (610K group . mapping), NPU3HAKOM master OTMETUTL Te aTPUDBYTbI, KOTOPbIE AONKHbI Nepe3anu-
CbIBATbCA B rpynne Nosb3oBaTene Npu Kaxxaom obHosaeHnn ns ECUA, nonyyeHHOM B MOMEHT BXOAa;

* Habop 3anpawwmnBaembix B ECUA paspelueHnit (HacTpolika scopes).

Ecnn Heobxoammo nepenasatb B MapKep MAEHTUPUKALMM M MapKep AOCTyMNa CBeAEHUA O TeKyLel BbiIbpaHHOM
opraHusauuu 1 o ponu nonbsosatenn 8 ECUA, To HeobxoAMMO HACTPOUTL COOTBETCTBME HEOBXOANMbIX aTpUbYy-
ToB ECUA ceccMoHHbIM yTBepKaeHMAM B Blitz Identity Provider. 9To BbINOAHAETCA C NOMOLLbIO HACTPOMKKN claims
B 6/10Ke HacTpoek ECUA:

"federation" : {
"points" : {
"esia" : [
{
"claims" : [

{
"name" "org_id",
"value" "org.oid"

b

{
"name" "global_role",
"value" "globalRole"

b

{
"name" "org_shortname",
"value" "org.shortName"

b

{
"name" "org_fullname",
"value" "org.fullName"

by

{
"name" "org_type",

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"value" : "org.type"
}I
{
"name" : "org_ogrn",
"value" : "org.ogrn"
b
{
"name" : "org_inn",
"value" : "org.inn"
}!
{
"name" : "org_oktmo",
"value" : "org.oktmo"
}I
{
"name" : "org_groups",
"value" : "org.groupNames"

by

by

Do6asneHune napametpos B Bbi3oB ECUA

Blitz Identity Provider nossonset nob6asnatb B BbI30B cepBuca ayteHTudMKaunm ECUA cnegyrowme napameTpbl:
® obj_type — TUN Nonb30BaTeNs;
® roles —TWUN POAU NONb30OBaTENA.

[na Toro ytobbl BKAYUTL Nepesady NapameTpoB, BbINOSHUTE caeaytolne AeACTBUA:
1. OtkpoiiTe paiin KoHPUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf

2. Bcekumm blitz.prod.local.idp.federation.points.esia.authExtParams (HacTpoliku ECUA)
MM blitz.prod.local.idp.federation.points.esiadp.authExtParams (umdppoBoro npopuns
ECUA) ykaxkuTe napameTpbl 411 AobaBneHns B BbI30B CepBuca ayTeHTUdMKaLmu. lapameTpbl He06XxoanMo
nepevyncnunTb B BUAE <umMd mnapamMeTpa>: <CTPOKOBOE 3HaueHHe napameTrpa>.Hanpumep, 4na nepe-
[3a4n NapameTpoB obj_type=P+Lsroles=E+C, Hy}HO f006aBUTb B Gain KOHPUrypaLmMm cOOTBETCTBYO-
LLero NoCcTasLMKa aeHTUOMKaLMM pa3gen Buaa:

"authExtParams": {
"Objitype": "P LH’
"roles": "E C"

by

6.2.10 Ceptudukarbl nocraBwmkos WebAuthn, Passkey, FIDO2, U2F

> Cm. Takxke

* Bx00 c nomowbto WebAuthn, Passkey, FIDO2 (cTpaHuua 87)
* [loOmeepxcdeHue exoda c nomouwibto WebAuthn, Passkey, FIDO2, U2F (cTpaHuua 88)
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Blitz Identity Provider no3sonset nepeonpenenntb nepevyeHb NPOMEKYTOUHbIX U KOPHEBbLIX cepTUdMKaTOB no-
CTaBLLMKOB Ktouel besonacHoctn (WebAuthn, Passkey, FIDO2, U2F). 1na 3Toro Hy»KHO B 6/10Ke HacTpoekblitz.
prod.local.idp.webAuthn.trustedStores yKa3aTb HaCTPOWMKK, cogepKalLme TUn (type), GalinosbIi NyTb
(path) n naponb (password) fOCTYNa K KOHTEMHEPY K/tOYEN, KOTOPbIY HEOBXOAMMO UCNONb30BaTb A4/1A NPOBEp-
KM NOAMMCKU aTTECTALMOHHBIX 06EKTOB, GOPMUPYEMbIX NPU PErUCTPaLMK Kntoven besonacHocTu. CTaHAaPTHbIN
KOHTelHep Koyei aBTomaTUYeckn ob6HOBAAETCA Npu YCTaHOBKE HOBbIX Bepcuii Blitz Identity Provider u coaep-
JKUT aKTyasIbHble KOPHEBbIE N NPOMEXKYTOUHbIe cepTudurKaTbl TPM moaynen, FIDO, a TakKe cepTudumkaTbl Apple
n Google, HeobxogMMble gNA NPOBEPKU NOANUCK aTTECTALMOHHbIX 06BbEKTOB. MpK HEOBXOAMMOCTM OrPaAHNYUTL
K/touM 6e30nacHOCTU A0 YCTPOMCTB ONpeaeneHHbIX MPOU3BOANTENEN HYKHO YAANUTb U3 KOHTEHEepa Katoden
JIMLWIHME KOPHEBBIE U MPOMEKYTOUHbIE CEPTUDUKATI.

Mprmep HacTpoekK:

"webAuthn" : {
"trustedStores" : [
{
"password" : "xxAkxmw,
"path" : "webAuthn-trusted-ca.jks",
"type" : "jK3"

1,

6.2.11 OAuth/OIDC, SAML 1 BHelHMe NOCTaBLMUKN NaeHTUGUKaumm
Cepsuc OIDC Discovery

Blitz Identity Provider aBTomaTtuuyeckn ny6aukyet cepsuc OIDC Discovery®® B cooTBeTcTBUM € 3agaHHbIMMU B Blitz
Identity Provider HacTpolikamu. B coctaBe cepBmrca MOXKHO nponucaTb agpec gokymeHTauum Ha OIDC cepsuc.
YT106bl 334aTh CBOM agpec AOKYMEHTaLMK, HeobxoaAnmo B 6/10Ke HAcTpoeK blitz.prod.local.idp.oauth
NPonMcaTb HAaCTPOMKY serviceDocumentationUrl CO 3HAYEHMEM afpeCca CCbI/IKU HA JOKYMEHTaLUMIO.

Appeca BbI30BOB BHELUHUX NOCTaBLYUKOB

Mpu BHegpeHun Blitz Identity Provider mo»KeT BO3HMKHYTb NOTPEOGHOCTb HACTPOMUTL BbI30BbI C cepBepoB Blitz
Identity Provider 06paboTyMKOB BHELWHMX NOCTABLLMKOB UAEHTUDUKALUN HE HANPAMYLIO, a Yepe3 NPOKCU cep-
Bep. B aTom cnyyae ecTb HEO6XOAMMOCTb U3MEHUTL CTaHAAPTHbIE aapeca 06pPaboTYMKOB BHELLIHUX NMOCTABLLMKOB
naeHTMdMKaUUKM Ha agpeca, 3aperncTPUpPoBaHHble Ha NPOKCK cepBepe. YToObl CKOPPEKTMPOBaTb agpeca obpa-
60T4YMKOB, HEOBXOAMMO U3MEHUTL 3HAYEHWNA HAaCTPOeK authUri, tokenUri, dataUri B COOTBETCTBYHOLMX 6/10-
Kax HAaCTPOEK BHELIHMX NOCTaBLMKOB MAEHTUOUKAUMM Bblitz.prod.local.idp. federation.

MprMep HacTpoeK ANa BXoAa Yepes BHewWHUIM nocTaslumK Google:

"federation" : {
"points" : {
"google" : [
{
"authUri" : "https://accounts.google.com/o/oauth2/auth",
"tokenUri" : "https://accounts.google.com/o/ocauth2/token",
"dataUri" : "https://www.googleapis.com/oauth2/vl/userinfo?alt=json",

by

(npogonkaeTca Ha cnepytoLen cTpaHuLe)

86 https://tools.ietf.org/html/rfc8414
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

BHewHuit SAML-nocTaBmuK

Blitz Identity Provider no3sonseT HacTPOUTb BXOA, Yepes3 BHELLHWI NOCTABLUMK MAEHTUPUKALMN, paboTatowmii No
npotokony SAML 2.0.

[ns aToro HeobxoaMMmo B 6/10Ke HacTpoeK blitz.prod. local.idp.federations CO34aTb BHELWHMIA NOCTaB-
WMK saml CO CNeayroWMMM HacTPOMKamu:

name — CUCTEMHOE UMA BHELLHEro NOCTaBLMKa MAEHTUDUKALNNK;
humanReadableName — ONUCAHWE BHELIHEroO NOCTaBLLMKA AEHTUDUKALMK;

clientId — MMA NocTaBLMKa ycnyr (EntityId), npucsoeHHoe Blitz Identity Provider npu peructpaumm
BO BHelwHem SAML noctasLwmKe naeHTMGUKauunm;

signAuthnReq— onpegenseT, AoaxeH nu Blitz Identity Provider nognucbisate SAML 3anpoc, oTnpasnse-
MbI/ BHELWHEMY NOCTABLUNKY NAEHTUDUKALMM;

checkAssertionSign — onpeaenser, HEOBX0AMMO NK NPOBEPATL Noanucb SAML yTBepKaeHuWi, noay-
YeHHbIX OT BHeLIHero NocTasLuKa naeHTuouKkaumm (ana NPO/ cpea 06s3aTeNibHO HEOHXOANMO BKIOYATb
NpoBepKy nognucu);

610K credentials C HaCTPOMKaMM AOCTyNa K KJAOYEBOMY KOHTEMHEPY, UCMOIb3yeMOMY A5 NOAMUCDI-
BaHMA 3aNpoCoB K NOCTaBWMKY naeHTudumkaumm SAML. HactpamBaeTca onuMoHanbHoO, B CyYae ecaum ans
B3aMMOZAENCTBUA C BHELUHUM MOCTaBLMKOM MAEHTUPUKAUMKM TpebyeTcs UCMONb30BaTb OTAE/bHbIN KOH-
TelHep Kaodei. Ecnm HacTpoika He 3agaHa, To Kaun 6yayT 6patbesa U3 ocHoBHOro keystore, HacTpoeH-
Horo B 6/10Ke blitz.prod.local.idp.keystore (NpM 3TOM B KayecTBe alias 6yAeT MCNONb30BaTbCA
MMA NOCTaBLLMKa MAEHTUOUKALMM U3 HACTPOMKKM name).

3a4atoTCA HAaCTPOMKMU:
— alias — MMA K/lOYa B KOHTEWHEPE;

— keystore — BN0K HacTpOEK, CoAep KaLumMit TUMN KOHTelHepa (type), KOTopbl MmoKeT 6biTb JCEKS nan
BKS, a TaKke NyTb K KOHTelHepy (path) M Naponb K KOHTelHepy (password);

idpMetaPath — NyTb K $paiy, B KOTOPOM XPAHATCA MeTaZaHHble BHELIHEro NoCcTaBLMKa naeHTMdMKauum
(XML-daiin c metagaHHbimu IDP);

610K HacTpoeK userMatching —3a4aeT npaBu/ia CONOCTaBAEHUNA YYETHbIX 3anucei:

B HaCTPOWKe t ype — NPU3HAK, YTO UCMoNb3yeTca 6a3oBas (3HayeHue builder) HacTPOMKa CBA3bIBa-
HMA YYeTHbIX 3anncen;

— B HaCTPOMKe mapping — NPaBUIa CONOCTABAEHUA YYETHbIX 3anucei u3 sHewHero SAML-nocTaBLLmMKa
naeHTMdMKaLMm yyeTHbIM 3anucam B Blitz Identity Provider;

— B HacTpoiiKe matchingRules — NpaBuaa nepeHoca SAML-yTBEpPKAEHMI U3 BHELWHErO NOCTaBLUMKA
naeHtTuduKaumnm B aTpmbyTbl yueTHoM 3anumcu B Blitz Identity Provider;

— requireLogInToBind— npu3HaK «/lpedsazame noas6308amento 86ecmu 02UH U NAposb 044 npu-
BA3KU, eC/U y4emHas 3anuce He bbiaa uGeHMugpuuuposaHa»;

— strictMatching—npusHak « Tpebosame 8800 aposis, ecau yYemHas 3anuce bolaa udeHmugpuyu-
posaHa»;

— uniqueMatching—NpuU3HaK «/Ja49 npussasKu 00axHa 6bimb HalideHa MosbKO 00HA y4emHAsA 3anuce
10 300AHHbIM MPABUAAM COOMBEMCMBUSAY.

Mpumep HacTpoeK BHeLHero NocTaBLUnKa I/I,D.EHTI/ICI)MKaLI,VIMZ
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"federation" : {
"points" : {
"saml" : [
{

"name" : "demo-idp",
"humanReadableName" : "External SAML IDP",
"clientId" : "login.company.com",
"signAuthnReq" : true,
"checkAssertionSign" : true,
"_credentials" : {

"alias" : "demo-idp",
"keyStore" : {
"password" : "xxAkxm,
"path" : "demo-idp-key.jks",
"type" : "JCEKS"

I
"idpMetaPath" : "demo-idp-metadata.xml",
"userMatching" : {
"type" : "builder",
"mapping" : [
{
"attr" : "urn:saml:mail",
"master" : false,
"value" : "S${email}"

1,
"matchingRules" : [

[

"attr" : "urn:saml:mail",
"value" : "S$S{email}"

1,

"requireLogInToBind" : false,
"strictMatching" : false,
"uniqueMatching" : false

Mocne co3paHnA HACTPOEK BHELIHEro NOCTaBLMKa HEOHXOAMMO BKAKOUMTb €r0 B CMIUCKE AOCTYMHbIX BHELWHMUX
NOCTaBLUMKOB UaeHTUdMKaumMK. [Ana 3Toro B 610K HacTpoeK blitz.prod.local.idp.login B nepeyeHb me-
TOLOB ayTeHTUOUKALMM (methods) B CMUCOK BHELLUHMX NOCTaBLLMKOB BXoAa externalIdps A06aBUTb BHELLIHWIM
MOCTaBLUMK C fedPoint, COOTBETCTBYHOLMI HACTPOEHHOMY.

I'Ilemep HaCTpOﬁKVI ANnAa BKAKOYEHMA BHeLWHero nocCTtaBWWMKa M,D,EHTMdDVIKaLI,MVI C TMNOM saml U UMEeHem
demo-idp:

"login" : {
"methods" : {

(npogonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"externalIdps" : {
"idpS" . [

"fedPoint" : "saml:demo-idp"
}I
1,

by

Hi

Hacmpoumes no2zomun (cTpaHmua 326) Ana KHOMNKK BXOA4a Yepes BHELLHWI NOCTaBLMK BXOAa.

BHewHui noctaBwmk CYANC

Blitz Identity Provider no3BonseT HacTpouTb BXO4, Yepe3 BHELWHWUI NocTaBWMK naeHTudukaumm CYANC.

[na saToro Heob6xoaMMO B 6/10Ke HacTpoeKk blitz.prod.local.idp. federations CO3AaTb BHELWHWIA NOCTaB-
WMK sudis CO CNeayroWmMmMmM HaCTPOMKaMM:

name — CUCTEMHOE UMA BHELIHEro NOCTaBLLMKA UAEHTUDUKALMM;
humanReadableName — ONUCAHWE BHELIHErO NOCTaBLLMKA MAEHTUDUKALMK;

clientId—uMmsA NocTaBWMKa ycnyr (EntityId), npucBoeHHoe Blitz Identity Provider npu peructpaumm B
cyaouc;

610K credentials C HAaCTPOIMKaMM AOCTYNA K KNHOYEBOMY KOHTEMHEPY, UCMOIb3YyEMOMY A4 NOANUCHIBaA-
HUA 1 WndpoBaHMa 3anpocos K CYAUC. AonxHo ncnonbsosatbea MO CMSServer, aucTpnbyTus KoToporo
npeaocrasaseT nocraswuk CYANC.

3a4at0TCA HAaCTPOMKM:
— endpoint —agapec cepsepa CMSServer;
— fingerprint —SHAL xaw cepTndukarta IDP CYJUC. YKasbiBaeTca B popmate {SHAL } sHaueHuUe;
— recipientKey — uaeHTUdUKaTop Kaoda CYQUC (3HaueHne cn U3 subject ceptudmkata CYQUC);

— senderKey—unaeHTudukaTop Katoya Blitz Identity Provider, ucnonbayemoro ana noagnncaHus 3anpo-
coB K CYOUC m pacwumndpoBbiBaHUA OTBETOB (3HaYeHWe cn M3 subject cepTuduKaTa Blitz Identity
Provider, 3apernctpuposaHHoro 8 CYAWNC);

idpEntityId—EntityID CYAUC;
sidAttrName — umA aTpubyTa, MCNO/Ib3YEMOTO B KauecTse naeHTUdMKaTopa yyeTHol 3anmcu 8 CYJUC;
ssoServiceLocation —agpec 06paboTyMKa 3anpoca 3anpocoB Ha ayTeHTUduKaumo 8 CYANC;

sloServiceResponseLocation — agpec OTBETA HA 3aNpocCbl AorayTta, MHMUMNPOBaAHHbIe B CYOUP u3
cyanc;

sloServiceLocation —agpec 06paboTtymKa norayta 8 CYOUC npu MHUUMMPOBAHUKM norayTa us CYJUP
B8 CYANC;

610K HacTpoeK userMatching —3a4aeT NpaBu/ia CONOCTaBAEHUNA YYETHbIX 3anucen:

— B HaCTPOWMKe type — NPU3HAK, YTO UCMO/Ib3yeTcs 6a30Bas (3HaYeHne builder) HAaCTPOMKa CBA3bIBA-
HUA yYeTHbIX 3anucen;

— B HACTPOWKe mapping — NpaBM/a CONOCTaBNEHUA YY4ETHbIX 3anucen U3 BHewHero SAML-nocTasLmKa
naeHTMdMKaumnm yyeTHbIM 3anucsam B Blitz Identity Provider;
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— B HacTpoWike matchingRules — npasuaa nepeHoca SAML-yTBepKAEHWIA U3 BHELHEro NOCTaBLLMKa
naeHTnduKauum B atpmnbyTsl yueTHOM 3anuck B Blitz Identity Provider;

— requireLogInToBind— Npu3Hak «[lpedsaeames nosb308amesito 86eCmu A02UH U nNaposb 017 Npu-
8A3KU, ec/U y4emHas 3anuce He bbiaa udeHMUpUUUPOBAHAY;

— strictMatching—npusHak « Tpebosame 8800 aposs, ecau yyemHas 3anuce bolaa uoeHmupuyu-
posaHa»;

— uniqueMatching—npu3HaK «J14a npusAasKku 00axHa 6bimb HalideHa MosibKo 0OHA yYemHas 3anuce
10 3a0aHHbIM NPABUAAM COOMBEMCMaUs».

Mpumep HaCTpoOeK BHELWHero NocTaBLUMKa MAeHTMd)MKaU,VIMZ

"federation" : {
"points" : {
"sudis" : [
{
"clientId" : "<ENTITY_ID BLITZ>",
"credentials" : {
"endpoint" : "http://<CMS_HOST>:<CMS_PORT>",
"fingerprint" : "{SHA1l}<FINGERPRINT SUDIS CERT>",
"recipientKey" : "<SUDIS_KEY SUBJECT.CN>",
"senderKey" : "<BLITZ_KEY SUBJECT.CN>"
Yo
"humanReadableName" : "SUDIS",
"idpEntityId" : "http://..",
"name" : "sudis",
"sidAttrName" : "oid",
"ssoServiceLocation" : "http://../idp/profile/SAML2/POSTGOST/SSO",
"sloServiceLocation" : "http://../idp/Logout",
"sloServiceResponseLocation" : "http://../idp/profile/SAML2/Redirect/SLO",
"userMatching" : {

1,

Mocne co3paHnA HACTPOEK BHELWHEero NocTaBLyMKa HeOBXOAMMO BKAOUMTL €70 B CMUCKE AOCTYMNHbIX BHELUHWUX
NOCTaBLLMKOB MAEHTUGMKaLMM. [1ns 3Toro B 6/10K HacTpoeKk blitz.prod.local.idp.login B NepeyeHb me-
TOA0B ayTeHTUdMKaumm (methods) B CMUCOK BHELLIHUX MOCTABLLMKOB BXoAa external Idps A406aBUTb BHELIHUN
MOCTaBLMK C fedPoint, COOTBETCTBYIOLMIA HACTPOEHHOMY.

MprMMep HaCTPOMKM ANA BKAHOYEHMA BHELIHEro NOCTaBLLMKa MAEHTUOMKALMM C TUNOM sudis U UMeHeM sudis:

"login" : {
"methods" : {

"externalIdps" : {

"idps" : [
"fedPoint" : "sudis:sudis"
I

]l

b

(npoponkaetca Ha cneayowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}I

6.2.12 PexXum perucrpaumm HesaBepLUEHHbIX NOMbITOK BXOAa

B Blitz Identity Provider Bce cobbiTma ¢MKcMpytoTca No GpaKTy OKOHYaHMA Bbi3biBaBLLErO MX NpoLlecca. [Aaa 60nb-
LWMHCTBA COBLITUIM 3TO HOPMAIbHO, TaK KaK MPOLLECChl KPAaTKOCPOUHbIE.

CpeZfim BCcex pernctTpmpyembix cobbITUIM ecTb BaXHble COBbITUA, CBA3aHHbIE C BXOLOM No/b3oBaTenen. Ecnm Bxoa
npousoLlen ycrnewHo, TO B CaMOM KOHLE MpoLecca BXoga pernctpupyerca cobbiTue 6e30MacHoOCTU, B KOTO-
POM YKa3blBaeTCA, KTO, KyZa W KOr4a BOLWE/, Kakue MeToabl ayTeHTUGUKaummn 6biamn 3agencTsoBaHbl, IP-agpec,
UserAgent u MHOro apyrvx getanen.

B 3aBMCUMOCTM OT CAENAHHbIX NPU BHEAPEHUM HAaCTPOEK NPOLECC BXOAA MOXKET BbITb YCTPOEH CNOXHO. He Bce-
roa OyaeT AOCTaTOYHO TO/IbKO BBECTU JIOTUH U Napo/ib, U HYXKHO ByaeT AONO/HUTENbHO NPOITU NOATBEPKAEHME
BX0Za WU B NpoLecce BXoAa Nosb3osaTeNb byaeT B3anmoaeincTBoBaTb CO BCMOMOTraTeIbHbIMU NPUNOKEHUAMM
(pipes), Hanpumep, aKTyann3MpoBaTb KOHTAKT, HacTpansaTb Passkey uau oTBevyaTb Ha BONPOC, JOBEPAET /N OH
ycTpoiictey/6paysepy. Eciv nosib30BaTeNb B KAKO-TO MOMEHT 3TOMO NPOLLECCa NepecTaHeT NPoA0/IXKaTb BXOA, TO
NPOoLECC BXOAA He 3aBEePLUMTCS, U KaK CieacTene, cobbITUE ayauTa 0 TaKOM He3aBepLLUEHHOM BXOAE He CO34acCTCs.
B 3aBMCMMOCTM OT TOTO, B KAKOW MOMEHT 3TO C/TYYMTCA, 3TO MOXKET BbITb Npobiemoit 6esonacHocTU. Hanpumep,
€c/v Nonb3oBaTeNlb NPOCTO OTKPbII CTPAHULY BXOAA M He CTas BBOAWUTb JIOTUH M Naposb, TO pUKcaLmMA Takoro
cobbiTnA B XKypHane 6esonacHoOCcTU He npeacTaBaseT ocoboro uHTepeca. A BOT ecv Nosib3oBaTenb BBeA npa-
BWJIbHbIE JIOTMH W Napo/ib, HO NOMAN Ha 3KPaH NOATBEPNKAEHMA BXOAQ, KOTOPbIN He CTan NPOoXoAuTb, TO TaKkoe
cobbiTe 6e3onacHOCTM 6b1n0 Hbl XOPOLLIO 3adUKCUPOBATb. BO3MOXKHO, 310yMbILLNIEHHUK Nepebupan naponb u
CMOT yCrneLwHo ero noaobpartb, HO He CMOT NPOMTM NPOBEPKY BTOpOro ¢akTopa ayteHTudPuKaymm. Cobbitne 6es-
OMaCHOCTW NO3BOAWO Bbl y3HATb O TaKoM cUTyauuu, ecam Bbl OHO Bb1I0 3aNUCaHO U aHaNIM3UPOBANOCH.

[ns BKNOYEHMA perncTpaumm cobbiTuiA HeycnelwHbIX (He3aBepLeHHbIX) BXO40B HE0bX04MMO B 6/10Ke HAacTPOEK
blitz.prod.local.idp.login A06aBUTb NapaMeTpsbl:

® postponeEnabled—3HayeHMe true, €CIN MEXAHU3M BK/IHOYEH;

® postponeTtl — BPEMA B CEKYHAAX, NOCNE UCTEYEHUA KOTOPOro PerncTpmpyeTca OTN0XKEHHOe cobbiTne
ayaunTa, eCin BXxod He 6bin 3aBepLueH.

B cnyyae ecnn pns 06paboTtkM 33434 ucnonblyetcs RabbitMQ, To ana ocHoBHOM oyepeam 3aaay Heobxoanumo
caenatb 4ONONHUTENbHYIO ovepeab C Ha3BaHUEM <HaszBaHHe OCHOBHOH ouepenu>—-postpone M 3a4atb 4N
Hee cneaylolme aprymeHTbl:

x-dead-letter-exchange = <ucrnonbayeMeli exchange>
x—dead-letter-routing-key = <ocHOBHad ouepenb>

TaK ke gna co3gaHHoM oyepeam HeobXoAMMO HAaCTPOUTb binding Ha UCNOb3YeMbIN exchange.

6.2.13 Mepeaaya cobbiTuit 6e3onacHocTu B pan unu Kafka

B Blitz Identity Provider Mo»KHO HaCTpOUTb perncTpaumio cobbiTmii 6e30nacHOCTM B OAMH N HECKOJIbKO Npuem-
HWKOB. HacTpoiika 3agaeTcs B 6/10Ke HacTpoeK blitz.prod.local.idp.audit.

Heobxogmmo 3aaatb caeaytowme HacTPOKu:

* emitters — OnNpeaAenseT CNMCOK NPUEMHUKOB 3anucei ayamTa. Mo KaKgomy NpUemMHUKY 3anonHaeTcs
610K HacTpoek:

— type — TUN NPUEeMHUKa. BO3MOKHble 3HaYeHUA:
* audit-store —3anucb npoussoantca B CYB[;
* log — 3anucb NPOM3BOAUTCA B IOTTEP C UMEHeM AUDIT.

— enabled — HeobnA3aTesbHaA HaCTpOﬁKa —onpeaenAaeT, BKAKYEH UIN HET NPUEMHUK;
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— include —Heobs3aTeNbHas HAaCTPOWMKA — NEPEUUCAAIOTCA TUMbI COObITUI Be3onacHoCTH (cM. Tabanuy
HUKE), N0 KOTOPbIM OCYLLLECTBAAETCA 3aMMCb B NPUEMHMK. Ecnn HacTpoiika He yKasaHa, To NuLyTca
BCe cobbITMA 6e3onacHoCTy;

— exclude — Heobs3aTenbHas HACTPOMKa — NePeUYNCAAITCA TUMbl cobbiTnin 6e3onacHocTM (cm. Tab-
MUY HUXKE), KOTopble He AO0KHbI 3aMUCbiBaTbCA B MPUEMHUK. ECAM HacTpoliKa He yKasaHa, TO HU-
KaKkune cobbITUA He UCKAtoYatoTcsa. ECiM HAacTpoliKa yKasaHa BmecTe ¢ include, TO CHayana CnMCcoK
cobbITUiA onpeaenseTcs HacCTPOMKOM include, @ NOTOM U3 HEFO UCK/HOYALOTCA COBBITUA, YKa3aHHbIe
B exclude. PeKOMeHAYyeTCA He UCMNO/Ib30BaTb COBMECTHO 06e HacTPOMKM include U exclude, a
NPUMEHATb TO/IbKO YTO-TO OAHO;

— logger —Heoba3aTeNnbHas HaCTPOMKa — YKa3blBaeTCcA TONbKO ANA MPUEMHMKA C TUNOM Log. Mo3sons-
eT onpeaennTb UMa norrepa. ECn HacTpoiika He 3a4aHa, TO 3aNMCcb NPOU3BOAMTCA B IOITEP C UMEHEM
AUDIT;

— name — HeobA3aTe/IbHasA HAaCTPOWKa — yKa3blBaeTCA 41 NPUEMHUKOB C TUNAMKU 1og U kafka. YKasbl-
BAET MMSA NMPUEMHUKA, TaK KaK AN 3TUX TUNOB NPUEMHUKOB MOXKHO HACTPOUTb HECKO/IbKO MPUEMHM-
KoB. Ecnu HacTpoliKa He 3a4aHa, TO UCMONb3YIOTCA 1og U kafka B KaYeCcTBe UMEH NPUEMHWKOB;

— bootstrapServers—o06A3aTe/ibHaA HACTPOIKA ANA NPUEMHMKA C TUNOM ka fka —YyKa3blBaeTCcA CNu-
COK aZlpecoB A/1s NepBoHa4yaibHOro NogKAtodeHua K Knactepy Kafka;

— topic — obA3aTeNbHasn HaCTPOIKa 4NA NPUEMHMKa C TUNOM kafka — Ha3BaHMe TonuKa Kafka, B ko-
TOPbI AOMKHO OTNPABAATLCA COBbLITUE;

— securityProtocol — HeobfA3aTeNbHaA HACTPOMKa ANA NPUEMHUKA C TUNOM kafka — B clyyae
MCNONb30BaHNA NoAKAoYeHMA No SASL moxKeT He yKasbiBaTbCA. pu nogxkntoyeHun no SSL B Ha-
CTPOViKe AO0/MKHO ObITb YKa3aHo 3HayeHue SSL. Ecnm B Kafka He HacTpoeH TLS, yKarkuTe 3HaveHue
SASI,_PLAINTEXT;

— sasl —HeobaA3aTeNbHbIV 60K HACTPOEK A1A NPUEMHMKA C TUNOM kafka — 3a4aeT napameTpbl Noa-
KNHOYEHMA NPU UCNONb30BaHUM SASL-ayTeHTUDUKaUMKM ana nogkatodenns K Kafka:

* jaasConfig— CTPOKa NOAK/OYEHMA, B KOTOPOI MOXHO MCMO/Ib30BATb NapameTpbl NOACTAHOB-
KN N3 securebParams,

* mechanism—3Ha4yeHWe PLAIN;

% secureParams — 6/10K C NapameTpamu, KoTopble byayT 3awmnppoBaHbl B KOHGUTYPALMOHHOM
daitne npu 3anycke cepsepa.

Mpumep 610Ka:

"sasl": {

"jaasConfig": "org.apache.kafka.common.security.plain.PlainlLoginModule.
—required username=\"alice\" password=\"$ \We W,

"mechanism": "PLAIN",

"secureParams": {

"pswd": "CopepxuMmoe 3amudpyeTcd npu 3zamnycke",

}

}

— ssl—HeobasaTenbHbli 610K HACTPOEK ANA NPUEMHMKA C TUNOM kafka — 3a4aeT napameTpbl SSL ana
noakntoveHun K Kafka:

* enabledProtocols — CTPOKM CO CMMUCKOM BK/IHOYEHHbIX MPOTOKO/08B,;

* keyStore — 610K HacTpoeK C NapameTpamm A0CTyNa K KNo4YeBOMy KOHTelHepy Blitz Identity
Provider. CogepU1T HaCTPOMKK type, path, password;

* trustedStore — 610K HACTPOEK C NapameTpamm A0CTyNa K KOHTelMHepy C A0BEPEHHbIMU cep-
TudMKaTamu. CoaepKMT HACTPOMKM type, path, password;

* keyPassword — HeobA3aTe/NibHaA HAaCTPOMKA — NApPOab A5 AOCTYNA K KAHOYYy.

Mpumep 6510Ka:
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-

"securityProtocol" : "SSL",
"ssl1" : {

H

"enabledProtocols" : ["TLSvl1.2,TLSv1.3"],
"keyStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/bip-dlapp0l1-1.jks",
"type" : "JKS"
by
"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"
by
"keyPassword": "CHANGE-ME"

tuning—HeobA3aTeNbHbIN BNOK HACTPOEK ANA NPUEMHMKA C TUNOM kafka — 3a4aeT ONUMOHa IbHbIE
HACTPOMKKU producer Aas B3anmogenctema c Kafka. MmeHa napameTpoB HEO6X0AMMO YKa3bIBaTb C
TOYKOW KaK B AoKyMeHTauum Kafka®’.

Mpumep 610Ka:

"tuning": {

"client.id": "BlitzKafka"

- emitAtLeaStOneOf‘-HEO6H3aTEHbHaﬂHaCTpOﬁKa—yKa3MBaETCHCHMCOKHpMEMHMKOB,AOCTaTOHHO

3anucuy cobbiTUi B 110601 M3 KOTOPbIX, YTOObI ONepaumsa cYMTanachb yCnewHom;

emitToAl10f —HeobA3aTeNbHAA HACTPOIMKA — YKa3bIBAETCA CMUCOK MPUEMHUKOB, NO KOTOPbIM 065-
3aTe/IbHO AOJIKHO ObITb NOAYYEHO MOATBEPMKAEHUE YCNEewWwHOoW 3anmcK cobbiTna, YyTobbl onepauns
CYMTaNAchb ycnewHon. Ecnn HacTpolkM emitAt LeastOneOf M emitToA110f He 3afaHbl, TO 0653a-
TeNbHO NOATBEPKAEHNE OT BCEX HACTPOEHHbIX MPUEMHUKOB;

emitTimeoutInSec — HeobA3aTeNbHAA HACTPOMKA — OoNpeaenseT MaKCMManbHOe BPeMA OTK/IMKA
OT MPMEeMHUKa B OTBET Ha 3anpoca 3anucu cobbiTna. Ecan HacTpoiika He 3afaHa, To oxuaaHue 60
CEeKyHA.

Mpumep HacTpoek 3anucu ayauta ogHospemeHHo B nor, B CYB[ n B Kafka:

"audit": {

"emitters": [
{
"type": "log",
"name": "users-log",
"enabled": true,
"logger": "AUDIT",
"exclude": ["admin_added", "admin_pswd_changed", "admin_removed",

—"admin_roles_changed",

"config_changed"]

Hy

"type" . "qu",
"name": "admins-log",

"enabled": true,

"logger": "AUDITADMIN",

"include": ["admin_added", "admin_pswd_changed", "admin_removed",

—"admin_roles_changed",

(Npogonkaertcsa Ha cieayloLen cTpaHuue)

87 https://kafka.apache.org/documentation/#producerconfigs
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"config_changed"]

"type": "audit-store",
"enabled": true

"type" : "kafka",
"enabled": true,
"name" : "kafka",
"include": ["login"],
"bootstrapServers" : ["infra-kfk01:9443"],
"topic" : "blitz_audit",
"securityProtocol" : "SSL",
"ss1" : {
"enabledProtocols" : ["TLSvl1.2,TLSv1.3"],
"keyStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/bip-app0l1.jks",
"type" : "JKS"
by
"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"

by

1,

"emitAtLeastOneOf": ["users-log", "admins-log", "kafka"],
"emitToAl1lO0f": ["audit-store"],

"emitTimeoutInSec": 30

MpuW perucTpaumm ayamTa B 10r MOXKHO HAaCTPOUTb /1IOTTep C NOMOLLLI0 daiia KoHoUrypauumn logback . xml (CM.
noapo6Hee®®). Mpumep HacTpoitkn norrepa AUDIT B paitne KOHPUrypaumm logback . xml:

<appender name="AUDIT" class="ch.qgos.logback.core.rolling.RollingFileAppender">
<file>${dir.logs}/audit-${app.name}.log</file>

<encoder>
<pattern>%date - [%level] -[%file:%line] - %message%n%xException{20}</
—pattern>
</encoder>

<rollingPolicy class="ch.gos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>${dir.logs}/archive/audit-${app.name}.%d{yyyy-MM-dd}.
—log.gz</fileNamePattern>
<maxHistory>90</maxHistory>
<totalSizeCap>5GB</totalSizeCap>
</rollingPolicy>
</appender>

<logger name="AUDIT" additivity="false">
<appender-ref ref="AUDIT" />
</logger>
(Npogonkaertca Ha cieaylowen cTpaHuue)

88 https://logback.qos.ch/documentation.html
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Mprmep 3anucu B fore:

2023-11-20 13:29:47,170 - [INFO] -[LoggerEventEmitterDriver.scala:37] - {"ip_st":
—"Tashkent","ip":"213.230.116.179", "authnDone":"true", "process_id" :"b80cal3e-4718-
—44ff-9456-7d4255610eaa", "ip_ctr":"Yabexucrtau", "type":"login", "object_id":"BIP-
—123456", "protocol":"oAuth", "subject_id":"BIP-123456", "auth_methods":"cls:password
—","session_id":"f8d85ba2-a26a-447f-b82e-944b9218abb8", "timestamp":1700476187069,
—"ch_platform _version":"\"14.1.0\"","ch_platform":"\"macOS\"","ip_ct":"Tashkent",
—"id_store":"1ldap01","ip_1lng":"69.2494","ip_rad":"5","ch_ua":"\"Google Chrome\";
—v=\"119\", \"Chromium\";v=\"119\", \"Not?A_Brand\";v=\"24\"", "user_agent":
—"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like.
—~Gecko) Chrome/119.0.0.0 Safari/537.36","lp_id":"test-system","id":
—"6056828858453673-600312119","ip_lat":"41.3171","client_auth_method":"redirectUri

o Yl}

Bo3MOKHble TUNbl CObLITUIA Ge30NacHOCTH:
¢ admin_added — Ao06aBneH afMUHUCTPATOP
¢ admin_pswd_changed —U3MeHeH Naposib aAMUHUCTPaTOPa
® admin_removed —yaaneH agMUHNCTPATOP
® admin_roles_changed — U3MeHeHbl PON agMUHUCTPATOpPA
® app_password_changed —3aaH Napo/ib 414 NPUIOKEHUA
e attribute_changed— go6aBfieH, USMeHeH UK yaaneH aTpuoyT
® attribute_confirmed —aTpubyT NoaTBEPKAEH
® auth — BbiNosHeHa ayTeHTUdUKaumaA (Npy OAuth 2.0 Resource Owner Password Credentials)
® auth_failed— owwnbka ayteHTUPMKauum
e auth_reg—3anpoc Ha ayTeHTUDUKALUNIO
® authz_granted — BblgaHo OAuth-paspelweHue
® authz_rejected — 0TKa3aHo B Bblgaye OAuth-paspeleHun
® authz_revoked —oTo3BaHo OAuth-paspeleHue
® bind_ext_account —y4eTHaA 3anNnCb NPMBA3aHA K BHELLIHEN
¢ config_changed —M3MeEHEHbl HACTPOMKN KOHOUTYypaLmum
® grant_right —Ha3HayeHne nNpas AOCTyNa
® group_attr_changed — Yy rpynnbl N0/b30BaTENEN U3MEHEH UK yAANEH aTPUOYT
® group_registered—rpynna noab3oBaTenen co3gaHa
® group_removed — rPynna nonb3osaTtesnen yaaneHa
® hotp_attached - npusasaH HOTP-reHepaTop
e hotp_detached — oteasaH HOTP-reHepaTop
® internal_user_deleted—Yy4yeTHasa 3anucb yaaneHa
® locked_methods_changed — M3MeEHEH CNMNCOK 3ab6NOKMPOBAHHbIX METOAOB ayTeHTUdMKALMM
® 1ogin — BbIMNOJHEH BXOZ,
® login_failed— owmnbKa BXoga

® login_stopped — HeycnewHbl BXoA,
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® logout — BbINOJHEH BbIXOA,
® logout_reg—3anpoc Ha BbIXOA,
* member_added — NoNb30BaTe/Nb BK/OYEH B rpynny nosb3oBaTesien

® member_removed — NO/Ib30BaTe/Ib UCKNOYEH U3 rPynnbl nosnb3oBaTenem

® need_password_change —YCTaHOBNEH MPU3HAK HEO6XO,DMMOCTM CMeHbI napona

® recovery — AOCTyN K y4eTHOW 3anncu BOCCTaHOB/IEH

® recovery_fail —BOCCTaHOB/IEHME JOCTYNA HE BbINOJHEHO

® recovery_red — BbINO/HEH 3aNPOC HA BOCCTAHOB/IEHME A0CTYNa
® registration —y4yeTHasa 3anucb 3aperncTpmMpoBaHa

® registration_reqg— BbINOJHEH 3aMNpoOC Ha perncrpauuto

® required_factor_changed — M3MEHEH pPeXNM ayTeHTMd)VIKaLI,MM nonb3oBartend

® reset_user_password — Napo/b YCTAHOB/IEH aAMUHNUCTPATOPOM
® reset_user_sessions — BbIX04 C YCTPOICTB (cHpoc ceccuit)

® revoke_right —OT3bIB NpaB AoCTyna

¢ send_email_code — KoA NOATBEPXKAEHWA OTNPaBAEH Ha email

® send_push_code — Kof NOATBEPXKAEHMA OTNpaBaeH B Push

® send_sms_code — KoA NoATBEPKAEeHUA OoTnpasaeH no SMS

® token_exchange_failed— OTKa3aHO B 0bMeHe MapKepa gocTyna
® token_exchanged — npousBegeH obmeH MapKepa 4ocTyna

® token_granted— BblAaH MapKep AOCTyna

e totp_attached— npusasaH TOTP-reHepaTop

e totp_detached—oTtBa3aH TOTP-reHepaTop

® unbind_ext_account —y4eTHas 3anncb OTBA3aHA OT BHELUHEN

e user_locked —y4yeTHas 3anucb 3abJ10KMpoBaHa

® user_password_changed — M3MeHEH Napo/ib N0Nb30BaTENA

® user_sec_gsn_changed — MU3BMEHEH KOHTPO/IbHbIN BONPOC

® user_sec_gsn_removed — yAaJeH KOHTPO/IbHbII BONPOC

e user_unlocked —y4yeTHas 3anucb pa3bsoKMpoBaHa

® web_authn_reg_key — gobaBneH ka4 6esonacHocTu

® web_authn_revoke_key —yaaneH KawoYy 6e3onacHocTH

Habop aTpmbyToB 3aNMcK MOXKET OT/IMYATLCA B 3aBMCMMOCTU OT TMNA cObbITMA 6e30MacHOCTU U 0cobeHHoCTEN

npouecca Bxoga. HasHa4yeHus aTpnbyToB B 3anMcK ayamuta npuseaeHbl B Tabauue:

HasHaueHue aTpnbyTOB B 3aNucK ayauTa

ATpunbyT HasHaueHve 1 BO3MOXKHble 3HaYeHUA
id NaeHTudmkaTop 3anucun o cobbiTun 6e3onacHoCcTH
type Tun cobbiTns 6esonacHoCcTH

NPOAO/IKAETCA Ha CedyloLeit cTpaHuLe

6.2. Hactpoiiku B ¢aiine blitz.conf

376



Blitz Identity Provider, Bepcus 5.31

Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

ATpunbyT

HasHavyeHne n BO3MOXHble 3Ha4YeHUA

alt_pswd_cause

anHMHa, no KOTOpOl‘;I nonb3oBaTena NpPpocuan cme-
HWUTb NapoO/ib. B0o3MOKHble 3HaYeHunA:
® password_expired—naposb NPoOCpoYeH
® password_reset — Napo/ib HY*XHO CMEHUTb
npu NepBom Bxoae
® password_policy_violated — naposib He
COOTBETCTBYET napoanon nonnTuKe

attr_name

Mms yCTaHOBNEHHOTO, YAANEHHOIO UAN U3MEHEHHO-
ro atpubyTa

auth_methods

CopeprKUT CMUCOK NPOMAEHHbIX NO/Ib30BaTEIEM Me-
TOA0B ayTEHTUPUKALMWN. BO3MOKHbIE 3HAYEHUA:
® password— NaposibHaa ayTeHTUdMKaLMA
® spnego — BX04 C NOMoOLLbHo ceaHca OC
® x.509—BX0OZ4 C NOMOLLbIO CPeACTBa I3NEKTPOH-
HOM nognucu
e grCode — Bx0oA4 no QR-koay
e tls — Bxog c nomouwpbto HTTP-3aronosBkos
NpoKcu-cepeepa
e webAuthn — BXOA4 WK NOATBEPXKAEHNE BXOAa
C noMoLLbio KNtovel 6esonacHocTH
® css — aBTOMATMYeCKMI BXog No pesy/abTaTam
perucTpaLmm nonb3oBaTeNa Ui BOCCTaHOB/e-
HUWA napona
® sms — OAHOPa30BbIN Napoab No SMS
® email —0AHOPA30BbLIN NAapoab No email
® hotp — BTOpOM $aKTOp ayTEHTUDUKALUK C MO-
MOLLbO annapaTHOro 6penoka
e totp — BTOpPOM GaKTOp ayTEHTUDUKALUK C NO-
moubio nporpammHoro TOTP-reHepaTopa Ko-
[0B NOATBEPXKAEHMA
® externalldps:<type>:<name>—BX0ACNO-
MOLLbIO BHELHEro NOCTaBLLMKa MAEHTUDUKA-
uum (coucetn un np.)
® userApp — BTOPUYHAA ayTEHTUDMKALUA B MO-
6UIbHOM MPUNIOKEHUMU
® outside_3%NAME% — BHELWHUIA METOZ BXOAa C
nmeHem %NAME%
Hanuune nepep metogom npedukca cls: 03HaYaeT,
4TO BXOZ, 6bIN BLINOSHEH C MOMOLLBIO AONTOCPOYHOM
Cceccuu, a paHee Npu NepBMYHOM BXOAE MCMO/b30-
Ba/INCb Te METOAbl BXOAA, YTO MepeyncaeHbl nocsie
cls:

auth_soft_id

MpunoxeHune-ayteHTUdGMKaTop (npu BXoge no
QR-koay)

authnDone

MpoBoannack M ayTeHTUGUKaLMA NPy 3TOM BXo4e

captcha_passed

Mpwu3Hak, 4to npu Bxoae cnpawwunsanacb CAPTCHA

NPoAO0NXKaETCA Ha cleaytoLelt cTpaHuLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

ATpunbyT

HasHavyeHne n BO3MOXHble 3Ha4YeHUA

client_auth_method

Cnocob ayTeHTUdUKaumn Bbi3BasLlero Blitz Identity
Provider npunoxeHus:

e internal — Ana cobbITUI, BbI3BAHHbIX
BHYTPEHHUMU npunoxeHuamu Blitz Identity
Provider

e x.509 — pgna  cobbiTMiA,  BbI3BAHHbIX

SAML-NpUNOKEHNAMKN, NPU  YCNOBUKU, YTO
SAML-3anpoc npuwen nognmcaHHbIM

® Basic — AnAa  MPUIONKEHWW, BbI3blBa-
HOLLINX REST-cepsuchil, ucnosnb3youme
Basic-aBTopusauuto

® redirectUri — ANA NPUIOXKEHWUN, KOTOpble
naeHTuduumposanm ceba B URL (Hanpumep,
yKasanu ceoit client_id B8 URL-napameTpe), HO
Ybs ayTeHTUdMKaALMA He NpoBoamMaack (focTo-
BEPHO He WM3BECTHO, YTO 3TO AENCTBUTENbHO
Bbi3biBaeT Blitz Identity Provider nmeHHO 3TO
NPUNOXKeHNe)

® Bearer — UCMNO/b30BaHWe access_token gna
ayTEHTUDMKALUMM MOBUNBHBIM NPUIOKEHNEM
¢ AvHamumyeckumu client_id/client_secret

dcId OuHammyeckuii client_id

device ID ycTpoiictsa

deviceFingerprint OTneyaToK ycTponcTea

dTyp Tun ycTpoiicTBa (Mpy AMHAMUYECKOW permcTpaLmm)
email Appec 3neKTPOHHOM NoYTbI

entry_point

Tun uHTepdeiica, UCNONBb30BaHHOIO ANA perncrpa-
UMM nonb3oBaTensa:
* WEB — NpW perucTpaumm us Beb-npunoxxeHuns
Blitz Identity Provider,
e REST —npu peructpaunm yepes REST-cepsuchl
Blitz Identity Provider.

error

OwwnbKa (Mpu HeycneLwwHbIX CObbITUAX)

ext_account_id

NpeHTUPUKATOP BHELLHEN yYeTHOM 3anucu

ext_account_name

MMA BHeLLHero NocTaBLyKa naeHTudmKaumnm

ext_account_type

Tun BHeWHero NocTaBLUUKa VI,CI,EHTVIC])MKaLI,VIM

failed_method

YKa3blBaeT, Kakon meTog ayTeHTUUKAUUM He Cmor
NPOWTK Nonb3oBaTeNb

group_id

NaeHTudUKaTOp rpynnbl noab3osaTesei

group_profile

NaeHTndunKatop npodumns MCnonb3osBaHMA rpynn
nonb3oBaTenei

id_store XpaHuauwe y4yeTHoM 3anmcu

ip IP agpec nonb3oBatena

ip_ctr CrtpaHa no IP agpecy

ip_st PervioH no IP agpecy

ip_ct [opog no IP agpecy

ip_lat LLinpoTta no IP agpecy

ip_lng Lonrota no IP agpecy

ip_rad OkpecTHocTb no IP agpecy

1lp_id NpeHTudukatop npunoxeuma (EntityId ana

SAML unn client_id ans OIDC), sbizBaBLwero Blitz
Identity Provider.

NPOAO0NXKAETCA Ha cleaytoLlelt cTpaHuLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

ATpunbyT HasHauyeHve 1 BO3MOXKHble 3HaYeHUs
mobile Homep mobunbHoro TenepoHa
module NaeHTudUKaTOp M3meHeHHOro 610Ka HacTpoeK

new_attr_value

HoBoe 3HayeHue yCTaHOBNEHHOO MU U3MEHEHHOTO
aTpubyTa

new_factor

HoBoe 3HayeHMe NpU3HaKa, yKasblBatowWwero Ha Heob-
XOAMMOCTb MPOBEPKM BTOPOro paktopa ayTeHTUOU-
Kauum

new_roles

Ponun, po6asneHHble y4eTHON 3anncyu aaMUHUCTPa-
Topa

ocoauth_scopes

Cnuncok paspeLueHMf/'l, KOTOpble Bblgan Uanm OTo3Ban
nosb30oBaTe/1b

object_id

NpeHTudunKaTop obbekTa onepaunu (nosb3osatens,
No KOTOPOMY BbINONHAMACL OnepaLms)

old_attr_value

Mpe)Hee 3HaYeHMe yOaNeHHOro MAN U3MEHEHHOro
aTpubyTa

old_factor

MperkHee 3HayeHMe NpM3HaKa, YKasblBAlOLWEro Ha
HeobXxoaMMOCTb NPOBEPKM BTOPOro ¢hakTopa ayTeH-
TMduKaymm

old_roles

Ponu, oto3BaHHble y yquHoﬁ 3anNncn agMUHNUCTPATO-
pPa

origin_app

NOeHTUOUKATOP NPUNOMKEHUA, WHULMUPOBABLUETO
perncTpauuio nonb3oBaTeNs UM BOCCTAaHOBNEHMWE
napons

process_id

NaeHTudMKaTop npouecca

protocol

MpoToKon B3auMoZencTBuA npunoxkeHuna c Blitz
Identity Provider. Bo3MoOKHble 3Ha4YeHUA:
e SAML — ana SAML un WS-Federation
e OAuth — ana OpenlD Connect n OAuth 2.0
¢ simple — ANA NPOKCU-ayTEHTUDUKALUU—
® internal — Ana Bxoda B JIMYHbIN KabuHeT
(_blitz_profile)

pswd_changed

Mpu3HakK, 4YTo pekomeHa0BaNaCb CMeHa Napona

pswd_tmp_locked

Mpu13Hak, 4To bblna BpemeHHan 610KMpoBKa

recovery_contact

YKa3aHHbIV NPy BOCCTAHOBAEHWUM KOHTAKT (email nan
Homep MobunbHoro TenedoHa)

recovery_type

Tun BOCCTAaHOBNEHWNA NAPOAA: email UAM mobile

right_name

HassaHue npasa goctyna

roles

Ponv yyeTHOW 3anmcn agMmUHUCTPaTopa

session_id

YHUKaNbHbIA MAEHTUPUKATOP CeccMmn Noab3oBaTens.
Mo3BonseT KoppenmposaTtb Bce cobbITUA MO/b30Ba-
Tend, BbINOSIHEHHbIE UM B paMKax obLieit nonb3osa-
TeNbCKOW ceccum

subject_id

NaeHTudmKaTop cybbekTa onepaunn (Nonb3osaTesb,
KOTOpPbIN Bbi3BaN onepaLuio)

tags MeTKa HazHaYeHHOro 1 OTO3BaHHOIO NpaBa A0CTy-
na
timestamp [aTta 7 Bpema cobbITuA. Hanpumep,

2022-11-04T17:49:58.384+0300

tried_old_pswd

MpuW3HaK Toro, 4to Bblaa NOMbITKAa BXO4a C Napoaem
M3 COXpaHeHHOW McTopuM naponei (npeablayLmm
naposnem)

used_login

JIOTUH, MCNONb30BaAHHbIV NPW BXoAe

NPOAOJ/IKAETCA Ha C/IeAyloLen CTpaHmLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

ATpunbyT

HasHavyeHne n BO3MOXHble 3Ha4YeHUA

user_agent

ﬂ,aHHble (o] NoN1b30BaTe/IbCKOM
(UserAgent)

ycTpoucTee

wa_key_id

NpeHTndunkatop Kntova 6esonacHocTm

wa_key_name

Mms Kntoya 6esonacHoCTU

withDelay

Bk/itouanach 3agepkKa npu Bxoae

6.2.14 XpaHeHue HaCTPOEK NPUIO}KEHUI B OTAE/NbHbIX ¢pannax

Mo ymon4aHMIo HaCTPOMKMN NOAK/OYEHHbIX NPUNOKEHUN XPaHATCA BHYTPU OCHOBHOTO KOHPUIypaLMOoHHOro dai-
Nna blitz.conf B 610Ke HacTpoeK blitz.prod.local.idp.apps. Ecan nnaHupyetcs nogkntodaTb K Blitz
Identity Provider 60/bluoe YMCN0 NPUNOKEHWNI (COTHU NPUNOXKEHUIA), TO BOoNEe NPEeANOUYTUTENbHbIM MOKET BbITb
HaCTPOWUTb XPaHEHWE HACTPOEK MPUIONKEHWUIN B OTAE/bHbIX KOHOUTYPaLMOHHbIX dannax. aa 3TOro Hy»KHo:

1. B KaTanore HacTpoek /usr/share/identityblitz/blitz-config co34aTb KOPHEBOM KaTajnor Ans

XpaHeHMA HAaCTPOEK NPUIOMNKEHUI (KaTaNor HAaCTPOEK NPUAOXKEHU). [0 yMOAYaHWNIO UCNONb3YeTCA KaTanor
/usr/share/identityblitz/blitz-config/apps.

. BHyTpu KaTanora HacTpoek I'IpM/'IO)KEHMVI CO34aTb OANA KaXXA0ro NnpuaoxXeHna CBOW KaTasor, CO6J'IPO,CI,aF| cne-
Aywouime npasuna:

* MMA KaTasiora A0/XHO 6bITb CO34aHO M3 naeHTUdMKaTOpa NPUNONKeHUA (appId);
* ecnu B naeHTMdMKaTope NPUNONKEHMA BblN CUMBOA /, TO €ro Hago 3aMeHUTb Ha #;

® ecans VILI,EHTVICIJVIKaTOpe NPUNOKeHNA 6bl7 CMMBOA :, TO €10 HaAo 3aMEeHUTb Ha %.

.
© nNpumeyanue

Hanpumep, 4NA NPUNOKEHUA C UAEHTUPUKATOPOM https://example . com AOMKEH BbITb CO34aH Ka-

Tanor c UMeHem https$#f#example. com.
& J

@ BaxHo

0O6Aa3atenbHoO AO/TKHbI 6bITb CO34aHbl KaTanorn gna CJ'Iy>+(€6HbIX I'IpVIﬂO)KGHVIVI _blitz_console,
_blitz_idp, _blitz_reqg, _blitz_recovery,_blitz_profile.

. BHYTpM Kaxkporo Katanora npuaoXKeHna fosxeH 6biTb co3paH ain ¢ UMeHeM app . conf, COAEPMKALLMMN
KOHOUIypaunio NPUNOKEHUA U3 UCXOAHOrOblitz . conf. Pa3aen AonxkeH Ha3blBaTbCA app, @ HE 3HaYeHne
appld, KaK 6b110 B blitz.conf. BHyTPU KaTanora NpuAOKEHUA TaKKe ByaeT co3AaH CKPbITbIN KaTanor
.snapshot, Kyaa byayT KonMpoBaTbCcA Npeablaywme KOHOUIypauumn NpuaoKeHU B Caydyae USMeHEHUA
HaCTpPOEeK NPUNOXKEHUA Yepe3 KOHCONb nnun API.

Mpumep KoHOUrypauuoHHoro ¢paiina app.conf:

FHAH AR A R R R R
SHHFHEESERES

version: 822

modified: 2023-08-20 21:17:27 MSK

author: admin

ip: 127.0.0.1

user agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.
—36 ..

FHAHH AR A A S A
S ifdtidatai

{

R

n app ". {

(npoponkaertca Ha cneayowert cTpaHuue)

6.2. Hactpoiiku B ¢aiine blitz.conf 380




Blitz Identity Provider, Bepcus 5.31

(npoponkeHue c NpeablayLLei cTpaHuLbl)

"domain": "https://company.com",
"name": "test app",
"oauth": {

by

4. MNocie MUrpaumm BCeX CYLLECTBYOWMX HACTPOEK NPUIOKEHUIN M3 blitz.conf B OTAe/bHbIe $aisbl Ha-
CTpOeK 3agatb Bblitz.conf B6ONOKe blitz.prod.local.idp.apps—source PeXUM YTEHUA HACTPO-
€K NPUIOXKEHNN U3 OTAENbHbIX GaNNoB:

"apps—-source": {
"type": "filesystenm",
"dirﬂ: "appsll

}

5. Mepe3sanyctutb npunoxKenus Blitz Identity Provider n npoBepuTb KOPPEKTHOCTb PaboTbl BXOAA B NPU/IOXKe-
HUA. Ecnun Bce paboTaeT KOPPEKTHO, TO MPU KeNaHUM MOXKHO YAa/IMTb HACTPOIMKK NPUNOKEHUA N3 BaoKa
blitz.prod.local.idp.apps.

6.2.15 dkpaH cornacui

Pexkum cornacuii no ymonyaHuio

MmeeTca BO3SMOXHOCTb HAaCTPOUTL PEXMM OTOBpaKeHMA 3KpaHa No yMoa4aHno. HacTpoku NpuMeHAIoTCa Mo-
6a/1bHO KO BCEM MPUIOKEHWNAM, EC/IU AN KOHKPETHOO NPUAOKEHUA He 3a4aHbl UHAMBUAYAbHbIE MAaPaMETPbI.
[nA HacTPOMKM 3KpaHa Coracua B pexnme no yMon4yaHuo HeobxoaMmo B pasgen blitz.prod.local.idp.
oauth ¢anna KoHPuUrypaumm /usr/share/identityblitz/blitz-—config/blitz.conf A06aBuTb BNOK:

"oauth":{
"access-token-ttl" : 1500,
"consent": {

"autoConsent":false,

}

OnucaHue HacTpoek:

e autoConsent - pnar, yKasblBatoLLNin, TpebyeTca 1M aBTOMATUYECKOE Cornacue nonb3osatens. Ecam true,
3KpaH cornacus He oTobpakaeTcs, M LOCTYN NPeAOCTaBAAETCA aBTOMATUYECKU. Ecn false, 03HAYaeT, uyTo
3KpaH cornacua byaeT nokasaH Noib3oBaTento.

BHeLwHKM 3KpaH cornacuii

MomMMO 3TOro cyllecTByeT BO3MOMKHOCTb HAaCTPOUTb BHELIHWIM 3KPaH COrNacuii Ha BblAadvy paspelleHuin. Ero
MOKHO HacCTpOUTb r06asbHO UM OTAENbHO ANA KAaXKAOro NpunoXKeHua. MHAMBUAyanbHble HAaCTPOMKM Mpu-
NIOXKEHUIN UMEIOT NpUOPUTET Hag obei HacTpolMKon. A HAaCTPOMKM 3KpaHa CorlacuAa Ha Bblaadvy paspelue-
HUI OTAENbHO ANA KaXKAO0ro NPUIOXKEHUA HEOBXOAMMO L06aBUTL B KOHOUIYPaUMOHHBIN ¢ann /usr/share/
identityblitz/blitz-config/blitz.conf Bpasfenblitz.prod.local.idp.apps cregyowmin 610K:

n app S n : {
"app_name": {
"oauth":{

"consent": {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"requiredScopes":[ ],
"autoConsent":false,
"activeExternalConsent":true,
"externalConsent" : {
"auth" : {
"type": "Basic",
"userId" : "test",
"password" : "pswd"
b
"url" : "https://72276dde-b44a-4d4d-8b6e-b472899%bce4l.mock.pstmn.

—io/redirect"

OnucaHne HacTpoeK:

® requiredScopes - CMMUCOK SCOpe, KoTopble Tp66y|OTCF| ANA NONy4YeHUA cornacmna nonb3osaTena. Ecam cnu-
COK NycCT, sCope He 3anpalnBaroTCcA.

* autoConsent - Gnar, ykasbiBalowmii, TpebyeTcsa M aBTOMaTUYecKoe cornacue nonb3osarens. Ecim true,
3KpaH coriacus He otobpakaerca, u 4OCTyN NpeaoCcTaBAseTcss aBToMaTnyecku. Ecam false 03HavaerT, uyto
3KpaH cornacus Byger nokasaH Noab3oBaTesio.

® activeExternalConsent - ¢Aar, YKasblBAOLWMMN, UCNONb3YETCA N BHELLHEE NPUIOKEHWE ANA 0Tobpa-
YKEHUA 3KpaHa cornacua. Ecam true, cuctema nepegaet ynpasiaeHve otobpaxkeHMem sKpaHa cornacus
BHELWHeMY NPUAoXKeHUI0. Ecin false, cUCTEMA UCNO/b3YET BCTPOEHHbIM MeXaHM3M 0TOBpaKeHUs sKpaHa
cornacua, UTHOPUPYA BHELLHeEe NPUIoXKEHKE.

® type-TuUN ayTEHTVId)MKaLI,MM, MCﬂOﬂb3y6MbIVI ONA B3aMMOAENCTBUA C BHELLHUM npuaoxeHmem. Ha [OAHHbIN
MOMEHT NCNOob3yeTcA TONIbKO 6a3oBas aYTEHTVIdJVI Kauuna.

— userId - MaeHTUOUKATOP NONb30BATENA ANA ayTEHTUDUKALNMN.
— password - Naposb ANs ayTeEHTUPUKaLUMN.
e url - URL BHELWHEro NPWUNOKEHUSA, KOTOPOE OTOBPAXKAET 3KPaH Coracus.

[ns HacTpolKM 3KpaHa cornacua rnobasbHO HeobXxoaMMO B pasgen blitz.prod.local.idp.oauth ¢alina
KOHOUrypaummn /usr/share/identityblitz/blitz-config/blitz.conf A06aBUTb BIOK:

"oauth":{
"access-token-ttl" : 1500,

"consent": {
"requiredScopes":[ ],
"autoConsent":false,
"externalConsent" : {
"auth" : {
"type": "Basic",
"userId" : "test",
"password" : "pswd"
b
"url" : "https://72276dde-b44a-4d4d-8b6e-0b472899%cedl . mock.pstmn.io/
—redirect"

}
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OnucaHue HacTpoek:

* requiredScopes - CMUCOK SCOPE, KOTOpble TpebytoTca A1 NoAyYeHUn cornacus nonb3osatens. Ecam cnu-
COK MYCT, SCOpe He 3anpalunBaoTcs.

® autoConsent - d)nar, yKa3blBa|OLLI,VIl)'I, Tpe6yeTc;'-| I aBTOMaTMYECKOe cornacme nonb3osartena. Ecam true,
3KpaH cornacua He 0To6pa>+<aeTc;|, W [OCTYN NPeAoCTaBAAETCA aBTOMaTUYeCKn. Ecan false, 03HAYaeT, Yto
3KpaH cornacuma 6y,£l,6T NOKa3aH Nosb30BaTeNto.

® type-TUNayTEHTUDUKALNK, NUCMONbIYEMbIN 415 B3AUMOAENCTBUA C BHELUHUM NpuaoxKeHnem. Ha gaHHbIM
MOMEHT UCMNONb3YETCA TONbKO 6a30Bas ayTeHTUPUKaLMA.

— userld - MaeHTUPUKATOP NONb30BATENA ANA ayTEHTUDMKALUM.
— password - NApOoNb ANA ayTEHTUPUKALUN.
e url - URL BHeLWHEro NpunoXKeHusa, KoTopoe oTobpakaeT SKpaH coracus.

[NA HaCTPOMKM UHTErPaLMM C BHELLUHUM NPUNOKEHMEM, OTBETCTBEHHbIM 32 OTOBPaXKeHWe 3KpaHa cornacus, uc-
noab3yiTe NapameTpbl, ONMUCaHHbIe B pa3gene invoke-consent-app.

6.2.16 Mpopgon:kurenbHoctb SSO-ceccum

Ha npogonkutenbHoctb SSO-ceccum Nosib30BaTeNA MOMKET BANUATb CPOK Aeinctema cookie blc Ha cTtopoHe Blitz
Identity Provider. Mo ymonuaHutio cpok aeictama cookie b1 c coctaBnaet 10800 cekyHa. Echu makcumaneHas npo-
donxcumenbHocMeb ceccuu (CTpaHMLa 81) NpeBbilWaeT JaHHOe 3HAaYeHWe, Y NO/1Ib30BaTe/A MOXKET BbITb 3anpoLleH
NOBTOPHbIN BXOZ, KaK TO/IbKO CPOK AeicTBUA cookie ncteyet, fAaxe npu akTuBHoi SSO-ceccum.

[ns HacTpoMKK cpoka genctema cookie gob6aBbTe B 6NOK blitz.prod.local.idp.login ¢alina KoHdpurypa-
UMM blitz.conf MapameTp lstateTtlInSec CO 3HAYEHMEM, PABHbIM MAWN NPEBbLILLAKLMM MAKCUMAAbHYIO
NPOAOIKUTENBHOCTb CECCUN.

["lstateTtlInSec" : 20200

6.2.17 PaspeweHua (scopes)

HacTpoiiku paspelueHunii (scope) N0 YMOAYaHUIO yNpaBaaoTca Yepes Bkaaaky OAuth 2.0 B Be6-koHconu agmu-
HUCTPUPOBAHMA.

Mo YMOMYaHWUIO pPa3peLleHMA XPaAHATCA B KOHdUrypaumoHHom daline /usr/share/identityblitz/
blitz-config/blitz.conf. [pU HEOBXOAMMOCTN UX MOMKHO XPaHWUTb B OTAeNbHOM daine, 3To ynpolaeT
ynpasieHve KoHOUrypaumen - U3MeHeHUn B paspelleHnax He 3aTparMBaloT OCHOBHYH KOHOUIypauuio, ectb
BO3MOXXHOCTb BbICTPOro 06HOB/MEHMSA M BOCCTAHOBJEHUA HACcTPoeK. [Na TOro 4ytobbl XPaHWUTb paspelleHuns B
oTaenbHom daiine, nobasbTe pa3gen blitz.prod.local.idp.scopes—source B KOHPUIYPaLMOHHbIN daiin
blitz.conf. Mpn 3ToM HEOHXOAMMO YKa3aTb 3HaueHne file B napameTpe type. MyTb K danny yKkasbiBaeTca
B napametpe file. Ecav NyTb He yKa3aH, UCNObL3YETCA NYTb NO YMONYAHUIO: Sapp-data-path/scope. json,
roe Sapp-data-path — 3TO NyTb, 334aHHbIV B KOHUIYpaLMOHHOM daitne boot . conf.

Mpvmep HaCTPOMKKM ANA XPaHEHUA OTAebHbIM dalinom:

"scopes—-source" : {
"file" : "/home/test/work/blitz-idp/conf/scopes.json",
"type" : "file"

Ecnu Hy>KHO 06paTHO NePEeKNOUYNTLCA Ha OCHOBHYIO KOHOUIYypaL Mo, UCNONb3YiTe 3HaYeHne config AnA napa-
MeTpa type B pasgene KoHpurypaumoHHoro painablitz.prod.local.idp.scopes-source.

Mpyvmep HaCTPOMKKM ANA XPaHEHUA B OCHOBHOM KOHOUrypaunoHHom daiine:

"scopes—-source" : {
"file" : "/usr/share/identityblitz/blitz-config/blitz.conf",
"type" : "config"
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HacTpoku xpaHunuwia otaenbHbim dpainom:

{
"scope_1" : {
"sysname" : "scope_1",
"names" : {
"default" : "scope_1"
by
"descriptions" : {
"default" : "desc_1"
b
"client-level" : false,
"enabled" : true,
"depricated" : false,
"allowedResponseTypes" : [ "code", "token", "id_token", "device_code" ],
"allowedGrantTypes" : [ "client_credentials", "password", "authorization_code",
<"implicit", "refresh_token", "urn:ietf:params:oauth:grant-type:token-exchange",
—"urn:ietf:params:ocauth:grant-type:device_code" 1],
"attrs" : [ "org_id" ]
by
"scope_2" : {
"sysname" : "scope_2",
"names" : {
"default" : "scope_2"
by
"descriptions" : {
"default" : "desc_2"
by
"client-level" : false,
"enabled" : true,
"depricated" : false,

"allowedResponseTypes" : [ "code",
"allowedGrantTypes" : [ "password", "urn:ietf:params:ocauth:grant-type:device_

—code", "urn:ietf:params:ocauth:grant-type:token-exchange", "refresh_token",
p g yp <)

—"implicit", "client_credentials", "authorization_code" ],

"token", "id_token", "device_code" ],

"attrs" : [ "testClaim" ]

}

CBolicTBa paspelleHuit (scopes):
basosbie:
® sysname - CUICTEMHOE UMA scope;

® names - Ha3BaHMWe scope. Ecan uma He 3apaHo, TO ncnonbsyetca sysname. Ha AaHHbIA MOMEHT UC-
Nnonb3yeTcA TONIbKO 3Ha4YeHUe default.

e desc - ONUCAHME SCOpe Ha pasHbIX A3blkax. Ha OAHHbI MOMEHT MCNONb3YyeTCA TOJ/IbKO 3HayeHne

default.
Ana OAuth:
e clientLevel - ABNAETCA N SCOPE CUCTEMHBIM (t rue/false);
® allowedResponseTypes - MNO YMONYaHUIO paspewleHo Bce: code, token, id_token,
device_code;
® allowedGrantTypes - no yMoA4YaHuio pa3pelieHo BCe: authorization_code,
implicit, password, client_credentials, refresh_token,

urn:ietf:params:ocauth:grant-type:token—-exchange,urn:ietf:params:ocauth:grant-type:device_c

Mo gocTyny K AaHHbIM:
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* attrs - aTpubyTbl NONb30BaTENA, AOCTYMNHbIE ANA Scope.
Mo Xu3HeHHOMY LUKAY:

® enbaled-aKTMBUPOBAH /In scope. Ecnn false, TOo AaxKe N0 paHee BblAaHHbIM TOKEHaM ByaeT OTKas.
Mo ymonyaHuio true;

* deprecated - NapameTp yKasblBaeT, YTo 3anpoc scope 6oMblUE HEAOCTYNEH, OAHAKO TOKEHbI, NOAY-
YeHHble paHee C 3TUM NMapaMeTPoM, MPOAO/IKAIOT paboTaTb. Mo ymonyaHuio false.

© nNpumevanue

[Ns HacTPOMKM paspelleHnit (scope) ana goctyna Kk cepsucam REST APl cm. pasgen REST API (ctpaHuua 385).
B LaHHOM pasfesne onucbiBaeTCcA NPOLECC U3MEHEHMA Habopa paspeLleHnin N0 YMONUYaHUIO, @ TaKXKe Ha-
CTpPOWMKa A0CTyNa K aTpubyTam, CBA3AHHbIMU C STUMM paspeLleHUAMMU.

6.2.18 REST API

Blitz Identity Provider nosBonseTt HacTpanBaTb paspelleHuns (scopes) A1a Aoctyna K cepsmcam REST API. B aaH-
HOM paszesie ONUCbIBAETCA NPoLLecC M3MeHeHUs Habopa paspeLleHnid No YMOIYaHUIO, a TaKKe HACTPOWMKa f0-
CTyna K atpubyTam, CBA3aHHbIM C 3STUMM Pa3peLleHUaAMM.

Huxe npuseaeH cnucok cepeucos Blitz Identity Provider, cuctemHble UMeHa cepBUCOB U paspelleHus (scope)

NO YMOZI4aHUIO.

ApmuHuctpatusHblie REST API

MNyTb K cepsucy

CucrtemHoe nms

PaspeweHua

GET /blitz/admin/api/v3/apps

admin.getApps

blitz_api_sys_app

GET /blitz/admin/api/v3/app/{appld}

admin.app.get

blitz_api_sys_app

PUT /blitz/admin/api/v3/app/{appld}

admin.app.create

blitz_api_sys_app_chg

POST /blitz/admin/api/v3/app/{appld}

admin.app.change

blitz_api_sys_app_chg

DELETE /blitz/admin/api/v3/app/{appld}

admin.app.delete

blitz_api_sys_app_chg

Pernctpauusa n yaaneHue yyetHoii 3anucu REST API v3

MyTb K cepBucy

CuctemHoe ums

PaspeweHuna

PUT /blitz/reg/api/v3/users

reg.put

blitz_api_sys_users_reg

POST /blitz/reg/api/v3/users/{context}

reg.advance

blitz_api_sys_users_reg

DELETE /blitz/api/v3/users/{instanceld}

users.rmUser

blitz_api_user_chg,
blitz_api_sys_users_chg

AyteHTndukauma no QR-kopy REST APl v3

MyTb K cepsucy CucrtemHoe umsa PaspeweHuna
GET /blitz/api/v3/auth/qr/:code} auth.qrcode.get blitz_qgr_auth
POST /blitz/api/v3/auth/qr/{code}/refuse auth.qrcode.refuse | blitz_qr_auth
POST /blitz/api/v3/auth/qr/{code}/confirm auth.qrcode.confirm| blitz_qr_auth
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Pa6ora c npaBamu gocryna REST API v3

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

GET /blitz/api/v3/rights/of/{sub}

rights.sbj.get

blitz_api_user_rights,
blitz_rights_full_access

GET /blitz/api/v3/rights/on/{sub},
/blitz/api/va/rights/on/{sub}

GET

rights.obj.get

blitz_rights_full_access,
blitz_api_user_rights

POST /blitz/api/v3/rights

rights.change

blitz_api_user_rights,
blitz_rights_full_access

PUT /blitz/api/v3/rights

rights.grant

blitz_api_user_rights,
blitz_rights_full_access

DELETE /blitz/api/v3/rights

rights.revoke

blitz_api_user_rights,
blitz_rights_full_access

Pabota c nonb3osatenamu REST API v3

MyTb K cepsucy

CucrtemHoe nms

PaspeweHusa

POST /blitz/api/v3/users/notes/{action}/{state}

users.docommand

blitz_api_user_chg,
blitz_api_sys_users_chg

GET /blitz/api/v3/users/{subjectld}

users.attrs.get

blitz_api_user,
blitz_api_sys_users

POST /blitz/api/v3/users/{instanceld}

users.attrs.change

blitz_api_user_chg,
blitz_api_sys_users_chg

POST /blitz/api/v3/users/{instanceld}/pswd

users.pswd.change

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/sessions/reset

users.sessions.reset

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/auth

users.auth.change

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/props

users.props.get

blitz_api_user,
blitz_api_sys_users

POST /blitz/api/v3/users/{subjectld}/props

users.props.change

blitz_api_user_chg,
blitz_api_sys_users_chg

POST /blitz/api/v3/users/{subjectld}/state

users.lockState.chan

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/secQsn

users.SecQuestion.g¢

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectid}/secQsn

users.SecQuestion.ch

blitz_api_usec_chg,
blitz_api_sys_usec_chg

DELETE /blitz/api/v3/users/{subjectld}/secQsn

users.SecQuestion.d

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectid}/secQsn/check

users.SecQuestion.ch

blitz_api_usec,
blitz_api_sys_usec

Pa6ora c npunoxkeHnamm nonbsosatena REST API v3

MyTb K cepBucy

CucrtemHoe nms

PaspeweHua

GET /blitz/api/v3/users/{subjectid}/uas

users.userAgents.get

blitz_api_uapps,
blitz_api_sys_uapps

DELETE /blitz/api/v3/users/{subjectld}/uas/{uald}

users.userAgents.del

blitz_api_uapps_chg,
blitz_api_sys_uapps_chg

GET /blitz/api/v3/users/{subjectld}/apps

users.apps.get

blitz_api_uapps,
blitz_api_sys_uapps

DELETE /blitz/api/v3/users/{subjectld}/apps/:id}

users.apps.delete

blitz_api_uapps_chg,
blitz_api_sys_uapps_chg
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PaboTa co cnMckamm paspeLueHui, BblgaHHbIX Nonb3oBaTtesnem u ayaut REST APl v3

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

GET /blitz/api/v3/users/{subjectid}/acls

users.acls.get

blitz_api_usec,
blitz_api_sys_usec

DELETE /blitz/api/v3/users/{subjectld}/acls/{id}

users.acls.delete

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/audit

users.audit.get

blitz_api_uaud,
blitz_api_sys_uaud

Nonb3oBarenbckme npusasku TOTP REST API v3

MyTb K cepsucy

CucrtemHoe nms

PaspewweHusa

GET /blitz/api/v3/users/{subjectid}/totps

users.totp.get

blitz_api_usec,
blitz_api_sys_usec

GET /blitz/api/v3/users/{subjectld}/totps/attach/qr

users.totp.qrGen

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/totps/attach/qr

users.totp.attach

blitz_api_usec_chg,
blitz_api_sys_usec_chg

DELETE /blitz/api/v3/users/{subjectld}/totps/{totpld}

users.totp.detach

blitz_api_usec_chg,
blitz_api_sys_usec_chg

Nonb3oBaTenbckMe NPUBA3KMU BHELWHUX NocTasLmkos REST APl v3

MyTb K cepsucy

CuctemHoe nms

PaspewweHusa

GET /blitz/api/v3/users/{subjectld}/fa

users.fed.get

blitz_api_ufa,
blitz_api_sys_ufa

POST /blitz/api/v3/users/{subjectld}/fa/{typ}/{name}/{

users.fed.bind

blitz_api_ufa_chg,
blitz_api_sys_ufa_chg

DELETE /blitz/api/v3/users/{subjectld}/fa/{typ}/{name

users.fed.unbind

blitz_api_ufa_chg,
blitz_api_sys_ufa_chg

GET /blitz/api/v3/users/{subjectld}/fedToken/{typ}/{nz

users.fedToken.get

fed_tkn_any

6.2. Hactpoiiku B ¢aiine blitz.conf

387



Blitz Identity Provider, Bepcus 5.31

Pa6ora c rpynnamu nonb3osateneit REST API v3

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

GET /blitz/api/v3/groups/{id}

groups.get

blitz_api_groups,
blitz_api_sys_groups

GET /blitz/api/v3/groups/search

groups.search

blitz_api_groups,
blitz_api_sys_groups

GET /blitz/api/v3/groups/{profile}/search

groups.searchByProf

blitz_api_groups,
blitz_api_sys_groups

PUT /blitz/api/v3/groups/{profile}/{id}

groups.create

blitz_api_groups_chg,
blitz_api_sys_groups_chg

POST /blitz/api/v3/groups/{profile}/{id}

groups.update

blitz_api_groups_chg,
blitz_api_sys_groups_chg

DELETE /blitz/api/v3/groups/{profile}/{id}

groups.remove

blitz_api_groups_chg,
blitz_api_sys_groups_chg

POST /blitz/api/v3/groups/{profile}/{id}/members

groups.getMembers

blitz_api_groups,
blitz_api_sys_groups

POST /blitz/api/v3/groups/{profile}/{id}/members/{sut

groups.addMember

blitz_api_groups_chg,
blitz_api_sys_groups_chg

DELETE /blitz/api/v3/groups/{profile}/{id}/members/{s

groups.removeMem

blitz_api_groups_chg,
blitz_api_sys_groups_chg

POST /blitz/api/v3/groups/{profile}/{id}/members

groups.changeMemk

blitz_api_groups_chg,
blitz_api_sys_groups_chg

GET /blitz/api/v3/users/{subjectld}/grps?expand=Bool|

groups.getUserGrou

blitz_api_groups,
blitz_api_sys_groups

GET /blitz/api/v3/users/{subjectld}/grps/{profile}

groups.getUserGrou

blitz_api_groups,
blitz_api_sys_groups

YT06bI 3aBECTN HOBOE Pa3peLleHme AN O4HOMO U3 YKa3aHHbIX CEPBUCOB, HEOBX0ANMO A06aBUTL B KOHOUIYpa-

LMOHHbIN daiin HoBbIM BNOK blitz.prod.local.idp.rest. B Hero 4o6aBuTb cneaytolme napameTpsbi:

® defaultEnabled—NpUHUMAET 3HaYeHUe true, eCnm Hy>KHO, YTObBbI paspeweHna Nno ymoa4aHuUo npoaon-

»Kanum paboTtatb;

® points—nepeyeHb CEPBUCOB (MCMONb3YETCA CUCTEMHOE MMSA U3 TabanLLbI BbILE), AN KOTOPbIX HEO6X0AM-

MO MPeayCcMOTPEeTb HOBbIE paspeLueHus.

HacTpoiika paspeLlleHnin ana Kaxaoro cepsuca onpeaensieTcsa cneyrowmmm napameTpamu:

® enabled — NPU3HaK HEOBXOAMMOCTM BKIHOUMTL HAaCTPOKY (true/false);

® access — BNOK M3 CeayIOLMX HACTPOEK:

— methods — MeTOAbl aBTOPU3aLLIMM K CEPBUCY: oauth (aBTOpM3aLMA NO MapKepy AOCTYNa) U basic

(Basic-aBTopu3auus);

— filter —cnocobbl punbTpaLmm aTpubyToB: disabled (Bo3BpaLLatoTca Bce aTpubyThl), st rict (aT-
pubByTbl BO3BPALLAIOTCA MPU YCNOBUM, YTO BCE BO3Bpallaemble aTpuByTbl pa3pelleHbl cUcTeME) U
flexible (BO3BPALLAOTCA TOMLKO TE aTPMBYTbI, NPUNMCAHHbIE AaHHOMY pa3peLleHmio);

— scopes — CNNCoK pa3p9LUEHM[/‘I AnAa AaHHOro cepsuca;

— oauth—nepeyeHb MPUNOXKEHWMIA, KOTOPLIM Pa3peLleH JOCTYM K CEPBUCY NPW NPeabaBieHUN MapKepa
focTyna (ecan napameTp OTCYTCTBYET, TO CEPBUC PaspeLLeH BCEM MPUIONKEHMAM, KOTOPbIM BblAaH

MapKep 40CTyna ¢ AaHHbIM pa3peLlleHnem);

— basic — nepeyeHb NPUNONKEHWIA,

Basic-aBTopu13auuu (ecam napameTp OTCYTCTBYET, TO CEPBUC pPaspeLleH BCEM MPUIONKEHUAM).

KOTOpbIM pa3peweH A4OoCTyn K cepBucy C nNOMOLUWbHO

Mpumep HaACTPOMKKM paspeweHnit (blitz_custom_api_sys_users_chg, blitz_api_sys_users_chg,
blitz_api_user_chg) gna cepBuca MameHeHuMs aTpMbyTOB Nonb3oBaTens (users.attrs.change):
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"rest" : {
"defaultEnabled" true,
"points" {
"users.attrs.change" {
"access" : {
"filter" : "flexible",
"methods" : [
"oauth"

1,
"scopes" : [

"blitz_custom_api_sys_users_chg",
"blitz_api_sys_users_chg",
"blitz_api_user_chg"

Hy

"enabled" : true

by

© nNpumevanue

[na nonyyeHns cBefeHMin 0 MeXaHW3Max XpaHeHMs paspelleHunii (scope) obpatutecs K pasaeny Paspeuwe-
Hus (scopes) (cTpaHuua 383). XpaHeHUe paspeLlleHnii BO3MOXKHO B KOHPUIypaLMOHHOM UK OTAENbHOM dai-
Ne. XpaHeHue B oTAeNbHOM daitnie ynpoLLaeT ynpasiaeHne KOHOUrypaLmen: U3MeHeHUs B paspelleHmnsx He
3aTparneatoT OCHOBHYIO KOHOUIypaL Mo, eCTb BO3MOMXKHOCTb BbICTPOro 06HOBAEHUA U BOCCTAHOB/IEHUE Ha-
CTPOEK.

6.2.19 XpaHeHue npas B otaenbHom ¢aiine

Mo ymMONYaHWIO CMAMCOK NpPaB XPAHUTCA BHYTPU OCHOBHOIO KOHdUrypaumoHHoro ¢anna /usr/share/
identityblitz/blitz-config/blitz.conf. lpn 60AbLIOM KONMYECTBE NPAB PEKOMEHAYETCA XPAHUTL MX
B oTAaensHom daiine ¢popmata JSON.

Ons nopKkntoyeHua ¢anna ¢ npaBamm Heobxogmmo A06aBuTb B ¢ann /usr/share/identityblitz/
blitz-config/blitz.conf B 610K blitz.prod.local.idp pa3gen rights—-source C yKazaHuem abco-
JIIOTHOTO MW OTHOCUTENIbHOTO NyTU K danny. OTHOCUTENbHBIM MyTb YKa3blBaeTcA OT KaTanora /usr/share/
identityblitz/blitz-config/.

Nuctunr 4: NoakntodyeHune JSON-daina

"rights—source" : {
thpell . llfile"’
"file" : "/<path>/<filename>.json"
}
J
JincTtunr 5: Mpumep cogepxmmoro JSON-daiina
<
{
"meta" : |
{
"sysname": "ORG_ADMIN_1",
"names": {
"ru": "llpaBa amMuUHHCTpaTopa 1",
"en": "Admin rights 1",
"ecs": "Administratorskd prava 1",

(npoponkaetca Ha cneaylowel cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"default": "ORG_ADMIN_1"

by

"descriptions": {
"ru": "HyxHpl, uTOOBl OEHCTBOBATH OT HMEHH aIMUHHCTPATOPOB rpymnmnel ¥ 1",
"en": "They are needed to act on behalf of administrators from group #1

=",

"es": "Potfeba Jjednat jménem administrdtoru skupiny ¢. 1",
"default": "Onucanue no ymonuauuio 1"

}

by
{

"sysname": "ORG_ADMIN_2",

"names": {
"ru": "lpaBa agMuHHCTpaTopa 2",
"en": "Admin rights 2",
"es": "Administratorskd prava 2",
"default": "ORG_ADMIN_2"

by

"descriptions": {
"ru": "HyxHpl, uTOOBl DEHCTBOBATbH OT HMEHH AIMHHHCTPATOPOB rpynnsl M2",
"en": "They are needed to act on behalf of administrators from group #2

=",

"es": "Potfeba jednat jménem administrdtort skupiny ¢&. 2",
"default": "Onucanue no ymonuauuio 2"

OnucaHue napameTpos:
® sysname - CAICTEMHOE MMA NPaBa;
® names - 670K C UMeHeM npaBa:
— default - UMA Npasa No YMONYAHWUIO,
— ru, en U T. N. (A3bIKOBOW KOA) - UMA NPaBa Ha COOTBETCTBYIOLLEM f3bIKE;
e descriptions - 670K C on1caHMeMm npaga:
= default - onncaHWe npasa NO-yMOa4YaHUIO.

= ru,enWUuT. N (Fl3bIKOBOﬁ KOLI,) - OnNncaHuMe Npasa Ha COOTBETCTBYHOLWEM A3blKe.

6.2.20 BHewHue flex-metoabl mMHOropaKkTopHou ayTeHTUGUKaL UM

K Blitz Identity Provider moxHo nogkntountb flex-memode! (cTpaHmua 135) MHOrodakTopHOM ayTeHTUdUKaALLUN.

© nNpumeuanue

Hanpumep, flex-meToabl ncnonbsywoTcs ans nogkatodeHua K Blitz Identity Provider npunoxenus Aladdin
2FA%,

Ons nopkntoveHus flex-metoaa BbiNnosHUTE creayowme AeACTBUA:

1. Oob6asbTe ana cepsucos Blitz Identity Provider B dainax /etc/default/blitz—* napameTp 3anycka
-DextensionsDir=/usr/share/identityblitz/blitz-config/extensions.

83 https://www.aladdin-rd.ru/catalog/aladdin-2fa/
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2. Monyuute jar-¢painn c BHELUHMMMW METOAAMM, HAaNMCaB HalMM 3KCnepTam no agpecy support@idblitz.ru, n
[o0b6aBbTe ero B AMPEKTOpUto /usr/share/identityblitz/blitz-config/extensions.

© nNpumeuanue

Hanpumep, aladdin-*. jar.

3. Co3paite gupekToputo aas Kaxgoro flex-metoga B /usr/share/identityblitz/blitz-config/
methods.

NnctuHr 6: Mpumep co3ganusa aupektopuin ans flex-metogos Aladdin
2FA

mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_otp
mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_push
mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_sms

4. [o6aBbTe B CO34aHHbIE AUPEKTOPUMU KOHOUTYPALIMOHHbBIE Gaitibl, NONYyYEHHbIE B KOMNAEKTE C jar-paiaom.
Mpumepsbl painos npu nogratoueHmm flex-metogos Aladdin 2FA:

® Aladdin OTP
® Aladdin PUSH
® Aladdin SMS

5. OTkpownTe dain KoHdurypaumm /usr/share/identityblitz/blitz-config/blitz.conf. B 3aBu-
CMMOCTM OT TOr0, Ha KaKoM daKTope HaxoAAaTca meToabl, 4o6aBbTe B NEPBYIO UM BTOPYIO CEKLMIO pa3aena
blitz.prod.local.idp.login.factors 6NOKM AN OTOBPANKEHNA METOAOB B KOHCOMN U UX aKTUBa-

umu.
JucTtunr 7: Mpumep HacTpoikm ana flex-metogos Aladdin 2FA
"factors": [
[
1,
[
{
"enabled": true,
"method": "flex_aladdin_otp"
by
{
"enabled": true,
"method": "flex_aladdin_push"
b
{
"enabled": true,
"method": "flex_aladdin_sms"
}
]
]
L )

Mocne 3Toro KoH$UrypaLMoHHble $aiibl METOAOB MOXKHO OyaeT peaaKTMPOoBaTb HA BKAaAKe AyTeHTUdu-
Kauusa (cooTBeTcTByHOWMI paKTop).

© nNpumeyanue

Mpw HacTpolike Aladdin 2FA B napameTtpe mappedUsernameAttr YKa3blBaeTcA Ha3BaHMe aTpubyTa B
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Blitz Identity Provider, KoTopblit 4onXKeH cOOTBETCTBOBaTL aTpMbyTy Username B JaCarta Authentication
Server.

6. Mo cmaHdapmHomy anzopummy (cTpaHmua 317) HacTpoMTe TEKCTbl MHTepdelica, oTobparkatowmecs npu
BbinonHeHuu flex-metonos.

Nnctunr 8: Npumep HacTpoliku ana flex-meTtogos Aladdin 2FA

login.methods.switcher.title.flex_aladdin_otp=lonrBepxnenue no Aladdin OTP

login.methods.flex_aladdin_otp.head.title=llogTBepxnenue no Aladdin OTP
audit.method.flex_aladdin_otp=Aladdin OTP
page.users.user.flex.2_flex_aladdin_otp.title=[onreepxnenue no Aladdin OTP
page.users.user.flex.2_flex_aladdin_otp.empty=YuerHaga 3anuch Aladdin OTP.
—OTCYTCTBYET

page.users.user.flex.2_flex_aladdin_otp.btn.create=[o6aBuTh
radius.display.dialog.challenge.name.flex_aladdin_otp=Aladdin OTP
page.authn.flex_aladdin_otp.2.title=[onrBepxnenue no Aladdin OTP
page.authn.flex_aladdin_otp.2.info=I[ocne yCHEmWHOro MNEPBHUYHOI'O BXOIa.
—»NONb30BATENIO HYXHO BBeCTH koI H3 TOTP-reHepaTopa B nOpunoxeHuu Aladdin 2FA
page.method.flex.2_flex_aladdin_otp.title=lonrtBepxnenue no Aladdin OTP
page.method.flex.2_flex_aladdin_otp.empty=Hactpotixu Aladdin OTP OTCYTCTBYIOT
page.method.flex.2_flex_aladdin_otp.btn.create=Hactpours

login.methods.switcher.title.flex_aladdin_push=IllonTBepxneHue no Aladdin PUSH
login.methods.flex_aladdin_push.head.title=lonTBepxnenue no Aladdin PUSH
audit.method.flex_aladdin_push=Aladdin PUSH
page.users.user.flex.2_flex_aladdin_push.title=lonreepxnenue no Aladdin PUSH
page.users.user.flex.2_flex_aladdin_push.empty=YuerTHag 3anuchs Aladdin PUSH..
—OTCYTCTBYET

page.users.user.flex.2_flex_aladdin_push.btn.create=Io6aBuTh
radius.display.dialog.challenge.name.flex_aladdin_push=Aladdin PUSH
page.authn.flex_aladdin_push.2.title=llogTBepxnenue no Aladdin PUSH
page.authn.flex_aladdin_push.2.info=[locne ycCcHemHOro NEepPBUUYHOI'O BXOOAa..
—IONb30BATENIO HEOOXOOHMMO OTBETHTL Ha push-yBemoMneHHe B HOpuUloxeHHH Aladdin 2FA
page.method. flex.2_flex_aladdin_push.title=llonTBepxneHue no Aladdin PUSH
page.method.flex.2_flex_aladdin_push.empty=Hactpo#ixu Aladdin PUSH OTCYTCTBYVIOT
page.method.flex.2_flex_aladdin_push.btn.create=HacTpoursb

login.methods.switcher.title.flex_aladdin_sms=llonTBepxneHue no Aladdin SMS
login.methods.flex_aladdin_sms.head.title=lonreepxnenue rno Aladdin SMS
audit.method.flex_aladdin_sms=Aladdin SMS
page.users.user.flex.2_flex_aladdin_sms.title=llogrBepxneHue no Aladdin SMS
page.users.user.flex.2_flex_aladdin_sms.empty=YuerHag 3anuch Aladdin SMS..
—OTCYTCTBYET

page.users.user.flex.2_flex_aladdin_sms.btn.create=0o6aBuUTh
radius.display.dialog.challenge.name.flex_aladdin_sms=Aladdin SMS
page.authn.flex_aladdin_sms.2.title=llogTBepxneHre no Aladdin SMS
page.authn.flex_aladdin_sms.2.info=I[locne yCHEmMHOrO MNEPBUUYHOIO BXOIA..
—IOINB30BATEIIIO HYXHO BBECTH KOO U3 COO6H_[eHI/ISI, IIepenaHHOI'O Ha HOMeEP MOGI/IHI::HOFO.;
—TenedoHa oT Aladdin 2FA

page.method. flex.2_flex_aladdin_sms.title=llonTBepxneHue no Aladdin SMS
page.method.flex.2_flex_aladdin_sms.empty=Hactporkxu Aladdin SMS OTCYTCTBYVIOT

page.method.flex.2_flex_ _aladdin_sms.btn.create=HacTpoutsnb
.
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6.3 HacTpoMKu KOHCONM ynpaBaeHus

KoHconb ynpaBieHMA HacTpanBaeTca ¢ Nomollbio ¢ainoB console.conf U credentials. [lanee B nogpas-
Aenax onncaHbl BO3MOXXHble HaCTpOﬁKM.

6.3.1 Bxopa B KOHCO/b yepes SSO

B KoHconb ynpasneHusa Blitz Identity Provider moXHoO HacTpouTb BXxo4 Yepes nocTaBwuKa naeHtudumkaumm OIDC.
B KauecTBe TAaKOro MNOCTABLLMKA MOXKET BbICTYNUTb KaK TeKyL,an ycTaHoBKa Blitz Identity Provider, Tak u otaenbHasn
€ro YCTaHOBKa nau aaxke ctopoHHee MO, ecar oHo coBmectumo ¢ OIDC.

MoaaepknBatoTCca cnegyowme pexmmbl BXO4a B KOHCONb YNPaBAeHUA:

* cmaHOapmHbili pexcum (cTpaHuua 61) No NOrMHY/Naposto yYeTHbIX 3aMuceit, 3aBefeHHbIX B pasgene Aa-
MWUHUCTPATOPbI;

® peXum Bxoga yYepes SSO;

* MBPMAHLIA PEXUM BXOAA, KOTAa agMUHUCTPATOP MOXKET BOMTM KaK Mo NOrMHY/Napoto B CTaH4APTHOM
pexume, Tak n yepes SSO.

Mpu Ucnonb3oBaHMK pexkmma SSO yyeTHble 3anNucu agMUHUCTPATOPOB He TpebyeTcsa 3aBoanTb B pasgene Agmu-
HUCTPaTOPbI.

[nA HacTPOMKM pexkrnma BXoLa B KOHCO/b yNpasaeHus ¢ nomolLubto SSO BbINOMHUTE cneaytowme AencTema:

¢ B HacTpoikax noctaslumka SSO, yepes KoToporo ByaeT OCyLecTBAATLCA BXOZ, B KOHCOAb, 3aperucTpu-
pyWTe KOHCONb yNpaBAeHUA Kak NpunoXKeHwe. B paspelueHHbIx npedukcax Bo3BpaTta (redirect_uri)
yKaxunTe gomeH yctaHoBkM Blitz Identity Provider. Mo utoram perucrpaumm Bbl nonayunte client_id u
client_secret NPUNOXKEHUA ONA KOHCOIMN yNPaB/IEHUS,

® B KOHQUrypaumoHHom daiine console.conf co3ganTe 610K HaCTPOEK 1ogin CAeAYOWEro COAePKaHUA:
g9

"login" : {

mEpM s
"authUri" : "https://idp-host.com/blitz/oauth/ae",
"clientId" : "blitz-console",
"clientSecret" : "client_secret_value",
"logoutUrl" : "https://idp host.com/blitz/login/logout?post_logout_redirect_

—uri=https://idp host.com/blitz/console",
"scopes" : [
"openid"

1,
"subjectClaim" : "sub",
"roleClaim" : "roles",
"tokenUri" : "https://idp-host.com/blitz/ocauth/te"
s

"mode" : "sso"

Heobxo4MMO YyTOYHMTb NapameTpbl:

e B nmapameTpax authUri M tokenUri HYXHO YyKasaTb agpeca Authorization Endpoint M Token
Endpoint 06paboTYMKOB BHELIHErO NOCTABLLMKA NAEHTUUKALMN.

®* BnapametpaxclientIdMclientSecret yKa3aTb3HavYeHUA client_idM client_secret, NPUCBOEH-
Hbll 3apernctpumposaHHomMy BO BHelWWHeEM NOCTaBLLIMKe MAEHTMd)VIKaLI,MVI NPUNOXKEHUIO, COOTBETCTBYHOLLE-
My KOHCOANUM ynpaBneHuA.

¢ B napameTpe logoutUrl NpONMcaTb CCbIIKY, HA KOTOPYIO AO/KEH NEepeHanpaBaATbCA NOb30BaTeNb NPU
BbIXO4E W3 KOHCO/IM ynpaBaeHus, 4ytobbl Obln NpousBeneH eguHbI BbiXO4, Yepes BHELWHU NOCTaBLUK
naeHtTudmKaumnu.
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* B napametpe scopes NPONMUCaTh CMMUCOK Pa3pelleHnii, KOToPbI A0MKHbI 6bITb 3anpoLleHbl (MUHMMaNbHO
Heobxo4MMO TO/IbKO paspelleHne openid).

* B subjectClaim yKasaTb MMs aTpnbyTa M3 MapKepa naeHTMdunkaumm (id_token), MCNOMb3yeMOro B Ka-
yecTBe MAeHTUPMKATOpa y4eTHOM 3anncu. MMeHHO ¢ Taknm naeHTudMKaTopom byaer ocyLecTBaAEH BXOA,
aAMMHMCTPATOPA NPU PEXUME BXOAA SSO.

* B roleClaim yKasaTb MMA aTpmbyTa U3 mapkepa naeHtMounkaumm (id_token), B KOTOpOM nepegaeTcs
poAb (CTPOKA) UM CUCOK poneit (MaccuB CTPOK) aAMUHUCTPaTOPa. IMEeHHO ¢ TakKMMK naeHTUdmnKaTopamm
ponei 6yaeT ocyLWecTs/IeH BXO4, aAMUHUCTPATOPa NPU PeKMMe BXOA4a SSo.

¢ B napameTpe mode HYXXHO YKa3aTb TPebyemblli PeXMM CTPAHULLbI BXOAA: ssO — BXOZ TO/bKO Yepes BHelU-
HUIM NOCTaBLMK MAEHTUDUKALMM (CM. PUCYHOK HUXKE); internal — BXOA TOAbKO MO JIOFTMHY M Naposto U3
HaCTPOEK KOHCONM ynpaBaeHua. Ecnn napameTp He 3a4aH, To A0CTYNHbI 06a BapuaHTa Ha BbI6Op Noab3oBa-
Tens. Npu Bxoae B pexxmme Bolitn yepes SSO He TpebyeTca npeaBapuTesibHO CO34aBaTb aAMUHUCTPATOPY
Yy4YeTHbIe 3anncu B MeHo ALMUHUCTPATOPBI.

@ Bxop 8 KoHCONb ynpasneHua

@ Bxoa 8 KoHCONb ynpasneHua

YTobbl He MnoKasbiBanca HpOME)KyTOHHbIVI 9KpaH BXO4a, B KOTOPOM MNONb30BaTe/lb HaXXUMaeT KHOMKY Bon-
™ 4yepe3 SSO, MOXXHO BbI3blBaTb KOHCOJIb ynpaBaieHMA C NOMOLbIO CCbIIKU cheaywouiero sunaa: https://
hostname:port/blitz/console?mode=SSO.

6.3.2 OrpaHuyeHune ceccum

Mo nonnTrke 6€30NacHOCTU MOKeT TpeboBaTbCA, YTO6bI NONb30BaTE/b UAN aAMUHUCTPATOP OAHOBPEMEHHO He
MOT BbITb 3a/I0TMHEH C HECKOMbKMX YCTPOWMCTB. /19 YA0BNETBOPEHMA TaKOM NOAUTUKM 6@30MacHOCTM NpU JOCTYyMNe
aZiIMMHUCTPaTOpa B KOHCOJIb YNpaBaeHUA He0BXOAMMO B KOHOUFYpaLMOHHOM daiine console.conf 406aBUTH
610K session:
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"session" : {
"mode" : "exclusive",
"check-interval" : 10

MpY HaNNYUM TaKOW HACTPOMKM B Cydae, ecnun byaeT 3adpUKCMPOBaH BXOA agMUHUCTPATOPA C y4ETHOM 3anmnChbio,
KOTOPOW y¥Ke BbINOJHEH BXOZ4, TO B NPEXKHEM BXoge npw 1tobom 4eiCTBMM B KOHCOAM ynpasieHnsa byaet oTo6-
parkeHa CTpaHuua Bxofa. HacTpolika check-interval (3a4aeTca B CEKyHAAX) YKa3biBaeT B CEKyHAAX Nepuos,
KaK BbICTPO B MPeXHen Ceccmm npomM3onaeT BbIXOA NPV NMOABAEHUN HOBOW CECCUN.

Ecnun no nonntmnke 6esonacHocTM TpebyeTcs TaKKe 3anpeTuTb HaZinume HEeCKObKUX CECCUI ANA 0ObIYHbIX NOb-
30BaTesIel, TO TaKOW PEKMM MOMKHO BKIOUUTL M3BUPATENbHO ANA onpesesieHHbIX M0ab30BaTeNeN NPU BXOAE B
onpeaeneHHble NPUNOKEHNA. ITO BbINOJHAETCA C MOMOLLbIO HACTPOWMKK rpouedypsb! 8xoda (CTpaHuua 262).

JononHutenbHo B Be6-NpuaoKeHUN JINYHbIA KaOUHET HYXKHO BK/IHOYMUTb HAaCTPOMKY, COTNAcHO KOTOpoi byaeT
NPOUCXOAMUTb AOCPOYHbIN BbIXOA, U3 BEB-NPUIOKEHUA B C/lyYae, €CU YYeTHasA 3anucb nosb3oBaTens 3abaoKu-
poBaHa MK Bblna HapyLleHa NONTUKA, 3anpeLLaowan MHOXKECTBEHHbIW BXO4, NoNb3oBaTeNs. B KoHourypauu-
OHHbIN daln blitz.conf B 6/IOK HAacTPOeK blitz.prod.local.idp.user-profile HYXHO 006aBUTb Ha-
CTPOMKY check-session-interval, 3aatlOLyt0 NEPUOL NPOBEPKUN BED-MPUIOKEHUEM aKTUBHOCTU CECCUM:

"user—-profile" : {
"check-session-interval" : 10,

6.3.3 Ponu 1 npaBa gocrtyna B KOHCO/b

CTaHaapTHble pPoOAW aAMUHMUCTPATOPOB ONUcaHbl B paHee (cTpaHuua 60). B KoHdurypaumoHHom daiine
credentials MOMHO CO34aTb SOMNOJHUTE/bHbIE POAN ALMUHUCTPATOPOB UAW UCMPABUTL NPaBa 4OCTyNa B Cy-
LecTByOWMX ponsax. Ans 31oro B 6/10Kke roles HYXKHO CKOPPEKTUPOBATb COCTAB NpaB AocTyna (privileges),
COOTBETCTBYHOLMX POAU (name).

Mpumep HaCTpOMKuU:

"roles" : [
{
"name" : "new-role",
"privileges" : ["w_app","w_system","w_ui","w_user","w_admin","r_audit"]

B cnyyae co3pgaHuA HOBbIX PO/IEl AN HUX TaKXKe HYKHO ONPeaennTb meKcmosslie CMpOoKU C Ha38aHuem porseli
(cTpaHmua 317). Mprmep TEKCTOBOM CTPOKM A1 HOBOM POAU new_role:

[page.admins.role.newfrole:HMH HOBOH POIH }

CnKnCOK AOCTYMHbIX NpaB A0CTyNa ANA 3an0/IHEeHUA HaCTpOﬁKVI privileges npuBeaeH B Ta6/w|u,e HWXe.

MpaBa goctyna KoHconu ynpasneHusa Blitz Identity Provider
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MpaBo go- [ocTynHble pasaenbl KOHCOAW ynpaBaeHua

cTyna

w_app MpunnoxeHna

w_system = WCTOYHMKM paHHbIX, AyTeHTUMKauua, Mpoueaypbl Bxoaa, MOCTaBWMKM MAEHTUDUKALUN,
SAML, OAuth 2.0, Yctpoiicta, CoobuieHun

w_ui CepBucbl camoobcnyKMBaHNUA, BHewHWiA BUA,

w_admin ApmuHuctpatopbl, CobbiTus

w_user Monb3osatenu, Mpynnel, Mpasa goctyna

r_user Monb3oBaTtenun (Tonbko nNpocmoTp), Mpynnsl (Tonbko NnpocmoTp), MpaBa AocTyna (TOAbKO Npo-
cMmoTp)

r_audit CobbiTHA (TONbKO NpOCMOoTP)

6.3.4 CmeHa napona agMUHUCTpaTOpa
,ﬂ,/‘lﬂ M3MEHEHUA Napoana agMUHNUCTPATOPa KOHCO/1X BbINO/IHUTE cheayoumne AeVICTBMﬂ:
1. OtkpoitTe dain /usr/share/identityblitz/blitz—-config/credentials

2. YKaxuTe HOBbI Naponb B NapameTpe pswdHash. [aposb yKasbiBaeTca B OTKPbITOM Buae 6e3 wudposa-
HMA. Mocne NPUMEHEHUA N3MEHEHWIA CUCTEMA ero 3alundpyerT.

-

"users" : [
{
"pswdHash" : "new$password",
"roles" : [
n root n
1/
"username" : "admin"
}
]

L

3. MepesanycTtute cepBUC blitz-console.

sudo systemctl restart blitz-console

6.3.5 PaboTa c Teramu NpUNOKeHMWii

B cucTeme cyuiectsyeT yao6HbI MexaHM3m paboTbl C Teramu NPUAOXKEHWUI, KOTOPbIA NO3BOAAET aAMUHUCTPA-
Topam 3$PEKTUBHO YNPaBAATb TEFAMM M Ha3HAYaTb UX NPUAOKEHUAM. [11A 3TOro NpefyCMOTPEHbI cneayrowme
BO3MOXXHOCTU:

1. BuiBop u3 paHee 3aBEOEHHBIX TErOB:

e [1pM Ha3zHaYeHMM Tera NPUNONKEHUID MOXKHO BbI6MpaTb Ter U3 CNMcKa paHee CO34aHHbIX. ITO UCKALO-
vyaer HEO6XOAVIMOCTb 3aNOMUHAHNA N PY4YHOTO BBOAa TEros.

e Ecnu Tpebyemblit Ter oTcyTCTBYET B CMIUCKE, ECTb BOSMOXHOCTb CO343aTh HOBbIV TEF HENOCPEACTBEHHO
B KOHOUIYpauMoHHOM daine KOHCoNM console. conf.

2. Habop Teros MO yMOIYAHHUO:

e B cucrteme npeaycmotpeH Ha6op Teros no ymon4aHuio, KOTopble He Ha3HAa4YakTCA aBTOMAaTUYECKN HU
O4HOMY NPUNOXKEHUIO.

e CyLLecTBYeT BO3MOMHOCTb Ha3HaYaTb 3TW TErM NPU/IOKEHUAM Yepe3 KOHCO/b.
3. XpaHeHHe TEros:
e Terun xpaHATCA B OTAEbHOM 610Ke KOHPUTypaunoHHoro ¢palina KOHCONM console. conf.

* PepakTMpoBaHWe 06LLEro CNncKa TeroB Yepes UHTepdenc KOHCONM HeAOCTYNHO. Jna yaaneHua Te-
ra u3 obLiero cnmcka HeobxoAMMO CHavyana yganuTb ero y BCeX NPUAONKEHWUI, NOC/e Yero BpyYHyto
YAANUTb ero KOHOUrypaunoHHoro daina KoHconu console. conf U3 6710Ka ui.
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[ns co3paHus HoBoro Tera He06xo4MMO B KOHOUTYPaLMOHHOM daiae KOHCoNM console . conf A06aBUTbL 610K
ui, B KOTOPOM OMnpeaesieHbl HaCTPOMKM NOb30BATEbCKOTO MHTEpdeiica ana paboTbl C NPUNOKEHUAMW. BHYTpU
pasfena apps HaXoAMTCA NoApasaen commonTags, COAEPKALLMI CMUCOK TEFOB.

Mprmep KoHOUTypaumm:

"gin. {

n appS" : {
"commonTags": ["COMMON_TAG1", "COMMON_TAG2", "COMMON_TAG3"]

6.3.6 Mmsa nonb3oBaTens B KOHCOAMU

[119 TOTo YTOBbl HACTPOUTL MMA NONL30BATENA, OTOBPaXKaemoe B KOHCONM, HEOBXOANMO B KOHOUTYPaLMOHHOM
¢daine console.conf B 6/10Ke ui.users OTPeAaKTMPOBATb NAapameTp displayName

Huill :{
"users":{

"displayName":"$ S$S{name-} <br>louta: ${mail-}<br>Tenedou: S${mobile-}"

6.4 Hacrtpouka Token Exchange

Blitz Identity Provider nogfepueaeT TexHONOMMIO 06MeHa MapKepos goctyna OAuth 2.0 Token Exchange®.
CTaHOapTHbIM NpUMeHeHnemM aaHHoW TexHonoruum B Blitz Identity Provider asnaetca B3anmopgeincreume wntosa
6e3onacHocTy Blitz Keeper ¢ cepBrcom aBTopM3aLLMm 410 NOAYYEHUA JOCTYNA K 3aLLMLLAEMbIM CEPBUCAM.

[ns Hactpoiikm Token Exchange BbIMOHUTE ONMCAHHYIO HUXKE NOCNeA0BaTe/IbHOCTb AEUCTBUNA.

6.4.1 Lar 1. Co3paHue npasuna AOCTyNa K cepsucam

Mpasuna pgoctyna no Token Exchange K 3awuiliaembiM cepBMCaM CO3AAOTCA B AMPEKTOpPUU /usr/share/
identityblitz/blitz-config/token_exchange/rules/. Kaxgoe npasuiao co3faeTca Kak OTAeNbHbIN
TeKCToBbIN dain 6e3 pacwmpeHus.

Mpumep daitna c npasuaom aoctyna (Tvn specialize):

{

"name": "rule-name",
"type": "specialize",
"descll . nmnn

. 14

"subjectTokenCond": {
"clientRights": [],
"userRights": [],
"scopes": ["openid"],
"userClaims": {},
"userGroups": []
b
"issue": {
"ttlInSec": 3600,
"allowedScopes": ["openid","profile"],
"allowedClaims": ["sub","global_role","org_id","rights"],
"addingScopes": [],
"addingClaims": []

(npogonkaertca Ha cneaylowei cTpaHuue)

90 https://tools.ietf.org/html/rfc8693
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Mpumep daiina c npaBuaom goctyna (TMn impersonate):

"name": "rule-name",
"type": "impersonate",
"deSc": "",

"subjectTokenCond": {
"clientRights": [],

"userRights": [],
"scopes": ["openid"],
"userClaims": {},
"userGroups": []

}I
"authClientCond": {

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"
}
}
by
"issue": {
"ttlInSec": 3600,
"allowedScopes": ["openid","profile"],
"allowedClaims": ["sub","global_role","org_id", "rights"],

"addingScopes": [],
"addingClaims": []

Hy»KHO 3anoNHUTL cnegyrowme aTpmubyTbl NpaBuaa AoCTyna:
* name — MM NpPaBuNa, KOTOPOE AO/KHO COBMNAAATh C MMeHeM daitna ¢ NpaBuIOM AOCTYNa;
* type —TuN Npasuna. MNogaepXnsaroTca cneaytoume TMnbl Npasu:

— specialize—noTakomy Npasuay NPU/IOKEHME 3anpawmMBaeT 06MeH MapKepa A0CTyna, BblAaHHOIO
3TOMY Xe NpuaosKeHno. OBMeH BbINOHAETCA C LE/bIo CNeuuanmsaumm mapkepa 4ocTyna — 3aMeHbl
B HEM paspelLeHnit (scope), aTpMbYTOB (claims) M cNKCKa nonyyatenei (audience, aud), popmat
Mapkepa (jwt uam opaque);

— impersonate — NO TaKOMY NMpaBMay NPUIONKEHME 3anpalinsaeT obMeH MapKepa A0CTyna, BblgaH-
HOro Apyromy npunoxkeHuo. O6MeH BbINONHAETCA NPU YCAOBUK, YTO B NPEeAOCTaBieHHOM Ha 0b-
MeH MapKepe oCTyna 3anpalinBaolee ob6MeH NPUIoKeHe NPUCYTCTBYET B CMUCKe nosyyaTtesnei
(audience, aud). O6meH 1cnonb3yeTcsa B CLEHapUAX, KOrAa NPUIOKEHME A NMONYYMNO0 NCXOAHO Map-
Kep 4OCTyna, MOAroTOBM/IO €ro Ana nepeaadv npuaoxeHuio b (4epes obmeH no Tuny npasuna
specialize), Nnepegano NPUNOKEHMUIO b, Tak, YTO NpuUNOKeHMe b BbIMNyCTUAO Ha OCHOBE MOJYYeEH-
HOro MapKepa A0CTyna cBoi COBCTBEHHbIV (Yepe3 0bMeH No TMNy NpaBuaa impersonate).

* desc — onucaHue npasuna. MoXHO BBECTU Nt0OYIO TEKCTOBYIO MHOOPMaLNIO;

® subjectTokenCond — YC/0BMA BbINONHEHWA NpaBuaa. Ecam Bce yKasaHHble B npasuie ycnosusa byayt
BbINO/IHATBLCA, TO NPABUIO CYUTAETCA BbINOJHEHHbIM. ECM XoTa 6bl 04HO U3 YCN0BUI B Npasuie He by-
[eT BbINONHEHO, TO BCE NPABU/IO CYNTAETCA HEBbINONHEHHbBIM. YCN0BUA BbINOJHEHWA NPaBuA MOryT BbiTb
cnepytouime:

6.4. Hacrpoiika Token Exchange 398




Blitz Identity Provider, Bepcus 5.31

— clientRights — NPOBEPKa Ha/MUMA Yy NPUIOKEHUA YKAa3aHHbIX NPaB AOCTyNa;

Mpumep npasuna:

"clientRights": [

{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"
}

}

]

B yKasaHHOM Nprmepe NpoBepAeTca Hasinume Y Bbi3bIBAIOLLErO NPUIOXKEHUA Npasa A4ocTyna right 1
B OTHOLLEHWM APYrOro NPUNOXKEHUA (appl). MapameTp its B HACTPOMKe target yKasbiBaeT TMN 06b-
€KTa, B OTHOLUEHMM KOTOPOro NPOoBepsAeTca Haiuume npasa A0CTyna. Bo3MoXKHble 3HaYeHus: its —
NpPaBoO Ha NPUIOXKEHMWE; grps — MPaABO Ha rpynny AOCTYNa; OTCYTCTBUE type — NPABO Ha Y4YETHYIO
3anucb nosib3oBaTens.

userRights — NPOBEPKa Ha/MYMA Yy NONb30BATENA YKa3aHHbIX Npas 40CTyna.

Mpumep 1 npasuna:

"userRights": [

{
"rights": ["right2"],
"target": {
"type": ngpS"’
"name": "Orgl",
"ext": "OrgS"

}

B yKkazaHHOM npumepe NpoBepseTcA Hainuyme y Nonb3oBaTena NpaBa AOCTyna right2 B OTHOLWe-
HWUW rpynNnbl nonb3osaTenen (orgl). B cnydae TMna o6beKTa rpynnbl 4OCTYNA YKa3blBaeTCA AONONAHU-
TeNbHbIV NapameTp ext, onpegenaowmii npoduab rpynnbl 4ocTyna (M. BKaroyeHue omobpaxceHus
epynn 8 blitz.conf (cTpaHunua 215)).

Mpumep 2 npaswuna:

"userRights": [ )
{
"rights": ["security_administrator"],
"target": {
"type": "grps",
"name": "$ ",
"ext": "orgs"
}
}
]
B YKa3aHHOM npasune nposepAeTca Hann4yume Yy nonb3osaTtena npasa AocTtyna

security_administrator B OTHOLWEHMM FPynnbl Nonb3oBatenei u3 npoduna orgs, UMeto-
wen maeHTudMKaTop, COBMAZAIOWMIA CO 3HAYeHMem aTpmbyTa org_id M3 COCTaBa MCXOZHOrO
MapKepa goctyna. B otanuum ot npumepa 1 8 gaHHOM npumepe UAICTPUPYETCA BOSMOMKHOCTb B
KayecTse MMeHM 06beKTa nNpaBa 40CTyNa yKasblBaTb HE KOHKPETHOE 3HaYeHne 06beKTa, a cCbliaTbCa
Ha 06bEKT Ha OCHOBE 3HAYEHWIA U3 MPUCNAHHOMO MapKepa gocTyna (Sorg_id).

Mpumep 3 npasuna:

6.4. Hacrpoiika Token Exchange
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"userRights": [

{
"rights": ["right3"],
"target": {
"type": "its",
"name": "appl"

}

B gaHHOM npumepe NpoBepseTcs Ha/auuyue y Nnoab3oBaTeNa npasa 4OCTyna right3 B OTHOLEHMM
NPUNOXKEHUA appl.

— scopes — NPOBepKa MPUCYTCTBMA B MapKepe A0CTyna Tpebyembix paspeweHuin (cm. Obwue Ha-
cmpoliku OAuth 2.0 (cTpaHuua 243));

Mpumep npasuna:

["scopes": ["scopel"]

B AaHHOM nNpumepe NpoBepsAeTcA Hauune B UCXOAHOM MapKepe AO0CTyna paspelleHma C MUMeHem
scopel.

— userClaims — NPOBEPKa, YTO Yy yHETHOVI 3anncu nonb3osBaTtena anMGYTbI MMEIKOT YKa3aHHble 3Ha4ve-
HHUA.

Mpumep npasuna:

["userclaims": {"role":"FIN"}

B maHHOM npumepe NpoBepsAeTcs Hanuue y Noab3oBaTeNs B yYeTHOM 3anucu atpubyTa role C 3a-
MOJIHEHHbIM 3HaYeHMem FIN. JonycTMMO MCMo/b30BaTb TO/IbKO aTPUBYTbI C TUMOM String.

— userGroups — NPOBEPKA, YTO Y4ETHAA 3aNUCb MNONb30BaTENA BXOAUT B YKa3aHHbIe rpynnbl 40CTyna.

Mpumep npasuna:

"userGroups": [

{
"name": "admin",
"profile": "roles"

B faHHOM NpuMepe NpoBepsAeTca, YTO NONb30BaTE/lb BXOAMT B rpynny AoCTyna admin ¢ npopuaem
roles.

® authClientCond — yC/I0BMA 3aMeHbl client_id. OTW yCA0BUA NPOBEPAIOTCA TOMLKO ANA NPABUI C TU-
nom impersonate. B npasune nposepseTcs, YTO HOBOE MPU/IOKEHNE MMEET Npasa A40CTyna 414 obmeHa

MapKepa goctyna. Noaaeprkmsaetca ycnosne requiredRights.

Mpumep npasuna:

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"
}
}
]

6.4. Hacrpoiika Token Exchange
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B yKaszaHHOM npumepe NpoBepsAeTca HaMYMeE Y Bbi3bIBAOLLErO NPUIOKEHWA NpaBa A4oCTyna right 1 B OT-
HOLUEHMM ApYroro npuaoxeHus (appl). MapameTp its B HAaCTPOMKe target YKasbiBaeT TUN 0OBEKTa, B
OTHOLLEHMM KOTOPOro NPoBepaeTcA Hanune Npasa 4oCTyna. BO3MOoMXKHble 3HaYEeHUSA: it s — NPaBo Ha Npu-
NOXKeHWe; grps — NPaBO Ha rpynny JOCTyna; OTCYTCTBME type — MPABO Ha YYETHYIO 3anncb NoAb3oBaTeN .

® issue—NpaBuaa BblNyCKa HOBOro MapKepa A0CTyna, NpuMeHaemble B C/ly4ae, ecnv Nnpasuio 6bi10 ycnew-
HO BbINOAHEHO. paBnaa BbiNyCKa HOBOTO MapKepa A0CTyna COCTOAT U3:

tt1lInSec — BPEMSA XMU3HM (B CEKYHAAX) BbIMYCKaeMOro Mapkepa 4ocTyna;
— allowedScopes — paspeLleHns, KOTOPble MOMKHO OCTaBUTb B BbIMyCKaeMOM MapKepe 40CTyna;

— allowedClaims — anl/I6yTbI nonb3oBaTena, KOTopble MOXHO OCTaBUTb B BbiIMyCKaeMOM MapKepe
AocCTtyna;

— addingScopes — gobaBnfemble B MapKep AOCTyNa pa3peLleHus;

— addingClaims — gobasnsemble B MapKep 40OCTyna aTpMbyTbl Nosb3oBaTens.

6.4.2 Llar 2. Hactpoiika o6meHa mapKepoB Aoctyna

YT06bI ONpPEsenunTb, Kak byaeT nponcxoamnTb 0bMeH mapkepos gocTyna no Token Exchange, a uMeHHO ana Kakux
3alLMLLAEMbIX CEPBMCOB KaKue NpaBuia focTyna byayT NpMMeHATbCA, HE06X0AMMO B KOHOUTYPaLLMOHHOM daiine
blitz.conf A06aBuTb 610K HacTpoeKblitz.prod.local.idp.token—-exchange cneayroLLero suaa:

"token-exchange" : {
"resources" : [
{

"uri" : "http://secured_service_host/api/servicel",

"methods" : ["GET", "POST"],

"rules" : [
"rulel",
"rule2"

}I
{
"audience" : "secured-api",
"rules" : [
"rule3"

by

B 610Ke resources HYXXHO A8 KaXA0ro cepBmca 3ano0HUTb HACTPOMKMU:

* rules — MePEYNCANTb MMEHa NPaBUA LOCTYNa K cepsucy. Kaxaomy npaBuay cOOTBETCTBYET CBOW ¢ghalin
Hacmpoek (cTpaHuua 397). LocTyn K cepBucy paspeLuaeTcs, ec/im XoTa bbl 04HO U3 NPABMUA U3 3TOTO CMMCKa
6yzeT BbINONHEHHbIM. Ecvi Bce nepeymncieHHble NpaBuaa He ByayT BbINOAHEHbI, TO TOr4a JOCTYN K CEPBUCY
6yneT 3anpelueH;

* uri—HeobA3aTeNbHbIA NapameTp, MOXKET 3a4aBaTb aApec 3almLLaeMoro cepsmca. B 3agaHnm agpeca cep-
BMCa AONYCTUMO MCNONb30BaTh 3BE340UKY (*) 414 NPONyCcKa O4HOIro KOMNOHEHTa NYTU agpeca U ABONHYIO
3BE34,04KY (**) 414 NPOMNyCcKa OCTaBLUENCA YacTu NyTU aapeca CepBuUCa;

* methods —HeobA3aTeNbHbIM NapameTp, yKasbliBaeT nepevyeHb HTTP-MeTo0B Bbi3bIBAEMOTO CEPBUCA;

* audience — HeobA3aTeNbHbIN NapaMeTp, MOXKET 3a4aBaTb UMA NPUNOKeHUs. [laHHoe 3HayeHue byaet
BK/IIOYEHO B BbIMNYLWEHHbIN HOBbLIA MapKep AocTyna B aTpubyT aud. 06s3aTesbHO A0AKeEH BbiTb YKasaH
OAVH M3 NapaMeTpoB uri UAK audience.
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fnasa 7

Be3onacHocTb, 06cnyXXunsaHue m
yCTpaHeHMe HeucnpasHoOCTEN

7.1

MpocmoTp cobbiTuit 6esonacHocTH

[na BeaeHus ayamTta 6€30nacHOCTM U 41 NPOCMOTPA 3aperncTpupoBaHHbIX B KypHane Blitz Identity Provider
cobbITniA 6e3onacHOCTM ncnonb3yeTca pasgen CobbITHA KOHCONM yNpaBAeHUA. 34eCb UMeeTCA BO3MOXKHOCTb OCY-
wecTBAATb GUAbTPALUUIO COObITUI 6E30MaCcHOCTN NO PA3NYHbLIM KPUTEPUAM:

no nosib3oBatesnto (ykasaHue naeHTuduMKatTopa nosnb3oBaTens obasaTenbHo);
no gManasoHy Aar;

MO KOHKPETHOMY MPUIOKEHUIO;

no rpynnam cobbiTuii;

no IP-agpecam;

Nno NPOTOKO/1aM B3aVIMO,EI,elj1CTBMﬂ.

Mocne HacTPOKKN GUNBTPOB N UX MPUMEHEHMA NPEeaYCMOTPEH NPOCMOTP AETa/IbHOM MHPOPMALIUMM O HAUAEHHbIX
cobbITHAX.

MpocmoTp co6bITHiA

3HaueHue Mepuop Fpynna co6biTuit

Bxoa (J Beixoa (J AsTopusauua goctyna

Woentudvkatop cybbekta 23.12.2024 00:00 29.12.2024 23:59

V‘,LLCHW\(‘DMKBVOP o6bekTa 3a cerogHa 3a Hepenwo 3a mecAu

@) ayTeHt AaHHbIX

O W3meHeHus yyeTHoii 3anucu (] Onepauum ¢ rpynnamu

(O Otnpaska kOROB NOATBEPXACHNA

MonHei IP-agpec unm macka

O AOMMHUCTpUpOBaHUE

HaseaHue npunoxenua MpoTokon

O OAuth20 () SAML () [fpyrue

@ Mokasate O Skcnoptuposats 8 CSV

Mokasatb OumeTnth

ID

npouecca Bpema CobbiTne Cy6bekT O6bekT MpunoxeHue IP-agpec

1bae0d7a...  23.12.2024 BbinosnHeH Bxop, admin admin KoHconb 172.25.0.88
> 10:45:04 ynpaeneHna

Oeadcael... 23.12.2024 BbinonHeH Bxop, admin admin 172.25.0.88

10:44:20
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TaKKe ecTb BO3MOMKHOCTb BbIrpy3KM cobbITUin 6esonacHocTu B popmate CSV.

MpocmoTp cob6biThin

3navenve Mepuon Tpynna co6eIThit

Bxoa (J Beixoa (J AsTopusauus goctyna
Wnentudukartop cy6bekTa 23.12.2024 00:00 29.12.2024 23:59

O ayTeHT! IX AQHHbIX

WpeHTudrkatop obbekTa (O WsmeHeHuA yyeTHo# 3anucu () Onepauuu ¢ rpynnamu

3a ceroaHA 3a Hedenio 3a mecAl

[0 Otnpaska KOAOB NOATBEPXACHUA
MonHbiii IP-appec unm Macka
O AamuHuCTpUpOBaHUe

HassaHue npunoxenua MNpotokon

(0 OAuth 2.0 (J) SAML (J Apyrue

O Mokasate @ OKcropTuposath 8 CSV

Konuuectso cobbITnin 100 Oumnctnts

7.2 MOHUTOPUHI PYHKLUOHUPOBAHUA NPUNOKEHUN

7.2.1 CraHpapTHbIN CePBUC MOHUTOPUHTA

[na MOHUTOPUHIa AOCTYNHOCTU NpunoxKeHuit Blitz Identity Provider npesycmoTpeH cepBuc /blitz/metrics,
BbI3bIBAaEMbIi1 C MOMOLLbIO HTTP GET. PekomeHAayeTcs, YTobbl cepBUC Bbla AOCTYMNEH HA KaXKAOM cepBepe npu-
NIO’KEHMA Mo HTTP Mpu Bbl30BE U3 BHYTPEHHEN CETU C CEPBEPOB MOHMTOPUHIA M BMECTE C Tem, 4Tobbl cepsuc
6bl1 HEAOCTYNEH NPU BbI3OBE U3 BHELLUHUX CeTel 1 C paboynx MecT Nonb3osaTtenei.

B cnyyae ecnm NpuUnoXKeHne A0CTYMNHO, TO CePBUC /blitz/metrics BEPHET AeTaNbHYIO0 MHGOPMALMIO O METPU-
KaxX GYHKLMOHMPOBaHMA NpUoXeHna B popmate Prometheus®?.

Mpumep oTBeTa cepeuca

# HELP blitz_idp_uptime_seconds Uptime

# TYPE blitz_idp_uptime_seconds gauge
blitz_idp_uptime_seconds{blitz_host="papp0l.loc",} 63859.0

# HELP blitz_idp_licence_exp_seconds Licence expiration

# TYPE blitz_idp_licence_exp_seconds gauge
blitz_idp_licence_exp_seconds{blitz_host="papplOl.loc",} 9.223372036854776E18
# HELP blitz_idp_config_mtime Last time, a file was changed

# TYPE blitz_idp_config mtime gauge

# HELP blitz_idp_datasource_latency Latency of an datasource operation

# TYPE blitz_idp_datasource_latency histogram
blitz_idp_datasource_latency_bucket{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",1le="0.005",} 13.0

blitz_idp_datasource_latency_bucket{blitz_host="pappOl.loc",ds_type="1ldap", ds_name=
—"389-ds", op_type="read",le="+Inf",} 29.0
blitz_idp_datasource_latency_count{blitz_host="pappl0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",} 29.0
blitz_idp_datasource_latency_sum{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",} 0.3112787189999999

# HELP blitz_idp_mg_connections Amount connections to datasource

# TYPE blitz_idp_mg_connections gauge

blitz_idp_mg _connections{blitz_host="pappl0l.loc",mg_type="rmg",mqg_server="pmqgOl.
—~loc_5672",} 1.0

(npogonkaeTca Ha cnepytoLen cTpaHnLe)

91 https://prometheus.io/
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(npoponkeHune ¢ NnpeablayLLel CTPAHULLbI)
# HELP blitz_idp_mqg_ latency Latency of an mg operation
# TYPE blitz_idp_mqg_latency histogram
blitz_idp_mg latency_bucket{blitz_host="pappOl.loc",mg_type="rmg",mg_server="pmqg0l.
—loc_5672",broker="blitz.events.direct", op_type="write",le="0.005",} 1.0

blitz_idp_mg_latency_bucket{blitz_host="pappll.loc",mg_type="rmg",mq_server="pmgO1l.
—~loc_5672",broker="blitz.events.direct",op_type="write", le="+Inf",} 3.0
blitz_idp_mg latency_count{blitz_host="pappll.loc",mg_type="rmg",mg_server="pmqg0l.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 3.0
blitz_idp_mg_latency_sum{blitz_host="pappOl.loc",mg_type="rmg",mq_server="pmg01l.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 0.028808135999999998

# HELP blitz_idp_authn_method_app_total Amount of method authentications by app id
# TYPE blitz_idp_authn_method_app_total counter
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="sms", status="success",} 2.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="cls", status="other_error",} 7.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="password", status="success",} 4.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="knownDevice", status="other_error",} 3.0

# HELP blitz_idp_authn_method_total Amount of authentications by a method

# TYPE blitz_idp_authn_method_total counter
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="password", status=
—"success",} 4.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="knownDevice", status=
—"other_error",} 3.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="cls", status="other_
—error",} 7.0
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="sms", status="success",
—~} 2.0

# HELP blitz_idp_authn_method_latency Latency of an authentication method

# TYPE blitz_idp_authn_method_latency histogram
blitz_idp_authn_method_latency_bucket{blitz_host="pappO0l.loc",method="sms", le="1.0
-",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0Ol.loc",method="sms", le="+Inf
", 2.0
blitz_idp_authn_method_latency_count{blitz_host="papp0Ol.loc",method="sms",} 2.0
blitz_idp_authn_method_latency_sum{blitz_host="pappOl.loc",method="sms",} 28.
—686999999999998
blitz_idp_authn_method_latency_bucket{blitz_host="pappO0l.loc",method="password", le=
—"1.0",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0l.loc",method="password", le=
—"+Inf",} 4.0
blitz_idp_authn_method_latency_count{blitz_host="papp0l.loc",method="password", } 4.
—0
blitz_idp_authn_method_latency_sum{blitz_host="papp0l.loc",method="password", }.
—1835.901

# HELP blitz_idp_datasource_connections Amount connections to datasource

# TYPE blitz_idp_datasource_connections gauge
blitz_idp_datasource_connections{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds",} 10.0

# HELP blitz_idp_version Application version

# TYPE blitz_idp_version gauge

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
blitz_idp_version{blitz_host="papplOl.loc",part="major",} 5.0
blitz_idp_version{blitz_host="pappOl.loc",part="minor",} 16.0
blitz_idp_version{blitz_host="pappOl.loc",part="patch",} 1.0
# HELP blitz_idp_notify_user_total Amount of user notifications by channel
# TYPE blitz_idp_notify_user_total counter
blitz_idp_notify_user_total{blitz_host="papplOl.loc",channel="email",} 3.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="sms",} 4.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="push",} 2.0

Nma Ka)'K,CI,Oﬁ METPUKN HAYUHAETCA C MMEHU NPUNOKEHUA (p,edmc B MMEHWU 3aMeHeH Ha I'IOLIHepKMBaHVIe)Z
0.0 0

blitz_idp_%%%, blitz_registration_%%%, blitz_recovery_%%%, blitz_console_%%%. CNUCOK AOo-
CTYMHbIX METPUK NpUBeAEH B Tabanue.

MeTpuKku pyHKUunoHmnposaHus Blitz Identity Provider

MNpaBo goctyna = Tun MNoacHeHne

uptime_seconds gauge | Bpemsa c MOMeHTa 3anycKa NpUIOKeHUn (B CeKyHAAX)

licence_exp_seco gauge | Bpems oo UCTeYeHMs CPOKa AeWCTBUA IMLEH3NU (B CEKYHAAX)

config_mtime gauge | Bpems nocnegHero nsmeHeHus daina KoHPUrypauum

datasource_laten histogri 3agepyKu 0TBETa OT XpaHWAMLLA Y3 NO onepaLusam YTeHUa 1 3anucu (MoryT 6biTb
TMnbl 1dap, jdbc, couch)

maq_connections gauge | KonnuectBo KOHHEKTOB K MQ (rmg, kafka)

mq_latency histogr{ 3azepkku oteeta oT MQ (rmg, kafka)

authn_method_a counte| KonnyecTBo ycnewHbix 1 HeycnewHbIX ayTeHTUGUKALUI KarKaAbIM METOAOM BXOAA
B Pa3/IMYHbIe NPUIOKEHUA

authn_method_t( counte| O6uiee KoN-BO ycnewHbIX U HET ayTeHTUGUKALMI Pa3HbIMU METOLAMM
authn_method_lz histogri AnutenbHocTb ayTeHTUOMKALMM NO pa3HbIM MeTOAaM BX0OAa

datasource_conn| gauge | Koi-BO KOHHEKTOB K XpaHUAULWAM

version gauge | Bepcua npunoxeHuma

notify_user_total countel Kon-Bo HanpaBneHHbIX COOBLLEHWNI NO Pa3HbIM KaHaiaM
authn_method_appayreatedtn meTpukm (c cydduKcom _created) reHEpUpPYHOTCA B CBA3M C 0COBEHHOCTAMM
authn_method_creatfd | Prometheus n cogep:aTt Bpems B unix timestamp MOMEHTa CO34aHMA METPU-
authn_method_lateney_credted

datasource_latency_created
mq_latency_created
notify_user_created

7.2.2 Ucnonb3oBaHue Grafana n Prometheus

[ns 6bICTPOM HAaCTPOMKM MOHUTOPMHTIA U BU3yanu3aumumn npoueccos Blitz Identity Provider yno6Ho ncnonb3osatb
job-3apaHue Prometheus u wabnoH aawbopaa Grafana, Bxogawme B NOCTaBKy (resources. zip).

© Coser

BusyanbHoe NpeacTaBaeHne AaHHbIX UMEET LUMPOKUI CNEKTP NpUMeHeHUN. OHO MOXKET 6bITb UCMO/Ib30BAHO
MeHeKepamm 415 aHaAn3a pabounx NpoLEeccoB, MHXEHepPaMu A4/1A OTC/IEKMBAHMA CUTYaLMIA, KOraa Kou-
4ecTBo ayTeHTUdUKALMIA NPeBbILLAET NOPOroBoe 3HayeHue (HacTpanBatoTca ONoBeLLeHNn), AN KOHTPOAA 33
CPOKOM AeWCTBUA NnLUEeH3uUM 1 ap. Npn obHoBNEHNUM YA06HO OTCAEXKMBaTL BEPCUMM CEPBUCOB HA 6o/boM
KO/IMYECTBE XOCTOB M BPems WX 3anycka.

Ona HaCTpOﬁKVI BU3yasin3aunun BbINOIHUTE cheayouime [l,ei;lCTBMFIZ

1. Moauduumpyiite job-3agaHne prometheus.yaml B COOTBETCTBMM C KOHUrypaLmeit CBOeE CUCTEMbBI U
pnobasbTe ero B Prometheus®.

92 https://prometheus.io
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2. MoguovumpyinTte wabnoH gawbopaa blitz-dashboard. json. HacTponte Grafana u gobasbte aaw-
6opa’3.

Mpumepbl BU3yanumsaLumm gaHHbix B Grafana:

Blitz info

App: RUT Method: p 3 Status

7.3 PeweHune npobnem
JNorn pabotbl Blitz Identity Provider 3anucbiBatoTcsa B AMPEKTOPUIO /var/log/identityblitz Ha Kaxgom cep-
Bepe. *ypHan cobbITUI KaxAoro NpUAOXKEHUA Ha3blBAETCA B COOTBETCTBUM C MPUNOKEHUEM:

® blitz-console.log — *YPHaN cOBbITUI KOHCONW YNpPaBNEHWUS;

® blitz—idp.log— XKypHana cobbiTUin cepBmca ayTeHTUDUKALNY;

® blitz-registration.log—KypHan cobbITUiA cepBMca pernctTpaLmu;

® blitz-recovery.log— *ypHan cobbITUIN CEpBMCA BOCCTAaHOBNEHUS AOCTYNA;

® blitz-keeper.log— *KypHaa cobbITUI WNO3a 6e30NacHOCTH.

Mpv BO3HNKHOBEHMM OWNBOK, CBA3aHHBbIX ¢ paboToli Blitz Identity Provider (3anucbiBatoTca B 0T Kak [ERROR] ),
pekomeHayeTca o6paTUTbCA B TEXHUYECKYIO noaaep:Kky Blitz Identity Provider no agpecy support@idblitz.ru.
Mpu obpaleHnm yKasaTb Ucnonb3yemyto sepcuio Blitz Identity Provider.

Mp1 HeEO6XOANMMOCTU NOBLICUTL YPOBEHb SIOTMPOBaHMUA HEOBXOAMMO B KOHPUIYypaUuMoHHOM daine blitz.conf
B 6/10Ke 1ogger U3MEHUTb YPOBHM NIOTVPOBAHUSA.

Mo YMONYaHUIO BbICTaB/IEHbI Cheaytowne ypoBHU NOTMPOBaHNA!

93 https://prometheus.io/docs/visualization/grafana/
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"levels" : {
"ROOT" : "TRACE",
"application" : "TRACE",
"com.couchbase.client" : "INFO",
"com.couchbase.service" : "INFO",
"com.couchbase.endpoint" : "INFO",
"com.couchbase.node": "INFO",
"com.couchbase.tracing": "INFO",
"com.identityblitz" : "TRACE",
"com.identityblitz.idp" : "TRACE",
"com.identityblitz.idp.events" : "TRACE",
"com.identityblitz.idp.flow.dynamic" : "TRACE",
"com.identityblitz.idp.flow.dynamic.extend" : "TRACE",
"com.identityblitz.idp.task.processing" : "DEBUG",
"com.identityblitz.login-framework" : "TRACE",
"com.identityblitz.login-framework.ldap-timings" : "INFO",
"com.identityblitz.login.store" : "TRACE",
"com.identityblitz.idp.rabbitmg" : "INFO",
"com.identityblitz.play.memcached" : "INFO",
"com.identityblitz.play.memcached.RefreshableMemcachedConnection" : "INFO",
"com.unboundid.ldap.sdk" : "TRACE",
"org.asynchttpclient.netty" : "TRACE",
"org.opensaml" : "INFO",
"org.opensaml.util.resource" : "INFO",
"play" : "TRACE",
"plugin.memcached" : "INFO"

[N NoBblEHUA YPOBHA NOTMPOBaHUA He0BXoAMMO NapameTpam ROOT M BCEM com.identityblitz.* npu-
CBOMTb 3HayYeHue TRACE.

B cnyyae ecnm cnyyaiiHo 6bi10 NponsseaeHo nsmeHeHne KoHourypauum Blitz Identity Provider B KoHconu ynpas-
NIEHUA, TO B CKPLITON AMPEKTOPUN /usr/share/identityblitz/blitz-config/.snapshot COXpaHWAUCH
npeablaywne Bepcun KoHOUIrypaLmMoHHbix ¢arnos blitz.conf U console.conf. MOXHO UCNO/Mb30BaTb 3TU
balinbl 4nA oTKaTa K npeaplayliei KoHPUrypaumm unm ans onpeaeneHna oTindmi ¢ TeKyWMmMmn KoHourypawm-
OHHbIMK darinamm.

YTo6bl y3HATb, B KAaKOe BpemMs U Kem Obin M3MeHeH KOHOUIypauuoHHbI ¢alin, B Ha4ano KOHGUTIYPaLMOHHbIX
dalnoBblitz.conf U console.conf NOMELAOTCA KOMMEHTAPWUM C YKa3aHUEM BPEMEHM PeAaKTUPOBAHUA U
aBTOpa MU3MeHeHUN. Mpumep 3anmcK ayanTa usmeHeHna KoHoUrypaLMoHHoro daina npuseseH HUxe:

#HAAFAAAAFAAARAAFAAARARA A AHAAAAA AR EA A AR A A AAA A A AAA R AA AR A AFAAA AR
s #H#A A

# modified: 2021-05-09 20:55:55 MSK

# author: admin

# ip: 0:0:0:0:0:0:0:1

# user agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
#A#AFAFARARARAAFAAARARAARAFARAAFAAA A AFA R A AR AR A AF AR A RA AR R A A AHA A AAS
—#H#EAEAH

7.4 Wno3 6e3onacHoOCTU

B KauecTse Wwt03a 6€30NacHOCTM MCNO/b3YEeTCA OTAENbHO YCTaHaBAMBaEMbIt moaynb Blitz Keeper.
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haBa 8

PYHKUMOHANbHAA cneunduKkauma

Mpynna GpyHKLMIA

PyHKLMM

TexHoNoOrmMn eaMHOrO BXo4a

OpenlID Connect 1 OAuth 2.0

RFC 6749 “The OAuth 2.0 Authorization Framework”

OpenlD Connect Core 1.0

Mepegada atpubyToB nNO/Mb30BaTEN B COCTaBe
id_token/access_token 8 JSON Web Token (JWT)

KoHourypupyembliit REST-cepsuc Userinfo, HacTpoii-
Ka BO3BpallaemMbix aTpubyTOB B 3aBUMCMMOCTM OT
scope

RFC 7636 “Proof Key for Code Exchange by OAuth
Public Clients”

RFC 7662 “OAuth 2.0 Token Introspection”

RFC 7591 “OAuth 2.0 Dynamic Client Registration
Protocol”

RFC 7592 “OAuth 2.0 Dynamic Client Registration
Management Protocol”

RFC 8252 “OAuth 2.0 for Native Apps”

RFC 8414 “OAuth 2.0 Authorization Server Metadata”

OpenlD Connect RP-Initiated Logout 1.0

OpenlID Connect Front-Channel Logout 1.0

OpenlD Connect Back-Channel Logout 1.0

SAML SAML Web Browser SSO Profile
SAML Single Logout Profile
RADIUS RFC 2865 «Remote Authentication Dial In User

Service (RADIUS)»

WS-Federation

WS-Federation (ann nogKNtoYeHnA
Microsoft-npunoxeHni)

Proxy SSO

MogkntoueHnna BeO-NPUNONKEHWUI, MOSYYAOWMX CO-
cTosiHue ceccumn ns HTTP-3aronoskos u cookies

MNoppep’KKa BO3MOMKHOCTM 3aMOJIHEHUA 3@ MO/b30-
BaTeNs JIorMHa/naponsa oT yYeTHOM 3anucu B pasme-
LLLeHHOe 3a proxy Be6-npunosKeHume, He NoaaepKnBa-
lolllee CTaHAAPTHbIM 06pa3om nogkatoueHma K SSO

Apyroe

EAvHbIN BXoA paboTaeT mexay NpUAoKeHUAMU, KO-
Topble nogkntoveHbl K IDP ¢ ncnonbsosaHmem nto-
6bIX NoAAepKUBaAEMbIX TEXHOIOTUIA (Hanpumep, SSO
mexay OpenlD Connect 1 SAML-npunoxeHnamm)

Moanepskka SSO-Bxoza c ncnonb3oBaHnem Kerberos
SSO

NPOAOJIKAETCA Ha C/eAyIoLEen CTpaHMLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Noaaepxka eanHoro SSO ¢ npunoxkeHnamm IBM, mnc-
nosib3ylowWwmMmmn ana eamHoro Bxoaa Ltpa2Token

NaoeHTudmKauma n ayTeHTUdMKaumA

Bxo4 No SI0rMHY 1 Naponto

MpoBepKa NorMHa/Napona Npu ayTeHTUGMKaLMm

BO3MOKHOCTb B Ka4ecTBe N0rMHa OA4HOBPEMEHHO MC-
Nno/ib30BaTb HECKO/IbKO cylHOCTel (TenedoH, email,
JIOTWH) M BBOAWUTb NOTUH B pa3Hbix dopmaTax (Hanpu-
Mep, BBOAUTb TeNledOoH Kak +7..., 8..., C pa3HbIM Bapu-
aHTOM BBOJAa CKOb6OK, aeducos, npobenos)

3anoMuMHaHWe I0TMHa, ecan Nosb3oBaTenb paHee
y)Ke BXOAWA C 3TOro YCTPOMCTBa

3anoMMHaHWe Ha YCTPOICTBE HECKO/IbKMX NO/b30Ba-
Tenein. BO3MOXKHOCTb CMEHUTb TEKYLLYIO YHETHYIO 3a-
nucb Nonb3oBaTenn 6e3 HeobxogMMocTH orayTa

O6paboTka cobbiTMA «Naponb TPEBYyeT CMeHbI» Npu
BXoae. BO3MOXHOCTU CMEHUTb napo/ib B MOMEHT
BX0Aa

MpoBepKa COOTBETCTBMA Mapo/iA AeUCTByOWeN na-
pO/bHOM NOAUTKKe Npu BXxoge. PekomeHaauma cme-
HWUTb Napo/b

BcTpoeHHasa 3awmTa oT nogbopa napons (nepebop
naponein Ha oAHy yYeTHyto 3anunck) 1 nogbopa noru-
Ha (nonbIiTKa nog6opa Napons Ha Habop y4yeTHbIX 3a-
nucen):

e nposepka CAPTCHA (reCAPTCHA wunau wHoM
cepBuC, BbIOpaHHbIM 3aKasuymMKom)

e BpemeHHoe B6JI0KMpOBaHWe BXoZa Mo Maposto
YYETHOM 3anucy Npu BbIABAEHHbIX MOMbITKAX
nepebopa

* 3amepf/ieHWe BXO4A MO/Mb30BaTens (3agepikka
BXOZa, pellieHne Hpaysepom BbIYUCAUTENBHO
CcnoxkHow 3agaum — Proof of Work)

MpeaynpexaeHne NoaAb30BaTeNA O NOMbITKE BXOAA C
naponem, KOTOprI7I 6bin HeOaBHO U3MeHEH

Bxopn, Ha ocHOBe ceaHca

NaeHTMdMKauma Nonb3oBaTeNs Ha OCHOBE pesybTa-
Ta Bxoaa B gomeH (Kerberos)

BO3MOXKHOCTb NOAKNOYEHUA CUCTEMbBI BXOAA OAHO-
BpemMeHHO K HeCKOJIbKMM AOMEHaM U obecneyeHusn
CKBO3HOIo Bxoga nosnb3osaTenei us3 Pa3HbIX Aome-
HOB

BO3MOHOCTb HACTPOMKMK, 4TOObI pexum Bxoaa Ha
ocHoBe ceaHca OC NpUMeHsACA TO/IbKO NPU BXoAE U3
BHYTpeHHWX ceTeli u ¢ MK, Ho He NpumeHsanca npwm
BXOAE C MOBUbHBIX MPUIOKEHNI U U3 BHE paboueit
cetn

NPOAO0NXKAETCA Ha CeaytoLelt cTpaHuLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Bxo4 uepes akKayHT coLManbHOM ceTh / CTOPOHHEro
NOCTaBLLMKA NAEHTUPMKALMM

CoumanbHble CeTU U BHELLHME NOCTABLNKN UAEHTU-
durKaLmm, Yepes KoTopble NoALEPKNBAETCA BOSMOXK-
HOCTb BXO4,a No/ib3oBaTenel 6e3 HeobxoamMmocTu fo-
pabOoTOK M HAaMMCAHWNA KOHHEKTOPOB:
e AHpekc, BKoHTakTe, OgHoKnaccHMKM, Mail ID,
VK ID, Apple ID, Google, Facebook?®
¢ Bxopguyepes ECUA B pexknme pnsnyeckoro anua
e Bxog yepes ECUA B pexmme npeacraButens
opraHusaumm (c BbIBOPOM OpraHusaumu npu
BXxoze)
e Bxog yepe3s ECUA B pexkume umndppoBoro npo-
dunsa
e Bxopg yepes 6aHku Cbep ID, T-ID, BTE ID, Cbep-
BbusHec ID, Anbda ID
¢ Bxopg yepe3 Mos ID (CYANP)
e Bxopg yepes CYANC

Bxog, yepes BHELWHMN NOCTaBLMK NAEHTUDMKALUMM C
noanepxkon OIDC

Bxoa, yepes BHELWHWUA NOCTaBLMK MAEHTUDUKALMUM C
noagep*kko SAML

ConocrasneHune/peructpaumsa ydyeTHOM 3anucu B
npouecce NEPBMYHOrO BXOAA 4Yepes COLMabHYIO
cetb

BO3MOXHOCTb MPUBA3KM K OAHOW YYETHOM 3anucu
Nnonb3oBaTeNAa 04HOBPEMEHHO HECKONbKUX YHETHbIX
3anucei BHELWHMX NOCTABLLMKOB

BO3MOXHOCTb MPUBA3KM K OAHON YyYEeTHOW 3anucu
BHELHEro NOCTaBLUMKA HECKO/IbKUX YYETHbIX 3anu-
celt nonb3oBaTenemn

BO3MOXHOCTb NpPOrpaMmMMpoBaHUA COBCTBEHHOTO
aNTOPUTMA NPUBA3KM YYETHbIX 3aMucel 1 ConocTas-
NeHnn atpubyTtos

BO3MOXKHOCTb COXpaHATb MapKepbl 40CTYMNa U3 BHeLU-
HUX NOCTaBLUMKOB

Bxoa Ha ocHOoBe 3aNOMHEHHOro yCTpO[/‘ICTBa

ABTOMaTHYeCKan naeHTMdUKaLmMA Nonb3oBaTens, ec-
/N OH Y)Ke BXOAMA C 3TOro YCTPOWCTBA M Cornacuaca
3aMOMHUTb CBOW BXOZ,

BO3MOXKHOCTb MO/Ib30BATENO0 OTCNEAWUTb, Ha Ka-
KMX YCTPOMCTBAX 3aMOMHEH BXOA, W BbIMTU C 3TUX
yCTpOMCTB

ABTOMATMYECKUI BbIXOA C 3aMNOMHEHHbIX YCTDOI‘/‘ICTB
npu CMEHE/BOCCTaHOBJ'IEHMVI napona nosib3oBa-
Tenem

ABTOMaTMYeCKan naeHTUdMKaLma no cBoMCcTBam cec-
cmn

ABTOMaTM4yecKan ngeHTuduKauma nonbsosaTensa no
cBoicTBam ceccuu. MNoanepnBaOTCA BCe CBOMCTBA.
ceccuu, KoTopble MoryT BbITb onpeaeneHbl 3aKasun-
KOM U npegocTasneHbl B Blitz Identity Provider. [m6-
KaA HacTpOMKa MeToAa W NOJIHAA KaCTOMMU3aLmA TeK-
cTOB UHTepdelica.

Bxog ¢ nomolbio WebAuthn, Passkey, FIDO2

BxoA, ¢ NoMOLLLbio NAaTPOPMO-HE3aBUCUMBbIX KNtOUEN
6e3onacHocTtu FIDO2

NPOA0NXKAETCA Ha ceaytoLelt cTpaHuue
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Bxoa, ¢ nomouiblo NNaTtGopmMo-3aBUCUMbIX KkoUek
6e3onacHocTn Passkey / FIDO2 — Windows Hello
(nMH-KOA, oTneuaTok nanbua), Passkey, naponb mnm
Touch ID ot MacBook, Passkey, Face ID nau Touch ID
0T cMapTdOoHa UM naaHwerta ¢ iOS nam Android

Bxoa, ¢ nomolbto cmapT-KapTbl / USB Kntoua

Bxoa c nomouliblo CpeacTB KBaanMGUUMPOBaHHOM
3/1EKTPOHHOM nognucu

MNoppep:knBaemble CpeacTBa 3/IEKTPOHHOM noanu-
cn: Kpuntollpo CSP 3.9 wm Bbiwe, VipNet CSP 4.2,
Signal-COM CSP 3.0, PyTokeH, JaCarta, ISBC ESMART,
SafeNet eToken

MNoppepknBaemble nonbsoBaTenbckne OC: Windows
8.1/10/11, macOS 10.13/10.14/10.15/11/12/13,
Linux Debian 9, Mint 19, Ubuntu 18, Astra Linux 1.7,
Red 0S 7.3

MNopaep:knBaemble 6paysepsl: Internet Explorer 11,
Chrome, Firefox, Yandex, CnyTHuUK

BO3MOKHOCTb conocTaBaeHusA/peructpaLumn yyer-
HbIX 3anucell B MpoLEcce MepBMYHOro BXoAa Ha
OCHOBE AaHHbIX M3 cepTUdMKaTa KBannPULMPOBAH-
HOW 3/1eKTPOHHOW NognucK

BO3MOXHOCTb NPOBEPKN AENCTBUTENbHOCTU NOAMMK-
cn/cepTrdurKaTa BCTPOEHHbLIMU BO3MOXKHOCTAMM 10

BO3MOKHOCTb NPOBEPKMN AEUCTBUTENbHOCTU NOANM-
cu/ceptndmnKaTa yepes Bbi3OB BHELIHEro cepsuca
NpPoBEPKM

[AsyxdakTopHas ayTeHTUPUKaLMA

MNoateepXaeHne BxoAa pa3oBbiMm naponem us SMS
(SMS-wwnto3 npegoctaBaneT 3aKasunk)

MopTBepXKAeHWe BXOAa Pa3oBbiM Naposiem 13 email

MoaTBepXaeHne  BXoga  PasoBbiM  Naponem
TOTP-npunoxernnsa (RFC 6238 “TOTP: Time-Based
One-Time Password Algorithm”)

MoaTteepXaeHMe BXo4a Pa3oBbiM Naposem M3 anna-
paTHoro bpenoka. Noaaep:ka 6penokos HOTP (RFC
4226 “HOTP: An HMAC-Based One-Time Password
Algorithm”). Bpenoku npegocTtaBaser 3akasumK

MoaTeepaeHWe BxoAa Kawyom 6HesonacHocTU
WebAuthn, Passkey, FIDO2

MoaTeepaeHWe Bxoga Katoyom besonacHocTn U2F

MoaTBepXaeHna Bxoga pPasoBbiM  Maposiem B
push-yBegomneHuM B MOBGUABHOM NPUNONKEHUE
3aKasumKa (cepBuc Ansa otnpaBku push n mobunbHoe
NPUIOXKEHWe NPeaoCcTaBAfeT 3aKasumK)

MoaTsepkaeHWe BXoaa No Bxoasllemy 38oHKy (Flash
Call)

Apyroe

B0O3MOXHOCTb 3aKa3umKy camMoCToATe/IbHO 406aBUTb
cobCTBEHHbIN MeTog, ayTeHTUdMKaL MK

BO3MOMHOCTb 3aKa3uMKy CaMOCTOATE/IbHO HacTpo-
WTb BHELHWN BUA, CTPAHWLLbI BXOAA pPa3fenbHo AnA
KaXK4Oro MPU/IOXKEHUA, B KOTOPOEe OCyLLecTB/AeTca
BXOA,

MpepoctasneHne API, nossonatouwee MobuabHbIM
NPUIOXKEHUAM 3aperncTpmpoBaTtb cobbiTe BXxoga U
nosly4nTb MapKepbl 6e30nacHOCTM NpU BXo4ax C UC-
nonb3osaHnem NUH-koaa, Touch ID, Face ID

NPOAOJ/IKAETCA Ha C/ledyloLen CTpaHnLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

pynna dyHKumMM DYHKLMM

bnoknpoBaHue yyeTHbIX 3anuceli B cnyydyae ganTtenb-
HOM HEeaKTMBHOCTU

3anpeT Ha NOBTOPHOE UCNO/Ib30BaHUE M,CI,EHTVId)MKa-
TOpa yp,aneHHon YHETHOIZ 3anncu B Te4eHne yCtaHoB-
NEeHHOro BpemMmeHu

Bo3mOXKHOCTb aHann3a reo4aHHbIX NOAb30BaTENA

Norayt

Norayt 3aBeplueHme NoAb30BaTeIbCKOM CECCUMM MPU UHULM-
MPOBaHMM NorayTa NoNb30BaTeNEM
3aBeplUeHMe NONb30BATE/bCKOW CECCUU MPU CMEHe
napona nonb3oBaTesa B APYrol Ceccum uan npu
cbpoce/BOCCTaHOBAEHUM NAPOAA NOAb30BATESNIO
OrpaHuyeHne JOMYyCTUMbIX CCbIJIOK A5 BO3BpaTa B
MPUIOXKEHMNE NoC/e YCneLwHoro aorayTa
NHdOpMUpOBaHME NPUNOKEHUI O NPOU3BEAEHHOM
eaAnHoM norayTe Yyepes 6paysep (front channel)
NHdopmMpoBaHME NPUNOKEHNI O NPOU3BEAEHHOM
eauHom norayTe yepes cepsep (back channel)

KoHTponb goctyna

KoHTponb goctyna Mposepka NpaBwa JOCTyNa Npu BXoAe Nosib3oBaTena
B NpuaoxkeHua. NpoBepKa HanMumAa y nonb3oBaTena
npas [OCTyNa, YNEHCTBa B rpynnax nonb3oBaTenen,
HaNN4YMA aTpPUBYTOB C TPEbYEMbIMM 3HAYEHUAMM
Mposepka NpaBma [OCTyNa NPW BbI30BE MPUIOXKEHW-
AMMK 3awwmuwaembix REST-cepBucoB yepes w3 bes-
onacHocTu Blitz Keeper (API Security Gateway)

YnpaBneHue akKayHTOM

Pernctpaumn HactpanBaemoe Be6-NpUNONKEHNE CaAaMOCTOATENb-
HOW peructpaumm nonb3osatenei. MoXKHO HacTpo-
UTb Habop aTpMbYTOB, 3aNONHAEMbIX NO/Ib30BATENEM
npu perucTpaumu, TpeboBaHMA K NOATBEPKAEHWIO
email/TenedoHa, HaCTPOUTL BHELLHWNIA BUA CTPAHULLbI
pervcTpaLmm, BbI30OB CEPBMCOB NPOBEPKM 3aKa3umKa
MoHO 3afaTtb pasfinyHble HaCTPOMKM
BEDO-NPUNONKEHNA  CaMOCTOATENbHOW  perucTpa-
UMM  nonb3oBaTeNa [ANA  Pa3IMYHbIX CLEeHapues
BbI30Ba perucTpaLmm
BO3MOKHOCTb BbI30BA BHELIHErO NPU/IOXKEHUA PEru-
CTpauuMmM C nepefayvert eMy KOHTEKCTa BXoAa U cBe-
[OEHWIA,NONYYEHHbIX 3 BHELUHEro NocTaBLLMKa B NPo-
uecce Bxoaa
Mo pe3ynbTaTtam yCrnewHon perncTpaumm noab3osa-
Te/lb aBTOMATUYECKN BXOLMT B NPU/IOKEHUE, NPU MO-
NbITKE BXOAA B KOTOPOE M3HAYa/bHO Hblna MHULMK-
poBaHa perucrpaums
Mposepka CAPTCHA (reCAPTCHA mau nHol cepsuc,
BblOpPaHHbIN 3aKa3uMKoM)

NPOAO/IKAETCA Ha C/IeAyIoLEen CTpaHnLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

HacTpoikun 6e30nacHOCTM yYeTHOM 3anucu

Beb-npunoxkeHue, noO3BOAAIOWEE NOJb30BATENIO
YyNpaBAATb HACTPOMKamM 6e30MacHOCTM ero y4eTHoM
3anucu:
® BO3MOXHOCTb CaMOCTOATE/IbHO CMEHWTb na-
posib;
® BO3MOMKHOCTb PEAAKTMPOBAHUA HEKOTOPbIX aT-
pubyTOB, B T.4. BO3MOXKHOCTb pPeaKTUPOBaHUA
TenedoHa C NoATBEPXKAEHMEM Yepes3 Ko No
SMS 1 BO3MOKHOCTb pefiakTMpoBaHua email ¢
noaTBepXAeHNeM yepes Koa/ccbiiky no email;
® BO3MOMKHOCTb HAcTpouTb  ABYXPaAKTOPHYIO
ayTeHTUOUKaALUMNIO ANA CBOEN YYETHOM 3anucy;
® BO3MOXHOCTb MOCMOTPETH/0TPeaaKTMPOBaTL
CMUCOK 3aMOMHEHHbIX YCTPOWCTB, NpWBA3aH-
HbIX YYETHbIX 3aMMCel BHELHUX NMOCTaBLLMKOB
BXOZ43;
® BO3MOMKHOCTb NOCMOTPETb CObbLITUA Besonac-
HOCTW CO CBOEW YYETHOW 3anuchbio.

MpepnoctasneHne APl ana BO3MOXKHOCTW BCTpauBa-
HUA BCEX BblllenepeyncaeHHbix GYHKUUI ynpasne-
HUSA HacTpPoMKamu H6e30MacHOCTN YYeTHOM 3anucu B
CTOpPOHHee Beb-npuiokKeHne

BocctaHoBeHMe 3abbiTOro napona

Beb6-npunoKeHUs, NO3BONAIOLWErO BOCCTAHOBMUTb 3a-
6bITbIV NapoNb, C NOATBEPKAEHMEM email unan Tene-
¢doHa

JononHuTeNbHblE NPOBEPKU NPW BOCCTAHOBAEHUM
napons OT y4eTHOM 3anucK, 41 KOTOPOW BK/IOYEHA
OBYXPaKTOpHaA ayTeHTUOMKaUUNA

Mo pesynbTaTam yCnewHoro BOCCTaHOBAEHMS Mapo-
/19 NONb30BaTE/Ib aBTOMATUYECKM BXOAMT B MPU/IOXKE-
HWe, NPY NONbITKE BXO4A B KOTOPOE M3HAYaNbHO Bbl-
N1a UHULMUPOBaHa NpoLeaypa BOCCTaHOBNEHUSA

Mposepka CAPTCHA (reCAPTCHA unn nHon cepsuc,
BblIBPaHHbIN 3aKa3uMKoM)

[elcTBUA C y4eTHOW 3anUCbIo B MOMEHT BX0Z_a

BO3MOXHOCTb B MOMEHT BXOJa 33aJaTb HOMep Te-
nedoHa (ecnn oTcyTCTBYET) B YYETHOW 3anmcu Uam
NoATBEPAMUTb aKTyaslbHOCTb TenedoHa (ecnu Hacrty-
MW CPOK HEOBXOAMMOCTU NOATBEPIKAEHUA aKTyaNb-
HOCTK)

BO3MOMKHOCTb B MOMEHT BXOAa 33aJaTb HOMep Te-
nedoHa (ecan oTcyTcTByeT) B yYeTHOM 3anucu uam
NnoATBEPAMUTb aKTyanbHOCTb TenedoHa (ecan Hacrty-
MW CPOK HEOBXOAMMOCTU NOATBEPKAEHNA aKTyalb-
HOCTK)

BO3MOXKHOCTb B MOMEHT BXOAa 334aTb afapec 3/ekK-
TPOHHOM MOYTbI (ecn OTCyTCTBYET) B YYETHOW 3a-
NMUCU UK NOATBEPAUTb aKTyaNbHOCTb ajpeca 3/ekK-
TPOHHOM NOYTbI (€CAN HACTYMUA CPOK HeobXoaAnMO-
CTW NOATBEPKAEHMUA aKTyasIbHOCTH)

BO3MOMHOCTb B MOMEHT BXOZAa BbiNycTuTb Passkey
(HacTpownTb BXx0g no Face ID / Touch ID)

BO3MOXHOCTb NOKa3aTb NoJib30BaTeN0 06bABNEHNE

Bo3moKHOCTb 3anpocuTb ¥ N0/Ib30BaTeNA cornacue

NPOAO/IKAETCA Ha C/eAyIoLEen CTpaHnLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

B0o3MOXKHOCTb 3anNpOoCUTb Y NOAb30BaTeNA 3anoJsiHe-
HWe TeKCToBOoro anM6yTa

BO3MOHOCTb B MOMEHT BXOZ,a 3a/,aTb KOHTPO/IbHbIN
BOMpPOC

BO3MOKHOCTb BCTPOUTL COBCTBEHHbIN
6u3Hec-npouecc B3aMMOAENCTBMA C MONAb30Ba-
TeleM B MOMEHT BX0O4a B MPUIoXeHne (Hanpumep,
BbIBECTM MO/b30BaTeNO UHOPMaLMOHHOE COo06-
LEeHNEe B KaKMUX-TO CUTYyaLMAX UAU 3aNPOCUTb YTO-TO
BECTH)

MaponbHblie NOAUTUKM

MpoBepKa Naposas Ha COOTBETCTBME MapPOsIbHOM Mo-
NIUTUKE: MUHUMaNbHaA AanHa, TpeboBaHuA K anda-
BMTY, 3aNpeT CNOBapHbIX Naponei, 3anpeT NosTopa
naposier, NpoBepKa CPOKa AeNCTBUA Naponem

PacwmpeHHble BO3MOXHOCTU

Kactomusauma norvkv paboTbl C NOMOLLLbIO NPOrpam-
MUWpPOBaHMA Ha Java

3apaHuve npasua BXoAa Nonb3oBaTeseil B NPUIoKe-
HUWA NOCPEeACTBOM NPOLEAYP BXOAA U perncTpaLmm

KacTtomum3auma onepaumii ¢ XpaHWAMLLAMU AaHHbIX

MOHWUTOPWHT N ayant

OnoselleHUA Nonb3oBaTenei o cobbiTuax 6esonac-
HOCTU

OnoBeleHne noab3oBatenen o cobbiTuax besonac-
HOCTW C UX YYETHbIMM 3aNUCAMM: BXOA, C HEOBbIYHOTO
YCTPOICTBA, UBMEHEHME Napons (cam CMeHUN, agMn-
HUCTpaTop COPOCKA, CMEHa B pe3y/ibTaTe BOCCTaHOB-
IeHNA Napons), NPMBA3Ka y4eTHOW 3anucu coupnanb-
HOW ceTu, BKNtoYeHune/BbikntoueHne AsyxpaKTopHOM
ayTeHTMdMUKaumm

BO3MOXHOCTb HacTpouTb Habop cobbITuiA onoBelle-
HMA N TEKCTbI onoselleHnit gna SMS un ana email

Perncrpauus cobbiTnin 6esonacHocTH

Pervctpaumsa ycnewHblX M HeycrnewHbIX CobbITUi
6€30MacHOCTM C YY4ETHOWM 3anunCbio: COObITUA BXOAA,
perucrpaumm, MU3SMeHeHUsa HacTpoeKk 6e3onacHocTy,
BOCCTaHOB/IEHUA NaponA. [Lo/KHbI PerncTpupoBaTb-
CA KaK AeNCTBUA, UHULMMPOBAHHbIE NOIb30BaTENEM,
TaK M AeNCTBMA, UHULMUPOBAHHbIE aAMUHUCTPATO-
pom

Pernctpauma ycnewHbiX M HeycnewHblX cobbITUi
6€30MacHOCTN C YYETHOM 3anucblo: cobbiTUS BXOAa,
perucTpauum, MU3SMeHeHUs HacTpoeKk 6esonacHocTy,
BOCCTaHOB/IEHUA napona. [lo/KHbI PerncTpnpoBaTb-
CA KaK AeNCTBUA, NHULMNPOBaHHbIE NOb30BaTENEM,
TaK U AeACTBUA, UHULUMUPOBAHHbIE aAMUHUCTPATO-
pom

ConocrasneHue |P-agpecam reogaHHbIX B COBbITMAX
n ysegomnenusx (64, 8 popmate mmdb c reogaHHbI-
MU NpesocTaBafeT 3aKas3umK)

NHTepdeic agmuHncTpaTopa 418 noucka/mpocmor-
pa cobbITnin 6esonacHocTU

3anucb cobbiTniA 6esonacHocTu: B B, B nor-¢ainn, B
Kafka

MoHUTOPUHT

BO3MOXKHOCTb B MOMEHT BXOZa MO/b30BaTeNA Bbl-
3bIBaTb CUCTEMbI COOPa METPUK U CTAaTUCTUKK, aHTU-
¢dpopg cucteml

NPOAO/IKAETCA Ha C/edyloLe CTpaHnLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA dyHKUMN

BO3MOXHOCTb OCYLLECTBAATb MOHWUTOPUHT KOMMO-
HEHT W3 BHELWIHEW CUCTEMblI MOHMTOpWHra (Zabbix
n aHanoru). MpepoctaBneHne MeTpuK B dopmate
Prometheus

LWWabnoHbl pawbopaa Grafana w  job-3agaHua
Prometheus B nocTaBke

Ouepegm Bo3moxkHOCTb nepegasaTtb B ovepenb RabbitMQ co-
6bITUA, CBA3AHHbIE C YY4ETHbIMM 3aNUCAMM NO/Ib30BA-
Tenewn u rpynn gocrtyna
Bo3moxKHOCTb Nepenasath B ouepeapb Kafka cobbitma
6e3onacHocTH

AOMUHUCTPUPOBaAHUE

NPOAONXKAETCA Ha cleaytoLelt cTpaHuLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

AOMUHUCTPUPOBaHUKE

Beb6-npunoxKeHme agMMHUCTPMPOBAHNA:

3a/laHNe HACTPOEK MOAKIOUYEHHbBIX NPUIOKe-
HWUI (NapameTpbl NPUNOKEHUI, pa3peLleHHble
peXnMbl B3aMMOAENCTBUA, NPaBMAa KOHTPONA
poctyna)

HacCTpoliKa aTpubyToB Nosb3oBaTenel u cono-
CTaBfeHWe aTpPUBYTOB XPaHWIMLLAM YYETHbIX
3anucen

HaCTPOWMKa NOAK/MIOYEHUNA K XPaHUAULAM y4eT-
HbIX 3anucei Ha ocHose LDAP

HacTpoOMKa MNOAK/IIOYEHUA K MPOU3BO/bHBLIM
XpaHuAuwam (4epes npenocTaBNeHHbIN 3a-
Ka3uMKOM cepBMucC)

noafdepka  paboTbl  OAHOBPEMEHHO  C
HECKO/IbKMMU  XPaHWUIMLLAMM  YYETHbIX 3a-
nucem

HacTpoiKa MeTof4oB MAaeHTUdUKaUMKU/ayTeH-
TUPUKALMMN U BHELUHWUX NMOCTABLLMKOB BX0Aa
HacCTpoWKa nogkaoyeHus Kk SMTP-cay:kbe u K
SMS-wnto3y

noAJep:Kka posieBoro AocTyna Ans BXo4a B
BEB-NPUNOKEHNE aAMUHUCTPATOPA. BO3MOXK-
HOCTb N5 Pa3HbIX NONb30BaTeNel 334aTb pas-
HbIi Habop AOCTYNHbIX AEUCTBUI

ynpaB/eHne HaCTPOMKaMu BebO-MPUNOKEHUN
peructpauum, ynpaBneHua HacTpolikamu 6es-
0NacHOCTWU, BOCCTaHOB/IEHUSA Napons
aAMUHUCTPUPOBAHUE YHETHBIX 3anucei Nosb-
3oBaTesieit (NOUCK, MPOCMOTP, ynpasaeHue
aTpubyTamn, HacTpohKamu ABYXPAKTOPHOM
ayTeHTUOUKALMM, NPUBA3KAMU 3aMOMHEHHbIX
YCTPOMCTB U COUMAJIbHbIX CETEN, 3aNOMHEH-
HblXx 6pay3epoB nosb3oBaTensn, cbpoc ceccui,
cbpoc naponsn, 6ao0KuposBaHue/pa3bNoOKUpO-
BaHMeE YYEeTHOI 3anucK, ynpasaeHme Knovamm
6e30MacHOCTM, ynNpaBNeHUe UNEeHCTBOM B
rpynnax nosib3osatenei, HasHadeHue/oT3biB
npas gocryna)

aAMUHUCTPUPOBAHWE TPYMN MOAb30BaTENEN,
ynpaBneHWa YNEHCTBOM MO/b30BaTeNe B
rpynnax

HacTpoOWKa BHELIHEero BMAA CTPaHWUL, BXo4a B
NPUNONKEHUA

npocMoTp M UNbTpaLmMa 3aperncTpupoBaH-
HbIX CObbITUI Be3onacHoCTM

BO3MOXHOCTb BXO4a B BeG-MpUNoOXKeHWe aa-
MUWHUCTPUpPOBaHUA Yepes SSO

NHTepdeinc agmmHUCTpaTOpPa Ha PYCCKOM U aHI/IUIA-
CKOM fi3blKax

Bo3moXKHOCTb AO6aBIIEHMf-I nepesoaoB Ha AONONAHU-
Te/IbHble A3bIKN

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHM3alimeit u 3anpelieHa B Poccuu, AeaTebHOCTb MPUHAA/exalLmMX eii coll.ceTeii Facebook u

Instagram Tak:e 3anpeteHa B PP.
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MaBa 9

PekomeHpaunm ®CTIK

Huke npuBeaeHbl pekoMeHAaLMM No obecneyeHunto 3aLmTbl MHGopMauumn cornacHo TpebosaHuam PCTIK.

9.1 UpeHTndUKaumAa u ayTeHTUPUKauua cybbekToB U 06bEeKToB poctyna
(UAD)

UA®.1
NaeHTudmMKauma n ayTeHTUdMKaLMa Nnonb3oBaTenen, ABAAIWMXCA paboTHUKaMM onepaTopa
PekomeHpgaLmMA No HAaCTpoOiKe:
o Hacmpoumbe memoOsl aymeHmugukayuu rnosas3osamesneli (cTpaHuua 79).
o [N aAMMHUCTPATOPOB KOHCO/M YNPaBAEHUA Hacmpoums 8xo0 Yepe3 Blitz (ctpaHuua 393).

e HacTpouTb Yepes npoueaypbl BX04a 419 aAMUHMUCTPATOPOB W NONb30BaTeNei mpebosaHUsA K Npoxoxde-
Huto d8yxgpakmopHoli aymeHmugukayuu (cTpaHuua 262).

* 3a0ameb (cTpaHULUa 226) ANA NOAKNOYAEMbIX MPUNOKEHUN client_id U client_secret.

NA®.3

YnpasneHue naeHtndrKaTopamm, B TOM YnUc/e CO34aHNE, NPUCBOEHNE, YHUUTOXKEHNE OEHTUDUKE-
TopoB

PekomeHAaums No HaCTPOMKe:

® 3a0amb ampubym (cTpaHuua 66), KOTOPbIN ByaeT MCNOo/Ib30BaThCA B KauecTse UAeHTUGUKaTopa y4eTHOM
3anucu.

* HacTpowuTb 3anpeT Ha Mo8mMopHoe UCMnosb308aHUe UdeHmuUpuUKamopa nocse yoaneHue yyemHol 3anucu
(cTpaHuua 353) n 6s10KUpoBaHUE HEAKMUBHbIX yYemHsbix 3anuceli (cTpaHunua 352).

NnA®.4

YnpasneHue cpeacTsamm ayTeHTUdMKaL MK, B TOM YMC/ie XpaHeHue, Bbigada, MHUUManumsaumsa, 6ao-
KMPOBaHMWE CPEACTB ayTEHTUGMKALMM U NPUHATUE MEP B C/ydae yTpaTbl U (MaK) KomnpomeTaumm
CPeacTB ayTeHTUdUKALUK

PekomeHaaLmA MO HAacTpOWMKe:
* YcmaHosums (cTpaHunua 327) NaponbHYO NONUTUKY.

* Ynpasaams (cTpaHuua 203) yyeTHbIMK 3aMMUCAMM NOJSIb30BaTENEN.
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NA®.5
3alwmTa 06paTHOM CBA3WN NpPU BBOAE ayTEHTUDUKALMOHHON MHPOPMaLUM

CneumanbHas HacTpoKKa He TpebyeTca.

NAD.6

NaeHTUGUKaumMA U ayTeHTUOUKALMA Nob3oBaTesnel, He ABAAIOWMXCA paboTHMKaMK onepaTtopa
(BHewWwHUX nonb3oBaTtenei)

PekomeHgaumaA no HacTpomke:

* HacTpouTb BXoA, Yyepes BHELWHWE NOCTaBLWMKN naeHTubuKauum: ECUA (ctpanuua 150), CYAMP (cTpaHu-
ua 182), dpyeas ycmaHoska npodykma (cTpaHuua 186).

9.2 YnpasneHue AocTynom cy6beKkToB K 06beKTam gocrtyna

yna.1

YnpasneHue (3aBegeHune, akTuBaums, 610KMPOBAHUE M YHUUTOKEHME) YHETHLIMW 3aNUCAMM NOJb-
30BaTenel, B TOM YMC/ie BHEWHMX NONb30BaTeNen

PekomeHAaaLmMaA No HaCTpolKe:

¢ pu HeO6XOAMMOCTM PasaeNeHnn YYETHbIX 3annceil Ha BHELHWE N BHYTPeHHUe 3a8ecmu (CTpaHuua 62)
aTPMBYT C TMMOM YYETHOM 3anNncK n Hacmpoums (CTpaHuLa 262) NOAUTUKY AOCTYNa No/Ab30BaTes1eN B Npu-
NOMKEHMA.

o [1ns BpEMEHHBbIX YYEeTHbIX 3anuceit Hacmpoums (cTpaHuua 394) npasmna 610KMPOBaHMA BXOoAa NO UCTeYe-
HWe CPOKa AeNCcTBMA 3annce.

e [1na ucnonb3oBaHMA GyHKUMIM paboTbl C rpynnamu nonb3osaTtenieit Hacmpoums (cTpaHuua 215) rpynnbi
nonb3oBaTenen.

e Ynpaenams (cTpaHuua 203) y4eTHbIMM 3aMUCAMM Yepe3 KOHCOb YNpaBaeHus.

yna.2

Peannsauma Heo6Xo04MMbIX METOLOB (AUCKPELMOHHbIN, MaHAATHbIN, POSEBOMN UAN UHO METOA,), TU-
noB (4TeHue, 3anmncb, BbINONHEHNE AN MHOW TUN) M NPABMUA PasrpaHUMYeHuUs 4OCTyna

PekomeHAaaLmA No HacTpolike:
¢ HacTtpowuTb npasa docmyna (ctpanuua 327), paspeweHus (cTpaHuua 243).
* YCTaHOBUTb paspeuweHus npusaoxceHuli (ctpaHuua 238).
¢ HacTtpowuTb W03 6€30nacHOCTY.

* Hactpoutb ampubymel nosns3osameneli (cTpaHuua 62) v epynmnel noaszosameneli (ctpaHmua 215), npoye-
dypbi 8x00a 8 NpusaoxceHUs (cTpaHuua 262).

yna.a

PasgeneHne nonHomoumin (ponei) nonb3oBaTenei, aAMUHUCTPATOPOB U KL, obecrneymBatowmx
dYHKUMOHMpPOBaHME MHOOPMALLMOHHON CUCTEMBI

PekomeHgaumaA no HacTpomke:

e Mcnonb3oBaTtb CEPBUCHI U3MEHEHMUA anM6yTOB, BK/IIOYEHUA U UCKOYEHMA NOb30BaTENEN B rpynnbl, Ha-
3Ha4YeHnA 1 0T3blBa NpaB A0CTyna.
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yna.s

HasHaueHne MMHMMaNbHO HEOOXO4MMbIX NMPAB U NPUBUAETUIA NOSb30BATENAM, aAMUHUCTPATOPAM
W Muam, obecneymsaownm GYHKLNMOHUMPOBAHUE MHOOPMALLMOHHON CUCTEMBI

PekomeHpgaLmMA No HAaCTpoiKe:
® HaszHayame (cTpaHuua 60) ponn agMMHNUCTPATOPOB.
* Ynpaeaame (ctpaHuua 203) aTpnbyTamm nosib3oBaTenem.

e HasHauaTb nNpasa 4OCTYNa C UCMO/b30BaHNEM CEPBUCOB.

yna.e

OrpaHuYeHne HeycnewHbIX MoMbITOK BXoAa B MHGOPMALMOHHYIO cucTeMy (goctyna K MHGopmaum-
OHHOM cucteme)

PekomeHAaLma No HaCTPOMKe:

e Hacmpoume (cTpaHuua 90) NOAUTUKY OFrpaHUYEHUA YMCAA NOMbITOK BXOoAa C nNocneayrowmm 610KMpoBa-
HWEeM y4YeTHOW 3anuncu.

yna.7

MpeaynpexkaeHue Nonb3oBaTeNsa Npu ero Bxoae B MHGOPMALMOHHYHO CUCTEMY O TOM, YTO B MHPOP-
MaLMOHHOM cMCTEME Peann3oBaHbl Mepbl 3aLLMTbl MHGOPMALMK, U O HEOBXOANMOCTM cobtoaeHNA
WM YCTaHOBJ/IEHHbIX ONepaTopom Npasua 0bpaboTkmn HGopmaLmum

PeKkomeHAaaLmMA MO HAaCTPOMKe:

* HacTpouTb ANa NPpUNONKEHUIN 3KPaAH cornacua nonb3osatena: cMm. Hacmpotika OAuth 2.0 u OpenlD Connect
1.0 (cTpaHunua 238), O6wue Hacmpotliku OAuth 2.0 (ctpannua 243), Hacmpoliku mekcmos uHmepdelica
(cTpaHuua 317).
yna.s

OnoseleHMe Nosb30BaTENA NOC/E YCNELWHOro BXo4a B MHGOPMaLMOHHYIO CUCTEMY O ero npeablay-
LWEeM BXOAe B MHOOPMALMOHHYIO cUcTEMY)

PekomeHAaaLmMaA No HaCTpoOKe:

* Hacmpoumo (cTpaHuua 200) goctyn K ayauTty no cebe ana nonb3oBaTtenen.

yna.o

OrpaHunyeHne Yyncna napanienbHblX CeaHCoB AOCTYNa ANA KaXKA0W YYeTHOM 3anucu nonb3osatens
MHPOPMaLMOHHOM CUCTEMDI

PekomeHgaumaA no HacTpomke:

e Hacmpoume (cTpaHuua 394) NOAUTUKY OFpaHUYEHUA YNCAa NapannesbHbIX CeaHCOoB.

yna.10

B/IOKMpPOBaHMe ceaHca A40CTyNa B MHGOPMALMOHHYIO CUCTEMY MOC/IE YCTaHOBAEHHOO BpemeHu bes-
AencTena (HeaKTMBHOCTM) NO/b30BaTeNA UAM MO ero 3anpocy

PekomeHAaaLmMA NO HAaCTpPOKe:

e Hacmpoumeo (cTpaHuua 79) nepuos, HeaKTUBHOCTMU.

9.2. YnpaBneHue AOCTyNom cy6beKkToB K 06beKTam gocTtyna 419
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9.3 Peructpauma cobbituin 6esonacHoctn, ayaut (PCb, Aya)

PCb.1

OnpegeneHune cobbITUIM 6esonacHoCTy, nognexawmux permctpaunn, n COOKoB X XpaHeHUA

CneumasibHas HAaCTPOMKa He Tpebyetcs.

PCb.2, AVA.4

OnpeaeneHune coctaBa U cogepaHuma MHdJOpMaLI,MM 0 cobbITHAX 6e3OI'IaCHOCTM, nognexawmnx pern-
CTpauunm

CneumasnbHas HAaCTPOMKa He Tpebyetcs.

PCb.3

C6op, 3aMnCb U XpaHeHNe VIH¢OpMaLI,VIVI 0 cobbITMAX 6e30NacHOCTU B TeYEHUE YCTaHOBJ/IEHHOIO Bpe-
MeHU XpaHeHuA

PekomeHgaumaA no HacTpomke:

¢ [Ipocmomp (cTpaHuua 402) cobbiTnit 6e3onacHOCTU NePUOANYECKN OCYLLECTBATL B KOHCO/M YNpaBieHus.

PCb.4, AYA.8

PearnposaHue Ha cbou npu perucTpauum cobbiTnin 6e30nacHOCT, B TOM YMC/e annapaTHble U Npo-
rpammHble oWwmnbKM, cbon B mexaHnamax coopa MHGopmMaLMmn U AOCTUKEHME Npeaena uam nepenon-
HeHua ob6bema (eMKocTn) NnamaTn

PekomeHAaaLmMA NO HAaCTpPOKe:

® [Ipocmomp (cTpaHuua 406) }KypHanoB cobbITUI HAa NpegMeT BOSHUKHOBEHUSA OWNBOK.

PCB.5, AvAa.7

MOHWTOPUHT (NPOCMOTP, aHANU3) Pe3yNbLTAaTOB PerncTpauumn cobbiTnii 6e30NacHOCTM U pearMposa-
HWe Ha HUX

PekomeHAaaLmMA NO HACcTpoOWKe:

* [Ipocmomp (cTpaHuua 402) cobbiTnit 6e3onacHOCTU NepPUOANYECKN OCYLLECTBATL B KOHCOIM YNpaBAeHus.

PCb.6, AYyA.3

leHeprpoBaHMe BPEMEHHbIX METOK U (M1M) CUHXPOHM3ALLMA CUCTEMHOTO BPEMEHU B MHGOPMaLMOH-
HOW cucteme

PekomeHAaaLmMA NO HAaCTPOIKe:

¢ Mpwu yctaHoBke MO cKoHOUIrypMpoBaTb UCMO/Ib30BAHWE CepBUCA TOYHOTO BpemeHu (NTP).

PCB.7, AYA,.6
3awmTa nHbopmaumm o cobbiTuax 6esonacHocTH
PekomeHZauma No HacTpolike:

* Hacmpoumo (cTpaHuua 9) pesepBHoe KonuposaHue CYB/,

PCb.8, AVA.9

Ob6ecneyeHne BO3MOXKHOCTM MPOCMOTPA M aHaNM3a MHPOPMALIMM O AEACTBUAX OTAENbHbIX NONb30-
BaTenein B UHPOPMALMOHHOM cucTeme

PeKkomeHAaaLmMA NO HACcTpoOWKe:

9.3. Peructpauma cobbituit 6esonacHoctu, ayaut (PCB, Aval) 420
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¢ [Ipocmomp (cTpaHuua 402) cobbiTnit 6e3onacHOCTU NepUoANYECKN OCYLLECTBAATL B KOHCOM YNpaBieHus.

9.3. Peructpauma cobbituit 6esonacHoctu, ayaut (PCB, Aval) 421
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