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MhaBsa 1l

BBepeHue

1.1 O6wasa nipopmauusn

Cuctema ayteHTMdMKaumm Blitz Identity Provider npegHasHadyeHa ai1a obecneyeHnsa BOSMOMKHOCTM MO/b30Ba-
TeNAM UCMOb30BaTb eANHYIO YYETHYIO 3aNnCb AN BXOAA B KOPNOPATUBHbIE BEH-CalTbl U NPUNOKEHUA 63 MHO-
rOKpPaTHOro BBOZA JIOTMHA M MAPOAA NPU NEPEKNOYEHUN MEKAY PA3IUYHBIMKU GOpMamMK BXOAa.

@ BaxHo

TexHonorua eanHoro Bxoga Blitz Identity Provider He TpebyeT ycTaHOBKM cneumnanbHbIX NPOrpaMm Ha yCTPoi-
CTBa Nonb3oBaTeNA U paboTaeT ¢ OCHOBHbIMM NONYAAPHBIMU KANEHTCKUMW ONEePaLMOHHBIMWU CUCTEMAMU U
TMnamu yctpoiicts (MK, nnaHweTbl, cMapTdOHBI).

Cuctema ayteHTMdMKauum Blitz Identity Provider npeaHasHayeHa gns A0CTyna Nosib3oBaTenein K pecypcam Kak
BHYTPUKOPNOPATUBHOM CETU, TAaK U K BHELWWHUM UHTepHeT-pecypcam. 1A Kaxxaon KomnaHum n chepbl npumeHe-
HWA MOTYT BbITb HACTPOEHbI CBOM MPaBWaa JOCTYNA, BHELWHWI BUA €ANHOW CTPAHMULbI BXOA4A M UCMOb30BaTbCA
Hanbonee noaxoaalMe MeToabl aBTOPU3aL MK,

B ctaHAapTHOM KoHdurypaumm Blitz Identity Provider nosb3oBatenn moryT Mcnosib30BaTb CBOM KOPMOPATUBHbIN
afipec 3NeKTPOHHOM NoYTbl M Naposb ANA A0CTyna B JIMUHbIA KabuHeT. Mpu gocTyne U3 BHYTPUKOPNOPaTUBHOM
ceTu co ceoero pabouyero MK BO3MOXKEH perkMm aBTOMATUYECKOro BXOAa, KOraa A0CTYN OCYLLEeCTBAAETCA HA OCHO-
BE pe3y/bTaToB BXOAA B KOPNOPATMBHbLIA AOMEH B npoLecce BKAoYeHUA K. B 3aBUCMMOCTM OT KOHPUrypaLmm
Blitz Identity Provider, nomnmo BxoAa C NOMOLLbIO JIOTMHA M NapoJiA, BO3MOXKEH TaKKe BXOZ C MOMOLLbIO Koaa
noaTeepxaeHua n3 SMS-coobLLeHna uan ¢ UCNob30BaHNEM PA3IMYHbIX BHELLIHUX CEPBUCOB MAEHTUDMKALUM,
O4HAKO MX NepeyeHb TaKKe 3aBUCUT OT HacTpoeK Blitz Identity Provider, ycTaHOBAIEHHbIX OpraHu3auuen.

Mpu BKAtOYEHHOWN ABYXDAKTOPHOM ayTEHTUPUKALMM NONb30OBATENIO AOMNONHUTENIBHO K BBOAY /1I0TMHA M Napons
MOXeT 6bITb 3aMpoLLeH BBOA, KOAA NOATBEPKAEHNA, NONYyYeHHOro B SMS-coobLweHUn Uan creHepupoBaHHOTIO B
cneumanbHom MobuabHOM NpuaokeHuu. Npueaska Homepa MobunbHoro TenedoHa M/muam mobmabHOro NpUNo-
YKEHUA OCYLLECTBNAETCA NOMb30BaTENEM CAMOCTOATENIbHO Yepe3 JINYHbIN KabuHeT.

Bbe3sonacHasn pabota Blitz Identity Provider o6ecneunBaeTtca nocpeacTBOM NPaBu/bHOM YCTAHOBKMU U HAaCTPOWKK,
KOTOpble AOMKHbI OCYLLECTBAATLCA B COOTBETCTBUM C PYKOBOACTBOM aAMMUHUCTPATOPA.
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1.2 OwmnbKn n cnocobbl Ux ycTpaHeHUA

Ne | Cutyaums Cnocob ycTpaHeHUs oWwnbKu

1 Owwnbka BBOAA | 3aHOBO BBECTM NIOTMH M Napo/ib, NPOBEPUB HA OTCYTCTBUE JINLIHUX CUMBOJIOB W
npu yKasaHun | npobenos.

NlorMHa n/vinn
napons.

2 Owwnbka Bxoga ¢ | Ybegutbes, 4to MK BXOAMT B 4OMEH, BXOZ, OCYLLECTBAAETCA U3 KOPNOPATUBHOM ce-
MCMONb30BaHNEM | TWU, C MOMEHTa ayTeHTUdMKaLuMM Ha MK He NpPoLwIo MHOTO BpemeHu (Hanpumep, He
ceaHca onepauu- | 6onee 8 yacos), HACTPOIKM Bpay3sepa He NPENATCTBYIOT UCMO/b30BAHMIO PEXKMMA
OHHOW CUCTEMBI. ABTOMATUYECKOIO BXOAA.

Ecnu Bce ycnosusa cobntogeHbl, To NonpoboBaTe BOUTU NOBTOPHO.

3 Ownbka Bxoga € | ABTOPM30OBATLCA MO 3NEKTPOHHOM NoYTE N NAPOIo.

MCMosb30BaHNEM
ceaHca onepauu-
OHHOW CUCTEMBI.
4 Ownbka Bxoma | Ybeautbeca, YTO y NOb30BaTENA HACTPOEH XOTS 6bl 04MH cnocob nosyYyeHua Koga
npy BKAKOYEHHOWN | moaTBep:KAeHUA. Ecnn HM ogMH cnocob He HAcTpoeH, To HeobxoAnMo 0b6paTUTLCA
AByxdaKkTopHOM K CUCTEMHOMY afiMUHUCTPATOPY OPraHn3aLUM.

ayTeHTUdMKaLmK.
5 MosTopeHue HeobxoaMmo 06paTUTLCA K CUCTEMHOMY agMUHUCTPATOPY OPraHM3aLLmK.
ownbKkn  BXxoaa,
HEBO3MOHOCTb
BOMUTU  ApYyrMmHM
cnocobamm.

1.2. Owm6KM n cnocobbl UX ycTtpaHeHus 2



MhaBa 2

Bxoa nonb3oBaTtena B J/InuHbii KabuHer

2.1 Bxopa ¢ nomoLybio 10rMHa U Napona

Mpu BXxoae B NpuioxeHue, 3awmuieHHoe Blitz Identity Provider, o6bluHO OTKpbiBaeTca cTpaHuua Bxoaa Blitz
Identity Provider. B ctaHAapTHOM KOHUIypaLmm no yMon4aH1IO Noab30BaTeNto NpeaiaraeTca BOMTU No 0rUHY
n naposto. CTaHAAPTHbIV BUA, €AUHOW CTPAHWULbl BXOAA C NOMOLLbIO JIOTMHA M NApoas NpPeaCcTaBieH Ha PUCYH-
Ke HUXKe, O4HAKO BHELHWIN BUA, eAUHOW CTPaHMLbI BXOAA MOXKET OTIMYATbCA B 3aBUCMMOCTM OT HacTpoek Blitz
Identity Provider, ycTaHOBNEHHbIX OpraHM3aLnent.

@ Identity Blitz

Bxoj B JINUHbIA KabuHeT

Norwvx

NoruH

Mapone

MNapone ®

3abkum napons?

HeT akkayHTa? 3aperncTpupoBaTboa

McnonkbayiiTe MHKOTHWTO ANA EX0/a € UYXOro YCTPOiACTEa

B KauyecTBe N0rMHa B 3aBUCUMOCTM OT KOHOUIYpaLMM CUCTEMBI ayTEHTUDUKALUK, YCTAHOBNEHHOW OpraHun3aLm-
eil, N0Nb30BaTeNN MOTYT UCMO/b30BaTb, HAaNPUMeEP, CBOM aApec 3NEKTPOHHOM NOYTbl, MOBUAbHbIN TenedpoH nnu
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WHOM YHUKANbHbIN naeHTUdUKaTop.

B npouecce BxoAa Mo NOTMHY M NapO/I0 MOMKET BOSHUKHYTb CUTYaLLMA, YTO YCTAHOB/IEHHbIV NApO/IbHON NOAUTU-
Ko 6€30MacHOCTM CPOK AEWCTBMA Napoas UcTekaeT. B aTom ciyyae cuctema ayTeHTMOUKALMM MOXKET Npeasio-
WUTb N0Nb30BaTENIO 334aTb HOBbIV NaPO/b A4/1A €ro YYEeTHOM 3anucu.

B cniyyae owmbKM Npu BBOAE NOTMHA U/MAM Napoas cucTema Bblaact coobueHne o6 ownbKe, v nosb3osaTtento by-
[T NpeasioKeHo BOWTM NOBTOPHO. MHOrOKpaTHble HeycneLlwHble NOMbITKX BXOAa MOTYT 6bITb pacLeHeHbl cucTe-
MO KaK MoMbITKa MowWeHHUYecTBa. CUCTeMa ayTeHTUGMKALMM NPOTOKOIMPYET Ntobble NOMbITKM BXoAa (ycneww-
Hble M HeycnewHble). [Tpocmompems cobbimus 6e3onacHocmu (cTpaHuLa 32) 3a BbIGPaHHbIN Neprog, CBA3aH-
Hble C Y4ETHOM 3anuncbio NO/b30BaTeNA, MOXKHO B JINUHOM KabuHeTe nosib3osaTtens.

2.2 Bxop, c U3BECTHOrO YCTPOMUCTBA

Bxoga, ¢ M3BECTHOrO YCTPOMCTBa NO3BOMIAET He 3anpallnBaTb BXOA NOAb30BATENsA, €CAN paHee B TeYeHUe onpe-
[eNeHHOro BpeMeHW AaHHbIN Nob30BaTe b YKe BXOAU B CUCTEMY C IAHHOTO YCTPOWCTBA U C UCMO/Ib30BaHUEM
TOro e 6bpaysepa. B aTom cnyyae BBOA I0rMHa B 3TOM Hpay3epe Ha aTom K byaeT 3anomHeH cuctemoit. MNpu no-
BTOPHOM BXOZe Ha NopTas MPU UCMO/Ib30BaHMM TOTO e CAMOro KOMMbioTepa U bpaysepa He NoTpebyeTcs BHOBb
BBOAMTL 3/IEKTPOHHYHO NOYTY — AOCTAaTOYHO BBECTM TO/IbKO MNapob.

@ Identity Blitz

Bxoz B JINUHbIA KabUHeT

3ppascTBynTE, ivanov@anymail.ru!

CMEHNTE NOMEZ0BATENA
Napone

Mapone &

3abbimM Nnapone?

HeT akkayHTa? 3aperMcTpypoBaTLCA

MEnons3yiTe MHKOTHWTO ANA BXO/A3 € UYXOro YCTpoicTea

2.3 Bxop c NOMOLbIO CeaHca OnepaunoHHOM CUCTEMBI

[nsa BXoga B cMCTEMY C MOMOLLbIO CEaHCa ONepPaLLMOHHON CUCTEMbI HEOBXOAMMO Ha CTPaHULE ayTeHTUGMKaLLMM
HaXKaTb Ha KHOMKY BX00 10 ceaHcy onepayuoHHol cucmemoi.

2.2. Bxop, C N3BECTHOrO YCTPOMCTBA 4
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@ Identity Blitz

Bxo B JINYHbIA KabuHeT

NorvH

NorvH

MNapons

MNapone &

3abbimM Nnapone?

Boiiti

Bxop no ceaHcy OI'IEDBLLMOHHOI:’\ CACTEMBI

BX0A M0 3NeKTPOHHOM NoAgnucK

HeT akkayHTa? 3aperncrpvpoBaThoa

Mcnons3yiTe MHKOTHWTO A5 X0/ C Yy)XKOT0 YCTPORCTBa

B HeKoTopbIx ycTaHoBKax Blitz Identity Provider Bxog, no ceaHcy OC MoXKeT 3anycKkaTbCAa aBTOMATUYECKM, Hanpu-
Mep, ecnu byaet 0bHapyKeHO, YTO BXOZ, OCYLLLECTBAAETCA U3 BHYTPEHHEN CETU KOMNAHUM.

@ Identity Blitz

Bxoj B JINYHBIA KaBUHeT
Bxoa no ceaHcy Oﬂepau,MOHHoﬁ CUCTEMBI

- "’
-

wgl‘\

OTMEeHUTL

B npouecce BXoAa C UCMO/b30BAaHMEM CEAHCA OMEPALMOHHON CUCTEMBI MPEAYCMOTPEHO BPEMSA 3a4ePXKM B
HECKO/IbKO CEKYH/I, B TeYEHME KOTOPbIX N0/1Ib30BaTE/Ib MOXKET Ha)KaTb Ha KHOMKY OmmeHUmMs, 4To6bl OTKa3aTbCs
OT aBTOMaTMYECKOro BXxoaa.

[aHHbI cnocob BXoAa MOXKET UCMO/Ib30BaTLCA B C/1yYae, eC/IM C KOMMNbIOTEPA, Ha KOTOPOM NOAbL30BaTE b BOLLEN
B lOMEH, HY}XHO BPEMEHHO NPEefOCTaBUTb BO3MOXKHOCTb BOMTU B JINUHbIN KaBUHET Apyromy nosb30BaTesNto Nos,
€ro y4eTHOI 3anucbio, He 3aBepLUan CeaHca B ONepaLoHHON cucTeme.

Bxopa c ncnonb3oBaHMem ceaHca OI'IepaLI,MOHHOi;I CUCTEMbI MOXKET 3aBepLUNTbCA owmnbkon. B atom CQlydae nonb3o-
BaTeNnto npegnoxat BOWTU MO 3HEKTp0HHOﬁ noyte 1 naposnto. MoXHO BOCMOb30BaATLCA NPEANOKEHHBIM CNOCO-
6om BXo4a nnu pa306paTbCﬂ CNpUYnNHamm OLWNBKMN. BO3MOKHbI cnegywouwme npu4YnHbl BOSHUKHOBEHUA OWNBKMU:

e Bxop ocywectsnaetca c K, He BBeAeHHOTO B JOMEH.
¢ Bxop ocyLecTBAseTcA U3BHE KOPNOPATUBHOM CETU KOMMAHUN.

e C momeHTa BKAtoYeHUA MK un M,EI,EHTVI(I)MKaLl,MM/ayTeHTMCI)VIKaLI,MVI nonb3oBaTena npowno cyuecrseHHoe

2.3. Bxop c NOMOLYbIO CeaHCa OnepaLMoOHHOM cucTemMbl 5
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Bpemsa (bonee 8 yacos), 1 BblAaHHOE JOMEHOM paspeLleHne A1 aBTOMATUYECKOM ayTeHTUdMKaL MK ycTa-
peno.

¢ Hactpoiiku 6paysepa Ha MK nosb3osaTens NpenaTCTBYIOT MCMO/b30BaHUIO PEKMMa aBTOMATUYECKOTO BXO-
aa.

Monb3oBaTento 06bI4YHO He TpebyeTcAs CaMOCTOATENBHO MEHATb HAaCTPOMKKN Bpay3epa A/19 aBTOMATUYECKOTO BXO-
[a — JaHHble HAaCTPOMKM NPUMEHSAIOTCA Yepe3 0BHOBEHWE KOPMOPATUBHBIX OMEHHbIX MONUTUK. OfHAKO Nob-
30BaTe/lb MOKET NPOBEPUTL NMPABUILHOCTb HACTPOEK MO CAEAYIOLWEN MHCTPYKLMK:

[ns 6paysepos nog onepaumoHHoli cuctemoit Windows Hy»HO 3a4aTb ciegytowme HacTPOMKK:

® OTKpbITb «[lycK > MaHenb ynpaBAeHUA», U3SMEHUTb BapMaHT NPOCMOTPa ¢ «KaTeropma» Ha «Menkue 3Hau-
KW», B OTKPbIBLUMXCA HAacTPOMKax BblbpaTh «CBOMCTBA bpay3sepay;

® B HOBOM OKHe BblbpaTb «be3onacHocTb - MecTHasa MHTPaceTb» U HaxKaTb KHOMKY «CalTbl». B OTKpbIB-
LIeMCs OKHe HaaTb KHOMKy «ononHuTenbHo» U BHecTn caiT ¢ Blitz Identity Provider B cnucok calitos
«MecTHas UHTpaceTb», HaxKaB «[106aBUTbY;

* B OKHe «CBolicTBa: MHTepHeT - besonacHOCTb - MecTHaa MHTPAceTb» HaXKaTb KHOMKY «pyroi...». B oT-
KPbIBLUEMCA OKHE HaWTU HacTponKy «lpoBepKa NOA/MHHOCTM NoMb30BaTens - Bxog». YcTaHOBUTL ee B
3HauYeHne «ABTOMATUUYECKUI BXOA, B CETb TOJIbKO B 30HE MHTPACETUY.

MO3KHO He 3a4aBaTb 415 onepaumoHHon cnuctembl Windows onucaHHbIe Bbile HaCTPOMKM U B KauecTse anbrep-
HaTMBbI 417 BO3MOXKHOCTM BXOZa MO CeaHCy onepaumoHHon cuctemsl B 6paysepe Google Chrome Toraa moxHO
3anycKaTb 6paysep co cieayoWwmMmm NnapameTpamm 3anycka:

Chrome.exe —-auth-server-whitelist="idp.domain.ru" -auth-negotiate-
—delegatewhitelist="idp.domain.ru" -auth-schemes="digest,ntlm, negotiate"

[oe B KayecTBe idp.domain.ru Hy»KHO yKa3aTtb URL caiTa c Blitz Identity Provider.

PN T e—

2.3. Bxopg c NOMOLLbIO CeaHCa OnepaLMOHHOM CUCTEMbI 6
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. -
%) MapameTpt BesonacHOCTM - 30HE MECTHON MHTPACETH e
Cogepratme MogKmoqeHIa Mporpammes AononHuTensHo MapameTpe!
Obuie BesonacHocTe KoHgmaeHMansHocTE O spanests o

®) OmkmowTs

BeifiepuTe 30HY ANA NEPEMETPEl 8 NapaMeTpos BesonacsocTi, & PaspeweHia AN KOMNOHEHTOS C MatmbecTam

> . (®) Bricorsii yposes Be3onacHocT
Q L ; ® O O
= - 52, NOOBEDXE NOANMHHOCTH NONE3083TENA
Wirepner MecThas HagewHwe OnacHuie 82 Bxon

VHTPACcETE cANTE caiTel

() ABTOMETHHECKMA BXOL 5 CETh € TEXYLLIM MMEHEN NONb:

= .
MecTHan mnTpaceTs @ AsTomaTHeecl BX04 § CETH TOMKO B 30HE MHTPAcET

L# 3oHa anA scex s2f-caliTos saweil kTpaceTH, o () Anosmsii Bxon
(0) 3anpoc iMemH NONL308aTENs 1 NApons
Pazioe
_ || Bromiposats scnnsisamwme oka
Yposess Ge30nacHOCTIA ANS STOM 30HE ©) Brnosms
@) OremcunTs
Ocobbii Blafialiris 1 3o AuvanuaTs » MSuL ke MRS AT .
Ocobee napameTpel, i i

= HTobil USHEHUTS 1, LuenkHuTe "[lpyroi”.
- [iNf BOBPATA K DEKOMEHAOBANHOMY YDOBHIO LUEMIKHITE
Tlo ymomasieo”

* MsmereriA BYayT npiMeHEHsl NOCHE NEPESBNYTKA KOMNLOTEDS

CHpoc ocoieix napare Tpos

. Ha ypoBems: Huxe cpenHero (o yMonuasiec) v ChpocuTs...
[(exmounre saumuesessi pewim (notpebyetcn nepesanyoc

Internet Explorer)

Ons 6paysepa Mozilla Firefox HykHO 3a4aTb cnegytoLime HacTPOMKK (ANA NHO6bIX ONepaLMOHHbIX CUCTEM):

® B aapecHON cTpoke Bpay3epa BBecTM about:config W Ha)KaTb Enter. B cnepgytlowem OKHe BBECTM
network.nego B none « PUabTpbI».

e nBaXAbl HaXaTb HAa HAMAEHHOM 3aNUCU network .negotiate—auth.trusted—-uris W yCcTaHOBUTb B HEl
3HavyeHue URL calita c Blitz Identity Provider, Hanpumep, idp.domain. ru. [pM yKasaHUU aipeCOB MOK-
HO MCMONb30BaTb 3Be3404KY (*) 1 yKasaTb Heckonbko URL yepes 3anATyto, Hanpumep: https://*.idp.
domain.ru, http://*.idp.domain. ru. 3aKpbITb BCM/IbIBaOLLEE OKHO KHOMKOM «OK».

e nBaXAbl HAXKAaTb HA HAWAEHHOM 3anNncKU network.negotiate—auth.delegation-uris U YyCTaHOBUTb
B Hel 3HayeHne URL calita c Blitz Identity Provider, Hanpumep, idp.domain.ru. MNpu ykasaHuu agpecos
MOXHO MCMNO/Mb30BaTb 3BE3404KY (*) M yKasaTb Heckonbko URL yepes 3anaTyto, Hanpumep: https://*.
idp.domain.ru,http://*.idp.domain. ru. 3aKpbITb BCM/IbIBAOWEE OKHO KHOMKOMN « OK».

® OTKpPbITb NapameTp network.auth-sspi, yCTaHOBUTb €r0 3Ha4eHUe B true.
* nepesanyctutb 6paysep.

Ons Google Chrome B macOS v B Linux Hy»XHO ocCyLLecTBAATb 3anyck Google Chrome cneunanbHbiM 0bpasom:

"/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" --args —-auth-
—server-whitelist="auth.cscentr.com" —--auth-negotiate-delegate-whitelist="auth.
—cscentr.com"

loe B KayecTse idp.domain.ru Hy»kHo yka3aTb URL calita c Blitz Identity Provider.
Ons Apple Safari B macOS otaenbHas HacTpolika He TpebyeTcs.

B cnyyae NoBTOpeHMA OWMBKM NONb30BaTENO CaeayeT 06paTUTLCA K CUCTEMHOMY aAMUHUCTPATOPY OpraHM3a-
umn.

2.4 Bxoa c NOMOLLbIO CpeacTBa 3/1IeKTPOHHOK noanucu

B 3aBMcMMOCTM OT HacTpoek Blitz Identity Provider, ycTaHoBAEHHbIX OpraHusaumei, MOMUMO BXOZa MO JIOTUHY U
Napo/to, N0/b30BATEN0 MOXKET BbITb AOCTYNEH BXOZ, C NOMOLLbIO CPEACTBA 3NEKTPOHHON NoANUCH.

2.4. Bxop, C NOMOLLbIO CPEACTBA 3/IEKTPOHHOI noanucu 7
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@ Identity Blitz

Bxoj B JINUHBbINA KabuHeT

NorvH

NorvH

Napone

MNapone ®
3abbinv napone?

Boiiti

Bx0J No CeaHCy onepaLyoHHOR CMCTEME!

Bx0/, N0 31€KTPOHHO Nognucn

HeT akkayHTa? 3apericTpupoBaTLCA

VICnons3yiiTe MHKOTHWTO ANA BX0A3 € UYXKOr0 YCTPOACTES

[na KoppeKTHOI paboTbl BXO4a MO 3NEKTPOHHOM MOAMMCKU Ha KOMMbIOTEPaXx NoJib3oBaTesei MCnosb3yeTca cre-
uManbHbIi naaruH — Blitz Smart Card Plugin. Mpu nepBom BXxoAe No 3/1EeKTPOHHOKN nognucu nonb3osartento byaer
NpeanoXKeHo YCTaHOBUTb NAAruH.

@ Identity Blitz

BX0A B JINUHBIA KabuHeT

79 PaBOTH CO CPEACTEOM MEKTPOHHOR NOATHCH
axtuoApyin e pacuwpenve Ans Chrome.

Mocne 3arpy3ku yctaHoso4vHoro ¢aina Blitz Smart Card Plugin v ero 3anycka nonb3oBaTtento cneayeT NponTu Bce
LIarM ycTaHOBKM naarnHa. Mpu NnoBTOPHOM BXOZ€ C AaHHOTO YCTPOMCTBa He NoTpebyeTca ycTaHaBAMBaTb NaarnH
3aHOBO.

Bac npuBETCTBYET MacTep YCTaHOBKH
Blitz Smart Card Plugin

MacTep ycTaHoBkK yeTadoeuT Blitz Smart Card Plugin Ha
KOMMBOTEPE, HaMMUTE KHoMKy “Aanee”, 4yTobbl
MPOAOMKMTE, MAK KHONKY "OTMEHa", 4Tobbl BEIATH U3
MACTEPE YCTAHOBKM.

Haszan ‘ llanee | | OTMEHa |

JononHutensHo ans Beb-6paysepos Google Chrome n Mozilla Firefox TpebyeTca ycTaHOBKa cneuunanbHoOro pac-
wupeHunsa. O Heobxo4MMOCTM 3TOrO AeNCTBUA ByAeT CBUAETENbCTBOBATL NPeAyNpPeXKAeHNE CO CCbIKOM.

e ans Beb-6paysepa Google Chrome HeobXxo4MMO YCTaHOBUTb paclunpeHme. Mpu HaxkaT1mM KHOMKK «YCTaHo-
BMTb paclUMpeHne» OTKPbIBAeTCA MHTEPHET-marasmH Google Chrome ¢ OTKpbITbIM paclunmpeHnem «Agan-
Tep nnaruHa Blitz Smart Card Plugin». Ero HeobxoAnMO YCTaHOBUTD.

2.4. Bxop Cc NOMOLLbIO CPEACTBA 3/IEKTPOHHOI noanucu 8
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(B 1dentity Blitz

Pycckwid (RU) v

Bxoa B JINUHBIA KabUHeT

Bxoa no anekTpoHHOA nognucn

AAns paboTbl CO CPeACTBOM 3MEKTPOHHOA NOANWMCH
SKTVBMPYIATE MK YCTAHOBWUTE paclumperue ana Chrome.

Apyrue cnocobbl Bxofa =+

e nnqa Beb-6paysepa Mozilla Firefox TpebyeTcs ycTaHOBUTL pacuimnpeHme. Mpu HaxkaTUmM KHOMKK «YCTaHOBUTb
paclwmpeHune» HeobxoAMMOo pas3peLlnTb YCTaHOBKY NporpammHoro obecnedyerus. [na atoro Tpebyerca Ha-
aTb KHOMKY «Pa3pewmnTby». Mpn He06X0ANMMOCTM pacliMpPeHMe MOMKHO 3arpy3unTb MO CCbIJIKE U YCTaHOBUTL
BPY4YHYIO C Nomoulbto Beb-6paysepa Mozilla Firefox.

Mocne ycnewHon ycTaHOBKM NJ1arMHa nosb30BaTeNto HeobXxoaMMOo NOACOEAMHUTL CPEACTBO NEKTPOHHOM Noa-
nucu Kk MNK. [lanee Ha cTpaHUue Bxoaa B bpaysepe 6yayT oTobparkeHbl AOCTYMNHbIe CEPTUDUKATDLI K/TKOYA 3N1EKTPOH-
HOW moanucu, KoTopbli nogcoeguHeH K MK. Heobxoanmo BbIbpaTb M3 CNMCKa TOT cePTUDUKAT, KNHOY KOTOPOro
NoacoeanHEH.

@ Identity Blitz

Pycaut (RU)

Bxoa B NI4HBINA KabuHeT

Bx0A Mo anexTpOMMHOH NoANHCH

Bubepme copuducar ko

Mpu HeobxopgumocTu noTpebyeTcs BecTU MUH-Koa, YTOObI OCYLECTBUTL BXOZ, B CUCTEMY.

{& Kpunrolpo CSP X

0:09:45
% BeenuTe napons Ans KoHTelHepa Rsoft”

Mapons: ||

[[] 3anommumTs napons

[oc ] [ omes

Ecnu 6b1n BBeaeH KoppeKTHbI MUH-Koa, Bxog 6yaeT ycnewHo BbinosiHeH. Mpu HekoppeKTHom BBoge MNH-Kkoaa
TPW pasa Noapaa UM NPU HaXKaTUM KHOMKKN «OTmeHa» byaeTt oTobpaxkeHo cooblieHne 06 owmnbke.

Ecnn npu aBTOpM3aumMmn ¢ MCNONb30BAHMEM CPeACTBa 3/IEKTPOHHOW nognuck B Blitz Identity Provider He Hait-
[EeHa 3aperMcTpMpoBaHHas y4eTHaA 3anncb NoAb30BaTeNA C YHUKANbHbIM UAEHTUPUKATOPOM U3 cepTUdMKaTa

2.4. Bxop Cc NOMOLLbIO CPEACTBA 3/IEKTPOHHOI noanucu 9



Blitz Identity Provider, Bepcus 5.34

3NeKTPOoHHOM nognucwk, To Blitz Identity Provider npeanoxut ee sapernctpupoBatb. [14 3TOro nosb3oBaTenb
nepeHanpasaseTca Ha GopMy perncTpaumnm nNoab3oBaTens ¢ NpeaBapuTesIbHO 3aN0/IHEHHbIMKU U3 cepTUdMKaTa
OaHHbIMK (bamuana, UMms, 0TYECTBO, YHUKANbHbIN MAEHTUGUKATOP), BBOAUT aAPEC SNEKTPOHHOM NOYTbI U HOMEP
TenedoHa, Nnocne Yero cnefyeT MHCTPYKUUAM Ha 3KpaHe. B cnyyae ycnewHon peructpaummn byaeTt co3gaHa yyer-
Has 3anucs Blitz Identity Provider n nonb3osatenb 6yaeT Hanpas/ieH B CUCTEMY, B paMKax KOTOPOM Npon3Boauacs
BX0Z,

2.5 Bxoa ¢ NOMOLbIO 3/1IEKTPOHHOM MOYTDI

B 3aBMcMMOCTM OT HacTpoek Blitz Identity Provider, ycTaHOBAEHHbIX OpraHU3aunelt, NOMMMO BXOAa NO JIOFUHY
W Naposito, N0Nb30BaTEN0 MOXKET ObITb AOCTYNEH BXOZA C MOMOLLbIO KOAA NOATBEPKAEHWUA, OTNPABAAEMOro No
3/1EKTPOHHOM nouTe.

Monb3oBaTento HeOBX0AMMO yKa3aTb aAapec 3NEKTPOHHOM NoYTbl, Ha KOTOpbIA ByaeT oTnpaBaeH Koa noaTsep-
»}AaeHua. Mocne nonyvyeHna Kofa ero He0bXoAMMO BBECTM NOJMYUYEHHbIM KOA, B COOTBETCTBYIOLLEE Noe Ha CTpa-
HU1LUeE, YTObbI BbIMNONHUTL BXOA, B JINYHbINA KabuHeT.

Bxop B JINYHbIN KaGUHET

BseauTe KoA NOATBEPX/AEHUA, OTNPaBEHHbIN Ha aapec
3NIEKTPOHHOM MOYTBI d***********| k@ com
10 OKOHYaHUA cpoKa AeNCTBUA KOAa 0CcTanock 271 cekyHp,

Kop noaTsepxxaeHna

MonTBepanTL

2.6 Bxop c nomolblo Koga noarsepaeHus, otnpasasemoro no SMS nau
PUSH

B 3aBMcMMOCTM OT HacTpoekK Blitz Identity Provider, yctaHoBNEHHbIX OpraHu3aLmei, MOMUMO BXOZa MO JOTUHY U
Maposto, NONb30BATENIO MOXKET ObITb AOCTYNEH BXOL C MOMOLLbIO KOAA NOATBEPKAEHMA. BHEWHWI BUA eAnHOM
CTPaHMLbl BXOAA MOMKET OT/INYATbCA B 3aBUCUMOCTU OT HACTPOEK, YCTaHOB/IEHHbIX OpraHM3aLmen.

2.5. Bxopg, c NOMOLLbIO 3/1IEKTPOHHOM NOYTbI 10
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@ Identity Blitz

Bxoz B JINYHbIA KabuHeT

NorvH

Norvn

Napone

MNapone ®
3abbinn napons?

Boiimi

Bxo4 no ceaHcy OI'IEDBLLVIOHHOﬁ CNCTEMBI

BX0A N0 3NeKTPOHHOR Noanncy

BX04 NO Ko4y NOATEEPXASHUA

Bxoa no QR-kogy

HeT akkayHTa? 3aperncTpupoBaTbCa

Mcnons3ayiTe MHKOTHWTO ANA BX0Ja C YYXOro ycTpoiicTea

MNonb3oBaTtento HeobxoanMMo yKasaTb Homep TenedoHa, Ha KOTopbld ByaeT OTNpaBieH Kog NoATBEPKAEHUA B
Buae SMS-coobuieHna nnm push-ysegomnerusa. Nocne noayveHma Koga HeobXoAMMO BBECTU MONYYEHHbIN KOZ,
B COOTBETCTBYHOLLEE NOJE Ha CTPAHULE, YTOObI BbINONHUTL BXOZA B JINUYHbIA KabUHeT.

@ Identity Blitz

Pycckmia (RU) v

Bxoj B JINUHBIA KaBUHET

YTO6bI OTNPABWTL KO/ NOATEEPXAEHNE, BEEWMTE HOMED
TeneoHa n HaKMWTE KHOMKY OTNpaBKTbL

Hanpwumep, 9991234567

El YywoA KOMNEHOTEP

OTnpaeuTs

[pyrve cnocobel Bxosa =

2.6. Bxop c nomoLublo KOoAa NoATBepXKAEeHUA, oTnpasasemoro no SMS nam PUSH 11
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Ecnu B Blitz Identity Provider He HaligeHa 3aperucTpMpoBaHHan yyeTHas 3anuncb Noib30BaTeNsA C YKasaHHbIM HO-
Mepom TenedpoHa, BO3IMOXKHbI A,Ba BapuaHTa:

1.

2.7

Blitz Identity Provider in6o noKaxkeT ysefomaeHue, Y4TO Nob30BaTe/ b C LaHHbIM HOMepPOM TenedoHa He
HanaeH.

Ecnn Takaa BO3MOXKHOCTb HAaCTpOeHa, NPeAIOKUT 3aperMcTpMpoBaTh y4eTHYHO 3aNnCb NOC/E NOATBEPKAe-
HNA YKa3aHHOIo Homepa Tene<|>0Ha.

Bxopa ¢ nomoLybio BHELWWHUX CepBUCOB MAEHTM(I)MKE\U,MM

B 3aBMcMMOCTM OT HacTpoekK Blitz Identity Provider, yctaHoBAeHHbIX opraHnsaLmei, MOMUMO BXOZa MO JIOTUHY U
Maposto, NOAb30BATENO MOXKET BbiTb AOCTYNEH BXOA, C UCMO/Ib30BaHUEM BHELIHUX CEPBUCOB UAEHTUDUKALUMN.
BHeLWHWI BMA, CTPaHMLbl BXOA4A MPUW BKIOYEHHbIX BHELHUX CEPBUCAX MAEHTUOUKALMM MOXKET OTINYATLCA B 3a-
BMCMMOCTM OT HaCTPOEK, YCTAHOBJ/IEHHbIX OpraHn3aLmen.

@ Identity Blitz

Bxoj B JINUHbIA KabnHeT

NorwvH

NorvH

Napone

MNapons ®

3abkinn napons?

O G ¢ @8 60 @ =2

rocycnyru

(% CBEPID

Bxoj no ceaHcy onNepauvcHHON CUCTeMBI

BX0A N0 SNeKTPOHHOIA NoAgnncy

Bxog no kogy noareepxaeHna B SMS

Bxoa no QR-kogy

HeT akkayHTa? 33perucTpUpOBaTLCR

Mcnons3yiTe MHKOTHUTO ANA BX0AS C YyXOro YCTPOCTES

Blitz Identity Provider noaaep»kvBaeT ciegytolme BHELWHUE CEPBUCHI MOEHTUDMKALMUM:

nocTaBLMKa naeHtuouKkaumm Apple ID;

nocTaBLiMKa MaeHTMdMKaLMM coumanbHoit cetv Facebook?;
NOCTaBLLMKA NAEHTUMKALMM CouManbHOMN ceTn BKoHTaKTe;
NOCTaBLLMKA NAEHTUPUMKALMM AHAEKC;

nocTaBLMKa naeHTuduKaumm Google;

1 Meta npu1sHaHa 3KCTPEMMCTCKOM OpraHmM3aLelt 1 3anpelueHa Ha TeppuTopum Poccuiickoit desepalyi, AeAaTeNbHOCTb NPUHAANEKALLMX
el coumanbHbix ceTeit Facebook u Instagram Takxke 3anpeteHa s PO.

2.7. Bxop ¢ NOMOLLbIO BHELLHUX CEPBUCOB UAEHTUDUKALUU 12
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* NocCTaBLUMKa MAeHTUUKALMKN coLmManbHoM ceT OfHOKNACCHUKMY;

* nocTaBlWMKa ngeHtTudmkauumn Mail.ru (Mail ID);

® nocTasLlmKa naeHtnomkauum VK ID;

* nocraBlMKa ngeHTudmkauum ECUA (gosuslugi.ru);

® MocTaBLlMKa aeHTUGUKauumn ECUA B pexkume «Lindposoit npodunb» (gosuslugi.ru);
® nocTaBLMKa naeHTUdPnKauumn Céep ID;

® MocTaBlWMKA naeHTuPUKaymm T-ID;

® nocTtaBLlMKa ngeHtTudmKkauum BTE ID;

® MnocTaBLMKa naeHTMdmKauum Anoda ID;

¢ nocTaslmMKa naeHtTuduKauumn CobepbusHec ID;

® nocraBlMKa ngeHtTudmkauum Mos ID (CYANP);

¢ Blitz Identity Provider, ycTaHOB/IEHHOIO B MApTHEPCKOW OpraHmn3auum.

[ns ocylecTBieHns BXoAa Nosib3oBaTesto Heo6x04MMO BblIbpaTh NOAXOAALLMIA BHELIHWI CEPBUC NAEHTUDMKA-
uuun. Mocne Yyero B bpaysepe 3arpysnTca CTpaHMLLA BXoAa BbIBpaHHOIo cepBuca MaeHTMdUKaumu. [lanee Ha cTpa-
HULE BXOAA BHELHEro cepBmca MAEHTUOMKALMM NONb30BaTENO HEOBXOAMMO BBECTM JIOTUH W MAPO0/b, HaXaTb
KHOMKY BXOAa.

Bonpgute c AHpekc ID

Beegute NOTUH, NOYTY UK TEJ'\ECPDH
He nomHio noruH
, Boitun |

3aperucTpmMpoBaTbc

BoiAT ¢ NOMOLLEKD

0 O G o -

Anpekc ID — KnoY OT BCeEX CEPBUCOB

Y3HaTtb 60nblue

Mpw nepBom BXxoAe Yepes yYEeTHYI0 3anmcb Nonb3osBaTenA BHELHUI cepBuc MAEHTMd)MKaLI,MVI MOXeT JO0NOJ/IHN-
TE€NIbHO 3aNpPoCuUTb A0CTYN K AAaHHbIM NOJIb30BaTENA.

2.7. Bxop ¢ NOMOLLbIO BHELLHUX CEPBUCOB UAEHTUDUKALUU 13
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|

0

Bxop, c nomoulbio AHgekca

BbiOpaTh aKKayHT

BownTu kak kirillag

MpunoxeHue «oauth.ru (auth)»
AONYyYUT AOCTYNbL

[ocTyn K NOruHy, UMeHWn U daMunnum, nony

[ocTyn K agpecy 3NeKTPOHHOM NoYThI

[ocTyn K AaTe poXaeH A

Ecnv yyeTHas 3anmcb Nonb3oBaTeNs BHELWHEro cepBmuca AEHTUGUKALMKN He NPUBA3AHA HU K OAHOM YY4eTHOW 3a-
nucu B Blitz Identity Provider, To B npouecce BxoAa Yepes BHELUHUI CEPBUC BO3MOXKHO NPUBA3ATb YYETHYIO 3a-
NMUCb NONb30BaTENA BHELIHETO CEepPBUCA MAEHTUDUKALMM K YIKEe UMEIOLLeNCA y4eTHOW 3anucu. [ns 3Toro nonb3o-
BaTENIt0 HEOHXOAMMO NPUBA3ATL YUYETHYIO 3aNNChb NONb30BaTENA BHELIHENO CEPBUCA UAEHTUDUKALMM K YYETHOW
3anucu Blitz Identity Provider. YTo6bl caenaTtb 370, HY}KHO BBECTU MapO0Jib UM NIOTUH M Naposb OT YY4ETHOM 3anu-
cu Blitz Identity Provider Ha cTpaHuue cBA3bIBaHMA YYETHbIX 3anuceit. CheayeT yYecTb, YTO €C/iM MO AaHHbIM U3
BHELUHero cepsuca naeHTUdMKauum (Hanpumep, No afpecy SNEKTPOHHOM NoYyTbl, bblna HakAeHa y4eTHanA 3anuch
B Blitz Identity Provider, To 41 cBA3bIBaHUSA HYXKHO BBECTM TO/IbKO NMapo/ib OT 3TOM YYETHOW 3anucu.

TaKKe Nonb30BaTelb MOXET OCYLLECTBUTL npedsapumesnbHoe npussA3bisaHue (CTpaHuua 26) y4eTHOM 3anucu
BHeLLHero cepeuca naeHTnduKaumm K Blitz Identity Provider B /InuHom KabuHeTe yepes pasaen Hacmpoliku 6e3-
onacHocmu.

Ecnv nonb3oBaTeNb BXOAWUT C NMOMOLLbIO TaKOM YYETHOW 3anncy BHELWHero cepeuca MaeHTUGUKaLmmn, Kotopas
O04HOBPEMEHHO MPMBA3aHa K HECKONbKUM y4eTHbIM 3anucam B Blitz Identity Provider, To nonb3osaTento byget
NMoKasaH sKpaH Bbibopa y4eTHOM 3anucK ana Bxoaa.

@ Identity Blitz

Bxop, B JIM4HbIN KabuHeT

I [nA NpoaonXeruA onepauik BsiGepuTe nonk3osarena

WUsakos Usan
+79998561237

Nerpoe Metp
+79851234512

Bacunses Bacunuil
+79991231164

Bopucos Eopuc
+7(999)1231212

@ Blitz Identity Provider

2.7. Bxop ¢ NOMOLLbIO BHELLHUX CEPBUCOB UAEHTUDUKALUU 14
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2.8 Bxopg no pa3oBoii ccbisiKe

B 3aBMcMmocTH OT HacTpoek Blitz Identity Provider, ycTaHOB/IEHHbIX OpraHM3aL e, MOMMMO BXoAa MO IOTUHY U
Naposto, N0/b30BATE/I0 MOXKET ObITb AOCTYNEH BXOZ, MO PA30BOW CCbI/KE.

Bxoga no pa3OBOVI CCblIKE UcnonblyeTca gna obecneyeHMa aBTOMATUYECKOTO BXO4a nocne camocTosTeNbHOM pe-
r’MCcTpaunmn nosib3oBatenem yHETHOVI 3anncK, BOCCTaHOB/IEHUM 3a6bITOrO napona nam npum ncnoab3oBaHnu cneyun-
d/ZIbHOIO peXXnma Bxoaa Npun OTKpPbITUN Be6—6pay3epa 13 MO6UABbHOTO NpuUnoXeHnA, B KOTOpoeE npeasapuTesibHO
Bowen noab3oBaTenb.

2.9 Bxop no QR-Kkoay

B 3aBMcMMOCTM OT HacTpoeK Blitz Identity Provider, ycTaHOB/IEHHbIX OpraHM3aLmein, MOMUMMO BXOAa Mo IOTUHY U
napoto, NoNb30BaTe/0 MOMKET BbITb AOCTYMEH BXo4 no QR-Koay. BHeLWHWUIA BUA, eANHOM CTPaHULLbl BXOAa MOXKET
OT/INYaTbCA B 3aBUCMMOCTU OT HACTPOEK, YCTaHOB/IEHHbIX OpraHM3aLmen.

(B Identity Blitz

BxoJ B JINUHbIA KaBUHET

OTcKaHMpYy#iTe QR-KOA B MOBMIBHOM NPUICKEHUN KA
Kamepoi ycTpoicTea

HeT akkayHTa? 3aperMcTppoBaThCA

WcnonesyiTe pH Q ANA BXOAA C 4YXOro yCTPOACTEa

[ns ocywecrteneHuns exoga no QR-koay nonb3osaTento He06Xo04MMO BbINONHUTL CAeAyowWwme AenNcTBnA:
® Ha CTpaHMLe BXO4a No/b30BaTeNt0 HE0BX0AMMO BbI6paTh «BoiTi No QR Koay»;

® Ha CTpaHuLue Bxoga oTobparkaetca QR-Koa M MHCTpYKUMA. QR-Kog UMeeT orpaHUYEeHHbI CPOK AencTBuUSA
(nonb3oBaTento NoKasbiBaeTcA Talmep Co CPOKOM aeicteusa QR-koaa);

* 10/1b30BaTe b 3anyckaeT MOBUIbHOE NMPUNONKEHNE KOMMNAaHMKM, B KOTOPOE BCTPOEHa NoAAepIKKa pexnma
BXxoZa no QR-Koay, 1 CYMTbIBAET C MOMOLLbIO 3TOro NpuaoxKeHua QR Koa;

* MOBUIBbHOE NPUNOKEHWE NMOKA3bIBAET NONb30BATENIO AETabHYIO0 MHPOPMALMIO O BXOAE, MONYYEHHYIO OT
Blitz Identity Provider (Mma npunoxeHus, B KOTOpoe ocyluecTeaseTcs Bxog, IP-agpec, bpaysep n umsa one-
PaUMOHHOWM CUCTEMbI YCTPOMCTBA, HAa KOTOPOM OCYLLLECTBAAETCA BXOA);

* Nosb3oBaTeslb B MOBUIbHOM NPUNOXKEHUN NPUHUMAET pelleHne, paspewnTb AN 3anpeTuTb BXo,

2.8. Bxopg, no pa3oBoii ccbiniKke 15
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® B 3aBMCMMOCTU OT pelleHnA Nos1b30BaTe/ 1A Ha KOMIMblOoTEPE NPonUCXxoanT YCHELUHbIVI BXOA4 No/sib30BaTenA B
NPUNOXKEHNE NN 3aNPOoC BXOAa OTKNOHAETCA.

2.10 Bxop c nomoLublo Katouen 6e3onacHoCcTu

B 3aBMcMmOCTM OT HacTpoekK Blitz Identity Provider, yctaHoBAeHHbIX OpraHusaumen, MOMUMO BXOZa MO JIOTUHY U
naposito, NOMb30BATENO MOXKET BbITb AOCTYMEH BXOZA C MOMOLLbIO Katoyelt 6esonacHoct (WebAuthn, Passkey,
FIDO2). BHeWwHN BUAO, eauHOM CTPaHULbl BXOA4A MOXKET OTINYATbCA B 3aBUCUMMOCTM OT HAaCTPOEK, YCTaHOB/IEHHbIX
opraHusauuen.

@ Identity Blitz

Bx0o/ B JIMYHbIA KabUHeT

NornH

NorvH

Mapone

Mapone &

3abbinn napons?

Bx0/] Mo CeaHcy onepauvoHHOR CUCTEMb]

BX0g, N0 3NEKTPOHHOM NOAMMCA

Bxogz no knouy BesonacHocTn

Bxop no QR-kogy

HeT akkayHTa? 3aperucTpMpoBaThca

Mcnone2yidTe MHKOTHWTO ANA BXOA3 C YyKOro YCTPONCTES

MopaepRnBaloTCA CneayroLme TUMbl KAYen:

¢ BHelHMWe KNIoYN — NPeLCTaBNAIOT coboii annapaTHble yCTpolicTea B Buae USB-katoueit unv 6penokos, noa-
Kntovaemble K MK, nnaHwety n tenedoHy ¢ nomowbio USB-nopTa, Bluetooth nam NFC. Ansa ncnonb3oBaHus
KNto4ei He TpebyeTca yCTaHOBKA Ha YCTPOMCTBO ApaiiBepoB, NNAarMHOB — B3aMMOLENCTBME C KNHOYaMM OCy-
LLEeCTB/IAETCA Yepes BCTPOEHHbIE BO3MOXKHOCTM Bpay3epos.

* BCTpOEHHbIe KNtoUM — BCTPOEHHbIE B YCTPOMCTBE M ONepaLMOHHON CUCTEME MEXaHW3Mbl ayTEHTUGUKALLMM,
Hanpumep:

— Windows Hello — mo»kHo BxoauTb ¢ nomoLybto NMUH-koaa Windows, nposepku oTnevaTka naabla uam
pacnosHaHuA nnLa;

— Touch ID nnu naponb Ha MacBook;

— Touch ID unu Face ID Ha mobunbHOM TenedoHe i0OS nan npoBepKu oTreyaTKa naabla UM pacnosHa-
HuA anya B8 Android.

2.10. Bxopg c nomowblo Kalouei 6e3onacHoCcTU 16
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@ Identity Blitz

Bxoa B JIMUHbIA KaBUHeT

YraxuTe norvH nonL3osarens ANA BXoaa. ¥ 31010
NoMb30BaTeNA AOMXeH 6bITb MPUBA3AH KN4
6e3onacHocTH

MorvH

HeT akkayHTa? 3aperucrpypoBaTbca

VICNons3yiTe MHKGTHUTO ANA EXOA3 € UYXOro YCTPOACTEa

CneayeT yyecTb, YTO eCn y Nonb3oBaTens B JIMUHOM KabuHeTe He NpuBA3aH Katod 6€30NacHOCTU, TO OH He CMO-
YKEeT UCN0Nb30BaTb 3TOT cnocob Bxoaa. B cBA3M € 3TMM NpMBA3Ka KAko4a 6e30MacHOCTU K YYETHOM 3anuncu AoMKHa
OCYLLECTBAATLCA MO/b30BaTENEM 3apaHee — CAeNaTb 3TO NOAb30BaTe/Ib MOMKET CAMOCTOATENbHO Yepes JIYHbIV
KabuHer.

2.11 Bxop ¢ NOMOLbIO AaBTOMAaTUUYECKOU UAEHTUPUKaAL MM NONb30BaATENA NO
CBOMCTBaM ceccum

B 3aBMcMMOCTM OT HacTpoeK Blitz Identity Provider, ycTaHoBNEHHbIX OpraHM3aLUmMel, Nob30BaTeNt0 MOXKET BbITb
OOCTYNEH BXOZ, C MOMOLLbIO aBTOMATUYECKOM AEHTUOUKALMU. B 3TOM ciy4ae 04HO UAN HECKO/IbKO CBOWCTB Cec-
CuKM nonb3oBaTtena byayT aBTomaTUyYecku BblumcaeHsl Blitz Identity Provider, no HUm HaillgeHa cooTBeTCTBYOLLANA
yyeTHasA 3anucb M NPeaoCTaBAeH AOCTYN B cMcTeMyY. YaCTHbIM C/lydaem BXOAa C MOMOLLbIO aBTOMATUYECKOM MAEH-
TMdUKaLMM ABNAETCA BXOA, N0 HOMepy TenedpoHa, aBTOMaTUYECKMU onpeaeneHHomMy no IP-aapecy nonb3osatens
MOBUNBHOTO MHTEPHETA.

B 3aBucumocTtn oT HacTpoek Blitz Identity Provider, npu gaHHOM Tune Bxoga MoxeT oTobpaKaTbCA IKpaH noa-
TBEPXKAEHMA BXOAa. B ciyuae ecm nonb3osaTenb He MOATBEPKAAET BXOA, eMy ByaeT npeanoxeH Apyroi metos,
ayTeHTUdMKaumm.

2.11. Bxopa, C NOMOLLbIO aBTOMaTUYECKON NAEHTUPUKALMM NONIb30BaATE/IA NO CBOMCTBAM CECCUMU 17
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@ Identity Blitz

Bxon B JIN4HbIN KaGUHeT

[laHHble Balei y4eTHoW 3anucu: +7(926)*****25.
[inA Bxoaa HaxumTe KHonky "BoiTn", nHadye HaxxmuTe
KHOMKy "BoiTu nop, Apyrvm nons3osarenem".

Bontun

Bontu noa apyrum nonb3osartenem

Bxop, o IorvHy 1 naposio

Bxopn no koay noaTsepxxaeHna B SMS

HeT akkayHTa? 3apeructpupoBartbca

BHewHN BUA CTPaHULbI BXO4a MOXET OTINYaTbCA B 3aBUCUMOCTU OT HAaCTPOEK, YCTAaHOBNEHHDbIX opraHM3aumeﬁ.

2.12 Bxoa, ¢ NOMOLblO BXOAALLEro 3B0HKa

B 3aBMcMMOCTM OT HacTpoeK Blitz Identity Provider, yctaHoBNEHHbIX OpraHU3auuen, NOMMMO BXoAa MO IOTUHY
W Naposito, NONb30BATENO MOXKET ObITb JOCTYMNEH BXOZA C MOMOLLbIO BXOAALLErO 3BOHKA. BHEWHMIA BUA, eAnHOM
CTPaHMLbl BXOAA MOXKET OT/INYATbCA B 3aBUCUMOCTM OT HACTPOEK, YCTaHOB/IEHHbIX OpraHM3aLmen.

® identity Blitz

Bxoz B JIN4HbIN KabuHeT

Mapons

Napons ®

Bowi

9 G @ er

rocycnyru

(@ BoiiTh wepes VK ID

Her akxayTa? 3apervcrpuposaTsca

Vicnons3yiiTe MHKOTHMTO A1 BX00a C yXoro yeTpoficTsa

BHewHMM BUA CTPaHULbI BXO4aA MOXET OT/INYaTbCA B 3aBUCUMOCTU OT HACTPOEK, YCTAaHOBNIEHHbIX opraHmaau,Meﬁ.

[ns ocylecTBneHUs BXoAa C MOMOLLbIO PAa30BOro Naposis Ha OCHOBE BPEMEHW MO/Ib30BaTe/t0 He0BXOAMMO Bbl-
NOMIHWTb Cneaylowme aencTemns:

® Ha CTpaHuUUe BXO4a Nonb30oBaTeNO HeO6XO,D,VIMO Bbl6paTb «Bxog, no BXxogALLeMY 3BOHKY»;

® Ha CcTpaHuUe BXoAa oTobparkaeTca nose Ana BBoAa Homepa MobuabHoro TenedoHa. Beegure Homep mo-
6unbHoro TenedoHa;

2.12. Bxoa ¢ NOMOLLbIO BXOAALLEro 3BOHKA 18
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® 1dentity Blitz

Bxop B JInuHbliA KabuHeT

B80T HOMEp.

‘ Manpwep, 9991234567 ‘

Boiitn

® 3BOHOK NOCTYNUT Ha HOMep BBEAEHHOTIO Tened>0Ha;

* No/b30BaTeb BBOAMT NocnesHue 6 undp exoaawero Homepa tenedoHa;

(®1dentity Blitz Identity Blitz

Bxopa B JIU4HbIA KaGuHeT
° 3ppaectByiiTe, UBaHOB UBaH

 Cwennrs nonbsosarens

Ceii4ac Bam NOCTYMAT 3BOHOK Ha HOMEP +7903*****52 ¢
HoMepa 7499511%***.

BreavTe 6 LUEphI BXOASLLETO HOMEPa B TeveHMe 244 cekyHA,
TOBkI NOATBEPAVTE BXOA.

Ocranocs nonsiTok: 10

Koa noaTeepxaeHus

ToaTaepauTs

® B 3aBMCMMOCTU OT pelleHnA Nos1b30BaTeNIA Ha KOMIMbloTeEpe NponcxoanTt YCHELLIHbIﬁ BXOA4 No/sib3oBaTena B
npunoXxeHne nnn 3anpoc BXxoga OTKIOHAETCA.

2.13 Bxopg c nOMOLLbIO PAa30BOro Napons Ha ocHoBe BpemeHu (TOTP)

B 3aBMCMMOCTM OT HacTpoek Blitz Identity Provider, ycTaHOB/IEHHbIX OpraH13aLmein, MTOMMMO BXO4a MO NOTUHY U
Naposto, N0b30BATE/O MOMKET BbITb AOCTYNEH BXOZ C MOMOLLbIO Pa30BOro Naposia Ha ocHoBe BpemeHn (TOTP).

© nNpumeyanue

BHeLWHWI BUA, eAUHON CTPaHULbI BXOA4a MOXET OTIMYATHCA B 3aBUCUMOCTU OT HaCTPOEK, YCTaHOBAEHHbIX Op-
raHusauuem.

Bxop B JIM4HbIiA KabuHeT

Torun

Torw

Napons

Mapons ®
3aGuunm napons?

o G @ B
rocycnyru
{3 Boitw uepes VK ID
Broa N0 sxoAuewy 380Ky

Bxoa 1o pasosowy Kony

Her axxaynTal? ap

Bxona ¢y

[naocywectsiieHNA BXOAa C NOMOLLLbIO Pa30BOro Naposia Ha OCHOBE BpeMeHU BbINOJIHUTE cieaytouimne ,CI,EVICTBVIHZ

1. Ha cTpaHuue Bxoaa BbibepuTe BoliTv No pa3oBomy Kogy. B pesynbTate oTobpasuTca none Kon us rene-—
paTopa pPas3OoBHIX MNAPOIEeH.

2.13. Bxop, c NOMOLLbIO PA30BOro NaponsA Ha ocHose BpemeHu (TOTP) 19
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2. BBegute Koa NOATBEPNKAEHUA U3 MPUIONKEHUA-TeHepaTopa Pa3oBbiX Maposei, NPMBA3AHHOMO K Ballel
YYETHOM 3anucu.

© nNpumeuanue

Hanbonee nssecTtHble NpunoxeHusa ana sbipaboTkn TOTP-kogos: Twilio Authy, FreeOTP Authenticator,
Microsoft Authenticator, AHaekc.Kniou.

@ CoBer

Bbl TaK:Ke MOXeTe UCNoAb30BaTb MOBUNbHOE NpunoxkeHue Blitz Key.

(® (dentity Blitz

Bxop B JIuHbIN kabuHeT

° 3ppascteyiiTe, UBaHoB UBaH

@ Cwenrs nonssosarens

BBenuTe KoR NOATBEPKASHHS U3 NPUNOXEHNS

Koa w3 renepaTopa pasossix naponeit

Baeaue kon

MoaTeepavTs.

Bxon o email Koay NoATBEPKACHNR

B0 N0 KoRY NOATBepKaeHw 8 SMS

2.13. Bxop, c NOMOLLbIO PA30BOro NaponsA Ha ocHose BpemeHu (TOTP) 20



haBa 3

AByxdakTopHaa ayTeHTUPMKALMA 1 BXopa B
ceTeBble CNYXKObl

3.1 Bxopg, npu BKAOUEHHOW ABYX($aKTOPHOM ayTeHTudUKaumum

Mpu BKAOYEHHOW ABYXPAKTOPHOM ayTeHTUGMKaLMM NONb30BATENIO MOC/E BbIMNO/JHEHMUA BXOAA MO JIOTUHY M Na-
POAO UK NOBbIM APYrMM AOCTYMHbIM CNOcobom noTpebyeTca JONOAHUTENBHOE NOATBEPKAEHUE, HAanpuMep,
C MOMOLLBIO KOZA NOATBEPKAEHMA, NONYYeHHOro B SMS-coobLieHun, push-ysegomneHnn, no 31eKTPOHHOMN no-
YyTe, CreHEPMPOBAHHOTO B CMELMANbHOM MOBUABHOM NPUAOKEHUN MW AOCTABAEHHOTO B BUAE NOCAeAHUX Lbp
BXOAALLErO 3BOHKA.

MpunBA3Ka Homepa MobUAbHOrO TenedoHa OCyLLECTBAAETCA N0/Ib30BaTENEM CAMOCTOATENbHO Yepes JINUHbIN Ka-
6uHeT, 160 BbINOAHAETCA B MHOW CUCTEME YNPaBAEHMSA AaHHbIMM N0/1b30BaTENSA, UCNO/b3YEMOM B OpraH13aLmm.

A\ BHumanue

Ecnuy nonb3osatens B JIMuHOM KabuHeTe He 3agaH HOMep MOBUNBbHOTO TesiedOHa, TO OH HE CMOXKET UCMONb-
30BaTb NoATBEPXKAEHME BX0oAa Yepe3 SMS nim no Bxoaallemy 3BOHKY.

Bxopa B JIN4HbIA kKabuHeT

HaxmyTe «[TpOAOMKUTL», 4TOBk! MOATBEPAMTS BXOA M0 380HKY
Ha HoMep +7903*****52. Bam HyXHO GyaeT BBeCTM nocneaHie
4 UNPBI BXOBAILETO HOMepa. OTBENATb HA IBOHOK HE HYXHO

[na noareepAeHUA BXO4a C MOMOLLbIO KOAA NOATBEPXKAEHMA, NONb30BaTeN0 HeO6X0,EI,VIMOZ

1. BbINOMHUTL BXOA B NpUAOXKeHUe, 3alwmLieHHoe Blitz Identity Provider, no norvHy u naponto nnamn nobbim
APYrMM LOCTYMHbIM CNocobom;

2. BbibpaTb NpeAnoYTUTENbHbI CNOCOD NOATBEPKAEHUA BXOAA, ECIM HACTPOEHO HECKOJ/IbKO CNOocoboB, Ha-
)aTmem KHoMKu «[pyrve cnocobbl noaTeep)aeHusa». Mo yMmonyaHuio npeaiaraeTca BBECTU KO NOATBEp-
®aeHus ns SMS-coobeHna uam push-ysegomneHns, KOTOPOE MOXKHO NOAYUYUTL Yepes MOBUAbHOE Npu-
NOXeHue.

3. MNoAaTBepAnTb BXOA, B YYETHYHO 3aNMCb B 3aBUCMMOCTHM OT Bbl6paHHOrO cnocoba:

* BBOAOM KoZa, nonyyeHHoro SMS-coobueHmnem nam push-ysegomnexmvem;

21
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® identity Blitz

Bxoa B JInuHbIV kKaGuHeT

BeeauTe koa noaTBepxaeHNs 13 SMS-coobGLieHns,
OTNPABNEHHOTO Ha HOMep +7903****52,
[10 OKOHUaHWS CPOKA AGHICTBHA K@ OCTANOCH 284 CeKyHA,

Koa noaTeepxaeHus

e

MoaTeepanTs

* BBOAOM KOZa M3 MOBUIBHOIO NPUNOXKEHUA, TEHEPUPYHIOLLETO KOAbl NOATBEPKAEHUA.

® dentity Blitz

Bxoga B JInuHbIN kabuHeT

| BseguTe kog NOATBEPKAEHNA U3 NPUNOKEHNS

Kop u3 rexepatopa pa3sosbix naponeit

BeeawTe kon

MoaTeepanTs

Bxop o email koay noATeepHaEH#R
Bx0a N0 Koy NoATBepKaeH#s B SMS.

BXOA 10 BXORALUEMY 3BOHKY

* BBOAOM KOAa, AOCTaB/AEHHOrO B BUAE NocaAegHUX LumMbp BXOAALLETO 3BOHKA.

® identity Blitz

Bxoa B JInyHbIV KabuHeT

Ceifuac Bam NOCTYMUT 3B0HOK Ha HoMep 8903*****52 ¢ Homepa

7499511****,
BaeavTe 4 UuchpEI BXOASLLErD HoMepa B TeveHie -1 495

GeKyHf, YToBbl MOATBEPANTS BXOf.
Ocranocs nonbitok: 10

Kon noaTeepxaeHws:

ToATeepAUTS

¢ BBOAOM KOAa, NO/Iy4eHHbIM Ha agpec 3ﬂEKTpOHHOﬁ nouyThbl.

@ Identity Blitz

Bxop B JIM4HbIN kabuHeT

BBeuTe KOfl NOATBEPXAEHIS, OTNPABNEHHbIiA Ha aApec
SMEKTPOHHOM MOTBI 444443 k@
[lo oKoH4aHWUs! CPOKa AeNCTBUS KOla OCTanock 289 cekyHa.

Kon noaTaepxaenus

Kop noaTeepxaeHus

ToATaepAuTS

* MOATBEPKAEHMEM Yepes JOBEPEHHOE NpUoXKeHue, Hanpumep, Blitz Key. NoapobHee.

Ecnun y nonb3osaTtens He HaCTPOEH HM OAHOTO cnocoba NonyYeHUs KoAoB NOATBEPKAEHUA, TO ByaeT oTobpakeH

3.1. Bxog npu BKAOYEHHOW ABYX($aKTOPHOU ayTeHTUPUKauum
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3KpaH C oWKn6KoI.

CpoK geWcteumA Koga, oTnpasneHHoro SMS-coobuieHem, no ymonyaHuto orpaHunyeH 300 cekyHaamu. Cpok aem-
CTBUSA KOAA, CFeHEPUPOBAHHOIO MOBWIbHBIM NPUAOKEHUEM, orpaHmnyeH 30 cekyHaaMu.

Mpu nocneaytoLmMx BXoaax ¢ AaHHOMO YCTPOWCTBa M Bpay3epa MOXKHO MPONYCTUTL 3Tan BBOAA Koda noatsep-
XAeHus. B aTom cnyyae, ecnu Bxog B NopTan NpoaeT ycrnewHo, To byaeT 3anoOMHeHO YCTPOMCTBO 1 bpaysep
no/ib30BaTeNA: Npu Noc/iedyoWwnx BXogax He noTpebyeTca JIOTUH, a TaKKe MOATBEpPXAaTb BXOA, NPY MOMOLLM
KoZa M3 MOBUABHOIO NPUNOKEHUA.

3.2 Bxogp, B ceTeBble CNyK6bl

Ecnu cuctema HacTpoeHa COOTBETCTBYHOLMM 06pa3om, NoNb30BaTENIM MOTYT BXOAMUTb B ceTeBble CNy»Kbbl Yepes
Blitz Identity Provider kak no nepsomy, Tak n BTopoMy $GaKkTopy ayTeHTUPUKALLUN.

B cniyyae nepBUYHOro BXxoAa Noc/ie0BaTe/IbHOCTb AeNCTBMIA N0b30BaTENA HE OTIMYAETCA OT CTaHAAPTHOrO BBO-
[a 10rMHa M NapoA B OKHe AocTyna K cayxkbe. Mpy 3ToM MaeHTUOUKALMIO NOb30BaTeNA OCYLLLECTBAAET He CYXK-
6a, a Blitz Identity Provider.

B cnyyae noaTBeprKAEHMM BXOAA HA BTOPOM GaKTope BO3MOMKHbI CNeayroLLne CLEHapUu:

1. MoaTteepraeHue no koay ns SMS, push, TOTP, HOTP, email — nocne nepsrMyYHOro BXxoAa no SIOrMHy U Naponto
Nnonb3oBaTeNlo HEOH6X0AMMO BBECTM KOZ, B OKHE A0CTYNa K cnybe.

2. MopaTeepkaeHWe B JIMUHOM KabuHeTe NoNb30BaTeNsA —N0/1b30BaTE b CHaYaNa BXOANUT B CBOM JINYHBIN Kabu-
HeT ¢ 06a3aTe/IbHbIM NPOXOXKAEeHVEeM ABYXbaKTOPHOMN ayTeHTUdUKaumn. [lanee Nonb30BaTe b BbINOAHAET
NepBUYHbINA BXOA B CETEBYIO C/IYXKDY, NOC/Ie Yero cny>kba NepexoamT B PeXKMM OXMUAaHWUA NOATBEPKAEHUS.
B /lnuHom KabuHeTe noasnseTca coobLieHne O NonbiTKe BXO4A, B KOTOPOM M0/b30BaTeNt0 HEOBX0AMMO
HaKaTb KHOMKy [Todmeepoums.

A Npeaynpexaenue

MoaTeepkaeHue B JInuHOM KabuHeTe He noaaepuBaetca B bpaysepe Internet Explorer 11.

&) Blitz Profile Npuser, pivanov@biploct ® =

TInHbIi KaGuHeT

Bui BxonuTe & NpunoxeHye RADIUS APP Local. MoATsepauTs 8x0a7

9:50:39

3.2. Bxop, B ceTeBble CnyK6bl 23



hasa 4

KaK nosnb3oBaTtbca JInuHbim KabuHeToMm

4.1

YnpasneHue HaCTPOMKaMM y4eTHOM 3anucu Nosib3oBaTens

YnpaeneHue gaHHbIMK y4yeTHOW 3anucu B cucteme Blitz Identity Provider ocyuwiectenserca nonb3oBatenem ye-
pe3 npuaoxeHue — JINuHbI KabuHet. na goctyna K JIMUHOMY KabUHETY N0N1b30BaTENb MOXKET BOCMNO/1b30BaTbCA
CCbIIKOM, Hanpumep: https://idp.domain.ru/blitz/profile.

BHewWwHWIM B1A, JINYHOTro KabrMHETa MOXKET OTIMYATLCA B 3aBUCMMOCTU OT HAaCTPOEK, YCTAaHOB/IEHHbIX OpraHn3aum-

en.

JINYHbIN KabUHET Nonb3oBaTeNsa — Be6-NpuaoKeHne, B KOTOPOM NO/b30BaTEb MOXET BbINONHUTL Caeaylouimne
[LEeNCTBMA C YY4ETHOM 3aNuUChblo:

NOCMOTPETb U U3MEHUTb AaHHbIe CBOEW YYEeTHOM 3anucy;

nocmoTpeTb nocnefHune cobbiTna 6esonacHocTM (Hanpumep, cobbiTUA BXoAa);

CMEHWTb Napob;

NMOCMOTPETb M HAaCTPOUTb CNOCOobbI NOATBEPKAEHMA BX0OAA (ABYX$AKTOPHOM ayTeHTUPUKALUN);
NMOCMOTPETb M HAaCTPOUTb K/toUM besonacHocTy;

NOCMOTpPETb NPpuBA3aHHbIE Yy4eTHble 3aNnChN COLMaNbHbIX ceTeﬁ, npuBA3aTb HOBblE «BHELLIHMNE» YYETHbIE
3anncKn, oTBA3aTb JIMLUHNE YYETHbIE 3aNncy;

NOCMOTPETb NPUBA3aHHbIE YCTpOﬁCTBa A0CTyna, OTBA3aTb /ILLUHNE YCTpOVICTBa;
NOCMOTpPETb U 0TO3BaTb BblAaHHbIE NPUNOXKEHNAMU pa3pelleHNA Ha A0CTYN K AaHHbIM;

NOCMOTpPETb cobbITnA 6esonacHoCcTu.
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4.2 CmeHa napona

[na cmeHbl napons aBTopM30BaHHOMY N0/1b30BaTENIO HEO6XOANMMO OCYLLIECTBUTDL CeaytoLine AeACTBUA:
® Ha cTpaHuue JInyHoro kabuHeTa nepenTn B pasaen «besonacHocTb» U BbiIbpaTh BKAAAKY «[laponby»;

* Ha cTpaHuue «CmeHa napons» HeobxoAMMO BBECTM TEKYLIMIA Naponb Npu HeobXoAMMOCTU M HOBbIN Na-
ponb;

® eCc/n OfHOBPEMEHHO CO CMeHOW napona HeobxoaMmo cbpocnTb ceccMmn NobL3oBaTeNA U BbINTU C APYTUX
YCTPOICTB, TO HEOBXOAMMO OTMETUTbL YEKBOKC «BbIATU C APYrMX YCTPOMCTBY;

® Ha)kaTb KHOMNKy «CoxpaHUTb»;

® ec/Nu TeKyLWMit Naposb yTepsH, HEOBXOAMMO BOCMO/1b30BaTLCA QYHKLMEN «3abbliv Napoib?»

© nNpumeuanue

Cm. npouedypy soccmaHoeneHusa napons (ctpaHuua 37).

Mapons

Cmena naponsa

MepuoaMecky MeHATe CBOA Naposb. PeKOMEHAYETCA HCNONL30BATE NAPOMk W3 NPOMMCHLIX, CTPOUHBIX BYKE 1 XOTA 6kl C OAHOR LMPOI
He NpUMEHAIATE Naponk, MCnonsayeMsie ANA APYTMX CAATOB, U NAPONK, KOTOPLIE MOXKHO NErKo NoAoGpaTh.

. MNaponk AonxeH cogepxars:
Tekywun napone | ssreeees

« 8 unu Gonee cUMBONOR

' CTpOYHYIo ByKey
Hoesiii napons | |

Maponk: He COOTEETCTBYET
TpeboeaHUAM

MoareepauTe HOBLIM Naponb @&
——

He npumeHAnTe naponu, KoTopbie
nerko nogobpate.
BeiiiTit ¢ gpyrux ycTpoicTe

4 napones?

4.3 YctaHOBKA AN U3MEHeHue KOHTPOJ/IbHOro BOMNpoca
[N yCTaHOBKM UMW M3MEHEHWNA KOHTPO/IbHOrO BOMPOCa M OTBETA HA KOHTPOJIbHbIN BOMPOC aBTOPM30BaHHOMY
Noab30BaTeNto HEOBXOAMMO OCYLLLECTBUTDL Cieaytolime AeACTBUA:

* Ha cTpaHuue J/InyHoro KabuHeTa nepeitu B pasgen «besonacHocTb» 1 BbIGPaTh BKAaAKY «Maponby». Me-
penTh K 610Ky «CMeHa KOHTPO/IbHOTO BOMPOCa»;

¢ B noJsie «TeKyWmin KOHTPOJIbHbIN BONPOC» HEOHBX0AMMO BbIOpaTh BONPOC U3 NpeasiaraeMoro crnpaBoYHKKa
¢ B nosne «OTBET» BBECTM OTBET HA BbIOPAHHbIN BOMPOC M HaXKaTb KHOMKY « COXPaHUTb».

e ECnn HY)KHO CMeHUTb paHee 3aAaHHblﬁ BOMPOC, TO HAAO0 Ha*aTb Ha CCbI/IKY C TEKYLWMM BOMPOCOM, U Bbl-
6paTb HOBbI BOMPOC 1 3a4aTb OTBET HA HETO.

4.2. CmeHa naponsa 25
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CmMeHa KOHTPONbHOro Bonpoca

BuifepuTe KOHTPONBHGIR BONpocC W BBEANTE CODTBCTCTBVIOLLLMH emy oTeeT. Mcnons3oBaHve aHHoro Metoaa a)’TCHTHdJMKﬂU,MM NO3BONWT YNPOCTUTE NpoUeypy
BOCCTAHOBNEHWA AOCTYNA, B CNy4ae HeobxoanMocTH

TeKyLMit KOHTPONEHLIN BONPOC He zapaH v

Oteet

OTmeHa CoxpaHuTh

4.4 YpaneHue 3aNOMHEHHOro yCTPOMCTBa

[na ypaneHna 3anoMHEHHOro yCTpOVICTBa HEO6X0,EI,VIMO BbINO/THUTbL cneayrouiue waru:

* Ha cTpaHuue JInyHoro KabuHeTa nepenTy B pasgen «be3onacHocTb» 1 BbIGpaTh BKAAAKY «YCTPOUCTBAY;

& a ©

OCHOBHBIE aHHbIE BezonacHoCTb CobbiTHA

JINYHBIIA KBBWHET / Besonacrocrs

YCTpoAcTBa

3anoMHeHHble YCTPORCTBa AoCTyna

B 3TOoM cnincke OT-UﬁdeGETCH nepeveHb rpmno»’ewﬁ wn 5p:1}-‘3€'pDB. C KOTOPLIX Bbl BXOAWNW B CBOH YHETHYH 3anWch. ECnn B CNWcke MMEOTCA He3HaKoMble
NPWUNOXEHWA, YAanWuTe MX, 4yTobBI NPeRoTBPaTUTE ABTOMaTMYeCKWii BXOj

NocneaHwnii
YeTpoiicTeo Bpayzep MocneaHWiA BXoA IP appec
E] (O windows 10 Chrome 110 10.02.2023, 18:35 Wcnonezy ac 192.162 n
E © windows1o Chrome 110 08.02.2023, 16:59 192.168.1.2 n
[E] O windows1o Firefox 109 02.02.2023, 16:20 192.168.1.3 n

* Ha CTpaHuLe «3anoOMHeHHble YCTPOCTBA 4OCTYMNa» HalTW YyCTPOMCTBO, KOTOPOe HeobXoAMMO yaaNUTb, 1

HaXKaTb 3HAYOK «YaanuTb» ( ) HaNPOTUB Ha3BaHMA AAHHOIO YCTPOICTBA.

4.5 MNMpocmoTp M ynpasneHmne npuBA3aHHbIMU YyYETHbIMU 3aNUCAMMU COLU-
anbHbIX ceTen

[lnsa npocMoTpa CN1cKa akKayHTOB COLMAsIbHbIX CETeN, CBA3aHHbIX C Y4ETHOM 3aMNmnCblo, aBTOPM30BAHHOMY MOJIb-
30BaTeNto He06X0AMMO OCYLLECTBUTL Ciedylowue AeicTBuaA:

4.4. YpaneHue 3aNnOMHEHHOrO YCTPOICTBa 26
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* Ha cTpaHuue JInuyHoro KabuHeTa nepeintn B pasgen «besonacHocTb» 1 BbIGpaTh BKAaAKY «CoumanbHble
cetm»;

- a ©

JINYHBIA KaBUHET / Bes

CoumantHble cetTi

ﬂpMBﬂBaHHbIE Y4€eTHbIe 3anncu

YUeTHble 3aM1CK HE NPUBA3aHb

MpuBA3aTh Y4eTHY 3an1cb Apple ID AHAeKC CGep ID Google VK Facebook ESIA OAHOKNACCHUKW Mail ID

® B C/ny4vae H€‘06XO,CI,VIMOCTVI yAaneHna CBA3KU C aKKayHTOM cou,maanoﬁ CeTn cneayeTt HaXaTb 3Ha4YO0K «Yna-

NNTb» ( ) HanpoTuB Ha3BaHUA COOTBETCTBYPOLLI,EIZ 3anucu. MNpunoxeHne nponageT U3 Cnucka.

4.6 Hactpoiika cnocob6oB noarsep)xaeHua Bxoaa (AByx$paKTOpPHOI ayTeHTH-
dukauyum)
ﬂ,ﬂﬂ BK/Z1lOYEHUA BTOPOro cbaKTopa BYTeHTMCbVIKaLI,VIM dBTOPNU30BaHHOMY NMO/1b30BATENHO HeO6XO,EI,MMO Ha CTpaHuU-

ue JlnuHoro KabuHerta nepeitn B pasgen «besonacHocTb» 1 BbIGpaTh BKAaAKY «MoATBEp:KAEHME BXOAaA», rae
npeacrasneHa BO3MOXHOCTb HAaCTPOMKM METO0B NOATBEPXKAEHNA BXOAa.

4.6. HacTpoiika cnoco60oB noaTsepKaeHUA BXoaa (AByxdaKTopHoit ayTeHTUdPUKaLMK) 27
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& a ©

OcHOBHbIE faHHLIE BEezonacHoOCTbL CobuiTuA

JINYHBIA KABUHET / Sesonacocts

MoATEEpXAEHUE BXOAA

HacTpoiika noATEE pXKAEHUS BXOAA

3alMTITE YYETHYH 3aNUCh, HaCTPoOMB cnocob NOATBEPXKASHWA BXO1a (ETC|]OFW dakTop ayTeHTUdKMKaLWK). Torga nocne BBOAa Napons V'IOT:)ES‘)"E_CF BBECTW
KOA NOATEEPMASHKA.

MNoatee
MNoareepxa

3 BbIKNTHOYEHO
YaeT _|:‘E'5OEBT=C= TONLKC B O1y4YaAX, onpejengHHeIX 3aAMUHACTRATOPOM.

HECTPOEHHE\E cnocoBbl noaATBEPXOEHWNA BXOA4a

B MoATBEpPNAEHE C NOMOLLBI0 KOAA
[

Homep TenegoHa +7(964)4567823

AocTynHble ANns HacTPORKW cnocobbl NO4TEEPXKAEHWA BXOAA
Kogk! NOATBEPHAEHWA U3 CNELWManbHOTo reHepaTopa
W-CI'D,'IbE)‘ﬁ_E cneuraneHoe ‘J"CTC-CFICTEID AnA reHepupoEaHinA Koda.

Kofbl NOATBEPHAEHNA U3 MOBUABHOTO NPUNOKEHWA

McnonLayiTe cMapTdoH ANA reHepupPoBaHUA Koaa.

[JocTynHbl cnegytowme cnocobbl NOATBEPKAEHUA BXOAA:
1. C nomoLLbio pa3oBbIX Naponen, Noay4eHHbIx SMS-cooblueHmem nnm yepes push-ysegomnexue.
2. C nomoLLbiO KOAO0B NOATBEPKAEHMA U3 CNELMaibHOro YCTPOICTBA, reHePMPYIOLLErO Pa3oBble Naposu.
3. C nomMoLLblo KOA0B NOATBEPKAEHMSA, FEHEPUPYEMbIX B CNELNaIbHOM MOBUABHOM NPUAOKEHUN.,

MepBbIit BapuaHT NpegnonaraeT HaAnYMe NPUBA3aHHOTO HoMepa MObUbHOrO TenedoHa B y4ETHOM 3aNUCK NOJb-
30BaTens. BTopoi cnocob MoXKeT MCnonb30BaTbCA MPU HAIMYMK CMIELMAIbHOTO YCTPOICTBA, TeHEePUPYIOLLETO pa-
308Bble Napoaun. TpeTnit cnocob npeagnonaraet HaMYMe YCTaHOBNEHHOTO CNeLMaNbHOro MOBUIbHOIO NPUOKe-
HUs.

[N HacTPOMKM NOATBEPIKAEHMA BXOAA C MOMOLLbIO CNeLMaabHOro reHepaTopa nosib3oBaTento HeobxoAMMO Bbl-
NO/IHUTL CNeaytoLme AelCTBUA:

* Ha BKnaake «lloaTeepxaeHune Bxoaa» B pasgene «ocTynHble 418 HaCTPOWKM cnocobbl NOATBEPHKAEHMA
BXO4a» HaXkaTb Ha KHOMKY «KoAbl NOATBEPIKAEHMA U3 CMEUMaNbHOro reHepaTopa», B pesysbTaTe Yero oT-
KPOeTCcA NPMBA3KA YCTPOCTBA ANA reHepauun Kogos B Kadectse cnocoba aAByxdaKTopHOM ayTeHTUdUKa-
uunn;

4.6. HacTpoiika cnoco60oB noaTsepKaeHUA BXoaa (AByxdaKTopHoit ayTeHTUdPUKaLMK) 28
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- a8 o

OCHOBHbIE AaHHLIE GezonacHocTb CobbITKA

JINYHBIA KABUHET / Be

MoATBepXAeHWe BXOAA

HacTpolite MeToj ycuneHHoii ayTeHTUdMKaLMMK

BeeguTe cepuiiHblii HOMEp YCTPOIACTBA, reHepUPYHIOLLIETO Pa30EBblie Napou

CepuiiHeIA HoMep

CreHepupyiiTe Nogpaj 3Ha4eHns AR 3 KOJ0B NOATBEPKAEHNA M BEEAWTE X NOCIEL0BaTENEHO B NOAA:
3HaueHue 1

3HaueHwne 2

3HaueHue 3

omers

® BBECTU CEPUIHbIN HOMEpP YCTPOWCTBA, FEHEPUPYIOLErO Pa30oBble NApP0OaKU, B COOTBETCTBYIOLLEE MOJIE HA
CTpaHuLE;

® creHepupoBaTb NOAPAL 3HaYeHUA ANA 3 KOA0B NOATBEPKAEHMA U BECTU UX NOCNEAOBATENBHO B COOTBET-
CTBYIOLLME NONA, NPUBEAEHHbIE HA CTPAHULE.

[NA HaCTPOMKM MOBUNBHOTO NPUNOKEHUA ANA NOAYYEHUA KOAOB NOATBEPKAEHWA, NONb30BaTE/l0 HE0HX0AUMO
BbIMO/IHUTL CAeAyloLLIne AeNCTBUA:

e Ha BKknagke «MoaTsepaeHune Bxoaa» B pasgene «JocTynHble ANa HaCTPONKKM CNocobbl NOATBEPKAEHUA
BXOZa» Ha)KaTb Ha KHOMKY «MoBUAbHOE NPUAOKEHUEN», B pe3y/ibTaTe Yero OTKPOETCA OKHO YCTaHOBKU U
HACTPOMKN MOBMNBHOIO NPUIOKEHNS B KayecTBe cnocoba AByxdaKTOpHOM ayTeHTUdUKaLmu;

4.6. HacTpoiika cnoco60oB noaTsepKaeHUA BXoaa (AByxdaKTopHoit ayTeHTUdPUKaLMK) 29
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OCcHOBHbIE AaHHble Be3onacHoCTE Co6biTnA

JInuHbIN KABUHET |/ Besonackocts

MoATsepxaeHye Bxona

HacTpoiite meToa ycuneHHoi ayTeHTUKaumm

VcnonsayiiTe Balu CMapT(OH ANIA FeHEPVIPOBAHKA PA3oBbIX Maponeit

VCTaHOBHUTE CrieuMansHoe NPUoXeHie

VInv BBEANTE CEKPETHBI KOR BPYHHYIO

T3MF OJGU RANM 46MO D6AD 7E5U 62SU MQSV

BBEAVITe Pa3oBblii Napofib, CreHEPUPOBaHHbIV MPUTOKeHIe.

Pa3oBbiii napons

omiena

® CKayaTb Ha cMapTdOH MOBUIbHOE NPUIOKEHWNE Os reHepaumu napoaei. Ha ctpaHuLe HacTpoiiku 3To-
ro MeToZa NpeacTaB/ieHbl CCbIIKM, NO KOTOPbIM MOXHO 3arpy3uTb AaHHOE NPUIONKEHUA A5 PA3/IUYHbIX
MobunbHbIX OC:

—anaios;
— ana Android.

® CBA3aTb MOOMbHOE NpUNOXKeHMe, Hanpumep, Blitz Key 1 yueTHyto 3anuce nonb3sosatens. [1aa sToro Heob-
XOAMMO OTKpPbITb MObunbHOe npunoxeHue Blitz Key n chpotorpadmposats QR-Koa, UM BPy4HYIO BBECTU B
NPUNONKEHNE CEKPETHDBIN KOg, OTOBPaXKEHHbIN HA 3KpaHe.

4.6. HacTpoiika cnoco60oB noaTsepKaeHUA BXoaa (AByxdaKTopHoit ayTeHTUdPUKaLMK) 30
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Peak CoodT +

[o6aBuTb
BPYUHYHO

CEerTHbIe KoAbl Bce Koabl

509674

bip-demo.idblitz.ru

ocTanochk 25 cek

B9 CkaHMpoBaThb

4.6. HacTpoiika cnoco60oB noaTsepKaeHUA BXoaa (AByxdaKTopHoit ayTeHTUdPUKaLMK) 31
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® BBECTU paBOBblﬁ KOO noAaTBepXaeHuA, CFEHepMpOBaHHbIﬁ MOOUIbHBIM npunoxeHnem, B COOTBETCTBYHO-
wee nose B 6pay3epe Ana noarsepXaeHnAa CBA3KU yquHoﬁ 3anmMcu U MobuabHOro NMPUNOXKEHUA.

e yb6eauTbes, 4To B JIMuHOM KabuHeTe B pasaene HacTpoeHHble cnocobbl NOATBEPKAEHNA BXOAA NOABUTCA
COOTBETCTBYIOLMIA CNOCOB, U NOATBEPKAEHME BXOA4A BK/IKOUEHO — NepektodaTens «loarsepaeHue Bxo-

Aa» BKNIIOYEH.

- a 9}

OCHOBHbIE AlaHHbIE besonacHoCTb CobbiTka

NWYHBIA KaBUHET / Besonacrocrs

MOATEEPHASHNE BXO4Z

HacTpoiika noATBepXAeHMa BXoja

| B BalUei YUETHOM 3aNNCH BKAKDUEHO NOATEEPKAEHWE EXOAS (BTOPOH $aKTOP ayTEHTUDMKALMK)

E MNogTeepxaeH Aa BKNH4YeHo

MoareepxaeH

yAeT Bceraa TpeboBaTkCA NPU BX04E B CUCTEMY.

[ a o

OcHOBHBIE 43HHLIe BezonacHocTb CobuiTus

NVYHBIA KaBWHET / Bes

MoATsepkaeHIE BXoaa

HacTpoiika noaTeepxiaeHus BXxoaa

I B BalUell y4eTHOM 3aM1CK BKAOYEHO NOATEEPXAEHNE BX0Aa (ETOPO $aKkTop ayTeHTUdMKaL i)

A3 BKNH4YeHO

oaTBEpMAE eT Brerga TpeboBaTECA NPW BXOAE B CUCTEMY.

YT106bl MCNONb30BaTb BTOPOI paKTOp NOATBEP)KAEHUA BXOAA — AOCTaBKa KOAOB MOATBEPNKAEHUA, AOCTAaTOYHO
npusasaTb Homep MobuabHOro TenedoHa K y4eTHOM 3anucu.

[anee Heobx04MMO OCYLLECTBUTL Nepexos B pasaen «besonacHocTb» 1 ybegunTbes, YTo Ha BKNaaKe «Moarsep-
AEHWe BXoZ4a» AaHHbIN cnocob noaTeepXKAeHMA BXO4a HAaCTPOEH YCMELLHO U nepekatodaTenb «loarsepxaeHue
BXO/Z1a» BK/IOYEH.

HaCTpOEHHbIe cnocobbl NoATBEPXKAEHWA BXO4a

E MoATEepXAEHME C NOMOLLLIO KOAa
sesuss

Homep TenedoHa +7(910)1234567

4.7 NMpocmoTp cobbiTnit 6esonacHocTH

[na otkntoveHnA AByxPpaKTOpHOW ayTeHTUPUKaLuKn Heobxoammo nepeiTn B JINUHbIA KabuHeT B pasaen «loa-
TBEPKAEHWE BXOAA» U BbIKIOUYUTL Nepektodatens «MoaTsepaeHne Bxoaay.

Monb3oBaTesnto 4OCTyNeH NPOCMOTP OCHOBHbIX CODObITUM, CBA3AHHbIX C AENCTBUAMM yYeTHOM 3anmcu. Hanpumep,
nHdopmaLma o BXxoge n/mam ebixoge B JIMUHbIN KabUHET U3-nog yYeTHOM 3anucy noab3osaTens. Ytobbl npo-
CMOTpPETb OCHOBHbIE COObITUA HE30MaCHOCTH, CBSA3aHHbIE C AEUCTBUAMM NOb30BATE/A, HEOOXOAMMO BbINONHUTD

4.7. NpocmoTp cobbiTnii 6esonacHocTU

32
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cneaytolme AencTeus:

® Ha cTpaHuLe JInyHoro KabuHeTa B pasgene «OCHOBHble AaHHbIe» U NeperTH K Boky «MocneaHue cobbl-
TMA». B HEM COAEPKUTCA CeaytoLan MHGopMaLmMa 0 NOCAeAHNX AENCTBUAX MO/b30BaATENA YYETHOM 3ann-
cm:

* TN cobbITnA;

® CUCTEMA, B KOHTEKCTE KOTOPOW COBEPLLEHO AENCTBUIE;
¢ |P-agpec yCcTponcTea;

® YCTPOICTBO, C KOTOPOTO COBEPLUEHO AENCTBUE;

® [aTa U BpemA cobbITusA.

TWsHBIi KaBUHET

[anmbie yueTHoiA 3anucu

Mpn HeobXoAMMOCTM MOCMOTPETb PACLUIMPEHHbIN NepedyeHb CobbITUA nan 6onee paHHUE COBbLITUA MOMKHO Ha-
aTb Ha KHOMKy «[locMmoTpeTb BCe» uau nepeintu B pasaen «Cobbitnay.

& a (0]

TIM4HbIA KABMHET | Cossmma

MpocMOTp COBLITHI
€ aAMUHMCTRATOpPOM.

| 3eCH OTOBPAXAIOTCH 0CHOBHAIE COBLITHA BX04a / BbIX0Ra Bawedt yueTHoit sancy. TP HaNWAM AGHCTRMI, KOTOPSIX Bl HE COBEPLUANH, CaRKHTECH

01.05.2019 00:00 30.05.2019 23:55 sa cymn sa negeno 3a mecsy

=3

B 3Tom pasgene HeobXoAMMO yKasaTb BPems, 3a KOTopoe c/ieayeT oTobpasunTb CoBbITUA M HaXKaTb Ha KHOMKY
«MpumeHUTb» (NMBO BbIBPATL OAMH U3 NPEAYCMOTPEHHbIX BAPMAHTOB — 3a CYTKM, 33 HeZeNto Uam 3a mecau). B
pesynbTaTte 6yayT NoKasaHbl cObbITMA 33 BbIOPAHHbIM Nepuoa.

4.7. NpocmoTp cobbiTnii 6esonacHocTU 33



hasa 5

PerI/lCTpaLI,VIFI U BOCCTaHOB/NEHUNE AO0CTYnNaA

5.1 Perucrpauyua HOBOro nosib3oBartensa

Pernctpauus nonb3osatens 8 Blitz Identity Provider asnaetca ob6asatenbHbiM ycnosmem paboTbl Nonb3osaTensa B
NOAKNOYEHHbIX Be6-caiTax U NnpunoxKeHusx. [aa pernctpauymn nonb3osatens HeobXoAMMO BbINOAHWUTL Cleay-
lowue aencTeus.

® 3anycTuTb Beb-6paysep;

® BaApecHoO CTpoKe Beb-6pay3epa BBECTM CCbIIKY MOPTana, NogKato4eHHoro K Blitz Identity Provider, u uHu-
LUMMPOBaTb BXOA,;

® Ha OTKPbIBLIENCA CTPaHWLLE BXOAA NepPeinTu No cCbifike «3aperucTpupoBaTbca».

34



Blitz Identity Provider, Bepcus 5.34

@ Identity Blitz

BxoA B JIMUHbIA KaBUHeT

JoruH

MorvH

Mapone

Mapons ®

3abkinn napons?

Boiiti

o G ¢« @8 6 @ 2
rocycnyru
(% CBEP ID
Bxoga no ceaHcy OFIEpaLLMOHHOﬁ CUCTEMBI
Bx0/ Mo 3NeKTPOHHOM NoANMcK
BX04 Mo KoAy NOATBEDXASHWA B SMS

Bxog no QR-kogy

Hert akkayHTa? 3aperncTpupoBarsca

Mcnonk3yiTe MHKOTHUTO ANA BXOA3 C YYKOTD YCTPONCTES

BHeWHWI BUA CTPaHMLbl PErMcTpaLMM NONb30BaTENE MOXKET OTNIMYATLCA B 3aBMCMMOCTM OT HacTpoek Blitz
Identity Provider, ycTaHOBNeHHbIX OpraHu3aumeit. Ha cTpaHuue perMcTpauum nonb3oBaTento HeobxoaAMMOo BBECTH
CBOW [aHHble B COOTBETCTBYHOLLME MONA, HANPUMEp:

e pamunus;
* UMs;

* HoMep MOBUIbHOTO TenedoHa. Ha YKa3aHHbI Homep byaeT oTnpasieHo SMS ¢ Kofom ana noaTBepKae-
HUA MobunbHoro TenedoHa.

® afpec 3/NeKTPOHHOM MoYTbl. Ha yKasaHHbIA agpec 6yaet oTnpas/ieHo NMUCbMO C KOAOM MOATBEPKAEHMA
nouTbl;

® Napo/jib U nogreepaeHne napona;

5.1. Perucrpauma HOBOro nonb3osarens 35
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@ Identity Blitz

Perncrpauns

Boiti

PamMUnuA

DamMunua

Wmna

Wwua

OT4yecTeO

Or4ecteo

Homep moGuneHoro TenedgoHa

+7(999)9999999

Appec 3NeKTPOHHO# NOYTHI

mail @ example.com

BbiGepuTe KOHTPONbHLIA BONPOC

Kakaa neerybA (hamiuniva v Balein Matepu X v

Bonpoc B AansHerweM MoXeT BbITh UCNONL30BaH ANA NOATEEPH(OEHWA

BNafeHUA Bael Y4eTHOW 3anuchio
MpuaymaiiTe oTBET HA KOHTPONBHLIA BONPOC

OTteer

3anoMHWTE OTBET HA KOHTPONLHLIA BONpoc. OH MOXET NoTpeGoBaTLCA
ANA NOATEERHASHWA BNAASHWA BAWeK YYETHOW 3ariCeio

MpuaymaidTe napons

. @&

MoeTopuTe Nnaponk, 4To6bl He OWKWEUTLECA
Baw napons ewe pas &
Mapone nonxeH COCTOATE HE MEHee Yem 12 8 cumeonoe

PexomengyeTca, 4Tobbl NAponk COCTOAN W3 NPONUCHBIX M CTPOYHbIX OYKB

W UMEN XOTA Bkl 0HY Ungpy. He NPUMEHARTE Naponu, MCNonb3yemse

ONA OpYrvX CAATOE, U NAponK, KOTOPLIE MOXHO NErko nogobpars.

Haxnman Ha KHONKY «3aperncTpUpoBaThCA» Bbl COMMAaWaseTech
© YCNOBMAMIKA UCNONBL30BAHUA

3aperncTpupoBaThCcA

[anee nonb3oBaTento MoXeT NoTpeboBaTbCA BBECTM KOAa NOATBEP)KAEHMA, KOTOPbIM 6bln OTNpaBiAeH B
SMS-coobLweHNN Ha YKa3aHHbIM Npu perncTpaLmm Homep mobunbHoro TenedoHa. MNocne noayyeHma Koga noa-
TBEPXKAEHUA Ha MOBWbHbIN TenedpoH HeEOBXOAMMO BCTaBUTb €70 B COOTBETCTBYHOLLLEE MONE.

[anee Takxke moxeT notpeboBaTbCA AONONHUTENIbHOE NOATBEPKAEHME afpeca 3/1eKTPOHHOM NOYTbI, YKa3aH-
HOro NPW PErucTpaLmm, Ha KoTopblit ByaeT oTnpaBaeH KOg NOATBEPKAEHNA U CCblnKa. HeobXxogMmo npountatb
NMCbMO, CKOMMPOBATL NOJIYYEHHbIM KOA, U BCTaBUTL €ro B NoJie BBOAA UM NEePerTH No CCbiIKe U3 MUCbMA.

Mocne ycnewHoMn perncTpaumm npomMsonaeT aBToMaTMUYECKMin BXOZ, B CUCTEMY, KyAa NONb30BaTe/lb M3HAYANbHO
WMHWULMMPOBa BXOA,

5.1. Perucrpauma HOBOro nonb3osarens 36
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5.2 BoccraHoBNAEeHME NApPOaA NO JIOTUHY

BoccTaHOBUTL Maposib YHETHOM 3aMMCK M0J/Ib30BATENA MOXKHO YHUKabHOMY naeHTUdMUKaTOpPy. B KauecTse naeH-
TMdMKaTopa B 3aBUCMMOCTU OT KOHOUTYPaLLMM CUCTEMbI AYyTEHTUGMKALLMM, YCTAHOBIEHHOM B OpraHn3aLmm, moryT
BbICTYNaTb aApec 3NEeKTPOHHOM NoYTbl, HoOMep MobUAbHOro TenedoHa, TabenbHbI HoMep U A4p.

[na BoCcCTaHOBAEHMA NONb30BaTeN0 HEOBXOAMMO BbINOAHWUTL Cleaytowmne AencTBua:

* Ha CTpaHULLEe BXOAA NepeiTy no ccbiike «3abbliv Naponb?». B pesynsbrate OTKPOETCA CTPaHMLLA BOCCTAHOB-
NeHuns napons.

@ Identity Blitz

Bxoa 2 JINUHbINA KabnHeT

Norux

NoruH

Napone

Mapons @

3abkinn Naponk?

HeT akkayHTa? 3aperncTpupoBaTLCa

McnonL3yiiTe MHKOTHUTO ANA BXO/A € YyKOro YCTpoicTsa

* Ha cTpaHuue «BoccTaHOBAEHMA AOCTYNa» BBECTM YHUKaNbHbIA UAEHTUPUKATOP:

— MpW BBOAE aAPeca 3/1eKTPOHHOW NOYTbI, YKa3aHHOro NPU PerncTpaumm, NMCbMOM NPUAET MHCTPYKLMA
Mo BOCCTAHOB/IEHMIO NAPOAS;

— Npu BBOAE HOMEPA MOBUABHOTO TenedpoHa, YKasaHHOro Npu PerucTpaLMm, Ha yKasaHHbIi Homep no-
CTYNUT COOBLLEHNE C OAHOPA30BbIM Naposem;

— Npuv BBOAE B KAaYeCTBE JIOTMHA YHUKANbHbIA MAEHTUGUKATOP, YKa3aHHbIA NPY PerncTpaLmm, oTkpo-
eTcA cTpaHuua ans sbibopa cnocoba nosyyYeHUa Koga 414 BOCCTaHOB/IEHWUA Naponsa (Npy Hanmuum
aNbTEePHATUBHBIX KaHA/I0B AOCTaBKM KOZa BOCCTAHOBAEHMSA).

® OMNUMOHANBHO CUCTEMA MOXKET NPeS/I0KUTbL BBECTM NPOBEPOYHbIN aTpUbyT (Hanpumep, damunuio) — ec-
X N0 yKa3aHHOMY naeHTUdMKaTopy byaeT HangeHa ydeTHas 3anuch, To 419 BOCCTAHOBEHUA 3HAYEHMe
NPOBEPOYHOro aTpMBYTa AOMKHO COOTBETCTBOBATL TOMY, YUTO XPAHUTCA B YH4ETHOM 3anuncu;

® HakaTb KHOMKY «BOCCTaHOBUTL AOCTYM».,

5.2. BoccraHoBAEeHUE NAPOAA NO NOTUHY 37
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@ Identity Blitz

BoccTaHoBNeHWe A0oCTyna

BoiTh

BBeaWTe NOTWH Baller y4eTHo#H 3anucu

‘ NoruH |

BoccTaHoBUTE J4OCTYN

Ecnun aaHHble BBeAEHbI BEPHO M B CUCTEME HaWAEH 3aperncTpMpoBaHHbI NOAb30BaTe b, B YYETHOW 3anncK Ko-
TOPOro yKasaHbl COOTBETCTBYOWME AaHHble (MOBUAbHbIN TenedoH U/Man 3NeKTPOHHaA NoYTa U/MAN YHUKaNb-
HbIN MaeHTUdMKATOP), TO Aanee CUCTEMA ONLMOHANbHO MOKET 3aNpoCUTb 00MNoAHUMesnbHoe nodmeepioeHue
(cTpaHuua 39). Mocne HeobxoAMMO cnefoBaTb UHCTPYKUMAM ANA Nepexosa Ha CTpaHULy BBOAA HOBOrO Napons.
MprMepbl 3KPaHOB NPUBEAEHbI HA CNEAYHOLMX PUCYHKAX.

@ Identity Blitz

BoccraHoBneHue AocTtyna

BhiGepuTe cnocob 0TNPaBkK KoAa NOATBEDYKAGHWA ANA
BOCCTAHOBMEHUA NOCTyNA:

(O Ompasims Kop nofTBEpKAeHNs N0 SMS Ha Homep: +7999"*"38

(O Ompaevms kon nopTeepKerin
Ha 3REKTPOHHYIO NONTY: m********0@gmail.com

OTnpaenTb

Puc. 1: 9kpaH Bbibopa cnocoba oTNpasBKM Koga NOATBEPXKAEHWUA ANA BOCCTaHOBAEHUA A0CTYNa

@ Identity Blitz

BoccraHoBneHue AocTtyna

Beeaute SMS-koa noaTBEPXAEHUA, OTRPaBNEHHLINA
Ha HoMmep +7999***** 38

[lo oKoH4aHWA cpoKa AelicTBMA PasoBoro NaponA
0CTanock 290 CeKyHA.

Koa NoATBepxkAeHUR

Ko noareepsaenin I

BoccTaHoBnTb gocTyn

Puc. 2: 3kpaH BBoaa SMS-Koaa noaTeBepKaeHuUA
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@ Identity Blitz

Maponk gomxen copepxars:

BoccraHoenenve goctyna

+ Bunv Gonee cUMBONOB

MpuaymaiiTe naponk ANA Baweil y4eTHO 3anucK

1 ¥

Maponk: He cooTeeTCTayeT

TOBTOPUTE NaponL, 4TOG! He OWGHTECA Tpebosanmam

Baw napons ewe pas @ ;
He npumiensiiTe naponu, koTopsie

nerko nono6paTh.

Maponk NOMKeH COCTORTL HE MEHEe 4eM U3 8 CUMBONOB.
PEKOMEHAYETCA, 4T0GLI NapONk COGTOAN M3 NPOMMCHBIX
CTPOYHbIX GYKB M MMEN XOTA 6bl OiHY Umeppy. He npumersiiTe
naponu, UCNoNb3yemele ANA APYTUX CAATOB, U Naponu,
KOTOPbIE MOXHO Nlerko noaobpars.

[ BuiTn co Boex yeTpoicTe

BoccTaHOBUTL AOCTYN

Puc. 3: 3kpaH BBOAA Napona ANA BOCCTAHOB/EHMA A0CTYNa

Mpu 3agaHnmn HoBOro napons byaeT oTobparkaTbcA CTeneHb ero HageKHoCTU. YTobbl MOBbLICUTL HAZAEKHOCTb Na-
posiA, HeobXoANMMO YBEIMUYUTL €ro AJIMHY UM UCNOb30BaTL CNeLnanbHble CMMBObLI. Ha 3ToM cTpaHuue nosb-
30BaTeNto HEOBX0A4MMO ABaKAbl BBECTU HOBbIM NAPO/b, OTMETUTL NPU HEOBXOAMMOCTU YeKBOKC «BbITH CO BCeX
YCTPOMCTB» N HaxaTb «BoccTaHOBMTbL AOCTyN». Mocne ycnewHoro usmeHeHUa naposia OCyLLeCcTBUTCA aBTOMaTH-
YEeCKuU BXoA, B CUCTEMY, KyZa N0Nb30BaTe b M3HA4Ya/IbHO MHULIMMPOBA BXOA,

B cnyyae noasneHuna C006LI.I,EHMI7I 0 TOM, YTO M0Nb30BATE/b HE ObiN HaVIﬂ,EH, NN OTCYTCTBUU KaKNX-NMB0 INYHbIX
AaHHDbIX, HeO6XOp.VIMO ocywecCTBUTb BOCCTaHOBNEHME A0CTYMNa C UCNONb30BaHMEM OPYrOro KOHTaKTa.

5.3 BoccTtaHoBNeHue napona npu BK/1IOYEHHOMN ABde)aKTOpHOﬁ ayTeHTI/I(I)M-
Kauum
Mpu 8occmaHogneHuuU naposs (CTpaHnua 37) OT y4eTHOW 3anncu, 418 KOTOPOW BKIKOYEH PEXUM 4BYXaKTOPHOM

ayTeHTUdUKaLMK, TpebyeTca LONONHUTENIbHOE NOATBEPKAEHME. Hanpymep, nocne BBOAA KoAa NOATBEPKAEHUA
13 SMS cuctema notpebyet BbIGOP O4HOMO U3 NPEAYCMOTPEHHbIX AOMNOAHUTENbHbIX CNOCO60B NOATBEPKAEHUA:

* Kog NOATBEPNKAEHMSA, OTNPABAAEMbI Ha aApPec 3NEKTPOHHOM NoYTbl (MPU HAANUYUK B YYETHOW 3anucK aa-
peca 31eKTPOHHOM NoYTbl);

® KOZ NOATBEPXKAEHMUSA, TeHEePUPYEMBbIX B CNELMaNbHOM MOBUABLHOM NPUNONKEHUN (€CIU HACTPOEH);
® OTBET HA KOHTPOJIbHbIN BONPOC;
® CBEPKOW AaHHbIX NONb30BaTENS.

MprMepbl 3KPaHOB NPMBEAEHbI HA PUCYHKaX.
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@ Identity Blitz

BoccraHoBnerve goctyna

B Bawei y4eTHOM 3anicK HACTPOEHO NOATBEPXASHME BXOAA.
Ona npeuecca BoGeT noaTeepauTe
BNAAEHWE YYETHOM 3aNKHCHIO BlLe OAHUM CNOCoBoM

BeeaTe KOA NOATEEPXKAEGHUA, OTNPAE/IEHHOTO Ha aapec
ANEKTPOHHOM NOYTHI M™***** 0@gmail.com.
[10 OKOHYAHWA CPOKA AEMCTBUA KO\A OCTAN0CH 286 CEKYHA.

[ |Kon nonteepxnenna

Moarsepouts

[ByrUe CrocoBh NORTEEPHASHUA

Puc. 4: DkpaH BBOAA KOAA NOATBEPNKAEHMSA, OTNPABIEHHOIO Ha 3/IEKTPOHHYIO NOYTY

@ Identity Blitz

BoccTaHoBneHue [ocTyna

B Baweit y4eTHO 3an1cK HaCTPOEHO NOATBEPXKASHME BX0AA.
ans npouecea BoceT noaTeepaMTE
BNAMEHUE YHETHOM 3ANUCHIO BB OJIHWM CrIOCOBOM

[nA NoATBEPXAEHWA BXOAA BBEANTE OTBET Ha TeKyWWiA
B0npoc: "lNepBoe 6MI0AO, KOTOPOE BbI HAYUMANCH
rOTOBUTL?"

[ peeaune orser

MoATBepaUTE

[lpyrue criocobs! NoATEEpcASHIA

Puc. 5: 9kpaH BBOAA OTBETA HAa CEKPETHbIN BOMPOC

(B 1dentity Blitz

BoccraHoBneHue goctyna

B Balweii y4eTHOIA 3aMM1Ci HACTPOEHO NOATBEPX/AEHME
BXOAA. /1191 3aBepLUEHMA NPOLIecca BOCCTaHOBNEHIS
noATBEpAVITE BNAZeHe yHeTHOI 3aNNChIO eLLe 0AHUM
cnoco6om

BeeauTe 3anpalumnBaeMble AaHHble. OH ByAyT CBEPEeHbI C
WHpOpMaLmeit B cucteme

damunna

HoMep Mo6unbHoro Tenedora

MoateepanTh

Puc. 6: OkpaH BBOAA AaHHbIX A4NA CBEPKU
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Cnepyert yyecTb, YTO B C/ly4ae OTCYTCTBUA AOMNONHUTENbHOMO cnocoba NoaTBepKAeHUA cbpoc Naponsa 1 JocTyn K
yYeTHOW 3anncKn 6yaeT HEBO3MOXKEH.
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