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Masal

Pa3BepTtbiBaHuUe

1.1 ApxuTekTypa pa3BepTbiBaHuUA
dyHKumnoHnposaHue Blitz Identity Provider ocHoBbIBaeTcA Ha B3aMMOAENCTBUM CNEAYHOLLNX aPXUTEKTYPHbIX KOM-
NMOHEHTOB:

1. Beb-cepBep. MOXHO MCNONb30BaTb CYLLECTBYOLWMNI BeO-cepBep KOMMNaHUM A1A 6anaHCMPOBKKN HArpy3Ku
M cHAaTUA SSL-wndpoBaHus ¢ BxogdALLero TpadpuKa.

2. Cepsuchl Blitz Identity Provider:
® blitz—console — KOHCOAb ynpasneHus Blitz Console;
® blitz—idp - cepBuC ayTEHTUDUKALUM N KINYHDBIA KaBUHET»;
® blitz-registration — CEPBUC PErNCTPaLINUK,
® blitz-recovery — CepBUC BOCCTAHOBAEHMWA AOCTYNa;
® blitz-keeper — W03 6e3onacHOCTH;

e blitz-panel — BUTPMHA, NPEAOCTABAAIOWAA AOCTYN NOMb30BaTENEN K NOAKNIOYEHHbIM MPUIOKE-
HUAM.

© nNpumeyanue

CepBuCbI perncrpaLmmn, BOCCTaHOBAEHMSA A4OCTYNa, W03 6€30MacHOCTM U BUTPUHY MOMKHO He yCTaHaB-
/IMBATb, €C/IN CBA3AHHbIE C HUMWN OYHKLMM He NIaHMPYETCA UCMO/b30BaTh.

3. CYBA. MoHo ucnonb3oBaTb Couchbase Server, PostgreSQL, Postgres Pro, Jatoba.

A\ BHumanue

B3saumopeiicteue Blitz Identity Provider c PostgreSQL ocywectsnsaetca no JDBC. BmecTto PostgreSQL
MOKHO MCNO/b30BaTh N0BY0 pensunoHHyto CYB[, c noaaepKoi JDBC, HO 3T0 A01KHO BbITb OTAE/NbHO
COrNacoBaHO C HAWWMM TEXHUYECKMMM CMEeLManMcTaMmn B paMKax COOTBETCTBYIOLLMX MPOEKTOB BHeA-
peHuA.

e Couchbase Server — pekomeHayeTCca NpU CO34aHUMN CUCTEM ayTEHTUOMKALMM C MMKOBOI HarpysKoM
6onee 1000 3anpocoB B CEKYHAY, KONMYECTBOM ayTeHTUUKALMI B CyTKM 6onee 1 MAIH U C BbICOKMMMU
TpeboBaHNAMM K OTKa30yCTOMUMBOCTY.

e PostgreSQL (nnn uHana penaumoHHaa CYB/, noaaepxusatouan paboty no JDBC) — pekomeHayeTtcs
Npw CO34aHUKN CUCTEM AYTEHTUDUKALLMM C YMEPEHHOMN Harpy3Koi U cpegHUMM TpeboBaHMAMM K OT-
Ka30yCTOMYMBOCTH, @ TaKXKe NPU UCMOIb30BAaHNMN OTEYECTBEHHbIX ONEPaALMOHHBIX CUCTEM.
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4.

XpaHunuwe yyeTHbIX 3anucei U naponeit. MoxHO UCNONb30BaTb KaK CyLecTeylowee, Tak U CneunanbHo
pa3BepHYTOE B OPraHM3aLMm XPaHUIMLLE YYETHbIX 3amnncei.

Moppepxumeatotca:

¢ LDAP-coBMecTUMble XpaHWMLLA. ITO MOXKeT bbiTb Nt0bol cepsep, NOALEPKMBAIOWMIA MPOTOKON
LDAP, a Tak:ke Microsoft Active Directory, FreelPA, OpenLDAP, ALD PRO, OpenDJ, PEQ AOM;

® WHble TUMbl XpaHWUAULW,, AnA nogkatodeHus Blitz Identity Provider kK HUM Heobxoanmo paspaboTtaTtb
cneunansbHble REST-cepBucsi.

B cnyyae HeobxogMMoOCTM pasBepTbiBaHMA HoBoro LDAP-kaTasnora peKkomeHAyeTca B KavecTse
LDAP-kaTanora ncnonbsosatb 389 Directory Server, koTopbiii BxoanuTt B coctas OC.

OnuunoHanbHo CepBep ovepenent — ucnonbsyetca RabbitMQ. Takke MoKHO HacTpouTb Nnepeaadvy cobbl-
Tni 6e3onacHocTm B Apache Kafka, Arenadata Streaming, Platform V Corax. YcTaHOBKa cepBepa ouepezeit
RabbitMQ TpebyeTcs, ecnu cepsep ouepenen byaeT MCNONb30BaTLCA ANA nepedayu cobbimuli 8 cMexcHble
cucmemsi (cTpaHuua 346) unum B Kayectse bpokepa coobujeHuli (cTpaHuua 347).

Pa3BepTbiBaHME BO3MOXKHO B KOHOUIYpaLMmn ¢ MUHUMAIbHbIMU pecypcamu (cTpaHuua 2) anbo B kKaacmepHoli
KOHghuzypayuu (cTpaHunua 4).

1.2

CucremHblie Tpe6oBaHUA

1.2.1 OnepaumoHHbIe CUCTEMDI

Bce BapuaHTbl ycTaHoBKM Blitz Identity Provider 1 3ageicTBoBaHHbIE B HUX TUMbl CEPBEPOB NOAAEPKMUBAIOT Clie-
Aylouine onepauyoHHble CUCTEMDbI:

Astra Linux SE 1.6/1.7/1.8 PekomeHayeTca Ansa cepTMdULMPOBaHHOMN Bepcumn
PEQ OC 7.3/8 PekomeHayetca ana cepTuduULMPOBaHHON BEPCUM

AnbT CepBep 10 PekomeHayeTca aia cepTMGMUMPOBAHHOM BEPCUM

AnbT 8 CIN penuns 10 PekomeHayeTca ana cepTMdULMPOBaHHON Bepcum
OCHoBa 2.14 PekomeHayeTca ans cepTudpuLMpoBaHHOM BEPCUN

POCA Xpom 13 PekomeHAayeTcs gns cepTMdpuULMpoBaHHOM BepCcUn

OC Moc.OC CepsepHasn 15.5 PekomeHayeTcs gns cepTMdpuUuMpoBaHHOM Bepcumn
RHEL 7/8/9

Cent0S 7/8

Rocky Linux 8/9

Almalinux 8/9

1.2.2 MuHumanbHble TpeboBaHUA

MuHUMaNbHble TpeboBaHMA peKoMeHAYEeTCA MPUMEHATb NMPU NOATOTOBKE Cpes TeCTUPOBAHUA M ANA NPOAYKTUB-
HbIX KOHTYPOB NPV BHEAPEHUAX CO CpeaHUMM TpeboBaHMAMM K 0becneyeHunto A0CTYNMHOCTH U NPOU3BOAMUTENb-
HOCTM COMNacHO NPUBESEHHOW HUXKE CXeme.

1.2. CuctemHble Tpe6oBaHuA 2
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Monssosatenun
Mpunoxexnns

—

HTTPS

SAML 2.0,
OpenlID Connect 1.0,
OAuth 2.0, REST API, JWT

VM-APP BHewHue cepsBucobl
-E' Be6 @ — @ ﬁ
u—-u Beb-cepee
. pp SMTP-cepeep, BHelwHwue cepBuchl
MNpunoxerus SMS-wnios, naeHTUUKaumn

Blitz Identity Provider push-yBegomnenus (cou.cetw, 6aHku, ECUA)

VM-DB

S=

% — e Cepsep

AaMUHUCTpaTOp

e = - CYBA LDAP ouepepeit

MuHuMmanbHble TpeboBaHUA K cepBepam ANa pa3BepTbiBaHUA
PasBepTbiBaHMe Ha 1- BM He B Knactepe

OnucaHue TexHuyeckue xa- | NO

PaKTePUCTUKM

BM ons | 4 agpa U0y, 8 | Blitz Identity Provider: blitz-idp, blitz-console,

npunao- 6 O3Y, 50 b | blitz-registration, blitz-recovery, blitz-panel; JDK, nginx,

Xenu  un | HXMZA (HDD) HAProxy unu Apache?2, memcached, PostgreSQL, LDAP

CYB/[,

PasBepTbiBaHUe Ha 2-x BM He B Knactepe

OnucaHue TexHunyeckue xa- | MO

PaKTEPUCTUKM
BM ona | 4 agpa UNY, 8 | Blitz Identity Provider: blitz-idp, blitz-console,
npuaoxe- 6 O3Y, 50 b | blitz-registration, blitz-recovery, blitz-keeper,
HUI (VM HXMA (HDD) blitz-panel; JDK, nginx, HAProxy unu Apache2, memcached
APP)
BM ana 6a- 4 agpa UMY, 8 | PostgreSQL (9.6 nnu Hosee) nam Couchbase Server Community Edition
3bl AaHHbix B O3Y, 100 6 | (6.0 uau HoBee); 389 Directory Server uau FreelPA; RabbitMQ (onumo-
(VM DB) HXMA (HDD) Ha/IbHO)

PasBepTbiBaHMe Ha 2-x BM B Knacrepe

OnwucaHune Kon-g TexHuueckue xa- | MO

PaKTePUCTUKM
BM ons | 2 4 sppa UNY, 8 | Blitz Identity Provider: blitz-idp, blitz-registration,
npuaoxe- 6 O3Y, 50 b | blitz-recovery, blitz-panel; JDK, nginx, HAProxy uinu
Hui 1 CYB/] HXM/, (HDD) Apache?2, memcached, PostgreSQL, LDAP

Tpebyembie Bepcuu cucremtHoro NO:

e OpenlDK 11/17, Liberica JDK 11/17 nau Axiom JDK 11/17 Certified;

¢ MeHegxep namatv Memcached sepcum 1.4.15 nnu Bbiwe.

Tpeb6oBaHUA K ceTeBO CBA3HOCTU:

e VM-APP gonHa 6bITb gOCTynHa no 80, 443 (HTTP/HTTPS) 13 ceTeit nonb3osareneil;

e ¢ VM-APP goneH bbITb gocTyn:

1.2. CuctemHble Tpe6oBaHuA
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- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (cTaHmapTHble nopTbl Couchbase Server), 5432 (cTaHAapTHbIM NopT PostgreSQL), 389, 636
(ctaHaapTHbIe nopTbl LDAP), 5672 (cTaHgapTHbIN nopT RabbitMQ);

— K CepBMcam BHeLHMX NOCTaBLLMKOB MAEHTUOMKALMM NO 443 (NPU UX UCNONb30BAHMUMN):

CcbI/IKM Ha cepBUCHI BHELLIHMX NOCTAaBLLUKOB

Tun Ccbinka
CoumanbHble ceTn https://appleid.apple.com

https://accounts.google.com
il

https://graph.facebook.com

https://ocauth.yandex.ru
https://ocauth.vk.com
https://account.mail.ru

https://api.ok.ru

ECUA v umndpoBoi npodunb | https://esia—portall.test.gosuslugi.ru
https://esia.gosuslugi.ru

baHku https://online.sberbank.ru
https://business.tinkoff.ru
https://id.vtb.ru
https://sbi.sberbank.ru:9443
https://fintech.sberbank.ru:9443
https://id-sandbox.alfabank.ru
https://developers.mts.ru/mts—id
cygnp https://login.mos.ru
https://login-tech.mos.ru

https://sudir.mos.ru

https://sudir-test.mos.ru

K SMS-wnto3y (Npu ero Ucnonb3oBaHum);

K SMTP (npu ero ncnonbsosaHuu);

K cepBucy push-yBegomieHwui (Npy ero Ucnonb3oBaHum);
— K cepsucy Kafka (npu ero ucnonb3osaHum gnsa npunema coboitnit 6esonacHocTu).

Ons VM-APP HyHo 3aBecTu ny6amuyHoe DNS-umsa (Hanpumep, auth . domain. ru) U BbINycTUTb TLS-cepTudmkat
Ha auth.domain.ru WM *.domain. ru.

1.2.3 PekomeHayemble TpeboBaHUA oA Knacrepa

Cxema pa3BepTbiBaHUA B KNACTEPHOW KOHOUIYpaLumn npuBeaeHa Ha PUCYHKe Huxe. Cneayiite NnpuBeaeHHbIM B
AaHHOM pasgene TpeboBaHMAM NPU NOCTPOEHUMN NMPOAYKTUBHbIX KOHTYPOB CUCTEM ayTEHTUPUKALMM C BbICOKMMMU
TpeboBaHUAMM K AOCTYMHOCTU U NMKOBOW NPOU3BOAMUTENBbHOCTMY.

1 Meta npusHaHa aKCTPEMMCTCKOM OpraHM3auypeii U 3anpelleHa B POCCUM, AEATENbHOCTb NPUHAANEXALLMX el cou.ceTelt Facebook u
Instagram Tak:e 3anpeteHa B PP.

1.2. CuctemHble Tpe6oBaHuA 4
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i BHewHue cepsBuchbl
: BHelHWe cepaucsl

Mons3oBarenn
| SMTP-cepsep, | 3

: Knacrep Blitz SMS-wnios, vpeHTUMKaLMM |}
push-ysegomnerus (cou.cetn, 6aHkn, ECUA): ©

ﬂ % p HTTPS :
% Knacrep - @ ‘ - ! Kn cv!
: uil's Beb-cepeepos ac»r_e? SA, —
. MpunoxeHus \ E E:j [—j

Blitz Identity Provider
Knacrep LDAP

Mpunoxenns
SAML 2.0, : ) ? i
. ApmuH-cepsepu ===
: AaMUHUCTpaTop cepBep n0ros \ @ [—

[Pe— o ]
__ == OpenID Connect 1.0,

o OAuth 2.0, REST API, JWT
M, .
--E: BaNaHCUPOBLMK = -
“4  Knacrep ouepeau

KoHconb ynpasnenus

R}
8litz Identity Provider |
i —_

[lns pa3BepTbiBaHWA B KAACTEPHO KOHUIYpaLMK PEKOMEHAYETCA MCMONb30BaTb BUPTYabHbIe MaLlWHbI (ganee

— BM) ¢ xapaKTepuCTMKaMM 1 POSIAMMU, YKa3aHHbIMM B TabmLe HUXKeE.

1.2. CuctemHble Tpe6oBaHuA
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PekomeHayemble TpeﬁOBaHMﬂ K cepBepam Agna pa3BeprbiBaHUA B Knacrtepe

® VM-APP:

e VM-ADM:

e VM-DB:

MOXXHO MCMO/1b30BaTh CYLLECTBYIOWMIM BeO-cepBep AnA 6aNaHCMPOBKM HArpy3KkM n cHATMA TLS ¢ BXO-
adAwero TpaduKa.

Mpwv BbICOKOW Harpy3ke pekomeHayeTca pa3BepTbiBaTb KaxKaoe npunoxeHue Blitz Identity Provider B
CBOEM K/1acTepe Ha OTAE/IbHbIX CepBepax.

Ha 3ToT cepBep pekomeHayeTca cbop N0roB ¢ APYrux cepBepos Knactepa.

3 https://docs.couchbase.com/server/current/install/install-linux.htm|

Onwuca- Kon-g TexHuYyecKkue xapaKTepuUCTUKK no
Hue
BM 1-2 | 4aapaUny, 416 03Y,50 6 HXMA (HDD) | nginx, HAProxy unu Apache?
Beb-cepBe
(VM-WEB])
BM 2 4 appa UNY, 8 6 03Y, 50 b HKMA (HDD) | Blitz Identity  Provider: blitz-idp,
npwuno- blitz-registration,
KEeHUM blitz-recovery, blitz-keeper,
Blitz blitz-panel; rsync 3.2.7 uau Bbiwe;
Identity memcached 1.4.15 uaun sbiwe; OpenJDK 11
Provider nnn OpenlDK 17 unaun Axiom JDK 11 Certified
(VM-APP) nnan Axiom JDK 17 Certified
BM ana 1 2 appa LMY, 4 T 03Y, 100 I'b HKM/A, (HDD) | Blitz Identity Provider: blitz-console,
KOHCON blitz-sync; rsync 3.2.7 wau Bblle;
(VM-ADM inotify-tools 3.22.6 uWAXM  BblWe;
memcached 1.4.15 naun Bbiwe; OpenJDK 11
nnu Open)DK 17 nan Axiom JDK 11 Certified
nnan Axiom JDK 17 Certified
BM ana 2-3 | OnAaPostgreSQL: 4 agpa LMY, 86 03Y,100 | NO PostgreSQL (9.6 wau Hosee) uan
CYBA 6 H¥XMZ (HDD) (aaHHbIe), 50 T HXMJ | Couchbase Server Community Edition (6.0
(VM-DB) (HDD) (cuctema). Ana Couchbase Server®: 8 | wan Hosee)
agep LNY, 16 6 03Y, 500 M6 HXMJ, (HDD)
(aaHHbIE), 100 B HXM/, (SSD) (MHAEKCHI),
50 I HKXMA, (HDD) (cucrema)
BM ana | 2 4 anpa LNY, 8 '6 O3Y, 100 6 H¥MA (HDD) | 389 Directory Server / Microsoft Active
LDAP Directory / FreelPA / OpenLDAP / ALD PRO
(VM-LDAP / OpenD) / PEQ AOM
BM ana 1-2 | 4sgpa LUNY, 8 T6 03Y, 50 6 HXXMJ, (HDD) | RabbitMQ sepcuu 3.7.9 / Apache Kafka /
cepBepa Arenadata Streaming / Platform V Corax
oue-
peae
(VM-MQ)
BM ana | 1-2 | 2saapaUNY, 476 03Y, 50 6 HKMA (HDD) | HAProxy, keepalived
6anaH-
CUpoB-
WMKa
(VM-NLB)
<
© Coser
* VM-WEB:

1.2. CuctemHble Tpe6oBaHuA
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[na PostgreSQL pekomeHAyeTcs BblIAENUTb OAMH GU3NYECKMIA CepBep MOL OCHOBHOW 3K3eMnaap w
oAuH nog, peseps (standby). Ana Couchbase Server pekomenayetca MuHumym? 3 BM.

e VM-LDAP:

B KauecTBe XpaHW/IMLLA MOXKHO MCNOJIb30BATL CYLLLECTBYOLLEE XpPaHUaMLLe Ha ocHoBe LDAP, Microsoft
Active Directory, FreelPA, nMbo MUHYIO CUCTEMY XPaHEHUA YUYETHbIX 3anN1cen 1 naponen (nogxnyeHme
yepes REST KOHHeKTOp).

* VM-MQ:
Mcnonb3osaHue cepBepa odepeaei onumoHanbHo.
* VM-NLB:

BHYTpeHHMIN 6aTaHCUPOBLLMK HYXKEH B C/lydae Knactepumsauunn LDAP 1 cepBepa ouepeaeit.

Tpebyembie Bepcuu cucremtoro NO:
e OpenJDK 11, OpenJDK 17, Axiom JDK 11 Certified uan Axiom JDK 17 Certified;

e MeHegxep namatn Memcached sepcum 1.4.15 nnu Bbiwe;

Tpeb6oBaHUA K ceTeBO CBA3HOCTU:
e VM-WEB gomHa 6bITb gocTynHa no 80, 443 (HTTP/HTTPS) us ceteit nonb3osarenei;

e ¢ VM-WEB pgonmkeH bbiTb goctyn K VM-APP no 9000 (blitz-idp), 9002 (blitz-registration),
9003 (blitz-recovery), 9012 (blitz-keeper), 9013 (blitz-panel) u VM-ADM no 9001
(blitz-console);

e c VM-APP ponxeH 6bITb focTyn:
- K apyrum VM-APP n VM-ADM no 11211 (memcached);

- kKVM-DBno 8091, 8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (cTaHgapTHble nopTbl Couchbase Server) nnn 5432 (cTtaHgapTHbIV NnopT PostgreSQL);

— K VM-LDAP (VM-NLB) no 389, 636 (cTaHgapTHble nopTbl LDAP);
- K VM-MQ (VM-NLB) no 5672 (cTaHaapTHbI nopT RabbitMQ);

— KCepBuCam BHELWHNX NOCTaBLWWMNKOB M,EI,EHTMd)VIKaLI,MVI no 443 (ﬂpl/l nx MCHO/’Ib3OBaHMVI)Z

4 https://docs.couchbase.com/server/current/install/deployment-considerations-It-3nodes.html
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https://docs.couchbase.com/server/current/install/deployment-considerations-lt-3nodes.html

Blitz Identity Provider, Bepcus 5.34

CcbIZIKM Ha cepBUCHI BHELLHMUX NOCTAaBLLUKOB

Tun

Ccbl/ika

CoumanbHble ceTn

https://appleid.apple.com

https://accounts.google.com

https://graph.facebook.com2

https://ocauth.yandex.ru

https://oauth.vk.com

https://account.mail.ru

https://api.ok.ru

ECUA v umdposoin npodpunb

https://esia-portall.test.gosuslugi.ru

https://esia.gosuslugi.ru

BaHKu

https://online.sberbank.ru

https://business.tbank.ruhttps://id.tbank.ru

https://id.vtb.ru

https://sbi.sberbank.ru:9443

https://fintech.sberbank.ru:9443

https://id-sandbox.alfabank.ru

cyoup

https://login.mos.ru

https://login-tech.mos.ru

https://sudir.mos.ru

https://sudir-test.mos.ru

K SMTP (npw ero ncnonb3oBaHum);

K SMS-wnto3y (Npu ero Ucnonb3oBaHUK);

K cepBucy push-ysegomaeHuit (Npu ero cnonb3oBaHum);

— K cepsucy Kafka (npu ero ucnonbsosaHum gnsa npuema cobbitnit 6esonacHocTu).

e ¢ VM-ADM posnreH bbITb focTyn:

- KVM-DBno 8091,8092,8093,11209,11210,11211,4369,21100-21199,11214,11215,18091,
18092 (ctaHaapTHble nopTbl Couchbase Server) unmn 5432 (ctaHaapTHbIM NopT PostgreSQL);

— KVM-LDAP (VM_NLB) no 389, 636 (cTaHaapTHble nopTsl LDAP);

— KVM-APP no 22 (ssh), 514 (rsyslog), 873 (rsync), 11211 (memcached);

- K VM-MQ (VM-NLB) no 5672 (cTaHZapTHbIM nopT RabbitMQ);

— K cepsucy Kafka (npu ero ucnonbsosaHum gnsa npnema cobbitnit 6esonacHocTH)

e ¢ VM-DB ponkeH b6bITb goctyn go gpyrux VM-DB no 8091, 8092, 8093, 11209, 11210, 11211, 4369,
21100-21199,11214, 11215, 18091, 18092 (nopTbl Couchbase Server) naun 5432 (nopt PostgreSQL);

¢ ¢ VM-LDAP gonxeH 6biTb goctyn fo apyrux VM-LDAP no 389, 636 (nopTbl LDAP);

e ¢ VM-MQ goneH 6biTb gocTyn go apyrux VM-MQ no 4369, 35197, 5672.

Ons VM-APP Hy»KHo 3aBecTu ny6imyHoe DNS-umsa (Hanpumep, auth . domain . ru) v BbINycTUTb TLS-cepTudmkat

Ha auth.domain.ru WM * .domain. ru.

1.3 O6wan MHCTPYKLMA NO YCTAaHOBKE

B obuiem cnyyae yctaHoBka Blitz Identity Provider BbinonHAeTCA B ONMCAHHOW HUMKE NOCNeA0BaTENLHOCTY.

2 Meta npu3HaHa SKCTPEMMCTCKOM OpraHu3aumell 1 3anpelleHa B Poccum, AeATenbHOCTb NPUHaANexallyx eii cou,.ceteit Facebook u

Instagram Tak:ke 3anpeueHa 8 PP.

1.3. O6wan MHCTPYKLMUA NO YCTAaHOBKE
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- N
Q coser

B 3aBMCMMOCTM OT UCNOAb3YEeMOM ONepaLLMOHHOM CUCTEMBI €CTb CBOSA cneLmMduKa No ycTaHOBKE HEOBXOANMO-
ro oKpyKeHus. 11 yaobcTBa BOCNONb3YMNTECH IKCNPECC-UHCTPYKUMAMM 18 omeyecmeeHHbix (CTpaHuua 23)

n 3apybexcHbix (cTpaHmua 49) OC.
N J

@ BaxHo

Mepen pa3BepTbiBaHMEM O3HAaKOMbTECb C apxumeKkmypol pazeepmeigaHusa (cTpaHuua 1) Blitz Identity
Provider.

1.3.1 War1.JDK

Ha cepBepax, npeaHa3Ha4veHHbIX Ana ycraHosku MO cepsepa Blitz Identity Provider u agMUHUCTPATUBHOM KOH-
conu Blitz Identity Provider, HeobxoaMmo ycTaHOBUTb U HacTpouTb JDK 11/17, pykoBoacTeysAcb odpuLmManbHOM
CNPaBOYHON AOKYMEHTaLMEN, UCNONb3YS OAMH U3 CeAyoWMX NPOAYKTOB:

¢ OpenlDK 11/17 PekomeHayeTca Ana cepTMOULMPOBAHHOMN BepcUy;

© nNpumeyanue

Ona yctaHosku OpenlJDK 11 B CentOS n RHEL BbInoAHUTE KOMaHAy:

[sudo yum install java-ll-openjdk-devel }

e Liberica JDK 11/17°;

e Axiom JDK 11/17 Certified® PekomeHayeTca ana cepTUdULMPOBAHHOI BEpCUM;

1.3.2 War 2. Memcached

A Buumanue

Bepcua memcached gonkHa 6biTb 1.4.15 naum sbiwe. Cepseuc memcached gonkeH 6biTb yCTaHOB/IEH Ha cep-
Bepax, npeaHasHavyeHHbIX AnA ycTaHoBKu cepsucos Blitz Identity Provider: blitz-console, blitz—-idp,
blitz-registration,blitz-recovery.

CentOS n RHEL

1. BbINONHUTL KOMaHAy:

[yum -y install memcached }

2. lMNocne 3aBepLUIEHNA YCTAaHOBKMU p,O6aBMTb cepBUC memcached B aBTO3anyCcK M 3anyCTUTb CEPBUC:

systemctl enable memcached
systemctl start memcached

5 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
6 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.17/
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Astra Linux Special Edition 1.8

1. BbINOAHUTL KOMaHAy:

[aptfget install memcached

2. lNocne 3aBepLUEHNA YCTAaHOBKMU p,O6aBMTb cepBUC memcached B aBTO3anyCcK M 3anyCTUTb CEPBUC:

systemctl enable memcached
systemctl start memcached

@ BaxHo

CepBuc memcached 3anycKkaeTca Ha NopTy 1121 1. Hy}KHO ybeauTbcA, UTO 3TOT NOPT OTKPBIT HA MEXKCeTeBbIX
3KpaHax U MOXKET BbITb UCMO/Ib30BaH AN COeAUHEHMA MeKay cepBucamu Blitz Identity Provider.

1.3.3 War 3. Cyb/

YcraHoBKa Couchbase Server

MHcTpyKumsa no yctaHosKke Couchbase Server npusogutca ans CentOS 7 n RHEL 7. B cnyvae pa3BepTbiBaHUA NOA4,
OTeYyecTBEHHble onepauMoHHble cucTeMbl B Kavectse CYB/l pekomeHayeTca ncnonb3oBatb PostgreSQL.

1. YctaHoBuUTbL Couchbase Server Ha KaxAablit U3 BblAe/IeHHbIX Nog ycTaHoBKY CYB/l cepBepoB COrNacHO UH-
cTpykummn®. Onctpmbytne Couchbase Server moxHo ckauaTb 3aeck’.

@ BaxHo

B DEV/TEST-cpegax aonyctumo Couchbase Server ycraHasansaTb Ha cyliecTsylolimne cepsepa c Blitz
Identity Provider, Ho B 3TOM c/lydae Hy»KHO y4ecTb, uTo B Couchbase Server ucnosb3yercs cBos BCTPOEH-
Haa memcached-cny6a, 1 BO nsbexkaHme KOHPMKTA HEOHXOAMMO CKOPPEKTUPOBATbL UCMONb3yeMble
Memcached noprsi B Blitz Identity Provider/Couchbase Server.

. Jo6asutb cepsuc Couchbase Server B aBTo3anyck 1 3anycTuTb CEPBUIC:

systemctl enable couchbase-server
systemctl start couchbase-server

MposepuTb PaboTOCNOCOBHOCTL CEPBMUCA, BbIMONHWUB KOMAHAY:

[systemctl status couchbase-server

4. ViHnumann3mpoBaTb Ha Kaxaom cepeepe knactep Couchbase Server cornacHo MHcTpykumn'® (Ha nepsom
cepBepe MHULMANM3UPYETCA KAcTep, OCTaNbHbIE CEPBEPa BK/IIOYAKOTCA B KAacTep). Bce HAaCTPOMKM MOXKHO
3a4aTb KaK NPea/ioXKeHo No YMOAYaHMIO, TO/IbKO HYXKHO 415 KaX40ro cepsepa B hostname 3a4aTb NoAHOE
nMsA cepBepa. B KauecTBe MMeHM cepBepa He peKkoMeHayeTca MCnonb3oBaTh ero IP-agpec.

Ha niobom m3 cepsepoB knactepa Couchbase Server BbINnoAHWTL CKpunT no noarotoBke Couchbase
Server K ucnonb3oaHuto Blitz Identity Provider. CKpunT HaxogaTcs B AMPEKTOPUUN couchbase B apxuse
resources.zip B cocTtaBe AucTpmbyTmea Blitz Identity Provider. CKpunT Hy»XHO cKonMpoBaTb Ha Ntobow
cepBep knactepa Couchbase Server, nepeiti B AMPEKTOPUIO U BbINOJHUTb CKPUNT CO34aHNA bucket s ANA
XpaHeHua nHoopmauymm Blitz Identity Provider n nHaekcos ana BbINOAHEHWS NOMCKOBbLIX 3anpocos Blitz
Identity Provider B BA:

8 https://docs.couchbase.com/server/current/install/install-linux.html
9 https://www.couchbase.com/downloads
10 https://docs.couchbase.com/server/current/manage/manage-nodes/initialize-node.html
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[. /cb_init.sh }

B npouecce BbINONHEHUA CKpMNTa I'IOHa,El.06I/ITCF| BBECTU!

¢ uma URL cepsepa Couchbase Server — BBeCTM CTpOKY BMAA http://<hostname>:8091, rae B Kauye-
cTBe hostname yKa3aTb MMA XOCTa cepBepa, C KOTOPOTrO BbINOMHAETCA CKPUNT;

® JIOMVH yquHoﬁ 3anNncn agMUHUCTPATOpPa Couchbase Server — 3a4aeTca npu uHnUnanmnsaumnm Knacre-
Pa npu BbiNONIHEHUN Npeablaywero NnyHKTa MHCTPYKUWK;

® Maposib y4eTHOM 3anucu agMmuHuctpatopa Couchbase Server — 3agaetca Nnpyv UHMLMAAN3ALMMU KNa-
cTepa Nnpu BbINOJIHEHUM NpeablAyLLEero NyHKTA MHCTPYKLNK;

* N0rvH yyeTHoM 3anucu Couchbase Server, KoTopas co3aacTca B NpoLecce BbIMNOJHEHMA 3TOMO CKPUNTa
ANna nogKknoyeHnn cepsucos Blitz Identity Provider;

© coser

PekomeHayeTcs 3a4aTb UMA blitz.

* naponb yyeTHoi 3anmcm Couchbase Server ana nogkntodeHus npuaoxkeHui Blitz Identity Provider.
6. Mocne BbINOAHEHMA CKPUNTa NPOU3BECTM CNEAYIOLNE HACTPONKM:

1. B KoHconu agmuHucTpuposaHusa Couchbase Server oTpegakTMpoBaTb HAaCTPOMKM KOAMYECTBA KoMK
[AaHHbIX HA pa3nyHbIX sk3emnaapax Couchbase. nsa atoro B meHto Buckets nooyepeaHo BbibpaTh
KaXKabl bucket, HaXKaTb Ha Hem Edit 1 3a4aTb 3HaueHMe HacTpoikmM Enable B 610Ke Replicas 1 ycTa-
HOBUTb YMCNO penauk. s Knactepa U3 Tpex CepBEPOB PeKOMEHAYETCs 334aTb B HACTPOMKe 3Ha-
YyeHue 1 ANa uncna pennuk. 3aTem B MeHIo Settings pekomeHAyeTcA BKAOYUTL HacTponKy Enable
auto-failover n 3agatb 3HaueHune «Timeout» B 30 cekyHp, (auto-failover 6yaeT paboTaTb, TONbKO ecn
B Knactepe CYB/l He meHee 3 cepBepPOB M HACTPOEHA peniMKauma and bucket).

2. HactpouTb pesepBHOe KONMpOBaHUe 6O

YcTaHOBKa U HacTpoiKa PostgreSQL

A Buumanue

Bepcua PostgreSQL gonxHa 6biTb 9.6 nan HoBee.

CentOS n RHEL

YcTaHoBUTb PostgreSQL cornacHo MHCTPYKLmMnZ,

Astra Linux Special Edition 1.8:

1. BbINONHUTbL KOMaHAY:

[aptfget install postgresqgl

2. lMocne 3aBepLIEHNA YCTAHOBKKM 3aNyCTUTb CEPBUC:

[systemctl start postgresqgl

Mocne 3aBeplueHUs ycTaHoBKK PostgreSQL B BbibpaHHON OC HEOBXOAMMO BbINOJAHUTL CKPUMT MO NOATOTOBKE
PostgreSQL Kk ucnonb3osaHuio Blitz Identity Provider. CKpunTbl HaxoAATCA B AMPEKTOPUM postgres B apXu-
Be resources.zip B coctaBe auctpubytuea Blitz Identity Provider. CKpMnTbl HY}XHO CKONWPOBaTb Ha cepeep
PostgreSQL, nepenTn B AUPEKTOPMIO U MO O4YEepPeaU BbINOIHUTb KOMAHAbI:

11 https://docs.couchbase.com/server/current/manage/manage-backup-and-restore/manage-backup-and-restore.html
12 https://www.postgresql.org/download/linux/redhat/
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su - postgres

createdb blitzdb

psql

CREATE USER blitz WITH ENCRYPTED PASSWORD

GRANT ALL PRIVILEGES ON DATABASE blitzdb TO blitz;
GRANT ALL ON ALL TABLES IN SCHEMA public TO blitz;

psgl —-d blitzdb -U blitz -f 000-SCRIPTO000.sgl

psgl -d blitzdb -U blitz —f NNN-SCRIPTNNN.sqgl

'set—-your-pwd';

J

Bmecto set-your-pwd HYXHO BCTaBMUTb Maposb, KOTOpHm 6MQET MCcNoNb30BaTbCA O/214 NOAKNHOYEHUNA K

PostgreSQL.

Bmecto 000-SCRIPTO000.sgl ..

postgres/ddl M3 apxuBa resources. zip. Hanpumep:

NNN-SCRIPTNNN.sql HYKHO BCTaBUTb MMEHa CKPUNTOB M3 AUPEKTOPUM

psgl -d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl —-d blitzdb -U blitz
psgl -d blitzdb -U blitz
psgl -d blitzdb -U blitz

=it
=i
-f
-f
=it
=it
=i
-f
-f
=it
=i
=i
=i
-f
=it
=i
=it
=i
-f
-f
=it
=it
=i
=i
-f
=it
=i
=it
=i

000-service-tasks.sqgl
00l-init-database.sqgl
002—new_pp_columns.sqgl
003-usd_id_table.sql
004-usr_auth_table.sqgl
005-usr_agt_table.sqgl
006-usr_htp_hmc_alg.sql
007-usr_atr_cfm.sqgl
008-wak.sqgl
009-fix_pp_column.sqgl
010-add_usr_prp.sqgl
01ll-pp_audit.sqgl
012-geo_to_audit.sqgl
013-tasks.sqgl
0l14-sec_ch_ua.sql

015-5.12.0.sq9l
016-5.13.0.s9l
017-5.15.0.s9l
018-5.17.0.sq9gl
019-5.18.0.s9l
020-5.20.0.s91
021-5.21.0.s9l
022-5.23.0.s9l
023-5.26.0.s9l
024-5.27.0.sq9l
025-5.28.0.sq9l
026-5.29.0.s9l
027-5.30.0.s9gl
028-5.31.0.sq9l

Mocne BbINOAHEHMA CKPUNTa HEOBXOAMMO HaCTPOUTb pe3epBHoe KonuposaHue 511,

1.3.4 War 4. RabbitMQ

OnunoHanbHO

YcTaHOBKa cepBepa odepeaeit RabbitMQ onuyoHanbHa n Tpebyetca, ecnun cepsep oyepeaeit byget ncnonbso-
BaTbCA ANA nepedayu cobbimuli 8 cMexHble cucmemsi (cTpaHuua 346) nnu B KadecTBe b6pokepa coobueHuli

14 https://postgrespro.ru/docs/postgresql/9.6/backup-dump#backup-dump-all
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(cTpaHuua 347).

CentOS n RHEL

YctaHoBUTL RabbitMQ cornacHo MHCTpyKLmMn®®.

Astra Linux Special Edition 1.8:

1. BbINONHUTb KOMaHAY:

[aptfget install rabbitmg-server

2. lNocne 3aBepLUeHNA YCTAaHOBKU 3aNyCTUTb CEPBUC:

[systemctl start rabbitmg-server

1.3.5 LWar 5. Blitz Identity Provider

[na ycTaHOBKM cepBUCOB blitz-console, blitz-idp, blitz-registration, blitz-recovery MUCNOAb-
3yeTcA eAMHbIA YCTAaHOBLMK blitz—5.X.X.bin. Mpun ycTaHoBKe cepTuduumposBaHHol Bepcun Blitz Identity
Provider gononHutenbHo ncnonbsyetca dan blitz-idp-thirdparty-5.X.X.tar.gz, COAEPKALLNN apXMB
¢ ucnonbayembimu Blitz Identity Provider ctropoHHUMK BubanoTEKaMM.

@ BaxHo

KoHconb ynpaBieHns MOXHO YCTaHOBUTb Ha ntoboi cepsep, rae yctaHosneH cepsep Blitz Identity Provider,
HO PEKOMEHAYETCA BblAENNTb NOJA YCTAaHOBKY KOHCO/IM YPABAEHNA OTAE/bHbIM aAMUHUCTPATUBHBIN cepBep.
Ha cepBepe npeasaputenibHO A0AXKHbI 6bITb ycTaHoBAEHbI JDK (cTpaHuua 9) 1 memcached (cTpaHuua 9).

[Ns yCTaHOBKM NPUNOMKEHUN blitz—console, blitz—idp, blitz-registration,blitz-recovery Heob-
XOAMMO:

1. Ha npeaHasHa4yeHHble ANA YCTAaHOBKKU cepBepa CKONMpoBaTb (Hanpumep, B AUPEKTOPUIO /tmp) U3 AWC-
TpubyTtunea Blitz Identity Provider ¢palin blitz-5.X.X.binMnblitz-idp-thirdparty-5.X.X.tar.gz
(TonbKO B CNyyae yCTaHOBKM cepTUOULMPOBAHHOM BEPCUN).

2. 3anycTuTb YCTAaHOBWMK blitz-5.X.X.bin, yKa3as napameTpbl 3anycKa:

e —i — CMWCOK YCTaHAaB/AMBAEMbIX MPUIOXKEHUN, pasfeneHHbix yepe3 npoben (Hanpumep, idp
console registration recovery);

O coser

Ecnu Ha cepBepe yxKe ycTaHoBAEHbI KOMMNoHeHTbI Blitz Identity Provider, To 3anyck c napameTtpom
—1i KaK 0GHOBUT TEKYLLME NPUIOMKEHUSA, TaK M YCTAHOBUT 3aZaHHble B MapameTpe.

e —j —3HauyeHMe JAVA_HOME — AUPEKTOPUS, B KOTOPYIO Ha cepBepe ycTaHoseH JDK.

e —d— ANPEKTOPMA YCTaHOBKM CEPBUCOB (ONUMOHaNbHO). Ecv napameTp He yKasaH, TO ycTaHOBKa by-
OeT npousseaeHa B ANPEKTOpUIo /usr/share/identityblitz.

@ BaxHo

Ona  ceptudMuMpoBaHHOM  BepcuM  TaKKe notpebyetca 3agatb Nyt K danny
blitz-idp-thirdparty-5.X.X.tar.gz.

15 https://www.rabbitmg.com/install-rpm.html
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JluctuHr 1: Mpumep 3anycka ycTaHOBLMKA

cd /tmp
chmod +x blitz-5.X.X.bin
./blitz-5.X.X.bin —— —-j /usr/lib/jvm/java-1l-openjdk -i "idp console recovery.

—registration"

JNuctuur 2: Mpumep ycTaHOBKM B KaTtanor /opt/blitz

/tmp/blitz-5.31.0.bin ——- -j /usr/lib/jvm/java-1l-openjdk -i 'idp console' -d /
—opt/blitz

Jlnctunr 3: Mpumep BbIBOAA B KOHCO/b NpK paboTe ycTaHOBLIMKA

Verifying archive integrity... 100% MD5 checksums are OK. All good.
Uncompressing Blitz IDP 100%

R R R R R I B I R I I I I I I I I I I I I I I I I I I I I I i b i i 2h
Application blitz-registration installed

Application blitz-recovery installed

Application blitz-console installed

Application blitz-idp installed

KA A AR AR A AR A AR A AR A AR A AT A A A AR A A A A AR A AR A AR AR A A AR A AR A AR AR A AR A ARk Ak K,k

L J

3. Co3patb pan blitz_param.txt, B KOTOPOM 334aTb NepPBUYHbIE HacTpoliku Blitz Identity Provider:

Couchbase Server
e DOMAIN — BHELWIHee MMA AoMeHa, Ha KoTopom byaeT dyHKUuMoHMpoBaTh Blitz Identity Provider;

® ROOT_CONTEXT — URL-nyTb, Ha KoTopom byaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

© nNpumeuanue

Ecam napameTp He yKasbiBaTb, TO N0 yMONYaHMIo byaeT 3agaH /blitz.

* ADMIN_USERNAME — MMS YY4E€THOM 3anMcu agmuHucTpaTtopa B Blitz Identity Provider;

© npumeuanue

Ecnm napameTp He yKasblBaTb, TO MO YMOAYAHUIO 6yLI,ET 334aH admin.

e ADMIN_PASSWORD — Napo/b OT y4E€THOM 3anucu agMmuHucTpartopa B Blitz Identity Provider;

¢ KEYSTORE_PASSWORD — Napo0/ib OT CO34aBaemMoro B npouecce yCTaHOBKM KNHOYEBOIo KOHTeﬁHepa;

© npumeuanue

Ecnv napameTpbl ADMIN_PASSWORD M KEYSTORE_PASSWORD He YKa3blBaTb, TO 3TV Naponu 6yayT
aBTOMATUYECKM CreHepUPOBaHbI U BbiBeAEeHbl B pe3y/ibTaTax paboTbl CKpUNTa KOHUrypaLmm.

e MEMCACHED_SERVERS — ajpeca cepBepoB C memcached,
* DB_MODE — ucnonb3syemasa CYB/A: cB ana Couchbase Server;
* CB_NODES — agpeca cepBepoB ¢ CYB/] Couchbase Server;

® CB_USERNAME — MMA y4eTHoM 3anucu B CYB/, Couchbase Server (no ymonuanuto blitz);
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® CB_PASSWORD — naposb OT yyeTHoM 3anucu B CYB[], Couchbase Server;

e TRUSTED_SERVERS — afpeca nogcetel cepsepos ¢ cepsucamu Blitz Identity Provider (no ymonua-
HMI0 127.0.0.1/32).

* APP_NODE_LIST - CMCOK HOZ cepBepoB c cepucamu Blitz Identity Provider, Ha KoTopble A0NXKHa
BbINOJIHATLCA CUHXPOHU3aLMA KOHPUrypaumm.

© npumeuanue

I'IapameTp APP_NODE_LIST 3a4a€eTcA TO/IbKO nNpun KﬂaCTepHOﬁ YCTaHOBKe. 3HayeHue 3anucbiBa-
eTcAa B /etc/default/blitz-console.

® CONSOLE_ENABLE_SSO - BKAOUYMTb SSO Ans KoHconu.

e ALADDIN_2FA_ADD - f06aBuTb BO BTOpol paKkTop flex-memodsi Aladdin 2FA (ctpannua 402).

JincTtunr 4: Mpumep daiina

DOMAIN=test

MEMCACHED_SERVERS="192.168.122.10 127.0.0.1"
APP_NODE_LIST=""

DB_MODE=CB

CB_NODES="192.168.122.20 192.168.122.21 192.168.122.22"
CB_USERNAME=blitz

CB_PASSWORD=12ABcd45

CONSOLE_ENABLE_SSO=true

ALADDIN_2FA_ADD=true

PostgreSQL
e DOMAIN — BHELWIHEE MMA AOMEeHa, Ha KoTopom byaeT dyHKUuMoHMpoBaThb Blitz Identity Provider;

® ROOT_CONTEXT — URL-nyTb, Ha KoTopom byaeT dyHKUMoHMpoBaTh Blitz Identity Provider;

© npumeuanue

Ecam napameTp He yKasbiBaTb, TO N0 yMONYaHUIo byaeT 3afaH /blitz.

* ADMIN_USERNAME — MMS Y4E€THOM 3an1cu agmuHucTpaTopa B Blitz Identity Provider;

© npumeuanue

Ecnn napameTp He yKasblBaTb, TO MO YMOAYAHUIO 6YAET 33faH admin.

e ADMIN_PASSWORD — Napo/b OT yY4E€THOM 3anucu agMmuHucTpartopa B Blitz Identity Provider;

¢ KEYSTORE_PASSWORD — Napo/ib OT CO34aBaemMoro B npouecce yCTaHOBKK KNHOYEBOTo KOHTeVIHepa;

© nNpumeuanue

Ecam napameTpbl ADMIN_PASSWORD M KEYSTORE_PASSWORD He YKa3blBaTb, TO 3TV Napoau byayt
aBTOMATUYECKUN CTEHEPUPOBAHbI U BbIBEAEHbI B pe3y/bTaTax paboTbl CKpunTa KOHUrypauuu.

e MEMCACHED_SERVERS —ajpeca cepBepoB C memcached,

e DB_MODE — ncnonbsyemaa CYB/[: PG ana PostgreSQL;

1.3. O6wan MHCTPYKLMUA NO YCTAaHOBKE 15



Blitz Identity Provider, Bepcua 5.34

® PG_HOSTNAME — agpec CYB/[, PostgreSQL;
® PG_PORT - NOPT noAaxatoveHua K PostreSQL, no ymonyaHuio 5432;

e PG_DB_NAME —uma b/l 8 CYB/[], PostgreSQL;

O coser

PekomeHayeTca ucnonb3oBatb blitzdb.

® PG_USERNAME — MMA y4eTHoM 3anucu B CYB/ PostgreSQL;

@ coser

PekomeHayeTcA MCnonb3oBaTb blitz.

® PG_PASSWORD — Mapo/b OT y4eTHoM 3anucu B CYB/[, PostgreSQL;

e TRUSTED_SERVERS — agpeca noacetei cepepos c cepsucamu Blitz Identity Provider (no ymonua-

HUIO 127.0.0.1/32).

e APP_NODE_LIST - CMMCOK HOA cepBepos ¢ cepsucamm Blitz Identity Provider, Ha KoTopble gomkHa

BbIMO/IHATLCA CUHXPOHMU3ALMNA KOHDUTYpaL UK.

© nNpumevanue

MapameTp APP_NODE_LIST 3aJ4aeTca TONAbKO Npu KAacTepHOoM yCTaHOBKe. 3HaueHue 3anuncblsa-

eTcAB /etc/default/blitz-console

e CONSOLE_ENABLE_SSO - BKMOUYMTb SSO Ans KoHconu.

e ALADDIN_2FA_ADD - f06aBUTb BO BTOpol dakTop flex-memoder Aladdin 2FA (cTpaHuua 402).

JInctuHr 5: Npumep daiina

DOMAIN=test

ROOT_CONTEXT=/blitz

APP_NODE_LIST=""
MEMCACHED_SERVERS="127.0.0.1 192.168.122.96"
DB_MODE=PG

PG_HOSTNAME=192.168.122.20

PG_PORT=5432

PG_DB_NAME=blitzdb

PG_USERNAME=blitz

PG_PASSWORD=123456
TRUSTED_SERVERS="127.0.0.1/32 192.168.122.96/32 192.168.122.0/24"
ADMIN_USERNAME=adminl
ADMIN_PASSWORD=0123456789
KEYSTORE_PASSWORD=0123456789
CONSOLE_ENABLE_SSO=true

ALADDIN_2FA_ADD=true

J

4. 3anycTUTb CKPUNT KOHOUIypaLumM B pexnme nepBoHavanbHoW HacTponku Blitz Identity Provider (init),

yKa3aB NyTb K paliny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt
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B pesynbTaTte BbINONHEHUA CKpUNTa ByAyT HAaCTPOEHbI KOHPUIypPaLMOHHbIe Gaitnbl, CreHePUPOBaH M NOKa-
3aH NoruH/naponb agmuHUcTpaTopa Blitz Identity Provider, creHepupoBaH Naposib OT KAOYEBOFO KOHTeA-
Hepa n SSH-katou.

A\ Buumanue

SSH-K/tOY MCMNONb3yeTcA MPU HACTPOWKe KAACTEepHOW KOHQUIypauuu Ans mpucoeduHeHUA cepeepa
(cTpanuua 17) K KnacTepy.

R R b b b b b b S I b b b I b b b b I b b b b 2 b b b b I b b b b I b b b b b b S I b b b b b b b 2 b b S 2 b b b i

Your Blitz Identity Provider configured on domain: sso.orb.local

Your Blitz Identity Provider Console available on addresses:
http://sso.orb.local:9001/blitz/console

http://app02:9001/blitz/console

Administration user credentials of Blitz Console: username - admin
password - Wag4jR4Vve&Q

Your can change user credentials at file - /usr/share/identityblitz/blitz-
—config/credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:

ssh-ed25519.
—AAAAC3NzaCl1ZDIINTESAAAAIDAK7051iBwSDtcoxuyZAdSDovmQVzalHHNIJCZIkKZAD. .
—blitz@app02

Ak h kA hhk Ak hhhhkrhhkhk kA hhk Ak hk Ak hkhkhkhhkhk Ak hkhkhkhkhkhkhkrhkhkhkhkhhkdhk Ak khkrhkhkhhxhk*x*x

- ~N
© coser

Ecan npu 3anycke ycTaHOBLUMKA 6b1n agonyuweHbl owmnbKN BBOAA, TAK YTO YCTAaHOBKa 6bina nposeaeHa
C HeENpPaBU/IbHbIMU NapamMmeTpamu, TO MOXXHO BOCNO/1b30BaAaTbCA cne,u.yrou.l,eﬁ KOMaH,EI,Oﬁ Ana yganeHua
¢aVIﬂOB, KOTOpble Co3a4a/1 YCTAaHOBLIMUK, YTOObI UMETb BO3MOXKHOCTb BHOBb npoBeCTN YCTAHOBKY Ha4yu-
CTO:

rm —-rf /usr/share/identityblitz /etc/default/blitz-* /etc/blitz-* /var/log/
—identityblitz/ /lib/systemd/system/blitz-*

5. ﬂ,06aBVITb CepBUCHI B aBTO3aNyCK Ha COOTBETCTBYHOLWLUX UM CepBepax U 3anyCTUTb UX:

systemctl enable blitz-console
systemctl start blitz-console
systemctl enable blitz-idp
systemctl start blitz-idp

systemctl enable blitz-registration
systemctl start blitz-registration
systemctl enable blitz-recovery

systemctl start blitz-recovery
.

1.3.6 Lar 6. Hactpoiika knacrepa (onuMoHanbHO)

Mpw passepTbiBaHMu Blitz Identity Provider B kKnactepe He06x04MMO HAaCTPOUTb CUHXPOHM3ALMIO KOHPUTYpPaLLUK
MEXKY ero cepeepamm.
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DelicTBUA Ha cepBepe C KOHCO/bIO YNPaB/ieHUs

1. YcTaHOBUTL rsync:

[sudo yum install rsync

unu (gns Astra Linux Special Edition 1.8)

[sudo apt install rsync

2. YCcTaHOBMUTb inotify-tools:

[sudo yum install inotify-tools

unu (gna Astra Linux Special Edition 1.8)

{sudo apt install inotify-tools

3. [o6aBuTb CEPBUC CMHXPOHM3ALUMM blitz—sync B aBTO3aMNyCcK U 3anyCTUTb:

systemctl enable blitz-sync

systemctl start blitz-sync

r

~
© nNpumeyanue
¢ CepBMC ynpaBnseTca Yyepes systemct 1.
¢ lcnonHaemMbl CKPUNT cepBuca: /usr/share/identityblitz/scripts/blitz-sync.sh.
e Jlorn cepsuca: /var/log/identityblitz/blitz—-sync.log
e CnUCOK HOA, AN1A CUHXPOHM3aLUMM 3343€TCA B NapameTpe APP_NODE_LIST Npu MepeoHa4asabHol
Hacmpolike cucmemsl (cTpaHuua 13), inbo B paitne /etc/default /blitz—console, €CAUCU-
cTema yKe co3gaHa.
J

[DeiictBua Ha ocTanbHbIX cepBepax Blitz Identity Provider

1. YcTaHOBUTbL rsync:

{sudo yum install rsync

unu (gna Astra Linux Special Edition 1.8)

[sudo apt install rsync

2. [lo6aBuTb B KNacTep cepBepbl C NPUNOKEHUAMU blitz—-idp, blitz-recovery,blitz-registration.
[ns 3TOro 3anycTuTb CKPUNT KOHPUrypaumm B pexnume join. B napametpe —k 3agaerca SSH-kntou, nony-
YeHHbI gns obasasemoro cepepa Npu BbINOJHEHUM CKPUNTA KOHPUIYPaLIUW B pexcume rnepsoHa4ass-
Holi Hacmpoliku (cTpaHuua 13).

/usr/share/identityblitz/scripts/configure.sh -k 'ssh-ed25519.
—AAAAC3NzaCl1ZDIINTESAAAATKANPkYWquObzg9CVVvM18HYJua/y915+0CiTd4ELtOGX V..
—blitz@app02' join

1.3.7 War 7. Be6-cepsep

B KauecTBe Beb-cepBepa peKomMeHAayeTca UCnoab3oBaTb nginx, HAProxy nau Apache2.
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nginx

Mpumep HacTpoeyHoro alina gas nginx BKAOYEH B AncTpnbyTmB Blitz Identity Provider —ato panblitz-idp.
confM3AMpemDpMMngianapXMBeresources.zip.HymHOCKOppEMMpOBaTaneAWOMMe6nOKMHampoe&
nocne 4yero 3arpy3utb Gpain Ha cepsep ¢ nginx (KaTanor /etc/nginx/conf.d):

1. CKoppeKTnpoBaTb 610K HAcTpoeK 6anaHCUPOBKMU:

upstream blitz-idp {
server [BLITZ-IDP-NODE-01]:9000 max_fails=3 fail_timeout=120;
server [BLITZ-IDP-NODE-02]:9000 max_fails=3 fail_timeout=120;
}
upstream blitz-reg {
server [BLITZ-REG-NODE-01]:9002 max_fails=3 fail_timeout=120;
server [BLITZ-REG-NODE-02]:9002 max_fails=3 fail_timeout=120;
}
upstream blitz-rec {
server [BLITZ-REC-NODE-01]:9003 max_fails=3 fail_timeout=120;
server [BLITZ-REC-NODE-02]:9003 max_fails=3 fail_timeout=120;
}
upstream blitz-console {
server [BLITZ-CONSOLE-NODE-01]:9001 max_fails=3 fail_timeout=120;

MapameTpbl UMEIOT Cneaytolme HasHaYeHus:

* [BLITZ-%%%-NODE-XX] —WUMeHa (hostname) cepBepos c cepBucamu Blitz Identity Provider (b1itz-idp,

blitz-registration,blitz-recovery);
® [BLITZ-CONSOLE-NODE-01] —ums (hostname) cepBepa c Blitz Console.

2. CroppekTMpoBaTb 610K HAaCTPOEK TePMUHMPOBaHUA TLS:

ssl_certificate [BLITZ-SSL-CERT-FILE];
ssl_certificate_key [BLITZ-SSL-PRIVATEKEY-FILE];

MapameTpbl UMEIOT ciegytowme Ha3HauYeHUs:
e [BLITZ-SSL-CERT-FILE] — nyTb (NnosHoe nmsa) K dpaiiny c TLS-cepTnudukatom cepsepa;
® [BLITZ-IDP-CONSOLE-NODE-01] —nyTb (NonHoe ums) K dpanny c TLS-kaouom cepsepa.

3. Cnepyet yuecTb, YTo Blitz Identity Provider urHopupyet 3aronoBok x-Forwarded-Proto https, ecin B
nginx x-Forwarded-For cogep*uT bonee ogHoro IP-aapeca, Hanpumep:

[proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;

B sTOoM cnyvae pekomeHayeTcA MCNONb30BaTb Caeayolee 3HaYeHne AUPEKTUBDI:

[proxy_set_header X-Forwarded-For $client_ip

Mpu aTom client_ip BblYUCAAETCA C NOMOLLBIO map. N3 cnUcKa Bceraa Bceraa 6epeTcn nepesoe 3HayeHue:

map S$http_x_forwarded_for S$client_ip {
default $remote_addr;
"a (?<IP>([0-91{1,3F\.){3}[0-9]1{1,3})*" SIP;
"~ (2<IP>([0-91{1,3}\.){3}[0-91{1,3}),.*" SIP;

4. CkonupoBaTb Ha cepBep Nginx B NManKky /usr/share/nginx/html Nanky static_errors ¢ paknamu
CTpaHuL, oTobparkeHna owmnbok cepsepa. Paiabl ¢ Nnpumepammn oPpopMAEHUA CTPaHUL, OLIMBOK MOKHO
B3ATb B gucTpnbytuse Blitz Identity Provider —aTo nanka static_errors B apxuBe resources.zip.
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HAProxy

Mpumep HacTpoeyHoro daina ana HAProxy BkatoueH B anctpubyTms Blitz Identity Provider —ato palin haproxy.
cfg U3 AMPEKTOPUN haproxy B apxmBe resources . zip. KOHPUrypaumoHHbin painn paccuntaH Ha HAProxy Bep-
CUKM 2.2+, NOCKOJIbKY B B/10KE MCNONb3YIOTCA AMPEKTMBLI http—errors, errorfile, errorfiles ANA nepe-
onpeaeneHuns NCnonb3oBaHUA CTpaHML, oWNBOK 13 noctaeku Blitz Identity Provider.

A Buumanue

CTaTUYECKNI KOHTEHT, B 0T/IMYmMe OT nginx, HAProxy He nogaepxusaetca. M3o6paxkeHus, favicon 1 1. n. Heob-
XO4MMO NOATpyKaTb C OTAE/IbHOTO cepBepa. 3a 3TO OTBEYaeT NPaBuo acl is-blitz-static, mapwpyT
use_backend blitz-static if is-blitz-static M backend blitz-static.

3.
4.

BNOK global - onpeaensieT cMCTeEMHbIE MapameTpbl (MoAb30BaTelb, OT UMEHW KOTOPOTO BbIMOHAETCA NPO-
Lecc, napameTpbl JI0OTMPOBaHNA, PaspeLleHHble aNrToPUTMbl WNGPOBaHUA U T.4.).

CeKkumn defaults - onpegensner oblme napameTpbl 417 CAAYIOWMX 32 HUM CEKLMIA.
CeKkums frontend - onpegenser npasmna 06paboTKkM BXOAALLMX 3aNPOCOB.

CeKuus backend - ONUCbIBAET CEPBEPbI, KOTOPbIM ByAyT NepeHanpassieHbl 3anNpochbl.

OCHOBHOW MHTEpec NpeacTaBnatoT cekumm backend ¢ BKAKOYEHHbBIMM aKTUBHbBIMM NPOBEPKAMMU:

1. 3anyctuTb anropuTm 6aNaHCMPOBKU:
[balance roundrobin }
2. Bkntountb HTTP-npoBepku backend:
[option httpchk }
3. OTKpbITb HOBOE COEANHEHMUE:
[http—check connect J
4. OTtnpasuTb get-3anpoc K JiK:
[http—check send meth GET uri /blitz/profile hdr Host rocky8 }
5. MpoBepuTb yCTaHOBKY ceccMoHHoM cookie blc:
[httpfcheck expect hdr name set-cookie value -m beg "blc=" }
6. MMpoBepuTb HanMuMe peanpeKTa:
[httpfcheck expect status 303 ]
7. NosBATCA 3aNMCK ANA KaXKL0ro cepBepa NpUNoXKeHnn. MHTepBaa NpoBEPKM cepBepa COCTaBAAET 5 ceKyHA.
B cnyyae 2-x olwmnbOoK noapas NoMeTUTb Kak HegoCTyNHbIN. Mocne 1-01 ycnewHon NnpoBepKM NOMETUTb KaK
OOCTYMHbIN.
8. KoHTposiMpoBaTh NOTOK OLWMBOK Ha ypoBHe 7. Ecin BOSHUKHET 6onee 10-Tv ownBOoK, TOraa NOMeTUTb Kak
HeaocTynHbIW. Mpu ycnewHom health-check 6yaget oTmeueH, Kak gOCTYMHbIN.
9. MocTeneHHo BBECTM B HanaHcMpoBKy 3a 10c:
server blitz-idp-local 127.0.0.1:9000 check inter 5s rise 1 fall 2 observe.
—~layer7 error-limit 10 on-error mark-down slowstart 10s
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1.3.8 LUar 8. LDAP-kaTanor

OnymoHanbHO

> Cm. TakKe

Cnucok nodoepxcusaemsbix Kamaso2o8 (cTpaHuua 1).

B cnyyae HeobxoammocTuy pa3BepTbiBaHMA HOBoro LDAP-KkaTasiora pekomeHayeTca B Kavectse LDAP-kaTanora uc-
nonb3osaTb 389 Directory Server, koTopbiii BXoauT B cocTas OC:

CentOS n RHEL

1. BbINOAHUTL KOMaHAb! YCTAaHOBKM:

e B
yum install 389-ds-base 389-adminutil 389-admin 389-admin-console 389-console.

—389-ds—-console
yum install xauth
.

2. YcTaHOBUTL 1imits B COOTBETCTBMMU C pekomeHadaumamm 389 Directory Server:

echo "fs.file-max = 64000" >> /etc/sysctl.conf

echo "* soft nofile 8192" >> /etc/security/limits.conf
echo "* hard nofile 8192" >> /etc/security/limits.conf
echo "ulimit -n 8192" >> /etc/profile

L

3. UHnumnanmnsmuposatb LDAP-kaTanor. OTBETUTb Ha BONPOCHI YCTaHOBLLMKA:

{setupfdsfadmin.pl

4. TMocne 3aBepLieHNa ycTaHoBKK go6asutb LDAP-KaTanor 8 aBTo3anyck 1 3anycTuTb CepBUC:

systemctl enable dirsrv.target
systemctl start dirsrv.target

Astra Linux Special Edition 1.8

1. BbINONHUTL KOMaHAY YCTAHOBKM U CKPUNT MHUUMANM3BALNM KaTanora:

s 2}

apt-get install 389-ds-base
setup-ds
.

2. Mocne 3aBepLieHMA YCTaHOBKN f06aBuTb LDAP-KaTanor B aBTO3anycKk M 3anyCcTuTb CEPBUC:

systemctl enable dirsrv.target
systemctl start dirsrv.target

Mocne yctaHoBKKM 389 Directory Server BbINO/IHUTL €r0 HACTPOMKY A5 MOAFOTOBKM MCMOb30BaHUA COBMECTHO C
Blitz Identity Provider. lna sToro:

1. CkonuposaTb Ha LDAP-cepBep KOHOUTypauuoHHble ckpunTbl LDAP 13 coctaBa guctpubytusa Blitz Identity
Provider (3To nanka 1dap B apxuBe resources.zip).

2. BbINOAHUTL CKPUNT NepPBOHaYaNbHOM HAaCTPOWKM 1dap_init . sh — CKPUNT CO34ACT BETKY sub AN XpaHe-
HWUA I'IoanOBaTenef/'I, CEPBUCHOTO No/b30oBaTeNA reader, HACTPOUT NpPaBa AOCTyNa NO/Ib30BATE/IA U €ro Na-
PONIbHYHO NOJIUTUKY (6eCCpOHHbIVI naponb onAa CepBnUCHOro I'IOJ1b3OBaTenﬂ), co3pacT Knaccblitz-schema
c aTpubytamun uid, mail, mobile, sn, name:

chmod +x ldap_init.sh
./ldap_init.sh
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3. BbINOMHUTbL CKPUNT HAcTpolikK TLS Ha cepBepe LDAP (CKpUNT co34aeT Konuio TEeKYLWEeN NSS DB, 3aTEM CO-
3/1aeT HOBYIO NSS DB, cepTudumKaTbl n Gain pin.txt 418 3anycka cepsepa 6e3 BBoga Napons):

chmod +x ldap_ssl.sh
./1ldap_ssl.sh

4. lMocne BbiNOAHEHMA cKpunTa nepesanyctutb LDAP-kaTanor:

[systemctl restart dirsrv.target

5. Ecnum TpebyeTca HacTpouTb U BKAOUYUTL I106asibHble NaposibHble NoAUTUKK B LDAP, To CKOppeKTUpoBaTh m
BbINONHUTb CKPUNT ldap_pwdpolicy.sh:

chmod +x ldap_pwdpolicy.sh
./ldap_pwdpolicy.sh

6. Ecnu TpebyeTca co3aaTb 4ONOAHUTENBHbIE aTPUDYTbI:

1. NoAroToBUTL TEKCTOBbINM dali/l, B KOTOPOM Ha Ka40M CTPOKe NPMBECTM MMA CO343aBaemoro atpmbyra
(T.e. TeKcToBbIN daiin co cTonbuoM co3aaBaembix aTpMbyToOB);

2. BbINOAHUTb CKPUNT CO34aHMA AONOJAHUTENbHbIX anI/I6YTOB, OTBETUTb Ha €ro BONpocChbl:

chmod +x ldap_add_attr.sh
./ldap_add_attr.sh

3. oTpefakTMpoBaTb TeKcToBblM dain no agpecy /etc/dirsrv/slapd-<uHazsanue uHCTaHCa>/
schema/99%user.1dif, f06aBUTb HOBble aTpMbyTbl B objectclass C UMEHEM blitz-schema B
pasgen MAY;

4. nepesanyctuTb LDAP-KkaTanor, 4Tobbl NPUMEHUTb U3MEHEHWNS CXEMbI KaTasora:

[systemctl restart dirsrv.target

1.4 3kcnpecc-UHCTPYKUMKM ana pasHbix OC

B aaHHOM pasgene npueeaeHbl SKCNPeCcC-MHCTPYKLMKM No ycTaHoske Blitz Identity Provider B pa3ninMuHbix onepa-
LUMOHHbIX CUCTEMAX.

1.4.1 OrpaHunuyeHus NpPU UCNO/Ib30BaHUN UHCTPYKLUUN

A Npeaynpexaenmne

B 3Kcnpecc-UHCTPYKLUMAX MO YCTAHOBKE PacCMATPUBAETCA MUHMMANbHAA KOHOUrypauus 6e3 obecnevyeHus
OTKa30YyCTOMUYMBOCTM C pasmMeLeHMeM BCEX KOMMOHEHT Ha OAHOMN BUPTYa/IbHOM MalLMHe.

@ BaxHo

MNepepa BbinOAHEHUEM pa60T H906X0,EI,VIMO 06HOBUTL onepaynoHHYH CUCTEMY A0 aKTya/ibHbIX naTyen.

MHCTPYKUMM NPUBOAATCA AN CAYYan HaNMYMA NOAKNHOYEHUA BUPTYa/IbHOM MalUMHbI K CETU UHTEpHeT. B Kaye-
CTBE [LOMEHHOTO UMEHW AR YCTAaHOBKM B UHCTPYKLMAX UCMONb3YeTcs UMA testinstallation.local (ero
HY}KHO CKOPPEKTUPOBATb). B NpMMeHAEMbIX 415 HACTPOMKM CKPUNTaX B KaYecTBe Nnaposs MCNo/b3yeTcs CTPOKa
CHANGE_ME (ero Hy»HO CKOpPPeKTUpOoBaTh). Bce AeNCTBMA BbINONHAIOTCA C NPUBUAETMAMM NO/b30BATENA root.

Mepen ycTaHOBKOW Ha cepBep B KaTanor ~/tmp/blitz AOMKHbLI 6bITb 3arpy»KeHbl U pacnakoBaHbl ¢alinbl guc-
TpubyTtnea Blitz Identity Provider (npoBepuTb NpaBMAbHOCTL BEpCMY B BLITZ_REL):
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export BLITZ_REL=5.18.0

mkdir -p ~/tmp/blitz

wget —g 'https://my.idblitz.ru/share/nextcloud/index.php/s/3W48EBrNXf3R3WC/
—download?path=%2F'S$BLITZ_REL'&files=blitz-'S$BLITZ_REL.bin -0 ~/tmp/blitz/blitz-
< $BLITZ_REL.bin

wget —g 'https://my.idblitz.ru/share/nextcloud/index.php/s/3W48EBrNXf3R3WC/
—download?path=%2F'SBLITZ_REL'&files=resources.zip' -0 ~/tmp/blitz/resources.zip
unzip ~/tmp/blitz/resources.zip -d ~/tmp/blitz

find ~/tmp/blitz -name *.sh -o —-name *.bin|xargs chmod +x

1.4.2 Astra, Anbt, OCHoBa, PE] OC, POCA, Moc.OC

@ BaxHo

CM. oepaHuyeHua (CTpaHnua 22) Npu UCNONb30BAHUM IKCMPECC-UHCTPYKLMIA.

Cnuncok OC, ana KOTOpbIX NpUBEAEHbl MHCTPYKLMK NO YCTAaHOBKe, U X 0603HayeHne B AaHHOM pasgene:
e Astra: Astra Linux Special Edition 1.7, Astra Linux Special Edition 1.8;
e Anbt 8: AnbT 8 CIN Cepaep;
e Anbt 10: Anbt Cepsep 10;
* OCHosa: OCHoBa 2.14;
e PEO OC: PEA OC7.3, PEL OCS;
e POCA: POCA Xpom 13;
e Moc.OC: Moc.OC CepsepHas 15.5.

LWar 1. JDK
Astra

[Ons Astra Linux Special Edition 1.7:

[aptfget install openjdk-11-jdk }

TaKsKe MOXKHO Mcnosb3osath Liberica JDK 117 1 Axiom JDK 11 Certified?®.

Ons Astra Linux Special Edition 1.8 Heobxoanmo ycTaHoBUTb ANcTpubyTMB JDK 17.

[aptfget install openjdk-17-jdk }

TaKsKe MOXKHO Mcnosb3osath Liberica JDK 17%° 1 Axiom JDK 17 Certified?°.

Anbt 8

YctaHoBUTb ancTpubytuns JDK:

[apt—get install java-11-openjdk-devel }

17 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
18 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/

19 https://docs.bell-sw.com/liberica-jdk/17b35/general/install-guide/

20 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/
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Anbt 10

YcTtaHoBUTb ancTpubyTtuns JDK:

[aptfget install java-1ll-openjdk-devel

OCHoBa

YcTaHoBUTL AMcTpUbYTUB Liberica JDK 1121, Take BO3MOXHO Mcnonb3osaTh Axiom JDK 11 Certified??.

[apt—get install openjdk-11-jdk

PEA OC

YcTaHOBUTb AUCTPUBYTUB:

[dnf install java-1ll-openjdk-devel

POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install java-1l-openjdk-devel rootcerts-java

Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install java-1l-openjdk-devel

War 2. Memcached
Astra

YCTaHOBUTb AUCTPUOYTUB:

[apt install memcached

3anyctutb cnyxby:

[systemctl enable memcached && systemctl start memcached

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install memcached

3anycTuTb CAyKoy:

[systemctl enable memcached && systemctl start memcached

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

21 https://docs.bell-sw.com/liberica-jdk/11.0.23b12/general/install-guide/
22 https://axiomjdk.ru/pages/axiomjdk-install-guide-11.0.5/
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[aptfget install memcached ]

3anycTuTb cyKoy:

[systemctl enable memcached && systemctl start memcached }

OCHoBa

YCTaHOBUTb AUCTPUOYTUB:

[apt install memcached J

3anyctutb cnyoby:

[systemctl enable memcached && systemctl start memcached ]

PEA OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install memcached J

3anyctutb cnyxby:

[systemctl enable memcached && systemctl start memcached J

POCA

YcTaHOBUTb AUCTPUBYTUB:

[dnf install memcached }

3anycTuTb CNyKOy:

[systemctl enable memcached && systemctl start memcached J

Moc.0C

YcTaHOBUTb AUCTPUBYTUB:

[zypper install memcached }

3anycTuTb CNy»K6y:

[systemctl enable memcached.service && systemctl start memcached.service }

LWar 3. PostgreSQL
Astra

YCTaHOBUTb AUCTPUBYTUB:

[apt install postgresqgl }

[Jo6aBuTb paspelweHne B /etc/postgresql/<eepcuga>/main/pg_hba.conf Ha nogkatoyeHne K CYB[, nonb-
30BaTento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 }
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YKaszaTb anroput™ WndpoBaHUA Naponen B /etc/postgresqgl/<sepcuga>/main/postgresgl.conf:

[password_encryption = scram-sha-256 }

Mepe3anycTuTb CayKoy:

[systemctl restart postgresql }

Nopkntountbea K CYB/1 1 npoBecTy NepBUYHYIO HACTPOMKY

su — postgres

psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell nonb3osaTtens root U BbINOAHUTL CKPUNTbI CO34aHNA U OBHOBNEHMA CTPYKTYPbl B, blitzdb:

N

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl1/003-usd_id_table.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.

—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/0l14-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql
psgl -U blitz —~h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql
psgl -U blitz —~h 127.0.0.1 blitzdb —f ~/tmp/blitz/postgres/dd1/028-5.31.0.sql
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Anbt 8

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install postgresgl-server }

MHuumanusmnposate CYB[, KomaHaoi:

[/etc/init.d/postgresql initdb }

[Jo6aBuTb paspelweHne B /etc/postgresql /<Bepcuga>/main/pg_hba.conf Ha nogkatoyeHne K CYB[, nonb-
30BaTento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 }

YKaszaTb anroput™ WndpoBaHUA Naponen B /etc/postgresqgl/<sepsuga>/main/postgresgl.conf:

[password_encryption = scram-sha-256 }

3anycTuTb cyKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl }

Nopkntountbea K CYB/1 1 npoBecTy NepBUHHYIO HACTPOMKY

psgql -U postgres

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell M BbINONHUTBL CKPUNTLI CO34aHUA U OOHOBNEHUA CTPYKTYpbl B[] blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql

(npogonkaertcsa Ha cneayloLen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl1/028-5.31.0.sql
Anbt 10

YCTaHOBUTb AUCTPUOYTUB:

[aptfget install postgresgl-server

Muuumanusmnposate CYB[, KomaHaoi:

[/etc/init.d/postgresql initdb

3anyctutb cnyxby:

[systemctl enable postgresqgl && systemctl start postgresqgl

Nopkntountbea K CYB/l M npoBecTM NepBUYHYIO HACTPOMKY

psgl -U postgres

create database blitzdb;
create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell M BbINOAHWUTL CKPUNTbI CO34aHNUA U OBHOBNEHUSA CTPYKTYpbl B, blitzdb:

psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql
psql

blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb

-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz
-U blitz

=i
=i
=i
-f
=it
=it
=i
=i
-f
=1t
=it
=it
=it
-f
-f
=it
=i
=i
=i
-f

~/tmp/blitz/postgres/ddl/000-service-tasks.sql
~/tmp/blitz/postgres/ddl/001-init-database.sql

~/tmp/blitz/postgres/ddl/002-new_pp_columns.sqgl
~/tmp/blitz/postgres/ddl/003-usd_id_table.sql
~/tmp/blitz/postgres/ddl/004-usr_auth_table.sqgl

~/tmp/blitz/postgres/ddl/005-usr_agt_table.sql

~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.sqgl

~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
~/tmp/blitz/postgres/ddl/008-wak.sqgl
~/tmp/blitz/postgres/ddl/009-fix_pp_column.sql
~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl

~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
~/tmp/blitz/postgres/ddl/013-tasks.sqgl
~/tmp/blitz/postgres/ddl/01l4-sec_ch_ua.sql

~/tmp/blitz/postgres/ddl/015-5.
~/tmp/blitz/postgres/ddl/016-5.
~/tmp/blitz/postgres/ddl/017-5.
~/tmp/blitz/postgres/ddl/018-5.
~/tmp/blitz/postgres/ddl/019-5.

12

13,
15.
17.
18.

204
0.
0.

0

sgl
sqgl
sql

.sql
0.

sgl

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sqgl

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sq9l

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sqgl

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql

psgl —-d blitzdb -U blitz -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sql

OCHoBa

YCcTaHOBUTb ANCTPUBYTUB:

[apt install postgresgl postgresgl-client }
MHunymanusmposatb CYB KomaHaoM:

[/etc/init.d/postgresql initdb J

Job6aBuTb paspelleHne B /etc/postgresql/<sepcug>/main/pg_hba.conf Ha nogKntoyeHue K b/, nonb3o-
BaTeNnto blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256 J

YKa3aTb afropuTm WnpoBaHMA Naponen B /etc/postgresgl/<sepcusa>/main/postgresqgl.conf:

[password_encryption = scram-sha-256 J

Mepe3anycTuTb cnyxby:

[systemctl restart postgresqgl ]

MNoaxntounTbes K CYBM, n NpoBeCTM NEPBUYHYIO HACTPOMKY

su — postgres
psqgl

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbcA B shell nonb3oBatens root U BbINOJHUTL CKPUNTbI CO34aHUA U OBHOBNEHMA CTPYKTYpbl B, blitzdb:

N

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.

—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.

—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.

—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.

—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.

—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
(npoponkaertca Ha cneayolen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb —-f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl1/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz —~h 127.0.0.1 blitzdb —f ~/tmp/blitz/postgres/ddl/017-5.15.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql

psgl -U blitz ~h 127.0.0.1 blitzdb —f ~/tmp/blitz/postgres/dd1/028-5.31.0.sql

PEQ OC

YCTaHOBUTb AUCTPUOYTUB:

[dnf install postgresgl-server

MHuumanusmnposate CYB, KomaHgoiM:

[/usr/bin/postgresqlfsetup initdb

1

[Job6aButb paspelweHne B /var/lib/pgsql/<sepcua>/data/pg_hba.conf Ha Nnoakno4yeHue K bl nonb3o-

BaTeNto blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb afiropuTm WndpoBaHMA naponen B /var/lib/pgsql/<sepcusa>/data/postgresqgl.conf:

[password_encryption = scram-sha—-256

3anycTuTb cyKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl

MNoaxntounTbes K CYBM, n NpoBeECTM NEPBUYHYIO HACTPOMKY

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE _ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;
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BepHyTbcA B shell nonb3oBatensa root U BbINOAHUTL CKPUNTbI CO34aHUA U 0BHOBAEHMA CTPYKTYpbl B, blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sgl

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sqgl
POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install postgresgl-server

MHnymanusmposatb CYB KomaHaoM:

[/usr/bin/initdb ——pgdata=/var/lib/pgsqgl/data

1

Job6aButb paspeweHue B /var/lib/pgsql/data/pg_hba.conf Ha noaknwyeHne K b/l nonb3osaTtento

blitz:

[host

blitzdb blitz 127.0.0.1/32 scram-sha—-256

YKazaTb anroputm WwindpoBaHMA naponen B /var/lib/pgsgl/data/postgresqgl.conf:

[password_encryption = scram-sha—-256

3anycTuTb CNyKoy:
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[systemctl enable postgresgl.service && systemctl start postgresqgl.service

MNoaxntounTtbes K CYB[, M NpoBECTU NEPBUYHYIO HAaCTPOIKY:

su — postgres
psql

create database blitzdb;
create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHWUTL CKPUNTLI CO34aHMA U 0BHOBAEHUA CTPYKTYPbI B blitzdb:

psgl -U blitz
psgl -U blitz
psgl -U blitz
—sgl

psgl -U blitz
psgl -U blitz
—sqgl

psgl -U blitz
psgl -U blitz
—sqgl

psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz
psgl -U blitz

127.0

127.
127.

127.
127.

127.
127.

127 .
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127.
127 .
127.
127.
127.
127.
127.

o O

O O O O O O O O O O O O O o o o o o o o o o

0.1
0.1

o O

O O O O O O O O O O O O O o o o o o o o o o

-

N N e e e T e e e T e e e e e e e S S T ST

blitzdb
blitzdb
blitzdb

blitzdb
blitzdb

blitzdb
blitzdb

blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb
blitzdb

=it
-f
=iL

=it
=i

=it
=it

/tmp/blitz/postgres/ddl/000-service-tasks.sql
/tmp/blitz/postgres/ddl/001-init-database.sqgl
/tmp/blitz/postgres/ddl/002-new_pp_columns.

/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
/tmp/blitz/postgres/ddl/004-usr_auth_table.

/tmp/blitz/postgres/ddl/005-usr_agt_table.sql
/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.

/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
/tmp/blitz/postgres/ddl/008-wak.sqgl
/tmp/blitz/postgres/ddl/009-fix_pp_column.sql
/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
/tmp/blitz/postgres/ddl/012—-geo_to_audit.sqgl
/tmp/blitz/postgres/ddl/013-tasks.sql
/tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
/tmp/blitz/postgres/ddl/015-5.12.0.sql

/tmp/blitz/postgres/ddl/016-5.13.0.sqgl
/tmp/blitz/postgres/ddl/017-5.15.0.sqgl
/tmp/blitz/postgres/ddl/018-5.17.0.sql
/tmp/blitz/postgres/ddl/019-5.18.0.sqgl
/tmp/blitz/postgres/ddl/020-5.20.0.sql
/tmp/blitz/postgres/ddl/021-5.21.0.sql
/tmp/blitz/postgres/ddl/022-5.23.0.sq9l
/tmp/blitz/postgres/ddl/023-5.26.0.sqgl
/tmp/blitz/postgres/ddl/024-5.27.0.sqgl
/tmp/blitz/postgres/ddl/025-5.28.0.sqgl
/tmp/blitz/postgres/ddl/026-5.29.0.sql
/tmp/blitz/postgres/ddl/027-5.30.0.sqgl
/tmp/blitz/postgres/ddl/028-5.31.0.sqgl

Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install postgresgl-server

Jo6aButb paspelwenne B /var/lib/pgsql/data/pg_hba.conf Ha nogKkntoyeHue K B[ nonb3sosatento blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb anroputm WwndposaHua naponei B /var/lib/pgsqgl/data/postgresql.conf:
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[password_encryption = scram-sha—-256

3anycTuTb cyKoy:

[systemctl enable postgresgl.service && systemctl start postgresqgl.service

MoakntounTbea K CYB/, M npoBecTy NepBUYHYIO HAaCTPOIKY:

su — postgres
psql
create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHUTL CKPMNTLI CO34aHMA U 06HOBNEHUA CTPYKTYPbI B, blitzdb:

—sqgl

—sql

psgl -U blitz -h 127.
—sqgl

psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.
psgl -U blitz -h 127.

(@]
(@]
[N

O O OO O O O OO0 OO0 OO OO OO0 O o o O O
O O OO O O O OO0 OO OO OO OO0 o O O O
e N e T e T e e e T e T e T e T e e T e S S S S TN N

0.
.sql

O O O O O O O O O o o o o

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/003-usd_id_table.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/004-usr_auth_table.

blitzdb -f /tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
blitzdb -f /tmp/blitz/postgres/ddl/008-wak.sqgl

blitzdb -f /tmp/blitz/postgres/ddl/009-fix_pp_column.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/010-add_usr_prp.sql
blitzdb -f /tmp/blitz/postgres/ddl/011-pp_audit.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/012-geo_to_audit.sql
blitzdb —-f /tmp/blitz/postgres/ddl/013-tasks.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/014-sec_ch_ua.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/015-5.12.
blitzdb -f /tmp/blitz/postgres/ddl/016-5.13.
blitzdb -f /tmp/blitz/postgres/ddl/017-5.15.
blitzdb -f /tmp/blitz/postgres/ddl/018-5.17.
blitzdb -f /tmp/blitz/postgres/ddl/019-5.18.
blitzdb -f /tmp/blitz/postgres/ddl/020-5.20.
blitzdb -f /tmp/blitz/postgres/ddl/021-5.21.
blitzdb -f /tmp/blitz/postgres/ddl/022-5.23.
blitzdb -f /tmp/blitz/postgres/ddl/023-5.26.
blitzdb -f /tmp/blitz/postgres/ddl/024-5.27.
blitzdb -f /tmp/blitz/postgres/ddl/025-5.28.
blitzdb -f /tmp/blitz/postgres/ddl/026-5.29.
blitzdb -f /tmp/blitz/postgres/ddl/027-5.30.
blitzdb -f /tmp/blitz/postgres/ddl/028-5.31.

sgl

.sql
.sql
.sql
.sql
.sql
.sql
.sql
.sql
.sql
.sql
.sql
.sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/000-service-tasks.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/001-init-database.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/002-new_pp_columns.

psgl -U blitz -h 127.0.0.1 blitzdb -f /tmp/blitz/postgres/ddl/005-usr_agt_table.sqgl
blitzdb -f /tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.

War 4. RabbitMQ
Astra

YCTaHOBUTb AUCTPUOYTUB:

[aptfget install rabbitmg-server

3anycTuTb CNyK6y:
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[systemctl enable rabbitmg-server && systemctl start rabbitmg-server ]

MoAroToBWTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m o m oxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Anbt 8

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install rabbitmg-server }

3anycTuTb cayKoy:

[systemctl enable rabbitmg && systemctl start rabbitmg }

MoAroToBMTL OYepeab AN B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmwomwoxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Anbt 10

YCcTaHOBUTb AUCTPUOYTUB:

[aptfget install rabbitmg-server ]

3anycTuTb cyKoy:

[systemctl enable rabbitmg && systemctl start rabbitmg }

MoAaroToBMTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m o w oxn

rabbitmg-plugins enable rabbitmg management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

OCHoBa

YCcTaHOBUTb AUCTPUOYTUB:

[aptfget install rabbitmg-server

3anycTuTb cyKoy:

[systemctl enable rabbitmg && systemctl start rabbitmg

MoAaroToBMTb OYepesnb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&" o moxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"

PEfL, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install rabbitmg-server

3anycTuTb cyKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoarotoBuTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _ xmomw oxn

rabbitmg-plugins enable rabbitmg _management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

Moc.0C

YcTaHOBUTb AUCTPUBYTUB:

[zypper install rabbitmg-server

3anycTuTb CAyKOy:
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[systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAroToBWTb OYepesb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _xmomwoxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"

LWar 5. 389 Directory Server
Astra

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install 389-ds-base

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHnumanmsuposatb LDAP-KaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install 389-ds-base openldap-clients

BKNOUNTb aBTOMATUYECKUIA 3anycK C}'Iy)'K6bIZ

[systemctl enable dirsrv.target

MHunuymanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINO/MIHWUTL NEPBUYHYIO HACTPOIMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

apt—-get install 389-ds-base
apt-get install openldap-clients
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BKNOUYNTb aBTOMATUYECKUIA 3anycK CI'Iy)'K6bIZ

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

OCHoBa

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install 389-ds-base openldap-clients

BKNOUNTb aBTOMATUYECKUIA 3anycKk Cﬂy)'l'(6bli

[systemctl enable dirsrv.target

MHuumnanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWUTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

PEJ, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install 389-ds-base

BKAOYMTb aBTOMATUYECKUI 3anycKk Cﬂy)K6bII

[systemctl enable dirsrv.target

MHuumnanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOMHWUTL NEPBUYHYIO HACTPOIKY KaTasora:

[/tmp/blitz/ldap/ldap_init.sh

POCA

YCTaHOBUTb AUCTPUBYTUB:

[dnf install 389-ds-base openldap-clients

BK/IOUMTb aBTOMATUUYECKMIA 3aMyCK CAYXKObI:

[systemctl enable dirsrv.target

MHnumanmsuposatb LDAP-KaTanor:
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[dscreate interactive

BbINONHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Moc.0C

YCTaHOBUTb AUCTPUOYTUB:

[zypper install 389-ds

BKNOUYNTb aBTOMATUYECKMNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target && systemctl start dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HACTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

LWar 6. Nginx
Astra

YCcTaHOBUTb AUCTPUOYTUB:

[apt—get install nginx-light

CronupoBsaTb $aisbl g5 UCNOb30BaHMA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites—enabled/

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

Anbt 8

YcTaHOBUTb AUCTPUBYTUB:

[aptfget install nginx

CkonupoBsaTb ¢anbl 4NA UCNOb30BaAHMA:

mkdir -p /var/www/html
cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[006aBUTb ANPEKTUBY B /etc/nginx/sites—enabled.d/blitz—idp.conf:

location /static_errors {
root /var/www/html;

BKNOUYNTb aBTOMATUYECKUIA 3anycK CI'IY)'K6bIZ

[systemctl enable nginx
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Anbt 10

YCTaHOBUTb AUCTPUBYTUB:

[aptfget install nginx

Co3paTtb KaTanor Ana pasmelleHma cTpaHuL, ¢ owmnbKamu:

[mkdir -p /var/www/html

CronupoBatb $aiinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[J06aBUTb ANPEKTUBY B /etc/nginx/sites—enabled.d/blitz—idp.conf:

location /static_errors {
root /var/www/html;

BKNOUYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable nginx && systemctl start nginx

OCHoBa

YCTaHOBUTb AUCTPUBYTUB:

[apt—get install nginx

CronupoBsaTtb $aibl g5 UCNOIb30BaHMUA:

mkdir -p /var/www/html
cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /var/www/html

[006aBUTb AMPEKTUBY B /etc/nginx/sites—enabled.d/blitz-idp.conf:

location /static_errors {
root /var/www/html;

BKNtOUNTb aBTOMATUYECKUIA 3anycK Cﬂy)'l'(6bli

[systemctl enable nginx

PEf, OC

YCTaHOBUTb AUCTPUBYTUB:

[dnf install nginx

CronupoBatb $alinbl ANA UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/sites-enabled.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNOYNTb aBTOMATUYECKUIA 3anycK CI'IY)'K6bIZ
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[systemctl enable nginx ]

POCA

YCTaHOBUTb AUCTPUOYTUB:

[dnf install nginx J

Co3aaTtb KaTanor 414 KOHGUIYPaLNOHHbIX dalinos:

[mkdir /etc/nginx/conf.d }

[06aBuTb B /etc/nginx/nginx.conf NyTb K KaTasory C KOHPUIypaLUMOHHbIMK panamum:

[include /etc/nginx/conf.d/*.conf; ]

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNOUYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable nginx.service }

Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

[zypper install nginx J

CronupoBsaTtb $aisbl g5 UCNOb30BaHMA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNtOUMTb aBTOMATUYECKMIA 3aMyCK CAYKObl:

[systemctl enable nginx.service J

LWar 7. Blitz Identity Provider
Astra

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBubHYIO BEPCUIO, JAVA_HOME M COCTaB yCTaHaB/IMBae-
MbIX NPUIOKEHWNI):

[/tmp/blitz/blitsz.X.X.bin -— —-j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUIrypaUMOHHbIM aitn blitz_param.txt CIeAYIOLLEro COAEPKAHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOVKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432

(npogonkaertcsa Ha cieayloLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHavYanbHOW HacTpolku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt

B pe3synbTaTe BbINONHEHUA CKpUNTa ByayT HacTpoeHbl KOHOUIypaLMoHHble daiinbl, a Takxke ByaeT creHepupo-
BaH W NOKasaH NornH/naponb aammuHucTpatopa Blitz Identity Provider u creHepupoBaH naponb OT KAHO4YeBOro
KOHTelHepa:

LR R e S e A I S I b I b I I b S S b e S S S R I b i R I b b I b b I b b b b S b S b S b 3

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTES5AAAATIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

R b b b I I b b b I 2 b b S b b b S b b b S 2 b b S b b b b b 2 b b b S 2 b b b S 2 b b b S 2 b b S i b b b b 2 b b i g

B cnyyae ncnonb3osaHuA KNtoYen, co3aaHHbIX Ha aTane YCTAaHOBKM, Nepe3anycTuTb nginx:

[systemctl restart nginx

Job6asuTb conoctasneHune agpeca loopback-mHtepdeiica u JOMEHHOrO MMEHM, YKa3aHHOrO NPuW YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CAyKbbi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlIeHns YyCTaHOBKM 1 HacTpolikK Blitz Identity Provider BO3MOXHO NOAKAOYUTHLCA K KOH-
COMM YMIPABAEHUA MO AOMEHHOMY UMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKM AMCTPUBYTMBa, Hanpumep, https:/
/testinstallation.local/blitz/console.
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Anbt 8

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBUIbHYLO BepCUto, JAVA_HOME U COCTaB yCTaHaB/IMBae-

MbIX MPUIONKEHUN):

[/tmp/blitz/blitz—B.X.X.bin —-— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3aatb KOHOUIYpPaUMOHHbINA Gaiin blitz_param.txt CAEAYIOWEro COAEPIKAHWA, CKOPPEKTUPOBAB B HEM Ha-

CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNnbHOW HacTpoWku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt

]

B pe3synbTaTe BbINOJAHEHUA CKpUNTa ByayT HacTPOeHbl KOHPUrypaLuMoHHble daibl, a TakkKe byaeT creHepupo-
BaH M MoOKasaH sI0rMH/naponb agMmuHuctpatopa Blitz Identity Provider u creHeprpoBaH Naposb OT KAOYeBOro

KOHTelHepa:

R e b b b I b b b b 2 2 b b b b b b 2 b b b 2 b b b i 2 b b b 2 b b b S 2 b b b S b b b b S 2 b b S b 2 b b S 2 b b i g

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password — 98aABOD3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

KKK AR AR A AR A A AR A AR AR A A A A A A A A A A AN A A A AR A AR A A I A A AR A A AR A AR A AR ARk Kk kK

B cnyyae MCnonb3oBaHMSA KOYEN, CO34aHHbIX Ha 3Tane YyCTaHOBKM, 3anyCTUTb Nginx:

[systemctl start nginx

Job6asutb conoctaBneHune agpeca loopback-uHtepdeiica 1 LOMEHHOro MMeHM, YKa3aHHOTO NPU YCTAaHOBKE B /

etc/hosts:
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[127.0.0.1 localhost.localdomain localhost testinstallation.local ]

3anycTuTb cyKobI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBeplueHns yCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOMHO NOAKNIOUNTLCA K KOH-
CONV yNpaB/ieHUA No AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKU ANCTPUBYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console.

Anbt 10

YcTaHoBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuIbHYIO BEPCUIO, JAVA_HOME M COCTaB ycTaHaB/MBae-
MbIX MPUIONKEHNIA):

[/tmp/blitz/blitsz.X.X.bin —— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUIrypaumMoHHbIi paitn blitz_param.txt CleAyIOLLEro COAEPKAHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHaYanbHOW HacTpoku Blitz Identity Provider, ykasaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt }

B pe3synbTaTe BbINONHEHUA CKpUNTa ByayT HAacTPoeHbl KOHOUIypaLMoHHble daiinbl, a Takxke ByaeT creHepupo-
BaH W NOKa3aH NornH/naponb agmuHucTpatopa Blitz Identity Provider n creHepvpoBaH naponb OT KAHO4YeBOro
KOHTelHepa:

AR A AR A A AR A AR AR A AR A AR A AR A AR A AT AR A A A A A A A A AR AR A AR A AR A AR A A A A Ak Ak h k%

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aABO0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.

(npoponkaeTtca Ha cneaytolwel cTpaHuue)
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—~generate:

—blitz@testinstallation.local

— JWS (RSA256) keypair - jws_rs256_rsa_default
— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .

(npoponkeHue c NpeablayLLei cTpaHuLbl)
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B cnyyae ncnonb3sosaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKMW, Nepe3anycTuTb nginx:

[systemctl restart nginx

[ob6asuTb conoctaBneHune agpeca loopback-uHTepdelica 1 4OMEHHOrO MMEHM, YKa3aHHOMO NPU YCTaHOBKe B /

etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb CyK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration

systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLueHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUNTLCA K KOH-
COJMIM YNpPaBAEHUA NO JOMEHHOMY MUMEHM, YyKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTUBA, Hanpumep, https:/

/testinstallation.local/blitz/console.

OCHoBa

YCTaHOBUTb AUCTPUBYTMB (MOACTaBUTL B MMSA daiina NpaBuIbHYO Bepcuio, JAVA_HOME M COCTaB yCTaHaBAMBae-

MbIX NPUNOXKEHWNI):

[/tmp/blitz/blit275.X.X.bin —-— —-Jj <JAVA_HOME> -1 "idp console recovery registration" }

Co3paTtb KOHOUIYPALMOHHBIN dalin blitz_param.txt CNEeAYHOLLEr0 COAEPKAHUA, CKOPPEKTUPOBAB B HEM Ha-

CTPOIKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHavYanbHOW HacTpolku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt

)
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B pesynbTaTte BbINONHEHMA CKpUNTa ByayT HAacTPoeHbl KOHGUTYpaLUMOoHHbIe dalinbl, a TakKe byaeT creHepupo-
BaH W NOKasaH siorMH/naponb agmuHucTpatopa Blitz Identity Provider u creHepypoBaH naposib OT KAHOYEBOTO
KOHTelHepa:

khkhkhkhkkhkhkhkhkkhkhhhhkkhkhAhhkkhhkhhkhkhAkhhhkhkhh kA hhhhhhkhhAkhrhkhkhkhhhdhhAhkhkkhkhkhkhkkhhkhrhkkhkhk

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password - 98aABOD3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .

—blitz@testinstallation.local
L R I I I R I I I I I i e I b e I b b i b b b I b b b b b b b b b b I b b S b b b Ib b 2 b b i g

B cnyyae MCNoNb30BaHUA KAOYEN, CO34aHHbIX HA 3Tane YyCTaHOBKM, NepesanycTmTb nginx:

[systemctl restart nginx }

[Jobasutb conoctasneHne agpeca loopback-uHtepdeinca u 4OMEHHOro UMeHM, yKazaHHOro Npu YCTaHOBKe B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb CyK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXHO NOAKNIOUNTLCA K KOH-
CO/IM YNPaBNEHMA MO JOMEHHOMY MMEHMW, YKa3aHHOMY Ha 3Tane yCTaHOBKM ANCTPUOYTUBA, HAaNnpUMep, https:/
/testinstallation.local/blitz/console

PEfL, OC

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuIbHYO BEPCUIO, JAVA_HOME U COCTaB yCTaHaB/MBae-
MbIX NPUIOKEHUN):

[/tmp/blitz/blitz—5.X.X.bin —-— —-j <JAVA_HOME> -i "idp console recovery registration" J

Co3patb KoOHPUrypaLmoHHbIl daiin blitz_param.txt cneaytowiero cogepkaHusa, CKOPPEKTUPOBAB B HEM HAaCTPOM-
KM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPMNT NepBOHaYaNbHOM HacTpoiikm Blitz Identity Provider, yka3aB nyTb K dpalinyblitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —-f blitz_param.txt }

B pesynbraTe BbINOMHEHMA CKPUNTa ByAyT HACTPOEHbl KOHGUIYPaUNOHHbIe daiinbl, a TakKe byaeT creHepupo-
BaH M MoKasaH siorMH/naposb agmmHuctpatopa Blitz Identity Provider u creHeprpoBaH naposib OT KAOYeBOro
KOHTENHepa:

KA A AR AR A AR A A AR A AR AR A A A A A A A A A A AR A AR AR A AR A A IR A I A A A AR A AR A AR ARk ko kK

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aAB0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR R AR A AR AR A A A AR A AR A AR A AR A AR A AR A KRR AR A I AR AR A AR A AR A IR A AR A AR A AR AR Rk K

B cnyyae MCNonb30BaHMA KAKOYEN, CO3AaHHbIX Ha 3Tane yCTaHOBKM, NepesanycTuTb nginx:

[systemctl restart nginx ]

[ob6asuTb conoctaBneHne aapeca loopback-uHtepdeiica M JOMEHHOTrO UMEHK, YKa3aHHOIO NPU YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb cayx6bi:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery
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Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXKHO NOAKNIOUYNTLCA K KOH-
CONM YNPaBNEHUA NO JOMEHHOMY UMEHMU, YKa3aHHOMY Ha 3Tane yCTaHOBKM ANCTPUBYTUBA, Hanpumep, https:/

/testinstallation.local/blitz/console

POCA

YCTaHOBUTb AUCTPUBYTUB:

/tmp/blitz/blitz-5.23.2.bin —- -j /usr/lib/jvm/java-11 -i "idp console recovery.

—registration"

Co34aTb KOHPUIrypPaUMOHHbIN dain blitz_param.txt CleAyOLLEro COAEPKAHUA, CKOPPEKTUPOBAB B HEM Ha-

CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

J

OnpepenvTtb JAVA_HOME W 3aMNyCTUTb CKPUNT NepBOHaYaNbHOM HacTpoliku Blitz Identity Provider, ykasas nyTb K

bannyblitz_param.txt:

export JAVA_HOME=/usr/lib/jvm/java-11
/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt

B cnyyae ncnonb3oBaHumA KNtouen CO34aHHbIX Ha 3Tane YCTAaHOBKM 3anyCTUTb Nginx:

[systemctl start nginx

[Job6asutb conoctasneHne agpeca loopback-uHtepdeinca u LJOMEHHOro UMeHM, YyKazaHHOro Npu YCTaHOBKe B /

etc/hosts:

[127.0.0.1 localhost.localdomain localhost CHANGE_ME

3anycTuTb CAyKbbl:

systemctl enable blitz-idp.service && systemctl start blitz-idp.service
systemctl enable blitz-console.service && systemctl start blitz-console.service
systemctl enable blitz-registration.service && systemctl start blitz-registration.

—service

systemctl enable blitz-recovery.service && systemctl start blitz-recovery.service

Mocne ycnewHoro 3aBepLueHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUNTLCA K KOH-
CONMV yNpaB/IeHUA N0 AOMEHHOMY MMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKW ANCTPUOYTUBA, Hanpumep, https:/

/testinstallation.local/blitz/console.
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Moc.0C

YCTaHOBUTb AUCTPUBYTUB:

/tmp/blitz-5.31.0.bin —— -j /usr/1lib64/jvm/java-1l-openjdk —-i "idp console.

—recovery registration”

Co3aaTb KOHOUIYPaAUMOHHBIN Paln blitz_param.txt CNeAylOWEro COaepXKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
ROOT_CONTEXT=/blitz
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=CHANGE_ME
TRUSTED_SERVERS="127.0.0.1/32"
ADMIN_USERNAME=admin
ADMIN_PASSWORD=CHANGE_ME
KEYSTORE_PASSWORD=CHANGE_ME

3anycTuTb CKPUNT NepBOHAYaNnbHOW HacTpoWku Blitz Identity Provider, yka3zaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh -f blitz_param.txt }

B pe3synbTaTe BbINOJAHEHUA CKpUNTa ByayT HacTPOeHbl KOHPUrypaLuMoHHble daibl, a TakkKe byaeT creHepupo-
BaH M MoOKasaH sI0rMH/naponb agMmuHuctpatopa Blitz Identity Provider u creHeprpoBaH Naposb OT KAOYeBOro
KOHTelHepa:

R e b b b I b b b b 2 2 b b b b b b 2 b b b 2 b b b i 2 b b b 2 b b b S 2 b b b S b b b b S 2 b b S b 2 b b S 2 b b i g

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username — admin

password — 98aABOD3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

— AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiISmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

KKK AR AR A AR A A AR A AR AR A A A A A A A A A A AN A A A AR A AR A A I A A AR A A AR A AR A AR ARk Kk kK

B cny4ae MCnonb3oBaHMA KloYEN, CO34aHHbIX Ha 3Tane YyCTaHOBKM, Nepe3anycTnTb nginx:

[systemctl restart nginx J

Job6asutb conoctaBneHune agpeca loopback-uHtepdeiica 1 LOMEHHOro MMeHM, YKa3aHHOTO NPU YCTAaHOBKE B /
etc/hosts:
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[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb cyKobI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLleHmns YyCTaHOBKM M HacTpoiku Blitz Identity Provider BO3MOMHO NOAKAHOUUTBLCA K KOH-
COAM YNPABAEHUA NO AOMEHHOMY MMEHMU, YKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTMBA, Hanpumep, https:/

/testinstallation.local/blitz/console.

1.4.3 Rocky Linux, AlmaLinux n RHEL

@ BaxHo

CMm. oepaHuyeHuA (cTpaHnua 22) Npu UCNOIb30BaHMMN IKCMPECC-UHCTPYKLMIA.

Cnucok OC, Ana KOTOPbIX NPUBEAEHbI MHCTPYKLMK MO YCTAaHOBKe, U X 0603HaYeHne B AaHHOM pasgene:
¢ Rocky 8: Rocky Linux 8;
e Alma 8: AlmalLinux 8;
e RHEL 8: RHEL 8;
e Rocky 9: Rocky Linux 9;
e Alma 9: AlmalLinux 9;

e RHEL9: RHELOS.

War 1. JDK
Rocky, Alma, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

[dnf install java-1ll-openjdk-devel

Rocky, Alma, RHEL 9

YCTaHOBUTb AUCTPUOYTUB:

[dnf install java-1ll-openjdk-devel

War 2. Memcached
Rocky, Alma, RHEL 8

YcTaHOBUTb AUCTPUBYTUB:

[dnf install memcached

3anycTuTb CNy»K6y:

[systemctl enable memcached && systemctl start memcached
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Rocky, Alma, RHEL 9

YCTaHOBUTb AUCTPUBYTUB:

[dnf install memcached

3anyctutb cnyxby:

[systemctl enable memcached && systemctl start memcached }

LWar 3. PostgreSQL
Rocky, Alma, RHEL 8

YCcTaHOBUTb AUCTPUOYTUB:

[dnf install postgresqgl

UHunymanusmposatb CYB KomaHaoM:

[postgresqlfsetup initdb

)

[obaBuTb paspeweHne B /var/lib/pgsqgl/data/pg_hba.conf Ha nogkaodeHne K B nonb3osatento
blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb afiropuTm WKdpoBaHMA naponen B /var/lib/pgsql/data/postgresqgl.conf:

[password_encryption = scram-sha—-256

3anycTutb cayx6y:

[systemctl enable postgresqgl && systemctl start postgresqgl

MoakntounTbea K CYB/, M npoBecTy NepBUYHYIO HAaCTPOIKY

su — postgres
psql

create database blitzdb;

create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BepHyTbca B shell nonb3osatena root M BbINOAHUTL CKPUMTbI CO34aHUA M 0BHOBAEHMA CTPYKTYPbl B, blitzdb:

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.

—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sqgl

(npoponkaertca Ha cneayowert cTpaHuue)
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psgl -U
psgl -U
psgl -U
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sql
~/tmp/blitz/postgres/ddl/008-wak.sql
~/tmp/blitz/postgres/ddl/009-fix_pp_column.

~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
~/tmp/blitz/postgres/ddl/011-pp_audit.sql

~/tmp/blitz/postgres/ddl/012-geo_to_audit.sqgl
~/tmp/blitz/postgres/ddl/013-tasks.sql

~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
~/tmp/blitz/postgres/ddl/015-5.
~/tmp/blitz/postgres/ddl/016-5.
~/tmp/blitz/postgres/ddl/017-5.
~/tmp/blitz/postgres/ddl/018-5.
~/tmp/blitz/postgres/ddl/019-5.
~/tmp/blitz/postgres/ddl/020-5.
~/tmp/blitz/postgres/ddl/021-5.
~/tmp/blitz/postgres/ddl/022-5.
~/tmp/blitz/postgres/ddl/023-5.
~/tmp/blitz/postgres/ddl/024-5.
~/tmp/blitz/postgres/ddl/025-5.
~/tmp/blitz/postgres/ddl/026-5.
~/tmp/blitz/postgres/ddl/027-5.
~/tmp/blitz/postgres/ddl/028-5.

12.
13,
15.
17.
18.
20.
24 ¢
23.
26.
27 <
28.
29 ¢
30.
31.

0

O O O O O O O O O O o o o

.sql
.sql
.sqgl
.sql
.sql
.sql
.sgl
.sqgl
.sql
.sql
.sql
.sqgl
.sqgl
.sqgl

Rocky, Alma, RHEL 9

YCTaHOBUTb ANCTPUODYTHMB:

[dnf install postgresgl-server

MHuumanusmnposate CYB[, KomaHaoi:

[postgresqlfsetup —initdb -unit postgresqgl

1

[obasuTb paspeweHne B /var/lib/pgsqgl/data/pg_hba.conf Ha nogkaodeHne K Bl nonbsosatento

blitz:

[host blitzdb blitz 127.0.0.1/32 scram-sha-256

YKasaTb a/firopuTm WKdpoBaHMA naponen B /var/lib/pgsql/data/postgresqgl.conf:

[password_encryption

scram-sha-256

3anycTuTb cyKoy:

[systemctl enable postgresqgl && systemctl start postgresqgl

BepHyTbcA B shell nonb3oBatena root M BbINOAHUTL CKPUMTbI CO34aHUA M 0BHOBAEHMA CTPYKTYPbl B, blitzdb:

psql

su — postgres

create database blitzdb;
create user blitz with encrypted password 'CHANGE_ME';
grant ALL PRIVILEGES ON DATABASE blitzdb to blitz;
grant ALL on ALL tables in schema public to blitz;

BbINOAHWUTL CKPUNTLI CO34aHMA U 0BHOBAEHUA CTPYKTYPbI B blit zdb:
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psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/000-service-tasks.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/001-init-database.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/002-new_pp_columns.
—sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/003-usd_id_table.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/004-usr_auth_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/005-usr_agt_table.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/006-usr_htp_hmc_alg.
—sgl

psgql -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/007-usr_atr_cfm.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/008-wak.sql

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/009-fix_pp_column.
—sqgl

psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/010-add_usr_prp.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/011-pp_audit.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/012-geo_to_audit.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/013-tasks.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/014-sec_ch_ua.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/015-5.12.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/016-5.13.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/017-5.15.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/018-5.17.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/019-5.18.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/020-5.20.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/021-5.21.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/022-5.23.0.sq9l
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/023-5.26.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/024-5.27.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/025-5.28.0.sql
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/026-5.29.0.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/027-5.30.0.sqgl
psgl -U blitz -h 127.0.0.1 blitzdb -f ~/tmp/blitz/postgres/ddl/028-5.31.0.sql

War 4. RabbitMQ
Rocky, Alma, RHEL 8

MoarotoBUTb KOHOUIYpaLMOHHbIM dain ¢ penosuTopuamn ana RabbitMQ B /etc/yum. repos.d/rabbitmg.
repo:

##
## Zero dependency Erlang
##

[rabbitmg_erlang]

name=rabbitmg_erlang
baseurl=https://packagecloud.io/rabbitmg/erlang/el/8/Sbasearch
repo_gpgcheck=1

gpgcheck=1

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

(npogon:kaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—~signing-key.asc
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
metadata_expire=300

##
## RabbitMQ server
##

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/8/$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmqg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release—
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

YCTaHOBUTb AUCTPUBYTUB:

[dnf install rabbitmg-server

3anycTuTb CNyKoy:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server

MoAarotoBMTb oYepedb ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*" " _xmomwoxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"

routing_key="blitz-tasks"

Rocky, Alma, RHEL 9

MoarotoBMTb KOHOUIYpaUMOHHbIN dalin ¢ penosutopuammn ana RabbitMQ B /etc/yum.repos.d/rabbitmg.
repo:

##
## Zero dependency Erlang
##

[rabbitmg _erlang]
name=rabbitmg_erlang

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
baseurl=https://packagecloud.io/rabbitmg/erlang/el/9/$basearch
repo_gpgcheck=1
gpgcheck=1
enabled=1
# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/erlang/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release—-
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

##
## RabbitMQ server
#4#

[rabbitmg_server]

name=rabbitmg_server
baseurl=https://packagecloud.io/rabbitmg/rabbitmgserver/el/9/$basearch
repo_gpgcheck=1

gpgcheck=0

enabled=1

# PackageCloud's repository key and RabbitMQ package signing key
gpgkey=https://packagecloud.io/rabbitmg/rabbitmg-server/gpgkey

https://github.com/rabbitmg/signingkeys/releases/download/2.0/rabbitmg-release-
—~signing-key.asc

sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

metadata_expire=300

YCTaHOBUTb AUCTPUOYTUB:

[dnf install rabbitmg-server ]

3anycTutb cayx6y:

[systemctl enable rabbitmg-server && systemctl start rabbitmg-server }

MoAroToBWTb OYepeab ANA B3aUMOAENCTBUA:

rabbitmgctl add_user blitz CHANGE_ME

rabbitmgctl set_permissions blitz ".*x" "_&m o m oxn

rabbitmg-plugins enable rabbitmg_management

curl -vvk 127.0.0.1:15672/cli/rabbitmgadmin >rabbitmgadmin

chmod +x rabbitmgadmin

./rabbitmgadmin declare exchange name=blitz-tasks-exh type=direct
./rabbitmgadmin declare queue name=blitz-tasks durable=true
./rabbitmgadmin declare binding source="blitz-tasks-exh"
destination_type="queue" destination="blitz-tasks"
routing_key="blitz-tasks"
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LWar 5. 389 Directory Server
Rocky, Alma, RHEL 8

YCTaHOBUTb AUCTPUOYTUB:

dnf module enable 389-directory-server:stable
dnf install 389-ds-base

BKNtOUMTb aBTOMATUYECKMIA 3aMyCK CAYKObl:

[systemctl enable dirsrv.target

MHnuymanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINONHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

Rocky, Alma, RHEL 9

YCTaHOBUTb AUCTPUOYTUB:

[dnf install 389-ds-base

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable dirsrv.target

MHuunanusmposatb LDAP-kaTanor:

[dscreate interactive

BbINOAHWTL NEPBUYHYIO HAaCTPOMKY KaTanora:

[/tmp/blitz/ldap/ldap_init.sh

LWar 6. Nginx
Rocky, Alma, RHEL 8

YCTaHOBUTb AUCTPUBYTUB:

[dnf install nginx

CronupoBsaTb $aisbl 15 UCNOb30BaHMA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/

cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNtOUMTb aBTOMATUYECKMIA 3aMyCK CNyKObl:

[systemctl enable nginx

Rocky, Alma, RHEL 9

YcTaHOBUTb AUCTPUBYTUB:
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[dnf install nginx ]

CronupoBatb $alinbl AN UCNONb30BAHUA:

cp /tmp/blitz/nginx/blitz-idp.conf /etc/nginx/conf.d/
cp -R /tmp/blitz/static_errors /usr/share/nginx/html

BKNOYNTb aBTOMATUYECKNIA 3aMYCK CYKObI:

[systemctl enable nginx }

War 7. Blitz Identity Provider
Rocky, Alma, RHEL 8

YcTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBuIbHYO BEPCUIO, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX MPUIONKEHUI):

[/tmp/blitz/blitzf5.X.X.bin —— —j <JAVA_HOME> -i "idp console recovery registration" }

Co3paTb KOHPUIrypaumMOHHbI paitn blitz_param.txt CleAYyIOLLEro COAEPKaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOVKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPUNT NepBOHaYanbHOW HacTpoku Blitz Identity Provider, ykasaB nyTb K paiiny blitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —f blitz_param.txt }

B pesynbTaTte BbINONHEHMA CKPUNTa ByayT HAacTPoeHbl KOHOUTYpaLMOHHble dalinbl, a TakKe byaeT creHepupo-
BaH W MoKasaH /IorMH/naposnb agMuHucTpaTopa Blitz Identity Provider u creHepupoBaH naposb OT K/AOYEBOro
KOHTelHepa:

AR A AR A A AR A A A AR A AR A AR A AR A AR A AR AR A AR A I AR A AR AR A AR A AR A AR A AR A AR ARk kA kK

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

username - admin

password — 98aABO0D3f2

Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—~generate:

- JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:

(npoponkaetca Ha cneaytowel cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A A AR A AR AR A AR A AR A AR A AT A A A AR A AR A A AR A AR AR A AR A AR A AR A A A A A A Ak k k%

B cnyyae ncnonb3sosaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCTtuTb nginx:

[systemctl restart nginx }

Jobasutb conocTtasneHune agpeca loopback-uHtepdeiica 1 LOMEHHOro UMeHM, YKa3aHHOTO MPU YCTAaHOBKeE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local }

3anycTuTb CAyKbbl:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLUeHns YCTaHOBKM M HacTpoliku Blitz Identity Provider BO3MOXXHO NOAKNOUYNTLCA K KOH-
COMIM YNpaBAeHUA No JOMEHHOMY UMEHM, yKasaHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTUBA, Hanpumep, https:/
/testinstallation.local/blitz/console.

Rocky, Alma, RHEL 9

YCTaHOBUTb AUCTPUBYTUB (NOACTaBUTL B MMA dalina NpaBUIbHYO BEpCUto, JAVA_HOME M COCTaB yCTaHaB/MBae-
MbIX NPUNOXKEHWNI):

[/tmp/blitz/blitzf5.X.X.bin —-— —j <JAVA_HOME> -i "idp console recovery registration"

Co3paTb KOHPUIrypaumMoHHbI pain blitz_param.txt CIeAYIOLLEro COAEPKAaHUA, CKOPPEKTUPOBAB B HEM Ha-
CTPOMKM Ha Tpebyemble:

DOMAIN=testinstallation.local
MEMCACHED_SERVERS="127.0.0.1"
DB_MODE=PG
PG_HOSTNAME=127.0.0.1
PG_PORT=5432
PG_DB_NAME=blitzdb
PG_USERNAME=blitz
PG_PASSWORD=12ABcd45

3anycTuTb CKPMNT NepBOHaYaNbHOM HacTpoiikm Blitz Identity Provider, yka3aB nyTb K dpalinyblitz_param.txt:

[/usr/share/identityblitz/scripts/configure.sh —-f blitz_param.txt }

B pe3synbTaTe BbINOJAHEHUA CKpUNTa ByayT HacTpoeHbl KOHPUrypaumoHHble dannbl, a TakkKe byaeT creHepupo-
BaH M MoKasaH sI0rMH/naponb agMmuHucTpatopa Blitz Identity Provider u creHepvpoBaH nNaposb OT KAOYeBOro
KOHTelHepa:

LR I R e I b e b b b I I S I b b I b b I 2 b S S S S b S R S b i b I b 2 I b b I b b I b b S S b S b 3

Your Blitz Identity Provider configured on domain: testinstallation.local
Your Blitz Identity Provider Console available on addresses:
http://testinstallation.local:9001/blitz/console

Administration user credentials of Blitz Console:

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
username — admin
password — 98aAB0D3f2
Your can change user credentials at file - /usr/share/identityblitz/blitz-config/
—credentials

Create keystore /usr/share/identityblitz/blitz-config/blitz-keystore.bks and.
—generate:

— JWS (RSA256) keypair - jws_rs256_rsa_default

- AES (AES128) security key - jdbc

SSH key for synchronization service:
ssh-ed25519 AAAAC3NzaCllZDIINTESAAAAIDRiSmSay5gCu7thdlkzycXIUNBJ/NtJTUX4bMMsRyZn. .
—blitz@testinstallation.local

AR A AR A AR AR A A A AR A AR A AR A AR A AR A AR AR A AR A AR AR A AR A AR A AR A AR A AR A AR ARk kA kK

B cnyyae ncnonb3osaHuA KNtouen, CO34aHHbIX Ha 3Tane yCTaHOBKU, Nepe3anyCTtuTb nginx:

[systemctl restart nginx }

[ob6aBuTb conoctaneHne aapeca loopback-uHtepdeiica M JOMEHHOIrO UMEHM, YKa3aHHOIO NPU YCTaHOBKE B /
etc/hosts:

[127.0.0.1 localhost.localdomain localhost testinstallation.local

3anycTuTb cayK6bI:

systemctl enable blitz-idp && systemctl start blitz-idp

systemctl enable blitz-console && systemctl start blitz-console

systemctl enable blitz-registration && systemctl start blitz-registration
systemctl enable blitz-recovery && systemctl start blitz-recovery

Mocne ycnewHoro 3aBepLlleHna YCTaHOBKKU M HacTpoiKu Blitz Identity Provider BO3MOXHO NOAKAOYUTLCA K KOH-
CO/IM YNpPaBAEHUA MO JOMEHHOMY MUMEHM, YKa3aHHOMY Ha 3Tane yCTaHOBKM AUCTPUBYTUBA, HaNnpumep, https:/
/testinstallation.local/blitz/console.

1.5 PacwmpeHHble BO3MOXKHOCTU YCTaHOBKU

Blitz Identity Provider npegoctasnseT cnesytowme BO3MOXKHOCTM NPU YCTaHOBKe:

1. 3apaHue anbTepHaTUBHOM OMPEKTOPUM YCTAHOBKM.

© nNpumeyanue

Mo ymonyaHuio ycTaHOBKa BbINOJIHAETCA B KaTasnor /usr/share/identityblitz.

JNluctuur 6: Mpumep ycTaHOBKM B KaTtanor /opt/blitz

/tmp/blitz-5.31.0.bin -- -j /usr/lib/jvm/java-1l-openjdk —-i 'idp console.
—registration' -d /opt/blitz

2. [JoyctaHoBKa cepsucos Blitz Identity Provider. Ecnv Ha cepBepe ye ycTaHOB/AEHbl KOMMNOHeHTbI Blitz
Identity Provider, To 3anycKk c napameTpom —i Kak 0OBHOBUT TeKyLLMe CePBUCHI, TaK U YCTAaHOBUT 3aaHHble
B Mapamertpe.

/tmp/blitz-5.31.0.bin ——- -j /usr/lib/jvm/java-1l-openjdk -1 'idp console.
—registration recovery'
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3. B dannax /etc/default/blitz—* gna cepsucos Blitz Identity Provider ecTb BO3MOXHOCTb 334aTb:
e HTTP_PORT - NOPT, Ha KOTOPOM 3aMyCcKaeTca CepBuC.

® BOOT_FILE - nyTb K boot-dainny.

1.6 Mepsble wWarun nocne yctaHOBKMU

HacToswmi pasaen cogepxut nHdbopmaumio, KOTopas MOXKET Bam NOHaA06UTbCA HeNoCpPeACTBEHHO Noc/e ycTa-

HoBKM Blitz Identity Provider.

1.6.1 Hacrtpoiika onumii 3anycKa npunoxkeHui Blitz Identity Provider

Ons npunoxkenuii Blitz Identity Provider gocTynHbl cneaytolume Java-onuuu, onpeaensaiolime BKAOYEeHNe 0cobbIx
peXMmMoB GYHKLMOHUPOBAHMA MPUNOKEHUI U MO3BOAAOWME NEPeonpeaennTb CTaHAAPTHbIE PEXUMbI paboTbl:

A Buumanue

Mepen, ycTaHOBKOM OMNLMIA MPOKOHCYNBTUPYITECH C TEXHUYECKOWN noaaep kKol Blitz Identity Provider.

akka.http.parsing.max—-uri-length — 3agaeT makcumanbHyto ganHy URI B cTpoke 6paysepa. B
HEKOTOPbIX CY4anX MOXKeT NOTPeboBaTLCA YBENUYUTL Pasmep CTPOKM, TOTAa PEKOMEHAYETCA B 3TOM Na-
pameTpe 3a4aTb 3HaYeHue 16k.

akka.http.parsing.max—header-value-length — 33ZaeT MaKCMMa/bHO AOMYCTUMbIN pasmep
HTTP-3aronoBKa. B HEKOTOpPbIX CAy4anx MOXeT notpeboBaTbca YyBEANMUYUTb pPa3sMep 3aro/IoBKa, Toraa pe-
KOMeHAyeTcA B 3TOM NnapameTpe 3a4aTb 3HavyeHune 16k.

akka.coordinated-shutdown.phases.service-stop.timeout — 3a4aeT Bpemsa oXuaaHua nocne
nosy4eHMA KOMaHAbl Ha OCTAHOBKY CEPBMCA, B TEYEHME KOTOPOrO CEPBUC MOXKET 3aBepLUNTb B3ATbIE B pPa-
60Ty 3agaun. B cnyyae ncnonb3oBaHuA BcTpoeHHoro B Blitz Identity Provider 6pokepa coobLieHunit peko-
MeHZAYeTCA BbICTaBUTb AJ/18 NPUIOKEHNA NapameTp B 3HaYeHue 30s.

blitz.login.cookie.sameSite —3a4aeT ¢pnar, C KOTOPbIM LO/KHbI CO34aBaTbCA CECCUMOHHbIe cookies
B Blitz Identity Provider. Mo ymonyaHuto cookies co3gatotcs ¢ pnarom sameSite=Lax. MOXHO nepeonpe-
[AeNnTb Ha 3HayeHue None.

blitz.login.outside.flow.callback.ttl.sec —3aaaeT Bpema OXUAaHUA OTBETA OT BbI3BaHHOrO
u3 Blitz Identity Provider BHelwHero metoaa ayTeHTUGUKaumnn. Mo ymonyaHuio 3HaveHne 300 CEeKyHA.

blitz.login.mus.cookie.unused.ttl.sec—3aAaeTCPOK *KM3HU cookie, oTBeYatoLeli 3a 3aNOMmHa-
HWe CNKCKa 3a/10TMHEHHbIX B TEKYLLEM bpaysepe nonb3oBaTtenei. o ymoa4aHuUIo 3HaYeHne CooTBeTCTByeT
365 AHel (3HayeHWe 3a4aeTca B CeKyHAax);

blitz.login.bua.cookie.ttl.sec —3aaaeT Bpems AencTsma cookie, ucnonb3yemon Ans 3anomMmnHa-
HUA 6pay3epa nonb3osaTend. [10 yMONYaHUIO 3HAYEHWE COOTBETCTBYET 365 AHel (3HayeHMe 3agaeTca B
CeKyHAax);

blitz.login.setLastAuth.disabled — NO3BONAET OTKAOUMTb 3anncb B 633y AaHHbIX BpeMeHU no-
cnepgHer ayTeHTUPUKaLMm nonb3osatena. Mo ymonyaHuo BpemMs nocneaHen ayTeHTMduKaumm noab3osa-
Tens nuwwetca B 6a3y AaHHbIX. OTKNOUYEHWE 3aNMcK BpeMeHU nocneaHein ayteHTudMKaLmm no3BoaseT no-
BbICUTb MPOU3BOAUTENbHOCTb 6a3bl AaHHbIX, HO He NO3BO/AET 3a4eNCcTBOBATL (hYyHKUUIO 6/10KUPOBAHUA
yuyemHobix 3anuceli no HeakmusHocmu (cTpaHuua 356);

blitzDispatchedQueues — 3aZaeT MMA odepenm, U3 KoTopoi npunoxkeHue Blitz Identity Provider 06-
pabaTbiBaeT 3a4a4M Ha OTNPABKY MUCEM, PErMCTPALMIO NO/b30BaTeNeN U BOCCTaHOBAEHMe Naposieit. Mo
YMONYAHUIO UCMONb3YeTCA ovepesb C UMeHeM default;

blitz.stores.united.u-cache.ttlInSec — CPOK AENCTBMUA KILIA AAHHbIX Y4ETHOW 3anucK, Npeso-
ctaBnaemblx Yepe3 REST API. [To ymonyaHuio 1 ceKyHAa;
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® blitz.csrf.cookie.ttlInSec —3agaeT Bpema aelcteus cookie, npenartcraytowent CSRF. Mo ymonya-
HWIO COOTBETCTBYET 6 Yacam (3HauyeHuWe 3afaeTca B CeKyHAax). ITO MaKCMMaNbHOE BPEMA C MOMEHTa OT-
KPbITWA NONb30BaTENIEM CTPAHULLBI U 4,0 BbINOSIHEHMA 3aNONIHEHHOM CTPaHMLLbl NO/Ib30BATENEM Ha CEPBEP;

e blitz.jdbc.cols.types.strings—3a4aeT TUN KONOHKMU, UCMONb3YEMOM A1A COXPAaHEHWUA CTPOKOBbIX
aTpubyToB B penaunoHHol CYB/, (PostgreSQL). Mo ymonyaHuio NCnonb3yeTca TUN text;

® blitz.jdbc.pool.stat—period—3a[aeT NepUoOANYHOCTb, C KOTOPOM CTAaTUCTUKA MCNob3oBaHMA JDBC
3anucbiBaeTca B N10T. [1o0 ymonyaHuio 300 CeKyHA;

e blitz.oauth.exchange.rules.fs.cache.capacity — 33aeT pa3amep Kawa, ucnosnbsyemolit Blitz
Identity Provider ona nposepKu NpaBua 4OCTyNa K MMKpocepsucam. Mo ymonyaHuio pasmep Kawa e 10000
NpOBEpPOK;

® plitz.oauth.dyn.reg.clientSecretLength — 3agaeT pa3mep client_secret, reHepumpyemoro
npwu AUHAMUYECKOM perncTpaumm napbl client_id M client_secret. [10 ymon4aHuIO reHepupyeTcs
client_secret pa3mepom B 15 CMMBOOB.

® blitz.ocauth.dyn.reg.clientAttachingTllInSec — 3aZaeT Bpems, B Te4EHNE KOTOPOro CreHepu-
pPOBaHHAA NPU AMHAMMUYECKOMN perncTpaumm napa client_id M client_secret AOMKHA BbITb accoLM-
MpoBaHa C Nnosib3oBaTtesnem (ecnun B TeYeHUe 3TOro BpeMeHM napa He 6yAeT accouMMpoBaHa C Noab30Ba-
Tenem, To oHa byaet aHHyAMpoBaHa). Mo yMoNYaHMIO COOTBETCTBYET 1 Yacy (3HayeHue 3a43eTCA B CEKYH-

nax).

® blitz.session.checkRemoteAddress.disabled—3agaiTe t rue AN5 OTKIOYEHUA NPOBEPKUN PAaBEH-
CTBa IP-ap,peca ceccnn n BxogAaulero 3anpoca (peKomeH,a,yeTc;l npun Haan4ynm nonb3oBaTenei c ANHaMun4ye-
ckumu IP-agpecamu).

e blitz.webauthn.residentKey.preferred—ecau onuusa 3a4aHa, TO KAo4n 6e3onacHoOCTU pernctpu-
PYOTCA C NapamMeTpom residentKey=preferred. [IpM 3TOM, B C/ly4ae ecam onuma 3a4aHa Kak true, TO
requireResidentKey=true, a ecam onuma false, TO requireResidentKey=false.

® plitz.ldap.store.extension.class — Npu nepeagadye B onuuio 3Ha4yeHUA com.identityblitz.
idp.store.ldap.custom.PasswordMigrationExt BK/IHOYAETCA PEXMM MUTPALIMK NapONA.

® pblitz.ldap.store.extension.PasswordMigrationExt.passwordHashAttr — 3agaeT wumA
LDAP-atpunbyTa, B KOTOPOM XPaHWUTLCA Xell-Napona AA8 OnNuuu MUrpaummn napons. Xaw A0MXKeH coaep-
*aTb NpeduKc {bcrypt } A1 MUrPaLMM NAPOAEN U3 X3LLel C aNTOPUTMOM berypt.

e couchbase.durability.mode —3aZaeT peXxnm coxpaHeHus gaHHbix B Couchbase Server. B cnyyae uc-
nonb3oBaHua Couchbase Server Bepcun 6.0.1 1 6bonee cTapbix A40O/IXKEH 06A3aTeNbHO MCMN0/1b30BaTbLCA pe-
UM clientVerified. B cnyyae ncnonbsoaHua Couchbase Server Bepcuin 6.5, 7.0 unm HoBee pexmm
clientVerifieduncnonb3oBatb Henb3A. MapameTp B Couchbase Server Bepcuii 6.5, 7.0 cTaHOBUTCA ONUU-
OHasneH (Npu OTCYTCTBUM NapameTpa UCNOb3YyeTCA PEXUMM majority) M NO3BONAET BbIOpaTh Tpebyemblit
PEKMM rapaHTMPOBAHHOCTM COXPaHEHUA AaHHbIX B KacTepe ¢ pensiMKalmeil U3 cnefytowmx BapuaHTos:

disabled — OoXMaaHMe 3aNUCU TONIbKO B NaMATb Ha OCHOBHOM Yy3/1€ KaacTepa;

— majority — OXuUAaHWe 3aNnUCKU B NaMATb HA OCHOBHOM Yy3/1e U 60/blUMHCTBE pennuk;

majorityAndPersistActive — OXMUAAHME 3aNNCU HA JUCK HA OCHOBHOM Y3/1€ U 3aNncu B NamaATb
60/1bWNHCTBA PenmnK;

— persistToMajority — OXWUAAHWE 3aNNCK HA ANCK HA OCHOBHOM y3/1e U B 6ONbLUMHCTBE PENIMK.
® extensionsDir —agpec AMPEKTOPUU C MOOYAaMU pacwupeHuli (cTpaHumua 338).
® http.proxyHost - afpec NpoKcK-cepBepa.
® http.proxyPort - NOPT Balero Npokcu-cepeepa.
® http.nonProxyHosts - CMMCOK XOCTOB, A4/1f KOTOPbIX He TpebyeTca MCMo/b30BaTb MPOKCH.

® memcached.locator.tries — onpegenseT KOAMYECTBO MOMbITOK HAWTM paboTatowmii cepsep
Memcached B cnyyae 06paboTku cboa 0bpalleHus K cepBepy Memcached.

23 https://docs.couchbase.com/server/current/learn/data/durability.html
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* metrics — NO3BOMIAET OTKAOUYUTL CHOP METPUK GYHKLMOHUPOBaAHUA B GopmaTe Prometheus. [14 3TOr0
HY)XHO BbICTaBMTb 3Ha4YeHue false. Mo ymonyaHuio C6Op METPUK BKIIIOYEH.

e saml.numThreads — 3aZlaeT KOIMYECTBO NOTOKOB, KoTopble B Blitz Identity Provider o6pabaTbiBatoT 3a-
npocbl Ha Bxog, yepe3 SAML. Mo ymonyaHuio 32 NOTOKa;

A\ Npepynpexaexne

He rapaHTupyeTcs, YTo Ucnosb3yemble onumm byayT coxpaHeHbl B byaylumx Bepcusx Blitz Identity Provider.

[nA 3a8aHMA onumiA Co 3HAaYEHUAMM, OTIMYAIOWMMUCA OT 3HAYEHUI NO YMONYaHUIO, HEOBXOAMMO OTPeaaKTU-
poBaTtb ¢ain /etc/default/blitz-idp. 3a4aTb B HEM HeObxogMMble JAVA_OPTS. HMXKe npuBeseH npumep
¢daitna, B KOTOpOM cpeam Java-onumii TakKe 3afiaHbl ONUMN blitz.csrf.cookie.ttlInSecUblitz.login.
cookie.sameSite. Mocne nsameHeHna JAVA_OPTS HeobxoauMO nepesanycTutb npuaoxeHusa Blitz Identity
Provider, Ha KOTOpPbIX cAeNaHbl USMEHEHUS.

export JAVA_HOME=/usr/java/default

export PIDFILE=/usr/share/identityblitz/blitz-1dp/RUNNING_PID

export JAVA_OPTS="-server —-Xms512m —-Xmx1G —-XX:MaxMetaspaceSize=512m —-Xmn256m —-Dcom.
—couchbase.connectTimeout=30000 -Dakka.http.parsing.max-uri-length=16k"

export JAVA_OPTS="S$JAVA_OPTS -Dblitz.csrf.cookie.ttlInSec=36000 -Dblitz.login.
—cookie.sameSite=None -Dplay.filters.headers.frameOptions=null"

1.6.2 Bxop B KOHCO/b ynpaBaeHUA

Mocne yctaHosku Blitz Identity Provider ocHOBHaA HacTpOMKa CUCTEMbI OCYLLECTBAAETCA B KOHCOW YNpaBaeHus,
KOTOpas 4OCTYMHa Mo ccblike, 0603HaYeHHOM B pe3y/bTaTax YCTaHOBKM NPOAYKTA. 14 NepBOro BXoAa B KOHCO/b
yNpasieHWs HY}KHO UCNO/Ib30BATb JIOTUH M NapOo/b, CreHEPUPOBaHHbIE B MOMEHT YCTaHOBKM KOHCOAM ynpasne-
HUA.

O6bIYHO CCbINKa MMeeT BUA,:
https://<blitz_domain>/blitz/console

nnn
http://<blitz_console_host>:9001/blitz/console

CTaHAapTHbLIN BUA 3KPaHa BXOAA B KOHCO/b YNPaBAeHWA NPUBEAEH Ha PUCYHKE:

Bxop B KoHconb yripaBneHus

mnn

Bol

Mocne ycnewHoro BXxoAa OTKPOETCA [1aBHaA CTPaHMLLa KOHCONM YNpaBaeHuUs, BUA KOTOPOW npuseaeH HUxKe. Ha-
BUraLma mexay pasMyHbiMu HacTpoiikamu Blitz Identity Provider ocywiecTBaseTcs ¢ NOMOLLbIO MeHto, pacno-
JIOXKEHHOTO B /IEBOM YaCTU 3KpaHa.
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Blitz Console

admin ®
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1.6.3 YcTaHOBKAa /IMLLEH3NOHHOrO KA4a

Ecnun HaxkaTb Ha ccbinke Bbl ucnonbsyerte ..., Bepcua ... B pyTepe Ntobow cTpaHULpbl KOHCOM ynpasneHuna Blitz
Identity Provider, To 6ynet otobpakeH aKkpaH, NpuBeLeHHbIN Aanee.

Ha 3TOoM 3KpaHe MOXHO 03HAKOMMUTbLCA C HOMEPOM BepCuM Tekyluel ycTaHoBKu Blitz Identity Provider, nepeiitu
Ha caliT AokymeHTauum MNO u popmy obpaTHON cBA3MN.

B 6710Kke HPOpMauua 0 NULEH3UM MOXKHO NOCMOTPETb CPOK OKOHYAHWUA MLEH3UU U NPeaenbHO pa3peLleHHoe
NNLEH3MEN KONMYECTBO NOAKIOYAEMbIX NPUNONKEHMN. MPU HAXKATUM KHOMKM M3MEHUTL INLLEH3UIO MOXKHO BBE-
CTW HOBbI INLLEH3MOHHbIN KA.

O npoaykTte

Blitz Identity Provider
BepcuAa 5.XX.YY.ZZZZZ

MocMOTpeTs AOKYMEHTaUmIo Co06uTh 06 ownbKe

WUHdopmauua o nuueH3num
Aomen  domain.company.com

Aata okoHyaHuA  BeccpoyHan NuUeH3nA
AEUCTBUA JIMLICH3UN

MakcumanbHoe 999

N3MeHUTL NNUEH3uio

KONU4eCTBO
NPUNOXEHUN

Mocne yCcTaHOBKM HOBOTO IMLLEH3MOHHOTO K/to4a HeobxoamMm nepesanyck npunoxkeHuit Blitz Identity Provider.

TaKKe 3243aTb JIMLLEH3NOHHDIN K04 MOXKHO Yepes pefakTupoBaHue KoHdUrypaumMoHHoro annablitz.conf B
KaTanore /usr/share/identityblitz/blitz-config. Hy»kHO HallTK BNOK HacTpoekblitz.prod.local.
idp.license M CKOPPEKTUPOBATL €ro caeayoLmm o6pasom (3a4aTb NMLEH3IUOHHBIN KoY B NapameTtpe key):
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"license" : {
"key" : "MEQC..U"

1.6.4 YnpasneHue y4eTHbIMU 3aNUCAMU AAMUHUCTPATOPOB

Mocne yctaHoBKku Blitz Identity Provider pekomeHayeTca co3gaTth AONOAHUTENbHbIE YYETHbIE 3aNUCU aAMUHK-
CTPaTOPOB, HA3HAYNTb MM NAPOAN N AAMUHUCTPATUBHBIE PONU. YNpaBaeHUe y4eTHbIMM 3aNnNcAMU aaAMUHUCTPaA-
TOPOB AOCTYMNHO B pasaene AAMUHUCTPATOPbI.

HasgaHue CuctemHoe ums Mepesogp!

cynepnone3oBatesb root RU EN
CUCTEMHBIV aMVUHNCTPaTOP sysadmin RU EN
aAMUHNCTPATOP MPUNOXKEHWIA app_admin RU EN
aIMUHNCTpaTOp MHTepdeiica ui_admin RU  EN
aagmMuHuctpatop Vb security RU EN
aagMuHucTpaTop TN support RU  EN

B pasgene AGMUHUCTPATOPbI AOCTYMNHbI CAeAylolLMe AeNCTBUA:
® co3faHue 1 yaaseHne yYeTHbIX 3anucen agMMHUCTPATOPOB.;
* M3MeHeHWe naponei y4eTHbIX 3anmceit aAMUHNCTPaTOPOB.;
® HasHauyeHue U OT3bIB ponei afiMUHNUCTPATOPOB.

Mo ymonuyanuto B Blitz Identity Provider goctynHbl ponu, npusegeHHble B Tabanue. MOXHO nepeHacTpouTb Cy-
LLLeCTBYIOLLME POAU UAW CO34aTb HOBbIE Yepe3 HAaCTPOMKMN KOHOUTypaLMoHHoro paiina credentials.

CTaHAapTHble poau agMuHucTpatopos B Blitz Identity Provider

Ponb JocTynHble pasgenbl KOHCONM yNpasBieHnA

cynepnonb3oBaTtenb JocTynHo Bce

(root)

AQMUHUCTPATOP MB = AgmuHuctpatopbl, CobbiTuA

(security)

CUCTEMHBIN aAMUHUCTPA-  UCTOUHUKM JaHHbIX, AyTeHTUdMKauma, Mpoueaypbl Bxoaa, MNocTaBLMKN naeH-
Top (sysadmin) TuduKaumm, SAML, OAuth 2.0, Yctpoiictea, CooblueHuna

agMuUHUCTpaTop npwuno-  lNpunoxkeHua

eHUM (app_admin)

agMUHUCTpPATOp  MHTep-  CepBuCbl camoobcnyKmsaHma, BHelwHWn Bug,
deiica (ui_admin)

aAMUHUCTPaTOp TN  MNonb3osatenu, Mpynnel, Mpasa goctyna, CobbiTuA
(support)

JonosHUTeNbHO K CTAaHAAPTHOW MAEHTUPUKALMKN U ayTEHTUDMKALUN aAMUHUCTPATOPOB MO JIOTUHY U MaposIto
Npwv BXOAE B KOHCO/b YNPaBAEHMA MOXKHO HAaCTPOUTb UCMO/b30BaHNE MAEHTUDUKALMM U ayTEHTUDMKALMUM NONb-
30BaTenel B KOHCO/b YPaB/AeHNsA C UCMONb30BaHNEM cepBepa ayTeHTUdMKaumm Blitz Identity Provider. Hactpoii-
KM BbIMO/IHAOTCA Yepe3 KOHPUTYPALMOHHbIN ¢pann console.conf.
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1.6.5 Mepesanyck cepsucos Blitz Identity Provider

[nsa nepesanycka cepsucos Blitz Identity Provider HeobxoaMmo Ucnonb3oBaTb KOMaHAY:

[systemctl restart APP_NAME ]

BmecTto APP_NAME HY)KHO YKa3aTb MMA nepe3anyCKaemoro MPUNOXKeHWUA: blitz-console, blitz-idp,

blitz-registration,blitz-recovery,blitz-keeper.

Mpymep KOMaHAbI 414 Nepe3anycka NPUAOKEHNA cepBUCa ayTEHTUDMKALLUM:

[systemctl restart blitz-idp J

1.6.6 YaaneHue Ncnonb30BaHHbIX NpU ycTaHOBKe daiinos

Mpu nepsom 3anycke Blitz Identity Provider 3awimndpoBbiBaeT co3gaHHbIe NPY YCTaHOBKE Napov agMUHUCTPATO-
pa v naponu nogkntoveHma K CYB. MNpu sTom nepBoHa4aibHbIM KOHPUIYpPaLMOHHbIN Gpain KonNnpyeTca B KaTanor
/usr/share/identityblitz/blitz—-config/.snapshot. PekomeHayeTca yaaantb UCMONb30BaHHbIE NPU
yCTaHOBKe ¢aibl blitz_param.txt U NepBble CO34aHHblE KONMUU KOHPUIypaLMOHHOro ¢aina blitz.conf.

[nA 3TOro MOXKHO BbINOAHUTb KOMaHAY:

[rm blitz_param.txt /usr/share/identityblitz/blitz-config/.snapshot/blitz.conf.* }
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Mhasa 2

basoBoe KOHpUrypupoBsaHue

2.1 ATpubyTbl y4eTHbIX 3anucen

YueTHan 3anucb nonb3osatena B Blitz Identity Provider onucbisaetca Habopom aTpubyTOB. [aHHbIi pasgen no-
CBALLEH BCeM acnekTam paboTbl C HUMMK.

2.1.1 Yro npepcrasnser coboit aTpubyT yueTHOM 3anucu
YyeTHas 3anmcb NoO/Ib30BaTE IS ONMUCbIBAETCA Ha60p0M anVI6YTOB.
3HauyeHuA aTpmnbyToB POopPMUMpPYIOTCA Cnedyowmmm cnocobamu:
® CUYMTbIBAIOTCA M3 MTOOKAOHYEHHbIX XPAHUAUW ampubymoe (cTpaHuua 72);

* cumTbiBatoTCA M3 6a3bl gaHHbIX Blitz Identity Provider;

© nNpumevanue

YTteHne n coxpaHeHue anVI6yTa B base AaHHbIX OcyuwlecTBNAeTCcA B Cnyyae, eCnav ana anVI6yTa He Ha-
CTpO€Ha CBA3Ka C anM6YTOM B NOAKNHOYEHHOM XpaHUAULWe anVI6YTOB.

® BbIYUCAAKOTCA U3 APYTUX anl/I6YTOB WX 3aNONTHAKTCA KOHCTAHTHbIMU 3HAYEeHUAMMN.

Q coser

MOXHO BbIYUCAATb aTPUOYT novMen nonbzoeaTend U3 afpeca 3/IeKTPOHHOM NOYTbI AN CO34aTb KOM-
NO3UTHbIN AaTPUBYT SUO U3 OTAE/NbHbIX aTPUBYTOB ¢ pamnnneit, UMeHeM U OTYECTBOM NOIb30BaTENA.

KoHdurypupoBaHue aTpnbyToB COCTOUT U3:

® HaCTPOWMKM XpaHUMbIX aTpUBYTOB, T.e. Tex, KOTopble BeAyTCA B MOAKNOYEHHbIX XpaHUAULWAX UAK B Base
AaHHbIx Blitz Identity Provider;

i HaCTpOVIKVI BblYncCaAemMbIX anVI6yTOB, T.€. TeéX, KOTopble AO/IXKHbI MPUHMMATb KOHCTAaHTHOE 3Ha4YeHne nnun
KOTOpble BbIYNCAAKOTCA NO NpaBUi1am.

® HaCTPOWKM NpaBun NpeobpasoBaHNA BXOAHbIX 3HaYEHUI, NO3BONAIOLLMX Npeobpa3oBbiBaTbh 3HAYEHUA aT-
pubyToB NpU M3MeHeHUn (Hanpumep, NpU PeaakTUPOBaHUU MOAb30BaTENEM WAM MPU Bbl30OBE COOTBET-
cTeytoLmx API);

® HaCTPOWMKWM NpaBua Npeobpa3’oBaHUA BbIXOAHbIX 3HAYEHWIA, MO3BONAOWMX NPOBECTU AOMONHUTENbHbIE
npeobpasoBaHUA C BbIYUCASEMbIMUW aTPUBYTaMK;
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A HaCTpOﬁKVI Ha3Ha4veHunA anVI6yTOB —onpeageneHne MAEHTVICIJVI KaTopa B cncreme 1 anVI6yTOB, oTBeYarwmnx
3a HOMep MO6UIbHOTO Teﬂed)OHa, agpec 3J'IeKTp0HHOl‘;1 noYyTbl.

A Buumanue

[nsa KoppekTHoW pabotbl Blitz Identity Provider Kak MUHUMYM 40NXKHbI BbITb BbINOAHEHbI CAeaylolwme Ha-
CTPOVKMU:

® CKOHOUIypMpoBaHbl HeobxoamMmble aTpUbYThI;

® OAWH U3 aTPMBYTOB onNpeaesieH B Ka4yecTBe naeHTUdUKaTopa.

2.1.2 KoHdurypupoBaHue A0CTYyNHbIX aTpubyTos

XpaHumble aTpubyTbI

HeobxoamMmo B pasaene UCTOYHMKM AaHHbIX NepeiT B 610K XpaHMMble aTpubByTbl U BbINOAHWUTL Cleaylolme
warm:

e n06aBUTb HOBbIV aTPUBYT, HaXKaB Ha CCbINKY +[o6aBUTL aTpubyT;

® yKasaTb HaMmeHoBaHWe aTpubyTa, KoTopoe byaeT ucnonbsosatbea B Blitz Identity Provider. HaumeHoBsa-
HWe aTpnbyTa MOMKET OT/INYATLCA OT €0 UMEHW BO BHELHEM XPaHUAULLE — B TAKOM C/yvyae HeobxoamMmo
YKasaTb npasuio npeobpasoBaHna B Hacmpolikax (CTpaHUua 72) 3TOro XpaHUAULLA;

® YKa3aTb TUN 3Ha4YeHUA [OaHHbIX — d)opmaT OaHHbIX (String, Number, Boolean, Bytes, Array of
Strings);

* onpeaenvTb NapameTpbl aTpubyTa:

— BO3MOXKHO /1M NPOM3BOAUTL NO HEMY MOUCK (cTonbey, Mouck);

Q coser

Ecnu 310 aTpMBYT M3 NOAKNOYEHHOTO XPaHUAWLLA, TO B LeNAX MPOU3BOAUTE/IbHOCTU PEKOMEHAY-
€TcA co34aTb MO HEMY NOUCKOBbIN MHAEKC.

— ABNAETCA M aTpubyT 0bA3aTeNbHbIM (cToNbew, 0643);
— [LO/3KHO N1 3HayeHue aTpubyTa 6bITb YHUKANbHLIM B cucTeme (cTonbew, Yuux).

Mocne pobasneHun aTpubyTa HEZOMYCTUMO MEHATL ero UMs. MNpu HeOBXOAMMOCTU NepenmeHoBaHUA aTpubyTa
cnepyet yaanuTb aTpMByT U cO34aTb HOBbIN.

@ BaxHo

B pasgene Nonb3oBatenun B KaOpmMoyke nosnszosamesns (cTpaHuua 214) atpubyTol 6yayT NOKa3biBaTbCA B TOM
nopsAzKe, B KOTOPOM OHM CO34aHbl. Yepes KOHCO/b YNpaBaeHUA USMEHUTb NOPAAOK aTpMOYTOB Hesb3A. Mpn
HeobXoAMMOCTN U3MEHWUTb NOPAAOK aTPUBYTOB HEOOXOAMMO BPYYHYIO MX NepeynopafoYnUTb B KOHUry-
pauMoHHOM daline blitz.conf B CEKUWUU HACTPOEK blitz.prod.local.idp.id-attrs. YT0bbI B pas-
gene llone3oBaTeny BMECTO CUCTEMHbIX UMEH anVI6yTOB MOKa3blBa/INCb UX TEKCTOBbIE HAa3BaHMA C YH4ETOM
A3blka MHTepdeica nonb3osaTens, He0b6XoANMMO ANs CO34aHHbIX aTPMbYTOB onpedenums (CTpaHuua 325) B
messages CTPOKM C ONMUCaHWEM Ha3BaHWI aTPpMOYTOB A/1A UCMONb3YeMbIX A3bIKOB. CTPOKM LO/KHbI UMETb
BUA custom.user.attr.name.<umg atpubyTra>.

Mpu co3gaHUmM HOBOTrO aTpUbyTa aBTOMATUUECKM TaKKe CO34aeTCs ManMMHT HOBOTo aTpubyTa BO BCEX MOAK/IO-
YeHHbIX XpaHWUAULLaX aTPUBYTOB Ha aTPUBYT C TaKUM e Ha3BaHueMm. lMocne co3paHMA HOBbIX aTPUbyTOB HEOb-
XOZMMO NPOBEPUTb U OTPEAAKTUPOBATL HACTPOMKM MANMuHra B NOAKAOYEHHbIX XpaHuauwwax. Ecan atpmbyt He
npeAnonaraeTca CYNTLIBATH M3 XPAHWANLLA, TO HYXKHO YAANUTL CTPOKY MAnMuHra — B TaKOM caydae aTpubyT byaet
BecTuchb B 6ase gaHHbIx Blitz Identity Provider.
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@ BaxHo

Ecnu B KavectBe CYB/, ncnonb3syetca PostgreSQL, To Heobxoammo co3patb ctonbeu, B Tabnuue USR_ATR, a
TaKKe B Tabanue USR (TONbKO B C/y4ae, eCM UCNONb3YeTCa 8HympeHHee xpaHuauwe (cTpanuua 70)). Umsa
cTonbua [ONKHO COOTBETCTBOBATb MMEHW f06aBAsemMOoro aTpmubyTa c Hopmanmnsaumel U3 lowerCamelCase
B UPPERCASE_SEPARATED_BY_UNDERSCORE, Hanpumep, middleName ->MIDDLE_NAME. Tun ctonbua aon-
*KeH ObITb BbIOPAH B 3aBUCMMOCTU OT TUMNa 3HaYeHUA aTpubyTa:

cTonbel, ¢ TMNOM text A1a aTPMBYTOB C TMNOM String M Bytes (B 3TOM C/lly4ae 3Ha4YeHue byaeT co-
XpPaHeHo B Base64);

ctonbel, c TMNOM text [] AnA aTpubyTa c TUNOM Array of strings;

cTonbel, ¢ NOAXoAAWMM YNCNOBbIM TUNOM (bigint, integer, smallint) AnA aTpUBYTOB C TUMOM
Number;

CTO/'I6eLI, Cc TMNom bool AgnA anM6yTa C TUNOM Boolean.

XpaHuMbie aTpubyTbi

sub String v n
family_name String v (] ] n
gven_name string v 0 0 n
middle_name strng v n
email String v O n
—p—— string v 0 B

Onpegenvte aTpnb!
BHeLLHeM Xp

Taxe Bbi6epute mu

nbyTa B cMcTeme. Ha3BaHue aTpubyTa MOXET OT/IMHYaTLCA OT ero UMeHU BO

XpaHuAu

YeHus - TUN AaHHbIX aTpubyTa,

YKaxuTe, Kakvie aTpubyTbl 8BNAOTCA

K) - 3TV aTPUBYTbI BY/YT y4TeHbI NPy NOKUCKE YHETHOM 3anucy B pasaene «Mofb3oBaTeNn», NpU MCNONb30BaHNM BHELUHEro XpPaHUAMLLA MO 3TUM aTpubyTam

1 aTpn6yTbl AOMXKHDI 6bITb 33AaHbl NPY perncTpauvn non TENA U He MOTYT 6bITb y/janeHbl B AanbHeiilem

3Ha4eHWA 3TUX aTpUBYTOB A0MXHbI 6bITb YHUKA/bHBI B CUCTEME.

HaumeHoBaHue aTpubyTa Tun 3Hauenms Movick 0653 YHuK.

MpeaycmoTpeHa BO3MOXKHOCTb Ha3HauUTb Ans aTpubyta LDAP-KaTanora TpaHCAATOP, OCYLLECTBAAIOLWMIA NPeob-
pa3soBaHue aTpmbyTa M3 xpaHmumoro B LDAP dopmata B Tpebyembiii popmart B Blitz Identity Provider. Hanpumep,
3TO MoKeT HbITb None3Ho Npu Heobxoaumoctn obpabatbiBaThb B Blitz Identity Provider atpubyT object GUID U3
LDAP-kaTtanora Active Directory, utobbl 3TOT aTpMbyT NpeacTaBasica He B 6aiiToBOM BuAe, @ B popme CTPOKMK
GUID. Hactpolika sbinonHsemcs (cTpaHuua 339) yepes KoHOUIypaLuMOoHHbIN daiin.

Bbluncasembie aTpubyThbi

[na HAcTPOMKKM BbluMCAEMbIX aTpnbyToB B 6/10Ke Bblumcnaemble aTpubyTbl HEOHXOAMMO COBEPLUUTL Creayto-
Liue aencTeua:

® n06aBUTb HOBbIV aTPUBYT, HaXKaB Ha CCbINIKY +[l06aBUTL aTpPUbyT;

® YKa3aTb HAMMEHOBAHUE BbIYNUCIAEMOTO anVI6YTa;

® yKasaTb TN 3HAYEHUA JAaHHbIX — OPMaT SAHHbIX;

® YKa3aTb MpPaBuIO BblYNUCNEHUA anM6yTa Ha OCHOBE Apyrux anM6YTOB WA NpUCBOoeHNA eMy KOHCTaHTHOToO

3HayeHuA.

Mpumepsbl npasun:

2.1. ATpmbyTbl y4eTHbIX 3anucem
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® yTOObI CO34aTb AaTPMOYT HUMa 1 damumus U3 XPAaHUMbIX aTPMOYTOB family_name M given_name Heob-
XO4MMO OnpesenvTb XpaHMmMble aTpubyTbl family_name M given_name, a Aa/iee 3a4aTb BblYMCAAEMbIN
aTpMOYT full_name C NPaBUAOM Bbl4UCAEHUA — ${family_name-} ${given_name-}.

® YyTObbLI CO34aTb ATPUOYT NOMEH 3MEeKTPOHHOM MOYTH U3 XPAHMMOTO aTpmnbyTa email HeobxogMmo onpe-
OEeNNTb XPAaHUMbIN aTPUBOYT email, a Aanee 334aTb BblUMCAAEMbI aTPUOYT domain M ONpeaennTs ero npa-
BWNO BbIYMC/IEHUNA S {email##*@}.

© npumeuanue

CnpaBKy Mo Nofaepu1saembiM NapameTpam CTPOK NOACTAHOBKM MOXHO NOCMOTPETb 3aechb??,

Bbluucnaemble aTpubyTbl

Mpu HEO6XOAMMOCTYM ONpeaenuTe BbIHMCNAGMbIE aTPUBYThI — YKaXUTe UX HaMMEeHOBaHHe, TUM 3Ha4YeH!d, a TakXKe HaCTPONTe NPaBM/O BbIYUCNIEHNA HA OCHOBE XPaHUMbIX
aTpubyToB.

BbluncnaeMomy aTpubyTy MOXET ObiTb NPUCBOEHO KOHCTaHTHOE 3Ha4eHue

IpUMepbI HaCTPONKKU

HaumeHosaHue aTpubyra Tun 3HaveHun Mpasuno eblMuCNEHNA
prefered_username String v ${family_name} ${given_name} n
adGroup Array of strings v ${memberOf} n
onlyCN Array of strings v ${memberOf} n
domain String v ${email##* @} n

Mpasuna npeo6pasoBaHUA BXOAHDIX 3HAUYEHMA

MpaBuna NnpeobpasoBaHMA BXOAHbIX 3HAYEHMI NO3BONAIOT NPOBEPATL KOPPEKTHOCTb popMaTa BBOAA AaHHbIX U
obecneynBatoT coxpaHeHWe AaHHbIX B KOPpeKTHOM dopmaTe. MpaBuaa 3a4atoTCa C NOMOLLLIO PeryasapHbIX Bbipa-
KeHu. Kaxaoe npaBu/o BKIOYAET B cebs perynsapHoe BbipaxKeHue, NO3BO/sAOLLEee NPOBECTU AeKOMMO3ULMIO
(pazbueHuna Ha YacTM) BBEAEHHOTO 3HAYEHMWA, M NPABUIO COXPaHEHMA NOAYYEHHbIX YacTeil (KOMMOHOBKA).

Mprmep peluaembix 3a4au:

® [N NPOBEPKM, YTO aTPUOYT email COAEPKUT 3HAK @, HEOOXOAMMO YKa3aTb BblparkeHUe AeKOMMNO3nLMK
A(.+)Q@(.+)S$ M BblpaxKeHMe KOMNOHOBKN ${0—};

* nna nposepku ¢opmaTta MobunbHoro TenedpoHa (phone_number) M COXpaHeHUs ero B ¢opma-
Te +7(999)1234567, HeobXoAMMO YKasaTb BbIPAXKEHWE [EKOMMNO3MLMM  ~ (\+?) ([78]12) 2\ (?
([0=-914{31)\)? 2([0-914{3}) [~ 12([0-914{2})[- 12([0-91{2})S W BbiparkeHNe KOMMNOHOBKU
+7(S${3-}) ${4-1${5-1${6-}.

24 http://tldp.org/LDP/abs/html/parameter-substitution.html
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Mpasuna npeobpasoBaHUs BXOAHBIX 3HaYeHW

a No3BONAKT NPOBEPATL KOPPEKTHOCTL HOf

aTta BBO/a jaHHbIX 1 06eCneymnBaroT coXxpaHeHue AaHHbIX B KOPpeKTHOM dopmarte. MNpasuna 3

A C NOMOLLbIO PerynsipHbIX

HaumeHoBaHve aTpubyTa Aexomnoznuma KomnoHoeka

email NA)@(H)(H)S ${0}

phone_numbe: (\+2)([7812) ?

Mpasuaa npeobpa3oBaHUA BbIXOAHbIX 3HAYEHUN

37K NpaBuia NO3BONAIOT COBEPLUNTL AOMOHUTE/IbHBIE NPeobpa3oBaHMA C BbIYUCAAEMbIMU aTpUbyTamu. Hanpu-
Mep, U3 aTpnbyTa C MacCMBOM rpynn Nosb3oBaTenelt MoryT 6biTb U3BNEYEHbI TOILKO HEOBXOAMMbIE TPYMMbl, K-
60 3HaueHuA rpynn us dopmarta CN=name, DC=... LO/IKHbI ObITb NPe0bpPa3oBaHbl NPOCTO K UMEHaM CN. Mpumepbl
HaCTPOEeK TaKuxX NpaBma NpeobpasoBaHUA NpPeacTaB/IeHbl Ha PUCYHKE HUXKe (NpeaBapuTesbHO He0BXoAMMO Co-
30amb (cTpaHuMUa 67) COOTBETCTBYIOLLME BblYMCAAEMbIE aTPUOYTDI).

MNpaBuna npeo6pa3oBaHnA BbIXOAHbIX 3HaYEHUI

I 3T npasuna NO3BONAIOT COBEPLUMTL AONONHUTENbHbIE npeobpas3oBaHNA C BbIYUCNAEMbIMUA aTpudyTamu.

HaumeHoBaHue atpubyra Adexkomno3uuua KomnoHoBka
onlyCN Aen=(.*2),(.")$ {1} n
adGroup v Ncn=39SU-ABCD-)(?!TEST-IDEV-)(.*)$ ${0-} n

+ [lobaButb npasuno

HacTpoiika Ha3HaueHuA aTpubyToB

HeobxoguMmo yKasaTb, Kakol aTpubyT byaeTt naeHTMdMKatopom B cucteme. MaeHTUdMKaTOp AOMKEH ObITb YHU-
KaNbHbIM M HE MEHATLCA CO BPEMEHEM.

Vs

© nNpumeuanue

He pekomeHayeTca B byayliem meHATb 6a30BbIvi MAEHTUDMKATOP, T.K. K HEMY NPUBA3bIBAIOTCA BCE NO/b30-
BaTe/IbCKME HACTPOMKK. Mpn nsmeHeHnn 6azosoro ngeHTUdMKaTopa byayT NoTepaHbl HACTPONKM ABYXbaAK-
TOPHOM ayTeHTUdMKaALUK, 3aperncTpUpPoBaHHble cobbITUA 6e30NacHOCTH, 3aNOMHEHHbIE CMUCKU YCTPOMCTB
noJsib3oBaTesielt, CBA3WN C BHELUHUMM YYETHbIMM 3aNUCAMU, XpaHUMble B 6ase gaHHbIx Blitz Identity Provider
aTpubyTbl NoNb30BaTeNeN.

TaKe MOXKHO yKa3aTb, Kakue anI/I6YTbI MCNONb3YIOTCA ONA CneunanbHbIX Ll,eﬂeﬁ:

1. AtpubyT, MCNONb3yeMbIN B KayecTBe Npu3Haka 6/I0KMPOBKM yYETHOM 3anucu. ITOT aTPUBYT A0/IXKEH UMETb
TUN 3HaYeHUs Boolean. Blitz Identity Provider nogaep:kmMBaeT 610KMPOBKY NO/b30BaTENEN, XPAHUMbIX B
LDAP-kaTtanore. [1na MCNonb30BaHUA 3TON QYHKLMM TaK*Ke TpebyeTca HaCTPOUTb COOTBETCTBYIOWMI aTpu-
6yT B Hacmpolikax (cTpaHuua 72) LDAP-kaTanora.

2. WabnoH umeHu nonbsosaTens ana nepegavyv BHEWHUM cepBuCam (Hanpmmep, €CNU BHELWHUN cepBuC 3a-
npalwwm1BaeT Npasa A0CTyMNa Ha YYeTHYH0 3anncb Noab3oBatend). Hanpumep, BbipaskeHme $ { family_name}
${given_name} ${middle_name-} NO3BOJAET NepenaBaTb BHEWHUM cepBMcaM GaMUANIO, UMA U OT-
4eCTBO NoNb30BaTeNA NPU €ro Haanvymm (H606F|3aTEIlebIM napametTp middle_name genaet - B KOHLI,E).

2.
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A\ Npeaynpexaenne

He pobasnsiite B UMA Nonb3oBaTeNna KoHOUAEHUNANbHYO MHGOPMALLMIO U He ucnonb3yinte HTML.

© nNpumeuanue

[na HacTPOMKM UMEHU NMONIb30BaTE/sA, OTOBPAXKAEMOro B KOHCO/IU, UCNONb3YETCA napamemp (CTpaHu-
ua 409) B paiine KoHPUrypaumm console.conf.

3. AtpunbyTbl, UCNONb3yEMbIE AN XPaHEHMS afpPecOB 3/EKTPOHHOM MOoYTbI.
4. ATpubyTbl, UCNONb3YEMbIE ANA XPAHEHNA HOMEPOM MOBWbHBIX TeNedoHOB.

B KayecTBe 3/1eKTPOHHOM NOYTbI U MOBUNBLHOTO TeNedpOHA MOTYT BbITb YKa3aHbl HECKOIbKO aTpUByTOB (Hanpumep,
AN IMYHOTO M paboyero agpeca 3N1eKTPOHHOM NoYTbl).

HasHauyeHue aTpubyToB

YKaxuTe, Kakoi aTpuyT 6yaeT MAEHTUDUKATOPOM B cicTeMe. VAeHTU(MKATOP AOMKEH GbiTb YHIKANbHBIM 11 HE MEHATLCA CO BPEMEHEM
TaK)Ke MOXHO yKa3aTh, Kakie aTpubyTbl UCMONb3YIOTCA:

* 1A onpefeneHna 3a6oKMPoBaHHbIX YHETHbIX 3anucei. ATOT aTpubyT AosmKeH 6biTb GynesbiM (Boolean);
* B KayecTBe agpeca GHSKTDOHHOQ NOYTbl;
* B KayeCTBe HOMepa MOGUNBbHOrO TeﬂerOHa

MOXHO Takxe ykasaTb NpaBuno, nNo KoTopomy 6yaeT hopMMpoBaTLCA UMA NONML30BATENA ANA OTOGPAXKEHUA B KOHCONM

Wpentucpukarop sub v

Mpu3Hak 610KUPOBKKM

Wmsa nonb3osatensa

3neKkTpoHHaA nouta

locked

${family_name- } ${given_name-}

email

Mo6unbHbiv TenedoH phone_number person_mobile

2.1.3 MopgKnoueHne XxpaHUaAuLW, atpubyros

Tunbl XpaHUAULY,
B KauecTBe xpaHMAMLL YYETHbIX 3anuncen nosb3osaTtenei Blitz Identity Provider nossonseT ncnonb3osatb:
1. BHelwwHee (NOAKAOYEHHOE) XpaHUAMLLE. B KauecTBe TaKOBOTO MOMET BbICTYNaTb:

e LDAP-xpaHunuwe — 310 MOXeT 6biTb N06ON cepsep, nopaepusatowmii npotokon LDAP (389
Directory Server, OpenLDAP, FreelPA u apyrue), a Takxe Microsoft Active Directory OpenLDAP, ALD
PRO, OpenDJ nan PEL ALOM;

* WHOEe XpaHuAuLWe, ANA NOAKAYeHUA KoToporo K Blitz Identity Provider Heobxoanmo paspabotatb
cneumanbHble REST-cepsucsi (cTpaHumua 75).

2. BHyTpeHHee xpaHunuwie. Bce yyeTHbIX 3anncein nosb3oBaTenei xpaHATcs B 6ase gaHHbIx Blitz Identity
Provider. B cnyyae ecnun B kKauectse CYB/l ucnonb3syetcs Couchbase Server, To 6a3y gaHHbIx Blitz Identity
Provider MOXHO MCNONb30BaTb A/1A XPaHEHWUA HEBObLIOrO YMCAA YYETHbIX 3anuceld. B cnyyae ecam B Ka-
yecTtBe CYB/ ncnonb3syetcsa PostgreSQL, To MOXKHO XpaHWUTb 11060€ YNC0 YHETHbIX 3anucei.

[ns KoppekTHoM paboTbl Blitz Identity Provider TpebyeTtca HacTpoiKa XoTa 6bl O4HOIO XPaHUAMLLA U KOHOUTY-
pupoBaHue ampubymos (cTpaHuua 66). Mo yMONYaHUIO HACTPOEHO BHYTPEHHEE XpaHUAULLE W f06aB/eH paj,
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aTpubyTos.

© npumeuanue

KarKpaa yyeTHas 3anucb NONb30BATENA XPAaHUTCA B KAaKOM-TO OLHOM OMNpejesneHHOM XpaHunuwe. Blitz
Identity Provider monyckaet KOHGUIyprpoBaHUE U MOAKIOUYEHNE HECKOIbKMX XPaHMWIINLL, OAHAKO PEKOMEH-
[YeTCs MCMOo/b30BaTb 04HO OCHOBHOE XpaHuauLe ana paboTtbl. PeweHne 06 Mcnonb3oBaHMM BTOPOro Xpa-
HUAULLA AOMKHO BbITb MPUHATO C YYETOM NMPUMEHAEMON MOAENN AaHHbIX. Hanpumep, B NOAK/AOYEHHOM
KopnopaTtneHom Active Directory mMoryT XpaHUTbCA AaHHble COTPYAHUKOB OpraHM3aumm, a B 4OMNONHUTENb-
HOM LDAP-XpaHu/vLLe — AaHHble CeunanbHO 3apernMcTPUPOBAHHbLIX «BHELIHWUX» Nosb3oBaTenei (CoTpyaHK-

KM NapTHEPCKUX OpraHn3aunin, ppunaHcepbl 1 np.).
N J

BbI6Op M HAaCTpOLiKa UCMO/Ib3YEMOTro XpaHUIULLA OCYLLECTBAETCA NOC/e HACTPOMKM YUYETHbIX 3anuceit B pasaene
MCTOUHMKM JaHHbIX B pasgene XpaHWauLa y4YeTHbIX 3anuceid. [o yMoN4YaHUI0 HaCTPOEeHO BHYTPEHHEE XPaHWUIU-
we. Ans nobasneHNa BHEWHErO XPaHWAUWLA CedyeT HaXaTb Ha KHonKy [Job6aBuTb HOBOE XpaHuauLLe, nocne
Yero yKasaTb TUM BHELUHero XpaHWauLLa MU HacTPOUTb NapameTpbl B3aMMOAEMCTBUA C HUM. XpaHMAWLWaA nocne
CO34,aHWA CO34aK0TCA BbIK/IOUYEHHBIMU — UX HYXKHO BKAKOUYNUTH C NOMOLLGI0 TyMmbBiepa B pasgene XpaHuauuia yyer-
HbIX 3anucei.

XpaHunuia y4eTHbIX 3anucen

Ecnu Bce yyeTHble 3anucu npegnonaraeTca xpaHnTs B Blitz Identity Provider, To goctaTouHo ogHoro BHyTpeHHero xpaHunuwa (built-in). Ecnin TpebyeTca NoaKniounTb BHEWHee XpaHnaue,
HAXXMUTE Ha KHOMKY «[106aBUTb HOBOE XpaHNANLLE», BEIGEPUTE TUM XPaHUNMLLA 1 HACTPOMTE €ro

389-ds

rest
msk-dit-ad
dap: Unknown

bip-udc01

ap: Unknown

[o6aBnTb HOBOE XpaHUIMLE

LonycTMo yaanuTb BHYTPEHHEe XpaHUIMLLE, eC/iM ero He NAaHMPYeTCa MCNoib30BaTh. [as aToro HeobxoamMmo
nepeinTn B CBOMCTBA COOTBETCTBYIOLLETO BHELIHEro XPaHUIMLLA M HaXKaTb Ha KHOMNKY Y4anuTs.

Mcnonb3oBaHWE HECKOMBKUX XPaHWULL, MOMKET PeLunTb 33434y BXOAa MO/b30BaTeNen, XPAHALLMXCA B PA3HbIX
LDAP-KaTanorax uau B pasHblx BETKaX O4HOTO KaTanora. Hanpumep, B pesynbtate 06beanHEHNA ABYX KOMNAHWIA
MOKHO MOAKAOUYMTL ABa KaTanora K Blitz Identity Provider u obecneunTb BXoZ4 nonb3oBaTeneld, He npuberas K
HACTPOMKaM [OBEPUA AW NOCTPOEHUIO MeTaKaTanora.

KoHurypuposaHme xpaHunvuia

Tvn xpaHunuwa LDAP v
XocT dap.example.com
Mopt 636

Mcnone30BaTth SSL

MepeiiTin K KOHPUIYPUPOBAHMIO
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MopknoyeHue xpaHuauwia no LDAP

Ecnun B KauecTBe UCTOYHMKA YYETHBIX 3anuceit nosnb3osatenelt ucnonbyerca LDAP xpaHuavLLe, pa3sepHyToe B
opraH13aumm, 418 ero HaCTPOMKM Heo6X0AMMO BOCMO/1b30BaTbCA Pa3aenom MCTOUHUKM AaHHbIX KOHCONM yripaBs-
JIEHMA U BbINOIHUTL C/eAytoLme Wwarn:

i ,D,O6aBMTb HOBOE XpaHuauule, ykasaTb cieayrouime aaHHble:

TMN Ao6aBnAemMoro xpaHManw,a — BbibpaTtb LDAP;

aApec XpaHUNnLa;

= nopT,

OTMEeTUTb GNAXKOK Ucrnonbs3osaTe SSL, €C/IM SOMKHO UCNO/Ib30BaThCA 3aLLMLLEHHOE COegMHEHMe.
® CKOHOUrypupoBaTb LDAP-KaTasior, HacTPOMB cregytolme napameTpbl:

— onucaHue KaTanora (onuMoHanbHo);

— WUCNOAb3yeT N KaTanor TONbKO A1A YTEHUA AaHHbIX UM BO3MOXHA 3aNuUCb B Hero;

— HeobxoAMMOCTb UCMO/Ib30BaHMA SSL-coeAnHeHns;

— HeobxogumocTb DNS-6anaHcupoBKM BbI30BOB K LDAP-KaTanory — AnAa 3TOrO HaxaTb KHOMKY
DNS-6anaHcMpoBKa 1 3a4aTb NapameTpbl lomenHoe wumd, [lopT, Ucnons3osaTh SSL, PexuM pa-—
60TH, BpeMd xpaHeHHd B KBIe, MC;

- N
© nNpumevanue

Mpun DNS-6anaHcupoBske Blitz Identity Provider 3anpawwnsaeT y DNS-cepBepa no 3agaHHoOMy A0-
MeHHoMY umeHu LDAP-kaTanora Bce agpeca nogakntodeHus. Ecnm 8 DNS nponucaHo 6onee oa-
HOro agpeca, To B 3aBUCMMOCTM OT BblbpaHHOro pexkmMma paboTsi Blitz Identity Provider ycTaHas-
NIMBAET NOAK/AOYEHWE K NepBOMY AOCTYNHOMY cepBepy (pexum pabotol FAILOVER), K cayyaiiHo-
My cepsepy (pexunm pabotsl RANDOM) munm K Kaxkgomy cepBepy Mo ovepeam (pexvmm paboTtbl
ROUND_ROBIN). Mony4yeHHbIn oT DNS cnucok cepeepoB xpaHUTca B Kawwe Blitz Identity Provider
B TeYEHWe BPEMEHW, 3a[1laHHOTO B HACTPOMKE BpeMs xXpaHeHHd B K3me, MC.

— HaCTPOWMKM Nyna coeguHeHui;

® yKaszaTb JIOTMH M Napo/ib NONb30BaTeNA, OT MMEHW KOTOporo OyaeT ocyliecTBaaTbcA paboTa ¢
LDAP-kaTasiorom (y 3Toro nonb3oBaTens AOMKHbI 6biTb MPaBa Ha YTEHWE M Ha 3anucb AaHHbIX), @ TaKkKe
6a308bIi DN — pa3gen Katanora ¢ y4eTHbIMU 3anmncammn Nonb3oBaTtenei;

© nNpumeyanue

JonycTMmo yKasaTb Nosib30BaTe/s TOMbKO C NPaBamMM Ha YTEHME, eC/IM KaTaslor UCMOb3YEeTCA TONbKO
ONA YTeHuA.

® yKasaTb HAaCTPOWMKM NOMCKa — MYBUHY NOMCKA M MaKCMMa/ibHOE YMCI0 BO3BPALLAEMbIX YHETHbIX 3anucen
(a0 BAMAET Ha YMCIo NoNb3oBaTeNel, oTobpaxkaemMblx B pasaene M0nb30BaTeNIM KOHCOAN YNPaBAEHMS).
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MapameTpbl noaknoyeHna Kk LDAP-katanory

Wnentudukarop 389-ds

Onucanue 389 Project

TonbKo AnA uTeHUA Her v

HacTpoiika coeguHeHua Bes 6anaHcupoBKkm DNS-6anaHcupoeka

Xoct sud-uldap02.reaxoft.loc
Mopt 636

Vcronsaosars SSL

HacTpoiika nyna coeguHeHuit

TaimayT coeMHEHUA, MC 60000 H: KONU4ecTBo i 5

TanmayT oTseTa, MC 60000 KONU4ecTBo i 5

YueTHanA 3anuck ANA pa6oTbl C KaTanorom

,Elﬂﬂ Koppexmcﬂ pa6cm=| AomKHa 6bITb yKasaHa y4eTHaRA 3anucb C npaBamun Ha YTeHue AaHHbIX U3 KaTanora. Ecnun nnaHupyeTtcAa MGMQHEHMS/HOSHBHEHMQ AaHHbIX cpeacTeamun Blitz |d0ﬂ1\[y
Provider, To Heo6xoauMbl Npasa Ha 3anucb

Mons3osarens(DN) uid=reader,ou=sub,dc=sudir,dc=reaxoft,dc=ru
MNapons W3mennTb 3HaveHne
Basosbiit DN ou=users,ou=sub,dc=sudir,dc=reaxoft,dc=ru

HacTtpoiiku noucka

Fny6uHa noucka B 6a3osom DN 1 B noAYMHEHHbIX v

MakcumanbHoe Konu4ecTso 100
3anuceil, BO3BpAWAEMbIX NPy
noucke

[anee MoXHO HacTPOUTL NPaBUIa CONOCTaBNEHMA aTPMBYTOB M YKa3aTb NpaBuaa pasbueHns u npasuaa npeob-
pa3oBaHuWA 3HaYeHuit aTpmMbyToB. ITO NO3BONAET:

e naTb aTpUBbYTY B cMCTEMe ApYroe Ha3BaHWe, He coBnagatollee ¢ ero umeHem B LDAP-katanore. Hanpumep,
ecnv B LDAP-kaTanore atpmbyT 3afaH Kak sn, a B Blitz Identity Provider Heobxoaumo ero ncnonb3osaTtb
Kak family_name, TO BbibepuTe aTpMbyT family_name W YKa)KUTe sn B KayecTBe ero HassaHuA B LDAP.
Mpymep TaKoM HaCTPOWMKN NPUBEAEH HA PUCYHKE HUMKE;

® MCNONb30BaTb CreuuasnbHble Npasuaa 3anucy atpnbyTos B AaHHbIM LDAP-katanor. Hanpumep, ecam Bbl
XOTUTE COXPaHATb MOBUNbHbIV TenledoH B popmaTe +7 (999) 1234567 B LDAP-kaTanor 6e3 ckobok, To ana
3anucu 3agakite npasuao pasbuenna ~"\+7\ (([0-91{3})\) ([0-91{7}) $ n npasuno npeobpasosaHua
+78{1-}${2-}.

® 1CM0/Ib30BaTb CreuuasibHble MpaBuMaa YTeHus atpubyTtoB M3 gaHHoro LDAP-kaTanora. Hanpumep, ec-
nn B LDAP-katanore aTpubyT ¢ Homepom mobunbHoro TenedoHa 3aaaH B dopmaTte +79991234567, a
B Blitz Identity Provider ucnonb3syetca ¢opmat +7(999) 1234567, TO ANA YTEHUA U3 KaTasora MOXK-
HO MCMNo/Ib30BaTb NpaBuAO pasbueHns ~\+7 ([0-9]1{3}) ([0-91{7})$ ¥ npaBuIO Npeobpa3oBaHUsA
+7(S${1-})${2-}.
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Mpasuna conocrasnexus aTpubyTos

HacTpoiite npaBuna conocTasneHus, eCn HassaHus unn Gopmatel aTpubyTos B Blitz Identity Provider He coBnaaatoT ¢ Tem, kak 3Ty aTpn6yTel onpeaeneHsl 8 LDAP-kaTanore. U ans
UTEHWS, U ANS 3aNINCU MOXHO YKa3aTb NpaBuna paséyeHns U Npasmna Npeo6pasoBaHns 3Ha4eHin aTpUBYTOB. 3TO NO3BONAET:

* paTb aTpubyTy B CUCTEMe Apyroe Ha3BaHue, He coBnagatoLuee C ero uMeHem B LDAP-kaTanore. Hanpumep, ecav B LDAP-kaTanore aTpmbyT 3aAaH Kak sn , a B Blitz Identity Provider
HEOBXOANMO ero MCNONb30BaTh Kak surname , TO BbIGEPWTE aTPUEYT surname W YKaXWTE sn B Ka4ecTse ero HasBaHus B LDAP;

* 1CNONbL30BaThb CNeLnanbHble NpaBuna 3anucn aTpubyToB B AaHHbIN LDAP-kaTanora. Hanpyumep, eciv Bbl XOTUTE COXPaHATb MOBUNbHbIN TenedoH B opmaTte +7(999)1234567 B

13H\) ([e-91{

UCNONbL30BaTh CNeuyanbHble Np aTpubyTOoB U3 AaHHOro LDAP-kaTanora. Hanpumep, ecn B LDAP-kaTanore aTpubyT ¢ HOMepOM MO6MALHOTO TenedoHa 3aaaH B

dpopmate +79991234567, a B Blitz Identity Provider ncnonbsyetcs ¢opmat +7(999)1234567, To ANs HTEHUSA U3 KaTanora MOXHO MCMONb30BaTk NPaBM0 pasbrneHns ~\+7([e-9]{3})

([e-91{7})$ W Npasuno NpeobpasoBaHns +7(${1-})${2-}:

LDAP-kaTanor 6e3 cko60K, To Ans 3annc aviTe NpaBmno paséueHns ~\+7\(([e-9

7})$ V NpaBuno NpeobpasoBaHns +7${1-}${2-}

S

Vna YTeHns

ATpnbyT HasBaHue B LDAP sanuce Hrenve
Npaeuno paz6uenus MNpaeuno npeobpazosanua Npaeuno paz6uenus Npaeuno npeo6pazosaHus
sub v uid n
family_name v sn n
given_name v givenName n
middle_name v middleName n
email v ma n
phone_number v mobile n

+
=

Ecnun xpaHeHuWe co30aHHO20 paHee (cTpaHuua 66) aTpnbyTa B AaHHOM XPaHMWLLE He NPeANO0NaraeTcs, TO MOXHO
NPOCTO YAANUTb aTPUBYT, UCNONb3YA KHOMKY yaaneHus. B aTom cnydae 3HayeHue yaaneHHoro atpubyta byaer
COXPaHATbLCA NPU CO34aHUN/PEeSaKTUPOBAHUN YYETHOM 3aMUCK He B MOAKIOUYAEMOM BHELLHEM XPaHWUAULLE, a B
6a3e gaHHbIx Blitz Identity Provider.

Ecnv nnaHmpyeTca Mcnosib3oBaTb BO3MOXKHOCTb 6/10KMPOBKM YYETHOM 3anNmncK, TO He0bXoAMMO yaanuTb aTpubyrT,
onpepeneHHbIn B pasgene MCTOUHMKM AaHHbIX B KAYecTBe NpM3HaKa 6/10KMPOBKK, M3 Tabauubl ¢ Npasuaamm
COMOCTaB/eHNA aTpubyTOB.

© nNpumeuanne

Blitz Identity Provider 6epeT npM3Hak 610KMPOBKM U3 COOTBETCTBYIOLWEro aTpubyTta LDAP-xpaHunmwa:
e nna Active Directory - U3 userAccountControl;
e nna OpenlDAP - us pwdAccountLockedTime;

e nna OpenDJ - U3 ds-pwp-account-disabled;

e nna LDAP no ymonyaHuio - ns nsAccountLock.

Ecnun Blitz Identity Provider ncnonb3yetca gns perucrpauum nosib3oBaTesniei, NPUYemM 3anmcb OCyLLECTBAAETCA
B A@HHbIN KaTanor, To He06X0AMMO YKa3aTb NapaMeTpbl CO3AaHUA HOBbIX Nosb3oBaTesneli — DN poautenbckoro
KOHTelHepa, BHYTpM KOTOporo byayT co3AaBaTbCA N0/b30BaTEIN, U CUCTEMHbIe aTPUBYTbI, CBA3aHHbIE CO cneuu-
duKoM xpaHuamwa***,

© nNpumeyanue

Hanpumep, objectclass, onpeaenaroLLmMini TUN co34aBaemoi ydeTHon 3anmcu B LDAP. ns Microsoft Active
Directory objectclass AOMKEH UMeTb GOpPMaT Array of string M 3HAYeHMUe - top, person.
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MapameTpbl CO3AaHNA HOBbIX none3oBarenei

nA KoppekTHOI paboTkbl CO3AAHNA NONL30BaTENA HEO6X0AVUMO yKa3aTb crneunduyHble AnA LDAP-kaTanora napameTtpbl. Mpu hopMUMpoBaHUM 3Ha4eHWiA NapamMeTpoB MOXHO UCMONb30BaTh
CTPOKW MOACTAHOBKM 13 aTpU6yTOB Nonb3oBaTesnA. CANCOYHOE 3HAUEHNe MOXKHO 3a/1aTh Yepes 3anATyio.

DN nonb3oBarteneit uid=${guid},ou=users,ou=sub,dc=sudir,dc=reaxoft,dc=ru

MepBoHayanbHble aTpUGyThl Hassakue ®opmar 3HaueHune
Hanpumep: objectclass
objectClass Array of strings v top,blitz-schema n

+ [o6aenTb aTpnbyT

MNopkntoyeHune K xpaHuauwy no REST

ECnM B KayecTBe MCTOYHMKA YYETHbIX 3amnuceit Nonb30BaTesiell MCMO/b3yeTCca BHEWHAs 6a3a AaHHbIX (He
LDAP-xpaHuauLLe), To 414 NOAKAOYEHMA K Hel TpebyeTcA paspaboTaTb KOHHEKTOP. KoHHeKTop obecneynsaer
yTeHue (MM n3smeHeHne) HeobXoAMMbIX AAaHHbIX U3 6a3bl 4AaHHbIX U NPEAOCTaBAAET AaHHble B KOPPEKTHOM dop-
maTe B Buae REST-cepsucos ansa Blitz Identity Provider.

[ns HacTpolikmn B3aumogaelicteunsa ¢ REST-cepsucammu HeobxoaMMo BbINOAHWUTL CAeAyOWMe LWaru:
¢ n06aBUTb HOBOE XPaHWIULLE, YKa3aB TN J06aBNAEMOro XpaHUAULWA - REST;
® yKasaTb MAEeHTUPUKATOP XPaHUNNLLA;
® YKasaTb ONMUCaHWE XPaHUIULLA (OMLMOHANBHO);
® yKasaTb, UCMONb3YETCA N XPaHWUIULLE TONbKO ANA YTEHUA AAHHbIX WX BO3MOXKHA 3anucb B HEro;
® YyKa3aTb MaKCMMabHOE KO/IMYEeCTBO 3anuceil, BO3BpaLLaeMblix NPy NOUCKE;

® yKasaTb NepeyeHb AoCTynHbIX Yepe3 REST-cepBuCbI aTpnbYTOB;

MapameTpbl REST-cepBucos

VaeHTndukatop

OnucaHue

<O

TonbKo Ans YteHus Het

MakcnmanbHoe KoJInyecTso 100
3anuceri, Bo3BpaLlaemMbIx Npu
noucke

MepeyeHb AOCTYMHbIX xcompany_id  xauthStrategy = xesia_name xapplist xSEAG_ID xmassiv  x|_value
aTpubyToB o ) :
xprivileged_user  xsamaccountname  xpwdLastSet = xsub xobjectSID xlogin  xdatetest
xUPN  xinstanceld xbirthday xperson_mobile @ xphone_number xemail xaccountExpires
xcommonName  xstoreld xfamily_name xwebAuthnAttr xtest_del xmemberOf
xwebAuthnAttr2  xemployeeTabNumber  xdn  xlocked xobjectGUID = xSAP_login  xsubjectld

xtokenGroups xORG_name xmiddle_name xcloudGUID xauthUserGroup xuserRights

xuid = xrolekeeper = xregion xinn xgiven_name xorg_.id xsnils xesiaid
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* Npu HeobXoAMMOCTM Bbi3oBa REST-cepBMCOB ¢ aBTOpM3aLMeit BbIbpaTb TUMN aBTOPU3ALLMM:

Basic Auth
® yKa3aTb JIOMUH;

® YKa3aTb Napo/ib.

ABTOpU3aLMA

Mpy HeO6X0AMMOCTM Bbi30Ba REST-CepBMCOB ¢ aBTopu3aLmeil, BbiGepuTe TVM aBTOPK3aLuUM 1 3aMo/IHUTe NapaMeTpbl

<>

Tvn aBTOpPU3aLMN Basic Auth

NoruH

MNaponb »

API-Key
® YKa3aTb 3aron0BOK;

® YKa3aTb 3Ha4yeHMue.

ABTOpUM3aLUA

Mpwn HeobxoaMMOCTU Bbi3oBa REST-cepBnCOB C aBTOpu3aLeit, BolbepuTe TN aBTOPU3aLUN 1 3aN0NHUTE NapameTpbl

Tvn aBTOpPU3aLUN API-Key <
3arono0BoK X-API-Key
3HauyeHue »

e ykasatb URL chegyrowmx cepsmcos:
— CepBuC NOUCKa NONb30BaTeNew;
— CEepBUC NONYYEHUA AAHHbIX NO/b30BATENS;
— CEepBUC NPOBEPKM NOTUHA U Napons;
— CEepBUC CMeHbI Mapoia NoAb30BaTENEM;
— cepsuc gobasneHna HOBOro No0NbL30BaTENS;
— CEepBUC U3MEHEHMA AAHHbIX NO/b30BATENS;

— CepBuUC yganeHmna nonb3oBaTena.
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Appeca REST-cepBucoB

URL cepBuca noucka

nonb3oBaTene
GET

rql Resource Query Language (RQL)
200 0K JSON Array UTF-8

MpviMep MUCTUHra

URL cepBuca nonyveHus
[aHHbIX NoNb3oBaTenNs

${id}
GET
200 OK JSON UTF-8
400 Bad Request USER_NOT_FOUND text/plain;
charset=utf-8

MpviMep MUCTUHra

URL cepBuca npoBepku napons

POST
id
password

200 OK
400 Bad Request text/plain; charset=utf-8

INVALID_CREDENTIALS
UNWILLING_TO_PERFORM
INAPPROPRIATE_AUTHENTICATION
PASSWORD_EXPIRED

B cneayowmx nogpasaenax onncaHbl TpebosaHua K paspaboTke REST-cepBMCcOB, NpefocTaBAAoWMNX Heobxoau-
MbIl Blitz Identity Provider gocTyn K XpaHUAWLLY yYETHbIX 3anmcei.

CepBuC NOMCKa nonb3oBaTenei

CepBuc novcka nosb3osateneit goakeH obpabaTbiBaTb 3aNpPOCbl METOAOM GET, r4e B KayecTse napametpa rql
yKa3blBaeTcA NOMCKOBbINM 3anpoc. 3anpoc umeeT popmart Resource Query Language (RQL)® v gomKeH Kak MUHK-
MYM NoAJepKUBaTb Cneayrolwme onepaumu:

e limit — KO/IM4eCcTBO BO3BpaLLLaEMbIX 3anucei;
® and— O4HOBpPEMEHHOE BbINO/IHEHUE MOUCKOBbLIX YCHOBMVI;

® or — aNbTepHaTUBHOE BbINOMIHEHME NOUCKOBbIX YCNOBUI (HanpMmep, MOUCK NO pasHbIM aTpnbyTam B Ka-
yecTBe N0rvHa);

® in — BXOXAEHMWE 3HaYeHna aTpnbyTa B CNUCOK 3HaYEHU (Hanprumep, MOUCK NPUBA3AHHbIX YY4ETHbIX 3aMu-
cel Npu BXoAe Yepes BHeLHMI NOCTaBLLMK UAEHTUDUKALNK);

® cg — NPOBEpPKa YC/NI0BUA PaBEHCTBA C BO3MOXHOCTbIO MOMCKA MO Macke (Hanpumep, C UCNOo/b30BaHUEM
3Be3404Ku (*)).

Hanpumep, ecamn B KayecTBe NIorMHa B pasgene AyTeHTUOMKALMA HAaCTPOEH TONbKO MOUCK No aTpubyTy email,
TO NnepefaBaemblit Npu ayteHTUdMKaumm RQL-napameTp 6yaeT meTb BUA (rae test @mail . com — AaHHble, BBE-
[JeHHble N0Nb30BaTENEM B KAYeCTBe IOTUHA):

[rql:and (eg(email, test@mail.com),limit (10))

Ecnu BbINONHAETCA BXOZ Yepes BHELHWI NOCTABLUMK NAEHTUDMKALMM, U HAZO HANTU CBA3AHHbIE C BHELLHEeN yyeT-
HOM 3aNM1CbI0 YYETHbIE 3aNUCKU B XpaHUAULLE, TO Nnepegasaemblii RQL napameTtp 6yaeT umeTs BUA:

25 https://github.com/kriszyp/rql
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rgl=and (in(sub, (7d5fd1d2-e171-4c85-8da6-00368863c396,2b78a2da-241c-4182-ba%>—

—d810cdb7aa70)),limit (10))

Ecnn B KauecTBe NOrMHA HACTPOEH NOMUCK No aTpubyTy email UM sub, To nepeaasaemblit RQL-napameTp byaet

nMMmeTb BUA:

[rql:and(or(eq(sub,test@mail.com),eq(email,test@mail.com)),limit(lO))

J

CepBuc fonkeH BO3BPALLATb CMMCOK NOAb30BaTeNel U ux AaHHble B popmaTte JSON B Kogmposke UTF-8. Mo KaxK-

[0MY M0/1b30BaTeN 0 A0/XHbI 6bITb BO3BPALLEHbI aTPMOYTbI:

® id-— MAEHTMd)MKaTOp nosb3oBaTensa B NOAKAOYEHHOMN base AaHHbIX. [Mpegnonaraertca, YTO 3TOT UAEHTH-

CI)VIKaTOp 6y,CI,ET HEU3MEHHbIM ONA AAaHHOIo NOJIb30BaTENA;

* attrs — 0BbEKT C NepeyHem BO3BPALLAEMbIX AAHHbIX NO/b30BaTens. HeobxogMMo BO3BpaLLATL TE aTpu-
6YyTbl, KOTOPbIE NPeAoaaraeTca UCMNo/b30BaTh B CUCTEME M KOTOPble CKOHdUIrypupoBaHbl B pasaene Mc-

TOYHUKW OaHHbIX.

Mpumep 3anpoca:

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

GET /users/search?rgl=and (eq(sub,BIP*),limit (10))

HTTP/1.1

Mpumep oTseTa:

[

"id": "ID123",
"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"
}
by
{
"id": "ID456",
"attrs": {
"sub": "BIP456",
"given_name": "Elena",
"family_name": "Ivanova",
"email": "ivanova@test.org",
"phone_number": "+79997654321"

CepBVIC nony4yeHUA AaHHbIX NO/ib3oBaTena

B psae cnyyaes Blitz Identity Provider 3anpawmnBaeT gaHHble KOHKPETHOrO nonb3oBaTend. CepBUC NOyYeHUs
AaHHbIX NoNb3oBaTeNnsa AonxkeH obpabaTtbiBaTb 3aNpockl METOAOM GET, B KOTOpom B URL yKa3biBaeTca aTpmbyT id
— BHYTPEHHUI naeHTMdPUKaTop noab3oBaTens B NOAKAOYEHHOM 6a3e aaHHbIX. Mpu 3agaHum URL aToro cepsuca
B KOHCO/IM YNpPaBieHUs He0bX04MMO MUCMOIb30BaTb CTPOKY NOACTAHOBKM A4 MAEHTUGUKATOpa Noab30BaTeNs —

${id}, Hanpumep:
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[https://idstore.identityblitz.com/users/${id}

Ecnn nonb3oBaTenb HaWAeH, TO CEPBUC OO/KEH oTBeyaTb 200 OK M BO3BpalaTb AaHHble NO/Ab30BaTeNs
B8 ¢opmate JSON B Kogumposke UTF-8. Ecan nonb3oBaTenb He HaldeH: 400 Bad Request, Kog OLWMOKM
USER_NOT_FOUND B popmaTte text/plain; charset=utf-8.

Mpumep 3anpoca:

GET /users/ID123 HTTIP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Mpumep oTBeTa, ecan nonb3osBaTteslb HaVI,ﬂ,eHZ

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"family_name": "Ivanov",
"email": "ivanov@test.org",
"phone_number": "+79991234567"

OTBET AN1A C/lyYan, ec/v NoAb30BaTeNb He HaNAEH:

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:28:59 GMT
Content-Type: text/plain; charset=utf-8

USER_NOT_FOUND

CepBuC NpOBEPKU IOTUHA U Napons

CepBMC NPpoBEPKN NOTMHa U Napona AO0NKEH 06pa6aTbIBaTb 3anpocbl meToaom POST, B Te/le KOTOPbIX YKa3aHbl
CnegyKnuMenapameTpH(B¢0pM3Teapplication/x—www—form—urlencodedﬁ

e id— BHYTPEHHUN NAEHTUDUKATOP NONb30BATENA B NOAKNIOUYEHHOM H6a3e AaHHbIX;
® password—naposnb.
B cnyyae ycnexa cepsuc Jo/MKEH BEPHYTL OTBET 200 OK.

Mpy HEBO3MOXKHOCTN NPOBECTM ayTEHTUDUKALMIO CEPBUC JONKEH BEPHYTb 400 Bad Request C OAHOW U3 cne-
OYOLWMX ONBOK:

¢ INVALID_CREDENTIALS — HEBEPHbII JIOTMH UM Naposib No/ib30BaTens;

¢ UNWILLING_TO_PERFORM— N0/b30BaTeNb 3a6/10KMPOBaH;

¢ INAPPROPRIATE_AUTHENTICATION — M0/b30BaTe/lb HE MOXET ObITb ayTEHTUPULMPOBAH NO Napoio;
¢ PASSWORD_EXPIRED — Naposib N0/Ab30BaTe/A yCTapes.

Mpumep 3anpoca:
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POST /users/bind HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

id=ivanové&password=12345678

Mprmep oTBeTa (ycnewHan NpoBepKa J0rMHa U Napons):

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

Mpumep oteeTa (HeBEPHbIA NOFUH U/MAKN NapPOoNb):

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: text/plain; charset=utf-8

INVALID_CREDENTIALS

CepBUC CMeHbI NapoNsa Noab3oBaTesiem

CepBM1C cMeHbl NaposA Nob3oBaTeNeM AoMKeH 06pabaTbiBaTb 3aNPOChl METOAOM POST, B Te/le KOTOPbIX YKa3a-
Hbl CAeaytowme napameTpsl (B dopmaTe application/x-www—form-urlencoded):

¢ id— unaeHTMdUKaTOP NOSbL30BATENSA, NOAYYEHHbII MO Pe3ynbTaTy onepauuu NPoBepKM Naposs Nosb3osa-
Tens;

® o0ld_password — CTapblii Napob;

® new_password — HOBbIl Naposib.
B cnyyae ycnexa cepBuc fONXKEH BEPHYTb OTBET 200 OK.
B cnyvae oWwmMbBKM cepBUC AOMKEH BEPHYTb 400 Bad Request C O4HOM U3 Ceaytowmx OWMBOK:

¢ INVALID_CREDENTIALS — N0O/Ib30BaTe/b C AAaHHbIM UAEHTUOUKATOPOM U NAPOSEM HE HaAEH;

® UNWILLING_TO_PERFORM — N0/ib30BaTenb 3ab610KMPOBaH;

® CONSTRAINT_VIOLATION — HOBbIX NApO/b HE COOTBETCTBYET NOAUTUKaM Be3onacHOCTH.
OcTanbHble BO3BPALLAEMbIE OLIMOKMN AOMKHbI ObITb aHANOMMYHbI ONEepPaLLMm No NPOBEpPKE JI0rMHA M Napons.

Mpumep 3anpoca:

POST /users/changePassword HTTP/1.1

Host: idstore.identityblitz.com

Content-Type: application/x-www-form-urlencoded
Cache-Control: no-cache

id=ivanové&old_password=12345678&new_password=0987654321

Mpumep oTeeTa:

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

CONSTRAINT_VIOLATION
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Cepsuc AOGaBIIEHMH HOBOro nosib3oBarena

Cepsuc gobasneHns HOBOro NoJib30BaTeNA A0/KeH 06pabaTbiBaTb 3aNPOChl METOAOM PUT, B Te/le KOTOPbIX YKa-
3aHbl cnegytowme napameTpsl (B popmate application/Json):

® password — Naposib NoAb3oBaTena (ONLMOHaAbHO);
® attrs —aTpubyTbl Nosb30BaTENS.
B cnyyae ycnexa cepBuUC A0MKEH BEPHYTb AaHHble nonb3oBaTensa B popmaTte JSON B Kogmposke UTF-8.

Ecan naponb He yaosneTsopAeT NOANTUKAM 6e3onacHocTy, cepBUC AoNXKeH BepHYTb 400 Bad RequestcC owmnb-
KOM CONSTRAINT_VIOLATION.

Echn Takol nonb3oBaTenb YXe CyLeCTBYeT, CEPBUC AO/MKEH BepHYyTb 400 Bad Request C OwWWBKoWM
USER_ALREADY_EXISTS W YyTOYHEHUEM, YTO NO/Ib30BaTe/b C AAaHHbIM MAEHTUDUKATOPOM Y¥Ke CyLLeCTBYeET.

Mpumep 3anpoca:

PUT /users HTTP/1.1

Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

VoagEwoeEEllW g Wi ey all )

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov@test.org"

Mprmep oTBeTa (NoNb3oBaTeNb CO34aH):

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

"id". "ID678"

. ’

"attrs": {
"sub": "ivanov@test.org",
"email": "ivanov@test.org"

Mprmep oTeBeTa (yYeTHan 3anuch yKe 3apernucTpupoBaHa):

HTTP/1.1 400 Bad Request
Date: Mon, 18 Jul 2016 12:43:23 GMT
Content-Type: text/plain; charset=utf-8

USER_ALREADY_EXISTS:ivanov@test.org

CepBU1C U3MEHEHUA AaHHbIX NO/Nb30BaTeNA

CepBUC M3MEHEHUSA AaHHbIX M0/1b30BaTENA A0KeH 06pabaTbiBaTh 3anNpockl MeToaom POST, B URL BbI3biBaemoro
cepBu1Ca yKa3blBaeTcA aTpubyT id — BHYTPEHHUIN naeHTUPUKATOP NoNb30BaTeNA B MOAKNIOYEHHOM Ba3e AaHHbIX.
Mpu 3agaHmm URL 3TOro cepsuca B KOHCON yrpaB/ieHMa HeobxoamMmo MCMNob30BaTb CTPOKY NOACTAHOBKU ANA
naeHTMdmKaTopa Nonb3osatensa — ${id}, Hanpumep:
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[http://idstore.identityblitz.com/users/${id} }

B Tene 3anpoca Ha M3MeHeHWe JaHHbIX YKa3aHbl caeaytoune napameTpsl (B popmate application/json):

® password — HOBOE 3HAa4YeHMWe Napona Nonb3osaTeNsa (ecAn Naponb He NepesaH, TO OH He LO/IKEH n3me-
HUTbCA);

¢ replaced — HOBble 3HAYEHUA aTPMOYTOB NONb30BaTENA, KOTOPbIE HY}KHO 3aMEHUTb MU A06ABUTD;
e deleted — CNWUCOK Ha3BaHUI yaanaembix aTpubyTos.
B cnyyae ycnexa cepBUC A0IKEH BEPHYTb AaHHble nonb3oBaTens B opmate JSON B Koamnposke UTF-8.

Ecnv HOBbIN naposb He yAoBNeTBOpPAET NO/INTUKAM 6e30l‘laCHOCTM, CepBUC O0NXKEH BEPHYTb 400 Bad Request
C OWMBKOM CONSTRAINT_VIOLATION.

Ecan Takoi nonb3oBaTesib He CyLEeCTBYeT, CEepPBUC [O/MKEH BepHyTb 400 Bad Request C OwWwWBKOM
USER_NOT_FOUND.

Mpumep 3anpoca:

POST /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

"replaced": {

"email": "ivanov@domain.org"
by
"deleted": ["family_name"],
"password": "#H##HFHEHHE"

Mpumep oTBeTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:38:53 GMT
Content-Type: application/json; charset=utf-8

"id": "ID123",

"attrs": {
"sub": "BIP123",
"given_name": "Ivan",
"email": "ivanov@domain.org"

CepBuc yaaneHua nonb3osartens

CepBuC yaaneHua y4eTHOM 3anncK Nnosib3oBaTens AosxeH 06pabaTbiBaTh 3anpockl MeTogom DELETE, B URL Bbl-
3bIBAEMOrO CepBUCA YKa3blBaeTCA aTpUBYT id — BHYTPEHHUI NAEHTUOUKATOP NONb30BATENA B NMOAKIHOYEHHOM
6a3e paHHbIX. Mpu ykasaHuM URL aToro cepsuca He0H6x04MMO MCNOb30BaTb CTPOKY NMOACTAHOBKU ANA UAEHTU-
duKkaTopa nonv3osaTena — ${id}, Hanpumep:

[http://idstore.identityblitz.com/users/${id}

B cnyyae ycnexa cepBucC A0/IKEH BEPHYTL CTATyC 200 OK.

Ecnn nonb3oBaTtens He cyLlecTByeT, CepBUC AONXKEH BEPHYTb 400 Bad Request C ownbKoN USER_NOT_FOUND.
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Mpumep 3anpoca:

DELETE /users/ID123 HTTP/1.1
Host: idstore.identityblitz.com
Content-Type: application/json
Cache-Control: no-cache

Mpumep oTseTa:

HTTP/1.1 200 OK
Date: Mon, 18 Jul 2016 12:28:53 GMT
Content-Type: application/json; charset=utf-8

HacTpoiika BHyTpeHHero XxpaHnamwa

Ecnn B KauecTBe UCTOYHMKA YYETHbIX 3anuncel nosib3oBaTesielt ucnonblyertcs 6asa gaHHbIX Blitz Identity Provider,
TO He0bXOAMMO BbINONHUTbL CeAytoLWwMe LWaru:

e [06aBMTb HOBOE XPaHWUAMLLE, YKa3aB TUN 406aBASEMOro XpaHnAMWa — BUILT-IN;
® YKaszaTb MAEHTUPMKATOP XPaHUAULLa;

® [aTb ONUCaHUE XPAHUAULLA;

* onpeaenuTb, UCNONb3YETCA N XPAHWUIULLE TONLKO 414 YTEHUS WU HET;

® YKa3aTb MaKCMMa/JibHOe YNC/10 BO3BpPaLLlaeMbIX Y4ETHbIX 3anucemn npn NOUCKe.

MapameTpll BCTPOEHHOrO XpaHUNUILa

Uaextudukatop built-in

Onucanne Built-in store

Tonbko Ans YTeHus Her v

MakcumansHoe konu4ecTeo 100
3anucei, BO3BpaWaembIX Npu
noucke

© nNpumeuanue

B cnyyae ecnum B KavectBe CYB/, ucnonbsyetca PostgreSQL, ToO MOXHO XpaHUTb 1t060e YNCNO YHETHbIX 3anu-
cen. B cnyyae ecnm B Kayectee CYB/[, ucnonbsyetcs Couchbase Server, To BHyTpeHHee XpPaHWU/IULLE MOXKHO
MCMNo/Ib30BaTb A1 XpaHEHMA HEBO/IbLLIOIO YMCAA YHETHBIX 3anuCceN.

2.2 AyteHTuduKauma

HacTpoiku ayTeHTUdMKaLMM 3a4at0Tcs B pasgene AyTeHTUPUKaLMA KOHCONM ynpaBaeHus. OnucaHve paboTsl ¢
HaCTpoKamMM NPUBEAEHO B CIEAYIOWMX pas3aenax.
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2.2.1 Kak paboTaTtb c HacTpolKamu ayTeHTuduKauum

HacTpoiku ayTeHTUdMKaLMK 3a4at0TCA B pasaesie AyTeHTUOUKaLMA KOHCONM ynpasaeHus. HacTpoliku pasgene-
Hbl MO BKNAAKaM:

O6wme HacTpoliKK

O6LMe HaCTPOWKK, onpeaenatoL e NPOXOKAEHNE ayTEHTUOMKALMM NONb30BaATENAMM
MaponbHble NOANUTUKKU

HacTpoiKku naposbHbIX NOAUTUK

Kntoun 6esonacHocTu

HacTpoiiku kntouen 6esonacHoOCTH

TOTP-reHepaTopbl

HacTtpoiiku TOTP-reHepaTopos

MNepebit bakTop

HacTpoiku meTogo8s ayTeHTUPUKALMMN, NPUMEHAEMbIX MPU NEPBUYHON MAEHTUOUKALMM U ayTeHTUMKALUN
BTopoli dpakTop

HacTpoiku meTogo8 ayTeHTUPUKALMKN, NPUMEHAEMbIX A4/1A NOATBEPKAEHMA BXOAA
Tpetuit pakTop

OnumoHanbHas BKAALKa, 0TOBPaXKaeTcs, TONbKO ecnn CKOHGUIYPUPOBAHO HaiMuMe MeToaa ayTeHTUOUKaL MK,
NMPMMEHAEMOro A0MOIHUTENbHO MOC/E NPOXOXKAEHUA NPOBEPOK NEePBOro 1 BToporo ¢aktopa

MmnepcoHndmKaumsa
HacTpoiiku Bbibopa BCNOMOraTe/ibHbIX YYEeTHbIX 3anucei

MeToabl ayTeHTUdMKaL MM CrPYNNMPOBaHbl K NepBoMy U BTOpoMy $akTopy. YToObl BKAOUMTD METOA ayTEHTUDK-
KaLMK, ero Hy>KHO CHa4yana HacTpouTb.

© nNpumeuanue

BTopoit dpakTop Ucnonb3yeTtca 4na «ycuaeHua» nepsoro Gpaktopa, Hanpumep, NoNb30BaTENIO B AOMNOAHEHME
K naponto TpebyeTca BBECTU CNeLmanbHblii KO, CreHepMpPOBaHHbIA MOBUNbHBIM NPUAOKEHNEM

Habop MeToL0B MOXKET OT/IMYATLCA B 3aBUCMMOCTM OT TUMA UCMOb3yeMon AnLeH3un. [Ins nepexosa K HacTpoit-
Kam MeToZa HYXHO HaxKaTb KHOMKY MepeiTu K KoHpUurypaumm metona (Npu nepBnYHOM HacTpoiKe meToga) Anbo
CCbIKY MNepeinTn K HacTpoliKam (419 KOPPEKTUPOBKM TEKYLLMX 334aHHbIX HAaCTPOEK).
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HacTpoitku ayTeHTudbmMKaumm

O6uwwe HacTpoiikn MaponbHble NOAUTUKN Knioun 6esonacHocTn TOTP-reHepaTopb!

AsTomaTunyeckan naeHTudmkaumna

Ana upent nonb3oBaTena OTCA CBOMCTBA CECCUM, KOTOPbIE NPpeaBapuTenbHO
BLIMMCIAIOTCA M COXPAHAIOTCA NP CTapTe NPOLEAYPLI BXOAA.

Mepeiitu k HacTpoiikam

JNorvH n naponb .3

[Mpy BXOAE B CUCTEMY NONB30BATENIO HEOGXOAVNMO BBECTY NIOMVIH 1 Naposb

MepeiiTn K HacTpoiiKam

CpeAncTBo 3N1eKTPOHHOM noanucun -j

Mpu BXOAE B CUCTEMY NONL30BATENIO HEOGXOANMO UCMONL30BATL CPEACTBO ANEKTPOHHON NOANNCH
WM cMapT-KapTy

MepeitT K HacTpoiikam

BXO/ 4epe3 BHELLHMe CepBUChI NAEHTU KA [ |

[na Bxopa nonb3oeaTens 6yaeT nepeHanpasneH Ha BHELUHNI CEPBUC MAEHTUMKaLMM.
Monb3osaTentio noTpebyeTcA AaThb cornacve Ha nepeaady AaHHbIX CBOeW yyeTHom 3anucu B Blitz
Identity Provider.

MepeiiTn K HacTpoiiKam

Bxop ¢ 3BECTHOro ycTpoicTBa -j
Mocne ycnewHoro Bxoaa yCTPOMCTBO 3anoMnHaeTcA. B TeueHne onpeaeneHHoro nepruona Bxop B

CUCTeMY OCyLIeCTBNIACTCA aBTOMATHYECcKN

MepeitT K HacTpoitkam

Bxop no QR-koay -j

[inA BXOAA B CUCTEMY NO/Nb30BATENL A0MKEH CHUTaTh QR-KOA B MOGUIILHOM MPUOXEHUN

MepeiiTv k HacTpoiikam

Mepebiii hakTop Bropoii dhakTop

Wwmnepconndukauma

[106a81TH BHEWHMiA METOR ayTEHTUDMKAUMIA

BXx0p, N0 CeaHcy onepauyioHHON CUCTEMbI [ =]

Mpu Bxoae 6yAeT MCNONb30BATLCA TEKYLNIA CEaHC ONepaUMOHHON CUCTEMbI

MepeiTn K HacTpoiikam

Pa3sosblii naponb Ha ocHose Bpemeru (TOTP)

BapaiiTe HacTPOVKM NpUBA3KN HOBbIX TOTP-reHepaTopos K y4eTHow 3anucy. MapameTpbl
vcnons3aosanA TOTP-reHepaTopoB NPy BXOAE 3aAAKOTCA B HACTPOIKaX COOTBETCTBYIOWUMX
MeTOAOB ayTeHTU(MKauMMN

MepeiiTn K HacTpoiikam

Mpokcu-ayTeHTudmkauma

[ina ayTeHTudmKaumumn ncnonsayotca HTTP-3aronoBku Npokcu-cepeepa. B yacTHOCTY, B TakoM

3aronoBKe MOXeT GbiTh yKasaH cepTuduKar, nony B Te
nBycTopoHHero SSL/TLS coeanHeHna

Bxoa no BpeMeHHol cebinke -]
Bxon B CuUCTeMy OCyLeCcTB/IAETCA NO CCbIIKe. Ccbinka ﬂeﬁCTEyeT B Te4eHne orpaHu4eHHoro

BpEMEHU.

MepeiiTn K HacTpoikam

Bxop no kogy 3 SMS/push -:]

[inA nepeu4HOro BXOAA NO/L30BATENNIO HYXHO BBECTU KOA U3 push-yBeaomneHna unm SMS,
or 0 Ha HoMep MO6i oro T

MepeiiTn K HacTpoiikam

Bxop, ¢ NoMoLbio Knoya 6e30nacHocTi [ =]

AyTeHTUhMKaLWA OCYLEeCTBNABTCA C NOMOLWbIO Kiloyei 6esonacHocT WebAuthn nnn U2F

MepeiiTn K HacTpoiikam
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HacTtpoitku ayteHTudunkaumm

Mocne ycnewHoro NepeU4HOro BXOAA NONL30BATENIO HYXHO BBECTU KOA, CTeHEPUPOBAHHBIiA
creumanbHbIM YCTPOCTBOM - FeHEPaTopOM OAHOPA30BbIX Naponei

Mo3sonAeT He TPeGOBATL YCUNeHHYIO ayTeHTUDMKALMIO (BTOPOI (hakTop) NP BXOAE C U3BECTHOrO
ycTpoiicTaa.

Mocne ycnewHoro nepeuyHOro exoaa 6yaeT npovnaseneHa AoNONHUTENbHAA NPOBEPKa C NOMOLUbLIO

BHELLHero cepauca ayTeHTudnkaumm

AyTeHTUDUKaLWA OCYLIECTBNAGTCA C NOMOLLLIO KNioveit 6e3onacHocT WebAuthn unu U2F

Mocne ycnewHoro NepeuyHOro BXoAa NoNb3oBaTeNto HYXXHO BBECTH KOA, 06pa3oBaHHbIi
nocneaHrMM udpami HOMEPa BXOAALLETO 3BOHKA

ayTeHTUMKaLMY

3apaiiTe HACTPOIKI NPUBAZKI HOBbIX TOTP-reHepaTopos K y4eTHol 3anucy. MapameTpsl
ucnons3osaHuA TOTP-reHepaTopos Npy BXOAE 3aAaI0TCA B HACTPOMKAX COOTBETCTBYIOWMX
METO/I08 ayTEHTUDMKALMM

peit acTpOi
Mocne ycnewHoro Nepsu4HOro BXoAa NONL30BATENIO HYXHO BBECTU KOA U3 COOBLLEHNA,
nepenaHHoro Ha anpec 3NeKTPOHHOI NOYTLI

epeiTy K HaCTPOi
Mocne ycnewHoro NepsuYHOro BXoAa NONL30BATENIO HYXHO BBECTU KOA U3 COOBLIEHNA,
nepefaHHoro Ha Homep MobunbHOro TenedoHa

peit ACTPOA

Mocne YCneLwHoro NepBMYHOro BXOAA NONL30BATENIO HYXKHO BBECTM OTBET Ha KOHTPONbHSI BONPOC

Mpu BxoAe B CUCTEMy NONb3OBaTENO HEOOXOAUMO BBECTHU Naponb

PyKoBOACTBa MO HAaCTPOMKaM Kax40ro Metoaa NpuMeeaeHbl B MOCAeAyoWmMX pasgenax. [ns BKAYEHUA nan oT-
KNOUEeHUA MeTOAa ayTEHTUOUKALMM HEOBX0AMMO YCTaHOBUTb NepektoyaTenb B Tpebyemoe NoNoKeHMe.

2.2.2 O6wme HACTPOMKKU

Ha Bknagke Obuimne HacTpoWKkn pasgena AyTeHTUGUKaLMA MOKHO 3a4aTb:

® YpoBeHb ayTeHTubHUKAlLMM TO yMonmuaHuo: yKaxute Mepsbiit akTop, 4TOObI Y NONb30BaTeNel 3anpa-
LIMBaNaCh TONBKO NPOBEPKa NepBoro GakTopa ayTeHTUdMKALMM (KpOMe Nob30BaTeNeld, B HaCTPOIKaXx Ko-
TOpPbIX BKAIOYEHa HEOBXOAMMOCTb MPOBEPKM BTOPOro dakTopa). YKaskuTe MNepsblit M BTOPOii GpakTop, 4Tobbl
[19 No/Ib30BaTenell AONOMHUTENILHO K NepBomy daKkTopy TpeboBanach NpoBepKa BTOPoro gpakTopa ayTeH-

TMdUKauuu.

¢ [MapameTpbl NPOAOIKUTENBHOCTU CECCUMU:

— [IPOMONXUTENbHOCTL CECCHM TNpH 6Ge3MeHCTBHM MOoNb30BaTend: YKaKUTe Bpems (B CeKyH-
,CI,aX), B Te4eHne KoToporo 6y,EI,ET COXpaHeHa ceccna npu 6e3Aef/‘ICTBVIM nonb3oBaTena, T.e. NPpn OTCyT-
CTBUU Nepexoaos mexay pasHbiMU MNPUNOKEHUAMMN.

— MaxcuManbHas NPONONXUTENbHOCTL CeCCHH:YKAKUTE Bpems (B CEKYHAAX), B TEYeHNE KOTOPOro
6yﬂ,ET COXpaHeHa ceccna He3aBUCUMO OT Han4mnAa AED‘ICTBMVI nosb3oBaTenAa.

A\ BHumaHue

Ha npogonKutenbHocTb SSO-ceccuMm Nob30BaTENSA TAKKE MOXKET BIMATb CPOK AeNCTBUA cookie
blc Ha ctopoHe Blitz Identity Provider. Mo ymonyaHuto cpok aeicteua cookie blc coctasnset
10800 ceKyHpA,. Ecnv makcumanbHaa NPoAoIKUTENBHOCTL CECCUM NPEBbLILWAET AaHHOE 3HAYeHue,
Y NO/Ib30BATE/IA MOXKET ObITb 3aNPOLIEH NOBTOPHbIN BXOA, KaK TONIbKO CPOK Aeicteumsa cookie mc-

2.2. AyteHTUdUKaumna
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TeyeT, faxe Npu akTUBHOW SSO-ceccun. B aTom cnyyae HeobxoamMmMo 8Hecmu usmeHeHuUA (cTpa-
HuUua 394) B paitn KoHdUrypaLmu.

® BpeMsa oToOpaxeHHd B3KpaHa Jnorayra, cek.:BpPemsfBCeKyHAax,BTeyeHue KOTOPOoro noab3oBaTesto
6yneT NOKa3bIBAaTbCA 3KPAH BbIXOAA .0 aBTOMATMYECKOro NepeHanpaBAeHUs NoAb30BaTeNA HA CTPaHULY
nepexoaa B NPUAOXKEHNE NOC/E N0orayTa.

i HaCTpOVITe 3aMNOMUHaHWNE Y4EeTHbIX 3anuceit:
- Mo YMONYaHUIO 3alMOMUHAHNE YYETHDbIX 3anucei BKAOYEHO. anI HEO6XO,EI,MMOCTM OTKNKO4YUTE €ero.

— 3amnoMUHAHHWE YHYETHEIX 3arucei: PeXMM 3aNOMMHAHUA YYETHbIX 3anucei. YKaxute 3anommHaTtb
OZHY YYETHYIO 3anuncb, YTOBbI Kaxkablil BXo4 HOBOM yY4eTHOM 3anucbio B Bpaysepe nepesanucbiBan 3a-
NOMHEHHbIV BXOA, NpeAablayLLei y4eTHOM 3annck amn 3anomMUHaTb BCe YYETHbIe 3anncK, YTobbl KaK-
Obl BXOZ, HOBOW yYeTHOW 3anucu Ao6aBnsn K CUCKY 3aMOMHEHHbIX YY4ETHbIX 3anuceit B bpaysepe
eLle oaHy.

— OToBpaxaeMoe uMd MONb30BaTend: MMA MO/Ab30BaTeNs, KOTOpoe oOTobpaxkaeTca Ha CTpa-
HULE BxoZda. 3aJaeTca B BUAE PErylapHOro BbIPa)KeHus, Hanpumep: ${family_name-}
${given_name-}. Takoe perynsapHoe BbIpaXKEHWe MNO03BONAET OTobparkaTb GaMUANIO U UMSA
No/Ab30BaTeNs, COXPaHEHHbIEe B aTpuUbyTax family_name U given_name.

— OrToBpaxaeMeli ULEHTUOUKATOP MONb3OBaTend: WAEHTUPUKATOP YYETHOW 3anucu, KOTopbli
oTobpaaeTca BTOPOIi CTPOUKOM Ha CTpaHULEe BXOAa. 3a[aeTca B BUAE PEryIApHOro BbIPaXKeHUA, Ha-
npumep: ${email-S$phone_number }. TaKoe perynapHoe BbipaxeHue No3BoNAeT 0ToBpaKaTb OANH
13 KOHTaKTOB, COXPaHEHHbIX B aTpubyTax email UAK phone_number (ecam umetotca oba, To otobpa-
aeTcs email). py HacTPOViKe MOXHO MCMONb30BaTb MacKMpPOBaHUe 3HaueHuit. Hanpumep, npasu-
N0 ${phone_numbersmaskInMiddle (3, 3) } byaeT oTobpakaTb cpegHMe Yncaa Homepa tenedoHa
B BUIE *.

— OTobBpaxaTh asaTap: NPU3HAK HEOBXOAMMOCTM OTOBpaXKaTh aBaTap Ha CTPaHMLE BXOAa.
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HacTpoiku ayTeHTUdMKaLmumu

O6Le HacTpoOtKn MaponbHble NoAUTUKK Knioun 6ezonacHocTu TOTP-reHepaTopb! MepBblit hakTOp Bropoii chakTop

YpoBeHb ayTeHTU(MKaumm no
ymonuaHuio

MpoAoMKUTENbHOCTL Ceccun
npu 6e3gencTenn
nonb3osarena

MakcumanbHaa
NPOACIKUTENLHOCTL CECCUM

Bpema oTo6paXxeHuUA aKpaHa
norayta, cek.

MepBblit hakTop v

YkaxuTe TpeboBaHve K ayTeHTUrKauum nonb3oBarenei no ymonyauuio. Ecnm ykasax sapuaHt

i v BTOpOI

TO Mo ymMon4aHuio

NONb30BATENM AOMKHbI NPOVITYH ABYXAKTOPHYIO

ayTeHTUdMKaLmio

3600

ovA npy 6eae

nos MeXAY Pa3HBIMM MPUSIONKEHV

AMU

10800
YkaxuTe BpemA (B cekyHaax), B TeueHue KoToporo 6yaeT coxpaHeHa Ceccua He3aBMCUMO OT HaNnYuA
[DelcTBII Nonb3oBaTena

2

Wmnepconncdukauma

3anomuHaHKe y4eTHbIX 3anuceii

BknioueHo

3anomuHaHue y4eTHbIX
3anuceit

OTo6paxkaemoe UmMA
nonb3osarena

Oto6paxkaemblit
uaeHTugukaTop
nonb3osarena

3anomMuHaTh BCe y4EeTHbIe 3anucu v

${phone_number-}

pynna: ${userAuthGroup-He 3apaHo}

(0 Oro6paxaTs aBatap

2.2.3 MaponbHble NOJUTUKHU

CoxpaHuTb

MaposbHble MOAMTUKM HACTPaMBaloTCA Ha BKNagKe MMaposibHble NOAMTUMKM pasgena AyTeHTUdMKaLMA KOHCOM

ynpasneHus.
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HacTpoiiku ayTeHTUdmkauum

O6wwe HacTponkn MaponbHbie NONUTUKN Knioumn 6ezonacHocTv TOTP-reHepatopb Mepsbit hakTop Bropoi ¢hakTop WmnepcoHudukauma

CnoxHocTb napona

MunumansHan AnvHa napona 8

Cnosapb naponei 0630p..
Fpynnbi cumsonos 3
HassaHue rpynnsi [lonycTumbie cUMBONbI MuUHUMYM CUMBONOB
Uvdpbi [0-9] 1
HinkHuit [a-2!@#§%M&* ()2, 2" (AN><=~A\_] 1
peructp
BepxHuit [A-Z] 1

peructp

CneuvanbHbie
cumsonbl

Monutnka NOBTOPHOro MCMONb30BaHNA

3anper ucnonb3oBaHuA
cTapbix naponeii, wr.

MuHMManbHoe BpeMA XU3HU
napons, ceK.

MakcumansHoe BpeMA XXU3HU
napons, cek.

MuHumansHoe Ynucno
OT/INHAIOWMXCA CUMBOIOB,
wr.

MpeaycMOTpeHbI caeaytolwme HacTPOMKK:
¢ MuHMMaNbHan 4avHa Naposia — YUCNO0 CUMBOJIOB B Mapone (pekomeHayetcs He meHee 8);

e CnoBapb Naponein —yKa3blBaeTCA TEKCTOBbLIN dai, coaeprKallmnii CNMCOK 3anpeLLeHHbIX naponen. Kaxabin
naponb JO/XKeEH ObITb Ha OTAENBHOM CTPOKe. B cnyyae ncnonb3oBaHusa 6onbwnx dainos pekomeHayeTcs
3arpy»KaTb MX HEMocpeaCcTBEHHO Ha cepBep, U 3a4aBaTb NyTb K dhainy B HACTpOiKe dicPath B 6/10Ke Ha-
CTpoeKkblitz.prod.local.idp.password-policy B ¢panneblitz.conf.

¢ [pynna cMMBOAOB — 3aZaeT MUHUMAIbHO HEOBXOAMMOE KO/IMYECTBO rpynmn CMMBOJIOB B naposne. Mo Kaxk-
01 rpynne CMMBOIOB MOXHO 3a4aTb HaCTPOMKM B TabauLe rpynn CUMBO/IOB:

— [JonycTmble CMMBOJIbI — C MOMOLLBIO PEFYIAPHOrO BbIPAXKEHUA 3a[3ETCA MHOMECTBO CMMBOJIOB
rpynnbl. Hanpumep, MOXHO paclwMpuUTb AOMNYCTUMbIE CUMBObI LGP, U3MEHUB peryaapHoe Bblipa-
eHue Ha cnegytowee — [0-9°-9], MOXHO pacWMpUTb AOMNyCcTUMble Habopbl cMMBONOB BYKB —
[a-—za-g] U [A-ZA-A], ,ob6aBUTb UK ybpaTb JONYCTUMbIE CNELCUMBONbI — [ R#S% e * () +-2.,
Pl ><=~/\_1.

— MUHUMYM CMMBONOB — CKOIbKO MUHMMYM CMMBOJI0B M3 FPynnbl 40/XKHO MCNO/Ib30BaTbCA B Napone,
YTO CYHUTANOCD, YTO rpynna BBAeﬁCTBOBaHa B napone.

® 3anpeT UCMo/b30BaHWA CTapbIX Maposieil — HAaCTPOWKa yKasbiBaeT, KaKoe KOIMYECTBO CTapbiX Naponen
[AOJ/IKHO 3aNOMMHaTbCA, YTO6bl NPV 3a4aHMM HOBOrO Mapo/iA He AONYCKaTb BBOA Napons M3 UCTOPUM UC-
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NO/Ib30BAHHbIX naponeﬁ.

¢ MuHMMabHOE BPEMSA KM3HM Mapo/a — MUHUMA/IbHOE BPEMS KM3HU Naposs, B CEKYHAAX; MOKa 3TO Bpe-
M#A HE UCTEK/I0, N0/b30BaTeN0 He ByAeT paspelleHo NOCTaBUTb HOBbIM Naposib. EC/IM Takyto NpoBepKy He
C/leyeT BbIMOHATb, TO HY)KHO 334aTb MYCTOE 3HaYeHME HAaCTPOMKM.

e MaKcumanbHoe Bpema XM3HU Napona — MaKCMMaNbHOE BPEMA XKMU3HU NAPOA, B CEKYHAAX; KaK TONbKO
3TO BpeMA UCTEYET, N0/1b30BaATENHO I'IOTpe6YETCH 3a4aTb HOBbI naponb. Ecaun Takyto NnpoBepKy He cneayet
BbINO/THATb, TO HYXKHO 3a4aTb NYCTOEe 3Ha4YeHUe HaCTpOVIKM.

¢ MWHMMabHOE YMCO OTNYAIOLLMXCA CUMBOJ/IOB — CKO/IbKO M3MEHEHHbIX CUMBOJI0B 40/1XKHO BbITb B HOBOM
naposie Mo CpaBHEHMIO C NPeablayWwnm (418 CaydYaes, KOraa nosib3oBaTe/lb MEHAET TEKYLLMIA Napo/b Ha
HOBbIN). EC/IM TaKyto NPOBEPKY He CeayeT BbINOAHATL, TO HY}KHO 3a4aTb NYCTOE 3HaYeHMe HAaCTPOIKM.

2.2.4 Pabora c Kao4Yamm 6esonacHocTu
HacTpoiika Kntoueii 6esonacHocTu

Blitz Identity Provider no3sosaeT ncnonb3osaTtb An1a naeHTMOUKaLMK U ayTeHTUdUKALMM Katoumn 6e3onacHocTm
(WebAuthn, Passkey, FIDO2, U2F). lna B3aMmoaencTBmA ¢ Kto4ammn 6e30nacHoCcT ncnonbayetca cneumdmkauma
WebAuthn?®,

MoapepKuBatoTca cneaytowme TUnbl KAoYen:

¢ BHelwHKe KNOUN — NpeacTaBAsatoT coboli annapaTHble ycTponcTea B Buae USB-kntouei uam 6penokos, noa-
Kntovaemble K MK, nnaHwety n tenedoHy ¢ nomowbio USB-nopTa, Bluetooth nam NFC. ns ncnonb3oBaHus
Katoyel He TpebyeTcA ycTaHOBKA Ha YCTPOMCTBO ApanBepoB, N1arMHOB — B3aMMOAENCTBUE C Kt0OYaMM OCy-
LLLEeCTBAAETCA Yepes BCTPOEHHbIE BO3MOXKHOCTY Bpay3epos.

¢ BcTpoeHHbIe KNoUMN — BCTPOEHHbIE B YCTPOWCTBE M ONepaLMOHHON CMCTEME MeXaHM3Mbl ayTeHTUGUKaLUNK,
noaaepkueatowme WebAuthn:

— Windows Hello — morkHo BxoauTb ¢ nomotybto NMNH-koaa Windows, npoBepKu oTneyaTka naabla uam
pacno3HaBaHWA AnLa;

— Touch ID naun naponb Ha MacBook;

— Touch ID unu Face ID Ha mobunbHOM TenedoHe i0OS nan NpoBepKu oTnevaTKa nanbLa UM pacnosHa-
BaHuMA nua B Android.

Kntoun 6e3onacHOCTM HacTpamBaloTCcA Ha BKAagKe Kioum 6esonacHocT pasgena AyTeHTUdUKALMA KOHCOM
ynpasieHus.

26 https://fidoalliance.org/fido2/
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HacTpoiku ayteHTudnkaumm
O6Lwme HaCTPOVKY MaponbHbie NONUTUKK Knioun 6esonacHocT TOTP-reHepaTopb MepBbin hakTof Bropoit chakTop WmnepcoHudmkauma

WmA cuctemsi Eauran cnyx6a exona "VIMA Komnanuu"
ayTeHTUGMKaLMM

[LomeH cuctembl login.company.com
ayTeHTMdUKaLMM

Anroputmbl noanucK ES256 RS256

OrpaHuyeHmne paspeleHHbIX He BbibpaHo v
cpeacTs ayTeHTMdUKaLMM

PeXxxum nposepku Hanu4ma O6Hapy>eHue 6pay3epom v
Knioyen

Bpemna oxugaxua, Mmc 60000

Oto6paxaemoe umMA ${family_name-} ${given_name-}
nonbsosatens

OTo6paxaemblit ${email-}
MAEHTUUKATOP YYETHOM
3anucn

HopmanbHblii casur cuetunka 1
ayTeHTUMKaumn

MpeaycMoTpeHbl cneaytolme HacTPOMKHU:

e NmA cuctembl ayTeHTM¢MKaLLMM - HEO6XO,CI,MMO 3a4aTb nogxogAauiee gnAa 0T06pa)KEHMﬂ nonb30oBaTeNnAM
nmA CUCTEMDI ayTEHTMd)MKaLl,VIM U UMA NPUNOKEHUA.

e [lomeH cucTembl ayTeEHTUUKALUM — JOMKEH COBNAAATb C JOMEHOM, UCMO/b3YEMbIM CUCTEMOM ayTeHTU-
durKaLmein nam 6bITb BbILLECTOALWMM AOMeHOM. Ha 3TOT soMeH 6yayT BbINyCcKaTbCA KAtoun 6esonacHoCTH.

* ANrOpUTMbl NOANUCK — PEKOMEHAYETCA Kak MUHUMYM YKa3aTb anroputmbl ES256 u RS256, utobbl obec-
neumnsanack pabota c Passkey, Windows Hello 1 601blIMHCTBOM pacnpocTpaHeHHbIX annapaTHbix FIDO2 n
U2F kntouen 6e3onacHocTu.

e OrpaHuYeHune paspeLlleHHbIX CPeacTB ayTEHTUDMKALUUM — NPU 3HaYeHMM «He BbIDpaHO» CpeacTBa ayTeH-
TMdUKaumm He orpaHmumBatotcs. Ecam Bbibpath «lMepeHocHbley, To byayT paboTaTh TO/IbKO annapaTHble
Kntoum besonacHoctu (nogkntoyaemble no USB, Bluetooth nau NFC). Ecnum BbibpaTh «BcTpoeHHble B naat-
dopmy», To ByayT paboTaTb TONIbKO BCTPOEHHbIE B YCTPOMCTBA Katoun 6esonacHocTv (Windows Hello, Touch
ID Ha MacBook, Touch ID 1 Face ID B MobuibHbIX TenedoHax, a Tak»Ke UCnoib3oBaHWe TenedoHa Kak cpea-
CTBa ayTeHTMdMKaLMKM C NoaKaoyeHnem no Bluetooth).

* PeXum NpoBepKM Haanuma Katoda — npu Bbibope «OBHapyKeHne bpaysepom» nNosb3osaTento byayT noka-
3bIBaTbCA BCE LOCTYMHbIE HA €r0 YCTPOMCTBE A4/1A AOMEHA CUCTEMbI ayTEHTUGMKALLMM KAtouM 6e30MNacHOCTH.
Mpu BbibOpe «OBHapyKeHNe cepBepom» y Nosib3oBaTens byaeT 3anpoLleH 0T1H, Noce Yero byayT NokKa-
3aHbl TONIbKO Te K/0YM, KOTOPble AOCTYNHbI Ha YCTPOWUCTBE M NPUBA3aHbI K YY4ETHOM 3anuncu nosb3osaTtens
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Ha cepsepe.

* Bpems 0XKnaaHuaA — yKa3blBAETCA BPEMS B MUIJIUCEKYHAAX, B TEUEHME KOTOPOTO CUCTEMA ayTeHTUdUKaL MK
byaeT oxumaaTtb oT bpay3epa oTBETa Ha 3anpoc obpalleHMs K Katody 6e3onacHoCTHU.

¢ OTtobpakaemoe MMA Nonb3oBaTeNsa — 3a4aeT WabaoH Co CTPOKaMu NOACTAHOBKW, B COOTBETCTBUMU C KOTO-
pbIM Ha CTPaHMLE BXO4a MO KoYy 6e30MacHOCTM B CUCTEME ayTEHTUOUKALMM OTOBPaXKaeTca MMA 3aNom-
HEeHHOro Noab30BaTeNsA (aKTyaNbHO NPU UCNONBL30BaHWM pexkume « OBHapy»KeHMe cepBepom»).

e OTobparkaemblit UAEHTUPUKATOP YHETHOM 3aNnCK — 3343€T Wab/IoH CO CTPOKAaMM NOACTAHOBKM, B COOTBET-
CTBMM C KOTOPbIM Ha YCTPOICTBE MNO/Ib30BATENIO MOKA3bIBAETCA MMA Ktoua 6e30nacHoCTy.

¢ HopmanbHbIN CABUT CHETUMKA ayTEHTUDMKAL MM — HACTPOIKa, KOTOpas onpeaenseT, YTo CepBep ayTeEHTUDU-
Kauuu byaeT CpaBHMBATb CYETYMK KOIMYECTBA ayTEHTUDUKALMI Ha YCTPOMCTBE CO CHETYMKOM KOIMYECTBA
ayTeHTUOUKALMIN ITUM e KNHOYOM Ha CEPBEPE U B C/IyYae pPacxoxaeHun 6onee Yem Ha YUCNO, YKa3aHHOe
B CUETUMKE, 3aMPETUT UCMOJb30BaHNE KNtoHa 6e30NacHOCTH (3aLLMTa OT KJIOHMPOBaHMA K/toua).

CepBep ayTeHTUPUKaumm Blitz Identity Provider cTaHAapTHO CKOHPUIYypUpPOBaH TaKMM 06pa3oM, UTO B HEM Ha-
CTPOEHO A0BEpPME KO BCEM M3BECTHbIM Ha MOMEHT BbINycKa Tekyllei Bepcum Blitz Identity Provider kopHeBbim
N NPOMEXKYTOUYHbIM cepTudmKatam TPM moaynei, FIDO, a TakKe akTyanbHbiM cepTudmkaTam Apple un Google,
Heobxo4MMbIM A1 MPOBEPKM NOANUCKU aTTeCTaUMOHHbIX 06bekToB FIDO2 1 U2F. MNMpun HeobxoanmocTun ckoppek-
mupylime (cTpaHuua 370) paspelleHHble aTTecTalMOHHble CEPTUDUKATDI.

Mcnonb3oBaHuMe Katovei 6e3onacHOCTM Ha nepsom U BTOPOM d)aKTope ONnCaHoO B cheayrowmnx pasgenax.

Bxoa ¢ nomowbio WebAuthn, Passkey, FIDO2

CyLLLecTBYeT BO3MOMHOCTb MCMO/b30BaTh Koun 6esonacHoctv (WebAuthn, Passkey, FIDO227) ans Bxoga 8 Blitz
Identity Provider.

[N HacTPOIKM BXOAa C MOMOLLLbIO KNtoyel 6e30nacHOCTU HEO6X0AMMO 3a4aTb CAeaytoLme HaCTPOMKM Ha BKNa4-
Ke Mepsblit dakTOp:

® PaspelleHHble peXxnumMbl aTTecTalmmn — MCNOAb30BaHUE TO/IbKO PEXXMMOB FULL M FULL_NO_ROOT NOBbICUT
6e30nacHOCTb, HO He NO3BOJIUT UCNONbL30BaTb A/1A BXOA4A HEKOTOpble KAtouun, a Takxke MUH-kog Windows,
TaK KaK Npu perucTpaLLmMm Takmx Katouei aTTecTaumoHHbIN 06beKT NpuxoamnT 6e3 nognucu npomssoguTens
yunceTta UAM KAKYa UAKU C UCNONb30BaHMEM CaMOMNOANUCAHHOrO KAtoya. Mcnonb3oBaHue pexunma SELF
NO3BO/NAET aTaKyoLEeMy Ppeanm3oBaTb aTaky «4eloBeK No cepeguHe» Ha NOAMEHY KNoYa B MOMEHT peru-
CTpaLmu, B ClyYae ecau yCTPpOMCTBO NOMb30BaTENA KOHTPOMPYETCA aTaKyOLWUM.

¢ [loKa3blBaTb METOA TO/NLKO MO/Ib30BATENAM, KOTOPbIE MPMBA3AAN K YHETHOMN 3anmcy Katod 6e30nacHoCTm
— ecau Blitz Identity Provider y»ke ngeHTMOUUMPOBAN NONb30BATENA, TO OH YXKe 3HAET, HAaCTPOEHbI N ANA
YYeTHOM 3anmcK NoNb3oBaTens Kntoumn 6esonacHocTu. Ecim Kaoum 6e30nacHOCTU He HaCTPOEHbI, TO MOXKHO
HaCTPOWUTb, YTOBbLI MO/Ib30BATENIO METOZ, BXOAA C MOMOLLLIO KtoYa 6€30MacHOCTM He NoKasblBascs.

¢ [pWpaBHATb UCNONb30BAHME 3TOFO METoAa K NMPMMEHEHUI0 MepBOro M BTOporo ¢baktopa — ecan onuums
BKJ/IOYEHa, TO BXOA, NO Katody 6e30nacHoCTM ByaeT 03HauaThb, YTO NO/b30BaTe b NpoLwen AByXGaKTOPHYIO
ayTeHTUdMKaLMIO.

¢ [paBuaa COOTBETCTBUA — MPU BXoAe NO KAtovy 6e30nacHOCTM N0/Mb30BaTeNs NpPoCcAT BBECTM NOrMH. Ha-
CTPOWKa NpaBua COOTBETCTBUA NO3BOAET yKa3aTb NPaBMIa MOMCKA COOTBETCTBUA Y4ETHOM 3aNnCK BBEAEH-
HOMY NoruHy. [lna HallgeHHOoM y4eTHOM 3anumcuK byaeT 3anpoLleHa NPpoBepPKa BXoAa Mo Katovy 6esonacHo-
cTu. lnA co3paHuna npaBuia UCNo/b3YeTCsA CTPOKA NOACTAHOBKK: ${1ogin} —3TO CTPOKA, BBEAEHHAA NO/b-
30BaTesIeM B NoJie «10rMH». B pesynbTate, Hanpumep, NPaBuio email=${login} O3HA4aeT, YTO CTPOKA],
BBeAEHHaA No/b3oBaTesIeM, byAeT CPaBHUBATLCA € aTPUOYTOM email B XpPaHWAMULLE AaHHbIX.

¢ [paBuna BbIbOpa XpaHWUAULLA aTPUBYTOB — KaK U B C/ly4ae BXO4a MO JIOTUHY U NMaposIto, MO YMOYAHUIO No-
WCK nosib3oBaTenei a1a ayTeHTMdMKaLmm NpoMCXOANT BO BCEX aKTUBHbIX XpaHuauwax. B 61oke Mpasuna
BbI6OpPa XpaHUAMLLA aTPUBYTOB MOMKHO Hacmpoums npasusa (ctpaHuua 95), NPy BbINOAHEHUNU KOTOPbIX
NOMUCK NoAb30BaTeNa ByAeT OCYLLECTBAATLCA B ONPeAeNeHHOM XPaHUIMLLE.

27 https://fidoalliance.org/fido2/
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AyTeHTUdMKayms no knroyam 6esonacHocTu

Pa3spelueHHble peXuMs! FULL FULL_NO_ROOT SELF
arrectauumn

[ MoKa3eiBaTL METOA TONLKO NONLIOBATENSM, KOTOPLIE MPUEA3ANN K YYETHOM 3aMMCK KIoY 6e30MaCHOCTH. 110 YMONUaHHIO METOA NOKaZLIBACTCA BCeM MO/IL0BATENAM

VMIMEHEHIII0 NepBoro 1 BToporo ¢aktopa. ECM oNuvs BKKYEH], TO BXOZA NO KUY 6e30nacHoCT!

A AOMKEH GOPMUPOBATLCSA NOTUH M KaKOMY aTPUGYTY B UCTOYHMKE AaHHbBIX OH COOTBETCTBYET. Bbl

OBKW. HanpuMep, NpaBuio CN=${login} O3HA4aerT, YTo CTPOKA, BBEAEHHAA NO/b30BaTeIeM, 6YAET CPaBHMBATLCA C aTPUGYTOM CN B

sub v = ${login} n

OR

emai v = ${login} n

OTMeHUTL CoxpaHnTe

Npasuna sbibopa xpaHunmwa aTpubyTos

aHUI0 NOMCK NoNb30BaTeNne AN ayTeHTUGUKALMM NPOUCXOANT BO BCEX aKTUBHBIX XPaHWIMLLAX. B JaHHOM 6/10Ke MOXHO HaCcTPOUTL NpasnAa, NPy BbINONHEHNUI KOTOPbIX

30BaTens 6yaer oc

MOXHO 3aaTb Heck TePHATUBHbIX NPaBU/ BbIGOPa XPaHWANLLA. 3TO NO3BOANUT ayTEHTUONLIMPOBATL OAHWX NONb30BaTENe NO OAHOMY XPaHUAWLLY, APYTUX - O APYFOMY.

[Ins co3aHNs NpaBuna nc

NopTBepkaeHue Bxoaa ¢ nomouwbio WebAuthn, Passkey, FIDO2, U2F

223

CyuiecTByeT BO3SMOXKHOCTb MCMOAb30BaTb KAtoun 6esonacHoctn (WebAuthn, Passkey, FIDO24°, U2F) ansa noaTeep-

*KaeHuaA Bxoaa B Blitz Identity Provider.

[Na HaCTPOMKKM NOATBEPKAEHMA BXOAA C MOMOLLBIO KNtouelr 6e30nacHOCTM HeobxoAnmo 3a4aTh cieaytowme Ha-
CTPOMKM Ha BKNaaKe BTtopoli ¢pakTop:

¢ PaspelleHHble peXXMMbl aTTecTalMm — UCNO/Ib30BAHME TONIbKO PEXKMMOB FULL U FULL_NO_ROOT NOBbICUT
6e30nacHOCTb, HO He MO3BO/IUT UCMONBL30BaTb AN1A BXOAA HEKOTOpbIe Ktoun, a Takxke MUH-koa Windows,
TAK KaK NpU perncTpaumum Takmx Karyen aTTecTalMoHHbI 06beKT NpUxoauT 6e3 noanunucyu NnponssoguTens
yurnceTa UAM KAKOYA MU C UCMONb30BAHWMEM CAaMOMOAMMUCAHHOTO Kto4a. Mcnonb3oBaHWe pexnuma SELF
NMO3BOJ/IAET aTaKylOLLEeMY Peasin30BaTh aTaKy «4eN0BEK NO cepeanHe» Ha NOAMEHY K/toUYa B MOMEHT peru-
CTpaLmK, B Cly4ae eCAu YCTPOMCTBO NOMb30BATENS KOHTPOMPYETCA aTaKYOLWUM.

¢ [loKa3blBaTb MeTOA, TONbKO NONb30BaTENAM, KOTOpble NPUBA3AIN K yquHOVI 3anucy Koy 6esonacHocTn —

28 https://fidoalliance.org/fido2/
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€Cc/I1 KNtoum 6e30nacHoCTM He HaCTPOEHbl, TO MOXXHO HAaCTPOUTDb, yTObbI NONL30BATENIO meTo noarsep-
KOEeHUA BXO4a C NTOMOLbIO KNko4a 6e30MacHOCTN He NoKa3blBaCs.

AyTeHTUdMKauMA No Kno4yam 6e30nacHoOCTH

PaspeweHHble peXxums! xFULL xFULL_NO_ROOT xSELF
aTTecTauum

MoKa3bIBaTh METOA TONLKO NONb30BATENAM, KOTOPbIE NPUBAIANHN K YHETHOI 3AMMCH KNIOY 6630MaCHOCTH. 10 YMONHaHMIO METOR NOKA3IBAETCA BCEM NONb30BATENAM

OTMeHUTL CoxpaHuTb

2.2.5 TOTP-reHepatopbl

TOTP-reHepaTopbl HacTpamsatoTca Ha BKnagke TOTP-reHepaTopbl pasgena AyTeHTUPMKaALMA KOHCONW ynpas/e-
HuA. Takke TOTP-reHepaToOpbl HACTPAMBAIOTCA HA NEPBOM M BTOPOM aKTOpax Ha COOTBETCTBYHOLLMX BKNAAKAX.
[Nna nonyyeHus gononHuTeNnbHon nHdopmaummn cMm. Bxod pa3ossim naposaem Ha ocHose spemeHu (TOTP) (cTpa-
Huua 121) n lModmeepxcdeHue 8xoda pa3ossbim rnaponem Ha ocHose apemeHu (TOTP) (cTpaHuua 130).

HacTpoiiku ayTeHTUdMKaummn

O6wwe HacTponKu MaponbHbie NoAMTUKK Knioun 6esonacHocTn TOTP-reHepatopb! Mepsbiit hakTop Bropoit chakTop TpeTuit chakTop Wmnepcoxudukauma

MapameTpbl NPOBEPKM Pa3oBbiX KOAOB

DonycTumoe oTKNOHeHue 1
(Bnepen)

DonycTumoe oTKNOHeHue 1
(Hazap)

HacTpoiika 0To6paXKeHNA reHepaTopoB Pa3oBbIX Naponei

ATpubyT C UMeHeM email v
nonb3osarens

company

CChIfIKN Ha NPUMIOXEHNA - FeHepaTopbl Pa3oBbiX Naponei

VkaxuTe ana Ka)KAOI;i OC, Kakune MobunbHble NPUNOXEeHWA peKoMeHAYyeTCA UCNOoNb30BaTh A1A reHepaunn pasoBbiX ﬂapOﬂeﬁ Ecnum ccbinka He yKasaHa, To nonb3oBaTenam He 6yp.eT
NPeANIoXEHO 3arpy3nTb Npunoxexune anAa aaHHon OC.

https://apps.apple.com/search?term=TOTP

https://play.google.com/store/search?q=TOTP

CoxpaHuTe

MpeaycMoTpeHbl cneaytowme HacTPOMKU:
1. NapameTpbl NPOBEPKN PA30BbIX KOAOB

o [lonycTumoe oTK/AOHeHMe (Bnepes) / JonycTMmoe OTKAOHEeHUe (Hasaa) - A0NYCTUMOE OTK/IOHEHUE
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npu nposepKe Koga (KoanyecTso npeablaylmx / nocneayrowmx kogos). Mo ymonyaHuio oba 3Have-
HWA PaBHbl 1: NO/b30BATE/Ib NPU BXOAE MOMET BBECTU KaK TEKYLLMI KO NOATBEPHKAEHUA, TaK U cie-
AyOWnn AN npeaplayLmini (CreHepMpoBaHHbIN B COCEAHUX BPEMEHHbIX MHTepBanax). Takas Heob-
XOAMMOCTb MOXKET BO3HUKHYTb, Hanpumep, 18 KOMNEHCaLMM BO3MOXHOMN HE3HAUMTeIbHOM PaccuH-
XPOHU3aLMKN CEPBEPHOTO BPEMEHU U BpemeHM Ha TOTP-ycTpoicTBax Noab3oBaTenem.

2. HacTpoiika oTobpakeHna reHepaTopoB Pa3oBbIX Naposien

e ATpMbYT C MMeHeM Nonb3oBaTeNA - UMA No/b3oBaTena byaet oTobparkaTbca B reHepaTope pPas3oBbixX
napoJsieit nocne NPMBA3KM YYETHOM 3aNUCK NOSIb30BaTeNSs;

¢ HasBaHMe eANHOM CUCTEMbI BXOAA - HAa3BAHWE CUCTEMDI 6y,EI,ET OTO6pa)KaTbCF| B reHepaTope pa3oBbIX
naponeﬁ nocne NnpPpuBA3KU y“IETHOVI 3anncu nonb3osaTtenA.

3. Ccbl/IKM Ha NPUIONKEHUA - reHepaTopbl Pa3oBbIX naponeVl

e Cnepyer yKasaTb Ana Kaxgoh OC, Kakme MO6W/bHble MPUIONKEHUA PEKOMEHAYETCA WCMNOJb-
30BaTb A1A TeHepauuu pPasoBbiX Naponei. OTU CCbiNKM ByayT NpeanoskeHbl MoAb3oBaTeNto B
BE6-NPUNONKEHUM «JINYHBIN KabuHeT». Ecn ccbinKa He YKasaHa, To Noab3oBaTenam He byaet npea-
NNO}KEHO 3arpy3unTb NPUNOKeHWe ana aaHHon OC.

2.2.6 Bxoa no NOrvHy 1 Naponto

[na ncnonb3oBaHMA BXo4A NO NOTUHY M NApPOto HEO6X0,EI,VIMO 3a4aTb NpaBun/ia COOTBETCTBUA — KaKUM o6paaoM
onpenenatb, Kak BBe,CI,eHHbIVI NNOrTMH COOTHOCUTCA C NO/Ib30BaTENAMMU B XPaHUAMLLE AaHHbIX.

[na cospgaHuna npasuna NCNosib3yeTca CTPOKa NOACTAaHOBKU: ${1login} —3TO CTPOKA, BBeAEHHadA Nosb3oBaTenem
B Nnone «JiorMH». B pe3ynbraTte, Hanpumep, NpaBuio «email=${login}» O3HayaeT, YTO CTPOKa, BBeAEeHHasA
nonb3osaTesniemM, OyAeT CPaBHMBATLCA C aTPUBYTOM email B XpaHUAULLE AAHHbIX;

Bxog no noruHy n naponto

KaKkoMy aTpubyTy B MCTOUHWKE AaHHbIX OH COOTBETCTBYET. Bbl MOXeTe

4TO CTPOKA, BBEAEHHAA MO/b3

M, ByAeT CpaBHMBaTLCSA C aTpuE

OR

OR

B HacTpoiKax BxoAa Mo JIOrMHY U Napo/isi MOMXKHO BK/IIOUYMUTb MPOBEPKY Ha COOTBETCTBME Napos MAposbHOU nosu-
muke (cTpaHuua 336). BBoaMbIi1 NoAb30BaTeIeM Naposib 6yAeT B MOMEHT BXO4a NPOBEPATLCA Ha COOTBETCTBUE
Napo/ibHOM NOAUTUKE. B clyuyae HECOOTBETCTBMA Napons TpeboBaHMAM NOAUTUKM NO/Ib30BaTENb CMOMKET 334aTb
HOBbIM NapPOAb UK NPOMNYCTUTb 3TOT LWAT.

Ona HaCTpOﬁKVI NpPoBEPKN HAa COOTBETCTBME NAPOaA napoanoﬁ noNTUKE Npun Bxoae HeO6X0,EI,I/IMOZ

e BblbpaTb OMUMIO Bcerma MpPoBepdTh TeXymui Mapoib MONb30BATEeNd HAa COOTBETCTBUE mMa-—
PONBHOH MOJIHTHKE WIN BMUCATb NMA HEKOTOPOTrO 3aro/IoBKa B NnoJjie liposepdTh npu Hanuuuu HTTP
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saromnosxa (B 3ToM cnyyae, ecinm HTTP-3anpoc byaeT cofeprkaTb YKasaHHbIM 3aro/l0BOK CO 3HaYeHMEM
true, TO TEKYLWMI Naponb nonb3osatesa ByAeT NpoBepPeH Ha COOTBETCTBME NAPO/IbHOW NOAUTUKE);

* onumua PaspemyTh MONb30BATENO MNPONYCTHUTbL CMEHY I[Iapold, HEe COOTBETCTBYIOMEro mna-—
PONBHEIM NOIHTHKAaM MO3BOJIAET MNO/1Ib30BATE/NNKO OTKA3aTbCA OT CMeHbI MapoaAa Npu BXoAae;

® yKasaTb KO/IMYECTBO HeyAauHbIX MOMbITOK A/1A BpeMeHHOW 6J10KMPOBKU. Mocae yKasaHHOro KoM4ecTsa
HeyAauHbIX NOMbITOK ByAeT ycTaHOB/eHa BpeMeHHas 61IOKMPOBKa N0O/1b30BaTENtO Ha MCMO/Ib30BaHWe AaH-
HOro meToAa ayTeHTUdUKaLum;

* ONUTENbHOCTb BPpeMEeHHOM 610KMPOBKM (B MUHYTaX).

CooTBeTcTBME NaposiA NaposibHOWU NOJSIUTUKE

D Pa3pe|_|_|v|Tb nosb3oBaTeNnto NponycTuTb CMEHY NaposiA, He COOTBETCTBYHOLLEro

NnaposibHbIM NONNTUKAM

Bcerpa npoBepATh TEKYLMI Naposib NoNb30BaTeNA HA COOTBETCTBUE NapObHOM
nonuTUKe

MpoBepATb NpU HaNU4YUKn
HTTP 3aronoBka

Kon-Bo HeyaayHbIX 5
nonbITOK AnA
BpPeMeHHON 6J1I0KUPOBKM

OnutenbHOCTb 1
BpeMeHHOW 6/1I0KUPOBKU

B HacTpoiKax BxoZa Mo N0orMHY M Napoaa MOXHO YNPaBAATh 3aLWmMToM oT nepebopa napons. Mpu BKAKOYEHHOM 3a-
WuTe 3ameannaeTca nposepkKa napons. MNocse BBoga NaposisA nosb3osaTenb byaeT 0XunaaTb NPOBEPKM B TeUeHMe
334aHHOro Nepuoaa Bpemsa samepxku (B CEKYHAAX).

ALMUHMCTPATOP B HACTPOMKe 3amuTa MOMKET BblOpaTb Cneaytowme pesKMMbl 3almThI:

® ABTOMATHUECKHUH PEeXHM Ha YPOBHE CHCTEMHl M MONb30OBaTened — 3allUTa BKAKUYUTCA ANA BCeEX
nosib3oBaTesield, eCv AONA HeYCNeLWHbIX ayTeHTUdUKaLMIA NpeBbIcUT «OpPOr BKAOYEHUA CUCTEMHOM 3a-
LLMTBI», U BbIKNHOYUTCA, €CAN A0NA HEeYCNeLWHbIX ayTeEHTUPUKALMIA CTaHET HUKe «opor BbIK/OYEHUA CHU-
CTEMHOM 3aLLUNUTLIY;

® ABTOMATHUECKHUH PEexXHM Ha YpPOBHE [ONb3OBaTelnel — 3alUTa cpa60TaeT B OTHOWEHWN NONb30Ba-
Tenen, no KoTopbim 6yAeT NPeBbILEHO YAC/I0 HEYCMNELIHbIX MPOBEPOK NAPOAs, 334aHHOE HAcTPonKo «IMo-
pOr BK/IIOYEHUSA NO/Ib30BaTE/IbCKOM 3aLLMUTbI»;

® 3amepxka ayTeHTHOHKALMHM Oid BCeX MNOIb30OBaTelel—3aluuTa byaeT BKAKOYEHa A1A BCEX NONb30-
BaTenem;

® OrkxnouyeHa — 3alluTa 6\/,qu BbIK/TKOYEHaA.

MapameTpbl [lopor BxnoUeHHd CHUCTEMHOH 3aWMTH U IIOPOr BBIKIOUYEHHS CHUCTEMHOH 3amuTh 3343at0TCA
B NpoueHTax, COOTBETCTBYOLWMNX A0Ne HeyCNneLwWHbIX ayTEHTMd)MKaLI,Mﬁ B 06LLI,eM Yyncne NnonbITOK ayTEHTMd)MKaLI,MM.
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MprMep HacTPOMKM 3aLLMTbl OT NoA60pa NapoNsa NPeACTaBAeH HUKeE.

3awwra ot nogbopa napons

BBO/AA Napo/iA NoNb30BaTeNb 6YAET 0XMAATL pesybTaTa B TeUYeHNe Neproja,
MBI 3aLLMThI

POBHE CMCTEeMbI B LiIeNIOM. BKNKOYAETCs, eCM NPOLEHT HeyCnelHbIX ayTeHTUUKaLmii JOCTUIHET onpeAeneHHoro nopora (Hactpo

a «[opor BKNOYEHNA CUCTEMHO 3aLUTbI»);

POBHE NONb30BaTeNs. BKKUaeTcs, eCv Nonb3oBaTeNb BEOAWUT NOAPSA ONpeAeNeHHOe KONNYeCTBO HeBepHbIX Naponielt (HacTpolika «Mopor BKNKOUEHWA NONb30BaTeNbCKOM
3aLATbI»).

3awwmra OTkntoueHa v
Bpems 3a4epXKu, B CeKyHAaX 10
Mopor BkNOUYeHNs 5

MoNb30BaTe/ILCKOMN 3aLUTbI

Mopor BKAKYEHWs CUCTEMHOMN 40
3aWnTL
Mopor BbIKNOUEHUA 30

CUCTEMHOIA 3aLnTbI

OTtmeHa Coxpanutb

[ns ycnoXKHeHUsa aBTomaTUyYeckoro nogbopa napoas MoxKHO BKAUNUTb B Blitz Identity Provider HacTpoiiku o—
Xa3aTeNnbCTRO BHIIOJHEHHS PaboTHL TOTAA NPU KaXA0M BXOAE NO IOTMHY M naponto bpaysep nonb3osaTens
OONKeEH byaeT BbIMOMHUTL BbIYMCAUTENBHO CNOXKHYIO 334a4y. ECM He NpeaocTaBuTb peLleHne, NpesocTaBuTb
HEenpaBW/IbHOE pPeLlEHME UK NPeaOCTaBUTb pelleHue He BoBpems, To Blitz Identity Provider BepHeT owmnbky. B
uTore Hesnb3A ByAeT NOHATb, MPaBWUJIbHbIE X JIOFTUH U NapOb.

[oka3saTenbCTBO BbINO/IHEHNA pa6oThbl

ﬂpM Kaxxaoi npoBepke nNaponA Ha CTopoHe 6pay3epa OyaeT BbINONHATBECA AOCTATOYHO AnuTenbHaA paboTa. Peaynmm BbiNONHEeHWA paboTbl OyaeT NPOBEPATLCA CePBEPOM OAHOBPEMEHHO C
npoBepKoii napona

Banpawwueartb 40KA3aTENLCTBO BLINONHEHUA PAGOTLI

3anpawmeats TONLKO Npu
Hanuuun HTTP 3aronoska

Mokasarenb CNOXHOCTH 15
pa6oTbl

MakcumanbHbii CPOK
peweHuA

TecToBbi pacyeT

Otmena CoxpaHuTs

B 610Ke HacTpoeK [loka3aTenbCTBO BbINOJAHEHUA paﬁoTbI MOXXHO HaCTpOUTb cheaytoulee:
® BKJ/IOYUTb HaCTpOVIKy 3anpamUBaTh OKal3aTelbCTBO BHIIOINHEHHUI PaboTHL

® npu HEOGXOAMMOCTM 33aTb HAaCTPOMKY 3anmpammuBaTh TONLKO MpHM Hanuuuu HTTP saromosxa —3TO
NonesHo, EC/IN HYXKHO OCTaBUTb BO3MOXKHOCTb aBTOTECTAM BbIMOJ/IHATL BXOA, MO Naposto 6e3 Heobxoanmo-
CTM NPOXOXAEHMA NPOBEPKU. B 3TOM ciydae Ha Beb-cepBepe HYKHO A/1A NO/Ib30BATE/IbCKUX 3aNPOCOB Ha-

CTPOUTb YCTAHOBKY 3aro/ioBKka 13 aTOM HaCTpOVIKM, a anAa 3anpocos, NpuxoaAawmx oT aBTOTeCToB, 3aroJ10OBOK
He yCTaHaB/1nBaTb.
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® YCTAHOBMUTb [lokxasaTenb CIOXHOCTH paboTe — 3343€TCA 3HayeHne KoadduumeHTta ot 1 go 160 6ur.
Kakablit 6UT yBENMYMBAET CNOXKHOCTb B 2 pasa. PekomeHayeTca 3HaveHue 15 6uT.

® MaxcUManbHLIE CpPOX pemeHud — BPEMA B CEKYHAAX, 338 KOTOpoe bpay3ep AO/KEH NpucnaTb pesynstat
pabotbl. Ecnn 3HaueHMe He 3a4aHO0, TO pelleHune 3a4a4m oxunaaerca 3a 1800 cekyHA. Bpems oTcumTbiBaeTcs
C MOMEHTa reHepaLmm 3aa4m CePBEPOM B MOMEHT 0TOBPaKeHNA CTPaHWLbl BXOAa.

Mocne yCTaHOBKM HACTPOMKM Nepes, COXPaHeHNeM PEKOMEHAYETCA HaKaTb KHOMKY TecToBbIl pacyeT, 4Tobbl no-
NIY4UTb MPUMEPHOE NPEeACTaBNEHNE O BPEMEHM BbINOAHEHMA PaboTbl Ha TEKYLLEM YCTPOMICTBe.

B 610Ke MNpasuna Bbibopa XpaHUAMLLA aTPUBYTOB MOXKHO HAaCTPOUTL NPaBMa, NPU BbINOJAHEHUM KOTOPbIX MOUCK
nosnb3oBaTens 6yAeT OCYLLECTBAATLCA TONbKO B YKa3aHHOM XpaHuauwe. Mo ymoa4aHuIo NoUCK Nnoab3oBaTenei
AN ayTeHTUOMKAL MU MPONCXOAMUT BO BCEX AKTUBHDBIX XPaHUAMULAX aTpMbyToB. MOXKHO 3a4aTb HECKONLKO anbTep-
HaTMBHbIX MPABWA BbIGOPA XPaHUAMLLA. ITO NO3BOIUT ayTEHTUOULMPOBATL OAHMX MO/b30BaTENEN Yepe3 OA4HO
XpaHWaunLLE, a ApYrux —yepes gpyroe. s co3gaHmsa nNpasmaa UCMO/b3YHTCA CTPOKM NOACTaHOBKM.

Hanpumep, Ha CKPMHLLOTE HMXKE BbINOSIHEHA HACTPOIMKa, YTO MPK 3anpoce BXoAa NPUNOKEHMEM C MaeHTUDUKa-
TOPOM test_app IOTMH U Naposib N0Nb30BaTeNA ByaeT NPoBepATLCA N0 XpaHUAMLLY test_db. Bxoa Bo BCe UHble
NPUNOXKEeHNUA ByAeT NPOM3BOAMTLCA Yepes XPaHUAULLE main.

]

Xpanunuwe atpu6yTos aenno ¢

2.2.7 Bxopa c nOMOLbIO CPeacTBa NeKTPOHHO nognucu

HacTpoiika metoga ayTeHTMPMKaLUmM B KOHCONIU YNpaBaeHUA
Mpu UCNoNb30BaHUUN ANA ayTEHTUOUKALLMM CPeaCTBa 3/TEKTPOHHOM NOANMCU HEOBXOoANMO:

¢ B 6710Ke HacTpoeKk CepTudUKaTbl 3arpy3nTb cepTUdUKaTbl YA0CTOBEPAIOLLMX LEHTPOB, NOATBEPMKAAOLLMX
NOA/IMHHOCTb CEPTUPUKATOB KNKOUEN INEKTPOHHOM NOANNCU NAK Hacmpoume (CTpaHuua 342) B3aumopaeit-
CTBME C BHELUHUM CEPBUCOM NPOBEPKM 3NEKTPOHHOM NOAMUCH.

® HacTpouTb B 6/10Ke lMpaBuaa COOTBETCTBUA MapaMeTpbl COMOCTaB/IEHNUA YYETHOM 3anncu MNosib3oBaTens
B XpaHWAULWe no ero atpubyrtam us cepTuduKata 3/1eKTPOHHON nognucu. B npasmnax conocrasneHus
MCNONb3YIOTCA CTPOKM MOACTAaHOBKWU. Hanpumep, npasuao cn=${SUBJECT.CN} O3Ha4aeT, 4To aTpubyT
SUBJECT.CN cepTuomKaTta byaeT cpaBHMBATLCA C aTPMBYTOM cn B XPaHWUAMULLE AaHHbIX. BO3MOXKHO yKa-
3aHWe HEeCKOJIbKMX YCIOBUI OAHOBPEMEHHO, @ TaKKe yKa3aHue aNbTepHaTUBHBIX NPaBu.

Mpv KOHPUTYPMPOBaHMM BXOAA NO INEKTPOHHOM NOANNCKU MOXKHO TaKKe YKa3aTb:

® c/egyeT M 3TOT METoA MCNO0/b30BaTh B KayecTBe NepBoro 1 BToporo ¢paktopa. Ecan aa, To nosb3osaTen,
npoLeaLnin ayTeHTUOMKALMIO NO INEKTPOHHOM Noanucy, ByaeT cuMTaTbcA NPoLLeaL MM ABYXDAKTOPHYIO
ayTeHTUOMKauMIo (MpuMep HAaCTPOMKU Ha PUCYHKe HUXKE);
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® C/feayeT M NPoBepATb AEUCTBUTENbHOCTb cepTUdMKaTa. B aTom cnyyae Blitz Identity Provider, ucnonbsys
yKasaHHy'o B cepTudmMKaTe TOUKY pacnpeneneHuns cnucka otsbiea (CRL), byaet nposepsTb, He Obls N cepTU-
durKaT 0TO3BaH. 15 aKTMBaL MM 3TON BO3SMOXKHOCTM CeyeT OTMETUTb YEKDOKC llporepdaTs, uYTO cep-
TI/I(I)I/IKaT [IONIb30BATENd HEe OTO3BAaH,

® CcneayeT NM co3naBaTh (pPerMcTpuMpoBaTh) YYETHYH 3anucb NPW NEPBOM BXOAE NO 3/1EKTPOHHOM noa-
nmcu. B atom cnyyae, eCam nonb3oBaTtesnlb He Haf;IJ.'J,EH no onpegeneHHbiMm npaBuiam COOTBETCTBUA, TO
emy OyaeT npeasioXKeHO 3apernmcTpupoBaTb YYEeTHY 3anucb. YTobbl BKAOUMTL 3Ty QYHKUMIO, cneayeT
OTMETUTb YeKBOKC CozmaBaTh YUYEeTHYIO 3aluCh, €CHH [ONb30BaTeNnb He HaMWOeH No cepTudu-—
XaTy 3NeXTPOHHOH mnommucu W HAaCTPOUTb NPaBUaa perncTpaLmm Nonb3oBaTeNna — Kakum obpasom 3a-
NoJIHATb aTPMBYTbI B XpaHWUauLe us aTpnbytos ceptudukaTta. s 3agaHna npaBua cieayeTt UCNo1b30BaTb
CTPOKM NOACTAHOBKMW. Hanpumep, NpaBuao email=${SUBJECT.E} 0O3Ha4aeT, YTo B aTpubyT email byaeT
COXpPaHeHa 3/IEKTPOHHAA No4Ta U3 CepTl/Id)VlKaTa 3ﬂeKTp0HHOVI noanunucun nosb3oBartena.
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06uwe HacTpoikn

(O NpupaeHATL MCNONL30B3HME 3TOrO METOAA K NPUMEHEHNEO NEPBOro 1 BTOPOro ¢pakTopa. ECAIM onuns BKKOUEHa, TO BXOA MO 31eKTPOHHOM NOANMCH ByAeT 03HauaTe, UTO MONL30BaTENL NpoLen
ABYX(AKTOPHYHO ayTeHTUdNKaLMIO

(O MpoBepsTe, UTO CEPTUDUMKAT MONL30BATENS HE OTO3BaH

omera

n pasuna cooTBeTCTBUA

[ins KOppeKTHOM paboTbl BXOAa NO 3NeKTPOHHO NOANMCY YKaXWTe, Kakue No/s A0MKHbI CHUTLIBATLCA U3 CepTUdMKaTa 1 KaKM aTpUByTam B NCTOUHMKE AaHHbIX OHM COOTBETCTBYIOT. Bbl
MOXeTe C03AaTb HECKONbKO aNbTepHATUBHbIX NPaBua.

[ins 0603HaYeHNs CHUTLIBAEMbIX U3 CepTUdMKaTa aTPUBYTOB UCMONL3YIATE CTPOKV NOACTaHOBKM. Hanpymep, NPaBui0O CN=${SUBJECT.CN} O3HauaeT, 4To aTpu6yT SUBJECT.CN cepTudukaTa
6y/leT CpaBHNBaTLCS C aTPUBYTOM CN B XpaHWAULLE AaHHBIX.

MocMOTPETL CTPOKM NOACTAHOBKM

email v o7 ${SUBJECT.E} n

+ Ao6aeuTe ycnosme

+ A063BUTL aNLTEPHATUEHOE NPaBUI0

omvese

CospaHue y4eTHoI 3anucm

ECv npu BXOZA€ NO 3N1eKTPOHHOI NOANNCY NONLb30BATENb HE HAMAEH, TO MOXHO ANl 3TOTO NOAb30BATeNs CO3A4aTb YHETHYIO 3aMUCh. BKAKUMTE 3Ty GYHKLMIO 1 YKaXWTe, Kak aTpubyTol
Blitz Identity Provider gomkHbl GopMUpOBaTLCA U3 aTpUByTOB CepTudMKaTa. UCNonb3yiiTe CTPOKM NOACTAHOBKW. HanpuMep, NpaBUNO mail=${SUBJECT.E} O3Ha4aeT, 4yTo B aTpMBYT mail
6yAeT coXpaHeHa 31eKTPOHHas MoyTa u3 cepTudukara.

MoCMOTPeTL CTPOKIA NOACTAHOBKY

[0 CozaaeaTs yueTHyto 3aN1Cb, €IV NONL30BaTENb HE HalAeH NO cepTUdNKaTy 3N1eKTPOHHOI NoANUCH

ATpMbyT Mpasuno Macrep

email v = S{SUBJECT.E} m]

sub v = S{SUBJECT.E} O n

+ foGaswTs apubyT

OtmeHa CoxpaHuTte

CepTudunkaTbl

3arpysuTe cepTUVKaTLI YAOCTOBEPSIOLLMX LEEHTPOB (CA), NOATBEPXAAIOLUMX NOANNHHOCTL KAKOYe 3NeKTPOHHO NOANMCK NONb30BaTenei.

YKaxuTe nyTe K cepTUdUKaTy ANA 3arpyskn
S
Mepuoa

CepuiiHbliA HOMep Komy BbifaH Kem BbigaH AevicTBUA

€01.01.00 no
01.01.99

REERIEREFEAE
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Ucnonb3oBaHue n o6HoBAEHME N1arMHa

[na KoppeKTHOW paboTbl BXOAa MO 31EKTPOHHOM NOANUCK HA KOMMbOTepax No/sb30BaTENEW UCMONb3YETCA che-
LManbHbIM naaruH — Blitz Smart Card Plugin. Mpu nepBom BXxoAe No 3/1eKTPOHHOM NognMcK nonb3osaTtento byaet
npesoXKeHo YCTaHOBUTbL NaarvH. Mocne 3arpysku ¢aiina u ero 3anycka noab3oBaTesNto cnesyeT NponTH Bee Wwa-
M YCTAHOBKW niarnHa. Mpu noBTOPHOM BXOAe C AAaHHOIO YCTPOMCTBA He noTpebyeTcs ycTaHaB/AMBaTb NaarvH
3aHOBO.

Blitz Identity Provider noctaBsnseTtca BMecTe ¢ BepcMei naarnHa, no3sonswLwei pabotaTb CO CPEACTBOM 3/1€K-
TPOHHOW MOAMMUCHK B Ka4ecTBe MeToAa ayTeHTUGUKaLMK.

Mpu HeobxogmMmocT 06HOBUTL Bepcuto Blitz Smart Card Plugin cneayeT 3ameHuUTb AUCTPUMBYTUBBI NaarnHa —
OHM pa3MeLLEHbI B ANPEKTOPUUN asset s C ycTaHOBKOM Blitz Identity Provider, B apxuBe assets. zip. CTpyKTypa
apxuBa UMeeT CreayroLmii BUA;

plugins/sc/deb/BlitzScPlugin.deb
plugins/sc/rpm/BlitzScPlugin. rpm
plugins/sc/win/BlitzScPlugin.msi
plugins/sc/mac/BlitzScPlugin.pkg
plugins/sc/mac/BlitzScPlugin-10.14.pkg

Heobxo4MMO pacnakoBaTb apxXmB assets. zip, 3aMeHUTb Gpaiibl C ANCTPUBYTUBOM NAArMHa U 3aapxmMBMpoBaThb
0bpaTtHo dalnbl B assets.zip.

TaKsKe MOXKHO MpU HEeoBXoAMMOCTU CKOppeKkmuposams (CcTpaHuua 342) HaCTPOMKM UCNONb30BaHUA NaarnHa
3N1EeKTPOHHOM noAnucu.

2.2.8 Bxop uepes3 BHelWHUe cepBUCbl naeHTUdUKaLum

MepeyeHb AOCTYNHbIX BHELWHNX CEPBUCOB MAEHTUdMKALMM 3aBUCUT OT peaakumm Blitz Identity Provider u npu-
0bpeTeHHbIX ONUUiA.

BO3MOXEH BXOZ C UCMO/Ib30BAaHMEM C/IEAYIOWMX BHELWHWX CEPBMCOB MAEHTUdMUKALUM:

e Apple ID; e Cbep ID;

e Facebook?; e T-ID;

e BKoOHTaKTE; e BTE ID;

e AHAeKc; e CbepbusHec ID;

e Google; e Anbda ID;

o OAHOKNACCHUKY; e Mos ID (CYOMNP);

* Mail ID; ® MOCTaBLMKKN naeHTUbMKauum, paboTatoLme no
e VKID; OpenlD Connect;

e ECUA (gosuslugi.ru); ® MOCTABLMKKN naeHTUdMKaumm, paboTatowme no
e ECUA B pexxmme Uudposoi npodunb SAML.

(gosuslugi.ru);

MoAKAOYEHUA K BHELWHMM CepBUCaM UAEHTUGUKAUMKU AOMKHbI ObiTb NpenBapuUTesibHO CKOHPU2YPUPOBAHLI
(cTpaHmua 149) B KOHCONM yNpaBAeHUA Ha BKAaAKe MoCTaBLLMKK AEHTUGUKaLUMN.

B pasaene HacTpoek Bxopg yepes BHeLWHME CepBUCh MAEHTUPUKALMM HEOBXOAMMO BbIGPaTb, KaKMe U3 HaCTpo-
€HHbIX NOCTaBLUMKOB MAEHTUDUKALMM AONKHbI UCMONB30BATLCA NPU BXOAE.

1 Meta npusHaHa 3KCTPEMMUCTCKOM OpraHW3aumeit 1 3anpelieHa
B Poccuu, aeAatenbHOCTb NpUHAANEKALLMX el cou.ceTeit Facebook u
Instagram Tak:ke 3anpetyeHa 8 PP.
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Bxog yepes BHelLHME cepBUChl naeHTUdUKauun

VS N HACTPOKM NOCTABLUVKOB MAEHTUOUKALMM NCMONb3Y

HaseaHue nocTaeLmka YHUKanbHOe Ha3BaHue Tvn nocrasLmka

Google google_1 google

2.2.9 Bxoa ¢ NOMOLLbIO NPOKCU-ayTeHTUPUKALUMN

MpoKcu-ayTeHTUdGMKauma (ayTeHTUdMKaLMA C NOMOLLLbIO MPOKCU-CepBEpPa) MPOU3BOAUTCA MO AaHHbIM, Nepeaa-
BaembiMm B HTTP-3aronoBskax.

@ BaxHo

MpX BKAOYEHHOW NpPOKcU-ayTeHTUGMKaumm Blitz ldentity Provider npoussBoguT TOAbKO MAEHTUMKaA-
LUMIO NOb30BaTeNsn, Toraa Kak ayTeHTMdMKauMio (B pesynbTaTe NpPoBEpPKM cepTudMuKaTa) ocyliectsaseT
NpPOKcK-cepBep. BkatoueHe JaHHOTO MeToAa ayTeHTUOMKALLMM AOMNYCTUMO B TEX CyYasX, KOraa BCe Nosb3o-
BaTenn obpauiatoTca K Blitz Identity Provider uepes npokcu-cepsep.

[nsa KoppeKTHOM paboTbl MeToAa HEOBXOAMMO YKa3aTb:

e Tpebyemble HTTP-3aronoBkM — nepeyeHb HTTP-3aron0BKOB, KOTOPbIE A0/XKHbI NPUCYTCTBOBATL A/1A MPO-
XOXOEHWUA NPOKCU-ayTEHTUDMKALUM NONb30BaTENA,

e HTTP-3arof0BOK c cepTUdUKaTOM Noab3oBaTeNs (ONUMOHANbHBIN NapameTp) — 3aro/I0BOK, COAEPKaLLUi
X.509 cepTuduKaT nonbsosartens,

® COOTBETCTBME 3HAYeHU HTTP-3aros0BKOB M NAEHTUOMKALMOHHbBIX AaHHbIX NO/b30BaTeNA B XPaHWUIULE
aTpubyTos.

Bo3MoXKHa HACTpOMKa mMannuHra atpmbyTos cepTuduKaTta, nepegasaemoro 8 HTTP-3aronoBKe, U AaHHbIX NO/b-
30BaTeNA B XPaHUAULLE.

Mpumep HacTPOEK BXOAA C MOMOLLbIO MPOKCU-ayTEHTUDMKALMM NPEACTABEH HUXKeE:
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Mpokcu-ayTeHTUdUKayma

YT06bI MCMONBb30BaTL A3HHBIV METOZA ayTeHTUOUKALM, 0693aTeNbHO AOMKeH 6biTb HACTPOEH NPOKCU-CepBeEp, NepeAaroLmii B HTTP-3aronoskax nAeHTUOUKaLMOHHYI MHGOPMaLWIO
nonb3osaTens. MeTo/ NPUMeHSETCs aBToMaThyecki, e B HTTP-3aronoskax noyyeHbl HEO6X0AMMbIE ANS MAEHTUGUKALMM NONb30BaTeNs AaHHbIe. ECAN 3aroNnoBKM He 06HapyXeHbl,
TO 6YAYT MCNONb30BaHbI APYriie METO/bI ayTeHTUOUKALMM

HTTP-3aronoskun

TpeGyembie HTTP-3aronoeku X-SSL-Client-CERT x | X-SSL-Client-Serial x J| X-SSL-Client-S-DN x m

[Ana pobasneHna HTTP-3aronoBka BBEAWTE €ro U HaxmuTe Enter

HTTP-3aronoeok ¢ X-SSL-Client-CERT

ul

0

cepTuduKaTOM nonb3oBaTens

Mpasuna cooTeeTcTBUA

/ins KOPPEKTHOM PaboTbl NPOKCU-ayTEHTUNKALWMN YKaXuTe, Kakue HTTP-3aroNoBku COOTBETCTBYIOT KakuM aTpuGyTaM B UCTOHHUKE AaHHBIX. Bbl MOXETe C034aTb HECKONBbKO
anbTepHaTVBHbIX NPaBuA,

/ins 0603HaYeHNs 3ar0NOBKOB UCMONb3Y#iTe CTPOKW NOACTAHOBKM. HanpyMep, NPaBuio CN=${HTTP_X_SSL_CLTENT_CN} O03HAa4aeT, 4To 3arofioBOK HTTP_X SSL_CLIENT_CN 6yzeT
CpaBHMBaTLCA € aTpnbyToM CN B XPaHWAULLE AaHHBIX

EC/M HAaCTPOEHO CYMTLIBaHWE CeTUVKAaTa U3 ONpeAeNeHHOro 3arooBka, To MOXHO HaCTPOUTL NPaBuaa COOTBETCTBIS Nonet cepTuduKaTa v aTpubYTOB B XPaHWUAWLLE AaHHDIX,

MCMONb3Ys CTPOKW MOACTAHOBKM

email v X-S5L-Client-Email n

OTtmeHa CoxpaHuTe

2.2.10 Bxopa C NnOoMOLLbIO CeaHCa ONepaLMoOHHOM cucTembl

Cnocob Bxoza € MCno/ib30BaHWEM CEAHCA OMEePaLMOHHON CUCTEMbI NMO3BOSAET MOb30BATENAM HE MPOXOAUTb
[ONOJIHUTENbHO naeHTUbMKauuio 1 ayTeHTUdMKaumio B Blitz Identity Provider, echn oHM paHee BOLLN CO CBOETO
MK B ceTb opraHn3auMmn 1 NPOLAN UAEHTUOUKALMIO M ayTEHTUOMKALMIO B ONEePaLMOHHONM cucTeme (Bowau B
ceTeBOl gomeH). Takne nonb3osaTeNM NONYYAT BO3SMOMKHOCTb CKBO3HOW MAEHTUOUKALMM NPU AOCTyMNe KO BCEM
NPUAOXKEHUAM, MOAKNOYEHHbIM K Blitz Identity Provider.

[na Bxog4a C MOMOLLbIO CeaHCa OMepaumMoOHHOW CUCTEMbl B OpraHM3auMuM AO/KeH 6biTb pPa3BepHyT
Kerberos-cepsep (0TAeNbHO MAM B COCTaBe KOHTPOA/IEpa AOMEHA OPraHM3aumu) M BbINOAHEHbl OMWCaHHble
HUXKE HACTPOMKMU.

HacTpoiiku KoHTponnepa gomeHa (Kerberos-cepsepa)

B KOHTponepe AomeHa HeobxoAMMO 3aperncTprpoBaTh YYETHYO 3anuch ans cepeepa Blitz Identity Provider. ina
CO34aHHOW YY4ETHOM 3anMcK HYXKHO Ha cTpaHuue Account B 610Ke Account options oCHacTKM KOHTposiepa Ao-
MeHa BKNOYUTb HACTPOMKKN User cannot change password M Password never expires.

Take cnegyet OTMETUTb ONUMIO This account supports Kerberos AES 256 bit encryption.3anpet
npeaBapuUTencHOM ayTeHTUOMKaLuMM Do not require Kerberos preauthentication BKAOYUTb TONbKO
Nnpwv BO3HNUKHOBEHMM Npobsiem co Bxogom no ceaHcy OC. B 601blUMHCTBE C/ly4aeB OHa He TpebyeTcs.
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Organization I Member Of l Password Replication l Dial-in I Environment

Sessions | Remote control | Remote Desktop Services Profle | COM+

General | Addess | Account | Profle | Telephones | Delegation

User logon name:
[HTTP/SSO.EIS RU | [ @region.u v/
User logon name (pre-Windows 2000):
|REGIONY | [Keb-sso |
I Logon Hours... I l LogOnTo... I
[T Unlock account
Account options:
[]Use Kerberos DES encryption types for this account A
[] This account supports Kerberos AES 128 bit encryption.
[+ This account supports Kertberos AES 256 bit encryption. D
[¥] Do not require Kerberos preauthentication v
Account expires
®) Never
() End of: 13 cerratpa 2019 r. I
o] [ ]| oo | [ ]

B ocHacTKe ynpaBfieHWs rpynnoBbIMU NOAUTUKAMMU ClefyeT HAacTPpoUTb MOMUTUKY Configure encryption

types allowed for Kerberos,

YKa3as chegywouwume

AES128_HMAC_SHA1 WAES256_HMAC_SHAL.

Mprmep HaCTPOMKK:

BO3MOXHble

3Ha4vyeHuA: RC4_HMAC_MDS5,

Fie Acton View Hep

9| 2mX0 = HE

5/ Local Computer Policy
= ¢ Computer Configuration
8 (] Software Settings
= ] windows Settings
& (=) Name Resolution Policy

@ ) Windows Firewall with Advanced Security

] Network List Manager Poicies
] Publc Key Polces
@ ] Software Restriction Polices
& (] Appication Control Polices

® 8 1P Security Pokies on Local Computer
® | Advanced Audit Policy Configuration

Settings
& (] Administrative Templates

= | seanty setng I
=5 Network access: Allow anonymous SID/Name transiation Disabled
1/ Network access: Do not allow anonymous enumeration of SAM accounts Enabled
2] Network access: Do not allow anonymous enumeration of SAM accounts and shares Disabled
.. Network access: Do not allow storage of passwords and aedentials for network authentication Disabled
4] Network access: Let Everyone permissions apply to anonymous users Disabled
'+ Network access: Named Pipes that can be accessed anonymously ,netiogon, samr sarpc

24 Network access: Remotely accessible registry paths
L, Network access: Remotely accessible registry paths and sub-paths
(] Network access: Restrict anonymous access to Named Pipes and Shares
. Network access: Shares that can be accessed anonymously
L./ Network access: Sharing and security model for local accounts
2/ Network security: Allow Local System to use computer identity for NTLM
2 Network security: Allow LocalSystem NULL session falback
: Allow PRUU to this computer to use online identities

PC) cients.
PC) servers

%
§
!

TESCOC_MUT
RC4_HMAC_MDS

AES128_HMAC_SHA1
AES256_HMAC_SHA1
Future encryption types

OREag
K I 3

System\CurrentControtSet\Control\ProductOptions, System\Curre...
System\CurrentControtSet\Control\Print \Printers, System\Current....
Enabled

Not Defined

Classic - local users authenticate as themselves

Not Defined

Not Defined

Not Defined
RC4_HMAC_MDS,AES128_HMAC_SHA1,AES256_HMAC_SHA1
Enabled

Disabled

Not Defined

Negotiate signing

Require 128-bit encryption

Require 128-bit encryption

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Not Defined

Disabled

Disabled

Disabled

Hanee Heobxoaumo co3gathb Service Principal Name (SPN) ana naeHtudoukaumm cepsepa Blitz Identity Provider

cepsepom Kerberos. 3To BbINONHAEGTCA C MOMOLLBIO CAeAYIOLLEN KOMaH/bI:
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ktpass —-princ HTTP/idp.company.ru@DOMAIN.LOC -mapuser DOMAIN\blitzidpsrv -out C:\
—temp\spnego_spn.keytab —mapOp set —-crypto ALL -ptype KRB5_NT_PRINCIPAL /pass.
—SecretPassword

MapameTpbl KoMmaHAb! ktpass:

® 3HayeHMe NnapameTpa mapuser — MUMSA CO3J4aHHON B AOMEHe y4yeTHOM 3anucu cepsepa Blitz Identity
Provider, Hanpumep, DOMAIN\blitzidpsrv;

® 3HayeHue napameTpa princ — uma SPN cepsepa c Blitz Identity Provider ana naeHtmounkauum B cpege
Kerberos. 3T0 Mma cocTouT U3 MMeHM XocTa cepsepa ¢ Blitz Identity Provider, umeHun Kerberos Realm 8
BEpPXHEM pernctpe (06bl4HO COBMNAZAET C UMEHEM LOMEHA) U UCMONb3YEMOrO TPAHCNOPTHOrO NPOTOKONA
(HTTP). MNpumep 3HayYeHna SPN — HTTP/idp.company . ru@DOMAIN. LOC. BaKHO, UTobbl HTTP/ B Ha4yane
nmeHn SPN yKa3blBafoCb MMEHHO 60/bLIMMUK BYKBaMMU, KaK B Npumepe.

® nMapameTp mapOp — €C/M 3afaH B 3HaYeHue add, To HoBbli SPN byaeT gobasneH K cywecTsyowmm. Ecam
33/aHO 3HayeHue set, To SPN 6yaeT nepesanucaH.

* napameTp out — 3agaeT NyTb K reHepupyemomy keytab-daiiny. Hanpumep, C:\temp\spnego_spn.
keytab;

* napameTp /pass — 3HaYeHWe NaposA OT y4eTHOM 3anucu cepsepa Blitz Identity Provider B8 gomeHe.

® napameTpbl crypto M ptype 3a4al0T OrpaHUYEHNA Ha UCMO/b3yemMble afiroPUTMbl U TUM reHepUpyemoin
Kerberos-cnyx6bl. PekomeHayeTcs 3a4aTb NapaMeTpbl Kak B yKasaHHOM Npumepe —crypto ALL -ptype
KRB5_NT_PRINCIPALL.

CreHepupoBaHHbIi keytab-daiin HeobxoamMmo coxpaHuTb. OH ByaeT HeobxoanM A/1A NOCNeAyHOLLEN HACTPOMKM
B KOHCoM ynpasneHus Blitz Identity Provider.

HacTpoiiku B KOHconu ynpasaeHus Blitz Identity Provider

HeobxoaMmo nepeinT B KOHCONM yNpaBaeHua B pasaene AyTeHTudUKauma K HacTpolikam cnocoba Bxoaa Bxog no
CeaHcy onepauyoHHOM cucTeMbl. B OTKpbIBLUEMCA OKHe HeOBXOAMMO 3arpy3nTb CreHepupoBaHHbIl paHee keytab
daiin. Uma SPN npu sTom 6yaeT 3a4aHO aBTOMATUUECKMN B COOTBETCTBUM C 3arpyKeHHbIM darinom.

Mo pesynbratam 3arpy3kn keytab-dana 6ygetr oTobpakatbca MHbOpMauMa O COOTBETCTBYIOLLEN
Kerberos-cnyxb6e.

Mpn HEOBXOAMMOCTN MOXKHO:
® yOaNUTb 3arpy»KeHHbIn keytab-daiin;

* 3arpysuTb ewle keytab-dainbl, B cnydae nogkatoveHumsn Blitz Identity Provider K HECKONbKMM KOHTpoOAnepam
JOMeHa.

HacTpoiiku cy6mexra cryx6ii Kerberos (SPN)

3arpysuTe dhaiin TaGNMLb! Kniouedi (keytab), CreHepHpOBaHHbIii AN

IDEros HTTP/bip-devi.reaxoft.loc

YiaxuTe nyTe K chaiiny kniouen ans 3arpyakn

®aiin kniowei SPN Cy6uet cnyx6ui Kerberos

[danee Heobxogumo onpeaenntb napameTpbl cooTBeTcTBuA Kerberos-tokeHa (TGS) u yyeTHoM 3anucu B Blitz
Identity Provider.
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MpaBuna coOTBETCTBUA

[ina KOppeKTHOIN paboThl BXOAA MO cea
onepaLVoHHOW CUCTeMbl. Bbl MOXeTe Co3

axuTe, KakuMm aTpubyTam B UCTOYHUKE AaHHbLIX COOTBETCTBYIOT MMA 1 JOMEH NONb30BaTeNs U3 TeKYLLero ceaHca
TUBHbIX NPaBUN

nepaLoHHOM CUCTEeMbI
HECKONbLKO anbTep!

Ana co3paHma Npasuna NCnonb3)

Te v
ceaHca onepauvioHHOW cucTeMbl, ByaeT cpaBHUBaTLCA C aTpUByTOM userPrincipalName B XpaHWAULLE AaHHBIX

10BKW. Hanpymep, npaeuno userPrincipalName=${username}@${domain} 03HayaeT, 4TO UMA NONb3OBATENA C JOMEHOM U3

TpeTk cTpol 1CTaHOBK

sAMAccountName Cl ${username} n

Hanpumep, MOXKHO 3aJaTb COOTBETCTBME, YTO NOAyYaemMblit U3 Kerberos-TokeHa MAeHTUOUKaTOP NoAb3oBaTeNs
(username) gonKeH cOOTBETCTBOBATb aTpMbYTy sAMAccountName, nosydyaemomy us LDAP-kaTanora (Microsoft
Active Directory).

[anee Heo6X0AMMO YCTAHOBUTL NapameTpbl 3a4ePMKeK MPu UCNoNb30BaHMM METo4a BXOA4a C MCMO/b30BaHUEM
CeaHca onepaunoHHOW CUCTEMBI.

[ononHuTenbHbIE HaCTPOVKN

Bpemsa 3asepXxku nepea 5
3anyckom metoaa

Bpems 0XuaaHua 5
nonyyeHus TokeHa

OT™meHa CoxpaHnTb

Blitz Identity Provider npesocTaBnseT ABa BO3MOMKHbIX CLLEeHAapPWA UCMO/Ib30BAHWUA BXOA4A NO CEaHCy onepauyuoH-
HOW CUCTEMbI:

OcHosHoli cyeHapuli. Monb3oBaTeNU BXOAAT B ONEPALMOHHYIO CUCTEMY, M NOC/IE 3TOMO AO/KHbI CKBO3HbIM 06-
pa3om BXOAMTb BO BCe NMPU/IOKEHUSA, NoaKaodeHHble K Blitz Identity Provider. MpegoctaBnaTb nosb3oBaTensm
BO3MOMHOCTb BOMTU B MPUNOKEHUA NOA APYroi YYETHOM 3anunCblo He TpebyeTcsA. B 3ToM ciydae Hy}KHO ycTaHo-
BUTb BpeMd 3amepxxu Nepel 3alyckoM MeTomna, PaBHOe 0 CeKyHA. Mpu obpalleHnn K NPUAOKEHUIO cpasy
6yaeT npov3BeaeHa NOMbITKAa CKBO3HOIO BXOAA MO CeaHcy OnepaLMoHHON CUCTEMBI.

LonosnHumensHolili cyeHapul. NMonb3oBaTenn He BCEraa UMET BO3MOMKHOCTb BOMTH B 4OMEH OMNepaLmMoHHOM Cu-
CTeMbl, 160 NONb30BATENAM B HEKOTOPbIX Cy4asx He0BX04MMa BOSMOMKHOCTb BOMTM B MPUIOMKEHUA NOL A4,0YroM
YYETHOW 3aMnucbio YemM Ta, YTO OHM UCMOb30BaNU AA BXOAA B JOMEH. B 3TOM cnyyae HyXKHO YCTaHOBUTb Bpe-—
Ms 3alepxXKH Tepen 3amyckoM MeToma TaKoe, YToBbl MONb30BATE/O XBAaTUAO BPEMEHU A1 BO3MOXKHOCTM
OTMEHUTb aBTOMaTUYECKMNIA BXOA, C UCMO/Ib30BaHMEM CeaHca OrnepaumoHHOM CUCTEMBI.

BpeMd OXHIaHHE MOJNydeHUS ToXeHa HYKHO YCTAaHOBWUTb AOCTaTOYHbIM, 4TObbl Kerberos cepsep ycnesan
npeaocTaBuTb oTBeT Blitz Identity Provider. O6bI4HO AOCTAaTOUYHO YCTAaHOBUTb 5 CEKYHA,

KaK u B cayyae BxoZa no JIOrMHY M Naposito, MO YMONYAHUIO NMOUCK NONb30BaTenen AnA ayTeHTMdUKaumm npo-
WCXOAUT BO BCEX aKTUBHbIX XpaHuauwax. B 61oke Mpasuna Bbibopa xpaHnauwa aTpnbyToB MOXKHO HAaCTPOUTb
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npasuaa, NPy BbINOJHEHNW KOTOPbIX MOUCK NO/b30BaTenn ByAeT OCyLEeCTBAATLCA B 0pedesseHHOM XPaHuauwe
(cTpanunua 95).

HacTpoiiku 6paysepoB nonb3oBatenei

B 3aBMCMMOCTM OT MCMONb3YeMOro nosib3oBaTtesiem bpaysepa MoxKeT NotpeboBaThCa ero AoMNONAHUTENbHAA Ha-
CTpOViKa ana noaaepKku Kerberos-naeHtnoumkaumu.

[ns 6paysepos nog onepaunoHHoi cuctemont Windows Hy»KHO 334aTb C/ieaytoLime HacCTPOMKMK:

® OTKpbITb [yck = lMaHenb ynpasneHus, U3MEHWTb BapUaHT NPOCMOTPA C KaTeropud Ha Menkue 3HAUKH,
B OTKPbIBLUMXCA HacTpoMKax BbIbpaTb CBOMCTBA Bpay3epa;

® B HOBOM OKHe BblbpaTb besonacHocTb = MecTHas MHTpaceTb M HaxKaTb KHOMKY CalTbl. B oTKpbIBWEMCSA
OKHEe HayKaTb KHOMKy JlononHuTenbHO 1 BHecTu caiT ¢ Blitz Identity Provider B cnvcok calitoB MecTHas
WHTpaceTb, HaxKaB Jo6aBuThb;

* B OKHe CBoiicTea: MHTepHeT - BesonacHocTb - MecTHaa MHTpaceTb HaXKaTb KHOMKY [pyroi.... B oTKpbIB-
LeMCA OKHE HaWTW HacTPOMKY [lpoBepxa MOIIHMHHOCTH NONbL30OBATend — Bxom. YCTAaHOBUTb ee B 3Ha-
YeHMe ABTOMATHUUECKHUHE BXON B CETb TOJIbLKO B 30HE HHTPACETH.

4 [EE > Nawens ynpaenenns > v 0 Mownck & naHenn ynpaenenus p
Hacrpoﬁn(a napamMeTpoB KOMMbOTEPa Mpocmotp:  Kateropua v
Cucrema n BesonacHocTs 1 YueTHble 3anvcy noas3osatenei
Mposepka cocToanua koMnbtoTepa 5& 9 W3menenne Tuna yyeTHoI 3anucu

CoxpaHeHune pesepeHbIX Konuit $paiinos c NoMoLLbo
ncropuu paiinos
Apxusauus u socctaHosnenne (Windows 7) O(prpM/léHMe Y nepcoHannsauva

- <
( CeTb 1 UiHTepHeT ;
;@ Yacol v pervoH
MpocMoTp cocToAMA ceTh 1 33334 £
v WzmeHenmne GpopmMaTos AaTbl, BPEMEHM 1 YUCEN
, / ObopyaosaHue v 38yK

SWPN" Mpocmorp ycrpoiicTs  npurTepos CneuuansHble BO3MOXHOCTU
. Jobaenenue ycTpoiictea Pekomergyemsie Windows napametpei
Hacrpoiika napametpos MobunbHocTi no OnTimusayns nso6paxenns Ha 3kpaHe

yMONYaHUIo

Mporpammsl
[) Yaanerue nporpammel

<« v A E > Nanens > Bee nanenn > v 0 Mowck & nanenu ynpaenesns P

Hactporika napamMeTpos KomnstoTepa Mpocmotp:  Menkue sHavk ¥

D Mail (Microsoft Outlook) [83 Asrosanycx 25 AgMuHucTpUposaHie i Bpanamaysp 3awwrhika Windows @ Boccranosnenme
D Data v spema 8 Auckossie npoctpancTsa % [ucneruep ycrpoiicte [INCRETYEp YUETHBIX ABHHBIX i 38y
@ Vicropus daiinos E= Knaswatypa ® Monws [l Nanens 3agau u Hasurayua & Mapamerpsi unaekcuposaHma
EJ Napamerpsi MposogHuka 8 Moaknrouenns k yaanenHsim pabou... [ MPOrpamme! u KOMAOHEHTbI ['® Mporpammsl no ymonuaruo PaBoune nanku
& Pacnosnasarine peun & PernonaneHbie cTaHaapTLI W Pesepsroe konuposanme 1 BoCCTaH... I €1 Ceoiicrea 6payzepa & cucrema
| Tenedom u mogem Kl ynpaenenue usetom [38 Ycrpanenue Henonagox P YcTpoiictaa u npunTeps 82, Yuernbie 3anucu nonssosareneii
¥ Lierp 6esonacroctit u obcykmean... i Lientp mounsroctn Windows ® Uentp curxpormsaumn @ Uentp cneumanshbix sosmoxrHocTeli S8 LleHTp ynpasneHua cetamm u oBL...
B Widposarme aucxa BitLocker A Wpndrsl B Inexrponutanine

2.2. AyteHTUdUKaumna 107



Blitz Identity Provider, Bepcus 5.34

@
CoaepxaHue oAKMOYEHNA porpammb! JfononHuTensHo
Obwwe KoHdmaeHwanbHocT

BoibepuTe 30Hy Ans napaMeTpbl ee NapameTpos besonacHocTy.

@ ¢/ O

WHTepHeT MecTHas HaanexHble Onacrble
WHTpaceTb caiThbl caiThbl

MecrHas uHTpaceTb

h . . CaifTbl
!$ SoHa Ans Bcex 5e6-CalToB Baleit UHTpaceTh.

YposeHo 6e3onacHoOCTH ANA 3TO 30HbI

0cobbiit
Ocofble napameTpel.
- YT0Bbl M3MEHUTL MX, WenkHuTe “Apyroi”,
- [inA BO3BPaTa K PEKOMEHAOBEHHOMY YPOBHIO WENKHUTE
Tlo ymonuaHmo™,

[ BrnrounTs sawwmmenHsIit pexum (noTpefyeTca nepesanyck

Internet Explorer)

BoibpaTe yposeHs He3onacHoCTH No yMON4aHWIO ANS BCEX 30H

oK OTmMeHa MpuMeHuTb

) ~
&%) Napamerpel GesonacHoCTH - 30Ha MECTHOM MHTPaCETH

MapameTpbl

O 3anpawusaTtb )
@® OTknouwMTL
$p Paspewenita AN KOMNOHEHTOS C MarnbecTamm
(® Boicokuit yposeHb GesonacHocTy
Q OTKIOUNTE

2, Mposepka NoamMHHOCTH Nonb30BaTENa

2, Bxon
(O ABTOMATMHECKMII BXOR B CETb C TEKYLLMM UMEHEM NOMb:
(® ABTOMATUYECKWII BXOA B CETb TOMLKO B 30HE MHTPACcET
O AHoHuUMHBI BXOA
(O 3anpoc uMery nons308aTeNs W Napona

|| PasHoe
|| BnokupoBaTh BCNAbIBaOWME OKHa
O BrnounTb
@ OTKNO4YUTD
v

Rafraliris 145 2A0 AUTEALETS F MELLIIIAMIA IN3D3MI4 MAFT £

<

*W3meHeHns GyayT npuMeHeHb! NOCNE NEPE3anycka KoMMbloTepa

CHpoc ocobbix napaMeTpos

Ha yposeHb: |Hike cpeasero (no ymonuaHmio) v CBpoauT...

Omverio

MO*KHO He 3aZaBaTb A/ onepaLoHHON cucTembl Windows onucaHHbIe Bbille HaCTPOWKM U B KauyecTBe anbTep-
HATUBbI A4/19 BO3MOXHOCTM BXOZA NO CeaHcy onepaLyMoHHOM cuctembl B 6paysepe Google Chrome Torga MoXKHO
3anyckaTb 6paysep co cieayoWwmMmm napameTpamm 3anycka:

—delegatewhitelist="idp.domain.ru"

Chrome.exe —-auth-server-whitelist="idp.domain.ru" -auth-negotiate-
—auth-schemes="digest,ntlm, negotiate"

[oe B KayecTBe idp.domain.ru Hy»KHO yKa3aTtb URL caita Blitz Identity Provider.

TaK)Ke MOXKHO 3a4aTb c/ieaytolime HacTponkm B peectp Windows, 4Tobbl 3anyckatb 6paysep Google Chrome 6e3
napameTpoB 3anycKa.

Windows Registry Editor Version 5.00

"AuthServerWhitelist"="idp.domain.ru"

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google]

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Google\Chrome]
"AuthNegotiateDelegateWhitelist"="idp.domain.ru"
"AuthSchemes"="basic,digest,ntlm, negotiate"

[nsa Mozilla Firefox Hy»KHO 3agaTb cnegytowme HacTPONKM (4ns N0BbIX ONepaLMOoHHbIX CUCTEM):

* B aApecHON cTpoke Bpaysepa BBeCTM about:config M Ha)KaTb Enter. B ciegylolem OKHe BBECTM

network.nego B None ®unsTpsl JBaXKAbl HaXaTb Ha HANAEHHOM 3aNUCU network .negotiate—auth.
trusted-uris W ycTaHOBUTb B Hel 3HayeHune URL calita c Blitz Identity Provider, Hanpumep, idp.
domain.ru. MpK yKasaHUM agpecoB MOXKHO UCNO/b30BaTb 3BE3404KY (*) M yKasaTb Heckosnbko URL ve-
pes 3anaTylo, Hanpumep: https://*.idp.domain.ru,http://*.idp.domain. ru. 3aKpbiTb BCM/IbI-

BaloLLlee OKHO KHonKol OK.

e [BaXAbl HAaXKaTb HA HAWAEHHOM 3anNncK network.negotiate—auth.delegation-uris U YyCTaHOBUTb

B HeW 3Ha4veHue URL caliTa c Blitz Identity Provider, Hanpumep, idp.domain. ru. MpK yKazaHuu agpecos
MOXHO MCMO/Ib30BaTb 3BE3404KY (*) M yKasaTb Heckonbko URL yepes 3anaTyto, Hanpumep: https://*.
idp.domain.ru,http://*.idp.domain. ru. 3aKpbITb BCM/bIBatOLLEE OKHO KHOMKOM OK.
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® OTKPbITb NapameTp network.auth-sspi, yCTAHOBUTb €ro 3HaYeHWeE B t rue;
* nepesanyctutb 6paysep.

Ona Google Chrome B macOS u B Linux Hy»KHO ocyLecTBaaTb 3anyck Google Chrome cneuyanbHbim ob6pasom:

"/Applications/Google Chrome.app/Contents/MacOS/Google Chrome" --args —--—-auth-
—server—-whitelist="idp.domain.ru" --auth-negotiate-delegate-whitelist="idp.domain.
—ru"

[oe B KauecTBe idp.domain. ru Hy»HO yKa3aTb URL caiTa Blitz Identity Provider.

Ons Apple Safari B macOS otaenbHas HacTpolika He TpebyeTcs.

HacTpoiiku 3anycka npunoxeHui Blitz Identity Provider

Y nonbsoBaTtenein MoryT BOSHUKHYTb Npobaembl NpU BXOAE MO CeaHcy onepauyoHHOMW CUCTEMbI, CIU OHW UC-
nosib3ytoT 6paysep Internet Explorer, u ecniv B JOMeHe MX yYeTHas 3aNnCb BKIOYEHA BO MHOTMMe rpynnbl 6esonac-
HoCTKM, 6o ecnn DN yyeTHOM 3anncKn A40CTaTOYHO AAUHHbIN. YTOObI M36eKaTb Takon cUTyaumu, Heobxoanumo
npwv 3anycKe NPUOXKEHUA cepBmuca ayTeHTUPUKALMKM blitz—idp 3a4aTb cneunanbHbili JAVA-napameTp, onpe-
aenaowmin 6onblion gonyctumblit pasmep HTTP-3aronoBKa. ns atoro Heobxoammo oTpenakTuposaTb daiin /
etc/default/blitz-idp. B napametp JAVA_OPTS f06aBuTb Katou:

[*Dakka.http.parsing.maxfheaderfvalueflengthzl6K

HacTpoiiku Be6-cepsepa

Y nonb3oBaTesnieil MOryT BOSHUKHYTb NpobaemMbl NP BXOAE MO CEaHCY ONepaLMOHHOW CUCTEMbI, €C/IN OHWU UC-
nonb3ytoT 6pay3ep Internet Explorer, u ecnv B foMeHe MX y4eTHAA 3anucCb BKAOYEHA BO MHOrMe rpynnbl 6es-
onacHocTu, 1nbo ecnv DN y4eTHOM 3anMcK JOCTATONHO AJIMHHBIN. YTOObI 3beKaTb TakoM cUTyaunmn, Heobxoam-
MO CKOppPEeKTUpOBaTb HAaCTPOMKKN Beb-cepBepa, onpegenatouime 4onycTumMblni pasmep bydpepos 3aronoBKOB.

PekomeHayemble 3HaYeHUn bydepos ana nginx NpUBeLEHbI HUXKE:

proxy_buffer_size 16k;
proxy_buffers 4 16k;
proxy_busy_buffers_size 16k;
client_body_buffer_size 16K;
client_header_buffer size 16k;
client_max_body_size 8m;

large_client_header_buffers 2 16k;

OTnapka I'IpOGI'IEM C BXOAOM Nno CeaHCy OﬂepaLl,MOHHOﬁ CUCTEMDI

Ecav npu BbINOAHEHHbIX HaCTpOIZKaXY noJib30BaTe/Iel BCE XKe He paGOTEET BXOA, NO CeaHcy OI'IepaLl,I/IOHHOVI cucre-
Mbl, TO peKoOMeHAYyeTCA Ha KOMNbloTepPe NO1b30BaTENIA B KOMaH,EI,HOVI CTPOKe BbINONIHNTb CheAyoWyr KOoMmaHAay:

[klist

Ecnn KomaHaa ycnewHo sepHeT TGS maHaatol gns SPN, HacTpoeHHoro ana Blitz Identity Provider, 3HaUnT Hy»KHO
NpoBepATb KOPPEKTHOCTb HACTPOEK Ha cTopoHe Bpay3epa nonb3osatens u B Blitz Identity Provider. Ecam TGS
MaHzaTbl gns Blitz Identity Provider oTcyTcTBYIOT, TO MOXHO WX 3aMpOCUTb, UCMONb3YA CAEAYIOLLY0 KOMAHAY
(Heobxoanmo yKasatb npasuabHble SPN 1 UMA JOMeHa KOMNaHUK):

[klist get HTTP/idp.company.ru@DOMAIN.LOC

Ecnn KomaHga He BepHeT nosiyuyeHHbIX TGS MaH4aTOB, 3HAYMT HYXKHO NPOBEPATb KOPPEKTHOCTb HACTPOeK Ha
Kerberos-cepsepe.
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2.2.11 Bxop C NOMOLLbIO 3/IEKTPOHHOM NOUTbI

Blitz Identity Provider no3BonsieT BbINOMHATb BXOZA C UCMO/Ib30BaHMEM 3/1EKTPOHHOM NMOYTbI B Ka4YecTBe NepBoro
¢dakTopa ayTeHTUdPUKaLMN. B 3TOM cryyae 414 NepBUYHOIO BXOAA NOSIb30BaTeNto TpebyeTca BBECTU KOA,, OTNpPaB-
NIEHHbIN HA agpec 3NEKTPOHHOM NoYTbl. N8 HACTPONKM METOAA BbINONHUTE OMUCAHHYIO HUXe nocaeaoBaTelb-
HOCTb AeNCTBUNA.

War 1. Ao6aBneHne metoga B blitz.conf

[na Toro, 4Tobbl B MeTofax ayTeHTUdMKALMM Ha BKNaaKe MepBblii GpakTOp NOABUACA METOL ayTeHTUdUKaL MK
Bxog, ¢ NOMOLLbIO 3/1EKTPOHHOW NOYTbI, BbINOJAHWUTE CeytoLLne AelCTBUA:

1. OTkpoiiTte ¢ain /usr/share/identityblitz/blitz—config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B6noke HacTpoeKkblitz.prod.local.idp.login.factors B NepBom cnmcke fobasbTe 610K HacTpo-
€K C MeTo40M email:

}

L

"login" : {

"factors" : [

[

i

"enabled" : false,

"method" : "email"
b

3. Mepe3anycTute cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCONU

B KOHCO/IM yNpaB/ieHNA BbINOSHUTE CAeaytolme AencTemna:

1. Ha BKknagKe Bxog c NOMOLLbIO 3/1€KTPOHHOW NOYTbI 3a4alTe cneaytolime HaCTPOMKM:

Cnocob naeHTUdPMKaLUMKM yueTHOW 3anncKu — 3againTe perynsapHoe BblparkeHune. Hanpumep, npasuio
email=${login} O3Ha4yaeT, 4TO BBeAEHHOE NOAb30BaTe/sieM 3HayeHMe B popme Bxoaa byaeT cono-
CTaBNEHO C aTpMbyTOM email.

JnvHy Koga noaTBepxaeHuA.
Bpems ero genicreums.
KonnyecTtso nonbITOK BBOAA KOAa NOATBepXAeHUA 3a 1 Bxoga.

O6Luee KOMYECTBO NOMbLITOK (YMCN0 OTNPABOK KOAOB M NOMNbITOK BBOAA KOAa, NOC/Ie Yero ANs Nosb-
30BaTenA byaet BpemeHHo 3a6/10KMpPOBaH AaHHbIM cnocob ayTeHTUGUKauUK).

Bpems 6/10KMPOBKMU NPY NPEBbLILIEHUN NOMbITOK (B MUHYTaXx).

Cnocob oTnpaBKu: B BUAE BbIPAXKEHUA YKaKUTE aTPUOYT, B KOTOPOM COXPaHEH aZpec 3/1EKTPOHHOWN
no4Tbl NOAb30BaTeNA, HAaNpUmep, ${email-}.
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[NA KOPPEKTHOW UAEHTU(MKALMM NONb30BATENA YKAXKWUTE, KaKUM 06pa3oM AOoMKeH (hOPMUPOBATLCA NOTVH U KaKOMy aTpubyTy B UCTOUYHUKE AaHHBIX
OH COOTBETCTBYET. Bbl MOXeTE €034aTb HECKO/IbKO aflbTepHaTUBHbIX NpaBuUa onpeaeneHna noruHa. BBO‘I NIOrUHa He YyBCTBUTENEH K PErnucTpy.

[inA co3paHuA Npasvna 1cnonb3yiTe CTPOKK noacTaHoBkW. Hanpumep, npasuno CN=${login} o3HauyaeTt, 4TO CTpOKa, BBEAEHHAA NOMb30OBATENEM,
6yneT cpaBHuBaTbeA ¢ aTpubyToMm CN B XpaHunuiie AaHHbIX.

HOCMOTpeTb CTPOKM NOACTAaHOBKU

email s = ${login} n

OR

sub a = ${login} n

+ nobaBuTb ycnosue

+ no06aBuTb ycnosue

+ nobasuTb anbTepHaTuBHOE Npasunio

MapameTpbl KOAOB NOATBEPXAEHUA

AnuHa 6

KonnyecTso cvMMBOIOB B KoAe NOATBEPXXAEHUA

Bpems geicTena 120

Konuyectso cekyH, nocne KOTOpPOro Koa NoATBepXaeHUA nepectaeTt
pencteoBaTtb. HeobxoaMma oTnpaska HOBOro Koga

Konu4yecTtso nonbITok 3

3a1BXOR  onyuecteo HeyaayHbIX MOMbITOK BBOAA KOAA MOATBEPXAEHUA NPY OAHOW

nonbITKe Bxoaa. Ecnn Konn4ecTso NonbITOK npesbllleHo, TpebyeTtca
OoTnpaBKa HOBOro Kkoga

O6uee Konu4yecTso 5

MONLITOK  56)1ee uKCO OTNPABOK KOAOB NOATBEPXASHMA 11 NONLITOK BBOAA KOAA

NOATBEPXAEHWNA, NOcne KOTOPOro cnocob ayTeHTudukauum 6yaet
BPEMeHHO 3a6/10KMpoBaH

Bpema 610KMpoBKMU 5
npu npesbllleHnn
nonbITOK, B MUH.

B TeueHWe ykazaHHOro BpeMeHu Crnocob ayTeHTudukaumm 6yaet
HEeaoCTyneH Nonb3oBaTento

MapameTpbl OTAPaBKM

ATpPUGYT C KOHTAKTOM ${email-}

BblpaxkeHue, no koTopoMy byaet hopMnpoBaThCA aapec ANEeKTPOHHO
noYThbl ANA 0TNPaBKU Koaa NoATBepXAeHna

* 3apgaiiTe npasuao Bbibopa XpaHuMAULWa aTPUBYTOB ANA MOMCKa BBEAEHHOMO NoO/b30BaTe/IeM agpeca
3/1eKTPOHHOM NOYTHI.

MpaBuna BbiGopa xpaHunuwa atpubyTos

Mo YMON4aHUo NOMCK nonb3osatenei anA ayTeHTI/Id)MKaLLMVI NpoOMCXOAUT BO BCEX aKTUBHbIX XpaHunuLiax. B naHHOM 6710k MOXXHO HacTpouTb
npaswna, npy BbINOSIHEHNM KOTOPbIX NOUCK Monb3oBaTena 6yaeT oCcyLWecTBNATLCA B ONpeAeneHHOM XpaHunuiLe.

MOo>XHO 3aaTb HECKONbKO anbTepHaTUBHbIX NpaBun Bbl60pa XpaHunuuwa. 3710 no3somT ayTeHTVIq)VILlI/lpOBaTb OAHUX nonb3oBarenei no oAHOMY
XpaHUNMLLY, APYTUX - MO APYroMy.

[nA co3paHnA npasuna Ucnosb3yiTe CTPOKN NOACTAHOBKM.

HOCMOTpeTb CTPOKW NOACTaHOBKN

Cospatb npasuno

2. BkatouuTe MeTog Bxos ¢ NOMOLLbIO 3/1EKTPOHHOM NOYTbI B CMMCKE METOAOB Ha BKAagKe AyTeHTudumKaLmaA
-> [epBbInt paKTop.
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3. Hactpoiite nogkntoyeHue Blitz Identity Provider Kk SMTP-cepsucy (cTpaHuua 229).

2.2.12 Bxopg, c NOMOLLbIO 0OAHOPa30BbIX Koaos u3 SMS/push

[ns Bxopa no nepsomy GakTopy ayTeHTUMKALMM MOXKHO UCMNOb30BaTb OTNPaBAsemble B MOBWUIbHOE MpuUo-
*KeHue push-ysegomneHuns nam SMS-coobuieHus.

Ecan npu Bxoae no Homepy Tene¢0Ha Nnosb3oBaTeNb HE HallAEeH, TO MOXKHO AJ1 3TOro N0/b30BaTeNs MHUUNNpPO-
BaTb perncrTpauuio yLIETHOﬁ 3anuncu.

War 1. Hactpoitka meToaa Bxoga
[na ncnonb3oBaHWA KOA4OB NOATBEPKAEHUA:
1. HacTpoiite 1 BKAOUUTE METOA ayTeHTMdUKaumm Bxog no koay ns SMS/push. HeobxoamMmo HacTpouTb:

® cnocob MaeHTUPUKALMM YH4ETHOM 3anucu — 3a4aTb PeryaspHoe BblpakeHue. Hanpumep, npasuio
phone_number=S${login} O3Ha4aeT, YTO BBEAEHHOE MNo/ib30BaTe/IeM 3Ha4YeHMe B opme Bxoaa by-
[eT CONoCTaB/AEeHO C aTPUBYTOM phone_number;

e [O/VHY KOAa NOATBEpKAeHUS;
e Bpema AeiCTBMA Koda NOATBEpPKAEeHUS;
® KO/MYEeCTBO NOMbITOK BBOAA KOAA NOATBEPXKAEHMA 3a 1 BXOA,;

e 06Lee KONMYECTBO NOMbITOK (YMCA0 OTNPABOK KOLOB M NOMbLITOK BBOAA KOA4A, NOCAE Yero ANs Nosb-
30BaTenA byaet BpemeHHo 3a6/10KMpPOBaH AaHHbIM cnocob ayTeHTUGUKauUK);

* Bpema 6/10KMPOBKM NPU NPEBbILLEHUW NONBITOK (B MUHYTax);
® cnocobbl OTNPaBKM Koaa:

— OTnpaBAAaTb push-yBegoMneHME — HY)KHO YKasaTb aTpubyT C HOomepom MOb6UAbHOro Te-
J'Ied)OHa U UHbIM HEO6XO,CI,MMbIM cepsucy VI,CI,EHTVId)MKaTOpOM nonb3oBaTenAa, Hanpumep,
${phone_number-};

— oTnpasaaTb SMS — yKasaTtb aTpmMbyT ¢ HOMepom MobuabHOro TefiedpoHa NoNbL30BATENA, HAaNPK-
mep, ${phone_number-};
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Bxop no koay u3 SMS/push

[InA KOPPEKTHOM MAEHTU(MKALMM NONb30BaTeNA YKaXNTe, KakuM 06pa3oM A0MKeH hOPMUPOBATLCA NOTVH 1 KAaKOMY aTpUByTy B UCTOUYHWKE AaHHbIX
OH COOTBETCTBYET. Bbl MOXeTE CO3/1aTh HECKOMBKO anbTePHATUBHbIX MPaBWA OnpeaeneHna noruHa. BBoa oruHa He YyBCTBUTENEH K PErucTpy.

[inA coapaHuA Npaeuna UCNonbayiTe CTPOKY NoAcTaHoBKW. Hanpumep, npasuno CN=${login} oaHauaert, 4To CTpOKa, BBEAEHHAA NONb30BATENEM,
6yneT cpaBHMBATLCA C aTpUGyTOM CN B XpaHWNMLLE AaHHBIX.

[MocMOTpeTb CTPOKU NOACTAHOBKM

phone_number

«

= ${login} n

+ nobasuTb ycnosue

+ 006aBUTL anbTepHaTUBHOE NPaBuno

MapameTpbl KOAOB NOATBEPXKACHUA

OnuHa 6

KonunyecTBo CMMBONOB B KOAe NOATBEPXAEHUA

Bpemn pencteuA 300

Konuyectso CeKyHA, nocne KOTOpPOoro ko4 noaTeep>XxXaeHuA nepecrtaeTt
penicteoBaTb. Heobxoamma oTnpaska HOBOro Koaa

KonuyecTtso nonbiToK 3

3a1BXOA 6 uecTe0 HeyAauHbIX NONLITOK BBOAA KOAA NOATBEPXASHUA NPU OfHOM

nonbiTKe Bxoda. Ecnv Konn4ecTso nonbITokK npeBbilWeHo, TDOOVOTCH
oTnpaBka HOBOro Kkoga

O6uwee Konuyecteo | 5

MOMbITOK  OG1iee UMCNO OTNPABOK KOAOB NOATBEPXAEHNA U NONBITOK BBOAA KOAA

noATBEPXAEHWA, NOce KOTOPoro cnocob ayTteHTudukaumm bynet
BPEMEHHO 3a6n0K1poBaH

Bpems 6nokupoBku | 3
Npu NpeBbIlWeHUy
NONbLITOK, B MUH.

B TeyeHue ykasaHHOro BpemeHu cnocob ayteHTudmkauum yaet
HeaoCTyneH nonb3oBaTtento

Cnoco6bl oTNpaBKKu Koga

HacTpoiite cnocobbl 0Tnpasku Koaos noaTsepxaeHvA. Ecnv 6yaet BoibpaHo 6onee ogHoro cnocoba, To Nepeblil 6yaeT paccMaTpuBaThCA Kak
OCHOBHOW, @ OCTa/lbHble Kak pe3epBHble.

OTtnpaBnAaTb ATPUGYT C KOHTaKTOM

SMS v ${phone_number-} n

+ [lo6aBuTb cnocob oTnpasku

® npasuao Bbl60pa XpaHuaunua anMGYTOB ANA NOUCKa BBEAEHHOIO NO/Ib30BaTe/IeM TEJ'Ied)OHa.

Mpasuna BbiGopa xpaHunuuwa atpubyTos

Mo ymMon4aHuio NoucK nonb3oBartenei AnA ayTeHTUDMUKALMM NPOUCXOAUT BO BCEX aKTUBHbIX XpaHUNMLLax. B 4aHHOM 610Ke MOXHO HAaCTPOUTbL
npasuna, npy BbINOIHEHUU KOTOPbIX MOUCK NONb30BaTENA GyAET OCYLIECTBNATLCA B ONPEASNIEHHOM XpaHUNuLLe.

MOXHO 3aAaTb HECKONbKO aNbTePHATUBHBIX NPaBWN BbiGopa XpaHuaMLLa. 3TO NO3BOMMUT ayTEHTUMULIMPOBATL OAHUX MOMb30BATENEN N0 OAHOMY
XpaHUnuLLYy, ApYrux - No Apyromy.

[nA cospaHuA npasuna I/ICI'IOnb3yI71Te CTPOKW NOACTAHOBKW.

MOCMOTPETb CTPOKM NOACTAHOBKM

Cospatb npaBuno

2. Hactpoiite nogkntouyeHue Blitz Identity Provider kK SMS-winto3y u cepsucy omnpasku push-ysedomnaeHus
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(cTpaHuMua 229).

LWar 2. BknoueHue peructpauum

[ns Toro, 4To6bl UHMLMMPOBANACL PETUCTPALMA YHETHOM 3anncK, eciv Npu BXoae no Homepy TesedoHa Nosb-
30BaTe/b He HalAaeH:

1. OTkpoliTe palinblitz.conf.

2. Bcekumto login.methods.sms.profiles.S${factor} AobaBbTe 6/I0K reg

f N
"reg" : {
"mapping" : [
{
"attr" : "mobile",
"useForParsing" : true,
"value" : "S$ "
b
{
"attr" : "surname",
"useForParsing" : false,
"value" : "$ "
}
I
"regUserIfNotFound" : true
}

3. MocTaBbTe 3HaYeHue Nons regUserIfNotFound PaBHbIM true.
4. B 6710Ke mapping HAaCTPOWTe NpaBuaa CONOCTaBAeHNUA aTPUBYTOB NPU PerucTpauum.

5. [na opgHoro 13 aTpubyToB HEOHXOAMMO YKa3aTb NapamMeTp useForParsing PaBHbIM t rue. 3TO O3HaYaeT,
4YTO MMEHHO perynsapHoe BblpaxkeHue (onpegeneHHoe B pasaene MCTOYHMKM JaHHbIX) ANs 3TOro aTpubyTa
6yaeT MCNoNb30BaHO A/1A ONpeAeNneHus, YTo Nob30BaTe b BBEN MMEHHO HOMep MobuabHOTo TenedoHa.
TaK:Ke 3TOT aTpMBYT AONKEH UMETb HazHaYeHMe «MobUbHbIN TenedoH».

A Buumanue

O6sa3aTenbHO, YTOObI t rue CTOANO Y OAHOMO eANHCTBEHHOIO NONA useForParsing.

© nNpumeuanue

B KauecTBe 3HauyeHUs (value) HY»KHO BCer4a yKasblBaTb ${mobile}.

2.2.13 Bxop C U3BECTHOIO YCTpPOiicTBa

Bxog, C M3BECTHOrO YCTPOMCTBA NO3BOASAET HE 3aMpalunBaTb MAEHTUOUKALMIO U ayTeHTUdUKALMIO NOAb30BaTeNA
(meToq nepsoro ¢akTopa), ecan Nonb3oBaTesb, B Te4EHNE ONPefeNeHHOTO BPEMEHW, Y3Ke OCYLLECTB/IAN BXO4, C
[aHHOTO YCTPOMCTBa U Bpaysepa. MHbIMK CI0BamK, NONb30BATENb MOXKET BXOAUT 6e3 ayTeHTUdMKaLMM nocne
nepesanycka 6paysepa.

HacTpoiika meToga BKAtoYaeT B cebs yKazaHue A/ UTeIbHOCTM 3aMOMUHaHUA YCTPOCTBA. TaKKe MOXHO YCTaHO-
BMTb, YTO NPW BXOZE C 3aMNOMHEHHOTO YCTPOMNCTBa He ByaeT TpeboBaTbea AByxdaKTopHaa ayTeHTUdMKaumA (on-
una «TpupasHAMb UCMOAL308AHUE 3M020 Memoda K MPUMEHEHUIO Neps8o20 U 8mopoz2o ¢pakmopa»). Ecnu aTa
onuMA BKOYEHA, TO BXOA, C U3BECTHOTO YCTPOWCTBA ByAeT 03HayaTb, YTO NOAb30BaTeNb NPoLen ABYXpaKTOpHYIO
ayTeHTMdUKaumio.
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Bxop ¢ n3BecTHOro yctpoicrea

AnuTenbHOCTb 3aNoMUHaHUA 90
ycTpoicTBa

oess

2.2.14 Bxop no pa3oBoOii CCbl/IKe

Bxoga, No pa3oBoit CCbiSIKe UCMOb3YeTCa AN 0becneyeHns aBTOMaTUYECKOTO BXOAA NOC/Ie CaMOCTOATEIbHOW pe-
rMCTPaLLMK NONb30BATE/IEM YYETHOM 3aNNCK, BOCCTAaHOB/IEHMM 3a6bITOr0 NAPO/IA UK NMPU UCNONb30BAHWUM Ceum-
aNbHOrO pPeXKMMa BX04a Npu OTKPbITMM Be6-6pay3epa M3 MOBMAbHOIO NMPUIOKEHUA, B KOTOPOE NpeaBapuUTenbHO
BOLUE/ No/1b30BaTeb.

© nNpumevanue

Mopgpo6HO 3TOT cueHapUit onucaH 34echb.

HacTpoitka meToga BKtOYaeT B cebn yKasaHWe BpemeHMU A4eNCTBUA CCbIIKW, UCMOb3YeMOM A1 aBTOMATUYECKO-
ro exoga. Ytobbl cpaboTan aBTOMaTUYECKUIA BXO4, C MOMEHTA BbIPabOTKM CCbIIKM (NOC/ie yCnewHoro OKoHYa-
HWA PerncTpaLymn UM BOCCTAaHOBAEHWUA NAPOAA AU NOAYYEHUA NAPAMETPA css MOBUIbHLIM NPUIOKEHNEM) A0
MOMEHTa MHULIMMPOBAHWUA BXO4A NONb30BaTENsA NPOLIO He 6o/blue YKa3aHHOro B HAaCTPOMKe BPEMEHMU, U YTO
CCbl/IKa paHee He 6blia UCMOIb30BaHa.

Bxop no pasoBo# ccbinike

BpemA AeicTBUA CCbINTKN 300

OtmeHa CoxpaHuTb

2.2.15 Bxop no QR-Koay

B Blitz Identity Provider npeaycmoTpeHa BO3MOXHOCTb HAaCTPOMUTL BXOA B Be6-npunoxeHue no QR-koay B Kave-
CTBe nepBoro ¢akTopa ayTeHTUGUKaLuu.

Mpouecc BXxoaa YCTPOEH cneaytowmm obpasom:

¢ Tonb3oBaTtenb B 6paysepe MHULMUPYET BXOA B BeO-npunoxeHue. B Blitz Identity Provider otobparkaetcs
CTpaHuua Bxoaa. Ha cTpaHuue Bxoaa nonb3oBaTesb BblbupaeT «BoiTtn no QR Koay».

¢ Blitz Identity Provider oTobparkaeT Ha cTpaHuLe Bxoaa nosib3oBaTtento QR-Koa 1 MHCTpyKumio. QR-Koa nme-
€T OrpaHUYEHHbIN CPOK AencTBMA (N0Ib30BaTE/N0 MOKA3bIBAaETCA TaliMep CO CpOKoMm aelcTensa QR-Koaa).

¢ [Monb3oBaTenb 3anyckaeT MobuabHOE NPUIOKEHME KOMMAHUK, B KOTOPOE BCTPOEHA NOALEPKKA PEXMMA
BXxoZa no QR-Koay, 1 CYMTbIBAET C MOMOLLbLO 3TOro npuaoxeHua QR Koa,.

¢ Mob6uabHOE NpUoKEHME NOKa3bIBAET NONb30BATE/NIO AETaNbHYIO MHPOPMALMIO O BXOAE, MONYYEHHYIO OT
Blitz Identity Provider (uma npunoskeHus, B KOTOpoOe ocyLlecTBAsfeTcs BXxoq, |IP-agpec, bpaysep 1 uma one-
PaLMOHHOWM CUCTEMbI YCTPOMCTBA, HAa KOTOPOM OCYLLLECTBIAETCA BXOA).

¢ [onb3oBaTesib B MOBUIbHOM MPUNOKEHUN NPUHUMAET peLleHmne, PaspeLlmnTb AN 3aNpPeTUTb BXOA,
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e B 3aBMCUMMOCTM OT pelleHnA NoaAb30BaTeNA HA KOMMNbIOTEPE NPOUCXOAUT yCﬂeLUHbIVI BXOA4 NO/ib30BaTeNA B
npunoxXeHne nnn 3anpoc Bxoga OTKIOHAETCA.

© nNpumevanue

MpeaycmoTpeHa BO3MOXHOCTb 0TobparkeHna QR-Koda npu 3anycKe cTpaHuULbl BXxoaa. Mo Bonpocam HacTpo-
K1 obpaluaitTech B TexHMYecKyto noaaep:ky Blitz Identity Provider no agpecy support@idblitz.ru.

HaCTpOVIKa MeTo[a BKNKOYaET B cebs YKa3aHue cneayrouwmnx napameTpos:

e Bpems geictena QR-Koga — B Te4eHME 3TOro CPOKa MoJb30BaTeNb AO/IXKEH cunTaTh QR-KOA M NPUHATL pe-
LWeHWe Mo Bxoay;

® CCblIKA, KOTopaa byaeT 3akoampoBaHa B QR-Kofe — yKasbiBaeT, Kakoe MpuioXKeHue uau Beb cTpaHu-
Ly HYXHO 3anycTuTb B cay4dae cymTbiBaHMA QR-Kofa cTaHOApTHbIM npunoxkeHnem «Kamepa». B Kaue-
CTBE NapameTpa B CCbIJIKYy ByAeT nepenaH 3akoaupoBaHHbIi QR-Kog, (ccbiika byaeT MeTb BUA, QR_URL?
code=b0671081-cb73-4839-8bcl-8c£020457228);

® CCbl/IKA Ha 10roTUN (ONLMOHaNbHO) — AaHHbIV NoroTun ByaeT oTobparkaTbea B LeHTpe QR Koaa.

Bxog no QR-kogy

Bpems aeiicTeus QR-Koaa 120
Ccbinka app.link://universal.link

Ccbinka Ha norotun https://login.company.com/qrcode_logo.png

OTMeHa O6HoBUTL

2.2.16 Bxop no Bxogaliemy 3BOHKY

Blitz Identity Provider no3sonset nepegasatb 04HOPA30BbIE KOAbI A8 peanm3aumm neporo pakTopa ayTeHTUPHU-
Kauuu B Homepe Bxogsawero 3BoHKa (meTog Flash Call). B aTom cnyyae Ha Homep nosb3oBaTtens 6yaeT BbINOAHEH
3BOHOK C 3apaHee HeM3BecTHOro TenepoHHOro Homepa, nocneaHune LMdpbl KOTOPoro NoTpebyeTcA BBECTU ANA
BXOZa. 3BOHOK BbIMO/IHAETCA C pa3peLleHna NoNb30BaTeNs.

[Ona HacTponkn meTtoaa Bxoga no Flash Call BbiInosHUTE ONUCAHHYIO HUXKE NOCNea0BaTE/IbHOCTb AEUCTBUN.

War 1. Ao6aBneHne metoga B blitz.conf

[na Toro, 4Tobbl B MeToAax ayTeHTUdMKaLMM Ha BKNaaKe MepBblii GpakTOp NOABUACA METOL ayTeHTUdUKaL MK
Bxoga, no BXoAsLLeMy 3BOHKY, BbIMOSIHUTE Ceaylolme AencTeus:

1. OTkpoiite ¢ain /usr/share/identityblitz/blitz—config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. B 6noKe HacTpoeKkblitz.prod.local.idp.login.factors B NepBom cnucke AobasbTe 610K HacTpo-
eK ¢ meTogom flashCall:

"login" : {
"factors" : [

[

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"enabled" : false,
"method" : "flashCall"
b

3. lMepesanycTute cepsuChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToaa B KOHCOMU
B KOHCONM ynpaBneHus BbINOAHUTE Caeayowme AeACTBUA:

1. NepenauTe B pasgen AyTeHTUPUKALMA Ha BKAaLKY MepBblit pakTop. B pasaene Bxog no BxogAwemy 3BOHKY
3ajakTe cnegyowme HacTPOMKM:
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Bxopa no BxoaAlemMy 3BOHKY

MoaTsepxaeHne No BXOAAWEMY 3BOHKY [paitsep nposaitaepa 3BOHKOB

A KOPPEKTHO MAEBHTU(MKALMM NONL30BATENA YKAXKMTE, KaknM 06pa3oM A0MkeH (hOPMUPOBATLCA NOMH U KaKoMy aTpUBYTY B MCTOUHIMKE AaHHbIX OH COOTBETCTBYET. Bbl MOXeTe cosnaTh
HECKOSbKO anbTepHaTUBHbIX NPaBun onpeAeneHnA noruHa. BBoa noruHa He YyBCTBUTENEH K PerncTpy.

[inA coapaHuA npasuna UCnonbayiiTe CTPoKK noacTaHoekn. Hanpumep, npasuno CN=${login} o3Ha4aeT, 4To CTPOKA, BBEAEHHAA nosb3oBaTenem, 6yneT cpaBHMBaTLCA C aTpubyTom CN B
XPaHUINLLE AAHHBIX.

MoCMOTPETH CTPOKY NOACTaHOBKM

mobile v ${login} n

+ [06aBUTb YCNOBME

+ A0GABUTb anbTepHATUBHOE NPaBINO

[na noateepxaeHuA Bxoaa byaeT n| H 3BOHOK C 3apaHee Hen3BecTHOro TenedoHHoro Homepa. Monbaosartentio He06xoAMMO BBECTW NocneaHne Lndpbl BXOARLLEro Homepa
AnuHa kopa 6
Bpemn peicteuA 300
Konuuectso nonbiTok 3a 1 10
Bxon
O6uiee KONNYECTBO MOMbITOK 10
BBOAA KoAa
Bpems 6710KMPOBKM NpH 15

npesbileHUn oblero
KONMYECTBa NONLITOK BBOAA
KOpAa, B MUH.

O6uee KONMYECTBO NONbITOK 10
3BOHKA

Bpems 6710KUPOBKM NpU 15
npesbileHMy obluero
KONMHECTBa 3BOHKOB, B MUH.

Hassanue atpuéyrac  mobile .
MOBUNIBHBIM HOMEPOM
nonb3osarens

OTMeHNTb CoxpaHuTb

e Nnuua xoma: KOAMYECTBO NOCAEAHWUX LMdP HOMEpPa BXOAALLErO 3BOHKA, KOTOpble ByayT MCNOb30-
BATbCA B KAYeCTBe Koga Ha nepBom GaKTope ayTeHTUGUKALMM.

® BpeMs [OeHCTBHA! KOJIMYECTBO CEKYHA, NOC/E KOTOPOrO KOA NOATBEPXKAEHUA nepecTaeT AeNCTBO-
BaTb M HEOH6XOAMM NOBTOPHBLI 3BOHOK.

* KONMYECTRBO MOMBITOK 3a ONMH BXOI: KOJAMYECTBO HeyAadHblX MOMbITOK BBOAA Koga noarsep-
KOEHUA NPU OAHOM NONbITKE BX0Aa. ECAM KONMUYECTBO NONbITOK NPEBbIWEHO, TpebyeTcAa NOBTOPHbIN
3BOHOK.

® Ofmee XONMHUECTBO MOMHTOK: OOLLEE YNCNO OTNPABOK KOAOB NOATBEPKAEHUA M MOMbITOK BBOAA
KoZa NOATBEPXKAEHMUSA, MOC/Ie KOTOPOTro AaHHbIN cnocob ayTeHTUdMKaunm byaeTt BpemeHHOo 3ab610Ku-
poBaH.

® BpeMs ONOKHPOBKH IIPH I[IPEBBIIEHHM OOMmMEero XONHMYecTBa IOMNBITOK, B MHHYyTax: B Teye-
HWE YKa3aHHOIo BpemMmeHu ,Cl,aHHbII7I cnocob ayTeHTVICbMKaLIMVI 6yp.eT HeOoCTyneH NoJib30BaTeNto.

® Ofmee XONHUECTBO MNOMHTOK 3BOHKA: ODLLEE YNCNO 3BOHKOB, MOC/E KOTOPOro cnocob ayTeHTu-
duKaumm byaeT BpemeHHO 3a610KMpPOBaH.

® BpeMs ONOKHPOBKH IIPH I[IPEBBIIEHHM OOmero XOonHMdYecTBa 3BOHKOB, B MHUHYyTax: B Teye-
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HWe YKa3aHHOIo BpemMmeHu cnocob aYTEHTVI(bMKaLI,VIM 6VAET HegoCTyneH No/1ib30BaTeNto.

* HaspaHMe aTpubyTa C MOGMILHOM HOMEPOM MONb3oBaTend: BblbepuTe U3 cnMcka aTpubyT, B
KOTOPOM XpaHUTCA Homep TenedoHa Nonb3osaTens. Ha TenedoH 13 AaHHOro aTpubyTa Noab3oBaTens
6YeT NPOVN3BOANTLCA 3BOHOK.

@ BaxHo

HaumetoBaHme atpuéyTa

uid

email

surname

mobile

name

Tun 3HaueHun

Stiing v
String v
String v
String v
String v

Mouck 0683,
O
(w] O
O
(w]

B pasaene UCTOYHUKM AaHHbIX yb6eauTech, YTO AaHHbIA aTPUBYT MOXKET BbiTb MCNONb30BAH ANA
onepaumii noucka.

YHuk.

HaxkmuTte CoxpaHuTb. B pesynbTate KoHduUrypauma metopa byaetr obHOBNEHA M OTOBPA3UTCA BKNaAKa
[paliBep npoBangepa 3BOHKOB.

BxoA no BXoAALeMY 3BOHKY

MoaTeepxaeHne No BXOAALIEMY 3BOHKY [Opaiisep nposaiifiepa 380HKOB.

package flashcall;

3 import
import
5 import
6 import

import
8 import
9 import
import
11 import

13 public

org.s1f4j.LoggerFactory;

org.s1f4j.Logger;

com. identityblitz.
com. identityblitz.
com. identityblitz.
com. identityblitz.
com. identityblitz.
com. identityblitz.

java.util.Collect

json
ions;

.JObj;

core.loop.http.HttpLoop;
core.loop.http.HttpLoopRequest;
core.loop.http.HttpLoopResult;
core.loop.*;

core.loop.http.*;

class FlashCalllFactorFlow implements HttpLoop {
private final org.s1f4j.Logger logger = LoggerFactory.getlLogger("com.identityblitz.idp.flow.dynamic");

@0verride

public HttpLoopRequest run(final JsObj obj, final HttpLoopResult result) {

if (result == null) {

final String number = obj.asString("mobile");

return HttpLoop.callBuilder("POST", "https://03b608980231a301322720ef274b8cfe.m.pipedream.net")

.withHeader("X-Token", "17acf043a7767f9840ab7de86b79838c")

.withBody(JsObj.empty.addString("id", "test_project").addString("dst_number",

number.substring(number.length() - 10)))

.withTimeout(2000)
.build(JsObj.empty);

} else if (result.status() == 200) {
final JsObj body = result.body();
String callerInfo = body.asString("CallerID").substring(@, body.asString("CallerID").length() — 4) + "seers;
if (callerInfo.startswith("g8"))

callerInfo = "7" + callerInfo.substring(1);
return HttpLoop.Ok(JsObj.empty.addString("code", body.asString("CallerID")).addString("caller_info", callerInfo));

//return HttpLoop.0k(JsObj.empty.addString(*"code", "84995111111"));

} else if (result.status() == 502) {
return HttpLoop.error("bad_gateway",

} else {

Collections.<String, String>singletonMap("status",

return HttpLoop.error("wrong_http_status",

Collections.<String, String>singletonMap("status",

+ result.status()));

+ result.status()));

OTMeHUTL CoxpaHuTb

2. HaBKnagke [panBep npoBaiigepa 3BOHKOB 3a4ailTe Npoueaypy Ha Java ana uHterpaumm c REST-cepsrcom
npoBaigepa, NpeaoCTaBAAIOLLErO YCAYry A03BOHA, NO aHAN0MMK C TPUMEPOM HUKe. [nA HanmMcaHuA npo-
Leaypbl UCNOb3YNTE AOKYMEHTALMIO NPOBaaepa U NOAyYEeHHbIE MPU PErMCTPALLUK B CEPBUCE NpOBaine-
pa HaCTPOMKMU.
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Nuctuir 1: NMpumep npoueayps! 4NA MHTErpaunm c nposangepom Flash
Call

s R

package flashcall;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.*;

import com.identityblitz.core.loop.http. *;

import com.identityblitz.json.JObj;

import java.util.Collections;

public class FlashCalllFactorFlow implements HttpLoop {
private final org.slf4j.Logger logger = LoggerFactory.
—getLogger ("com.identityblitz.idp.flow.dynamic") ;

@Override
public HttpLoopRequest run(final JsObject obj, final.
—HttpLoopResult result) {
if (result == null) {
final String number = obj.asString("mobile");
return HttpLoop.callBuilder ("POST", "https://
—03b60898.m.pipedream.net")
.withHeader ("X-Token", "17acf043")
.withBody (JsObject .empty.addString ("id
—", "test_project").addString ("dst_number",
number.
—substring (number.length () - 10)))
.withTimeout (2000)
.build (JsObject.empty) ;
} else if (result.status() == 200) {
final JsObject body = result.body();
String callerInfo = body.asString("CallerID") .

—substring (0, body.asString("CallerID").length() - 4) + "x*x**";
if (callerInfo.startsWith("8"))
callerInfo = "7" + callerInfo.substring(l);
return HttpLoop.Ok (JsObject.empty.addString ("code
—", body.asString("CallerID")) .addString("caller_info", callerInfo));

//return HttpLoop.Ok (JsObject.empty.addString (
—"code", "84995111111"));
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—~singletonMap ("status", "" + result.status()));
} else {
return HttplLoop.error ("wrong_http_status",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}
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© coser

Cm. nodpobHee (cTpaHuua 287) 06 uMmniemMeHTaL MM KaCTOMHbIX OLIMBOK.

3. BknatoumnTe meTtog Bxog no Bxoasiemy 3BOHKY B CNMCKE METOA0B Ha BKnagKe AyteHTuduKaums -> MNepsbli

dakKTop.

2.2.17 Bxop, pa3oBbiM Naposiem Ha ocHoBe BpemeHu (TOTP)

[na nposepku nepeoro pakTopa ayTeHTUPMKALMU C UCNONb30BAHUEM METOAA ayTEHTUPUKALMUM PasoBLi ma—-
ponb Ha OCHOBe BpeMeHH (TOTP) MOMHO MCMONbL30BATb /ItOObIE YCTPOMCTBA M NPOrPamMMbl, COBMECTUMbIE
co cTaHaapTom RFC6238 «TOTP: Time-Based One-Time Password Algorithm»2°. B kauecTse TakoBbIX MOTYT BblITb:

* annapaTHble 6pesnoKK (reHepaTopbl Pa3oBbIX Napoeit) Ha OCHOBE BPEMEHU;

* MObUbHbIE NPUNOXKEHUA.

© nNpumeuanue

Hanbonee n3BecTHble NpuUaoKeHUs ana BbipaboTkn TOTP-koaos: Google Authenticator, Twilio Authy,

FreeOTP Authenticator, Microsoft Authenticator, AHaekc.Kntou.

[ns HacTpoku meToda Bxoaa no PasoBomy naponto Ha ocHoBe BpemeHu (TOTP) BbINONHUTE ONUCAHHYIO HUXKE

nocnenoBaTeIbHOCTb AeNCTBUN.

LWar 1. flo6aBneHne metoga B blitz.conf

[ns Toro, utobbl B MeTogax ayTeHTUdMKaLMM Ha BKAaaKe MepBblii GakTOp NOABUACA METOZ ayTeHTUGMKaLMM

Pa3oBblIl Naposib Ha ocHoBe BpemeHu (TOTP), BbINOAHUTE Cneaytoline AencTBuA:

1. OTKpoiiTe dann /usr/share/identityblitz/blitz-config/blitz.conf.Hanpumep:

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bpasgeneblitz.prod.local.idp.login.factors B nepBbl ¢akTop AobaBbTE:

"login" : {
"factors" : [

[

"enabled" : false,
"method" : "totp"
b

}

L

3. lMepesanycTuTe cepBuChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

29 https://tools.ietf.org/html/rfc6238
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LLar 2. HacTpoiika meToAa B KOHCOMU

O6wme HaCTPOMKKN aNsA AaHHOrO MeToAa 3a4atoTcs B pasgene TOTP-eeHepamopel (CTpaHuua 94), a Ha BKIagKe
MepBblit hakTop B pasaene Pa3oBblit Naposib Ha ocHoBe BpemeHu (TOTP) ToNibKO cneunduyHble.

B KOHCONM ynpaBAeHUA HAaCTPONTe N aKTUBUPYIMTe meTog, Bxoaa no TOTP. ins atoro nepengute B pasgen Aytex-
TMdUMKauma Ha BKNaaxy MNepsbliit paktop. B pasaene Pasosbiii Naposb Ha ocHose BpemeHn (TOTP) 3aaaiiTe cne-
Aytolme HaCTPOMKHM:

e [1ns KOPPEKTHON NAEHTUPMKALMM NONb30BATENS YKAKMTE, KAKUM 06pa3om JonKeH GOpMUMPOBaTLCA N10-
TMH 1 KaKomy aTpmbByTy B UCTOYHUKE AaHHbIX OH COOTBETCTBYET.

® Ofmee XONMMYECTBO MOMEITOX: OOLLEE YMCNO MOMLITOK BBOAA KOAA NOATBEPNKAEHMSA, NOCAEe KOTOPOro
cnocob ayTeHTUdGMKaLumMmM byaeT BpeMeHHO 3ab610KMPOBaH.

® BpeMd OIOKHPOBKH IMPH IIPEBHIIEHHH IIONEITOK, B MHUHYTax: B TeYeHWe YKa3saHHOro BpemeHu crno-
cob ayTeHTUdUKaLMK ByLeT HeLOCTYNEH NONb30BaTENtO.

PasoBblit naponb Ha ocHoBe BpemeHu (TOTP)

[nA KOpPPeKTHOM NAEHTUMKALIN NONb30BATENA YKaXWUTe, KakiMM 06pa3oM A0MKEH (hopMUPOBATLCA NIOTUH U KaKOMy aTpUGYTY B UCTOYHMKE AaHHBIX OH COOTBETCTBYeT. Bbl MOXeTe cosfnaTth
HECKO/bKO anbTepHaTUBHbIX NPaBuN OnpeaeneHna oruHa. Beoa noruHa He YyBCTBUTENEH K perncTpy.

[nA cosgaHuA npasnna ucnonb3yiTe cTpoku noacTaHosku. Hanpumep, npasuno CN=${login} osHa4aeT, 4TO CTPOKa, BBEAEHHAA Nonb3oBaTenem, byaeT cpaBHMBaThLCA C aTpubytom CN B
XPaHUNMLLE AaHHbIX.

MocMOTpeTb CTPOKM NOACTAHOBKM

mail v = Hlogin} n

+ N06aBUTh ycnosue

+ n06aB1Tb anbTepHaTMBHOE NpaBUIo

BasoBble HacTpoWKKu meToga

[InA KoppeKTHOi paboTbl BXOAA C MOMOLLBIO Pa3oBOro NaponA, creHepupoBaHHoro metoaom TOTP, Heo6xoavMo ykasaTh 6a3oBble HACTPOKM MeToaa. HekoTopble HacTpoVikKu MeToaa
yKa3sbIBalOTCA NP NPUBA3KE YCTPONCTBA K YYETHOM 3anucy nonb3osarena (cMm. pasaen "Monb3osatenn')

O6Lwee KONMYECTBO NONbITOK 5

BpemaA 610KMPOBKY Npu 1
NPeBbILEHNN NOMBITOK, B MUH.

omera

B 610Ke MNpasuia Bbibopa XpaHMAMLLA aTPUBYTOB MOXKHO HAaCTPOUTL NPaBKAa, NPU BbINOJAHEHUM KOTOPbIX MOUCK
nonb3oBaTens byaeT OCyLWEeCcTBAATLCA TONIbKO B YKa3aHHOM XpaHuauwe. MpasBuia Bbibopa xpaHuanwa aTpubyTos
onucaHbl B pasgene exo0 1o a02uHy U naposto (cTpaHuua 98).

2.2.18 Bxopg no PIN-koay

B Blitz Identity Provider npegycmoTpeHa Bo3amoxHoCTb Bxoga no PIN-kogy. PIN-kog moxkeT 6bITb 3anpoLueH anbo
nocne BBoAa NIOrMHa 1 napons, imbo BmecTo 4aHHOro meTtoaa. A 3Toro Heo6XoAMMO BKIOUUTL MeToZ, 8x00a
no ussecmHomy ycmpolicmay (cTpaHuua 114).

War 1. Ao6aBneHne metoga B blitz.conf

[nsToro, 4Tobbl B MeToAax ayTeHTUdMKaL MM Ha BKNaaKe BTopoit dpakTop noasuaca metog ayteHTMdumKauum Nog-
TBEpKAeHUe PIN-Kogom, TO BbINOJIHUTE C/ieaytolne AeNCTBUSA:

1. OTkpoiite ¢pakn /usr/share/identityblitz/blitz—config/blitz.conf. Hanpumep:
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[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf }

2. Mpu HeobxogmMmocTn pobasbTe MeToh 8xoda o uszsecmHomy ycmpolicmsy (ctpaHuua 114) B pasgen
blitz.prod.local.idp.login.factors B NepBbli CNUCOK:

g
"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "knownDevice"

}I

i ) MpumeyaHue

3710 Heobx0AMMO caenaTb A4/1A TOro, YTobbl MPM NOBTOPHOM BXOZE 3anpalimnBasaca ToabKo PIN-Koa.

3. [ob6asbTe meTog Bxoga no PIN-Koay B pasaenblitz.prod.local.idp.login. factors BO BTOPOM CMK-
COK:

p
"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "pinCode"

by

4. lNepe3anycTuTe cCepBuUChbl.

{sudo systemctl restart blitz-idp blitz-console blitz-recovery }

LLar 2. HacTpoiika meToga B KOHCONMM
B KOHCOMM ynpaBAeHUs HAaCTPOMTE N aKTUBUPYITE MeToa NoaTBepKaeHMs Bxoga no PIN-koay. na aToro Bbinon-
HUTe cneayoline AencTema:
1. NepeiauTe B pasgen AyTeHTUPUKALMA Ha BKNaAKy Bropoit dpakTop. B pasaene NoarsepxaeHue PIN-kogom
3ajakTe cneayowme HacTPOMKM:

® KONuuecTBO MONBITOK: NOC/E MPEeBbIWEHUA YKa3aHHOro Yncna HesepHbix BBogos PIN y nonb3osa-
Tens 6yaeT BpeMeHHO 3a6/10KMPOBAH 3TOT METOZ, ayTEHTUDUKALMM.
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Cpox xusHu PIN-kxoma, cek:3afaeT NPoAO/IKUTENbHOCTb AeiCTBUA ycTaHoBNeHHOro PIN-Koaa B
cekyHaax. Moc/ie ncreyeHms 3Toro BpemeHn TpebyeTcs ycTaHoBUTb HOBbIN PIN.

MaxcuManbHEE MepUON HeakTHBHOCTH, cek:MAKCUMMAsbHbIA NepUos MexXay ABYMA yChellHbl-
mu Bxogamu no PIN. Ecaum npesbilieH, PIN TpebyeTca ycTaHOBUTb 3aHOBO.

Onuxa PIN-xoma: Konmyectso undp B PIN-koae (oT 4 go 8).

2. HaXmuTe Ha KHOMKY COXpaHHUTh.

MoateepxaeHne PIN-koaoM

Konunyecreo nonbITok

Cpok wu3Hu PIN-koaa,

cexK.

MakcumansHbIi nepuog 2592000

HeaKTUBHOCTM, CeK.
AnuHa PIN-koga 4

Moka3biBaTb NoATEBEPXAAKOLLEe OKHO NPpU HaxaTun «3abeinn MNNH-koa?

ovens

3. Mepengute B pasgene AyTeHTUGUKaLMA BO BKAaAKY BTopoit dpakTop.

4. Bknwounte metoq lonreepxnenue PIN-xomow, nepeseaAa Nnepekso4yaTesib B NpaBoe NoioXKeHUe.

2.2.19 ABTOMaTH4YecKas MAEeHTUPUKaLUA NONb30BaTeNA NO CBOMCTBAM CECCUM

Blitz Identity Provider moeT BbINO/HATbL aBTOMATUYECKYO UAEHTUDUKALMIO NONb30BATENA U NpeaoCcTaB/ieHme
[0CTyna no NpeABapuTeNbHO BbIYMCIEHHBIM CBOMCTBaM ceccuu. MNoanepusatoTtca tobble CBOMCTBA CECCUU, KO-
Topble MOTyT BbITb ONpeaeneHbl cpeacTBaMmn 3aKkasumnka U npegoctasneHsl B Blitz Identity Provider.

A

N
© coser
YacTHbIM C/ly4aeM UCMONb30BAHKA METOAA ABAAETCA BXOZ, MO/Ib30BATENA MO HOMEPY MOBUABLHOTO TenedoHa,
aBTOMaTUYECKM OnpeaeneHHoro no ero IP-agpecy 3akasuMKoM-0nepaTopoOM COTOBOM CBA3N.

Y,

A BHUMaHue

ABTOMaTMYeCKan M,D,eHTMd)MKaLI,Mﬂ BO3MOXHa TO/ZIbKO ONA nepBoro cbaKTopa.

[nancnonb3oBaHmMAa 4aHHOTO MeToaa ayTEHTMd)MKaLI,MM BbINO/IHNTE ONMUCAHHYIO HMXKe Nocnen0BaTe/IbHOCTb nen-

CTBUN.
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War 1. flo6aBneHue meTtoaa B blitz.conf

[ns Toro 4tobbl METOZ aBTOMATUYECKOWN UAEHTUDMKAL MM OTOBPaXKanca Ha BKAaAKe AyTeHTUdMKaLmsa -> MNepsbii
baKTOp, BbINOAHWTE CeaytoLLMe AeUCTBUSA:

1. OtkpoiiTe paiin KoOHPUrypaumm /usr/share/identityblitz/blitz—config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf }

2. [lobaBbTe meTon B CMNUCOK AOCTYMHbIX MeToAoB nepsoro ¢aktopa 610Ka blitz.prod.local.idp.
login.factors NO aHaNOMMKU C NPUMEPOM HuKe. MeTozabl NepBoro ¢GakTopa 3a4atoTca B NEPBOM Cek-
uun 6noka. HaseaHMe meToaa AOMKHO COCTOATb U3 NpedUKca sprop_ U MAEHTUOUKATOPa: Hanpumep, Yy
MeToAa sprop_msisdn U3 NpUmepa UAeHTUOUKATOP msisdn.

© nNpumeyanue

MoxHOo AOGaBMTb HECKOJ/IbKO meTo408B.

p
"login" : {
"factors" : [

[

"enabled" : false,
"method" : "sprop_msisdn"
b

3. lNepesarpysuTe cepBuChl.

[sudo systemctl restart blitz-idp blitz-console

LLar 2. HacTpoiika meToAa B KOHCONU
KoHdurypauma meTtoaa B KOHCOMM yNpaBAeHUA BbINONHAETCA cneayowmm obpasom:

1. B KoHcoau ynpaBaeHus nepengute AyteHTudurKauma -> Mepsblit pakTop -> HACTPOMKK MmeToaa ABTomaTu-
yeckas ngeHTnduKaums.

2. BbINosHWUTE MaNMMHI aTpUbyTa, XPaHALLErocs B UCTOYHMKe AaHHbIX Blitz Identity Provider, Ha cBolicTBO
ceccuu, Nosy4yaemoe OT cepBMca 3aKasumKa Npwm BbINOJHEHMMW NpoLeaypbl Bxoaa. Mocae nonyYyeHns cBowm-
ctBa ceccum Blitz Identity Provider BbINOAHWUT MNOMCK €ro 3Ha4YeHUA CPean 3HaYeHUl yKasaHHOro aTpu-
6yTa M B c/iyyae ycnexa paspeLlunT BXog MO COOTBETCTBYIOWEN yyeTHoM 3anucu. Hanpumep, mannuHr
phone_number=${p_msisdn} O03Ha4aeT, YTO CBOMCTBO CECCUU p_msisdn ByAeT cpaBHMBATLCA C aTpU-
6yTOM phone_number B XpaHUAULLE AAHHbIX.

© coser

Bbl MoKeTe f,06aBUTb HECKONBKO YCIOBUI A1A NOWCKa cpeaun aTpubyToB, KOTOPbIE AOMKHbI BbINOA-
HWUTLCA OAHOBPEMEHHO, YTOBbI M0/b30BaTeNb 6bl1 UAEHTUGULMPOBAH, a TaKKe BBECTU a/ibTepHATUB-
HOe npasuso.
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ABTOmMaTuuyeckan M,QCHTM(‘)MK&LLMR

WpeHntudgmukarop msisdn

[InA KOppeKTHO paboTbl METOAA YKaXWTe, Kakue CBONCTBaM TeKyLLei Ceccuit COOTBETCTBYIOT KakuM aTpubyTam B UCTOYHUKE AaHHbIX. Bbl MOXeTe co3aaTb
HECKONbKO anbTepHATUBHbIX NpaBun.

Hanpumep, npasuno phone_number=${p_msisdn} o3Ha4aeT, 4TO CBOACTBO ceccu p_msisdn , OyAeT CpaBHUBATLCA C aTPUOYTOM phone_number B XpaHunuiie

AaHHBIX

phone_number v = ${p_msisdn} n

+ no6aBuTh anbTepHaTUBHOE NPaBUNo
(0 He nokasbiBaTe NoNb30BaTENIO IKPaH C NOATBEPXASHUEM BXOAA

WpeHntudmkarop ${phone_number&maskinMiddle(7.2)}
nons3osarena

OTtmeHa CoxpaHuTtb

3. Mo ymonuyaHuio nociae aBTOMaTUYECKON nAeHTUOUKALMM NOAb30BaTeNA HA ero sKkpaHe otobparkaeTca ero
naeHTMOMKaATOpP M 3anpoc Ha NOATBEPKAEHME BXOAa. 3aaaliTe npasmno Ana GopMmpoBaHma MaeHTUH-
KaTopa No/ab30BaTeNs U3 ero aTpMbyToB B BUAE CTPOKM NOACTAHOBKM. ITO MOXKET BbITb 3aMaCKMPOBAHHbIV
Homep TenedoHa, UMA Nonb3osaTensa u ap.

LOna toro YTOObI AE€aKTUBMNPOBATb NoATBepXKAEeHNE BXOAa, NOCTaBbTe ¢na»(o+< He nokasbiBaTb NOAb30Ba-
TeNK 3KPaH C noareepXaAeHnem Bxoaa.

4. Haxmwnte CoxpaHuTb.

5. o yMmOA4aHMIO NOUCK Noab3oBaTeneit ana ayTeHTUGUKaLMM NPOUCXOAUT BO BCEX aKTUBHbIX XPaHUAMLLAX.
B 6510Ke MpaBurna BbIbopa XpaHUAULLA aTPUBYTOB MOXKHO HacTPOUTL NPaBMUAA, MPU BbINMOJHEHMUM KOTOPbIX
NOMUCK NoNb30BaTeNs byAeT OCyLLecTBAATLCA B ONpeaeseHHOM XpaHuauwe. MoXKHO 3a4,aTb HECKOIbKO alb-
TEPHATMBHbIX NPaBW/ BbI6OPa XPaHMIMLLA. ITO NO3BOMUT ayTEHTUDULMPOBATL OAHMX NOb30BaTe/Iel No

O4HOMY XPaHUULLY, APYTUX — MO APYrOMYy.
[ns cospaHna npasna UCNonb3yinTe Cnedytowme KOMMOHEHTbI:
e (HNAKOK not: NPU3HAK MHBEPTUPOBAHUA YCNOBUS;

* MepBblli CTONOEL: NPOBEPAEMOE BbIPaXKeHME, HanpumMmep, aTPUOYT y4eTHOM 3anucK, ngeHTMdrKaTopa
NPUNONKEHUA U Np.;

e BTOpOW cTON6eL;: ycnoBue Bbibopa B BUAE PErYNAPHOTO BblParKeHWs, Hanpumep, 3Ha4yeHue aTpmbyTa
NoAb30BaTeNs, 3HaYEeHME UAEHTUPUKATOPA NPUNONKEHNA U Np.

Hanpumep, 415 Toro 4tobbl ayTeHTUGULMPOBATL BCEX NOb30BaTeNel, HoMep TenedhoHa KOTOPbIX Coaep-
YKUT Ko 980, B yKa3aHHOM XPaHW/IMLLE, CO34aiTe NPaBMO, KaK MOKA3aHO Ha PUCYHKE HUKeE.
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Mpasuna Bbi6opa XxpaHunuia aTpubyToB

Mo ymon4aHuio NOUCK nonb3osaTeneit ANA ayTeHTUMUKaLmMm NpoMcxoauT BO BCEX aKTUBHbBIX XpaHunuwax. B faHHOM 6110Ke MOXHO HaCcTpoUTL Npasuna, npu
BbINONHEHUM KOTOPbIX NOUCK Nonb3osaTtena OyaeT OCyWecTBNATLCA B ONpeAe/IeHHOM XpaHunuiLe.

MO>HO 3af1aTb HECKO/bKO anbTepHaTUBHbLIX NPaBUN BbIGOPa XpaHunmLia. 3TO NO3BONUT ayTEeHTU(ULUMPOBATL OAHNX NONb30BATENEl MO OAHOMY XpaHUNWLLY,
APYrux - No apyromy.

[inA cozpaHnA npasuna UCNONb3YUTE CTPOKKU NOACTAHOBKK.

MocMOTpeTL CTPOKU NOACTAHOBKU

${_rpId_}  wvpeHTUMKaTOp NPUNOXeHuA (client_id), B KOTOPOe BXOAUT NoNb3oBaTesNb

XpaHunuuwe aTpubytos Mpasuno cooTeeTcTBUA

O not
Lling ${phone_number} \+7\(980Y).*
bip-didap01 v

+ [lo6aBuTb anbTEepHaTUBHOE yCNoBue

+ [lo6aeuTb Nnpasmno

OTtmeHa CoxpaHuTb

6. Haxkmute CoxpaHuTb.

LWar 3. Co3pgaHue npoueaypbl Bxoaa

[ns Mcnonb3oBaHMA aBTOMaTMYECKOM aeHTUdMKaumm Heobxoanmo cozdame npouedypy 8xooa (cTpaHunua 264),
BbIMO/IHAEMYIO O NPOXOXKAEH WA NepBOro GpakTopa ayTeHTUOUKALMM, KOTOPan byaeT 3anpallnBaTh CBOMCTBA Cec-
CUK OT cepBUCa 3aKasumKa. Hanpumep, B YaCTHOM C/ly4ae Npu BXOAE MO aBTOMATUUYECKM onpeaesieHHOMY HOMepy
TenedoHa npoueaypa LOMKHA BbINONHATL Cleaytowme aeicTBus:

1. OnpegeneHue IP-agpeca nonb3osaTens. B cnyyae ecnm IP-agpec nexuT B yCTaHOBAEHHOM AManasoHe, Npo-
M3BOAMTCA BbI3OB CepBMCa 3aKa3uMKa-onepaTopa COTOBOW CBA3M A/1A onpesesieHna Homepa MobUIbHOTo
TenedoHa.

2. Mocne nonyyeHna Homepa TenedoHa npoueaypa sanpawmsaet y Blitz Identity Provider Bxoa metogom aB-
TOMaTUYeCKOM naeHTMdUKaLmu.

Mpvmep KoZa, 3aMyCKaloLWero BXo4 MeToA0M aBTOMATUYECKON UAeHTUOUKaALMK (sprop_msisdn), ecam cBon-
CTBO CECCMM p_msisdn MMeET 3HaueHne +79161234567:

//CBOHCTBO CECCHH H €ro 3HauYeHHEe, OPH KOTOPEIX OyOEeT BLIIOIHEH BXOL

String propName = "p_msisdn";
String propValue = "+79161234567";
String propMethod = "sprop_msisdn";

// IDobaBneHHe CBOHCTBa CECCHH B KOHTEKT
Props sProps = ctx.sessionProps () .addStringProp (propName, propValue);
return StrategyState

.MORE_BUILDER ()

//3anyck BxXoga OO CBOHCTBY CECCHH (METOL C HIEHTHPHKATOPOM Sprop_msisdn),.
—adJIbTEPHATHBHBIE METONbl — BXOII IO IIApOoJlIln H SMS.

.addMethods (new String[] {propMethod, "password", "sms"})

//YCTaHOBKa CBOHCTB CECCHH H3 KOHTEKCTAa

.setSessionProps (sProps)

//3anyck Meroma sprop_msisdn (OpH yCHIOBHH, UYTO OH BKIOUYEH H CKOHQHIYDHPOBAH) ,_
—IIOHCK HNOJb30BaTend C HoMepoM +79161234567, ayreHTHQHKALHSI, E€CIH HOIb30BATEIb
—HaHOEH.

Jbuild()
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LWar 4. Kactromusayusa TeKcTos

Ecnv Bbl UCNONb3yeTe HECKO/IbKO MeToA08 asmomamu4eckoli udeHmugukayuu (cTpaHuua 124), cnepyeT npose-
CTM KacTOMM3aLMI0 TEKCTOB MHTEpdECa ANA KaXKA0ro U3 HUX, PYKOBOACTBYACh asg20pummom (cTpaHuua 325).

B naeHTMOMKATOP TEKCTOBOM CTPOKM NOHAZ06UTCA BKAOUUTL MUMA MeToaa Wau ugeHtndukatop meroga. Nmsa
meToga onpedesneHo (cTpaHuua 125) B darine kKoHdUrypaumm /usr/share/identityblitz/blitz-config/
blitz.conf U CcOCTOUT U3 NpedmrKca sprop_ U MAEHTUOMKATOPA MeToa: Hanpumep, y MeTofa sprop_msisdn
naeHTMdmKaTop msisdn.

[Na KacToMmU3aLmMmM UCNONb3YIOTCA CaeaytoLme cnocobbl U CTPOKM:

®dopma Bxopa

KacTomm3auma c NOMOLLLbI0 UMEHU MeToda <sprop_id>:

login.methods.sprop.head.title.<sprop_id>=lonTBepxneHne BxOoma IO HOMepy TenedoHa
login.methods.sprop.info.<sprop_id>=Bam HoMep<br><strong>{0}</strong>.
login.methods.sprop.btn.consent.<sprop_id>=Bo#Tu
login.methods.sprop.btn.refuse.<sprop_id>=Bo#TuU nOIm OPYIrUM HOMEPOM

0706pame|-me mMmeTo[a B CNUCKe AO0CTYNHbIX mMeToa0B Npu ayTeHTMCbMKaLIMM

KacTtomum3auma c NOMoLLbio MaeHTUdUKaTopa meToda <id>:

login.methods.switcher.title.sprop.<id>=ABTOBxXOHL IO HOMepy TenedpoHa
login.methods.switcher.label.sprop.<id>=ABTOBxXOL IO HOMEpPy TenedpoHa

OTo6parkeHne meToAa B CMUCKE METOL0B B KOHCO/IU YNpaB/ieHuUs

KacTomusaumsa c NOMOLLbI0 MMEHU MeToAa <sprop_id>:

page.authn.<sprop_id>.title=ABTOBXOI MO HOMepy TenedoHa
page.authn.<sprop_id>.info=l0nd uneHTUOUKALMU [NONb3OBATENYd HCIONL3YEeTCHd CBOHUCTBO.
—ceccHu p_msisdn, KOTOpOe BHIUHUCIIETCHI M COXPAHAETCH NPHU CTAPTE NPOLEnyphl BXOLa.

¢opma HaCTpOVIKM mMmeToga B KOHCONU

Kactomusayma c nomoLbio MMeHn metoaa <sprop_id>:

page.method.sprop.title.<sprop_id>=ABTOBXOI IO HOMepy TenedoHa
page.method.sprop.info.<sprop_id>=<p>[nd XKOPPEeKTHOU pabOoThl aBTOBXOOA YKaXUTE, .
—KakKue CBOMCTBaAM TeKylled CEeCCHU COOTBETCTBYIOT KakKuM aTpubyTaM B HCTOUYHHKE NAHHHIX...
— BBl MOXeTe CO30aThb HECKONbKO albTEePHATHUBHBIX NpaBul. </p>Hanpumep, mnpaeuino <code>
—phone_number=$'{p_msisdn}'</code> osHauaeT, UYTO CBOHCTBO ceccuu <code>p_msisdn</
—code>, 6ymneT cpaBHHBATbLCYI C aTpubyrtoMm <code>phone_number</code> B XpaHUIHUIE. .

< IOAHHHX . </p>

Pe3yanaT BbINO/IHEHMNA MEeTOoA4a Ha BK/1agKe Cob6bITHA KOHCONU ynpasnieHua
e YcnewHbln BXoa: fobasbTe CTPOKY audit .method.<sprop_id>.

¢ Bxopg, He BbINO/HEH: f06aBbTe CTPOKY console.audit.type.auth_failed.<sprop_id>.

audit.method.<sprop_id>=ABTOBXOI IO HOMepPy TenedoHa
console.audit.type.auth_failed.sprop_msisdn=Ommbxa aBTOBXOma IO HOMepy TenedoHa
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0106pa»(eHMe cobbiTnA HeycnewHoro exoaa B JInuHom KabuHete

,ﬂ,ﬂﬂ 0T06pa)KEHVIﬂ HeycnewHoro exoga B NTnyHom KabuHeTe nonb3oBaTensa ,Cl,06aBbTe CTPOKY profile.audit.
type.auth_failed.<sprop_id>.

[profile.audit.type.auth_failed.<sprop_id>=0u.m6)<a aBTOBXOHOa MO HoMepy TenedoHa

2.2.20 MNoparBep}KAeHMe BXOAa pa30BbiM Naposiem Ha ocHose coctosaHuAa (HOTP)

[na nposepku BTOporo paktopa ayTeHTUMKALMUM C UCMONb30BAHMEM METOAa ayTeHTUMKaLUKM «Pa3oBbIi na-
ponb Ha ocHoBe cekpeTa (HOTP)» MOXKHO UCMONb30BaTb 11060 annapaTHbIN 6pesiok, COBMECTUMbIN CO CTaHAap-
Tom RFC4226 «HOTP: An HMAC-Based One-Time Password Algorithm»3°.

Ons ncnonbsosaHua HOTP Heobxoanmo:
® HacTPOWTb W BKAOYUTL AaHHbIN MeTog, ayTeHTUGUKaLmu;

e 3arpy3utb B Blitz Identity Provider ¢aiin ¢ onucaHnamm HOTP-ycTpoicTe. ®aiin ¢ onucaHMamM npego-
cTaBnneT noctaBwmk HOTP-ycTponcts. Ana 3arpysku ¢aiiia ¢ onMcaHMEM MCMO/b3YeTca pasgen MeHo
«Ycmpolicmea» B KOHconu ynpasneHus Blitz Identity Provider;

¢ npusAsaTb HOTP-ycTpOMCTBO K y4eTHOM 3anncu nosib3oBaTens 1 BblaaTb HOTP-ycTpoicTBO Nonb3oBaTtento.
MpWBA3KY MOXHO BbINOAHUTL ABYMA crocobammn — nnbo afMUHUCTPATOP NPMBA3bLIBAET YCTPOMCTBO MO ce-
PURHOMY HOMEpPY K Y4eTHOW 3anncy Nosb3oBaTeNsA B KOHCONW yNpaBaeHUA B MeHIo «[Tose308amenu», nn-
60 nonb3oBaTe/b NPUBA3bLIBAET YCTPOMCTBO K CBOEM YYETHOM 3aMMCU CaMOCTOATE/IbHO C UCMOJIb30BaHMEM
Beb-npunoxeHua «/IudHblli KabuHem».

Pa3zoBbiit naponb Ha ocHoBe cekpeta (HOTP)

[nA KoppeKTHO paboTbl BXxoAa C NOMOLLbIO pa3oBOro Napons, creHepupoeaHHoro metogom HOTP, Heo6xoaMmo yKasaTb 6a30Bble HaCTPOMKK meToaa Cneuuduyeckue
HaCcTPOKW MeTOAa YKasblBalOTCA NPU NPUBA3KE YCTPOCTBA K YYETHOI 3anucu nonb3osartena (cMm. pazaen "Monb3osaTtenu”)

AonycTumoe OTK/IOHeHue 1

OTKNoHeHue anA 1000
CMHXPOHU3aUMK

O6uwee KonuyecTso 5
nonbIToK

Bpemna 6n10KMpOBKU NpuU 15
npesbllWeHnn NONbITOK, B
MMH.

orvera

[NnAa HacTpolikM meToda ayTeHTUdMKaumMm «Pa30oBbIit Naponb Ha ocHoBe cekpeTa (HOTP)» Heobxoanmo 3a4ath:

* MaKCcMMasibHOE AOMNYCTUMOE OTK/JIOHEHME MPU NPOBEPKE KoAa — KOMYECTBO MOCNeayoWmnX Kogos (Ha-
npuMmep, ecnn NoAb3oBaTeNb CIYYaiHO HaXKal KHOMKY reHepMpoBaHNA HOBOrO Napos 1 He UCNONb30BaN
€ro B npouecce ayTeHTUdUKaLMK), NpU KOTOPOM ayTeHTUOUKaLMA NporaeT ycnewwHo. Mpu 3Tom Npu BBoAE
nosnb3oBaTenem nNpaBuabHOro Koga Blitz Identity Provider aBTomaTyecku BOCCTaHOBUT CUHXPOHM3aLUMIO C
YCTPOMCTBOM;

® OTK/IOHEHWE AN CMHXPOHM3ALMM — eC/IN NO/b30BaTe/ib MHOTOKPaTHO ByAeT HaXMmaTb Ha YCTpoMcTse
KHOMKY BblpabOTKM Koga M He ByaeT Mcnosb30BaTh KOA A1A MOATBEPNKAEHUA BXOAa, TO YCTPOMCTBO ne-
pecTaHeT 6bITb CUHXPOHU3NPOBaHHbIM C cepBepoM. B 3Tom ciyyae npu ovepegHOM BXOAE NOb30BaTeNsA B

30 https://tools.ietf.org/html/rfc4226
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Blitz Identity Provider emy Ha cTpaHuue Bxoga byaeT npen/ioKeHo NpoiTH NpoLeaypy CBEPKU YCTPOMCTBA.
[ns 3Toro nonb3oBaTeNb BBEAET TPU NOC/NEA0BATE/IbHO BbIPabOTaHHbIX YCTPOWCTBOM KoZa NOATBEPKAE-
HuA. [lanee B COOTBETCTBMM C 3afaHHON HACTPOMKOM «OmKnoHeHuUe 045 cuHxpoHuzayuu» Blitz Identity
Provider nposepwT, BCTpeUaeTcs M BBeAeHHan No/b30BaTeNeM Noc/ie40BaTe/IbHOCTb KOAOB, Y BOCCTaHO-
BMT CUHXPOHM3ALMIO C YCTPONCTBOM B C/lyYae ycnexa;

¢ ob6Llee KONMYECTBO NOMbITOK —YMUCI0 NOMNbITOK BBOAA KOA4A NOATBEPKAEHMNA, MOC/e KOTOPOro AaHHbIN cro-
cob noaTBeprKAeHMA byaeT 3a6/10KMPOBaH;

* Bpems 6NOKMPOBKM MPU NPEBbLILIEHNN NOMNbITOK (B MUHYTaXx).

2.2.21 MopaTBepKAeHUe BXo[a pa3oBbimM Naponem Ha ocHoBe BpemeHu (TOTP)

[na nposepkun BTOporo pakTopa ayTeHTUUKALUM C UCMONb30BAHMEM METOAA ayTeHTUMKaLMKM «Pa3oBbIi na-
ponb Ha ocHoBe BpemeHun (TOTP)» MOXHO MCMOAb30BaTb tobble YCTPOMCTBA M MPOrPaMmbl, COBMECTUMbIE CO
cTaHgapTom RFC6238 «TOTP: Time-Based One-Time Password Algorithm»3!. B kauecTse TakoBbIX MOFYT 6biTb:

* annapaTtHble 6pesioKK (reHepaTopbl Pa3oBbIX Napo/eit) Ha OCHOBE BPEMEHMU;

* MObUbHblE NPUNOXKEHUA.

© nNpumeuanue

Hanbonee n3BecTHble NpuaoxKeHUs ana BbipaboTkn TOTP-koaos: Google Authenticator, Twilio Authy,
FreeOTP Authenticator, Microsoft Authenticator, AHaekc.Kntou.

Obume HaCTPOMKM oA JaHHOTO MeToAa 3a4atoTca B pasgene TOTP-eeHepamopes! (cTpaHuua 94), a Ha BKNagKe
BTopoli ¢pakTop B pasaene Pa3oBbiii Naposib Ha ocHoBe BpemeHu (TOTP) TonbKo cneynduryHbie.

YKaxkute CI'IeLJ,I/Id)M"IHbIe HaCTpOﬁKM B AaHHOM pa3jene:

e O6LLee KONNYECTBO NOMBITOK - YKaXKMTe obLee YNCA0 NONbITOK BBOAA KOAA NOATBEPKAEHUA, MOC/AE KOTO-
poro cnocob ayteHTMdUKaunmM byaeT BpemeHHO 3a6/10KMpPOBaH;

e Bpemsa 6nOKMpOBKM npu npesbllWLeHNUN NONbITOK, B MUHYTAX - YKa*XUTe B TeHeHNe Kakoro BpemeHun cnocob
BYTeHTVId)MKaLI,VIVI 6YAET HegoCTyneH No/ib30BaTeNto.

PasoBbiil naponb Ha ocHoBe BpemeHu (TOTP)

Ba3oBble HacTpoliku meToaa

[inA KoppeKTHOI paboTbl BXOAa C MOMOLLBIO Pa30BOro Naposid, creHepupoBaHHoro metogom TOTP, Heobxoanmo ykasaTb 6a3oBble HACTPONKM MeToaa. HekoTopble HacTpOiikK MeToaa
yKa3sbIBaOTCA NPU NPUBA3KE YCTPOMCTBA K y4eTHOW 3anucu nonb3osatena (cMm. paszaen "Mons3osartenn')

0O6wee KONMYECTBO NONbLITOK 10

Bpemna 6noKMpoBKM Npu 15
MPEeBbILWEHUN NOMBITOK, B MUH.

OtmeHa CoxpaHuTs

31 https://tools.ietf.org/html/rfc6238
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2.2.22 MpuBA3Ka YCTPOUCTB K YYETHbIM 3aNUCAM NoJsib3oBaTenemn

MNpusaska HOTP 1 TOTP ycTpoIACTB Yepes KOHCO/b YPaBAEHNSA OTIMYAETCA B 3aBMCMMOCTM OT TOTFO, UCMOJb3YHOTCA
annapaTHble 6Penokn nam MmobuabHble NPUNOKEHUS.

Mpueaska annapaTHbIXx 6penokos

[ns BO3MOXKHOCTU Mcnonb3oBaHMa annapaTHbix HOTP u TOTP ycTpoIACTB B KayecTBe cpeacTs ayTeHTUdUKaLmm
aAMUHUCTPATOP AO/KEH NPeABapUTENbHO 3arpy3nTb B KOHCONM YNPaBAEHUA B MeHto «Ycmpolicmea» dain c
OMUCAHWAMM NAPTUKN YCTPOMCTB, MOYYEHHOM OT UX NOCTaBLUMKa. Palin cOAepPKUT CBEAEHNA O CEPUNHOM HOMe-
pe yCTPOMCTBa, BEKTOPE MHULMANM3ALMN U pAg, APYrvX HacTpoeK. Blitz Identity Provider nogaep»kusaet 3arpysky
¢dainoB pacnpoctpaHeHHbIx dopmaTos (cneumannsnposaHHbie XML-bainbl, CSV-dainbl) OT pasnMUHbIX NPOU3-
BOAMTENEN YCTPOWCTB.

Hazeauwe reseparopa
DopMaT AaHHBIX YubiKey Traditional CS -

Dann C AaHHbIMK

[Nna BbINONHEHMA 3arpy3kn darna Hy»KHO 3a4aTb UMA A1 3arpy’KaeMoro reHepaTopa (3To MoXKeT 6biTb, Hanpu-
Mep, UMSA ycTpoincTea), dopmaT AaHHbIX, a TaKXKe NyTb K paliny ¢ onucaHMAMK yCTPOMCTB. Mo HaxKaTuM KHOMKK
«3arpy3utb» Blitz Identity Provider coobwwuT, CKo/IbKO 3anumcen ycTpoicTB bblao 3arpykeHo uamn otbpolieHo (ec-
N UX onucaHue B daine H6bI10 HEKOPPEKTHO, NGO 3anncb 06 YCTPOICTBE yiKe NPUCYTCTBYIOT B CUCTEME).

Mpumep 3arpykaemoro ¢aina popmata Aladdin/SafeNet XML ana HOTP yctpowncts ¢ anroputmom SHA-1 ¢
MWHMMaNbHbIM HaBopPOM NapameTpoB:

<?xml version="1.0" encoding="utf-8"7?>
<Tokens>
<Token serial="SN123">
<Applications>
<Application>
<Seed>7bbal06e428231c4d4e78361375d161c2d59b40b</Seed>
<MovingFactor>0</MovingFactor>
</Application>
</Applications>
</Token>
</Tokens>
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MoAcHeHWA No 3HaYeHMAM NapameTpos B paiine:
® serial —CcepuitHbIA HOMEpP YCTPOMCTBA.

® Seed — KNKOY YCTPOMCTBA B WeCTHaguaTepuiHom (hex) popmarte.

© nNpumeuanue

Ecaun gna amynaumm HOTP-ycTpoicTBa MCNONb3YeTCA NPOrpaMMHbIN reHepaTop 04HOPAa30BbIX KOAOB,
TO 06bIYHO B MPOrPaMMHOM reHepaTope B KayecTse CeKpeTa BBOAMTCA CTPOKa B popmate Base32. B
3TOM cnyyae 3HayeHwue m3 Seed HyKHO M3 hex nepekogupoBaTh B Base32, n nonyyeHHoe 3HayeHue
MCNo/b30BaTh B NPOrpaMMHOM reHepaTtope.

® MovingFactor —HayalbHOe 3Ha4yeHue reHepatopa (0bbiuHO 0).

B paszene «YCTPOMCTBA» TaK»Ke MOMKHO BbIMOJHWUTL MOUCK YCTPOMCTBA MO CEPUMHOMY HOMEPY, TOCMOTPETb, Bbl/10
21N NPUBA3AHO M K KaKOM YYeTHOM 3aNncKu HalgeHHOoe YCTPOMCTBO.

MNocne 3arpysku daiina cnepyert:

® MepenTH K y4eTHOM 3anmncuy Nnosib3oBaTensn, KOTOPoOMy HEOBXOAMMO NPUBA3ATh YCTPOUCTBO (MeHIo «[Tosb-
308amesnuy, cM. lpusaska ycmpolicme 05 2FA no pazosomy naposto (cTpaHuua 216));

® HanTtu pasaen «feHepamop naposneli Ha ocHose spemeHu (TOTP)» nnn «feHepamop naposneli Ha ocHoge
cekpema (HOTP)»;

e BblI6paTb TMN NPUBA3KK reHepaTtopa «[lo cepuliHomy Homepy»;

® BBECTU CePUIMHbIN HOMEP HEOHXOAMMOTO YCTPOMCTBA M TEKYLLMIA Pa30BbIA KOA NOATBEPKAEHUS.

CepwiiHbiii HOMep

3HauyeHue

MpuBA3Ka MO6UNABHOIO NPUNOKEHUA
[ns npuBAsKM MobUAbHOTO NpUnoXKeHus, reHepupytowero TOTP-koapl, ciegyer:

* nepenTn K y4eTHOM 3anncKu nosib3oBaTtens, KOTOPOMYy HEOBXOAMMO NPUBA3aTbL MOOUAbLHOE NPUIOXKEHME
(meHto «lonb3osamenu», cm. puesaska ycmpolicme 014 2FA no pazosomy naposto (cTpaHuua 216));

® HanTtu pasgen «feHepamop naposneli Ha ocHose spemeHu (TOTP)»;

* BbIGpPaTbh OAMH M3 TUNOB NPUBA3KM reHepaTopa - No QR-Koay, No cepuiMHOMY HOMEpPY UK BPYYHYto. Yale
BCEro MCNoNb3yeTcsA NpUBA3Ka reHepaTopa o QR-xomy;

* npu HeO6XOAMMOCTVI OTpeaaKTnpoBaTb Ha3BaHUeE MOBUAbHOTO NPUNOXKEHNA;

® C MOMOLLbIO MOBUNBHOTO NpUNoKeHUA choTorpadmpoBaTb oTobparkaembili QR-Koa UM BBECTU B NPUNO-
YEHME CTPOUKY-CEKpET.
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TaKKe NoNb30BaTe/Ib MOMKET CAMOCTOATENBHO NPUBA3aTL MOBUIbHOE NPUNOKEHUE, reHepupytollee TOTP-Koabl,
B BE6-NPUNONKEHUN «/TUYHbIG KABUHEM».

HasBaHue reHepaTtopa Mo6unbHoe npunoxerue (TOTP)
Anroputm wudgposaHua SHA1 v
[OnuHa napona 6
Bpema o6HOBNEeHUA napona 30

Cekpet KDQ7BDIHYCHBW47KNV2C5NRXUI33D65W

CoxpaHutb

2.2.23 Kopgbl nogTBepKAeHUA, oTnpasasemble B SMS u push-ysegomneHuax

[na noatsepKaeHUn Bxoga (BToporo dakTopa ayTeHTUPMKALMM) MOXKHO MCNOAb30BaTb OTNPABASEMbIE B MO-
6unbHOE NpunoxkeHue push-ysegomaeHuns nam SMS-coobLueHums.

[na ncnonb3oBaHMA KOAOB NOATBEPKAEHMA HEO6XO,CI,MMO:

® HACTPOWTb M BK/OYMTb METOZ, ayTeHTUdMKauum MoaTeepaeHve no kogy us SMS/push. s KoppekTHo
paboTbl MeToga Heo6xoaMMO onpesenuUTh:

ONMHY KOAa NOATBEPXKAEHUR;
BPEMA ero AenCcTBuUSA;
KOJIMYECTBO MOMbITOK BBOAA KOAA NOATBEPXAEeHMA 3a 1 BXoa;

obLiee KONMYECTBO MOMbITOK (YMCI0 OTNPABOK KOAOB M NOMbLITOK BBOAA KOAE, NOC/AE Yero ANs NoJib-
30BaTenA byaet BpemeHHo 3a6/10KMPOBaH AaHHbIM cnocob ayTeHTUGUKauuK);

Bpema 61OKMPOBKM NPU NPEBbILLIEHMM MNONbITOK (B MUHYTaX);
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— CKOHUrypmpoBaTb cNocobbl OTNPABKMK:

% OTNpPaBAATb push-yBegomsieHMEe — HYXKHO yKasaTb aTpuMbyT C HOMEpPOM MObOW/bHOro Te-
nedoHa UAN UHBbIM HEoBXOAMMBIM CepBUCY MAEHTUOUKATOPOM MONL30BATENA, Hanpumep,
${phone_number-};

* OTnpaBnATb SMS — yKkasaTb aTpubyT C HOMepom MobunbHoro TenedoHa Noab3oBaTens, Hanpwu-
mep, ${phone_number-1};

® HacTpouTb nogkntoueHue Blitz Identity Provider k SMS-wnto3y u cepsucy otnpasku push-ysegomneHus
(cm. YeedomneHus u omnpaska coobuweHuli (ctpaHnua 229)).

A Buumanue

Ecnu y nonb3oBaTtens He 3aaaH Homep MobuabHOro TenedoHa, TO OH He CMOXKET MCMob30BaTh cnocob noa-
TBEPKAEHWNA BXO4A C MOMOLLbIO KoZAa NOATBEPKAEHUA, OTnpaBasemoro no SMS.

MoatsepxxaeHue no koay u3 SMS/push

MapameTpbl KOAOB NOATBEPXAEHUA

OnuHa 6

Bpemsa gencteua 60

KonuuecTBo nonbiTok 3
3a 1 Bxo0a

O6uiee Konu4yecTso 5
nonbITOK

Bpema 610KUpOBKMN 3
npu NpesbILEHUN
NonbITOK, B MUH.

Cnoco6bl oTnpaBku Koaa

HacTtpoiTe cnocobbl oTnpaBku Koaos noaTsepxaeHuA. Ecnun 6ynet BoibpaHo 6onee ogHoro cnocoba, To nepsblil ByaeT paccmaTpuBaTbCA Kak
OCHOBHOW, @ OCTasbHble KaK pe3epBHble.

OTnpaBnAaTb ATpUGYT C KOHTAKTOM

SMS o ${phone_number-} n

+ [lo6aBuTb CNOCO6 OTNpaBKK

() VTR CoxpaHuTb
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2.2.24 Kopbl NoATBEP}KAEHUA, OTNPABAAEMbIe N0 INEKTPOHHOM nouTe

[OnanoaresepxaeHUA BXOAa MOXKHO MCMO1b30BaTh OTNpaBaAemMble Mo 3J'IeKTp0HH0l7I noyTe KoAbl noATBEPXKOEHUA.

MoaTBepiKaeHMe C NOMOLLbIO 3NEKTPOHHOMN NOYThI

MapameTpbl KOAOB NOATBEPXAEHMA

OnuHa 6

Bpema gencTeua 10

Konuuyectso nonbIiTok 3
3a 1 Bxon

O6wee KonNu4ecTso 5
nonbITOK

Bpema 610KupoBKU 5
npu nNpeBbIlWeHUn
NonbITOK, B MUH.

MapameTpbl oTNpaBKu

ATpPUGYT C KOHTAKTOM ${email-}

OTmeHa | [OITELTAM

[na satoro Heobxoanmo:

® HACTPOWTb M BKAKOYUTL STOT METOA, ayTeHTUDMKAUMK. [N KOppeKTHOM paboTbl MeToga Heobxoaumo onpe-
LennTb:

O/IVHY KoAa NOATBEpKAeHUs;
— Bpems ero Aeuncrsus;
— KOJINYECTBO MOMbITOK BBOAA KOAA MOATBEPXKAEHWNA 33 OAUH BXOA,;

— obLee KoaMYecTBo NOMbITOK (YUMCNO OTNPABOK KOAOB M MOMbITOK BBOAA KOAA, MOC/Ie Yero 414 Nosb-
30BaTenA byaeT BpemeHHO 3ab10KMPOBaAH AaHHbIM cNocob ayTeHTUdMKaLmMK);

— Bpems 6NOKMPOBKM NPW NPEBbLILLEHUMN NOMbITOK (B MUHYTaXx);

CKOHUryprpoBaTb cnocob oTnpaBKuW: yKasaTb aTPUBYT, B KOTOPOM COXPaHEH agpec 3/1eKTPOHHOM
MoYTbl NONb30BATENA, HANPUMEp, ${email-};

* Hacmpoums (cTpaHunua 229) nogkntoueHue Blitz Identity Provider K SMTP-cepBucy.
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2.2.25 MoBTOpHOE NOATBEPXKAEHUE NPU BXOAE C U3BECTHOrO YCTPOMCTBA

Blitz Identity Provider 3anomuHaeT ycTpoicTsa, Ha KOTOPbIX N0/Ib30BaTe/Nb B NpoLecce BXOAa NOATBEPKAAN BXOA,
C MOMOLLbIO OZHOTO U3 nogaepxuBaembix Blitz Identity Provider meTogoB noaTeepaeHUs BXoAa.

MO3KHO HacTPOWTbL B NPOLEAYPE BXOAA, HTOBbI MOC/e YCNeLwHOro NoATBEPKAEHNA BXOAA NO/Ib30BaTENO NMOKa3bl-
BaJICA 3KPaH C BONPOCOM, A0BEPSAET N NONb30BaTeNb bpaysepy, YTo6bl NPM NOBTOPHbIX BXOA4AX C 3TOTO YCTPOM-
CTBa 1 Bpay3epa y Hero He 3anpallnBanoCh NOATBEPNKAEHME BXOAA.

[osepATb aTOMy 6paysepy?

Ecnu Bbl pewmnm 4OBEPATL 3TOMy 6pay3epy, TO Npy NOCNEeAYIoWnX
BXxoaax ¢ aToro 6paysepa He GyaeT 3anpawmnsaTbCA NOATBEPXAEHUE

B cnyyae noBTOpPHOro BXxoAa € AOBepPeHHOro 6paysepa y nosib3oBatena He byaeT 3anpawmMBaTbCA NOATBEPKAE-
HMe BXO4a, eCNu B MeHto AyTeHTUdMKauma B 610Ke BTopon dpakTop BKAOUYEH meToa ayTeHTudMKaumm Bxog, ¢
W3BECTHOTO YCTPOMCTBA.

2.2.26 MoparBep)KAeHMe 0TBETOM Ha KOHTPOJIbHbIA BONpPOC

Blitz Identity Provider no3sonseTt ana noATBepXAeHUA BXO4A 3anpoCUTb NO/b30BaTeIA BBECTU OTBET HA KOH-
TPO/IbHbIM BOMPOC. 3TO MOKET ObITb MOE3HO B CLLEHAPUAX NOATBEPKAEHMA NPU BOCCTAHOBEHUM 336bITOrO Na-
pons. [na UCnoNb30BaHUA JAHHOTO MeToAa ayTeHTUUKALMM BbINOSHUTE OMUCAHHYIO HUXKE MocaefoBaTe/lb-
HOCTb AENCTBUN.

War 1. Ao6aBneHne metoga B blitz.conf

[nsToro, 4Tobbl B MeToAax ayTeHTUdMKaL MM Ha BKNaAKe BTopoit dpakTop noasuaca metog ayteHTMduMKauum Nog-
TBEPKAEHWE OTBETOM Ha KOHTPOJIbHbIN BOMPOC, BbIMOMHWUTE Caeaytowmne aeicTens:

1. OTkpoiiTte ¢ain /usr/share/identityblitz/blitz—config/blitz.conf.

{sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM CNucke AobaBbTe 610K HACTpO-
€K C MeToA0M secQsn:

"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "secQsn"
b

}

L

3. Mepe3anycTute cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery
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LWar 2. CO3AaHV|e CNPaBOYHUKA KOHTPO/IbHbIX BOMPOCOB
,D,flﬂ TOro YyTtobbl CO034aTb CNPaBOYHUK KOHTPOJ/IbHbIX BOMPOCOB, BbIMO/IHUTE Cheayoumne AeVICTBMHI
1. Co3pgaunTte Ha cepBepe ANpPEKToputo /etc/blitz-config/custom_messages/dics.

2. Co3paitte ¢aln /etc/blitz-config/custom_messages/dics/securityQuestions C COAEPKU-
MbIM CpaBoYHMKa. MprMep paitna securityQuestions CO CNIPABOYHUKOM KOHTPOAbHbIX BOMPOCOB:

0l=Kaxadg OmeBuubd PaMuUIMHd y Balled MaTepH

02=Kakag meBuubd PaMuUIMudg y Bamen 6abymku

03=Kako¥ &uIbM BLl BIEPBBEE NOCMOTPENH B KHHOTEATPE
04=Kakoe Bame nobHuMOe IHTEPATYPHOE MNPOH3BEIEHHUE
05=Kak 3Banu Bamero y4YUTeNd B TPEeThbeM Klacce
06=IlepBOe 6mOOO, KOTOPOE BB HAYYHUIHUCh TOTOBUTH
07=Kax 3Bailu Bamero NepBOro MNHTOMIA

08=KeM BBl XOTEIM CTaATh B IEeTCTBEe

09=Kakx HasblBalachb IIepBad WMKONIa, B KOTOPYIO Bbl XONOUIH

10=Kax HaasblBalachb IepBad ylHlla, I'Oe Bb XUIK B OETCTBE
. J

A\ Buumanue

Yuncno B cnpaBOYHMKE NCNONL3YETCA ONA COPTUPOBKM MpU OTO6pa)-KeHMM CMUCKa KOHTPO/IbHbIX BONPO-
COB NoJsib3oBaTeNto.

3. MNposepbTe BRagenbla AMpeKTopun dics M $HainoB cnpaBouYHUKOB B Hell. Bnageneu, AokeH 6biTb
blitz:blitz.

[chown -R blitz:blitz /etc/blitz-config/custom_messages/dics

4. B KoHdurypaumoHHom daine /usr/share/identityblitz/blitz-config/blitz.conf B 670K
blitz.prod.local.idp.messages AobaBbTe 6N0K dics. B HacTpoiiKe names yKaxKute Mmsa cnpaBoy-
HUKa securityQuestions. Hanpumep:

'a )
"dies" : {
"dir" : "custom_messages/dics",
"names" : [
"securityQuestions"

LWar 3. Hactpoiika meToga B KOHCONMM
B KOHCONM ynpaBneHns Heobxo4MMO 334aTb C/leAyHoLLMe HACTPOMKMK:

® OBmee XONMYECTBO IOMLITOK —UYNCNO NOMbITOK BBOAA OTBETa HAa KOHTPO/IbHbIM BOMPOC, NOC/AE KOTOPbIX
[OaHHbIM cnocob noateep:aeHnn byaet 3a6/10KMPOBaH.

® BpeMda OIOKHPOBKH [PH I[IPEBBIIEHHH IONBITOK (B MHHYTAaX).

TaKxe B KOHCO/M ynpas/ieHNa oTobpaxKaerca CNMCOK HacmpoeHHbix (CTpaHuua 137) KOHTPO/IbHbIX BOMPOCOB.
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nOﬂTBep)KﬂEHMe OTBETOM Ha KOHTpOﬂbeII;I Bonpoc

ﬂﬂﬁ KOPDQKTHOVI paGOTbI BXo4a C NOMOLLBbIO KOHTPOJIbHOIO BOMNPOCa yKaXute 6a3oBble HaCTpOVIKVI meToaa. Cnmcok KOHTPOJIbHbIX BOMNPOCOB A0CTYNEeH TONIbKO

ANA YTeHuA. [InA pefakTMpoBaHWA AaHHOro Cnmcka HeobxoanMo BHECTU UCnpaBneHnA B haiin co CTpoKamu nonb3oBaTebekoro MHTepdeiica.

O6Lee KONUYECTBO 3
nonbITOK

BpemA 6510KMpOBKU Npu 2
NpeBbILWEHUM MOMbITOK, B
MUH.

CnuUCOK AOCTYMNHbIX KOHTPOJbHbIX BONPOCOB

Kakan nesunyba hammnua y saluein matepu

Kakana neenybA hbamunua y Bawen 6abyLkm

Kakoli chnbM Bbl BNiepBble MOCMOTPENN B KMHoTeaTpe
Kakoe Balle no6rmoe nutepaTypHoe NpousseaeHne
Kak 3Banu Bawero yyuTena B TpeTbem Knacce

MepBoe 6100, KOTOPOE Bbl HAYYMIUCH FOTOBUTL

Kak 3Banu Bawero nepsoro nutomua

Kewm Bbl X0Tenu ctatb B eTCTBE

Kak HasbiBanach nepsasn LWKoNa, B KOTOPYIO Bbl XOAUNU

©® NGO H®N=O

Kak HasblBanach nepsan ynvua, rae Bbl Xunu B AeTCTBE

2.2.27 NopTBepXaeHUe NO BXOAALLEMY 3BOHKY

OTmeHa CoxpaHuTtb

Blitz Identity Provider no3sonser nepegasatb 04HOPA30Bble KOAb! 418 Peann3aummn BToporo pakTopa ayTeHTH-
duMKauum B Homepe BXoaALLero 3BoHKa (metog Flash Call). B atom cnyyae nocse ycnewHon nepBMYHON ayTeH-
TUPMKALMM Ha HOMep No/b3oBaTeNs byaeT BbINOAHEH 3BOHOK C 3apaHee HEW3BECTHOTO TenepoHHOro Homepa,
nocneaHve undpbl KOTOPOro NOTpebyeTcs BBECTM ANA NOATBEPHKAEHUA BXOAA. 3BOHOK BbIMO/IHAETCA C paspeLle-

HUA NONb30BaTeNA.

[Ona Hactponkm meTtoaa Flash Call BbInonHMTE onMcaHHYO HUXKeE Nocne0BaTe/IbHOCTb AENCTBUIA.

War 1. Jo6aBneHne metoga B blitz.conf

[nsaToro, 4tTobbl B METOAAX ayTeHTUdMKALMM Ha BKNaaKe BTopoit pakTop noasmica metog ayTeHTuduKaumm MNog-

TBEPXKAEHME NO BXOAALLEMY 3BOHKY, BbIMONHUTE Cneaylolme AencTeus:

1. OTKpoiiTe dain /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM CNuncke AobasBbTe 610K HACcTpoO-

eK c metogom flashCall:

"login" : {
"factors" : [

[

1,

"enabled" : false,

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"method" : "flashCall"
b

3. lNepesanycTuTe cepsBucsl.

sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCOMU
B KOHCO/IM yNpaB/sieHNA BbINONHUTE Cneaylolne AencTBua:
1. Ha sknagke MNoartsepxaeHue no TenedoOHHOMY 3BOHKY 3agaliTe cneaytolmne HaCTPOMKM:

e Nnuua xoma: KOJMYECTBO NOCAEAHUX LMdP HOMEpPa BXOAALLErO 3BOHKA, KOTOpble ByAyT MCMO/b30-
BATbCA B KAYecTBe Koga Ha BTOPOM paKTope ayTeHTUdUKaL MK,

® Bpems OeHcTBHA! KOJIMYECTBO CEKYHA, NOC/AE KOTOPOrO KOA NOATBEPXKAEHUA nepecTaeT AeNCTBO-
BaTb M HEOHBXOAMM NOBTOPHBDI 3BOHOK.

* KONMYECTRBO IMOMBITOK 3a ONMH BXOI: KOJAMYECTBO HeyaadHblX MOMbITOK BBOAA Koda noarsep-
AEHUA NpK OAHOM NoNbITKe BXo4a. EC/M KONMYECTBO NONbITOK NpeBbilweHo, TpebyeTcs NOBTOPHbIN
3BOHOK.

® Ofmee XONMHUECTBO MOMHITOK: OOLLEE YNCNO OTNPABOK KOAOB NOATBEPKAEHUA M MOMbITOK BBOAA
KO, NOATBEPKAEHMA, MOC/IE KOTOPOro AaHHbIM cnocob ayTeHTUdMKaLmm byneT BpemeHHO 3ab10KK-
poBaH.

® BpeMd ONOKHPOBKH IPH INPEBHIIEHHM OOmMEero XOIHYecTBa IONBITOK, B MHHyTax: B Teye-
HWE YKa3aHHOIo BpemMmeHu /J,aHHbIVI cnocob ayTeHTVId)MKaLI,VII/I 6y,u,eT HegoCTyneH NnoJib30BaTesNto.

* HasBaHue aTpubyTa C MOGHIBLHOM HOMEPOM MONb30BaTend: BblbepuTe U3 cnUcKa aTpubyT, B
KOTOPOM XpaHuTCA Homep TenedoHa nonb3osBaTena A1 COBepLUEHUA 3BOHKA.
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MoaTteepXAaeHUe No BXOAALIEMY 3BOHKY
MoaTteepxAaeHNe NO BXOAALUEMY 3BOHKY

| [nA noaTBEpXAEeHWA Bxoaa 6yAeT NPoM3BeAeH 3BOHOK C 3apaHee HeM3BeCTHOro TenedoHHOro Homepa, a NoNb3oBaTeNio HeO6XOAVMO BBECTU NOCNEAHUM UMdPbI BXOAALLEro HoMepa

Anvka Kopa 6
uer
Bpems peiicTena 300
. i ] A
Hbl)
Konuuyectso nonbitok 3a 1 10
Bxon
[ : Bona T ]
TBO MONLITOK T Tpe !
O6Lyee KONM4YECTBO NONbITOK 10
wee um 108 o n na Kona nop n
opor ] " TE \
Bpems 6/10KUPOBKM NpH 15

npeBbIWeHUN obLero
KONWYECTBA NONbITOK, B MUH, d 0c06 ayTeHTU!

HasBahue atpubyTa c phone_number v
MOGUNBHBIM HOMEPOM
nonb3osarena

OTMeHNTL CoxpaHuTs

HaxkmuTte CoxpaHuTb. B pesynbTaTe KoHduUrypauma metopa byaetr obHOBNEHA M OTOBPA3UTCA BKNaAKa
[paliBep npoBangepa 3BOHKOB.

MoaTBepXaeHue No BXOAALEMY 3BOHKY

MoaTeepxaeHne No BXOAALLEMY 3BOHKY [paiisep nposaiiaepa 380HKOB

package flashcall;

i import com.identityblitz.core.loop.JsObj;

import com.identityblitz.core.loop.http.HttpLoop;
import com.identityblitz.core.loop.http.HttpLoopRequest;
7 import com.identityblitz.core.loop.http.HttpLoopResult;

9 public class FlashCallFlow implements HttpLoop {
11 @override
12 public HttpLoopRequest run(JsObj obj, HttpLoopResult result) {
throw new UnsupportedOperationException("Unimplemented method 'run'");

}

OTmMeHNTb CoxpaHnTs

2. HaBKnagke [pansep npoBaiigepa 3BOHKOB 3a4ailTe Npoueaypy Ha Java ana uHterpaumm c REST-cepsrcom

nposaliaepa, NPeaoCTaBAAOLLErO YCIYry A03BOHA, NO aHa/I0rMK € NPUMEPOM HUKe. [lns HanucaHusa npo-
Leaypbl UCNOAb3YINTE AOKYMEHTALMIO MPOBaMgepa 1 NojlydeHHble Npy PerMcTpauny B cepeuce nposaae-
pa HaCTPOMKM.

JNucTuHr 2: Mpumep npoueaypbl ANa MHTerpauum ¢ nposavigepom Flash
Call

package flashcall;

import org.slf4j.LoggerFactory;

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npofonkeHMe ¢ NpeablayLLei CTpaHULbI)
import org.slf4j.Logger;
import com.identityblitz.core.loop.http.HttpLoop;
import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.*;
import com.identityblitz.core.loop.http.*;
import com.identityblitz.json.JObj;
import java.util.Collections;

public class FlashCallFlow implements HttpLoop {
private final org.slf4j.Logger logger = LoggerFactory.
—getLogger ("com.identityblitz.idp.flow.dynamic") ;

@Override
public HttpLoopRequest run(final JsObject obj, final HttpLoopResult.
—result) |
if (result == null) {
final String number = obj.asString("phone_number");
logger.trace ("### flash call to {}", number) ;
return HttpLoop.callBuilder ("POST", "http://

—test.flashcall.ru/api/v1")
.withHeader ("X-Token", "1234567890")
.withBody (JsObject.empty.addString ("id
", "test_project").addString("dst_number", number.substring(number.length() -
— 10)))
.withTimeout (20000)
.build (JsObject.empty) ;
} else if (result.status() == 200) {
final JsObject body = result.body();
String callerInfo = body.asString("CallerID") .
—substring (0, body.asString("CallerID").length() — 4) + "x*x**";
return HttpLoop.Ok (JsObject.empty.addString ("code",
—body.asString ("CallerID")) .addString("caller_info", callerInfo));
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));
} else {
return HttplLoop.error ("wrong_http_status",
Collections.<String, String>

—~singletonMap ("status", "" + result.status()));
}
}
}
© coser

Cm. nodpobHee (cTpaHuua 287) 06 umniemeHTaL MM KaCTOMHbIX OLIMBOK.

3. BKatounTe meTog, MNoateepaeHMe No BXOAALLEMY 3BOHKY B CNIMCKE METOL0B Ha BKNagKe AyTeHTUdMKaums
-> BTopoii ¢pakTop.
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2.2.28 MopgTBepxKaeHue BXoaa No Naposto

Ona HaCTpOVIKVI MeToda noaTBepX4eHMA BXO4aA NO NAPO/H0 BbIMO/IHUTE ONUCAHHYHO HUXKe NoC/1e00BaTe/IbHOCTb

nencTsumn.

War 1. fo6aBneHue meTtoaa B blitz.conf

Ecnun B MeTogax ayTeHTUOUKaLMM HA BKNagKe BTopoit dakTop oTcyTcTBYeT MeTog ayTeHTUudMKauum Moateepkae-

HMe C NOMOLWbKO NapoaAa, TO BbiNnONHUTE Cieayouime ,El,eﬁCTBVIﬂ:

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.Hanpumep:

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. [ob6aBbTe MeToa BXO4A NO Naposto B pasgenblitz.prod.local.idp.login.factors BO BTOPOM ChuK-
COK:

p
"login" : {
"factors" : [

[

1,

"enabled" : false,
"method" : "password"

by

3. lNepesanycTuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCOU

B KOHCO/IM yNpaBAeHUs HacTPOWTE M aKTUBUPYIMTE METOZ, NOATBEPIKAEHMA BXOA4A NO Napoto. [as aToro sbinon-
HWUTe cnepytolime AeicTBua:

1. MepeiiauTe B pasaen AyteHTUdMKauma Ha BKnagKy Bropon dakTop. B pasaene NoarsepxaeHne ¢ nomo-
LWbtO Napons 3a4akTe cneaytolme HacTPOMKK:

® PaspemuTh [ONbB30BATENO NPONYCTUTh CMEHY I[Iapolld, He COOTBETCTBYIUEro Iapolb-—
HBEIM IIONHUTHKaM. €C/In d)na)-KOK dKTUBEH, NOJ/Ib30BaTe/lb CMOXeT BONTM 6e3 cMmeHbl napona, gaxe
€C/In NapOo/ib HE COOTBETCTBYET YCTAHOBNIEHHbIM NOTIUTUKAM.

® Bcermpa IIPOBEPIAThH TeKyH.IHIZ I1aponb MOJIb30BATElNd Ha COOTBETCTBHE napoanoﬁ
nonuTHuxe: NPU BKAKOYEHHOM Cbl'la)KKe cncrema 6y,u,eT npoBepATb NAPO/ib NO/Ib30BaTENA HA COOTBET-
CTBME NapoO/ibHbIM NONNTUKAM NMPU KaXKOom Bxoae.

® [lpoeepdaTs mpu Hanuuuu HTTP-zaronosxa: ecan B HTTP-3anpoce npucyTCTBYET yKa3aHHbIM 3a-
rON0OBOK CO 3HavyeHuem true, naponb Nnosib3oBaTensa 6y,a,eT npoBepeH Ha COOTBETCTBUE MAPO/IbHbIM
NONINTUKaM.

® KOI—-BO HeyIaYHBIX IIOMNBITOK NOJId BPEMEHHOH ONOKHUPOBKH: MOC/E MNPEeBblEHUA yKa3aHHOro
YUCNa Heyda4HbIX MONbITOK Yy NONb30BaTeNA 6y,u,eT BpeMEeHHO 3a6ﬂ0KMpOBaH 3TOT MeTo4, ayTeHTU-
duKaumnm.
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e [TUTENBHOCTL BPEMEHHON BIOKMPOBKU: 3343ET NPOAOIKUTENBHOCTL BPEMEHHOW BNOKMPOBKM
B MUHyTax. Mocne NcTeyeHns aToro BpeMeHU Noab30BaTe/lb CMOXKET CHOBa MCMO/Ib30BaTb AaHHbIV
metoa.

® 3ampamMBaTh NOKA3aTeNbCTBO BHIIONHEHHS paboTel MPU KaXKAoW NpoBepKe napons bpaysep
nonb3osaTens 6yaeT BbINONHATL PECYPCOEMKYIO 3a4a4y. Pe3ynbTat aToi 3a4aum byaeT nposepATbCa
cepBepoMm BMeCTe C Naposem.

® 3amnpaluBaThb TONbKO NpPH Hanuuuu HTTP-3aronoska: A0Ka3aTe€NbCTBO BbINO/IHEHUA paﬁoTbI
3anpalunBaeTca ToNbKo B cay4dae, ecnm HTTP-3anpoc coaep»KUT yKasaHHbIM 3aro10BOK CO 3HaYEeHMU-
em 1.

® [loxasaTenb CIOXHOCTH paboTer KO3GPUUMEHT cnoxkHocTn oT 1 go 160 6ut. Kaxabiit 6UT ysenu-
YMBaAET CNIOXKHOCTb 33Ja4M B 2 pasa.

® MakcCHMalbHBIHE CPOK pelmeHHd: OrPaHUYEeHMe NO BPpeMeHU B CeKyHAaX, 3a KoTopoe 6pay3ep Aon-
YKeH OTMNPaBUTb pe3ynbTaT BbINONHEeHMA 3a4a4un. Ecnmn 3HayeHne He 3a4aHO, MO YMOAYAHUIO UCNOJb-
3yetca 1800 cekyHA.

2. HaxKmuTe Ha KHOMKY COXPaHUTh.

MoarsepXxaexHue ¢ NoMowbI0 Napona

CooTBeTCTBUE NAposNA NaposibHON NONUTUKE

PaspelunTh NONL30BATENIO NPONYCTUTL CMEHY NAPONA, He COOTBETCTBYHOLLEro NAPONbHLIM NOAUTUKAM
[ Bcerpa npoBepATs TEKYWWWIA NAPONL NONL3OBATENA HA COOTBETCTBIUE NAPONLHON NONUTUKE
MpoBepATH NpK HaNUuMK
HTTP 3aronoska
KOn-BO HeyAauHbIX MOMbITOK 5
ANA BpeMeHHO# 6110KMPOBKH
[NUTEeNbHOCTL BpeMeHHO# 5

6nokupoBK#

[oka3aTenbCTBO BbINONHEHNA paboThbl

Mpy KaXA0ii NPOBEpKE NaponA Ha CTOPOHe Gpay3epa GyAeT BLINONHATLCA AOCTATOYHO ANUTENbHAA PaBoTa. PesynbTar BbiNONHEHNA PaGOTbI GyaeT NPOBEPATLCA CEPBEPOM OAHOBPEMEHHO C
NpoBepKoi napona

([ 3anpawmsaTh AOKA3ATENLCTEO BLINONHEHUA PAGOTHI

3anpawuear TonbKo npu
Hanuuum HTTP 3aronoeka

Mokasarens CNoXHOCTH
pacotsi

MaKcumansHbiit Cpok
pelenua

TecToebiit paciet

3. MNepenguTte B pasgene AyTeHTUdMKaumsA BO BKIaLKy BTopoli dpakTop.

4. Bknwouute meTof llonTeepXneHue C MOMOmBIO Mapond, Nepeseida NepekatoyaTtesb B NpaBoe rnosoxe-
Hune.
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2.2.29 MoparBep)KAeHue CBEePKO AaHHbIX

Y706bI METOL MOATBEPXAEHWUA CBEPKOW AaHHbIX NoAb3oBaTend 3apaboTan, Heobxoaumo [06aBUTL €ro B
blitz.conf, HacTpouTb 1 akTMBMpPOBaTH.

War 1. fo6aBneHue meTtoaa B blitz.conf

Ecnun B MeTogax ayTeHTUOUKaLMM HA BKNagKe BTopoit dakTop oTcyTcTBYeT MeTog ayTeHTUudMKauum Moateepkae-
HWE CBEPKOW AaHHbIX, TO BbINMOJHUTE OMMUCAHHYIO HUXK NMOCNEA0BaTENbHOCTL A4ENCTBUN.

1. OtkpoiiTe paiin /usr/share/identityblitz/blitz-config/blitz.conf.Hanpumep:

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. [ob6aBbTe MeToa BXO4A NO Naposto B pasgenblitz.prod.local.idp.login.factors BO BTOPOM ChuK-
COK:

p
"login" : {
"factors" : [

[

1,

"enabled" : false,

"method" : "attrMatch"
b

3. lNepesanycTuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToAa B KOHCOU

B KOHCOAM ynpaBAeHUs HAacCTPOMTE U aKTUBUPYIMTE METOA NOATBEPKAEHUSA BXOAA CBEPKOWN AaHHbIX. Jas 3TOro
BbIMONHWTE Cneaytowmne gencTens:

1. B pasgene AyteHTUdUKAUMA OTKPOMTE BKNaAKy BTopoli dakTop. MNepenante K KOHPUrypaumm metoaa lon—
TBEPXIEHHEe CBEepPKOW NaHHbIX, HAXKaB Ha COOTBETCTBYHOLLYIO KHOMKY (NpW NOBTOPHOM HAacTPOIKe KHON-
Ka [lepeliTu X kxoHburypauuu Metoma OyAeT 3aMeHeHa KHOMKOM MlepeliTu x HacTpoiikam). 3aganTe
cneaytowme HacTPoOMKu:

® Ofmee XOMWUECTBO MOMLITOK: ONPEAENAET Nocae CKONbKMX MOMNbITOK BBOAA OTBETA ayTEHTUDMKA-
umAa byaeTt BpemeHHO 3ab10KMpoBaHa.

® BpeMs GNOKHMPOBKH IPH IPEBBLINEHHH [IOMBITOK: 3343€T BPpeMA 6OKMPOBKM B MMHYTaX 334a€eTCA
napameTpom.

® ATpu6yTE ONS CBepku: 3HAYEHUS YKa3aHHbIX aTPMOYTOB ByAyT 3anpoLieHbl y Nonb3osBaTens gns
CBEPKM.

2. HaxKmuTe Ha KHOMKY COXpPaHUTh.
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HOATBGP)K,U'GHME CBGPK(O\;I AAHHbIX

Ana KOppEKTHOVI pa6orb| BXO/Za C MOMOLLbI CBEPKN AaHHbBIX YKaXnNTe 6a3oBble HaCTpOMKV\ MeToaa.

O6LLee KOM4YecTBo 5
NomnbITOK

Bpems 6710KMpOBKY Npu 15
NpeBbILLIEHNN MOMbITOK,
B MUH.

CBepKa AaHHbIX NOoJib30BaTens

ATpUGYTbI ANSi CBEPKMN family_name given_name

OTmeHa CoxpaHuTb

3. MepenguTte B pasgene AyTeHTUdMKaLMA BO BKIaAKy BTopoli dakTop.

4. BKAoUMTE METOA MonTBepXIeHHe CBEPKOH maHHEX, NEePeBeAA NepeK/odaTesb B NPaBoe NoMoKeHMe.

2.2.30 BHelwHue meToabl ayTeHTUPUKaLUmU

TuUnNbl BHELWHMUX METOA0B ayTEHTVI(bVIKaLIMM

Blitz Identity Provider npegocTaBnfeT rotoBblii MexaHW3M NOAAEPKKM METOA0B ayTEHTUOUKALMU, OTCYTCTBYHO-
LMX B CMINCKE BCTPOEHHbIX.

Mo xapaKTepy NOAKAOYEHMA U UCNOb30BAHWA BHELLHWE MeToAb! ObIBAIOT:

¢ KacTomHble MeTogbl - MeTOAbl ayTEHTUPUKALMK, pa3paboTaHHbIe B BUAE NPUNOKEHWIA, PeannsyoLLnx fo-
TMKY ayTeHTMOMKaLMK, OTAENbHO NoAKAtoYaemble K Blitz Identity Provider B KauecTBe nepBoro uam BToporo
¢dakTopa ayTeHTUdMKaumun. Pabota no npotokony RADIUS He noagepknsaeTtcs.

¢ Flex-meToabl - meToabl ayTeHTUGUKaumn, gobasnaemblie B Blitz Identity Provider c obecneyeHnem 6onee
TEeCHOM MHTerpauunmn. Mcnonb3aytoT Takme Bo3amorxkHocTu Blitz Identity Provider, Kak au3aiH cTpaHumubl BXo4a,
KOHdUryprMpoBaHMe B KOHCONM (HACTPOMKKM ayTEHTUPUKALMMN U yNPaBAEHUA NONb30BATENAMM) U NONL3O-
BaTe/IbCKoe ynpaBneHue yepes JInuHblii KabuHet. Moaaeprkmneaetcsa paboTa no npotokoay RADIUS. MoryT
MCMNOMb30BaTbCA TO/IbKO B KAaYeCTBe BTOPOro GpakTopa ayTeHTUGUKaLmu.

KactomHbie meToabl

Blitz Identity Provider no3sonseT paspaboTunmKkam npu BHeApeHUM A06aBUTb NOAAEPHKKY CBOEro cO6CTBEHHOMO
MmeToAa ayTeHTUdMKauMK. 1N 3TOro HY»KHO pa3paboTaTb NPUNOKEHNE, Ppeann3ytoLLee I0FMKY ayTeHTUdGMKauum,
W MOAKMOYUTL 3TO NpunoxeHue K Blitz Identity Provider. B Blitz Identity Provider ana storo KoHdpurypupyetca
MeToA, ayTeHTUdUKaLMM BHeWwHMIA meTog, ayTeHTUdUKaLMM. MOXHO peann3oBaTb BHELWHUA MeTog ayTeHTUdu-
KauuMu ana paboTbl KaK B KauecTse NEPBOro, Tak U B KayecTBe BTOPOro ¢pakTopa ayTeHTUdUKALMK.
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[Ao6aBneHvie BHelHero MeToza ayTeHTUdUKauun

WaeHtnoukatop

URL cepeuca

HasBaHuA yTeepXXAeHNi

Nepeaasaemsie cookie

MepeaasaeMbie 3aroNoBKy

URL cepavica onpeaeneHus

nNprYMeHUMoCT

Cookie 6ezonacHocTut

MNepeaaBaembie yTEepXAeHUA

[LononHuTensHble

napameTpel

[J nocne coxpanenus sxnoumnts metoa

omens

[ns HacTpolikn ncnonbsosaHus Blitz Identity Provider ¢ BHeWHMM meToaoM ayTEHTUDMKAUUM HeobXxoaMMO:

1. CKOHOUIypMpoBaTb HOBbIM BHELHWIA METOA, NepPBOro UaAK BTOPOro Gaktopa ayTeHTUdUKaLMM, HaKaB Ha
CCbINKY [06aBUTb BHELLUHWUI METOA ayTEHTUOMKALLMM. YKa3aTb NapaMeTpbl 3TOro meToaa ayTeHTUdUKaLmu:

NMAEHTUPUKATOP MeToda — KapTouKa C HasBaHWem meToda byaeT oTobparkaTbca cpeau mMeToAoB
ayTeHTMdUKaLMK, K MeToay C AaHHbIM nAeHTUdMKATOPOM MOXHO ByaeT obpaluatbca U3 npoueay-
pbl BXOAa;

URL BHelwHero cepsuca;

Ha3BaHUA yTBep)KAeHMVI — nepeyeHb YTBep)Kﬂ,eHMﬁ, KOTOpble BHELLIHWN MEeTOo[, MOXeT YCTaHOBUTb
nonb30BaTeNIO;

nepepasaemble cookie — NepevyeHb Ha3BaHUM cookies, KOTopble HyayT NnpobpacbiBaTbCA NPU Bbl-
30Be BHELUHEero MeToaa;

nepeaasaemble 3aroslIOBKMU — nepevyeHb 3aro/ioBKOB, KOTOPble 6yp,yT I'Ip06paCbIBaTbCF| npu Bbi3oBe
BHELWHEro metoaa;

URL cepsuca onpegeneHma NpMMeHMMOCTN — agpec OnumMoHanbHOro cepeuca metoaa. Ecnm ykasan,
TO faHHbIM URL ByaeT BbI3bliBaTLCA Nepes, BbI30BOM OCHOBHOIO CEPBUCA, YTOOLI OnpesenvTs npume-
HUMOCTb J@HHOTro MmeToaa ayTeHTudunKauuu. Ecnm URL He yKaszaH, To cumMTaeTcs, 4To MeTo NpUMEHUM
BCerga;
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® cookie 6€30MacHOCTU — Ha3BaHMe cookie, B KOTOpOVI 6YAET nepenasaTbCA MAEHTM¢MK3T0p ceccuun
M3 BHEWHEro metoaa.

* nepefasaemble yTBEPXKAEHNA — MepedeHb YTBEPKAEHNA, KOTOPble A0/XHbI 6bITb NepeaaHbl BHeL-
HeMy meToay (ecnu napameTp He 3afaH, TO BHewHemy metody byayT nepegaHbl BCe AOCTYMHblE B
CeaHce BXOAa YTBEPKAEHUSA);

® [OMONHUTE/IbHblE NapameTpbl — 3aaatoTca B dopmate JSON. YKasaHHble napameTpbl byayT nepeaa-
Hbl BHELWHEMY MeToAy. 9TO MOXeT BbITb N0s1e3HO, YTOObI UMETb BO3MOXKHOCTb KOHOUIYPUPOBaTb Ha-
CTPOWMKM BHELLIHEro MeToda ayTeHTUdMKaLMmn Yepes KoHco b ynpasneHus Blitz Identity Provider.

® nocne CoxpaHeHnA BKNKOYUTb MeToa — HEK6OKC, yKa3bIBa}0LLI,Mi;1 Ha TO, 4TO HEO6XO,£I,MMO Cpa3y BKNO-
YUTb MeToL ayTEHTMdJVIKaLI,MVI nocne coxpaHeHnA HaCTpoekK.

2. Ha cTopoHe BHellHero metoga HeobxoaMmo npesycmoTpeTb 06paboTKy 3anpocoB Ha ayTeHTUUKALMIO U
onpeaeneHme NPMMeHNMOCTM COMMacHO AOKYMEHTY PyKOBOACTBO MO MHTerpaumu.

Flex-meToabl

B Blitz Identity Provider mo»Ho nogkntountb flex-metoapl MHOrodpakTopHOW ayTeHTUDMKALUKM - MeToAbl, A06aB-
naemble B Blitz Identity Provider c obecneyeHnem 6osee TeECHOrO B3aMMOZAENCTBUA C PYHKLIMOHAZIOM cepBepa
ayTeHTUdMKauumn. KoHpurypnposaHme MeToaos onmcaHo 30eck (cTpaHuua 402).

© nNpumeuanue

Hanpumep, flex-meTtoabl ncnonbsywotca ana nogkntodeHma K Blitz Identity Provider npunoxerus Aladdin
2FA32 yan MAX 2FA%,

2.2.31 NopareepXAaeHUE C NOMOLLbIO A0BEPEHHOIO NPUNOXKEHUA

Blitz Identity Provider no3sonseT noaTBep»Ka4aTb BXOZ, C MOMOLLbIO AOBEPEHHOIO NPUIOKEHUA.

© coser

B KauecTBe A0BEPEHHOI0 NPUIOKEHUS MOXKHO Mcnonb3oBaTh Blitz Key. MoapobHee.

[Nna HacTpOMKMN NOATBEPKAEHUA C MOMOLLbIO AOBEPEHHOr0 NPUIOMKEHUA BbINOIHUTE ONUCAHHYIO HUXKe noce-
[0BaTe/IbHOCTb AENCTBUIA.

War 1. Jo6aBneHue meTtoga B blitz.conf

[nsaToro, yTobbl B MeToAax ayTeHTUdMKALMK Ha BKNagKe BTopolt dpakTop nosasuaca metos ayteHTUdMKaumm Mog-
TBEPKAEHME C MOMOLLLI0 O0BEPEHHOTO MPUIONKEHUS, BbINOAHUTE Ceaytolime AeliCTBUA:

1. OTkpoiiTe palin /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf

2. Bbnoke HacTpoekblitz.prod.local.idp.login.factors BOBTOPOM Cnucke AobasBbTe 610K HACTpO-
€K C meToaoM trustKey:

"login" : {
"factors" : [

[

1,
[

(npoponkaetcsa Ha cneaylowen cTpaHuue)

32 https://www.aladdin-rd.ru/catalog/aladdin-2fa/
33 https://help.max.ru/help/security/kak-ustanovit-parol-dlya-vhoda-v-max
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"enabled" : false,

"method" : "trustKey"
by

}

L

3. lNepesanyctuTe cepBuUChI.

[sudo systemctl restart blitz-idp blitz-console blitz-recovery

LLar 2. HacTpoiika meToga B KOHCONMM
B KOHCONM yNpaB/ieHUA BbINONHUTE CAeAyloLLMe AeNCcTBUA:

1. Ha Bknaake AyTeHTuOMKaumA -> BTopoi GpaKTop OTKPOMTE HACTPOMKM mMeToaa oaTBepKaeHue ¢ nomo-
Wbl LLOBEPEHHOTO NPUIOKEHUA. 3agalTe cnesytolme HaCTPONKK:

® BpeMmd OeHcTBUA push-zamnpoca:Bpemsa B CEKYHAaX, NO UCTEYEHUU KOTOPOro push-sanpoc nepe-
CTaet ,D,EVICTBOBaTb n Heo6xo,qmma OTNnpaBKa HOBOro 3anpoca.

® KonuuecTBO IMIONBITOK: KOJINYECTBO NOMbITOK NOATBEPXKAEHNA BXOAA Yepe3 A0BEPEHHOE NMPpUNoXKe-
HWe, Npu npesBbllEHNN KOTOPOro metToa 6yp,eT HeOoCTyneH nosib3oBaTtento.

® [lepuon OIOKHPOBKH: BPEMA B MUHYTAX, B TeHEHME KOTOPOro MeTo,, 6y,u.eT HeOoCTyneH noab3oBa-

Ten Npu npesbllWleHNN Konndectsa NONbITOK.

I']o,qTBep)K,qem/le C NOMOLWbK AOBEPEHHOro NpuUIoXeHns

Bpewms geiicTBus push- 45
3anpoca

Konmuecteo nonbITok 5

Mepuog 610KNPOBKN 15

OTMeHa 06HOBUTL

2. Bkntouunte metog NoarteepskaeHME C NOMOLLbIO 4OBEPEHHOMO NPUIOMKEHUA B CMUCKE METOAOB.

2.2.32 UmnepcoHudpuKaums

Blitz Identity Provider no3sonsieT Tak HaCTPOUTb NPOLECC BXOAA, YTO NMOCAE NPOXOXKAEHUA UAEHTUPUKALUN U
ayTeHTUdMKALMM OCHOBHOM YY4ETHOW 3aNUChi0 NO/Ib30BATENI0 MOMXKHO NPEANONNUTb BbIBpaTh ANA BXOAA O4HY U3
€ro BCoMoraTe/IbHbIX Y4EeTHbIX 3anucei.

Mpouecc BbIbopa BCNoOMOraTtes/ibHbIX y4eTHbIX 3aMMceit HacTpamMBaeTca Ha BKnagKe MmnepcoHmdoukauma. na ato-
ro paspabaTbiBaeTcs Ha Java npoueaypa umnepcoHndrKaumm. MoXKHO COXPaHWUTb TEKCT NpoLLeaypbl UMNEPCOHK-
dUKauMm, M Nocne ycnewHon ee KOMMUAALUM MOXKHO BKIIOYMUTb NPOLEeaypy C NOMOLLLIO NepeKkatoyaTens Brato-
yeHue/BbIKNOYEHME NPOLEeaYpbI.
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HacTtpoitku ayTeHTudmkauum
O6Lyre HaCTPONKU APONbHBIE NONUTUKK Knioum 6esonacHocTn Mepsbiin hakTop Bropoi pakTop peTuin hakTop Wmnepconndukauma

Hpoucuypa H'-’\HCDCONVI@MKBUMM AaeT BO3MOXHOCTb NOCNe NPoOXoXAeHUA ElyTOHTIAq]MKauVM nonb3oBarena NPOM3BECTN 3ameHy CBOeW y4eTHOM 3annucu Ha Apyryio. HDOL\CE)’DE\ npeacraenAeT
€060 HAGOP (hyHKLMIA, KOTOpbIE BbI3bIBAIOTCA B 3aBUCUMOCTM OT COCTORHMA. MpoLieaypa A0NKHA peann3oBbisaTh Java MHTepdeiic UserFinder v MMETb KOHCTPYKTOP MO yMONYaHMIo.
BHauane Bcerfa Bbl3biBaeTCA (PYHKUMA onInitialState , onpefenAiollan COCTORHME, B KOTOPOE NePeXoanT npoueaypa. Hanpumep, ecnv BepHyTb States.find(filter, params) ,Tono
pesynbTaTy noucka 6yaeT Bbi3BaHa onFoundUsers wnu onNoUsersFound

BknioueHune/sbiknioueH1e npoueaypsl

CoxpaHuTs

2.3 BHewHMe NOCTaBLWMKU NAEHTUDUKALUMU

,ﬂ,aHHbIVI pasaen noceAaleH HaCTpOﬁKe BXO4a 4Yepe3 BHeLWHWEe NOCTaBLWUMKHN MAEHTMd)VIKaLI,MVI.

2.3.1 Kak HacTpouTb BXOpA Yepes BHelHMe NOCTaBLWMKN ngeHTudumKaymum
HacTpoiika BxoAa Yepes BHELHME NOCTAaBLLMKM NAeHTUDMKAL MM BKAOYAET B ceba cneaytoLwme waru:
1. BbINONHUTE HAaCTPOMKM Ha CTOPOHE NOCTaBLMKa MAEHTUDUKALUMK.

2. BbINnosHWUTE HAcTPOWMKKU B pasaene [ocCTaBWMKM MAEHTUDUKAUMKM B KOHCOAM ynpasneHua Blitz ldentity
Provider:

1. 3apgaHue naeHTMduKaTopa NOCTaBLLMKA M MUMEHM NMOCTaBLUMKa.

2. 3agaHue HacTpOeK NOAKMOYEHMA K MOCTaBLLMKY (ONMCcaHbl OTAENbHO MO KaXK40MY M3 MOCTaBLMKOB
naeHTudUKaLmm).

3. 3adaHue Hacmpoek ceAa3bisaHus yyemHol 3anucu (cTpaHmua 197) BHewWwHero NoCTaBLMKa UAEHTU-
duKkaumm 1 yyetHol 3anucw Blitz Identity Provider. 9Tu HacTpoiku He nmetoT cneundukn, 3aBucaLei
OT TMNA NOCTaBLLMKA.

3. Bkatoyume (cTpaHuua 101) BO3MOXKHOCTb BXOAa Yepes AaHHbIN NOCTaBLMK UAEHTMOUKALMM B pasaene
AyTeHTUdMKaumA.

HayanbHbI 3KpaH pa3gena MNocTaBlUMKN MAEHTUOUKALMM NMOKa3blBAET HACTPOEHHbIE NOCTABLUMKM U NO3BOAAET
BblIOPaTb 419 HACTPOIMKM Tpebyemblit TUN NOCTaBLLMKA AEHTUUKALMN.
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MoaxnioyeHHbIe BHELHME NOCTaBLUVKN NAeHTUdMKauun

Ha3BaHue nocTaewmka YHUKanbHoe HasBaHve Tun nocTaelmKa

apple ‘ ‘

Facebook* facebook_1

flo6aBUTb NocTaBLUMKa Google Apple AHAEKC Mail ID TuHekodd ID BKoHTakTe ECUA un ECMA CGep ID

Blitz Identity Provider cyaune

2.3.2 EauHan cuctema naeHtuduKkaumm n ayteHtueukauum (ECUA)
I'Ipep,Bapwreanble warun

[na koHourypuposaHus Bxoaa Yepes ECUA / Lindposoii npodunb rpaskaaHunHa (LNT) oaHMM 13 yKa3aHHbIX HUXKe
cnocoboB BbINO/IHUTE C/lefyoLLME NpeaBapuTesibHbIe LWark:

1. MonyuunTe B yAOCTOBEPAIOLLEM LLEHTPE K/HOY 3NEKTPOHHOM nognucu gnsa B3anmogencrema c ECUA v Bbirpy-
3uTe cepTUdUKaAT OTKPHLITOrO KAtoYa.

s N
© nNpumeuanue

CepTnduKaT KNtoya NoHaaobuTcA 3aperncTpmMpoBaTh Ha TexHonormyeckom noptane ECUA (cm. cnepy-
HOLLIMIA MYHKT).
N

A\ Buumanue

[o peructpauum UC B ECUA HeobxoaMMO 3aperncTpupoBaTth YYETHYH 3anucb opraHmsaumnmn 8 ECUA un
AaTb O4HOMY M3 COTPYAHMKOB A0CTYN K TexHonornvyeckomy noptany ECUA.

2. 3aperucTpupyiite cucTemy opraHusaLmmn Ha TexHonornuyeckom noptane ECUA34:
1. HarKmuTe Ha KHOMKy J06aBUTb cucTemy.

2. YKarKuTe Ha3BaHWE CUCTEMbI, 0TOOparkaeMmoe Ha3BaHNE, MHEMOHMKY cucTemMbl, cnMcoK URL cuctemsl
(URL pasBepHyToit cuctembl Blitz Identity Provider c ykasaHMem https), a TakKe Bbibepute oTBeT-
CTBEHHOIO COTPYAHMKA.

34 https://esia.gosuslugi.ru/console/tech/
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YnpasneHue nHpopmMaLMOHHbIMU CUCTEMaMU

OcHoOBHbIe AaHHbl€ CUCTEMDI

HasBaHue cuctembl

MNpoBepoyHas cucTeMa

OTo6parkaeMoe Ha3BaHue

MNpoBepoyHas cucTeMa

MHeMOHMKa CUCTEMBI

CHECKSYS

Nudopmauus o cucteme
[MpoBepoyHas cuctema

Ounctutb

URL cucremsl
https://identityblitz.ru

Ho6asuTts url

AnroputMm $opMUPOBaHUSA 3/IEKTPOHHOM NOANMUCU
GOST3410_2012_256 v

URL ans otnpaBku push coobuieHuit
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KaTteropus nHpopmMaLMOHHOM CUCTEMDI

KaTeropus nHpopmMaLMOHHON CUCTEMDI
Mo ymon4yaHuio v

BpeMsi >xu3HM access token, B MUHYTax

60

min: 10, max: 180

Bpems »xusHu refresh token, B MuHyTax

1051200

min: 60, max: 1051200

OTBeTCTBEHHbIN 3a IKCNAyaTauuo CUCTEMbI

iz (o)

Ajpec 31eKTPOHHOI NoYTbI

Homep TenedoHa

CoxpaHuTb [ OTMeHa ]

3. CoxpaHuTe gaHHble U NeperanTe K HacTPOMKe cepTMPUKATOB MHPOPMALLMOHHOM CUCTEMDI.

4. 3arpysuTe cepTUPUKAT CUCTEMBI.
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3arpy3ka ceptudumkarta

Ons obecnevenns naeHTMdMKaumm sawen MHGOPMaLMOHHOW CUCTEMBI MPU
3/1eKTPOHHOM B33aUMOAENCTBMM HEOBXOAUMO UCMONL30BATL CEPTUDMKAT CUCTEMBI.

Bbl MOXkeTe ucnonb3oeats cepTudmkatel dopmarta X.509 B kogupoeke DER nnmn
PEM (daitnei c ceptudmxaTtom o6bi4HO umeroT pacwumpenns .CER wam .CRT).

Y106bI 3arpy3uTh HOBbIA CEPTUDUKAT, HAXKMUTE KHOMKY «3arpy3nTb» U YKaXKUTE
nyTs K dainy, nnbo npocTo nepeTtawmTe Gann B 061acTb 3arpysKu.

MepeTtawmTe dann cepTudukaTa croga

nnu

Bei6epuTe dain

CoxpaHuTb cepTuduKar OTMeHuTL

@ BaxHo

YT106bI BXOA Yepe3 ECUA 3apaboTan, HEOBXOAMMO NONYYNTb ODULMANBHOE Pa3peLLeHme Ha NpoBeae-
HUE WAEHTUOMKALMU 1 ayTEeHTUUKALMM NONB30BATENEN C MOMOLLBIO 3aPErUCTPUPOBAHHOM CUCTEMBI
Y MONYYUTb JOCTYN K TECTOBOM / NpombiLuneHHOM cpese ECUA. MoapobHee 06 STOM MOXKHO NPoYMTaTh
3pech.

3. B cootBeTcTBMM CO CBOMMM BU3HEC-3a4a4amm BbIbepuUTe MeTod KoHOUTypupoBaHua Bxoga Yepes ECUA:
* yepes munogoe peweHue Adanmep SDK NC KnueHma (AHO HTL LiK) (cTpaHuua 153);
* yepes munossie peweHus TrustGate (cTpaHmua 160);
* yepes munoeoe peweHue VipNet EDI SOAP Gateway (cTpaHuua 163);
* WTaTHbIMK cpeacTBamu Blitz Identity Provider (uHTerpauma c ECHA (ctpaHuua 165) n Lugpossim npo-
une ECUA (cTpaHmua 168)).
Apantep SDK UC KnuenTta gna ECUA (AHO HTL, LK)

Blitz Identity Provider no3sonsaeT ucnonb3oBaTh A1 B3anmogeictena ¢ ECMA Tunosoe ceptudurumnpoBaHHoOE pe-
weHune Agantep SDK UC KnueHTa.

© nNpumeuanue

PeleHue paspaboTtaHo AHO «HaLMOoHanbHbI TEXHONOMMUYECKUi1 LLEHTP LndpoBoit KpunTtorpadpmum»3e.

C ucnonb3osaHnem SDK UC KnneHTa npeaycMoTpeHa BO3MOXKHOCTb KOHOUIYPUPOBaHUA BXOAA:

35 https://identityblitz.ru/services/esia-integration/
36 https://digitalcryptography.ru/projects/nashi- proekty/adapter/

2.3. BHelHMe NOCTaBWMUKN AEHTUPUKALUN 153


https://identityblitz.ru/services/esia-integration/
https://identityblitz.ru/services/esia-integration/
https://digitalcryptography.ru/projects/nashi-proekty/adapter/

Blitz Identity Provider, Bepcua 5.34

* yepes ECHA (cTpaHnua 154);
* yepes Lugposol npogune epardaHuHa (1) (ctpaHuua 156).

ECHA

[na koHpurypmposaHua Bxoaa yepes ECUA c ncnonososaHmem SDK VIC KnneHTa BbINoAHUTE caedytowme Wwaru:
1. YcraHosuTte n HacTpoiTe MO SDK NC KnneHTa cornacHo goKymeHTaumm Ha ato MO.

2. MNepengute B KoHcoNb ynpasneHusa Blitz Identity Provider n go6asbTe nocraBLuMKa, UMEOWEro TN ECUA
(Anantep-HudpacTtpykTypa).

3. 3apanTte 6a3oBble HacTpoliku ECUA:
® lneHTudHKATOP MNOCTAaBIHKA,

® HazpBaHUe IMOoCTaBIUKa.

Ba3oBble HacTpoiiku ECUA (AganTtep-MHGpacTpyKTypa)

NpeHTudukarop esia_ntc_1
nocraeLyuKa
HazBaHue nocraBLmKa ESIANTC

4. 3anonHuTe HaCTPOMKM NOCTaBLUMKA naeHTudMKaunm ECHA:

e URL nna opMHpOBaHHY 3amnpoca ayTeHTudukauuu: agpec cepsmca SDK NC KnneHTa, Bo3Bpa-
LLaoLLLero 3anpoc ayteHTMdUKaumm, KoTopblit Blitz Identity Provider oTnpaBuT us 6paysepa nonb3o-
BaTena 8 ECUA ana nonyvyeHnA Koga aBTopusaLmnm.

® URL nng asTopusanuu: agpec obpabotumka ECUA, Bo3BpaLLatoLLEero Ko aBTopusaLmMm B OTBET HA
3anpoc ayTeHTuduKaLmu.

© nNpumeuanue

https://esia-portall.test.gosuslugi.ru/aas/ocauth2/v2/ac (TECT ECUA)

https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOL ECUA)

e URL nna dopMupOBaHHd 3ampoca Mapxepa: agpec cepsuca SDK UC KnneHTta, Bo3Bpallatowero
3anpoc mapkepa, Kotopbin Blitz Identity Provider otnpaBut B cepsepHyto Yactb ECUA ana obmeHa
KOZa aBTOPM3aLMM HAa MapKep JocTyna.

® URL nng moiyueHus u OBHOBIeHHWd Mapkepa: afpec obpabortumka ECUA, BbizbiBaemoro c cep-
Bepa Blitz Identity Provider gnsa nonyyeHns mapkepa gocryna.

© nNpumevanue

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)

https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECHA).
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e URL nna o6paboTku OTBeTa Ha 3anpoc Mapkepa: agpec cepsuca SDK UC KnmeHTa, Ha KoTo-
pobii Blitz Identity Provider oTnpaBuT TOKeH 4OCTyna A8 NoATBEPXKAeHUA ayTeHTudukaumm ECUA.
Mocne nonyyeHUs NoATBEPKAEHMA MapKep A0CTyNa, MapKep MAeHTUbUKaL MK, MapKep 0bHOBAEHMS,
nony4yeHHole oT ECUA, ByayT ABNATLCA BaIMAHBIMU U KOPPEKTHBIMM U MOTYT BbITb MCNONb30BaHbI AN15
B3aMMOZLENCTBUA C NPUIONKEHNEM, 3aNPOCUMBLUMM AOCTYN.

e URL nons monydYeHHs maHHEX —afApec obpaboTtymka ECUA, BbisbiBaemoro c cepsepa Blitz Identity
Provider ans nonyyeHuna AaHHbIX y4ETHOM 3anmcu.

© nNpumevanue

https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid} (TECT ECUA)

https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOA4 ECUA).

- N
© nNpumevanue

Ecnun mapkepbl 4oCTyna nonb3osaTeneil HeobXoAMMO COXPaHATL B 6a3y AaHHbIX, YCTAHOBUTE GNaXKOK
3anoMMHATHL Mapkephl B pesy/nbrate mapkepbl 6y4yT COXPaHATLCA B CAEAYIOWMX CAYyYanX:

* Npu BXoAe No/b30BaTeNs;
* Mpu NPUBA3KE BHELLHErO NOCTaBLWMKa B JIMUHOM KabuHeTe;

® Mpu NpMBA3Ke BHELIHero nocTasLWwmKa Yepes REST API;

® Mpu perncTtpaunm nonb3osartenAa 4yepes BHeLWHEro NnoCrtasLmKa.

HacTpoiku noctaBwmka naeHtunoukaumm ECUA (Agantep-MHppacTpykTypa)
Be3sonacHocTb
I 3anonHuTe AaHHble AN KOPPEeKTHOro B3aumogencTena Blitz Identity Provider c ECUA.

URL ansa ¢popmuposaHuna http://bip-d1adapter01.reaxoft.loc:3010/v1/createAuthR
3anpoca ayTeHTUdUKaumm

URL ans aeTopusauun https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac

URL ansa ¢popmuposaHuna http://bip-d1adapter01.reaxoft.loc:3010/v1/createToken
3anpoca mapkepa

URL gnsa nonyyeHusa n https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te
o6HOBNEHMNA MapKepa

URL ans o6paboTku http://bip-d1adapter01.reaxoft.loc:3010/v1/tokenResp
oTBeTa Ha 3anpoc
Mapkepa
URL gns nony4yeHns https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid}
AaHHbIX

3anoMWHaTL MapKepbl

® 3anpamuBaeMble paspemeHud: NepevyeHb 3anpalmBaembix paspeweHnii n3 ECUA. UmeeTcs Bo3-
MOXHOCTb MONYYMTb AaHHble 06 opraHM3aLumm nonb3osatens. [1na sToro HeobxoAMMo yKasaTb pas-
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pelleHne usr_org, a TaKXKe BbINOAHWUTb HACTPOMKU B blitz.conf. A NONYYEHUA AeTaNbHbIX Ha-
CTPOEK HanuLWuTe HAWKWM 3KcnepTam no agpecy support@idblitz.ru.

® 3ampamuBaeMele OaHHLIE MONb30BaTend: HEOOXO4MMO OTMETUTb Te AaHHble, KOTOpble cnenyert
nony4yatb u3 ECUA; 3T1 faHHble J0/XKHbI B6bITb ZOCTYMNHbI MO 3aMpaLMBaeMbIM Pa3pPeLIEHUAM.

Pa3pelleHVs U laHHbIe Nnob3oBaTens

BbibepuTe paspeleHns U3 AOCTYNHOro cnucka

AocTynHele pazpeLlueHns

paspelueHuns

3ananJMBaeMb|e AaHHble OcHOBHble AaHHble AOKyMeHTbI

nonb3oBaTens Appeca KOHTaKTbI

OTMeHa Yaanute CoxpaHuTb

5. HacTpoiite npasuna ceAssieaHus (cTpaHuua 197).

6. B pasgene AyTeHTUOMKALMA KOHCOAW YyNPaABAEHUA BKAKOUYUTE UCMNO/b30BAHNE METOAA AyTEHTUDMKALUM C
MCNONb30BaHMEM NOCTABLUMKA NAEHTUOUKALUUM ECHA (AmanTep-UHbpacTpyXTypa) .

Ludposoii npodpunb rpaxkaanuHa (L)

[ns KoHoUrypmpoBaHua Bxoga Yepes LUudposoit npodunb rpaxkaaHmHa (LNT) ¢ ucnonbsosaHmem SDK UC Knu-
€HTa BbINO/IHUTE CAeAyowme Waru:

1. YctaHoBuTe U HacTpoliTe MO SDK UC KnneHTa cornacHo AoKymeHTauum Ha 1o MO.

2. MNepenguTe B KOHCONb ynpasneHua Blitz Identity Provider n no6aBbTe nocrasLinKa, UMEIOLWEro TMN LIl
ECHA (Apanrtep-HudpacTpykTypa).

3. 3apgaliTe 6a3oBble HacTponku LM ECHA:
® HoneHTHPUKATOP IOCTAaBIHKAE,

® HaspaHHe [OCTAaBIIHKA.
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Ba3oBble HacTpouiku LM ECUA (AganTep-NHdpacTpyKTypa)

NaeHTudunkatop esiadp_ntc_1
nocTaBLUMKa

HasBaHue EsiaDP NTC
nocTaBLUMKa

Janee

e URL nna (oOpMUpPOBaHHY 3ampoca ayTeHTudukauuu: agpec cepsmca SDK NC KnneHTa, Bo3Bpa-
LLakoLLLEero 3anpoc ayTeHTUdUKaumm, KoTopblit Blitz Identity Provider oTnpasuT us 6paysepa nonb3o-
BaTena 8 ECUA ana nonyvyeHnA Koga aBTopusaLmu.

4. 3anonHWTe HaCTPOMKM NOCTaBLUMKA naeHTMduKaumm ECHUA:

®* URL nns asTopusanuu: agpec obpabotumka ECUA, Bo3BpaLLatoLLEero Ko aBTopnsaLmMm B OTBET HA
3anpoc ayTeHTuduKaLmu.

© nNpumeuanue

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)

https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOA ECUA)

e URL nna dopMHpOBaHHd 3ampoca Mapxepa: agpec cepsuca SDK UC KnmeHTta, Bo3Bpallatowero
3anpoc mapkepa, Kotopbin Blitz Identity Provider otnpaBut B cepBepHyto Yactb ECUA ana obmeHa
KOZa aBTOPM3aLMM HAa MapKep JocTyna.

® URL nong molyueHus u OBHOBIeHHd Mapkepa: agpec obpabortumka ECUA, BbizbiBaemoro c cep-
Bepa Blitz Identity Provider gnsa nonyyeHns mapkepa gocryna.

© nNpumevanue

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)

https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECHA).

® URL nna o6paboTku OTBeTa Ha 3anpoc Mapkepa: agpec cepsuca SDK UC KnameHTa, Ha KoTo-
poii Blitz Identity Provider oTnpaBuT TOKeH 4OCTyna 418 NOATBEPXKAeHUA ayTeHTudukaumm ECUA.
Mocne nonyyeHUs NoATBEPKAEHMA MapKep A0CTyNa, MapKep MAeHTUdUKaLMK, MapKep 0bHOBAEHMS,
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nonyyeHHble oT ECUA, byayT ABAATLCA BaNUAHBIMU U KOPPEKTHLIMWU M MOTYT BbITb MCMO/Ib30BaHbI A4
B3aMMOAEMNCTBMA C NPUIONKEHMEM, 3aMPOCUBLIMM AOCTYN.

* URL nng molyueHHs maHHBX —afpec obpaboTtynka ECUA, BbibiBaemoro c cepsepa Blitz Identity
Provider gns nonyyeHus faHHbIX yYETHOM 3anucu.

© nNpumevanue

https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid} (TECT ECUA)

https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOL ECUA).

e N
© nNpumeuanme

Ecnu mapkepbl 4oCTyna nonb3oBaTtesieit HeobxXxoAnMMo coxpaHAaTb B 6a3y AaHHbIX, yCTaHOBUTE (iaxKoK
3amoMUHATH Mapxepel. B pe3ynbraTe MapKepbl byAyT COXPAHATLCA B CAEAYHOLLMX CAYYaAAX:

* rpu BXxoAe Nonb3oBaTens;
* Mpu NpMBs3KE BHELWHErO NOCTaBLWMKa B JINUHOM KabuHeTe;
® Mpu NpMBA3KE BHELIHEro NocTaBLmMKa Yepes REST API;

® MNpKn perncTpaunm nonb3oBaTtena yepes sHeWHero NoCrtaBLlWmnKa.
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Be3onacHocTb

3anonHUTe faHHble 415 KOppekTHOro B3avmogencteums Blitz Identity
Provider ¢ ECHA.

URL ans http://localhost/v1/createAuthReq/v2
dopmumpoBaHus
3anpoca
ayTeHTUPMKaLmn

URL ans https://esia.gosuslugi.ru/aas/oauth2/
aBTOpM3auUnmn

URL gnsa http://localhost/v1/createTokenReq/v
dbopmMmupoBaHus
3anpoca mapkepa

URL ansa https://esia.gosuslugi.ru/aas/oauth2/
nosly4YeHns u
o6HOBNEHUS

Mapkepa

URL ansa http://localhost/v1/tokenResp
06paboTKmn
oTBeTa Ha 3anpoc
Mapkepa

URL ans https://esia.gosuslugi.ru/digital/api/p
nony4vyeHns
AaHHbIX

() 3anomuHaTth Mapkepsbl

® 3ampamuBaeMele paspemenud: NepeyeHb 3anpamBaemblx paspeweHunin us ECUA. Mimeetca Bo3-
MOKHOCTb NONYYUTb AaHHble 06 opraHM3auuun noab3osatens. Ina sToro HeobxoaMMO yKas3aTb pas-
pelweHne usr_org, a TaKXKe BbINOJHUTb HAaCTPONKM Bblitz.conf. A NoNy4yeHNa AeTaNbHbIX Ha-
CTPOEK HaNULLMTE HAWMM 3KcnepTam no agpecy support@idblitz.ru.

® Tun cornacud:3anpawmBaemblii B LMGpoBOM npodwuae TN cornacua.
® Cpox HeHCTBHYE COTacud: KOMYECTBO MUHYT, Ha KOTOpOE 3anpallnuBaeTcs cornacue.

® OTBeTcTBeHHOE nHIlOo: COTPYAHUK OPraHM3aLLMM, OTBETCTBEHHDbIN 32 06paboTKY AaHHbIX, NONYYEH-
HbIX U3 Undposoro npoduns.

® 3anpamrBaeMble OaHHBIE [IOJNb30OBaATENd: HeO6X0,EI,MMO OTMETUTb Te AaHHble, KOTOpPble cneayert
nonyyatb U3 ECUA; 3T1 gaHHble foMXKHbI 6bITb 4OCTYNHBI NO 3aMNpaLllMBaeMbIiM pa3peLleHUaM.
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Pazp! W AaHHBbIE Tens

Bobi6epuTe paspeleHiisa U3 AoCTyMHOro cnucka

LocTynHbie paspewenis

3anpawumeaembie paspetuetis

Twn cornacns

Cpok AeiicTeus cornacust 1440

OtBetcTBeHHOE ML

3anpalunBaembie AaHHbie NoNb30BaTeNs OCHOBHbIE faHHbie Macropt rpaxaannta PO

[LVIEl  CoxpatimTe

5. Hactpoiite npasuna cesasvieaHus (cTpaHuua 197).
6. B pasgene AyTeHTUPUKALMA KOHCONW YNPABAEHUA BKAKOYMTE UCMNOb30BAHWE METOAA ayTeHTUDUKALMM C
MCMNO/Mb30BaHNEM NOCTaBLLMKA UAEHTUOMKALMM ECUA (AmanTep-HUudpacTpykTypa).
TrustGate ana ECUA

Blitz Identity Provider no3sonseT ncnonb3osaTb Ans B3anmoaencrtensa c ECUA Tunosoe ceptuduumpoBaHHoe pe-
weHwue TrustGate (McnonHeHue 1, sepcus 3).

© nNpumeyanue

Pelenuna paspabotaHbl AO «MHboTeKC MHTepHeT TpacT»¥.

[na koHourypuposaHus Bxoga Yepe3 ECUA ¢ ncnonb3osaHnem noboro peweHns TrustGate BbinonHUTe cneay-
foLme warm:

1. YcTaHOBMTE M HacTpoiTe cpeay GYHKUMOHMpPOoBaHMA TrustGate cornacHo opULMaNbHON AOKYMEHTALMM,

2. Mepengute B KoHcoNb ynpasneHusa Blitz Identity Provider n no6asbTe nocrasLuMKa, UMEOLWEro TN ECUA
(TrustGate).

3. 3apanTte 6a3oBble HacTpoliku ECUA:
® lneHTHudHKaTOP MNOCTAaBIHKA,

® HazpBaHue IMocTaBIUKa.

37 https://smev.iitrust.ru/
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HacTpoliku noctaBwmka naeHtnoéukauum ECUA (TrustGate)

be3sonacHoCTb

3anonHUTe AaHHble ANA KOPPeKTHOro B3anmogencteuna Blitz Identity Provider c ECUA.

MHeMOHWKa CUCTEMbI REAXOFT
(client_id)
BazoBblii URL https://ebs-sandbox.iitrust.ru
NoruH idblitz
MNaponb kfepfgkeegfe3rér7s

3anoMuWHaTL Mapkepsl

4. 3anonHUTe HaCTPOMKM NOCTaBLIMKA naeHTUdMKaumm ECUA:

® MuemoHuHka cucTemu (client_id): BBeAuTe 3HaYeHUe, YKa3aHHOe paHee Ha TeXHONOrnM4yecKkom
noptane ECHA.

e Basosmit URL: agpec TrustGate 6e3 yKaszaHMA NyTM K KOHKPETHOMY CEePBUCY.

e Jlorun W nmapons: JIOTMH U Naposb, N0 KOTOpbIM ByAeT nosyyeH TokeH TrustGate.

.
© nNpumeyanue

Ecnun mapkepbl goCTyna nonb3osaTeneit He0bXoAMMO COXPaHATL B 6asy AaHHbIX, YCTaHOBUTE GNaXKOK
3amoMuHATE Mapkeprl B pesynbrate MapKepbl by4yT COXPaHATLCA B CAeAYIOWMX CAyYanX:

* Mpwu BXoAe NoNb30BaTeNs;
® MpuW NPUBA3KE BHELIHEro NOCTaBLLMKA B J/IMYHOM KabuHeTe;

® Mpu NpMBA3Ke BHELIHero nocTasLwmKa Yepes REST API;

® Npun perncTpaynm noab3oBaTena 4yepe3 BHEWHEro noCtaBLWMKa.
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HacTpoiiku noctaswuka nageHtuoukaymm ECUA (TrustGate)

be3onacHocTb

I 3anonHuTe AaHHble ANS KOPPeKTHOro B3anmoaencTena Blitz Identity Provider ¢ ECUA.

MHeMOHWKa cUCTeMbl REAXOFT
(client_id)
Bazosblii URL https://ebs-sandbox.iitrust.ru
NoruvH idblitz
Maponb njJGYUFC3423

@ 3anoMuHaTe Mapkepel

® 3ampamuBaeMele paspemeHud: NEpPeYeHb 3anpamBaemblx paspewweHunin us ECUA. Mimeetca Bos-
MOXHOCTb MONYYMTb AaHHble 06 opraHM3aLumm nonb3osatena. [1na sToro HeobxoaMMo yKasaTb pas-
peleHne usr_org, a TaKXKe BbINOJHUTb HACTPOMKM Bblitz.conf. A NoNyYeHUA AeTaNbHbIX Ha-
CTPOEK HaNULLMTE HALWMM 3KcnepTam no agpecy support@idblitz.ru.

Pa3spelueHua U aHHble NoNb3oBaTens

Bbl6epuTe pa3peLueHns U3 4oCTynHOro cnucka

ﬂOCTyI’IH:Ie pazpelwleHna

pazpelueHus

dXWTe nepevyeHb pa3peweHn (scope), KOTOPbIE

OTMeHa Ypanute (@ ERT

5. Hactpoiite npasuna ceAssieaHus (cTpaHuua 197).

6. B pasgene AyTeHTUdMKaALMA KOHCONW YNPABAEHUA BKIIOYUTE UCMONb30BAHUE METOLA ayTeHTUdMKaLUM C
MCNoNb30BaHMEM NOCTaBLMKA MAEHTUOUKAUMKN ECUA (TrustGate).
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VipNet EDI SOAP Gateway gnsa ECUA

Blitz Identity Provider nossonseT ucnonb3oBaTb Ana B3ammogenctama ¢ ECUA peweHune VipNet EDI SOAP
Gateway.

© nNpumevanue

PeweHue paspaboTtaHo AO «MHPoTeKC»8,

Ons KoHPUrypuposaHus Bxoga vepes ECUA c ncnonbsosaHnem pewenma VipNet EDI SOAP Gateway BbinosHUTe
cneaytoLme waru:

1. YcTtaHoBUTe K HacTpoiTe cpeay PyHKUMoHnpoBaHua VipNet cornacHo opuLmManbHON JOKYMEHTAUUM.

2. MepenguTe B KoHcoNb ynpasneHusa Blitz Identity Provider n no6aBsbTe nocraslumKa, UMeOWEro TMn ECHA
(VipNet EDI SOAP Gate).

3. 3apaiiTe 6a3oBble HacTpolikn ECUA:
® HneHTudHUKATOP MNOCTAaBIHKA;

® HazBaHWe I[IOCTABIIHKA.

Ba3oBble HacTpoiiku ECUA (ViPNet EDI Soap Gate)

NaeHtudpukarop esia_vipnet
nocrasLiuKa
Ha3saHue ESIA ViPNet EDI Soap Gate
nocrasLjunKa

4. 3anonHWTe HaCTPOWMKM NOCTaBLLMKA naeHTMduKaunm ECHA:

* MueMoHMKa cHCTeMbl (client_id): BBeAuTe 3Ha4yeHUe, yKasaHHoOe paHee Ha TexHONOrM4yecKkom
noptane ECUA.

® Baszoswii URL: agpec VipNet 6e3 ykasaHMA NyTU K KOHKPETHOMY CEpPBUCY.

e Jlorun M nmapons: JIOTMH U NapoAb, No KOTopbIM ByaeT nonyyeH TokeH VipNet.

f ~
© nNpumeuanue

Ecnn mapkepbl 4OCTyNa nosb3osaTeneit HeobXoAMMO COXPaHATbL B 6asy AaHHbIX, YCTaHOBUTE GNAXKOK
3amoMuHaTE Mapkeprl B pesynbrate MapKepbl 6y4yT COXPaHATLCA B CAEAYIOWMX CAyYanX:

* Mpu BXo4e No/ib3oBaTens;
* MpuY NPUBA3Ke BHELIHEro NOCTaBLMKA B J/IMYHOM KabuHeTe;

® Mpu NpMBA3Ke BHELIHEero nocTasLwmKa Yepes REST API;

® Npun perncTpaynm nonb3oBartena yepes BHeWHero noCraBWwmKa.

38 https://infotecs.ru/products/vipnet-edi-soap-gate-3/
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HacTpoiiku nocTaBwmka ngeHtuoukaumm ECUA (ViPNet EDI Soap Gate)

Be3onacHoCTb

3anonHuTe AaHHbIe AN KOPPEKTHOro B3anmoaeicTeums Blitz Identity Provider ¢ ECUA.

MHeMOHMKa CMCTeMbl REAXOFT
(client_id)

BazoBbiiA URL http://10.100.31.115

NoruH blitz

Maponb M3MeHWTb 3HaveHue

3anoMWHaTL Mapkepsbl

® 3ampamuBaeMele paspemenud: NepeyeHb 3anpallMBaemblx paspelueHnit ns ECUA.

Pa3spelueHna U JaHHble NoNb30oBaTens

BblbepuTe paspelueHns U3 AoCTYNHOro cnucka

[JocTynHele pa3peluenns

paspeweHusn
usr_org x
Ans no6aBneHns paspeLleHns BBeAUTE ero UMs 1
HaxmuTe Enter
YKaxuTe nepeyeHb paspeLleHnii (scope), KoTopble
AO0NXKHbI BbITb NONYYEHBI NPY 06PALLEHMN K
NOCTaBLUMKY MAEHTUOMKALMN.

OTMmeHa Yaanute CoxpaHuTb

6. B pasgene AyTeHTUdMKaALMA KOHCONW YNPABAEHMUA BKAKOYUTE UCMONb30BAHNE METOAA ayTeHTUdMKALUM C
MCNo/Nb30BaHMEM NOCTaBLMKA MaeHTUOMKAUMN ECHA (VipNet EDI SOAP Gate).

5. Hacrtpolite npasuna cessvieaHus (cTpaHuua 197).
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ECHA

MmeeTcs BO3IMOXKHOCTb CKOHPUrypupoBaTb Bxog 4yepe3 ECMA Hanpsmyto, T.e. WTaTHbIMKM cpeacTBamu Blitz
Identity Provider. B atom cnyyae Blitz Identity Provider 6yaet camocTtoaTenbHO GOpMMPOBATL NOANUCH 3anpo-
coB K ECUA.

A\ BHumaHue

JaHHbIM pexxum pekoMeHAYeTCA MCNOb30BaTb UCKAOYMTE/IbHO B LLENsAX OT/1agKM B3anmogeictemna 8 ECUA.

[ns KOHPUTYPUpPOBaAHUSA BbINOJHUTE CAeAytoWMe Waru:
1. NepeiianTte B KOHCONb ynpasneHus Blitz Identity Provider n fo6asbTe nocTaBLUMKa, UMEIOLLErO TUN ECHA.
2. 3apaiite 6a3oBble HacTpolikn ECUA:
® lneHTHPHKATOP IIOCTAaBIIHKA,

® HaszBaHWe I[IOCTABIHUKA.

ba3oBble HacTpokn ECUA

NpaeHTupukartop esia_1
nocraswmka
HazBaHue nocTtasBwmka ESIA

3. 3anonHWUTe HACTPOMKM NocTaBLMKa naeHTuduKaunm ECUA:

URL pana asTopusauumn
Appec obpaboTtumka ECUA, Bbi3biBaemoro 13 bpaysepa.
Bepcua npotokona 1:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac (TECT ECUA)
® https://esia.gosuslugi.ru/aas/oauth2/ac (MPOL4 ECHA)
Bepcua npotokona 2:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)

® https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOL ECUA)

URL gna nonyyeHns n o6HoBNAEHUA MapKepa

Apapec obpabotunka ECUA, BbizbiBaemoro c cepsepa Blitz Identity Provider ana nonyyeHuma map-
Kepa goctyna.

Bepcuma npotokona 1:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/te (TECT ECUA)
® https://esia.gosuslugi.ru/aas/ocauth2/te (MPOA4 ECHNA)

Bepcua npotokona 2:

® https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)
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® https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECUA)

URL ana nonyvyeHUA gaHHbIX

Aapec obpaboTunka ECUA, Bbi3biBaemoro c cepsepa Blitz Identity Provider ana nonyyeHua gaH-
HbIX y4eTHOM 3anucu. Hanpumep:

® https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid} (TECT ECUA)

® https://esia.gosuslugi.ru/rs/prns/${prn_oid} (MPOA ECUA)

-
© nNpumeyanue

Ecnn mapkepbl f0OCTyNa nonb3oBaTesiell He0H6Xo0AMMO COXPaHATb B 633y AaHHbIX, ycTaHOBUTE (iarkoK
3amoMuHaThL Mapxepsl B pe3ynbrtate MmapKepbl 6yayT COXPAHATLCA B CAEAYIOWMX CAYHAAX:

® MNpKn BXo4e Nosb3oBaTeNA,;
® Mpu NpMBA3KE BHELIHero nocTasLwmyKa B JInyHom KabuHeTe;

* npu NpMBA3Ke BHeLLHero nocraslwuKka Yepes REST API;

® MNpun perncTpaunm nonb3oBartena yepes BHeELWHEro NoCrtaBLlmnKa.
. J

® MueMoHHKa cucTeMu (client_id): BBeAuUTe 3HaYeHUe, YKa3aHHOe paHee Ha TeXHON0rnM4yeckom
noptane ECHA.

® Bepcus npoToxomna: Bbibepute Tpebyemyro Bepcuto NpoToKona ana B3ammogeicteus ¢ ECUMA. B
pe3ynbrate NONAURL nna aBTopu3auuu, URL nng nonydeHHd M OOHOBIEHMA Mapkepa UM URL
O7d TOoNydYeHHs MOaHHBX OYAYT aBTOMATUYECKWM 3aMO/IHEHbI aKTya/IbHbIMW 3HAYEHUAMM A8 NPO-
MbllwneHHon cpeabl ECUA. Mpu He0bX0AMMOCTU U3MEHUTE X HA 3HAYEHMA A5 TEeCTOBOM cpeapbl.

® Cepsuc mnoamnucu: Bblbepute cepsuc nognucu. 1na sepcum NnpoTokona 1 4oCTymnHbl CEPBUCHI NOANU-
cu: Mo ymonuauuo (Kpuntolpo CSP), Buemuwuit. [1n1A BepCcMM NPOTOKOAA 2 JOCTYMHbI CEPBUCHI NOA-
nucu: o ymonuanwuo (Kpuntolpo CSP), Kpuntollpo (Kpuntolpo JCP), Buemnuii.

® lneHTHUKATOP Kioua 3NEeKTPOHHOM nomnucu (alias), [laponb OJOCTyNa X KIIOUY
SIEXTPOHHOH MOITIHCH: MAEHTUOUKATOP K/OYA SNEKTPOHHOMN NOAMNMUCH, 3arPyKEHHbIN B XpaHUIU-
we Blitz Identity Provider, u naponb K AaHHOMY K/touy.

© nNpumeuanne

XpaHunuLe yKasbiBaeTca B pasaesne keystore KOHGUrypaumoHHoro daiina. Kntou gonkeH 6bitb

KOHBEPTUPOBaH B dopmaT, coemecmumbili (cTpaHuua 357) c Blitz Identity Provider.
.

@ BaxHo

CepTrdurKaT COOTBETCTBYIOLLENO K/tOYA 3NEKTPOHHOM NOANUCH A0XKEH ObITb 3arpyeH Ha TexHo-
normyeckom noptane ECHA.
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HacTpoiiku nocTaBLmKa uaeHTuduKaumm ECUA

be3sonacHoCTb

I 3anonHWTe AaHHbIe AN KOPPEKTHOTo B3aumoaeiicTeus Blitz Identity Provider ¢ ECUA.

URL ansa asTopusayumn

URL ansa nonyyeHusa n
o6HOBNEHMA MapKepa

3ar10h.'.MHaTb Mapkepbl

(()Wcnonb30Bats PKCE

URL ans nonyyeHus AaHHbIX

MHEMOHWKA CUCTEeMbI
(client_id)

Bepcus npoTokona

Cepeuc nognucun

VaeHTudunkarop (alias)
K/K04a 3NeKTPOHHOWA
noanucu

Maponk gocTyna K Knuy
3NeKTPOHHOI NnoanNncn

Mocne 3anoNHeHWA 3TUX AaHHbIX He 3abyabTe nepeiTu B TexHonornyecknii noptan ECUA, rae AonxHa 6biTb
3aperncTpupoBaHa MHGOpMaLMOHHaA CMCTeMa € yKazaHHOW MHEMOHWKOW U CepTUPUKATOM KNKYa INeKTPOHHON

nognucu.

® 3ampamuBaeMble paspemeHud: NepeyeHb 3anpamnBaemblx paspelueHuii us ECUA.

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac

https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te

https://esia-portall.test.gosuslugi.ru/rs/prns/${prn_oid}

REAXOFT

N
<o

<

Mo ymonyaxuo

gost2012k2025

N3MeHnTb 3HaueHue

® 3amnpamubaeMsle NaHHBE I[IOIb30BaTeNd: HeO6XO,D,MMO OTMETUTb Te€ AaHHble, KOTOopble cneayet

nonyyatb n3 ECUA; sTn gaHHble AONKHbI 6bITb AOCTYNHbI NO 3anpalinBaemMbim paspeleHnam.
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PaspelueHnsa U AaHHbIe NoNb3oBaTens

BeibepuTe paspelueHuns 1n3 AoCTyNHOro cnnucka

AocTynHele paspeleHns

b — openid x m m m
paspelueHuns

3anpawmBaemsble JaHHble OCHOBHbIe AlaHHble AOKyMeHTbI

noneb3oBarens Agpeca KOHTaKTbl

OTmeHa CoxpaHuTb

4. MNpu HeobxoaMMOCTM HacTpoiTe Bxoa Yepe3 ECUA B pexknme Bbibopa COTPYAHMKA OpraHM3aumnmn (cm. nH-
cTpyKUmio3?).

5. Hactpoiite npasuna ceassieaHus (cTpaHuua 197).

6. B pasgene AyTeHTUPUKALMA KOHCONWN YNPABAEHUA BKAKOUMTE MCNOb30BaHWE MeToAa ayTeHTUDUKaLMM C
MCNoNb30BaHWEM NOCTaBLUMKA naeHTudmnKauum ECUA.
Uudposoii npopunb ECUA

MmeeTca BO3MOXKHOCTb CKOHOUIYpUpPOBaTb BXo, Yepes Ludposoi npodunb ECUA, T.e. WTaTHbIMK CpeacTBaMm
Blitz Identity Provider.

A\ BHumanne

JaHHbI pexxum pekoMeHAYeTCA MCNOo/b30BaTb UCKAOYMTE/IbHO B LLENsSX OT/1agKM B3anmogencTens 8 ECUA.

[na KOHOUTYPUPOBHUSA BbINONHUTE CAeAyioLLMe LarK:

1. NepeiianTe B KOHCONb ynpasneHus Blitz Identity Provider n no6asbTe noctaBLiMKa, UMetOLWEro TMN LM
ECHA.

2. 3apgaiite 6a3oBble HacTpoliku LiM ECHA:
® HoneHTHUPUKATOP IIOCTAaBIHKAE,

® HaspaHHe [OCTAaBIIHKA.

39 https://docs.identityblitz.ru/kb/books/primery-konfigurirovaniia/page/nastroika-podkliuceniia-k-esia-v-rezime-vxoda- predstavitelia-organizacii
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Ba3oBble HacTpouku UM ECUA

NaeHTudukarTop esiadp_1
nocrasLwuka
HazeaHue nocraswmka Unéposoi npodpune ECUA

3. 3anosHUTe HACTPOMKKN NOoCTaBLWMKa ngeHTnomKkaummn LUndposoi npodpuns ECUA:

URL pana asTopusauumn
Appec obpabotumka ECUA, Bbi3biBaemoro 13 6paysepa.
Bepcua npoTtokona 1:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac (TECT ECUA)
® https://esia.gosuslugi.ru/aas/oauth2/ac (MPOL ECUA)
Bepcusa npotokona 2:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/v2/ac (TECT ECUA)

® https://esia.gosuslugi.ru/aas/oauth2/v2/ac (MPOO ECUA)

URL gna nonyuyeHusa n o6HoBNeHUA mapKepa

Apapec obpabotunka ECUA, BbizbiBaemoro ¢ cepsepa Blitz Identity Provider ana nonyyeHuma map-
Kepa gocTyna.

Bepcua npoTtokona 1:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/te (TECT ECUA)
® https://esia.gosuslugi.ru/aas/oauth2/te (MPOA ECUA)
Bepcua npotokona 2:
® https://esia-portall.test.gosuslugi.ru/aas/oauth2/v3/te (TECT ECUA)

® https://esia.gosuslugi.ru/aas/oauth2/v3/te (MPOL ECUA)

URL ana nonyyeHmUA gaHHbIX

Appec obpaboTunka ECUA, Bbi3biBaemoro c cepsepa Blitz Identity Provider ana nonyyeHusa gax-
HbIX y4eTHOM 3anucu. Hanpumep:

® https://esia-portall.test.gosuslugi.ru/digital/api/public/vl (TECT
ECHA)

® https://esia.gosuslugi.ru/digital/api/public/v1 (MPOA ECHNA)

© nNpumevanue

Ecnun mapkepbl 4oCTyna nonb3osaTeneil HeobXoAMMO COXPaHATL B 6a3y AaHHbIX, YCTAHOBUTE GNaXKOK
3anoMMHATHL Mapkephl B pesy/nbrate mapkepbl 6y4yT COXPaHATLCA B CAEAYIOWMX CAYYanX:
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® Mpwu BXoAe Nonb30BaTeNs;
® Mpu NPMBA3Ke BHELIHEro NOCTaBLMKA B JIMYHOM KabuHeTe;
* Mpu NpMBA3Ke BHELHero nocTasLwmKa Yepes REST API;

® Npun perncTpaynm nonb3oBaTena 4yepes BHeWHEro noCrtaBWnKa.

* MueMOoHMKA cHCTeMbl (client_id): BBeAuTe 3HayeHMUe, yKazaHHoOe paHee Ha TexHONOrM4yecKkom
noptane ECUA.

* Bepcug npoToxona: Bblbepute Tpebyemyio Bepcuto NpoToKona Ana B3ammogeicteusa ¢ ECUA. B
pe3ynbrate NONAURL nna aBTopus3auuu, URL nng nmonydeHud M OOHOBIEeHHd Mapkepa U URL
OId TONYYEeHUHd OaHHBIX 6y,CI,YT AdBTOMATUYECKN 3aNOJ/IHEHbI aKTya/ibHbIMW 3Ha4YE€HUAMU ONA NPO-
MblwieHHoM cpeabl ECUA. Mpu HeE0BX0AMMOCTN N3MEHUTE UX HA 3HAYEHMUA 41 TECTOBOW cpeapl.

® Cepsuc nomnmucu:BblbepuTe cepsuc nognucu. 1ns sepcun npotokona 1 4oCTynHbl CEPBUCHI NOLNK-
cu: Tlo ymonuanuo (Kpuntolpo CSP), Buemnuit. [N BepCcMM NPOTOKONA 2 JOCTYMNHbI CEPBUCHI NOA-
nucu: o  ymonuauwuo (KpuntoMpo CSP), KpunTollpo (KpuntolMpo JCP).

® UneuTudukaToOp KIiUa SIEKTPOHHOM nommnucu (alias), laponb pocTyla X XIouy
3IEeX TPOHHON MONNUCH: UAEHTUDMKATOP KAKOYA /IEKTPOHHOWM NOANUCK, 3arPYKEHHDIN B XPaHUAK-
we Blitz Identity Provider, u naponb kK AaHHOMY K/touy.

~
© nNpumeuanue
XpaHuauLLe yKasblBaeTcA B pasgene keystore KOHOUIypaumoHHoro danna. Knou gonxkeH 6biTb
KOHBepTUpoBaH B popmart, coemecmumbili (ctpaHuua 357) c Blitz Identity Provider.

J

@ BaxHo

CepTnduKaT COOTBETCTBYIOLLLETO K/tOUA SNEKTPOHHOM NOANNCK J0NKeH BbITb 3arpykeH Ha TexHo-
norunyeckom noptane ECUA.
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HacTpoiiku noctaBwmka nageHtueukaumm Undposoit npopuns ECUA

Be3onacHocTb

3anonHuTe AaHHbIE ANA KOPPEKTHOrO B3aumoaericTema Blitz Identity Provider ¢ ECUIA.

URL ans asTopu3saunmn

URL ana nonyyeHus n
o6HOBNEeHUA Mapkepa

() 3anomuHaTL Mapkepbl

() Wcnonb3oBate PKCE

URL gna nonyyeHus
AAHHbIX

MHEMOHMKa CUCTEMBI
(client_id)

Bepcua npotokona

Cepeuc nognucn

Mocne 3anoNHeHWUA 3TUX AaHHbLIX He 3abyabTe NepeiTu B TexHonoruyecknii noptan ECYIA, rae gonxHa
6bITb 3aperncTpupoBaHa MHGoOpPMaLMOHHas CUcTeMa C yKa3aHHOM MHEMOHUKOW 1 cepTuduKaTom Kniova
3INeKTPOHHOI NoANUCHK.

® 3ampamuBaeMele paspemenud: NepeyeHb 3anpallMBaemblx paspelueHnit ns ECUA.

https://esia-portall.test.gosuslugi.ru/aas/oauth2/ac

https://esia-portall.test.gosuslugi.ru/aas/oauth2/te

https://esia-portall.test.gosuslugi.ru/digital/api/public/v

INGOS_RU

BHewHWi <

e Tum coraacug — 3anpawunBaemblt B umdpposom npoduae TUN cornacus.

® Cpox meHCTBHE cornacudg — KOJIMYECTBO MMUHYT, Ha KOTOPOE 3anpallnBaeTca coriacue.

® OTBEeTCTBEHHOE NHIO— COTPYAHMK OpraHM3aumnm, OTBETCTBEHHbIV 32 06paboTKy AaHHbIX, NOAYYEH-
HbIX U3 Undposoro npoduns.

® 3anpamrBaeMble OaHHBE [NOIb30OBaATENd — H806XO/J,I/IMO OTMETUTb Te AaHHble, KOTOpble cneayet
nosyyaTb n3 umdposoro npoduns ECUA; 3T gaHHbIe A0XKHbI ObITb AOCTYMHbI MO 3aNpallMBaeMbiM

paspeLeHnam.
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Pa3pelueHuns 1 AaHHble Nonb3oBaTens

Bblﬁepme pa3pelleHna n3 Ao0CTYyNHOro cnnucka

ﬂDCTyﬂHbIE paspeweHus

3anpawMBaeMb|e ma"iagE_cert_doc .

paspelueHuns

birth_cert_doc x history_passport_doc x

death_cert_doc x
foreign_passport_doc x

nobaBneHNA pa3pelleHnsa BBegnuTe ero UMa n

an

HaxmuTe Enter

YKaxuTe nepeyeHsb pas

6bITb NO.

{eHbl NPWY 06paLLeHNN K N

naeHTUdUKaumn

Tun cornacusa CREDIT

OV opraHn3aunmn

CpoK gelicTeus cornacus 1440

Konun4ecrs

0 MWHYT, Ha KOTO
He MoxeT npeBbllaTh MaKCUManbHbIA CPo
onpegenéHHbIN ANA AaHHOro Tuna cornacua

OTBETCTBEHHOE NNLIO Metpoe .M.

CoTpyAHWK OpraHn3aunn an opraHnaums,

3anpalumeaemble gaHHbIe OCHOBHbIe AaHHble
nonesoearena MacnopT rpaxaaHvHa P®

OTMeuyeHHble paHee pa3pelueHuna (scope) A0NXKHb

NO3BONATL NONY4YaThb YKa3aHHbIe AaHHble

O BaxHo

YT106bI BXOA, Yepes Lndposoii npodunb ECUA 3apaboTan, HeobxoauMo nonyuntb oduumnanbHoe pas-
pelleHne Ha NpoBegeHne UAEHTUGUKALMU U ayTeHTUUKALMKM NONb30BaTeIeN C MOMOLLbIO 3aperu-
CTPMPOBAHHOM CUCTEMbI U NOAYYUTb AOCTYN K TECTOBOW / NpombiwneHHol cpeae ECUA ¢ goctynom K
undposomy npodunio. MoapobHee 06 3TOM MOXKHO NPOUUTaTh 3aech™.

40 https://identityblitz.ru/products/esia-bridge/digital-profile/
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4. Hactpovite npasusna cea3bieaHuUs (cTpaHuuya 197).

5. B pasgene AyTeHTUOUKALMA KOHCONWN YNPABAEHUA BKAKOYMTE UCMNO/b30BaHWE METoAa ayTeHTUGUKALMK C
Mcnonb3oBaHMem NocTaBlwmKa naeHtudukaumnm LN ECHA.

2.3.3 baHKku

Anbda ID
JOns kKoHPUrypmposaHus Bxona vyepes Anbda ID Heo6X0aMMO BbINOAHUTL CNEAYIOLLME HACTPOMKMK:

1. 3aperucTpuposaTb NpunoxeHue B cucteme Anbda ID*. [1na aToro noaaTh 3aABKy Ha OPULMANLHOM caliTe
3TOro NoCTaBLMKa naeHTUdMKaumu. Mo pesynstatam perncTpaLm HeobXoANMO NoAYUNUTD:

* naeHTMdUKATOpP KAMeHTa (Client ID);
® CeKpeT KAMeHTa (Client Secret).

2. MNepeiTn B KOHCONb ynpasneHus Blitz Identity Provider n no6aBuTb NOCTaBLMKA, MMEIOLLETO TUMN Anbda
ID.

3. 3anoNHWUTb HacTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:
e NaoeHTdMKATOP NOCTaBLUNKA;
¢ HasBaHue NocTaBslLMKa;

¢ URL ans aBTopm3aumm —aapec, no KOTopomy A0KHA MUHULMUPOBATLCA ayTeHTUdUKaLMA, Hanpumep:
https://id-sandbox.alfabank.ru/oidc/authorize;

e URL 4na nonyyeHma n o6HOBNEHUS MAapPKepa —agpec, MO KOTOPOMY NPOUCXOAUT NoNyyYeHne n obHoB-
JleHne mapKepa A0CTyna, Hanpumep: http://proxy_server:port/api/token. [logknoveHme K
cepBUCY NONYYEHUA OAHHbIX AOKHO OCYLLECTBAATLCA Yepes3 NPOKCU-CePBEP, HA KOTOPOM AOKHbI
6bITb HacTpoeHbl TLS-cepTUdMKaTbl A4 3aWMLLEHHOIO B3aMmoaencTemsa ¢ cepsmcom Anboda ID;

© nNpumeuanne

Ecam mapKepbl 4OCTyNa nosb3osaTeneit HeobXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHOBUTe dAa-
OK BamomMuHaThL Mapxeps. B pesynbraTe MapKepbl ByAyT COXPAHATLCA B CAeAYIOLLMX CAyYanX:

npu BXxoae NoNb3oBaTeNA,

Npuv NpUBA3Ke BHELLHEero nocTtasLwmKa B J/InuHom KabuHeTe;

npu NpuBA3Ke BHELWWHEro nocTasLwmKa Yyepes REST API;

= Npu perncTpaumn nonb3osaTtesia Yepes3 BHELWHEro noctaswmkKka.

e URL gna noayvyeHua AaHHbIX — agpec, No KOTOPOMY MPOUCXOAUT MOJlyYeHUe AaHHbIX NoAb30Ba-
Tena, Hanpumep: http://proxy_server:port/oidc/userinfo. [loagKn04EeHNE K cepBUCY NOY-
YeHWA AaHHbIX JAOMKHO OCYLLECTBAATLCA Yepes NPOKCU-CePBEP, HA KOTOPOM [0KHbI HbITb HacTpoe-
Hbl TLS-cepTMduUKaTbl ANA 3aWMLLEHHOTO B3aUMogencTeunA ¢ cepemucom Anbda ID;

e NaoeHTuduKaTOp KNMeHTa (Client ID);

e CeKkpeT KnneHTa (Client Secret);

e 3anpalumBaemble rpynmbl 4aHHbIX — NepeYeHb 3anpalimMBaemblX rpynn aaHHbIXx 3 Anbda ID.
4, HacTpouTb npaBuna CBA3bIBaHMA.

5. B pasgene AyTeHTUGUKALMA KOHCONWN YNPaBAEHUA BKNOYUTb MCNOb30BaHWE METOAa ayTeHTUDUKALMM C
MCMNo/Ib30BaHMEeM NOCTaBLUMKa naeHTUdMKaumm Anbda ID.

41 https://alfabank.ru/sme/alfaid/
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BesonacHocTb

[nA 3anonHeHnA Ncnonb3ynTe faHHble, NoNy4YeHHble NPy perncTpauumn ceoen cuctemsl B baHke.

URI nepeHanpasnenun (Redirect URI) https:/bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/alfa/alfa_1/false https:/bip-
devi.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/alfa/alfa_1

/\DD\’)C CTpaHuubl, Ha KOTOPYHO ﬁ,yﬂ,[*T nepeHanpasneH OTBET nocne ycnewHoun EZ)’T(“HTH[‘WH\/:’IL\HM B

cucteme baHka

URL ana aBTOpU3auuu https://id-sandbox.alfabank.ru/oidc/authorize

URL ana nonyyeHun u o6HOBNEHUA Mapkepa http://proxy_server:port/api/token

3ar POC Ha nonly4eHne mapkepa npoucxoanT Yepes Npokcu-cepeep

3anomuHaTh Mapkepbl

URL anA nonyyeHnA AaHHbIX http://proxy_server:port/oidc/userinfo

3anpoc Ha nonyyYeHne AaHHbIX AO/MKEH NPOUCXOANTL Yepes NpoKcu-cepeep

Client ID my-client-id

Client Secret N3ameHunTh 3HaueHve

Fpynnbl AaHHbIX

3anpalwmsaemble rpynnbl AaHHbIX identitydocument x m identitydocumentdetails x m
birthplace x m addressfl x

,[L,"\F\ pnobasnexHuna rpynnbl AaHHbIX BBEAUTE €e UMA N HaXXKMUTe Enter

BTB ID
Ons KoHPUrypruposaHus Bxoga yepes BTE ID HeobxoaAnMOo BbINOAHUTL C/ieAyoLlme LWarku:

1. 3aperucTpuposaTb npunoxeHue s cucteme BTE ID*. [ina sToro nosath 3asABKy Ha opuLMaANbLHOM caiiTe
3TOro nocTaBLUMKa naeHTUdMKaumn. Mo pesynstatam perncrpalm HeobxoANMO NoAYUNUTb:

* naeHTUPUKATOP KNneHTa (Client ID);

® CeKpeT KaueHTa (Client Secret).
2. MNepeiTn B KOHCcoNb ynpasaeHua Blitz Identity Provider u no6aButb nocTasLLMKa, MetoLWero Tun BT ID.
3. 3anonHUTb HAaCTPOMKM NOCTaBLLMKA UAEHTUDMKALUM:

e NpeHTUdMKaATOP NOCTaBLLMKA;

e Ha3BaHWe NOCTaBLMKA;

o URL a4 aBTOpPM3aLmM — aapec, Mo KOTOPOMY AO/IKHA MHULMMPOBATLCA ayTeHTUdMKaLMA, Hanpumep:
https://id.vtb.ru;

e URL ana nonyyeHua n obHOBNEHMA MapKepa — agpec, Mo KOTOPOMY NPOUCXOAUT NoayvyeHne 1 06HOB-
NleHne mapkepa 40CTyna, Hanpumep: https://id.vtb.ru/ocauth2/token;

42 https://developer.vtb.ru/connection
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© nNpumeuanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTesieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE dia-
OK 3amomMuHaTs Mapkepel B pesynbraTe mapKepbl 6yayT COXPAHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e nosib3oBaTensa;
= Npu npumBA3Ke BHEWHENo NOCTaBLWHWKa B JInyHoMm Ka6VIHeTe;

— Npu NpUBA3Ke BHELIHEro NOCTaBLMKa Yepes REST API;

= Npwu perncTpaumn nonb3osaTtena Yepes BHeELWHEro NocrtaswnkKa.

e URL gna nonyyeHua AaHHbIX — agpec, N0 KOTOPOMY MPOUCXOAMUT MOAyYeHUEe AAHHbIX NO/b30Ba-
Tena, Hanpumep: http://proxy_server:port/oauth2/me. [logkntoYeHUe K cepBuUcy nonyye-
HUA AaHHbIX SO/IKHO OCYLLECTBAATLCA Yepes NPOKCU-CePBEP, Ha KOTOPOM ZO0/1KHbl ObITb HACTPOEHbI
TLS-cepTuduKaTbl A8 3aLLMLLEHHOTO B3anmogencTena c cepsucom BTE ID;

e NaeHTudmKaTOp KAMeHTa (Client ID);

e CeKpeT KiMeHTa (Client Secret);

e 3anpawmsaemble rpynnbl AaHHbIX — NepeyeHb 3anpalmBaemMblX rpynn AaHHbiX U3 BTE ID;
4. HacTpouTb NnpaBuaa CBA3bIBAHUA.

5. B pasgene AyTeHTUPUKaLMA KOHCONM YNpaBAEHUA BKIOUYUTL MUCMO/Ib30BAaHME METOoAa ayTEHTUPUKALMKY C
NCMNo/Ib30BaHMEM NOCTaBLLMKa ngeHTMdmKauum BTE ID.
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Hactpoiiku nocrtaBwmka uaeHtudukauum BTB ID

BesonacHocTb

[nA 3anonHeHVA ucnonb3ynTe AaHHble, MOMyYeHHbIe NPV perncTpauum cBoen cuctemol B baHke.

URI nepenanpasnenusa (Redirect URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/vtb/vtb_1/false https:/bip-

URL ana aBTopu3sauum

URL ana nonyyeHuA n o6HOBNEHUA MapKepa

3anoMmunHaTb Mapkepb!

URL ana nonyyeHuA AaHHbIX

Client ID

Client Secret

https://id.vtb.ru

https://id.vtb.ru/oauth2/token

http:/proxy_server:port/oauth2/me

3anpoc Ha nony4yeHue AaHHbIX AO0/HKEeH NpoucXoanTb Yepes

my-client-id

M3MeHUTb 3HaYeHne

yAeT nepeHanpasneH oTeeT

dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/vtb/vtb_1

nocne ycnewuHom ayTeHTugpukauum B

Mpynnbl AaHHbIX

3anpalumBaembie rpynnbl JaHHbIX

patronymic x rfPassport x mainMobilePhone x
birthDate x gender x

Ons SHUF

nMA 1 HaxxmuTe Ente

rpynnbl AaHHbIX BBEAUTE ee

C6epbusHec ID
[ns KoHPUrypupoBaHus Bxoaa vYepes CoepbusHec ID HeEOBX04MMO BbINONHUTL CAeAyOLWME Waru:

1. 3apeructpupoBaTh nNpunosKeHue B cucteme Cbepbustec ID*3. [na sToro nogathb 3asABKy Ha odULMANLHOM
caliTe 3TOro NOCTaBLWMKa naeHTUdMKaumu. Mo pesynbTaTam perucTpaLmm HeobXxoaMMo NoayYnTb:

* naeHTUdMKaTop KAneHTa (Client ID);
® CeKpeT KaueHTa (Client Secret).

2. MNepeiTn B KOHCONb ynpasneHus Blitz Identity Provider u no6aBuTb NOCTaBLMKA, MMEIOLLETO TUMN CHep—
Buszuec ID.

3. 3anonHUTb HAaCTPOWMKM NOCTaBLLMKA UAEHTUDUKALUM:
e N AeHTUPUKATOP NOCTABLLMKA;
¢ HasBaHMe NOCTaBLUMKa;

o URL a4 aBTOpM3aLMM — agpec, Mo KOTOPOMY A0MKHA MHULIMMPOBATLCA ayTeHTUDUKALMA, Hanpumep:
https://sbi.sberbank.ru:9443/ic/sso/#/login;

e URL gna nonyyeHna u ob6HOBAEHMA MapKepa — ajpec, MO KOTOPOMY NPOMUCXOAWUT Mnoay4e-
HWe M 0B6HOB/IEHWE MapKepa AOCTyna, Hanpumep: http://proxy_server:port/ic/sso/api/

43 https://api.developer.sber.ru/how-to-use/sberbusiness_id
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oauth/token. [oAKNOYEHNE K CEPBUCY MOAYYEHMA LAHHbIX OOMKHO OCYLLECTBAATbCA 4vepes
NPOKCU-CePBEP, HAa KOTOPOM AO/KHbI 6bITb HAacTpoeHbl TLS-cepTUdMKaTbl A5 3aLMLLEHHOIO B3au-
mogaencTema ¢ cepsmcom CbepbusHec ID;

© nNpumeuanue

Ecnu mapkepbl £OCTYNa nosib3oBaTtesnelt He0bXoAMMO cCoOXpaHATb B 6a3y AaHHbIX, ycTaHoBUTE dna-
OK 3amomMuHaThs Mapkepel B pesynbraTe MmapKepbl 6yayT COXPaHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e noab3oBaTensa;

npu NpUBA3Ke BHELWHEro NocTasLWwmKa B JIN4HOM KabuHeTe;

Npu NPMBA3Ke BHELWHEro nocrasLmKa Yyepes REST API;

= Npwu perncTpalmmn nonb3osaTtesia Yepes BHeWHEro nocrtasuwnkKa.
J

e URL Ana nonydeHua faHHbIX — aApec, No KOTOPOMY MNPOMCXOAUT MOAYyYEHME AaHHbIX MOMb30-
BaTeNA, Hanpumep: http://proxy_server:port/ic/sso/api/oauth/user—info. [Nogkntoye-
HMe K CepBucy nonyyvyeHuna aHHbIX AO0/KHO OCYLWEeCTB/ATbCA Yepe3 MNMPOKCU-cepBep, Ha KOTOPOM
[OJTHbI 6bITb HAacTpoeHbl TLS-cepTUdMKaTbl 418 3aWMLLEHHOMO B3ammogaeincTaus ¢ cepsmcom Cbep-
busHec ID;

e NpeHTnduKaTop KAneHTa (Client 1ID);

e CeKpeT KiMeHTa (Client Secret);

e 3anpalumBaemble rpynnbl 4aHHbIX — NepeyeHb 3anpaLiMBaemMblxX rpynn AaHHbIX u3 CbepbusHec ID;
4. HacTpouTb NnpaBuaa CBA3bIBAHMUA.

5. B pasgene AyTeHTUPUKaLMA KOHCONM YyNpaBAEHUA BKAOYUTb MCMO/Ib30BAaHME MEeTo4a ayTeEHTUPUKALMK C
MCMNo/Ib30BaHMEM NOCTaBLLMKa naeHTudMKaumm CoepbusHec ID.
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HacTpoWku nocrtaBwuka naeHtugpukauum Céepbustec ID

BesonacHocTb

[nA 3anonHeHuA VICHOﬂbSyVITe AaHHble, N0Ny4YeHHble Npu perucTpauun cBoeW cuctembl B baHke.

URI nepeHanpasneHun (Redirect https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/sbb/sbb_1/false
URI) https:/bip-
dev1i.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbb/sbb_1

Anpec cTpaHuubl, Ha KOTopyto ByaeT nepeHanpaBneH oTBET nocne
yCnewHon ayTeHTugukauum B cucteme baxka.

URL ana astopusauumn  https://edupir.testsbi.sberbank.ru:9443/ic/sso/#/login

URL ana nonyyenua n  http:/proxy_server:port/ic/sso/api/oauth/token

06HOBNEHNA MapKepa
3anpoc Ha nonyYeHne Mapkepa NPOMCX0AUTL Yepes NPOKCu-cepeep

3anoMuHaTb MapKepb!

URL ana nonyuexus paHHbix  hitp:/proxy_server:port/ic/sso/api/oauth/user-info

3anpoc Ha nony4yeHune AaHHbIX O0SHXKEeH NPOUCXoAuTb Yepes NpoKcu-cepeep

ClientID my-client-id

Client Secret N3MeHUTb 3Ha4YeHne

Fpynnbl AaHHbIX

3anpalwmsaemble rpynnbl AaHHbIX OrgName x orgJuridicalAddress x email x
orgOktmo x orgOgrn x I orgKpp x
orgActualAddress x I openid X I orgLawFormShort x

individualExecutiveAgency x I orgLawForm x I inn x

offerExpirationDate x I terBank x accounts x I name Xx

phone_number x orgFullName x userPosition x

[Ona pobasneHunA rpynnbl AaHHbIX BBEAUTE ee UMA 1 HaxxmuTe Enter

C6ep ID
[nsa KoHoUrypuposaHusa Bxoga Yepes Coep ID HE0HXOAMMO BbINOAHWUTL CAedytoLLMe Wark:

1. 3aperucTpupoBaTb npuaoxeHue B cucteme Cobep ID. A 3TOro BOCNO/1b30BaTbCA MHCTPYKLMEN, pa3me-
LEHHOM Ha opULMaNbHOM caliTe 3TOro MocTaBlMKa uaeHTUduKaumn®®. Mo pesynbTatam perucrpaumm
HeobXo4MMO NoNYYUTb:

* naeHTMdMKaTop KAneHTa (Client ID);
® CeKpeT KnneHTa (Client Secret);

® cepTUMKAT cucTeMbl, NOAKAOYEHHON K Coep ID;

44 https://developers.sber.ru/docs/ru/sberid/overview
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e ceptndukat Coep ID.

2. HacTpouTb 3alMLLEHHbIN KaHaa CBA3W MeXay opraHmsaumen 1 6aHKoOM ¢ MCNoNb30BaHWeM cepTUdUKaTa,
nonyyeHHoro ot MNAO «CbepbaHK» B MpoLLecce perucTpaumu.

3. MepeinTu B KOHCONb ynpasaeHus Blitz Identity Provider n 4o6aBuTb NocTaBLIMKA, UMEIOLLLErO TUN C6ep ID.
4. 3anoNHUTb HaCTPOMKKM NOCTaBLUMKA MAEHTUDUKALUM:

e VaeHTndMKaTOp NOCTABLLMKA;

e Ha3sBaHMe NOCTaBLLMKa;

¢ URL ans aBTopm3aumm —aapec, no KOTopomy A0/KHA MHULUMNPOBATLCA ayTeHTUdUKaLMA, Hanpumep:
https://online.sberbank.ru/CSAFront/oidc/authorize.do;

e URL 4ns nonyyeHma n o6HOBNEHUS MapKepa — agpec, MO KOTOPOMY NPOUCXOAUT NoayYeHne n obHoB-
JleHne mapKepa gocTyna. JomkeH 6bITb yKa3aH BHYTPEHHUI agpec ceTu, obpalleHne Yepes KoTopblii
obecneynT paboTy No 3alLMLLEHHOMY KaHasy CBA3M MeXAY opraHmsaumen u 6aHKom;

© nNpumevanue

Ecaun mapKepbl 4OCTyNa nosib3oBaTeneit HeobXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dAa-
OK 3amoMuraTh Mapxephl. B pesynbraTe MapKepbl ByAyT COXPaHATLCA B CAEAYIOLMX CAYYAnX:

npu BXo4e nosib3oBaTensa;

= Npu npusA3Ke BHELWHEro NoCTtasLWMKa B JINyHOM Ka6VIHeTe;

npu NpuBA3Ke BHELWHEro NocTaBLmMKa Yyepes REST API;

= Npun perncTpaummn nonb3osaTtesia Yepes BHEWHEro NoctaswnkKa.

e URL ans nonyyeHua AaHHbIX — aApec, No KOTOPOMY NMPOUCXOAUT NONYYEHUE AAHHbIX NO/b30BaTENS.
JoneH 6bITb YKa3aH BHYTPEHHWUI agpec ceTu, obpalleHune Yyepes KoTopblii obecneunT paboTy no
3aLUMLLLEHHOMY KaHany CBSA3M MeXAay OpraHusaumen n 6aHKkom;

e NpeHTnduKatop KAneHTa (Client 1ID);

e CeKpeT KiMeHTa (Client Secret);

* 3anpalunBaemble rpynnbl 4aHHbIX — KaKMe rpynnbl AaHHbIX 3anpalmBeaTtb 3 Coep ID;
5. HactpouTb npasuna ceA3bIBaHUA.

6. B pasgene AyTeHTUdMKALMA KOHCONM YIPABAEHUA BKAKOYUTb MCNOb30BaHME MeToAa ayTeHTUdMKaL MK ¢
MCNoNb30BaHMEM NOCTaBLMKa naeHTUdMKaummn Coep ID.
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HacTpoiiku noctaBwuka uaeHTucpukauum Céep ID
BesonacHocTb
[inA 3anonHeHnA UCMonb3ynTe AaHHble, NONyYeHHble NPy perncTpauum cBoen cuctembl B baHke.
URI nepenanpasnenun (Redirect URI) https:/bip-devi.reaxoft.ru/blitz/login/externalldps/callback/sbrf/sbrf_1/false https:/bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/sbrf/sbrf_1
/\AJDL“I', CTpaHUubl, Ha KOTOPYIO ’/",/,l(‘! nepeHanpaesieH OTBET Nocne ycnewHoun ayTeHTupukaumm B

cucrteme banka

URL anna aBTopu3sauumn https://online.sberbank.ru/CSAFront/oidc/sberbank_id/authorize.do

URL ana nony4yeHusa n o6HOBNEHUA MapKepa https://sec.api.sberbank.ru/ru/prod/tokens/v2/oidc

3anomuHaTb MapKepbl

URL ana nony4eHuAa gaHHbIX https://sec.api.sberbank.ru/ru/prod/sberbankid/v2.1/userinfo

ClientID d

Client Secret N3meHuTb 3HaueHne

Ipynnbl AaHHbIX

x

ﬂ,’H AobaBneHnA rpynnbl AaHHbIX BBEAUTE €€ UMA N HaXXMuTe Enter
T-ID
[nsa KoHoUrypuposaHusa Bxoga Yepes T-ID He06X04MMO BbINOAHWUTL C/leaytoLLme LWaru:

1. 3aperucTpupoBatb NnpunoxkeHue B cucteme T-ID. [1na 3Toro noaatb 3asaBKY Ha 0dULMANbHOM CailTe 3TOro
nocTasLmMKa naeHTMdMKaumun®®, Mo pesynbtaTam perncrpaumm HeobXoaNMO NOAYUNTb:

* naeHTMdMKaTop KAneHTa (Client ID);

® CeKpeT KnueHTa (Client Secret).
2. MepeiTu B KOHCONb ynpaBaeHusa Blitz Identity Provider n 4o6aBuTb NocTaBLMKa, MMEKOLWEro TMn T—1ID.
3. 3anoNHWUTb HACTPOWKM NOCTaBLLMKA UAEHTUDMKALMUK:

® HpoeHnTudrUKkaTOp MNOCTABIHKA,

® HazBaHHe IIOCTAaBIIMKA,

® URL mns asTopusauuu — ajpec, No KOTOPOMY AO/MKHA MHULMMPOBATLCA ayTeHTUdMKaLmS;

¢ URL nng mnonydeHHd U OOHOBIEHHS Mapkxepa — afpec, Mo KOTOPOMY MPOUCXOAUT NOJIyYEHME U
obHoBNEHWE MapKepa JOCTYNa;

45 https://www.tinkoff.ru/corporate/business-solutions/open-api/tinkoff-id/integration/
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- N
© nNpumeuanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTesieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE dia-
OK 3amomMuHaTs Mapkepel B pesynbraTe mapKepbl 6yayT COXPAHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e nosib3oBaTensa;
= Npu npumBA3Ke BHEWHENo NOCTaBLWHWKa B JInyHoMm Ka6VIHeTe;

— Npu NpUBA3Ke BHELIHEro NOCTaBLMKa Yepes REST API;

= Npwu perncTpaumn nonb3osaTtena Yepes BHeELWHEro NocrtaswnkKa.

e URL Ons MONyuYeHHs IaHHBIX — afPec, Mo KOTOPOMY MPOUCXOAMUT NoayYeHne AaHHbIX No/b30Ba-
Tens;

® URL Ong HNONy4YeHHd MNacClIOPTHEIX ITaHHBEIX — afjpec, MO KOTOpOMYy NPOUCXOAUT noJsiydyeHmne nac-
NOPTHbIX AaHHbIX MO/1b30BaATENA;

e URL nng monyueHWd maHHEX o CHHUIC — agpec, No KoTopomy npoucxogmt nonydyeHme CHUJIC
nosib3oBaTens;

¢ URL Ond HONy4YeHHd OaHHBEIX O MNOINTBEPXINEeHHOCTH I[ONb3OoBaTend — afgpec, No KOTopomy
NPOUCXOAMUT NOJyYEHWNE MpPU3HAKA UAEHTUPUKALMKM Nnosib3oBaTens. MpM3HAK NosyyatoT Nosb30Ba-
TENU, KOTOPbIX UAEHTUOULMPOBANN IMYHO NO NPEeAOCTaBAEHHOMY NACMOpPTY.

® Client ID-— Mp,eHTMd)VIKaTOp KNNEeHTa;
® Client Secret — CeKpeT KAMNEeHTa;
® 3ampamMBaeMble NAHHBIE MONbL30BATeld — EPeyeHb 3anpansaemblx rpynn gaHHolx ns T-1D.

HacTpoiiku noctaBuwyka uaeHTudukaumm T-1D
BesonacHocTb
[INA 3aN0NHEHA UCMIONb3YiATe AaHHbIE, MONYYeHHbIE NPU PETVICTPALVK CBOEH cUCTeMbI B BaHke.

URI nepenanpaenenun (Redirect URI) i whlitz/lo; / !

URL ans aBTopusauuu  hitps:/id.tbank.ru/auth/authorize
URL Ans nony4eHus u o6HOBNeHMA Mapkepa  hitps:/id.tbank.ru/auth/token

O 3anowuHaTs Mapkepbi

URL ana nonyueHus AaHHbix  https://id.tbank.ru/userinfoluserinfo
URL AR nonyeHits nacnopTHbIx AanHbIX  hitps/business.tbank.ru/openapi/api/v1/individualidocuments/passport

URL AnA nonyuexns Aakbix o CHUC : toank \api/apiit Jils

URL ans nony RaHHBIX O tbank api/api/v1/indivi Vstatus

NOATBEPXKAEHHOCTYN Nonb3oBaTens

ClientID  tid_mosru

Client Secret WN3meHuTb 3HaueHne

namHbie o nanHbie [+] macnopr [v] chunc

U Mpu3Hak naeHTUUKaLMK

4. HacTpouTb NnpaBumaa CBA3bIBAHMUA.

5. B pasgene AyTeHTUDMKALMA KOHCONM YNPaBAEHUA BKAOYUTb MCNO/Ib30BaHME MeToda ayTeEHTUPUKALMN C
MCNONb30BaHMEM NOCTaBLMKa aeHTUdMKauum T-1D.
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2.3.4 My6aunyHbIe pecypcbl U CEPBUCHI

BKoHTtakTe
[ns KOHPUTrypupoBaHUA Bxoaa Yepe3 BKoHTaKTe HE06X0AMMO BbINONAHUTL CAeaytoLMe Waru:
1. Mepeittv B naHenb VK ana pa3paboTunkos?®, B KOTOPOM BbINOAHWUTL CaeaytoLLMe onepauum:
* nepeinTu B pasaen Mou NpunoxKeHus;
e Bbl6paTb NYHKT CO34aTb NPUNOKEHUE;
® Bbl6paTb TMMN CO34aBAEMOTO NPUNONKEHUA — Be6—caiT, yKa3aTb €ro Ha3BaHWe, aApec, N IOMEH;

® BMOABMBLLEMCA OKHE HAaCTPOEK NPUNOKEHUA NpoNMUcaTb 6a30BbIN LOMEH NPUNOMKEHUSA (LONKEH COB-
nagaTtb C AOMEHOM, Ha KoTopom ycTaHoBAeH Blitz Identity Provider).

w Developers JlokymeHTauma MOU NPUNOXeHUA Nogaepxxa MNpasuna

Blitz-integration v
9 HacTtpounku

UHdopmauyma
D npunoxennn. 5566286

Hacrpoiku
3AWMWEHHDIN KNHOY
Xpanumbie npoueaypb!
CTaTHCTHKS CocrosHue NpUNOXEeHKEe BKNKONEHO ¥ BUAHO BCEM

PykogoacTeo Mepebii 3anpoc K API

Momouwb

YcTaHosKa npunoxenun: He Tpebyetca

Open APl:  BxnioyéH

Open API:

Appec caitta https.//bip-demo2. reaxoft.ru

TemaTuka canta BoiGepure TeMaTHK

Ba30Bbiit gOMeH bip-demo2.reaxoft.ru idp.reaxoft.ru

Nosepernbin redirect URI
Aobaeutb ewe

2. MepeinTn B KOHCoNb ynpasneHua Blitz Identity Provider n no6aButb noctaBuMKa, UMEKOLWEro TUN BKou—
TaxkTe.

3. 3an0NHUTb HAaCTPOMKM NOCTaBLUMKA MAEHTUDUKALUK:
* M AeHTUPUKATOP NOCTABLLMKA;
e HasBaHMe NOCTaBLMKa;
* Bepcua — yKkasaTb Ucnonb3yemyto sepcuio API BKoHTakTe (Hanpumep, 5.53);
¢ |D npunoxeHus, nonyyeHHoli B naHenu VK ana paspabotumkos;

® 3alMLLEHHbI KNKOY, NOAYYeHHDbIN B naHenn VK ans paspaboTynkos;

46 https://new.vk.com/dev
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e URL ana astopmsaumm;

e URL an1s nonyyeHusa u o6HOBNEHUS MapKepa;

© nNpumeuanue )
Ecnu mapkepbl £OCTyNa nosib3oBaTesnelt HeobXoAMMO CoOXpaHATb B 6a3y AaHHbIX, ycTaHoBUTE dna-
JKOK 3amoMuHaTh Mapkepsl B pesynbrate mapKepbl OyayT COXPaHATLCA B CIeAYHOLMX CAYyYanX:

— Mpw BXoAe nNonb3oBaTens;

— NPV NPMBA3KE BHELIHEro NocTaBLLMKa B JIMYHOM KabuHeTe;

— Npuv NpUBA3Ke BHELWHero noctasLwmka Yyepes REST API;

— MpW perucTpauum Nonb3oBaTensa Yepes BHELWHEro NocTaBLLMKa. )

.

e URL a4nsa nonyvyeHua AaHHbIX;
* 3anpalimBaemble paspelleHns, npeaycmoTpeHHble B BKonTakTe? .
4. HacTtpouTb NpaBuaa CBA3bIBAHUA.

5. B pasgene AyTeHTUdMKALMA KOHCOIM YIPABAEHUA BKAOYNTb UCMONb30BaHWE METOAA ayTeHTUdMKaLMK C
MCMONb30BaHNEM NOCTaBLLMKA UAeHTUdMKALMM BKoHTaKTe.

HacTtpoiiku nocTtaBlwmka naeHtucdukauun BKoHtakrte
BesonacHocTb

Vcnonbayiite pasaen "Mou npunoxenuna" nasenu VK ana paspaboTynkos AniA 3anofHEHNA yKasaHHbIX HiDke napameTpoB. He 3abyabte coxpauuTb B naHenun BKoHTakTe ykasaHHbie URI
nepeHanpasneHuaA

Bepcuna 5.131

[OosepeHHble redirect URI  https:
den

eaxoft.rublitz k_1/false https:/bip

rofile

vk

URL anna asTopusauumn https://oauth.vk.com/authorize

URL ana nony4yeHua u o6HOBNEHNA mapKepa https://oauth.vk.com/access_token

3anomuHaTh Mapkepb!

URL anA nony4eHuA AaHHbIX https://api.vk.com/method/users.get

ID npunoxenusa 51813504

3awmileHHbI KNy N3meHuTb 3HaYeHue

Paspewenun

3anpawmuBaemble paspelieHusa ‘ email x

MepeyeHb AOCTYNHbIX paspelueHnii BKoHTakTe

47 https://new.vk.com/dev/permissions
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MTCID
[ns KoHPUrypuposaHus Bxona yepes MTC ID BbINoNHUTE Ciegytowme Warwu:

1. HanuwwuTe Ha noyty mts_id_support@mts.ru. B nucbme npefoctaBbTe MHGOPMaLMIO COrNacHo Tabauue:

HanmeHoBaHue 3HauyeHune

HassaHue cepsuca Blitz Identity Provider

KoHTaKTHOE Anuo oT cepsuca ®UNO0 v aneKTpoHHaA noyTa

NpeHTndukatop pecypca = Agpec cTpaHWUbl, Ha KOTOpyto ByaeT nepeHanpaBaeH OTBET Noc/se ycnew-
(redirect_uri) HoM ayTeHTUdMKaumm B cucteme MTC

IP-agpec (agpeca) cepsepa IP-agpec (appeca) cepsepa Blitz Identity Provider

KoHTaKTbl oTBeTCTBEHHbIX 33 = PUO M 3neKTpoHHaA noyTa

cepsep

JomeH, ¢ Kotoporo 6yaeTt uatn = JomeHHoe nms Blitz Identity Provider

Bbi13oB MTC ID

B TeyeHue paboyero AHA NOCTYNUT OTBET C AaHHbIMM 1A NOAKAOYEHUA (client_id U client_secret).

2. MNepengute B KOHCONb ynpasBneHus Blitz Identity Provider u no6aBbTe nocTaBLiMKa, UMEOLWErO TUN MTC
ID.

3. 3ano/iHWUTE HAaCTPOMKM NOCTaBLLMKA UAEHTUDUKALMM:
e NaeHTUdMKaATOP NOCTaBLUMKA;
e HasaHMe NOCTaBLUUKA;
e NaoeHTudumKaTOp KAMEHTA (Client ID), NONYYEHHbIV B OTBETHOM nNucbme ot MTC ID;
e CeKpeT KAneHTa (Client secret), NONYYEHHbI B OTBETHOM NucbMe oT MTC ID;
e URL gna asTopmsauum;

e URL ans nonyyeHua u o6HOBNEHUS MapKepa;

- ~
© nNpumeuanne

Ecau mapKepbl 4OCTyNa Nosib3osaTeneit HeobXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dAa-
OK BamoMuraThs Mapkepul. B pesynbraTe MapKepbl ByAyT COXPaHATLCA B CAeAYIOLMX CAYYanX:

— npu BXoAe Nno/sib3oBaTens;
— NpU NPMBA3KE BHELIHErO NOCTaBLMKa B JINYHOM KabuHeTe;
— Npu NpUBA3Ke BHELIHEro NocTasLmKa Yepes REST API v2;

= Npu perncTpaumn nonb3osaTtesia Yepes BHELWHEro NocrtaswnkKa.

e URL a4na nonyvyeHmna AaHHbIX;

* 3anpalumMBaemble rpynmnbl AaHHbIX.
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HacTpoiiku noctaswmka naeHtudukauun MTC ID

BesonacHocTb

[nA 3anonHeHnA UCNoNb3yinTe AaHHbIe, NosyYeHHbIe MpY PerucTpauumn ceoeii cuctembl B MTC

URI nepenanpasnenun (Redirect URI) litz/login/externalldps/callk s/ 1/false

URL anA asTopusaumm  https:/login.mts.ru/amserver/oauth2/authorize

URL AN nony4eHus u o6HOBNIeHMA Mapkepa  hitps:/login.mts.ru/amserver/oauth2/access_token

BanomuraTs Mapkeps!

URL AnA nonysenns aaHHbix  hitps:/login.mts.ru/amserver/oauth2/userinfo

Client ID 343

Client Secret W3MEHNTb 3HaYEHWE

pynnbl AaHHbIX

3anpawmsaembie rpynnbI AaHHbIX

orena

4. HacTpoliTe npaBuna cesa3bi8aHus (cTpaHuua 197).

5. B pasgene AyTeHTUGMKaALMA KOHCOIM YNPaBAEHUA BKIOYMTE UCNO/Ib30BaHME MeToda ayTeHTUPUKaLMK C
MCNonb3oBaHMeM NOCTaBLMKa naeHTMdmnKauum MTC ID.

OAHOKNACCHUKN
[ns KoHPUrypruposaHus Bxona Yepes OL4HOKAACCHUKM HEOBXOANMMO BbINOAHUTDL CAeAytoLWMe LWaru:
1. Mepeittvt Ha cTpanuLy OAuth aBTopusaumna*®, rae BLINOAHWUTL CaedytolMe onepaLum:

* 3aperncTpmpoBaTtbeca B ceT OAHOKNACCHUKM M NPUBA3ATb K CBOEMY aKKayHTy email — Ha aToT email
6yLyT NPUXOAUTL MUCbMA, CofeprKalLe PerucTpaLmoHHble AaHHbIe NPUNOKEHWA;

® M0/y4nTb NpaBa pa3paboTyumka No ccbike https://ok.ru/devaccess;

* 3apPerncTpMpoBaTb CBOE MPUIONKEHME U NOAYUNTb Application ID, Ny6AUYHBIN KAOY NPUNOKEHUSA
N CEKPETHbIW KoY NMPUNOKEHUSA;

® 3anNpocuTb chegywouwimne npasa ANA NpunoxKeHuAa: VALUABLE_ACCESS, LONG_ACCESS_TOKEN,
GET_EMATIL;

* MponucaTtb NepeyveHb paspeLlléHHbiX redirect_uri, o6pasubl KoTopblx Blitz Identity Provider noka-
3blBaeT B HACTPOMKax NnoakAtodeHns ceT OQHOKNACCHMKM, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/ok/ok_1/false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/ok/
t—>Ok_:|_

2. MepenTn B KOHCcoNb ynpasneHua Blitz Identity Provider n go6aButb nocTaBuMKa, UMEKOLWEro TMN OnHo—
KIIaCCHHKH.

3. 3anoNHWUTb HAaCTPOMKM NOCTABLLMKA MAEHTUDUKALMK:

48 https://apiok.ru/ext/oauth/
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e MaeHTUdMKATOP NOCTABLLMKA;

e HasBaHMe NoCTaBLLMKa;

¢ HasBaHue npuaoxeHus (Application ID);
e CeKpeTHbII KoY NPUIOKEHUS;

e [ly6/MYHbBIN KAOY NPUNOXKEHNS;

e URL ana asTtopmsauum;

e URL g1 nonydeHuns n o6HOBAEHUA MapKepa;

© nNpumevanue

Ecaun mapKepbl 4OCTYNa Nosib3oBaTeneit HeobXoANMMO COXPaHATb B 6a3y AaHHbIX, ycTaHoBUTe dna-
OK 3amoMuHaTh Mapkephl. B pesynbraTe MapKepbl By4yT COXPaHATLCA B CAEAYIOLMX CAYYanX:

npu BXo4e nosib3oBaTensa;

— Npu npusBA3Ke BHELWHEro NnoCtasLWMKa B JInyHoMm Ka6VIHeTe;

npu NpuBA3Ke BHELWHEro NocTaBLMKa Yepes REST API;

npu perncTtpaunm noib3oBartena Yyepes sHewHero nocrasLwmuKa.

e URL a4na nonyvyeHna AaHHbIX;
e 3anpawmBaemble paspeLlleHuns.
4. HacTpouTb NnpaBuaa CBA3bIBAHMUA.

5. B pasgene AyTEHTMd)MKaLI,MH KOHCO/1 ynpaBaeHUA BKAKOYUTb NCNOJIb30BaHNE MeTOAa ayTEHTMd)VIKaLI,MM C
Mcnonb3oBaHMeEM NOCTaBLUMKaA M,D,EHTMd)VIKaLI,MVI OLHOKNACCHUKM.
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HacTpoiiku noctaslmka naeHTudukaumm OAHOKNAaCCHUKM

BesonacHocTb

VcnonbayiiTe pasnen "Kak HauaTb ncnonb3osatb OAuth” cTpanusl OAuth aBToprsauma AnA 3anoNHeHNA yKasaHHbIX HUxe napameTpos. He 3abyabTe COXpaHUTb B HACTPOKax NPUMOXEHUA
O,E\HOKJ'IECCHVIKI/I YyKa3aHHble HMXe pa3pelueHHble redirect_uri

PaspelnénHble redirect_uri https://bip-dev1.reaxoft.ru/blitz/login/externalldps/callback/ok/ok_1/false https:/bip
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/ok/ok_1

URL anAa asTopusauumn https://connect.ok.ru/oauth/authorize

URL anna y " https://api.ok.ru/oauth/token.do

3anomMuHaTh MapKepbl

URL anA nony4yeHuA AaHHbIX https://api.ok.ru/fb.do

H (Application ID)  test
CeKpeTHbIil KoY NPUIoXKeHns VI3MeHuTb 3HaueHne
My6nu4HbIA K04 NPUNOXKEHUA W3MeHuTb 3HaueHne
PaspeweHnuna

3anpalwmBaemMble pa3peLieHua VALUABLE_ACCESS x m

MepeyeHb AOCTYNHbIX paspeluermii ONHOKNACCHUKM

Anpexc
[na KoHPUrypmnpoBaHMa BXxoaa Yepes AHAEKC HEOBXOAMMO BbIMONHWUTL CAeAyIOLLME Waru:
1. Mepeittvt B npunoxenue AHgekc.OAuth*®, B KOTOPOM BbINOAHUTL CeaytoLLMe onepaLum:
® HaXaTb Ha KHOMKY 3aperncTpupoBaTb HOBOE NPUJIOKEHUE;

® BBECTU AaHHbIE NPUIOKEHUA, B TOM YMCE B HACTPOMKax MNnaTtdopmbl OTMETUTb Be6-ceprucE U BBE-
CTM B None Callback URI nepedveHb URL, 06pa3subl KoTopbix Blitz Identity Provider nokasbiBaet B
HACTPOWKax NoAKAYEeHNA AHAEKC, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/yandex/yandex_1/
—~false

https://login.company.com/blitz/profile/social/externalldps/callbackPopup/
—yandex/yandex_1

e BrepeyHe A0CTYyNnoB packpbiTb APl AHaeKc.[lacnopTa n oTMeTUTb locTyn k ampecy SIeKTPOHHOH
IIOYTEI, ,H,OCTyH K Omarte pO}K,H.eHI/ISIVI,H,OCTyH X JOI'MHY, HMEHH U (I)aMI/IHI/II/I, II0Iy.

* 1o pesynbTaTamM perucrTpauum byaeT creHepmpoBaH Client ID NPUAOXKEHUA M ero Client secret,
oHM noTpebytoTcs gns nocnenytoulero eeoaa B Blitz Identity Provider.

49 https://oauth.yandex.ru/
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CID [ V)
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Cnepyiowmi war — Q MonyunTe TokeH Ansa poctyna K APl fiHaekc ID o O6MeHsTe TOKEH Ha faHHble Nonb3oBaTens
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. locTyn K AaTe poxaeHMs https://bip-devi.reaxoft.loc/blitz/profile/social/fexternalldps/callback... (7!
+ [locTyn K afpecy 3NeKTPOHHOM NOYTbI
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3apatb BOnpoc
BpeMmst XW3HM TOKeHa C TeKyLLMMM npaamu: 1rog,
Cnpageka v nomoLib

© 2001-2023, AiHpekc s 3aparb BONpoc

2. MepeinTn B KOHCONb ynpasneHusa Blitz Identity Provider u 4o6aBuTb NocTaBLLMKa, UMEIOLLEro TUN SHmexC.
3. 3ano/HWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:

e NaeHTUdMKaATOP NOCTaBLUMKa;

e HaseaHMe NOCTaBLUMK];

e NaeHTuduKaTop KAMeHTa (Client ID), MOAYYEHHbIN B NpunoxeHmun AHaekc.OAuth;

e CeKpeT KMeHTa (Client secret), NONYYEHHbIV B NpuoxKeHum AHaeKkc.OAuth;

e URL ana asTtopmsaumu;

e URL ans nonyyeHua u obHOBNEHUSA MapKepa;

- N
© nNpumevanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTeieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE da-
OK 3amomMuHaThs Mapkepsl B pesynbraTe mapKepbl 6yayT COXPaHATLCA B CAeAYOLLMX CyYanX:

npu BXo4e nosib3oBaTensa;

npu npueA3Ke BHeELWHero NoCtasUWmnKa B JInyHoMm Ka6VIHeTe;

npu NpuBA3Ke BHELLHEro NOCTaBLMKa Yepes REST API;

= Npwn perncTpaummn nonb3osaTtenia Yepes BHeELWHEro NoctaswnkKa.

e URL a4na nonyvyeHna AaHHbIX;

¢ 3anpalmBaemble pa3pelleHmns (scope), NpeaycmoTpeHHble B AHAeKc.OAuth — gns ykasaHHbIX paHee
[AOCTYynoB cneayeT yKasaTb login:email, login:info U login:birthday.

4. HactpouTb npaBuaa CBA3bIBAHMUA.

5. B paspene AyTEHTMd)VIKaLI,MFI KOHCO/IX ynpaBaeHnA BKIKOYUTb NCNOJIb30BaHNE MeTOAa ayTEHTMd)VIKaLI,MM C
ncnonb3oBaHMeM NOCTaBLUMKaA M,ﬂ,eHTMCbVIKaLI,MVI AHpekc.
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BesonacHocTb

[inA 3anonHeHVA Ucnonb3ayiiTe AaHHble n3 npunoxenuna Anaekc.OAuth. He 3abyabTe coxpaHuTb B HacTpoiikax npunoxerna Anaekc.OAuth ykasaHHble URI nepeHanpasnenua, a Takxe
oTmMeTuTh B pasaene foctynbl/API AHgekc.MacnopTa AaHHble, KOTOpbIe HEO6X0AMMO Nony4aTh OT AHAEKC.

URI nepenanpasnenus (Callback URI) https:/bip-devi.reaxo

dev1.reaxoft.ru/blitz/profile/so

URL ansa aBTopusauum https://oauth.yandex.ru/authorize

URL ana nony " https://oauth.yandex.ru/token

3anomuHaTh MapKepb!

URL AnA nony4yeHnA AaHHbIX https://login.yandex.ru/info?format=json

ID npunoxexua e5efld2b797a4ce48b261de70c7070b9

Maponb npunoxeHua N3meHnTb 3HaveHvne

PaspeweHuna

3anpawuBaemble paspeweHus login:email login:info ogin:birthday

MepeyeHb AOCTYNHbIX ANA NPUNOXEHVA paspellennii AHaeKc

Mail ID
[na koHoUrypmuposaHua Bxoaa yepes Mail ID Heob6xoAMMO BbINOAHUTL CAeAyHOLME WarK:
1. MepeittTvt Ha cTpaHuLy Co3aaHue npunoxenna®® 8 OAuth@Mail.ru, rae BbINOAHWUTB CAeAYIOLLMe ONepaLum:
® HakaTb Ha KHOMKy Co3aaTb NPUNOXKEHNUE;
* ayTeHTUPULMPOBATb NOA y4eTHOM 3anucbto Mail.ru;
® BBECTU flaHHbIEe NPWUIOXKEHUA, HA3BAaHNE NPUIOKEHUS;

® B none Bce redirect_uri yKasaTb nepevyeHb URI nepeHanpasneHus, obpasubl KoTopbix Blitz
Identity Provider nokasbiBaeT B HacTpolikax nogKkatoueHma Mail ID, Hanpumep:

https://login.company.com/blitz/login/externalldps/callback/mail/mail_1/false
https://login.company.com/blitz/profile/social/externalldps/callbackPopup/mail/
—~mail_ 1

e B 6/10Ke MnaTdhopmbl NOCTaBUTB rasioyky Ha Web;

* 0 pesy/abTaTam pernctpaunm byaer creHepnpoBaH Client ID NPUAOKEHUA M ero Client secret,
OHW NoTpebytoTca ana nocneaytowero seoga B Blitz Identity Provider.

50 https://help.mail.ru/developers/oauth/app
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OAUTH@ mail.ru LokymeHtauuss  [NpunoxeHus

Pe,D,aKTVIpOBaHMe NPUIO>XKEeHUA

ID Mpunoxexun / Client ID
Cekper / Client Secret

Ha3asaHue npoekTa Blitz Identity Provider

Ho6asuts hoTo 'I-, 3arpyaunTb usobpaxxeHune

U3obpaxeHue paamepom 96x96 (*.png)

Bee redirect_uri  https://bip-
dev1.reaxoft.ru/blitz/login/externalldps/callback/mail/mail_1/false
https://bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mail/mail _1

4

Beepaure B ctonbuk sce redirect URI, koTopbie 6yayT ucnonb3osaTbCcA Ha Balem
caitte unu iOS/Android npunoxeHuu (No 0AHON CCbiNKe B CTPOKE)

Mnatdhopmbl

ﬂpocmsbre ranoudku, 4YTO6bI OTMeTUTb, Ha Kakux nnaTtbopmax éyﬂeT YCTaHOBIEHO Balle NpuioXXeHue.

Web
KoHdurypaTop KHONKM
i0oS
Android

[ononHuTenbHble BO3MOXHOCTU
[ocTtyn k noutoBomy AwwKy no IMAP, POP u SMTP

ﬂpoﬁnme Moaepauuvio U nonyyuTe ocTtyn K 6onbmemy wucny BO3MOXXHOCTeIn

« One Tap Sign In aBTOpPM3auMA BABOE yBENUYMBAET KONIMHYECTBO PErucTpUpyIoLMXCA nonb3osartenei.

OTnpasuTb Ha MoAepaLmio

[MpaBa goctyna

4+ [o6asutsb nonbsosarens

CoxpaH1Tb U3MEHEHWA OTMeHUTb

2. MepeiTn B KOHCONb ynpasaeHus Blitz Identity Provider n 4o6aBuTb NocTaBLLMKE, MMetOLLEero TMN Mail 1ID.
3. 3anoNHUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALUK:

e NpeHTUdMKaATOP NOCTaBLLMKA;

* HasBaHMe NOCTaBLMKa;

¢ MaeHTuduKaTop KnneHTa (ID NnpunoKeHus), NoayYeHHbIN paHee;

o CeKpeT NPUIOXKEHUA, NOYYEHHbIN paHee;

e URL gnAa astopusaumu;

e URL gns nonyyeHma n o6HOBNEHUS MapKepa;
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Ve

© nNpumeuanue

Ecnu mapkepbl 4OCTYNa Nonb3oBaTesieit HeobxoANMMO coXpaHATb B 6a3y AaHHbIX, ycTaHOBUTE dia-
OK 3amomMuHaTs Mapkepel B pesynbraTe mapKepbl 6yayT COXPAHATLCA B CAEAYIOLMX CyYanX:

npu BXxo4e nosib3oBaTensa;
= Npu npumBA3Ke BHEWHENo NOCTaBLWHWKa B JInyHoMm Ka6VIHeTe;

— Npu NpUBA3Ke BHELIHEro NOCTaBLMKa Yepes REST API;

= Npwu perncTpaumn nonb3osaTtena Yepes BHeELWHEro NocrtaswnkKa.

e URL a4na nonyvyeHmna AaHHbIX;

e 3anpalumBaemble paspeLleHus (scope), Hanpumep, userinfo.

4. HacTtpowuTb npaBuaa cBA3bIBaHUA.

5. B pasgene AyTeHTUDMKALMA KOHCON YNPaBAEHUA BKAOYUTL MCNO/Ib30BaHME MeToda ayTeEHTUPUKALMK C
MCMNo/1Ib30BaHMEM NOCTaBLLMKa naeHTMdMKauum Mail ID.

HacTpoiiku noctaBwuka naeHtucdukauyumn Mail ID

BesonacHocTb

[nA 3anonHeHnA UCNonb3yinTe AaHHbIe U3 Npunoxenua oauth@mail.ru. He 3abyabTe coxpaHuTb B HacTporikax npunoxeHna OAUTH@MAIL.RU ykasaHHble URI nepeHanpaBneHun n B KayecTse
vcnonb3yemoit nnatgopmbl Boibpats Web.

URI nepeHanpasnenus (redirect_uri) https:/bip-devi.reaxofi blitz/login/exterr

URL ana asTopusauumn https://oauth.mail.ru/login

URL ana nony " https://oauth.mail.ru/token

3anomuHaTh Mapkepb!

URL ana nonyyeHuA AaHHbIX https:/oauth.mail.ru/userinfo

ID npunoxexua test

CekpeT npunoxeHusa W3ameHnTb 3HaYeHne

Paspelwienun

3anpawuBaemble paspeleHna

Mos ID (CYAUP)

[na KoHoUrypmuposaHua Bxoga Yepes Mos ID (CYANP) HeobxoanMO BbINOAHUTbL CeaytoLme Waru:

1. 3apeructpmpoBaTtb npuaoxeHue B cucteme CYOUP. [1na sToro nogatb 3aABKY COMMAaCHO MHCTPYKLUMK, pas-
MeLLeHHON Ha odUUMaNbHOM CanTe 3TOro NOCTaBLUMKA MAEHTUPUKAUMK - https://login.mos.ru/

support (BHewHnn CYANP) n https://sudir.mos.ru/support (BHyTpeHHU CYOQUP). MNo pesynbra-
TaM perncrpauumn Heobxoanmo NoayYnTh:

e naeHTuduMKatop (client_id);

® CeKpeT KAneHTa (client_secret).
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2. MepeiTu B KOHCONb ynpasneHusa Blitz Identity Provider u 4o6aBuTb NocTaBLLMKa, UMEIOLLEro TN CY IUP.
3. 3anoNHWUTb HAaCTPOMKM NOCTaBLLMKA MAEHTUDUKALMK:

e NaeHTdMKATOP NOCTABLUMKA;

¢ HasBaHMWe NOCTaBLUMK];

e URL ana aBTOpM3aLIMM —aApec, N0 KOTOPOMY A0/KHA MHULMMPOBATLCA ayTEHTUPUKALMA, HanpUMep:
https://login.mos.ru/sps/oauth/ae ANA BHewHero KoHTypa CYAWUP u https://sudir.
mos.ru/blitz/ocauth/ae ANA BHYTPEHHErO;

e URL gna nonyyeHus n obHOBNEHMA MapKepa — aapec, No KOTOPOMY MPOUCXOAUT NosyvyeHne u ob-
HOB/IEHWE MapKepa A0CTyna, Hanpumep: https://login.mos.ru/sps/ocauth/te ANA BHEWHErO
KOHTYypa CYAUP M https://sudir.mos.ru/blitz/oauth/te ANA BHYTPEHHErO;

© nNpumeuanue

Ecam mapKepbl JoCTyna nosb3osaTeneit HeobXoANMMO COXPaHATL B 6a3y AaHHbIX, ycTaHOBUTe dna-
YOK BamoMuHaThs Mapkepel B pe3ynbrate MapKepbl ByayT COXPaHATLCA B CAEAYIOLLMX CAYHAnX:

npu BxoAe nonb3osartens;

npu NpPUBA3Ke BHELWHEro NOCTaBLMKA B JINYHOM KaGVIHeTe;

npu NpuBA3Ke BHeELWHero noctasLwmKa Yyepes REST API;

npu perncTpaumm nonb3oBatena Yepes BHeEWHEro NoCTaBLWMKa.
- J

e URL gnsa nonyyeHusa AaHHbIX — agpec, Mo KOTOPOMY MPOUCXOAUT NOJly4eHUe AaHHbIX Nob30BaTens,
Hanpumep: https://login.mos.ru/sps/oauth/me ana BHewHero KOHTypa CYANP n https://
sudir.mos.ru/blitz/oauth/me ANA BHYTPEHHEro;

e NaoeHTndumkaTop (client_id);
e CekpeT KnneHTa (client_secret).

e 3anpalumBaemble rpynnbl 4aHHbIX — NepeYeHb 3anpaliMBaeMblX paspeLleHunit, Hanpmumep, openid u

profile;
4. HaCTpOVITb npasuia cBA3bliBaHUA.

5. B pasaene AyTeHTUdMKaLMA KOHCONM YNPABAEHUA BKAOUYNUTb MCMNOIb30BAHNE METOAA AyTEHTUDMKALMUM C
MCNonb3oBaHWeM NocTaBlWMKa naeHtudukaunm CYaAnP.
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HacTtpoiiku noctaswmka naeHtugukauum CYIUP

BesonacHocTb

3anonHuTe faHHble ANA KOPPEKTHOro B3aumopeinctema Blitz Identity Provider ¢ cuctemoii ynpaenenuna goctynom ropoga Mocksebl. Noapo6Hee o
nony4YeHun AOCTyNa U HacTpoiKax NoaKNoYeHua K noptany MockBbl (MOS.ru) MOXHO NOCMOTPETb 3aech. MHopmauua o paboTe ¢ BHyTPEeHHeM
KoHTypom CYWUP pa3melueHa 3aneco.

MpeponpeneneHHble cebinku  https:/bip-

Bo3Bpara (redirect_uri) devi.reaxoft.ru/blitz/login/externalldps/callback/mos/mos_1/false
https://bip-
dev1.reaxoft.ru/blitz/profile/social/externalldps/callbackPopup/mos/mos_1

OTU CCbINKN AOMKHbI BbITh nponucaHbl B uampoﬁmx nocTasLumkKa
MAeHTUUKaUnM AnA KOppekTHon 06paboTku pesynbTaTos

ayTeHTUUKauuMm nonb3osaTena. Mcnonbaynte cxemy https, ecnu Bbl
ncnonb3yeTe 3alimuieHHoe coegnHeHue.

URL ans asTopusauun  https://login.mos.ru/sps/oauth/ae

URL ansa nonyuenua n | https://login.mos.ru/sps/oauth/te
06HOBNIEHMA MapKepa

3anomuHaTb Mapkepbl
URL ana nony4YeHus faHHbIX https://login.mos.ru/sps/oauth/me
Wpentudmkarop (client_id) = test

Cekper (client_secret) N3meHuTb 3HaveHne

PaspelweHun

Sanp e pasp openid x m

[na po6aBneHuA paspelleHna BBeanTe ero UMA 1 HaxmuTe Enter

YKaxute nepeveHb paspeLlleHnin (scope), KoTopble A0MKHbI 6biTb
nony4eHbl Npu Of)p?iU.LC‘HMM K NOCTaBLWUKY lrﬂ,LLC‘HHAdJMK{iLMM. Of)DHIL’iYOCb K
aAMUHUCTPATOPY BHELWHEro nocTtaswmka naeHtudgukauum Blitz Identity
Provider, 4To6bl NONY4NTb NepeYeHb AOCTYMNHbIX paspeLleHnia

WpeHTudUKauma y4eTHbIX 3anucen

YKaxuTe yHUKanbHblii aTpubyT BHELIHEro nocTaslynka naeHTudmrkaummn, KoTopblin 6yaet ncnonb3oBaTbcA AN1A CBA3M y4eTHoOW 3anucy B Blitz Identity
Provider.

WpeHTudukarop

guid

VKID

[ns KOHPUTryprupoBaHUA BXxoAa Yepes yueTHyto 3anmcb VK ID BbINOAHUTE cneayrolme HacTPOMKM:

1. MepeitanTte B oHNaiH-cepauc VK ID gna paspabotumkos’?.

© nNpumeuanmne

Ecnny Bac HeT aKKayHTa, coap,aﬁTe ero.

Haxkmute Moakntoumtb VK ID 1 3apeructpupyinte npunoxenue Blitz Identity Provider cheayrowmm obpa-

51 https://id.vk.com/about/business
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30M:

1. Ha oTKpbiBWeEWCA CTPaHULE HaxkmuTe Jo06aBUTb NPUNOKEHME.

2. War 1: BBeanTe Ha3BaHWe NpuUaoKeHus, Bbibepute nnatpopmy Web, 3agante norotumn.

3. LWar 2: yKkaxkute 6a3oBbln gomeH Blitz Identity Provider B cBoei cucteme 1 oauH 3a Apyrum Bce A0-
BepeHHble Redirect URL, 06pasubl KoTopbix Blitz Identity Provider noka3sbiBaeT B HacTpoliKax noa-
kntoveHuna VK ID, Hanpumep:
https://login.company.ru/blitz/login/externalldps/callback/vkid/vkid_640/

—false
https://login.company.ru/blitz/profile/social/externalldps/callbackPopup/
—vkid/vkid_640
4. Haxkmute Co3patb NPUIOKEHME.
5. BbinonHuTte warun 3 u 4 unn Haxkmute HacTpouTb nosxke. B pesynbrate 0ToH6pasnTCA 3HaYeHME Napa-

meTpa ID npunoxenud. COXpaHUTe ero.

UHPopmauus o npunoxeHuum

ID npunoxeHusa Mnatpopma

4667619 Wel

CocTosiHMe NpUNoXeHUs

Flpmnox(euwe BK/1IO4€HO U BUOAHO BCEM

HassaHue npunoxeHus

Identity Blitz

BbibepuTe nsobpaxeHue

[lna OKOH aBTOPM3aLUKU M MKOHKU NPUIOXEHUA
B IMMHOM KabuHeTe nonb3osatensa VK

Knioun poctyna

3aWmIEHHBINA KNt CepBUCHbIW KN4 oCTyna

YpoBeHb KOHPUAEHUMUANbHOCTH

My6nuyHoe

MopknioyeHne aBTopMsaumum

bBa3osbiii AOMEH

login.company.ru

[06aBUTb 6a30BbIii OMEH

[oeepeHHbIi Redirect URL

https://login.company.ru/blitz/login/externalldps/callback/vkid/vkid_640/false

[o6asuTb noBepeHHbI Redirect URL

MNepelianTte B KOHcoNM ynpasneHusa Blitz Identity Provider Ha BknagKy MocTaBWmnKK naeHTMUKaLmm:
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1. [ob6aBsbTe nocTaBwuKa, umetowero Tmn VK ID.
2. 3apgaitte 6a30Bble HACTPOWKK: BBegMTE NAEHTUDMKATOP U Ha3BaHMe NOCTaBLMKa. HaxkmuTe Janee.

3. Ha otobpasuslielica Bknaake HacTpoiku noctaswmka naeHtuéukauymm VK ID, BBeguTe ID nmpuno-
xeHwud, MOJYYEHHbIV NPU PEFUCTPALLUM NPUNONKEHUA.

4. Haxkmute CoxpaHUTb.
HacTpoiikun noctaslimka naeHtnukaumm VK 1D
be3onacHocTb

KID / C A ANA 3aN0NHEHWUA YKa3aHHbIX HUXe NapaMmeTpos. He

AbTE COXPaHUTL B NaHenu
npasneHuns

AoBepeHHble redirect URI

ID npunoxeHus 51818493
3anoMuHaTL MapKepbi

5. Hacmpotime (cTpaHuua 197) npaBuna cBA3biBaHUA.

3. B pasgene AyTeHTUPUKALMA KOHCONW ynpasBfeHusa eKaro4yume (cTpaHuua 101) ucnonb3oBaHue meToaa
ayTeHTUPMKaLLMKM C UCMONb30BAHMEM NOCTaBLUMKA naeHTuduKaymm VK ID.

2.3.5 Bxopg uepes gpyrylo ycraHoBKy Blitz Identity Provider

[na koHbUrypupoBaHus Bxofa Yepes yueTHyto 3anucb apyroro Blitz Identity Provider (Hanpumep, yctaHoBAEHHO-
ro B Apyroi opraHusaumu, ganee — nosepeHHbIn Blitz Identity Provider) uam nHoro nocrasLumKa naeHTMdmKaumm,
nogaepuatowtero OIDC, HE06X0AMMO BbINOJAHUTL CAeAyIOLME Waru:

1. OTKpbITb KOHCO/b YNpaBneHua gosepeHHoro Blitz Identity Provider (namn nonpocuTtb agmuHncTpaTopa Apy-
roro Blitz Identity Provider aTo caenaTtb) v BbINOJHUTbL CAeAytOLWMe OnepaLmmn:

* nepeiTn B pasgen «lpunoxeHus»;

® Ha)aTb Ha KHOMKY «Jobasume npunoxceHue»;

® yKasaTb NAEHTUPUKATOP NPUNONKEHWUA, HA3BAHNE U JLOMEH MPUIOKEHWS;

® COXPaHWUTb NPUIOKEHWE N NePerTH K ero HaCTPOWKe;

* Bbli6bpaTb NpoToKon nogkatoyeHma OAuth 2.0;

® yKasaTb cekpeT (client_secret), iMbBO OCTaBUTb NPeA3aNONHEHHbI BapUaHT;

® yKasaTb NpeduKc CCbIIKM BO3BPATa, B KauecTBe KoTopoi ykasatb URL ocHoBHo Blitz Identity Provider,
B KOTOpPbIN ByAeT OCyLWeCcTBAATLCA BXOA,;

* MPOW3BECTU HACTPOIMKY Heo6X0aMMbIX paspelleHnin B pasaene «OAuth 2.0».

2. MepeiTn B KOHCONb ynpasneHua Blitz Identity Provider n nobasuTb nocraswmka, umetowero tmn Blitz
Identity Provider.

3. 3anosHWUTb HAaCTPOMKKM MNOCTaBLUMKA MAEHTUPUKALUN:
e NaeHTUdMKaATOP NOCTaBLUMK];
e Ha3BaHMe NOCTaBLLKKa;
e URI BHeLIHero nocTaBLMKa — 4OMEH, Ha KOTOPOM YCTaHOBNEH AoBepeHHbIn Blitz Identity Provider;

e NpeHTnduKkatop (client_id), yKasaHHbIM B HacTpolKax gosepeHHoro Blitz Identity Provider;

2.3. BHelHMe NOCTaBWMUKN AEHTUPUKALUN 195



Blitz Identity Provider, Bepcus 5.34

e CekpeT (client_secret), yKa3aHHbI B HacTpolKax gosepeHHoro Blitz Identity Provider;

¢ 3anpalwuBaemble paspeLleHuns, aHHble paspelleHna JoMKHbl 6biTb onpeaeneHbl B pa3gene OAuth
2.0 posepeHHoro Blitz Identity Provider;

e NaeHTudukatop — atpubyT gosepeHHoro Blitz Identity Provider, KoTopblit 6yaeT ncnonb3oBatbca B
KayecTse naeHTMdMKaTopa Nonb3oBaTens (obecneynsBaeT YHUKaAbHOCTb YYETHOW 3aNUCK Aaxe npu
M3MeHeHUW aTpnbyTa, OTBEYAIOLLErO 33 UMA NOb30BaTeNA);

4. HactpouTb npaBuna CBA3bIBaHUA.

5. B pasgene «AymeHmuguKayua» KOHCONM yNpaBAeHUA BKAIOYUTb UCNOb30BaHWE MeToAa ayTeHTUdMKa-
LMK C MCNONb30BaHMEM MOCTaBLIMKA naeHTUudmKaumm Blitz Identity Provider.

Basosbie HacTpoiiku Blitz Identity Provider

VAEHTUGMKATOP NOCTaBLIMKE blitz_1

HazBaHue nocTaeLmnKa Blitz

HacTpoiiku nocraswmka naeHtudpukauymm Blitz Identity Provider
BesonacHocTb

/INs 3aNONHeHWs yKa3aHHbIX NapaMeTpoB 06paTUTeCh K aAMWHUCTPATOPY BHELUHEro NOCTaBLUMKa MAeHTUKKaumn Blitz Identity Provider. Heobxoanmas uHdopMaLys pasmelleHa B
CBOWCTBaX NOAKAOYAEMOro NpunoxeHus (no npotokony OAuth 2.0). Takxe nepejaiiTe agMUHUCTPaTOPY NpuBeAeHHbIe Hxe URI nepeHanpasneHus.

MpeAonpeaeneHHbIe CCbiNkM Bo3spaTa http(s

(redirect_uri) http(s

URL ans asTopusauumn https://demo.company.com/blitz/oauth/ae

URL ans nony v o6 ! https://demo.company.com/blitz/cauth/te

URL Ans NONYYeHUA AaHHBIX https://demo.company.com/blitz/oauth/me

VaenTudukarop (client_id) | test_blitz

Cekper (client_secret)

PaspeweHnusa

3anpalwmuBaembie paspeLueHmns m

ins foBaeneHns pazpeLleHns BEEANTE ero UMA 1 HaxmMuTe Enter

VaeHTUOUKaLMS yueTHbIX 3anuceit

YKaXuTe YHUKaNbHbIA aTpUBYT BHELUHEro NocTasLuyvka AeHTUdMKaLMK, KOTOPbIF ByAeT NCNONb30BaTLCA ANS CBA3W y4eTHOM 3anuc B Blitz Identity Provider.

NaeHTndukatop

guid

orese
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2.3.6 HacTpoWiKu cBA3bIBaHUA YUYETHbIX 3anucem

B HacTpoiKax KayKAoro NocTaBWmKa naeHTUGMKaLMmM npedycMoTpeH pasgen CesasbiBaHME yyeTHbIX 3anuceit. C
MOMOLLbIO HACTPOEK AAHHOTO Pa3gesia MOXKHO ONpesenuTb:

* MpaBuaa CBA3bIBaHWA BHELLHEN yYeTHOM 3anmcuy ¢ yyeTHol 3anuceto B Blitz Identity Provider;
* npaBu/ia COOTBETCTBMA aTPMOYTOB BHELLHEN YYETHOM 3anncK 1 ydyeTHoM 3anucu B Blitz Identity Provider.
MpesycMOTpeHbI ABa PeXUMa HacTPOMKK: 6a3oBas U paclUMPEHHas.

CBsi3blBaHME BHELHEN YyYEeTHOM 3anucK ¢ y4eTHon 3anuceto B Blitz Identity Provider npouncxoauT B cneaytowmx
CueHapusx:

¢ [pu NepBOM BXOZAE C UCMO/b30BAHNMEM BHELIHEW YYETHOM 3aNMCK, €C/IN OHA eLLLe He NPUBA3aHa HW K O4HOM
yyeTHo# 3anucu B Blitz Identity Provider.

¢ [pu cBA3bIBaHUN B JINUHOM KabuHeTe.

ba3oBan HacTpoiiKa

basoBas HaCTpOﬁKa BbIMO/IHAETCA C NOMOLbIKO KOHCTPYKTOPa npasu. ,ﬂ,aHHbII7I pexnm noaxoauT anAa TMnoBbIX
cueHapues CBA3bIBAHUA YYETHbIX 3anucen 1 conoctaB/ieHUn anM6yTOB.

MpegycmoTpeHbl cneaytolme HacTPOKK:
® He COXPAaHLAdTb YHUETHYIO 3alluChb I[IOCTaBIHKa I/I,H,eHTI/ICPI/IKaLII/H/I:

— ommnus He sri6pana — Blitz Identity Provider coxpaHUT npuBA3KY BHELLHEN YyY4ETHOM 3anmncK K yyeT-
Hol 3anucw Blitz Identity Provider npu nepsom Bxoge. B aTom ciyyae nouck ydeTHon 3anucu Blitz
Identity Provider no 3agaHHbIM NpaBM/iaM CONOCTaBIEHNS BbINOJHUTCA TO/ILKO B 3TOT BXOA,. B nocne-
Aytowue pasbl 414 Bxoda byaeT MCnonb3oBaTbCA COXpaHEHHas NPMBA3Ka.

— omuug suipana — Blitz Identity Provider He 6ygeT coxpaHATb NPUBA3KY BHELIHEN YYETHOW 3anmcK K
y4yeTHol 3anucwm Blitz Identity Provider. B asTom ciiy4ae nonck yueTHol 3anucu Blitz Identity Provider no
3a[,aHHbIM NPaBUIaM COMOCTaBeHUA ByAeT BbIMONHATLCA KaxKabli pa3 Npu BXOAE Yepes BHELWHEro
MOCTaBLUMKa.

® Pa3pemuTb NPHBS3BBATH OINHY YYETHYIO 3aNMCh IIOCTAaBIMKa HISHTUPHUKALIHMK KO MHOTHM
akxxayHTaM:

— onuus se6pana — Blitz Identity Provider paspewwuTt npuBA3aTb BHELHIOK YYETHYIO 3anucb K
HECKO/IbKMM yyeTHbIM 3anucam B Blitz Identity Provider. Mpu Bxoae nonb3oBatens Takol BHeLLHeW
YYeTHOW 3anucblo B npoLiecce BXoaa emy byaeT nokasaH BbIGOP U3 HECKO/bKUX MPUBA3AHHBIX yYeT-
HbIX 3aMucen.

— omuus He sr6pana — Blitz Identity Provider He N03BOAUT NpMBA3aTb BHELLHIOK YYETHYHO 3aMnCb K
y4yeTHoM 3anucu Blitz Identity Provider, ecnun Takaa BHELWHAA y4ETHAA 3aNUCb YXKe NPMBA3aHa K 4pyroi
y4yeTHoi 3anucw Blitz Identity Provider.

® [[pennaraThb [NONbL30BATENO BBECTH IOIHH U [IAPONbL OId NPUBA3KH, €CIH yueTHasd B3aluChb
He Obula HOEeHTHPHLHPOBAHA:

— omuug Bu6paHa —MN0/b30BaATENO, OyAeT NpeasioxKeHO NPOUTU MAEHTUPUKALMIO U ayTEHTUPUKALUIO
aNnbTepHaTUBHbIM CNOCco6om, YTOObI NPUBA3ATL BHELLHIOK YYETHYHO 3anNUCb, €CIM MO HAaCTPOEHHbIM
npasu/iaM He yA4anocb HalTK yu4eTHyto 3anuce B Blitz Identity Provider.

— omnug He sri6pana — Blitz Identity Provider He pa3pelwuT BxoA nonb3oBaTtens, A4 KOTOPOro He
YA,a710Cb CONOCTaBUTb y4eTHble 3anncKn. Ecnm HacTpoeH npouecc perncTpauma g8 BHELWHWX YYETHbIX
3anuceit, To 6yaeT aBTOMaTUYECKM 3anyLLEeH NPOLLeCcC pernctTpauuu.

b Pa3peLUHTI:: PerucTpauMio Iolb30BATENnd:

— omuua Be6pana — B GOPMe BBOAA NApPOAs OTOBPANKAETCA CCbl/IKA, MO KOTOPOI MOMKHO 3aperncTpu-
pOBaTbCA BO BHELIHEM MOCTaBLUMKE.

— omnug He BEGpaHa— B OPME BBOAA NAPO/A HET BO3SMOMXKHOCTM NMEepPenTh K PerncTpaumm Bo BHeL-
HeM MOoCTaBLLMKE.
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e [Ind MNPUBY3KM HONXHA OBITh HAWOEeHa TONbLKO OOHA yYeTHAad 3aluCh [0 3aOaHHBIM [IPaBH-—

J1aM COOTBETCTBHI.

— omuug Bh6paHa — €C/IN NO NpPaBWiaM COOTBETCTBUA HalaeHo Honee oAHOWN y4yeTHOWM 3anucu, To
nosib3osaTento 6yaert BbiBegeHO cooblieHne 06 owwmnbKe.

— onuug He BuifpaHa — €C/IN Mo NpaBuUIam COOTBETCTBMUA HaVI,CI,EHO 6bonee O,CI,HOﬁ VHETHOVI 3anuncm, To
6y/J,ET BO3MOXXHOCTb NPOAO/IXKNUTL NpoLeCC NPUBA3KMU.

L4 Tpe@OBaTb BBOLO I[apond, €Cilu ydeTHad 3alucChb Oblna I/I,H,eHTI/IqDI/II_II/IpOBaHa:

— omuua BeI6paHa — NO/Ab30BATE/IIO HY}KHO BYAET NPONTU ayTeHTUGMKALLMIO A1A NPUBA3KK ero yyer-
HOW 3aMMCK K aKKayHTY BHELLUHEro NocTaBLiMKa.

— onuusg He BhIBpaHa — YYETHAA 3anucb byaeT aBTOMATUYECKM NPUBA3AHA K aKKAyHTY BHELUHEro no-
CTaBLLMKa.

¢ HacTpoiika npasua MAeHTUOUKALLMM YUYETHbIX 3anuceit — MOXKHO CO34aTb NpaBuia COOTBETCTBUA UAEH-
TUOUKALMOHHBIX aTPMOYTOB M3 BHELWHEM Yy4eTHOW 3anuch UAEHTUOMKALMOHHbIM aTpubyTtam B Blitz
Identity Provider. nAa co3gaHua npaBua MAEHTUOUKALMU HYKHO WMCMO/b30BaTb CTPOKM MOACTAHOB-
KM ${attr_name}, rae attr_name — 3TO MMA aTpubyTa, NMOAy4aeMOro OT BHELIHEro MoCTaBLLMKa
naeHTMdmKaumm. MOXKHO YKasblBaTb B OAHOM MpaBu/ie HeCcKosbKo aTpubytos. Hanpumep, npasunio
email=${default_email-} 03Ha4aeT, YTo aTpnbYT email B Blitz Identity Provider 6yaeT conoctaBnATb-
€A C aTpUbyTOM default_email BHELWHEN y4ETHOM 3anNncK NPU YyCAOBMM, YTO aTPUBYT default_email
He NycToil. MOXKHO YKa3aTb HECKOJIbKO YC/I0BUIA (C MOMOLLbIO CCbIIKM + ,06aBUTL YCI0BUE, KOTOPbIE LO/K-
Hbl BbINOHATHCA OAHOBPEMEHHO U MOXHO A00aBNATH aNbTEPHATUBHbIE NPABMAA C MOMOLLBIO CCbINIKK +
[06aBUTb anbTepPHATUBHOE NPABUIO).

CBA3blBaHWUE YYETHbIX 3anuceun

Basosan HacTpolika PaclupeHHanA HacTpoiika

UpeHTudmnkauma yyeTHbIX 3anucei

YKaxuTte npasuna cooTBETCTBUA y4eTHbIX 3anuceit Blitz Identity Provider n noctaswumka naeHtudgukaumu. Mpu nepsom Bxoae nonb3osBartensa yepes
nocTaBLMKa NAeHTUUKALMM C MOMOLLBIO 3TUX NpaBun 6yAeT OCyLecTBATLCA MOMCK y4YeTHon 3anvcu B Blitz Identity Provider ana ee nocneaytowero
CBA3bIBAHWUA C Y4ETHOI 3anMCbio NOCTaBLUMKA UAEHTUDUKALMN.

[inA cozpanvA NpaBuna UCMosb3yinTe CTPOKM NoAcTaHoBKU ${attr_name} , rae attr_name - 370 uMA atpubyTa, Noy4aemMoro OT NoCTaBLIMKa
naeHTudmkaumn. Bel MoxeTe ykasbiBaTb B OQHOM Npasusie HeCKonbko aTpubyToB. Hanpumep, npaeuno CN=${name} ${surname} osHauaet, yTO
aTpubyT CN 6yneT chopmmpoBaTbCa U3 ABYX aTpubyTOB - name ¥ surname yepesa npobern.

("] He coxpaHATb y4eTHyio 3anick NocTaBlumKa UAEHTUUKaLMM
PaspelwmnTb NpuBA3bIBaTH OAHY Y4ETHYIO 3anvcb NOCTaBLUMKa naeHTudukaumm Ko MmHormm akkayHtam Blitz Identity Provider

Mpennaratb nonb3oBaTento ayTeHTUGULMPOBATLCA ANA NPUBA3KM YYETHO 3anncK, ecnm y4eTHaa 3anuch He 6bina HaliaeHa B Blitz Identity Provider no pesynbtatam
novcka

PaspewnTb perucTpauuio nonb3osarena
(] AnA npuBA3KK [OMKHA BbiTh HaliAeHa TONbKO OfHa Y4eTHaA 3anuch No 3a/laHHbIM NpaBUiaM COOTBETCTBUA

(] TpeboBatb ayTeHTUUKaLMIO Nonb3oBaTeNA, ecnun y4eTHaA 3anuck 6bina HaiaeHa B Blitz Identity Provider no peaynstatam noucka

email v o= ${email-} n

+ po6aBuTb ycnosue

+ n06aBUTb anbTepHaTUBHOE NPaBuno

* B0K ATpuBYTbI C NpaBUaIaMmM CoXpaHeHua aTpubyTos. Hanpumep, NpaBuao email=5%{default_email}
03HayaeT, 4yTo aTpMbyT c UmeHem email B Blitz Identity Provider 6yaeT 3anonHATLCA 3HaYEHMEM U3 aTpU-
byTa default_email BHELWHEeN yyeTHOM 3anuncu (41a nosb3oBaTenel, BOCNO/b30BaBLUMXCA 3TUM NOCTaB-
WMKom naeHtudbmKkaumm). Ecnm y atpmbyTta oTmeueH 4eKbOKC MacTep, TO 3aM0/HEHUE NN 0BHOBAEHUE
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aTpubyTa byaeT NPOUCXOANTL NPU KaXKA0M BXoZe Yepes BHeWHUI NOCTaBWMK uaeHTUdUKaumun. Ecam yek-
HOKC MacTep HE OTMEYEH, TO 3anoJIHEHME NPON30MAET TO/IbKO NPU NEPBOM BXOAE, B Pe3y/ibTaTe KOTOPOro
BO3HMK/IO CBA3bIBAHME YYETHbIX 3aMunce.

ATPUGYTbI

YKaxure, Kakum o OM A0/MKHbLI GOPMUPOBaTLCA aTpUBYTLI, MCNonb3yemsble B Blitz Identity Provider, Ha OCHOBe AaHHbIX, NONyYaeMblX OT NOCTaBLUMKa MAeHTUdUKaumn. Ans

(o]

$GOpPMUPOBaHMA KaX/0ro aTprbyTa AONXHO 6bITh CO3AaHO CBOE NPaBUIO

eHune ${attr_name}, rge attr_name - 370V LK. Bbl MOXeTe yKa3biBaTb B OAHOM
np

npasuno CN=${name} $ pubyT CN bopmy >CA U3 ABY. OB - name W surna en

y yep
adeHws. Hanpumep, n

UT NPUCBOUTL aTPUBYTY Uid 3Ha4eHne
160p UMdp 1 6YKB NATUHCKOrO and
ATpu6yT MNpasuno Macrep
esiad v s o n

e bnok Bbibop nonb3osatena onpenenaeT npasmna oTobparkeHMA NoNb30BaTeNt0 HalAeHHOM Mo HacTpo-
€HHbIM NpaBWIaM COOTBETCTBMA ydyeTHoM 3anucu B Blitz Identity Provider. HacTpoWka Hms monbzo-—
BaTens onpeaenser nHGopmaumio, oTobpaxkaemyro B BEPXHEN CTPOKE KapTOYKM Nonb3osaTtensa (CTpo-
Ke, NpefHa3sHaYeHHON AnA oTobpaxeHUA MMeHW ydYeTHoW 3anucu). Hanpumep, ${family_name- }
${given_name-} OoNpeaenseT, yTo NoAb30BaTe/I0 B BepXHel CTpoKe byayT noKkasaHbl pamuamsa u ums (ec-
JIY OHW 3aM0/HEHbl). HacTpoiiKa HneuTuduxatop nonssosaTend onpegenser uHGopmaumio, oTobpaka-
E€MYI0 B HUXKHEM CTPOKE KapTOYKM Nonb30BaTens (CTpoKe, NpefHa3sHAYeHHOMN ana oToBparkeHna NaeHTU-
durKaTopa yuyeTHoM 3anucu). Mpu HaCTPOMKe MOXKHO MCMO/Ib30BaTb MacKMpPOBaHWe 3HaveHu. Hanpumep,
npasuao ${phone_number&smaskInMiddle (3, 3) } ByaeT oTobpaxaTtb cpesHue Yncna Homepa Tenedo-
Ha B BMAE *.

BbiGop nonb3oBaTens
Bbi6op Nonb3oBaTens BO3HWUKAET, eC Noj K pUTEPUN CBA3LIBAHNA NOAXOAAT HECKO/IbKO aKKayHTOB WU y4eTHaA 3anncb C(BA3aHa C HeCKONbKUMK NONb30BaTeNaMun

Wma nonb3osarens ${oid}

WpeHTndukatop ${oid}
nons3oeartens

e bnok lNpuBA3aHHaA yyeTHaAa 3anucb onpegensaeT npasuio OT06pa)KEHMF| I'IpMBﬂBBHHOVI yHETHOVI 3anumcu
NONb30BaTe/I0 B KAPTOUYKE BHELLIHEro NOCTaBLMKA B KOHCONM U JINYHOM KabuHerTe. BbipaxeHue CbOpMley-
€TCA U3 AaHHbIX, No21lyd4aeMblX NMpn Bxo4de Nosib3oBaTtena Yepes BHeWHeEro NoCTtaBLUKa.

MpuBs3aHHana yyeTHas 3anucb
WNHpopMaumsa 0 NpUBA3aHHON y4eTHOI 3anucy 6yAeT oTobpaxaTbCs N0/b30BaTeNt0 B KAPTOYKE BHELUHEero nocTaslunka

VIMa yueTHOW 3anucmn ${oid} ${firstName-}

PaclumpeHHasa HacTpoitka

B cnyyae pacluMpeHHOW HacTPOMKM NPaBUAa CBA3bIBAaHWA YYETHbIX 3anNu1cei 1 NpaBuia COOTBETCTBUA aTpUbyToB
33430TCA C MOMOLLBIO NPOLLEAYPbI CBA3bIBAHMA Ha A3bIKE NPOrPamMmMMpoBaHus Java. JaHHbIN pexum obecrneyn-
BAET MaKCMMasIbHYO MMBKOCTb HACTPOMKM M MOAXOAMT A/1A Y3KOCNELMaAN3MPOBaHHbIX CLLeHapueB CBA3bIBaHUSA
YYETHbIX 3anucelt 1 conocTasneHuns aTpubyTos.
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CBfi3blBaHWE YYETHbIX 3anucei

ba3oeas HacTpoiika PaclivpeHHan HacTpoiika

Npoueaypa cea3biBaHNA Y3

Ana ycnewHoit pa6oTel NpoLeAypbl CBA3bIBaHMA HEOBXOAMMO HaNWCaTk Ha A3bIke Java KNacc, HacnedyroLwmii abCTpakTHIA knacc MatchingBlock . Ha3BaHWe Knacca AONXHO 6biTh
Esia_lEsia . Knacc gonxeH umeTb Ny6nnyHblii default KOHCTPYKTOP. B Liensx 6@30nacHOCTM 3arpy3ka knacca ocyLecTBAsAeT OTAeNbHbl class loader COrpaHUYeHHbIM CNUCKOM
imports . Bca Heo6x0aMMas MHGOPMaLMA NepeaaeTcs B NapameTpbl GyHKLNIA.

package com.identityblitz.idp.federation.matching.dynamic;

1

2

3 import java.lang.*;

4 import java.util.*;

5 import java.text.*;

6 import java.time.;

7 import java.math.x;

4 import java.security.x;

9 import javax.crypto.x;

10 import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.x*;

13 import com.identityblitz.idp.federation.matching.*;
14 import com.identityblitz.idp.flow.common.api.*;

15 import com.identityblitz.idp.flow.common.model.*;
16 import com.identityblitz.idp.federation.matching.dynamic.x;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

19 import java.util.stream.Collectors;

20 import org.codehaus.jackson.map.0ObjectMapper;

21 import org.codehaus.jackson.type.TypeReference;

22 import com.identityblitz.idp.extensions.types.JsObject;

24 import com.identityblitz.idp.federation.matching.x;
25 import com.identityblitz.idp.flow.common.api.HttpFactory;

27 | /4%

28 * Knacc wacnesyetcs oT MatchingBlock ¥ AnNS KOpPPeKTHOro WHCTaHTMpOBaHWA nonxeH umeTe default KoHCTpykTOp.

29 * Texkywas CreHepupoBaHHas peanusauus obecneuuaeT CTpaTerwio Npu KOTOPOi NONbL30BATENM HE COMOCTABASITCA W HE OGHOBAAKTCA.
30 x/

31 public class Esia_lEsia extends MatchingBlock {

32

33 private final Logger logger = LoggerFactory.getLogger("com.identityblitz.idp.federation.matching.dynamic");

34

35 VEss

36 * UTepaTveHas QyHKUMA Oonpepfenswans COOTBETCTBME BHETPEHHUX Y3 M Y3 nocTaswuka MAEHTUPUKAUMM.

3 # Ha KkaXoit MTepaumm GYHKUMA MOXET BbINONHWTH onepauuo Tind (HaipeHsie nons3osatenu GynyT nepepaHsl B Crefywuein uTepauun)
8 * WM 33BEPUMTL ONEPALMI CO CNEAYWMMA PELIeHUAMN

39 * matched - cooTseTcTBylWME NONb30BATENW HaWAEHbI;

40 * matchError - owubka onpenenesus COOTBETCTBUA NonMb30BaTenei;

41 * matchByLogin - ocywecTBuTb CBA3KY C NONb30BaTeneM, KOTOPLIA YCNEWHO ayTeHTuhuuupyercs;

42 * refine - nonydyer CNUCOK nonb3oBaTeneil, 3anpauMeaeT Naponib W OCYWECTBASET CBA3KY C TeM NOMb30BaTeneM, AN KOTOPOro BBEAEH KOPPEKTHbI Napons;
43 * @param Ctx — KOHTEKCT npoueayp CO CneayluvMin nonamu:

44 * iteration - Homep uTepauuu npouepypsl;

45 * extAttrs - aTpubyTsl nonbzosaTens, NONy4YeHHsle OT NOCTaBWMBA MAEHTUPUKALUM;

46 * sid - yHWKanbHu UaeHTUdMKaTOp BHewHen Y3.

a7 * @param users - nonb3osaTenu.

48 * @return - OQHO W3 NEPEYUCNEHHLIX PeweHut

49 */

50 @Override public MatchResult match(MatchingContext ctx, List<MatchingUser> users){

51 return matchError(ctx, new MatchingError("not_matched", "User not matched"));

52 };

54 Ve

55 * Bo3ppawaeTt obHoBNAemsle M ypansemsie aTpubyTel.

56 * @param extAttrs - aTpubyTel nonb3oBaTens, NONY4YeHHsle OT NOCTaBWMBA WAEHTUOUKALWM.

57 * @param user - BHYTPEHHUA NONb30BaTeNb.

58 * @param justMatched - npu3Hak TOro, YTO CBA3b BHYTPeHHMX Y3 C Y3 BHEWHero noCTaBWMKa yCTaHOBNEHa Bnepssie.

59 * @return - KOpPTeX C W3MEHAeMbMM M ynansemsiMu aTpubyTtamu. Hanpumep: change(JsObj.empty(), Collections.<String>emptySet())
60 */

61  @verride public Tuple2<JsObj, Set<String>> update(JsObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
62 return change(JsObj.empty(), Collections.<String>emptySet());

3%

64 }

65

OtMmeHa CoxpaHuTi

@ Cm. TaKke

Mpoyedypsl NPUBA3KU GKKAYHMOB 8HEWHUX Nocmasujukos (cTpaHunua 294)
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2.4 Monb3oBaTeNbCKUe CepBUCHI

Blitz Identity Provider npegoctaBnseT Be6-NpUNOKEHUS, C MOMOLLBIO KOTOPbIX NOJ/1b30BATE/IN CAMOCTOATE/IbHO
MOTYT BbINO/IHATL PAA, ONepaLui:

1. Beb-npunoxkeHue Juuneit xabuueT. [103B0/IAET BbINOAHUTL PAJ ONEPALMIA C YY4ETHOM 3aMNnCbio, HaNpu-
mep, I'IOCMOTpETb/VI3M€HVITb CBOM AaHHble, HACTPOUTb cnocobbl ayTEHTMdJVIKaLI,MVI, NOCMOTPETb nocnen-
HUWe cobbITUA, CMEeHUTb Naponb. Ecm BKAKOYEH, TO AOCTYNEeH Mo agpecy: https://{hostname}/blitz/
profile.

2. Beb-npunoxkeHne Perucrpaunus noassosaTedqeit. [IpU BKAOUYEHMUU CTAHOBUTCA AOCTYNEH MEPEXOs CO
CTPaHMULbl BXOAA Ha GOpMY CaMOCTOATENIbHOM perncTpauum (ceoiika HeT akkayHTa? 3apermcTpupoBsaTbes).

3. Beb-npunoxeHne BoccraroBaerue mocTyna. [103BO/IAET NMOMb30BATEN0 CMEHUTb NApPO/ib OT CBOEW
YYeTHOM 3anncK nocne NPOXOXAEHUA NPOBEPOK. ECM NpuaokKeHMe BKAOYEHO, TO NOb30BATENN CMOTYT
nepewTn Co CTpaHMLbl Bxoaa (ccblka 3abbliv Naponb?) Ha Gopmy BOCCTaHOBAEHMA AOCTyNa.

HacTpoiika faHHbIX CEPBMCOB OcyLLecTefeTcA B pasgesne CepBucbl CaMooBCNYKMBAHMA KOHCOAM YNpaBAeHus.

A\ BHumaHue

ALMWHUCTPATOP KOHCO/IM YNPaBAEeHUA AOMKEH CAMOCTOATENIbHO NPOBEPATb KOPPEKTHOCTb MOMELLL@EMbIX Ha
CTpaHMLY BXOAa JS-CKPUNTOB M COAEPHKMMOE CTPAHWUL, PErUCTPaLLMM U TUYHOTO KabuHeTa Ha nNpeagMmeT BO3-
MOXHbIX YA3BUMOCTEW.

2.4.1 O6wme HaCTPOMKHM
Ha rnaBHol cTpaHuue pasaena CepBUCbl CaMOOBCNYKMBAHUA MOXKHO BKAOYUTb MU BbIKIHOYNTb COOTBETCTBY!O-
LMe NpUIoKeHNn (CepBUCHI), UCNOb3YA NepeKoYaTeNb (-:] ). CheayeT npu 3TOM yYecTb, YTO NepeKtoYa-

TeNb Wb BAUAET Ha oTobpaykeHue CCbiNoK (Hanpumep, 3abblin Naponb?), TOraa Kak HasMumMe Camoro cepBuca
3aBUCUT OT TOTO, BbI/IO 1N COOTBETCTBYIOLLEE NPU/IOKEHNE YCTAHOBIEHO agMUHUCTPATOPOM:

® blitz-registration —Beb-NpunoxKeHne Perucrpauus noab3oBaTeJeH,
® blitz—idp — Beb-NpunoKeHue Juunsii xabuner,
® blitz-recovery — Beb-Npuo}KeHne BoccTanosienne mocTyna.

TaK¥Ke Ha rMaBHOM CTPpaHMUE MOXHO HAaCTPOUTb MNapaMeTpPbl, NpuMmeHAEMbIE BO BCEX CEPBUCAX CaMOO6CJ1y)KVIBa-
HNA:

® MapameTpbl Koga NoATBEPKAEHMA, OTNPaBAAEMOro B SMS — MOXXHO M3MEHUTb AAMHY KOoda U BpeMA ero
p,ei;lCTBMH, a TaKXe KONMMYeCTBO NOonbITOK;

® NapameTpbl KoAa noarsepxaeHuaA, oTnpasaaemoro no 3ﬂeKTpOHHOi;I noyrte — MOXXHO USMEHUTb OANINHY KO-
Aa U Bpemsa ero ,EI,GVICTBMH, a TaKXe Konn4yecTtBo NOMbITOK.
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AnvHa

w

Bpems aeicTeuma 120

KonuuecTeo nonbiToK 3

Anvnxa 7

Bpems peicTeua 600

Konuuecrteo noneiTok email 3

B noapasaenax oCyLWwecTBAAETCA HaCTPOMKA KayK40ro cepBrca CamoobCnyKMBaHMA B OTAE/IbHOCTU.

2.4.2 Peructpauusa nonb3osateneu

Perucrpauus nonssosaTeseit — Be6-NPUAOKeHWEe, NO3BOAAIOLLEE NONb30BATEND CAMOCTOATENbHO CO34aTb
CBOIO YYETHYI0 3anucb. HacTpolika peructpaumm BratoYaeT B ceba KoOHOUrypupoBaHue Gopmbl perncTpaLmm, us-
MeHeHMe NapameTpoB CepBMCca M CO3AaHMe NPoLeaypbl perncTpauun (onumoHaibHo).

HacTpoiiku cepsuca pernctpauum
B KauecTBe NapamMeTpPOB PErMcTpaLLMm MOXKHO 3a4aTh:

® XpaHWMLLE ANA YYETHOM 3anNUCK — HYXKHO BbIGpaTb OAHO M3 CKOHOUIYPUPOBAHHbIX XpaHUAULL, (pa3aen
MCTOYHUKM AaHHbIX) A1 COXPaHEHUA yHETHOMN 3anucu;

* yCNoBuA ANA YCNElWHON peructpaunm — aTpubyTbl, HaAMuMe KOTOPbIX HEObXOAMMO AN 3aBeplueHus
npoueaypbl peructpaumun. Ob6asaTesibHble aTPUBYTbI NO/b30BATENA HE HY)KHO BKAOYATb B AaHHbIA CMK-
COK. BO3MOXHO f06aBNeHNE HECKONbKMX a/ibTePHATMBHbIX NpaBua. ECim oTmedyeH YekboKe Hernonsso-
BaTh YCIOBUS M3 MPOLENYyPh PErUCTPAaluu, TO HACTPOEHHbIE YCN0BUA UTHOPUPYIOTCA U MPUMEHAIOT-
CA yCNOoBUSA, onpeseneHHble GyHKuMeln i sEnough M3 npoyedypsl pecucmpayuu (ctpaHmua 206);

¢ URL BHelwwHero cepsuca peructpauun. Ecim 3agathb B Kayectse napametpa atot URL, To no stomy agpecy
6y4eT Hanpas/ieH Nob30BaTeNb NPU NEPEXOAE K NPOLLECCY PerncTpauum (BMecTo NpuaoKeHna perncrpa-
uum Blitz Identity Provider).

B kayecTse napameTpos 6€30MacHOCTN MOXKHO 3a4aTb:

e obLiee KONMYECTBO NOMbITOK BBOAA email - KonnMyecTBO HeyAauYHbIX U yCMeLwHbIX NOMbITOK BBOAA KOAA NOA-
TBEPKAEHMA, NONYYEeHHOro Yepes3 email, Nocie NpeBbIWEHU KOTOPOro PerucTpaLmsa byaeT ocTaHOB/EHA;

i 06LIJ,ee KO/INYeCTBO NOMbITOK BBOAA M3 SMS - KONNYeCcTBO HeyaauHbIX M yCheLwHbIX NOMNbITOK BBOAA KoAa
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NOATBEPXKAEHUA, NoNy4YeHHOoro Yepe3 SMS, nocne npesbiWeHnAa KOTOPOro perncTpauma 6yp,eT OCTaHoBNEe-
Ha.

A\ BHumanne

OrpaHuyeHune KomMyecTsa NomnbITOK MPUMEHAETCA B paMKax O4HOTO KOHTEKCTA peructpaumu. NMonb3osatenb
MOKET CHATb OrpaHMYeHne, NnepesanycTMB NpoLUecc perucTpaumnn. Peanmsauma 4ONOAHUTENbHbIX OTPaHK-
YyeHwuii (no IP-agpecy, BpEMEHN M MHBIM NapameTPam) OCYLLLECTBASETCA C UCNOb30BAHMEM BHELLHWUX CPeaCcTs
obecneyeHuna MHGOPMALMOHHOMN 6e30nacHOCTMH.

CKpUHLIOT dparmeHTa CTPaHMLbl HACTPOEK PerncTpaLMmn NpeacTaBaeH Ha PUCYHKe:

XpaHunuue ana bip-dldap01 v
YYeTHOW 3anucu

Mcnonb3oBaThb ycnoeuAa M3 npoueaypbl perncrpayunmn

YcnoBua ans ycnewHoii password x M
perucTpauumm

[06aBUTL anbTepHATUBHOE YCNOBUE

URL BHeluHero cepBuca
perucrpaunn

O6Lee KONNYECTBO 9
noneIToK BBoga email

O6Lee KONNYECTBO 9
noneiToK BBoga n3 SMS

dopma perucTpauum

MepeuyeHb 3anpallnBaembIX AaHHbIX Nob3oBaTens onpegenserca HTML-wabnoHom. LLabnoH npeacrasnseT co-
601 TEKCTOBbIN (Paiin, KOTOPbIA KOMAUAMPYETCA C MOMOLLBIO WabnoHusaTopa Twirl>2. B wabnoHe Heobxoanmo
pasmecTuTb GYHKLUM, MO3BOAAIOLLME NOb30BATE/NIO NPU PErUCTPaLUKM BBOAUTL AaHHbIe O cebe.

Q coser

B wabs0He MOKHO MCMO/Ib30BaTh CUCMEMHbIe nepemeHHbie (cTpaHuua 409).

52 https://github.com/playframework/twirl
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Mpumepbl GYHKUMI, AOCTYMNHbIX B WabnoHe:

® QattrInput ("email", msg("reg.page.email.label"), Map ("placeholder"->"mail@example.
com", "error-messages"-> msg ("reg.page.email.reqg.err.msg"))) - OTOBpaArKaeT Ha CTpaHULE
none Ans BBOAA aTpubyTa email ,0NMCAHHOrO B CUCTEME. msg ("reg.page.email.label") - 3TO ONK-
caHue aTpubyTa, KoTopoe bepeTca M3 dalina coobLieHUt B y4eTOM TeKyLen nokanu. Mpu nyctom none
BBO4aA B HEM 0To6pa>+<aeTcs| "mail@example.com" B KayecTBe NOACKA3KMN, a NPU HEKOPPEKTHOM BBOAE -
coobuleHne msg ("reg.page.email.req.err.msg") U3 ¢panna coobLLEHUI;

® QattrInput ("family_name", "®amunug", Map ("placeholder" -> "®amunuga",
"error-messages" —-> "Ommu6xa")) — OTOBpaXKaeT Ha CTpaHuue none Ansa Beoaa Gamuaum Nosb3o-
BaTe/IA B NepemMeHHyto family_name. 3Ty nepemMmeHHyr gasnee MOXHO UCNOoNb30BaTb NP UCNONHEHUN
npoueaypbl perucTpauuu.

® @securityQuestionInput —oTobpaxaeT Ha CTPaHWULE NOAA BBOAA KOHTPO/IbHOrO BONPOCa M OTBETA Ha
KOHTPO/IbHbIM BOMNPOC;

® @passwordsInput - OTOBparkaeT Ha CTpaHULLe NONA BBOAA NApPO/A U ero NOATBEPKAEHME;
® Qagreement - 0TOBpaXKaeT CCbIIKY Ha YCN0BMA UCMONb30BAHUS;
® @submitButton - oTobparkaeT KHOMKy 3aperncTpmpoBaThbCA.

Mprmep WabnoHa ANa perncTpaumm:

@attrInput ("family name", "®amunuga", Map ("placeholder" -> "®amunua", "error-—
—messages" —-> "Ommbkxa"))
@attrInput ("given_name", "HUma", Map("placeholder" -> "Hma", "error-messages" —->
—"Omubka") )
@attrInput ("phone_number", "Homep MobunbHOro TtenedorHa", Map("placeholder" ->
—"+7(999)9999999", "error-messages" -> "reg.page.mobile.req.err.msg"))
QattrInput ("email", "Ampec snexTpoHHOH noutTe", Map("placeholder" -> "name@example.
—com", "error-messages" -> "reg.page.email.reqg.err.msg", "input-type" -> "mail"))
@passwordsInput
@agreement
QattrExpr ("sub", "BIP-${&random (4) }")
@submitButton

© Coser

Ons aBToreHepaumm GUID cozgaBaembix YYETHbIX 3annCel UCNOb3ynTe cneaytowyto dopmyny @attrExpr:

[@attrExpr("sub","${&IUUID()}") J

Pe3ynbTaT MCNONb30BaHWUA YKa3aHHOIO WabnoHa B MHTepdelice Be6-NPUNOKEHNA PerucTpauus noas30BaTe—
71 NPEeACTaB/IeH Ha PUCYHKe:
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Pernctpauus B JInuHbIN KaOUHeT

Damunua

damunua

Hua

ma

Homep mobunbHoro renedoHa
+7(999)9999999

Afpec 3MeKTPOHHOMN NOYTHI
name@example.com
Mpuaymaite napons

Maponk

lMoBTOpHTE Naponkb, YT00bl He OWHOUTLCA

Baw naponeb eue pa3

CNOBMAMW NCNONb30B3HUA

3aperucTpupoBartbea

Ons nobasneHus Ha dopmMmy pervcTpaumm BbiNa[aoWEro Cnmcka gns Bblbopa 3HavyeHul aTpmubyTa M3 cnpaBoy-
HMKa Heobxoaumo:

1. Co3patb Ha cepsepe Blitz Identity Provider gupektopuio /etc/blitz-config/custom_messages/
dics;

2. Co3patb paitn /etc/blitz-config/custom_messages/dics/dic_name C COAEPHKUMbIM CMPABOYHU-
Ka (BMecTo dic_name yKa3aTb MMA CNPaBOYHMKA, Hanpumep, company_id). Mpumep dalina company_id
[NA BbINAZAoLLErO CNPaBOYHMKa BbIBOPa KOMNAHUN:

00l=TecToBag xoMmnaHug 1
002=TecTOoBag XoMNaHUI 2
003=TecToBag xoMHnaHud 3

Yucno B cnpaBoYHMKe ByAeT 3anncbiBaTbCca B 3Ha4YeHue aTpubyTa. CTpoka B cnpaBoYHMKe ByaeT NoKasbiBaTbeA
nonb3oBaTeNto Ha popme perncTpaumu.

3. lMNpoBepuTb BnagenbLa ANPeKTOopun dics U GalinoB CNpPaBOYHUKOB B Hell. Bnagenew nonkeH 6biTb
blitz:blitz.

[chown -R blitz:blitz /etc/blitz-config/custom_messages/dics }

4. B KoHdUrypaumoHHom paitne blitz.conf B6AOKblitz.prod.local.idp.messages Ao0b6aBuTb 610K
dics. B HacTpoiike names NepeunUCIUTL BCE MMEHA CMPaBOYHUKOB (1A KaX/J0ro CpaBOYHMKA JO/KEH
6bITb CO3AaH CBOIt daiin co 3HaUEeHUAMM CnpaBOYHMKa). Hanpumep:
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"dics" : {
"dir" : "custom_messages/dics",
"names" : [

"company_id"

5. Mepesanyctutb NpUAOKeHUe blitz-registration.

6. B KoHCOAM ynpaBneHus B wabnoHe cTpaHMLbl pernctTpaumm 4o6asmTb CTPOKY C 3anoiHeHnem aTpnbyra ns

CNpaBOYHUKa:
@attrInput ("company", msg("Komnarnua"), Map("dic" -> "company_id", "dic-default" ->
(‘)YIO", Hsort" 7> ery"))

Mpoueaypa pernctpauun

Mpoueaypa peructTpaumm — Java-Koa, peanusyowmii HeobxoamMmble NPOBEPKM NOCAE TOTO, KaK No/ab30BaTeNb
3anonHUT dopmy perncTpaumu. B xose cnonHeHUs npoueaypbl BO3MOXKHO BbIMOSHEHUE CeAYOLMX AEACTBUIA:

® BbIMO/IHEHNE AONO/IHUTE/NIbHbLIX MPOBEPOK BBEAEHHbIX AAaHHbIX;

BblINO/IHEHNE npe06pa3OBaHMﬂ BBeAEHHbIX AaHHbIX;

COXpaHeHWe 3HaueHMUI aTPUBYTOB B XPaHUMLLE;

BbI30B BHelwHMx REST-cepBucos;

NOCTPOEHME CLLEHAPUEB PErncTpaLmmn, KOTopble MOrYT COCTOATb M3 OAHOMO MW HECKONbKUX AMANoros,
0TODOPaAXKAIOLMXCA B 3aBUCMMOCTU OT KOHTEKCTa PErMcTpaLmm (ToUuKa BXoga ent ryPoint, BBOAMMbIE NOJb-
30BaTesIeM 3HavyeHua aTpubyTos 1 np.)

© nNpumeuanne )
Bo3mOXHble 3HaueHus entryPoint:

® WEB - CAMOCTOATE/IbHbIN BBOA, NO/1b30BaTE/IEM PErMCTPALLMOHHBIX AAaHHbIX B BEG-MHTepdeiice;

e SOCIAL - CO343aHMe y4eTHOM 3anncu Npu BXoAe Nosb30BaTeNA Yepes3 BHELLUHEro NOCTaBLLLMKa;

® REST - fobaBneHue yyeTHol 3anucu yepes REST API. )

Mpn HeobxoaMMoCTH NPeobpasoBaTh AaHHbIE, BBEAEHHbIE MNO/b30BaTENEM, U Aa/Iee COXPAHWUTL X B BUAE aTpU-
6yTOB, B LWabNOHe CTPaHULLbI PperncTpaLmmn cnesyet UCNoNb3oBaTh GYHKUMIO RattrInput BMECTO @text Input.

© coser

B npoueaype MOXKHO UCNONb30BaTb CUCMeMHbie nepemeHHsle (cTpaHuua 409).

U3meHeHMe TeKcTa yCIIOBVIﬁ UCNONb30BaHUA

Ha cTpaHuue permcTpaummn Nonb3oBaTena pasmelleHa CCbljika Ha YCN0BUA NCMOJIb30BaHMA. YCNOBUA NCNOb30-
BaHWA pasMeLLeHbl B apxmBe assets.zip, PACNONOKEHHOM B AUPEKTOPUN assets yCTaHOBKM Blitz Identity
Provider B 3aapxuBMpoBaHHOM KaTanore documents\user_agreement.

[OnAa M3MeHeHMs npaBuA UCNOAb30BaHUA CAefyeT pPacnakoBaTb apXWMB assets.zip, 3aMeHUTb ¢alibl
user_agreement_ru.pdf (PyccKas Bepcusi) Muser_agreement_en.pdf (aHIKUICKanA BepcKa) Ha Tpebyemble
M 33apXMBUPOBATb apPXMB C COXPAaHEHUEM UCXOAHOM CTPYKTYPbI.

TakKe BO3MOXHO M3MEHUTb CCbIAIKY Ha NpaBuaa UCNonb3oBaHua. s 3Toro cnegyeT ompedakmuposame (cTpa-
HULa 325) CTPOKY reg.page.reg.action.agreement U setPswd.page.agreement. Takoh cnocob peko-
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MeHAyeTcA NPUMEHATb, CIM NPaBUIa UCMONb30BaHUA Pa3MeLLLeHbl Ha BHELLHEM pecypce, Hanpumep, B BuAe
oTAEeNbHOW BEB-CTPAHMLbI.

2.4.3 JInuHbIii KabuHeTt
JuuHeit xabuneT — BE6-NPUNONKEHNE, B KOTOPOM MO/1b30BaTE/Ib MOXKET BbIMOJHUTL CAeAyloLIne AeNCTBUA:
® MOCMOTPETb MW U3MEHUTb AaHHble CBOEW YYeTHOM 3anucu;
® NOCMOTPETb NocneaHune cobbiTus 6esonacHocTM (Hanpumep, cobbiTUA BXoAa);
® CMEHWTb Naposb;
® MOCMOTPETb U HAaCTPOMUTb CNOCcobbl MOATBEPKAEHUA BXOAa (ABYXpaKTOPHOW ayTeHTUdUKaLMK);
® MOCMOTPETb M HacTPOMUTb Ktoumn 6e3onacHoCTyH;

® NOCMOTPETb NPuUBA3aHHbIE YY4ETHbIE 3aNMNUCKN COLMANbHbIX CETeVI, NpunBA3aTb HOBblE «BHELWHWE» YYETHbIe
3anunucun, oTBA3aTb JIMLHME YYEeTHbIe 3anNUCK;

* MOCMOTPETb NPMBA3aHHbIE YCTPOMNCTBA A0CTYMNa, OTBA3ATb /IMLIHME YCTPOCTBA;
® MNOCMOTPETH M OTO3BaTb BblAaHHbIE NPUNOKEHUAMM PA3pPELLEHNA HA JOCTYN K AAHHbIM;
* NocmoTpeTb CobbITUA 6e30nacHOCTY.

HacTpolika J/InyHoro kabmnHeTa BKAtOYaET B cebsa KoOHPUrypmposaHue cnocoba otobparkeHma aTpnbyToB Noib3o-
BaTeNA U USMEHEHWE JONONHUTENbHbIX MAPAMETPOB.

OTto6paxkeHue aTpubyTOB NONb30BaTENA

Ha ocHoBHOW cTpaHuue JInYHOro KabmHeTa oTobparkaeTcs 610K € LaHHbIMM y4eTHOM 3anucu. Mpumep atoro 610-
Ka NpeacTaB/ieH Ha PUCYHKE HUXKe.

) Blitz Pro e ivanov@company.com ¢ =

[ O
[ ]
C}

JINYHbBIN KaBUHET / OcxosHsie aa

QHH)‘r € y4eTHOM 3anncn

®amunua

SNeKTPoHHaA no4Ta

MoBunbHbIA Te

OTobparkeHne AaHHbIX Nosib3oBaTens onpeaensetca HTML-wabnoHom. LLabnoH npeacrasnser coboit TeKCTo-
BbIli daiifl, KOTOPbI KOMNUAMPYETCA C NOMOLLbIO WabnoHu3saTopa Twirl>3. B wabnoHe HeobXxoAMMO pasmecTUTsb
byHKLMKM, NO3BONAOLWME NONb30BaTENtO B JIMUHOM KabuHeTe BBOAUTb U pefaKkTUPOoBaTb AaHHbIe o cebe.

B wabnoHe goctynHbl cnegytowme GyHKLUU:
® @show (attrName) —0TOBpPaAXKaET 3HaYeHMe aTpPUbYTa;

® @showStrings (attrName, values) —OT06pa>KaET 3HaYeHune maccuBa;

53 https://github.com/playframework/twirl
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® ReditAsText (attrName, readableName, errorMsg) — OTObpaxaeT 3HauyeHWe aTpubyTa M No3BO-
NAeT ero U3MeHuTb (NapameTp errorMsg HEObA3aTE/bHbIN);

® @editAsBoolean (attrName, readableName) — OTODpa)KaeT 3HauYeHWe soruyeckoro Tmna (true/
false) aTpnbyTa 1 NO3BONSET €r0 USMEHUTD;

¢ @editAsStrings (attrName, readableName, values) —OTObpa)kaeT 3HayeHue (maccmB) aTpnbyTa
M NO3BONIAET €ro U3MEHUTb.

B 31X GYHKLMAX UCNONb3YIOTCA CAeaytoLime napameTpb:
* attrName — Ha3BaHMe aTpubyTa, onpeaeneHHoe B pasaene MICTOUHUKM AaHHbIX;

* readableName — oTobpakaemoe B NUCbMe M0/b30BaTENO MMA aTPUByTa (MOXKHO 334aTb Kak UOEHTUDU-
KaTop 13 daiina coobLeHNn Nam Kak TeKcT);

® values — 3HauyeHus, nNpeacTaBnaowme cobot dopmaTt xmou — omucanue, [AE KAOY — 3HAaYEHUE Mmac-
CUBA, OMMCaHME — YNTaemMoe 3HauYeHue Katoya (Hanpumep, ListMap ("a" -> "sHaueHue a", "c" ->
"sHaueHue c")), MOXKET 334aBaTbCA Kak nAeHTUdMKATOP 13 daiina coobLLEHUI UK KaK TEKCT;

® errorMsg — OnMcaHue owmnbKM, KoTopoe oTobparkaeTca B cayyae ownbBOYHOro BBOAA 3HAUEHMA (MOXKHO
334aTb Kak naeHTUdUKaTop M3 daiina coobLueHuin nam Kak Tekct). Mpo ¢aiinbl coobuieHuii cm. Tekcmo-
8ble coobuweHus seb-uHmepgpelica (cTpaHuua 325). PekomeHayeTca NCnonb3oBaTth $haiabl coobLeHni npu
HeobX0AMMOCTU NOAAEPHKKN MYNbTUA3LIYHOCTMY.

Mpumepbl GyHKUNIA:

Nunctunr 3: OTobpaxkeHune aTpmbyTta email

[@editAsText("email", "SnexTpoHHad noura")

NnctuHr 4: OTobparkeHne atpmbyTta phone_number ¢ BO3MOXKHOCTbIO
€ro pefakTMpoBaThb

[@editAsText("phonefnumber", "Mo6unbHbEH Tenedon", "Omubxa")

NnctuHr 5: OTobparkeHne bynesoro atpmbyTa info ¢ BO3MOXHOCTbIO ero
penakTMpoBaTtb

[@editAsBoolean("info", "Mloonucka")
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JuctuHr 6: OTobpakeHne MaccmMBa CTPOK Massiv C BO3MOMKHOCTbIO ero
peaakTMpoBaThb (BbI6OP 3HaUYEHW)

@editAsStrings ("massiv", "lomnucku", ListMap("a" —-> "Axuuu U OOHYCHEle HNporpammse",

—~"b" —-> "HoBocTu koMmna”Huu", "c" -> "laumxecT COObITHH 3a Mecdu"))

Mprmep oTobpakeHUa MaccuBa CTPOK B MHTepdelice BEO-NPUNOKEHUA Juunsiit xabuueT NPEACTaBAEH Ha PU-
CYHKe:

OTO6pa>KeHI/Ie MacCHBa PeHaKTI/IpOBaHI/Ie MaccCHBa

i biohkodebld A blé NporpamMme| [¥] Akumm 1 6oHycHbIe nporpammbl x

OBOCTM KOMMNaHWL [[JHoBocTn koMnaHum

Aanpxect cobb 3a Mecsay [V AairgxecT cobbiTuii 3a mecay

[ononHutenbHble napameTpbl

B KauecTBe 4ONO/IHUTENbHbIX NAPAMETPOB MOXKHO 334aTb:

WabnoH NPUBETCTBUA — MHDOPMALMIO, KOTOpan OTobparkaeTcs B MPaBOM BEPXHEM yray JIMYHOTo KabuHe-
Ta. [LoNyCTUMO MCMONb30BaTb CTPOKM NOACTAHOBKU. Hanpumep, ${family_name-} ${given_name-}
No3B0/IMT 0TO6PasnTb GaMUINIO U UMA NONb30BaATENS;

URL ana nepexoga nocse ycnewHoro Bbixoga U3 JIndHoro KabuHera;
nepuosa oTobparkaemblix N0b30BATENAM CODbITUIN ayanTa (B KaneHAAPHbIX MecALax OT TeKyLLEen AaTol);

WwabnoH oTobpaxkeHns reogaHHbix B cobbITUAX (CM. ba3a eeodaHHbIx (cTpaHuua 352)). lWabnoH moxKHO
COCTaBMTb U3 CleAyoLWMX 31IEMEHTOB, COAEPKaLLMX CBeAEeHUA O CTpaHe, PermoHe, ropoae 1 KoopAMHaTax:
${ip_ctr}, ${ip_st}, S${ip_ct}, S${ip_lng}, ${ip_lat}, ${ip_rad}

AOCTYyNHble NON1Ib30BaATENAM d)yHKLI,VIM, T.€. d)yHKLI,Ml/I, KOTOpble MmOoryT 6bITb 334eicTBOBaHbI N0/1b30BaTENEM
13 JInyHoro KabmnHeTa. BO3MOXKHO BK/IKOUYMUTb MW BbIK/HOUYNUTD cnegyouime d)yHKLI,VIVIZ

— CMeHa napons;
— HACTPOWMKA KOHTPOAbHOIO BONPOCa;

— ynpasieHue Kntovammn 6esonacHocTy;

— MPOCMOTP U NPUBA3KA COLMANbHbIX CETeN;

— NPOCMOTP YCTPOWCTB JOCTYNa;

— NPOCMOTP M 0T3bIB pPa3peLleHunit;

— NPOCMOTP CObbLITUIA;

— npuBAska HOTP-reHepaTopos;

— npuBAsKa TOTP-reHepaTopoB;

— HacCTpoWKa NoATBeprKAeHUA Bxoaa no SMS-koay;
— HacTpoWKa push-ayTeHTUdUKaLUW;

— NpuBA3Ka KAto4ver 6e3onacHoOCTy.
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La6noH npueeTcTBUA ${email-}
Fny6uHa npocMmoTpa ayguta 3
LLia6noH oTo6paxeHus ${ip_ctr}, ${ip_st}, ${ip_ct}, ${ip_Ing}, ${ip_lat}, ${ip_rad}

reofaHHbIX B CO6bLITUAX

nePMOAM‘-IHDCTI: nposepkun 5
ceccun

o

CmeHa naponsi HacTpoiika KOHTPOILHOro Borpoca

YnpasneHve karo4amu 6e3onacHocTn MpocmoTp 1 NpmBA3Ka coLanbHbIX ceteln

(< I <

MpocmoTp yCTpoiACTB AOCTyNa MpPOCMOTp 1 OT3bIB paspeLUeHnii

o

MpocmoTp cobbITni Mpussaska HOTP-reHepaTopos

o

Mpueaska TOTP-reHepaTopoB HacTpoiika BxoAa no KoAy NoATBepxAeHus

SCo0O0000

o

HacTpoiika push-ayTeHTuduKaumm MpuBA3Ka KItoYelt 6e3onacHoOCTA

2.4.4 BoccraHOBAEHMe AoCTYNa

Hactpoiiku B KOHCONU

Mouck yueTHoii 3anucu

Monck yueTHoi 3anucum
Bo3moxHble aTpubyThl Ans nomcka phone_number x email x sub x v
ATpUGYTbI ANA CBEPKA family name x v

IpoBepsATL HaNWuMe NoNb30BaTENeN, UIMEHLLMX NPABO MEHSTL NapoNk B HaliAGHHOI YUeTHOI 3anuc

HacTpoiika BoaMoxHble aTpubyTE Oiad Toucka CEPBUCA BOCCTAHOB/IEHUA AOCTyMNa onpeaenseT aTpubyTsl, No
KOTOpPbIM ByZeT NPON3BOANTLCA MOUCK YYETHOM 3anmcH.

C NOMOLLbIO HAaCTPOMKN ATpubyThl Hiid CBEePKH MOXKHO OMPEeAennTb, 3HAYEHUA KaKMX aTpMbByTOB AOMOAHU-
TeNIbHO A0/KEH BBECTU M0/1b30BaTE/b B MPOLLECCE BOCCTAHOB/IEHUA NAPO0AA ANA NOATBEPKAEHNA BNAAEHNA yyeT-
HoOM 3anucbio. [lobasneHne TaKoW NPOBEPKM YCNOKHAET aTaKy Ha COpOC NapoiA Yepes MHOMKECTBEHHbIV nepebop
8 GOopMe BOCCTAHOB/IEHMA 3abbITOro Napons. Ha rnaBHow CTpaHULe y Nosb3oBaTens byayT 3anpoLueHbl aTpubyTbl
O/ cBepKu (Hanpumep, damunmna) u BocCcTaHoB/IEHME BYAET BbINONHEHO TO/ILKO B TOM C/ly4ae, eC/N HalgeHHan
yyeTHas 3anucb byaeT UMeTb MAEHTUYHOE 3HaYeHue aTpubyTa.

OnuuA MpoeepdTh HalWuHe [ONb30BATEleld, HMElWLUxX NPaBO MEHATh [1apoilb B HAULEHHOH ydyeT-—
HOM s3amucu ONpeaenaeT, YTo eciv Y HallAeHHOro Nonb30BaTeNA UMEETCA CBA3aHHasA («PoANTENbCKARA») yuyeTHas
3anncCb, UMeKLWaa NPaBo MEHATb NMAapoOab 3TOMY NO/1Ib30BATENHO, TO 06 aToM 6y,CI,ET BbiBEAEHO npeaynpexageHune
Npn NONbITKE BOCCTAHOBNEHNA NAapPONA.
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Cnoco6bl BOCCTaHOBAEHUA AocCTyna

Cnoco6bl BocCTaHOBNEHUA AOCTyNa

ONEBRTE phone_number x  email x v
poctyna

06ujee KONMYECTBO NONBITOK

Bpems 610KMPOBKM NPY NpeBbILUeHNN 2
MONBITOK, MUH.

HacTpoiika BosMOXHbIE KOHTAXTE BOCCTAHOBIEHHI NOCTYyMa ONpeaAensieT aTpubyTbl C KOHTaKTamM (agpeca
3NEKTPOHHOM MOYTbl U/MAn Homepa MmobuibHoro TenedoHa), Kotopbie byayT UCMOb30BaHbI 418 BOCCTAHOBE-
HMA gocTyna.

A\ BHumanue

ATpUBYTbI C KOHTAKTaMM OOKHbI ObITb OnpeaeneHbl B pasfene HcTounnky maHHbx B KayecTBe agpeca
3/1EKTPOHHOM MOYTbI U HOMEpPa MobUAbHOTo TenedoHa.

C nomolpto HaCTPoOeK Obmee XOIHUECTBO IIONBITOK M BpeMd ONOKHUPOBKM IIPH [PEBBIIEHHUU I[IONIBITOXK,
B MHH. MOXHO OrpaHMYnTb KONIMYECTBO NOMNbITOK 3anpoca OTNPaBKM N HEYCNeLWwHOro BBoAa KO40B nNoareepXae-
HUMA, OTNPABNEHHbIX MO 3NEKTPOHHOM noyte n SMS ana yyeTHoM 3anncK, Npu NPEBbILLIEHNN KOTOPbIX BPeMEHHO
A7 y4eTHOM 3anucK byaeT orpaHnYeHa BO3MOXKHOCTb BOCCTAHOBAEHMSA Napons.

JAononHutenbHble NPOBEPKU ANA BOCCTAHOBNEHUA A0CTyNa

[ononHutenbHble Npos

DKW ANA BOCCTAHOBNEHUA AOCTyna

o TenbHON B 3aBMCMMOCTM OT HaCTpOeK NoNb3oBaTens v

Cnucok MeTogoB email x totp x M

HaCTpOVIKa Heobx0oOUMOCTb LOMONHUTENLHON [POBepku ONPEeAEeNAeT, B KaKUX CAy4Yaax AO0NXKHA BbINO/IHATL-
CA AoNOoHUTENIbHaA ayTeHTMd)VIKaLI,VIﬂ npu BOCCTaHOB/IEHUN AOCTYyNa. Bo3mokHble 3HaYeHunA HaCTpOVIKMZ

® OTcyTcTByeT — AONOJHUTENbHANA ayTEHTUOUKALMA He TpebyeTcs;

e CornacHo HacCTpoHKaM MONb30BAaTeNd B NUUHOM kabuHeTe — OOMNOJHUTENbHAA ayTeHTUPMKaLmA
TpebyeTcA, eciM NoNb30BaTeNO BKAOUYUA AN CBOEW YYETHOM 3anucu ABYXPaKTOPHYH ayTeHTUdMKALMIO;

® TpebyeTrcd Bcerma — AOMNOMHUTENbHAA ayTeHTUdUKaLMA TpebyeTca Bceraa;

® TpeByeTcs, ecnu IDOCTymHa — AONOAHUTE/NbHAA ayTeHTUdUKaumMA TpebyeTca, ecan ANs nonb3osaTens
[AOCTyneH XoTA 6bl 0OAMH U3 METOA0B, YKa3aHHbIX B HACTPOMKE Ciucokx MeTOmOoB.

B cnyyae ecnv TpebyeTca 4ONONHUTENbHAA ayTEHTUOUKALMA, TO B HACTPOIKe Crincox MeTomos MOXHO BbIbpaTb
OOCTYMHbIE METOAbI ayTEHTUPUKALMM ANA NOATBEPMKAEHNA BOCCTAHOBIEHUA AOCTY:

® KOOOM, M0aAYYEHHbLIM M0 371eKMpPOHHOU noyme (cTpaHuua 135) email;

® KoOOM, rnosay4yeHHbIM o SMS (cTpaHuua 133) sms;

* KoOom, ceeHepuposaHHeiM TOTP-npunoxceHuem (cTpaHunua 130) totp;

® C MOMOLLbIO OMmeema Ha KOHMPOobHLIL eonpoc (cTpaHuua 136) secQsn;

® cgepKoli OaHHbIX nosab3osamens (ctpaHnua 144) att rMatch.
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A\ BHumaHue

Y1061 MeTOAbI paboTanu, nx HeobxoaMMOo CKOHGUIYPUPOBaTb U AKTUBMPOBATL B pasaene AyTeHTUPUKALMA
BO BK/I1agKe BTopoi dakTop.

Onepauuun nocne BOCCTaHOBNIEHUA AOCTyNa

Onepauuu nocne BOCCTaHOBNIEHUS A0CTyna

CHuMaTL 610Kun Y NO HEaAKTUBHOCTKU NocCne BOCCTaHOBNEHWA A0CTyna

HacTpoWika CuuMaTh 6MOKHPOBKY MO HEAKTHBHOCTH INOCHE BOCCTAHOBIEHHS NOCTyNa ONpeaenser,
4YTO ONA 3aﬁ!’|0KVIpOBaHHbIX no npuynHe p,l'lVITeanOVI HEAKTUMBHOCTU YYETHbIX 3anucen pa3pewieHO BOCCTAaHOB-
NeHne Naposia, N 4To Nocne 3amMeHbl NaponAa B pe3y/sibTaTe ycnewHOro BOCCTaHOB/1EHNA 6I'IOKMpOBKa no npnynHe
,EI,/'IVITeI'IbHOl\;I HEeaKTMBHOCTU O0/1XKHa ObITb OTMEHEHa.

TeKcTbl popmbl

Mocne onpeaeneHna Habopa ampubymos 014 caepku (cTpaHuua 210) Heo6xoAMMO 334aTb COOTBETCTBYIOLLME UM
TEKCTbl B GOpMe BOCCTAHOBAEHMA A0CTyna. [ 3TOro Mcnonb3lyinte cmaHéapmeuelli anzopumm (cTpaHuua 325).
[obaBbTe TEKCTbI 4N1A CNeAYHOWMX CTPOK:

® recovery.page.verify.<umg_aTpubyra>.label: Ha3BaHWe NoNA 414 BBOAA 3Ha4YeHUA aTpubyTa;
® recovery.page.verify.<umg_aTtpubyra>.placeholder: TEKCT BHYTPU Nona ANA BBOAA 3HAYEHUA

aTpubyTa.

NucTtuHr 7: NMpumep 3agaHUA TEKCTOB Ansa aTpubyToB phone_number n
family_name

recovery.page.verify.phone_number.label=HoMep MoOunbHOro TenedoHa
recovery.page.verify.phone_number.placeholder=BBenure HOMEpP, YKaszaHHBH [IPH._
—PerucTrpaluiu

recovery.page.verify.family name.placeholder=®amunug
recovery.page.verify.family name.placeholder=Beenute daMuIuio

2.5 AAMMHUCTPUPOBAHMKE NONb3oBaTeNeln

HacToAwMmii pasgen noceAWwEeH agMUHUCTPUPOBAHWUIO Nonb3oBaTtesneli B Blitz Identity Provider.

2.5.1 YnpaBneHue yyeTHbIMM 3anNnUcamMmm

B pa3gene MNonb3oBaTesin KOHCONM yNpaBaeHMa agMuHucTpatop Blitz Identity Provider morkeT ocywiectsnsate cre-
AyloLine onepaumu:

* 10UCK yYemHsbix 3anuceli nonvzoeamenel (ctpaHunua 213);
® JobasneHue yyuemHoli 3anucu nosszosamess (ctpaHuua 214);
* IpocmMmomp u pedaKkmuposaHue ampubymos yvemHoli 3anucu noas3osamens (cTpaHuua 215);

e cbpoc cecculi nonb3zosamerns, NPUHYOUMENbHAA CMeHa naposaa u cbpoc 6710KkuUposKku memoda (cTpaHu-
ua 228);

* U3MeHeHue naponsa yyemHol 3anucu nonszosamesns (cTpaHuua 216);
® IPOCMOMP U OMBA3KA y4emHbix 3anuceli BHeWHUX NoCMasujuKko8 udeHmugukayuu (cTpaHmua 216);

* puesasKa ycmpolicme 014 nposedeHus 08yxgpakmopHoli aymeHmugukayuu (cTpaHuua 216);
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® [1IpboCcmMmomp epynri, 8 KOmopbie 8K/IIOYEH 107163080 MEs1b, yrpaessieHue 4seHCmaeom os16308amersiA 8 cpyr-

nax (cTpanuua 220);

* [pocmomp, Npuea3Ka, yoaneHue Karoveli 6esonacHocmu rnonb3ogamens (cTpaHuua 223);

* pocmomp npae yd4emHoli 3anucu nosab3oeamerns, HA3Ha4YeHue u oms3ble Npas (cTpaHuua 221);

* pocmomp paspewieHuli, 8bI0GHHbIX 106308aMesneM MPUAOXeHUAM (CTpaHuua 224);

® Ipocmomp u yoaneHue 3arnoMHeHHbIx ycmpolicme (cTpaHuua 223);

* yaaneHue y4eTHOW 3anmcK Noab3oBaTens.

OGLLI,VII\;I B4 CTpaHULUbI ynpaBneHUA aHHbIMU nosib3oBaTtenemn npeacrasieH Ha PpUCyHKe.

MNonbsosatenun

VeaHos

YueTHble 3anvucK nonb3osatenein

380-ds: BIP-EXEEREX:
VeaHoe VBaH MBaHOBMY, ivanov@company.com

sub

family_name

given_name

middle_name

email

VBaHoe

MBaH

ViBaHoBUY

ivanov@company.com

phone_number +7(000)0000000

locked Her v

2.5.2 Mowuck nonb3oBaTenei

[ns novcKka nosb3oBaTesneit He06xo4MMO BBECTU MAEHTUPUKATOP NONb30BATENA U HaXKaTb HA KHOMNKY «Halimu».
B KauecTBe oTo6parkaemoro naeHTMdUKaTopa Ucnonb3yeTca atpmbyT, onpeaeneHHbln B pasgene « AcmoyHuKu
O0aHHbIX» B KauecTBe 6a30B0ro naeHTMdMKaATOPa, a TaKKe aTpnbyTbl, OTMEUYEHHbIE KaK MOUCKOBbIE.

MepeyeHb HaMAEHHbIX NOb30BATENEN COAEPHKUT:

® 3HayeHWe UAEHTUPUKATOPa HalAEeHHOro Noab3oBaTeNs;

® XpaHWuLLe, B KOTOPOM HaAeH Nosb30BaTeNb;

® 1MA NONb30BaTeNA, CKOHPUIYPUPOBAHHOE B pasaene «ICMoYHUKU OaHHbIX».
HakaTue Ha ntobyto U3 HadeHHbIX yYeTHbIX 3annce OTKpbIBaeT AeTaibHY0 MHPOPMaLIMIO O Nosib3oBaTene.
TaK»Ke JOCTYMNHbI:

® KHOMKa KOMWPOBAHMA CCbIZIKM HA HaAEHHOro NO/Mb30BaTENA — NPW €€ HaXKaTMM CCbIIKa Ha Nosib3oBaTenNs
KonupyeTtca B bydep obmeHa;

® ccblIKa «CobbITHA 6ezonacHocTU» Ans BbICTPOro nepexosa K NPOCMoTPy cobbiTuii 6e30nacHOCTH 3a TeKy-
WM feHb, B KOTOPbIX HAWAEHHbIN NONb30BaTeb GUIYPUPYET B KayecTBe 06beKTa AocTyna.
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2.5.3 [lo6aBneHue nonb3osarensa

[na nobasneHuns HOBOM y4eTHOM 3anucy TpebyeTcs HaxKaTb Ha CCbINRY «Co30ameb y4emHyHo 3anuce Mosb308a-
mesiA...». B OTKPbIBLLEMCA OKHE:

® YKasaTb XpaHWAWLLE, B KOTOPbIM C/eAyeT COXPaHUTb AaHHblE M0/b30BaTenNs;
® 334aTb BCce HeobxoaMmble aTpubyTbI;

® HakaTb Ha KHOMKyY «Co30ameb».

@ BaxHo

Mpu co3aaHUKN YYETHOW 3annUCK CAeayeT YyUUTbIBaTb T€ OrpaHMYEHUSA, KOTOPblE HAaCTPOEHb! AN XPaHUAULLA
[AaHHbIX, B KOTOPOE OCyLLLecTBAAEeTCA 3anncb. Hanpmmep, ecamn coxpaHeHue npounssoantcsa B LDAP-kaTanor, To
[O/IXKHbI BbITb 3aN0NHEHbI BCe 06A3aTesibHble aTPUBYTbI, He HapyLLEeHbl OrPaHNYEHNA Ha YHUKANbHOCTb aTpu-
6yTOB 1 np. Npu aTOM € TouKK 3peHus Blitz Identity Provider 06s3aTenbHbIM ABNAETCA TO/IbKO MAEHTUDUKATOP
1 06a3aTesibHble aTpMbYTbI (COOTBETCTBYIOLLME aTPUBYTHI OTMEYEHbl 3HAKOM «3Be3404Ka» (*)).

MonbsoBaTtenu

Veanos m

YKaxuTe aTpubyTh!

nonb3osatens
XpaHunuwe @ internal O ldap
sub*
family_name
given_name
middle_name
email
phone_number
locked Het v

Napone

oera

2.5.4 MpocmoTtp u usmeHeHue aTpubyTos nonb3osarens

Mpu HaxaTUK Ha naeHTUdUKaTOp Ntoboro HallgeHHOro Nonb3oBaTeNs oTobpakaeTcs MHGOPMALLMA O HEM — Kap-
TOuKa nosnb3osatens. OHa CoAepPKUT 3HaUeHUA aTpUbyTOB, KOTopble BblIM oNpeaeneHbl B pasgene « ICMoYHUKU
OaHHbIX», @ TaKXKe NPUBA3aHHbIE YYETHbIE 3aNNCU BHELUHWX MOCTABLUMKOB UAEHTUOUKALMK, YCTPOICTBA NOb30-
BaTens, Knouun 6esonacHocT 1 ap.
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Monb3oBaTtenn

Vigarios m

YueTHble 3anucKn nonb3oBartenein

BR0ds BIE e HHble b30BaTe ) CobeiTna 6e30
MBaHoE ViBaH ViBaHoBWY, ivanov@company.com

sub BIp-*#FxAAK
family_name WBaHoB
given_name VBaH
middle_name WBaHoBWY
email ivanov@company.com
phone_number +7(000)0000000

locked Het v

HoBbiii napons CreHepupoBaTsL Napons

B KapTo4Ke Mo/ib30BaTENA MOXHO COBEpLIATh C/ieaytolme onepaumm:

penakTnpoBaTb anM6YTbI nosib3oBaTenAa,;
C6p0CVITb ceccnn nonb3oBaTensa;
M3MEHATb NapO/ib;

NpPOCMaTpMBaTb NepeyeHb NPUBA3AHHbIX YYETHbIX 3annceil BHEWHMX NOCTaBLLMKOB ayTeHTUdUKaLUK, OT-
BA3bIBATb BHELLUHWE YYeTHble 3anucy;

N3MEeHATb Tpebyemblli ypoBEHb ayTEHTUOUKALMK 1A NONb30BATENS;

NPUBA3bLIBATb UMW YOANATb YCTPOUCTBA A1 NPOBEeAEHUA ayTeHTUMKALMU: TeHepaTopbl Pa3oBbIX Naponel
N MOBUIbHbIE NPUNOKEHUA AN NONyYeHUs push-yBegOMAEHUN;

NpoCcMaTpuBaTb rpynmnbl, B KOTOPble BKAOYEH NO/b30BaTENb;
npocmaTpuBaTb NpaBa No/sb30BaTeNa U NPaBa, KOTOPble UMEIOTCA B OTHOLIEHUW JaHHOrO NOAb30BaTENS;
NPOCMaTPUBATbL M YAANATb 3aNOMHEHHbIe YCTPOICcTBa U Bpay3epbl Nonb3oBaTens;

npocmaTpusaTtb, 106aBNATbL U yAANATb KAOUM Be3onacHOCTU NoAb30BaTENS;

NPOCMaTpuBaTb U yAaNATb BblAaHHbIE MPUNOXKEHUAM pa3peLlleHnA.

PepaktupoBaHue aTpubyTtos

Mp1 NPOCMOTPE KapTOUYKM BbIBPaHHOM YYETHOWM 3anncK No/b30BaTeNA aAMUHMUCTPATOP MOXKET U3MEHUTb /11060
aTpubyT nonb3osatena. Mpu peaakTMPOBAHMM YYETHOM 3anNnCK CaeayeT yYnUTbiBaTb Te OrpaHUYeHun, KoTopble
HacTpoeHbl 418 XPaHWUANLLA JaHHbIX, B KOTOPOE OCYLLECTBAAETCA 3anuch.
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CnepyeT yunTblBaTb, YTO NPU USMEHEHUM JaHHbIX Yepes HTepdeic pesakTMpoBaHUA aTPUBYTOB He yUUTbIBALOT-
CA NpaBua, UCNOMb3yeMble B NPOLLeCCe CaMOCTOATENIbHOM perncTpaummn nonb3osatens. Hanpumep, MsmeHeHune
aapeca 3N1eKTPOHHOM NOYTbl UM HOMepPa MobUAbHOTo TenedoHa He TpebyeT NOATBEPKAEHMA.

CmeHa naponsa

[na cmeHbl napons ucnonbsyetca 6710k CMeHa napons. HoBblit Naposb MOXKHO BBECTU BPYYHYIO, 16O creHepu-
poBaTb — ANA 3TOro HeobxoAMMo ocTaBUTb YeKboKe CreHepmpoBaTb Naposb. HoBbIM naponb byaeTt otobparkeH
B MHOOPMALMOHHOM B/10Ke YCMELWHOro BbINOJHEHUA onepaumun. Mpyu cMeHe NAapoas MOXKHO TaKXKe YCTaHOBUTb
yekboKc CopocnTb ceccum, Torga OAHOBPEMEHHO CO CMEHOM napons byayT cOpolueHbl ceccum noab3oBaTens.

Mpw 3aa4aHNM HOBOrO NapoA BPYYHYO CAeayeT y4mTbiBaTb OrpaHUYeHmA napoanoﬁ NOTUTUKN ONA TOIO XPaHU-
Nnua, Kyaa CoXpaHAeTCcAa naponb.

HoBbiit naponb CreHepupoBaTb naposb

(J C6pocuTb ceccum

MpocmoTp 1 OTBA3KA BHELLUHUX NOCTABLUUKOB

B 6510Ke «[MprBA3aHHbIE YYETHbIE 3aMMUCK BHELLUHMX CUCTEM» MOXHO MOCMOTPETb NEpPeYeHb aKKayHTOB BHELLIHUX
NocTaBLUMKOB naeHTUdMKaLMK (coumnanbHbix ceTeld, baHkos, ECUA, Mos ID 1 ap.), NpuBA3aHHbIX K Y4eTHON 3a-
nUcKH HailgeHHoro nonb3osaTtena. Kaxkaaa npuBA3Ka XapaKTepmusyeTca YHUKaNbHbIM UaeHTUdUKATOpOM, rae no-
CNefHAA YacTb — 3TO BHYTPEHHUM MAEHTUPUKATOP aKKayHTA B COOTBETCTBYIOLWEM NOCTaBLLMKE UAEHTUDUKALUN.
Hanpumep, B 3anucn esia:esia_1:1000347601 nocnegHss vyactb (1000347601) — 3T0 AeHTUPUKATOP aK-
KayHTa B ECUA. Mpn He0H6X0AMMOCTM MOXKHO YA3ANUTb CBA3b C BHELLHEN YY4ETHOM 3anunchio.

== Focycnyrun n
) ESIA
- El

MNpuBeAsKa ycTpoiicTs ana 2FA no pasoBomy naposto

ALMUHMUCTPATOP MOXKET NPUBA3ATb K YYETHOW 3anmncu BbIBPAHHOIO NoOAb30BaTeNA CPEACTBO 414 NPOoBeAeHUn
ABYXbAKTOPHOM ayTeHTUdMKALMU. UMeeTcs BO3MOMXKHOCTb NPUBA3ATh:

® reHepaTtop naposei Ha ocHoBe BpemeHu (TOTP);
® reHepaTop naposnei Ha ocHoBe cekpeta (HOTP).

[na npuBA3KKM reHepaTopa HEOHXOAMMO BbIBGPaTb TUMN NPUBA3KKU reHepaTopa:
1. no QR-Kkoay;

2. Mo cepuMnHOMYy HoMepy;
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3. BpYy4HYylO.

[lnA npuBA3KK reHepaTopa BblGepUTE TUM reHepaTopa

Mo QR-kony
Mo cepuiiHomy Homepy

BpyuHyto

1. Npueaska no QR-Kopay.

B cnyyae NpuBA3KKU renepaTopa mnaponeit Ha ocHoBe Bpemenu N0 QR-Koay HeObXoAMMO BBECTM Ha-
3BaHue reHepatopa (no xenaHui). Janee He06X04MMO OTCKaHMPOBaTb QR-KOA, B MOBUABHOM NPUIOKe-
HUKU. B KauecTBe NPUIOKEHUA MOXKHO UCNONb30BaTb Hanbonee M3BECTHbIE MPUIOKEHNA ANA BblPaboTKM
TOTP-kopoB: Twilio Authy, FreeOTP Authenticator, Microsoft Authenticator, AHgekc.Kntou. B npunoxkeHuu
TaK)Ke BO3MOMKHO BBECTU BPYUHYIO CEKPET, 3aKOAMPOBAHHbBIN B KOAMPOBKe Base32.

HasBaHue reHepatopa Mob6unbHoe npunosxerue (TOTP)
Anroputm wudpposBaHua SHA1 v
Anuxa napona 6
BpemA o6HOBNEHUA napona 30

Cekper KDQ7BDIHYCHBW47KNV2C5NRXUI33D65W

B cnyyae NpmMBA3KU renepaTopa Ha OCHOBe cekpeTa HEOBXOAMMO UCMO/Ib30BaTb rEHepPaTop Pa3oBbIxX
KOO0B M OTCKaHMpoBaTb QR-KoA. B NpunoXKeHUM TaKKe BO3MOXKHO BBECTU BPYUHYHO CEKPET, 3aKOANPOBAH-
HbI B KOAMPOBKe Base32.
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paTop naponen Ha ocHoBe cekpeta (HOTP)
HasBaHue reHepaTtopa leHepaTop pa3oBbiX KOLOB
AnropuTtm wucposaHua SHA1 v
OnuvHa napona 6
CueTumk 0

Cekpet CKIZQHPNMWI5GLSQ74SOC6FZBUTJDS4C

CoxpaHuTb

2. MpuBAasKa no cepuitHomy Homepy.

B c/yyae NpUBA3KMU rexepaTopa napoied Ha OCHOBe BpeMeHu MO CEPUUHOMY HOMepy HeobxoaMmo
BBECTM CEPUIHDBI HOMEP YCTPOICTBA reHepaLyn pasoBbiX Maposieit U TEKYLLMIA Pa3oBbIi Ko, NoaTBEPKAE-
HUA.

[eHepaTop naponeii Ha ocH

CepMuiiHbiii HOMep

3HauyeHue

B c/lyyae NpuMBA3KM reHepaTopa Ha OCHOBE cexpeTa HEOBXOAMMO BBECTU CEPUMHbIA HOMEpP YCTPOit-
CTBa reHepauun pasoBbiX NAapoaei 1 TEKYLLME KoAbl NOATBEPKAEHUA. B KauecTBe yCTPOMCTBA MOXKHO MUC-
no/sib30BaTb Nt06OM annapaTHbIi HpPenoK, CoBMecTUMBbI co cTaHaapTom RFC4226 «HOTP: An HMAC-Based
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One-Time Password Algorithm»°*,

lenepaTop naponeii Ha ocHose cekpeta (HOTP)

Cepuiibiii Homep

3Hauenme 1

3HaueHue 2

3. MpuBA3Ka BPyUHYIlO.

4

B cnayyae NpuBA3KM remepaTopa maponel Ha OCHOBE BpeMeHU BPYYHYH HEObXOAMMO 3ano/HUTb
cneayowme obasaTeNnbHble Nona:

® BBECTU HasBaHHEe reHepaTopa,

e BblbpaTb AnropuTM mHUIPOBAHUS;

e BBECTW [nuny mnapong (YUCNO CUMBO/IOB, U3 KOTOPbIX BYAET COCTOATL Pa30BbIi Napob);

® BBECTU BpeMsa OOHOBIEHHI MAPONd (BPEMH B CEKYHAOaAX, B Te4eHne KOToporo 6y,u.eT 0bHOBAATbLCA

pa3oBbIli Naponb);

* 3aMO/HWTb NoJe CexperT (CEKPET 3aKOAMPOBaH B KOAMPOBKe Base32).

[eHepaTop naponen Ha ocHoBe BpemeHu (TOTP)

Ha3BaHue reHepartopa

Anroputm wudgpoBaHuA

[OnuvHa napona

Bpema o6HOBNEeHUA naponAa

CekpeTt

SHA1 v

30

3apaiiTe ceKpeTHbIV KoY B Koanposke Base32

CoxpaHuTb

B cnyyae NpuBA3KM remepaTopa maponed Ha OCHOBE cekpeTra BPYYHYH HeobXoaMMO 3ano/HUTb
cneayowme obasaTeNbHble Nons:

® BBECTM HazBaHHEe reHepaTopa,

® BblbpaTb AnropuTM mUPPOBAHUS;

54 https://tools.ietf.org/html/rfc4226

2.5. ABMUHUCTPUPOBAHMKE NOJIb30BaTeNeN 219


https://tools.ietf.org/html/rfc4226
https://tools.ietf.org/html/rfc4226

Blitz Identity Provider, Bepcua 5.34

e BBECTU Inuuy mnapond (YUCNO0 CUMBO/IOB, U3 KOTOPbIX BYAET COCTOATb Pa3oBblii Napob);
® 3aMO/NHWUTb NONe CueTunx (TEKYLLEE 3HAYEHME CYETUMKA);

* 3aMO/HWTL Nose CexpeT (CEKPET 3aKOAMPOBaH B KOAMPOBKe Base32).

Ha3BaHue reHepartopa

AnropuTtm wudposaHua SHA1 v
[AnuvHa napona 6
CueTtunk 0
Cekpert 3apaiiTe cekpeTHbI KoY B Koamposke Base32

CoxpaHuTb

YnpasneHue 4neHcTBOM B rpynnax

Ecnum nonb3oBaTesb BKAKOUEH B rpyninbl, TO 3Ta nHGopmaums byaet otobpaskeHa B 6/10Ke «Ys1eHCmeo 8 2pynnax».
Mo Kaskaoi rpynne 6yaet oTobparkeHbl creayrowme AaHHble:

* naeHTUdMKaTOP rpynnsi;

® 3HayeHuA aTpMbyTOB rpynnbl.

Upentudukarop [NauHble rpynnbi

admins name: AZMUHUCTPATOPLI

MOXHO UCKNIOYUTb NONb30BATENA U3 FPYNMbl C NTOMOLLIO KHOMKK yAaneHusa nam Aobasutb N0ab30BaTeNs B A4pY-
rylo rpynny ¢ NOMOLLbIO CCbIKK «Zobasgumes 6 2pynny». Ona nobasneHns Nonb3oBaTens B rpynny HyXHo 6y-
OeT BBECTU 3HaYeHue aTpubyTa, naeHTUdMUMPYIOLWEro rpynny, HaxaTb KHOMNKY « Halimu», BbI6paTb NnoaxoasaLLyto
rpynny u3 cnucka HaMAEeHHbIX, U HaXaTb KHOMKY «Jobasume».
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YneHcTBO B rpynnax

Wpentudukarop [aHHble rpynnbl
admins name: AQMUHUCTPATOPbI
power_users

WpeHTudgukarop

Uma

power_userslroles Power Users

[obasutb OTmeHa

MpocmoTp, HasHayeHue 1 OT3bIB NpaB

Ecnu B OTHOLWEHUM NOb30BATENA €CTb MPABa CO CTOPOHbI NPUNOKEHUIN UAM APYTUX YUYETHbIX 3anuceit, To 3To by-
AeT oTobpakeHo B 6110Ke «[1pasa 8 omHoWeHUU nosns308amesnsa». Eciv nonb3oBaTe/ib MMeeT NpaBa B OTHOLe-
HUW 0BBEKTOB, HANPUMEP, APYIMX YUYETHbIX 3anuceld, To 3To byaeT oTobpaxkeHo B baoke «[Ipasa nosv3osamerns

8 OmHoweHuUU 06beKkmos».

Kaxkfoe npaBo XapaKTepmnsyeTca cieayoWwmmmn napameTpamu:
* naeHTUPUKaTOp 0O6bEKTA;
* uUmsn;

* npago.

MpaBa cy6bEKTOB B OTHOLWEHUN NOSb3oBaTeNA

WUpeHTudumkartop Uma MpaBso

HasHnavaTb npasa

test-system test-system

ﬂpaBa nonb3oBaTeNnA B OTHOWEHUN 06HEKTOB

HasHauntb npasa

Upentudukarop Uma
_blitz_profile custom.app.name._blitz_profile
_blitz_profile custom.app.name._blitz_profile

isergeev@domain.com

blitz_console

Ceprees MBaH MNeTtposuy

custom.app.name._blitz_console

MpaBo

MeHATb Nnaponb

rights.right. SUPPORT

rights.right. TEST

HasHavaTb npasa

HasHauuTb npasa

OT03BaTb NPaBO AOCTYNa MOXKHO C NOMOLLBIO KHOMKM yAANeHUA PAAOM C NMPaBomM AocTyna. HasHauuTtb npaso
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O0CTYNa MOXHO C MOMOLLLbIO CCbIKKN «HasHayume npasa». Npun sTom Hago 6yaeT BbibpaTb HasHa4Yaemoe NpPaBo
[OCTyna 13 CNUCKa, TN cybbekTa (Nonb3oBaTeNb UAKN NPUNOKEHWE) Uan obbeKTa (Nosb3oBaTeNb, rpynna uam
MPUIOXKEHNE), HalnTK 1 BbIBpaTb cybbekTa/obbeKTa.

[MpaBa cy61EKTOB B OTHOLWEHUM NoNb3oBaTenA

[MpaBa oTcyTCTBYIOT

Mpaso HasnauaTtb npasa v
Tun cy6bekTa Mpunoxexve v
Mouck cy6bekTa test-app
WUpeHTudumkarop Uma

test-app test-app

MpaBa nonb3oBatena B OTHOWEHUN 0O6HEKTOB

WUneHTtudukarop Uma Mpaso
_blitz_profile custom.app.name._blitz_profile MeHATbL naponb n
_blitz_profile custom.app.name._blitz_profile rights.right. SUPPORT n
isergeev@domain.com Ceprees MBaH MeTposny rights.right. TEST n
_blitz_console custom.app.name._blitz_console = HasHauaTtb npasa n
Mpaso MeHATb Nnaponb v
Tun o6beKkTa Monb3oBaTens v
Mouck o6beKTa MBaHoB
UpeHTudukartop Uma

854436f6-af58-4a3f-8cb7-c2c441eb4a76 MBaHos Cepreit

[ob6asutb OTmeHa
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3anomHeHHble YCTPOCTBa U 6paysepbl

ALMUHMUCTPATOP MMEET BO3MOXKHOCTb MPOCMOTPETL YCTPOWCTBA M Bpay3epbl, C KOTOPbIX N0/Ib30BaTe/b OCYLLECTB-
N BXOZ, C UCTMO/Ib30BAHMEM CBOEI yYeTHOW 3anucu. OnmcaHme YyCTPOMCTB BKKOYAET:

* MPU3HaK TOro, 3aNOMHEHa /I Ha YCTPOMCTBE CECCUA BXOAA U ABNAEGTCA /M YCTPOWUCTBO A0BEPEHHbIM. Mpu-
3HaK KOAMPYETCA C NOMOLLbIO LiBEeTa:

— cepblii — Ha YCTPOICTBE He 3aNOMHeHa Ceccusa BXOA4a U YCTPOMCTBO He ABNAETCA J0BEPEHHbIM;
— XKeNTblil — Ha YCTPOWCTBE Ha 3aNOMHEHa Ceccus BXOAA, HO YCTPOWCTBO ABAAETCA AOBEPEHHBIM;
— CMHWI — Ha YCTPOICTBE 3aNMOMHEHa CeCCUA BXOAa, HO YCTPOMCTBO He AB/AETCA A0BEPEHHbIM;
— 3eN1eHbll — Ha YCTPOMCTBE 3aNOMHEHa Ceccua BXOAa U YCTPOMCTB ABAAETCA JOBEPEHHbIM.

* VM Y BEPCUA OMEPALMOHHON CUCTEMbI YCTPOMCTBA, ONpeAeNeHHble Ha OCHOBe UserAgent;

* 1MA 1 BepcuA bpaysepa, onpeaesieHHble Ha OCHOBe UserAgent;

e [aTa v BpemMA Noc/ieaHero BXxoaa ¢ LaHHOro YCTponcTea u bpaysepa;

¢ |P-agpec nonb3oBaTens, KOTopblit bbin onpeaeneH Npu NocieaHem BXo4e € AAaHHOTo YCTPOWCTBa M bpay-

3epa.
CTpoKcTBa Nosb3oBaTe
YcTpoucTBO Bpaysep MocnepHui Bxoa MocnepHum IP appec
@ mac0S 10.15.7 Chrome 100 04.05.2022 16:05 172.25.0.1 n
@ mac0S 10.15.7 Yandex 22 27.04.2022 16:04 37.144.36.99 n
@ mac0S 10.15.7 Chrome 100 25.04.2022 20:04 212.46.18.101 n

Knioun 6esonacHoctu

ASMUHUCTPATOP MMeeT BO3MOXHOCTb MPOCMOTPEeTb NepeyeHb Katodel b6esonacHoctu (Passkey, WebAuthn,
FIDO2, U2F), 3aperncTpMpoBaHHbIX A5 YY4E€THOM 3anuncu nonb3osatens. [aa Kaxgoro Katova 6e3onacHoCTU yKa-
3aHbI:

* MA KNtoYa;
e [aTa v BpeMA perncrpaLum Kawua;

® 06nacTb NnpumeHeHus (ana Passkey n FIDO2 — ana Bxoga v Ana noaTeepKaeHus Bxoaa; ana U2F — Tonbko
015 NOATBEPXKAEHUA BXOAa);

® [OaTa U BpemAa nociegHero UCnoab3oBaHUA KakoYa.

Uma knioya [Oo6asneH O6nacTb NpUMEHeHUA NMocnepHee ucnonb3oBaHue
. [na Bxona
Face ID Ha iPhone 28.10.2022 16:10 01.11.2022 14:11
[nAa noaTBep>XXaeHnA Bxoaa

[ob6asuTtb KoY
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AZMUHUCTPATOP MOKET 3aPerncTprMpoBaTb HOBbIM KoY 6€30MacHOCTY C MOMOLLLBHO CCbINKM «[L06aBUTb Ktou». B
06bIYHOM CLEHapMM UCMOIb30BaHMA KNtoun 6esonacHocTu cebe fo6aBnseT cam Nosib3oBaTelb B MOMEHT BX0Aa
(oHBOPAMHT) AW Yepes NNYHbIN KabUHeT.

YKaxute Ha3BaHue HOBOro Ksito4a

Uma knioua |

Cospatb OtmeHa

Bo3amoxHoCTb ,D,O6aBI'IEHVIH K/K04a agMUHUCTPATOPOM MOXKET 6bITb NO/IE3HA B cnegyrowmx cueHapuax:

e AZMWHUCTPATOP SINYHO BbIAAET Nosib3oBaTeNnam annapatHblii FIDO2/U2F Koy 1 NpMBA3bLIBAET €ro K yyer-
HOM 3anucu. Ana A0CTyNna K NPUNONKEHUAM KOMMNAHUM UCNONb3yeTca ABYXdaAKTOpHAA ayTeHTudUKauma.

o ALMMHUCTPATOPY B LENsAX TEXHUYECKON NOAAEPHKKM HYKHA BO3MOMKHOCTb BOMTU MOA, yY4ETHOM 3amnucbto
nonb3osaTena. COHpPoc OT y4eTHOW 3anucy Napona AO0CTaBUT NONb30BATENO Heyao6CcTBa — BMECTO 3TOro
MOXHO 3aperMcTpmMpoBaTh K4 6e30MacHOCTM U UCNOoNb30BaThb ero Ana Bxoga. Bce aelicteuA no peru-
CTpaLUN 1 yaaneHuto Kaovet 6e3onacHOCTM PerucTpupyoTcs Kak cobbiTua 6esonacHoCTu.

BblaaHHbIE NPUNOKEHUAM pa3pelleHus

AOMUHUCTPATOP MMEET BO3MOKHOCTb NPOCMOTPETb NepeyeHb paspeLueHw‘/'l, BblAaHHbIX NO/Ib30BaTeNEM NPUNO-
XeHnAm.

Kaxkfgoe paspelieHme onmcbiBaeTca:
* NAeHTUDMKATOP NPUNONKEHUS;
® nepeyeHb paspelleHunit (scope);

* faTa BblAaun paspeLlleHum.

oauth2_test_app
scopes: openid, profile

date: 09.09.2019

2.5.5 YnpaBneHue rpynnamu nonb3osarenei
BkatoueHue otobparkeHus rpynn B blitz.conf

Ecnu B Blitz Identity Provider HacTpoeHa BO3MOXKHOCTb paboTbi € rpynnamu noab3oBaTeNnei, To B KOHCOM ynpas-
NeHuns noasuTca pasgen Mpynnol.

YTo6bl BKAOYMTL BO3MOXHOCTb MPOCMOTPA rpynn nosb3oBatenen, Heobxogmmo Aob6aBUTb 60K HaCTpoek
blitz.prod.local.idp.groups cneaywuero suaa:

"groups": {
"profiles": [
{
"attrsMap": {

IIINN" : llinnll,
"NAME": "orgname",
IIOGRNH : "Ogrn",

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"desc": "description",
"members": {
"name": "uniqueMember",

"type": "strings"

s

"filter": "objectClass=organizationgroup",
"groupStore": "389ds",

"id": "orgs",

"type": "mirror",

"memberOfWithNested": true

I
"stores": {
"list": [
{
"baseDN": "ou=external, ou=groups,dc=test",
"desc": "I'pynne",
"id": "389ds",
"idAttrName": "cn",
"ldapStore": "389ds",
"memberOfAttrName": "memberOf",
"membersAttrName": "uniqueMember",
"newGroupAttrs": [
{
"attr": "objectclass",
"format": "strings",
"value": "top,groupOfUniqueNames, organizationgroup"

"attr". "dnll
° ’
"format": "string",
"value": "cn=$ ,ou=external, ou=groups, dc=test"

1,
"searchScope": "SUB",

"type": "ldap_based"

Oco6eHHOCTH YKa3aHUA HacTPOeK:

e B profiles.groupStore, stores.list.id, stores.ldapStore AONXeH OblTb MAeHTUPUKATOP
LDAP-KaTano0ra, UCNob3yeMoro A1a XpaHeHUA nonb3osaTeneil;

® Bprofiles.attrsMapWBstores.list.idAttrName AOMKHbI ObITb yKa3aHbl aTpMbyTbI rpynnbl (Knacc
groups), HaNpumep name. imeHa aTpnBYTOB NPU }KENAaHUN MOXKHO Ha3BaTb 1 NO-APYromy, NoAAEePKUBA-
toTcA TonbKo LDAP-aTpnbyThl TMNA String;

® B stores.list.baseDN HY)HO NPOBEPUTL (M UCNPABUTb €CIM HEOBXOAMMO) NyTb ANA XPaHEeHUA op-
raHmsaumin B8 LDAP. Ecam nyTb 6yaeT vcnpaBfieH, TO CKOPPEKTMPOBATb TaKMKe HACTPOWKYy "value":
"cn=${id}, ou=external, ou=groups, dc=test" COOTBETCTBYIOLWMM 06pasom;

® Bprofiles.memberOfWithNested yKaXute 3HayeHne true UK false B 3aBUCUMOCTM OT TOrO, €CTb
I HEOHXOAMMOCTb UCKATb BCE FPyNMbl Y NONb30BaTeNS;

e ansa Microsoft AD napameTp membersAttrName A0AKEH UMETb 3HaYeHUE membe rOf.
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Pa6orta c rpynnamu

B pasgene Mpynnbl MOXKHO OCYLLECTBAATL MOUCK rPYnn No 04HOMY M3 CKOHOUIYPUPOBaHHbIX aTpUBYTOB, peaak-
TUPOBaTb rPyNMbl, CO34aBaTb M yAANATb rPYnMbl, yNPaBAATb YEHCTBOM NO/b30BaTeEelN B rpynnax, HasHayaTb
rpynne nonb3oBaresiei npasa.

Mpodpuns @ grps

UpeHTudukarTop rpynnbi new_grp

name

OYMOHa

Mo KaxKaoW HallAeHHOM rpynne oTobparkatoTcsa ee aTpubyTbl. Kpome Toro, B 6/10Ke YneHbl rpynnbl oTobparkatoTca
BCe MO0J/Ib30BaTENN, BK/IIOYEHHbIE B AaHHYO rpynny, B 6/10Ke MpaBa rpynnbl B OTHOLIEHWUM NPUIOXKEHWI 0Tobpa-
YKaKoTCA BCe Ha3HayeHble rpynne nosb3osatenei npasa.

Mo Kaxkaomy nosb3oBaTento otobparkaerca:
* naeHTUdMKaTOp;

* 1MS N0Nb30BaTENA — COMACHO WabnoHy, onpeaeneHHomy B pasgene MCTOYHUKM faHHbIX (MM nonbzo-
BaTend B KOHCOHI/I).

Mo KakaoMy HasHaYeHHOMY NpaBy oTobparkaeTcs:
* naeHTUdUKaTOp;
® Ha3BaHMWe NPU/IOXKEHNA, B OTHOLIEHMMN KOTOPOrO Ha3HaYyeHo Mnpaso;

* MpaBo - Ha3BaHWe UAN CUCTEMHOE MMA NPaBa, yKasaHHoe B pasgene Mpasa gocryna.
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rpynnei

Npodune ATpuyT 3avenve

groups v id v newusers Q Haiit

Co3gats rpynny

rpynnbi nonb3oBarenei

AakHeie rpyn-! |7

name Hogle nons308atenn

CoxpatuTs

Unerbi rpynnb

VpeHtudukatop Vms nonb3osatens

6647dc35-0c4f-4054-a7e7- . "
faed1b011b4f “rposvisan
18539368- n

f50f4ef1-8734-3380272fagbd D0 1=eS ATV

[llo6asuTk nons308aTens

MpaBa rpynnbi B OTHOLIEHUY NPUNOXeHMIA

VipenTudukatop Ha3Bakve npunoxerns npaso

app.id — JR— B

Ha3HaunTe npasa

Yaanure rpynny

[oCTynHbI BO3MOXHOCTM MO PeAaKTUPOBAHMIO aTPMBYTOB rpynnbl, yAaNeHUIO rPynnbl, BKAOYEHMIO NO/b30Ba-
Tenei B rpynny ¢ NOMOLLbIO CCbINKKM [l06aBMTb NOAb30BATEN ..., UCK/IOUEHWIO NOb30BaTENA U3 TPYyNnNbl, Ha3Ha-
YyeHwue npaBs rpynne ¢ NOMOLLbIO CCbIKM HasHaunTb Npasa, yAaneHuUIo Npas, CO34aHMI0 HOBbIX FPynn Noab30Ba-
Tenei ¢ nomoubio ccblnku Co3gats rpynny....

BkntoueHne nonb3osatens B rpynny:
YneHb! rpynnbl
WpenTtudukarop Wma nonb3osarenna

6647dc35-0c4f-4054-

n 7
a7e7-fae41b011b4af oTpos Viean

8134-3389272fagbd  DacwbeB AMuTpui

MBaHoa

18539368-159f-4ef1- n

WUpenTtudukarop WUma nonb3osarenna
2907202b-9689-45a50447-4001266a0332
854436f6-af58-4a3f-8cb7-c2c441ebda76 WeaHoe Cepren

No6aenTb OtmeHa

HasHaueHwue rpynne npas:
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[lpaBa rpynnbl B OTHOLWWEHWUW NPUNOXEHNW
HaszeaHue
NaeHTudpukaTop NPUNOXeHWA Mpaeo
app_id MNpwunoxeHwne AAMUHUCTPaTOpP
MpaBo AAMWUHUCTPaTop

Mowck BeeguTe 3HauyeHue
NPUNOXEHUA

2.5.6 YnpaBneHue npaBamu A40CTyna

Q Haiitu

[ns BegeHna cnpasoyHMKa npas gocTyna B Blitz Identity Provider ucnonssyetcs pasaen «lpasa 4oCTyna» KOHCO-
M ynpasneHus. NMpasa 4OCTYNa MOrYT MCMO/b30BaTLCA A4/ KOHTPOAA AOCTyNna NoNb30BaTeNei B NPUIOKEHUS,
[O/19 KOHTPO/1A BbI30Ba NPUNOKEHMAMM 3aLLmLLaemblx REST-cepBMCOB, a TakKe MOTyT HbITb 3aNpoLLEeHbl U UCNOAb-
30BaHbl MPUNONKEHUAMM 1A OCYLLECTBNIEHUSA KOHTPOASA AOCTYMNa NONb30BaTeNs K QYHKLUAM MPUIONKEHUI.

Q |\ {auHNTe BBOAWTL Ha3BaHNe NpaBse

Mpaga goctyna

HaseaHue CuctemHoe nms OnucaHue
SMS kak BTOpoii pakTop o sms_2fa
AaMuHUCTpaTop admin

2.5.7 be3onacHoOCTb
B 610Ke BesonacHOCTb AOCTYNHbI TPU KHOMKM:

e CbpocuTtb ceccum gaa cbpoca ceccuin nonb3osartens

o CHATb 6IOKMPOBKY METOAI0B BXOAA AN1A CHATMA BNOKMPOBKM METO0B BXOAa

¢ [pUHYAUTENbHAA CMeHa Napona AN NPUHYAUTENbHOM CMeHbl Napons

/[o63BUTh Npaso g8 =

MepeBoab!
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Bbl MoXeTe cOpocUTL Ceccum nonb3oBaTesA, CHATL NPU3HAK G6lI0KMPOBKM METOL0B U MOCTaBUTh NPU3HAK HEO6XOAMMOCTN CMEHbI
naponsa

C6pocuTb ceccum
CHATb 6N10KMPOBKY METOA0B BXOAA

MpuHyauTenbHaA cMeHa napons

Mpwn c6p0ce ceccuii NoIb30BaTeNs BbINONHAOTCA cnegywouimne AGVICTBMHZ

® BblaHHblEe Ha NOIb30BATENA NPUIOKEHUAM MapKepbl 6€30MacHOCTM (MapKepbl A0CTyNa, MapKepbl 06HOB-
NleHnn, MapKepbl naeHTUGUKaLUN) CTAHOBATCA HeAEeUCTBUTENbHBIMKU — NPW Bbi3oBe B Blitz Identity Provider
CepPBMCA MHTPOCMEKLMUMN C TAaKUMMU MapPKEPAMM CEPBUC BEPHET, YTO MApPKep HeAENCTBUTENEH;

® B 3alMOMHEHHbIX ONA No/sib3oBaTena yCTpOVICTBaX y6VIpa}0TCFI ¢>narm A0BePEHHbIX yCTpOVICTB 1 3aNOMUHa-
HNA Ha HUX O/INUTENIbHbIX ceccuit;

® MpuBA3aHHbIE K y“IETHOl‘/‘I 3annCKU NoJsIb30BaTeNA BbinNylweHHbIE ONA MOBUIbHbIX I'IpVI}'IO)KEHVIﬁ napbl ANHa-
MUYECKMX client_id/client_secret aHHYIUPYIOTCA;

* 3anomHeHHble B 6paysepe nonb3osaTens SSO-ceccMm CTaHOBATCA HeAEMNCTBUTEIbHBIMM, TaK YTO MPU oye-
pefHOM 3anpoce CO CTOPOHbI NpUAoKeHUn naeHtudoukaumm B Blitz Identity Provider 6yaer 3anpolueHa
HOBasA MAEHTUPUKAUMA N ayTeHTUDMKaLMA.

Mpw CHATMM BNOKMPOBKM METOLOB BXOLA BbINONHAIOTCA Caesytolmne AeicTBua:

e Ecnm y nonb3sosarens 6bin 3a6l]0KMpOBaH OAUH U HECKOJZIbKO MeTo40B BXOAda (Hanpmmep, eCc/in Nonb-
30BaTe/ib BBOAUN HEBEPHble KOAbl NOATBEPXKAEHUA U 6bin npesbileH NTMMUT Ha KONNYECTBO HEBEPHDbIX
KO/J,OB), TO NPU CHATUN 6}'IOKVIpOBKVI OH CMOXET BOCNO/1b30BaTbCA AAHHbIM METOAOM.

Mpv NpUHYAMUTENbHOM CMEHEe NapoaA BbINOMHAKTCA Cledytowme AeicTBUA:
¢ YcTaHaBAMBAETCA NPU3HAK HEOOXOAMMOCTM CMEHWUTb NAapOb NPW CNeayoLEM BXOAE NO/b30BaTenNs.

B cnyyae HeobX0AMMOCTM CMeHbI MapoAs Nob30BaTeNsn aAMUHUCTPAaTOPOM obpaTutecs K pasaeny CmeHa napo-
71 (cTpaHuya 216).

2.6 YBeaomneHusa v oTNpaBKa coobuieHuin

[ns 3afaHnA HacTPOEK YBeAOMIEHWI U MOAKIOYEHMSA K CUCTEMAM OTNPaBKM COOBLLEHMI UCMONb3YeTCA pasaen
CoobuieHuna KoHconu ynpasnenus Blitz Identity Provider. B aTom pasgene MOXXHO HAacTPOUTb YBEAOMIEHUS U
MOAK/OYEHME K:

® cepBuUcy oTnpaBkn SMS-coobuieHni;
® cepBUCY OTNPaBKW push-yBegomneHuit;
* SMTP-cepsepy.
[na HaCTPOMKM yBeAOMEHWNI HEOOXOAMMO Ha OCHOBHOM CTpaHULe pasgena:

e BblbpaTb KaHan O/11 BOCCTAaHOBNAEHWUA (3N1EeKTPOHHAA noyTa, MobuabHbIA TenedoH) U yKasaTb aTpubyT
CO 3HaYeHMeM 3TOro KOHTaKTa. ATpuBYT 3a4aeTcs C NOMOLLBI0 PEryasapHOro BbIPaXKeHWs, Hanpumep,
${phone_number-} 03HayaeT, 4To MHGOPMaLua byaeT oTnpasieHa Ha TenedoH phone_number;

* BbIBpPaTh COOLITUA, NO KOTOPLIM TPebyeTcs OTNPABAATL YBEAOMIEHUA. BO3MOXKHO yBegOMAEHME NpU Ce-
Ayowmnx cobbITUAX:

— BXOA4 C HeEU3BeCTHOro YCTpOVICTBa;
— CM€eHa naponas;

— CMeHa napos B 3aBMCMMOM YY4ETHOM 3anncu;

2.6. YBepomneHusa u oTnpasBKa coobLieHui 229



Blitz Identity Provider, Bepcus 5.34

— BOCCTaHOB/IEHWE AOCTYNa;
— BOCCTaHOB/IEHME AOCTYNa B 3aBUCUMOW YYETHOM 3anucy;

— MpMBA3KA YYETHOM 3aN1CK COLUMANBHOM CeTu;

— 0TBA3bIBaHME YYETHOMN 3aNUCK COLMANBHOM CETH;

— HACcTpoOWKa MeToga ABYXAKTOPHOM ayTeHTUPUKALLUK;

— W3MEHEeHWe pexnma NoATBepKAeHUsA BXoAa;

— Mony4YyeHue NpaBa MeHATb Napo/b B 3aBUCMMO YUYETHOM 3anucy;
— npepocTaBaeHMe NpaBa MeHATb NAPOsb;

— OT3bIB NPaBa MeHATb NAPO/ib B 3aBUCUMOW YYETHOM 3anucy;
— OT3bIB NPeAOCTaB/AEHHOrO NPaBa MEHATb Naposib;

— perucTpaums y4eTHoOW 3anucu;

— pobaBneHue HOBOrO KNtova 6e3onacHocTy;

— yhaneHue Ka4ya 6esonacHocTy;

— U3MeHeHKne OTBeTa Ha KOHTpOﬂbeIVI Bonpoc.
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MapameTpbl KaHaNoB OMoBeLeHui

SMS-coobeHuns Push-ysegomnenna Email-coobweHna
HacTpoiika cepsuca oTnpasku SMS-coobLueHnii HacTpoiika cepsuca oTnpasku push-yBeaomneHnia Hactpoiika SMTP-cepeepa
YBegomaeHua

HacTpoiite yseaomnenna n nonbsosateny 6yayT onoBewaTbcA 0 pasnnyHbIX CobbITuAX 6ezonacHocTh
Cnoco6bl yBegomnexun

Cnoco6 ysegomnexusa ATPUGYT C KOHTaKTOM

SMS v ${phone_number-}

BnekTpoHHaA noyTa v ${email-} n

+ [lo6aenTb cnocob ysenoMneHna

YBenomnaTh nosnb3osarens 0 COGbITUAX

Tun cobbiTnA Cnoco6bl yseaomneHus
BxoA ¢ HeM3BecTHOro ycTpoiucTea % OneKTPOHHaA noyTa
CmeHa napona % OneKTpoHHaA noyta  x SMS
CmeHa naponA B 3aBUCUMOW YYETHOW 3anucu x QneKTPOHHaA no4Ta
BoccTaHoBneHue AocTyna x OneKTpOHHaA noyTa
noctyna B " y4eTHOM 3anucu x QNeKTPOHHaA no4Ta
TMpMBA3Ka YYETHOM 3aNUCK COLMANLHOM CETH % DNeKTPOHHaRA nouTa
OTBA3bIBaHUE YYETHOI 3aMuCKu CoLManbHOM ceTh x QNeKTPOHHaA noyTa
Hacrtpoiika metoana TOPHOIA ayTeHT x OneKTpoHHaA noyTa
pexxuma nop BXoAa % OneKTPOHHaA noyTa
TMonyuyeHne NpaBa MEHATL NAPO/b B 3aBUCMMOIA YYETHOIM 3anMcK % ONeKTPOHHaRA nouTa
MpepocTaBneHue npaBa MEHATL Naposib x QNeKTPOHHaA noyTa
OT3bIB NPaBa MEHATL Napo/ib B 3aBUCUMOI YUETHOM 3anucK % QNeKTPOHHaRA nouTa
OT3bIB NPeAOCTaBNEHHOrO NPaBa MEHATL Naposb X DeKTPOHHaRA nouTa
PerucTtpauua y4eTHoO# 3anucu x QNeKTPOHHaA noyTa
Knioya % OneKTPOHHaA noyTa
Ynanenue knioya 6e3onacHoOCTU x OneKTPOHHaA noyTa
W3meHeHWe oTBeTa Ha KOHTPOJbHBIN BONPOC x ONeKTPOHHAA noyTa

Coxpan nTh
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2.6.1 MopgknoueHue K SMS-wno3y

Blitz Identity Provider Heobxoanma BO3MOXKHOCTb OTNPaBAATb SMS-coobLeHus, ecnm MCNob3yoTCs Caeaytowme
byHKUMK:

* ayTeHTUdMKaLMA Ha OCHOBe OTMNpPaBkM No SMS Koga noateep:kaeHMs (nepeblii 1 BTopoi GakTop);
* MHOOPMMPOBAHME O BaXKHbIX COBLITUAX Be3onacHocTH No SMS;
* M3MeHeHue Homepa MobuibHoro TenedoHa yepes «flpoguss nonL3o8amens»;

® BOCCTaHOB/MEHMe 3abbITOro Napos ¢ UCNoab30BaHMEM MOBUAbHOMO TenedoHa Kak KaHana NoaTeepsKae-
HWA BAALEHUA YYETHOM 3anunCbio;

* noaTBeEpPKAEHME Homepa MobUAbHOro TenedoHa Npu perncTpaLMmn NoNb3oBaTeNs.
HacTpoWiku 3apatoTca B KOHconu ynpasnenus Blitz Identity Provider B pasgene CoobuieHus.

Heobxogmmo BbibpaTh BMA NPOTOKONA AOCTABKMU:

HTTP-GET unu HTTP-POST
3afaliTe HaCTPOMKM:

Hactpoiika cepuca ornpaesku SMS

MpoTokon gocrasku HTTP-GET v

Mpw chopmmposannmn URL v 3aronoekos HTTP-3anpoca ucnonb3ayiTe CTPOKM NOACTaAHOBKN
${login} - nOruH AnA OocTyna K cepsucy

${password} - naponb AnNA AOCTyna K Cepsucy

${message} - coobuieHne (0GA3aTeNbHbIA NapameTp)

${mobile} - HOMep MOGMNbLHOrO TenedoHa (06A3aTeNbHbIi NapameTp)

o

{userId} -upeHTUMKaTOp NoNb3oBaTeNA

${processId} - uaeHTUHUKATOP 3anpoca (06A3aTeNbHbINA NapameTp)

w

{sessionId} - upeHTUMKaTop ceccumn

end.php?

=${login}&phones=${mobile}&mes=${message}&charset=uti-8

Torux reaxoft

Mapons AMEHUTD 3HAYEH
[ Wicnonbaosars Basic HTTP ayTesTudmkaumio
3aronosku
Yz
Wa6noH oTeeTa ycnewHomn A+:0.4
oTnpasku
Wa6noH orseTta npu ownbke "ERROR.+

Wa6noH naeHTucukaropa
YCrewHoit 0Tnpasku

¢ URL SMS-wnto3a 3agaeTtca B BuAe natrepHa ana opMmmnpoBaHmsa 3anpoca K SMS-wwntosy gna MHMUMMPOBa-
HMA oTnpaskn nm SMS. Mpumep HacTponku ana SMS-wnio3a:
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https://smsc.ru/sys/send.php?psw=${password}&login=${login}&phones=${mobile}&mes=$

—{message}&charset=utf-8

SMPP

NIOTMH W Maponb Ana poctyna K SMS-watosy. JIorMH M naponb MoryT bObiTb nepesaHbl B KavecTBe
napametpoB GET-3anpoca wau B Buae HTTP-3aronoBka 3anpoca (cxema ayTeHTudukaumm HTTP Basic
authentication);

HTTP-3aronoBKku 3anpoca Ha SMS-wnto3s;

wabnoH NPOBEPKM OTBETa OT LW03a, O3HAYAIOLLEro YCneLwHyo OTNpaBKy. 3a4aeTca B BUAE peryiapHoro
BblpaXXeHusA;

wabnoH npoBepKn OoTBeTa OT WAK03a, O3HaYalouwero OLLIVI6Ky OTnpaBkn COO6LLI,EHMF|. 3apaerca B BuAe pe-
F'YNAPHOIO BblpaXXeHuA;

wabnoH naeHTMdMKaTopa ycnewHom oTnpaBkKu. 3afaeTca B BUAE PEryIAPHOrO BblpaXKeHUs, U3BeKatoLe-
ro MAEHTUPUKATOP YCNEeLWHON OTNPaBKM.

s N
© nNpumeyanue

Hanpumep, ecnun oTBeT oT SMS-1WAt03a (SMSC.ru) BbIFAAUT CAeayoWwmm ob6pasom:

[OK - 1 sMS, ID - 3535 J
Toraa BbiparkeHue ana nssnedeHus ID coobeHnsa A0KHO MMETb C/ieayoLWnin BUA,:

[A.*IDf (.*)$S J

\ J

3afaiiTe HaCTPOMKM:
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HacTpoiika cepsuca oTnpaBku SMS

NpoTokon gocTasku  SMPP v

Bepcus SMPP v

Xoct

Mopt

MakcvMansHoe Konm4ecTeo
coepvHeHuit

Norvu  test

Napone @

Tun cuctemsl Ana pobasneHus Tun

Aapec otnpasuTens

Bpems xu3Hu SMS, cek.

OtmeHa CoxpaHnTs

® pepcuio SMPP,

® umAa xocta SMPP-wn03a;

e nopt SMPP-wnt033a;

® MakxCHUMalbHOE KONHYECTBO COeInuHEeHHH, CYLECTBYHOLWMNX O4HOBPEMEHHO;
® jorux YYETHOW 3anucu gns coeamnHeHmsa ¢ SMPP-cepsepom;

® napons YY4ETHOM 3anucu ana coeanHenma c SMPP-cepsepom;

® Tun cucTemMel, ONPeSENsAoWNA KaTeropmnio NOLKIOHAEMOTrO KIMEHTCKOro NpunoXKeHusa. Ecnn kateropums
He yKasaHa, N0 yMOA4YaHuIo ucnonblyetca 3HadeHmne NULL;

® ampec oTnpaBuTend B BUAE LOMEHHOIO UMEHW;

® BpeMd xXu3HM SMS, MO MCTEYEHMM KOTOPOro, 0oblieHue ByaeT yaaneHo, eCan oHO He Bbla0 A0CTaBeHo
nonydatento. Eciv sHayeHMe He 3aaHO, BPEMSA KM3HWN He orpaHUYeHOo. 3a4aeTca B CeKyHAax.

CUSTOM
1. MoaxntounTe gpaiisep.

2. Bkniounte pgpaiBep B KOHCOAM  WMAW  BPY4YHYO MoMpaBbTe /usr/share/identityblitz/
blitz-config/blitz.conf. B 6noKe napameTpoB cpeabl blitz.{env}.{profile}.idp.
messaging (Hanpumep, blitz.prod.local.idp.messaging) HacTpohTe KAWY SMS C TUMOM U
MMeHeM Ballero apavsepa:
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rblitz.prod.local.idp.messaging {
"sms": {

"type" : "custom",

"driver" : "customGatewayDriver"

# ... IOpyrHe HACTPOHKH

2.6.2 MopgKnueHue K cepBUCy OTNpPaBKKU push-ysegomneHuit
HacTpoiiku push-ysegomneHnin 3a4atotca B BEG-NPUNOKEHUM aAMUHUCTPUPOBAHUA B pasgene CoobuieHus.
HeobxoaMmo 3aath cneaytoLimMe HaCTPOMKK:

* BuA NpoToKona goctasku (GET nam POST);

e URL cepBuca oTnpaBKu push-yBegoMAeHUA, HAaNpUmep:

[http://api.system.ru/json/vl.O/communication/mobile/push

* faHHble — coobleHne, NnepedaBaemoe B Tene (body) 3anpoca, Hanpumep:

{"token":"${password}","title":"S{title}", "body":"${message}", "msisdn":$
< {subscriberId}}

® JIOMMH W Naponb ANA AOCTyNa K cepsucy. JIormH 1 napoab moryt 6bITb nepenaHbl B Ka4eCTBe NapamMerT)

poB

GET-3anpoca uau B Buae HTTP-3aronoBKa 3anpoca (cxema ayteHTuduKaumm HTTP Basic authentication);

e HTTP-3aronosku 3anpoca;

* wabnoH NPOBEPKM OTBETA OT CEPBUCA, O3HAYAIOLLLErO YCMELLHYIO OTNPaBKyY. 3a4aeTca B BUAE PeryaapHoro

BbIpayKeHua, Hanpumep:

[.+\"errorCode\":O.+

)

¢ Wwaba0oH NPOBEPKM OTBETA OT CEPBMUCA, O3HAYAIOLLErO OLIMBKY OTNPaBKM COObLLEHMSA. 3a4aeTca B BUAE
rYAPHOTO BblpayKeHWs, Hanpumep:

pe-

[.+\"errorCode\":[1f9}.+

MprMep HacTPOMKM MHTErpaLymn C CEPBMCOM OTNPABKK push-yBeaomaeHU 0TobparkeH Ha PUCYHKE HUKeE.
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Hactpoiika cepeuca otnpaeku Push-ysegomnenui

Mporokon HTTP-POST E‘

[OCTaBKH -
MpoTokon goctaBku coodLLeHuit

Mpu chopmmuposaHum URL, Tena v 3aronoskos HT TP-3anpoca Ncnonb3yiTe CTPOKK NOACTAaHOBKM:
${login} - NOrMH ANA AOCTYNa K CepBuCy

${password} - Naponb AnA AOCTyNa K cepsucy

${message} - TEKCT COOOLIEHNA (0BA3ATENBHBI NapaMeTp)

${title} - 3aronoBoK coobleHnA (0bA3aTenbHbIN NapameTp)

${subscriberId} - MAEHTU(UKATOP NONL30BATENA push (0BA3ATENbHLIN NapamMeTp)

URL http://api.system.ru/json/v1.0/communication/mobile/push

Nanubie {"token":"${password}","title":"${title}","body":"${message}","msisdn":${subscriberld}}

[aHHble nepenaeaemeie B Tene HTTP-3anpoca

TNormu  test

IloruH AnA goctyna K cepeucy OTnpaBku COOBLLEHMI

Maponb M3ameHuTb 3HaueHune

M Wcnoneb3osarte Basic HTTP aytentudmkaumo

3aronoeku

3aronoekun HTTP-3anpoca. Kaxablil 3aronoBok onucLIBaeTcA B
oTAenbHoli cTpoke. HasBaHue W 3HaueHWe 3aronoeka A0MKHbI ObiTb
pasaeneHsl CHMBOMOM :

lWabnoH oTeeTa +\"errorCode\":0.+

yCnewHon
oTnpaeku PerynapHoe BbipaxkeHue, onpeaenatoLLiee YCNeLUHYK 0TnpaBky

coobLyenna. Hanpumep, *OK .+

Wabnow oteeta  .+\"errorCode\":[1-9].+

npu ownbke
Per_vnﬂpHoe BblpakeHue, onpegenaroLlee Hanuyue oLIMBKK npu

otnpaske coobuieHua. Hanpumep, “ERROR.+

OtmeHa CoxpaHuTb
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2.6.3 MopgknoueHue K SMTP-wno3y

B Blitz Identity Provider Heo6xoanMMo HaCTPOUTb BO3MOXKHOCTb OTNPaBAATb email-coobueHus, ecam ncnonbay-
toTCA cneayowme GyHKUMK:

* MHOOPMMPOBAHME O BaXKHbIX COBLITMAX Be3onacHocTM no email;
* M3MEeHeHWe aapeca 3NEeKTPOHHOM noanuck Yepes «/1pogunas nonszoeamens»;

® BOCCTAHOB/IEHWE 3a0bITOrO NapPOA C UCMONb30BAHMEM email Kak KaHana NoATBEPKAEHWNA BAALEHUSA yYeT-
HOW 3anuncblo;

* NoATBEPNKAEHME a4peca 3NEKTPOHHOM NOYTbI MPU PErucTPaLLMm yYeTHOM 3anmcK Noab3oBaTens.

HacTpoWiku 3agatoTca B KOHconu ynpasneHus Blitz Identity Provider B pasgene CoobuieHus.

Hacrtponka cepsepa ornpasku Email-coo6weHuin
Xoct | pmaild1.company.loc
Mopr 25

OrnpasuTens notif @company.com

TNorux

Naponb MNamenuTt A4EHU

ail.smtp.timeout: 1000000
HacTpoiiku mail.smtp.timeout:10000

Otmena Coxpannts

HeobxonMmo 3a4aTb cneaytoLime HacTPOMKM:
® ymsa xocta SMTP-wn033;
e nopT xocta SMTP-wnto3a;
* Heob6Xxo4MMO MW HeT UCNOoNb30BaTb TLS A/ 3aWMLLEHHOTO NOAKAOYEHUA K LWO3Y;
¢ email oTnpaBuTena coobueHni;

® JIOMMH y4YeTHOM 3anmcy Ha SMTP-wwnto3e, oT MmeHu KoTopoi Blitz Identity Provider 6yaeT npovssoanTb oT-
npasKy email (ecnn norvH cosnagaet ¢ email oTnpasuTens, To cnesyetT OTMETUTb COOTBETCTBYHOLLMIA YeK-
60Kc);

® Maposb OT y4eTHoM 3anmncm Ha SMTP-wto3e, oT umeHu KoTopoi Blitz Identity Provider 6yaeT nponssoguTb
oTnpaBKy email;

* HaCTPOMKM — AONOMHUTENbHbIE NapaMeTPbl KOHPUrypaLmm B3anmogeictana ¢ SMTP-wao3om>>.

55 https://javaee.github.io/javamail/docs/api/com/sun/mail/smtp/package-summary.html
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haBa 3

[locTyn B NPUNIOXKEHUA U CeTeBble CNYKObl

3.1 Perucrpauusa npunoxxeHuii B Blitz Identity Provider

3.1.1 O npunoxxkeHuAx

Pernctpayma npunoxkeHui B Blitz Identity Provider Heobxoauma gna Toro, 4tTobbl NPUNOKEHUA MOTAM UCNONb30-
BaTb NpeaocTtasnaemsble Blitz Identity Provider cepBucsbi:

* 3anpawmBaTtb nAeHTUGMKaLMIO U ayTeHTUPMKALMIO NoNb3oBaTenel;
¢ BbI3bIBaTb REST-cepsuchl Blitz Identity Provider.

YnpasneHue NpuaoKeHUAMM OCyLLecTBAAETCA B pasaene MPUaoKeHna KOHCONMN ynpaBieHus.

MpoToKonbl SAML OAuth2 REST RADIUS

Tern BLITZ-TRUST FORCE-LOGIN MFA-OFF MFA-ON SHOW-INFO

[l06aBUTL NPUNOXeEHIe 3

Vms NaeHTUdMKaTOp Llomen MpoTokonbl Tern

oo
I

blitz_key OAuth2  REST BLITZ-TRUST

Blitz-Key mobile application

3.1.2 BcTpOEeHHbIe NPUIOXKeHUs
B Blitz Identity Provider no ymonuyaHuio go6aBsieHbl yYeTHble 3aMUCK CAeAYOWMUX NPUIOKEHNN:

® blitz-console - KOHCOMb ynpaBneHusa Blitz Identity Provider.

© coser

Wcnonb3yiiTe AaHHOE NPUIOKEHWE NPU HAaCTPOWKE BXOAA B KOHCO/b yrnpasieHus yepes SSO (cTpaHu-
ua 405).

® blitz-panel - BATPUHA, NpeaocTaBaatow,aa A4oCcTyn nosib3oBaTenem K NOAKNHOYEHHbIM NPUNOKEHNAM.

¢ Blitz Key - MobunbHoe npunoxkeHue Blitz Key, pacwmpstowee BoamorkHocTu Blitz Identity Provider, peanu-
3ytowee push- n TOTP-ayTeHTUdMKaLMIO HA BTOPOM daKTope.
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3.1.3 Co3paHue y4yeTHOI 3anNUCU HOBOTO NPUNOXKEHMUS

[na noakntoYeHMA HOBOro BEO-NPUAOKEHUA HeobXxoaMMOo nepenTu B pasgen MpunoKeHUa KOHCOAN U BblbpaTb
NyHKT Jo06aBUTb NpUAOKeEHMe. ITO AeIcTBME 3aMyCTUT MacTep NOAK/IYEHUA HOBOMO NPUIOXKEHUSA, paboTa Ko-
TOPOro BK/OYaeT B cebs cneaytowme warmu:

LWar 1. ba3oBble HACTPOMUKMU

1. YKaxkute unenruduxaTop NOAKAOHAEMOro NPUNOKEHUA.

Mpu nogrntoueHmm no npotokony SAML naeHTuduKaTOp COOTBETCTBYET ent ity ID, Npu nogxraoveHmm no OAuth
2.0—-client_id.

@ BaxHo

Mpu 3agaHum naeHtndukatopa ans OAuth 2.0 HegoONYCTUMO UCNONB30BATHL ABOETOUME U TU/bAY.

1. YKaxkute uaszsanue NPUNOXKEHUA, KOTOPOE UCMNOAb3YeTCA B AanbHenwem B Blitz Identity Provider npwu
OTOOPAKEHUN HA CTPAHULE BXOAA B C/Iy4ae MHULMMPOBAHMA NPUAOKEHMEM 3aMpoca Ha UAEHTUDUKALMIO
nosb3oBaTens.

2. YKaxwute nowmen, T.e. URL, N0 KOTOpOMY AOCTYMHO AaHHOE NPUJIOKEHME.

[loMeH NpuaoXKeHNA NCNOoNb3YEeTCA NPU He0BX0AMMOCTU NepeHanpasaeH1s NoAb30BaTeNA B NPUAOKEHNE
n3 Beb-cTpaHuy, Blitz Identity Provider.

MNepeHanpaBaeHWe OCYLLECTBAAETCA HA YKa3aHHbIM AOMEH WAW Ha NepefaHHbI B Npouecce B3aMMOLEN-
cteus c Blitz Identity Provider cneumannsmnpoBaHHbIi redirect_uri, HO NPU 3TOM BbINOJIHAETCA CBEPKA,
YTO redirect_uri COOTBETCTBYET 334aHHOMY B HAaCTPOMKE NPUNOXKEHUSA LOMEHY.

3. HaxKmuTe Ha KHOMKY COXpaHUTh.

LWar 2. 3agaHue CTapToOBOI CTPAHULIbI NPUNOXKEHUA U BbI6OP WabnoHa CTpaHMLbI BXOAA

1. Bnone Craproras cTpaHulla MpuioxeHud 3a4aWTe CCbIIKY HA BXOZ, B NPUAOKEHNE, UHULMNPYIOLLYIO
3anpoc uaeHTUOUKaUUM 1 ayTeHTUdUKaLMn.

2. Bcnuckellla6noun crpanul Bblbepute, Ha OCHOBE KaKoro WaboHa A0NKHA 0TOBpaXKaTbCcA CTPaHML,A BXO-
Aa Npu nonbITKe AOCTyna No/b30BaTeNa B JaHHOE NPUIoXKeEHMe.

MHCTpYKUMa No co3gaHuio HoBoro WwabioHa Bxoaa npusedeHa 30ech (cTpaHuua 313).

3. Mpu HEOBXOAMMOCTM YKAXKMTE KoY WNMPPOBAHMA MAEHTUPUKATOPOB (moMeH mpuBaTHOCTH).

© nNpumeyanue
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Co3gaHune gomeHa nNpuBaTHOCTU obecneunBaeT YHUKaNbHOCTb AEHTMGMKATOPa NOIb30BaTENsA, NOAY-
YEeHHOrO MPUIoKEHWEM NO pesynbTaTam ayTeHTUdMKALUK, T.e. ITOT UAEHTUDUKATOP ByaeT yHUKaNb-
HbIM, HO cneundUYHbIM ANA AaHHOTO NPUNOKEHMUA. MHBIMU CNOBaMM, CIM 3aNPOC Ha NONYYEeHWEe AaH-
HbIX MO/Ib30BaTENA BYAET UHULIMMPOBATL NPUIOKEHUE U3 APYrOro AOMEHA NPUBATHOCTH, TO OHO byaeT
nosly4aTb Apyroe 3HaYeHue naeHTMduKaTopa nonb3osartend. Mpu HaxKaTMM Ha nose byayT oTobpae-
Hbl CKOHOUIYPMPOBAHHbIE paHee K/ouM WndPoBaHUA, C BO3MOXHOCTb 3a4aTb HOBbIN. MpUNoKeHus,
nmetoLme obwmii Kaou wrudposaHua, byayT NoNyYaTb MAEHTUYHLIN MAEHTUOMKATOP NOAb30BATENA.

4, TMpu HeoBXoAMMOCTHU 3ajaliTe veTxu, YTOObI Aanee UCNONb30BaTb UX NPM HACTPOMKe NOrMKK PaboTbl C
NPUNOXKEHWEM, HaNnpPUMep, aHaN3MPOBaTL B Npoyedype exoda (cTpaHuua 288).

MapameTpbl NpUNOXeHUA
Wpentucukarop (entitylD unu design_test
client_id)

Hassanue Idp Panel

Lomex http://localhost

CrapToBan cTpaHuua
NpUNoXeHua

Kniou wuchposanma -
uAEHTUDUKATOPOB

Wa6noH cTpaHuy default_1

MeTku npunoxexua ‘ |

LWar 3. HacTtpoiika npaBun focryna B NPUIOXKeHUA

BO3MOYKHO HacTpOUTb NpaBuIa, Ha OcHoBe KoTopbix Blitz Identity Provider byaeT npvHUMMAaTb pelleHne, BNycKaTb
W/IN HET NO/b30BaTe/A B MPUIONKEHNE.,
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KoHTpoOb gocTyna

DaBWNa A0CTYNa K NPUN0XKEHWIO He 3ajaHbl U NO YMONYaHWIO AOCTYN K NPUN0XEHWID HEe OrpaHn4yen.
) ) )
NnA Ao6aBNeHWA NpaBuNa BOCNONb3YNTECh KOHGUIYpaTopoM UK CO34alTe NpaBuno By
) ¥ f f

MpaBuna KOHTPOASA AOCTyNa MOXMHO [06aBUTb C MOMOLLbI KOHdUrypaTopa MAM BPYYHYKD C MOMOLLbIO
RQL-BbIpaxkeHUs (CM. PUCYHKU HUKE).

MpaBuaa MOryT NPOBEPATb, YTO NO/b30BATENb:

1. BKAKOYEH B HYXHYIO rpynny nosb3osateneil. HacTpoitka Ipymnmel B KOHdUrypatope WAM npasuio
contains (grps, GRP1,GRP2, ..);

2. umeeT Tpebyemoe npaBo pJocTyna. HacTpoika TIonHomMoume B KOHPUrypaTope WAM MpaBuao
contains (rights.its.SYSTEM, RIGHT_1,RIGHTZ,..);

3. MMeeT yKasaHHoe 3HadYeHune aTpmnbyTa. HacTpoiika Y Teepxmoenue B KOHGUIypaTOpe UK BbipaXkeHue C aT-
pnbyTtom. Hanpumep:

* [paBuno ne (sub, user) (yTBEPNKAEHUE sub != user B KOHOUIypaToOpe) O3HAYAET, UTO NPUIOKE-
HWE NYCTUT BCEX, Y KOTO sub He COBMaJAaeT No/bHOCTLIO CO 3HaYeHnem user. To eCTb No/b30BaTe b
CO 3Ha4YeHMem sub = userl MONYYMT AOCTYMN K MPUJIOKEHUIO, B TO BPEMS, KaK MO/b30BaTeslo Co
3HaYeHnem sub = user goCTyn byaer 3anpeuyex;

e [lpaBuao contains (memberOf, cn%3d1147746651733%2cou%s3dgroup. ..dc%3dlocal) O3Ha-
YaeT, YTO NpunoxXeHne NyCcTuT Tex, KTo eCTb B rpynne c Mp,eHTMCbI/IKaTOpOM 1147746651733;

e [lpaBnno notContains (memberOf, cn%3d1147746651733%2cou%3dgroups...dc%3dlocal)
03HAYaeT, YTo NPUNOXKEHNE MYCTUT TEX, KOFO HET B rpynmne ¢ uaeHTUPUKaTopom 1147746651733.

A\ Buumanue

®YHKUMM contains () M notContains () KOPPEKTHO paboTatoT Tosibko npu URL-KoamposaHum cne-
LMaNbHbIX CUMBOJIOB, HAaNPUMEp, CUMBOA = Ao/XeH 6biTb URL-KogMpoBaH Kak $3d. MHaye BO3MOXHA
olwmnbka obpaboTkm 3anpoca (HTTP 500).

KoHdurypatop:
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KOHTponb foctyna

He akTuBMpoBaH

HaCTpOEHHbIE npasuia AocTyna K npuioXeHuo

B aHHOM 6/10Ke 3a/]al0TCA pa3peluaioLLye NpaBina A40CTyNa K NPUNOXEHMIO C NCNoNb30oBaHKeM Resource Query Language (RQL). /U1st yCNewHoro A0CTyna A0CTaTo4HO, YTO6bI XOTS
6bI OAHO NPaBINO 6bINO BLINONHEHO.

MpaBuna MOXHO 334aBaTb BPYUHYIO AU UCNONB30BATH KOHGUIYPATOP AN CO3AaHNSA NPOCTLIX NPaBUA.

Takoke y NpaBuNa NPUCYTCTBYIOT Ha3BaHWe 1 onucaHue. ECN yKasaHo Ha3BaHue, TO OHO 3anWLLETCR B ayAWT, MHaYe B ayAvT 3anuLeTcs TeKCTOBOe NpeAcTasneHune RQL. OnucaHue He
MCNONb3YeTCA B 06paboTKe 1 MOXET COAePXaTb Nio6ble 3aMeTKM, aCCOLMMPOBAHHbIE C NPaBUNOM.

[NocTynHele AaHHbIE U BbIPaXEHUS B MpaBunax

B cnyuae 6, pOBaHWA A0CTYNa K Np nepeHanpaeuTe NONL30BATeNs Ha CTPaHULY OTkasa B A0CTyne. ECv He 0TMeueHo, To NoNb3osaTeNk ByAeT NepeHanpasneH B NPUNOXeHUe C OWNGKO
COrNacHo NPOTOKONY NOAKAIOHEHNA

pynnbi
0/1b30BaTENb A0NXEH BXOAUTD B YKa3aHHYH
MonHomouue K NPUNOXKEHWIO <
0Nb30BaTeNb AONKEH NMETh yKa3aHHOe Mo’ Ouve Ha 3afjaHHbIN 06BeKT. B kauecTee 06BEKTa MOTYT BLICTYNaT NPy
rpynNbi U Nonb3oBateny
YTeepxaeHue = <
0b30BaTeNb AONXEH NMETh yKa3aHHOE 3HaueHne yTBepXAeHns
HassaHue npasuna
npaBuna yKasaHo Ha3BaHwe 6yAeT 3anuUcbIBaTLCA B ayAUT

[lo6asuTs Npasino

CoxpaHutb

RQL-BbIpaxkeHusa:

KoHTponb goctyna

He akTuBupoBaH

HacTpoeHHble npaBuaa AoCTyna K NpUnoXxeHuo

B AaHHOM bn0ke 3a4al0TCA pa3peluarolme Npasuna AoCTyna k NPUAoXKeHUIo ¢ ucnonb3oBaHnem Resource Query Language (RQL). /s ycnewHoro AocTyna AoCTaTouHo, YTo6bI XOTA
6bl 0AHO NPABUNO 6bINO BLINOAHEHO.

lMpaBnna MOXHO 3aAaBaTkb BPYYHYIO UM NCNONL30BaTe KOHOUIYPATOP ANA CO3AaHUA NPOCTLIX NPaBNA.

Takxe y npaBina NPUCYTCTBYIOT Ha3BaHMe 1 onucaHue. ECIv ykazaHo Ha3BaHue, TO OHO 3aNWLLETCA B ayAWNT, MHaYe B ayuT 3anuLLIeTcs TeKCToBOoe Npe/cTasneHne RQL. OnvcaHve He
UCNONb3yeTCs B 06paboTKe U MOXET COAePXaThb NH06ble 3aMeTKM, aCCOLMMPOBaHHbIE C NPaBUOM.

[OoCTynHele AaHHbIE W BbIPaXEHUS B NpaBniax

B cnyvae p fAoctynak np nep b N0/Ib30BATENA HA CTPaHWLLY 0TKa3a 8 4OCTyNe. ECIM He 0TMEUeHo, TO Nonk3osatess 6yAeT NepeHanpasneH B NPUNOXEHNE C OLMBKON
cornacHo NPOTOKOANY NOAKNOYEeHNA

Mpasuno HazeaHune OnucaHune Vcnonb3oBath
' B
4 z
KoHdurypaTtop + [l06aBUTL NPaBUNO BPYUHYH

CoxpanuTs
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LLar 4. HacTpoiiKu NpoTOKON0B NOAK/OYEHUA

Heob6xoMMO HacTPOUTL OAMH UM HECKOJ/IbKO NPOTOKO/IOB NOAKNOYEHUA NPUNOXKeHWSA K Blitz Identity Provider.

MpoTokonbl
SAML OAuth 2.0 Simple REST RADIUS
I MpoTtokon OAuth 2.0 He ckoHdurypuposaH. CkoHurypmposaTts

MoaaepXnBatoTcA Cneaytolme NPoTOKO/Ibl NOAKAOHEHUS:

® SAML (cTpaHuua 243) — ana noakNoYeHUsa NnpunoxKeHunit no SAML 1.0, 1.1, 2.0 u WS-Federation ana naex-
TUPUKAUMM M ayTeHTUDMKALMM NONb30BaATENEN.

e OAuth 2.0 (cTpaHuua 247) — ana nogxntoueHma npunoxkenuit no OAuth 2.0, OpenlD Connect 1.0 (OIDC)
ANA ngeHTudGMKaummn n ayteHTUGMKaLMM Nonb3oBaTeniei. B pamkax 3TOro NpoTOKO/1a BOSMOMKHO KOHOUTY-
pUPOBaHUE AUHAMMNYECKON PerncTpaLmm KAMeHToB.

e Simple (cTpaHuua 255) — anAa noaknYeHUs BE6-NPUNONKEHUI ONA OCYLLECTBNEHUA NaeHTUdMKauumn 1
ayTEeHTUOMKaALLMKN C MOMOLLbIO NOACTAHOBKM B NPUNOXKEHME ZIOTMHA U NAPOAIA C Proxy-cepsepa, ecaun npu-
NOXKEeHUe He NoAAePKMBAET BO3MOXHOCTU NoakatodeHusa no SAML/OIDC.

® REST (cTpaHuua 258) — gna NogKNoueHUa MPUAOXKeHUi, ucnonbaytowmx REST-cepsuchl Blitz Identity
Provider no perucrpaunmn/mMsmeHeHUI0 YYeTHbIX 3anuncen, ynpasneHUIo YCTPOMCTBaMM ayTeHTUGMKaLMM
nonb3oBaTenen.

® RADIUS (cTpaHnua 259) — A4na NogKN0YEHMA K CETEBLIM C/yKb6am no npotokony RADIUS.

Ecnun opraHusaums nnaHupyeT pa3paboTKy Man AopaboTKy cOBCTBEHHbIX MPUNOKEHUI A5 MOAKAOYEHUA UX K
Blitz Identity Provider, To pa3paboTymMkam HeE06X0AMMO 03HAKOMUTLCA C PYKOBOACTBOM MO MHTErpaumu.

Ecnu opraHumsaums nnaHMpyeT nogkntounTs K Blitz Identity Provider npuaoxeHus, uMetowme WTaTHYO NOAAEPK-
Ky nogkntoyeHuns no SAML 1.0, SAML 1.1, SAML 2.0, WS-Federation unau OIDC (OpenlID Connect 1.0, OAuth 2.0),
TO B NOC/eAyOLWmMX Noapasaenax, onucbiBatoTcsa obLme HacTPoKK Ha ctopoHe Blitz Identity Provider nogkntio-
YeHMA NPOMU3BOLHOIO NPUAOKEHUA C Noaaep Ko SAML/OIDC.

3.2 Hacrpouka SAML n WS-Federation

3.2.1 MopakntoueHue no SAML 1.0/1.1/2.0

Mpu nogkAtoueHnn npunoxeHma no SAML HeobxoanMo 3a4aTb CneayoLmMe HaCTPOMKM:
® 302py3ums SAML-memaodaHHble MOOKAYaemMo20 NpuaoxeHus (cTpaHuua 245);
* ybeauTbca, YTO Nepekntodatens SAML-npoduns ctouT B perkume SAML 2.0 Web SSO Profile;
¢ B 6710ke SAML-npodunb HaxKaTb CKOHOUIYpMpPOBaTb. B NOABMBLUMXCS NOMAX YKa3aTb:

— YKasaTb, HY}XHO /i1 nognucbiBatb SAML-aTpubyTbl (SAML Assertions) B oTBeTax Blitz Identity
Provider;

yKasaTb, Hy»KHO 1 wndposatb SAML-aTpnbyThl B oTBeTax Blitz Identity Provider;

yKasaTb, Hy}XHO n wupoBatb SAML-maeHTUPUKaTopbl (SAML NameIds) B oTBeTax Blitz Identity
Provider;

— YKasaTb, HY»KHO /1 BKNHOYATb B OTBET NepeyeHb YyTBEPKAEHNI ¢ aTpnbyTamu nonb3osaTenei;

® yKasaTb, Kakme SAML-aTpmbyTbl nonb3sosatens u3 Blitz Identity Provider nepeaaBatb B npunoxKeHue.
SAML-aTpunbyTbl JOMKHbI ObITb NPeaBapUTENIbHO CKOHGU2YpuposaHs! (CTpaHuua 246) B pasgene SAML
KOHCO/IM yNpaB/ieHunA.
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SAML npodunb

MoanuceiBaTh yTBEPXACHUA

WndposaTk yTBEPKACHNS

WndposaTtb
naeHTudukatopsl (Namelds)

always

always

never

Bknountb nepeaavy SAML-yTBepxaeHuii o nonb3oeatene B cneynansHom 6noke Attribute
Statement

SAML 2.0 Web SSO Profile WSs-Federation Passive Requestor Profile

v

ATpubYTEI NoNb30BaTeNs
npea T T

SAML-aTpnéyT

urn:blitzzusername
transientld
urn:blitz:surname
urn:blitz:mail
urn:blitzzname

urn:blitzzusername

3.2.2 MNopgkntoveHune no WS-Federation

MNepepaBatb

e
M
e
v
e
v

Mpv noakntoyeHun npunoxerHma no WS-Federation Heobxoanmo 3aaaThb cieaytolme HaCTPONKK:

* 3a2py3ums SAML-memaoaHHble MOOKAYaemM0o20 NpuaoxeHus (cTpaHuua 245);

* nepekntoyatTens SAML-npoduns yctaHoBuTb B pexkum WS-Federation Passive Requestor Profile;

¢ B 610Ke SAML-npodunb HaxKaTb CKOHGUTIypMpoBaTh. B NOABMUBLLMXCA NOAAX YKa3aTb:

[Ao6asuTs

CoxpaHuTb

— YKasaTb, HYXXHO /i1 NoAnNucbiBaTb yTBepKAeHUA (Assertions) B oTBeTax Blitz Identity Provider;

— YKasaTb Bpems XU3HW yTBepXKAeHul B oTBeTe. Heobxogmmo mncrnonb3osatb ¢popmat ISO 8601 ann
yKasaHuWA NPoAo/IKUTENBHOCTU Nepuoga®, Hanpumep, PT5M — 5 MUHYT;

— YKasaTb, HY)KHO /11 BK/IKOYATb B OTBET NepeyeHb YyTBEPKAEHWI ¢ aTpubyTamu nonb3osartenei;

® yKasaTb, Kakue aTpubyTbl nosb3oBaTens m3 Blitz Identity Provider nepenasatb B npunoxkeHue. ATpubyTbl
[OJIKHbI 6bITb NPeABapUTENIbHO CKOHbU2YpUPOBaHbI (CTpaHuLUa 246) B pasaene SAML KoHconm ynpasne-

HUA.

56 http://www.ifap.ru/library/gost/86012001.pdf
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SAML npodunb SAML 2.0 Web SSO Profile WS-Federation Passive Requestor Profile

MoanucbIBaTL yTBEPXACHUS always v
1n1cK
Bpems XXU3HW yTBepXAeHU Hanpumep, PT5M
1 I ’
Bkntounts nepeaavy SAML-yTeepxeHuii o nonb3osatene B cneyvansHom 6noke Attribute
Statement
ATpubyThI NONb30BaTENs
OnpesaeniTe, Kakie aTpuByThl MO/b30BATENs AONXHbI NEPEAABATLCA B MPUNOXEHMS 1 C KaKUMI Ha3BaHUAMM
SAML-aTpn6yT MNepepasatb
urn:blitzusername v n
transientld v n
urn:blitzzsurname v n
urn:blitzzmail v n
urn:blitzzname v n
urn:blitzzusername v n

+ flo6asuTs

CoxpaHuTb

3.2.3 3arpyska SAML-meTtagaHHbIX
[Ons 3arpy3kn SAML-meTaiaHHbIX NPUNOMNKEHUSA MOMKHO UCMNO/b30BaTh Ntoboi U3 cnocoboB:

o [1na 3arpy3ku rotoBoro XML-¢daina Haxkmute OTKpbITb € GaitIoBOM CUCTEMBI.

MpoTokonbl

SAML OAuth 2.0 Simple REST RADIUS
MeTaaaHHble T@rOTKPLIT C GaiinoBoi cUCTEMbI CreHepupoBaTh MeTaAaHHbIe

1ml version="1.0" encoding="UTF-8"?><md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" entityID="saml-dev">
2 <md:SPSSODescriptor AuthnRequestsSigned="true" WantAssertionsSigned="true" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:

B

4 <md:KeyDescriptor use="signing">

5| <ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">

6 <ds:X509Data>

7 <ds:X509Certificate>

8 MIID5zCCAs+gAWIBAGIUL60pUXeS92AFQypIA59i1sM/NDcwDQYIKoZIhveNAQEL

9 wgYIxCzAJBGNVBAYTAN] 1MQ8WDQYDVQQIDAZND3Nj b3cxDZANBGNVBACMBK 1Y
10 vdzEQMA4GALUECGWHUMVheGOmdDEMMAOGALUE CwwDRGY 2MREWDWYDVQQDDAZ
11 sX2R1dj EeMBWGCSqGSIb3DQEIARYPaWSmbOBY ZWF4b2Z0LnJ 1MB4XDTIyMDMy
12 OMj KyMVOXDTIZMDMyNTEOMj kyMVowgYIxCzAIBGNVBAYTANI1MQ8WDQYDVQQT
13 Nb3Njb3cxDzANBgNVBACMBK 1vc2NvdzEQMA4GALUECgwHUMVheGIMADEMMAOG
14 ECwwDRGV2MREWDWYDVQQDDAhZYW1sX2R 1dj EeMBWGCSGGS Ib3DQEJARYPaMSM
15 yZWF4b2Z0LnJ1MIIBI j ANBgkqhk iGOwOBAQEFAAOCAQ8AMIIBCGKCAQEAZQ fb

e [1nA NCNoNb30BaHMUA KOHCTPYKTOPa MeTafaHHbIX Haxkmute CreHepupoBaTb MeTadaHHble. BBegute cneay-
owme gaHHble:

URL cepBurca 0bpaboTumKa yTBEpKAEHUN (AssertionConsumerService),

URL cepBuca egmHoro fiorayTta (SingleLogoutService),

CepTuduKat noanucy,

Ceptudumkat wndposaHma.
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MpoTokonsl

[SYVE oOAuth2 Simple REST RAL

3apaiite napameTpbl 4151 GOPMUPOBaHNA MeTafaHHbIX

URL cepBuca o6pa6oTunka
yTBepXAeHWIA
(AssertionConsumerService)

URL cepauica eguHoro norayta
(SingleLogoutService)

Ceprudukat noanmMck  CKoMUpyiATe CIoaa cepTUdUKaT MoAMMCK

Ceptudukat wudposaHus CkonupyiiTe ctoga cepTudukar WwmdposaHus

OTMeHNTb

HaskmuTe CreHepupoBaTb. B pesynbtate dailn meTagaHHbIX 6y4eT aBTOMATUYECKM CreHepUpoBaH Ha OCHO-
BaHUW BBEAEHHbIX AAHHBIX.

3.2.4 Hactpoiika SAML-atpubytos

Ons peructpaymm SAML-aTpmbyTtos nonb3osatens B Blitz Identity Provider ncnonbsyetcsa pasgen SAML KoHconn
ynpasaeHus.

Ons pobasneHma Hosoro SAML-aTpmbyTta HeobxogMmo:

1.
2.

HaxaTb Ha ccbliky [lo6aBuTb HOBbINM SAML-aTpnbYyT.
Beectu:

e Ha3BaHMe SAML-atpubyta (MMeHHO oHO 6ymer oTobpaxkaTbcA  NpPU  NOAKNOYEHUU
SAML-NpUNoKeHunit);

® WCTOYHMK aTpubyTa (oToBparkatoTca BCe aTpubyTbl, onpeaeneHHble B pasaene MCTOYHMKM JaHHbIX).
HaxaTtb Jobasutb. ATpnbyT byaeT gobasneH.
OnpeaennTb KOAMPOBLUMKN aTPMBYTOB. [/ 3TOro HE06X0ANMO:

* HakaTb Ha CCbINKY [J06aBUTb KOANPOBLLMK;

e BbIOPATH TN KOAMPOBLLMKA; CieyeT 06paTUTb BHUMaHME, YTO TUM KOAUPOBLLMKA 3aBUCUT OT BEPCUM
NPOTOKO/A, C KOTOPOW paboTaeT NOCTABLUMK YCAYT (MOAKNOYEHHOE NPUIOXKEHME);

* Ha3BaHuWe SAML-aTpmbyTa, KOTOpOoe byaeT NnepesaHo NOCTaBLINKY YCAYT (B pamKax 4aHHOTMO TMNa Ko-
ONPOBLLNKA);

® KOPOTKOE€ Ha3BaHWe, KoTopoe 6W.'J,ET nepeaaHo NOCTaBWUKY yCcnyr (B PamMKax 4aHHOro Tina Kognpos-
WwmKa);

e dopmaTt UMeHMU.

Mpn HeObXOAMMOCTM MOMKHO OMpPEeAeNUTb HECKONbKO KOAMPOBLUMKOB BbibpaHHOro SAML-aTpubyTa (ans atoro
Kaykabl KOAMPOBLUMK AONKEH OTHOCUTBLCA K PasHbIM TUMAaM KOAUPOBLLMKOB).
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ATpunbyTel

| Onpepaenure, kakue atpubyTbl NONL30BATENR U3 XPAHUNMLLA MOTYT NEPeAABaThCR B SAML-NPUNOXEHUS (NOCTaBLMKK yenyr) B Buae SAML-aTpubyTos

fones

Hassanne UseriD

WcTounmK uid v

CoxpaHuTe

b HOBLA SAML-aTPHOY Tun SAML2String
Hazsanune urn:blitz:userid
KopoTkoe userid
HazBaHne
®opmar urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified
NMeHn

Twn SAML2StringNamelD
Hassanwne urn:blitz:userid
®opmar urn:oasis:names:tc:SAML:2.0:nameid-format:persistent
nMeHn

Yaanute SAML-aTpubyr

3.3 Hacrpouka OAuth 2.0 u OpeniD Connect 1.0

3.3.1 Hacrtpoiika npunoxeHus

1. MNpu noaknoveHnn npunoxeHuns no OAuth 2.0 nam OpenlD Connect 1.0 (OIDC) B 610Ke HacTpoliku B3au-
MOZENCTBUSA C NPUNONKEHNEM 3aLaWTe Cneaytowme HaCTPOMKN B3aUMOAENCTBUA C NPUNOKEHMEM:
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HacTpoiikn B3auMoAeiCcTBUSA C NPUIOXKEHUEM

Cekper (client_secret)  serees -

[lononHUTeNbHbIN cekpeT VKaxwTe AONONHUTENLHSIT CEKPET ANA AyTEHTUGVKALMM NPUNOXeEHNS w»

(client_secret)

NpefonpeaeneHHan ccuinka  BeeawTe npegonpeaeneHHsiii redirect

so3spara (redirect_uri)

MpeduKcsi ccuinok Bo3epata

http://localhost

5aBneHus ped M HaXMu

AonycTumble paspeleHns openid file | xblitz_token_introspect

Pa3peLeHIs N0 yMonuaHuio

OTo6paxars 3kpaH cornacuaHa 10 yMONUaHUo s

AOCTYN K AaHHBIM O cebe

MeTog ayTenTudukaym npu  client secret basic ]

O6s3aTeNsHOE UcnoNL308aHMe Proof Key for Code Exchange (RFC 7636) gna Authorization code grant type

06paLLeHIk K cepBuCy BblAaUMN

Mapkepoe

MAonyctumble grant type

[flonycTumsle response type

YKaXMTe CEKPEeTHbIN K4 (MAM MUCMONb30BaTb CreHEepUPOBaHHbIA MO YMONYAHUIO K/OY) Moa-
K/0YAeMOro NPUAOXKeHUa (client_secret), KOTOPbIA LOMKEH UCMO/b30BATLCA MNOAKIOUEHHbBIM
npunoxeHnem npu obpauieHmn K Blitz Identity Provider (ecnn He ykasaH, To ayTeHTUMdMKauus
NPUNOKEHUA-KAMEHTA A0MKHA NPOM3BOAUTLCA MHAYeE, HanpUMmep, C UCNob30BaHWeMm proxy TLS);

YKaXKuUTe AONONHUTENbHbIA CEKPETHbIN KAtoY (client_secret) NOAKNHOYAEMOro NPUAOKEHUA. Pe-
KOMeHAyeTcs ANA CYYaeB, Koraa HyXKHo obecneunTb NNaBHYO CMeHy client_secret 414 AAaHHOTO
NPUNOKEHUS;

YKaXkuTe npegonpeaeneHHyto cCbliky Bo3BpaTta (redirect_uri)—URL, Ha KOTOPbIN NO yMONYaHUIO
byzeT nepeapecoBaH Nosib3oBaTeb NOCAE NMPOXOXKAEHUA aBTOPM3aLMUn (redirect_uri);

YKaXute gonyctumble npeduKcbl CCbIIOK BO3BPaTa — NPeduKC NCNob3yeTcs A8 NPOBEPKN CCbIIOK
BO3BpaTa (redirect_uri), NnepegaHHbIX B 3anpocax Ha UAEHTUOUKALMIO OT NPUAOKeHUIA. Ecin B
3anpoce Ha ayTeHTUMKALMIO YKa3aHa CCblIKa BO3BPaTa M OHa He COOTBETCTBYET HU OAHOMY M3 YKa-
3aHHbIX NpedUKCOB, TO B ayTEHTUGMKALMM BYAET OTKa3aHo;

YKauTe AOMNYyCTMMblE paspelleHus — paspelleHuns (scope), KOTOpble MMEeT Mpaso 3anpalinBaTh
[laHHOE NPUNOKEHUE;

s B
© nNpumeyanme
Blitz Identity Provider moxHo Hacmpoume (cTpaHuua 149) TakMm obpasom, 4yTo byayT co-
XPaHATbCA MapKepbl O0CTyna Mo/ib30BaTeNs OT BHEWHWX MOCTaBLIMKOB WAeHTUdMKaumu. Ec-
M npunoxeHwe 6yaet nonyyatb no REST APl coxpaHeHHble MapKepbl AocTyna, ANA Hero
HeobxogMmo BblbpaTb cUCTeMHble paspelleHna fed_tkn_any (BCe BHEWHWE MNOCTaBLLU-
KM) W fed_tkn_${fedPointType}_S${fedPointName} (BHEWHMI NOCTaBLMK C TUMOM
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${fedPointType} U MMeHeM ${fedPointName}). [aHHble pa3peweHus AO0M¥Hbl BbiTb npea-
BapuTe/NbHO 3aBefeHbl B 06LWMUxX HAaCcTpoiKax npoTokona B pasaene OAuth koHconw.

* YKaXKuUTe paspeLleHus No yMOMYaHUIO — paspeLleHus (scope), KOTopble ByayT No yMONYAHUIO Bbl-
[AaHbl MPUNOKEHUIO Nocne ayTeHTUGUKaLMK. Ecn He yKasaHbl, TO B 3amnpoce Ha ayTeHTUPUKaLmIo
BCEraa A0NKHbI ObITb ABHO NPOMNMCaHbl Tpebyemble paspeLleHus;

* Npu HeoBXOAMMOCTU 3a4alTe OTOBpPaXKeHMe 3KPaHa COMMacKua Ha AOCTYN K AaHHbIM o cebe. Ecan Bbl-
6paHo oTo6paxaTs 3KPaH COMMAcKUaA, TO NPU NEPBOM BXOAE MOJb30BaTeNsA B cucTemy byaet oTobpa-
YKEeHa CTpaHMLa COrMlacua Ha NpeaoCcTaB/ieHMe AaHHbIX 3ToM cucteme. Ecam BbIGpaHO ne oTobpa-—
xaTb 3KPaH cornacus, To NPy NepBOM BXOZAeE MN0/1b30BaTe s B cMcTeMy He ByaeT oTobparkeHa CTpaHu-
ua cornacua Ha NpefocTaB/eHne AaHHbIX 3ToW cucTeme. Ecam BbibpaHa HacTPOMKaA o yMonyaHuo,
Toraa 6epetca mobanbHas HacTPoKa. TaKKe MMeeTca BO3MOXKHOCTb MCMO/b30BaTb 8HEWHee Mpu-
noxeHue (cTpaHuua 392) ana oTobpaykeHWsa aKpaHa coracus.

® OTMETbTE NpU HEeobXxo4MMOCTN ONMUUI0 O6g93aTenbHOEe HCHNOoNb3oBaHHe Proof Key for Code
Exchange (RFC 7636) nna Authorization code grant type, €C/AM 3anNpocCbl Ha AYTEHTU-
dUKauMIo A0NKHbI BaAananposaTbes cornacHo RFC 7636;

¢ BbibepuTe NPU HEOOXOAMMOCTU METoA ayTeHTUdMKALMM Npu 0bpaLLeHnn K cepBucy Bblgaum Map-
KepoB. YKa3aHHble MeToAbl ayTEHTUPUKALMKN JOMKHBI MCNONBb30BATLCA NPU 0OPaALLEHUN K CEPBUCY
BblAAYM MapKepoB (token endpoint). MpW NYCTOM 3HaYeHUWU AOCTYMHbI BCe METOAbl. TaKxke Cy-
LLeCTBYET MeTof, ayTeHTUdMKaLMK none. OH NPUMEHAETCA ANA ANHAMUYECKUX KINEHTOB, TAaKMX KaK
MOBUNbHbIE NPUIOXKEHUSA, KOTOPbIE HE UCMO/L3YIOT NapaMeTp client_secret A1a ayTeHTUOUKa-
umn. JaHHbIV MeTO4 He NpeaHa3HavyeH ana Beb-NnpuaoXKeHui, rae BO3SMOoXKHO 6esonacHoe xpaHeHne
client_secret. Micnonb3oBaHMe MeToAa none pernameHTUpyeTcs cneumduraumeit RFC 7591°7;

e BblbepuTe NpU HEOBXOAMMOCTM AONYCTUMbIE grant type. [MapameTp onpeaensier CNMCOK grant
type, KOTOpble BYAYT AOCTYNHbI NPUAOXKEHUIO. MPU NYCTOM CMIMCKe AOCTYMHbI BCE grant type;

e BblbepuTe NpuM HEObBXOAMMOCTM OOMNYCTUMbIE response type. [lapameTp onpeaenseT CAUCOK
response type, KOTOpble byayT AOCTYMHbI NPUAOKEHUIO nNpu obpaweHun K URL aBTOpusaumm
(authorization endpoint). Mpn NycTom CnucKe AOCTYMHbI BCE response type;

57 https://datatracker.ietf.org/doc/html/rfc7591
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®opmaT mapkepa agocTyna v

Bpems X13HWU Mapkepa 10000
Aoctyna (access_token)

Aob6asnsembie B Mapkep company emai family_name
A0CTyNa yTBepXACHNsA

[lononHuTenbHbIe agpecatsi
(aud) mapkepa goctyna

BblgaBaTk Mapkep 06HOBNEHNA

Bpems X13HU MapKepa
o6HoBneHUs

Bpems XuU3HK cuenkun
MapKepos 06HOBNEHUIA, cek

KoNuuecTeo Mcnons3osanmii
Mapkepa 06HoBNEHIS

() Aobaenate B Mapkep naeHTUdUKaLMKn NnapameTp rights c npasamu Nonb3osaTtens Ha 4a oXeHune

Ao6asnsembie B Mapkep
vaeHTuMKaymm (id_token)
yTBEpXKAEHUS

e BblbepuTe GopmaT MmapKepa JOCTYyNa — MOXKHO BbiBpaTb opaque UAM JWT. ECIM napameTp He 3a4aH,
To 6epeTca u3 06X HacTpoeK U3 pasgena OAuth 2.0.

* YKaXunTe BPeMs KM3HM MapKepa Aoctyna (B cekyHgax). Ecav napameTp He 3agaH, To 6epetca 13 06-
LMX HAaCTPOEK U3 pasgena OAuth 2.0;

e OTMeTbTe MPU HEOoBXOAMMOCTM ONUUIO [o6aBnaTs B Mapkep NOCTyma mapaMeTp rights c
NpaBaMM TIONb30BATENs Ha ITAHHOE MPUNOXeHHe, YTOObI PeryIMpoBaTb HEOBXOAMMOCTb BK/IIO-
YaTb B TOKEH CBEAEHMWSA O NpaBsax nosib3osaTens.

® YKaXkuTe JobGaBngdeMble B Mapkep LOCTyna yTBepxneHud. [ONONHUTENbHble YTBEPXAEHUA
(claim), pobasnaemble B Mapkep AgocTyna B ¢opmate JWT. AtpubyTbl 6yayT Ao6aBneHbl, TONbKO
€C/I1 OHM paspelleHbl B scope JAaHHOrOo MapKepa. Ecam gononHutenbHble yTBEPKAEHMA He 3a4aHbl,
MapKep ByaeT cogepikaTb TONbKO CTaHAAPTHbIe nona JWT (Hanpumep, sub, iss, exp);

® YKaXuTe IJononHuTenbHBE ampecaTts (aud) Mmapkepa poctyna. [AAa  3TOro  yKaxwure
client_id NPUNOMKEHUI, KOTopble AO0J/IXKHbI BbiTh Aob6aBneHbl B agpecaTbl (aud) mapkepa go-

cTyna;

© nNpumeuanue

Habop paspelueHnit (scope), BKAOYAaEMbIX B MapKep 40CTyna, Onpeaenfaerca TO/bKO paspelleHnsamm
NPUAOXKEHUA, 4N KOTOPOro BbINOAHAETCA Bblgaya mapkepa. [lonoaHuTenbHble agpecatsl (aud) map-
Kepa 40CTyna He y4acTByoT B $OPMUPOBAHUM CMIUCKA pPaspeLLeHmit.

® OTMeTbTe Npun HEO6XOAMMOCTM ONuUMIO BeimaBaTh Mapkep OOHOBIEHH.

* YKaXKunTe Bpems XU3HU MapKepa obHOBNEeHNA (B cekyHAax). Ecan napameTp He 3agaH, To bepeTcs U3
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06U.I,MX HacTpoeK 13 pasgena OAuth 2.0;

® YKa3aTb BPEMSA ¥KMU3HW CLLEMKM MapKepoB 0bHOBNEeHMUSA (B cekyHAax). Ecnv napameTtp He 3agaH, To
6epeTca 13 06LWMX HACTPOEK U3 pasgena OAuth 2 .0;

® yKa3aTb KO/IMYECTBO NUCMNO/Ib30BaHNA MapKepa obHoBneHusA. Ecnn napameTp He 3a[aH, TO 6epeTc;| n3
06U.I,MX HacTpoekK 13 pasgena OAuth 2.0;

® OTMETbTE MNpU HeOﬁXO,D,VIMOCTVI onuuto JobaBndTb B Mapkep HIOEHTHOHKALMH IapaMeTp
rights c mpaBaMu MoOnNb30BaTeNd Ha MaHHOE MNpPHIOXeHHe, YTODbI perynanposaTtb Heobxoau-
MOCTb BK/1HO4aTb B TOKEH CBeAEeHMNA O NpaBax No/1b30BaTeNA.

® YKaXXuUTe noBarBngeMble B Mapkep uuoeHTubuxkauuu (id_token) yTBepxmeHwud. Echun npuno-
KeHune B3ammogencteyeT ¢ Blitz Identity Provider no npotokony OIDC (OpenID Connect 1.0), To B
KayecTBe O4HOro U3 paspelleHuii (scope) HEOBXOAMMO TaKKe yKasaTb openid. Toraa B 06MeH Ha
aBTOPM3ALMOHHbIN KOA NpW Bbi30Be Token Endpoint 6yayT BblAaHbl HE TONbKO MapKep A0CTyna
(access token) u mapkep obHOBNEHUA (refresh token), HO U MAEHTUPUKALMOHHBIN MapKep
(1d_token). B mapkep ngeHtudmkaumm byaet BkaoYEH MAEHTUOUKATOP NONb30BATENA sub, A TaKXKe
[onoNHUTeNbHblE aTPUOYTbI, NepeyncieHHble B 3TON HacTpolike. Bo3aMoXHO fobaBneHne Kak aTpu-
6yTOB, CKOHPUIYPUPOBAHHBIX B Pa3fesie HCTOUYHUKH OaHHEX, TAK U AOMNONHUTE/bHbIX aTpMbyToB
(noapobHee cm. oauth-attribute-marker);

2. Mpu UCNoNb30BaHUM B NPUAONKEHUN QYHKLMM NorayTa e B 6/10Ke Brxon nuz npunoxeHus 3ajaiiTe cne-
AyloLLIMe HaCTPOMKM:

BbixoAa U3 NpUNoXeHns

MpeduKcsb! CCLINOK Bo3BpaTa https://app.company.com/return_uri

npw Bbixoe

MpeaonpeaeneHHan ccbinka BseauTe NpeaonpeAeneHHYH CCyi
BO3BpaTa npw Beixoae

CCbiNKa ANA OYMCTKIM Ceccum BeeAuTe CChINKY OUMCTKN Cecc
nonb3oBarens B 6paysepe
(Front channel)

CcbinKa ANA OUNCTKKN ceccumn BeeauTe CCLINKY OYNCTKN cecc
NoNL30BaTeNs B NPUIOKEHUN

(Back channel)

* yKaxkuTe npedurKcbl CCbIIOK BO3BPaTa Npu Bbixoge. Heobxognmo nepeuncaunts npeduKesl Jonyctu-
Mbix URL cTpaHuL, nepeHanpasaeHms Noib30BaTes Nocie MHNUMMPOBAHUA NPUIOXKEHNEM lorayTa.
Lonyctmo 3aaatb OAMH UAK HECKO/IbKO NMPedUKCOB CCbIJIOK BO3BPaTa;

e BBeAUTE Npeaonpene/ieHHYIo CCblJIKy BO3BpaTa Npw BbIXOAE — CCbIKY, Ha KOTopyto byaeT nepeHa-
npas/sieH NONb30BaTE/Ib NOC/IE I0rayTa U3 NPUNOKEHNA, €C/TU B NapaMeTpPax Bbl30Ba /10rayta OT Npu-
JIOXKEHMA He 6bin nepeaaH agpec Bo3Bparta post_logout_redirect_uri,

® OTMEeTbTe NPU HEOBXOAUMOCTU OMNLMIO He moxasbBaTh MONbL30BATENO 3KPaH C MONTBEepXIe—
HHEM BhBIXOOAa H3 CHCTEeMHl — €C/IN 3Ty HaCTpOVIKy He OTMEeTUTb, TO NOJIb30BaTENO GYAET NOKa3aH
3KpaH C 3anpocom noareepxXaAeHnA BbiXoda U3 NPUNOXKEHUA,

* BBEAMTE CCbINIKY AJ1f O4YMCTKM CeCCUM Nonb3oBaTens B bpaysepe (Front channel)—yKasaHHbIN aj-
pec o6paboTtunka npunoxeHuns byaeT Bbi3BaH U3 dpelima 6paysepa B cnydyae MHULUMUMPOBAHUA Noray-
Ta Nosb3oBaTens;

58 https://openid.net/specs/openid-connect-rpinitiated-1_0.htmI#RPLogout
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® OTMETbTE NPU HEOBXOAMMOCTM ONUMIO [o6aBiaTh UINEHTUOUKATOP CECCHH W SMUTEHTa B
CCHITIKY OYHCTKM ceccuu B b6paysepe (Front channel) — B 3TOM c/ay4yae B 6pay3sepHblit 06-
paboTumMK florayTa NpUAoKeHUA byaeT nepesaH naeHTUPUKaTop ceccun (sid);

e BBeAMUTE CCbUIKY A/1A OYUCTKM CECCUMM MO/Ib30BaTeNA B NPUNOKEHUN (Back channel) — yKasaHHbIN
agpec obpaboTumKa npunoxeHuna byaer Bbi3BaH ¢ cepeepa Blitz Identity Provider B cnyvae nHuumm-
pOBaHWA NiorayTa Nosib3oBaTens;

® OTMEeTbTe nNpu HeobxooMMOCTU ONUMI [o6aBNaTh UOEHTUPUKATOP CECCUM M SMUTEHTAa B
CCHIIKY OYHCTKM CeCCuM B Npuiloxenuu (Back channel) — B 3TOM C/y4yae Ha agpec obpa-
60TUMKa NPUNOKEHUS, BbI3BaHHbIN C cepBepa Blitz Identity Provider B cnydae MHUUMUMPOBAHUA No-
rayTa nonb3osartens, byaeT nepegaH logout_token, cogeprKawnii nAeHTUOMKATOP CECCUMM NONb30-
Batens (sid).

3. Mpun UCNONb30BAHUM NPUNOKEHNEM aBTOPU3aLIMK NO cheuuduKkaummn Device Authorization Grant®® (Ha-
npumep, aas nogknatodeHua |OT-ycTpoicTe, cmapt TB, yaT 60TOB, NPUIOKEHUIA FONOCOBbLIX NMOMOLLHK-
KoB) B 6/10Ke HacTpoiikyu B3aMMOLEHCTBMSE C MPUIOXeHHeM B NapaMeTpe [omnycTHMEIE response
type A06aBbTe BapuaHT device code, a B NapameTpe lomycTumele grant type Ao06aBbTe Bapu-
aHTurn:ietf:params:oauth:grant-type:device_code. TaK¥e B 6/10Ke Device Authorization
Grant 3afaiTe cnegyroLme HaCTPOMKM:

Device Authorization Grant

®OpMaT NONL30BaTeNLCKOro [0-9]
Koaa

Bpems XusHu
NoNb30BaTeNLCKOro KoAa

Ccbinka Ha CTPaHULY BEOAA
NoNbL30BaTENILCKOro Koaa

i cbopmaT No/1b30BaTE/IbCKOro KOAa, ANA 3TOro cneayet MCNoab30BaTb pPerynapHbie Bblpa*KeHuA,
® BpemMA XN3HU N0N1Ib30BaATE/IbCKOro Koga,
® CCblI/IKY Ha CTpaHMLYy BBOAA NO/1b30BATE/IbCKOro Ko4a;

® OTMETbTe Npu HeobxoaumocTH onuuto ob6asnaTs B URL monb3oBaTenbCckuii xom. B aTom cny-
yae Blitz Identity Provider npu aBTopu3aumm 6yaeT Bo3BpaLLaTh HE TO/IbKO CCbI/IKY Ha CTaHMLY BBOAA
Noab30BaTENbCKOro KoAa (Hanpumep, https://test.ru/device), HO eLLe U CCbIIKY C KOAOM B Ka-
yecTBe NnapameTpa (Hanpumep, https://test.ru/device?uc=676-267-324).

3.3.2 Hactpoiika AMHaMUYEeCKOWU perncTpauum KAMeHToB
YT106bI BKAOUMTL BO3MOMKHOCTb AMHAMMYECKON PErncTpaLmMm KAMeHTOoB:
1. 3apeaucmpupyiime npunoxeHue (cTpaHnua 238).

2. HacTpoiite gns 3TOro NpuaoXeHua NpoTokon nogkatouveHns OAuth 2.0 cornacHo AoKkymeHTauuu (cm.
oauth-common).

3. B HacTtpowkax OAuth 2.0 gnsa [aHHOTO NPUAOKEHUA NepenanTe Ha 3aKNAAKY uHaMuieckue XIHeHTHL

59 https://tools.ietf.org/html/rfc8628
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(TaTnyecknm KnuneH AVIHBMM\-IECKMEKIWIEHTH

HacTpoikun guHaMUYecKoi perncTpaunm KaMeHTos

PaszpewnTtsb -j

AVNHaMUYeCKy
perncrpayvio K1MeHTose

aeHTudukaTop test_app
npunoXxeHus
(software_id)

JobasbTe JONONHUTENbHbIE yTBEPXAEeHUA ANA MeTaAaHHbIX NPUNOXEeHUA (software_statement)

YTBepxaeHune 3HaueHune OnucaHwve yTeepxaeHusa

+ [lobasuTs yTBEpPXKAEHME

CoxpaHnTe

4. YKakute 6a30Bble HACTPOMKM AMHAMMYECKON perncTpaumm KINeHToB:
* paspeLlnTe AMHAMUYECKYIO PETUCTPALMIO KIMEHTOB, NepeBeas NOA3YHOK B MPAaBOE MO/OXKEHME;

* Npu HeobxoaMMocCTHN 006aBLTe AOMONHUTE/IbHBIE YTBEPKAEHUA K NPAMON Nepegave. ITu yTBepKae-
HUA [OMYCKAEeTCA yKasblBaTb B 3aMpOCe Ha PErncTpaLmio SK3eMnispa NpUAoXKeHus. B cnyyae ux Ha-
INYnA B MeTaAaHHbIX MPUNOKEHUA (software_statement), NpUoOpUTET ByaeT OTAAH 3HAYEHUIO U3
MeTagaHHbIX. PeKomeHAayeTca paspelwnTs nepeaady ToNbKO TUNa YCTPOWCTBa (device_type).

5. CreHepupyiTe MeTagaHHble NPUIOKeHUA (software_statement). DT MmeTagaHHble NepPeaaoTcA B Ka-
YecTBe YTBEPXKAEHMA B 3aMpOCe Ha PErMcTpaumio aK3emnaspa npuaoKeHus. B kauectse aTpnbyTos meTa-
[OaHHbIX MOMHO YKa3aTb:
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MoanucaHve MeTafaHHbIX NPUNOXEeHUS

MoanuwunTe MeTajgaHHble NPUNoXeHUA (software_statement). 3Tu MeTajaHHble NepeAaloTcsa B KayecTse YTBepXAeHWA B 3anpoce Ha perncrpaunio
WHCTaHCa NpUaoXxeHnsa

Bepcua NnpunoxeHuns

MNpeduKcb! cCbINoK Ans pobasneHna Hoeoro npedukca seegnTe ero 1 Haxmute Enter
BO3BpaTa

Aonyctumsle
paspelueHuns

MeTog ayTeHTUdMKaymn v
npu o6palyeHnmn K
cepBuCy BblAauM
MapKepos

ﬂOHy(TMMbIe 3HaveHun
grant type

AonycTumble 3HaYeHUs
response type

* Bepcuio NpUAOKeHUA (06sa3aTenbHbI aTPUBYT). Bepcusa NpunosKeHms 40NKHa COOTBETCTBOBATL Bep-
CUM NEPBUYHOTO MapPKepPa, UCMO/b3YEMOrO NPUIOKEHUEM;

* npe¢uKcbl CCbIIOK BO3BpaTa. [lpeduKc wucnonbsyetcs A4 NPOBEPKM CCbUIOK BO3BpaTa
(redirect_uri). Ecav B 3anpoce Ha ayTeHTUOMKALMIO YKa3aHa CCbiKa BO3BpaTa M OHA He
COOTBETCTBYET HM O4HOMY M3 YKa3aHHbIX NPedMrKCOB, TO B ayTeHTUdMKaLMM ByaeT 0TKa3aHo;

e [OMYCTMMble pa3peLleHmns — paspelleHnn (scope), KOTopble ByAyT AOCTYMHbI NPUNONKEHUIO;

e MeToA ayTeHTUdMKauMM Npy 06paLLeHMM K CEPBUCY BblAauM MapKepoB. YKasaHHbI MeTog, ayTeH-
TUMKALMM LONKEH UCMNONb30BATLCA MHCTAHCOM MPUIOMKEHMUA NPY 06PaLLEHMM K CEPBUCY Bblaauu
MapKepoB (token endpoint);

e [OMYCTMMble 3HaYeHUA grant type. CMUCOK grant type, KOTOpble ByAyT AOCTYMHbI 3K3eMNAApy
NPUNOXKEHUSR;

® [OMNYCTUMble 3HaYeHUA response type. CMUCOK response type, KOTOpble ByAyT AOCTYMHbI 3K-
3eMnaApy NpUIoKeHus npu obpauweHun K URL aBTopmsaumm (authorization endpoint).

p
© nNpumeyanue

CnenyeTt y4ecTb, YTO yKa3aHHble aTpubyTbl MeTafaHHbIX AO/KHbI COOTBETCTBOBaTb NapameTpam OAuth
2.0, onpegeneHHbIM gNa NPUNOKEHUA (CTaTHueckull KIHEHT).

p
© nNpumeyanue

Mocne nognucaHmMa MeTaZaHHbIX MPUIOKEHNA UX BMECTE C MEPBUYHbIMM MApPKepamm cneayeT nepe-
AaTb pa3paboTyMKam NOAKAOHAEMOTO NPUIONKEHUSA.
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6. Co3gaiTe nepBUYHbIE MapKepbl AN NPUAOKeHUA. MepBUYHbIE MapKepbl MCMOb3YIOTCA AN aBTOPU3aLLMM
WHCTaHCOB NPU/IOMKEHUA NPU UX PErUCTPaLLMN.

MepBUYHbIE MapKepbl

MepBUYHbIE MapKepbl NCNONbL3YIOTCA AN aBTOpU3aUMM NMHCTaHCOB NPUNOXKEHWA NPY UX perucTpaunm

NaeHTudpukaro aTa co3paHua Bepcusa NO
P F

OpP-bL-mGE6UG-rS
HGXD 3

pepentio

3.4 Hactpouka Simple

JaHHbIl cnocob noaknoveHnsa npunoxkeHusa K Blitz Identity Provider moXKHO npuMeHATb NpuU ciegyowmx ycno-

BUAX:

o [punoskeHue Henb3A NoAKAUUTL K Blitz Identity Provider ¢ ucnonb3oBaHMem cTaHAapTHbIX MPOTOKO/10B
SAML nau OIDC.

e [punoxeHne npeacTaBnseT coboi Beb-NpuaoXKeHWe, pa3BepHYTOoe B COOBCTBEHHOW WHQPaCTpyKType
(On-Premise). Joctyn nonb3oBaTeneil K MPUIONKEHMAM MOMHO OPraHM30BaTb 4Yepes PeBepCUBHbIN
NpoKcK-cepBep.

Y1061 NOAKNIOUYMTL NpUokKeHue K Blitz Identity Provider no npotokony Simple, Heobxoanmo:

1. B HacTpoMKax NPUAOXKEHMA B KOHCO/Ib YNPaB/ieHUs BbIbpaTb MPOTOKOA Simple 1 3a4aTb €ro HaCTPOMKM:

SSL — HacTpoliKa, yKa3sbiBatoLwas, Npon3BOAUTCA /N 3a MPOKCKU BbI3OB NOAKAOYaeMoro no Simple npu-
noxeHma no HTTP nnn no HTTPS. PekomeHayeTca B Ka4ecTBe NPOKCU-CePBEPA, 3ALLUULLAIOLLLETO NPU-
NIOXKEeHUWE, UCNOb30BaATh CYLLECTBYIOWMI BEO-CEPBEP NPUIOKEHUSA, U B TAKOM C/ly4ae coeauHeHne
NPOKCU-cepBepa C NpuaoKeHnem byaeT ocywecTenaTbea 6e3 TLS/SSL wndposaHma.

Cenektop popmbl — 3agaetca CSS-cenekTop, NO3BONAOLWNI ONPeSENNTb NoNoKeHMe GOpMbl BXOAA
Ha CTpaHULe NOAKI0YAEMOrO NPUNOKEHUA.

Cenektop nona ¢ normHom — 3agaetca CSS-cenekrop, NO3BONAIOLLLNIM onpegennTb NONoOXKeHne nona
BBOAA /1I0NMHA Ha CTpaHULUE BXOA4a NOAKAKYAEMOro NPpUA0KeHUA.

URL BbIXO4a N0 YMONYAHUIO (OMNLMOHAIbHAA HACTPOLKa) — YKa3bIBAET, KaKOM afpec JO/KeEH BbI3BATb
Blitz Identity Provider npu HeobxoaMMOCTU MHULUMMPOBATL JIOrayT B NOAKAOYEHHOM o Simple npu-
JIOXEHWUW B clyYae egmHoro norayTa B Blitz Identity Provider.

URL gna nepexoga nocsie ycnewHoro BbIXOA4A — yKasblBaeT, KaKoM afapec AO/KeH Bbi3BaTb Blitz
Identity Provider ana nepeHanpasfieHWsa No/sb30BaTeNs Noc/e yCnewHoro iorayta, MHULMUPOBaH-
HOTO NOAKNIOYEHHbIM Mo Simple npunosxkeHuem.

JavaScript (onuMoHanbHas HaACTPOMKa) — BCTpaMBaeMblii B CTPaHULY BXOA4a MOAKAOMAEMOro Mo
Simple npunoxeHus JS-koa, nossonsALWMin 06paboTaTb NONYYEHHDBIW OT NPUNOKEHWUSA OTBET C pe-
3y/bTaTaMu BXoAa (NpoBepuUTb, YTO BXOA, MPOU3BEAEH YCNELHO) U NoKasaTb 06 3Tom owunbky B Blitz
Identity Provider.

Mpumep 3HayYeHuUA:

var fm = document.querySelector ('form[name=login]"');
if (fm) {
document .body.style.display = "none";

var err = document.getElementById('lost-password');

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

var errKey = err && err.innerHTML.indexOf ('Incorrect password.') !== -1 ?
—'incorrect_password' : 'unknown_error';
var kvp = document.location.search.substr(l).split('&"');
kvp.push ([encodeURI ('error') ,encodeURI (errKey)].join('="));
window.location.search = kvp.join('&"');
}
var alogout = document.querySelector ('#logout');
var href = alogout ? alogout.getAttribute ("href") : null;

if (href) {

var lp = encodeURIComponent (href);

var slp = document.createElement ('script');

slp.setAttribute('src', 'https://idp.company.com/blitz/simple/slp?app=app_
—id&lp=' + 1lp);

document .head.appendChild(slp) ;
}

J

.

MprMmep HacTpoeK NPOTOKOIa Simple ANsA NPUNONKEHMA NPEACTABAEH HA PUCYHKE HUXKeE.

SSL

CenexTop ¢opmbi panel-body-light > form:nth-child(2)
CenekTop nona ¢ input{name=username)
NOrMHOM
URL Bbixopa no https://app.company.com/app/logout

yMon4yaHuio

URL ansa nepexopa https://app.company.com/app/start_page
nocne ycrnewHoro
Bbixoana

N3ameHnTs

JavaScript

2. 3apaTb HAaCTPOMKM NPOKCMPOBAHMA 3aNPOCOB K NMPUIOKeHUIO Ha Beb-cepBepe.

Mpumep KoHPUTypaUMoHHOro ¢paina ana Beb-cepeepa nginx:

map "" $idp_host {
default <server hostname>:9000;

map "Shttp_Blitz_TIdp" $idp_post_login {
default "0";
"prepare-login" "1";

map "Sarg_passive" SactivLogout {

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

default "1";
lltruell IIO"’.

upstream oc-web {
server <application server hostname>:<application port>;

server {
listen 80;
server_name <application domain name>;
# enforce https
return 301 https://$server_nameSrequest_uri;

server {
listen 443 ssl;
server_name <application domain name>;
resolver 172.27.0.20 172.25.0.50 valid=300s;
#resolver 8.8.8.8 valid=300s;
#ssl_certificate /etc/nginx/cert/<path to SSL certificate>.pem;
#ssl_certificate_key /etc/nginx/cert/<path to SSL certificate key>.pem;

#ssl_certificate /etc/letsencrypt/live/app.company.com/fullchain.pem; #.
—managed by Certbot

#ssl_certificate_key /etc/letsencrypt/live/app.company.com/privkey.pem; #._
—managed by Certbot

access_log /var/log/nginx/oc-acs.log full;
error_log /var/log/nginx/oc-err.log error;

##4 force timeouts if one of backend is died ##
proxy_next_upstream error timeout invalid_header http_500 http_502 http_

<,503 http_504;

### Set headers ####

proxy_set_header Accept-Encoding Wwe

proxy_set_header Host Shost;

proxy_set_header X-Real-IP Sremote_addr;
proxy_set_header X-Forwarded-For S$proxy_add_x_forwarded_for;
proxy_set_header X-Forwarded-Proto $scheme;

add_header Front-End-Https on;

proxy_redirect off;

proxy_set_header Cookie "Shttp_cookie;domain2auth=S$host";
proxy_hide_header Content-Security-Policy;

add_header Content-Security-Policy "default-src 'self' https://$idp_host;.
—script-src 'self' https://$idp_host 'unsafe-eval'; img-src 'self' data:.
—https://$idp_host; style-src 'self' 'unsafe-inline'; font-src 'self' data:;.
—frame-src 'self'; connect-src 'self'";

location ~ <path to login page of the application>$ {
#if (Shttp_referer ~* "/blitz/simple") {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

# set $idp_post_login "1";
#1}
if (Shttp_referer ~* "<main server domain name>") {

set $idp_post_login "1";
}
if ($idp_post_login = "1" ) {
proxy_pass http://oc-web$request_uri;
}
if ($idp_post_login = "0" ) {
proxy_pass http://$idp_host/blitz/simple/prepare$Srequest_uri;
break;

}
location ~ /logout$ {
if ($activLogout = "1") {
return 302 https://<main server domain name>/blitz/simple/active_
—logout?app=Shost;
}
proxy_pass http://oc-web$request_uri;
}
location / {
proxy_pass http://oc-web;

3.5 B3saumogpgeucrtaue no REST API

[ns BbioBa REST-cepsucos Blitz Identity Provider Heob6xoanmo HacTpoOUTbL NPUNOKEHUE, KoTopoe byaeT BbICTy-
naTb B KaUecTBe cucTeMbl-KaneHTa REST-cepBurcoB. [11a 3TOro HyXHO 3apeaucmpuposams (cTpaHuua 239) HoBoe
npunoxeHue B pasaene NpunoxeHuns.

[anee nepeinTn K HaCTpOMKam NPUIONKEHUSA, B KAUECTBE NPOTOKONA MOAKAOYEHUA YKa3aTb REST v 3anonHuTtb
cnepyowme gaHHble:

® [lapons — ByAeT MCNoONb30BaTbCA UCNOAb30BaTbcA Npy HTTP Basic-ayTeHTUOMKaLUK, B KayecTBe N0TMHA
— MAEHTUPUKATOP CUCTEMbBI-K/IMEHTA; €CIN NapameTp He 3agaH, To HTTP Basic-ayTeHTUdMKauus He byaeT
BO3MOXHA AN AHHOMN CUCTEMbI-KAUEHTA;

e NonycTtumele CN — TMepeyeHb 3HA4YeHUW aTpubyta CN cepTUduMKaTta, WCNONb3YyEMOro npu
TLS-ayTeHTUOMKALMM; ecnu He 3ajaHbl napameTtpbl, To TLS-ayTeHTUOMKauMA He OyaeT BO3MOXKHA
ONA LaHHOW CUCTEMbI-KANEHTA.

MpoTokonel

OnA ayTeHTMMUKALMKU NPUNOKEHUA Npu AOCTYNE K NporpaMMHOMY MHTepdericy Blitz Identity Provider ¢ nomolbto Basic-ayTeHTU(MKALMN 3aaaiTe Naponb. B ka4ecTse NorMHa ncnonb3yirte
MAEHTU(DUKATOP NPUNOKEHUA

Naponb essscssce @
I [Ina ucnonb3oBanus TLS-ayTEHTU(MKALIMK YKaKUTE JONYCTUMbIE 3HAYeHNA CN 13 cepTUdUKaTa NPUNoKeHNs. Bbl MOXETE yKa3aTb HECKOMBKO 3HaYEeHMI

Nonyctumeie CN
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Ecnv ana npunoseHus He 3afaHbl HACTPOMKKM NPOTOKONA NoakAtodeHMs REST, To NpUaOXKEHME HE CMOXKET UC-
nosb3oBaTb REST API cepsepa Blitz Identity Provider, 3awuuiaemble ¢ ucnonbzosaHmem HTTP Basic asTopusaunm.

3.6 [Ooctyn K ceteBbiMm cnyXb6am no RADIUS

CyuiecTByeT BO3SMOKHOCTb HaCTPOUTb NOAKAOYEHWNE NONb30BaTeNEeN K To4YKam ceTeBoro aoctyna (RDP, VPN, Wi-Fi
n ap.) no npoTtokony RADIUS. HacTpolika nogK/itoueHns BbINOHAETCS B ONMCAHHOW HUXKE NoC/1e0BaTe/IbHOCTH.

Cnpaska no RADIUS

Remote Authentication Dial In User Service (RADIUS) RFC 2865°° — npoToKon, Mcnonb3yemblil ANA LLeHTpanunso-
BAHHOTO yrnpasieHWs aBTopusaLmein, ayteHTudMKaumel n yuetTom 4ocCTyna B ceTesble CyK6bl n obopyaoBaHme.
Yepes gaHHbI NPOTOKOA BbINOMHAETCA B3aMMOLENCTBUE MeXay cepBepom M KaneHTom RADIUS. Mocne 3anpoca
nonb3oBaTesieM AOCTYNa B CETEBYHO CYKOy COOTBETCTBYIOLWLMIA KAMEHT OTNPABAAET CepBEpPY 3anpoc, B pesy/b-
TaTe KOTOPOro cepBep NPoBepPAET Ha/MuMe noab3oBaTensa B 6ase gaHHbIX. Ecn nonb3oBaTens HalaeH, cepeep
OTNpPaBAAET K/IMEHTY pa3peLleHMe Ha ero ayTeHTUuduKaLmio.

Cepsepom RADIUS BbicTynaeT Blitz Identity Provider, KnmeHToM — nogkntoueHHan ceteBas cnyxba. B Tekyluel
peanusaumm cepsep BbINOJHAET NOUCK NO/b30BaTeNeN BO BCEX MOAKNOYEHHDBIX XpaHUAMLWax. CeTeBble CYKObI
HacTpauBatoTca B Blitz Identity Provider kak npunoxeHus.

CepBep noaaepu1BaeT caedytoline meToabl ayTeHTUdUKaumm (B cootsetctenm ¢ RADIUS-npoyedypoli (ctpaHu-
ua 301)): BXxoA No NOTMHY M NapoAto, NOATBEPKAEHME Mo Koay M3 SMS, PUSH, TOTP, HOTP, email nnu uepes /inu-
Hbl KaBUHET nonb3osaTens.

- ~
© nNpumeuanue

Mpw noaTsepkaeHNM Yepes JINYHBIN KabUHET B Hem nosBafeTcA COO6|J.I,EHVIE O NOnbITKe BXOo4a,
B KOTOPOM M0Ob30BaTe b AONKEH HaxaTb MNoaTsepauThb.

A\ Buumanue

[ns Toro ytobbl PpakTop cpaboTan, JIMYHbIM KAOUHET A0/KEH BbITb OTKPLIT C 0653aTENbHBIM NPO-
XOXAeHnem AByx GaKTopoB ayTeHTUdUKALMN.

3.6.1 LWWar 1. KoHdurypuposaHue cepsepa RADIUS
Ons koHPUrypuposaHus cepsepa RADIUS B Blitz Identity Provider BbinonHuTe cnepytowme gencrems:
1. B KoHconu ynpasneHus nepengmte B pasaen RADIUS.

2. MocneposaTesibHO HACTPOWTE KOHdUrypaumio cepeepa.

O6wme HacTpoiiku
Ha pgaHHOM BK/agKe yKasblBaloTcA obLme HacTpolku cepsepa RADIUS.
e Craryc: BKNIOYEHME cepBepa.

e CeTeBol ampec mpuBa3ku: CMUCOK aPECOB, C KOTOPbIX cepBep obpabaTbiBaeT 3anpochl.

Q coser

[Ons 06paboTKM 3aNpOCOB CO BCEX JOCTYMHbIX CETEBLIX MHTEpPdEencoB yctaHoBUTE 0.0.0. 0.

60 https://datatracker.ietf.org/doc/html/rfc2865
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® Ceresoit mopT: NopT RADIUS, Ha KOTOpbIV NPUHUMaOTCA 3anpocbl. Eciv nopT He yKasaH, To Ucnosb-
3yeTca nopT 1812.

® MakcHMallbHOE KOIHuecTBO obpabaTelBaeMbX 3aMlpoCOB: MAaKCMMaJbHOE KONNYECTBO OAHO-
BpemMeHHO obpabaTbiBaeMbix CEPBEPOM 3anpocoB (0CTanbHble OTOpacbIBaloOTCA).

® BpeMs OXHIAHHYI BTOPOTO dakTopa:BPEMA B CEKYHAAX, KOTOPOe AaeTca No/b30BaTento 4na npo-
XOXAEeHUA BTOpOro dakTopa.

A\ BHumanue

[aHHoe Bpemsa A0MKHO 6bITb cornacoBaHo ¢ RADIUS-K/IMEeHTOM 3a CHET KOPPEKTHOWM HACTPOMKK
BpemMeHu oxngaHma otseta RADIUS-cepsepa.

KoHdurypauua RADIUS cepsepa

O6Lwme HacTpokn CermeHTbl ceTn Mpouenypbl 06paboTku 3anpocos

HacTpoliku cepsepa

CeTeBoii agpec NPUBA3KK 0.0.0.0

0.0.0.0

CeteBo# nopt

MakcumanbHoe Konu4ecTso
o6pabaTbiBaeMbIX 3anNpocoB

Bpemsa oxuaaHua BToporo 300
takTopa

OTMeHUTb n3MeHeHnA COXpaHVITb

HaxmumTte CoxpaHuTb.

CermeHTbl ceTn

NaeHTUdPMKaLUA NPUNONKEHNA OCYLLECTBAAETCA MO CErMEHTaM CETU. YKaXKUTe NoACeTb, OBLLMIA KNtoY U Npu-
NIO¥eHWe N0 YMOoNYaHu1Io, 4Tobbl 3anpoc U3 AaHHOM NOACETH acCOLMMPOBACA C 3TUM NpuaoxeHem. Ecam
HECKO/IbKO MPUIOKEHMI 3aNpallMBatOT ayTeHTUDMKALMIO U3 OAHOM MOACETU, TO X MOMKHO NAEHTUDULN-
poBaTb N0 NasId M CallingStationId u3 RADIUS-3anpoca.

A\ BHumanue

MoaceTn ¢ 6onee y3kMMm NpedUKCOM MMEIOT MPUOPUTET.

* lim4: BBEAUTE NPOU3BOJIbHOE MMA CEFMEHTA CETU.

e Moncerts: BBEAUTE NPedUKC NOACETU, 3aNPOCHI U3 KOTOPOI ByAYT aCCOLMMPOBATLCA C MPUNOMKEHWUEM.
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e O6Gmuit xmou: CreHepUpPYmnTe 1 BBEAUTE KO, KOTOPbIN HYXHO ByaeT 8secmu Ha cmopoHe cemesoli
cnyxbol (cTpaHnua 263).

* [puioOXeHHe [IO yMONUYaHHO: BblbepuTE NPUIOKEHNE, C KOTOPbIM ByAEeT acCoUMMPOBaTLCA 3anNpPocC
M3 AaHHOM noaceTu. Ecan NnpuaoKeHnii HECKOIbKO, OHO BYAET BbICTYNaTh NPUIOKEHUEM MO YMONYa-
HUIO.

e CooTBeTcTBME NasId/CallingStationId M NPWUIOMKEHUN: ecnM NpeanonaraeTcs, 4to U3 oa-
HOM MOACeTM 3anpalmBaTb ayTeEHTUGUKALMIO ByLEeT HECKOIbKO NPU/IOMKEHUH, 3aganTe NasId Uam
CallingStationId, no KoTopbim cepeep RADIUS byaeT nx naeHTMGUUMpoBaThb.

KoH¢urypaums RADIUS cepsepa

MASHTV\Q}V\KSL{ME I'IpV\ﬂO)KeHM\;I OCyLLeCTBNARTCA NO CerMeHTam cetu. Ykaxute noaceTsb, OﬁLL[I/HZ KN4 1 NpUnoxeHue no ymon4aHuto, 4TO6bI 3anpoc un3 AaHHOV\ noAceTu accounmMpoBancs
3TVM NpUNoXeHneM. ECv HeckoNbko NPUNOXEHiA 3anpalunBatoT ayTeHTUGUKaLMIo 13 OAHOI NOACETH, TO UX MOXHO naeHTuguLmposaTk no Nasld van CallingStationld. bonee y3kue
MOACETU MMetoT NpuopuTeT page.radius.segments.add=Co34aTb HOBbI cerMeHT

vpn-net: .1.1/24

local-net: ).183/32

Wms vpn-net
[106aBUTL cermeHT
Moacets 1.1/24

OBLUAM KIIHOU  seesssnssesesnsnsasssassassnnsans @

Mpunoxexve no RADIUS APP VPN X v
ymonuaHuio

CooteeTcTra Nasld v NprnoxeHnin He CKOHGUIYPUPOBaHO

A06aBUTL

CooreeTtcTBua CallingStationld 1 npunoxeHuii He ckoHGUrypUpPOBaHO

£06aB1TL

Ypanute OTMEHUTb U3MEHEHNS CoxpaHuTts

Haxkmute CoxpaHuTb.

Mpoueaypbl 06paboTkn 3anpocos

[aHHas BKafKa COAEPHKUT CIMCOK NpoLeayp Ha Java, KoTopble 6yayT 06pabaTtbiBaTb 3aNpOChl U3 NOAKANI0-
YeHHbIX NpuaoxKeHui. Mpoueaypbl onpegenatoT GakTop ayTeHTUGUKALUN U peannsytoT Apyrue NoaNTUKK
[0CTyna B CeTeBble pecypcbl. B npocTeiiiuem cayyae npoueaypbl BKAOYAOT NepBbIi OO0 BTOpoK daKTop.
MOXHO CO03aTb HECKOIbKO Npoueayp B 3aBUCUMOCTM OT TpeBOBaHWI K 6€30MacCHOCTU Pa3/IMYHbIX CETEBbIX
TOYEK.

[na cospanma npoueaypbl 06paboTKM 3aNpOCOB BbINONHUTE CaeaytoLme AeNcTBUA:
1. Haxkmute Co3aaTb HOBYIO NpoLeaypy 06paboTku 3anpocos.
2. 3agaiTe HACTPOMKMK:
e CraTyc: BKIOYEHWe npoueaypbl.

* HmeHTUOUKATOP NpoLenyps: 3a4anTe naeHTMbUKaTOp Npoueaypbl.

A\ BHumanue

Java Knacc, onucblBatoLwmin npoueaypy 06paboTKM 3anpocoB, A0/KEH MMETb TaKoe e Ha-
3BaHMe.

® OnucaHHe: BBeAUTE ONUCaHMe npoueaypbl.
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KoHdurypauua RADIUS cepsepa
O6Lumne HaCTPOIiKK CermeHTbI ceTn Mpoueaypbl 06paboTKM 3anpocos

Mpouenypa 06paboTky 3anpocoB

erme ]

Wpentudukarop npoueaypbl RadiusTest

Onucaxue HocTyn no RDP

MpunoxeHua RADIUS APP Local

YpanuTe npouenypy OTMEHUTb U3MEHEHNA

3. Haxmute CoxpaHuTb.

4. BeeguTe UCXogHbIM Kog npoueaypbl. Ana ynpasneHus npoueccom obpabotkm RADIUS 3anpocos
HeobXxoAMMO HanmcaTb Ha A3bIKe Java Knacc, peanunsyowmin uHtepdeinc RadiusFlow. NoapobHyto
MHPOPMaLMIO MO HaNMcaHWo NpoLeaypbl C NpUMepamu Bbl HaigeTe 30eck (cTpaHuua 301).

5. Ana komnunaumm Haxkmmte CoxXpaHuTb.

3.6.2 LlUar 2. HacTpoiika npunoxeHus
[na HaCTPOMKM NPUIOKEHMA BbINONHUTE Caeaylowme encTBusa:

1. B KOHConM ynpaBneHus nepenante B pasaen MNpunoxkeHus. Cozdalime (cTpaHuua 238) npunoskeHue c 6a-
30BbIMM HAaCTPOMKaMMU.

® Hpnentuduxkartop (entityID uam client_id),
® HasBaHUe,

® Nlomen: JOMEH CETEBOM CAYXKObI.

MapameTpbl NpUNOXeHUa

WnenTudmkarop (entitylD radiustest
vnu client_id)

HassaHue RADIUS APP Local

[omeH https://bip-dev2.reaxoft.ru/

HaxmuTte CoxpaHuTb.
2. B cekuuu MpoTokonbl NpuaoxkeHua Ha Bknaake RADIUS 3apaiite cnegytowme HaCTPOMKM:

e NocTaBbTe QMIAXKOK Mlaponb MpoBepdeTcs NPHIOXeHHeM camocTrodTensHo, ecan Blitz Identity
Provider 6ygeT ncnonb3oBaTbcA 4714 BTOPOro GpakTopa ayTeHTUDMKaLU.
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® BpeMs OXHIAHHSI BTOPOTO dakTopa:BPeMSA BCEKYHAAX, KOTOpOe AaeTca No/b30BaTento Ana npo-
XOXAeHus BToporo paktopa. Ecav napameTp He 3agaH, byAeT B3ATO 3HaYeHMe 13 HAaCTPOEK cepeepa
RADIUS.

A Buumanue

[aHHoe Bpems A0/MKHO 6biTb cornacoBaHo ¢ RADIUS-KNMeHTOM 3a CHET KOPPEKTHOW HAacTPONKMK
BpemeHu oxmngaHuna otseta RADIUS-cepsepa.

e BbibepuTe npoueaypy obpaboTKM 3anpocoB OT NPUAOKEHUA. B cnucke Mpouenypa ofpaboTku
oTobparkatoTcs Bce co30aHHbIe (CTpaHuua 259) Ha cepsepe RADIUS npoueaypbl.

A Buumanue

BHMMaTeNbHO HacTpamBaiTe uHMezpayuro (CTpaHuua 263) Ha cCTOpoHe ceTeBoi Cnybbl. Ecan
B NPUXOAALLMX OT MPUIOKEHUA 3anpocax He onpeaeneH NasId, NpPUAOXKeHWe y3Haetca Blitz
Identity Provider Kak npuioseHue No yMoNYaHMIO AN SAaHHOMO CerMeHTa CeTu, AarKe ecn dak-
TUYECKM 3TO PasHble NPUIoKeHUA. B aTom ciyyae byaeT BbINONHATLCA NpoLeaypa 06paboTku 3a-
NPOCOB, YCTAHOB/NEHHAA ANA NPUNOKEHUSA MO YMONYaHMIO, @ He Ta, KOTopas BbibpaHa.

MpoTtokonsl
SAML OAuth 2.0 Simple REST m

B/I0K MHAVBMAYaTbHbIX HACTPOEK MpunoXeHuA AnA RADIUS npotokona
(J Maponk NPOBEPAETCA NPUOXKEHIEM CAMOCTORTENEHO

Bpems oxupaHua
BTOpOro (hakTopa

Mpouenypa 06paGoTku RadTest2 v

Haxmute CoxpaHuTb.

3.6.3 LWar 3. HacTpoiika Ha CTOpOHe ceTeBOI CNyKbbl
ﬂ,l]ﬂ 3aBeplieHnAa noakn4YeHna eeeanTte cneayroume HaCTpOVIKM Ha CTOpOHe ceTeBoW Cﬂy)KGbI:
e |P-agpeccepBepacblitz-idp.

e 06K KoY, 3a4aHHbIN B HAaCTPOMKax ceameHma cemu (cTpaHuLa 259), COOTBETCTBYIOLLETO MPUNOMKEHUIO
(ceTeBoii cnyk6e) Ha cepsepe RADIUS. Mo gaHHOMY Katouy cepsep byaeT ono3HaBaTb CETEBYIO CNYKOY U
3anyckaTb BbIOpaHHYO Ans Hee npoueaypy 06paboTku gocTtyna.

® NasId,CallingStationId (npu HeobxoanmocTu).

e Bpemsa oxunpgaHua oteeta oT cepsepa RADIUS, cooTBeTCTBYHOLLEE YCTAHOBAEHHOMY Ha CEPBEPE BPEMEHM
oXunpaHua sToporo ¢akTopa.
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hasa 4

Kactomusauyua pabotbl ¢ nomoubio
nporpammupoBaHua Ha Java

4.1 Mpoueaypbl BXOAa U UX co3gaHue

4.1.1 O npoueaypax Bxoga

Mpoueaypbl BX0AA Ha Java NpMMEeHAIoTCA A8 HAaCTPOMKM NPaBWA AOCTyNa NoaAb30BaTeNnei K PasINyHbIM NPUIo-
»eHusam. C MoMOLLbIO MPOLLELYP MOXKHO OMPeAEnTb, HanpuMep, Kakue NpPUAoXKeHUs AOMXKHbI 6biTb LOCTYMHbI
KaKMM NO/Ib30BaTeNIAM, NPU KaKUX YCIOBUAX AO/KHA TpeboBaTbCA ABYXPaKTOPHasA ayTeHTUMKALMA 1 KaKne me-
TOAbl MOATBEPKAEHNA BXOAA MOXKET MPUMEHATL No/b30BaTe b, MpumeHeHMe Npoueayp BXO4a NO3BOAET Opra-
HM3aLMMN UCMONHUTL NPUHATLIE B HEN NOAUTUKM KOHTPOIA JOCTYNA K NPUIOKEHUAM.

YnpasneHve npoueaypamu Bxoga ocyliecTiseTcA B pasgene Mpoueaypbl BXoga KOHconu ynpasneHus Blitz
Identity Provider.

HacTpoeHHble npoueaypbl Bxoga

NaeHTudumkatop NpunoxeHus

AccessByAttribute v4

FFmethods v19

Require2ndFactor v5

4.1.2 Co3paHue npoueaypbl

OnucaHne

f the user attribute "applList” (as an
array) contains entitylD (or client_id) of
the application, access will be granted

Limited list of first factor methods for
application

This procedures enables 2nd factor for
the application

CosaaHue npoueaypbl BXoaa BKAOYaET B ceba creaytolume Wwaru:

1. YKasaHue 6a30BbIX MapameTpoB NpoLeaypbl:

e naeHTMdMKaTOpP NpoLecca (npoueaypsbl);

® OnNuncaHue npoueaypeobl;

Cratyc

aKTUBMPOBaHa

aKTUBMPOBaHa

aKTUBMPOBaHa

Co3paTh HOBYIO NPOLEAYpY BX0Aa

® NPUNOXEHUA — NepeyvYeHb I'Ile'IO)KEHVIVI, ANA KOTOPbIX 6y,CI,ET NPUMEeHATbCA AaHHaA npoueagypa.

@ BaxHo
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LNA Kaxaoro npunoXKeHUs MoKeT B6bITb CO34aHa TONbKO o4Ha npoueaypa. Ecamn ans gaHHoOro npuaoxKeHus
He co34aHo npoueaypbl, K Hemy byaeT NpMMeHATbCA CTaH4APTHaA Npoueaypa Bxoga (npoueaypa Bxoga no
ymonyaHuio). Ecam npoueaypa co3paHa 6e3 yKasaHua NpUaoKeHu, To OHa 3aMeHUT CTaHAAPTHYIO NpoLeay-
py BX0Aa.

CospaHue HOBOW Npoueaypbl BXoaa

WaeHTndumkatop npouecca pProfileAccess

Onucanme Npoueaypa ex NnuHbIG K3BUHET

Mpunoxexns NunuHelit kabuHet

2. HanucaHue ncxo4HOro Koga npoueaypsl. Jaa ycnewHon paboTbl npoueaypbl BXoga He06Xo4MMO Hanu-
caTb Ha fA3blKe Java K/iacc, peanusyowmii HeobXoANMbIN UHTEpPOENC St rategy. BCA KOHTEKCTHan MHOp-
MauusA 0 NoNb30BaTesle, O TEKYLLEM COCTOAHMMU NPoLeaypbl ayTeHTUOUKALMKN U T.4. JOCTYNHA B 06beKTe
Context. [poueaypa cocTouT n3 AByX 610KOB, KOTOPbIE OMNPeAENsIoT:

e [eicTBUA, NpeanpuHMMaemMble Ha HayaNbHOM 3Tane npouecca ayTeHTuduKaumu. B stom 610Ke, Ha-
np1Mmep, MOXHO ONPeaeNnTb, NPU KaKMX YCA0BUAX OCYLLECTBAATL NEPEXOS, B NPUNOKEHUE B PEXUME
SSO (ecnu nonb3oBaTtenb paHee 6bla ayTEHTUDULMPOBAH);

* nencTsuA, NpeanpMHMMaeMble Noc/ie NepBUYHOM ayTeEHTUDMKALUM Nosib30BaTeNs. B aTom 6/10Ke, Ha-
npumep, MOXKHO ONpeaenmnTb, Kakme MeToabl ABYXPAKTOPHOW ayTeHTUPUKALMM NPU KAKUX YCNOBUAX
MCMoab30BaThb.

O coser

B npoueaype MOXHO UCNONb30BaTb cUCMeMHbIe nepemeHHble (cTpaHuua 409).

3. MNocne HanucaHMA Koga HeobX0aMMO HaxKaTb Ha KHOMKY Komnuavposats. Mpu HaiMumMm owmnboK HeKop-
peKTHble pparmeHTbl Koga byayT BblaeNeHbl LLBETOM M NOANUCAaHbI OWUBOKM.

4. ECNY KOMMUAALMA NPOLLAA YCMEWHO, MOXKHO COXPaHUTb NpoLeaypy.

5. CoxpaHeHHy0 Npoueaypy MOMKHO aKTMBMPOBATb — /1A 3TOMO C/eAYeT HaXaTb Ha KHOMKY AKTUBMPOBAThL B
Lanke COOTBETCTBYIOLEN NpoLeaypbl.

6. MOKHO peaaKkTUPOBaTb KaK aKTMBMPOBAHHYIO, TaK U leaKTMBMPOBaHHYIO npoueaypy. locne pegakTMposa-
HWA cnegyeT KOMMUMAMPOBATL NPOLLEAYPY, NOC/e Yero — COXpaHuTb. Eciv npoueaypa bbina akTMBMPOBaHa,
TO HOBas CKOMMW/MPOBAHHAA NpoLeaypPa 3aMeHUT CTapyto.

A Npeaynpexaenne

Ecam npoueaypa akKTMBMPOBAHA, TO COXPaHUTb MOXKHO TO/IbKO Ty NPOLEeAypy, KOTOPYHO YA3aeTCa CKOMNUAMPO-
BaTb. MHbIMM CNOBaMM, €C/IM NPU PeAaKTMPOBAHUM aKTUBMPOBaAHHOM Npoueaypbl bbina BbiABNEHA OWNOK],
TO KHOMNKa «CoxpaHuTb» paboTaTb He ByaeT, a Npu NepesarpysKke CTpaHULLbl UAMeHeHWs ByayT yTepsaHbl.
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WUcxogHeint koa npoueaypebl

[Ins ycnewHoi paGoTsl NpoLieaypbl ayTEHTU(UKALIMY HEOGXOAMMO HanucaTb Ha A3blke Java KNacc, peannaylounii nHTepdeiic Strategy . HassaHme knacca JOMKHO COBNaaaTh ¢
MAEHTU(MKATOPOM NpoLiecca ( SecondFAforAll ). Knacc AOMKEH UMETb NYGNNYHBIA default KOHCTPYKTOP. B Lienax 6e3onacHOCTY 3arpyska Knacca ocylecTBNAET OTAENbHbIA class loader C
OrpaHNYEHHbIM CMIMCKOM  imports . BCA KOHTEKCTHAA MH(pOPMALMA O NONb3oBaTene, O TEKyLeM COCTOAHNM NPOLIEAYPbI ayTEHTUMUKALIN 1 T.A. AOCTYNHA B 00bEKTe Context

MocmoTpeTs uHTepdeiic Strategy v MocmoTpeTs paspelueHHsie imports ¥ Mocmorpets onucanue Context v 3arpyauts Blitz Development Kit

package com.identityblitz.idp.flow.dynamic;

LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.l

i .idp.1
.idp.1

flow.Context;
import flow.Strategy;
import flow.StrategyState;
import .idp.1
.idp.1
Lidp. apl.=;
itz.idp.flow.dynamic.*;
ke.LambdaMetafactory:

flow.StrategyBeginState:

import flow.LCookie;

import
import
import

import java.util.function.Consumer;

import static com.identityblitz.idp.login.a .flow.StrategyState.=*;
public class SecondFAforAll implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.flow.dynamic");

ublic StrategyBeginState beg

_MORE (n:

ublic StrategyState next(final Context ctx) {
)
return StrategyState.ENOUGH():

if (ctx.justCompletedFactor ()

return StrategyState.MORE (new Str

Komnunupoeate CoxpaHuTe

4.2 lotoBble npoueaypbl BXoaa

B noctaBKy BXO4AT HECKO/IbKO FOTOBbIX NPOLEeAypP, KOTOpble MOryT 6bITb npu HeO6X0ﬂ,VIMOCTVI M3MEHEHDI:

* IpuHyoumenvHaa  08YX(haKMoOpPHAA  aymeHmMuguKayus 8  npuaoxeHue  (cTpaHuua  267)
(Require2ndFactor);

® 02paHu4eHue nepevHs 0ocmynHbIXx Memooos rnepeso2o hakmopa rnpu exode & npusaoxeHue (cTpaHuua 267)
(FFmethods);

° npedocma@ﬂeHue aocmyna K NMpusnoxeHUr mosbKo npu Onp@d&ﬂ@HHOM 3Ha4YeHuUuU ampu6yma (CTpaHVI—
ua 268) (AccessByAttribute);

e 3anpem exod0a 8 rnpusoxceHue rnocsae ucmeveHus cpoka Oelicmeus yyemHol 3anucu (cTpaHuua 270)
(AccountExpiresCheck);

* paspeuwieHue 8xo0a 8 NMPuUAoHeHUe MOosbKO U3 orpedeneHHbix cemeli (cTpaHmua 271) (AllowedIPs);
* 3anpem pabomsi 8 HECKO/bKUX 00HOBPeMEHHbIX ceccuax (cTpaHuua 272) (RestrictSessions);

e coxpaHeHue 8 ymeepxdeHusx claims nepeyHs epynn  nonb3osamensa  (cTpaHuua  272)
(AddGroupsToToken);

* omobpaxceHue nosnb3o08amento 0bvAsaeHUSA npu exode (cTpaHuua 273) (InfoPipe);

® 3anpoc 8800a Mosv3osamesneMm ampubyma uau akmyanusayuu menegoHa u email (cTtpaHuua 275)
(PipeAttrActAdd);

® 3arnpoc 880040 rnosb3osamenem KOHMpPOsbHO20 80ripoca, ecsu OH He 3000H 8 yHemHOU 3anucu (CTpaHM-
ua 278) (PipeSecQuestion);
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® peaucmpayus Kaw4a 6esonacHocmu WebAuthn, Passkey, FIDO2 npu exode (cTpaHuua 280)
(PipeWebAuthn).

* 0mobpaxceHuUe Moa6308aMesnto CUCKa 8bibopa 3HaveHul npu exode (cTpaHmua 282) (ChoicePipe).

[anee npnBoAATCA IMCTUHIM 3TUX Npoueayp. Ana yaobcTea 0TAaAKM MOMXKHO BblBOAMTb MHGOPMALMIO O COCTORA-
HUW ayTeHTU MKaAL MK B 10T, BOCMO/Ib30BaBWMNCh PYHKUMEN logger . debug () . Hanpumep, cneaylolian KomaHaa
BbIBEAET B /10T 331aHHbIV YPOBEHb ayTeHTUUKALMKN A8 NONb30BATENA:

[logger.debug("requiredFactor:"+ctx.userProps("requiredFactor")); ]

4.2.1 MNMpuHyautenbHana AByXPaKTOpHAA ayTeHTUPUKaLmA

Mpoueaypa Require2ndFactor TpebyeT ABYXAKTOPHOMN ayTeHTUGMKaALUKM ANA [OCTYNA K NPUNOXKeHuto. Ec-
/11 NO/Ib30BaTENb NEPEXOAMUT B NPUIOKEHME B PaMKaX eAMHOM Ceccuu, To NPy HaMYUKU OAHOrO NPOMAEHHOrO
¢dakTopa y Hero 6yaeT AONONHUTENbHO NPOBEPEH BTOPOI daKTop, T.e. SSO B 3TOM c/iydae He cpaboTaer.

public class Require2ndFactor implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic");

@Override public StrategyBeginState begin (final Context ctx) {
if(ctx.claims ("subjectId") != null){
if (ctx.sessionTrack () .split(",").length < 2)
return StrategyState.MORE_BUILDER () .addMethods (new String[]{"totp",
—"sms","email"}) .setSelectMethod (true) .build () ;
else
return StrategyState.ENOUGH () ;
}
else {
return StrategyState.MORE (new String([]{});

@Override public StrategyState next (final Context ctx) {
if (ctx.justCompletedFactor () == 1)
return StrategyState.MORE_BUILDER () .addMethods (new String[]{"totp", "sms

—","email"}) .setSelectMethod (false) .build() ;

else
return StrategyState.ENOUGH () ;

© nNpumeuanue

B 6/10Ke next (final Context ctx) meToq StrategyState .MORE_BUILDER () .setSelectMethod(.
. .) OTBeyaeT 3a oTobpakeHWe OTAe/NbHOro 3KpaHa 86I60pa Memoda 8Mopozo hakmopa aymeHmugpukayuu
(cTpaHuua 291): t rue - 3KpaH oTOOPaAXKAETCA OTAENBHO, false - 3KPAH OTOOpParkaeTca Ha Ton e dopme.

4.2.2 OrpaHuyeHMe nepeyvyHsa JOCTYNHbIX MeToho0B nepsoro ¢pakropa

Mpoueaypa FFmethods NO3BONAET NPU BXOAE B NPUIOKEHWE NpeaaraTh Noib30BaTeNtO TONbKO onpeaeneHHble
MeToZbl nAeHTUUKALMUN U ayTEHTUOUKALUM (aHANIOTUYHYIO MPOLLEeAYPY C UHbIM NepeyHeM METOA0B, MOXKHO Ha-
3HAYUTb APYroMy NPUNOKeHUI0). s 0603Ha4YeHNA meToaoB ayTeHTUdMKaLMKM nepeoro dakTopa B npoueaype
MCNoNb3YIOTCA caeaytowme naeHTnduKaTopsb!:
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® password — BX0Z4, N0 IOFTMHY U Naponto;

e %509 — BXOZ, MO 3/1EKTPOHHOM Nnoanucy;

® externalIdps — BXOA Yepes BHelIHMe NOCTaBWNKM naeHTMdMKaLmMmM (coumanbHble ceTn 1 np.);
® spnego — BXOA NO CeaHCy OnepaunoHHON CUCTEMBI;

® sms — BXOZ, N0 KO4y NoATBep:KaeHns B SMS-coobuieHnn.

® knownDevice — BXOZ NO M3BECTHOMY YCTPOMCTBY;

e grCode — Bx0og no QR-Koay;

* webAuthn — BX0A C NOMOLLbIO KNtouein 6esonacHocTn (WebAuthn, Passkey, FIDO2);

e t1s— BX0OA Ha ocHOBe nepegaHHoro HTTP-3aronoska.

public class FFmethods implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");

@Override public StrategyBeginState begin (final Context ctx) {
if(ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{"password","x509"});

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;

if (reqFactor == null || regFactor == 0)

return StrategyState.ENOUGH () ;
else {

if (reqgFactor == ctx.justCompletedFactor ())

return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

4.2.3 Bxoa TONbKO Npu onpeaeneHHOM 3Ha4YeHUU aTpmbyTa

Mpoueaypa AccessByAttribute UCNONb3YET aTPMBYT appList ANA MPUHATUA PELLEHMA O JOCTYNE MNo/b30Ba-
TenA K NPUAOKeHuto. Jaa paboTbl 3TOW Npoueaypbl HEOBXoAMMO CO34aTb aTPUBYT appList B BUAE MacCuBa
(Array of strings). B KayecTBe 3HayeHMWIH 3/1eMEHTOB 3TOr0 MAacCcMBa C/lelyeT MCMNOb30BaTb UAEHTUDUKATO-
pbl NPUNOXKEHWI. B pesynbTate 4OCTYN K NPUNOXKEHUIO ByaeT npeaocTas/ieH, eciv Cpeam 3HaYeHun appList
y AaHHOro nosnb3oBatens byaer naeHTUdUKATOP 3TOro NPUAoKeHUs. Takan apxMTEKTypa npoueaypbl No3sonseT
Ha3HaYUTb ee CPasy HECKO/IbKUM NPUAOKEHUAM U PEryanpoBaTh 4OCTYN K HUM NPY NOMOLM 04HOro aTpubyTa.

public class AccessByAttribute implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if(ctx.claims ("subjectId") != null) {
int applistIdx = 0;

(npogonkaeTca Ha cnepytoLen CTpaHnLEe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

boolean hasAccess = false;
while (applistIdx > -1) {

String app = ctx.claims ("appList.[" + appListIdx + "]");

logger.debug ("app [" + applListIdx + "] = " + app);

if (app == null){ applListIdx = -1; }

else if (app.equals(ctx.appld())) { applistIdx = -1; hasAccess =.
—~true; }

else { applistIdx ++; logger.debug("AppList index = " +.

—applistIdx); }
}
if (hasAccess)
return StrategyState.ENOUGH () ;
else
return StrategyState.DENY;
}
else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
int applListIdx = 0;
boolean hasAccess = false;
while (applListIdx > -1) {

String app = ctx.claims ("appList.[" + applistIdx + "]");
logger.debug ("app [" + applistIdx + "] = " + app);
if (app == null){ appListIdx = -1; }
else if (app.equals(ctx.appIld())) { applistIdx = -1; hasAccess = true;._
=}
else { applistIdx ++; logger.debug("AppList index = " + appListIdx); }
}
if (!hasAccess)
return StrategyState.DENY;
Integer regFactor = 0;
if (ctx.user() != null) {
regFactor = ctx.user () .requiredFactor();
}
if (regFactor == 0)
return StrategyState.ENOUGH () ;
else {
if (regFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});
}
}
}

J

Mpumep yNpoLLeHHOro BapuaHTa NpoLeaypbl — AOMYCK NO/b30BaTeNA B NPUAOKEHME NPU YCAOBUM, YTO afpec
€ro 3/1IeKTPOHHOM MOYTbI PaBeH ivanov@company. ru:

@Override public StrategyBeginState begin (final Context ctx) {
if (ctx.claims ("subjectId") != null) {
if ("ivanov@company.ru".equals (ctx.claims ("email")))
return StrategyState.ENOUGH () ;
else

return StrategyState.DENY;
(npoponkaertca Ha cneaytoert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}
else
return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (!"ivanov@company.ru".equals (ctx.claims ("email")))
return StrategyState.DENY;
Integer reqgFactor = (ctx.user() == null) ? null : ctx.user().requiredFactor();
if (regqFactor == null)
return StrategyState.ENOUGH () ;
else {
if (reqFactor == ctx.justCompletedFactor ())
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});

4.2.4 3anpet BXoAa Noc/se UCTeYHEHUA CPOKa AeNCTBUA aKKayHTa

Mpoueaypa AccountExpiresCheck UCNONb3YET aTPUBYT accountExpires ANA NPUHATUA PELLEHUA O JOCTYMNE
nonb3oBaTena K npuaoxenuto. ina pabotbl 310l Npoueaypbl He06X0AMMO cO34aTb aTPUBYT accountExpires
C TUMOM CTPOKaA (St ring). B 3TOT aTpubyT HEOO6XOAMMO COXPaHUTbL AaTy (B popmaTte rrrr-MM-mn YY: MM, Ha-
npumep 2021-09-23 13:58), NOC/NE HACTYNJEHMA KOTOPOI AOCTYN B NPUAOKeHWe byaeT 3abnoKMpoBaH ans
AaHHoro nonb3osaTtens. Ecnm 3HaueHne aTpmbyTa He yKa3aHo, TO NOb30BaTe/b BYAET AOMYLLEH B NPUIONKEHUE.

public class AccountExpiresCheck implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

@Override public StrategyBeginState begin(final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (ctx.claims ("accountExpires") != null && isExpired(ctx.claims ("accountExpires

=")))
return StrategyState.DENY ("account_expired", true);

Integer regFactor = (ctx.user() == null) ? null : ctx.user().requiredFactor();
if (regFactor == null || regFactor == ctx.justCompletedFactor ())

return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

(npoponkaetcs Ha cnefytoleit cTpaHuvue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

public static boolean isExpired(String strData) {
try {
Date now = new Date();
Date date = new SimpleDateFormat ("yyyy-M-d HH:mm") .parse (strData);
return now.after (date);
} catch (ParseException e) {
throw new RuntimeException (e);

4.2.5 Bxoa ToNbKO U3 onpeaeneHHbIX ceTei

Mpoueaypa AllowedIPs MCMNOMb3YeT KOHCTAHTY ALLOW_IP A/1A NPUHATMA PeleHns o 4oCTyne Noib3osaTtens K
NPUNOXKEHUIO. B AaHHOM KOHCTaHTe HEOBXOAMMO NPONUCAThL NepeyYeHb CeTel, N3 KOTOPbIX BO3MOMKEH LOCTynN B
NPUAOXKeHWNe, JONYCTUMO YKasaTb HECKO/IbKO ceTelt. [pu BXxoge B NpunoxkeHue byaeT nposepeH IP agpec nonb-
30BaTeNs Ha NpeaMmeT ero COOTBETCTBMA O4HOMY M3 3HaUYEHMI, BKAIOYEHHbIX B KOHCTaHTY. EC/IM OH COOTBETCTBYET,
TO Nosib3oBaTeNb ByaeT AONyLWEH B NPUIOMKEHMWE, EC/IN HE COOTBETCTBYET — B A0CTyne 6yaer oTKasaHo.

public class AllowedIPs implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;
private final static String[] ALLOW_IP = {"179.218","180.219"};

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
if (!_allowed_ip(ctx.ip())) {
return StrategyState.DENY ("ip_not_allowed", true);

}

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor()) {
return StrategyState.ENOUGH_BUILDER ()
Cbuild();
} else

return StrategyState.MORE (new String[]{});

private Boolean _allowed_ip(final String IP) {
int IpListIdx = 0;
boolean ipAllowed = false;

(npoponkaetcs Ha cnefytoleit cTpaHuvue)

4.2. ToroBble npoueaypbl BXoaa 271



Blitz Identity Provider, Bepcua 5.34

(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
while (IpListIdx > -1) {
String ip_part = ALLOW_IP[IpListIdx];
if (IP.startsWith(ip_part)) {
ipAllowed = true;

IpListIdx = -1;

} else if (ALLOW_IP.length == (IpListIdx + 1)) {
IpListIdx = —-1;

} else {

IpListIdx ++;

return ipAllowed;

4.2.6 3anpet paboTbl B HECKO/IbKUX OAHOBPEMEHHDbIX ceccusax

Mpouefypa RestrictSessions 3anpewaer paboTy B HECKOMbKUX CECCUSAX.

public class RestrictSessions implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
List<String> methods = new ArraylList<String> (Arrays.aslList (ctx.
—~availableMethods ()));
if ("login".equals (ctx.prompt ())){
methods.remove ("cls");
return StrategyState.MORE (methods.toArray(new String[0]), true);

} else {
if(ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else {

methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]));

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (reqFactor == null || regFactor == ctx.justCompletedFactor()) {
return StrategyState.ENOUGH_BUILDER() .singleSession (true) .build();
} else

return StrategyState.MORE (new Stringl[]{});

4.2.7 CoxpaHeHue B yTBepxaeHuaxX (claims) nepeuHsa rpynn nonb3osartens

Mpoueaypa AddGroupsToToken COXPaHAET B yTBEPXKAEHNE grps NepeyeHb rpynn nosb3osaTens. Ytobol aTa
npoueaypa paboTana, AOMKHbI ObITb BbIMOSHEHbI YCNOBUA:

® CKOHOUIYpMpoBaH aTpMbYT memberOf, B KOTOPOM OTOBPArKAKOTCA rPyNnbl NOAb30BATENS;
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® B KOHOMUIypaumoHHbIn ¢painn gobaBneHo CeCCMOHHOE yTBepKAeHMe grps (cm. oauth-attribute-marker).

Mpw BXxoae B NpuaoxeHue byaet nposepeHO Haanuume rpynn y nonb3osaTtens B aTpubyte memberOf, M €CM OHU
TaMm NPUCYTCTBYIOT, TO OHM ByayT f06aBNEHbI B YTBEPKAEHUE grps.

public class AddGroupsToToken implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regqFactor == null || reqFactor == ctx.justCompletedFactor()) {
List<String> grps = new ArraylList<String>();
int grouplListIdx = 0;
while (groupListIdx > -1) {

String group = ctx.claims ("memberOf.[" + groupListIdx + "]");
logger.debug ("### group [" + groupListIdx + "] = " + group);
if (group == null) {

grouplListIdx = -1;
} else {

grps.add(ctx.claims ("memberOf. [" + groupListIdx + "]"));

groupListIdx ++;

}

LClaimsBuilder claimsBuilder = ctx.claimsBuilder();

if (grps.size() > 0) {
claimsBuilder.addClaim ("grps", grps);

}

LClaims claims = claimsBuilder.build();

return StrategyState.ENOUGH_BUILDER ()
.withClaims (claims)
Jbuild();

} else
return StrategyState.MORE (new String[]{});

4.2.8 OTobparkeHue nonb3osBaTento 06bABNAEHUA NPU BXOAe

Mo»KHO HacTpouTb, 4Tobbl Npu Bxoze Blitz Identity Provider nokasan nonb3oBaTento ob6basaeHune. Npu aTom nonb-
30BaTesto MOryT BbITb NOKa3aHbl 0A4Ha UK ABE KHOMKW, 3 BbIBOp No/b30BaTeNA MOXKHO byAeT NpoaHan3mMpoBaTh

B8 NpoLeaype BxoAa.
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Mpoueaypa

Mpoueaypa InfoPipe NO3BOAAET C NEPUOANYHOCTBIO B 30 AHENM NOKa3blBaTb N0/b30BATENIO NPU BXoAe 06bAB-
nenus. Nepes MCNob30BaHMEM HYXKHO BbINOHUTL C/leAyHoLLINE USMEHEHUSA:

* B QYHKUMM requiredNews () CKOPPEKTMPOBATL KpUTEPUM 0TOBPaKeHNA 06bABIEHNUA — HAaNPUMEP, B NPU-
Mepe HaCTPOEHO, YTO NOKa3biBaTb pa3 B 30 gHelt B C/lyyae ecau B NPOLLbIA pa3 NoNb30BaTe b NPU NOKase
06bABNEHMA HaXKaN KHOMKY OTKa3a;

® B KOHCTaHTe DOMAIN yKasaTb URI, Mo KoTopomy w3 6paysepa nosb3oBaTens goctyneH Blitz Identity
Provider;

* Hacmpoume (cTpaHuua 275) B KOHOUrypaLuMoHHOM daiine TMn yBeaoMAEHUS;

* Hacmpoume (cTpaHMua 332) B COOBLLEHUAX TEKCT YBEAOMNEHMUS N HA3BaHUA KHOMOK.

public class InfoPipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;
private final static String DOMAIN = "example.com";

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArraylList<String> (Arrays.asList (ctx.
—availableMethods ())) ;
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (Context ctx) {

if (ctx.user() == null || ctx.user().requiredFactor() == null ||
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor()))
if (requiredNews ("user_agreement", ctx)) return showNews ("user_

—agreement", ctx);

else return StrategyState.ENOUGH () ;

else
return StrategyState.MORE (new String([] {});

private boolean requiredNews (final String pipeId, final Context ctx) {

Long readOn = ctx.user () .userProps () .numProp ("pipes.info." + pipeId + ".
—disagreedOn") ;

return (readOn == null || Instant.now().getEpochSecond() - readOn >.
—30*%86400) ;

}

private StrategyState showNews (final String pipeld, final Context ctx) {
String uri = "https://" + DOMAIN + "/blitz/pipes/info/start?&pipeld=" +._
—pipeld + "&appld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId");

Fri

Set<String> scopes = new HashSet<String> () {{

(npogonkaetca Ha cieayloLen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
add ("openid") ;
i
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, "<CLIENT_ID>", scopes, claims)
Cbuild();

Do6asneHue npoueaypsbl B blitz.conf

B KoHbUrypaunoHHom daiine blitz.conf fobasbre pa3gen blitz.prod.local.idp.built-in-pipes, B
KOTOPOM Ha3HaybTe BCMOMOraTe/IbHOMY NPUIOXKEHUIO C TUMOM info MAEHTUPUKATOP id, onpesenieHHbI B Npo-
ueaype, u TN 0bbaABAEHUA t ype. BO3MOXKHbI cneaytoume TUnbl 06bABAEHUIA:

® news — 0TO6pa)KBETCF| OJHa KHOMKa,
® agreement — 0T06pa)KaeTCﬂ ABe KHOMKW.

Mpumep KOHdUrypaumm ABYX BCMNOMOraTeNbHbIX MNPUNONKEHUA info C uAeHTUPUKATOpamMu alarm W

user_agreement:

"built-in-pipes": {

"choice": [],
"info": [
{
"id": "alarm",
"type": "news",
"userReadAttr": "userInformed"
b
{
"id": "user_agreement",
"type": "agreement"

4.2.9 3anpoc BBoga nonb3oBartesniem aTpubyTa uam akryanusauum renedpoHa u email

Mpoueaypa PipeAttrActAdd NO3BOAAET 3aNPOCUTL Y NOAb30BATENA BBOZA 3HA4YeHWA aTpubyTa. Oaa mobunb-
Horo TesiedoHa M 4ns email peasn3oBaHa Nepuogmyeckas akTyaamsaumsa KoHTakTa. [ns obbiuHoro atpubyta (8
npumepe 1cnosbyetcs family_name) pa3oBoe 3anonHeHue atpubyTa. B ciyyae eciv nonb3oBaTe b He 3aXoTen
3ano/IHATbL aTPMBYT, TO CneaylouLMii 3anpoc BBoga aTpubyTa peannsosaH CnycTa onpeaeneHHoe Bpems.

MNMepea ncnonb3oBaHWeM B NpoLeaypy HYXKHO BHECTU Ceaytoumne n3meHeHua:

® B KOHCTaHTe DOMAIN ykasaTb URI, no Kotopomy u3 6paysepa nonb3oBatena goctyneH Blitz Identity
Provider;

® B KOHCTAaHTaxXx MOBILE_ATTR, EMAIL_ATTR, COMMON_ATTR yKa3aTb MMeHa 3anoNHAEeMbIX anM6yTOB;

® B KOHCTaHTe SKIP_TIME_IN_SEC yKa3aTb Bpems, He yalle KOTOporo nosab3osaTento 6yayT npegnaratb
3anoAHWUTb aTPUBYT;

® B KOHCTaHTe ACT_TIME_IN_SEC yKa3aTb Bpems, He Yallle KOTOPOro noab3osaTento byayT npeanaratb ak-
TyanusumpoBatb TenepoH uam email;

® BKOHCTaHTe ASK_AT_1ST_LOGIN M3MEHWUTb 3HaYEeHWe, eC/IM 3aMpocC 3anN0AHEHMA KOHTAKTa HY>KHO BbINOA-
HATb NPY NePBOM e BXoAe (06bI4HO NMepBblIii BXOA NPOMCXOAMT Cpasy Noc/e perncTpaLmm yHeTHoM 3anmncu,
MOTOMY CAe/laHa HacTPOWKa, Y4To6bl NO/Ib30BATE/I0 MPU NMEPBOM BXOAE He Mpeasarany cpasy 3anoaHuUTb
AaHHble);
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* B Te/e npoueaypbl BMECTO _blitz_profile yKa3aTb UAEHTUDUKATOP APYroro NpUAOKEHUA, eCciv usme-
HeHWe aTpUbYTOB [OMKHO AENaTbCA OT NPUNOKEHUS, OTIMYHOTO OT JIMYHOTO KabuHeTa;

® HacTpPOWTb B COOBLLEHUAX TEKCTbI ANA aTpubyTa M3 COMMON_ATTR (ana email n TenedoHa TakKe MOXK-
HO CKOPPEKTUPOBATb TEKCTbI MO YMONYaHUIO) — cM. CoobweHuUs 8criomoaamesnbHbix npunoxceHuli (pipes)
(cTpaHuua 332).

public class PipeAttrActAdd implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

private final static String DOMAIN = "example.com";
private final static String MOBILE_ATTR = "phone_number";
private final static String EMAIL_ATTR = "email";

private final static String COMMON_ATTR = "family_name";

private final static Integer SKIP_TIME_IN_SEC = 30*86400;
private final static Integer ACT_TIME_IN_SEC = 30*86400;
private final static Boolean ASK_AT_1ST_LOGIN = false;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {

Instant instant = Instant.now();
Boolean new_device = false;
if (ctx.ua() .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !ASK_

—AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;
}
Integer regFactor = ctx.user () .requiredFactor();
if (reqgFactor == null || reqFactor == ctx.justCompletedFactor()) {

Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() ;
if (MOBILE_ATTR !=null && !new_device && requireActualizeAttr (MOBILE_
—ATTR, ctx)) |
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+MOBILE_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true

Set<String> clms = new HashSet<String> () {{
add ("instanceld");
add (MOBILE_ATTR) ;
Hhi
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
Hhi
logger.debug ("User has no {} or a non-actualzed {}, so opening pipe

(npogonkaertca Ha cieaylowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

MOBILE_ATTR, MOBILE_ATTR);
en_builder = en_builder.withPipe (uri, "_blitz_profile", scps,.
—clms);
} else if (EMAIL_ATTR !=null && !new_device &&.
—requireActualizeAttr (EMAIL_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+EMAIL_ATTR+"&canSkip=true&appld=_blitz_profile&verified=true";
Set<String> clms = new HashSet<String> () {{
add ("instanceId") ;
add (EMAIL_ATTR) ;
Phi
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
P
logger.debug ("User has no {} or a non-actualzed {}, so opening pipe

7
EMAIIL_ATTR, EMAIL_ATTR);
en_builder = en_builder.withPipe (uri, "_blitz_profile", scps,.
—clms);
} else if (COMMON_ATTR !=null && !new_device &&
requireActualizeAttr (COMMON_ATTR, ctx)) {
String uri = "https://"+DOMAIN+"/blitz/pipes/attr/act?attr="
+COMMON_ATTR+"&canSkip=true&appld=_blitz_profile";
Set<String> clms = new HashSet<String> () {{
add ("instanceId");
add (COMMON_ATTR) ;
Phi
Set<String> scps = new HashSet<String> () {{
add ("openid") ;
P
logger.debug ("User has no {}, so opening pipe", COMMON_ATTR) ;
en_builder = en_builder.withPipe(uri, "_blitz_profile", scps,-—
—clms);
}
return en_builder.build();
} else {
return StrategyState.MORE (new String[]{});
}
}

private Boolean requireActualizeAttr (final String attrName, final Context ctx)
—{
if (attrName.equals (MOBILE_ATTR) && (ctx.passedTrack().startsWith("l:sms").
||
ctx.passedTrack () .endsWith ("sms"))) A
logger.debug ("User subjectId = {}, pid = {} used SMS, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());
return false;
}
if (attrName.equals (EMAIL_ATTR) && ctx.passedTrack().endsWith ("email")) {
logger.debug (
"User subjectId = {}, pid = {} used EMAIL while auth, so no.
—actualization needed",
ctx.claims ("subjectId"), ctx.id());

(npoponkaertca Ha cneayowert cTpaHuue)
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return false;
}
Long skpTime = null;
Long actTime = null;
long now = Instant.now () .getEpochSecond();
if (ctx.user () .userProps().numProp ("pipes.act."+attrName+".skippedOn") !=_
—null) {
skpTime = ctx.user () .userProps () .numProp ("pipes.act."+attrName+".
—skippedOn") ;
}
if (skpTime != null && ((now — skpTime) < SKIP_TIME_IN_SEC)) {
logger.debug (
"User subjectId = {}, pid = {} has skipped update '{}' only '{}'"
—seconds ago, no actualization needed", ctx.claims ("subjectId"), ctx.id(),-
—attrName, (now - skpTime));
return false;

}

if (ctx.claims (attrName) == null) return true;
else {
if (ctx.user().attrsCfmTimes () !'= null) {
actTime = ctx.user () .attrsCfmTimes () .get (attrName) ;
}
if (actTime == null) return true;
else {

logger.debug (
"User subjectId = {}, pid = {} has updated '{}' '{}' seconds.
—~ago, actualization needed = {}", ctx.claims("subjectId"), ctx.id(), attrName,.
— (now — actTime), ((now — actTime) > ACT_TIME_IN_SEC));
return ((now - actTime) > ACT_TIME_IN_SEC) ;

4.2.10 3anpoc BBOAa N0/Nb30BaTe/IeM KOHTPOJIbHOro BONpoca

Mpoueaypa PipeSecQuestion NPOBEPSET, 334aH AN Y NOAb30BATENA KOHTPObHbIN Bonpoc. Ecam Bonpoc He
3a4aH, Npoueaypa 3anpawnsaeT ero BBOA, No/b30BaTe/IEM.

Mepes MCMOb30BaHMEM B NPOLLEAYPY HYXKHO BHECTU CNeAyIoLMe USMEHEHUSA:

e B KOHCTaHTe DOMAIN yKasaTb URI, Mo KoTopomy w3 6paysepa nosb3oBaTens goctyneH Blitz Identity
Provider;

® B KOHCTaHTe CAN_SKIP yKa3aTb PEXMUM OTOOPAXKEHUA: t rue — N0O/1b30BaTE/lb MOXKET NPONYCTUTb 3aMN0/He-
HWe; false — NO/b30BaTe b AONKEH 334aTb 3HAYEHME KOHTPO/IbHOTO BONPOCA A/1A 3aBePLUEHUA ayTEHTH-
duKaumm.

public class PipeSecQuestion implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;
private final static String DOMAIN = "example.com";
private final static Boolean CAN_SKIP = true;

@Override public StrategyBeginState begin (final Context ctx) {

if ("login".equals (ctx.prompt ())) {
(npoaonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue ¢ NpeablayLLei cTpaHULbl)
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regqFactor == null || regFactor.equals (ctx.justCompletedFactor ())){
if (requireAddSecQsn (ctx)) return addSecQsn (ctx);
else return StrategyState.ENOUGH () ;

}
else return StrategyState.MORE (new Stringl[]{});

private Boolean requireAddSecQsn (final Context ctx) {

String secQsn = (ctx.user() == null) ? null : ctx.user().
—securityQuestion () ;

Long agreedOn = (ctx.user() == null) ? null : ctx.user().userProps().
—numProp ("pipes.addSecQsn.agreedOn") ;

Long disagreedOn = (ctx.user() == null) ? null : ctx.user().userProps().
—numProp ("pipes.addSecQsn.disagreedOn") ;

if (secQsn != null) return false;

else if (disagreedOn == null) return true;

else {

long now = Instant.now() .getEpochSecond() ;

return ((now - disagreedOn) > 1);

private StrategyState addSecQsn (final Context ctx) {
String uri = "https://"+DOMAIN+"/blitz/pipes/secQsn/start?canSkip="+CAN_
—SKIP+"gappld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId");
by
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
Fri
return StrategyState.ENOUGH_BUILDER ()
.withPipe(uri, "_blitz_profile", scopes, claims)
Jouild();
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4.2.11 Peructpauyusa Knouda 6esonacHoctu (WebAuthn, Passkey, FIDO2) npu sxoae

Mpouefsypa PipeWebAuthn NO3BOAAET 3aNpPOCUTL Y MONb30BATENs PErMcTpaumio Kaoua 6e3onacHocTy
(WebAuthn, Passkey, FIDO2) npu Bxoge.

Mepeg, MCNoONb30BaHMEM B MPOLIEAYPY HYXKHO BHECTU Cledylolme USMEeHeHUs:

® B KOHCTaHTe DOMAIN ykasaTb URI, no Kotopomy u3 6paysepa nonb3oBatena goctyneH Blitz Identity
Provider;

® B KOHCTaHTe SKIP_TIME_IN_SEC yKa3saTb BpeMSA, He Yalle KOTOpOro nosb3oBaTento byayT npeanaratb
3anoNHUTb aTPUOYT;

® BKOHCTaHTe ASK_AT_1ST_LOGIN M3MEHMUTb 3HaYEHMNE, eC/IM 3aNpPOC BbIMNyCKa Kato4a 6€30MacHOCTU HYXKHO
BbINO/IHATL NPY NEPBOM e BXoge (06blYHO MepBbIii BXOA NPOUCXOAMUT CPasy Noc/ae perncTpaumm yyeTHoim
3an1cu, NoTOMy cAenaHa HacTpoiKa, 4Tobbl NOIb30BaTENIO MPY NEPBOM BXOAE He npea/iaraauv cpasy 3a-
NONHWUTbL AaHHbIEe);

* B Te/e npoueaypbl BMECTO _blitz_profile yKasaTb MAEHTUGUMKATOP APYrOro NPUIOKEHNUA, eCiv U3me-
HeHue aTpUBYTOB LOMKHO AENATbCA OT NPUNOMKEHUS, OTIMYHOTO OT JIMYHOro KabuHeTa.

public class PipeWebAuthn implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

private final static String DOMAIN = "example.com";

private final static Integer SKIP_TIME_IN_SEC = 30*86400;

private final static Boolean ASK_AT_1ST_LOGIN = true;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override
public StrategyState next (Context ctx) {
Boolean new_device = false;
if (ctx.ua() .getNewlyCreated() && ctx.justCompletedFactor() == 1 && !ASK_

< AT_1ST_LOGIN) {
logger.debug ("User with sub={} is signing in, pid={}, on a new device",
ctx.claims ("subjectId"), ctx.id());

new_device = true;

}

if (ctx.user() == null || ctx.user().requiredFactor() == null ||
ctx.user () .requiredFactor () .equals (ctx.justCompletedFactor ()))
if (!new_device && requiredWebAuthn (ctx))

return webAuthn (ctx);
else
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new Stringl[] {});

(npoponkaetcs Ha cnefytoleit cTpaHuvue)
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private boolean requiredWebAuthn (final Context ctx) {
LBrowser br = ctx.ua () .asBrowser ();
String deviceType = br.getDeviceType () ;
String os = br.getOsName () ;
List<WakMeta> keyList = null;
logger.trace ("User subjectId = {}, pid = {} is logging using device '{}'_
—and OS '{}', checking configured webAuthn keys", ctx.claims ("subjectId"), ctx.
—id (), deviceType, o0s);
ListResult<WakMeta> keys = ctx.dataSources () .webAuthn() .
—keysOfCurrentSubject () ;
if (keys != null) {
keyList = keys.filter(k -> deviceType.equals (k.addedOnUA () .
—deviceType()))
.filter(k —> os.equals(k.addedOnUA () .osName ())) .list ();
}
if (keys != null && keyList.size() > 0) {
logger.debug ("User subjectId = {}, pid = {} has '{}' webAuthn keys for.
—device '{}' and OS '{}'", ctx.claims("subjectId"), ctx.id(), keyList.size(),.
—deviceType, 0s);
return false;
} else {
logger.debug ("User subjectId = {}, pid

{} has no configured webAuthn..
—keys for device '{}' and OS '{}'", ctx.claims ("subjectId"), ctx.id(), deviceType,

< 08);

}

Long disagreedOn = ctx.user () .userProps () .numProp ("pipes.addKey." +.
—deviceType + "." + os + ".disagreedOn");

if (disagreedOn == null) {

return true;
} else if (Instant.now () .getEpochSecond() - disagreedOn > SKIP_TIME_IN_
—SEC) {
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'_
—seconds ago, so open webAuthn pipe", ctx.claims ("subjectId"), ctx.id(), (Instant.
—now () .getEpochSecond() - disagreedOn)) ;
return true;
} else {
logger.debug ("User subjectId = {}, pid = {} has skipped Webauthn '{}'._
—seconds ago, no need to open webAuthn pipe", ctx.claims ("subjectId"), ctx.id(),-
— (Instant.now () .getEpochSecond() - disagreedOn)) ;
return false;

private StrategyState webAuthn (final Context ctx) {
String uri = "https://"+DOMAIN+"/blitz/pipes/conf/webAuthn/start?s&
—canSkip=true&appld=_blitz_profile";
Set<String> claims = new HashSet<String> () {{
add ("instanceId") ;
Fri
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
I8y
Map<String, Object> urParams = new HashMap<String, Object>();
return StrategyState.ENOUGH_BUILDER ()

(npoponkaertca Ha cneayowert cTpaHuue)
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.withPipe (uri, "_blitz_profile", scopes, claims) .build();

4.2.12 OtobparkeHuUe Noab3oBaTe/N0 CNUCKA BbIBOpa 3HaUeHU Npu BXoae

Mo3KHO HacTpouTb, 4Tobbl Npu Bxoge Blitz Identity Provider nokasan nonb3oBaTeNto OKHO Bbibopa M3 CNUCKa
3HAYEHWUIN N COXPaHMAN pe3ynbTaT Bbibopa B aTpnbyTe B y4EeTHOM 3anMcK Nob30BaTeNs.

Mpoueaypa

Mpoueaypa ChoicePipe NO3BOAAET NOKA3biBaTb N0/Ib30BATE/IO MPU BXOAE CTPAHULLbI Bbl60pa CMUCKa 3HAYEHUN.
Mepea ncnonb3oBaHnem HeOGXO,CI,VIMO BHECTU cheagyroumne NsmeHeHuA:

® B KOHCTaHTe DOMAIN BMeCTO <BLITZ-HOST> yKa3aTb URI, no KoTopomy 13 6paysepa nonb3oBartensa Ao-
ctyneH Blitz Identity Provider, a B KOHCTaHTe CLIENT_ID BMeCTO <CLIENT_ID> yKa3aTb MAeHTUPUKaTop
NPUNOXKeHUA (C NpaBamMmn Ha scope openid), OT UMEHM KOTOPOTo ByAET BbINOAHATLCA BCMIOMOraTe/lbHoe
NpUNoKeHue;

* Hacmpoumeo 8 KOHgu2ypayuoHHoM ¢haline mun yeedomaeHus (cTpaHuua 283);

® Hacmpoums 8 CO0bWeHUAX MeKcm yeaedoMAeHUA U Ha38aHUA KHOMOK (cTpaHuua 332).

public class ChoicePipe implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

private final static String DOMAIN = "<BLITZ-HOST>";
private final static String CLIENT_ID = "<CLIENT_ID>";

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override
public StrategyState next (Context ctx) {
List<List<String>> choice = new ArrayList<List<String>>(){};
choice.add (Arrays.asList ("Value 1"));
choice.add (Arrays.asList ("Value 2"));
try {
if (ctx.user() == null || ctx.user().requiredFactor () == null
|| ctx.user().requiredFactor () .equals (ctx.
—JjustCompletedFactor())) {
String res = new ObjectMapper () .writeValueAsString (choice);
String choiceJson = Base64.getUrlEncoder () .encodeToString(res.
—getBytes ("UTF-8")) ;
return choice (ctx, choicedson);
(npoponkaeTca Ha cnepytoLen cTpaHuLe)
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}
else
return StrategyState.MORE (new String[] {});
} catch (Exception e) {
e.printStackTrace () ;
return null;

private StrategyState choice(final Context ctx, final String choicedson) {
String uri = "https://" + DOMAIN + "/blitz/pipes/choice/start?appId=" +._
—CLIENT_ID + "&pipeld=select_value&choices=" + choiceJson;
Set<String> claims = new HashSet<String> () {{
add ("instanceId") ;
Fri
Set<String> scopes = new HashSet<String> () {{
add ("openid") ;
Fri
return StrategyState.ENOUGH_BUILDER ()
.withPipe (uri, CLIENT_ID, scopes, claims)
Cbuild();

Do6asneHue npoueaypbl B blitz.conf

B KOHbUrypaunoHHom daiine blitz.conf gobasbre pa3gen blitz.prod.local.idp.built-in-pipes, B
KOTOPOM Ha3HaybTe BCMOMOraTe/bHOMY MPUAOXKEHMUIO C TUMOM choice naeHTUUKATOp id, onpeaeneHHbIn B
npoueaype, n Ums aTpnbyTa claim, B KOTOPbIM HEOBXOAMMO COXPaHATbL pe3ynbTaT Bbibopa.

Mprmep KoHOUIypaLMM BCNOMOTraTe/IbHOTO NPUAOKEHNA choice:

"built-in-pipes": {
"choice": [
{
"id": "select_value",
"claim": "role"

4.3 OyHKUMM U MeToAbl Pa3/IMYHOro Ha3HaYeHUA B Npoueaypax BXxoaa

[JaHHbIl pasgen coaepxut npumepbl GyHKLMIN U METOA0B, KOTOPbIE Bbl MOXKETE UCMO/Ib30BaTb NPW HAMUCaHUK
npoueayp Bxoaa B Blitz Identity Provider.

> Cm. TakxKe

[Ons sawero yoobcertea Blitz Identity Provider Takxe npegoctasnset Habop 2omossix npouyedyp (CTpaHu-
ua 266).
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4.3.1 MNony4yeHue reogaHHbIX NONb30BaTENA

Mpoueaypy BXo4a MOXKHO MCNONb30BaTb A4 NOAYYEHUA AaHHbIX O CTPaHe U ropoae, B KOTOPbIX HAX0AMTCA NO/b-
30BaTe/b, U HA OCHOBAHWUW 3TOrO rMBKO HaCTpansBaTb NpaBnaa BXOA4a, Hanpumep, BBOAUTb 3aNpeT Ha BXO4 N3-3a

pybexka, akTMBMPOBaTb BTOPOM haKTop ayTeHTUUKALMM U A4p.

[na atoro B npoueaypax Bxoga MCHOHb3yVITe cnegyrouime Knaccbl U MeToabl:

1. Knacc LGeoData € QYHKUMAMU getCountry () U getCity ().

-

public class LGeoData {
/**

* Get IP address country

*

* @return
74

public final String getCountry();

/**
* Get IP address city
*

* @return - city or null if city not specified.
4

public final String getCity();

- country or null if country not specified.

2. MeTtog geoData () B Context.

-
/**

* Get geo data of user IP address
*

* @return - geo data.

*/

LGeoData geoDatal();

L

@ BaxHo

[nsa paboTbl MeToaa HeobX0AMMO MMMOPTUPOBATL Kacc LGeoData.

[import com.identityblitz.idp.login.authn.flow.LGeoData :

Jinctur 1: NMpumep Koaa, KOTOPbI BbIBOAWT B 10T CTPAHY M ropog, nosb-

30BaTenA

import com.identityblitz.idp.login.authn.flow.LGeoData;

LGeoData geoData = _ctx.geobDatal();

String country = geoData.getCountry();

{},

logger.trace ("IP location: country - city - {},

—geoData.getCity());

factor -

"y

country ,.

JncTtuHr 2: Mpumep npoueaypsbl, BKAoYatowen 2FA ana onpeaeneHHbIx

CTpaH

package com.identityblitz.idp.flow.dynamic;

import java.lang.¥*;

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHune ¢ NnpeablayLLen CTPAHULbI)

import java.util.¥*;

import java.text.¥*;

import java.time.*;

import java.math.¥*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.¥*;

import com.identityblitz.idp.login.authn.flow.Context;
import com.identityblitz.idp.login.authn.flow.Strategy;
import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;
import com.identityblitz.idp.login.authn.flow.LUserAgent;
import com.identityblitz.idp.login.authn.flow.LBrowser;
import com.identityblitz.idp.login.authn.flow.LGeoData;
import com.identityblitz.idp.federation.matching.JsObject;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class EnableSecondFactorByCountry implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.

—flow.dynamic");

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){

List<String> methods = new ArrayList<String> (Arrays.asList (ctx.

—availableMethods ()));
methods.remove ("cls");

return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
LGeoData geoData = ctx.geoDatal();
String country = geoData.getCountry();

logger.info ("IP location: country - {}, city - {}, factor - {}", country
—geoData.getCity ());
if (ctx.justCompletedFactor () == 1 && (country == null || !country.equals(

7 —

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue ¢ NpeablayLLei cTpaHULbl)
—"Russia")))
return StrategyState.MORE (new String([]{});
else
return StrategyState.ENOUGH () ;

4.3.2 C6bpoc ceccum nonb3oBaTtens

B npoueaype Bxo4a MOXHO BbI3BaTb COPOC ceCCUM NO/b30BATENS NPU ONpeaeneHHbIX ycaoBuaXx. s atoro uc-
nonb3yeTcs GYHKUMA StrategyState.MORE_BUILDER () CO C/leAyOWMMM METOAAMM:

® setResetSession(reset: Boolean): true - cBPOCUTb ceccuto, false - He cbpacbiBaTb (MO ymonya-
HUIO false).

® isResetSession ():Nno3BosaAeT y3HaTb, YCTaHOB/EH /1IN c6p0c ceccun.

MprMep HUKE COAEPHKUT CKPUNT ANA COPOCa CeCCUU, CAU ctx . prompt=login:

package com.identityblitz.idp.flow.dynamic;

import java.lang.*
import java.util.¥*
import java.text.¥*;
import java.time.¥*
import java.math.¥*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.Context;

import com.identityblitz.idp.login.authn.flow.Strategy;

import com.identityblitz.idp.login.authn.flow.StrategyState;

import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.login.authn.flow.LCookie;

import com.identityblitz.idp.login.authn.flow.LUserAgent;

import com.identityblitz.idp.login.authn.flow.LBrowser;

import com.identityblitz.idp.login.authn.flow.LGeoData;

import com.identityblitz.idp.federation.matching.JsObject;

import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.dynamic.*;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class ResetSession implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {

(npoaonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
if ("login".equals (ctx.prompt ())) {

List<String> methods = new ArraylList<String> (Arrays.aslList (ctx.
—availableMethods ()));

methods.remove ("cls");

logger.info ("### RESET_SESSION") ;

return StrategyState.MORE_BUILDER () .setResetSession (true) .
—addMethods (methods.toArray (new String[0])) .build();

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {

Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor ())
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new String[]{});

4.3.3 KactomHblie oWnN6KK 1 UX BbI3OB B CKpUNTe

Blitz Identity Provider no3sonset co3gaBaTb KaCTOMHble OLUMOKM U BbI3bIBaTb UX B NpoLeAypax BXxoaa. BeinonHute
cnepytowme oencTeuA:

1. PykoBoacTBysicb UHCmpyKkuyuel (cTpaHuua 325), nobaBbTe KacTomHoe coobuieHne o6 owmnbke B dain
messages B AUPEKTOPUU /usr/share/identityblitz/blitz-config/custom_messages

[err.bad_gateway:HenOCTynHo }

2. Bbi30BUTE faHHY0 OWKBKY NPU NOAYYEHUU HTTP 502.

-

if (result.status () == 502) {
return HttplLoop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));

}

MpuMep CKpUNTa, BbI3bIBAOLLLErO KACTOMHYH ownbKy HTTP 502 ana metoaa Flash Call (ctpaHuua 138):

-

package flashcall;

import com.identityblitz.core.loop.http.HttpLoop;

import com.identityblitz.core.loop.http.HttpLoopRequest;
import com.identityblitz.core.loop.http.HttpLoopResult;
import com.identityblitz.core.loop.JsObject;

import java.util.Collections;

public class FlashCallFlow implements HttpLoop {

public HttpLoopRequest run(final JsObject obj, final HttpLoopResult.
—result) {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

if (result == null) {
final String number = obj.asString("phone_number");
return HttpLoop.callBuilder ("POST", "http://test.

—flashcall.ru/api/v1l")
.withHeader ("Token", "1234567890")
.withBody (JsObject .empty.addString ("id

", "test").addString("dst_number", number.substring(number.length() - 10)))
.build (JsObject.empty) ;
} else if (result.status () == 200) {

final JsObject body = result.body();
return HttpLoop.Ok (JsObject.empty.addString ("code", o
—body.asString ("SenderID"))) ;
} else if (result.status() == 502) {
return Httploop.error ("bad_gateway",
Collections.<String, String>
—singletonMap ("status", "" + result.status()));
} else {
return HttplLoop.error ("wrong_http_status",
Collections.<String, String>
—~singletonMap ("status", "" + result.status()));

}

4.3.4 AHanus MeTOK NPUIOXKEHUN

Blitz Identity Provider no3BosisieT npMcBanBaTb NPUNOKEHUAM MemKU (CTpaHuua 238) M Ha UX OCHOBaHMU 3a4a-
BaTb B NpoLeaypax BXoAa SI0rMKy paboTbl C OTMEUEHHbBIMU NPUIOKEHUAMM.

[ns nonyyeHma MeTOK NPUIOKEHWUI B NpoLeaype UCNOoIb3YeTcA MeToL ctx . appTags () B Context.

A\ Buumanne

[nsa paboTbl MeToga HeobX04MMO MMMOPTUPOBATL java.util. Set.

Mprmep Npoueaypbl NOAYYEHUA METKU 2F U UCMOb30BaHUA ee NPU BKAKOYEHUN BXO4A NO BTOpoMy daKTopy:

package com.identityblitz.idp.flow.dynamic;

import java.lang.*
import java.util.*
import java.text.¥*;
import java.time.¥*
import java.math.¥*;
import java.security.*;
import javax.crypto.*;
import org.slf4j.LoggerFactory;
import org.slf4j.Logger;
import org.codehaus.jackson.map.ObjectMapper;
import org.codehaus. jackson.type.TypeReference;
import com.identityblitz.idp.login.authn.flow.api.*;
import com.identityblitz.idp.login.authn.flow.Context;
import com.identityblitz.idp.login.authn.flow.Strategy;
import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
(npogonkaertcsa Ha cieayloLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
import com.identityblitz.idp.login.authn.flow.LCookie;
import com.identityblitz.idp.login.authn.flow.LUserAgent;
import com.identityblitz.idp.login.authn.flow.LBrowser;
import com.identityblitz.idp.login.authn.flow.LGeoData;
import com.identityblitz.idp.federation.matching.JsObject;
import com.identityblitz.idp.flow.common.api.*;
import com.identityblitz.idp.flow.dynamic.*;
import java.util.function.Predicate;
import java.util.stream.Stream;
import java.util.stream.Collectors;
import java.lang.invoke.LambdaMetafactory;
import java.util.function.Consumer;
import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class UseAppTags implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—~availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;

else

return StrategyState.MORE (new String[]{});

@Override public StrategyState next (final Context ctx) {
Set<String> tags = ctx.appTags (
logger.info ("APP TAGS: " + tags
if (ctx.justCompletedFactor() == 1 && tags.contains("2F"))

)i
)i

return StrategyState.MORE (new String[]{});
else
return StrategyState.ENOUGH () ;

4.3.5 Bxog 6e3 co3pgaHuAa ceccum

B npoueaype Bxoga npu ycrnewHon ayTeHTUdMKaLMN MOXKET UCNO/b30BaTbCA KaK COXPaHEHME CECCUM, TaK U BXOZ,
6e3 coxpaHeHUs ceccuu. B gaHHOM pa3sgenie onncaH MexaHM3Mm ycrelHoro Bxoaa 6e3 coxpaHeHus ceccuu. Ons
3TOro MCNoNb3yeTcA B NapameTpe ENOUGH_BUILDER QYHKUMA noSession (enable: Boolean).

Mpumep HUMXKe CoaepKUT 3aBepLUeHne BXoaa 6es COXpaHeHUA ceccuun:

[return StrategyState.ENOUGH_BUILDER () .noSession (true) .build() ; ]

Mpw gaHHOM 3aBepLUEeHMN ceccumn Bce NpoLLecchl pa60Ta+0T KaK 06bI4HO, HO B KOHLe ceccua 3aBepluaetca. AyauT
cobbiTuA BXo4a login 3anmncbiBaeTca C NapamMeTpom noSession CO 3HAaY€HNEM true.

Mpumep 3anmcu ayauTta:
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{"ip":"172.18.0.1", "authnDone":"false", "process_1id":"87e360b4-12a4-45a9-9903~
—d8bala894ebl", "noSession":"true", "client_auth_method":"redirectUri", "type":"login
<", "object_id":"test@test.ru", "protocol":"oAuth", "subject_id":"test@test.ru",
—"auth_methods":"password", "session_id":"c9e3ab95-79b8-4203-a363-9c942a169%a85",
—"timestamp":1742375119826, "ch_platform_version":"\"14.1.1\"","ch_platform":"\
—"macOS\"","id_store":"dldap01","ch_ua":"\"Not A (Brand\";v=\"8\", \"Chromium\";v=\
—"132\", \"YaBrowser\";v=\"25.2\", \"Yowser\";v=\"2.5\"", "user_agent":"Mozilla/5.
—0 (Macintosh; Intel Mac O0S X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/132.0.0.0 YaBrowser/25.2.0.0 Safari/537.36","1lp_id":"localhost_demo","id":
—"560799848806584-220275447"}

4.3.6 N3ameHeHue aTpubyTOB

Blitz Identity Provider no3sonseT nameHsATb aTpubyTbl Y4ETHOMN 3anMcK U3 npoueaypbl Bxoga. Aas sToro Heob-
XO4MMO UMMOPTUPOBATL MHTEPPENC com. identityblitz.idp.extensions.types.JsObject U MUCNONAb30-
BaTb MeTOoAbI:

e pnobasneHune atpnbyTos:

[public final Builder addAttrs (final JsObject attrs) J

* yaaneHue atpubyToB:

{public final Builder removeAttrs (final List<String> attrNames) ]

Mpumep umnopTa 1 BbI30Ba METOA0B:

[import com.identityblitz.idp.extensions.types.JsObject; ]

/* CHHCOK [nOid yOaleHHd aTpubyToB */
ArraylList<String> del = new ArrayList<String>();
del.add ("mail");

del.add ("mobile");

/* nng OOHOBIEHHS aTpHOYyTOB */

JsObject attrs = JsObject.empty;

attrs = attrs.addString("surname", "surname") ;
attrs = attrs.addBoolean ("locked", false);
attrs = attrs.addLong ("dname", 1L);

return StrategyState.ENOUGH_BUILDER() .addAttrs (attrs) .removeAttrs (del) .build();

Mprmep Npoueaypbl BXo4a C USMEHEHMEM aTPMBYTOB lastLoginBy U consent:

package com.identityblitz.idp.flow.dynamic;

import java.lang.*;

import java.util.¥*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.login.authn.flow.Context;

import com.identityblitz.idp.login.authn.flow.Strategy;

import com.identityblitz.idp.login.authn.flow.StrategyState;
import com.identityblitz.idp.login.authn.flow.StrategyBeginState;
import com.identityblitz.idp.flow.dynamic.*;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.login.authn.flow.Enough;
(npogonkaertcsa Ha cieayloLen cTpaHuLe)
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import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class FFmethods implements Strategy {
private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic");
@Override public StrategyBeginState begin (final Context ctx) {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});

I3
@Override public StrategyState next (final Context ctx) {

JsObject attrs = JsObject.empty;

if (ctx.appIld().toString() .startsWith ("dyn~")) {
lastLoginBy = "mobile";

} else {
lastLoginBy = "web";

}
attrs = attrs.addString("lastLoginBy", lastLoginBy);
attrs = attrs.addBoolean ("consent", true);
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
—requiredFactor () ;
if (regqFactor == null || regFactor == 0) {
Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() .
—addAttrs (attrs) ;
return en_builder.build();
} else {
if (reqFactor == ctx.justCompletedFactor()) {
Enough.Builder en_builder = StrategyState.ENOUGH_BUILDER() .
—~addAttrs (attrs);
return en_builder.build();
} else
return StrategyState.MORE (new String[]{});

4.3.7 JKpaH Bblbopa meTtoga BToporo pakTropa

JonofHUTEeNbHO MOXKHO BbIBECTM MOJIb30BaTe/N0 OTAE/bHbIN 3KpaH Bbibopa meToga BTOporo ¢akTtopa. 3a 310
oTBeYyaeT StrategyState.MORE_BUILDER() .setSelectMethod (true) B meToge next (final Context

ctx):

StrategyState.MORE_BUILDER ()
.addMethods (new String[]{"totp", "sms", "email"})
.setSelectMethod (true)
.build()

YT06bI HACTPOUTHL BbIBOZ, 3KPAHA BbIGOpPa MeToaa:

1. B meToze addMethods () YKarKUTe HAaCTPOEHHble MeToabl ABYXPaKTOPHOM ayTeHTUOUKaLMM — OHU ByayT
oTobparkeHbl N0J/Ib30BaTENIO;

2. B meToge setSelectMethod () YCTaHOBUTE 3HaYeHMe true, YTOObI BbIBOP MeToga oTobpakanca Ha oT-
AeNbHOM 3KpaHe. Ecnu 3HayeHune false, TO BbI6Op MeTofoB ByaeT oTobparkaTbCs Ha TOM ke dopme.
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4.3.8 Bxop, no NUH-Kkoay
B Blitz Identity Provider npeaycmoTpeHa BO3MOXHOCTb 8x00a o lMNH-kody (cTpaHmua 122).

Mpuvmep npoueaypsbl, akTUBMpYOLLEen meTog, Bxoga no MNNH-koay:

package com.identityblitz.idp.flow.dynamic;

import java.lang.¥*
import java.util.*
import java.text.¥*;
import java.time.*
import java.math.¥*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.fasterxml.jackson.databind.ObjectMapper;

import com.fasterxml.jackson.core.type.TypeReference;

import com.identityblitz.idp.login.authn.flow.*;

import com.identityblitz.idp.login.authn.flow.api.*;

import com.identityblitz.idp.login.authn.flow.ctx.*;

import com.identityblitz.idp.login.authn.flow.ctx.rights.*;

import com.identityblitz.idp.login.authn.flow.ctx.wak.¥*;

import com.identityblitz.idp.login.authn.flow.ctx.groups.¥*;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;

import com.identityblitz.idp.flow.dynamic.*;

import java.lang.invoke.LambdaMetafactory;

import java.util.function.Consumer;

import java.util.function.Predicate;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import java.lang.invoke.LambdaMetafactory;

import static com.identityblitz.idp.login.authn.flow.StrategyState.*;

public class Pincode implements Strategy {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—flow.dynamic") ;

@Override public StrategyBeginState begin (final Context ctx) {
if ("login".equals (ctx.prompt ())){
List<String> methods = new ArrayList<String> (Arrays.asList (ctx.
—availableMethods ()));
methods.remove ("cls");
return StrategyState.MORE (methods.toArray (new String[0]), true);

} else {
if (ctx.claims ("subjectId") != null)
return StrategyState.ENOUGH () ;
else

return StrategyState.MORE (new Stringl[]{});

@Override public StrategyState next (final Context ctx) {
Integer regFactor = (ctx.user() == null) ? null : ctx.user().
(npogonkaertcsa Ha cieayloLem cTpaHuLe)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
—requiredFactor () ;
if (regFactor == null || regFactor == ctx.justCompletedFactor())
return StrategyState.ENOUGH () ;
else
return StrategyState.MORE (new String[]{});

4.4 Kactomusauusa NOTMKMU onepawumii ¢ XpaHUAULWLLAMM JAHHDbIX

4.4.1 MpuHUMN KacTOMU3ALUU

Blitz Identity Provider no3BonseT KacToMmnanpoBaTb NOTMKY ONEPaLLMn C XPaHUAULLAMM AaHHbIX. [Iaa 3Toro uc-
nosb3yeTtca Java-Knacc ¢ GUKCMPOBAHHbIM MMEHEM U NAKeTOM com. identityblitz.idp.store.id.logic.
dynamic.

CyLuecTBYOT BOCEMb M0/1Ib30BaTE/NbCKMX NpoLeayp, No O,D,HOﬁ Aana Ka)KAOVI onepauunc d)VIKCI/I POBaHHbIM UMEHEM
Knacca:

® searchUser — CustomSearchUsersLogic. java

® getUser — CustomGetUserLogic. java

® findUser — CustomFindUserLogic.java

® bindUser — CustomBindUserLogic. java

® changeUserPassword — CustomChangeUserPasswordLogic. java
® addUser — CustomAddUserLogic. java

® updateUser — CustomUpdateUserLogic. java

® deleteUser — CustomDeleteUserLogic. java

4.4.2 KoHdurypauumsa

[na Toro YTOOBbI HACTPOUTb NONb30BATE/IbCKYHO /IOTUKY ONA HYXHbIX onepau,mﬁ, BbIMO/IHUTE cCheayouine nen-
CTBUA:

1. NomecTuTe Java-dalinbl ¢ NONL30BATENbCKOWN NOTUKOM B KaTasor:

/usr/share/identityblitz/blitz-config/dynamic/idstore/<operation_name_in_
—lowercase>

Hanpumep, ana 4tobbl BKAOYMTL NO/Mb30BATENLCKYIO JIOTUKY AN searchUsers M bindUser, no-
mectute dalhinbl CustomSearchUsersLogic.java M CustomBindUserLogic.java B KaTanoru
/usr/share/identityblitz/blitz-config/dynamic/idstore/searchusers W /usr/share/
identityblitz/blitz-config/dynamic/idstore/binduser COOTBETCTBEHHO

2. OTKpoMTe danna KoHoUrypauumn /usr/share/identityblitz/blitz-config/blitz.conf.

[sudo vim /usr/share/identityblitz/blitz-config/blitz.conf }

3. [obaBbTe HOBbIM 610K logic B 6A0OK KoHdUrypauuu blitz.prod.local.idp.id-stores. Baok
OOMKEH cogepKaTb MMEHA KacTOMM3MPYEeMbIX Onepauui, YKasaHHbIX B KayecTBe KA4Ya M CEeKUMIo
{"enabled": true} B KayecTBe 3Ha4eHUs K/to4Ya.
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Nuctunr 3: Kactomusauma onepaumit searchUsers u bindUser

"logic": {
"searchUsers": {
"enabled": true

b
"bindUser": {
"enabled": true

4.4.3 HanucaHue Nonb30BaTeNbCKOM Npoueaypbl

Monb3oBaTeNbCKUE NPOLEeAYpPbl A8 BCEX onepaLmii MMeloT OAUHAKOBYHO crnieumMduKaumio, HO UCNOb3YHOT Cob-
CTBEHHbI KOHTEKCT M cnyxebHble GyHKLuMKU. Kaxkaplit MeTog, B NpoLeaypax COOTBETCTBYET OnpeaeneHHOMY Co-
CTOAHMIO MPOLLECCa BbINONHEHUA onepauun. B metogax HeobX0AMMO peannsoBaTh NOTMKY Nepexoaa K cieayto-
Wemy UMKy (c nocneayowmm BbI30BOM HOBOMO METOAA) UK 3aBEpLLEHMS OnepaLmu.

Kaxkablili meTog, B NpoLueaype Bo3BpaLwaeT napy LoopOutput U OperationState. LoopOutput MOMKET 6biTb:
1. TepMMUHaNbHbIN — 3aBepLUAET NOTUYECKUI UMK paboTbl OA4HUM U3 Cneaytowmx cnocobos:
* OWKN6Ka;
e ycnex (pe3ynbTat ycrnexa gns onpeaeneHHon onepauum);

* 3aK/0YUTENIbHAA onepaLus CoOXpaHeHUA (BbIMOMHUTL ONepaLuio COXPaHEeHMA C HEKOTOPbIMU Napa-
MEeTPaMM ¥ 3aBEPLUUTb C PE3YNLTAaTOM).

2. 3agaua - TpebyeTca 6onblue UTepaumin LMKMa:
® 3aMpPOC K XPaHWAMLLY Ha BbINOSIHEHWE ONpeaesIeHHON onepaLmu;
® 3aMpoc K BHeWHeMy Beb-cepBucy.

Ha faHHbI MOMEHT MexaHU3M paboTbl NONb30BATENbCKUX MPOLEAYP HaXoAUTCA HA CTagumn 6eTa-TecTMpoBaHuUA.
Bbl MOKeTe 3anpocuTb NOAPO6HYI0 creundmKaumio Java u Noay4nTb KOHCY/IbTALLMIO MO BO3MOXHOCTAM KacTOMM-
3aLMM B CBOEW cpeje Y HallMX TEXHUYECKMX CNEeLLManmCcToB no agpecy support@idblitz.ru.

4.5 Mpoueaypbl NPUBA3KUN aKKAYHTOB BHELWHUX NOCTaBLLMKOB

Momumo 6a30600 (cTpaHuLa 197) HAaCTPOMKM, MPUBA3KY YYETHbIX 3aMMCEN AR KAXKAO0r0 BHELLIHEro NOCTaBLLMKa
NMAeHTUGMKALMN MOKHO HACTPOUTL C MOMOLLLbIO MPOoLEeAYPbl HA A3bIKE NPOrpaMmmupoBaHma Java. [JaHHbIM pexnm
obecneynBaeT MaKCMMabHYH TMOKOCTb HACTPOWMKM M MOAXOAUT AN Y3KOCNELMANM3NPOBaAHHbIX CLLEHApUEB CBS-
3bIBaHWA YYETHbIX 3anNuncei 1 cConocTaBaeHNa aTpnbyTos.

HacTtpoiika goctynHa B pasgene MNocTaBLwmKm naeHTMdUKaLmm -> CeAsbiBaHME yYeTHbIX 3anmcent -> PaclumpeHHas
HacTpoWka. Jna HanucaHuAa cobcTBEHHONM Npoueaypbl CaeayinTe MHCTPYKUMAM B 6a30BOM npoueaype, a Takke
peKoMeHAALMAM U3 AAaHHOTO pa3fena AOKYMeHTaLuu.

Q coser

B npouenype MOXHO UCMONb30BaTb cUcMmemHble nepemeHHsle (cTpaHuua 409).
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CBfi3blBaHWE YYETHbIX 3anucei

ba3oeas HacTpoiika PaclimpeHHas HacTpoiika

Mpoueaypa cea3bIBaHUSA Y3

Ana ycnewHoi pa6oTel NpoLeAypbl CBA3bIBAHUA HEO6X0ANMO HaNUCaTk Ha A3bike Java K1acc, HaceAylowmii abcTpakTHbIA knacc MatchingBlock . Ha3sBaHue knacca AONXHO 6biTh
Esia_lEsia . Knacc Jo/mkeH UMeTb Ny6ANYHLIA default KOHCTPYKTOP. B Liensx 6e30nacHOCTY 3arpyska knacca OCyLLecTBAAET OTAeNbHbIA class loader COrpaHUYeHHbIM CNCKOM
imports . Bca Heo6x0aMMas MHGOPMaLMA NepeaaeTcs B NapameTpbl GyHKLNIA.

package com.identityblitz.idp.federation.matching.dynamic;

3 import java.lang.*;

1 import java.util.#;

5 import java.text.*;

6 import java.time.;

7 import java.math.x;

8 import java.security.*;

9 import javax.crypto.x;

) import org.slf4j.LoggerFactory;

11 import org.slf4j.Logger;

12 import com.identityblitz.idp.federation.;

13 import com.identityblitz.idp.federation.matching.x;

14 import com.identityblitz.idp.flow.common.api.x*;

15 import com.identityblitz.idp.flow.common.model.x*;

5 import com.identityblitz.idp.federation.matching.dynamic.¥;
17 import java.util.function.Consumer;

18 import java.util.stream.Stream;

import java.util.stream.Collectors;

) import org.codehaus.jackson.map.0bjectMapper;

1 import org.codehaus.jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.federation.matching.*;
import com.identityblitz.idp.flow.common.api.HttpFactory;

J3k

* Knacc Hacnepyetcs oT MatchingBlock v ana KOPpPeKTHOro MHCTaHTMpOBaHMA AonxeH umeTb default kKoHCTpykTOp.

* Tekywana cresHepuposaHHas peanusauus obecneyuBaeT CTpaTeruio Npu KOTOPOA NONL30BATENM HE COMOCTABNRWTCA U He OOHOBNAWTCA.
*/

public class Esia_lEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger("com.identityblitz.idp.federation.matching.dynamic");

[k

WtepaTveHas ¢yHKUMA onpepensuwans COOTBETCTBUE BHETPEHHUX Y3 M Y3 nocTaswuka MAEHTUPUKALMK.
Ha kaxpoit uTepauum @yHKUWA MOXET BuINONHUTL onepauuw find (HaipeHsie nonb3oBaTenu OyayT nepegaHsl B Cnepylwed UTepauun)

* %

VAW 33BEpUMTL ONEPALUK CO CNENYHUMMA PEWEHUAMM:
matched - cooTseTcTBylwMe NONb30BATENN HAWAEHbI;
matchError - owubka onpefeneHus COOTBETCTBUS NOnb3oBaTenei;

* %

matchBylLogin - ocywecTBWTb CBA3KY C NONb30BaTeneM, KOTOPLIA YCNEWHo ayTeHTupuuupyertcs;

2 refine - nonyuer cnucok nonb3opaTeneil, 3anpawvBaeT Naponb W OCYWeCTBAAGT CBA3KY C TeM nonb3osaTeneMm, ANs KOTOPOro BBEAeH KOPPEKTHLIA Napons;
@param Ctx - KOHTEKCT npoueayp CO CNeaylwuMd NonaMu:

* %

iteration - Homep uTepauuu npouenypsi;
extAttrs - aTpubyTel nonb3osaTens, NONy4YeHHble OT NOCTaBWMBA MAEHTUPUKALUM;
sid - yHWKanbHu UaeHTUdMKaTOp BHewHen Y3.

@param users - nonL3oBaTenu.

15 &k

*

@return - 0QHO M3 NEpevUCNeHHbIX DGWCH‘AM
*/

@override public MatchResult match(MatchingContext ctx, List<MatchingUser> users){
return matchError(ctx, new MatchingError("not_matched", "User not matched"));

*

Bo3ppawaet obHoBnAeMsie M ynansemsie aTpubyTel.
@param extAttrs - aTpubyTel Nonb3oBaTens, MNONYy4YEHHsle OT NOCTABUMBA MAEHTUOUKALMK.

*

*

@param user - BHYTPEHHWI NONb30BaTENb.
@param justMatched - npu3Hak TOro, 4TO0 CBA3b BHYTPEHHMX Y3 € Y3 BHEWHero nocTaswuka yCTaHOBNEHa Bnepssie.
@return - KOpPTEX C W3MEHAEMsIMM M ynansembiMa aTpubyTamu. Hanpumep: change(JsObj.empty(), Collections.<String=emptySet())

*

*

*/
@verride public Tuple2<JsObj, Set<String>> update(JsObj extAttrs, MatchingUser user, Boolean justMatched, HttpFactory httpFactory){
return change(JsObj.empty(), Collections.<String>emptySet());

OtmeHa Coxpanute

4.5.1 Perncrpauusa nonb3oBaTtensa BO BHELWWHEM NOCTaBLUUKe

B dopme BBOAA NOrMHA M NApoAs ANA aBTOPM3aLMM Yepes BHELHEro NOCTaBLLIMKA MOXKET 0TO6pasKaTbCA CCbl-
Ka Ha CTpaHMUUYy perucTpaumm Bo BHELWHeM NocTaBwuKe (HeT akkayHTa? 3apernctpupoBsatbes). s Toro Ytobbl
CCblIKa He oTobpakanacb, PyHKUMM refine M matchByLogin B NpoLeaype NPUBA3KU A0KHbI ObiTb BbI3BaHbI
6e3 yKkasaHua napaMeTpoB 4711 PerncTpaLmu.

e refine(cxt, users) BMecTo refine (cxt, users, regAttrs);

® matchByLogin (cxt) BMeCTo matchByLogin (cxt, regAttrs).
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Mprmep MCNoNb30BaHNUA B NpoLeaype:

package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;
import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_IlEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—federation.matching.dynamic") ;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)
o
if (ctx.iteration() == 1) {
return find(ctx, MatchingFilter.empty () .eg("uid", "00000") .oxr () .eg("uid",
—~"test@test.ru"));
} else {
//return refine (ctx, Collections.singletonList ((users.get(0))));
//return refine (ctx, users);
return matchByLogin (ctx);
}
i

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());
i

4.5.2 BbluMCneHMe MMEHU BHELLHEW YY4eTHOM 3anucu

B npoueaype cBA3biBaHNA MOXKHO NMPU KaXXA0M BXoAe 4Yepe3 BHeELWHEro NnocCrtaBLlMKa BblYNCNATD UMA BHELUHEMN
YYETHOM 3anmMcK 1 06HOBNATL COOTBETCTBYIOWMIA NapameTp B 6a3e AaHHbIX. [1a 3Toro ucnosbsyerca GyHKUUA
updateFederatedAccountName.

Mprmep UCNoNb30BaHNUA B NpoLesype:
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package com.identityblitz.idp.federation.matching.dynamic;

import java.lang.*;

import java.util.*;

import java.text.*;

import java.time.*;

import java.math.*;

import java.security.*;

import javax.crypto.*;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.federation. *;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.*;

import com.identityblitz.idp.flow.common.model. *;
import com.identityblitz.idp.federation.matching.dynamic. *;
import java.util.function.Consumer;

import java.util.stream.Stream;

import java.util.stream.Collectors;

import org.codehaus.jackson.map.ObjectMapper;

import org.codehaus. jackson.type.TypeReference;

import com.identityblitz.idp.extensions.types.JsObject;

import com.identityblitz.idp.federation.matching. *;
import com.identityblitz.idp.flow.common.api.HttpFactory;

public class Esia_lEsia extends MatchingBlock {

private final Logger logger = LoggerFactory.getLogger ("com.identityblitz.idp.
—federation.matching.dynamic") ;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser> users)

—{

if (ctx.iteration() == 1) {
//return matchError (ctx, new MatchingError ("bad_err_code", "bad_err_msg"));
return tryToSearch (ctx);

if (users.isEmpty()) A
return matchError (ctx, new MatchingError ("error","error"));

if (users.size() == 1) {
return matched(ctx, users.get (0));

return refine(ctx, users, ctx.extAttrs());
bi

private MatchResult tryToSearch (MatchingContext ctx) {
return find(ctx, filter().eqg("uid", "test@test.ru"));

@Override public Tuple2<JsObj, Set<String>> update (JsObj extAttrs, MatchingUser.
—user, Boolean justMatched, HttpFactory httpFactory) {
return change (JsObj.empty (), Collections.<String>emptySet ());
(npoponkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}i

@Override public boolean isAllowMultiBind() {
return true;

@Override public String updateFederatedAccountName (JsObj extAttrs) {

if (extAttrs.contains ("firstName") && extAttrs.contains ("lastName™)) {
String name = extAttrs.asString("firstName") + " " + extAttrs.asString(
—"lastName") ;
if (extAttrs.contains ("middleName")) {
name = name + " " + extAttrs.asString("middleName");

}
return name;
} else {
// don't update federated account name
return super.updateFederatedAccountName (extAttrs);

bi

4.5.3 OTK/AIOuUEeHUe NPUBA3KU BHELWHEN YYeTHOM 3anucu

Mo ymonuaHuto Blitz Identity Provider coxpaHaeT NpuBA3KY BHeLHEW y4eTHOM 3anucK K yyeTHow 3anucw Blitz
Identity Provider. B atom cnyyae nomck ydetHoi 3anuck Blitz Identity Provider no 3agaHHbIM npaBuaam cono-
CTaB/IEHUA BbINOHAETCA TONIbKO NPW NMEPBOM BXOAE HYepes BHELLHIOK y4eTHYIo 3anuck. Mocneayrowmin Bxog, ocy-
LLEeCTBIAETCA Ha OCHOBAHMMW COXPAHEHHOM NPUBA3KM. [1pM HEOBXOAMMOCTU MOMKHO OTKAIOUYUTD AAHHBIA GYHKLMO-
Han. B aTom cnyyae nouck yyeTHow 3anucw Blitz Identity Provider no 3agaHHbIM npaBuaam conoctasieHua byaet
BbIMO/IHATLCA NPU KaXA0M BXOAe Yepe3 BHELIHEero nocTaBLMKa.

[na Toro 4Tobbl OTKNOUYNTL NPUBA3KY BHELLHEN yYeTHOM 3anmncK K ydeTHon 3anucu Blitz Identity Provider, nepe-
onpepenuTte B npoLeaype cBA3bIBaHMA pe3ynbTaT PyHKLUMM notBindAccount (), YCTAHOBUB €ro true.

public class Esiadp_1lEsiadp extends MatchingBlock {

@Override public boolean notBindAccount () {
return true;

4.5.4 PaboTa c CECCMOHHbIMMU YTBEPKAEHUAMMU

U3BneueHne mapKkepa naeHtupukaummn

Blitz Identity Provider no3sonaeT M3BneKkaTb B Npoueaype CBA3bIBaHUA AaHHbIE M3 MapKepa naeHTUGUKaumm
id_token BHELWHero NOCTaBLiMKa U NepeaaBaTh UX B KOHTEKCT PerncTpaumnm 1 Bxoaa.

© coser
B ciyyae perucTpaumm AaHHble Aanee MOKHO:
e COXpaHATb B aTpUBYTbl NONb30BaTENs,

* aHaNM3MpoBaTb M NPeobpas3oBbIBaTL B NpOLEAYPe perucTpaLmm.
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© coser
B cnyyae BXxoAa AaHHbIE MOXKHO:
* nepefaBsaTb B BU/E YTBEPKASHUI B MapKepbl 4OCTYNa U MAeHTUdUKaLMM,

* aHanM3MpoBaTb M Npeobpas3oBbIBaTL B NpoLLeaype BXoAa.

Ona nonyyeHna MapKepa wAeHTMGMKauMM B nNpoueaype CBA3bIBAHMA WCNOAb3YWTE MeToh ctx.
idTokenClaims ().

logger.debug ("### Bind TCS-Blitz, idTokenClaims = , pid = ", ctx.
—idTokenClaims (), ctx.id());

Pe3ynbraT BbIBOAA COAEPHKMMOrO MapKepa B NOT:

2026-07-05 13:30:31,130 - [DEBUG] - [com.identityblitz.idp.federation.matching.
—dynamic] —[Tcs_1Tcs.java:211] - ### Bind TCS-Blitz, idTokenClaims = {"at_hash":
—"c31DDVOE1DG5uanoDFzfCw", "aud" : ["adapter", "company—-info", "opensme'", "rbac", "tid
—mosru'"],"sub":"d7297108-439¢c-4249-914c-554ecl1db2524", "auth_id":

< "zWpwnt 00wG4LLFVgNLf5", "azp" :"tid _mosru", "auth_time'":1754389830, "iss":"https://
—id.tbank.ru/", "exp":1754391630,"iat":1754389830}, pid = b9bd4b5e-860c-443b-8864—
—~7504f69760b6

JSON-npeacTaBneHne Mmapkepa naeHTUGMKaLMM NPy HEOBXOAMMOCTN MAPCUTCA B NPOLEAYPE CBA3bIBAHUA, HYXK-
Hble AaHHble OTNPaBAAIOTCA B KOHTEKCT PerucTpaLmm Uam Bxoaa.
Mepeaaua yTBePKAEHUIA B KOHTEKCT perncrpaumnn

Mprmep Nepeaaumn yTBEPKAEHWUIA B KOHTEKCT PerncTpaumum, M3 KOTOPOro OHM MOTYT 6bITb NPOAHANN3UPOBaAHLI U
COXpaHeHbl B aTpMbYTbI NoNb30BaTENA:

package com.identityblitz.idp.federation.matching.dynamic;
import com.identityblitz.idp.extensions.types.JsObject;

public class IDP extends MatchingBlock {

private JsObject toRegData (MatchingContext ctx) {
JsObject reg = JsObject.empty;
JsObject idp_token = ctx.idTokenClaims();
JsObject ext_idp = idp_token.asObject ("idp");

logger.trace ("Bind ESA-IngoID, idTokenClaims = from external id = ", idp_
—token, ctx.id());
if (ext_idp != null) {

String idp_id = ext_idp.asString("id");

logger.debug ("Bind ESA-IngoID, idp_id = ", idp_id);
reg = reg.addString("idp_id", idp_id);

}
logger.trace ("Binding, reg data = ", reqg);
return reg;

@Override public MatchResult match (MatchingContext ctx, List<MatchingUser>..
—users) {

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

return register (ctx, toRegData(ctx));

Mepepaya yTBep:KAEHMIT B KOHTEKCT BXOAA

A\ Npeaynpexaenne

Mepepaya yTBEPXAEHUIN pPaboTaeT TONAbKO B CBA3KE C OMNUMEN He COXpaH4Th MPUBE3KY akKayHTa
BHEINHET O IIOCTaBIMKa K yquHoﬁ 3alluCH.

A BHUMaHue

[na Toro ytobbl nepenaTtb yTBEpKAeHWe B access_token/id_token, OHO AOMKHO 6bITb Nponuca-
HO B pasgene sessionClaims (ctpaHuua 381) daiina KoHdurypaumm /usr/share/identityblitz/
blitz-config/blitz.conf.

A\ Npeaynpexaenne

Ha 4aHHbI1 MOMEHT HET BO3MOXHOCTM Nepeaatb CECCMOHHOE YTBEPXKAEHNE HA BXOZ, NOC/Ie PerncrTpaumm,
BOCCTaHOB/IEHWA AOCTYNa W NPM OTKPbITUM BEB-pecypca N3 MOBUAbHOMO NPUAOKEHUA.

[N nepenaum yTBEp:KAEHUIM B KOHTEKCT BXOAa UCNONb3yiiTe Memodsbl (cTpaHuua 294) matched U refine.

Mpumep:

JsObject idp_token
JsObject ext_idp = idp_token.asObject ("ext_idp");

ctx.idTokenClaims () ;

logger.trace ("Bind ESA-IngoID, idTokenClaims = {} from external id = {}", idp_
—token, ctx.id());
logger.debug ("Bind ESA-IngoID, ext_idp = {}", ext_idp);

JsObject extra_claim = JsObject.empty;

if (ext_idp != null) {
String idp_id = ext_idp.asString("id");
logger.debug ("Bind ESA-IngoID, idp_id = {}", idp_id);

extra_claim = extra_claim
.addObject ("ext_idp", ext_idp)
.addString ("idp_id", idp_id);

return matched(ctx, users.get (0), extra_claim);
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4.6 NMpoueaypbl 06paboTkmu RADIUS-3anpocos

4.6.1 O RADIUS-npouegypax

Mpoyedyper o6pabomku RADIUS-3anpocos (cTpaHuua 259) - 370 npoueaypbl Ha A3blKe MPOrpammMmnpoBaHMS
Java, KoTopble 06pabaTbiBatoT 3anNpoChl U3 NPUNOKEHUI, NOAKNOYEHHbIX K Blitz Identity Provider no npotokony
RADIUS®?. NMpoueaypbl OnpeaenstoT NoAUTUKM AOCTYNa B CETEBbIE Pecypcbl U peasnsytoT NpoLecc ayTeHTUdUKa-
LMW Ha pa3HbiX pakTopax. JaHHbIN pa3aen onucbiBaeT CMHTAKcUC co3ganna RADIUS-npoueayp.

Q coser

B npoueaype MOXHO UCNONb30BaTh CUICMeMHbIe nepemeHHsblie (cTpaHuua 409).

4.6.2 UHTepdeiic RadiusFlow

RADIUS-npoueaypa fAonkHa peanr3oBaTb UHTepdenc RadiusFlow, BXogalwmin B coctas Blitz Development Kit
(Blitz SDK):

package com.identityblitz.idp.radius.flow;

import java.util.Map;

public interface RadiusFlow {
String loginN12 (String varl);

RadiusResult next (RadiusContext wvarl);

RadiusResult dialog(RadiusContext varl, String var2, Map<String, String> var3,.
—String vari4);

NHTepdeic RadiusF1low COAEPKUT Caeayowme MeToapl:

® String loginN12 (String varl): BO3BpallaeT NOruH, BBEAEHHbI NONb30BaTeNEM, U 3aNUCbIBAET B
nor Mchopmau,mo O BBOAE /NOrNHa.

package com.identityblitz.idp.radius.flow;
import org.slf4j.LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.radius.flow.RadiusResult.*;
public class RadiusLog implements RadiusFlow {
public String loginN12 (final String login) {
logger.debug ("#### Start loginN12: {}", login);

return loginj;

}

L

e RadiusResult next (RadiusContext varl): MeToZ, CCblNAlOWMICA Ha MHTepdelic RadiusResult,
onpeaenaoLLmii aAropuTM ayTeHTUPUKALMM NOb30BaTENA B 3aBUCUMOCTU OT KOHMeKcma 8xo0a (CTpaHu-
ua 302).

® RadiusResult dialog(RadiusContext varl, String var2, Map<String, String> var3,
String var4): MeToA, CCblIaloWMincs Ha nHTepdelic RadiusResult, ONpeaensowmnii omobpaxeHue
duanozos (cTpaHuua 302) Ha pasHbIX CTaAUAX ayTeHTUdUKaLMN.

61 https://datatracker.ietf.org/doc/html/rfc2865
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4.6.3 KoHteKct Bxoga RadiusContext

ANTOpUTM ayTEHTUOUKALMM U OTOBPAXKeHUe AMANoros ONpesensoTca B NPOLeaype UCXOAA U3 KOHTEKCTa BXO-
na no RADIUS. ina ero onucaHua ncnosbsyetca nHTepdeic RadiusContext, coaepXalini cneayowmin Habop
MeTo40B8:

* int factor ():BO3BpaLLaeT NOPALKOBbLIM HOMepP GpaKTopa ayTEHTUOUKALMN.

® List<String> passedMethod (): BO3BPALLAET CMMCOK NPOAAEHHbIX METOAOB ayTEHTUDUKALMN.

® List<String> availableMethods (): BO3BPaLLAET CMUCOK AOCTYMNHbIX METOA0B ayTeHTUdMKAL MU,
® String clientId():BO3BpallaeT 3HaYeHNe napameTpa client_id NPUNONKEHMS.

® String subject ():BO3BpawaeT id Noab3oBaTens.

e String claim(String varl):BO3BpalaeT 3HAYEHWUE YTBEPKAEHMA O NONb30BaTEsIe N0 UMEHU yTBEp-
KAeHus.

® String userProp (String varl):BO3BpallaeT3HavyeHue CBOWCTBA N0/1b30BaTENA NO UMEHW CBOMUCTBA.

® List<com.identityblitz.idp.radius.flow.RadiusContext.Group> groups(): BO3BpaliaeT
CMUCOK rpynn nonb3osaTtenA.

package com.identityblitz.idp.radius.flow;

import java.util.List;

public interface RadiusContext {
int factor();

List<String> passedMethod () ;

List<String> availableMethods () ;

String clientId();

String subject () ;

String claim(String varl);

String userProp (String varl);

List<com.identityblitz.idp.radius.flow.RadiusContext.Group> groups () ;

4.6.4 Untepdeiic RadiusResult

NHTepdeic RadiusResult onpeaenser noBeaeHNe CUCTEMbI NPU NPOBEAEHUM ayTEHTUDMKALMM, BKAOYAA an-
rOPUTMbI ayTEHTUGUKALMM N OTOBPANKEHNE ANANOTOB:

package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.ChallengeCommunication;
import java.util.Arrays;

import java.util.Collections;

import java.util.Map;

public interface RadiusResult {
static RadiusResult rejected(String cause) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—RejectedResult (cause) ;
}

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHune ¢ NpeablayLLen CTPAHULbI)

static RadiusResult challenge (ChallengeCommunication chlg) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—~ChallengesResult (Collections.singletonList (chlg)) ;
}

static RadiusResult challenges (ChallengeCommunication... chlgs) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—ChallengesResult (Arrays.asList (chlgs)) ;
}

static RadiusResult dialog(String message) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—DialogResult (message, Collections.emptyMap());
s

static RadiusResult dialog(String message, Map<String, String> answers) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—DialogResult (message, answers);

}

static com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes.
—vendorSpecific () {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—VendorSpecificAttributes () ;
}

static RadiusResult authenticated(String subjectId) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—AuthenticatedResult (subjectId, new com.identityblitz.idp.radius.flow.
—RadiusResult.VendorSpecificAttributes());
}

static RadiusResult authenticated(String subjectId, com.identityblitz.idp.
—radius.flow.RadiusResult.VendorSpecificAttributes avps) {
return new com.identityblitz.idp.radius.flow.RadiusResult.
—AuthenticatedResult (subjectId, avps);
}

® RadiusResult rejected(String cause): Bbl30B AMasnora 06 oTKase B ayTeHTMd)MKaU,MM Ha OCHOBa-
HWA YKa3aHHOﬁ NMPUYUHBbI cause.

Peanusauyus B Blitz SDK

Knacc RadiusResult.RejectedResult

package com.identityblitz.idp.radius.flow;

public class RadiusResult$RejectedResult implements RadiusResult {
private final String cause;

public RadiusResult$RejectedResult (String cause) |
this.cause = cause;

public String getCause () {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHune ¢ NpeablayLLen CTPAHULbI)

return this.cause;

Mpumep Ucnonb30BaHWA B NpoLeaype:

[return RadiusResult.rejected ("This method is temporarily unavailable");

® RadiusResult challenge (ChallengeCommunication chlgqg) " RadiusResult
challenges (ChallengeCommunication... chlgs): Bbl30B AMA/IOrOB Pa3/IMYHbIX METOA0B ayTeH-
TMdukaummn (SMS, push, email, TOTP, HOTP, yepe3 JIMuHbIA KabWHET, MO Naposio, BbI3OB MeToZa Mo
UMeHH).

Peanusauymsa B Blitz SDK

Knacc RadiusResult.Challenges

package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.ChallengeCommunication;
import com.identityblitz.idp.radius.SmsChallenge;

import com.identityblitz.idp.radius.EmailChallenge.;

import scala.Option;

public class RadiusResult$Challenges {
/* MerToln BBEI3BIBAET HACTPOEHHBIH HO YMOJIYAHHI KAHAJ LOCTABKH
paszoBoro kxoma SMS/push. Ecnu xaHanl He cpaboraer,
xon 6ymeT OTHpAaBlAEH OO BTOPOMY KaHamny */
public static ChallengeCommunication sms () {
return new SmsChallenge (Option.apply ((Object)null));
}
/* MeTolI 9BHO BEBEI3LIBAET KAaHAl ILOCTABKH
pasoBoro xoma SMS/push, ykxas3aHHBIE B NEPEMEHHOH Way.
Moxzo nmepenmarb: "sms'", "push".
KaHamn mocraBkH HOMXEH OBITh HACTPOEH, HHaue Meron He cpaboraer */
public static ChallengeCommunication sms (String way) {
return new SmsChallenge (Option.apply (way));
}
// Mertonm Bxoma no email
public static ChallengeCommunication email () {
return .MODULES;
}
// Meron Bxoma uepes TOTP
public static ChallengeCommunication totp () {
return com.identityblitz.idp.radius.TotpChallenge..MODULES;
}
// Merom Bxoma uepes HOTP
public static ChallengeCommunication hotp () {
return com.identityblitz.idp.radius.HotpChallenge..MODULES;

// Meronm Bxoma uepes JIHUHBIE KaOHHET

public static ChallengeCommunication profile() {
return com.identityblitz.idp.radius.ProfileChallenge..MODULES;
}

// Meron Bxoma HO HapPOJIO

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
public static ChallengeCommunication password() {
return com.identityblitz.idp.radius.PasswordChallenge..MODULES;

/* Meron HcCHnonb3yeTcsd LA BbI30Ba MNEPEeNaHHOrO B name MeToga BXOILA.
Moxno nmepemarb: "sms", '"push", "email'", "totp", "hotp", "profile",
"password", "mobile" (mcnomnb3oBaHue kxaHama SMS/push,

HACTPOEHHOr O MO yMOIYaHHD) */

public static ChallengeCommunication byDialogName (String name) {
return com.identityblitz.idp.radius.ChallengeCommunication..MODULES.
—byDialogName (name) ;

}

MpuMepbl UCNOb30BaHNA B NpoLeaype:

JIUCTUHT 4: BbI30B MeToga ayTeHTUGMKALLMM MO Napoio

[return RadiusResult.challenge (Challenges.password()) J

JIncTnHr 5: Bbi3oB meToaa ayTeHTUdUKaumm no email

[return RadiusResult.challenge (Challenges.email ()) ]

JluctuHr 6: BbisoB dakTopa meTogom U3 KoHcTaHTbl challenge

final String challenge = "totp";
return RadiusResult.challenge (Challenges.byDialogName (challenge)) ;

JINCTUHT 7: ABHbIV BbI30B MEeTOAa ayTeHTMMKaL MM no push

[return RadiusResult.challenge (Challenges.sms ("push")) }

JInctuHr 8: ABHbIV BbI30B MeTOAa ayTeHTUdMKaumm no SMS

[return RadiusResult.challenge (Challenges.sms ("sms")) }

[lna nOCTaBKM KOAa Mo HaCTPOEHHOMY MO YMOAYaHMIO KaHany SMS/push moskHO ncnosib3osats 10601 13
cnepyroLWwmx MeToaoBs:

© nNpumeyanue

Ecnun KaHan no ymonyaHuio He cpabotaer, 6yaeT ncnonb3oBaH BTOPOI KaHa.

1. sms ()

[return RadiusResult.challenge (Challenges.sms ()); J

2. byDialogName ("mobile")

[return RadiusResult.challenge (Challenges.byDialogName ("mobile")) ; J

e [leperpy3ku meToga RadiusResult dialog:

— RadiusResult dialog(String message):oTobpaxeHWe COODOLWEHNA message;
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— RadiusResult dialog(String message, Map<String, String> answers): BbI30B AMa-
nora, coCrtoAawero n3 UMHCTPYKUMnN No NpoxXoxXaeHuo cbaKTopa message C BO3SMOXHOCTbHO Bbl6paTb
HYXXHbI METOA, U3 C/I0BapA answers.

© nNpumeyanue

[nAa 3afaHnA TeKCTa KOHKPETHOro cooblieHna message (B Npumepe HUXe challengeChooseNew)
cM. Tekcmbl 0uano208bix coobujeHuli (cTpaHuua 311).

Mpumep UcNoNb30BaHWA B NpoLeaype:

s )
/* Co3marb CHoOBapb answers, 3aIablHH COOTBETCTBHE MEXIy

OTBeTaMH I[IOJIb30OBATEeENId H MeTOoOoaMH BXOIOAaMH */
final java.util.Map<String, String> answers = new java.util.HashMap<String, .
—String>();
answers.put ("1", "sms");
answers.put ("2", "totp");
answers.put ("3", "prfc");

/* BrizaBarh MerTon RadiusResult.dialog,
KoTopeld orobpaxaer nuainor challengeChooseNew C BapHaHTaMH
OTBETOB M3 CHOBApPd aANSwers H MNPHHHMAET OTBET MHOJNb30Barend */
return RadiusResult.dialog("challengeChooseNew", answers);

® com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes
vendorSpecific (): paboTa ¢ aTpnbyTamm, NOCTynatoLWMmmM OT ceTeBOro obpyL0BaHMA onpeae/ieHHOro
BEHAOpPA.
Peanusauyus B Blitz SDK

Knacc RadiusResult$VendorSpecificAttributes

package com.identityblitz.idp.radius.flow;

import java.util.HashMap;
import java.util.Map;

public class RadiusResult$VendorSpecificAttributes ({
private final Map<Long, Map<Integer, Object>> avps = new HashMap () ;

protected RadiusResult$VendorSpecificAttributes () {
}

public RadiusResult$VendorSpecificAttributes withAttribute (long vendorId, .
—int vType, Object value) {

Map<Integer, Object> byVendor = (Map)this.avps.get (vendorId);

if (byVendor == null) {
Map<Integer, Object> nByVendor = new HashMap () ;
this.avps.put (vendorId, nByVendor);
nByVendor.put (vIype, value);

} else {
byVendor.put (vIype, value);

return this;

(npogonkaeTca Ha cnepytoLen cTpaHnLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

protected Map<Long, Map<Integer, Object>> getAvps () |
return this.avps;

e [leperpy3ku meToga RadiusResult authenticated:

— RadiusResult authenticated(String subjectId): npoBeAeHMe ayTeHTUUKALMMU NONb30-
BaTeNA C YKa3aHHbIM VI,CI,EHTMd)MKaTopOM;

— RadiusResult authenticated(String subjectId, com.identityblitz.idp.radius.
flow.RadiusResult.VendorSpecificAttributes avps): nNpoBeAeHWe ayTeHTUdUKaL MK
Nno/ib30BaTeNA C YKa3aHHbIM MAEHTUPUKATOPOM U 3HAYEHUAMM aTPUBYTOB ceTeBOro 06opyao0BaHUA
onpeaeneHHOro BeHAopa.

Peanusauyus B Blitz SDK

Knacc RadiusResult$AuthenticatedResult

-

package com.identityblitz.idp.radius.flow;

import com.identityblitz.idp.radius.flow.RadiusResult.VendorSpecificAttributes;
import java.util.Map;

public class RadiusResult$AuthenticatedResult implements RadiusResult {
private final String subjectId;
private final VendorSpecificAttributes avps;

public RadiusResult$AuthenticatedResult (String subjectId, .
—VendorSpecificAttributes avps) {
this.subjectId = subjectId;
this.avps = avps;

public String getSubjectId() {
return this.subjectId;

public Map<Long, Map<Integer, Object>> getAvps () A
return this.avps.getAvps();

}

. J

Mprmep Ucnonb30BaHMUA B Npoueaype:

public RadiusResult next (final RadiusContext context) {

RadiusResult.authenticated (context.subject ());

4.6.5 Mpumepsbl npoueayp

Mpumep npoueaypbl C KOMMEHTapPUAMM U IoTMpoBaHMeM Ha ypoBHe DEBUG nokasaH Huxke. PykoBoacTByACb
AaHHbIM npumepom K Blitz SDK, nepenunwimnTe npoueaypy B COOTBETCTBUM CO CBOMMU TpeboBaHMA K BXxoay B ce-
TeBble CYKObI.

package com.identityblitz.idp.radius.flow;

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHne ¢ NpeablayLiei CTpaHULbl)
import org.slf4j.LoggerFactory;
import org.slf4j.Logger;
import com.identityblitz.idp.radius.flow.RadiusResult.*;

public class RadFLOWFull implements RadiusFlow {

// Co3marb Jjgorrep ngad xmacca com.identityblitz.idp.flow.radius
private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.
—~flow.radius") ;

/* Meron BO3BpamjaeT BBENEHHBIH MOJb30BATEIEeM JOIHH
M JOrHpPyeT HHPOPMALHIO O BBOLOE JOIHHA */
public String loginN12 (final String login) {
logger.debug ("#### Logging in via RADIUS. User entered login: {}", login);
return login;

/* BbI30B METOHA, PEANH3yPRILEro AlCOPHTM ayTeHTHPHKALHH
B B3aBHCHMOCTH OT KOHTEKCTa Bxoma */
public RadiusResult next (final RadiusContext context) {

/* JlorupoBaHue Ha ypoBHe DEBUG: id momb30BaTensd H

NOPSOKOBBIE HOMEp PaxTopa ayTEeHTHPHKALHH H3 KOHTexcra */

logger.debug ("### Getting subject id and factor number: subject = {}, factor =
—{}", context.subject (), context.factor());

/* EciM mNonb30BATENb B INAHHBIH MOMEHT MNPOXONHT MNEepBBIH
¢paxkTop ayTeHTHPHKALHH, 3aNPOCHTH BBOL HAapoad */

if (context.factor() == 1) {
return RadiusResult.challenge (Challenges.password()) ;

/* HHAue NpPOBEpPHTH, MIPOXOLHT JH HOJIb30BATENb B HAHHLIH MOMEHT BTOPOH (akTop.
B sTOM Ccliydyae CO30aThk CIOBaphb answers, 3amalblHHd COOTBETCTBHE MEXOy
OTBeTaMH NONb30BaTeld H MeTOOLaMH BXOLAaMH.

IIpug BBOme "1" 6ymer peanH3oBaH MeTorn Bxoma no SMS, npu BBOome "2" —
—IOLTBEPXOEeHHe yYepes3 JHYHEH KaOHHEeT
*/
} else if (context.factor() == 2) |
final java.util.Map<String, String> answers = new java.util.HashMap<String,.
—String> () ;
answers.put ("1", "sms");
answers.put ("2", "prfc");

/* Beizaparb meron RadiusResult.dialog,
KoTOopeld orTobpaxaer nuainor challengeChoose c BapHaHTaMH
OTBETA answers H [IPHHHMAET OTBEeT Hojlb30Barend */
return RadiusResult.dialog("challengeChoose", answers);

/* Ecnu ¢paxTop HE HNEepBEl H HEe BTOPOH, 3HAYHT [NOJb30BATENbL IPOMEI
oba ¢akrTopa. AYTEHTHQHUHPOBATL [NOIb30BATENS C YyKA3aHHBIM HIEHTHPHKATOPOM */
} else {
return RadiusResult.authenticated(context.subject());

/* Peanuzangud mMerona RadiusResult.dialog. Meron HpHHHMAET KOHTEKCT,

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHne ¢ NpeablayLiei CTpaHULbl)
LHamoroBoe cCoobmeHHe, ClIOBapb C BAPHAHTAMH OTBETA MDOIb30BaTeind,
BBEOEHHLIH OTBET HOoAb3oBarend */
public RadiusResult dialog(final RadiusContext context,
final String message,
final java.util.Map<String, String> answers,
final String answer) {

// JlorupoBaThk Ha ypoBHe DEBUG BBIBOL OgHAIoOra nLjid HOIb30BaTemnd
logger.debug ("#### Start dialog for user: {}", context.subject());

// JOrHMpoBaTh BEIBOL HOHAJOCOBOIO COOOIEHHS
logger.debug ("#### Start dialog with message: {}", message);

/* Ecnu nepemaercsd coobmenwe challengeChoose,
3anucarh B KOHCTaHTy challenge orBer monb3oBarensd */
if (message.equals ("challengeChoose")) {
final String challenge = answers.get (answer);

// JlorupoBarb Ha ypoBHe DEBUG OTBeT HOIb30BAaTENd
logger.debug ("#### Get challenge by dialog: {}", challenge);

// [IpOBEpPHTHL, YTO MNOIb30BATENb OTIPABHI HENYCTOH OTBET
if (challenge != null) {
// Ecmu oTBeT paBeH prfc, co3marb crnoBapb confirm
if (challenge.equals ("prfc")) {
final java.util.Map<String, String> confirm = new java.util.HashMap
—<String, String>();

/* IDo6aBuTh B ClIOBapb confirm COOTBETCTBHE MEXHy HaxarueM Enter
M OTHPABKOH MNONTBEPXIEHHS BXOoma B JIHUHBIE kKabuHET */
confirm.put ("OK", "prfc_configrm");

/* Orobpasurs coobmeHue confirm profile u
NpHHITH IOEHCTBHE NOJNb30Barend (Haxaruwe Enter) */
return RadiusResult.dialog("confirm profile", confirm);

/* Ecnum OTBET HNONb30BaTeld He coBmamaeT c prfc,
BBI3BATh METOL BXOOa, COOTBETCTBYWOIUHH OTBETY HNONb30BaTemnd */
} else {
return RadiusResult.challenge (Challenges.byDialogName (challenge)) ;

/* EciIH Honb30BaTelb OTHPABHI HyCTOH OTBET,

MOBTOPHO OTOGPA3HTL OHAIOI C BApHAHTAMH OTBEeTa answers */
} else {

return RadiusResult.dialog(message, answers);

/* Ecnu mepemaercd coobmeHre, oTrTiHuyHOe oT challengeChoose,
IPOBEPHTHL €ro Ha cooTBerTcTBHe confirm _profile.
Ecnym 5TO TAakK, BBI3BATH METOL BXxona uepes JIMuHblE xabuHer */
} else if (message.equals("confirm profile")) {
return RadiusResult.challenge (Challenges.profile());
}
// B HNPOTHBHOM Clydae OTKa3aTh B AYTEHTHQHKALHH OO HEepenaBaeMOH B METOL MNPHUHHE
else {

(npoponkaertca Ha cneayowert cTpaHuue)
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(npogonkeHune ¢ NpeablayLLen CTPAHULbI)

return RadiusResult.rejected("Login method not specified");

Mpumep npouesypbl C NPOBEPKOI NPUCYTCTBUA ONpPeaeeHHbIX METOLOB B CIUCKE AOCTYMHbIX:

package com.identityblitz.idp.radius.flow;

import org.slf4j.LoggerFactory;

import org.slf4j.Logger;

import com.identityblitz.idp.radius.flow.RadiusResult.*;

public class !FA implements RadiusFlow {

—~flow.radius");

public String loginN12 (final String login) {
logger.debug ("### Logging in via RADIUS. User entered login: {}", login);

return login;

public RadiusResult next (final RadiusContext context) {
if (context.factor () == 1) {

logger.debug ("### Run 1 FA: {}", context.subject());

return RadiusResult.challenge (Challenges.password()) ;

} else if (context.factor () == 2) {
logger.debug ("### Start 2FA: subId={}, availableMethods={}", context.
—subject (), context.availableMethods());
if ( context.availableMethods () .contains ("email") ) {

return RadiusResult.authenticated(context.subject());

public RadiusResult dialog(final RadiusContext context,
final String message,
final java.util.Map<String, String> answers,
final String answer) {

logger.debug ("#### Start dialog for user: {}", context.subject());
logger.debug ("#### Start dialog with message: {}", message);

if (message.equals("challengeChoose")) {
final String challenge = answers.get (answer);
logger.debug ("#### Get challenge by dialog: {}", challenge);
if (challenge != null) {

private final Logger logger = LoggerFactory.getlLogger ("com.identityblitz.idp.

logger.debug ("### Run 2FA: subId={}, method={}", context.subject(), "email

return RadiusResult.challenge (Challenges.email ());
} else if ( context.availableMethods () .contains("sms") ) {
logger.debug ("### Run 2FA: subId={}, method={}", context.subject(), "sms");
return RadiusResult.challenge (Challenges.sms());
}
return RadiusResult.rejected("noAvailable2FAMethods") ;
} else {

(npoponkaertca Ha cneaytoert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
return RadiusResult.challenge (Challenges.byDialogName (challenge));
} else {
return RadiusResult.dialog(message, answers);
}
} else {
return RadiusResult.rejected ("unsupportedMessage") ;

4.6.6 TeKcTbl guanorosbix coobLeHn

[ns Toro 4tobbl ONpenennTb TEKCT AMANOroBbIX cooblweHni, BbisbiBaembix B RADIUS-npoueaypax, pykoBoa-
CTBYITECb CMaHAAPMHbLIM an2o0pummom (cTpaHnua 325) BHECEHUA U3MEHEHWNI B TEKCTbl MHTepdeiica.

NaeHTudMKaTOp CTPOKM ANA 3afaHMA AMANoroBoro cooblleHMs message M3 METOAOB RadiusResult.
dialog (message, answers) W RadiusResult.dialog(message) O0/KeH ObiTb B ¢opmate radius.
display.dialog.message.<message>. Hanpumep, gna peanvsauum npoueaypbl U3 npumepa (cTpaHu-
ua 307) B ¢paiin messages BHOCATCA CAeAylOLIME USMEHEHUA:

radius.display.dialog.message.challengeChoose=BrifepuTrte cnocof MNOOTBEPXIEHUI BXOOAa:.
—\n 1 — MNonTeepxmeHue komoM u3 SMS \n 2 - IonTBepxmeHue B JluunoM kabuuHere (https:/
—/sso.domain.ru/blitz/profile) \n Brbop:
radius.display.dialog.challenge.name.prfc=lonreepxneHue B Npoduie MNONbL30OBATENd\N
radius.display.dialog.challenge.name.sms=[lonTBepxmeHue kKomoM u3 SMS\n
radius.display.dialog.message.confirm _profile=Haxmure Enter/BBom Oigd MNONTBEPXIEHUI. .
—Bxoma B JluuHoM kxalbuHeTe (https://sso.domain.ru/blitz/profile).

CoobuieHune radius.display.dialog.message.challengeChoose BbI3bIBaETCA B meToae
RadiusResult.dialog("challengeChoose", answers), a coobuweHne radius.display.dialog.
message.confirm profile BbI3blBaeTcA B MeToAe RadiusResult.dialog("confirm_profile",
confirm).

B cTpoKax radius.display.dialog.challenge.name.prfc M radius.display.dialog.challenge.
name . sms Nepe3anucbiBaloTca AManorM, otobparkaemble No yMoa4aHUIO A8 MeToaa Bxoaa vepes JIMUHbIN Ka-
6uHeT (prfc) n no Kogy ns SMS (sms).

Mpwn HeO6X0,EI,I/IMOCTI/I Bbl MOXeTe MEHATb canegyroumne CTPOKM No YMOHYaHUIO!

radius.display.vrf_code.sms=Bremute xom usz SMS:
radius.display.vrf_code.sms.on_error=HeBepHuH kxomn. [lompobyiTe eme pas:
radius.display.vrf_code.push=BBenutre xonm u3 push-coobueHu4d:
radius.display.vrf_code.push.on_error=HeBepHrH koI. [lonpobyhTe eme pas:
radius.display.vrf_code.totp=BBemurte xon us npunoxenud {0}:
radius.display.vrf_code.totp.onError=HeBepHuH komn. [lompobyHTe eme pas:
radius.display.vrf_code.totp.noTotp=Bxom IO IreHEpPaTOPy PAa30BHBIX [apolel He HaCTPOEH..
<»B YUETHOM BaIlHCH.

radius.display.vrf_code.hotp=BBemure xon u3 npunoxeHud {0}:
radius.display.vrf_code.hotp.onError=HeBepHuH kxomn. [lompobyHTe eme pas:
radius.display.vrf_code.hotp.noHotp=Bxon mo reHepaTopy Pas30BHIX [IapOled He HAaCTPOEeH..
<»B YUETHOM BalHCH.

radius.display.vrf_code.email=BBenuTe xom u3 email:
radius.display.vrf_code.email.on_error=HeBepHbH komn. [lonpobyHTe eme pas:
radius.display.dialog.message.challengeChoose=Brbepure MeTon ayTeHTuduxkanuum: {0}
radius.display.dialog.challenge.name.password=napoib
radius.display.dialog.challenge.name.sms=sms
radius.display.dialog.challenge.name.push=push
radius.display.dialog.challenge.name.mobile=sms/push

(npoponkaertca Ha cneayowert cTpaHuue)
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radius.

radius

radius.
radius.
radius.

display.
.display.
display.
display.
display.

dialog.
dialog.
dialog.
dialog.
dialog.

challenge

challenge.

challenge
challenge
challenge

.name

name

.name
.nhame
.hame

(npoponkeHue c NpeablayLLei cTpaHuLbl)

.email=email

.totp=TOTP

.hotp=HOTP

.prfc=npodatin
.trustKey=noBepeHHOE IMNPHIOXEHHE

4.6. Npoueaypbl o6pabotkn RADIUS-3anpocos
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hasa 5

Aun3anH n TeKkctbl MHTepdenca

5.1 CrpaHuua Bxopga

A\ Npeaynpexaenne

ALMWHUCTPATOP KOHCO/IM YNPaBAEHUA AOKEH CAMOCTOATEIbHO MPOBEPATb KOPPEKTHOCTb MOMELLLAEMbIX Ha
CTPaHULY BXoAa JS-CKPUNTOB M COAEPHKMMOE CTPAHML, BXOAA HA NpeaMeT BO3MOXKHbIX YA3BUMOCTEN.

B pasgene BHeWHU BMA KOHCOWN YNPaBAEHUS aAMUHUCTPATOP MOMKET HAaCTPOUTb NMapameTpbl oTobpakeHus
eauHoM cTpaHuubl Bxoga. Ecnv npumensatotca npunoxeHua Blitz Identity Provider no pernctpaumm nonb3osa-
Tenel 1 BOCCTaHOB/IEHUIO MNAPOAA, TO UX BHELHUI BUA, TaKKe ByaeT coOOTBETCTBOBATb 3a4aHHbIM HAacTPOMKam
BHELWHEro BUAa eaMHON CTPaHMLbl BXoAa.

Mpu BXoAe B pa3aen BHelwHWIA BUA 0TobparkaeTcs nepeyeHb HAaCTPOEHHbIX LWabNOHOB CTPaHULLbI BXOAa. KaxKablii
wab/IoH onucbiBaeTca:

* NAEHTUPUKATOPOM;

* HasBaHueMm;

® fepeyHeM NpUIONKEHWUN;
® OonucaHuem.

Mo ymonyaHuto co3gaH wabnoH ¢ naeHTUHMKaTopom default — OH UCNONb3YETCA A/1A BCEX NPUIOKEHWNI, Noa-
KNHOUYEHHbIX K Blitz Identity Provider, a Tak»Ke A1 CTpaHUL, eAUHOTO SorayTa.

PesakTMpoBaHuWe WaboHa N0 YMONYAHMIO OCYLLLECTBAAETCA C MOMOLLbIO CNeLmasbHOro KOHCTPYKTopa (noapo6-
Hee HUXe).

TaKk»Ke nmeeTcA BO3MOMKHOCTb:

® C034aBaTb M U3MEHATb HOBbIE LWABGAOHbI C MOMOLLbIO KOHCTPYKTOPA M Ha3HayaTb X Pa3HbIM NPUIOXKEHM-
aM;

* C03/aBaTb M U3MEHATb HOBbIE LWABAOHbI B PYYHOM peXRMME.

5.1.1 PepakTupoBaHue WabaoHa N0 YMONYAHUIO

MY OTKPBLITUM CTPAHMLbI PEAAKTUPOBAHUA WaboHa No YMOAYaHMIO oTobparKkaeTca MHGopPMaLMsA O Camom Luab-
noHe (naeHTMdMKaTOp WabnoHa, Ha3BaHMe WabnoHa, ONMCaHWE U NePeYEHb NPUNOKEHNI), a TaKKe UHTepdenc
KOHCTPYKTOpPa CTPaHULbI BXoAa.

HacTpoiika BHelWHero BMAa cTpaHuubl Bxoga (cBolicTBa WwabnoHa):
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CsoiicTea wabnoxa

WpenTudukarop wabnoHa default_1

Haspanue wa6noHa default_1

Taru wabnoxa

A Tembl. B k TEros MOXET BLICTYNATL

ration") unu
Bynet
C TeKyLWMM 3aNPOCOM Ha ayTEeHTMChMKal

"required”, "e M uMCTOM

Onucanue Generated at 1677833153

Mpunoxexnna design_test

HacTpoiika BHelHero snaa CTpaHuLbl Bxoaa (BHEWHMI BUA CTPaHMLbl BXO43):

BHewHui BUA cTpaHuubl Bxoaa

Tema Blitz Identity Provider (no ymonuaruio) v

PacnonoxeHue oCHOBHOro 6noka O Cnesa @ Mo ueHTpy O Cnpasa

8 8 8
— — —
BbiGop A3bIKa Ortobpaxats v

HacTpoiika BHelWwHero BMAa CTpaHuLbl Bxoga (1orotmn):

Jlorotun

& 3arpyautb norotun

Pekomenayeman sbicoTa norotuna 32px

@ Identity Blitz

HacTpoitka BHelwwHero Buaa CTpaHuLbl Bxoaa (GOHOBbIA PUCYHOK):
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®DOHOBbI PUCYHOK

& 3arpy3uTb hoHOBBIN PUCYHOK

MeHayeMblii pasmep chaiina He Gonee 1MB

Wnu BbIGpaTh U3 NpeanoXeHHbIX PUCYHKOB

O PucyHok 1 O PucyHok 2 O PucyHok 3

HacTpoiika BHelwHero Buaa CTpaHuubl Bxoga (HacTpoiika dyTepa):

Hactpouka cytepa
[Hob6asbTe thparmeHT HTML-Koaa AnA 0To6paxeHua B hyTepe CTpaHuLbl Bxoaa.

1 Cxommpyirre ciopa dparsent HTML xoga

CoxpaHuTb

B cTaHAapTHOWM nocTaBke KOHCTpyKTop Blitz Identity Provider npeaoctasaseT cneaytoume BO3MOXKHOCTU:
® Tpu LBETOBbIX TeEMbl 0POPMAEHUA 3/1eMEHTOB MHTepdelica;

® BO3MOMHOCTb OMpeae/MTb MECTONO/IoXKeHNA 610Ka BBOAA CBeAeHUIN (MaeHTUdMKaLMM 1 ayTeHTUDUKE-
UMW, PerMcTpaumnm, BOCCTaHOBAEHMA NAPOs);

® BO3MOXXHOCTb 3arpy3Kku n10orotmna KomnaHun gna OTOﬁpa)KeHMﬂ B 3aro/ioBKe CTpaHuLbl;

¢ BbI6Op HOHOBOrO PUCYHKA (MOXHO BbibpaTh M3 3 CTaHAAPTHbLIX PUCYHKOB B KakaoW Teme odopmaeHus,
IMBO 3arpy3nTb CBOW COBCTBEHHDIN HOHOBBIN PUCYHOK);

® HacTpoWKa cogep:KaHua pyTepa CTpaHuLbl BXOAa.

Ha pucyHKax HUKe NpuBeAeHbl HEKOTopble NPMMepbl CTPAHUL, BXOAA, NOAYYEHHbIX B pe3y/bTaTe CTaHA4apTHOW
HACTPOWMKM.
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@ Identity Blitz

Pycekui (RU) v

Bxop B TecToBOE NpUnoXxxeHune

Toru

Torum

Napons.

Mapons ®

Babbinm napons?

Boiti

[51] &
rocycnyru

Her akkayuTa? 3aperucTpuposatkca

Vicnonb3yiiTe UHKOTHUTO ANA BXOAA C HYXOrO YCTPOWCTEA

MonuTuka KokdhuaeHUMaNsHOCTU
Yenosua ucnonssosanua

Blitz Identity Provider

0 <PEAK CODT>

Identity Blitz

Bxopn B TecToBOE NpunoxexHue
TNorux
Noruw

Napons.

Napons

3aGeinv napons?

Boiitn

Bxon no 3neKTPoHHO# noanucy

Bxon no Knkovy GesonacHocTh

Her aKkayTa? 3aperucTpuposaTsca

Vicrnonk3yiiTe VHKOTHUTO 1A BXO4A C HYXKOTO YCTPORCTEa

5.1.2 Co3pgaHue u U3MeHeHMe HOBbIX LAB/I0HOB C NOMOLLbIO KOHCTPYKTOPA

Blitz Identity Provider no3BonseT HacTPOUTb pasHblii BUA, CTPAHUL, BXOAA 418 CyYasn BXOAa NO/b30BaTeNA B pas-
JINYHbIE NOAKNIOYEHHbIE NPUNOXKEHUA. 15 3TOro HeobXoAMMO CO3aBaTh HOBbIE WaboHbI BXOAA — NpOLLLe Bce-
ro aTo caenatb Ha 6a3e cywecTtsytowero default-wabnoHa, Haxkae Ha KHoOMKy «Konuposameo». NMocne atoro 6yaeT
C03/aH HOBbIM WabNOH, KOTOPbI MOXHO PeAaKTUPOBATb C MOMOLLIO KOHCTPYKTOPA.
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LWa6noHbl cTpaHuy Bxoga

[nA ohopMNeHUA CTpaHuLbl Bxoaa UCnonb3ykTCcA WwabnoHbl. Bbl MOXeTe 0TpeaaKkTUpoBaTh OCHOBHOI WabtnoH Unn co3aaTh AONONHUTENbHbIE WAaGNOoHbI, KOTOPbIe ﬁyﬂyT
NPUMEHATLCA ANA CTpaHnL.
Bbl MOXeTe cozaasaTh AONONHUTENbHbIE WabNoHbl, COXPaHUB KONUIO OCHOBHOMO WabnoHa, a Takxxe pefakTupoBaTh WabnoHb! BPYYHYIO.

Wpentudgukarop HassaHue wa6noHa Taru MpunoxexHuna Onucanue
default default test_app, test_app2 Generated at 1677833153 .
logout, blitz-idp, blitz-
default_1 n default_1 ogout, bliiz-idp, bl design_test Generated at 1677833153
recovery, blitz-registration

YT06bI HOBbIN WABNOH MCNOAL30BACA NPU BXOAE B HEKOTOPOE NPUNOKEHNE, HeobXoaMMO B pasgene «[Tpuso-
HEHUA» NepenTn K pefaKTUPOBAHMIO HYXKHOTO NPUIOXKEHNA U BbIBpaTb Tpebyemblit LwabioH CTpaHuL,.

MapameTpbl NpunoxeHns

WNaenTudukartop (entitylD nan test_app
client_id)
HasBanue Test app
AlomeH https://demo.company.com

CrapToBas CTpaHuua

npUnoXeHns
Kntou wndposaHus v
VACHTUGUKATOPOB

LWa6noH cTpaHuLy default v

Yaanute NpunoxeHve CoxpaHutb

5.1.3 Co3paHue U U3MeHeHUe HOBbIX LWAbAOHOB B py4HOM pexkume

MOXHO HaCTpPOUTb BUA, CTPAHULLbI BXO4A NOA UHAMBUAYANbHbIE TPE6OBaHVIﬂ OpraHun3auum, T1.e. HET HEO6XOLI,M-
MOCTU OrpaHNYMNBATbCA TOJIbKO BO3MOXHOCTAMU KOHCTPYKTOpPA.

Kakablit wabnoH cTpaHuLbl BXoAa npeacrasnset cobol zip-apxms.

A\ Buumanne

HassaHwue zip-apxuBa 40NKHO:
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® coAaepaTb TO/IbKO BYKBbI NaTUHCKOro andasunTa, UMdPbI U 3HAK NOAYEPKUBAHUA _;
® HauMHaTbCA C BYKBbI NAaTUHCKOTO andaBMTa UK 3HAKa NOAYEPKUBAHUA _;
® coaepxaTb He 6onee 31 cumBona;

* MmeTb IMbBO cAUTHOoE HanucaHwue, nmbo ¢ pasgeneHnem yepes HMXKHee noa4epKnBaHue _

Bce WwabnoHbl pasmelLeHbl B AUPEKTOPUN:

[\assets\themes

Cambli1 NpOCTOi cNocob nepenTn K py4HOMY PeaaKTMPOBaHMIO WabioHa — BbINOJHUTL CeAytoLLme Wark:

® C034aTb KOMUIO cyliecTytolero wabnoHa (Hanpumep, default-wabnoHa), HaxkaB B KOHCONM KHOMKY Ko—
HHpOBaTM

® MepenTn B COOTBETCTBYIOLLYIO AUPEKTOPUIO C LWAbnoHamu;
® pacnakoBaTb apXMB C TO/IbKO YTO CO34aHHbIM LWabnoHOM;
® OTpenaKkTMpoBaTb Pai meta.conf, COAEPNKALLMIACA B apXMBeE, YAA/IMB NapaMeTp builder;

* 06paTHO 3aapxmMBMpoBaTb ¢daibl WabnoHa, ybegmslumnce, Yto han meta.conf HaXOAUTCA B KOPHEBOM

ANpeKkTopumn.
& C\Program Files (x86)\blitz-idp\assets\themes\new_theme\meta.conf - Notepad++ - O n
Qaiin [paska [Mouck Bua Koamposkm Cuntakcucer Onuum  Makpocel  3anyck  [Mnarmdel  OkHa 2 X
o = golg:]‘ Q‘ ‘nb&“%i‘g‘“;ix":’.' ] ,jl:lB\f [o]
Eﬂmdacodiﬂl

1 |( "name"”:"Default theme","desc":"Generated at 1482151154","buildex®:{"layout®:"center® "theme":"hljitz"}}

Normal text file length: 103 lines: 1 Ln:1 Col:1 Sel:0]0 Dos\Windows UTF-8 INS

Mocne BbINONIHEHUA 3TUX LLATOB MNOABUTCA BO3MOMHOCTb PEAAKTUPOBAHMNA TEMbI B Py4YHOM perkume. Momumo
CTaHAAPTHbIX MOJEN, OMMCHIBAIOLLMX CaMy TeMY, AOCTyNeH 610K Mabnon cTpanui. OH NO3BOAAET CO34aTh / U3-
MEHMTb LWabAOH — TEKCTOBbIN daiis, KOTOPbIM KOMIUANPYETCA C NOMOLLbIO WabaoHm3aTopa Twirl®2.

LLIabnoH AOMKEH UMETL CUTHATYPY:

@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit..
—request: RelyingPartyRequest[_], messages: Messages)

B KauecTBe NapameTpoB Npu co3gaHMM WabaoHa cneayer UCNONb30BaTb:
® headers — HTML-Kopg 3arofioBKa CTPaHMLbl, KOTOPbIA HEOBXOAMMO PACNONOKUTL B Tere head;
e form— HTML-Koa ocHOBHOW HOpMbI, KOTOPbIN HEOHXOAMMO PaCcnoNoXKUTb B Tere body;

® scripts—HTML-Kkog clavaScript, HeobxoanMbI ANA KOPPEKTHOMN paboTbl GOPMbI, KOTOPbIN HEOBXOANMO
pacnosioXuThb B Tere body;

® pathAssets — KOHTEKCTHbIN NyTb K pecypcam wabnoHa.

62 https://www.playframework.com/documentation/2.5.x/ScalaTemplates
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®yHKUMA RfBuilder () A0OABAAET HA CTPAHULLY KOA OCHOBHOM popmbl ayTeHTUUKauUN. Dopma ayTeHTUDUKa-
umA (nepeyeHb M COCTaB NONIEN, PACTONOMKEHNE KHOMOK) He HAaCTPauMBaeTCA 3a UCK/OYEHMEM U3MEHEHWI, pea-
nnsyembix cpegcteamm CSS. VHbImKM cnosamum, cpeactsam CSS MOXKHO U3MEHUTb LBET OTAE/bHbIX 31EMEHTOB UK
CKPbITb UX — /1A 3TOrO C/ieyeT HalTU COOTBETCTBYOWMI Knacc B CSS-daine Tembl U USMEHUTb €ro CBOMCTBA.

JINCTUHr I'IpOCTeﬁLLIEI'O wabnoHa npueeaeH HNxe:

@ (headers: Html, fBuilder: FormBuilder, scripts: Html, path: String) (implicit..
—request: RelyingPartyRequest[_], messages: Messages)

<!DOCTYPE html>
<html>

<head>
@headers
</head>

<body>
<div id="main">
<section id="content_wrapper">
@fBuilder ()
</section>
<div>
<div>
@Html (messages ("author.copyright"))
</div>
</div>
</div>
@scripts
</body>

</html>

Mpwn “cnonb3oBaHMM Takoro WaboHa CTpaHuLa Bxoaa byaeT MMeTb BUA, NMPUBEAEHHbIN Ha PUCYHKE HUXKE.
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Bxog B JIn4HbIN KabuHeT

Joruu

TNorun
Maponb
Mapone

3abeinu napons?

Boiitn

Het akkayHTa? 3apernctpupoBartbCa

Mpu popmrpoBaHUM WabMOHa CTPAHULBI BXOAA MMEETCA BO3MOXKHOCTb UCNOMb30BaTb PECYPCbl — HAanpumep,
TabAuLbl CTUEH AU PUCYHKM.

[lna vx 3arpysKu cieayeT Mcnosib3oBaTb 610K « Pecypcobl» BHELIHEro BUaa CTPaHuLLbl, KOTOPbIA NO3BONAET 3arpy-
3UTb Heobxogumble palinbl B zip-apxmse. YTobbl cooTBETCTBYHOLWME dainibl ObiNM AOCTYMHbI, UX CAedyeT pasme-
WaTb B AMPEKTOPUM apXmMBa C HazBaHMEM assets. HeobXxogMMble pecypcbl TaKXKe MOXKHO BPYYHYIO BKOYUTD B
COCTaB UCXOLHOTO Zip-apXxuBa ¢ WabnoHOM CTPaHULbI.

Pecypcbi

> @ css
> (3 img

TRy 3arpysVTs HOBBIiA Zip-apxVs

[Ons nobasneHna nepekaoyaTens asbika B body wabnoHa Heobxoanmo Ao06aBUTb cneayoLmii 610K:

<div ...>
<section class="language—-section">
<div class="language-selector">
<select id="lang-selector"></select>
</div>
</section>
@langSelector ()
</div>
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5.2 JInyHbiK KabuHeTt

Blitz Identity Provider no3sonfeT meHATb 1OroTMNbI 3arosoBKa 1 dyTepa B JIMUHOM KabUHETe, a TaKKe KacToMMU-
31pOoBaTh LBETOBYIO cxemy JInuHOro KabuHerta c nomouybto CSS.

5.2.1 JlorotTun B 3aros0BKe

[.na 3ameHbl n1oroTmna B 3arosioske JInyHoro KabunHeTa MOXHO UCMONb30BaTb O4uH 13 cheayrowmx cnocobos:

Cnocob6 1

3ameHuTe daiin norotmna logo-ib_h30.png B ANPEKTOPUN /usr/share/identityblitz/blitz—config/
assets/public/lib/blitz—common/img/ HOBbIM paliNoOM C TEM Ke Ha3BaHUEM.

Cnocob6 2

1. Nonoxnte B AUPEKTOpUD /usr/share/identityblitz/blitz-config/assets/public/lib/
blitz-common/img/ ¢ain c KACTOMHbIM IOrOTUNOM (mylogo.png B NPUMEPE HUXKE).

2. OtkpouTe palin ... /assets/public/lib/blitz-profile/stylesheets/custom.min.css

sudo vim /usr/share/identityblitz/blitz-config/assets/public/lib/blitz-profile/
—stylesheets/custom.min.css

3. Ykaxute URL-nyTb K HOBOMY dainy.

A\ BHumanue

B KauecTBe Nyt K gupeKkTopun /usr/share/identityblitz/blitz-config/assets/public/
lib/blitz-common/img/ UCNONb3YyHTe https://<domain>/blitz/public/img/.

:root{
—-—navbar-branding-img: url (https://<domain>/blitz/public/img/mylogo.png) ;

O coser

[ns norotnna TakKe MOXHO MCNoab30BaThb ¢paiin Ha BHewHem URL.

5.2.2 Jlorotun B pyTtepe

[na 3ameHbl norotuna B ¢ytepe J/InyHoro KabuHeta 3ameHuTe dain norotuna logo-bip.png B AUPEK-
TOopuKn /usr/share/identityblitz/blitz-config/assets/public/lib/blitz—-common/img/ HOBbIM
dannom c Tem ke Ha3BaHMEM.

5.2.3 Kactomusauuma useToBoU cxembl
M3meHeHMe UBETOBOM CXeMbl BbINONHAETCA B dpaine:

.../assets/public/lib/blitz-profile/stylesheets/custom.min.css.

:root{
——profile-color-accent: #00bde5;
——profile-color-border-primary: #ddd;
——profile-color-border: #ddd;
(npogonkaetcs Ha cneayowwen cTpaHuLe)
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——profile-color-button:#f1£f1f1;
——profile-color-href-hover: #1d6fab;
——profile-color-href: #3498db;
——profile-color-outline: #ddd;
——profile-color-primary: #3498db;
——profile-color-text-button: #666;,
——profile-color-text-light:#fff;
——profile-color-text-primary:#3498db;
——core-color—-accent: #00bdeb5;
——core—-color-body: #666;,
——core—-color-border: #ddd;
——core—-color-outline: #d9d9d9;
——core-color-primary: #3498db;
——core—color-sidebar: #f2f2f2;
——core-color-light: #fff;
——core—-color-dark: #3b3f4f;
—-—core-color-border-primary: #3498db;
——core—color—-footer: #fafafa;
——core—-color—-ib-blue: #00bdeb;
——core-color-text-list: #fff;
—-—-core-color-text-danger: #dc4831;,
——core—-color-text—-footer: #898f97;
——core-color-text-link: #666;
——core—color—-text—-success: #64c556;
——core—color-text—-suggestion: #fff;
—-—core—-color-social-vk: #5e81a8;
——core—-color-social-vkid: #5e81a8;
——core—-color-social-esia: #0063b0;
——core-color-social-esiadp: #0063b0;
——core-color-social-sbrf: #00b017;
——core—-color-social-sbb: #127f8c;
—-—core—-color-social-alfa: #ef3124;
-—core-color-social-google: #009a22;
——-core-color-social-apple: #000;
——core—-color-social-yandex: #ff5651;
—-—core-color-social-mail: #3d32d7;
——core—-color-social-blitz: #00bde5;
——core—-color-social-mos: #b40031;

——core-color-social-facebook: #00cdff;

—-—core—-color-social-tcs: #000;
—-—core—-color-social-vtb: #0a2796;
——core—-color-social-ok: #1ff8100;

(npoponkeHue c NpeablayLLei cTpaHuLbl)

5.3 MynbTUA3bIYHOCTb

Beb-mHTepdeiic Blitz Identity Provider noagepkmBaetr mynbTUA3bIMHOCTb. M0 yMONYaHUIO NpesycCMOTPEHO ABa

A3bIKA — PYCCKMI U aHIIUACKUNA.

Mo ymonyaHuio nosb3osaTento otobparkaerca MHTepdeiic Ha TOM A3biKe, KOTOPbI COOTBETCTBYET ero CUCTEMHO-
My a3blKy B OC 1 npegnoytutesibHOMy A3biKy B 6pay3epe. B 3Tom ciydae nepektoyeHne A3bika OCyLecTBaAAeTcA
nocpeacTBOM M3MeHeHWA OCHOBHOTO f3blKa BBOAA (A3blKa 0TOBpaKeHUs Beb-CTpaHuL) B UCNONb3yeMoM bpay-
3epe. Hanpumep, ans nsmeHeHus s3bika B 6paysepe Chrome Hy}KHO BbINOMHUTb LIATK:

® nepeinTH K HacTpoikam 6paysepa (chrome: //settings/);

i Bbl6paTb NYHKT MNoKa3aTb 4ONOAHUTENbHbIE HaCTpOﬁKM;
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® Ha)KaTb Ha KHONKY N3mMeHUTb A3blKoBble HaCTpOﬁKVI;

® nepemecTtuTb Hy)KHbIl)‘I A3bIK Ha NepBoe MeCTO B CNUCKeE.

Azbiku

BribepuTe OCHOBHOW ¥ AONOAHUTENBHBIV A3bIKM BBOAE. [loapobHee

A3bikn pycckmmn
pyccKuit Google Chrome otobpaxaercs Ha 3TOM A3bIKe
aHranickuid (Coeamrentnle Wrate) ¢! Vicnonb3osats 3TOT A3bIK AN8 NPOBEPKW NPABONMCaHNA
aHrANACKUIA

[obasutb

| BkarouuTe Nposepky npasonucaHuna. [lonb3oBaTenbckvii CNOBaPs ANA NPOBEPKMA MPABONUCAHMA

’ loToso ’

[na nsmeHeHus A3blka B bpaysepe Firefox Hy»KHO BbINONHUTL LWATK:
® nepeunTH K HacTpoikam bpaysepa (about :preferences);
e BbIbpaTh pasgen CoaeprKMMoe HacTpoek;
e B roapasgene A3blKK HaXKaTb Ha KHOMKY BbibpaTb;

® nepemecTtuTb Hy)KHin;I A3bIK Ha NepBoOe MeCTO B CNUCKe.
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Azbikn X

HekoTopble Beb-cTpaHuubl MoryT BbiTe A0CTYNHLI Bonee yem Ha OAHOM A3bIKe. YKaxuTe Nnopaaok
BbIbOpa A3bIKa CTPaHUUbI:

Pycckumid [ru] Buuz

o

|
D
-

AHrannckmi [en]

Yaanute

Anrannckmin/CLUA [en-us])
BbibepuTe A3bIK, UTOOLI ero 406aeuTs... ~ LoBaenTs
OK OTtmeHa Cnpaexa

JonosHUTENbHO BO3MOXHO NPOBECTU HAaCTPOMKY A3blKa Yepe3 KOHOUTYPALNOHHLIA daltnblitz.conf. Ana 3T0-
ro cnenyet oTpenaKTMPOBaTb pPas3fen AN HaCTPOMKK A3blka blitz.prod.local.idp.lang CO cieayoWUMn
napameTpamu:

® languages — CNMUCOK AOCTYMHbIX A3bIKOB. nepBblﬁ A3bIK B CNUCKE CHNTAETCA A3bIKOM NO YMONYAHUIO,

® portal-lang-cookie —UMSA (name) U JOMEH YCTaHOBKM (domain) cookie ¢ TeKyLwmMMm A3bIKOM NopTana
(onumoHanbHbIN). Ecnm nopTanbHasa cookie 3agaHa, To cmeHa asbika B Blitz Identity Provider coxpaHseTca
B YKa3aHHoW cookie;

® ignore—browser — BbIKIOYEH UAW HET PEKUM UTHOPUPOBAHUA A3bIKa Bpay3epa;

® lang-variants —nepe4yeHb UOeHMUGpUKAMOopPO8 crneyuaabHbix HA6OPO8 CMPOK 0718 0MOesnbHbIX MPUso-
eHuli (cTpaHuua 331).

Mpumep dparmeHTa KOHPUrypaumMoHHOro dalina:

"lang" : {
"ignore-browser" : true,
"languages" : [
"ru",
"en"
]I
"lang-variants": ["speciall", "special2"],
"portal-lang—-cookie" : {
"domain" : "domain.com",
"name" : "blitzlng"

Takum 06pasom, Hanpumep, ecav NPUMEHeHNe aHIIMMCKOTO A3blKa MHTepdelica He TpebyeTca, TO ero MOXHO
YOAAWUTb M3 NapameTpa languages.
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5.4 HacTpoiiku TeKcToB UHTepdeica

5.4.1 TeKcTtoBble coobwieHunsa seb-uHTepdeiica

Blitz Identity Provider no3sonseT MeHATb TEKCTOBbIE CTPOKM, UCNOAb3yeMble B MHTepdeice cuctemsbl. Jaa sTo-
ro Heob6xoAMMO OTpesaKTUPOBaTh Paln messages, Pa3MeELLEHHbIV B AUPEKTOPUMU /custom_messages/, AO-
6aBuB CTPOKY BMAa «MNapameTp=3HauyeHune», rae napametp — UAEHTUGMUKATOP TEKCTOBOI CTPOKK, a 3HaYeHune —
HeobXoaMMbII TEKCT.

Bce TeKcToBble CTPOKM, ncnonblyemble Blitz Identity Provider no ymonuaHuto, coxpaHeHbl B apXMBE messages .
zip, BXoAAWMM B cocTtas 0.

Hanpumep, cneayrowias CTPOKa OTBEYAET 3a TEKCT Ha GopMe perucTpaumm, rae pasmelleHa CCbl/ika Ha yC0Bus
NCNONb30BaHUA:

reg.page.reg.action.agreement=Haxumad Ha&nbsp; XHONKY &laquo; 3aperuCTPUPOBATLCAL
—raquo; Be&nNbsp;cornamaeTtech c&nbsp;<a href=" " target="_blank">yCcnoBHIMH..
< HCHONb30BaHUL</a>

[ns KoppeKTHoro oTobpaxkeHuma ¢hann fonKeH bbiTb COXpaHeH B KogupoBke UTF-8.

Mpn HeobxoAMMOCTU WM3MEHWUTb aHIUIACKUIA A3bIK cnefyeT [06aBUTb B YKasaHHYO AMpeKTopuio ¢ain
messages.en U U3MEHUTb B HeM Heobxoaumble daiinbl.

Mpn HeobX0AMMOCTU UCMO/b30BaTb B TEKCTaX CMMBOA @ €ro CaeayeT BBECTU ABaKAbl.

5.4.2 Wab6noHbl nucem n SMS-coobLieHuit

LLIabnoHbl nucem nNpeacTaBAAoT cOBON TEKCTOBbIE CTPOKM, COXPaHAEMble aHaNOrMYyHO OBbIYHbIM CTPOKaM B
Beb-nHTepdelice. X U3MeHeHne NPon3BOAMTCA aHANOTMYHbIM 06pasom.

Ucnonb3ayeTca yHUOULMPOBAHHbLIN popmaT KOA0B COOBLLEHWNI, KOTOPbLIA MMEEeT BUA,:

[message.$[prnna_cooémeHHﬁ].$[THH_0006meHHg].$[BapHaqu].$[KaHan].$[qaCTb]

Mcnonb3ytoTca rpynnbl coobLueHuns:
e notif -Ana MHGOPMALMOHHBIX coobLieHMi;
® reg - ANs B3aMMOAEWCTBUA C NONb30BaTeIeM NPU perncrpaLmu;
® recovery - A7 B3aUMOAENCTBUA C NO/Ib30BaTENEM NPU BOCCTAHOBAEHUN AOCTYNa;
e auth - ANA B3aMMOLENCTBUSA C NONb30BATENEM NPU AyTEHTUDUKALMM;
® profile - ANA B3aMMOLEWCTBUA C NONb30BaTeNeM B JIMUHOM KabuHeTe;
® api - ANA B3aMMOAEWCTBUA C NOSIb30BaTENEM NPU UCNOAb30BaHUK API.

Tunbl cOOBLWEHNI U3 Pa3AnYHBIX Fpynn:

notif
login_unknown_device
MHdopmMMpOBaHMe NONb30BATENA O BXOAE C HEM3BECTHOIO YCTPOMCTBA.
MNapameTpbl:
* device - KOg YCTPOWCTBa;
® device.msg - Ha3BaHWE YCTPOWCTBA, BbIYMCNEHHOE Yepes CTPOKY msg (audit .device.$ [device]);
* browser - bpay3ep Nonb3oBaTens;
* atpubyTbl U3 ceccuu Nosib3osBaTens;

® ua.name - UMA YCTPOICTBA;
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app.id - UAEHTUOUKATOP NPUNOKEHUS;
app . name - UMA MPUJIOXKeHUA;

ip - IP-agpec;

ip.country - CTPaHa,

ip.state - pervoH,

ip.city -ropog,

ip.lat - lUMpPOTa;

ip.1lng - A0NroTa;

ip.radius - pagMyc OKPECTHOCTH;
device.type - TUMN YCTPOMCTBA;

device.mkey - cO6paHHbIM KA4 Ana coobuweHuin, npasBuao ¢popmupoBaHuA: s"SdeviceType.
SosName. SosVer";

0S.name - UMS ONEPaLUOHHOW CUCTEMDI;
0s.ver - BEPCMS ONepaLMoHHON CUCTEMDbI;
os.mkey - COBPaHHbIN KNtoY ANa coobLLeHMI, NPpaBnao GopMUPOBaAHUA: s" SosName . SosVer";

event.time - Bpemsa cobbITUA (B unixtime).

B wabnoHe coobLieHna MOXKHO UCMONb30BaTb caeaytolme GyHKLUMU GopmaTUPOBaHUA:

S [<ATTR>&dic (<MSG_KEY_PREFIX>, <PARAM_ SUBSTITUTION>) ] - NONy4YeHUe 3HAYEHUA U3 CTPOKMU;

$[<ATTR>&formatUnixTime (dd MMMM YYYY r.,ru,GMT) ] - dopmaTMpoBaHue AaTbl U BPEMEHM, Fae
dd MMMM YYYYT.-wWwabi0H B popmaTte SimpleDateFormat, ru-/IOKajb (ONLMOHANbHO), GMT - TAaM30Ha
(onunoHanbHO).

B wabsoHe MOXKHO 334aBaTb YCNOBMUA Ha HanuuMe napameTpos. Creayowmini npumep No3sondeT oTobpasuTb
CNI0BO C'opom M 3HAUYEHMeE U3 NapaMeTpa ip.city NPU ero HaMumK, eCv e ip. city OTCYTCTBYET, TO He byaeT
NOKasaHo HUYero:

[$ [ip.city+Copon: ]1$[ip.city-]

Q coser

[nsa paboTbl Npumepa co3gaiTe U aKTUBUPYITE Mpouedypy 8xoda, Moayyarowyto 2e00aHHbIE Moab3oeamens
(cTpanuua 284).

link_social_network

NHbopMmMpoBaHMe Noab3oBaTeNA O MPUCOEAUHEHUN K COLMAMbHOW CETH.

MapameTpsbl:

fp.humanReadableName - Ha3BaHWe BHELWHEro NOCTaBLLMKa VILI,eHTMd)MKaU,VIM,'

anM6YTbI nosib3oBaTens.

change_pwd

NHdopmMpoBaHME NOAL30BATENA O CMEHE NapPOoNs.

MapameTpbl:

aTpubyTbl NoNb30BaTENA.
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changed_pwd_to_object
MHbopmUpoBaHMe O CMeHe NaponsA B 3aBUCUMOM YHETHOM 3anucu.
MapameTpbl:

7 7 obj.
® aTpubyTbl 3aBUCMMOMN yYEeTHOM 3anmcu ¢ npedbmnKcom bj

access_recovery
NHbopmMUpoBaHME NONb30BATENSA O BOCCTAHOB/IEHUM Napona
MapameTpsbl:

i anMGYTbI no/sib3oBaTenAa.

access_recovery_by_object
NHpopmmnpoBaHMe 0 BOCCTAHOBAEHMM NAPOAA B 3aBUCMMOM YYETHOM 3amnnCH.
MapameTpbl:

® aTpPUOYTbI 3aBMCMMOMN YYETHOM 3aNnCK C NPedUKCOM ob 7.

set_2factor_auth
NHbopmupoBaHue nonb3oBaTensa o HasHavyeHme BTOporo GakTopa ayTeHTUdUKaLmu.
MapameTpbl:

* method - KOA MeToAa ayTeHTUdUKaLMK;

¢ method.msg - UMA MeTOAA ayTeHTUMKALMM, NOYYEHHOE Yepe3 CTPOKY msg (message .method.name.
S [method];

hd anM6YTbI nosib3oBaTena.

granted_access_to
MHpopmmupoBaHmMe cybbeKkTa 0 NnpeaocTaBieHme AOCTyna K 06beKTy.
MapameTpbl:

e blitz_right - Kog npasa 4oCTyna;

* aTpubyTbl CYObEKTa;

® aTpubyTbl 06BbEKTA C NPedPUKCOM ob .

granted_access_on
NHpopmmnpoBaHmMe 06bEKTA O NpeaoCcTaBNeHNE AOCTyNa K HEMY.
MapameTpbl:

® blitz_right - Kog npasa AoCTyna;

® aTpubYTbI CybBEKT];

® aTpubYyTbl 06bEKTA C NpedUKCoOM ob .

revoked_access_to
NHbopmupoBaHue cybbekTa 06 0T3biBE A0CTYNa K 0OBEKTY.
MapameTpsbl:

® blitz_right - Kog npasa AocTyna;

® aTpubYTbI CybBEKT];
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® aTpubyTbl 06BEKTA C NPedPUKCOM ob.

revoked_access_on
MHpopmmupoBaHMe o6beKTa 06 0T3biBE LOCTYNa K HEMy.
MapameTpbl:

® blitz_right - Kog npasa 4OCTyna;

® aTpmbyTbl CyObEKTa;

® aTpubyTbl 06bEKTA C NpedPUKCOM ob.

on_registration
MHbopmMUpoBaHME NONb30BATENA O PETUCTPALLUM €0 YHETHOM 3anucu.
MapameTpbl:

e _entryPoint_ - KaHan perncrpauum;

® _appld_ - NpUNOXKeEHUE,

® requesterId_ - NPUNOXKEHUE,

® aTpubyTbl NoNb30BaTENA.

Mpumep cTpoku:

message.notif.login_unknown_device.email.body=YBaxaeMui nonb3oBaTens ! <br><br>Mb.
—>0BHApPYXHUIK, YTO BBl BOINIM B CHCTEMY C HOBOIO yCTpoHcTBa $[event.timeg
—formatUnixTime (dd MMMM YYYY r.,ru,GMT) ] :<br>$[device.mkey&dic (dics.devices, os.
—ver)], Opaysep $[ua.name&dic(dics.browsers) ]<br>Ecnu Bbl He COBEpIANU 3TO.

—IOeHcTBHe, oOpaTHUTECh K AaIMHHHUCTPATOPY .

reg
vrf_code
OTtnpaBKa KoAa NOATBEPKAEHNA KOHTAKTA NPU perucTpaumm.
MapameTpbl:
e code - KOA NOATBEPXKAEHUA;
e 1link - CCb/IKa ANS NOATBEPKAEHMA (TONbKO ANA email);
e req.ip - IP-agpec;
® reg.userAgent - userAgent NoJib30BaTenA;
e cfg.domain - AOMEH;

* aTpubyTbl NONb30BATENS N3 KOHTEKCTA PErncTpaLmm C NpedpuKcom attrs.

set_pwd_link
OTnpaBKa CCbI/IKM Ha CMEHY Mapoaa Npu perncTpaumnm (TonbKo A4NA KaHana email).
MapameTpsbl:

® 1link - CCbIJIKa Ha CTPaHULY CMEeHbl Napons;

® req.ip -IP-agpec;

® reg.userAgent - userAgent MoJib3oBaTenA;

® cfg.domain - 4OMEH;

i anM6YTbI nosib30BaTeNA U3 KOHTEKCTa perncrpaumnm c I'IDEC])MKCOM attrs.
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generated_pwd
OTnpaBKa Ha3HAYeHHOIo NPW perncTpaLmm napons (Tonbko Ansa kaHana SMS).
MapameTpbl:

® pwd - CTeHepPUPOBAHHbIM Napob;

e req.ip - IP-agpec;

® reg.userAgent - userAgent NMoJib3oBaTenA;

® cfg.domain - 4OMeH aTpPMOYTbI NONb30BATENA U3 KOHTEKCTA PErUCTPaLLMK C NPEPUKCOM attrs.

recovery
vrf_code
OTtnpaBKa KoAa NOATBEPKAEHUA KOHTAKTa NPU BOCCTaHOB/EHMM AOCTYMa.
MapameTpsbl:

® code - KOA NOATBEPXKAEHUA;

e 1ink - CCbl/IKa ANA NOATBEPKAEHMSA (TONbKO ANA email).

auth

vrf_code

OTnpaBKa Koga noATBepKAeHNA MOBUIbHOIO Homepa (KaHanbl: SMS/push).
MNapameTpbl:

® code - KOA NoATBEPXKAEHUA.

profile
vrf_code
OTnpaBKa KoZa NoATBEPKAEHWNA KOHTAKTa NPy U3MeHeHUU ero B JIMYHOM KabuHerTe.
MapameTpsbl:
® attr.msg - HaMMeHoBaHWe aTpubyTa B dopme npoduns;
® attr - Kog aTpnbyTa;
e 1link - CCbIKa ANS NOATBEPKAEHMA (TONbKO ANA email);

® code - KOA NOATBEPXKAEHMA.

api
vrf_code
Bapuauuu:
e Sattr.$rpld- OTAENbHO ANA AAHHOTO NPUNOXKEHNUA U aTpUbyTa;
® Sattr - OTAENbHO ANA AAHHOTO aTpubyTa.
OTnpaBKa Koga NoaTBEPKAEHMA KOHTaKTa Yepes API
MapameTpbl:
® code - KOA NOATBEPXKAEHUA;
® attr.value - HOBbI KOHTAKT (e-mail Man mobunbHbIN TenedoH);

e attr - Kopg aTpmbyTa KOHTaKTa.
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Bapunaumum no3sonAoT NOMMMO 6a30B0Oro WabsoHa coobLLeHNA 3a4aTb ero BapuaHTbl (Hanpumep, oTAeNbHbIV
WaboH B paspese NpUNoxKeHui). Haanume Bapnauum nposepseTcs No OCHOBHOMY LIAB/I0HY € TEKCTOM coobuue-
HMA (4acTb body). Ecv Bapmauma ocHOBHOro WaboHa onucaHa B CUCTEME, TO BCE OCTasIbHble WaboHbl (email .
subject,email.from, push.title)byayT NPUMEHATLCA CITOM Ke Bapuaumei. Eciv Bapmaumin HECKONIbKO, TO
OHW ByayT NPOBEPATLCSA B HEKOTOPOM 334aHHOM nopsaake (06blYHO OT Honbluen AeTannsaunmn K meHblueit). Mpu
OTCYTCTBMM BapuaLmii byaeT ncnoib3oBaH 6a3o8bi WabaoH. B 601bWKMHCTBE Cy4yaeB BapUaLLMK OTCYTCTBYHOT.

Bo3MOXHbI cneaytolime KaHanbl:
® sms - OTNpPaBKa coobuieHnit no SMS. YacTn ana sToro KaHana OTCYTCTBYIOT;
® email - OTNPaBKA COOBLLEHWNI NO INEKTPOHHOM NoyTe. YacTn AnA 3Toro KaHana:
— subject - TEM3;
— body - OCHOBHOE coAgepKaHue;
— from - oTNpaBuTeNnb (Heoba3aTeNbHO);
® push - OTNPaBKa push-ysegomneHuit. Yactn 4na sToro KaHana:
— title-Tema;
= body - OCHOBHOE coaepKaHune.
Mpumep Kntouyer ans coobweHnn Tuna login_unknown_device:
® message.notif.login_unknown_device.email.subject - TemMa coobuieHuma no email;
® message.notif.login_unknown_device.email.body - TEKCT cO0bLEHNA NO email;
® message.notif.login_unknown_device.email.from-oTnpaButens email coobuweHus;

® message.notif.login_unknown_device.sms — TEKCT coobuweHns no SMS.

5.4.3 UmeHa ycTpoiicTe n 6paysepos

B Blitz Identity Provider Mo}XHO HaCTPOWUTb MMEHA YCTPOMCTB (ONepaLMOHHbIX CUCTEM) U Bpay3epoB C TOYHOCTbIO
[0 Bepcuit. lns 3Toro B HY)XXHO €O34aTb B AUPEKTOPUU custom_messages B pailie messages CTPOKMU, UMEHA
KOTOPbIX COOTBETCTBYIOT C/IEAYIOLMM NaTTEPHAM:

e ansabpaysepoB—dics.browsers.<name>.[logaepKnBatoTca onpeaeneHue cneayowmx bpaysepos ans
NOACTAaHOBKM B <name>: Firefox, Opera, Chrome, Safari, IE, Edge, Yandex, Sputnik, unknown. B
TEKCT CTPOKM B KayecTBe CTPOKM NOACTaHOBKK {0} nepeaaeTcs Bepcua bpaysepa.

® [/1A YCTPOWCTB (ONepauMoHHbIX cUcTeM) —dics.devices.<typ>.<os>.<ver>. B KayecTBe <t yp> MOX-
HO YKa3blBaTb: kindle, mobile, tablet, iphone, windowsPhone, pc, ipad, playStation, unknown. B
KayecTBe <os> MOXHO YKa3blBaTb: Android, 10S, WindowsPhone, Windows, macOS, Linux, ChromeOS,
unknown. ECan gna <os> U <ver> He onpeaeneHa 4YacTHaa CTPoKa, To bepeTtca 6onee oblian cTpoka. B
TEKCT CTPOKU B KayecTBe CTPOKM NOACTaHOBKM {0} nepenaetca Bepcus 0|'|epaL|,V|OHHOl7| CUcCTtembl.

Mpumepbl CTPOK:

dics.browsers.Firefox=Firefox Browser {0}
dics.browsers.Opera=Opera {0}
dics.browsers.Chrome=Google Chrome {0}
dics.browsers.Safari=Safari {0}
dics.browsers.IE=Internet Explorer
dics.browsers.Edge=Microsoft Edge {0}
dics.browsers.Yandex=Hunexc.Bpaysep {0}
dics.browsers.Sputnik=CnyTHHuK
dics.devices.mobile=Mo6unbHOe YCTPOHUCTBO
dics.devices.mobile.Android=Android
dics.devices.mobile.Android.10=Android 10
dics.devices.mobile.Android. 9=Android 9
dics.devices.tablet=InaHmerT

(npogon:kaeTca Ha cnepytoLen cTpaHuLe)
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dics.

dics

dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.
dics.

devices.iphone=iPhone

.devices.iphone.i0S.14=iPhone (i0S {0})
dics.

devices.pc.macOS=macOS {0}
devices.pc.macOS.13=macOS Ventura {0}
devices.pc.macOS.12=macOS Monterey {0}
devices.pc.macOS.11=macOS Big Sur {0}

devices.pc.mac0S.10.15=macOS Catalina {0}
devices.pc.mac0S.10.14=macOS Mojave {0}
devices.pc.mac0S.10.13=macOS High Sierra {0}
devices.pc.mac0S.10.12=macOS Sierra {0}

devices.pc.Windows.8=Windows 8
devices.pc.Windows.10=Windows 10
devices.pc.Windows.1ll=Windows 11

(npoponkeHue c NpeablayLLei cTpaHuLbl)

5.4.4 CoobuweHusa ana pasHbIX NPUNONKEHUN

BO3MOKHO M3MEHEHWNE BCEX TEKCTOBbIX COODOLLEHMI U WabsoHOB TakMM 06pa3om, YTobbl MCNO/b30BANUCDH Che-
undurueckme TeKCTbl/WwabNoHb! AN Pa3HbIX NMPUIOKeHUA. Takum 06pasom MOXHO, Hanpumep, bpeHanpoBaTb
nucbMa, OTNPaBAAEMble NPU PEFUCTPALMM Ha pPa3HbIX CaMTax, NOAKNOUYEHHbIX K 0A4HON ycTaHoBKe Blitz Identity
Provider, unun fasaTb CCbIIKY HA CKaYMBaHME PA3/IMYHbLIX MPABUA UCMOb30BaHUA pecypca.

[na npuBAsKK Ha6opa wabnoHoB K KOHKPETHOMY NPUNOXKEHUIO cnedyeT BbINONHUTD Warn:

1. C03,El,aTb aK3emnaap d)al‘/'ma C TeKCTamu, KOTOprVI 6y,u,eT NUCNoNb30BaTbCA UCKNKOYUTENIBHO ONA AaHHO-
ro NpuaoXKeHus. [1na 3Toro B AMPEKTOPUM custom_messages/ CO34aTb TEKCTOBbIN dalii messages.
ru-speciall (messages.en-speciall) 419 AAaHHOIO NPUNONKEHUA, e speciall — NnocnenoBaTeb-
HOCTb M3 5-8 cMMBO/10B (AonycKatoTea Kak umMdpbl, Tak U ByKBbl NaTUHCKOro andasuta).

OTpeaaKktnpoBatb palin messages.ru-speciall (messages.en—-speciall), dobasus (cTpaHuua 325)
B Hero cneuudpuyeckmne CTPOKM ANa SAaHHOTO NPUOXKeHWs. Bce ocTasbHble CTPOKM ByayT B3ATbl U3 6asbl

CTPOK NO YMOYAHWIO.

3. [lo6aBuTb napameTp BMAa "lang-variant"
MapKUpPOBKH wabnoHa nocnenoBaTteNbHOCTb CMMBONOB, B O4UH U3 cheayrowmnx cbaﬁnoe:

"speciall", roe speciall — MCNONb30BaHHaA ANA

® eC/NM HACTPOMKM MPUNONKEHMA XPaHATCA B blitz.conf (N0 ymMonyaHwuwo), To B 610K blitz.

prod.local.idp.apps.<uneHTUPUKATOP_MNPHUITOXEHUI>

daina blitz.conf, roe

<UOEHTHOUKATOP_NPHIOXEHHZ> COOTBETCTBYET MPU/IOKEHMIO, KOTOPOE AO0J/IXKHO MCMO/b30BaTb

co34aHHbI palin wabnoHa;

® ecnun HGCIT),DOUKU npusnoxeHuA XpaHAamcAa

omoeneHbix ¢halinax (cTpaHuua 391),

TO B dainn blitz-config/apps/<umeHTUIHUKATOP_MPUIOXEHHI>/app.conf, roe
<HOEeHTHPUKATOP_MNPHUIIOXeHUud> COOTBETCTBYET NPWUIOKEHUIO, KOTOpPOE AO0/I)KHO WMCNO0/1b30BaTb

co34aHHbIM ¢ain wabnoHa.

Mpumep:
"demo—application" : {
"domain" : "http://testdomain.ru",
"lang-variant" : "speciall",
"name" : "test",
"oauth" : {
"autoConsent" : false,
"clientSecret" : "1234567890",
"defaultScopes" : [],
"enabled" : true,
"redirectUriPrefixes" : [

"http://localhost"

(npoaonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}l
"theme" : "default"

4. 3aperucTpupoBaTb B pasgene blitz.prod.local.idp.lang B HacTpoOlKe lang-variants BCE WUC-
nonb3yemble AN MapKUMPOBKM PasfMYHbIX MPUNOXKEHMI NOCNEAO0BaTENbHOCTU CUMBONOB (speciall,
special2).

"lang" : {
"lang-variants" : [
"speciall",
"special2"
I
by

Mocne 3TOro Npu BXo4e B NPUIoKeHue ByaeT MCNOo/Ib30BaTLCA CreuunanbHo co34aHHbIN daiin coobleHmnit.

5.4.5 CoobueHua BcnomoraTtebHbIX NPUAOXKeHUH (pipes)

B Blitz Identity Provider mo»KHO HacTpouTb COOBLEHNS BCMOMOraTe/IbHOIO NPUAOXKEHUS, BbINYCKAOLWEro KoY
6e3onacHoctu (Passkey, WebAuthn, FIDO2) npu Bxoge nosib3oBaTens. MOXHO HacTPOUTb Pa3Hble TEKCTbl CO-
06LLeHNt B 3aBUCMMOCTM OT YCTPOICTB (ONepaLmMoHHbIX CUCTEM), UCMONb3YeMbIX Nosb3oBaTenem. [nsa sToro B
HYYXHO CO34aTb B AMPEKTOPUMK custom_messages B pailie messages CTPOKU, MMEHA KOTOPbIX COOTBETCTBYHOT
cnefyowmm naTrepHam:

® pipes.conf.webAuthn.addKey.<message—-path>.<device-type>.<os>,
® login.outside.flow.error.internal.webAuthn.addKey.<device-type>.<os>.

B KauecTBe <message-path> yKa3blBAaETCA UMA CTPOKM (CM. HUXKe npumep). B KauecTBe <device-type> yKa-
3bIBAETCA TUN YCTPOMCTBA: mobile, tablet, iphone, pc, ipad. B KayecTBe <os> MOXHO yKasblBaTb: Android,
i0S, Windows, macOS, Linux, ChromeOS. Ecimn ana <device-type> U <os> He onpeaesieHa YacTHadA CTPOKa,
To 6epeTca 6onee 061N CTPOKA.

Mpumepbl cTPOK:

pipes.conf.webAuthn.addKey.page.title.pc.macOS=Bxon no Touch ID
pipes.conf.webAuthn.addKey.head.title.pc.macOS=Bxon no Touch ID
pipes.conf.webAuthn.addKey.info.pc.macOS=Ucnonv3oBaTs Touch ID unu maponb.
—sKOMIbOTEepa Mac nOng BXOOa B MNPHUIOXEHHH?
pipes.conf.webAuthn.addKey.finishInfo.pc.macOS=Bxon no Touch ID nng y4YeTHOH 3aMHUCH..
—HacTpoeH. HaxMurte xHONKy "IIPOTONXHUTH"
pipes.conf.webAuthn.addKey.name.pc.macOS=Touch ID Ha Mac
login.outside.flow.error.internal.webAuthn.addKey.pc.macOS=llpousomna omubra OPHU._
—HacTpo#ke Bxoma no Touch ID ma Mac

pipes.conf.webAuthn.addKey.page.title.pc.Windows=Bxon uepesz Windows Hello
pipes.conf.webAuthn.addKey.head.title.pc.Windows=Bxon uepesz Windows Hello
pipes.conf.webAuthn.addKey.info.pc.Windows=Hcnonb3oraTs PIN-XOHO KOMIbIOTEPAa, .
—pacno3HaBaHUe IHIla HIKM OTNeudaTka [alblia HId BXOHa B MIPHIOXEHHUT?
pipes.conf.webAuthn.addKey.finishInfo.pc.Windows=Bxon uepes Windows Hello mng.

< YUYEeTHOH B3amluCH HacTpoeH. Haxmure xuHomnky "Ipomonxutb"
pipes.conf.webAuthn.addKey.name.pc.Windows=Windows Hello
login.outside.flow.error.internal.webAuthn.addKey.pc.Windows=I[Ipousomna omubka IPH._
—HacTpo¥ke Bxoma uepesd Windows Hello

pipes.conf.webAuthn.addKey.page.title.iphone.i0S=Bxon no Face ID

pipes.conf.webAuthn.addKey.head.title.iphone.i10S=Bxon no Face ID

pipes.conf.webAuthn.addKey.info.iphone.iOS=Hcnons3oBatrs Face ID unu Touch ID..
(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
—TenedoHa ONd BxXOOa B MNPUIOXEHHUI?
pipes.conf.webAuthn.addKey.finishInfo.iphone.i0S=Bxon uepes3 Face ID mong yueTHOH.
—3aluCcH HacTpoeH. HaxMmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name.iphone.iOS=Face ID Ha iPhone
login.outside.flow.error.internal.webAuthn.addKey.iphone.iOS=Illpousomna omubra NpPH_
—HaCTpoHKe Bxoma udepes Face ID

pipes.conf.webAuthn.addKey.page.title.ipad.i0S=Bxonm no Touch ID
pipes.conf.webAuthn.addKey.head.title.ipad.i0S=Bxonm no Touch ID
pipes.conf.webAuthn.addKey.info.ipad.iOS=Hcnons3oBaTts Touch ID nmaHmeTa ONdg BXOLa.
B [PHUIOXEHUd?

pipes.conf.webAuthn.addKey.finishInfo.ipad.i0S=Bxon uepesa Touch ID nusg y4YeTHOH.
—3alucH HacTpoeH. Haxmute xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name.ipad.i0S=Touch ID Ha iPad
login.outside.flow.error.internal.webAuthn.addKey.ipad.iOS=Illpousomna omubxa IPH._
—HacTpokke Bxoma uepesa Touch ID

pipes.conf.webAuthn.addKey.page.title.mobile.Android=Bxon O pacrHO3HABAHHIO NHIA._
—HIK OTIeYaTka Namnbla

pipes.conf.webAuthn.addKey.head.title.mobile.Android=Bxon Nno pacno3HaABAHUIO IHLA.
—HIH OTIIedyaTKa Iallbla

pipes.conf.webAuthn.addKey.info.mobile.Android=Hcnonb30BaTh paclo3HaBaHWe NIHLA HUIH._
—OTHeYaTka nanblla OJId BXOOAa B MNPHIOXEHUHA?
pipes.conf.webAuthn.addKey.finishInfo.mobile.Android=Bxon uepes pacno3HaBaHHE IHIA.
UM OTHNeyaTka Nanbla Oid YYeTHOH 3alucCH HacTpoeH. Haxmure xHonky "Ipomomnxuts"
pipes.conf.webAuthn.addKey.name.mobile.Android=Smart Lock Ha Android
login.outside.flow.error.internal.webAuthn.addKey.mobile.Android=Ipousomna omubka_
—IPH HACTPOHKe BxXONAa uYepes paclo3HaBaHHE JHlla HIKM OTNeudaTka NIalblia

pipes.conf.webAuthn.addKey.page.title=Bxon no xmouyy 6€30MNaCHOCTH
pipes.conf.webAuthn.addKey.head.title=Bxon no xmouyy 6€30MNaCHOCTH
pipes.conf.webAuthn.addKey.info=Hcnone3oBaTh knoy 6eszonacHocTu FIDO2 pmng Bxoma B
—TIPHUIOXEeHHUd ?

pipes.conf.webAuthn.addKey.finishInfo=Bxon uepes xnou 6€30IaCHOCTH OId YUETHOH._
—3aluCcH HacTpoeH. HaxmuTe xHonky "IpomonxuTb"
pipes.conf.webAuthn.addKey.name=FIDO2

B Blitz Identity Provider mMoOXHO HacTpOWUTb TEKCTbl ANA BCMOMOFaTe/IbHOrO MNPWUAOXKEHUA, MNOKa3blBato-
wero nonb3osaTento coobuieHMe npu Bxoge B NpuaoxeHue. [NA 3TOrO HYXHO oOnNpeaennTb B AUpPeK-
TOpUM custom_messages B ¢alfie messages CTPOKM ANA HACTPOEHHbIX B blitz.prod.local.idp.
built-in-pipes.info NPUIOKEHUIM C UX {id} BCMOMOraTenbHOro NPUAOKEHNA.

Mpumep cTpok:
® pipes.info.head.title.{id}: Ha3BaHWe BKNaaKMn
® pipes.info.page.title.{id}:3aronoBOK BCNOMOraTe/ibHOro NPUIOKeHUA
® pipes.info.message.{id}: TEKCT COObLLEHUA
® pipes.info.read.{id}: Ha3BaHME KHOMNKM (419 BCNOMOraTebHbIX MPUAOKEHUI C TUMOM «NEWS»)

® pipes.info.agree.{id}: Ha3BaHMe NEpPBOW KHOMKW (O1A BCMOMOraTe/IbHbIX MPUIOKEHUIA C TUMOM
«agreement»)

® pipes.info.disagree.{id}: Ha3BaHWE BTOPOI KHOMKM (419 BCMOMOraTeNbHbIX NPUNOKEHWUI C TUNOM
«agreement»)

B Blitz Identity Provider Mo»KHO HacTPOUTb TEKCTbl A5 BCMOMOraTe/IbHOrO MPUIONKEHUS, 3aMpallMBalOLEro Y
nonb3oBaTeNa Npu BXoAe BbI6OP 3HAYEHUA M3 CMUCKA M COXPAHAIOLLErO pe3y/bTaT Bblbopa B aTpMbyT yueTHOM
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3anucu. a5 3TOro Hy»KHO ONpeaenTb B AUPEKTOPUN custom_messages B paline messages CTPOKM A1 Ha-
CTPOEHHbIXBblitz.prod.local.idp.built-in-pipes.choice NPUIOKEHUN C UX {id} BCMOMOraTenbHO-
ro NPpUIIoXKeHuA.

[Mpumep CTpoOK:
® pipes.choice.head.title.{id}: Ha3BaHWNe BKJa4KMN
® pipes.choice.page.title.{id}:3aro/I0OBOK BCNOMOraTe/lbHOro nNpPuioxeHusa
® pipes.choice.info.{id}: TEKCT UHOPMaLMK NOA 3aroNOBKOM
. pipes.choice.button.{id}.{choiceld}:TEKcrHaKHOHKeBH60pa
® pipes.choice.skip: TEKCT Ha KHOMKe NpPonyckKa

B Blitz Identity Provider Mo}KHO HacTPOWUTb TEKCTbI A1 BCNOMOraTe/IbHOTO NPUIOMKEHMUA, 3aMpaLllnNBaoLLEroO Y
Nnonb3oBaTeNA NPU BXOAE B MPUIOKEHWE BBOZ 3HaYeHWs aTpubyTa. 18 3TOro Hy)XXHO onpenenvTb B AUpPeK-
TOpUK custom_messages B daiNie messages CTPOKWU, COOTBETCTBYIOLLME C/eayloWwemy naTTepHy — pipes.
act.attr. <message-path>.common.<attr-name>.BKayecTBe <message-path> yKa3biBaeTCs UMSA CTPO-
KK (CM. HUXKe npumep). B KauecTBe <attr—name> yKa3blBaeTcs UMA aTpubyTa.

MprMmepbl CTPOK (B cnyyae 3anosHeHus aTpubyTa family_name):

pipes.act.attr.page.title.common.family_name=lonrTeBepxneHrue GaMHIHUU
pipes.act.attr.head.title.common.family_name=Ionreepxnenue baMUIUU
pipes.act.attr.info.confirm.common.family name=B yueTHOH 3aluCH yKa3aHa Balla.
—damMmunug?<br>lpoBepbTe U HAXMHTEe KHONKY <b>[NonTBepnuTb</b>.
pipes.act.attr.info.enter.common.family name=B yuYeTHOH 3aNuCH He ykaszaHa daMUIUL.
—<br>BBenurte u HaxMuTe kHONky <b>lomrBepnutrs</b>.
pipes.act.attr.label.common.family name=PamMunud
pipes.act.attr.msg.required.msg.common.surname=Brenure daMUIHIO

5.5 Jlorotnbl KHONOK BX0OAA Yepe3 cepBUCbl BHELWHUX NOCTAaBLUUKOB

B Blitz Identity Provider Mmo}XHO M3MeEHUTb IOrOTUMbI, OTOOPAXKaeMble Ha KHOMKAx BXO4a Yepes BHeLHWe no-
CTaBLMKM naeHTUdUKaunm (coumanbHble CeTU) Ha CTPaHULLE BXOAA M KHOMOK MPUBA3OK BHELWHMX NOCTaBLLMKOB
naeHTMOMKaUUM B IMYHOM KabuHeTe.

[N HaCTPOMKM HY}KHO CO34aTb B AUPEKTOPUU custom_messages B Qalne messages CTPOKM, UMEHA KOTOPbIX
COOTBETCTBYIOT C/IeAYIOLLMM NaTTEPHAM:

® [ON1A CTPaHUUbI BXoga —meth-logo.${type}.${name}
. AnﬂnMHHoroKaﬁMHeTa—-socialficon.${type}.${name}

B ${type} YKa3blBaeTCA TUN BHELIHEro NOCTaBLMKa NAEHTUPUKALMM, B ${name } — UMA NOCTaBLMKA UOEHTU-
dvKaumumn. 3HayeHna bepyTca U3 Hacmpoek (cTpaHuua 149).

B 3HaueHun CTPOK YKa3bIBaloTCA MMeHa <icon class>, NpUCBanBaeMble KHOMKaM.

Mpumepbl CTPOK:

social-icon.saml.demo-idp=saml-demo
social-icon.esia.esia_l=esia
meth-logo.saml.demo-idp=meth-saml-demo
meth-logo.esia=meth-esia
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haBa 6

HacTpoku KoHpuUrypaumoHHbix pamnos

6.1

MonHbiN cnucok ¢painnos

HacTpoiiku Blitz Identity Provider, Kpome npunoxeHnablitz—keeper, PacnosioXKeHbl B Katanore /usr/share/
identityblitz/blitz-config.

CnK1COK BNOXKEHHDBIX AMPEKTOPUIA U GainoB:

apps/ — HACMpPOUKU NOOKMAOYEHHbIX npunoxeHuli (cTpaHuua 391);
assets/ — HaCTPOMKM NONb30BaTENbCKOIO MHTepdeiica. Cm.:
— Ucnonb3osaHue u obHosseHue raa2uHa (cTpaHuua 101),
— BHewHue nocmasuwuxku uéeHmugukayuu (ctpaHmua 149),
— CmpaHuya exoda (cTpaHuua 313);
custom_messages/ — CMPOKU M0Mb308amMesnbcKo2o UHMepgelica (ctpaHuua 325);

devices/ — 8crnomozamesnbHble Kamasnoau 048 0bpabomku 3a2py3ku HOTP u TOTP ycmpolicme (cTpaHu-
ua 131);

/dynamic/idstore/ — Mone308amesnscKue npoyedypsl 078 KACMOMU3AUUU A02UKU onepayuli ¢ XpaHu-
AUWAMU OaHHbIX (CTpaHunua 293);

flows/ — npoyedypsl 8x00a (cTpaHuLa 264);

saml/ — Hacmpoliku SAML (cTpaHuua 243);

simple/ — Hacmpoliku MoOKAYeHUA npunoxceHuli no npomokony Simple (ctpaHuua 238);
token_exchange/rules/ — HacTPOMKM NpaBua ob6MeHa MapKepoB AOCTyNa;

blitz.conf —ocHoeHol ¢halin KoHguzypayuu (cTpaHuua 336);

boot . conf — HAaCTPOMKM NyTeNn K KOHOUrypaLMOHHbIM dbannam;

console.conf — HACMPOUKU KOHCoAU ynpaeneHus (cTpaHuua 405);

credentials — y4emHsie 3anucu aOMUHUCMPAMOpPO8 KOHCOU ynpasaeHus (cTpaHuua 408);
play.conf — HAaCTPOMKM CEPBEPOB NPUNOKEHUN. CM.:

— YCTaHOBKa KOHCO/IM ynpaBaeHua blitz-console B O6Was UHCMPYKYUA no ycmaHosKe (CTpaHu-
ua 8),

— [fomeH Blitz Identity Provider (cTpaHuua 354);

logback.xml — HaCTPOMKM }KYPHANNPOBAHUA COBBITUI U OLLIMOOK.

335



Blitz Identity Provider, Bepcus 5.34

BONbLWWHCTBO HACTPOEK 3a43aEeTCA C UCMOIb30BAHWMEM KOHCOAW ynpaBaeHus. [aa paga HacTpoek HeobxoaMmo
CaMOCTOATENbHOE PEAAKTMPOBAHUE KOHPUIYPaUMOHHbIX daitnos. Takne HACTPOMKM ONMCaHbl fanee B Noapas-
aenax.

KoHdurypaumoHHbI daiin npunoxeHus blitz-keeper pacnonoxeH B /etc/blitz-keeper. Mcnonb3ytoTca cne-
ayoume KoHPUrypaumoHHole ¢annol:

® blitz-keeper.conf — HaCTPOMKM W/O3a He3oMnacHoOCTY;

® blitz-keeper—log4j.xml — HACTPOWMKN XKYPHANNPOBAHNA COOLITUI U OLIMBOK.

6.2 Hactpoiiku B ¢aiine blitz.conf

OCHOBHOM KOHOUIYPaLUMOHHBIN bain blitz.conf COCTOUT U3 cneaytowmx 610KOB HAaCTPOEK, UMEOLLMX Cneay-
toLLee HasHauYeHue:

blitz.
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
cen;

blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz
blitz

blitz.

prod

.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

.prod.

.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.
.prod.

prod.

.local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

local.

idp.

idp

idp.

idp.

idp

idp.

idp.

idp

idp.

idp.
idp.
idp.
idp.
idp.
idp.

idp.

idp

idp

idp.
idp.

idp.

idp
idp

idp

apps — HAaCTPOMKM NOAKNOUYEHHDbIX MPUIOKEHWIA;

.apps—source — pPacnojioxKeHne HaCTpoeK NOAKNHYEHHbIX I'IpMﬂO)KeHVIVI;

audit — HacTPOMKKM pernctpaumm cobbitnin 6e3onacHocTu;

captcha — HacTpolKu Bzanmogenctems c cepsncom CAPTCHA;

.events — HaCTPOWKK OTMNPaBKKU COBbITUIA B o4epess;

federation — HaCTPOMKM BHELIHUX MNOCTABLUMKOB MAEHTUDUKALMM;

flexible—flows — HaCTPOMKK NpoLeayp BXoAa;

.id-attrs — HaCTPOIKM aTpnbyTOB;

id-stores — HAaCTPOWKM XpaHEeHUA aTPMBYTOB B XPaHWUAULLE YYETHbIX 3anu-

internal-store — HAaCTPOMKM NoaktoveHus K CYb[;
keystore — HAaCTPOMKM JOCTYNA K XPAaHUAULLY KNtOYeNn;
lang — fA3blKoBble HacTpoWku Blitz Identity Provider;
license — IMLLEH3NOHHbLIN Katod Blitz Idenity Provider;
logger — HAaCTPOWMKM NOITepos;

login — HaCTPOMKM METOLOB ayTeHTUDUKALMM;

logout — HaCTPOWKM NpoLecca norayTa;

.messages — HACTPOWKKN daiinos coobLyeHni;

.messaging — HAaCTPOMKM BbI30Ba CEPBUCOB NHGOPMUPOBAHMS;

net — HaCTPOWKM ceTu;
notifier —HaCTPOMKMN yBEAOMAEHWNIN O CODLITUAX;

oauth — HAaCcTPOMKM paspelueHuii (scope);

.password-policy — HaCTPOWMKMN NAPO/IbHOWN NOAUTUKY;
.play — HacTpolKu cepsepa npuaoxeHnit Blitz Identity Provider;

.provisioning — HacTPOMKM CEPBUCOB PErncTpaumuu nosab3osBaTenein n Boc-

CTaHOBNEHMA 3abbITOro naponsa;

blitz.prod.local.idp.realms—HaCcTPOiKK WndpoBaHNA NAEHTUGUKATOPOB NPUNONKEHWI (AOMEHDI
NPWBATHOCTK);

blitz.prod.local.idp.rest - HACTPOIKM A0BABNAEHUA HOBbIX pPaspeLleHuii (scopes);

blitz.prod.local.idp.rights —HaCTPONKM NpaB AOCTyNa;
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® blitz.prod.local.idp.saml — HacTpolku SAML;

® blitz.prod.local.idp.scopes—-source - HACTPOMKM XpPaHEHUSA paspeLleHuii (scopes);
e blitz.prod.local.idp.stores — HacTponKkM ocHoBHOM CYB/;

® blitz.prod.local.idp.tasks — HaCTPOWKN MexaHM3Ma 06pPaboTKM 3aay;

® blitz.prod.local.idp.user-profile —HacTPONKM INYHOIO KabMHET];

e blitz.prod.local.idp.webAuthn —HaCcTPOWNKM KAtoYen 6e3onacHoCTH;

* home — NyTb K KaTanory yctaHoBku Blitz Identity Provider Ha cepBepe npuaoxeHuUN.

[anee npueeaeHo onncaHMe HacTPOEK, HEAOCTYMHbIX U3 KOHCOMM YNpaBAeHUA, U NPOBOAUMbIX NOCPEACTBOM
pefakTUPOBAHUA KOHPUTYPALMOHHOIO panna blitz.conf.

6.2.1 JlorMHbl U naponun

Konuuecteo npoBepoK naponsa

MOXHO YCTaHOBUTb OFrpaHUYEHNE Ha KOIMYECTBO OAHOBPEMEHHbIX MAPO/IbHbIX ayTEHTUOUKALMI C O4UHAKOBbBIM
JIOTMHOM NO/1b30BaTENA 3@ Nepuog, BpemeHu. Mo yMon4aHuUIo YCTaHOBNEH pexum, 4To Blitz Identity Provider pas-
pellaeT NpoinTh He 6osee 3 ayTeHTUMKALMI HA OAWH U TOT Ke NOTUH B TeyeHme 600 mc. YTobbl CKOPPEKTMPOBATH
CTaHOAPTHbIE HAaCTPOMKKU, HEOBXOANMO B KOHOUIYpaunoHHoOM daine blitz.conf f06aBUTb B pasgen blitz.
prod.local.idp.login.methods.password cneayouwmii 610K:

"throughput": {
"limit": 3,
"window": 600

CmeHa napons npu exoae

Ecnu Blitz Identity Provider nogkntoueH K XpaHUAULLY YYETHbIX 3aMMCel, B KOTOpOe pa3pelleHa 3anuch (XpaHu-
NVLLE He B pexmnme «TONbKO 1A YTEHUA»), TO NPU BXOAE NONb30BaTENS C YYETHOM 3aMMUCbIO U3 3TOMO XPaHMANULLA,
€C/M Napo/ibHasA NOAUTMKA NOTPebYeT OT N0/Ib30BaTENS CMEHbI NAPOA, TO NONb30BaTENO ByAeT NoKasaH 3KpaH
NU3MeHeHus Naposs (c npocbboii BBECTU CTApbIi M HOBbIN Naponb). MHoraa oTobpaykeHMe 3KpaHa CMeHbl Maposis
Npu BXoAe HexkenatesibHo. OTK/IIOUUTb SKPaH MOMKHO C MOMOLLLbIO 331aHUSA B KOHUTYpaunoHHOM daineblitz.
conf Bpa3geneblitz.prod.local.idp.login.methods.password caeaytouwero 610Ka HacTpoek:

"changePasswordMode": {
"type": "except_for",
"idStores":["ldapl", "ldap2"]

B HacTpoiKe idStores HYXXHO NEPEUYUCUTb UAEHTUOUKATOPBI TEX XPAHWUIULL, YY4ETHbIX 3anucel, AN1A KOTOPbIX
No/Ab30BATE/NIO HE AO/IKHA NpeanaraTbCs CMeHa Nnaponas Npu BXoAe.

CucTemHble UMeHa noneit 10ruHa n naponsa

Mo ymonuanwutio Blitz Identity Provider Ha cTpaHuULe BBOAa I0rMHA M Napoas Ha3biBaeT No/iA BBOAA /IOrMHa U Napo-
na ngeHTMduMKaTopamm login U password. MNpun BHegpeHun Blitz Identity Provider npu murpauum c cywecTsy-
tOLLEN CUCTEMBI BXOAa, B KOTOPOI MCNONb30BANNCh APYTrMe Ha3BaHMA NONEN, MOXKET CylecTBoBaTb TpeboBaHue,
YTO HYXHO coxpaHuTb B Blitz Identity Provider npexHue ncnonbsyemble HazBaHMA Nosiei. ITO MOXKeT BbITb No-
Ne3HO, TaK Kak HeKoTopble bpay3epbl, COXPaHMBLLME NOTUHbI U Napo/In NOIb30BaTeNEN, U UCNONb3YIOLIME UX ANA
aBTONOACTAHOBKM, CMOTYT NPOAO/IKATL OCYLLECTBAATL aBTONOACTAHOBKY COXPAaHEHHbIX 3HAYEHUI M Npu nepe-
K/tOY4EHMM CUCTEMbI BXOZA HA ncnonb3oBaHue Blitz Identity Provider, npu ycnoBun coxpaHeHUa AOMEHA CTPaHU-
Lbl BXOAA M Ha3BaHWA No/el Ha CTpaHuLEe BXoAa.

[ns yctaHoBKM Tpebyemblx Ha3BaHWIM Nonen BBOAA /IOTMHA U NAponsa Heobxoammo B 610K HacTpoek blitz.
prod.local.idp.password A06aBUTb CreaytowmMe HAaCTPOMKM:
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® loginInputName — MAEHTM¢MK3T0p nonAa eeBo4a /I0OrMHa Ha CTpaHuue BXxoAaa;
® passwordInputName — VI,CI,eHTMd)VIKaTOp nona eBo4a Naposia Ha CTpaHUUE BXoda.

[Mpumep HacTpoekK:

"password" : {
"loginInputName" : "j_username",
"passwordInputName" : "j_password",

6.2.2 ATpmbyTbl

BHewHui Bannpartop atpubyTa

Ecnun BO3MOXKHOCTEN, NPeaoCTaBAfeMbIX TpasuaamMu npeobpaszosaHus (CTpaHuULa 68) BXOAHbIX 3HAYEHWI € No-
MOLLbIO PEryNAPHbIX BbIPaXKeHW HeAOCTaTOYHO AN peanusaunm Tpebyemoit BU3HeC-N10rMKN NPOBEPKM A0My-
CTUMOCTV 3Ha4YeHus aTpubyTa, To 414 aTpMbyTa MOXKHO 3aMPOrPaMmmmnPOBaTh U HACTPOUTb UCMO/Ib30BaHUE BHELL-
Hero saaugaropa.

[lns 3TOro HY»KHO CO34aTb NPOrPamMMy C BHELIHWM BannaaTopom u cobpats ee B JAR-daiin.

Co3paHHbIv JAR-dalin HyXXHO CKONMPOBATb Ha cepBepsbl ¢ NpuaoxkeHuamu Blitz Identity Provider. Aaopec pasme-
weHuna JAR-dalinos nponucatb B Java-onumio extensionsDir.

Mpumep:

export JAVA_OPTS="S$ -DextensionsDir=/usr/share/identityblitz/blitz-
—config/extensions"

B 6/10Ke HacTpoek aTpubyToB blitz.prod.local.idp.id-attrs.attrsMeta B 6N0K onucaHus aTpubyTa,
ANA KOTOPOTro HYXXHO BK/IKOYUTb NPOBEPKY Yepes BHELHUMN BanngaTop, HEOGXOAMMO ,CI,O6aBVITb B 6/10Ke source
6noKk validators:

B HaCTpOﬁKe className nponucatb agpec Java—Knacca, peannsyrouwero mmniemeHTauunto VIHTepd)ef;ica
AttributeValidator u3 Blitz JDK;

® B 6/10Ke conf nponuncaTtb HaCTpOl‘;iKM, nepeaatowmeca B Baamaatop.

"id-attrs" : {
"attrsMeta" : [
{

"class" : "verified-mobile",
"format" : "string",
"name" : "phone_number",
"realmed" : false,
"required" : false,
"searchable" : true,
"source" : {
"validators" : [
{
"className" : "validator.MobileValidator",
"conf" : {
"confl" : "valuel"
}
}
1,
"type" : "idStore"

(npoponkaertca Ha cneayowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}l

"unique" : false

by

TpaHcnaTop aTpubyTa

C aTpnbyTOM MOKHO acCoLMMPOBATb TPAHCIATOP, ONUCLIBAOLWMI NpaBua npeobpasoBaHns aTpmbyTa nNpm yte-
HUM u3 LDAP-KaTanora v npu 3anucu B LDAP-katanor. Jns aTtoro Heobxoanmo:

1. B 6/10Ke HacCTpoeK XxpaHunuLia aTpnbyTa HanTK pa3aen HacCTPOEeK COOTBETCTBUA aTpubyToB blitz.prod.
local.idp.id-stores.list.mappingRules.

2. B paHHOM pasgenie HalTU pa3gen onucaHusa aTpubyTa, A1 KOTOPOTO HYXKHO BKAOYUTb TPAHCAATOP.

3. B atoT pasgen pobaBuTb 60K translator C HACTPOMKOM className, B KOTOPOM YyKasaTb UMSA
Java-Kknacca, peanusyoLLero anropuTmMm TpaHCAALUN.

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "attribute name in Blitz IDP",
"storeAttr" : "attribute name in LDAP",
"translator" : {
"className"
"className"
}
}
1/
b
]
}

Mpn ncnonb3oBaHUM CaMOCTOATENbHO pa3pa60TaHHoro TPaHCNATOpPA HEO6XOLI,MMOI

1. Co3patb Nporpammy C BHELHWM TPAHCIATOPOM U cobpaTb ee B JAR-daiin.

@ BaxHo

Java-Knacc anroputma  TPaHCAALMM  [O/KEH Peasn3oBbiBaTb  MMMNEMEHTaUU  UHTepdeica
LdapAttributeTranslator ns Blitz JDK.

2. Cos3pgaHHbIi JAR-pann ckonnpoBaTb Ha cepBepbl ¢ NpuaoxeHuamu Blitz Identity Provider.

3. Aapec pasmeueHus JAR-¢alinos nponucatb B Java-onumio extensionsDir.

export JAVA_OPTS="S$ -DextensionsDir=/usr/share/identityblitz/blitz-
—~config/extensions"

[ns HekoTopbix 3agad Blitz Identity Provider npeaoctaBnseT BCTPOEHHbIe Java-Knacchl:
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® TpaHCAATOp Ans aTpmbyTa objectGUID U3 Active Directory, nossonsatowmnin npeacTaBuTb 3TOT aTpUBYT He
B balToBOM BUAe, a B popme cTpokn GUID. Umsa BCTpoeHHOro Java-knacca com.identityblitz.idp.
store.ldap.core.translator.ObjectGUIDTranslator

-

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "objectGUID",
"storeAttr" : "objectGUID",
"translator" : {
"className"

"com.identityblitz.idp.store.ldap.core.translator.
—0ObjectGUIDTranslator"
}

Hy

® TPAHCAATOPLI ANA NEepPeBoAa 3HaYeHUa aTpubyTa B HUMKHWIA PErUCTP, B BEPXHMIA PErUCTP UAKN B PEXUM
initcap (TO eCTb NepBbIN CUMBO/ B BEPXHUI PETUCTP, @ OCTa/IbHbIE — B HUMKHUN).

lNepeyeHb BCTpOEHHbIX Java-KNaccos:

p
com.identityblitz.idp.store.ldap.core.translator.LowerCaseTranslator

com.identityblitz.idp.store.ldap.core.translator.UpperCaseTranslator

com.identityblitz.idp.store.ldap.core.translator.InitCapTranslator
.

Nnctunr 1: Npumep nepeBoga atpubyTa email B HUKHUIA pernctp

-

"id-stores" : {
"list" : [
{
"mappingRules" : [
{
"name" : "email",
"storeAttr" : "email",
"translator"™ : {
"className" : "com.identityblitz.idp.store.ldap.core.

—translator.LowerCaseTranslator"

}

by
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Nnctunr 2: Npumep nepesoga atpubyTa fullname B BepxHUit pernctp

"id-stores" : {
"list" : [
{
"mappingRules" : [
{

"name" : "fullname",

"storeAttr" : "fullName",
"translator"™ : {

"className" : "com.identityblitz.idp.store.ldap.core.

—translator.UpperCaseTranslator"

}

by

Nnctunr 3: NMpumep nepesoga atpubyTa hame B peXum initcap

"id-stores" : {
"list" : [
{

"mappingRules" : [

{
"name" : "name",
"storeAttr" : "givenName",
"translator" : {
"className" : "com.identityblitz.idp.store.ldap.core.

—translator.InitCapTranslator"

}

by

® TPpaHCNATOpP ANA anVI6yTa objectSID ANA ero KoHsepTauuu B CTpOKOBbII?I BuA. Umsa BCTPOEHHOIO
Java-Knacca com.identityblitz.idp.store.ldap.core.translator.ObjectSIDTranslator
[nAa KoHBepTMPOBAHHOIO aTpMbyTa BO3MOXKEH MOMUCK, NPW 3TOM onepauua LIKE He NoAAepiKuBaeTcs.
TaK¥e Henb3a ero USMeHATb U 3a4aBaTb NpPU CoO34aHUN.

Mpumep HacTPOIKK:

"id-stores" : {
"list" : [
{

"mappingRules" : [

(npoponkaeTca Ha cnepytoLen cTpaHuLEe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name": "objectSID",
"storeAttr": "objectSID",
"translator": {
"className": "com.identityblitz.idp.store.ldap.core.
—translator.ObjectSIDTranslator"

}

by

6.2.3 dneKkTpoHHaa noanuch

Bbl30B BHeLHero cepsuca nposepku M

[na nHTerpaumm ¢ BHEWHMM CEPBMCOM MPOBEPKU INEKTPOHHOM NoanucK AoAXHa 6biTb paspaboTaHa cneuu-
anbHasa 6ubnmoTeKka nposepkun noanucu. Cuctema byaget NPonsBoAUTb NPOBEPKY 3NEKTPOHHOMN NoanucK Yyepes
3Ty CUCTEMY NOC/IE MPONMCbIBAHNA AaHHOM 6MBAMOTEKM B KOHOUIYPaLMOHHOM daline, B pasgene blitz.prod.
local.idp.login.methods.x509, cneayrolwmm obpasom:

"x509-verifier" : {
"javaClass" : "<Java-kmnacc peanusalu¥ KOHHeKTOpa>",
"pathToJar" : "/usr/../check-signature-1.0.0.Jjar",
"signatureValidationServiceUrl" : "<ampec cepsBuca >"

Bbi3oB nnaruHa 30N

[NnA 3afaHNA HeCcTaHAAPTHbIX HACTPOEK BbI30OBa NArMHA 31EKTPOHHOM No4NUCK NPK 3anpoce BXoAa N0/b30Ba-
Te/NleM MO 3/1eKTPOHHOM NOoANUCK HEObXoANMMO B KOHOUIypaunoHHoM daline B pasaene blitz.prod.local.
idp.login.methods.x509 HeobxoauMmo co3aaTb 610K HACTPOEK plugin € NepeonpeseneHHbIMU HACTPOMKa-
MW Bbl30Ba MAaruMHa:

"plugin" : {
"allModulesEnabled" : false,
"capi" : {
"providers" : [

{

"name" : "Crypto-Pro GOST R 34.10-2001 Cryptographic Service.
—~Provider",
"pinMode" : 1
by
{
"name" : "Crypto-Pro GOST R 34.10-2012 Strong Cryptographic.
—~Service Provider",
"pinMode" : 1
by
{
"name" : "Infotecs Cryptographic Service Provider",
"pinMode" : 1
by
{
"name" : "Signal-COM GOST R 34.10-2012 (512) Cryptographic Provider

(npoponkaertca Ha cneaytolen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"pinMode" : 1
by
{
"name" : "Signal-COM CPGOST Cryptographic Provider",
"pinMode" : 1
by
{
"name" : "Signal-COM GOST R 34.10-2012 (256) Cryptographic Provider
(""I
"pinMode" : 1
}
1s
"stores" : []
by
"modules" : [
"capi",

"Aladdin R.D. Unified JaCarta",
"ISBC ESMART",

"Rutoken",

"SafeNet"

B 6/10Ke KOHOUTYpaLMM MOXKHO YBpaTb INLWHUE MOAYAN M3 modules U providers, YTOBbI OFPAHUUYUTL NepeyeHb
[OOCTYMNHbIX CPEACTB 3/1EKTPOHHOM Nognucuy. TakKe AN UCNONb3yeMbIX NPOBANAEPOB MOXKHO HAaCTPOUTL PEKUM

BBO/a NMH-KOJa COMNACHO JOKYMeHTaLUMM Ha nnarmn®.,

Ecnn Heobxoaumo, 4uTobbl oTobpakanmcb TobKO Kaoum nognuck ns peectpa OC Windows, AocTynHble Yyepes
MS CAPI, To 610K HacTPOEK A0/IKEH UMETb CNeayoLWnii BUA:

"plugin": {
"allModulesEnabled": false,
"capi": {

"stores": [
{
"name": "My"
}
]
br
"modules": []
}

6.2.4 CAPTCHA

A Buumanue

CAPTCHA ponxKHa 6bITb NpeaBapuTenbHO CKOH@U2ypuposaHa (cTpaHuua 417).

CAPTCHA morkeT oTob6parkaTbCa N0Ab30BATE/NIO NPU PETMCTPALLMMN M BOCCTAHOBIEHMW AOCTYNA, A TaKXKe Npu BXO-
[e no naposnto, Kogy n3 SMS u yepes BHeLHEro NocTasLWuKa. JAna aToro fobasbTe cekuMio captcha B ¢ann
KOHUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf:

e Bxog no naponto:blitz.prod.local.idp.login.methods.sms.captcha,

63 https://docs.identityblitz.ru/latest/modules/smart-about.html
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e Bxop no Kogy 3 SMS: blitz.prod.local.idp.login.methods.password.captcha,

e Bxop yepes BHelwHero nocTaBWmKa: blitz.prod.local.idp.externalIdps.captcha,

e Pernctpauma blitz.prod.local.idp.provisioning.registration.captcha,

e BoccTraHoBneHMe focTyna: blitz.prod.local.idp.provisioning.recovery.captcha

Mpumep cekummn captcha gns aktmeauum Yandex Smart Captcha:

"captcha" {
"enabled" : true,
"mode" {
"type" "always_on"
by
"sysname" "yandexSmartCaptcha”

by

MapameTpbl cekunu:
® sysname - cucmemHoe umsa CAPTCHA (ctpaHuua 417).
® cnabled — Npu3HaK Toro, BKkAoYeHa i CAPTCHA unu HeT (true/false);
* mode — pexum otobpaxkeHns CAPTCHA, npeayCMOTPEHbI CNeAYIOLLNE PEXMUMBI:
— always_on — CAPTCHA otobparkaeTtcs Bceraa;

— on_header — CAPTCHA oTtobpakaeTca, ecvm B 3anpoce ecTb 3aro/1I0BOK, YKa3aHHbIW B HACTPOMKax
CAPTCHA.

© nNpumevanue

AKTyanbHO ToNbKO ana eHewHeli CAPTCHA (cTpaHuua 420).

— by_brute_force_protection— CAPTCHA otobpakaetcs, ecau Blitz Identity Provider o6Hapyxun
noabop napons K KOHKPETHOM y4YeTHOM 3anmncu ManM MaccoBblM Noabop Naposia KO BCEM YYETHbIM
3anucam.

© nNpumevanue

AKTya/IbHO TOMIbKO 4/17 MeToAa BXOA4a MO Napoio.

[ononHutenbHble HaCTPOUKKN NPU ucnonb3osaHum by_brute_force_protection

NP1 UCNONB30BaHUM PeXUMa by_brute_force_protection TpebyeTca JONONHUTENLHO CO3AaTb
B 6/0Ke blitz.prod.local.idp.password 6/IOK HAacCTPOEK bruteForceProtection €O cieay-
IOLLMMM HACTPOMKaMM:

* disabled — BbIK/NlOYeHa UM HeT 3awwmTa (true/false);
% captcha —uncnonb3osatb n Tect CAPTCHA npu cpabaTtbiBaHum 3awmThl (true/false);

% delay— BpemA 3a4epPKKN BXOAa B CEKyHAOAX (I'IpMMeHﬂeTCﬂ, eC/I BbIKTKOYEHO NCNOJZIb30BaHUeE
CAPTCHA);

* B/NOK system B HAaCTPOMKe thresholds — ecan HeobxoaMma 3almTa Ha YpoBHE cucTembl (3a-
WuTa OT Nepebopa Ha pasHble N0rMHbI). 3a430TCA HACTPOMKMK:

- minAttemptsToActivate — MMHUMaNbHOE KOM-BO NpoLIeALMX BXOA0B ANA BKAOYEHUA
MexaHM3Ma 3alMTbl Ha OCHOBE CTaTUCTUKM cucTembl (no ymonuarmio 100 Bxonos);

- timeWindowInMin — BPpEMeHHOE OKHO CHOopa CTaTUCTMKM MO COOTHOLIEHMIO YCMELHbIX 1
HeycnewHbIX BXOA0B B MUHYTaX, AO/KHO BbITb YETHLIM (N0 yMmondaHuto 100 MUHYT);
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- failedAttemptsPercent, HaCTpOVIKa turnOff — NOpPOr BbIK/OYEHUA aBTOMaTUYECKOW
3aWunThbl, B NPOUEHTAX;

- failedAttemptsPercent, HACTPOMKA turnOn — NOPOr BKAKOYEHUA aBTOMATUYECKOM 3a-
LMTbI, B NPOLLEHTAX.

- forced — BK/AOUYUTb NPUHYAMTENbHO 3aWMUTY AnA Bcex (true/false).

% B/I0K system B HacTpoWKe thresholds — ecan HeobxoaMma 3alMTa Ha YPOBHE OTAE/bHbIX
nonb3osaTenei (3awmrta oT nofbopa Naposs Ha KOHKPETHOro nosib3oBaTens). 3a4atoTca Ha-
CTPOMKMU:

- ttlInSec — nepuoa, 3a KOTOPbI HaKan/MBaeTCA CYETYMK HeyCneLlHbIX BXOA0B NOo NoAb30-
BaTe/Ilo B CEKYHAAX (Mo ymonyaHuto 3600 cekyHA);

- failedAttempts, HACTPOWMKA t urnOn — KOJIMYECTBO OLIMBOYHbIX BXOA0B 33 Nepuog, nocne
KOTOPOTo A5 YYETHOM 3aN1CKU BKIKOYMUTCA 3alimTa.

Mpumep HacTpoek 610Ka bruteForceProtection (BKAOYEHA TONAbKO 3alLMTa HA YPOBHE NO/b30-
BaTens):

"bruteForceProtection" : {
"captcha" : true,
"disabled" : false,
"thresholds" : {
"user" : {
"failedAttempts" : {
"turnOn" : 5
by
"ttlInSec" : 3600

Mpumep HacTpoeK bruteForceProtection (BK/AOYEHA 3alMTa HA YPOBHE MO/Ab30BATENA U Ha
YPOBHE CUCTEMDbI):

"bruteForceProtection”" : {
"disabled": false,
"captcha" : true,
"thresholds" : {

"system" : {
"minAttemptsToActivate": 1000,
"timeWindowInMin": 180,
"failedAttemptsPercent" : {

"turnOff" : 20,
"turnOn" : 30
by
"forced" : false

s

"user" : {

"ttlInSec": 3600,
"failedAttempts" : {
"turnOn" : 5
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6.2.5 CepBep ouepeaem
OTtnpaBKa cobbITHii B cepeep ouepeaen
B cepsep ouepeaeit MoryT 6biTb OTNpPaB/IeHbl Cieaytolme cobbITUA:
® perunctpauma nonb3osatens (USER_REGISTERED);
® cmeHa naponA (USER_PASSWORD_SET);
® CcmeHa Npu3HaKa aHHYAMPOoBaHUA ceccui (USER_CRID_CHANGED);
® M3MeHeHus aTpubyToB nonb3osaTtens (USER_ATTRIBUTE_CHANGED);
® 0uMCTKa aTpMbyTOB Nonb3oBaTens (USER_ATTRIBUTE_REMOVED);
* yaaneHue nonb3osaTensa (USER_REMOVED);
* NpuBA3Ka BHELHeN yYyeTHOM 3anncK (FEDERATION_POINT_BOUND);
® OTBA3Ka BHELLHEeM y4eTHoM 3anucu (FEDERATION_POINT_UNBOUND);
® OT3bIB BblAaHHOrO NPUNOKEHUIO paspelleHns (scopes) (SCOPES_REVOKED);
® co3pgaHue rpynnbl (GROUP_CREATED);
® M3MeHeHMue aTpubyToB rpynnbl (GROUP_UPDATED);
* yaaneHue rpynnol (GROUP_REMOVED);
® BKJ/IOYEHME N0/b30BaTeNA B rpynny (GROUP_MEMBER_ADDED);
® UCK/IlOYEHWE NOoNb30BaTeNA U3 rpynnbl (GROUP_MEMBER_REMOVED).

[na oTnpaBku cobbiTuiA B o4epeab cneayeT co3gatb 610K blitz.prod.local.idp.events CleaytoLWero co-
AeprKaHua (Ha NpMmepe perucTpaLmm nob3oBaTeNs U CMeHbl Napons):

"events" : {
"drivers" : {
"rabbit_driver" : {
"properties" : { // optional
"virtual": {
"host": "testVhost"
}
by
"server" : {
"host" : "<RMQ_HOST>",
"port" : 5672
by
"type" : "RMQ",
"user" : {
"password" : "<RMQ_PASS>",
"username" : "<RMQ_USERNAME>"
}
}
by
"routes" : {

"USER_PASSWORD_SET" : [
"password_sync"

i
"USER_REGISTERED" : [
"registration"

b
"targets" : [
{

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"discardList" : "PSWD_SYNC_DISCARD",
"driver" : {
"ext" {
"exchange_name" : "users",
"routing_key" : "pwd_sync"
}I
"id" : "rabbit_driver"
b
"encCertificate" : "rmgkey",
"name" : "password_sync",
"redelivery" : 3

"discardList" : "REG_DISCARD",
"driver" : {
"ext" : {
"exchange_name" : "users",
"routing_key" : "registration"
}y
"id" : "rabbit_driver"
by
"encCertificate" : "rmgkey",
"name" : "registration",

"redelivery" : 3

B AaHHbIX HACTPOWMKax caeayer 3a4ath:
* RMQ_HOST — AOMEH cepBepa oyepeaei RabbitMQ;
* RMQ_USERNAME — MMA N0ONb30BaTeNs A1 paboTbl C cepBepom oyepesei;
* RMQ_PASS — Naposib Ans paboTbl C cepBepom oyepesen.

Kpome Toro, ans wndposaHna naposien, oTnpasasemblix B ouepespb (ToNbKO 418 CO0bLWeHNII USER_REGISTERED
M USER_PASSWORD_SET), B napameTpe encCertificate CneayeT yKasaTb MCEBAOHUM K/HOUYA 3N1E€KTPOHHOW
nognucu (B CTaHAAPTHOM XpaHUAMLLE KNtoyel BlitzIdPKeystore. jks), KOTOpbIM cneayeT WndposaTb Na-
pPoJsi1 B COOBLLEHUSX.

CepBep ouepepgeii KaK 6poKep coobuieHnit

B Blitz Identity Provider ans 06paboTKn acCMHXPOHHbIX 33434 NPUMEHSAETCA BCTPOEHHbIN BpoKep coobLlieHni,
MCNONb3YIOLLMI AN OTCAEKMBAHUSA 33434 6a3y AaHHBbIX.

Mpw 6onbluoit MHTEHCMBHOCTM 3anpocoB K Blitz Identity Provider moxeT 6bITb LienecoobpasHbiM NCNONb30BaHNE
cepsepa ouvepeaeli RabbitMQ B KauecTse 6pokepa coobueHuit. 118 3TOro HyHo B KoHcoun RabbitMQ (06biuHO,
http://hostname:15672/) BbINOJAHUTb CeAylOLME HACTPONKMN:

® C034aTb queue C UMeHeM blitz-tasks (B MeHI0 «Queues» KOHCONN);

® co34aTb exchange C MMeHeM blitz-tasks—exh (B MeHI0 «Exchanges» KOHCOMM) M HACTPOUTb binding
Ha odyepeadb blitz-tasks C routing_key CMMeHeM blitz-tasks;

® co3faTb Nosb3oBaTeNA blitz (B MeHo «Admin» KOHCONM) U HA3HAYUTL MY NPaBa Ha CO34aHHYI0 oYepeab.

Mocne HacTpoiku RabbitMQ HeobxoaAMMO CKOPPEKTUPOBATb HACTPOMKNM Bblitz.conf —B 6AOKeblitz.prod.
local.idp.tasks YCTaHOBUTb broker—type B 3Ha4YeHME rmg U 3343aTb HACTPOIMKM NogKAOYEHUA K RabbitMQ
B 6/10Ke broker—rmg:

® B napameTpe exchange 3agatb UMA blitz-tasks—exh;
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® B napameTpe queue B 6/IOKe executionRules W B MapameTpe name B 6/10Ke queues 334aTb UMSA
blitz-tasks;

* B MapameTpe username B 6/I0Ke user 3a4aTb UMA Nosb3oBaTens (blitz);

* B napameTtpe password B 6/10Ke user 3aZ4aTb NapoJib N0Nb30BATENA B OTKPLITOM BUAE — NOC/E 3aMycKa
Blitz Identity Provider naponb 6yget 3awmndpoBaH;

* B napameTpax host M port 6/I0Ka server yKasaTb afpec M NOPT NogxaoveHuns K RabbitMQ;

* Mpu HeoBXOAMMOCTM CKOPPEKTMPOBATb OCTa/IbHbIe MapamMeTpbl, onpeaensatolMe pasmep nyaa coeamHe-
HWUI (poolSize), KONMYECTBA KaHaNOB (channelSize), BpEMA OKMAAHUA OTKANKA OT CEpBEpa odepesei

(ackTimeout);

® Mpu HeEOBXOAMMOCTM CKOPPEKTMPOBATL HAaCTPOIKM Bpokepa 06paboTKM 3a43aun, onpeaenatoLme Konmye-
CTBO MOMbITOK (maxAttempt s) NOBTOPHOW 06paboTKM 33434 B C/ly4ae OLWNBKK, BPEMA MeXKAY NOMbITKaMM
(redeliveryDelayInSec), pa3mep obpabaTbiBaeMol Naykm coobuieHni (dequeueBatchSize), nepu-
o4, NpoBepKn odepeam (dequeuePeriodInSec), KOAM4ecTBo 06paboTUMKOB (executorPoolSize):

Mprmep KoHbUra NPUBESEH HUXKeE:

"tasks" : {
"broker-type" : "rmqgq",
"broker—-rmg" : {
"consumer" : {
"poolSize" : 2
by
"exchange" : "blitz-task-exh",
"publisher" : {

"ackTimeout" : 15,
"channelsSize" : 8,
"poolSize" : 2

by
"server" : {
"host" : "RMQ_HOST",
"port" : 5672
by
"user" : {
"password" : "CHANGE_ME",
"username" : "blitz"
}
by
"executionRules" : [
{
"maxAttempts" : 2,
"queue" : "blitz-tasks",
"redeliveryDelayInSec" : 60
}
1,
"queues" : [
{
"dequeueBatchSize" : 10,
"dequeuePeriodInSec" : 30,
"executorPoolSize" : 5,
"name" : "blitz-tasks"
}
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6.2.6 XpaHuauwa 1 6a3sbl

XpaHeHue o6bekToB B Couchbase Server

MoOXKHO NepeHasHauynTb BHYTpeHHUe XxpaHuauia (bucket s) Blitz Identity Provider 8 CYB/[ Couchbase Server, uc-
nonb3yemble ANs XPaHEHUA AaHHbIX. [IpegycMoTpeHa BO3MOXKHOCTb A/1A CeAyoLWMX HAabopoB AaHHbIX YKa3aTb
HeobXoAMMOCTb UCMONb30BaHUA UHbIX XpaHUAULY, (bucket s), YeM CTaHAAPTHO UCMONb3YEMbIE.

[NA HacTPOMKM MHBIX XpaHWUAULL (bucket s) HY»KHO B 6/10Ke blitz.prod.local.idp.internal-store-cb
006aBUTb HACTPOMKMU:

® buckets — nepeyncaeHme UCnonb3yemblx XpaHnauuy (oucket s), B CyYae ecam OTIMYAKOTCA OT CTaHAAPT-
HbIX;

® bucketsMapping — nepeonpeaeneHne CTaHAAPTHbIX pa3MeLLeHNn HabopPoB AaHHbIX HA pa3MelleHne B
APYrUX XpaHWUAULLAX.

MprMmep HacTPOIMKKM B KOHOUrYpaLMOHHOM daitne npeacTaBneH HUXKe. B pesynbraTe Habop AaHHbIX acl pa3me-
LWAEeTCA B XPaHUAULWE users, @ clt U iat — B apps. [10 yMoAYaHMIO BCce TPM Habopa AaHHbIX 3aMMCbiBaANCh B
XpaHunuwe oauth.

"internal-store—-cb" : {

"buckets" : {
["users", "oauth", "audit", "builtin_idstore", "ctxs"]

}I

"bucketsMapping" : {
"acl" : "users",
"Clt" . "appS"’

” iat " . n apps "

}I

CuuTtbiBaHUe KoHdurypauum knacrepa Couchbase Server

B cnyyae HegoCTynHOCTM 0aHOM M3 Hog Knactepa Couchbase Server y nonb3oBaTtenei moryT BO3HMKaTb OLIMOKHK
npwu Bxoge B Blitz Identity Provider. B aTom cnyyae Heo6xooMMo OTKanMbpoBaTb 3HaYEHWE MHTepBasa CYNTLIBA-
HUA rnobanbHOM KOHOUIypauum Knactepa. Ecnm coeguHeHne ¢ Hoaol npepseTca, KoHbUrypauusa byaer Bospe-
M5 nepecunTtaHa u Blitz Identity Provider cTaHeT 06paluaTbca TONbKO K pabounm Hogam. BeinonHute cneaytouwme
nencrema:

1. OtkpoliiTe paiin KoHPUrypaumm /usr/share/identityblitz/blitz—config/blitz.conf.

2. B cekumm blitz.prod.local.idp.internal-store-cb.ioConf 3agaiTe 3HauyeHWe NapameTpa
configPollInterval B MUIIUCEKYHAAX.

"internal-store-cb" : {
"ioConf" : {
"configPollInterval" : 2500

Hy

Bpems XxpaHeHuA 06bEeKTOB

MoxxHo HACTPOUTb ON1A AdHHbIX ayAUTa OrpaHUYeHne No CPOKY XPpaHEHUA 3anucei B base AaHHbIX (I'IO yMon4a-
HUIO 3aNnNCKU XpaHATCA 6eCCpOHHO). OnsatoroB 6nokeblitz.prod.local.idp.internal-store—cb HyKHO
006aBUTb HACTPOMKY tt 1Mapping C yKazaHMeMm doc_type 3anncu (aud) U BpeMeHU XpaHeHMA B CEKYHAaAX.

MprMmep HacTPOIKK (Bpems XpaHeHus ayamTa orpaHuyeHo 4o 90 cyToK):

6.2. Hactpoiiku B ¢aiine blitz.conf 349



Blitz Identity Provider, Bepcus 5.34

"internal-store-cb": {

"tt1lMapping": {
"aud": 7776000
by

MOKHO HaCTPOUTb 15 AaHHbIX 06 YCTPOMCTBAX OrpaHMYEHME MO CPOKY XpaHeHUs 3anucei B 6ase gaHHbIX. A
3TOro HY»XHO B 6/10Ke blitz.prod.local.idp.login A06aBUTb HACTPOMKM:

* uaActiveTtlInSec — BpemMA XpaHeHUsa 3anucK ob ycTpoiicTee (B CEKYHAAX), C KOTOPbIM CBA3aHa LONrO-
CPOYHas ceccun NoNb3oBaTeNa UM KOTOPOE MOJIb30BaTENb NPU BXOAE OTMETU/ B KAYECTBE 40BEPEHHOTO.
Ecnu HacTpoWika He 3aaHa, TO MHPOPMaLLMA O TaKOM YCTPOMCTBE XPAHUTCA B TeUEHUE To4a C NocaeaHero
BXOZa C 3TOr0 YCTPOMCTBA;

® uaInactiveTtlInSec — BPemMsa XpaHeHMs 3anuMcu 06 ocTa/bHbIX YCTPOMCTBax (B cekyHaax). Ecam Ha-
CTPOliKa He 3a4aHa, To MHbOPMaLMA O TAKOM YCTPOMCTBE XPAaHUTCA B TeUYeHMe 5 CYTOK.

Mprmep HacTpoekK:

"login": {

"uyaActiveTtlInSec": 2678400,
"ualInactiveTtlInSec": 432000,

PaclumMpeHHble HaCTPOIKKU nogKaoveHus K PostgreSQL

[nAa pacwmpeHHoro ynpaBneHua nynom coeamHeHni c PostgreSQL nnm nHon 6asoi faHHbIX, NOALEPKUBAIOLLEN
JDBC, BbINONIHUTE c/iegytolme AencTBus:

1. OTkpoiite ¢ain KoHoUrypaumumn /usr/share/identityblitz/blitz-config/blitz.conf.

2. B ceKuum blitz.prod.local.idp.internal-store-jdbc.pool 3adalTe cneayowme onunoHab-
Hble HaCTPOMKM:

MNapameTp Mo ymonyaHuio OnucaHue

testOnBorrow true lpoBepka COCTOAHMA  COeAMHEHUA
nepes OTNPaBKOM AaHHbIX. B cnyyae
ownBKN coeanHeHWe ypansetca wu
BblIbMpaeTca cneaytowee us nyna.

testOnCreate false MpoBepKa COCTOAHMA COEAMHEHWA MO-
C/le co34aHusA B nyJe.

testOnReturn false MpoBepKa COCTOAHMA COEAMHEHWA NO-
C/le BO3BPALLEHWA B Ny,

testWhileIdle false MpoBepKa COCTOAHMA COeANHEHWA B CO-

CTOAHMK idle. B cnydae owmnbKn co-
eaunHeHune yaanaeTca us nyna.
timeBetweenEvictionRunsMillis -1 MHTepBan B MC Mmexay 3anyCKOm npo-
BEPKN coeauHeHUA B COCTOAHUU idle,
B/IMAET Ha testWhileIdle.
validationQuery = SQL-3anpoc BbINOAHAEMbIA MpU MpPO-
BepKe COCToAHMA coeaAUHEHUA U3 ny-
Na, Npu nyctom 3Ha4yeHUn UCnosib3y-
eTca isvalid ().
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r"internalfstorefjdbc" HER
"pool" : {
"maxIdleConn" : 10,
"maxTotalConn" : 20,
"maxWaitConnMs" : 30000,
"minIdleConn" : 7,
"testOnBorrow" : false,
"testOnCreate" : false,
"testOnReturn" : false,
"testWhileIdle" : true,
"timeBetweenEvictionRunsMillis" : 30000,
"validationQuery" mn
}
}
3. lMepe3sanycTmTe cepBuChI.
sudo systemctl restart blitz-idp blitz-console blitz-recovery blitz-
—registration

PaclumMpeHHble HaCTPOIKKU nogKkaoueHus K LDAP

B KOHCO/IM yNpaBNEHMA MOXKHO CO34aTb HAaCTPOMKM NOAKAOYEHUA K XpaHUAWLLEAM aTpnbyTos, paboTatowmm no
LDAP-npoTokony. MNpu 3ToM Yepes KOHCO/b YNpaBAeHUA MOXHO 3343aTb HAaCTPOMKM Nyaa KOHHeKToB K LDAP. Blitz
Identity Provider 6ygeTt ucnonb3oBaTb 06LMe HAaCTPOMKM Ny/1a KOHHEKTOB A1A YCTaHOBKU NMOAKIIOYEHWNI KaXKAbIM
NPUNONKEHNEM, UCTIONb3YIOLMM NOAKAOYEHME K XPaHUAULLAM. ITO MOXKET NPUBECTM K CO34aHMI0 601bLIOro Ymnc-
1a KOHHeKTOoB K LDAP.

Yepes KOHOUIypauuoHHbIM dakn blitz.conf MOMXKHO HACTPOUTb NapaMeTpbl Haya/jbHOTO U MaKCMMaslb-
HOrO YMC/Ma KOHHEKTOB B paspese pas/MuHbiXx npuaoxeHuit Blitz Identity Provider (Hanpumep, ANA KOH-
CONMM yMpaB/ieHUs 334aTb MeHblUMEe 3HaAYeHWA KOHHEKTOB B Nyse, Yem A/1a cepBuUca ayTeHTUdUKaLMK).
[na atoro B 6/n0Ke blitz.prod.local.id-stores B HACTPOMKax COOTBETCTBYIOLLEIO XPaHWAWLLA Ha-
pAgy C HacTpoMKaMM initialConnections M maxConnections MOMHO C€O34aTb HACTPOMKM BUAaA
initialConnections#BLITZ_APP U maxConnections#BLITZ_APP, rge B KayectBe BLITZ_APP YyKa-
3blBaeTCA MMA COOTBETCTBYHOWEro MnpUAoXKeHuAa (blitz—console, blitz-idp, blitz-registration,
blitz-recovery).

MprMMmep HaCTPOWMKM, KOraa A1A KOHCOMM ynpasfieHWUsa 3a4aeTcAd MeHbLUMA pasmep nyna KOHHEKTOB, Yem Aas
OCTa/IbHbIX MPUIONKEHWIA:

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"initialConnections" : 10,
"initialConnections#blitz-console" : 1,
"maxConnections" : 20,
"maxConnections#blitz—-console" : 1
}
]
}

Mpwu BbiNoNHeHUM 3anpocoB B LDAP xpaHuauwe atpubyTos Blitz Identity Provider 6epeT nmetolieeca coegmHe-
Hue c LDAP-KaTasnorom m3 nyna coeanHeHui. Mocne BbinosHeHua 3anpoca Blitz Identity Provider He 3aKpbiBaeT
coeAMHeHWe, a BO3BPaLLAeT ero 06paTHO B My/a COEAMHEHWUIN ANA BO3SMOMHOCTM NMOBTOPHOMO MCNO/Ib30BAHMA.
TakoW nopafok B3ammogenctena ¢ LDAP obecneunBaeT BbICOKYIO NPOU3BOAUTENIbHOCTb, HO TpebyeT anntenb-
Hoe Bpema noaaep:kusatb coegmHeHuns ¢ LDAP-KaTanorom oTKpbITbIMU. HacTPOMKM MeXKCeTeBbIX 3KPaHOB UIN

6.2. Hactpoiiku B ¢aiine blitz.conf 351



Blitz Identity Provider, Bepcus 5.34

camux LDAP KaTasi0ros MoryT npenAaTCTBOBaTb A/IUTENIbHOMY COXPAaHEHUIO OTKPbITbIX COEAMHEHNIN NPUNOKEHUI
Blitz Identity Provider c LDAP-kaTanorom.

TCP-coeanHenus Blitz Identity Provider ¢ LDAP-kaTanorom moryT 6biTb 3aKpbiTbl 6€3 COrMacoBaHHOrO paspbiBa
coeanHeHus, Tak 4Tto B LDAP KaTtanore coeanHeHue byaet 3akpbiTo, a Blitz Identity Provider 06 atom yBegomseH
He 6yaeT. Mpu NoNbITKE UCMONb30BAHWUA TAKOTO COEAMHEHUA U3 NYNA MOXKET BO3HUKHYTb ANUTENbHbIN TalMayT,
npexae yem Blitz Identity Provider pacLeHUT coeauHEHNE KaK 3aKPbITOE U UCKHOYUT ero U3 nyna CoeanHeHuin.
YT106bI TaKaa cuTyaLma He BAMANA Ha nonb3osaTenen, B Blitz Identity Provider npesycmoTpeH anroputm nepu-
04MYECKOM NPOBEPKN AeNCTBUTENBHOCTU OTKPbITbIX LDAP coegnHenunit. C nepmogom healthCheckInterval
(B MMANUCEKYHAAX) BbINOMHAETCA NPOBEPKA COCTOAHUA COeANHEHMSA, @ BPEMA TaliMayTa NpW OTCYTCTBUM OTBETA
LDAP-KaTanora Ha 3anpoc 3a/1aeTca NapameTpoB connect ionTimeout (B MuAnMcekyHaax). Cam onncaHHbIN pe-
UM ONTUMANbHOTO B3aMMOLENCTBUA C MYIOM COEAMHEHWNA NO YMONYAHMIO BKAKOYEH (HAaCTPOMKa useSyncMode
B 3HaYeHUU false). B cnyyae HectabunbHoOM paboTbl coeguHeHui ¢ LDAP-kaTasorom pekomeHayeTcs nonpo-
60BaTb BK/ILOYUTb CUHXPOHHbBIN PEXUM B3aMMOAEWCTBUA C KaTasorom (YCTaHOBUTb useSyncMode B 3HaYEHUU
true).

MprMepbl pEKOMEHAYEMbIX HACTPOEK NPUBEAEHbI HUXKE:

"id-stores" : {
"list" : [
{
"type" : "LDAP",
"connectionTimeout" : 3000,
"healthCheckInterval" : 300000,
"useSyncMode" : false

B cnyyae nogkntoueHusn K Blitz Identity Provider ogHOBpeMEHHO HECKONbKUX XPaHUAULL, aTPMOYTOB MOKET BO3-
HWKHYTb TaKaa CUTyauma, 4To Npu MAaeHTUOUKALUKN 1N ayTeHTUPUKALMM NONb30BaTENA MO NOTUHY M Naposto B
HECKO/IbKMX XPaHWUINLLAX MOXET 0OHAPYKUTHCA HECKO/IBKO YYETHbIX 3anncei, BOSMOXKHO NPUHAANEeKALUNX pas-
HbIM N0AAM, C COBMAZAIOLWMMM NorMHaMn. Heobxoanmo nsberaTb Takol cutyauum npu BHegpeHun Blitz Identity
Provider, 1 no ymonyaHuio npu BbiABAEHUMN Takol cuTyauuu Blitz Identity Provider npu BbiaBneHHbIX gy6aax 6y-
[eT Bbl4aBaTb NO/b30BATE/NO OWMBKY BXOAA, YKa3bIBAIOLLYIO Ha HasMuMe HEKOPPEKTHOM CUTyaLuK C YYEeTHOM
3anucblo nonb3oBaTtensa. Tem He MeHee, B pAe C/ly4ae MOXKET BOSHUKHYTb CUTYaLMA, Koraa Npyu BHEAPEHUU Ha-
MepeHHO AO0MYCKatoT, YTO MO OAHOMY IOTMHY MOKET BblTb HANAEHO HECKONBKO YYETHbIX 3anuceli PasHbiX Nosb-
30BaTenel B pasHbIX XpaHUAMLAX. B 3Tom cnydyae MOXKHO yKasaTb B 610Kke HacTpoekblitz.prod.local.idp.
login pexum firstSucceded B HaCTpOMKe authStrategy. B 3TOM cnyyae Bce HaliAeHHble yYeTHble 3anucu
6yayT NpoBepeHbl, U K KaKoM U3 HUX NepBOi NOZONAET Napo/b NONb30BaATENA, C STON YYETHOM 3anucbio u byaeT
BbINO/IHEH BXOA.

MprMmep HacTPOIKK:

"login" : {
"authStrategy" : {
"mode" : "firstSucceeded"

by

ba3sa reogaHHbIX

MOKHO noAKAuMT K Blitz Identity Provider 6a3y aaHHbix B popmate mmdb®* ¢ reopaHHbIMK. B 3TOM cnyuae
Blitz Identity Provider npu pernctpaunn cobbitmii 6€30MacHOCTH, a TaKKe NpY 3aNOMUHAHUK YCTPOMUCTB U Bpay-
3epoB No0/1b30BaTeNA AOMNOSHUTENBHO K COXpaHeHuto IP agpeca byaeT 3anucbiBaTh cooTBeTCTBYOWME IP-aapecy

64 https://www.maxmind.com/en/geoip2-databases
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OaHHbIM O CTpaHe, perMoHe 1 ropoje, a TakKe WMPOTY, AOATOTY U paguycy TOYHOCTU, NoyYeHHble U3 6a3bl reo-
OaHHbIX.

CoxpaHeHHble reofaHHble ByayT NOKa3bIBaTbCA AAMUHUCTPATOPY B KOHCOMIM YNpaBaeHUA. TaKKe MOXKHO BK/IO-
YUTb OTOBPaKEeHUE reofaHHbIX NOb30BATENO B «/IMUHOM KabUHETE» U BKAOYUTL UX B TEKCTbI YBEAOM/IEHU,
oTnpasasembix no SMS nam email.

Ons nogkntoyeHna 6a3bl AaHHbIX C reofaHHbIMU HEOHXOAMMO BbINOXKUTL Ha cepBepax ¢ Blitz Identity Provider
¢dann popmata mmdb c 6a30it AaHHbIX, a TaKKe co34aTb 610K HacTpoek blitz.prod.local.idp.geolp CO
cnefyoWwmMmmM HaCTPOMKN B Bnoke driver:

* type —TMN 6a3bl C reogaHHbIMK. MoaaepKMBaeTcA TONbKO TUN geoIp2-db;
® path — NyTb Ha cepBepe K ¢aiay c 6a3on reogaHHbIx B popmaTe mmdb.

Mpumep HacTpoek:

"geoIp": {
"driver": {
"type": "geolIp2-db",
"path": "geolIp/GeoIP2-City.mmdb"

Ucnonb3oBaHue Heckonbkux CYB/,

B Blitz Identity Provider moxKHO HacTpouTb ogHOBpemeHHoe ucnosb3oBaHne CYB/[ Couchbase Sever n CYB/,
PostgreSQL ana xpaHeHMA pa3HbIX TUNOB 06bEKTOB. s 3Toro HeobxoaMmo B 6710Ke HacTpoeK blitz.prod.
local.idp.stores 3a4aTb cneaytolme HAaCTPOMKU:

e default_type — Ucnosb3lyemas no ymonyaHuio CYB[. Bo3amoxkHble 3HaueHus: cb — Couchbase Server,
jdbc — PostgreSQL nav nHana penaymoHHas CYB/[, c noaaep:xkon JDBC;

® list-of-types — uaeHTUPUKATOPbI KNaccoB 0b6bekToB Blitz Identity Provider u ncnonosyemoble gns pas-
MeLLLeHNA COOTBETCTBYIOLWMX UM 06bekToB CYB/, (cb nam jdbc). BKAtouaTb B HACTPOWKY HYXKHO TO/IbKO Te
Knaccbl 06beKTOB, KoTopble pasmewatotca B CYB/[, OTANMYHOM OT yKa3aHHOM B default_type. [JOCTyNHbI
cnepyoLLme Knaccbl 06bEKTOB:

— user-store —aTpubyTbl y4eTHbIX 3anucei;

— access-token-store —MapKepbl be3onacHocTy;

— refresh-token-store — MapKepbl 0BHOBNEHUS;

— id-ext-store — NPUBA3KM BHELIHUX NOCTABLUMKOB NAEHTUUKALUY;

— device-code-store — Koapl noaTeepxaeHus gns OAuth 2.0 Device Authorization Grant;
— access-list—-store — BblJaHHbIE MONb30BATENIEM PA3peLLEHUA NPUNOKEHUAM;

— blitz-action-store —KoAbl NOATBEPKAEHMA KOHTAKTOB (sms, email);

— oath-token-store — npusaskn HOTP n TOTP reHepaTopoB pa3oBbIX Naponewn;

— oath-load-proc-store — UCTOPMA 3arpy3ok onucaHuit annapatHbix HOTP n TOTP reHepaTopos
pa3oBbIX Naposnen;

— confirmation-request—store —3anpochkl pa3oBbix Naponeun;

— reg-context-store — KOHTEKCT perncrpauunm I'IOJ'Ib3OBaTeI1€l7I;

— reg-context-storef — KOHTEKCT perncTpaLmm nonb3osaTenemn;

— id-store-maker — BCTPOEHHOE XpaHUAMLe M,D,EHTMd)VIKaTODOB FIOllb3OBaTe/'Ieﬁ;
— rcv-ctx—store — KOHTEKCT BOCCTAHOB/IEHUA naponel‘/'l HOﬂbBOBaTeI‘IeVI;

— db-client-store — AMHaMUYECKUE KNNEHTbI;

= db-client-storef — AUHAMUYECKMNE KNNEHTDI,
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— initial-token-store — |AT mapKepsbl;

— user-agent-store — yCTPOWCTBa (6pay3epbl) NoNb3oBaTeNEN;
— web—authn-key-store — Kntoun 6esonacHocTu;

— audit-store — cobblTnA 6e30NacHOCTH;

— task-store — aCUHXPOHHbIE 3343a4u.

e utils — NepeyeHb MOAZYNEN C YyTUAUTAMU, HeobxoguMbIX Ana ucnonblyemoro tuna CYB[: modules.
CouchbaseModule — ana Couchbase Server, modules.JDBCModule — ansa PostgreSQL.

Mpumep HaACTpPOEK COBMECTHOro Ucnoab3oBaHma asyx CYB/:

"stores" : {

"default-type" : "jdbc",

"list-of-types" : {
"access—-token-store" : "cb",
"refresh-token-store”" : "cb",
"user—agent-store" : "cb"
by

"utils" : [

"modules.CouchbaseModule",
"modules.JDBCModule"

6.2.7 OomeH Blitz Identity Provider

MN3meHeHne gomeHa Blitz Identity Provider ocyuiectenseTca nytem pefakTMpoBaHMA B 610Ke HacTpoeK blitz.
prod.local.idp.net KOHOUrypaunoHHoro daina HaCTPOMKKN domain.

Mpumep HACTPOMKK:

"net" : {
"domain" : "demo.identityblitz.com"

}

Mpu HeobxogumoctTn u3MeHums (cTpaHuua 322) B  blitz.prod.local.idp.lang B 610Ke
portal-lang-cookie 3HaYeHMEe HACTPOMKM domain.

Mpumep PpparmeHTa KOHPUTYpPaLMOHHOTO daiina:

"lang" : {

"portal-lang-cookie" : {
"domain" : "identityblitz.com",

MpY HEOBXOANMOCTM MOXKHO U3MEHUTb NYTb 40 NPUAOKEHWU (MO YMOAYAHMIO NPUNOMKEHUA JOCTYMHbI C UCNONb-
30BaHMeM NyTU /blitz). OTPeAaKTMPOBATb NYTb MOXKHO B KOHOUIypaLMoHHOM daiie play.conf. Hy»KHO u3-
MEHWTb NapameTp context B 6/10Ke play.http:

"http" : {
"context" : "/blitz",

MN3meHnTb fomeH 1 nyTb Blitz Identity Provider B dainax /blitz-config/saml/conf/relying-party.xml,
/blitz-config/saml/metadata/idp-metadata.xml.

6.2. Hactpoiiku B ¢aiine blitz.conf 354




Blitz Identity Provider, Bepcua 5.34

MprMMep U3MEHEHUA HACTPOEK B relying-party.xml:

<?xml version="1.0" encoding="utf-8" standalone="yes"?>
<nsl18:RelyingPartyGroup ..>
<nsl8:AnonymousRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential"/>
<nsl8:DefaultRelyingParty
provider="https://demo.identityblitz.com/blitz/saml"
defaultSigningCredentialRef="IdPCredential">

</nsl18:DefaultRelyingParty>

</nsl1l8:RelyingPartyGroup>

Mpumep M3MeHeHUs HaCTPoeK B idp-metadata.xml:

<?xml version="1.0" encoding="UTF-8"7?>
<EntityDescriptor .. entityID="https://demo.identityblitz.com/blitz/saml">
<IDPSSODescriptor ..>

<ArtifactResolutionService
Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML1/SOAP/
—ArtifactResolution"
index="1"/>
<ArtifactResolutionService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/SOAP/
—ArtifactResolution"
index="2"/>
<SingleLogoutService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—SLO"
ResponseLocation="https://demo.identityblitz.com/blitz/saml/profile/SAML2/
—Redirect/SLO" />
<SingleLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Plain-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—Plain/SLO"
ResponseLocation=
"https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/Plain/SLO
/>
<SingleLogoutService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/SOAP/SLO" /

>

<SingleSignOnService
Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"
Location="https://demo.identityblitz.com/blitz/saml/profile/Shibboleth/SSO"/>
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/POST/SSO"/>
<SingleSignOnService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-POST-SimpleSign"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/POST~-
(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
—SimpleSign/SSO"/>
<SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—~Sso"/>
<SingleSignOnService
Binding="urn:ocasis:names:tc:SAML:2.0:bindings:HTTP-Plain-Redirect"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/Redirect/
—Plain/SSO" />
</IDPSSODescriptor>
<AttributeAuthorityDescriptor ..>

<AttributeService
Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML1/SOAP/
—AttributeQuery"/>
<AttributeService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:SOAP"
Location="https://demo.identityblitz.com/blitz/saml/profile/SAML2/SOAP/
—AttributeQuery"/>

</AttributeAuthorityDescriptor>
</EntityDescriptor>

6.2.8 MNonb3oBatenn

bnokuposaHue HeaKTUBHOro Noab3oBaTtens

Blitz Identity Provider oTcnexkusaeT Bpemsa nocsnegHel akTUBHOCTU NMosb3oBaTtesna. [peaycmoTpeHa BO3MOXK-
HOCTb BbINOMHATbL BNOKMpPOBaHME YUYETHbIX 3anMceil Nonb3oBaTeNiei, KoTopble A0Nroe Bpems HeaKTUBHbI. A
aKTMBaLMM 3TOM BO3MOXKHOCTM HEOHXOAMMO 3aNyCTUTb B Cron BbIMNO/IHEHWE CKPUNTa lockinactive . sh. CKpunT
HaxoauTcAa AMPEeKTopun /usr/share/identityblitz/blitz-console/bin Ha cepBepe C NpUIOKeHNEM
blitz-console. PekomeHayeTcs BbIMOAHATL CKPUMT Pa3 B AeHb BO BPEMS MMHMMAJ/IbHON aKTUBHOCTU B CUCTEME.
Mepen 3anyckom cKpunTa HEOBXOANMMO OTPESAKTUPOBATb €0 B TEKCTOBOM PeAAKTOPE — YCTAHOBUTL:

* inactive_period — Tpebyemblit Nepnog HeakTUBHOCTU (B AHAX), NOC/IE KOTOPOro A0AKHA 6biTb NPOMU3-
BefeHa 6NOKMPOBKA YYETHOW 3anucy;

® range_size — AMana3oOH OXBaTa Yy4YeTHbIX 3anucen (B ,CI.HHX), noa, 6J'IOKVIDOBKy nonaayTt y4yeTHble 3ann-
CU, nocnegHAA aKTMBHOCTb MO KOTOPbIM 6blna B nepuop c (rexymad marta — inactive_period -
range_size) A0 (Texymad mata — inactive_period).

Blitz Identity Provider no3BonsieT Tak:Ke OCyLLECTBATb aBTOMaTMUYECKoe 6/10KMPOBaHNE Yy4eTHOM 3anncK B Mo-
MEHT MOMbITKM BXOA4A, €CM [0 3TOro y4YeTHas 3anucb Oblna ANUTENbHO HeaKTMBHA. [nA BKAKOYEHUA OaH-
HOWM BO3MOMHOCTM HYXHO A006aBWUTb 610K HacTpoeK blitz.prod.local.idp.lock € 3Ha4eHnem B Ba0oKe
inactivity HacTPOMKM 1imit B CEKYHAAX, ONPeAENAoLE MaKCMMaabHO pa3peLleHHbl Nepuos HeakTUBHO-
CTW, NO NPOLLECTBUMN KOTOPOTrO NPW MOMbITKE BXOAA YYETHAA 3anucb byaeTt 3a6/10KMpOBaHA NO HEAKTUBHOCTU. B
HacTpoWKe checkInterval MOMHO 3343aTb MMHUMANbHBIN NEPUOS B CEKYHAX, He Yallle KOTOPOro Npu BxoAae
yYeTHOM 3anmcKn ByaeT NPoBePATLCA CPOK HEAKTUBHOCTY.

MprMep HaCTPOLKK:

"lock" : {
"inactivity" : {
"checkInterval" : 86400,
"limit" : 31536000
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B HacTpolikax cepBMca BOCCTAaHOBIEHUA NAapOaA MOXKHO BK/OYUTL PEXKUM, NPW KOTOPOM byaeT paspelleHa pas-
6/I0KMPOBKA YYETHOW 3anucK, 3abNOKMPOBAHHOW MO HEAKTUBHOCTHU, B C/ly4ae YCMELHOro NPOXoXKAeHUsA 8occma-
HoeneHuUA 3a6bimo2o napoa (cTpaHuua 210).

3anpert Ha ucnonbsosaHue ID yganeHHoOro nonb3osarens

Blitz Identity Provider oTcnexunBaeT UCNOb30BaHHbIe paHee naeHTUdUKATOPbI NoAb3oBaTeNel, YTObbl UX HeNb3sA
6b110 MCcnonbL30BaThb NOBTOPHO nocae yganeHnAa yquHOVI 3anncun nNonb3osBaTesiIA B Te4eHne yCTaHOBNIEHHOIO ne-
puoaa BpemeHu. Jns 31oro B 60K blitz.prod.local.idp.provisioning Hy*KHO 806aBUTL pasaen remove
CNeayloLEero CoaepKaHua, YKasas Hy»KHoe Yncno aHen (days), B TeYeHME KOTOPbIX MAEHTUGUKATOP No/b30Ba-
TenAa Henb3Aa 6yAET MCNoab30BaTb NpU I'IOBTOpHOﬁ perncrpauunn:

"provisioning" : {
"remove": {
"mode": "keepRemovedId",
"days": 365
}
}
6.2.9 ECHA

KoHTteltHep Kntoueit ana ECUA n Ludposoro npodpuns

3anpocbl Ha ayTeHTUdUKaLMIO Yepes3 BHELWHWI NOCTaBWUKM naeHTudukaumm ECUA n LN ECUA ponkHbl 6biTb
noAanucaHbl 31EKTPOHHOM NOANMCHIO C UCMONb30BaHNEM KOHTeMHepa Katoden c anroputmamm FOCT P 34.10-2012
n FOCT P 34.11-2012. Ansa vucnonb3osaHua B Blitz Identity Provider Heobxoaum ¢ainoBbI KOHTEUHEP KAko4a
3N1eKTPOHHOM NOANWCHK B OAHOM U3 ceayowmx GopmMaTos:

e Kpuntolpo CSP (Bepcus 4.0 nnu Bbiwwe),
e Kpuntolpo JCP 2.0.

[na nonyyeHua KoHTeMHepa Kkodeit HeobXoaMMo 06PaTUTLCA B aKKPEAUTOBAHHDBIN YAOCTOBEPAIOLMIA LLEHTP.

A\ Buumanue

B cnydae ecnm KOHTeMHep K/touei BbiNyCKaeTca YA0CTOBEPAOWMM LEHTPOM Ha GU3MYECKMI HOCKUTENb, TO
BA)KHO YKa3aTb, YTO KOHTEMHEP KAoYen A0KEH BbITb BbIMYLLEH C SKCMOPTUPYEMbIM 3aKPbITbIM K/OYOM, YTO-
6bl ero MoXHo 6bl10 Mcnonb3oBaTh B Blitz Identity Provider.

Mocne nonyyYeHUs B akKPeAUTOBAaHHOM YA0CTOBEPSAIOLLEM LIEHTPE KOHTEWHEPA KtoYel ero HeobxoanmMo MMMop-
TMPOBaATb B XpaHWMLLE Ktouel, ncnonbsyemoe Blitz Identity Provider. 1na 3Toro Mo»KHO nan 06patuTbeA B TEX-
HUYecKyto noaaep:Ky Blitz Identity Provider nnv Bocnonb3oBaTbcs 04HMM U3 ONMCAHHbBIX ganee B nogpasaenax
cnocoboB KOHBEPTALUN.

Kpuntolpo CSP Ha Windows
[ns KoHBepTauumn KoHTenHepa Kpuntolpo CSP B Windows noHapobsTca:
¢ MK nog ynpasneHvem Windows ¢ HacTpoeHHbIM 6paysepom Internet Explorer 11.
e [lnatHaa ytunmta P12FromGostCSP.
* YcTaHOBNEHHbIW Ha MK Kpuntonposaiaep Kpuntolpo CSP (Bepcus 4.0 1 HoBee).
MHCTPYKUMA NO KOHBEPTALLMK KOHTEWHEpa:

1. YctaHoBUTb Ha MK nog ynpasneHem Windows kpuntonposaiigep Kpuntolpo CSP®® (Bepcus 4.0 v Hosee).
YCTaHOBUTb 3aKPbITbIN KNOY 31eKTPOHHOM noanucu B peectp Windows. [N 3TOro BbINOAHUTb LWaru:

65 https://cryptopro.ru
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e 3anyctutb Kpuntollpo CSP;

® BbIOPaTb BKNAAKY CepBUC M HaxKaTb Ha KHOMKY MocMoTpeTb cepTUdUKaTbl B KOHTeHepe:

Airopmnbllsezonaa-lonblwﬂogon|HaCTpoﬁmTLS
Ofuve | OBopymosamme |  Cepsuc rnmomemuo

KOHTEeNHED 3aKpbITOro Kya

3TW MaCTEpa No3B0NAKT NPOTECTUPOBATL, CKONMMPOBATbL MM
YAANUTb KOHTEIMHED 3aKPbITOro KNKYa C HoCUTEens.

CepTMdMKATLI B KOHTEIMHEPE 33KPbITOr0 KNKoYa

3TOT MacTep No3BONAET NPOCMOTPETL CEPTUOMKAETEI, HEXOAAWMECS
B KOHTEIMHEPE 3aKPbITOr0 KMKYa, M YCTEHOBUTL X B XPaHUIULLE
CepTUOMKAETOB.

| MpocMOTPETL CEPTUDMKETEI B KOHTEMHEDE. ..

JMYHBIA cepTUDMKAT

3TOT MacTep No3sBonaeT CBA3aTb cepTUdMKaT us daitna c
KOHTEIMHEPOM 38KPbITOr0 KNKYa, YCTaHOBME 3TOT CepTUDMKAT B
XPaHUIULLE,

| YCTaHOBUTE AMYHBIN CEpTUUKAT. ..

Maponu 3aKpbITbIX KAOYel

3TW MaCTEPa NO3BONAKDT M3MeHUTL Naponm (MNH-Koab!) 3aKpbITIX
KIKOYEN UMK YAANWUTb 3aNOMHEHHBIE PaHEE Naponu.

W3MeHuTb naponk... I IYnaMTbsmomewuegapom...

OK || OTMeHa I MpuMeHUTL

® HarkaTb Ha KHonKy O630p:
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KOHTeifHep 3aKpbiTOro Kny4a
BBEAWTE MNM YKEKMTE KOHTEMHED 33KPLITOr0 KKoYa ANA NpocMOTPa g
CepTUHMKATOB B 3TOM KOHTEIHEpe

MMA KNOYEBOoro KOHTEHepa:

BeeaeHHOe MMA 33A3ET KNKYEBO0N KOHTEHED:
(® MonbsosaTens
() KoMnbtoTepa

Bribepute CSP Ans NoMcKa KNKOYEBLIX KOHTENHEPOB:
|Crypho-Pro GOST R 34. 10-2001 Cryptographic Service Provider

< Hazaa

® BblbpaTb KOHTENHep ¢ Katoyom FOCT P 34.10-2012:
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Boibop KNKOYEBOro KOHTEMHEPa
B cnucke nokasbiBaTb:
(®) pyxecTBeHHbIE MMeHa Owv

CnMcoK KNtoYessIX KOHTE“'IEDOB nonb30BaTENA:

-
CunTbiBaTENns  MMA KOHTEMHEPa

Anck K 40e117c7-1b75-4e0c-bc63-37e86d80e08a
Anck K 46c533fc-297f-44cf-9471-0000c6b5d0b3

Auck K 52be 160c-5917-40c0-ac39-6deb470011dd_usb
Auck K 66a21e31-2654-48d2-a990-c0 1aa6f28ebg
Auek K af8cad64-ba17-4923-afdd-28eba302b3f9

® B OTKpbIBLWWEMCA OKHE y6eﬂ,MTbCﬂ, 4yTo Bbl6paH Hy)'KHblﬁ KNto4eBom KOHTeﬁHep M HaXaTb Aanee:
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KoHTeliHep 3aKpbITOro KAo4a

BBEAWTE MNM YKEKMTE KOHTEMHED 33KPLITOr0 KKoYa ANA NpocMOTPa lg
CepTUHMKATOB B 3TOM KOHTEIHEpe

MMA KNOYEeBoro KOHTEeHepa:
| \\\FAT12_K\afBcad64-ba 17-4923-afdd-28eba302b3f|

BeeaeHHOe MMA 33A3ET KNKYEBO0N KOHTEHED:
(® MonbsosaTens
KomnbtoTepa

Bribepute CSP Ans NoMcKa KNKOYEBLIX KOHTENHEPOB:
|Crypho-Pro GOST R 34. 10-2012 Cryptographic Service Provider

< Hazaa

® B OKHe CO CBOMCTBaMM cepTUOUKaTa HaXKaTb Ha KHOMKY YCTaHOBUTb:

Ceprudmukar gna npocMoTpa
MpocMoTpUTE 1 BbIbEPUTE CEPTUDUKAT

CepTuduKar: | 000 "PEAK COOT"
CybbekT: | STREET="yn.CyBopoBckas, 19, cTp.1, 3%, S=77r. Mocksa, L=Mockea, C

MocTaBmK: | E=ca_tensor@tensor.ru, OMrPH=1027600787994, MHH=007605016030, (

[OeicTeuTENEH C: | 30 aBrycra 2019r. 9:16:03

|
[eicTenTeneH no: I 30 Hosbpa 2020 1. 9:16:03 ‘
|

CepuitHblin HoMEp: | 4908 6A00 BSAA 96A4 4DAB 205A SAEB 1749

YCTaHOBUTL | leoﬁcha I

063op...

< Haszaa ” loToBo ] I OTtmeHa

¢ coobuweHne CepTdUKaT Bbla YCTaHOB/IEH B XpaHWUAULLE «JTMYHbIE» TEKYLLEro Nosib30BaTeNs cBuae-
TeNbCTBYeT 06 YCMNeLHOM COXpaHeHUN.
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2. dkcnopTupoBatb Katoy KpuntoMpo us xpaHuamwa Windows B PKCS#12. ina storo npuobpectn u 3any-
CTUTb yTUANUTY P12FromGostCSP®®. HyskHa cneumanbHan Bepcua YTUANTbI — PEKOMEHIYETCA NPOKOHCY/b-
TUPOBATbCA C TEXHUYEeCKoN noaaep»Kkoi Blitz Identity Provider.

Mocne 3anycka yTMANTbI BbINOAHUTD LWArK:

* BblbpaTb cepTUdmKaT:

bezonacHocts Windows “

P12FromGostCSP

Please select certificate to be exported

00O "PEAK COOT"

Wzgatens: 000 "KOMIMAHWMA
"TEH30P"

Aeiictentenen c: 30.08.2019 no

30.11.2020

MNpocMoTpeTs cBOMCTEE

CEQTHQHKBTB

o ][ omew

® 334aTb NAPO/b OT CO34aBaeMOro KoHTelHepa PKCS#12:

3apavite naponb H
3agaiiTe naponb K dainy p12:
naponb: I |
NoATBEPKAEHME Napons: |
OK | Cancel

® yKasaTtb ¢ann ana coxpaHeHus PKCS#12. B kauecTBe paclumMpeHus 0b6a3aTeNlbHO yKasaTb . pfx:

Coxpanenve B

© = 1 » Irorrounsiorep » Jarpymee » FOCT vie - »

B PaGouwi cron

1 3101 komnsioTep
B Beo

Yon goiins: | IR

Tnn e Private information exchange files (*.p12,%p6)

~ Cxperms nanes Cogpanme Omiea

3. YcTtaHoBUTb Ha MK okpyrkeHue Java (JRE) Bepcum 8.

66 http://soft.lissi.ru/ls_product/utils/p12fromcsp/
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4. MmnopTtupoBaTb Koy u3 PKCS#12 B BKS-xpaHuauLLe ¢ nomoLubto 6ecnnatHoi yTuautel gost-keytool®” un
aKTyanbHoii Bepcun 6ubnunotekn beprov-jdk150n%8.

java —-cp "gost-keytool.jar;bcprov-jdkl50on-1.70.jar" ru.reaxoft.gost.Keytool.
—import_pkcsl2 —--srckeystore gost.pfx ——-srcstorepass 12345678 —--srcalias csp_
—exported ——-srckeypass 12345678 —--destkeystore blitz-keystore.bks ——
—deststoretype BKS —-deststorepass pass —-destalias gost2012 --destkeypass._
—pass

e N
© B 310i1 onepauum UcnoNb3yIOTCA NapameTpbl

e srckeystore — nNyTb K ¢panny PKCS#12;
® srcstorepass — NAapo/b OT KOHTelMHepa PKCS#12 (6b1n1 3a4aH Ha ware 2);
® srcalias — WMA Katoya B KOHTeMHepe PKCSH12. HyHO yKa3aTb 3HaYeHUe csp_exported;

e srckeypass — Naposib K KAtouy B KOHTeliHepe PKCS#12. HyHO yKa3aTb TO e camoe 3Ha4YeHue,
YTO M ANA NapamMeTpa srcstorepass;

® destkeystore — nyTb K ¢aliny BKS blitz-keystore.bks, B3aToMmy c cepBepa Blitz Identity
Provider;

® deststoretype — TUN XpaHMAUWaA. HyXXHO yKa3aTb 3HaYyeHue BKS;
® deststorepass — Napo/ab K XpaHuauuwy BKS;
® destalias—wuma (alias) Katoua B BKS, Hanpumep, gost2012;

e destkeypass —naposib K Katouy B BKS. HyXkHO yKa3aTb TO ke camoe 3HaveHue, 4To 1 oA napa-

MeTpa deststorepass.
. J

5. 3ameHuTb Palin blitz-keystore.bks Ha cepsepe Blitz Identity Provider;

6. Mepesanyctutb NpunoxeHusa Blitz Identity Provider.

Kpuntollpo CSP Ha Linux
[Ona KoHBepTaunmn KoHTelHepa Kpuntolpo CSP B Linux noHagobaTcs:

e [1K nnu cepsep nog ynpasneHnem ogHoro ns cnegyrowmx Linux: Astra Linux 1.7, PEL, OC 7.3, AnbT. B cayyae
MCMNONb30BaHWE CepBEpPaA PEKOMEHAYETCA MCNO/b30BaTb MHOM CEPBEP, YEM T, Ha KOTOPbIX Pa3BepHyT Blitz
Identity Provider.

e BbecnnatHasa ytuauta CryptoPro PFX Decoder by liOard.

@ BaxHo

Mepes HaYaNOM KOHBEPTALMMN HYXKHO COXPaHUTb KOHTelHep Katouein Kpuntolpo CSP B popmat pfx (dain
sourcekey.pfx) M CepTUPUKAT OTKPLITOrO KAtoYa B GOPMaT cer (sourcecrt.cer).

MHCTPYKUMA NO KOHBEPTALLMM KOHTEHEpa:

1. MepekntounTtb OC Ha ncnonb3zoBaHue MOCT B bubanoteke OpenSSL cornacHo MHCTPYKLUKN ANA UCMONb3Y-
emoit OC: Astra Linux®®, PEQ, OC 7.37°, AnbT’t. MHCTpyKUMA ganee npueoauTtca Ha npumepe PEJ OC 7.3 ¢
BK/IOYEHHOWM HAaCcTpoIiKon ans ncnonb3osaHusa MOCT B OpenSSL.

67 https://my.idblitz.ru/share/index.php/apps/files/files/2891?dir=/Misc/%D0%95%D0%A1%D0%98%D0%90%20-%20%D0%BA%D0%
BE%D0%BD%D0%B2%D0%B5%D1%80%D1%82%D0%B0%D1%86%D0%B8%D1%8F%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%
B9

68 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150on/

69 https://wiki.astralinux.ru/pages/viewpage.action?pageld=27362269

70 https://redos.red-soft.ru/base/manual/safe-redos/gost-in-openssl/

71 https://www.altlinux.org/TOCT_B_OpenSSL
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2. Bkaoumntb HacTpoiky FOCT B OpenSSL:

[opensslfswitchfconfig gost }

3. HacTpouTb 3aBUCUMOCTM (LgenaeTca 0gHOKPATHO Nepes NepBoi KOHBepTaLMen Koua Ha cepeepe):

YcTaHOBKa moayna asnl:

[pipB install asnl }

YcTaHOBKa Moayna pyderasn:

[fetch|wget] http://www.pyderasn.cypherpunks.su/download/pyderasn-9.3.tar.zst
[fetch|wget] http://www.pyderasn.cypherpunks.su/download/pyderasn-9.3.tar.zst.
—asc

gpg —-verify pyderasn-9.3.tar.zst.asc pyderasn-9.3.tar.zst

zstd -d < pyderasn-9.3.tar.zst | tar xf -

cd pyderasn-9.3

python setup.py install

YCTaHOBKa pygost:

[fetch|wget] http://www.pygost.cypherpunks.su/pygost-5.12.tar.zst
[fetch|wget] http://www.pygost.cypherpunks.su/pygost-5.12.tar.zst.asc
gpg —-verify pygost-5.12.tar.zst.asc pygost-5.12.tar.zst

zstd -d < pygost-5.12.tar.zst | tar xf -

cd pygost-5.12

python setup.py install

4. 3arpy3nTb yTUAUTY CryptoPro PFX Decoder by liOard:

[fetch|wget] https://raw.githubusercontent.com/li0ard/cpfx/pyderasn/cpfx.py
[fetch|wget] https://raw.githubusercontent.com/liOard/cpfx/pyderasn/schemas.py

5. KoHBepTUpOBaTb KOHTelMHep Kawda M3 dopmata pfx B popmat PEM C nomoubio CryptoPro PFX
Decoder by lilOard

[python cpfx.py sourcekey.pfx ]

OTBeT yTMAUTbI ByaeT cogepaTb MHPOPMaLMIO O TOM, B Kakoi dain 6bi1 coxpaHeH Npeobpa3oBaHHbIN
KOHTelHep. Hanpumep, exported_4192476d-3e66-4963-8684-bd95d6be7967 . pem.

6. KoHBepTMpOBaTb cepTUPUKAT OTKPLITOrO KAtoua U3 popmaTta DER B popmaT PEM ¢ nomoubio OpenSSL:

[openssl x509 -in sourcecrt.cer -inform der -out sourcecrt.pem }

7. CobpaTtb HOBbIM pfx-KOHTeliHep 13 Npeobpa3oBaHHbIX KAtoYa U cepTuduKaTa:

openssl pkcsl2 -export -in sourcecrt.pem —-inkey 4192476d-3e66-4963-8684-
—bd95d6be7967.pem -out correct.pfx -name gost2012

8. YcTaHOBUTL OKpYyrKeHue Java (JRE) Bepcum 8.

9. MMNopTMPOBaTb KAtoY U3 PKCS#12 B BKS-xpaHMAuLLe ¢ nomoLLbio 6ecnnaTtHoit yTuantbl gost-keytool”? n
aKTyanbHoili Bepcun 6ubnnotekn beprov-jdk150n73.

72 https://my.idblitz.ru/share/index.php/apps/files/files/2891?dir=/Misc/%D0%95%D0%A1%D0%98%D0%90%20-%20%D0%BA%D0%
BE%D0%BD%D0%B2%D0%B5%D1%80%D1%82%D0%B0%D1%86%D0%B8%D1%8F%20%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%

B9
73 https://repol.maven.org/maven2/org/bouncycastle/bcprov-jdk150on/
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java —cp gost-keytool.jar:bcprov-jdkl5on-1.70.jar ru.reaxoft.gost.Keytool.
—import_pkcsl2 —-srckeystore correct.pfx —--srcstorepass 1234 —-srckeypass.
1234 —--destkeystore blitz-keystore.bks —--deststoretype BKS —--deststorepass.
—pass —-destalias gost2012 —-destkeypass pass —-srcalias gost2012

s N
© B 310i1 onepauum UcnoNb3yIOTCA NapameTpbl

® srckeystore — NyTb K CKOHBEPTUPOBAHHOMY pfx-KOHTeliHepy (PKCS#12);
® srcstorepass —Napo/ib OT KOHTeVIHepa PKCS#12;
® srcalias — MMA KNtOYa B KOHTEHepe PKCS#12. Hy)KHO yKa3aTb 3HaYeHue gost2012;

* srckeypass —Napo/b K KNtoUy B KOHTeHepe PKCS#12. HyXXHO yKa3aTb TO Ke Camoe 3HauYeHue,
YTO U 1A NapameTpa srcstorepass;

e destkeystore — nyTb K ¢aiiny BKS blitz-keystore.bks, B3aTOMy C cepBepa Blitz Identity
Provider;

® deststoretype —TUN XpaHuamwa. Hy}Ho yKa3aTb 3HaYeHue BKS;
® deststorepass — Napo/ab K xpaHuauuy BKS;

® destalias — ums (alias) kntoua B BKS, Hanpumep, gost2012;

® destkeypass — nNaponb K Kawouy B BKS.
N J

10. 3ameHuTb panblitz-keystore.bks Ha cepBepe Blitz Identity Provider;

11. MNepesanycTuTb NpunoxeHus Blitz Identity Provider.

Kpuntollpo JCP

[ns umnopTa KoHTelHepa B popmate KpuntolPO JCP HeobXoAMMO YCTaHOBUTb JaHHbIV KpunTonposaigep’ u
CNefoBaTh MHCTPYKLMAM M3 0DULMANBHON AOKYMEHTALMUMN.

Bxog yepe3 ECUA B pexkume Bblbopa opraHuMsaumm

Korga ana Bxopa B Blitz Identity Provider ckoHduUrypupoBaH BHeLHWI nocTaBlwmK naeHtubukaumm ECUA, 1o K
06bIYHOMY peXMMY BXOAa NO/Ib30BATE/IA MOXHO CKOHOUIYpMpPOBaTh Caeaytoume A0NO0HUTEbHbIE BO3MOXKHO-
cTv:

e OTObGpaxKeHWe Mo/sb30BaTENIO 3KpaHa BblIOOpa perMma Bxoda M OpraHMsauuun, ecin BOLEAWNA Yepes
ECUA nonb3osatenb nmeet B ECUA poaun coTpygHUKa MHAMBMAYANbHOTO NpeanpuHUMmaTens, ropuamye-
CKOTO /IMLLA UM OpraHa rocyAapCTBEHHOM BNACTM.

74 https://cryptopro.ru/products/csp/jcp
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Bxon B JIN4HbIN KabuHeT

BwibGepute ponb AnA Bxoaa

MeaHoB VBaH iBaHOBUY
CHWUNC: 111-222-333 00

000 "PEAK CO®T"

OrPH: 1147746651733

¢ [MonyyeHue ns ECUA csegeHMin 0 BbIbBpaHHOM NpuY BXOAE OpraHn3auunm, aBTomaTmyeckoe cosaaHue Ha oc-
HoBe 3TUX cBeaeHMM B LDAP-xpaHUAULLE rpynnbl Nonb3oBaTesei ¢ aTpubyTamu, COOTBETCTBYOLWMMM Opra-
HW3aUMK (ecM COOTBETCTBYIOLLAs OpraHM3aLMmM rpynna He HaAeHa B MOMEHT BxoAa), AobaBaeHune nonb-
30BaTe/iA B CO34aHHYI0 (MW Hall4EeHHYO) rpynny No/ib3oBaTenei.

e O6HoB/EHME aTPUDOYTOB FPyNMbl NOAL30BATENA 3HAYEHUAMM aTPUOYTOB opraHunsaumm u3 ECUA B momeHT
BXoA4a, ecnu atpubyTtbl B ECUA nsmeHunmchb.

¢ B0O3MOXKHOCTb f06aB/eHNA B MapKep ZOCTyNa U MapKep 06HOBAEHUA CBEAEHUIA O BbIODPAHHON B MOMEHT
BX04a nonb3osatens ponun B ECUA (dpusmnueckoe N1LUO, MHANBUAYANbHbIN NpeanpUHUMATENb, LONKHOCT-
HOe INLLO IPUANYECKOTO NLLA, AO/IKHOCTHOE /IML0 OPraHa rocyAapcTBEHHOW BNACTH).

[ns HacTpOIKM perKMmoB BXoaa HeobxoaMmo npeaBapuTenbHo HacTpouTs B Blitz Identity Provider ucnonb3osa-
Hue epynn docmyna (cTpaHnua 224) n exoa Yepes ECUA. Nocne 3Toro HeobxoAnMOo B KOHOUrypauuoHHOM daiine
BCEeKUMU blitz.prod.local.idp.federation B 6/10Ke esia c034aTb AONONHUTENbHbIN 610K HACTPOEK org
cneaytoLlero Bnaa:

"federation" : {
"points" : {
"esia" : [

{

llorgll : {

"embeds" : [
"documents.elements-1",
"addresses.elements-1",
"contacts.elements-1"

1,

"group" : {
"id" : "${org.oid}",
"mapping" : [
{
"attr" : "org_ogrn",
"master" : true,
"value" : "${org.ogrn}"
by
{
"attr" : "org_inn",
"master" : true,
"value" : "${org.inn}"

(npoponkaertca Ha cneayowert cTpaHuue)
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"attr" : "org_fullname",
"master" true,
"value" : "${org.fullName-}"

"attr" :
"master"
"value"

"attr"
"master"
"value"

"attr"
"master"
"value"

n attrll
"master"
"value"

n attr"
"master"
"value"

"attr"
"master"
"value"

n attr"
"master"
"value"

n attr"
"master"

"value"

n attr"
"master"

"value"

n attrll
"master"
"value"

"attr"

"org_shortname",
true,
"${org.shortName-}"

llorg_type" 0
true,
"${org.type-}"

"org_oktmo",
true,
"${org.oktmo-}"

"org_leg",
true,
"$S{org.leg—}"
"org_kpp",
true,
"${org.kpp-}"

"org_phone",
true,
"${org.phone-}"

"org_email",
true,
"S{org.email-}"

"org_fax",
true,
"$S{org.fax-}"

"org_agencytype",
true,
"$S{org.agencyType—}"

"org_agencyterrange",
true,

"$S{org.agencyTerRange-}"

"org_address_post",

(npoponkeHue c NpeablayLLei cTpaHuLbl)

(npoponkaertca Ha cneayowert cTpaHuue)
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1,

(npoponkeHue c NpeablayLLei cTpaHuLbl)

"master" : true,

"value" : "${org.postAddress—}"

"attr" : "org_address_leg",

"master" : true,

"value" : "${org.legalAddress-}"

"matchingRules" : [

[

]
] 4

"attr"

"value"

"profile"

by

"scopes"
"http:
"http:
"http:

"http

"http

}

[

//esia.
//esia.
//esia.
://esia.
"http:
"http:
"http:
"http:
"http:
"http:
"http:
"http:

//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
//esia.
://esia.

nign ,

"${org.oid}"

"orgs n

gosuslugi.ru/org_addrs",
gosuslugi.ru/org_leg",
gosuslugi.ru/org_oktmo",
gosuslugi.ru/org_inn",
gosuslugi.ru/org_type",
gosuslugi.ru/org_kpp",
gosuslugi.ru/org_ctts",
gosuslugi.ru/org_agencyterrange",
gosuslugi.ru/org_ogrn",
gosuslugi.ru/org_shortname",
gosuslugi.ru/org_fullname",
gosuslugi.ru/org_agencytype",
gosuslugi.ru/org_grps"

B no6aBneHHOM BN0Ke HYXKHO CKOPPEKTUPOBATb:

* Habop nonydaembix n3 ECUA ceegeHuii 06 opraHM3aumMm U X MannuHT Ha aTpMbByTbl rpynnbl NOAb30Ba-
Tenen (6N0K group . mapping), NPU3HAKOM master OTMETUTb Te aTPUBYTbI, KOTOPbIE AONXKHbI Nepe3anu-
CbIBaTbCA B rpynne nosb3osateneit Npu Kaxaom obHosneHnn n3 ECUA, nonyyeHHOM B MOMEHT BX0Aa;

* Habop 3anpawmnBaembix B ECUA paspelieHuii (HacTpoiika scopes).

Ecnu Heobxogumo nepesasatb B MapKkep MaeHTUOUKALUKN M MapKep AOCTyNa CBeAeHUA O TeKyLein BbIbpaHHOM
opraHusauun 1 o ponu nonb3osatena 8 ECUA, To HeobxoaAMMO HAacTPOUTb COOTBETCTBME HEOBXOAUMbIX aTpUbYy-
ToB ECUA ceccnoHHbIm yTBepKaeHUAM B Blitz Identity Provider. 3To BbInonHAETCA C NOMOLLLbIO HACTPOMKM claims
B 6/10Ke HacTpoek ECUA:

"federation" : {

"points" : {
"esia" : [

{

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"claims" : [
{
"name" : "org_id",
"value" : "org.oid"
b
{
"name" : "global_role",
"value" : "globalRole"
by
{
"name" : "org_shortname",
"value" : "org.shortName"
b
{
"name" : "org_fullname",
"value" : "org.fullName"
by
{
"name" : "org_type",
"value" : "org.type"
b
{
"name" : "org_ogrn",
"value" : "org.ogrn"
by
{
"name" : "org_inn",
"value" : "org.inn"
b
{
"name" : "org_oktmo",
"value" : "org.oktmo"
by
{
"name" : "org_groups",
"value" : "org.groupNames"
b

by
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Tabnvua 1: [ocTynHble aTpnbYTbl OpraHn3aLmm

Atpnbyt OnwncaHue

org.shortName | CoOKpalleHHOe HauMeHOBaHMe opraHu3aLuu

org.fullName lonHoe HaumeHOBaHWe opraHu3aummn

org.type Tun opranmsaumm (AGENCY / LEGAL)

org.ogrn OTlPH opraHusaumm

org.inn MHH opraHunsaumm

org.leg Koa, opraHusaumoHHo-npaBoBo ¢opmbl No obuiepoccuitckomy KnaccuburkatTopy
OpraHM3aunoHHO-NPaBOBbIX popm

org.kpp KMMN oprannsauunm

org. TeppuTopranbHaa npuHagnexHocTb OB (ToNbKO A8 rocyAapcTBEHHbIX OpraHn3aLmii)

agencyTerRange

org. Tun OB (TONbKO A8 roCcy4apCTBEHHbIX OpraHM3aLuit)

agencyType

org. KonnyectBo cOTpyAHWKOB OpraHuM3aLmm

staffCount

org. Konnyecteo ¢punmnanos opraHmsaumm (Tonsko ans K01 n OIB)

branchesCount

org.phone Homep TenedpoHa opraHmsaumum

org.email dNeKTPOHHaA NoYTa opraHM3aumm

org.fax dakc opraHm3auum

org. MoyuToBbIV agpec opraHn3auum

postAddress

org. KOpuanyeckunin agpec opraHmsaLmm

legalAddress

Do6asneHune napameTtpos B Bbi3oB ECUA

Blitz Identity Provider no3BonseT fo6asnsaTb B BbI30B cepBuca ayTeHTUdUKaumm ECUA cnegytowme napameTpsi:

® obj_type — TWUN NONb30BATENA;

® roles — TUM POAM NONb30OBaTENA.

[na Toro YTOObI BK/OUYUTD nepegavy napameTpos, BbIMNONHUTE chegyoumne ,D,eVICTBVIHZ

1. OTkpoiiTe paiin KoHPUrypaumm /usr/share/identityblitz/blitz-config/blitz.conf.

2. Bcekumm blitz.prod.local.idp.federation.points.esia.authExtParams (HacTpoliku ECUA)
MM blitz.prod.local.idp.federation.points.esiadp.authExtParams (undpposoro npodumns
ECMA) yKaxkuTe napameTpbl Ans AobaBAeHMA B BbI30B cepBuca ayTeHTUdGMnKauuu. Mapametpbl HEO6X0AMMO
MepeyYncnnTb B BUAE <uMs mapaMeTpa>: <CTPOKOBOE 3HAUeHHe napamerpa>. Hanpumep, ona nepe-
[a4M NapameTpoB obj_type=P+L&roles=E+C, HyXHO A06aBUTb B $ait KOHPUrypaLmum COOTBETCTBYIO-
LLLero nocTaslUMKa naeHTMdMKaLmMm pa3aen smaa:

"authExtParams": {
"Obj_type": "P LH’
"roles": "E C"

by

6.2.10 CepTtudukatbl noctaBwmnkos WebAuthn, Passkey, FIDO2, U2F

> Cm. TakkKe

® Bx00 c nomouybro WebAuthn, Passkey, FIDO2 (cTpaHuua 92)
* [lodmeepxcOeHue exoda ¢ nomowibto WebAuthn, Passkey, FIDO2, U2F (cTpaHuua 93)
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Blitz Identity Provider no3sonset nepeonpenenntb nepevyeHb NPOMEKYTOUHbIX U KOPHEBbLIX cepTUdMKaTOB no-
CTaBLLMKOB Ktouel besonacHoctn (WebAuthn, Passkey, FIDO2, U2F). 1na 3Toro Hy»KHO B 6/10Ke HacTpoekblitz.
prod.local.idp.webAuthn.trustedStores yKa3aTb HaCTPOWMKK, cogepKalLme TUn (type), GalinosbIi NyTb
(path) n naponb (password) fOCTYNa K KOHTEMHEPY K/tOYEN, KOTOPbIY HEOBXOAMMO UCNONb30BaTb A4/1A NPOBEp-
KM NOAMMCKU aTTECTALMOHHBIX 06EKTOB, GOPMUPYEMbIX NPU PErUCTPaLMK Kntoven besonacHocTu. CTaHAaPTHbIN
KOHTelHep Koyei aBTomaTUYeckn ob6HOBAAETCA Npu YCTaHOBKE HOBbIX Bepcuii Blitz Identity Provider u coaep-
JKUT aKTyasIbHble KOPHEBbIE N NPOMEXKYTOUHbIe cepTudurKaTbl TPM moaynen, FIDO, a TakKe cepTudumkaTbl Apple
n Google, HeobxogMMble gNA NPOBEPKU NOANUCK aTTECTALMOHHbIX 06BbEKTOB. MpK HEOBXOAMMOCTM OrPaAHNYUTL
K/touM 6e30nacHOCTU A0 YCTPOMCTB ONpeaeneHHbIX MPOU3BOANTENEN HYKHO YAANUTb U3 KOHTEHEepa Katoden
JIMLWIHME KOPHEBBIE U MPOMEKYTOUHbIE CEPTUDUKATI.

Mprmep HacTpoekK:

"webAuthn" : {
"trustedStores" : [
{
"password" : "xxAkxmw,
"path" : "webAuthn-trusted-ca.jks",
"type" : "jK3"

1,

6.2.11 OAuth/OIDC, SAML 1 BHelHMe NOCTaBLMUKN NaeHTUGUKaumm
Cepsuc OIDC Discovery

Blitz Identity Provider aBTomaTuueckn nybankyet cepsuc OIDC Discovery’® B cooTBETCTBUM € 3aaHHbIMK B Blitz
Identity Provider HacTpolikamu. B coctaBe cepBmrca MOXKHO nponucaTb agpec gokymeHTauum Ha OIDC cepsuc.
YT106bl 334aTh CBOM agpec AOKYMEHTaLMK, HeobxoaAnmo B 6/10Ke HAcTpoeK blitz.prod.local.idp.oauth
NPonMcaTb HAaCTPOMKY serviceDocumentationUrl CO 3HAYEHMEM afpeCca CCbI/IKU HA JOKYMEHTaLUMIO.

Appeca BbI30BOB BHELUHUX NOCTaBLYUKOB

Mpu BHegpeHun Blitz Identity Provider mo»KeT BO3HMKHYTb NOTPEOGHOCTb HACTPOMUTL BbI30BbI C cepBepoB Blitz
Identity Provider 06paboTyMKOB BHELWHMX NOCTABLLMKOB UAEHTUDUKALUN HE HANPAMYLIO, a Yepe3 NPOKCU cep-
Bep. B aTom cnyyae ecTb HEO6XOAMMOCTb U3MEHUTL CTaHAAPTHbIE aapeca 06pPaboTYMKOB BHELLIHUX NMOCTABLLMKOB
naeHTMdMKaUUKM Ha agpeca, 3aperncTPUpPoBaHHble Ha NPOKCK cepBepe. YToObl CKOPPEKTMPOBaTb agpeca obpa-
60T4YMKOB, HEOBXOAMMO U3MEHUTL 3HAYEHWNA HAaCTPOeK authUri, tokenUri, dataUri B COOTBETCTBYHOLMX 6/10-
Kax HAaCTPOEK BHELIHMX NOCTaBLMKOB MAEHTUOUKAUMM Bblitz.prod.local.idp. federation.

MprMep HacTpoeK ANa BXoAa Yepes BHewWHUIM nocTaslumK Google:

"federation" : {
"points" : {
"google" : [
{
"authUri" : "https://accounts.google.com/o/oauth2/auth",
"tokenUri" : "https://accounts.google.com/o/ocauth2/token",
"dataUri" : "https://www.googleapis.com/oauth2/vl/userinfo?alt=json",

by

(npogonkaeTca Ha cnepytoLen cTpaHuLe)

75 https://tools.ietf.org/html/rfc8414
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

BHewHuit SAML-nocTaBmuK

Blitz Identity Provider no3sonseT HacTPOUTb BXOA, Yepes3 BHELLHWI NOCTABLUMK MAEHTUPUKALMN, paboTatowmii No
npotokony SAML 2.0.

[ns aToro HeobxoaMMmo B 6/10Ke HacTpoeK blitz.prod. local.idp.federations CO34aTb BHELWHMIA NOCTaB-
WMK saml CO CNeayroWMMM HacTPOMKamu:

name — CUCTEMHOE UMA BHELLHEro NOCTaBLMKa MAEHTUDUKALNNK;
humanReadableName — ONUCAHWE BHELIHEroO NOCTaBLLMKA AEHTUDUKALMK;

clientId — MMA NocTaBLMKa ycnyr (EntityId), npucsoeHHoe Blitz Identity Provider npu peructpaumm
BO BHelwHem SAML noctasLwmKe naeHTMGUKauunm;

signAuthnReq— onpegenseT, AoaxeH nu Blitz Identity Provider nognucbisate SAML 3anpoc, oTnpasnse-
MbI/ BHELWHEMY NOCTABLUNKY NAEHTUDUKALMM;

checkAssertionSign — onpeaenser, HEOBX0AMMO NK NPOBEPATL Noanucb SAML yTBepKaeHuWi, noay-
YeHHbIX OT BHeLIHero NocTasLuKa naeHTuouKkaumm (ana NPO/ cpea 06s3aTeNibHO HEOHXOANMO BKIOYATb
NpoBepKy nognucu);

610K credentials C HaCTPOMKaMM AOCTyNa K KJAOYEBOMY KOHTEMHEPY, UCMOIb3yeMOMY A5 NOAMUCDI-
BaHMA 3aNpoCoB K NOCTaBWMKY naeHTudumkaumm SAML. HactpamBaeTca onuMoHanbHoO, B CyYae ecaum ans
B3aMMOZAENCTBUA C BHELUHUM MOCTaBLMKOM MAEHTUPUKAUMKM TpebyeTcs UCMONb30BaTb OTAE/bHbIN KOH-
TelHep Kaodei. Ecnm HacTpoika He 3agaHa, To Kaun 6yayT 6patbesa U3 ocHoBHOro keystore, HacTpoeH-
Horo B 6/10Ke blitz.prod.local.idp.keystore (NpM 3TOM B KayecTBe alias 6yAeT MCNONb30BaTbCA
MMA NOCTaBLLMKa MAEHTUOUKALMM U3 HACTPOMKKM name).

3a4atoTCA HAaCTPOMKMU:
— alias — MMA K/lOYa B KOHTEWHEPE;

— keystore — BN0K HacTpOEK, CoAep KaLumMit TUMN KOHTelHepa (type), KOTopbl MmoKeT 6biTb JCEKS nan
BKS, a TaKke NyTb K KOHTelHepy (path) M Naponb K KOHTelHepy (password);

idpMetaPath — NyTb K $paiy, B KOTOPOM XPAHATCA MeTaZaHHble BHELIHEro NoCcTaBLMKa naeHTMdMKauum
(XML-daiin c metagaHHbimu IDP);

610K HacTpoeK userMatching —3a4aeT npaBu/ia CONOCTaBAEHUNA YYETHbIX 3anucei:

B HaCTPOWKe t ype — NPU3HAK, YTO UCMoNb3yeTca 6a3oBas (3HayeHue builder) HacTPOMKa CBA3bIBa-
HMA YYeTHbIX 3anncen;

— B HaCTPOMKe mapping — NPaBUIa CONOCTABAEHUA YYETHbIX 3anucei u3 sHewHero SAML-nocTaBLLmMKa
naeHTMdMKaLMm yyeTHbIM 3anucam B Blitz Identity Provider;

— B HacTpoiiKe matchingRules — NpaBuaa nepeHoca SAML-yTBEpPKAEHMI U3 BHELWHErO NOCTaBLUMKA
naeHtTuduKaumnm B aTpmbyTbl yueTHoM 3anumcu B Blitz Identity Provider;

— requireLogInToBind— npu3HaK «/lpedsazame noas6308amento 86ecmu 02UH U NAposb 044 npu-
BA3KU, eC/U y4emHas 3anuce He bbiaa uGeHMugpuuuposaHa»;

— strictMatching—npusHak « Tpebosame 8800 aposis, ecau yYemHas 3anuce bolaa udeHmugpuyu-
posaHa»;

— uniqueMatching—NpuU3HaK «/Ja49 npussasKu 00axHa 6bimb HalideHa MosbKO 00HA y4emHAsA 3anuce
10 300AHHbIM MPABUAAM COOMBEMCMBUSAY.

Mpumep HacTpoeK BHeLHero NocTaBLUnKa I/I,D.EHTI/ICI)MKaLI,VIMZ
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"federation" : {
"points" : {
"saml" : [
{

"name" : "demo-idp",
"humanReadableName" : "External SAML IDP",
"clientId" : "login.company.com",
"signAuthnReq" : true,
"checkAssertionSign" : true,
"_credentials" : {

"alias" : "demo-idp",
"keyStore" : {
"password" : "xxAkxm,
"path" : "demo-idp-key.jks",
"type" : "JCEKS"

I
"idpMetaPath" : "demo-idp-metadata.xml",
"userMatching" : {
"type" : "builder",
"mapping" : [
{
"attr" : "urn:saml:mail",
"master" : false,
"value" : "S${email}"

1,
"matchingRules" : [

[

"attr" : "urn:saml:mail",
"value" : "S$S{email}"

1,

"requireLogInToBind" : false,
"strictMatching" : false,
"uniqueMatching" : false

Mocne co3paHnA HACTPOEK BHELIHEro NOCTaBLMKa HEOHXOAMMO BKAKOUMTb €r0 B CMIUCKE AOCTYMHbIX BHELWHMUX
NOCTaBLUMKOB UaeHTUdMKaumMK. [Ana 3Toro B 610K HacTpoeK blitz.prod.local.idp.login B nepeyeHb me-
TOLOB ayTeHTUOUKALMM (methods) B CMUCOK BHELLUHMX NOCTaBLLMKOB BXoAa externalIdps A06aBUTb BHELLIHWIM
MOCTaBLUMK C fedPoint, COOTBETCTBYHOLMI HACTPOEHHOMY.

I'Ilemep HaCTpOﬁKVI ANnAa BKAKOYEHMA BHeLWHero nocCTtaBWWMKa M,D,EHTMdDVIKaLI,MVI C TMNOM saml U UMEeHem
demo-idp:

"login" : {
"methods" : {

(npogonkaeTca Ha cnepytoLen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
"externalIdps" : {
"idpS" . [

"fedPoint" : "saml:demo-idp"
}I
1,

by

Hi

Hacmpoume no2zomun (cTpaHmua 334) ona KHONKM BXOA4a Yepes BHELLHWIM NOCTaBLMK BXOAa.

BHewHui noctaBwmk CYANC

Blitz Identity Provider no3BonseT HacTpouTb BXO4, Yepe3 BHELWHWUI NocTaBWMK naeHTudukaumm CYANC.

[na saToro Heob6xoaMMO B 6/10Ke HacTpoeKk blitz.prod.local.idp. federations CO3AaTb BHELWHWIA NOCTaB-
WMK sudis CO CNeayroWmMmMmM HaCTPOMKaMM:

name — CUCTEMHOE UMA BHELIHEro NOCTaBLLMKA UAEHTUDUKALMM;
humanReadableName — ONUCAHWE BHELIHErO NOCTaBLLMKA MAEHTUDUKALMK;

clientId—uMmsA NocTaBWMKa ycnyr (EntityId), npucBoeHHoe Blitz Identity Provider npu peructpaumm B
cyaouc;

610K credentials C HAaCTPOIMKaMM AOCTYNA K KNHOYEBOMY KOHTEMHEPY, UCMOIb3YyEMOMY A4 NOANUCHIBaA-
HUA 1 WndpoBaHMa 3anpocos K CYAUC. AonxHo ncnonbsosatbea MO CMSServer, aucTpnbyTus KoToporo
npeaocrasaseT nocraswuk CYANC.

3a4at0TCA HAaCTPOMKM:
— endpoint —agapec cepsepa CMSServer;
— fingerprint —SHAL xaw cepTndukarta IDP CYJUC. YKasbiBaeTca B popmate {SHAL } sHaueHuUe;
— recipientKey — uaeHTUdUKaTop Kaoda CYQUC (3HaueHne cn U3 subject ceptudmkata CYQUC);

— senderKey—unaeHTudukaTop Katoya Blitz Identity Provider, ucnonbayemoro ana noagnncaHus 3anpo-
coB K CYOUC m pacwumndpoBbiBaHUA OTBETOB (3HaYeHWe cn M3 subject cepTuduKaTa Blitz Identity
Provider, 3apernctpuposaHHoro 8 CYAWNC);

idpEntityId—EntityID CYAUC;
sidAttrName — umA aTpubyTa, MCNO/Ib3YEMOTO B KauecTse naeHTUdMKaTopa yyeTHol 3anmcu 8 CYJUC;
ssoServiceLocation —agpec 06paboTyMKa 3anpoca 3anpocoB Ha ayTeHTUduKaumo 8 CYANC;

sloServiceResponseLocation — agpec OTBETA HA 3aNpocCbl AorayTta, MHMUMNPOBaAHHbIe B CYOUP u3
cyanc;

sloServiceLocation —agpec 06paboTtymKa norayta 8 CYOUC npu MHUUMMPOBAHUKM norayTa us CYJUP
B8 CYANC;

610K HacTpoeK userMatching —3a4aeT NpaBu/ia CONOCTaBAEHUNA YYETHbIX 3anucen:

— B HaCTPOWMKe type — NPU3HAK, YTO UCMO/Ib3yeTcs 6a30Bas (3HaYeHne builder) HAaCTPOMKa CBA3bIBA-
HUA yYeTHbIX 3anucen;

— B HACTPOWKe mapping — NpaBM/a CONOCTaBNEHUA YY4ETHbIX 3anucen U3 BHewHero SAML-nocTasLmKa
naeHTMdMKaumnm yyeTHbIM 3anucsam B Blitz Identity Provider;
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— B HacTpoWike matchingRules — npasuaa nepeHoca SAML-yTBepKAEHWIA U3 BHELHEro NOCTaBLLMKa
naeHTnduKauum B atpmnbyTsl yueTHOM 3anuck B Blitz Identity Provider;

— requireLogInToBind— Npu3Hak «[lpedsaeames nosb308amesito 86eCmu A02UH U nNaposb 017 Npu-
8A3KU, ec/U y4emHas 3anuce He bbiaa udeHMUpUUUPOBAHAY;

— strictMatching—npusHak « Tpebosame 8800 aposs, ecau yyemHas 3anuce bolaa uoeHmupuyu-
posaHa»;

— uniqueMatching—npu3HaK «J14a npusAasKku 00axHa 6bimb HalideHa MosibKo 0OHA yYemHas 3anuce
10 3a0aHHbIM NPABUAAM COOMBEMCMaUs».

Mpumep HaCTpoOeK BHELWHero NocTaBLUMKa MAeHTMd)MKaU,VIMZ

"federation" : {
"points" : {
"sudis" : [
{
"clientId" : "<ENTITY_ID BLITZ>",
"credentials" : {
"endpoint" : "http://<CMS_HOST>:<CMS_PORT>",
"fingerprint" : "{SHA1l}<FINGERPRINT SUDIS CERT>",
"recipientKey" : "<SUDIS_KEY SUBJECT.CN>",
"senderKey" : "<BLITZ_KEY SUBJECT.CN>"
Yo
"humanReadableName" : "SUDIS",
"idpEntityId" : "http://..",
"name" : "sudis",
"sidAttrName" : "oid",
"ssoServiceLocation" : "http://../idp/profile/SAML2/POSTGOST/SSO",
"sloServiceLocation" : "http://../idp/Logout",
"sloServiceResponseLocation" : "http://../idp/profile/SAML2/Redirect/SLO",
"userMatching" : {

1,

Mocne co3paHnA HACTPOEK BHELWHEero NocTaBLyMKa HeOBXOAMMO BKAOUMTL €70 B CMUCKE AOCTYMNHbIX BHELUHWUX
NOCTaBLLMKOB MAEHTUGMKaLMM. [1ns 3Toro B 6/10K HacTpoeKk blitz.prod.local.idp.login B NepeyeHb me-
TOA0B ayTeHTUdMKaumm (methods) B CMUCOK BHELLIHUX MOCTABLLMKOB BXoAa external Idps A406aBUTb BHELIHUN
MOCTaBLMK C fedPoint, COOTBETCTBYIOLMIA HACTPOEHHOMY.

MprMMep HaCTPOMKM ANA BKAHOYEHMA BHELIHEro NOCTaBLLMKa MAEHTUOMKALMM C TUNOM sudis U UMeHeM sudis:

"login" : {
"methods" : {

"externalIdps" : {

"idps" : [
"fedPoint" : "sudis:sudis"
I

]l

b

(npoponkaetca Ha cneayowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

}I

6.2.12 [lo6aBneHue yTBEpP}KAEHUI B MapKepbl gocTyna u naeHtudukauum
B mapkep moryT 6biTb A06aBAEHbI:
® XpaHMMble aTpunbYyTbI;

* YTBEPNKAEHMWA NOAYUYEHHbIE MPU BXOAE MO/b30BaTENA MO 3EKTPOHHOM NOAMNMUCK. DTO MOTYT BbITb AaHHbIE
0 CepTUPUKATE KOYa INEKTPOHHOM NOAMMCH, AaHHbIE O GU3MYECKOM / topUANYECKOM NuLe U3 cepTudu-
KaTa;

* yTBEpPXAEHWUA NoayveHHble Npu Bxoae Yepes ECUA;

* yTBEPNKAEHWA ONpeaeneHHble B NpoLeaype BXoAaa.

Do6asneHune xpaHMMbIX aTpubyTOB

Y1061 406aBUTL XPaHUMBbIE aTPUOYTLI B MapKep MAeHTUPUKALMU UK JOCTYNA , YKaXKUTE UX B HACMpoUKax npu-
noxceHuUA (ctpaHuua 247) B NyHKTe lo6asngemMele B Mapkep uieHTuduxauuu (id_token) yTBepxmeHus
WU B NYHKTE lo6aBngeMele B Mapkep LOCTyIa yTBepxXIOeHHd COOTBETCTBEHHO.

@ BaxHo

ATpunbyThI ByayT 406aBNEHbI, TONBKO €CAN OHU Pa3peLleHbl B scope AaHHOIO MapKepa.

Dob6aBneHune yTBepKaeHU NONyYeHHbIX Npu Bxoge no M
[na pobaBneHuns yTBepKAEHUI NONYYEHHbIX U3 cepTUOUMKaTa KNtoYa 3EKTPOHHOM NOANUCH:

1. OTtpenaKktupyinte KoHdUrypaumoHHbI ¢aiin blitz.conf, fobaBuB B 6/0K HacTpoek blitz.prod.
local.idp.login.methods.x509 CTPYKTYpY C/AeayIOLWEro cogepKaHus:

p
"claims" : [
{
"name" : "attr_name",
"value" : "cert_attr_name"
}
I

L

B 3TOl CTPYKTYpe attr_name —UMSA aTpMbyTa, KOTOpoe ByaeT UCNOb30BaHO B MapKepe uaeHTUdUKauum,
acert_attr_name—o0603HayeHue aTpmbyTa B cepTUdmKaTe (MpMmMepbl 4OCTYMNHbIX 3HAYEHUU NPUBELEHDI
B Tabnuue).

2. YKaxKuTe MMeHa aTpubyToB B HacmpoliKax npusnoxceHus (cTpaHuua 247) B NyHKTe lo6asngeMble B Map-—
xep umeHTuduxanuu (id_token) yTeepxmenusd,dYTOObl 4OO6ABUTL UX B MapKep UAEHTUDUKALUKN, AN
B MYHKTe [o6aBiudeMple B Mapkep IOOCTyla YTBEPXIEHHd, YTObbI LI,OﬁaBVITb MX B MapKep gocrtyna.

@ BaxHo

ATpubyTHI ByAYT f06aBNEHbI, TONLKO €CIM OHM Pa3peLleHbl B scope AaHHOTO MapKepa.
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Mpumep AaHHbIX, NONYYaeMbIX U3 cep'rmbMKa'ra K/1lo4a 3IIEKTpOHHOﬁ noagnucum

O603HayeHune aTpmnby- | OnucaHue

Ta B cepTuduKate

SUBJECT.OGRN OlPH opraHusaumnu

SUBJECT.OGRNIP OFPHUM nHansmayanbHOro npeanpuHUmaTens

SUBJECT.INN MHH opraHunsauum

SUBJECT.E Cny»KebHbI email 4OMKHOCTHOrO NMua

SUBIJECT.O MUma opraHusauunm

SUBJECT.ST PernoH opraHumsaunm

SUBJECT.L HaceneHHbI NyHKT opraHnsaumm

SUBJECT.STREET Ynuua, Aom, Homep odurca opraHM3aLmm

SUBJECT.O MNoapasgeneHne A0MKHOCTHOrO nLA

SUBJECT.T LJonKHOCTb NpeacTasutTena

SUBJECT.<OID> 3HauyeHnem 13 aTpmbyTa € yKazaHHbIM OID. Hanpumep, SUBJEC T.1.2.643.100.
5 NO3BONAET 06PATUTLCA K aTPMOYTYy COT D 1.2.643.100.5

Mpumep fobaBnaemolr B KOHOUTYPALMOHHbIM Gana CTPYKTYpbI:

"claims" : [
{
"name" : "org_OGRN",
"value" : "SUBJECT.OGRN"
by
{
"name" : "org_INN",
"value" : "SUBJECT.INN"
b
{
"name" : "org_email",
"value" : "SUBJECT.E"
b
{
"name" : "org_name",
"value" : "SUBJECT.O"

1,

DobasneHune yTBepXXaeHUit onpegeneHHble B npoueaype BXxoga
[nsa pobasneHuns yTBepKAEHUI OnpeaeeHHbIX B npoLeaype BXxoaa:

1. B pasgen blitz.prod.local.idp.login KoHOUrypaumoHHoro daina pobasbTe aTpubyT
sessionClaims C NepeYyHEM yTBEPKAEHWUM, KOTOpble MOTYT BbITb ONpeaeneHsbl B NpoLeaype.

Hanpumep, cnesytoLasn 3anucb no3BoSET ONpeaenTb aTpubyT custom_attr:

"sessionClaims" : [

"custom_attr"

© nNpumeyanue

MpunoxeHna, nogkntoveHHble no npoTokony OpenlD Connect 1.0, moryT nonyyatb AaHHbIE B MapKepe
naeHTMdMKaLMmM UAn JocTyna.
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2. YKaxKuTe MMeHa aTpubyToB B HacmpolKax npusaoxceHus (cTpaHuua 247) B NyHKTe lo6aBsngeMele B Map-—
xep umeHTuduxauuu (id_token) yTeepxmenusd,dYTOObl 4OO6ABUTb UX B MapKep MAEHTUDUKALUK, AN
B MYHKTe [lo6arngeMele B Mapkep OOCTyNa yTBepxmeHHd, YTOObl 406aBUTb UX B MApKep AOCTyNa.

@ BaxHo

AtpnbyTbl 6yayT L06aBNEHDI, TONBKO €C/M OHU PaspeLLeHbl B scope AaHHOMO MapKepa.

6.2.13 [lo6aBneHue yTBEP}KAEHUI B MapKepbl AocTyna u naeHtudukauum
B mapkep moryT 6bITb f06aBAEHDI:
® XpaHMMble aTpUbyTbI;

* YTBEPNKAEHMWA NOAYYEHHbIE MPU BXOAE MO/b30BaTENA MO 3NEKTPOHHOM NOAMNMUCK. DTO MOTYT BbITb AaHHbIE
0 CepTUUKaTE KOYa INEKTPOHHOM NOAMUCH, AaHHbIE O GU3MYECKOM / topuanYEeCcKoM nuLe n3 cepTudu-
KaTa;

® VYTBEPXKAEHMA NONYYEHHbIE Npu Bxoae Yepes ECUA;

® yTBeEpXAeHNA onpegeneHHble B npoueaype sxoaa.

Do6aBneHune xpaHUmMbIX aTpubyTOB

YT106b1 O6aBUTL XpPaHUMble aTPUOYTbI B MapKep MAEHTUPUKALUKN AN JOCTYNA , YKaXKUTE UX B HOCMPOUKax npu-
noxeHuUA (ctpaHuua 247) B NyHKTe o6asngemMele B Mapkep uueHTuduxauuu (id_token) yTBepxmeHus
WU B NYHKTE [lo6aBngeMble B Mapkep LOCTyIa YTBepXIeHusd COOTBETCTBEHHO

@ BaxHo

ATpunbyThI ByayT A06aBNEHbI, TONLKO €CAN OHU Pa3peLLeHbl B scope AaHHOIO MapKepa.

Do6aBneHune yTBepKaeHUA NoNyYeHHbIX Npu Bxoge no M
[na pobaBneHus yTBepKAEHUI NONYYEHHbIX U3 cepTUOUMKaTa KNtoYa 3NEKTPOHHOM NOANUCH:

1. OTpenakTMpyiTe KOHOUIypauMoHHbIN dakn blitz.conf, AobaBuB B 6A0K HacTpoeKk blitz.prod.
local.idp.login.methods.x509 CTPYKTYpY C/AeAyIOLWEro coaepKaHua:

e Y
"claims" : [
{
"name" : "attr_name",
"value" : "cert_attr_name"
}
1y

L J

B 3TOM CTPYKTYype att r_name — MMA aTpnbyTa, KOTOpoe ByaeT UCNob30BaHO B MapKepe naeHTudmKauum,
acert_attr_name—o0603HauyeHWe aTpmbyTa B cepTUdmKaTe (MpMmMmepbl 4OCTYMNHbIX 3HAYEHUU NPUBELEHDI
B Tabnuue).

2. YKaxKuTe MMeHa aTpubyToB B HacmpolKax npusnoxceHus (cTpaHuua 247) B NyHKTe [lo6asngeMele B Map-—
xep umeHTuduxanuu (id_token) yTeepxmenud,dYTOObl 4O6ABUTL X B MapKep MAEHTUDUKALUK, AN
B MYHKTE [loB6arnsgeMele B Mapkep HOCTyNa yTBepxmeHHd, YTOObl 406aBUTb UX B MApPKep AOCTyNa.

@ BaxHo

ATpnbyTbl 6yayT L06aBAEHDI, TONBKO €C/M OHU PaspeLleHbl B scope AaHHOMO MapKepa.
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Mpumep AaHHbIX, NONYYaeMbIX U3 cep'rmbMKa'ra K/1lo4a 3IIEKTpOHHOﬁ noagnucum

O603HayeHune aTpmnby- | OnucaHue

Ta B cepTuduKate

SUBJECT.OGRN OlPH opraHusaumnu

SUBJECT.OGRNIP OFPHUM nHansmayanbHOro npeanpuHUmaTens

SUBJECT.INN MHH opraHunsauum

SUBJECT.E Cny»KebHbI email 4OMKHOCTHOrO NMua

SUBIJECT.O MUma opraHusauunm

SUBJECT.ST PernoH opraHumsaunm

SUBJECT.L HaceneHHbI NyHKT opraHnsaumm

SUBJECT.STREET Ynuua, Aom, Homep odurca opraHM3aLmm

SUBJECT.O MNoapasgeneHne A0MKHOCTHOrO nLA

SUBJECT.T LJonKHOCTb NpeacTasutTena

SUBJECT.<OID> 3HauyeHnem 13 aTpmbyTa € yKazaHHbIM OID. Hanpumep, SUBJEC T.1.2.643.100.
5 NO3BONAET 06PATUTLCA K aTPMOYTYy COT D 1.2.643.100.5

Mpumep fobaBnaemolr B KOHOUTYPALMOHHbIM Gana CTPYKTYpbI:

"claims" : [
{
"name"

"value"

"name"

"value"

"name"

"value"

"name"

"value"
}
1,

"org_OGRN",
"SUBJECT .OGRN"

"org_INN",
"SUBJECT.INN"

"org_email",
"SUBJECT.E"

"org_name",
"SUBJECT.O"

Do6aBneHune yTBepKAeHUI NoNyYeHHbIX Npu BXxoae Yyepes ECUA

Ona nobaBneHns yTBepPKAEHUM NoNyYeHHbIX Npu Bxoae Yepes ECUA:

1. OTtpenaKktupyinte KoHdUrypaumoHHbI ¢aiin blitz.conf, fobaBMB B 610K HacTpoek blitz.prod.
local.idp.federation.points.esia A06aBUTb CTPYKTYPY CIEAYIOLWErO COAEPKAHMUA:

-

"claims" : [
{
"name" "attr_name",
"value" "esia_attr_name"
}
1,
B 3TOl CTpyKType attr_name — MMs aTpubyTa, KOoTOpoe OyAeT WCNO/Ab30BaHO B MapKepe, a

esia_attr_name — 0b603HauyeHne aTpnbyTa npu nonyyeHmmn ero ns ECUA.

2. YKaxuTe MMeHa aTpubyToB B HACMPOUKax npusnoxeHusa (cTpaHuua 247) B NyHKTe lo6aBngeMee B Map-—

kep uneHTudUKalLUU

(id_token) yTeepxmenud,4Tobbl O06ABUTL UX B MapKep naeHTUOUKALMU, UK

B NYHKTe lo6arngeMsle B Mapkep OOCTyNa yTaepxmeHnud, Y4Tobbl 406aBUTbL MX B MapKep AOCTyna.
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@ BaxHo

ATpunbyTbl ByayT 06aBNEHbI, TONBKO €C/IN OHM pa3peLleHbl B scope AAHHOTO MapKepa.

Mpumep AaHHbIX, Nonyyaembix n3 ECUA

O603HauyeHne aTpubyTa, Nnoay4yeHHoro 13 ECUA

OnucaHune

oid

YHUKaNbHbIN naeHTudUKaTop y4yetHon 3anmcm ECUA

lastName dammnusa
firstName Nma
middleName OtuyectBO
birthDate [ata poraeHus
gender Mon

snils CHUNC

inn MHH

passport MacnopTHble AaHHble
birthPlace MecTo poraeHus
email 3n. nouta

mobile Mob6. TenedoH

Mpumep gobaBnaemol B KOHOUTYPALMOHHbIM Gaina CTPYKTYpbI:

"claims" : [

{
"name" "esia_firstName",
"value" "firstName"

b

{
"name" "esia_lastName",
"value" "lastName"

}V

{
"name" "esia_middleName",
"value" "middleName"

}I

{
"name" "esia_birthDate",
"value" "birthDate"

}

{
"name" "esia_gender"
"value" "gender"

}

{
"name" "esia_snils",
"value" "snils"

}

{
"name" "esia_inn",
"value" "inn"

}

{
"name" "esia_passport",
"value" "passport"

}

(npogonkaertcsa Ha cieaylowen cTpaHuLe)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name" : "esia_birthPlace",
"value" : "birthPlace"

}

{
"name" : "esia_email",
"value" : "email"

}

{
"name" : "esia_mobile",
"value" : "mobile"

1,

DNo6asneHue yTBepKAEHUIT onpeaeneHHble B Npoueaype BXoaa
Ons pobasneHna yTBepKAEHUI onpeaeneHHbIX B NpoLeaype Bxoaa:

1. B pasgen blitz.prod.local.idp.login KOHOUrypaumoHHoro daiina pobaBbte  aTpubyT
sessionClaims C NepeYHEM YTBEPKAEHUIM, KOTOPbIE MOTYT BbITb ONpeaesieHbl B Npoueaype.

Hanpumep, cnegytolian 3anncb No3BoaseT onpeaenuTtb aTpubyT custom_attr:

"sessionClaims" : [
"custom_attr"

© nNpumeyanue

MpunoxeHna, nogkntoveHHble no npoTokony OpenlD Connect 1.0, moryT nonyyatb AaHHbIE B MapKepe
naeHTUdUKauumn nnn goctyna.

2. YKaxKuTe MMeHa aTpubyToB B HacmpolKax npusaoxceHus (cTpaHuua 247) B NyHKTe [lo6asngeMele B Map-—
xep umeHtuduxauuu (id_token) yTeepxmenusd,dYTOObl 4O6ABUTL X B MapKep MAEHTUDUKALUKN, AN
B MYHKTe [loB6arnsgeMele B Mapkep HOCTyNa yTBepxmeHud, YTOObl 406aBUTb UX B MApPKep AOCTyNa.

@ BaxHo

AtpnbyTbl 6yayT L06aBNEHDI, TONBKO €C/M OHU PaspeLLeHbl B scope AaHHOMO MapKepa.

6.2.14 PeXXuMm perucrpaumm HesaBepLUeHHbIX MOMbITOK BXoAa

B Blitz Identity Provider Bce cobbiTma ¢uKcMpytoTca No GpakTy OKOHYaHMA Bbi3biBaBLLErO MX NpoLlecca. [aa 60/b-
LWMHCTBA COBLITUIM 3TO HOPMA/IbHO, TaK KaK NPOLLECChl KPAaTKOCPOUHbIE.

CpeZm BCcex pernctTpmpyembix cobbITUIM ecTb BaXKHble COBbITUA, CBA3aHHbIE C BXOLOM No/b3oBaTenen. Ecnm Bxoa
npousoLlen ycrnewHo, TO B CaMOM KOHLE MpoLecca BXoga pernctpupyerca cobbitue 6e30nacHOCTU, B KOTO-
POM YKa3blBaeTCA, KTO, KyZa W KOTr4a BOLWE/, Kakue MeToabl ayTeHTUGMKaLmmn 6biamn 3agencTsoBaHbl, IP-agpec,
UserAgent u MHOTo Apyrux getanen.

B 3aBMCMMOCTM OT CAENaHHbIX MPU BHEAPEHUM HAaCTPOEK NPOLECC BXOAA MOXKET BbITb YCTPOEH CNOMHO. He Bce-
roa 6ygeT 40CTaTOYHO TO/IbKO BBECTU JIOTUH M NapoJib, U HY}KHO ByAeT 40NOAHMUTENbHO NPOITU NOATBEPKAEHME
BXOZ4,a WM B NPOLLECCE BXOAA NOAb30BaTeNb ByAeT B3aMMOAENCTBOBATL CO BCMOMOTaTebHbIMU NPUNOKEHUAMM
(pipes), Hanpumep, aKTyaAn3MpoBaTb KOHTAKT, HacTpaueaTb Passkey UM oTBeYaTb Ha BONPOC, JOBEPSET /M OH
ycTpoiicTey/6pay3epy. Eciv nosib3oBaTeNb B KAKO-TO MOMEHT 3TOFO NPOLLECca NepecTaHeT NPoA0IKaTb BXOA, TO
MPOLECC BXOAA HE 3aBePLUMTCA, U KaK C/ieacTene, CobbITUE ayamnTa 0 TaKOM He3aBepLLUEeHHOM BXOAE He CO34acTCA.
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B 3aBMCMMOCTM OT TOTO, B KAKOW MOMEHT 3TO C/IYYMTCA, 3TO MOXKeT bbITb Npobiemoit 6esonacHocTu. Hanpumep,
€C/IM NoNb30BaTe/lb MPOCTO OTKPbII CTPAHULY BXOA4A M He CTas BBOAWUTL JIOTUH M Naposb, TO GUKcaLmMa Takoro
cobbITuA B XKypHane 6e3onacHOCTU He npeacTaBaseT ocoboro uHTepeca. A BOT eC/iv NoJsib30BaTe/b BBEN Mpa-
BU/IbHbIE JIOTMH M NapOoJib, HO NOMaa Ha 3KPaH NOATBEPXKAEHMA BXOAA, KOTOPbIN He CTan NPOXOAuTb, TO Takoe
cobbiTre 6esonacHOCTU Bb110 Hbl XOPOLWO 3adpUKCUPOBaATb. BO3MOMKHO, 3N10yMblLLAEHHWUK Nepebupan naponb u
CMOT yCnewHo ero noaobpatb, HO HE CMOT NPOMTU NPOBEPKY BTOPOro ¢pakTopa ayTeHTUdMKaummn. CobbiTne bes-
OMaCHOCTW NO3BOAUIO Bbl Y3HATb O TaKOM CUTyaL UK, eciv Bbl OHO BbIIO 3aNUCaHO M aHaIM3UPOBANOCh.

[NA BKAOYEHUA pernctpaumnmn cobbiTiA HeycnelwHbIX (He3aBepLUeHHbIX) BXO40B Heobxogumo B 610Ke HacTpoeK
blitz.prod.local.idp.login A06aBUTb NAapameTpbl:

® postponeEnabled — 3HayeHMe true, €CZIN MEXAHU3M BK/IHOYEH;

® postponeTtl — BpemMaA B CEKYHAAX, NOCAE UCTEYEHUSA KOTOPOro PerncTpupyeTcs oT/loXeHHoe cobbiTue
ayauTa, ecaiv BXog, He Bblsl 3aBepLUEH.

B cnyyae ecam ana 06paboTkm 3agay ucnosbayerca RabbitMQ, To gna ocHoBHOM oyepeam 3agad HeobxoaMmo
caenatb AONONAHUTENbHYIO OYepeab C Ha3BaHMEM <HaszBaHUEe OCHOBHON ouepemu>-postpone W 3a4aTb ANA
Hee cnefylowme aprymeHTb:

x-dead-letter-exchange = <ucnonbayeMell exchange>
x—dead-letter-routing-key = <OCHOBHAad OuYepenb>

TaK Xe Ana co3aaHHoM oYepeamn HeobXxoANMMO HAcTPOUTb binding Ha UCNOAb3yeMbIl exchange.

6.2.15 Mepeaaya cobbiTuit 6e3onacHocTu B pann nnum Kafka

B Blitz Identity Provider MoXHO HacTpouTb perncTpaumio cobbiTnin 6€30MacHOCTM B OAUH UK HECKOJIbKO Npuem-
HUKOB. HacTpoWka 3agaeTcA B 6/10Ke HacTpoek blitz.prod.local.idp.audit.

HeobxoaMmo 3a4ath caeaytolime HacTPOMKu:

* emitters — onpegenseT CNUCOK NPUEMHUKOB 3anuceit ayauTa. Mo KaxkAoMy NpUeMHUKY 3amnosiHAeTcA
610K HacTpoeK:

— type — TUN NpUeMHUKa. BO3MOKHble 3HaYeHuA:
* audit-store —3anucb nponssoautca B CYb/;
% log — 3anucb NPOM3BOANTCA B IOITEP C UMeHeM AUDIT.
— enabled — HeobA3aTeNbHaA HACTPOMKA — ONPEAENAET, BKAOYEH UM HET MPUEMHUK;

— include —Heobs3aTeNbHanA HACTPOMKa — NEPEUNCAAIOTCA TUMbI COBLITUIA Be3onacHoCTH (cm. TabauLy
HUKE), MO KOTOPbIM OCYLLLECTBAAETCA 3aMMCb B NPUEMHMK. Ecnn HacTpoiKa He yKasaHa, To nuuyTcs
BCe cobbITMA 6e3onacHoCTY;

— exclude — Heobs3aTe/IbHas HACTPOWKA — NEePevnCnaoTca TUMbl cobbiTUI HBesonacHocT (cm. Tab-
JIMLLY HUXKE), KOTOPble He A0/XHbl 3aNUCbIBATbCA B NPUEMHUK. ECM HAcTpoMKa He yKa3aHa, TO HU-
Kakue cobbITuA He UcKItoYatoTes. Ecnm HacTpoiika yKkasaHa BmecTe ¢ include, TO CHavana CNUCOK
cobbITUIA ONpeaenseTca HaCTPOMKON include, @ MOTOM U3 HEFO UCKIOYAIOTCA COBbITUA, YKa3aHHble
B exclude. PEKOMEHAYETCA HE UCMO/Ib30BaTb COBMECTHO 0be HAacTpoliku include M exclude, a
NPUMEHATb TOZIbKO YTO-TO OA4HO,

— logger —HeobA3aTe/ibHaA HACTPOMKA — YKa3bIBAETCA TO/IbKO ANA NPUEMHMKA C TUNOM 1og. Mo3sons-
eT onpeaennTb UMA norrepa. Ecn HacTpoiika He 3a4aHa, TO 3anncb NPOMU3BOAUTCA B IOITEP C UMEHEM
AUDIT;

— name — Heobs3aTebHan HaCTpOf/‘iKa — YKa3bIiBaeTca ANna NPUEeMHUKOB C TMNammn log n kafka. YKasbl-
BaeT UMA NPUeMHUKa, TaK KaK 414 aTUX TMnoB NPUEMHUKOB MOXXHO HAaCTPOUTb HECKO/ZIbKO NPUEMHUN-
KoB. Ecnn HaCTpOﬁKa He 3a4aHa, TO UCNonb3ylTcAa 1og U kafka B Ka4ecTBe MMEH NPUEMHUKOB,;

— bootstrapServers-— obsa3zaTenbHas HaCTpOﬁKa ANA NPUEeMHUKa C TUNOM kafka —yKa3biBaeTcs CNun-
COK agpecos a4 nepBoOHAa4Ya/IbHOIo NOAKAKYEHUA K KN1acTepy Kafka;
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"sasl": {
"jJaasConfig": "org.apache.kafka.common.security.plain.PlainLoginModule.
—required username=\"alice\" password=\"$ Ne T,
"mechanism": "PLAIN",
"secureParams": {
"pswd": "ComepxuMoe 3amudpyeTcd IpH 3anycke",
}
}
L )

— topic-— obAszaTenbHasA HaCTpOVIKa ANA NPUEeMHUKa € TUNOM kafka — Ha3BaHUE TONUKA Kafka, B Ko-
TOprVI AO01KHO OTNPaBAATbCA cobbiTue;

— securityProtocol — HeobA3aTeNbHaA HACTPOMKA ANA NPUEMHMKa C TUNOM kafka — B c/yyae
MCNONb30BaHMA NogKtoueHna no SASL moxeT He yKasbiBaTbcA. Mpu nogkntoyeHnn no SSL B Ha-
CTPOViKe O0/IKHO BbITb YKa3aHo 3HayeHue SSL. Ecnm B Kafka He HacTpoeH TLS, yKarKuTe 3HayeHue
SASIL_PLAINTEXT;

— sasl —HeobA3aTeNbHbIM 610K HACTPOEK A/1A MPUEMHMKA C TUNOM kafka — 334aeT NapamMeTpbl Noa-
K/IIOYEHMA NPU UCNoIb30BaHMM SASL-ayTeHTUPUKauMm ana nogKkatodeHms K Kafka:

* jaasConfig — CTPOKa NoAgKkn4yeHuA, B KOTOpOVI MOXXHO MCNOJIb30BaTb NapameTpbl NOACTAHOB-
KN U3 secureParams;

* mechanism—3HayeHUe PLAIN;

* secureParams — 6/10K C NapameTpamu, KoTopble 6yayT 3awmndpoBaHbl B KOHPUIYpPaLLMOHHOM
daline npu 3anycke cepsepa.

Mpumep 6510Ka:

— ss1—Heobs3aTenbHbI 610K HACTPOEK A1 NPUEMHMKA C TUNOM kafka —3aaaeT napameTpsbl SSL ana
nogkntoyeHusn K Kafka:

* enabledProtocols — CTPOKM CO CMMUCKOM BKJ/IHOYEHHbIX MPOTOKON0B;

* keyStore — 610K HacTpoekK C NapameTpamu A0CTyna K KaodeBomy KoHTelHepy Blitz Identity
Provider. CoaepXMT HacTPOMKM type, path, password;

% trustedStore — 670K HaCTPOEK C NapameTpamu AOCTYNa K KOHTEMHePY C A0BEPEHHbIMU cep-
TudMKaTamu. CoaepKMT HACTPOMKM type, path, password;

* keyPassword— HeobnA3aTeNbHanA HaCTpOﬁKa — naponb anAa gocCtyna K KAak4vy.

Mpumep 6/10Ka:

'a N\
"securityProtocol" : "SSL",

"ss1" : {
"enabledProtocols" : ["TLSvl1.2,TLSv1.3"],
"keyStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/bip-dlapp01-1.jks",
"type" : "JKS"

o

"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"

o

"keyPassword": "CHANGE-ME"

by

— tuning—Heoba3aTesbHbI 6/10K HACTPOEK 414 NPUEMHMKA C TUMOM kafka —3a4aeT ONuMoHabHble
HaCTPOMKMN producer Ana B3aumogeinctamus ¢ Kafka. MmeHa napameTpos Heo6Xx04MMO yKasblBaTb C

6.2.
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TOUKOW KaK B AoKyMeHTauum Kafka’®.

Mpumep 6/10Ka:

"tuning": {

"client.id": "BlitzKafka"

— emitAtLeastOneOf —Heobs3aTeNbHanA HACTPOIKA — YKa3blBAETCA CMUCOK MPUEMHMUKOB, OCTAaTOYHO
3anucu cobbiTUii B 110601 13 KOTOPbIX, YTOBbI ONepaLmsa cyMTanach ycnewHowm;

— emitToAllOf — HeobA3aTeNbHanA HaCTpOVIKa — YKa3blBaeTCA CNUCOK NPUEMHUKOB, MO KOTOPbIM 061-
3aTeN1IbHO AO0/1XKHO 6bITb nosly4yeHO noarsepxaeHue yCFIQLIJHOVI 3anncum C06bITVIﬂ, 4yTObbI onepauyuna
cyMTanacb ycnewHon. Ecan HacTpolikM emitAtLeastOneOf M emitToA110f He 3afaHbl, TO 0653a-

TeNbHO NOATBEPKAEHNE OT BCEX HACTPOEHHbIX NMPUEMHMUKOB;

— emitTimeoutInSec — Heoba3aTenbHan HaCTpOViKa — onpeaenAaeTr MakKCMmasbHOe BpeMA OTK/IUKa
OT NpUnemMHUuKa B OTBET Ha 3anpoca 3anu1cu cobbiTnA. Ecam HaCTpOVIKa He 3a4aHa, To oXuaaHue 60

CEKyHa.

Mpumep HacTpoek 3anucu ayguTa ogHoBpemeHHo B nor, B CYB/[ n B Kafka:

p
"audit": {
"emitters": [
{
"type": "log",
"name": "users-log",
"enabled":

"logger":

true,
"AUDIT",
["admin_added",

—"admin_roles_changed",

"exclude":

"config_changed"]

"type": Hlogll,
"name": "admins-log",
"enabled":

"logger":

true,
"AUDITADMIN",
["admin_added",

—"admin_roles_changed",

"include":

"config_changed"]

br

{
"type": "audit-store",
"enabled": true

by

{
"type" "kafka",
"enabled": true,
"name" "kafka",
"include": ["login"],

"bootstrapServers"
"topic" "blitz_audit",
"securityProtocol" TSI,
"ssl" : {
"enabledProtocols"
"keyStore" : {

"password" "CHANGE-ME",

76 https://kafka.apache.org/documentation/#producerconfigs

"admin_pswd_changed",

"admin_pswd_changed",

"admin_removed",

"admin_removed",

["infra-kfk01:9443"],

["TLSv1.2,TLSv1.3"],

(npogonkaertcsa Ha cieaylowen cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"path" : "/etc/blitz-config/bip—appll.jks",
"type" : "JKS"
i
"trustedStore" : {
"password" : "CHANGE-ME",
"path" : "/etc/blitz-config/ca.jks",
"type" : "JKS"
}
by
}
1y
"emitAtLeastOneOf": ["users—-log", "admins-log", "kafka"],
"emitToAllOf": ["audit-store"],
"emitTimeoutInSec": 30
}
. J

Mpu perucTpaLmm ayamTa B JI0F MOKHO HaCTPOUTL JIOTTEP C MOMOLLbIO dalina KOHPUTypaLmn Logback . xml (cm.
noapobHee’”). Mpumep HacTPOVKM Norrepa AUDIT B daiine KoHUrypaumm logback . xml:

<appender name="AUDIT" class="ch.qgos.logback.core.rolling.RollingFileAppender">
<file>${dir.logs}/audit-${app.name}.log</file>

<encoder>
<pattern>%date - [%level] -[%$file:%line] - %message%n%xException{20}</
—pattern>
</encoder>

<rollingPolicy class="ch.qos.logback.core.rolling.TimeBasedRollingPolicy">
<fileNamePattern>${dir.logs}/archive/audit-${app.name}.%d{yyyy-MM-dd}.
—log.gz</fileNamePattern>
<maxHistory>90</maxHistory>
<totalSizeCap>5GB</totalSizeCap>
</rollingPolicy>
</appender>

<logger name="AUDIT" additivity="false">
<appender-ref ref="AUDIT" />
</logger>

Mprmep 3anucu B fore:

2023-11-20 13:29:47,170 - [INFO] -[LoggerEventEmitterDriver.scala:37] - {"ip_st":
—"Tashkent","ip":"213.230.116.179", "authnDone":"true", "process_id" :"b80cal3e-4718-
—44ff-9456-7d4255610eaa", "ip_ctr":"Y36exuctau", "type":"login", "object_id":"BIP-
—123456", "protocol":"oAuth", "subject_id":"BIP-123456", "auth_methods":"cls:password
—","session_id":"f8d85ba2-a26a-447f-b82e-944b9218abb8", "timestamp":1700476187069,
—"ch_platform _version":"\"14.1.0\"","ch_platform":"\"macOS\"","ip_ct":"Tashkent",
—"id_store":"1ldap01","ip_1lng":"69.2494","ip_rad":"5","ch_ua":"\"Google Chrome\";
—v=\"119\", \"Chromium\";v=\"119\", \"Not?A_Brand\";v=\"24\"", "user_agent":
—"Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like.
—~Gecko) Chrome/119.0.0.0 Safari/537.36","lp_id":"test-system","id":
—"6056828858453673-600312119", "ip_lat":"41.3171","client_auth_method":"redirectUri

;}"}

Ha6op anM6YTOB 3aMMcy MOXKET OTINYATLCA B 3aBUCMMOCTU OT TUNa cobbiTua 6e30nacHOCTU U ocobeHHocTen
npouecca exoaa.

77 https://logback.qos.ch/documentation.html
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Bo3MmO3KHble NapameTpbl cobbITUii ayanTa

Tun cobbiTnA

OnucaHue

MapameTpbl COBLITUA

access_denied

[ocTyn K NpUNOXKeHUIO 3anpeLueH

ua_id

access_permitted

LocTyn K NpUNOMKEHMIO paspeLueH

ua_id, rule

activation BblnonHeHa akTMBaLMA YYeTHOM 3anucu -
admin_added [JobasneH agmuHUCTpaTop roles
admin_pswd_changed M3meHeH naposb agMUHNCTPATOPA -
admin_removed YpaneH agMUHUCTpATop roles

admin_roles_changed

MN3meHeHbl poain agMUHUCTpaTopa

new_roles,old_roles

all methods_unlocked

CHATa 6/70KMpPOBKa CO BCEX METOA0B
ayTeHTUdUKaLUn

ua_id

app_password_changed

3agaH nNaponb 4NA NPUNOKEHUSA

attribute_changed

[obaBneH, 3MeHeH UAn yaaneH atpubyTt

attr_name,
new_attr_value,
old_attr_value

attribute_confirmed

ATpuBYT NnoaTBEpPKAEH

attr_name, value

auth

BbinosHeHa ayTeHTUdMKauua (npun
OAuth 2.0 Resource Owner Password
Credentials)

auth_methods,
used_login

id_store,

auth_failed

OwnbKa ayTeHTUDMKaLUK

error, failed_method,

used_login

authz_granted

BbiaaHo OAuth-paspelweHue

ua_id, scopes

authz_rejected

OTKa3saHo B Bblgavye OAuth-paspelweHns

ua_id, used_login

authz_revoked

Oto3BaHo OAuth-paspelueHue

ua_id, scopes

bind_ext_account

YyeTHaA 3anucb NpuBA3aHa K BHELUHEWN

ext_account_id,
ext_account_name,
ext_account_type

config_changed

MN3meHeHbl HAacTPOMKK KoOHUrypauum

module

duo_put

MobunbHoe npunoxenne Duo Mobile
NnpuBA3aHO aAMMHUCTPATOPOM

duoUserId

duo_remove

MobunbHoe npunoxeHne Duo Mobile oT-
BA3aHO a4MMHUCTPATOPOM

flash_call

3anpoLeHo NoaTBEPKAEHNE NO 3BOHKY

mobile, used_login

grant_right

HasHayeHwue npas goctyna

right_name, target

group_attr_changed

Y rpynnbl Nonb3oBaTtesniei U3MeHeH Wau
yAaneH atpuoyT

attr_name,
new_attr_value,
old_attr_value

group_registered

lpynna nonb3osaTesieit co3gaHa

group_removed

lpynna nonb3oBaTeneit yaaneHa

hotp_attached

MpusaszaH HOTP-reHepaTop

device_serial

hotp_detached

OT1BA3aH HOTP-reHepaTtop

device_serial

internal_user_deleted

YuyeTHas 3anucb yaaneHa

locked_methods_changed

M3meHeH cnucok 3abn0KMPOBaHHbIX Me-
TOA0B ayTEHTUPUKALLUN

old_attr_value,
new_attr_value

lock_state_changed

MN3meHeH cTaTyc 6/'IOKVI|DOBKVI Mo HeaKTuns-
HOCTH

lock_state.name,
lock_state.till

login

BbinonHeH BxoA,

auth_methods, authnDone,
auth_roles

login_stopped

HeycnewHbin Bxog,

auth_methods

logout

BbINONHEH BbIXOA,

logout_redirect_uri

member_added

Monb3oBaTesib BKAOYEH B FPYMMy NOAb30-
BaTeneun

group_id, group_profile

member_removed

NMonb3oBatennb
nosnb3oBaTesnen

UCKNKOYEeH U3  rpynnbl

group_id, group_profile

NPOAO0NXKAETCA Ha ceaytoLelt cTpaHuue
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Tabnvua 2 — Npoao/KeHWe ¢ NpeablayLein CTpaHuLbl

Tun cobbiTuA

OnucaHune

MapameTpbl cO6LITUA

need_password_change

YcTaHOBNEH NpPU3HAK HEO6XO,EI,VIMOCTVI
CMeHbI Napona

recovery

[ocTyn K y4eTHOW 3anmcK BOCCTaHOBJIEH

recovery_type,
origin_app,
recovery_contact

recovery_fail

BoccTtaHoBAEHMe AoCTyna He BbINO/IHEHO

error, origin_app

recovery_req

BbiNoONHEH 3anNpoC Ha BOCCTAHOBAEHME
Aoctyna

origin_app,
recovery_contact,
recovery_type

registration

YyeTHaa 3anuncb 3aperncTtpnpoBaHa

entry_point, origin_app

required_factor_changed

M3meHeH pexnm a\/TEHTVId)VIKaLI,MVI nonb-
30BaTenA

new_factor, old_factor

reset_user_password

Maponb yCTaHOBNEH aAMUHUCTPATOPOM

reset_user_sessions

Bbixog, c ycTpolicTs (cbpoc ceccuit)

ua_id

revoke_right

OT3bIB NpaB focTyna

right_name, target

send_email_code Koa noateepXaeHus oTnpasnieH Ha email | email

send_push_code Koa nopreep:kaeHus otnpasneH B Push mobile

send_push_inquiry 3anpoc Ha noAaTBep)AeHuA Bxoaa OT- | inquiryId

npasseH Push-ysegomneHvem

send_sms_code Kog noareepkaeHnA otnpasaeH no SMS mobile

session_closed 3aBepm6HaCECCMH couse

token_exchange_failed OTKazaHo B 0bmeHe MapKepa JocTyna audience, resource,
scopes

token_exchanged MNponseeaeH obMeH MapKepa AocTyna audience, resource,
scopes

token_granted BblaaH mapKkep gocTyna scopes

totp_attached

MpueasaH TOTP-reHepaTop

device_serial

totp_detached

OT1BA3aH TOTP-reHepaTop

device_serial

unbind_ext_account

YyeTHanA 3anMcb OTBA3aHa OT BHELLHEN

ext_account_id,
ext__account_name,
ext_account_type

user_locked

YyeTHas 3anucb 3a6l'|0KMpOBaHa

user_password_changed

M3meHeH Naposab Nonb3oBaTensa

user_props_changed

MN3meHeHbl CBOIMCTBa No/ib30BaTeNA

user_sec_gsn_changed

M3MeHeH KOHTPO/IbHbIN BONPOC

user_sec_gsn_removed

YnaneH KOHTPOJIbHbIM BOMPOC

user_unlocked

YyeTHan 3anucb pa3baokMpoBaHa

web_authn_reg_key

[ob6asneH Koy 6e3onacHoCTH

wa_key_1id, wa_key_name

web_authn_revoke_key

YnaneH K4 6e3onacHocTH

wa_key_id, wa_key_name

OnucaHue napameTpoB cobbITHiA

MNapameTp

OnucaHue

Tun 3Ha4YeHuA

OnucaHue 3HaYeHUA

alt_pswd_cause

ponb

MpUYMHa, No KOTOPOM NONL30-
BaTeNs NPOCUIM CMEHUTb Na-

Ctpoka

Bo3morKkHble 3Ha4YeHuA:
password_expired

- naponb NpPOCPOYEH;
password_reset - na-
ponb HYXHO CMEHUTb
npu nepsom BXxoAae;

password_policy_violated
- Naponb He COoOoTBEeTCTBYET

Napo/ibHOM NONAUTUKE

MPOAO/IKAETCA Ha CeLyIOLWelN CTpaHuLe
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Tabnvua 3 — Npogo/KeHWe ¢ NpeablayLein CTpaHuLbl

MNapameTp

OnucaHue

Tvn 3Ha4YeHuA

OnuncaHue 3Ha4yeHuA

attr_name

Mmsa aTpubyTa y4eTHOM 3anu-
™

Ctpoka

CoAepsKUT UMA YyCTaHOBAEH-
Horo/yaaneHHoro/M3ameHeH-
HOro aTpubyTa

audience

Cnucok nonyyartenemn

Ctpoka

CooepXuT  CnNUcokK
Tenen mapkepa

nonyya-

auth_methods

MponpeHHbIe MeToabl ayTeH-
TUPUKayumm

Ctpoka

CoAepKuUT CNUCOK nponaeH-
HbIX MO/Nb30BaTENEM METOLOB
ayTeHTUdUKaummM  (BO3IMOXK-
Hble 3HA4YeHWsA yKasaHbl rnocse
mabauysi (cTpaHunua 391))

auth_roles

Ponb nonb3osatens

Ctpoka

Ponb nonb3oBatena

authDone

MpoBoaunacb M ayTeHTUU-
KaLus npu 3TOM BXxoae

byneBo 3HaueHue

Mpu3Hak, NO3BONAIOLLMI
y3HaTb, MNpoBoAufacbL  u
ayTeHTUdUKaLMA NpU AaHHOM
BXxoZe. Y MepBUYHbIX BXOAOB
3TOT Npu3HaK byaeT ycTaHoB-
NeH true, y SSO-Bxogo0B 6e3
AONONHUTENbHOW ayTeHTUdHU-
Kauuun — false

bf_delay

Bkntovanacb nm
BX04a

3a4epXKa

byneBo 3HauyeHue

MpusHak, NO3BONAIOLWMIA
y3HaTb, MCMoONb30Banacb /v
Npu AaHHOM BXOZe 3a4epPKKa
Bxoaa (B pesynbrate Aei-
CTBMSA MeXaHW3Ma 3aWuTbl OT
noabopa napons)

captcha_passed

Mpun3Hak, 4To Npu BXOAE crpa-

byneso 3HauyeHue

Mpu3Hak TOro, YTo nNpu BXoAe

wwueanacb CAPTCHA cnpawmsanace CAPTCHA
couse MpuumnHa 3aBepweHna ceccum | CTpoka MpuumHa 3aBepLueHna ceccun
duoUserId NpeHTudumKkatop  nonb3oBa- CTpoka NpeHTudMKaTop  MNosnb3oBa-
Tens 8 Duo Mobile Tena 8 Duo Mobile
email 3HayeHue 3NeKTpoHHOoM = CTpoka 3HaveHune 3NEKTPOHHOM
noyTbl noyTbl ANA OTNPaBKM Koaa
entry_point Tun uHTepdeiica, ucnonbso- CTpoka WEB — MpuM perucrpauum
BaHHOrO A1A perncrpaumm us Beb-npunoxenua  Blitz
nosib30BaTenNA Identity Provider; REST -—
npu  perucTpaumm  4yepes
REST-cepsucbl Blitz Identity
Provider; SOCIAL— npu pe-
TMCTPaLMM 4Yepes BHELUHEro
MocTaBLUMKa
error OwwnbKa ayTeHTUdMKaLMM CTtpoka CopepKUT NPUYMHY HeycrelLwl-
HOW ayTeHTUdUKaLMK
ext_account_id | WaeHTudumkatop BHewHer CTpoka YKazaH naeHTuduKaTop nonb-
Y4YETHOM 3anucu 30BaTeNiA BO BHELUHEN cucre-
Me Bxoga (couceTtn, ECUA nnn
CbepbaHK ID)
ext_account_namq MmAa BHewHero nocrtaslwmka CTpoka YKa3zaHO MMA BHELUHEero no-
naeHTndukaumm CTaBLUMKA MaeHTUdUKaLmm
ext_acount_type | Tun BHewHero nocTaswuKka CTpokKa YKasaH TMn BHeLWHero nocras-
naeHTudmnKaumum LMK MAeHTUOUKALUM
failed_method HasBaHnMe  HenpoWaeHHoro CTpoka YKa3blBaeT, Kakol  MeTop,
MeToAa ayTeHTUPUKaLUn ayTeHTUdUKaLMM  He  cmor

NpoiTK Nosib3oBaTe/lb

NPOAOJ/IKAETCA Ha C/ledyloLen CTpaHmue
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Tabnvua 3 — Npogo/KeHWe ¢ NpeablayLein CTpaHuLbl

MNapameTp OnucaHue Tvn 3Ha4YeHuA OnucaHue 3HaYeHuA
group_id NaeHTudukaTtop rpynnbl nonb-  CTpoka 3anonHAeTcA B pe3y/bTa-
30BaTenei Te onepauyuMi  U3MeEHeHus

YneHcTBa nosnb3oBaTenei B
rpynnax nonb3osartesiei

group_profile NpeHtndukatop npoduna nc-  Crpoka 3anonHsetcA B pesynbTa-
NoNb30BaHWA Fpynn MoAb30- Te onepauuin  U3MeHeHus
BaTenen yneHcTBa Monb3oBaTenen B
rpynnax nonb3osartenei
id_store XpaHuauue y4eTHowu 3anucu CTpoka XpaHuAuLLe y4eTHbIX 3anucen,
B KOTOPOM Obln Hall4eH Nosb-
30BaTe/ib B MOMEHT YCNELHOM
ayTeHTUdMKaumm
inquiryIld NpeHTndukatop 3anpoca Ctpoka NpeHTndukatop 3anpoca
lock_state. CtaTyc 6/10KMPOBKM O HeaKk- CTpoKa 3HauyeHune untouchable
name TUBHOCTU 03HayaeT, YTo NO/b30BaTE/b
He MOXKeT 6bITb 3a610KMpPoBaH
lock_state. Bpems pgeiicteuA ctatyca 6no-  CTpoka Monb3oBaTesb He byaeT 3a-
till KMPOBKM MO HEAKTUBHOCTU 6/10KMPOBAH [0 HAcTynneHusA
BPEMEHM, YKa3aHHOro B AaH-
HOM napametpe. [lanee byaet
npoucxoauTb B6NOKMPOBKA Ha
06LWMX OCHOBAHUAX
logout_redirect_| URI ana pegunpekta Ctpoka Copepxut URI, Ha KoTopbin
cuctema  JO/MKHA nepe-
HanpaBuTb nonb3osaTens
rnocsie ycrnewHoro Bbixoga M3
cucTemsl
mobile 3HayeHne mobunbHoro Tene-  CTpoKa 3HaueHue MobunbHOro
¢doHa TenepoHa  ANA  OTNpPaBKM
sms/push/flash_call
module Brok KoHdUrypaumoHHoro  CTpoka Bnok KOHUrypaLMOHHO-
danna ro d¢anna, KoTopbit 6bin
N3MEHEH
new_attr_value | HoBoe 3HaueHue aTpubyTa Ctpoka CofepKUT HOBOe 3HayeHue
YCTaHOB/NIEHHOTO/U3MeHEeHHO-
ro aTpubyTa.
new_factor HoBoe 3HauyeHMe npu3HaKa, Yucno 0 — B COOTBETCTBMM C Ha-
YKa3sblBalOLLEro Ha Heobxoau- CTpOMKaMMU cucTemMbl; 1 — He
MOCTb  MPOBEPKU  BTOPOro TpebyeTcA NpoBepKa BTOPOro
¢dakTopa ayTeHTUdMKaL MM dakTopa ayTeHTUGUKaLUK; 2 —
TpebyeTcA NpoBepKa BTOPOro
daKTopa ayTeHTUdMKaLmnm
new_roles Ponn yyeTHoM 3anucu agmmn-  CTpoka CopeprKUT CNUCOK ponel, ao-
HUCTpaTopa 6aBNeHHbIX Y4YeTHOM 3anucu
agMMHUCTpaATopa B npouecce
ee U3MeHeHun
old_attr_value MpexHee 3HayeHue aTpubyta  CTpoKa CoaepuT NpeXkHee 3HayeHue
YAANEHHOro/U3MeHEHHOro aT-
pubyTa
old_factor MpexHee 3Ha4YeHMe NpU3HaKa, Yucno 0 — B COOTBETCTBMM C Ha-

yKasbliBaloLLero Ha Heobxoau-
MOCTb NPOBEPKM BTOPOro dak-
Topa ayTeHTUdUKauUm

CTPOMKaMKM CUCTEMbI; 1 — He
TpebyeTca NpoBepKa BTOPOro
daKTopa ayTeHTUGUKaLmm; 2 —
TpebyeTcA NpoBepKa BTOPOro
dakTOopa ayTeHTMdMKaLMM

NPOAONXKAETCA Ha CeaytoLelt cTpaHuLe

6.2. Hactpoiiku B ¢aiine blitz.conf

389



Blitz Identity Provider, Bepcus 5.34

Tabnvua 3 — Npogo/KeHWe ¢ NpeablayLein CTpaHuLbl

MNapameTp

OnucaHue

Tvn 3Ha4YeHuA

OnuncaHue 3Ha4yeHuA

old_roles

Ponu y4yeTHOM 3anucu agmu-
HUCTpaTopa

Ctpoka

CoAep»KnT CNMCOK poneit, oTo-
3BaHHbIX Y YYETHOM 3anmcK aa-
MMHUCTPATOpa B Npouecce ee
N3MeHeHun

origin_app

NoeHTUdMKaTop  npuaoxke-
HUA, WHWULMUPOBABLUETO
perucTpauuio nonbsosatensn /
BOCCTaHOBJ/IEHWE Napons

Ctpoka

WNAeHTUPUKATOP NpUOKEHMA
(entity_id/client_id)

pswd_changed

Mpu3HaK, 4TO pekomeHaoBa-
NaCb CMeHa napona

byneBo 3HaueHue

Mpu3HaK TOro, YTo peKomeH-
AoBasnaCb CMeHa napona

pswd_tmp_locked

Mpu3HaK, 4To 6blNa BpemeH-
Hana 61oKMpoBKa

byneBo 3HayeHune

Mpu3HakK Toro, 4to 6bina Bpe-
MeHHas 610KMpoBKa

recovery_contact YKasaHHbI/A npu BoccTaHoBne- = CTpoKa Agpec email nan Homep mo-
HUM KOHTaKT 6unbHoro TenedpoHa, MCNonb-
30BaHHOrO MpY BOCCTAHOBAE-
HUKW Napona
recovery_type Tun BoccTaHOBNEHMA Napons Ctpoka BO3MOXHble  3HayeHuna  —
email UMM mobile
resource URL, K KoTopomy npegoctas- CTpokKa URL, K KoTOpomy npenocTtas-
naeTca goctyn naeTca Joctyn
right_name Ha3zBaHue nonHomoumA CTtpoka NpeHTudMKaTOp Ha3HAYEHHO-
ro/oT03BaHHOIO NOJIHOMOUMA
roles Ponn yyetHow 3anucu agmmn-  CTpoka Coaep»Ku1T CNUCOK posiei yyeT-
HUCTpaTopa HOW 3anucu agMUHUCTPaTOPa,
33aHHbIX MNpU  CO34aHUU
y4YeTHol 3anucu (gns cobbl-
TMA C¢ TMNOM admin_added,
WIN UMELUUXCA Yy YYeTHOW
3aMMcM Ha MOMEHT ee yaa-
NeHuna ana cobbiTma ¢ TMNom
admin_removed)
rule MpaBuao conoctaBneHunA CTtpoka 3anonHaeTcAa M3 npasuna, 3a-
[AHHOrO B KOHTpO/e AocTyna
NPUNOMKEHNA, B KOTOPbIN OCy-
LLLeCTBNAETCA BXOZ,
scopes Cnuncok paspeLueHnit Ctpoka Cooep1T CNUCOK paspelle-
Huit (OAuth scopes), KoTopble
Bbl4aN/0T03BaN NOAb30BATENb
tags MeTka HasHayeHHoro/oTo-  MaccumB CTPOK Tar
3BaHHOrO NOJIHOMOYMA
target NpeHTuduKaTop rpynnsl, npu-  CTpoka NaeHTudumKaTOp rpynnbl, Npu-

NN0XXeHuA, No/1b3oBaTenA

JIO’KEHMSA, MNOAb30BaTeNA, Ha
YTO AaeTca Npaso

tried_old_pswd

Mpu3HakK TOro, 4to 6blna no-
MbITKa BXoZa C Naposiem 13 co-
XPaHEHHOW UCTOpPUKM naposiei
(npegbloywmm naponem)

byneBo 3HauyeHue

Mpu3Hak Toro, 4to 6bINA NO-
MbITKa BXOAa C Mapo/ieM U3 CO-
XPaHeHHOM UCTOpUKU naposen
(npegbloywmm naponem)

ua_fp NpeHTndukatop  otneyatka CTpoka NpeHTnduKkatop  oTneyaTtka
yCTPOMCTBa A0CTyna YCTPOMCTBa AOCTyMna MO/b30-
BaTens
ua_id NpeHTudumKaTop ycTpolictBa  CTpoka NpeHtTndukatop ycTpoictea
nosb3oBaTens nonb3osaTens
used_login JlorvH, Mcnonb3oBaHHbIM Npu  CTpoka JIorvH, UCNONb30BaHHbIN NpuU

BXoae

BXo4e

NPoAO0NXKaAETCA Ha cleaytoLelt cTpaHuLe
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Tabnvua 3 — Npogo/KeHWe ¢ NpeablayLein CTpaHuLbl

MNapameTp OnucaHune Tun 3Ha4yeHuA OnuncaHue 3Ha4yeHuA
value 3HaueHue aTpubyTa Ctpoka 3anonHAeTcA nNpu  noareep-
XKAEHUM aTpnbyTa
wa_key_id NpeHTuduKaTop Kaoda 6e3-  CTpoka NpeHTudumKaTop Kaoya 6es-
OMacHoCTH OMacHOCTH
wa_key_name Mma Kntoya 6esonacHocTu Ctpoka Mms Kntoya besonacHocTH
- N

© nNpumeuanue

Bo3MOKHble 3HaYeHMA auth_methods:
® password— NaposibHasa ayTeHTMdUKauma
® spnego — BX04 C NoMoLbto ceaHca OC
® x.509 — BXOZA, C MOMOLLbIO CPEACTBA 3/IEKTPOHHOM Noanucu
* gr —Bxog no QR-Kkoay
® Css—aBTOMAaTMYECKMI BXOZ MO pesy/ibTaTaM PerucTpaumm nosib3oBaTesisi Uan BOCCTAHOB/IEHMA Napois

® sms — BXo4 No Kogy SMS (Mo¥eT 6biTb KaK B KayecTBe MepBOro, Tak U B KayecTBe BTOPOro ¢aktopa
ayTeHTUbMKauuK)

® hotp — BTOPOW GpaKTOp ayTEHTUOUKALMM C MOMOLLbIO annapaTHOro bpenoka

® totp — BTOPOMN GAKTOP ayTeHTUPMKALMM C MOMOLLbIO NporpammHoro TOTP-reHepaTopa KogoBs noa-
TBEPXKAEHUSA

® externallIdps:<type>:<name> — BXOZ C MOMOLLbIO BHELIHEro NOCTaBLMKA NAEHTUGUKaLMM (cou-
cetu unn ECUA)

® userApp — BTOPUYHAA ayTEHTUDUKALMA B MOOUABHOM NPUNONKEHUM
® outside_name — BHELWIHUN MeTOA ayTEHTUPUKALMUN C UMEHEM name

Hanuuune nepes metogom npedukca cls: 03HaYaeT, YTO BXOZ 6bln BbINOMHEH C MOMOLLbIO LO/ITOCPOYHOM
Ceccuu, a paHee Npu NEPBUYHOM BXOZAE MCMO/Ib30BaAANCh TE€ METOAbI BXOAA, YTO NepeymcieHbl Nocne cls:

J

6.2.16 XpaHeHue HacTPOeK NPUNOXKEeHUI B OTAe/NbHbIX ¢pannax

Mo yMmon4aHMo HAaCTPOMKM NOAKIOUEHHbIX MPUNOMKEHUIN XPAHATCA BHYTPU OCHOBHOTO KOHOUIypaunoHHoro dai-
Na blitz.conf B 6/10Ke HacTpoek blitz.prod.local.idp.apps. EcAn naaHupyetca noakatoyatb K Blitz
Identity Provider 60/1blLO€ YMCN0 NPUAOKEHNI (COTHU NPUIOKEHNI), TO BOoNee NPeANnoYTUTEIbHbIM MOXKET BbITb
HaCTPOWUTb XpPaHEeHWe HaCTPOEK NPUIOKEHWUI B OTAE/bHbIX KOHOUTYPaLMOHHbIX dannax. [aa 3TOro HyKHo:

1. B KaTasnore HacTpoek /usr/share/identityblitz/blitz—config cO34aTb KOPHEBOM KaTajnor Ans
XpaHEeHWA HAaCTPOEK NPUIOKEHNIA (KaTaior HACTPOEK NPUIOKEHMIA). [0 yMOYaHMIO UCNONb3YyeTCA KaTanor
/usr/share/identityblitz/blitz-config/apps.

2. BHyTpM KaTa/iora HaCTPOEK NPUIOKEHWIA CO34aTh AR KaXKA0r0 NPU/IOKEHUA CBOM KaTanor, cobitogan cie-
Jylowme npasuna:

* VMA KaTanora AONKHO BbITb CO34aHO M3 MAEHTUOMKATOPA NPUAOKEHUA (appId);
* ec/nu B aeHTUdGMKaTope NpUoKeHnsa 6bla CUMBOA /, TO €ro Hago 3aMeHUTb Ha #;

® ecnu B aeHTMdMKaTope NPUNONKEHMA Bblal CUMBOA :, TO €r0 HAZL0 3aMEHUTL Ha %.

© nNpumeyanue

Hanpumep, o5 NpUNOXKeHUA C UAEHTUPUKATOPOM https://example . com AO/MKEH ObITb CO34aH Ka-
Tasor c UMeHeM httpsS#f#example. com.
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@ BaxHo

O6a3aTenibHO A0/MKHbI ObITb CO34aHbI KaTanorM AnA cayxebHbiX NPUAoXKeHUM _blitz_console,
_blitz_idp, _blitz_reg,_blitz_recovery,_blitz_profile.

3. BHYTpM Kaxk[oro Katasora NpuUaoXKeHUA JONXKeH OblTb co3gaH dain ¢ UMeHeM app . conf, COAEPKaLLUN
KOHOUIypaLMIO NPUAOKEHUA U3 UCXOAHOTO blitz . conf. Pa3aen AONKEH Ha3blBaTbCA app, @ HE 3HAYeHUe
appld, KaK 6b110 B blitz.conf. BHYTPU KaTanora NpuoKeHUs TakKe byaeTt co3faH CKpbITbIA KaTanor
.snapshot, Kyaa 6yayT KonMpoBsaTbCA NpeablayLline KoHOUrypauumn npuaoKeHUn B cayvae U3meHeHus
HACTPOEK NPUNOXKEHMA Yepes KOHCOb nnu API.

Mpumep KOHPUTYpaUMOHHOrO $paiia app.conf:

FHE A A R A R R R R 1 4
HEFHFF S

# version: 822
# modified: 2023-08-20 21:17:27 MSK
# author: admin
# ip: 127.0.0.1
# user agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.
—36 ..
0 i i i i
SHHFHEEEEH S
{
"app": {
"domain": "https://company.com",
"name": "test app",
"oauth": {

Hy

4. Tocne MUrpaLLmMm BCEX CYLLECTBYHOLWMX HACTPOEK NMPUAOKEHUN M3 blitz.conf B OTAeNbHble $painnbl Ha-
CTpOeK 33faTb Bblitz.conf BONOKe blitz.prod.local.idp.apps—source PEXUM YTEHUA HACTPO-
€K NPUNOXKEHUN U3 OTAENbHbIX palnNoB:

"apps—-source": {
"type": "filesystenm",
lldirﬂ: "appsll

5. Mepe3sanyctutb npunoxKenus Blitz Identity Provider u npoBepuTb KOPPEKTHOCTb PaboTbl BXOAA B MPU/IOXKE-
HuA. Ecnu Bce paboTaeT KOPPEKTHO, TO NPU XKeAaHUN MOXKHO YAANTb HACTPOMKMN NPUNONKEHNI U3 BNOKa
blitz.prod.local.idp.apps.

6.2.17 dkpaH cornacui

PexKum cornacuii no YMOA4aHUo

MimeeTcsi BO3MOXKHOCTb HaCTPOUTb pPeEXUM OT06pa)KEHMF| 3KpaHa No yMmOo/4aHUIo. HaCTpOVIKM NPUMEHAKOTCA TNno-
6anbHO KO BCeM NPUNOKEHNAM, eCNUN ANA KOHKPETHOTO NPUN0XKEHUA He 3a4aHbl UHOWBUAYA/IbHbIE NAapaMeTpbl.
,ﬂ,ﬂﬂ HaCTpOVIKM 3KpaHa cornacua B pexmnme no ymoayaHuto HeoﬁXO,ﬂ.MMO B pa3genblitz.prod.local.idp.
oauth ¢anna KoHPuUrypaumm /usr/share/identityblitz/blitz-—config/blitz.conf A06aBnTb 610K:

"oauth" :{

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"access—-token-ttl" : 1500,

"consent":{
"autoConsent":false,

}

OnucaHue HacTpoek:

® autoConsent - d)nar, YKa3bIBa}OLLI,VIﬁ, TpE6y6TCF| I aBTOMaTMYeCcKoe cornacme nonb3osartena. Ecam true,
3KpaH cornacua He 0T06pa)+(38TCF|, W JOCTYN NpeaoCcTaBAAeTCcA aBTOMaTUYecku. Ecam false, 03HavaeT, uto
9KpaH cornacua 6y,£I,ET MNOKa3aH Noab30BaTeNto.

BHewwHKM 3KpaH cornacuii

MomMMO 3TOro cylLecTByeT BO3MOMKHOCTb HAaCTPOUTb BHELIHWIM 3KPaH COMNAcuii Ha BblAadvy paspelleHuit. Ero
MOHO HacTPOWUTb FM0BANbHO UAN OTAENbHO ANA KaXKAOro MPUAONKeHUA. MHAMBUAYaNbHblE HAaCTPOWKK Mpu-
NIOXKEHUIN MMEIOT NPUOPUTET Hag, obLen HacTPoMKoi. 18 HaCTPOMKM 3KpaHa Corflacma Ha Bblgady paspeLle-
HUI OTAENbHO AR KaXKAO0ro NpunoxeHua Heobxoanmo no6asuTb B KOHGUIypaLMOHHbIN ¢aiin /usr/share/
identityblitz/blitz-config/blitz.conf Bpasfenblitz.prod.local.idp.apps cieayowmin 610K:

n app S n : {
"app_name": {
"oauth":{

"consent": {
"requiredScopes":[ ],
"autoConsent":false,
"activeExternalConsent":true,
"externalConsent" : {
"auth" : {
"type": "Basic",
"userId" : "test",
"password" : "pswd"
by
"url" : "https://72276dde-b44a-4d4d-8b6e-b472899%bcedl.mock.pstmn.

—io/redirect"

OnucaHne HacTpoek:

® requiredScopes - CNUCOK SCOpe, KOTOopble TPebYHTCA /18 NONYYEeHUs coracua nonb3osatens. Ecnum cnu-
COK NYCT, SCOpe He 3anpalumnBatoTcs.

® autoConsent - d)nar, yKa3bIBa|OLLI,VIi;I, Tp66y6TCF| I aBTOMaTMYeCcKoe cornacme nonb3osartena. Ecam true,
3KpaH cornacuma He OTO6pa)KaeTCﬂ, W AOCTYN NpeaocTaBnAeTcA aBTOMaTU4eckn. Ecan false 03HavaeT, YTo
3KpaH cornacuma 6y,£I,ET NOKa3aH Nosib30BaTeNtO.

e activeExternalConsent - Gnar, yKasblBaloWmii, UICNONb3YETCA 1N BHELLHEE NPUIOKEHUE ANA oTobpa-
YKeHUA 3KpaHa coracua. Ecam true, cuctema nepepaert ynpasiaeHue oTobparKeHMem sKpaHa cornacus
BHELWHeMyY NpuaoxeHuto. Ecnm false, cucTeMa UCNOIb3YET BCTPOEHHbIM MEXaHU3M OTODpaKeHUs sSKpaHa
CoralacuaA, UTHOPUPYA BHELIHEE NPUNOXKEHUE.

® type-TUNayTEHTUDUKALMNK, UCMONbIYEMbIN 415 B3AUMOAENCTBUA C BHELUHUM NpuaoxKeHnem. Ha gaHHbIM
MOMEHT MUCMNONb3YyeTcA TONbKO 6a30Bas ayTeHTUDMKaLmA.

— userld- M,D,EHTMd)MKaTOp nonb3osartena anA aYTEHTVId)MKaLI,VIM.

6.2. Hactpoiiku B ¢aiine blitz.conf 393



Blitz Identity Provider, Bepcus 5.34

— password - NapoNb ANA ayTEHTUOUKALUN.
e url - URL BHeLHEro NpUIoXKeHUA, KOTopoe oTobpakaeT SKpaH cornacus.

Jna HacTpolKn 3KpaHa cornacuaA rmobanbHO HeobxoaumMo B pasgen blitz.prod.local.idp.oauth dalina
KOHOUrypaummn /usr/share/identityblitz/blitz-config/blitz.conf A06aBUTb BIOK:

"oauth":{
"access—-token-ttl" : 1500,

"consent": {
"requiredScopes":[ ],
"autoConsent":false,
"externalConsent" : {
"auth" : {
"type": "Basic",
"userId" : "test",
"password" : "pswd"
by
"url"™ : "https://72276dde-b44a-4d4d-8b6e-b472899%cedl .mock.pstmn.io/
—redirect"

}

OnucaHue HacTpoek:

® requiredScopes - CMMUCOK SCOpe, KoTopble Tpe6y+0Tcs| ANA NONy4YeHnA cornacua nonb3osaTena. Ecam cnum-
COK NycCT, sCOpe He 3anpawnBaroTCA.

e autoConsent - pnar, ykasblBaloLLMin, TpebyeTca 1M aBTOMATUYECKOE Cornacue nonb3osatens. Ecam true,
3KpaH cornacus He oTobpakaeTcs, U LOCTYN NPeAOCTaBNAETCA aBTOMATUYECKU. Ecn false, 03HAYaeT, uyTo
3KpaH cornacua byaeT NokasaH Noib3oBaTento.

® type - TN ayTEHTUPUKALUK, UCMONb3YEMBII A1 B3aUMOAENCTBUA C BHELLHUM NpUaoxKeHnem. Ha faHHbIv
MOMEHT MCMNONb3yeTcA ToNbKO 6a3oBas ayTeHTUPUKaLms.

— userld - MaeHTUPUKATOP NONb30BATENA ANA ayTEHTUDMKALUM.
— password - Naposb ANA ayTEHTUPUKaLU.
e url - URL BHELWHEro NPUIOKEHUA, KOTOpPOoe 0TobpakaeT SKpaH cornacus.

[N HAaCTPOMKM MHTErPaLMM C BHELUHUM NPUNOKEHMEM, OTBETCTBEHHbIM 32 OTOBPaXeHne 3KpaHa cornacus, uc-
no/b3yiTe NapameTpbl, ON1CaHHble B pasgene invoke-consent-app.

6.2.18 NMpoaonxurenbHocTb SSO-ceccumn

Ha npogonkutenbHocTb SSO-ceccum Nosib30BaTeNA MOMKET BANUATb CPOK Aeincteua cookie blc Ha cTtopoHe Blitz
Identity Provider. Mo ymonyaHuto cpok aericteus cookie b1 c coctasnnet 10800 cekyHA. Ecnn makcumaneHas npo-
donxumenbHOCMb ceccuu (CTPaHWLLA 86) NpeBbILWAET JaHHOEe 3HAYeHWe, Y NO0/1Ib30BaTe/A MOXKET ObITb 3anpoLleH
NOBTOPHbIN BXOA, KaK TO/IbKO CPOK AeicTBuA cookie ncteyeT, Aaxe npu akTuBHoM SSO-ceccum.

[ns HacTpoMKK cpoka gencteua cookie gob6aBbTe B 6NOK blitz.prod.local.idp.login ¢alina KoHdpurypa-
UMM blitz.conf MapameTp lstateTtlInSec CO 3HAYEHMEM, PABHbIM MAWN NPEBbLILLAKOLMM MAKCUMAIbHYIO
NPOAOIKUTENBHOCTb CECCUN.

["lstateTtlInSec" : 20200
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6.2.19 PaspeuweHua (scopes)

HacTpoiiku paspelueHunii (scope) N0 yMoONYaHMIO ynpasBasatoTca Yepes Bknaaky OAuth 2.0 B Beb6-KoHCONM agmu-
HUCTPUPOBAHMUA.

Mo yMoONYaHMIO paspeleHnsa XPaHATCA B KOHPUrypaumoHHom ¢alne /usr/share/identityblitz/
blitz-config/blitz.conf. [pM HEOBXOAMMOCTN UX MOMKHO XPaHWUTb B OTAeNbHOM daine, 3To ynpoliaer
yrnpaBneHne KoHoUrypaumein - U3SMeHeHUs B paspelleHusaX He 3aTparMBaloT OCHOBHYI KOHdUrypauumio, ectb
BO3MOHOCTb ObICTPOro 06HOBNEHWUA M BOCCTAHOBJ/IEHMA HACTpoeK. [A Toro 4tobbl XpaHUTb paspelleHns B
oTaenbHom danine, nobasbTe pa3gen blitz.prod.local.idp.scopes—source B KOHPUIYPaLMOHHbIN daiin
blitz.conf. Mpn 3TOM HEOBXOAMMO YKa3aTb 3HaueHue £ile B NapameTpe type. [yTb K daliny ykasbiBaeTtca
B Napametpe file. Ecan NyTb He yKasaH, UICNONb3YyeTcA NyTb NO YMONYAHUIO: Sapp-data-path/scope. json,
roe Sapp-data-path — 3TO NyTb, 334aHHbIV B KOHOUIYpaLMOHHOM daitne boot . conf.

Mpmep HaCTPOMKKM ANA XPaHEHUA OTAENbHbIM dalinom:

"scopes—-source" : {
"file" : "/home/test/work/blitz-idp/conf/scopes.json",
"type" : "file"

Ecnu Hy>KHO 06paTHO NEePEKNOUYNTLCA Ha OCHOBHYIO KOHOUIYypaL Mo, UCNONb3YITe 3HaYeHne config ANA napa-
MeTpa type B pasgene KoHpurypaumoHHoro gainablitz.prod.local.idp.scopes-source.

Mpyvmep HaCTPOMKKM ANA XPaHEHMA B OCHOBHOM KOHOUrypaunoHHom daiine:

"scopes—-source" : {
"file" : "/usr/share/identityblitz/blitz-config/blitz.conf",
"type" : "config"

HacTpoMKku XxpaHuaunwa otaenbHbim daiinom:

{
"scope_1" : {
"sysname" : "scope_1",
"names" : {
"default" : "scope_1"
b
"descriptions" : {
"default" : "desc_1"
by
"client—-level" : false,
"enabled" : true,
"depricated" : false,
"allowedResponseTypes" : [ "code", "token", "id_token", "device_code" 1],
"allowedGrantTypes" : [ "client_credentials", "password", "authorization_code",
—"implicit", "refresh_token", "urn:ietf:params:oauth:grant-type:token—-exchange",

—"urn:ietf:params:oauth:grant-type:device_code" 1,

"attrs" : [ "org_id" 1]
by
"scope_2" : {

"sysname" : "scope_2",
"names" : {

"default" : "scope_2"
b

"descriptions" : {

"default" : "desc_2"

b

"client-level" : false,

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"enabled" : true,

"depricated" : false,

"allowedResponseTypes" : [ "code", "token", "id_token", "device_code" 1],
"allowedGrantTypes" : [ "password", "urn:ietf:params:ocauth:grant-type:device_

—code", "urn:ietf:params:ocauth:grant-type:token-exchange", "refresh_ token",
—"implicit", "client_credentials", "authorization_code" 1],
"attrs" : [ "testClaim" ]

}

CBolicTBa paspelleHuit (scopes):
basosble:
® sysname - CUICTEMHOE UMA scope;

® names - Ha3BaHWe scope. ECINM MMA He 3a4aHO, TO ncnonb3yeTca sysname. Ha ,Cl,aHHbIﬁ MOMEHT UC-
NOoNb3yeTcA TONIbKO 3HaYeHue default.

® desc - ONUCaHMe Scope Ha PasHbiX A3blKax. Ha AaHHbIA MOMEHT UCNONb3YeTCA TONbKO 3HAYeHue
default.

Ona OAuth:
e clientLevel - ABAAETCA N SCOPE CUCTEMHbIM (t rue/false);

® allowedResponseTypes - MO YMOJYaHUIO pas3pelweHo Bce: code, token, 1id_token,
device_code;

® allowedGrantTypes - no yMoA4YaHuo pa3pelweHo BCe: authorization_code,
implicit, password, client_credentials, refresh_token,
urn:ietf:params:ocauth:grant-type:token-exchange,urn:ietf:params:ocauth:grant-type:device_c

Mo pgocTyny K AaHHbIM:
* attrs - aTpubyTbl NONb30BaTENA, AOCTYMNHbIE ANA Scope.
Mo Xu3HeHHOMY LIUKAY:

® enbaled-aKTMBUPOBAH /In scope. Ecan false, TO AaKe N0 paHee BblAaHHbIM TOKEHAM ByaeT OTKas.
Mo ymonyaHuio true;

® deprecated - MapameTp YKa3bIBaeT, YTO 3aNpocC scope 6onblue HeaOocCTyneH, OAHAaKo TOKeHbI, nony-
YEeHHbIE€ paHee C 3TUM NapaMeTpOoM, NPOAONKAOT pa60TaTb. Mo ymonyaHuio false.

© nNpumeuanue

[Ns HacTpPOMKM paspelleHnit (scope) ana goctyna Kk cepsucam REST APl cm. pasgen REST API (ctpaHuua 396).
B AaHHOM pasfene onucbIBaeTCA NPOLECC U3MEHEHMA HAbopa paspeLleHnin N0 YMONUYAHUIO, @ TaKXKe Ha-
CTpOWMKa A0CTyna K aTpubyTam, CBA3AHHBIMU C STUMM paspeLleHUAMMU.

6.2.20 REST API

Blitz Identity Provider nosBonseTt HacTpamnBaTb paspelwleHuns (scopes) Aaa Aoctyna K cepsmcam REST API. B aaH-
HOM pasgesie ONUCbIBAETCA NPOLLECC 3MEeHeHUs Habopa paspeLleHnid No YMOIYaHUIO, a TaKKe HACTPOWKa f0-
CTyna K atpubyTam, CBA3aHHbIM C 3STUMM Pa3peLleHUaAMM.

Huxke npuseaeH cnucok cepeucos Blitz Identity Provider, cuctemHble MeHa cepBUCOB U pa3spelleHus (scope)
No YMONYaHUIO.
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ApmuHuctpatmsHbie REST API

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

GET /blitz/admin/api/v3/apps

admin.getApps

blitz_api_sys_app

GET /blitz/admin/api/v3/app/{app!d}

admin.app.get

blitz_api_sys_app

PUT /blitz/admin/api/v3/app/{appld}

admin.app.create

blitz_api_sys_app_chg

POST /blitz/admin/api/v3/app/{app!d}

admin.app.change

blitz_api_sys_app_chg

DELETE /blitz/admin/api/v3/app/{app!d}

admin.app.delete

blitz_api_sys_app_chg

PaboTta ¢ guHamuuyeckumm KnmeHtamm REST API v3

MyTb K cepsucy

CucrtemHoe nms

PaspeweHusa

PUT /blitz/admin/api/v3/app/S{appld}/oauth/softStm

admin.dyn.app.genS

blitz_api_sys_app_chg

GET /blitz/admin/api/v3/app/S{appld}/oauth/iat

admin.dyn.app.getIA

blitz_api_sys_app

PUT /blitz/admin/api/v3/app/S{appld}/oauth/iat

admin.dyn.app.issue

blitz_api_sys_app_chg

DELETE /blitz/admin/api/v3/app/appld/oauth/iat/{toki

admin.dyn.app.rmlA]

blitz_api_sys_app_chg

Pernctpauusa n yaaneHue ydyetHoii 3anucu REST API v3

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

PUT /blitz/reg/api/v3/users

reg.put

blitz_api_sys_users_reg

POST /blitz/reg/api/v3/users/{context}

reg.advance

blitz_api_sys_users_reg

DELETE /blitz/api/v3/users/{instanceld}

users.rmUser

blitz_api_user_chg,
blitz_api_sys_users_chg

AyteHTudukauma no QR-Kkoay REST APl v3

MyTb K cepsucy CuctemHoe nms PaspeweHusa

GET /blitz/api/v3/auth/qr/:code} auth.qrcode.get blitz_qgr_auth

POST /blitz/api/v3/auth/qr/{code}/refuse auth.qrcode.refuse | blitz_gr_auth

POST /blitz/api/v3/auth/qr/{code}/confirm auth.qrcode.confirm| blitz_qr_auth
Pa6ota c npaBamu goctyna REST API v3

MyTb K cepsucy CucremHoe nma PaspeweHusa

GET /blitz/api/v3/rights/of/{sub}

rights.sbj.get

blitz_api_user_rights,
blitz_rights_full_access

GET /blitz/api/v3/rights/on/{sub},
/blitz/api/va/rights/on/{sub}

GET

rights.obj.get

blitz_rights_full_access,
blitz_api_user_rights

POST /blitz/api/v3/rights

rights.change

blitz_api_user_rights,
blitz_rights_full_access

PUT /blitz/api/v3/rights

rights.grant

blitz_api_user_rights,
blitz_rights_full_access

DELETE /blitz/api/v3/rights

rights.revoke

blitz_api_user_rights,
blitz_rights_full_access
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Pabota c nonb3osBatenamu REST API v3

MyTb K cepsucy

CuctemHoe nms

PaspeweHusa

POST /blitz/api/v3/users/notes/{action}/{state}

users.docommand

blitz_api_user_chg,
blitz_api_sys_users_chg

GET /blitz/api/v3/users/{subjectld}

users.attrs.get

blitz_api_user,
blitz_api_sys_users

POST /blitz/api/v3/users/{instanceld}

users.attrs.change

blitz_api_user_chg,
blitz_api_sys_users_chg

POST /blitz/api/v3/users/{instanceld}/pswd

users.pswd.change

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/sessions/reset

users.sessions.reset

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/auth

users.auth.change

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/props

users.props.get

blitz_api_user,
blitz_api_sys_users

POST /blitz/api/v3/users/{subjectld}/props

users.props.change

blitz_api_user_chg,
blitz_api_sys_users_chg

POST /blitz/api/v3/users/{subjectld}/state

users.lockState.chan

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/secQsn

users.SecQuestion.gg

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectid}/secQsn

users.SecQuestion.ck

blitz_api_usec_chg,
blitz_api_sys_usec_chg

DELETE /blitz/api/v3/users/{subjectld}/secQsn

users.SecQuestion.d

blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/secQsn/check

users.SecQuestion.ck

blitz_api_usec,
blitz_api_sys_usec

Pabota ¢ npunoxkeHmamm nonb3osatensa REST APl v3

MyTb K cepsBucy

CucrtemHoe nms

PaspeweHusa

GET /blitz/api/v3/users/{subjectld}/uas

users.userAgents.get

blitz_api_uapps,
blitz_api_sys_uapps

DELETE /blitz/api/v3/users/{subjectld}/uas/{uald}

users.userAgents.del

blitz_api_uapps_chg,
blitz_api_sys_uapps_chg

GET /blitz/api/v3/users/{subjectld}/apps

users.apps.get

blitz_api_uapps,
blitz_api_sys_uapps

DELETE /blitz/api/v3/users/{subjectld}/apps/:id}

users.apps.delete

blitz_api_uapps_chg,
blitz_api_sys_uapps_chg

PaboTta co cnuckamu paspelueHuid, BbiAaHHbIX Noab3oBaTtenem u aygut REST API v3

MNyTb K cepsucy

CucrtemHoe nms

PaspeweHua

GET /blitz/api/v3/users/{subjectld}/acls

users.acls.get

blitz_api_usec,
blitz_api_sys_usec

DELETE /blitz/api/v3/users/{subjectld}/acls/{id}

users.acls.delete

blitz_api_usec_chg,
blitz_api_sys_usec_chg

GET /blitz/api/v3/users/{subjectld}/audit

users.audit.get

blitz_api_uaud,
blitz_api_sys_uaud
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Monb3oBatenbckue npusasku TOTP REST API v3

MyTb K cepsucy CuctemHoe nms PaspeweHusa
GET /blitz/api/v3/users/{subjectid}/totps users.totp.get blitz_api_usec,
blitz_api_sys_usec

GET /blitz/api/v3/users/{subjectld}/totps/attach/qr users.totp.qrGen blitz_api_usec_chg,
blitz_api_sys_usec_chg

POST /blitz/api/v3/users/{subjectld}/totps/attach/qr = users.totp.attach blitz_api_usec_chg,
blitz_api_sys_usec_chg

DELETE /blitz/api/v3/users/{subjectld}/totps/{totpld} users.totp.detach blitz_api_usec_chg,
blitz_api_sys_usec_chg

Monb3oBaTenbckme NPUBA3KKU BHeWHUX noctaswmkos REST APl v3

MNyTb K cepsucy CuctemHoe nms PaspeweHusa

GET /blitz/api/v3/users/{subjectld}/fa users.fed.get blitz_api_ufa,
blitz_api_sys_ufa

POST /blitz/api/v3/users/{subjectld}/fa/{typ}/{name}/{ users.fed.bind blitz_api_ufa_chg,

blitz_api_sys_ufa_chg

DELETE /blitz/api/v3/users/{subjectid}/fa/{typ}/{name users.fed.unbind blitz_api_ufa_chg,
blitz_api_sys_ufa_chg

GET /blitz/api/v3/users/{subjectld}/fedToken/{typ}/{ne users.fedToken.get | fed_tkn_any

Pa6orTa c rpynnamu nonb3osateneut REST API v3

MyTb K cepsucy CuctemHoe nmsa PaspeweHua

GET /blitz/api/v3/groups/{id} groups.get blitz_api_groups,
blitz_api_sys_groups

GET /blitz/api/v3/groups/search groups.search blitz_api_groups,
blitz_api_sys_groups

GET /blitz/api/v3/groups/{profile}/search groups.searchByProf| blitz_api_groups,
blitz_api_sys_groups

PUT /blitz/api/v3/groups/{profile}/{id} groups.create blitz_api_groups_chg,
blitz_api_sys_groups_chg

POST /blitz/api/v3/groups/{profile}/{id} groups.update blitz_api_groups_chg,
blitz_api_sys_groups_chg

DELETE /blitz/api/v3/groups/{profile}/{id} groups.remove blitz_api_groups_chg,

blitz_api_sys_groups_chg
POST /blitz/api/v3/groups/{profile}/{id}/members groups.getMembers| blitz_api_groups,
blitz_api_sys_groups
POST /blitz/api/v3/groups/{profile}/{id}/members/{sut groups.addMember | blitz_api_groups_chg,
blitz_api_sys_groups_chg
DELETE /blitz/api/v3/groups/{profile}/{id}/members/{s groups.removeMem| blitz_api_groups_chg,
blitz_api_sys_groups_chg
POST /blitz/api/v3/groups/{profile}/{id}/members groups.changeMeml blitz_api_groups_chg,
blitz_api_sys_groups_chg
GET /blitz/api/v3/users/{subjectld}/grps?expand=Booli groups.getUserGrou| blitz_api_groups,
blitz_api_sys_groups
GET /blitz/api/v3/users/{subjectld}/grps/{profile} groups.getUserGrouj blitz_api_groups,
blitz_api_sys_groups

YTo6bl 3aBECTM HOBOE pa3peLleHne A5 O4HOro M3 yKasaHHbIX CepBMCOB, HEOOX0AMMO A06aBUTbL B KOHOUIypa-
LMOHHbIN daiin HoBbIM 610K blitz.prod.local.idp.rest. B Hero 4o6aBuTbL cneaytolime napameTpbi:

¢ defaultEnabled—NpWHUMAET 3HaYEHMeE true, eCan HYXKHO, YTOBbI pa3peLLleHns No YMOoAYaHWo Npoaon-
»Kanu paboTtatb;
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* points—nepeyeHb CEPBUCOB (MCNONb3YyETCA CUCTEMHOE MMA U3 TabanLbl BbiLE), 418 KOTOPbIX HeobXoAM-
MO NPesyCMOTPETb HOBbIE Pa3peLleHus.

HacTpoiika paspelueHnin aa Kaxgoro cepsuca onpeaensieTcs caeayowmmm napameTpamu:
® cnabled — Npu3HaKk HEO6XOAMMOCTU BKAOUYUTL HAacTPOUKy (true/false);

® access — 610K U3 cnegyrouwmnx HaCcTtpoek:

methods — MeTOAbl aBTOPU3ALLMM K CEPBUCY: oauth (aBTOpM3aLMA NO MapKepy AOCTyNa) U basic
(Basic-aBTopu3auus);

— filter —cnocobbl punbTpaumnmn aTtpmbyToB: disabled (Bo3BpallatoTca Bce aTpmbyThl), strict (aT-
pvbyTbl BO3BPALLAOTCA NPU YCNOBUK, YTO BCe BO3BPaLLaemble aTpuUbyTbl paspelleHbl cucteme) u
flexible (BO3BpaALLAOTCA TONLKO T€ aTPUBYThI, NPUNUCAHHbIE JAaHHOMY paspeLleHuio);

— scopes — CMUCOK paspeLleHnii AN 4aHHOTOo CepBuca;

— oauth—nepeyeHb NPUIOKEHMIA, KOTOPbIM paspeLleH 4OCTYN K CEPBMCY NPW NpeabABAeHUM MapKepa
[0CTyna (ecan napameTp OTCYTCTBYET, TO CEPBUC PaspeLleH BCEM MPUIONKEHMAM, KOTOPbIM BblAaH
MapKep [0CTyna ¢ JaHHbIM pa3peLlleHnem);

— basic — nepeyeHb MPUNONKEHWI, KOTOPbIM paspelleH AOCTynm K CepBUcy C MOMOLLbIO
Basic-aBTopu13aunu (eciv napameTp OTCYTCTBYET, TO CEPBUC PaspeLLeH BCEM MPUIONKEHUAM).

Mpumep HacTpPolKM paspeweHnit (blitz_custom_api_sys_users_chg, blitz_api_sys_users_chg,
blitz_api_user_chg) Ana cepBmca MU3MeHEHMA aTPUBYTOB Nosb3oBaTtens (users.attrs.change):

"rest" : {
"defaultEnabled" : true,
"points" : {
"users.attrs.change" : {
"access" : {
"filter" : "flexible",
"methods" : [
"oauth"

1,
"scopes" : [

"blitz_custom_api_sys_users_chg",
"blitz_api_sys_users_chg",
"blitz_api_user_chg"

by

"enabled" : true

by

© nNpumeuanne

[na nonyyeHus cBefeHUM 0 MeXaHM3MaXxX XpPaHeHUA paspeLleHnit (scope) obpatutech K pasaeny Paspeuwe-
Hus (scopes) (cTpaHuua 395). XpaHeHWe paspeLleHnii BO3MOXKHO B KOHOUTYPaLMOHHOM UAu OTAeNbHOM daii-
Nne. XpaHeHue B otaenbHOM dainie ynpoLLaeT ynpasaeHue KoHbUrypaumen: UISMeHeH s B paspeLleHnsax He
3aTparMBatoT OCHOBHYIO KOHOUIYpPaLMio, eCTb BO3MOMXKHOCTb BbICTPOro 06HOBAEHUA U BOCCTAHOBNEHME Ha-
CTPOEK.

6.2.21 XpaHeHue npas B otaenbHom daiine

Mo yMONYaHWIO CMAMCOK NPaB XPAHUTCA BHYTPU OCHOBHOIO KOHdUrypaumoHHoro ¢anna /usr/share/
identityblitz/blitz-config/blitz.conf. lpn 60abLIOM KONMYECTBE NPAB PEKOMEHAYETCA XPAHUTb UX
B oTAenbHom ¢aiine popmata JSON.
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Ons nopKknioyeHua ¢anna ¢ npaBamm Heobxogumo A06aBuTb B ¢ann /usr/share/identityblitz/
blitz-config/blitz.conf B 610K blitz.prod.local.idp pa3gen rights—-source C yKazaHuem abco-
JNIIOTHOTO MW OTHOCUTENBLHOTO NyTWU K daiay. OTHOCUTENbHBIN NYTb YKasblBaeTcA OT KaTasora /usr/share/
identityblitz/blitz-config/.

Nuctunr 4: NoagrntoveHme JSON-daina

"rights—-source" : {
"type" : "file",
"file" : "/<path>/<filename>.json"
}
Nnctunr 5: Mpumep cogepxmmoro JSON-daiina
{
"meta" : |
{
"sysname": "ORG_ADMIN_1",
"names": {
"ru": "llpaBa amgMuHHCTpaTopa 1",
"en": "Admin rights 1",
"ecs": "Administratorskd prava 1",
"default": "ORG_ADMIN_1"

by
"descriptions": {

"ru": "Hyxwnpl, uTOOB DEHCTBOBAThH OT HMEHM aIMHUHHCTPATOPOB rpynmnel B 1",
"en": "They are needed to act on behalf of administrators from group #1
— " 4
"es": "Potfeba jednat jménem administratort skupiny ¢&. 1",
"default": "Onucanwe no ymonuaHuio 1"
}
by
{
"sysname": "ORG_ADMIN_ 2",
"names": {
"ru": "llpaBa aZMHHHCTpaTopa 2",
"en": "Admin rights 2",
"es": "Administratorskd prava 2",
"default": "ORG_ADMIN_2"
by
"descriptions": {
"ru": "Hyxwnpl, uTOOB DEeHCTBOBAThH OT HMEHH AIMHHHCTPATOPOB rpynnel M2",
"en": "They are needed to act on behalf of administrators from group #2
— " 4
"es": "Potfeba jednat jménem administrdtort skupiny &. 2",
"default": "OnucanHue no yMomnuaHuio 2"
}
}
]
}

OnucaHue napameTpoB:
® sysname - CACTEMHOE UMA MPaBa;
® names - 610K C UMeHeM npaBa:
— default - UmA Npasa No YMOYaHWIO,

— ru, en U T. M. (A3bIKOBOM KOA) - UMA NPaBa Ha COOTBETCTBYIOLLEM A3bIKE;
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A descriptions-6ﬂ0KCOﬂMC3HMEN\ﬂpaB&
— default - onNUCaHUe nNpaBa NO-YMONYaHUIO.

— ru, en U T. M. (A3bIKOBOM KOA) - ONMCaHMe Npasa Ha COOTBETCTBYIOLLEM fA3bIKE.

6.2.22 BHelwHue flex-meToabl MHOropaKTopHOU ayTeHTUPUKaALUM

K Blitz Identity Provider moskHo nogKkntountb flex-memode! (cTpaHuua 145) mMHorodakTopHOM ayTeHTUPUKALUN.

© nNpumeuanne

Hanpumep, flex-meToabl ncnonbsywotca ans nogkntodeHua K Blitz Identity Provider npunoxenus Aladdin
2FA”8 nan MAX 2FA7S.

Ona noaknoveHus flex-metoaa BbINOAHMTE CAeayloLLMe AeNCTBUA:

1. [ob6asbte gns cepsucos Blitz Identity Provider B ¢pannax /etc/default/blitz—* napameTp 3anycka
-DextensionsDir=/usr/share/identityblitz/blitz-config/extensions.

© nNpumevanme

max—*.jar ana MAX 2FA, aladdin-*. jar ana Aladdin 2FA.

2. Monyuute jar-¢pain c BHEWUHMMW METOAAMM, HAaNMCaB HalMM 3KCnepTam no agpecy support@idblitz.ru, n
[o0b6aBbTe ero B AMPEKTOpUIO /usr/share/identityblitz/blitz-config/extensions.

3. Co3pante gupekToputo ana Kaxporo flex-metoga B /usr/share/identityblitz/blitz-config/
methods.

MAX

NnctuHr 6: Npumep cosgaHusa aupektopun ana flex-metoga MAX 2FA

[mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_max_otp

Aladdin

Nuctunr 7: Mpumep co3ganus aupektopuin ana flex-metogos Aladdin
2FA

mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_otp
mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_push
mkdir /usr/share/identityblitz/blitz-config/methods/2_flex_aladdin_sms

4, [o6aBbTe B CO34aHHbIE AUPEKTOPUM KOHOUTYPALMOHHbIE Gpaitibl, NOSYyYEHHbIE B KOMNAEKTE C jar-paiaom.
Mpumepsbl painos npu nogkatoueHum flex-metonos:

MAX

* MAX OTP

78 https://www.aladdin-rd.ru/catalog/aladdin-2fa/
79 https://help.max.ru/help/security/kak-ustanovit-parol-dlya-vhoda-v-max
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Aladdin
® Aladdin OTP
® Aladdin PUSH
® Aladdin SMS

5. OtkpowTte daitn KoHOUrypaummn /usr/share/identityblitz/blitz-config/blitz.conf. B 3aBu-
CUMOCTM OT TOTO, Ha KaKoM aKTope HaxoAATCA MeToAbl, 406aBbTe B NEPBYHO UM BTOPYHO CEKLMIO pa3gena
blitz.prod.local.idp.login.factors 610KM ANA OTOOPAKEHNA METOLOB B KOHCONM U UX aKTUBA-
uun.

MAX

Nnctunr 8: Mpumep HacTporikn ana flex-metoga MAX 2FA
"factors": [

"enabled": true,
"method": "flex_max_otp"

© nNpumeuanue

Mpu Hactpoitke MAX 2FA B napameTpe phoneAttribute yKasblBaeTcs Ha3BaHue aTpubyTa B Blitz
Identity Provider, koTopblit xpaHUT HOMep TenedoHa Nosb3oBaTeNs, B NapameTpe baseUri yKasbliBa-
etca APl MAX u B napameTpe apiToken.value YKa3blBaeTCA aKTyaAbHbIN KAtod goctyna K APl MAX.

Aladdin
NncTnnr 9: Mpumep HacTpoikm ana flex-metogos Aladdin 2FA
"factors": [
[
1,
[
{
"enabled": true,
"method": "flex_aladdin_otp"
b
{
"enabled": true,
"method": "flex_aladdin_push"
b
{
"enabled": true,
"method": "flex_aladdin_sms"
}
]
]
L )
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© nNpumeuanme

Mpu HacTpolike Aladdin 2FA B napameTpe mappedUsernameAttr YKa3blBaeTcA Ha3BaHUe aTpubyTa B
Blitz Identity Provider, KoTopblit 40/1XKeH cOOTBETCTBOBaTL aTpMbyTy Username B JaCarta Authentication
Server.

Mocne 3Toro KOHGUrypaumMoHHble Gaitibl METOA0B MOXHO ByaeT peAaKTUPOBaTh Ha BKAaAKe AyTeHTudK-
Kauma (cooTBeTCTBYHOLWMIN daKTOp).

6. Mo cmaHdapmHomy anzopummy (cTpaHmLa 325) HacTpoWTe TEKCTbl MHTepdelica, oTobparkatowmecs npu
BbinonHeHuu flex-metonos.

MAX

Nuctunr 10: Npumep HacTpolikn ana flex-metoga MAX 2FA

login.methods.switcher.title.flex_max_otp=I[onTBepxmeHue o xomy us MAX
login.methods.flex_max_otp.head.title=llonTBepxneHue no xomy us MAX

Aladdin

Nnctunr 11: NMpumep HacTpoliku ans flex-metogos Aladdin 2FA

login.methods.switcher.title.flex_aladdin_otp=lonreBepxnenue no Aladdin OTP

login.methods.flex_aladdin_otp.head.title=llogTBepxnenue no Aladdin OTP
audit.method.flex_aladdin_otp=Aladdin OTP
page.users.user.flex.2_flex_aladdin_otp.title=[onreepxnenue no Aladdin OTP
page.users.user.flex.2_flex_aladdin_otp.empty=YuerHaga 3anuch Aladdin OTP.
—OTCYTCTBYET

page.users.user.flex.2_flex_aladdin_otp.btn.create=[o6aBuTh
radius.display.dialog.challenge.name.flex_aladdin_otp=Aladdin OTP
page.authn.flex_aladdin_otp.2.title=NonrBepxnenue no Aladdin OTP
page.authn.flex_aladdin_otp.2.info=I[ocne yCHEmHOro MNEPBHUYHOI'O BXOIa.
—TONb30BATENIO HYXHO BBeCTH kon ua TOTP-reHeparopa B npuinoxeHuu Aladdin 2FA
page.method.flex.2_flex_ _aladdin_otp.title=lonrBepxnenue no Aladdin OTP
page.method.flex.2_flex_aladdin_otp.empty=HacTtpo#kxu Aladdin OTP OTCYyTCTBYIOT
page.method.flex.2_flex_aladdin_otp.btn.create=Hacrtpours

login.methods.switcher.title.flex_aladdin_push=IllonTBepxneHue no Aladdin PUSH
login.methods.flex_aladdin_push.head.title=lonTBepxnenue no Aladdin PUSH
audit.method.flex_aladdin_push=Aladdin PUSH
page.users.user.flex.2_flex_aladdin_push.title=lonreepxnenue no Aladdin PUSH
page.users.user.flex.2_flex_aladdin_push.empty=YuerHag 3anuchs Aladdin PUSH..
—OTCYTCTBYET

page.users.user.flex.2_flex_aladdin_push.btn.create=Io6aBuTh
radius.display.dialog.challenge.name.flex_aladdin_push=Aladdin PUSH
page.authn.flex_aladdin_push.2.title=llogTBepxnenue no Aladdin PUSH
page.authn.flex_aladdin_push.2.info=[ocne ycCHemHOro NEepPBHUUYHOI'O BXOOAa._
—IONb30BATENIO HEOOXOOIMMO OTBETHTL Ha push-yBemoMneHHe B HOpuUinoxeHuH Aladdin 2FA
page.method.flex.2_flex_aladdin_push.title=llonTBepxneHue no Aladdin PUSH
page.method.flex.2_flex_aladdin_push.empty=Hactpo#ixu Aladdin PUSH OTCYTCTBYVIOT
page.method.flex.2_flex _aladdin_push.btn.create=Hacrtpourts

login.methods.switcher.title.flex_aladdin_sms=llonTBepxneHue no Aladdin SMS
login.methods.flex_aladdin_sms.head.title=lonreepxnenue no Aladdin SMS
audit.method.flex_aladdin_sms=Aladdin SMS
page.users.user.flex.2_flex_aladdin_sms.title=llogrBepxneHue no Aladdin SMS

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHune ¢ NnpeaplayLLel CTPAHULLbI)
page.users.user.flex.2_flex_aladdin_sms.empty=YuerHaga 3anuch Aladdin SMS.
—OTCYTCTBYET
page.users.user.flex.2_flex_aladdin_sms.btn.create=[o6aBuTh
radius.display.dialog.challenge.name.flex_aladdin_sms=Aladdin SMS
page.authn.flex_aladdin_sms.2.title=[onrBepxnenue no Aladdin SMS
page.authn.flex_aladdin_sms.2.info=I[ocne yCHEmNHOro MNEPBHUYHOI'O BXOIa.
—TONb30BATENO HYXHO BBECTH KOIL M3 COOOmEHHS, NepemfaHHOI'O Ha HOMEP MOOHIBHOTIO.
—Tenedona ot Aladdin 2FA
page.method.flex.2_flex aladdin_sms.title=lonrtBepxnenue no Aladdin SMS
page.method.flex.2_flex_aladdin_sms.empty=Hactpo#ixu Aladdin SMS oOTCyTCTBYIOT

page.method.flex.2_flex_aladdin_sms.btn.create=HacTtpourts

6.3 HacTpoMKu KOHCONM ynpaBaeHusn

KoHconb ynpasneHus HacTpamBaeTca C NOMOLWblo $painoB console.conf U credentials. [lanee B nogpas-
[Aenax onucaHbl BO3MOHbIE HAaCTPOMKM.

6.3.1 Bxopa B KOHCO/b yepes SSO

B KoHconb ynpasneHusa Blitz Identity Provider moxHo HacTpouTb BXog Yepes nocTaBwuKa naeHtudumkaumm OIDC.
B KauecTBe TAaKOro MNOCTABLLMKA MOXKET BbICTYNUTb KaK TeKyLan ycTaHoBKa Blitz Identity Provider, Tak u otaenbHasn
€ro YCTaHOBKa nau aaxke ctopoHHee MO, ecam oHo coemectumo ¢ OIDC.

Moaaepk1BatoTCcA cnegyowme pexmmbl BXO4a B KOHCONb YNPaBieHUA:

* cmaHOapmHbili pexcum (cTpaHuua 64) No NOrMHY/Naposto yYeTHbIX 3aMuceit, 3aBefeHHbIX B pasaene Aa-
MUHUCTPATOPBI;

® peXum Bxoga yYepes SSO;

* MBPMAHLIA PEXUM BXOAA, KOT4a agMUHUCTPATOP MOXKET BOMTM KaK Mo NOrMHY/Napoto B CTaHAaPTHOM
pexume, Tak n yepes SSO.

Mpu Ucnonb3oBaHMK pexkmma SSO yyeTHble 3anNucu agMUHUCTPATOPOB He TpebyeTcsa 3aBoanTb B pasgene Agmu-
HUCTPaTOPbI.

[nA HacTPOMKM pekrnma BXoLa B KOHCO/b yNpasaeHus ¢ nomolubto SSO BbINOMHUTE Cneaytowme AencTema:

¢ B HacTpoiikax noctaslymKka SSO, yepes KoToporo ByaeT OCyLeCcTBAATLCA BXOZ, B KOHCOAb, 3aperncrTpu-
pyiTe KOHCO/b YNpaB/ieHUs Kak NpuaoxeHue. B paspelieHHbIx npedukcax Bo3spaTa (redirect_uri)
yKaxuTe gomeH yctaHoBku Blitz Identity Provider. Mo utoram perucrpaumm Bbl nonyunte client_id u
client_secret NPWUIOXKEHUA ANA KOHCONWU YNPaBNEHWUS;

® B KOHQUrypaumnoHHom daiine console.conf co3ganTe 610K HaCTPOEK 1ogin CAeAYOWEro COAEPKAHUA:
g

"login" : {
"EpT s
"authUri" : "https://idp-host.com/blitz/ocauth/ae",
"clientId" : "blitz-console",
"clientSecret" : "client_secret_value",
"logoutUrl" : "https://idp host.com/blitz/login/logout?post_logout_redirect_
—uri=https://idp host.com/blitz/console",
"scopes" : [
"openid"

1,
"subjectClaim" : "sub",
"roleClaim" : "rights",
"tokenUri" : "https://idp-host.com/blitz/ocauth/te"

(npoponkaetca Ha cneaytowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

Heobxo4MmMo yTOYHUTL NapameTpbl:

* B napameTpax authUri M tokenUri HYXHO YyKas3aTb agpeca Authorization Endpoint U Token
Endpoint O6pa6OT‘4MKOB BHelWHero noCraBwmuKa MAEHTMd)MKaLI,MM.

e BnapametpaxclientIdMclientSecret yKasaTb3Ha4YeHUA client_idMUclient_secret, NPUCBOEH-
HbIi 3apermctpppoBaHHOMYy BO BHeELWWHEM NMOCTaBLMKe VI,EI,eHTMd)VIKaLI,VIVI NPUNOXKEHNID, COOTBETCTBYHOLLE-
MYy KOHCO/IM ynpaBaeHunA.

¢ B napametpe logoutUrl NPOMNMCaTb CCbIIKY, Ha KOTOPYIO A0/KEH NepeHanpasaaTbCa Noib30BaTeNb Npu
BbIXOAE M3 KOHCO/M ynpasaeHua, 4tobbl 6bi1 NponsseaeH eAuHblii BbIXOA, Yepes BHeLHMIA NoCTaBLLMK
naeHTMdnKaLmun.

* BnapameTtpe scopes NPONUCATb CMMUCOK Pas3peLLeHnii, KOTOPbIM LO0MKHbI BbITb 3anpoLleHbl (MUMHMMaNbHO
HeobXo4MMO TONIbKO paspelleHne openid).

* B subjectClaim yKasaTb MMA aTpubyTa U3 MapKepa MAeHTUPUKaLMM (id_token), MCNONb3YEMOTO B Ka-
yecTBe UAeHTUPMKATOpa y4eTHOM 3anncu. MMeHHO ¢ Taknm naeHTUGUKaTopom byaeT oCyLecTBAEH BXOA,
aAMUHWCTPATOPa NPU PEXMME BXOAA SSO.

® B roleClaim yKkasaTb ums atpubyta us mapkepa naeHtmomnkaumm (id_token), B KOTOPOM nepesaeTcs
posb (CTPOKA) MM CNUCOK posieit (MaccuB CTPOK) aaAMUHUCTPaTOPa. UMEHHO ¢ TakKMMK naeHTudrKkaTtopamm
ponei byaeT ocyLWecTBeH BXOA, aAMUHUCTPATOPa NPU PEXKMME BXOAA SSO.

¢ B napameTpe mode HY}KHO yKa3aTb TpebyeMblii peXKMM CTPaHMLbl BXOAA: Sso — BXOA, TOIbKO Yepes BHeLl-
HWIA NOCTaBWMK MAeHTUOUKALUMM (CM. PUCYHOK HUMKE); internal — BXOZA TO/IbKO MO JIOTUHY M Maposiio n3
HaCTPOEK KOHCONM yrpaBaeHus. Eciv napameTp He 3a4aH, To 40CTynHbl 06a BapuaHTa Ha BbI6Op No/b30Ba-
Tena. Mpu Bxoae B pexxkmme BoiTun yepes SSO He TpebyeTca npeaBapuTeNbHO CO34aBaTb aAMUHUCTPATOPY
YYeTHble 3anncK B MEHIO ALMUHUCTPATOPbI.

@ Bxog 8 KoHCONb ynpasneHuAa
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@ Bxop 8 KoHCONb ynpasneHuA

YTo6bl He MOKasbiBascA NPOMEXKYTOUYHbIMA 3KpaH BXOAa, B KOTOPOM MOAb30BaTe/lb Ha)KMMaeT KHOMKy Boi-
™" 4yepe3 SSO, MOXHO BbI3blBaTb KOHCOJ/Ib YNpaBaeHUA C NMOMOLLbIO CCbINKKU cneaylowero suaa: https://
hostname:port/blitz/console?mode=SS0.

6.3.2 OrpaHuuyeHune ceccum

Mo noAnTrKe 6€30MacHOCTU MOXKeET TpeboBaTbcA, YTOObI NOb30BaTE b UAN AAMUHUCTPATOP OAHOBPEMEHHO He
MOT BbITb 3a/10TMHEH C HECKOIbKUX YCTPOMCTB. N1 yA0BNETBOPEHMA TAaKOM NOAUTUKM 6E30MacHOCTU Npu gocTyne
aAMUHUCTPATOPa B KOHCO/b YNpaBAeHUsA HEOBX0ANMO B KOHOUIypaunoHHom daine console.conf A06aBUTb
610K session:

"session" : {
"mode" : "exclusive",
"check-interval" : 10

MpW HaANYUM TaKOW HACTPOMKM B ciiydae, ecnm byaet 3adpUKCMPOBaH BXOA, aAMUHUCTPATOPA C Y4ETHOM 3aMNncChio,
KOTOPOW Yy»Ke BbIMOJIHEH BXOA, TO B NPEXKHEM BXoae npu 1tobom AeUCTBUN B KOHCON yrpaBsieHuna byaet oTob-
pajkeHa cTpaHuua Bxoaa. HacTpolika check—interval (3a4aeTcA B CEKyHAAX) YKa3blBaeT B CEKYHAAX Nepuog,
KaK BbICTPO B NpeXKHen ceccumn NponsonaeT BbIXod Npu NOABAEHUM HOBOW CECCUM.

Ecnv no nonutuke 6esonacHocTv TpebyeTca TakkKe 3anpeTuTb HanumMe HECKOIbKMX CeCCUM ANs OBbIYHbIX NO/b-
30BaTefiel, TO TAKON PEXUM MOXKHO BKHOUNUTb U36MpPaTENbHO A4 Onpese/ieHHbIX Nob30BaTeNeN Npu BXOAE B
onpeaeneHHble NPUNOXKEHUA. ITO BbINONHAETCA C MOMOLLbIO HAaCTPOWMKU rpouedypsl 8xoda (CTpaHuua 266).

JononHuTensHo B BE6-NPUIOKEHUN JINUYHBIA KaBUHET HYXKHO BK/KOYMTb HAaCTPOMKY, COrNAacHO KoTopoi byaeT
NPOUCXOAMUTbL AOCPOYUHBIN BbIXOA, U3 BEO-NPUNOKEHMA B C/lydYae, eCNU yYeTHas 3anucb Noab3oBaTena 3ab10Ku-
poBaHa MK b6bla HapyLWweHa NOAMTUKA, 3anpeLLatoLas MHOXKECTBEHHbIN BXO4, No/b3oBaTens. B koHdurypauu-
OHHbIN aln blitz.conf B 60K HACTPOEK blitz.prod.local.idp.user-profile HYXHO A06aBUTb Ha-
CTPOMKY check-session-interval, 3a/al0LLyt0 NepUOS NPOBEPKN BED-NPUIOKEHNEM aKTUBHOCTU CECCUU:

"user-profile" : {
"check-session-interval" : 10,
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6.3.3 Ponu 1 npaBa goctyna B KOHCO/b

CTaHAapTHble POAM aAMWMHUCTPATOPOB OMUCaHbl B paHee (cTpaHuua 63). B KoHourypauuoHHom daitne
credentials MOXHO CO34aTb AOMNOMHUTE/IbHbIE POV aAMUHUCTPATOPOB UM UCMPABUTL NPaBa AOCTyna B Cy-
LWECTBYIOWMX PONAX. 1A 3TOro B 6/10Ke roles HYXKHO CKOPPEKTMPOBaTb COCTaB Mpas Aoctyna (privileges),

COOTBETCTBYOLWMX POAU (name).

MprMmep HacTPOMKK:

"roles" : [
{
"name" : "new-role",
"privileges" : ["w_app","w_system","w_ui","w_user","w_admin","r_audit"]

B cnyyae co3gaHumA HOBbIX poneﬁ ANA HUX TaKXKe HYXXHO onpeaenntb meKkcmoasslie CMpPoKU € Ha38aHUeEM poneﬁ

(cTpanuua 325). Mprmep TEKCTOBOW CTPOKM A/1A HOBOWM POAU new_role:

[page.admins.role.newfroleZHMs HOBOH POIH

CnKNCOK JOCTYNHbIX NPaB A0CTyNa ANA 3an0/IHEeHUA HaCTpOﬁKM privileges npuBeaeH B Ta6nv|u,e HWXe.

MpaBa goctyna KoHconu ynpasneHusa Blitz Identity Provider:

Mpaso Ago- [ocTynHble pa3genbl KOHCOM YNpaBaeHns
cTyna

AppManagem¢ app MpunoxkeHusa

Kaumm, SAML, OAuth 2.0, Yctpoiictea, CoobuieHunn

SystemManag¢ syste WCTOYHWKM gaHHbIX, AyTeHTUdMKauma, Mpoueaypbl Bxoaa, MocTaBwmuKkn naeHtTuodum-

UlManagemen ui CepBucbl camoobcnymsaHua, BHelwHWn Bug,
UserManagem user [lonb3osaTenu, [pynnbl, MpaBa gocTtyna
Admin admin AgmuHuUcTpaTtopsbl, CobbiTnA

AuditManagen audit CobbiTus

YpoBeHb J0CTyna onpeaenaeTca ﬂped)MKCOM npasa: r__ — AOCTYN TOJIbKO Ha YTeHWe, w_ — O0CTYyNn Ha YTeHne n
n3meHeHue. Hanpumep, 418 NpesocTaBAeHNA OCTYNa TONbKO HA YTEHME HAaCTPOEK CUCTEMbI HeO6X0ﬂ,I/IMO npaso

r_system.

6.3.4 CmeHa napona agMUHUCTpaTOpa
[Ona n3ameHeHMA Napons agMUHUCTPATOPA KOHCOM BbINONIHUTE Ceayolmne AencTBUA:

1. OTkpoiiTte ¢pain /usr/share/identityblitz/blitz-config/credentials.

2. YKaxuTe HOBbIV Napob B NapameTpe pswdHash. [aposb yKasbiBaeTca B OTKPbITOM BUAe 6e3 wudposa-

HuA. MNocne NpUMeHeHNA N3MEHEHWUA CUCTEMaA ero 3andpyerT.

-

"users" : [
{
"pswdHash" : "new$password",
"roles" : [
"root"
1,
"username" : "admin"
}
]

3. Mepesanyctute cepBuc blitz—console.

6.3. HacTpoiiku KoHcoNM ynpasneHus
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[sudo systemctl restart blitz-console

6.3.5 PaboTa c Teramu NpUNOXKeHWni

B cucteme cywiectByeT yao6HbI MexaHU3M paboTbl ¢ TEFraMM NPUAOKEHUI, KOTOPbIN NO3BONAET afMUHUCTPA-
Topam 3bPEeKTUBHO yNpaBAATb TEraMuM U Ha3HavyaTb UX NPUAOKEHUAM. 1A 3TOro NpegycMOTpeHbI cneaytowme
BO3MOXXHOCTU:

1. BuGop U3 paHee 3aBelNEeHHBIX TErOB:

e [IpM Ha3zHaYeHMM Tera NPUIOKEHUID MOXKHO BbI6MpaTb Ter U3 CNMcKa paHee CO34aHHbIX. ITO UCKALO-
vyaeT HEO6XO,£I,VIMOCTb 3aNOMMWHAHNA U PYYHOro BBOAaA TEros.

e Ecnu Tpebyemblit Ter oTCyTCTBYET B CMIUCKE, ECTb BOSMOYKHOCTb CO34aTh HOBbIV TEr HENOCPEACTBEHHO
B KOHPUTYpaLMOHHOM daiine KOHCONM console. conf.

2. Habop Teros MO yMONUYAHHIO:

e B cucteme npeaycmoTtpeH Habop TEroB Mo YMOI4aHMIO, KOTOPbIE HE Ha3Ha4YatoTCA aBTOMATUYECKU HU
O4HOMY MPUIONKEHUIO.

e CyLLecTBYeT BO3MOMKHOCTb Ha3HaYaTb 3TU TEMM NPUIONKEHUAM Yepes KOHCONb.
3. XpaHeHue TEros:
e Tern xpaHATCcA B OTAE/IbHOM 6/710Ke KOHOUTYPAUMOHHOTO $paiia KOHCOAU console. conf.

e PegaKkTMpoBaHMe 0B6LIEro Crmncka Teros Yepes MHTepdeinc KoHcon HeaoctynHo. A yaaneHus Te-
ra U3 obLero cnucka HeOHXoAMMO CHayana yaanuTb ero y BCeX NPUAONKEHMUIN, NOCNe Yero BPyUHyto
YAANUTb €ro KOHOUIrypaunoHHoro ¢aina KoOHConu console. conf U3 610Ka ui.

[ns co3paHus HoBOro Tera HE06x04MMO B KOHOUTYPaLMOHHOM daiie KOHCONMM console . conf A06aBUTL 610K
ui, B KOTOPOM onpeaeneHbl HaCTPOMKM NOMb30BATENLCKOIO MHTepdeica Ana paboTbl C NPUNOKEHUAMU. BHYTpU
pasgena apps HaxoAMTCA Noapasaen commonTags, COAEPKALLMUNA CMUCOK TETOB.

Mprmep KoHOUTYpaLUK:

HuiH: {
llappsll: {
"commonTags": ["COMMON_TAG1", "COMMON_TAG2", "COMMON_TAG3"]

6.3.6 Uma nonb3oBaTtens B KOHCONU

[ns Toro 4Tobbl HaCTPOUTHL MMA NONb30BaTe/NA, 0OTobpaKaemoe B KOHCOM, HE06X0AMMO B KOHOUTYPaLMOHHOM
daine console.conf B 6/10Ke ui.users OTpeAakTMpPOBaTb NapameTp displayName

"ui" .{
"users":{

"displayName":"$ ${name-} <br>Mouta: ${mail-}<br>Tenedou: S${mobile—-}"

6.4 Cpepa nporpammupoBaHusa env.toml

6.4.1 ®opmaTt HaCTPOMKM

CyLuecTByeT BO3MOMKHOCTb HaCTPOUTL 0bLLYIO cpeay NPOrpaMmmUMpoBaHuUA, oNncaB Habop CUCTEMHBIX NepemeH-
HbIX, OCTYMHbIX 411 UCNOMb30BAHMNA BO BCEX KACTOMHbIX Npoueaypax v wabnoHax Blitz Identity Provider:

* npoueaypa Bxoaa,
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* npoueaypa perncrpauum,

* npoteaypa CBA3bIBAHWUA YYETHbIX 3aNUCEN BHELHMX NOCTABLUMKOB,
* npoueaypa obpaboTkm RADIUS-3anpocos,

® Ba/nMaaTopbl aTpubyTOB,

® TpaHcnATopbl aTpubyTOB,

e 1abnOoHbI CTpaHuUbI BXO4a, perncrtpauunm, BOCCTaHOBEHNA A0CTYNa, JInyHoro KabuHeTa nonb3oBaTens.

© nNpumevanue )
Momumo obLieit cpesibl NPOrPaMMMUPOBaHMA, B NPOLLEAYPaX MOXHO MCMO/b30BaTh CeAyIoLLMe CYLHOCTM:
 KOHCTaHTbI B CaMOM NPoLieaype;
e Teru NpUoXKeHwii;
e CBOIiCTBa NO/Nb30BaTENS. )

Habop cuctemHbix nepemeHHbIx 3agaetca B popmaTte TOML B daitnie env. toml, KOTOPbIN AOAXKEH BbITb pacno-
NIOXeH B Sapp—data-path, rae $app-data-path — 3TO NyTb, 3a4aHHbIN B KOHOUTYPaLMOHHOM daine /usr/
share/identityblitz/blitz-config/boot.conf.

6.4.2 Moppeprknsaemblie nepemeHHble
B TEKleJ,eVI peannsaumnm cpenbl NPporpaMmmmnpoBaHNA MOXXHO onpeaeInTb nepemeHHble cheayrowmnx TMNoB:
® string,
® number,
® boolean,
® object,

® array.

6.4.3 Ucnonb3oBaHue cpeabl B npoueaypax

B npoueaypax AOCTYN K CUCTEMHbIM NepemeHHbim Blitz Identity Provider mo»KHO nonyumTb, UCNOAb3YsA GYHKUMIO
ctx.envVars (). ITa QyHKUMA BO3BPaALLAET MHTEPDENC JsObject TONBKO C BO3MOKHOCTBIO YUTEHUA NEepemeH-
HbIX.

[ns Toro 4tobbl U3 JsObject NOAYYUTb AaHHbIE, UCMONb3YITE OAHY M3 cieayowmnx GyHKLMNA:

JvctuHr 12: String

[String asString(String field); }

Nuctnir 13: Boolean

[Boolean asBoolean (String field); }

Jlnctnur 14: Long

[Long asLong (String field); }

Nnctunr 15: JsObject

[ JsObject asObject (String field); }
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Jinctuur 16: Cnuncok JsObject

[List<JsObject> asObjects (String field);

JuctuHr 17: Cnuncok String

[List<String> asStrings (String field);

Jinctmur 18: Cnucok Long

[List<Long> asLongs (String field);

Y nHTepdelica JsObject ecTb Ceaytolwme MeToabl:
® NpoBepKa Haan4uumA nNoad Boolean contains (String field);
* MpoBepKa HenycToTbl 06beKTa public Boolean nonEmpty ().

Y nHTepodelica Takke ecTb GyHKUMM ana fo6aBneHUA Nonei, HO 3TU U3MEHEHUA MOXKHO MCNOAb30BaTb TObKO
BHYTPW Npoueaypbl, B Gaiin OHU He COXPAHAIOTCA.

JsObject addString(String field, String value);

JsObject addBoolean (String field, java.lang.Boolean value);

JsObject addLong(String field, java.lang.Long value);

JsObject addObject (String field, JsObject value);

JsObject addStrings (String field, java.util.List value);

JsObject addLongs (String field, java.util.List<java.lang.Long> value);

e N aun N annnn N cnnnn N s N S|

- —_J —_J —_J _J _J

A\ Buumanue

B Tekylwiein peanusaumm Yepes nHtepdeiic com.identityblitz.idp.login.authn.flow.api.Props
U3 BCeX KOMBMHaumM (string, number, boolean, object, array) ceyac HeNb3s NONYYUTb TONbKO B/IO-
YKEeHHble Apyr B Apyra array.

6.4.4 Ucnonb3oBaHue cpeapbl B WabnoHax

B wabnoHax gocTyn K cucTeMHbiM nepemeHHbIM Blitz Identity Provider Mo»KHO Nony4mTb, UCNONb3YA GYHKLMIO
ctx.envVars (). 3Ta yHKUMA BO3BpaLLaeT JObJ. [N NOAyYEeHUA AaHHbIX MOXHO NO/Ib30BATLCA CAEAYOLNM
cnocobom:

[(ctx.eanars \ "<umg nepemeHHou>") .asOpt [<THUN NEepPEeMEeHHOU> ]

6.4.5 Mpumepbl NcNonb3oBaHUA

Nnctuur 19: Npumep env.toml

title = "Example"

number = 3

ports = [ 8000, 8001, 8002 ]

obj = { name = "name", enabled = true }
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JuctuHr 20: NMpumep BbI30OBa B Java-npoueaype

import com.identityblitz.idp.extensions.types.JsObject;

String title = ctx.envVars() .asString("title");
Long number = ctx.envVars () .asLong("number");
List<Long> ports = ctx.envVars () .asLongs ("ports");
JsObject obj = ctx.envVars () .asObject ("obj");
String name_obj = obj.asString("name");

Boolean enabled_obj = obj.asBoolean ("enabled");

JNuctuur 21: Npumep Bbi3oBa B WabnoHe

[<p>@msg(s"${(ctx.eanars \ "title").as[String]}")</p>

6.5 Hactpoika Token Exchange

Blitz Identity Provider noanepusaeT TexHonorMio obmeHa Mapkepos goctyna OAuth 2.0 Token Exchange®.
CTaHAapTHbIM NpUMeHeHMem gaHHoi TexHonoruu B Blitz Identity Provider asnseTtcs B3aumogenctame wwito3a
6e3onacHocTy Blitz Keeper ¢ cepBrcom aBTOpM3aLLMM oA NOAYYEHUA JOCTYNA K 3aLLMLLAEMbIM CEPBUCAM.

Ona Hactponku Token Exchange BbINOAHWUTE ONUCAHHYIO HUXE NOC/eA0BaTe/IbHOCTb AEeNCTBUNA.

6.5.1 Lar 1. Co3paHue npaBuaa AOCTyna K cepeucam

Mpasuna goctyna no Token Exchange K 3awuiiaembiM cepBMCam CO3AatOTCA B AMPEKTOpUU /usr/share/
identityblitz/blitz-config/token_exchange/rules/. Ka)Kaoe npaBuio CO343eTCA KaK OTAE/IbHbIN
TeKcToBbIN dain 6e3 paclwumpeHms.

Mpumep daiina c npasmnom goctyna (Tun specialize):

{

"name": "rule-name",
"type": "specialize",
"descﬂ: Hll,

"subjectTokenCond": {
"clientRights": [],

"clientIds": [],
"userRights": [],
"userAttrs": {},
"scopes": ["openid"],
"userClaims": {},
"userGroups": []
by
"issue": {
"ttlInSec": 3600,
"allowedScopes": ["openid","profile"],

"allowedClaims": ["sub","global_role","org_id","rights"],
"addingScopes": [],
"addingClaims": []

Mpumep daina c npasunom goctyna (Tvn impersonate):

80 https://tools.ietf.org/html/rfc8693
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"name": "rule-name",
"type": "impersonate",
"descll . nmnn

. 14

"subjectTokenCond": {
"clientRights": [],

"clientIds": [],
"userRights": [],
"userAttrs": {},
"scopes": ["openid"],
"userClaims": {},
"userGroups": []

b
"authClientCond": {

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"

by

"issue": {
"tt1lInSec": 3600,
"allowedScopes": ["openid","profile"],

"allowedClaims":
"addingScopes": [],
"addingClaims": []

["sub","global_role","org_id", "rights"],

Hy»KHO 3anonHUTL cnegyrowme atpmubyTbl Npasuna AocTyna:

® name — MUMA NPaBuUaa, KOTOpoe A0/IXKHO CoBMNagatb C UMEHEM ¢a171na C npaBuaOM O0CTyna;

¢ type —TuN npasuaa. NoaaepKMBalOTCA CaeaytoLme TUMbl NPaBu:

— specialize—NnoTakomy NpaBuay NPUIOXKeHNe 3anpaluneaeT obMeH MapKepa 4OCTyna, BblAaHHOMO

3TOMY ¥Ke NPUoKeHno. OBMeH BbINONHAETCA C LENblo CNeuanmsaum mapKkepa 4ocTyna — 3aMmeHbl
B HEM paspelleHnit (scope), aTpnbYTOB (claims) M cNMCKa nonydatenent (audience, aud), bopmaT
MapKepa (jwt Uam opaque);

impersonate — N0 TAKOMY NPaBUAY NPUIONKEHME 3anpainBaeT obmeH mapKepa A0CTyna, BblAaH-
HOTroO Apyromy npunoxkeHuto. OBMeH BbINOAHAETCA NPU YCNO0BMM, YTO B NPeaoCTaBAeHHOM Ha 06-
MEH MapKepe A0CTyna 3anpalunsatoliee obMeH NpUAOKEHME NPUCYTCTBYET B CIUCKE NosyyaTenem
(audience, aud). ObmeH ncnonb3yeTcA B CLLEeHapUAX, KOrAa NPUNoXKeHWe A NoONYYUN0 UCXOAHO Map-
Kep [0cCTyna, NOAroTOBWIO ero AAA nepedadu npuaoxeHuto b (4epes obmeH no Tuny npasuna
specialize), nepenano NPUAOKeHUO b, Tak, YTo NpuaoKeHue b BbINYCTUO Ha OCHOBE NOMYYEeH-
HOro MapKepa A0CTyna cBoi cCOBCTBEHHbIN (Yepe3 obMeH Mo TMNy NpaBuWaa impersonate).

* desc — onucaHue npasmaa. MoxHO BBECTU Nt0OYI0 TEKCTOBYIO MHOOPMaLMIO;

® subjectTokenCond — ycnoBuA BbINOJIHEHUA NpaBuaa. Ecan Bce YKa3aHHble B Npasune ycnosua 6y,u.yT
BbIMO/IHATbCA, TO NPAaBU/I0 CYUTAETCA BbINO/IHEHHbIM. Ecnn xoTa 6bl O4HO 13 YCHOBVII\;I B Nnpasuie He 6y—
LeT BbINO/IHEHO, TO BCE NPABWU/IO CUYMUTAETCA HEBLINOJHEHHbIM. YCN0BUA BbINOAHEHMA NPABUI MOTYT 6bITb

cneaylowme:

— clientRights — NPOBEPKAa Ha/MUMA Yy NPUIOKEHUA YKAa3aHHbIX NpaB AoCTyna.

Mpuvmep npasuna:

6.5. Hacrpoiika Token Exchange
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"clientRights": [ ]
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"
}
}
]

B yKasaHHOM Nprmepe NpoBepsAeTca Hasinume Y Bbi3bIBAIOLLENO NPUIOXKEHUA Npasa A4ocTyna right 1
B OTHOLLEHMM APYrOoro NPUNOXKeEHUA (appl). MapameTp its B HACTPOMKe target yKasbiBaeT TMN 06b-
€KTa, B OTHOLUEHMM KOTOPOro NPOBEpPAeTcA Haiuume npasa 40CTyna. Bo3MOXKHble 3HaYeHus: its —
NPaBoO Ha NPUIOXKEHMWE; grps — MPaABO Ha rpPynny AOCTYNa; OTCYTCTBUE type — NPABO Ha Y4YETHYIO
3anucb Nosb3oBaTens.

clientIds - NpoBepKa, YTo UCXOAHbIN MapKep 40CTyNa 6bli BblAaH OAHOMY U3 NEPEYUCTIEHHbIX NPU-
NOMKEHWI (KNneHToB). Mo3BoAAET OrPaHNUUTL 0BMEH MAapPKEPOB, BbINYLEHHbIX TONIbKO ANA KOHKPeT-
HbIX NPUNOKEHWN.

MNpumep npasuna:

["clientlds": ["client—-app-1", "client-app-2"] }

B AaHHOM npumepe MPOBEPAETCA, YTO MWCXOAHbIA MapKep AocTyna Obin BblAaH KAUEHTY
client-app-1 UM client-app-2.

userRights — NPOBEPKa Ha/MYMA Y NONAb30BATENA YKa3aHHbIX Npas 40CTyna.

Mpumep 1 npasuna:

"userRights": [

{
"rights": ["right2"],
"target": {
"type": "grps",
"name": "orgl",
"ext": "orgs"

}

J

B yKkazaHHOM Npumepe NpoBepseTcA Haiuuyme y Nnonb3oBaTena npaBa AOCTyna right2 B OTHOLWe-
HWUW rpynNnbl nonb3osaTenen (orgl). B cnydae TMna o6bekTa rpynnbl 4OCTYNA YKa3blBaeTCAa 4ONONAHM-
TeNbHbIV NapameTp ext, onpegenaowmii npoduab rpynnbl 4ocTyna (M. BKaroyeHue omobpaxceHus
epynn 8 blitz.conf (cTpaHuua 224)).

Mpumep 2 npasuna:

"userRights": [
{
"rights": ["security_administrator"],
"target": {
"type": "grps",
"name": "$ ",
"ext": "orgs"
}

6.5. Hacrpoiika Token Exchange
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B yKasaHHOM npaBw/ie NpoOBepsAeTcA  HaauMuMe Yy  NO/Mb30BaTens MpaBa  AOCTyna
security_administrator B OTHOWEHWW TPynnbl MNo/jb3oBaTene M3 nNpodunsa orgs, UMeto-
wen maeHTUPUKATOpP, COBMAZAIOWMIA CO 3HaAYeHMem aTpubyTa org_id M3 cocTaBa MCXOAHOTO
MapKepa gocTyna. B omimumm ot npumepa 1 B AaHHOM NpUMepe UANOCTPUPYETCA BO3MOXKHOCTb B
KauecTBe MMeHW 06beKTa NpaBa AOCTyMNa YKa3blBaTb HE KOHKPETHOE 3HaYeHMe 06bEKTa, a CCblNaTbCA
Ha OOBEKT Ha OCHOBE 3HAaYEHMI U3 NPUCNAHHOIO MapKepa gocTtyna ($org_id).

Mpumep 3 npasuna:

"userRights": [

{
"rights": ["right3"],
"target": {
"type": "its",
"name": "appl"

}

B gaHHOM npumepe NpoBepseTcs Ha/auuue y Nnoab3oBaTend npasa 4OCTyna right3 B OTHOLWEHMM
NPUAOXKEHUNA appl.

— userAttrs - IPOBePKa HANYMA Y YH4ETHOM 3aNMCK NOb30BATENA YKA3aHHbIX aTpMOYTOB € 3a4aHHbI-
MW 3HaYEeHUAMU (aHaANOMMYHO userClaims).

Mpumep npasuna:

["userAttrs": {"department": "IT"} J

— scopes —NPOBEPKa NPUCYTCTBMA B MapKepe A0CTyna Tpebyembix paspelueHuii (cm. oauth-common).

Mpumep npasuna:

["scopes": ["scopel"] }

B AaHHOM nNpumepe NpoBepsAeTcA Ha/uune B UCXOAHOM MapKepe A0CTyna paspelleHma C UMeHem
scopel.

— userClaims — NpPOBEPKa, YTO Yy yHeTHOVI 3anncn nonb3osaTtena anMGYTbI MMEIKOT YKa3aHHble 3Ha4e-
HHMA.

Mpumep npasuna:

["userclaims": {"role":"FIN"} }

B A4aHHOM npumepe NPoBepPAETCA Hainune y Nob30BaTeNA B y4eTHOM 3anuncu atpnbyTa role C 3a-
NOHEHHbIM 3HAYeHMeM FIN. JonycTMMO UCNONb30BaTb TONIbKO aTPUBYTbI C TUMOM String.

— userGroups — NPOBEPKA, YTO Y4€THAA 3aNnUCb MNONb30BaTENA BXOAUT B YKa3aHHbIe rpynnbl A40CTynNa.

Mpumep npasuna:

"userGroups": [

{
"name": "admin",
"profile": "roles"

B faHHOM NpuMepe NpoBepAeTCa, YTO NONb30BaTelb BXOAMT B rPynny AOCTyna admin ¢ npopuiem
roles.
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® authClientCond — yc/n0BMUA 3aMeHbl client_id. o1n YCNnoBuA NpoBepPATCA TO/IbKO ANA npasun C TU-
NOoM impersonate. B npasuane NnpoBepAeTcA, 4TO HOBOE NPUNOXKEHNE MMEET NpaBa A0CTyna ANA obmeHa
MapKepa goctyna. lMogaepxusaeTrca ycnosue requiredRights.

Mpumep npasuna:

"requiredRights": [
{
"rights": ["rightl"],
"target": {
"type": "its",
"name": "appl"

B yKasaHHOM Npumepe NpoBepseTcs HaMumne y Bbi3blBatOLLETO NPUIOKEHNA NpaBa AocTyna right 1 B OT-
HOLWEHUU APYroro NpunoxeHua (appl). MapameTp its B HAaCTPOWKe target yKasbiBaeT TUM 06bEKTa, B
OTHOLLEHMM KOTOPOro NPoBepaAeTcA HaiMYne NpaBa AoCTyna. BO3MOMXKHble 3HaYeHUSA: its — NPaBo Ha Npu-
NOXKeHWe; grps — NPaBO Ha rpynny JOCTyNa; OTCYTCTBME type — MPABO Ha YYETHYIO 3anncb Nonb3oBaTeNs.

® issue—NpaBuia BblNyCKa HOBOro MapKepa A0CTyna, NpuMeHaemble B C/ly4ae, eCan Nnpasuio 6bi10 ycnew-
HO BbINOAHEHO. paBnaa BbiNyCKa HOBOTO MapKepa A0CTyna COCTOAT U3:

— ttlInSec — BPeMs }U3HU (B CEKyHaX) BbIMYCKAaeMOro mapKkepa focCTyna;
— allowedScopes — pa3peLleHns, KOTOPbIE MOKHO OCTaBUTb B BbIMyCKaeEMOM MapKepe A0CTyna;

— allowedClaims — anVI6yTbI nonb3oBaTena, KOTopble MOXHO OCTaBUTb B BbiIMyCKaeMOM MapKepe
AocCTyna;

— addingScopes — gobaBnsemble B MapKep AOCTyNa pa3peLleHus;

— addingClaims — gobasnsaemble B MapKep 40OCTyna aTpMbyTbl Nosb3oBaTens.

6.5.2 Llar 2. Hactpoiika o6meHa mapKepoB Aoctyna

Y1o6bl ONpeaenuTb, Kak byaeT npoucxoanTs obmMeH MapKkepoBs gocTtyna no Token Exchange, a UMeHHO ANA KaKux
3aLMLLAEMbIX CEPBMCOB Kakue NpaBuaa JoCTyna 6yayT NpUMEHATLCA, HeOBXOAMMO B KOHDUrYpaLIMOHHOM daiine
blitz.conf A06aBuTb 610K HacTpoeK blitz.prod.local.idp.token—-exchange cneayroLLero suaa:

"token—-exchange" : {
"resources" : [
{
"uri" : "http://secured_service_host/api/servicel",
"methods" : ["GET", "POST"],
"rules" : [
"rulel",
"rule2"
]
b
{
"audience" : "secured-api",
"rules" : [
"rule3"

by

B 6/10Ke resources HY)KHO A/1A KaX40ro cepsmnca 3anoiHUTb HAaCTPOMKM:
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* rules — NEPEYNCANTb UMEHa NPaBWUA AOCTYNa K cepBucy. Kaxkaomy npasuay cOOTBETCTBYET CBOW ¢palin
Hacmpoek (cTpaHuua 412). JocTyn K cepBuUCy paspeLlaeTca, eciv xoTsa 6bl 04HO U3 NpaBu U3 3TOrO CMCKa
6yneT BbINONHEHHbIM. EC/iM BCce nepeyncieHHble npaBuaa He 6yayT BbINOMHEHbI, TO TOF4A AOCTYN K CEPBUCY
6yaeT 3anpeLleH;

* uri—HeobA3aTeNbHbIA NapameTp, MOXKET 3a4aBaTb aApec 3almL,aemMoro cepsmca. B 3agaHnm agpeca cep-
BMCa AOMNYCTUMO MCNONb30BaTh 3BE3A0UKY (*) 414 NPONyCcKa O4HOIO KOMNOHEHTa NyTU agpeca U ABONHYIO
3BE3404KY (**) A4NA NponycKa ocTaBLUeCA YacTh NyTU agpeca CepBuca;

¢ methods —HeobA3aTeNbHbIM NapameTp, yKasbiBaeT nepevyeHb HTTP-MeTo0B Bbi3bIBAEMOTO CEPBUCA;

* audience — HeobA3aTeNbHbIN NapaMeTp, MOXKET 3a4aBaTb UMA NPUNOKeHUA. [laHHoe 3HayeHue byaet
BK/IIOYEHO B BbIMNYLWEHHbIN HOBbLIA MapKep AocTyna B aTpubyT aud. 06s3aTeNbHO A0MKEH BbITb YKasaH
OfVH M3 NapameTpoB uri UK audience.

6.6 KoHdurypuposaHue CAPTCHA

6.6.1 Moppeprknsaemble TUMbI

Mpu pabore Blitz Identity Provider moxkHO ucnonb3oBaTb cneaytowme Tunbl CAPTCHA:
e BcTpoeHHas Yandex Smart Captcha®?,
e BcTpoeHHas Google reCAPTCHA v382,
e BHewHAa CAPTCHA.

6.6.2 Kartanor c kKoHdurypaumeit CAPTCHA

Mo ymonuyaHuio Hactpolika Bcex CAPTCHA xpaHuUTCA BHYTPU AUPEKTOPUM /etc/blitz-config B KaTanore
captchas.

Mpn HeobxogMmocT B nNapameTpe captchas-source -> dir d¢ahna KoHourypaumm /usr/share/
identityblitz/blitz-config/blitz.conf MOXHO yKa3aTb ApPYro KaTanor XxpaHeHuA KoHdurypauumi
CAPTCHA.

© npumeuanue

MyTb 3agaeTcs MM60 abCoNOTHO, MO0 OTHOCUTENBHO AUPEKTOPUMN /etc/blitz-config.

"captchas—-source": {
"dir": "captchas2"

BHyTpn anpektopumn xpaHeHuss CAPTCHA HaxogAaTcA MOAKaTasorM C HacTPOMKamMM ANSA KarKAOW KOHKPETHOW
CAPTCHA. Mo ymon4yaHuto nogkatanorn ana sctpoeHHbix CAPTCHA yxe co3gaHbl:

® yandexSmartCaptcha,
® reCaptchaVa3.

Bbl morkeTe co3aatb HoBble nogkatanorm gna CAPTCHA TMna yandexSmartCaptcha U reCaptchaV3 uam go-
6aBMTb KaTanor AN HacTPOWMKKM BHewwHen CAPTCHA.

@ BaxHo

Mma nogxatanora CAPTCHA gonKHO coBnagaTth C CUCTEMHbIM UMeHeM (sysname) CAPTCHA, yKa3aHHbIM B
ee HacTpoMKax.

81 https://yandex.cloud/ru/docs/smartcaptcha
82 https://developers.google.com/recaptcha/docs/v3
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A\ BHumaHue

CuctemHoe uma CAPTCHA f0/1KHO COCTOATb U3 ITATUHCKMX BYKB, UMpP 1 3HaKa NoAYEePKUBAHUS.

BHyTpn nogkaTanora Kaxgoh BcTpoeHHon CAPTCHA nexut daiin KoHourypauum CAPTCHA B dopmate
${sysname}.json.

BHYTpu nogKaTtanora BHewHen CAPTCHA nexut ee dann KoHpurypaunm B popmate ${sysname} . json 1 (onuu-
OHa/NIbHO) NOAKATaNor assets, B KOTOPOM XPaHATCA pas3/iMyHble pecypcsl (. s, .css U apyrue), Heobxogmmeble
ons pabotbl CAPTCHA.

Mpumep cTpykTypbl aupektopuin ana CAPTCHA ¢ CUCTEMHbIMM UMeHaMW: yandexSmartCaptcha,
reCaptchaV3, customCaptchaV2.

—— captchas
—— yandexSmartCaptcha
yandexSmartCaptcha. json
—— reCaptchav3
reCaptchaV3. json
—— customCaptchaVv2
—— assets
—-— javascripts
passwordCaptcha_v2.js
—— stylesheets
passwordCaptcha_v2.css
customCaptchaV2. json

6.6.3 ®daitn KoHPurypauum CAPTCHA

®aitn KoHdurypauum CAPTCHA ${sysname}.json B NepBbIX CTPOKAX MOMET COAEPHKATb KOMMEHTapuK (npe-
ambyny), nocne Kotopbix nomewaerca KoHourypaumsa CAPTCHA B ¢popmate JSON. Ecam B pasgene ecTb nosne
__enc_alg € YKaszaHWeM anroputma WndposaHus, To BCe CTPOKOBbIE NOAA B 3TOM 6/10Ke, Kpome cnyKebHoro
nonAa __enc_alg, CYUTAIOTCA CEKPETHbIMMU.

A BHUMaHue

CeKpeTHble 3HaUYeHWA XPaHATCA B 3aLUMPPOBAHHOM COCTOAHMM. Ecam nx BHeCTH B haiin KOHGUrypauum B Hesa-
wndpoBaHHOM BUE, TO NPU CTapTe cepBepa oHM ByayT 3alndPOBaHbI YKa3aHHbIM aITOPUTMOM.

- N
© nNpumeuanue

Ha MOMEHT HanucaHna AOKYMEHTALUN NOAAEPIKAH TONbKO TEKYLLMIA anropmuTm Co 3HaveHnem default. B
JanbHelilem byaeT noaAepiKaHa BO3MOMXKHOCTb HECKO/IbKUX anropuTMOB WNGPOBaHUA, a TaKkKe poTauums
Kntouel wndpoBaHua. HanuwmTe Halwmm sKkcnepTam no agpecy support@idblitz.ru, ecnv gaHHbIM PyHKLMO-

HaN Bam HyKeH.
N J

Tun CAPTCHA 3apaetca B KoHduUrypaLumm B nose typ:

{

"typ": "custom"

BO3MOKHble 3HaYeHUA typ:
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e yandexSmartCaptcha - 419 BCTpoeHHol Yandex Smart Captcha®3.

® reCaptchaV3 - gns BcTpoeHHol Google reCAPTCHA v384,

e custom- BHewHAA CAPTCHA.

6.6.4 Yandex Smart Captcha

Mpu HacTpoiike Yandex Smart Captcha moxHo 3agaTb Nto6oe CMCTEMHOE MMSA, a TaK¥Ke Co34aTb HECKOJIbKO
CAPTCHA Takoro tuna.

©Q coser

Mo ymonyaHuto sctpoeHHasa CAPTCHA Takoro TMna y»e co3faHa C UMeHeM yandexSmartCaptcha.

Nuctnr 22: Npumep yandexSmartCaptcha.json

"check" : {
"validateDomain" : false
by
"secretKey" : {
" __enc_alg" : "default",
"value": "{$}2Awlrkce8QEuaHzZTsC/0F/KeVOThB/17w0Taat/N/LJnzafBNB41T8CCWmfatT3/
—SQNUAHpcmhpgO83UWhOfAdEe+/LIpAgSY7zKhHkvV10gmlk 6QqWuiWg==",
by

"jsConf" : {

"test" : false,

"h1l" : "ru",

"shieldPosition" : "bottom-right",

"invisible" : true,

"hideShield" : false,

"webview" : false,

"sitekey" : "yscl_ Bff7fDvtAKsxtenvQWULIDkZKPbTaOndceLOM55Db757da07"
by
"typ" : "yandexSmartCaptcha"

Noapo6Hoe onucaHue noneli NpuBeaeHo 3aech™.
Mona ana HacTpoliku uHTerpaumm c Blitz Identity Provider:

® check.validateDomain - BKAOYaET/BbIK/OYAET NPOBEPKY COOTBETCTBMA AoMeHa Blitz Identity Provider
n nonAa host B oteeTe cepsepa CAPTCHA.

® jsConf-3agaeT napameTpbl QYHKUUN window . smartCaptcha.render. O6a3aTeNbHbIM NONEM ABNAET-
CA TONbKO sitekey.

6.6.5 Google reCAPTCHA v3

Mpu HacTpoiike Google reCAPTCHA v3 Mo)KHO 3azaTb N1t060e CUCTEMHOE MMSA, @ TaK¥Ke CO34aTb HECKOJIbKO
CAPTCHA Takoro tuna.

©Q coser

Mo ymonyanuio sctpoeHHaa CAPTCHA Takoro Tvna y»Ke co3gaHa C UMeHemM reCaptchaVva3.

83 https://yandex.cloud/ru/docs/smartcaptcha
84 https://developers.google.com/recaptcha/docs/v3
85 https://yandex.cloud/ru/docs/smartcaptcha/concepts/widget-methodstextended-method
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Nnctunr 23: NMpumep reCaptchaV3.json

"check" : {
"validateDomain" : false,
"minScore" : 0.8
b
"secretKey" : {
"__enc_alg" : "default",
"value": "{$}AV+eqg3gaOSUnhOsuxdn7AlhfFp+/

—JV1snpxIbl9vnIgifIewLaPTeuHPHOZSv95TrQ2ecpMjrvCDAOWrfGaq04 /KQR7wPHI"
by

"jsConf" : {

"sitekey" : "6Lchl184ZAAAAAHXXgWPtmYyKXW8TZkKaKbSqbdHE"
by
"typ" : "reCaptchav3"

Mona ana HacTpolikm uHTerpaumm c Blitz Identity Provider:

e check.validateDomain - BKAOYaET/BbIK/OYAET NPOBEPKY COOTBETCTBMA AoMeHa Blitz Identity Provider
M nona hostname B oTBeTe cepsepa CAPTCHA.

e check.minScore - 3a4aeT MMHUMANbHOE 3Ha4YeHUe NonAa score B oTBeTe cepsepa CAPTCHA, npu KoTto-
pom nposepKa byaeT cuMTaThCA YCMNELIHOM.

6.6.6 BHewHaa CAPTCHA

Nnctunr 24: NMpumep customCaptchaV2.json

"operations": |
{
"call": {
"headers": |
{
"name": "accept",
"value": "application/json"
by
{
"name": "SYSTEM",
"value": "S${cfg.system}"
b
{
"name": "SYSTEM-TOKEN",
"value": "S${cfg.systemToken}"
by
{
"name": "Content-Type",
"value": "application/json"
b
{
"name": "Authorization",
"wvalue": "Bearer S${ctx.bearerToken}"
}
Is
"method": "post",
"body": {

(npoponkaertca Ha cneayowert cTpaHuue)
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"{\"uid\": \"S${ste.uid}\",\"ttI\":
\"S${ocp.solution}\"}",
"application/json"

"Json": S${cfg
—typer\",\"solution\":
"contentType":
by
"url":
Hy
"sysname" :
"check": {
"errRegExp" :
"okRegExp": {
"error.error":

"https://<DOMAIN>/captcha/2.0.0/check"

"check",

{1

non
}

o

"newState": {
"uid": "S${rsp.data.uid-}"

"ecall": {
"headers": [
{
"name": "accept",

"value": "application/json"

"name": "SYSTEM",

"value": "S$S{cfg.system}"

"name": "SYSTEM-TOKEN",

"value": "${cfg.systemToken}"

"name": "Content-Type",

"value": "application/json"

"name": "Authorization",

"value": "Bearer S${ctx.bearerToken}"
}

J 14

"method" :

"body": {
"json":

"pOSt",

n{ \"ttl\":
"contentType":

S{cfg.ttl}, \"type\":
"application/json"

\"S${cfg

b

"url":
by
"sysname" :
"newState": {

"uid": "${rsp.data.uid-}"
}

"https://<DOMAIN>/captcha/2.0.0/create"

"create",

b
{
"call": {
"headers": [

(npoponkeHue c NpeablayLLei cTpaHuLbl)

.ttl}, \"type\":

\"${cfg.

.type}\"}",

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)

"name": "accept",
"value": "application/json"

"name": "SYSTEM",
"value": "S${cfg.system}"

"name": "SYSTEM-TOKEN",
"value": "S${cfg.systemToken}"

"name": "Content-Type",
"value": "application/json"

"name": "Authorization",
"wvalue": "Bearer S${ctx.bearerToken}"

1,
"method": "post",
"body": {
"Json": "{\"uid\": \"${ste.uid}\", \"ttl\": S${cfg.ttl},\"type\": \"S${cfg.
—type}\"}",
"contentType": "application/Jjson"
by
"url": "https://<DOMAIN>/captcha/2.0.0/refresh"
o
"sysname": "refresh"
}
1,
"js": {
"module": "javascripts/passwordCaptcha_v2.]js",
"conf": {
"css": "stylesheets/passwordCaptcha_v2.css"
}
}I
"typ": "custom",
"secretParams" :{
" __enc_alg" : "default",
"systemToken": "{$}Zi0OShsBV201ZZGj6LcD7G5VYCaUw7£fX+3RICSFZF9dkYv40D+hmiQg==",
"system": "{S$}AFvhgaspNeECCtKNQaOz4Lg7QlztQadTfk28VNrOS6+twAHWA013xA==",
by
"params": {
"ttl": 600.0,
"type": "math"

Mona:

® operations - CNUCOK onepaLmii, KOTopblie MOryT BbITb MHULMMPOBAHbLI M3 javascript CAPTCHA. Kaxkaas
onepauua Mmeert:

— sysname - CUCTEMHOE UMS;

— call - 3anpoc K cepsepy CAPTCHA co cnegyowmmm napametrpamm:
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url - URL 3anpoca;
method - meTog 3anpoca: GET nan POST;
headers - 3aros10BKK 3anpoca (onuMoHaNbHO);

body - Teno 3anpoca (onuMoHanbHo). Mone content Type MOMXKET NPUHUMATbL Cledytolme Bo3-
MOKHbIE 3HaYeHUA:

- application/json - 3HaueHWe Tena (B NapameTpe json) B CTpoKoBoM popmarte JSON;

- application/x-www-form-urlencoded-B3TOM C/ly4yae B No/e params 334at0TCA Napa-
MeTpbl Tena B Buae: {«Mmsa_napamertpal» : «3HayeHne_napamerpaly», «<Mma_napameTpa»
: «<3HaYeHWe_napameTpaz» ...};

— newState - HoBoe coctosiHne CAPTCHA (onuuoHanbHo);
— check - ycnosua nposepku oTeeta cepsepa CAPTCHA (onuMoHanbHO) ¢ nonsmu:

* okRegExp - ycnosus ycnewHo nposepkn CAPTCHA. Coaep»KuT CNMCOK NpoBepAeMblx Nonen ns

otBeTa CAPTCHA v perynapHbIxX BblpaxKeHWM, KOTOPbIM OHW A0/KHbI COOTBETCTBOBATbL. [1poBepKa
CAPTCHA cumnTaeTca ycrneLwHoM, eCau BbINOAHEHbI YC/I0BUA A5 BCEX NEPEYNC/IEHHbIX NOJEN.

errRegExp - yc/10BUA HeycnewHon nposepkn CAPTCHA. CofepuT CNMCOK NpoBepsAemMblx No-
neit n3 oreeta CAPTCHA u perynspHbiX BblpaKeHWUM, KOTOPbIM OHW A0/KHbl COOTBETCTBOBATD.
Mposepka CAPTCHA cunTaeTca HeycnewHoM, eCan BbINOAHEHbI YCA0BUA A1A BCEX NEPEYNCNEH-
HbIX nonen.

® s - MnapameTpbl KnMeHTcKol Yactn CAPTCHA:

— module - COAEPKUT OTHOCUTENbHBIN NYTb B KaTanory assets K javascript CAPTCHA;

— conf - COAEPXMUT CNUCOK NapameTpoB, NnepesaBaembix Npu nHMumanmsaumnm javascript CAPTCHA.

© nNpumeuanue

34ech TaKKe MOryT bbITb MapameTpbl, coaepKalume nyTb K pecypcy CAPTCHA u3 Katanora assets.

e typ-T1nn CAPTCHA, ana sHewHen CAPTCHA npocTtaBnsieTca 3HauyeHue custom;

® params - CNMUCOK NMNapamMmeTpoB, NCMOJIb3yeMbIX NPU BbIMUCNEHUN NAaPaMETPOB onepau,mﬁ;

® secretParams - CMMIMCOK MNAapaMeTPOB C CEKPETHbIMU 3HAYEHNAMMN, NCNOJIb3YEMbIX MPU BbIYNC/IEHUN Na-

pameTpoB onepauuii;

Mpu BbluMCNEHUN NapameTpoB url, headers, body KaxKaoro 3anpoca K cepsepy CAPTCHA (operations ->
call) MOryT MCNO/Ib30BATLCA NOACTAHOBKM CO CNeayoWwnMM npedurkcamm:

e cfg. - KOHOUIYPAUMOHHbIE MapameTpbl U3 pa3gena params U secretParams;

. - NAapameTpbl KOHTEKCTa 3anpoca: lang, remoteAddress;
. - NapameTpbl M3 Tena 3anpoca, cpopmupoBaHHoro B javascript CAPTCHA;
. - 3aro/I0BKuM 3anpoca, cpopmmpoBaHHoro B javascript CAPTCHA,;

. - napameTpbl Tekywero coctoaHna CAPTCHA.

Mpu popmuposaHnn Tekyuero coctoaHma CAPTCHA gonoAHUTENbHO MOTYT MCNOAb30BaTbCA NOACTAHOBKM C Npe-
duKcoM rsp. - Nons 13 json-tena oreeTta cepeepa CAPTCHA.

6.6.7 BkaroueHue otobpaxkeHna CAPTCHA

CAPTCHA mokeT 0TobparkaTbCA N0/1b30BATE/O NPU PEFUCTPAL MU M BOCCTAaHOBAEHWWN JOCTYNA, @ TaKXKe NpuU BXoae
no naponto, kogy n3 SMS 1 yepes BHeLHEro NocTaBLMKa. [lodpobHee (cTpaHuua 343).
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fnasa 7

Be3onacHocTb, 06cnyXXunsaHue m
yCTpaHeHMe HeucnpasHoOCTEN

7.1

MpocmoTp cobbiTuit 6esonacHocTH

[na BeaeHus ayamTta 6€30nacHOCTM U 41 NPOCMOTPA 3aperncTpupoBaHHbIX B KypHane Blitz Identity Provider
cobbITniA 6e3onacHOCTM ncnonb3yeTca pasgen CobbITHA KOHCONM yNpaBAeHUA. 34eCb UMeeTCA BO3MOXKHOCTb OCY-
wecTBAATb GUAbTPALUUIO COObITUI 6E30MaCcHOCTN NO PA3NYHbLIM KPUTEPUAM:

no nosib3oBatesnto (ykasaHue naeHTuduMKatTopa nosnb3oBaTens obasaTenbHo);
no gManasoHy Aar;

MO KOHKPETHOMY MPUIOKEHUIO;

no rpynnam cobbiTuii;

no IP-agpecam;

Nno NPOTOKO/1aM B3aVIMO,EI,elj1CTBMﬂ.

Mocne HacTPOKKN GUNBTPOB N UX MPUMEHEHMA NPEeaYCMOTPEH NPOCMOTP AETa/IbHOM MHPOPMALIUMM O HAUAEHHbIX
cobbITHAX.

MpocmoTp co6bITHiA

3HaueHue Mepuop Fpynna co6biTuit

Bxoa (J Beixoa (J AsTopusauua goctyna

Woentudvkatop cybbekta 23.12.2024 00:00 29.12.2024 23:59

V‘,LLCHW\(‘DMKBVOP o6bekTa 3a cerogHa 3a Hepenwo 3a mecAu

@) ayTeHt AaHHbIX

O W3meHeHus yyeTHoii 3anucu (] Onepauum ¢ rpynnamu

(O Otnpaska kOROB NOATBEPXACHNA

MonHei IP-agpec unm macka

O AOMMHUCTpUpOBaHUE

HaseaHue npunoxenua MpoTokon

O OAuth20 () SAML () [fpyrue

@ Mokasate O Skcnoptuposats 8 CSV

Mokasatb OumeTnth

ID

npouecca Bpema CobbiTne Cy6bekT O6bekT MpunoxeHue IP-agpec

1bae0d7a...  23.12.2024 BbinosnHeH Bxop, admin admin KoHconb 172.25.0.88
> 10:45:04 ynpaeneHna

Oeadcael... 23.12.2024 BbinonHeH Bxop, admin admin 172.25.0.88

10:44:20

424



Blitz Identity Provider, Bepcua 5.34

TaKKe ecTb BO3MOMKHOCTb BbIrpy3KM cobbITUin 6esonacHocTu B popmate CSV.

MpocmoTp cob6biThin

3navenve Mepuon Tpynna co6eIThit

Bxoa (J Beixoa (J AsTopusauus goctyna
Wnentudukartop cy6bekTa 23.12.2024 00:00 29.12.2024 23:59

O ayTeHT! IX AQHHbIX

WpeHTudrkatop obbekTa (O WsmeHeHuA yyeTHo# 3anucu () Onepauuu ¢ rpynnamu

3a ceroaHA 3a Hedenio 3a mecAl

[0 Otnpaska KOAOB NOATBEPXACHUA
MonHbiii IP-appec unm Macka
O AamuHuCTpUpOBaHUe

HassaHue npunoxenua MNpotokon

(0 OAuth 2.0 (J) SAML (J Apyrue

O Mokasate @ OKcropTuposath 8 CSV

Konuuectso cobbITnin 100 Oumnctnts

7.2 MOHUTOPUHI PYHKLUOHUPOBAHUA NPUNOKEHUN

7.2.1 CraHpapTHbIN CePBUC MOHUTOPUHTA

[na MOHUTOPUHIa AOCTYNHOCTU NpunoxKeHuit Blitz Identity Provider npesycmoTpeH cepBuc /blitz/metrics,
BbI3bIBAaEMbIi1 C MOMOLLbIO HTTP GET. PekomeHAayeTcs, YTobbl cepBUC Bbla AOCTYMNEH HA KaXKAOM cepBepe npu-
NIO’KEHMA Mo HTTP Mpu Bbl30BE U3 BHYTPEHHEN CETU C CEPBEPOB MOHMTOPUHIA M BMECTE C Tem, 4Tobbl cepsuc
6bl1 HEAOCTYNEH NPU BbI3OBE U3 BHELLUHUX CeTel 1 C paboynx MecT Nonb3osaTtenei.

B cnyyae ecnm NpuUnoXKeHne A0CTYMNHO, TO CePBUC /blitz/metrics BEPHET AeTaNbHYIO0 MHGOPMALMIO O METPU-
KaX GYHKLMOHMPOBaHMA NpUoxeHna B popmate Prometheus®®.

Mpumep oTBeTa cepeuca

# HELP blitz_idp_uptime_seconds Uptime

# TYPE blitz_idp_uptime_seconds gauge
blitz_idp_uptime_seconds{blitz_host="papp0l.loc",} 63859.0

# HELP blitz_idp_licence_exp_seconds Licence expiration

# TYPE blitz_idp_licence_exp_seconds gauge
blitz_idp_licence_exp_seconds{blitz_host="papplOl.loc",} 9.223372036854776E18
# HELP blitz_idp_config_mtime Last time, a file was changed

# TYPE blitz_idp_config mtime gauge

# HELP blitz_idp_datasource_latency Latency of an datasource operation

# TYPE blitz_idp_datasource_latency histogram
blitz_idp_datasource_latency_bucket{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",1le="0.005",} 13.0

blitz_idp_datasource_latency_bucket{blitz_host="pappOl.loc",ds_type="1ldap", ds_name=
—"389-ds", op_type="read",le="+Inf",} 29.0
blitz_idp_datasource_latency_count{blitz_host="pappl0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",} 29.0
blitz_idp_datasource_latency_sum{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds", op_type="read",} 0.3112787189999999

# HELP blitz_idp_mg_connections Amount connections to datasource

# TYPE blitz_idp_mg_connections gauge

blitz_idp_mg _connections{blitz_host="pappl0l.loc",mg_type="rmg",mqg_server="pmqgOl.
—~loc_5672",} 1.0

(npogonkaeTca Ha cnepytoLen cTpaHnLe)

86 https://prometheus.io/
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(npoponkeHune ¢ NnpeablayLLel CTPAHULLbI)
# HELP blitz_idp_mqg_ latency Latency of an mg operation
# TYPE blitz_idp_mqg_latency histogram
blitz_idp_mg latency_bucket{blitz_host="pappOl.loc",mg_type="rmg",mg_server="pmqg0l.
—loc_5672",broker="blitz.events.direct", op_type="write",le="0.005",} 1.0

blitz_idp_mg_latency_bucket{blitz_host="pappll.loc",mg_type="rmg",mq_server="pmgO1l.
—~loc_5672",broker="blitz.events.direct",op_type="write", le="+Inf",} 3.0
blitz_idp_mg latency_count{blitz_host="pappll.loc",mg_type="rmg",mg_server="pmqg0l.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 3.0
blitz_idp_mg_latency_sum{blitz_host="pappOl.loc",mg_type="rmg",mq_server="pmg01l.
—~loc_5672",broker="blitz.events.direct",op_type="write",} 0.028808135999999998

# HELP blitz_idp_authn_method_app_total Amount of method authentications by app id
# TYPE blitz_idp_authn_method_app_total counter
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="sms", status="success",} 2.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="cls", status="other_error",} 7.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="password", status="success",} 4.0
blitz_idp_authn_method_app_total{blitz_host="papp0l.loc",app_id="_blitz_profile",
—method="knownDevice", status="other_error",} 3.0

# HELP blitz_idp_authn_method_total Amount of authentications by a method

# TYPE blitz_idp_authn_method_total counter
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="password", status=
—"success",} 4.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="knownDevice", status=
—"other_error",} 3.0
blitz_idp_authn_method_total{blitz_host="pappl0l.loc",method="cls", status="other_
—error",} 7.0
blitz_idp_authn_method_total{blitz_host="pappOl.loc",method="sms", status="success",
—~} 2.0

# HELP blitz_idp_authn_method_latency Latency of an authentication method

# TYPE blitz_idp_authn_method_latency histogram
blitz_idp_authn_method_latency_bucket{blitz_host="pappO0l.loc",method="sms", le="1.0
-",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0Ol.loc",method="sms", le="+Inf
", 2.0
blitz_idp_authn_method_latency_count{blitz_host="papp0Ol.loc",method="sms",} 2.0
blitz_idp_authn_method_latency_sum{blitz_host="pappOl.loc",method="sms",} 28.
—686999999999998
blitz_idp_authn_method_latency_bucket{blitz_host="pappO0l.loc",method="password", le=
—"1.0",} 0.0

blitz_idp_authn_method_latency_bucket{blitz_host="papp0l.loc",method="password", le=
—"+Inf",} 4.0
blitz_idp_authn_method_latency_count{blitz_host="papp0l.loc",method="password", } 4.
—0
blitz_idp_authn_method_latency_sum{blitz_host="papp0l.loc",method="password", }.
—1835.901

# HELP blitz_idp_datasource_connections Amount connections to datasource

# TYPE blitz_idp_datasource_connections gauge
blitz_idp_datasource_connections{blitz_host="papp0l.loc",ds_type="1ldap",ds_name=
—"389-ds",} 10.0

# HELP blitz_idp_version Application version

# TYPE blitz_idp_version gauge

(npoponkaertca Ha cneayowert cTpaHuue)
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(npoponkeHue c NpeablayLLei cTpaHuLbl)
blitz_idp_version{blitz_host="papplOl.loc",part="major",} 5.0
blitz_idp_version{blitz_host="pappOl.loc",part="minor",} 16.0
blitz_idp_version{blitz_host="pappOl.loc",part="patch",} 1.0
# HELP blitz_idp_notify_user_total Amount of user notifications by channel
# TYPE blitz_idp_notify_user_total counter
blitz_idp_notify_user_total{blitz_host="papplOl.loc",channel="email",} 3.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="sms",} 4.0
blitz_idp_notify_user_total{blitz_host="pappOl.loc",channel="push",} 2.0

Nma Ka)'K,CI,Oﬁ METPUKN HAYUHAETCA C MMEHU NPUNOKEHUA (p,edmc B MMEHWU 3aMeHeH Ha I'IOLIHepKMBaHVIe)Z
0.0 0

blitz_idp_%%%, blitz_registration_%%%, blitz_recovery_%%%, blitz_console_%%%. CNUCOK AOo-
CTYMHbIX METPUK NpUBeAEH B Tabanue.

MeTpuKku pyHKUunoHmnposaHus Blitz Identity Provider

MNpaBo goctyna = Tun MNoacHeHne

uptime_seconds gauge | Bpemsa c MOMeHTa 3anycKa NpUIOKeHUn (B CeKyHAAX)

licence_exp_seco gauge | Bpems oo UCTeYeHMs CPOKa AeWCTBUA IMLEH3NU (B CEKYHAAX)

config_mtime gauge | Bpems nocnegHero nsmeHeHus daina KoHPUrypauum

datasource_laten histogri 3agepyKu 0TBETa OT XpaHWAMLLA Y3 NO onepaLusam YTeHUa 1 3anucu (MoryT 6biTb
TMnbl 1dap, jdbc, couch)

maq_connections gauge | KonnuectBo KOHHEKTOB K MQ (rmg, kafka)

mq_latency histogr{ 3azepkku oteeta oT MQ (rmg, kafka)

authn_method_a counte| KonnyecTBo ycnewHbix 1 HeycnewHbIX ayTeHTUGUKALUI KarKaAbIM METOAOM BXOAA
B Pa3/IMYHbIe NPUIOKEHUA

authn_method_t( counte| O6uiee KoN-BO ycnewHbIX U HET ayTeHTUGUKALMI Pa3HbIMU METOLAMM
authn_method_lz histogri AnutenbHocTb ayTeHTUOMKALMM NO pa3HbIM MeTOAaM BX0OAa

datasource_conn| gauge | Koi-BO KOHHEKTOB K XpaHUAULWAM

version gauge | Bepcua npunoxeHuma

notify_user_total countel Kon-Bo HanpaBneHHbIX COOBLLEHWNI NO Pa3HbIM KaHaiaM
authn_method_appayreatedtn meTpukm (c cydduKcom _created) reHEpUpPYHOTCA B CBA3M C 0COBEHHOCTAMM
authn_method_creatfd | Prometheus n cogep:aTt Bpems B unix timestamp MOMEHTa CO34aHMA METPU-
authn_method_lateney_credted

datasource_latency_created
mq_latency_created
notify_user_created

7.2.2 Ucnonb3oBaHue Grafana n Prometheus

[ns 6bICTPOM HAaCTPOMKM MOHUTOPMHTIA U BU3yanu3aumumn npoueccos Blitz Identity Provider yno6Ho ncnonb3osatb
job-3apaHue Prometheus u wabnoH aawbopaa Grafana, Bxogawme B NOCTaBKy (resources. zip).

© Coser

BusyanbHoe NpeacTaBaeHne AaHHbIX UMEET LUMPOKUI CNEKTP NpUMeHeHUN. OHO MOXKET 6bITb UCMO/Ib30BAHO
MeHeKepamm 415 aHaAn3a pabounx NpoLEeccoB, MHXEHepPaMu A4/1A OTC/IEKMBAHMA CUTYaLMIA, KOraa Kou-
4ecTBo ayTeHTUdUKALMIA NPeBbILLAET NOPOroBoe 3HayeHue (HacTpanBatoTca ONoBeLLeHNn), AN KOHTPOAA 33
CPOKOM AeWCTBUA NnLUEeH3uUM 1 ap. Npn obHoBNEHNUM YA06HO OTCAEXKMBaTL BEPCUMM CEPBUCOB HA 6o/boM
KO/IMYECTBE XOCTOB M BPems WX 3anycka.

Ona HaCTpOﬁKVI BU3yasin3aunun BbINOIHUTE cheayouime [l,ei;lCTBMFIZ

1. Moauduumpyiite job-3agaHne prometheus.yaml B COOTBETCTBMM C KOHUrypaLmeit CBOeE CUCTEMbBI U
pnobasbTe ero B Prometheus®’.

87 https://prometheus.io
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2. MoguovumpyinTte wabnoH gawbopaa blitz-dashboard. json. HacTponte Grafana u gobasbte aaw-
60pass.

Mpumepbl BU3yanumsaLumm gaHHbix B Grafana:

Blitz info

App: RUT Method: p 3 Status

7.3 PeweHune npobnem
JNorn pabotbl Blitz Identity Provider 3anucbiBatoTcsa B AMPEKTOPUIO /var/log/identityblitz Ha Kaxgom cep-
Bepe. *ypHan cobbITUI KaxAoro NpUAOXKEHUA Ha3blBAETCA B COOTBETCTBUM C MPUNOKEHUEM:

® blitz-console.log — *YPHaN cOBbITUI KOHCONW YNpPaBNEHWUS;

® blitz—idp.log— XKypHana cobbiTUin cepBmca ayTeHTUDUKALNY;

® blitz-registration.log—KypHan cobbITUiA cepBMca pernctTpaLmu;

® blitz-recovery.log— *ypHan cobbITUIN CEpBMCA BOCCTAaHOBNEHUS AOCTYNA;

® blitz-keeper.log— *KypHaa cobbITUI WNO3a 6e30NacHOCTH.

Mpv BO3HNKHOBEHMM OWNBOK, CBA3aHHBbIX ¢ paboToli Blitz Identity Provider (3anucbiBatoTca B 0T Kak [ERROR] ),
pekomeHayeTca o6paTUTbCA B TEXHUYECKYIO noaaep:Kky Blitz Identity Provider no agpecy support@idblitz.ru.
Mpu obpaleHnm yKasaTb Ucnonb3yemyto sepcuio Blitz Identity Provider.

Mp1 HeEO6XOANMMOCTU NOBLICUTL YPOBEHb SIOTMPOBaHMUA HEOBXOAMMO B KOHPUIYypaUuMoHHOM daine blitz.conf
B 6/10Ke 1ogger U3MEHUTb YPOBHM NIOTVPOBAHUSA.

Mo YMONYaHUIO BbICTaB/IEHbI Cheaytowne ypoBHU NOTMPOBaHNA!

88 https://prometheus.io/docs/visualization/grafana/
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"levels" : {
"ROOT" : "TRACE",
"application" : "TRACE",
"com.couchbase.client" : "INFO",
"com.couchbase.service" : "INFO",
"com.couchbase.endpoint" : "INFO",
"com.couchbase.node": "INFO",
"com.couchbase.tracing": "INFO",
"com.identityblitz" : "TRACE",
"com.identityblitz.idp" : "TRACE",
"com.identityblitz.idp.events" : "TRACE",
"com.identityblitz.idp.flow.dynamic" : "TRACE",
"com.identityblitz.idp.flow.dynamic.extend" : "TRACE",
"com.identityblitz.idp.task.processing" : "DEBUG",
"com.identityblitz.login-framework" : "TRACE",
"com.identityblitz.login-framework.ldap-timings" : "INFO",
"com.identityblitz.login.store" : "TRACE",
"com.identityblitz.idp.rabbitmg" : "INFO",
"com.identityblitz.play.memcached" : "INFO",
"com.identityblitz.play.memcached.RefreshableMemcachedConnection" : "INFO",
"com.unboundid.ldap.sdk" : "TRACE",
"org.asynchttpclient.netty" : "TRACE",
"org.opensaml" : "INFO",
"org.opensaml.util.resource" : "INFO",
"play" : "TRACE",
"plugin.memcached" : "INFO"

[N NoBblEHUA YPOBHA NOTMPOBaHUA He0BXoAMMO NapameTpam ROOT M BCEM com.identityblitz.* npu-
CBOMTb 3HayYeHue TRACE.

B cnyyae ecnm cnyyaiiHo 6bi10 NponsseaeHo nsmeHeHne KoHourypauum Blitz Identity Provider B KoHconu ynpas-
NIEHUA, TO B CKPLITON AMPEKTOPUN /usr/share/identityblitz/blitz-config/.snapshot COXpaHWAUCH
npeablaywne Bepcun KoHOUIrypaLmMoHHbix ¢arnos blitz.conf U console.conf. MOXHO UCNO/Mb30BaTb 3TU
balinbl 4nA oTKaTa K npeaplayliei KoHPUrypaumm unm ans onpeaeneHna oTindmi ¢ TeKyWMmMmn KoHourypawm-
OHHbIMK darinamm.

YTo6bl y3HATb, B KAaKOe BpemMs U Kem Obin M3MeHeH KOHOUIypauuoHHbI ¢alin, B Ha4ano KOHGUTIYPaLMOHHbIX
dalnoBblitz.conf U console.conf NOMELAOTCA KOMMEHTAPWUM C YKa3aHUEM BPEMEHM PeAaKTUPOBAHUA U
aBTOpa MU3MeHeHUN. Mpumep 3anmcK ayanTa usmeHeHna KoHoUrypaLMoHHoro daina npuseseH HUxe:

#HAAFAAAAFAAARAAFAAARARA A AHAAAAA AR EA A AR A A AAA A A AAA R AA AR A AFAAA AR
s #H#A A

# modified: 2021-05-09 20:55:55 MSK

# author: admin

# ip: 0:0:0:0:0:0:0:1

# user agent: Mozilla/5.0 (X11; Linux x86_64; rv:78.0) Gecko/20100101 Firefox/78.0
#A#AFAFARARARAAFAAARARAARAFARAAFAAA A AFA R A AR AR A AF AR A RA AR R A A AHA A AAS
—#H#EAEAH

7.4 Wno3 6e3onacHoOCTU

B KauecTse Wwt03a 6€30NacHOCTM MCNO/b3YEeTCA OTAENbHO YCTaHaBAMBaEMbIt moaynb Blitz Keeper.

7.4. Wno3 6e3onacHocTn 429




haBa 8

PYHKUMOHANbHAA cneunduKkauma

Mpynna GpyHKLMIA

PyHKLMM

TexHoNoOrmMn eaMHOrO BXo4a

OpenlID Connect 1 OAuth 2.0

RFC 6749 “The OAuth 2.0 Authorization Framework”

OpenlD Connect Core 1.0

Mepegada atpubyToB nNO/Mb30BaTEN B COCTaBe
id_token/access_token 8 JSON Web Token (JWT)

KoHourypupyembliit REST-cepsuc Userinfo, HacTpoii-
Ka BO3BpallaemMbix aTpubyTOB B 3aBUMCMMOCTM OT
scope

RFC 7636 “Proof Key for Code Exchange by OAuth
Public Clients”

RFC 7662 “OAuth 2.0 Token Introspection”

RFC 7591 “OAuth 2.0 Dynamic Client Registration
Protocol”

RFC 7592 “OAuth 2.0 Dynamic Client Registration
Management Protocol”

RFC 8252 “OAuth 2.0 for Native Apps”

RFC 8414 “OAuth 2.0 Authorization Server Metadata”

OpenlD Connect RP-Initiated Logout 1.0

OpenlID Connect Front-Channel Logout 1.0

OpenlD Connect Back-Channel Logout 1.0

SAML SAML Web Browser SSO Profile
SAML Single Logout Profile
RADIUS RFC 2865 «Remote Authentication Dial In User

Service (RADIUS)»

WS-Federation

WS-Federation (ann nogKNtoYeHnA
Microsoft-npunoxeHni)

Proxy SSO

MogkntoueHnna BeO-NPUNONKEHWUI, MOSYYAOWMX CO-
cTosiHue ceccumn ns HTTP-3aronoskos u cookies

MNoppep’KKa BO3MOMKHOCTM 3aMOJIHEHUA 3@ MO/b30-
BaTeNs JIorMHa/naponsa oT yYeTHOM 3anucu B pasme-
LLLeHHOe 3a proxy Be6-npunosKeHume, He NoaaepKnBa-
lolllee CTaHAAPTHbIM 06pa3om nogkatoueHma K SSO

Apyroe

EAvHbIN BXoA paboTaeT mexay NpUAoKeHUAMU, KO-
Topble nogkntoveHbl K IDP ¢ ncnonbsosaHmem nto-
6bIX NoAAepKUBaAEMbIX TEXHOIOTUIA (Hanpumep, SSO
mexay OpenlD Connect 1 SAML-npunoxeHnamm)

Moanepskka SSO-Bxoza c ncnonb3oBaHnem Kerberos
SSO

NPOAOJIKAETCA Ha C/eAyIoLEen CTpaHMLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Noaaepxka eanHoro SSO ¢ npunoxkeHnamm IBM, mnc-
nosib3ylowWwmMmmn ana eamHoro Bxoaa Ltpa2Token

NaoeHTudmKauma n ayTeHTUdMKaumA

Bxo4 No SI0rMHY 1 Naponto

MpoBepKa NorMHa/Napona Npu ayTeHTUGMKaLMm

BO3MOKHOCTb B Ka4ecTBe N0rMHa OA4HOBPEMEHHO MC-
Nno/ib30BaTb HECKO/IbKO cylHOCTel (TenedoH, email,
JIOTWH) M BBOAWUTb NOTUH B pa3Hbix dopmaTax (Hanpu-
Mep, BBOAUTb TeNledOoH Kak +7..., 8..., C pa3HbIM Bapu-
aHTOM BBOJAa CKOb6OK, aeducos, npobenos)

3anoMuMHaHWe I0TMHa, ecan Nosb3oBaTenb paHee
y)Ke BXOAWA C 3TOro YCTPOMCTBa

3anoMMHaHWe Ha YCTPOICTBE HECKO/IbKMX NO/b30Ba-
Tenein. BO3MOXKHOCTb CMEHUTb TEKYLLYIO YHETHYIO 3a-
nucb Nonb3oBaTenn 6e3 HeobxogMMocTH orayTa

O6paboTka cobbiTMA «Naponb TPEBYyeT CMeHbI» Npu
BXoae. BO3MOXHOCTU CMEHUTb napo/ib B MOMEHT
BX0Aa

MpoBepKa COOTBETCTBMA Mapo/iA AeUCTByOWeN na-
pO/bHOM NOAUTKKe Npu BXxoge. PekomeHaauma cme-
HWUTb Napo/b

BcTpoeHHasa 3awmTa oT nogbopa napons (nepebop
naponein Ha oAHy yYeTHyto 3anunck) 1 nogbopa noru-
Ha (nonbIiTKa nog6opa Napons Ha Habop y4yeTHbIX 3a-
nucen):

e nposepka CAPTCHA (reCAPTCHA wunau wHoM
cepBuC, BbIOpaHHbIM 3aKasuymMKom)

e BpemeHHoe B6JI0KMpOBaHWe BXoZa Mo Maposto
YYETHOM 3anucy Npu BbIABAEHHbIX MOMbITKAX
nepebopa

* 3amepf/ieHWe BXO4A MO/Mb30BaTens (3agepikka
BXOZa, pellieHne Hpaysepom BbIYUCAUTENBHO
CcnoxkHow 3agaum — Proof of Work)

MpeaynpexaeHne NoaAb30BaTeNA O NOMbITKE BXOAA C
naponem, KOTOprI7I 6bin HeOaBHO U3MeHEH

Bxopn, Ha ocHOBe ceaHca

NaeHTMdMKauma Nonb3oBaTeNs Ha OCHOBE pesybTa-
Ta Bxoaa B gomeH (Kerberos)

BO3MOXKHOCTb NOAKNOYEHUA CUCTEMbBI BXOAA OAHO-
BpemMeHHO K HeCKOJIbKMM AOMEHaM U obecneyeHusn
CKBO3HOIo Bxoga nosnb3osaTenei us3 Pa3HbIX Aome-
HOB

BO3MOHOCTb HACTPOMKMK, 4TOObI pexum Bxoaa Ha
ocHoBe ceaHca OC NpUMeHsACA TO/IbKO NPU BXoAE U3
BHYTpeHHWX ceTeli u ¢ MK, Ho He NpumeHsanca npwm
BXOAE C MOBUbHBIX MPUIOKEHNI U U3 BHE paboueit
cetn

NPOAO0NXKAETCA Ha CeaytoLelt cTpaHuLe
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Bxo4 uepes akKayHT coLManbHOM ceTh / CTOPOHHEro
NOCTaBLLMKA NAEHTUPMKALMM

CoumanbHble CeTU U BHELLHME NOCTABLNKN UAEHTU-
durKaLmm, Yepes KoTopble NoALEPKNBAETCA BOSMOXK-
HOCTb BXO4,a No/ib3oBaTenel 6e3 HeobxoamMmocTu fo-
pabOoTOK M HAaMMCAHWNA KOHHEKTOPOB:
e AHpekc, BKoHTakTe, OgHoKnaccHMKM, Mail ID,
VK ID, Apple ID, Google, Facebook?®
¢ Bxopguyepes ECUA B pexknme pnsnyeckoro anua
e Bxog yepes ECUA B pexmme npeacraButens
opraHusaumm (c BbIBOPOM OpraHusaumu npu
BXxoze)
e Bxog yepe3s ECUA B pexkume umndppoBoro npo-
dunsa
e Bxopg yepes 6aHku Cbep ID, T-ID, BTE ID, Cbep-
BbusHec ID, Anbda ID
¢ Bxopg yepe3 Mos ID (CYANP)
e Bxopg yepes CYANC

Bxog, yepes BHELWHMN NOCTaBLMK NAEHTUDMKALUMM C
noanepxkon OIDC

Bxoa, yepes BHELWHWUA NOCTaBLMK MAEHTUDUKALMUM C
noagep*kko SAML

ConocrasneHune/peructpaumsa ydyeTHOM 3anucu B
npouecce NEPBMYHOrO BXOAA 4Yepes COLMabHYIO
cetb

BO3MOXHOCTb MPUBA3KM K OAHOW YYETHOM 3anucu
Nnonb3oBaTeNAa 04HOBPEMEHHO HECKONbKUX YHETHbIX
3anucei BHELWHMX NOCTABLLMKOB

BO3MOXHOCTb MPUBA3KM K OAHON YyYEeTHOW 3anucu
BHELHEro NOCTaBLUMKA HECKO/IbKUX YYETHbIX 3anu-
celt nonb3oBaTenemn

BO3MOXHOCTb NpPOrpaMmMMpoBaHUA COBCTBEHHOTO
aNTOPUTMA NPUBA3KM YYETHbIX 3aMucel 1 ConocTas-
NeHnn atpubyTtos

BO3MOXKHOCTb COXpaHATb MapKepbl 40CTYMNa U3 BHeLU-
HUX NOCTaBLUMKOB

Bxoa Ha ocHOoBe 3aNOMHEHHOro yCTpO[/‘ICTBa

ABTOMaTHYeCKan naeHTMdUKaLmMA Nonb3oBaTens, ec-
/N OH Y)Ke BXOAMA C 3TOro YCTPOWCTBA M Cornacuaca
3aMOMHUTb CBOW BXOZ,

BO3MOXKHOCTb MO/Ib30BATENO0 OTCNEAWUTb, Ha Ka-
KMX YCTPOMCTBAX 3aMOMHEH BXOA, W BbIMTU C 3TUX
yCTpOMCTB

ABTOMATMYECKUI BbIXOA C 3aMNOMHEHHbIX YCTDOI‘/‘ICTB
npu CMEHE/BOCCTaHOBJ'IEHMVI napona nosib3oBa-
Tenem

ABTOMaTMYeCKan naeHTUdMKaLma no cBoMCcTBam cec-
cmn

ABTOMaTM4yecKan ngeHTuduKauma nonbsosaTensa no
cBoicTBam ceccuu. MNoanepnBaOTCA BCe CBOMCTBA.
ceccuu, KoTopble MoryT BbITb onpeaeneHbl 3aKasun-
KOM U npegocTasneHbl B Blitz Identity Provider. [m6-
KaA HacTpOMKa MeToAa W NOJIHAA KaCTOMMU3aLmA TeK-
cTOB UHTepdelica.

Bxog ¢ nomolbio WebAuthn, Passkey, FIDO2

BxoA, ¢ NoMOLLLbio NAaTPOPMO-HE3aBUCUMBbIX KNtOUEN
6e3onacHocTtu FIDO2

NPOA0NXKAETCA Ha ceaytoLelt cTpaHuue
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Tabnvua 1— npogoskeHue ¢ NpeablayLein CTpaHuLbl

Mpynna GyHKLMIA

PyHKLMM

Bxoa, ¢ nomouiblo NNaTtGopmMo-3aBUCUMbIX KkoUek
6e3onacHocTn Passkey / FIDO2 — Windows Hello
(nMH-KOA, oTneuaTok nanbua), Passkey, naponb mnm
Touch ID ot MacBook, Passkey, Face ID nau Touch ID
0T cMapTdOoHa UM naaHwerta ¢ iOS nam Android

Bxoa, ¢ nomolbto cmapT-KapTbl / USB Kntoua

Bxoa c nomouliblo CpeacTB KBaanMGUUMPOBaHHOM
3/1EKTPOHHOM nognucu

MNoppep:knBaemble CpeacTBa 3/IEKTPOHHOM noanu-
cn: Kpuntollpo CSP 3.9 wm Bbiwe, VipNet CSP 4.2,
Signal-COM CSP 3.0, PyTokeH, JaCarta, ISBC ESMART,
SafeNet eToken

MNoppepknBaemble nonbsoBaTenbckne OC: Windows
8.1/10/11, macOS 10.13/10.14/10.15/11/12/13,
Linux Debian 9, Mint 19, Ubuntu 18, Astra Linux 1.7,
Red 0S 7.3

MNopaep:knBaemble 6paysepsl: Internet Explorer 11,
Chrome, Firefox, Yandex, CnyTHuUK

BO3MOKHOCTb conocTaBaeHusA/peructpaLumn yyer-
HbIX 3anucell B MpoLEcce MepBMYHOro BXoAa Ha
OCHOBE AaHHbIX M3 cepTUdMKaTa KBannPULMPOBAH-
HOW 3/1eKTPOHHOW NognucK

BO3MOXHOCTb NPOBEPKN AENCTBUTENbHOCTU NOAMMK-
cn/cepTrdurKaTa BCTPOEHHbLIMU BO3MOXKHOCTAMM 10

BO3MOKHOCTb NPOBEPKMN AEUCTBUTENbHOCTU NOANM-
cu/ceptndmnKaTa yepes Bbi3OB BHELIHEro cepsuca
NpPoBEPKM

[AsyxdakTopHas ayTeHTUPUKaLMA

MNoateepXaeHne BxoAa pa3oBbiMm naponem us SMS
(SMS-wwnto3 npegoctaBaneT 3aKasunk)

MopTBepXKAeHWe BXOAa Pa3oBbiM Naposiem 13 email

MoaTBepXaeHne  BXoga  PasoBbiM  Naponem
TOTP-npunoxernnsa (RFC 6238 “TOTP: Time-Based
One-Time Password Algorithm”)

MoaTteepXaeHMe BXo4a Pa3oBbiM Naposem M3 anna-
paTHoro bpenoka. Noaaep:ka 6penokos HOTP (RFC
4226 “HOTP: An HMAC-Based One-Time Password
Algorithm”). Bpenoku npegocTtaBaser 3akasumK

MoaTeepaeHWe BxoAa Kawyom 6HesonacHocTU
WebAuthn, Passkey, FIDO2

MoaTeepaeHWe Bxoga Katoyom besonacHocTn U2F

MoaTBepXaeHna Bxoga pPasoBbiM  Maposiem B
push-yBegomneHuM B MOBGUABHOM NPUNONKEHUE
3aKasumKa (cepBuc Ansa otnpaBku push n mobunbHoe
NPUIOXKEHWe NPeaoCcTaBAfeT 3aKasumK)

MoaTsepkaeHWe BXoaa No Bxoasllemy 38oHKy (Flash
Call)

Apyroe

B0O3MOXHOCTb 3aKa3umKy camMoCToATe/IbHO 406aBUTb
cobCTBEHHbIN MeTog, ayTeHTUdMKaL MK

BO3MOMHOCTb 3aKa3uMKy CaMOCTOATE/IbHO HacTpo-
WTb BHELHWN BUA, CTPAHWLLbI BXOAA pPa3fenbHo AnA
KaXK4Oro MPU/IOXKEHUA, B KOTOPOEe OCyLLecTB/AeTca
BXOA,

MpepoctasneHne API, nossonatouwee MobuabHbIM
NPUIOXKEHUAM 3aperncTpmpoBaTtb cobbiTe BXxoga U
nosly4nTb MapKepbl 6e30nacHOCTM NpU BXo4ax C UC-
nonb3osaHnem NUH-koaa, Touch ID, Face ID

NPOAOJ/IKAETCA Ha C/ledyloLen CTpaHnLe
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pynna dyHKumMM DYHKLMM

bnoknpoBaHue yyeTHbIX 3anuceli B cnyydyae ganTtenb-
HOM HEeaKTMBHOCTU

3anpeT Ha NOBTOPHOE UCNO/Ib30BaHUE M,CI,EHTVId)MKa-
TOpa yp,aneHHon YHETHOIZ 3anncu B Te4eHne yCtaHoB-
NEeHHOro BpemMmeHu

Bo3mOXKHOCTb aHann3a reo4aHHbIX NOAb30BaTENA

Norayt

Norayt 3aBeplueHme NoAb30BaTeIbCKOM CECCUMM MPU UHULM-
MPOBaHMM NorayTa NoNb30BaTeNEM
3aBeplUeHMe NONb30BATE/bCKOW CECCUU MPU CMEHe
napona nonb3oBaTesa B APYrol Ceccum uan npu
cbpoce/BOCCTaHOBAEHUM NAPOAA NOAb30BATESNIO
OrpaHuyeHne JOMYyCTUMbIX CCbIJIOK A5 BO3BpaTa B
MPUIOXKEHMNE NoC/e YCneLwHoro aorayTa
NHdOpMUpOBaHME NPUNOKEHUI O NPOU3BEAEHHOM
eaAnHoM norayTe Yyepes 6paysep (front channel)
NHdopmMpoBaHME NPUNOKEHNI O NPOU3BEAEHHOM
eauHom norayTe yepes cepsep (back channel)

KoHTponb goctyna

KoHTponb goctyna Mposepka NpaBwa JOCTyNa Npu BXoAe Nosib3oBaTena
B NpuaoxkeHua. NpoBepKa HanMumAa y nonb3oBaTena
npas [OCTyNa, YNEHCTBa B rpynnax nonb3oBaTenen,
HaNN4YMA aTpPUBYTOB C TPEbYEMbIMM 3HAYEHUAMM
Mposepka NpaBma [OCTyNa NPW BbI30BE MPUIOXKEHW-
AMMK 3awwmuwaembix REST-cepBucoB yepes w3 bes-
onacHocTu Blitz Keeper (API Security Gateway)

YnpaBneHue akKayHTOM

Pernctpaumn HactpanBaemoe Be6-NpUNONKEHNE CaAaMOCTOATENb-
HOW peructpaumm nonb3osatenei. MoXKHO HacTpo-
UTb Habop aTpMbYTOB, 3aNONHAEMbIX NO/Ib30BATENEM
npu perucTpaumu, TpeboBaHMA K NOATBEPKAEHWIO
email/TenedoHa, HaCTPOUTL BHELLHWNIA BUA CTPAHULLbI
pervcTpaLmm, BbI30OB CEPBMCOB NPOBEPKM 3aKa3umKa
MoHO 3afaTtb pasfinyHble HaCTPOMKM
BEDO-NPUNONKEHNA  CaMOCTOATENbHOW  perucTpa-
UMM  nonb3oBaTeNa [ANA  Pa3IMYHbIX CLEeHapues
BbI30Ba perucTpaLmm
BO3MOKHOCTb BbI30BA BHELIHErO NPU/IOXKEHUA PEru-
CTpauuMmM C nepefayvert eMy KOHTEKCTa BXoAa U cBe-
[OEHWIA,NONYYEHHbIX 3 BHELUHEro NocTaBLLMKa B NPo-
uecce Bxoaa
Mo pe3ynbTaTtam yCrnewHon perncTpaumm noab3osa-
Te/lb aBTOMATUYECKN BXOLMT B NPU/IOKEHUE, NPU MO-
NbITKE BXOAA B KOTOPOE M3HAYa/bHO Hblna MHULMK-
poBaHa perucrpaums
Mposepka CAPTCHA (reCAPTCHA mau nHol cepsuc,
BblOpPaHHbIN 3aKa3uMKoM)

NPOAO/IKAETCA Ha C/IeAyIoLEen CTpaHnLe
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Mpynna GyHKLMIA

PyHKLMM

HacTpoikun 6e30nacHOCTM yYeTHOM 3anucu

Beb-npunoxkeHue, noO3BOAAIOWEE NOJb30BATENIO
YyNpaBAATb HACTPOMKamM 6e30MacHOCTM ero y4eTHoM
3anucu:
® BO3MOXHOCTb CaMOCTOATE/IbHO CMEHWTb na-
posib;
® BO3MOMKHOCTb PEAAKTMPOBAHUA HEKOTOPbIX aT-
pubyTOB, B T.4. BO3MOXKHOCTb pPeaKTUPOBaHUA
TenedoHa C NoATBEPXKAEHMEM Yepes3 Ko No
SMS 1 BO3MOKHOCTb pefiakTMpoBaHua email ¢
noaTBepXAeHNeM yepes Koa/ccbiiky no email;
® BO3MOMKHOCTb HAcTpouTb  ABYXPaAKTOPHYIO
ayTeHTUOUKaALUMNIO ANA CBOEN YYETHOM 3anucy;
® BO3MOXHOCTb MOCMOTPETH/0TPeaaKTMPOBaTL
CMUCOK 3aMOMHEHHbIX YCTPOWCTB, NpWBA3aH-
HbIX YYETHbIX 3aMMCel BHELHUX NMOCTaBLLMKOB
BXOZ43;
® BO3MOMKHOCTb NOCMOTPETb CObbLITUA Besonac-
HOCTW CO CBOEW YYETHOW 3anuchbio.

MpepnoctasneHne APl ana BO3MOXKHOCTW BCTpauBa-
HUA BCEX BblllenepeyncaeHHbix GYHKUUI ynpasne-
HUSA HacTpPoMKamu H6e30MacHOCTN YYeTHOM 3anucu B
CTOpPOHHee Beb-npuiokKeHne

BocctaHoBeHMe 3abbiTOro napona

Beb6-npunoKeHUs, NO3BONAIOLWErO BOCCTAHOBMUTb 3a-
6bITbIV NapoNb, C NOATBEPKAEHMEM email unan Tene-
¢doHa

JononHuTeNbHblE NPOBEPKU NPW BOCCTAHOBAEHUM
napons OT y4eTHOM 3anucK, 41 KOTOPOW BK/IOYEHA
OBYXPaKTOpHaA ayTeHTUOMKaUUNA

Mo pesynbTaTam yCnewHoro BOCCTaHOBAEHMS Mapo-
/19 NONb30BaTE/Ib aBTOMATUYECKM BXOAMT B MPU/IOXKE-
HWe, NPY NONbITKE BXO4A B KOTOPOE M3HAYaNbHO Bbl-
N1a UHULMUPOBaHa NpoLeaypa BOCCTaHOBNEHUSA

Mposepka CAPTCHA (reCAPTCHA unn nHon cepsuc,
BblIBPaHHbIN 3aKa3uMKoM)

[elcTBUA C y4eTHOW 3anUCbIo B MOMEHT BX0Z_a

BO3MOXHOCTb B MOMEHT BXOJa 33aJaTb HOMep Te-
nedoHa (ecnn oTcyTCTBYET) B YYETHOW 3anmcu Uam
NoATBEPAMUTb aKTyaslbHOCTb TenedoHa (ecnu Hacrty-
MW CPOK HEOBXOAMMOCTU NOATBEPIKAEHUA aKTyaNb-
HOCTK)

BO3MOMKHOCTb B MOMEHT BXOAa 33aJaTb HOMep Te-
nedoHa (ecan oTcyTcTByeT) B yYeTHOM 3anucu uam
NnoATBEPAMUTb aKTyanbHOCTb TenedoHa (ecan Hacrty-
MW CPOK HEOBXOAMMOCTU NOATBEPKAEHNA aKTyalb-
HOCTK)

BO3MOXKHOCTb B MOMEHT BXOAa 334aTb afapec 3/ekK-
TPOHHOM MOYTbI (ecn OTCyTCTBYET) B YYETHOW 3a-
NMUCU UK NOATBEPAUTb aKTyaNbHOCTb ajpeca 3/ekK-
TPOHHOM NOYTbI (€CAN HACTYMUA CPOK HeobXoaAnMO-
CTW NOATBEPKAEHMUA aKTyasIbHOCTH)

BO3MOMHOCTb B MOMEHT BXOZAa BbiNycTuTb Passkey
(HacTpownTb BXx0g no Face ID / Touch ID)

BO3MOXHOCTb NOKa3aTb NoJib30BaTeN0 06bABNEHNE

Bo3moKHOCTb 3anpocuTb ¥ N0/Ib30BaTeNA cornacue

NPOAO/IKAETCA Ha C/eAyIoLEen CTpaHnLe
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Mpynna GyHKLMIA

PyHKLMM

B0o3MOXKHOCTb 3anNpOoCUTb Y NOAb30BaTeNA 3anoJsiHe-
HWe TeKCToBOoro anM6yTa

BO3MOHOCTb B MOMEHT BXOZ,a 3a/,aTb KOHTPO/IbHbIN
BOMpPOC

BO3MOKHOCTb BCTPOUTL COBCTBEHHbIN
6u3Hec-npouecc B3aMMOAENCTBMA C MONAb30Ba-
TeleM B MOMEHT BX0O4a B MPUIoXeHne (Hanpumep,
BbIBECTM MO/b30BaTeNO UHOPMaLMOHHOE COo06-
LEeHNEe B KaKMUX-TO CUTYyaLMAX UAU 3aNPOCUTb YTO-TO
BECTH)

MaponbHblie NOAUTUKM

MpoBepKa Naposas Ha COOTBETCTBME MapPOsIbHOM Mo-
NIUTUKE: MUHUMaNbHaA AanHa, TpeboBaHuA K anda-
BMTY, 3aNpeT CNOBapHbIX Naponei, 3anpeT NosTopa
naposier, NpoBepKa CPOKa AeNCTBUA Naponem

PacwmpeHHble BO3MOXHOCTU

Kactomusauma norvkv paboTbl C NOMOLLLbIO NPOrpam-
MUWpPOBaHMA Ha Java

3apaHuve npasua BXoAa Nonb3oBaTeseil B NPUIoKe-
HUWA NOCPEeACTBOM NPOLEAYP BXOAA U perncTpaLmm

KacTtomum3auma onepaumii ¢ XpaHWAMLLAMU AaHHbIX

MOHWUTOPWHT N ayant

OnoselleHUA Nonb3oBaTenei o cobbiTuax 6esonac-
HOCTU

OnoBeleHne noab3oBatenen o cobbiTuax besonac-
HOCTW C UX YYETHbIMM 3aNUCAMM: BXOA, C HEOBbIYHOTO
YCTPOICTBA, UBMEHEHME Napons (cam CMeHUN, agMn-
HUCTpaTop COPOCKA, CMEHa B pe3y/ibTaTe BOCCTaHOB-
IeHNA Napons), NPMBA3Ka y4eTHOW 3anucu coupnanb-
HOW ceTu, BKNtoYeHune/BbikntoueHne AsyxpaKTopHOM
ayTeHTMdMUKaumm

BO3MOXHOCTb HacTpouTb Habop cobbITuiA onoBelle-
HMA N TEKCTbI onoselleHnit gna SMS un ana email

Perncrpauus cobbiTnin 6esonacHocTH

Pervctpaumsa ycnewHblX M HeycrnewHbIX CobbITUi
6€30MacHOCTM C YY4ETHOWM 3anunCbio: COObITUA BXOAA,
perucrpaumm, MU3SMeHeHUsa HacTpoeKk 6e3onacHocTy,
BOCCTaHOB/IEHUA NaponA. [Lo/KHbI PerncTpupoBaTb-
CA KaK AeNCTBUA, UHULMMPOBAHHbIE NOIb30BaTENEM,
TaK M AeNCTBMA, UHULMUPOBAHHbIE aAMUHUCTPATO-
pom

Pernctpauma ycnewHbiX M HeycnewHblX cobbITUi
6€30MacHOCTN C YYETHOM 3anucblo: cobbiTUS BXOAa,
perucTpauum, MU3SMeHeHUs HacTpoeKk 6esonacHocTy,
BOCCTaHOB/IEHUA napona. [lo/KHbI PerncTpnpoBaTb-
CA KaK AeNCTBUA, NHULMNPOBaHHbIE NOb30BaTENEM,
TaK U AeACTBUA, UHULUMUPOBAHHbIE aAMUHUCTPATO-
pom

ConocrasneHue |P-agpecam reogaHHbIX B COBbITMAX
n ysegomnenusx (64, 8 popmate mmdb c reogaHHbI-
MU NpesocTaBafeT 3aKas3umK)

NHTepdeic agmuHncTpaTopa 418 noucka/mpocmor-
pa cobbITnin 6esonacHocTU

3anucb cobbiTniA 6esonacHocTu: B B, B nor-¢ainn, B
Kafka

MoHUTOPUHT

BO3MOXKHOCTb B MOMEHT BXOZa MO/b30BaTeNA Bbl-
3bIBaTb CUCTEMbI COOPa METPUK U CTAaTUCTUKK, aHTU-
¢dpopg cucteml

NPOAO/IKAETCA Ha C/edyloLe CTpaHnLe
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Mpynna GyHKLMIA dyHKUMN

BO3MOXHOCTb OCYLLECTBAATb MOHWUTOPUHT KOMMO-
HEHT W3 BHELWIHEW CUCTEMblI MOHMTOpWHra (Zabbix
n aHanoru). MpepoctaBneHne MeTpuK B dopmate
Prometheus

LWWabnoHbl pawbopaa Grafana w  job-3agaHua
Prometheus B nocTaBke

Ouepegm Bo3moxkHOCTb nepegasaTtb B ovepenb RabbitMQ co-
6bITUA, CBA3AHHbIE C YY4ETHbIMM 3aNUCAMM NO/Ib30BA-
Tenewn u rpynn gocrtyna
Bo3moxKHOCTb Nepenasath B ouepeapb Kafka cobbitma
6e3onacHocTH

AOMUHUCTPUPOBaAHUE

NPOAONXKAETCA Ha cleaytoLelt cTpaHuLe
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Mpynna GyHKLMIA

PyHKLMM

AOMUHUCTPUPOBaHUKE

Beb6-npunoxKeHme agMMHUCTPMPOBAHNA:

3a/laHNe HACTPOEK MOAKIOUYEHHbBIX NPUIOKe-
HWUI (NapameTpbl NPUNOKEHUI, pa3peLleHHble
peXnMbl B3aMMOAENCTBUA, NPaBMAa KOHTPONA
poctyna)

HacCTpoliKa aTpubyToB Nosb3oBaTenel u cono-
CTaBfeHWe aTpPUBYTOB XPaHWIMLLAM YYETHbIX
3anucen

HaCTPOWMKa NOAK/MIOYEHUNA K XPaHUAULAM y4eT-
HbIX 3anucei Ha ocHose LDAP

HacTpoOMKa MNOAK/IIOYEHUA K MPOU3BO/bHBLIM
XpaHuAuwam (4epes npenocTaBNeHHbIN 3a-
Ka3uMKOM cepBMucC)

noafdepka  paboTbl  OAHOBPEMEHHO  C
HECKO/IbKMMU  XPaHWUIMLLAMM  YYETHbIX 3a-
nucem

HacTpoiKa MeTof4oB MAaeHTUdUKaUMKU/ayTeH-
TUPUKALMMN U BHELUHWUX NMOCTABLLMKOB BX0Aa
HacCTpoWKa nogkaoyeHus Kk SMTP-cay:kbe u K
SMS-wnto3y

noAJep:Kka posieBoro AocTyna Ans BXo4a B
BEB-NPUNOKEHNE aAMUHUCTPATOPA. BO3MOXK-
HOCTb N5 Pa3HbIX NONb30BaTeNel 334aTb pas-
HbIi Habop AOCTYNHbIX AEUCTBUI

ynpaB/eHne HaCTPOMKaMu BebO-MPUNOKEHUN
peructpauum, ynpaBneHua HacTpolikamu 6es-
0NacHOCTWU, BOCCTaHOB/IEHUSA Napons
aAMUHUCTPUPOBAHUE YHETHBIX 3anucei Nosb-
3oBaTesieit (NOUCK, MPOCMOTP, ynpasaeHue
aTpubyTamn, HacTpohKamu ABYXPAKTOPHOM
ayTeHTUOUKALMM, NPUBA3KAMU 3aMOMHEHHbIX
YCTPOMCTB U COUMAJIbHbIX CETEN, 3aNOMHEH-
HblXx 6pay3epoB nosb3oBaTensn, cbpoc ceccui,
cbpoc naponsn, 6ao0KuposBaHue/pa3bNoOKUpO-
BaHMeE YYEeTHOI 3anucK, ynpasaeHme Knovamm
6e30MacHOCTM, ynNpaBNeHUe UNEeHCTBOM B
rpynnax nosib3osatenei, HasHadeHue/oT3biB
npas gocryna)

aAMUHUCTPUPOBAHWE TPYMN MOAb30BaTENEN,
ynpaBneHWa YNEHCTBOM MO/b30BaTeNe B
rpynnax

HacTpoOWKa BHELIHEero BMAA CTPaHWUL, BXo4a B
NPUNONKEHUA

npocMoTp M UNbTpaLmMa 3aperncTpupoBaH-
HbIX CObbITUI Be3onacHoCTM

BO3MOXHOCTb BXO4a B BeG-MpUNoOXKeHWe aa-
MUWHUCTPUpPOBaHUA Yepes SSO

NHTepdeinc agmmHUCTpaTOpPa Ha PYCCKOM U aHI/IUIA-
CKOM fi3blKax

Bo3moXKHOCTb AO6aBIIEHMf-I nepesoaoB Ha AONONAHU-
Te/IbHble A3bIKN

1 Meta npusHaHa 3KCTPEMUCTCKOM OpraHM3alimeit u 3anpelieHa B Poccuu, AeaTebHOCTb MPUHAA/exalLmMX eii coll.ceTeii Facebook u

Instagram Tak:e 3anpeteHa B PP.
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MaBa 9

AlononHutenbHble cBegeHuA

9.1 PekomeHgauumn ®CTIK

Huxe npueeaeHbl pekomeHaaumMm nNo obecnedyeHunio 3awmuTbl MHGopmaLun cornacHo TpebosaHnam GCTIK.

9.1.1 UpgeHTUMKaLMA U ayTeHTUPUKaALMA Cy6BEKTOB U 06beKTOB goctyna (MAD)

UA®.1
NaeHTudMKauma n ayteHTUdMKaLMa nonb3oBaTenen, ABAAWMXCA paboTHMKaMM onepaTopa
PekomeHAaaLMaA No HACTpoOKe:
o Hacmpoumbe memoOdsl aymeHmugukayuu rnosas3osameseli (cTpaHuua 83).
o [1nA aAMMHUCTPATOPOB KOHCO/M YNpaBAeHUsA Hacmpoums exo0 Yepe3 Blitz (ctpaHuua 405).

e HacTpouTb Yepes npoueaypbl BX04a 419 aAMUHMUCTPATOPOB U NoNb30BaTee mpebosaHUsA K NPoxoxcde-
Huto 08yxgpakmopHoli aymeHmugukayuu (cTpaHuua 266).

® 3adameb (cTpaHuua 238) 414 NOAKNOYAEMbIX MPUNOKEHUN client_id U client_secret.

NnAd.3

YnpasneHue naeHtMdrMKaTopamm, B TOM YUC/1e CO34aHNE, NPUCBOEHNE, YHUUTOXKEHWNE OEHTUDUKA-
TopoB

PeKkomeHaauma No HacTpomnKe:

* 3a0amb ampubym (cTpaHuua 69), KOoTopbl ByaeT MCNo/b30BaThCA B KayecTse UAeHTUGUKATOpa y4eTHOM
3anucu.

* HacTpouTb 3anpeT Ha Mo8mopHoe UCMnosb308aHUe UdeHMUpUKamopa nocse yoaneHue yyemHol 3anucu
(cTpaHuua 357) n 6s10KUpoBaHUe HeaKMUBHbIX yYemHsix 3anuceli (cTpaHnua 356).

NAd.4

YnpasneHue cpeacTBamu ayTeHTUdMKaAL MK, B TOM YUC/e XPaHeHWe, BblAada, MHULManumsauma, 6no-
KMpOBaHWe CPesCTB ayTeHTUPMKALIMM U NMPUHATUE Mep B Caydae yTpaTbl U (Man) KomnpomeTaumm
cpeacTs ayTeHTUPUKaLmum

PekomeHgaumaA no HacTpomke:
* YcmaHosums (cTpaHunua 335) NaponbHYO NONUTUKY.

* Ynpaeaame (cTpaHuua 212) yyeTHbIMM 3aMMCAMM NOJSIb30BaTENEN.
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NA®.5
3alwmTa 06paTHOM CBA3WN NpPU BBOAE ayTEHTUDUKALMOHHON MHPOPMaLUM

CneumanbHas HacTpoKKa He TpebyeTca.

NAD.6

NaeHTUGUKaumMA U ayTeHTUOUKALMA Nob3oBaTesnel, He ABAAIOWMXCA paboTHMKaMK onepaTtopa
(BHewWwHUX nonb3oBaTtenei)

PekomeHgaumaA no HacTpomke:

* HacTpouTb BXxofA 4Yepes BHeLWHWe NocTaBWUKU naeHTudukauum: ECUA, CYANP (ctpannua 191), dpyeas
ycmaHosKa npodykma (cTpaHuua 195).

9.1.2 VYnpasneHue gocTynom cybbekToB K 06beKTam gocryna

yna.1

YnpasneHue (3aBe,CI,EHVIe, aKThBauuAa, 6J'IOKM|OOBaHVIe n yHM‘-ITO)'KEHMe) YY4E€THbIMU 3aNNUCAMU NOJIb-
30BaTesiell, B TOM YMCae BHELWHWUX NOMb30BaTeNeMn

PeKkomeHAaaLmMA MO HAaCTPOMKe:

¢ pu He0BXOAMMOCTMN pasaeNneHuUn yUeTHbIX 3anunceit Ha BHeLWHWe N BHYTPeHHUe 3a8ecmu (CTpaHuua 65)
aTPMBYT C TMMOM YYETHOM 3anNncK  Hacmpoums (CTpaHWLA 266) NOAUTUKY AOCTYNa NoAb30BaTeNeN B Npu-
NOMKEHMSA.

e [1ns BpEMEHHBIX YYETHbIX 3anucelit Hacmpoums (cTpaHuua 407) npaBuaa 610KMPOBaHMSA BXoAa MO UCTeYe-
HUMe CPOKa AeNCTBUA 3anncent.

¢ 1A MCNonb30BaHMA GYHKUMIA paboTbl C rpynnaMu nonb3osaTenein Hacmpoums (cTpaHuua 224) rpynnbl
nonb3oBaTeneu.

* Ynpasename (cTpaHuua 212) yyeTHbIMM 3aMUCAMM Yepe3 KOHCO/b YNpaBaeHus.

yna.2

Peanusauus HeobxoaMMbIX METOA0B (AMCKPELIMOHHbIA, MaHAATHbIN, POAEBOI AN UHOW MeToA), TU-
nos (4TeHue, 3aNUCb, BbINOJAHEHME UAN MHOM TUMN) U NPaBUA pa3rpaHUYeHna 4oCTyna

PeKkomeHAaaLmMA MO HAaCTPOMKe:
e HacTtpoutb npasea docmyna (cTpaHuua 335), paspelleHus.
* YCTaHOBUTb paspeweHus npusaoxceHuli (ctpaHuua 247).
¢ HactpowuTb wnto3 6esonacHocTy.

e Hactpoutb ampubymel nosnv3osamereli (cTpaHuua 65) u 2pynnsi noas3osameneli (ctpaHunua 224), npoye-
Odypbl 8x000a 8 npusoxceHus (cTpaHnua 266).

ynp.4

PasgeneHne nonHomounii (poneit) nonb3osatenei, agMMHUCTPATOPOB M AnL, obecneynBatoLLmX
$YHKUMOHMpPOBAHME NHDOPMALMOHHOM CUCTEMBI

PekomeHAaaLmMA NO HAaCTPOIKe:

e Mcnonb3oBaTb CePBUCHI USMEHEHMUA anM6yTOB, BK/IIOYEHUA U UCKIOYEHWSA NOSIb30BaTesIEN B rpynnbl, Ha-
3Ha4YeHnA U OT3blBa NpaB A0CTyna.
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yna.s

HasHaueHne MMHMMaNbHO HEOOXO4MMbIX NMPAB U NPUBUAETUIA NOSb30BATENAM, aAMUHUCTPATOPAM
W Muam, obecneymsaownm GYHKLNMOHUMPOBAHUE MHOOPMALLMOHHON CUCTEMBI

PekomeHaaLmA No HacTpoWKe:
* HaszHayame (cTpaHuua 63) poan agMMHNCTPATOPOB.
* Ynpaeaame (cTpaHuua 212) aTpnbyTamm nosb3oBaTenem.

e HasHauaTb nNpasa 4OCTYNa C UCMO/b30BaHNEM CEPBUCOB.

yna.6

OrpaHunyeHne HeycnewwHbIX NOMbITOK BXoAa B MHGOPMALMOHHYI0 cucTemMy (gocTyna K MHGopmaLm-
OHHOI cucTeme)

PekomeHAaaLmMA NO HAaCTpOKe:

* Hacmpoumo (cTpaHumua 95) NONAUTUKY OrpaHMYEHMA YMCAA MONbITOK BXO4A C nocseayowmm 61oKMpoBa-
HUEM YYETHOM 3anumcu.

yna.7

MpepynpexaeHne NoNb30BaTeNA MPU ero Bxoae B UHGOPMaALMOHHYIO CUCTEMY O TOM, YTO B MHOP-
MaUMOHHOM cucTeme peanm3oBaHbl Mepbl 3aWUTbl MHPOPMaLMK, M 0 HeobXxoaMMmocTH cobatoaeHus
MM YCTaHOB/IEHHbIX ONEPaTOPOM NpaBua 06paboTKM MHPOopPMaLUM

PekomeHgaumaA no HacTpomke:

* HacTpouTb gns NpUIOKEHWU SKPaH cornacua nonb3osatens: cm. Hacmpolika OAuth 2.0 u OpeniD Connect
1.0 (cTpaHuua 247), oauth-common, Hacmpoliku mekcmos uHmepgelica (cTpaHuua 325).

yna.s

OnoselleHVe N0Nb30BaTENA NOC/E YCMELHOro BXoAa B MHGOPMALIMOHHYIO CUCTEMY O ero npeablay-
Lem BXoAe B MHGOPMALMOHHYIO cUCTEMY)

PekomeHZauma No HacTpoMKe:

e Hacmpoume (cTpaHunuya 209) aocTyn K ayauTy no cebe ans nonb3osBartesei.

yna.o

OrpaHunyeHne Yyncna napaaienbHblX CeaHCoB AOCTYNa ANA KaXKA0W YYeTHOM 3anucu nonb3osartens
MHPOPMaLMOHHOM CUCTEMBI

PekomeHZauma No HacTpoMKe:

e Hacmpoume (cTpaHuua 407) NOAUTUKY OFPaHUYEHUA YNCAa NapannebHbIX CeaHCOoB.

yna.10

BNIOKMpPOBaHMe ceaHca A0CTyNa B MUHGOPMALMOHHYIO CUCTEMY NOC/Ie YCTaHOBAEHHOTO BpeMeHu bes-
AencTBUA (HeaKTMBHOCTK) NONb30BaTENS UM MO ero 3anpocy

PekomeHZaLma No HaCTPOMKe:

e Hacmpoume (cTpaHuua 83) nepuom, HEaKTUBHOCTMU.

9.1.3 Peructpaums cobbiTuit 6esonacHoctn, ayaut (PCb, Ay4)
PCB.1

Onpepenenune cobbitnin 6e30NacHOCTH, NOANENKALLMX PErUCTPALUMN, U CPOKOB UX XPaHEHUA

CneumanbHana HacTpoiKa He TpebyeTca.
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PCb.2, AVA.4

OnpegeneHve COCTaBa U COAEPMHKAHUA MHPOPMALLMM O COBbITUAX BE30NACHOCTU, NOANENKALLNX PEru-
cTpaumm

CneumanbHana HacTpoiKa He TpebyeTca.

PCB.3

C60p, 3anncb N XxpaHeHne VIHd)OpMaLI,VIVI 0 cobbITMAX 6e30NacHOCTM B TeYEHUE YCTaHOBJIEHHOIO Bpe-
MeHWU XpaHeHnA

PekomeHAaLmMA NO HAaCTPOIKe:

e [Ipocmomp (cTpaHuua 424) cobbiTnin 6e3onacHOCTU NepUoANYECKN OCYLLECTBATL B KOHCOM YNpaB/ieHus.

PCB.4, AVA.8

PearvpoBaHue Ha cb6ou npu perncTpaumm cobbiTmin 6€30NacHOCTM, B TOM YMC/ie annapaTtHble 1 Npo-
rpammHble OLNBKK, cbon B MexaHM3Max cbopa MHPOPMaLLMK U SOCTUKEHWNE Npeaena v nepenon-
HeHua ob6bema (eMKocTU) NamsaTn

PeKkomeHaauma No HacTponKe:

e [Ipocmomp (cTpaHuua 428) *KypHanos cobbITUI Ha NpeaMeT BO3HMKHOBEHMA OLWNBOK.

PCb.5, AvA.7

MOHUTOPUHT (NPOCMOTP, aHaNn3) Pe3ynbTaToB perncTpaumm cobbiTuii 6e3onacHoOCTM U pearMpoBsa-
HWE Ha HUX

PekomeHAaLmMA NO HACTPOIKe:

¢ [Ipocmomp (cTpaHuua 424) cobbiTnin 6e3onacHOCTU NepUoOANYECKN OCYLLECTBAATL B KOHCOM YNpaBieHus.

PCB.6, AVA,3

[eHepupoBaHME BpEMEHHbIX METOK U (M) CUHXPOHMU3aLMA CUCTEMHOTO BpeMeHM B MHGOPMaLMOH-
HOW cucteme

PekomeHAaaLmMA NO HaCTpoOKe:

* [pu yctaHoBKe MO ckoHOUIypupoBaTb MCNOAb30BaHME CEPBUCA TOYHOTO BpemeHu (NTP).

PCB.7, AYA.6
3awmTa nHdopmaLmm o cobbiTnax 6esonacHOCTH
PekomeHAaaLmMaA NoO HAaCTPOMKe:

e Hacmpoums (cTpaHunua 10) pesepsHoe KonuposBaHue CYB/]

PCb.8, AYA.9

ObecneyeHne BO3MOXKHOCTM MPOCMOTPA U aHaNM3a MHPOPMALIUM O AeACTBUAX OTAENbHbIX NOb30-
BaTesiei B MHGOPMALMOHHOM cucTeme

PekomeHZaLMa No HaCTpOMKe:

¢ [Ipocmomp (cTpaHuua 424) cobbiTnin 6e3onacHOCTU NePUOANYECKN OCYLLECTBAATL B KOHCOM YNPaBAeHus.

9.2 Pexxumbl paboTbl

Pexkum ¢pyHKUMoHMpoBaHus Blitz Identity Provider

24 vaca/7 gHelt B Hegento.
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MepuroAbl NMKOBOIT HarpysKu

3aBUCAT OT rpadnKa paboTbl, MPUHATOrO BHYTPU KOMMNaHMM, HO 06bI4HO 3T0 MHTepBan 9:00 — 18:00, noHeAeNbHUK
— NATHMUA.

MpoAoNKNUTeNbHOCTb CEPBUCHOTO OGCHY)I(VIBaHMil

5 yacos B mecauy,

MpegnouTuTenbHbI MHTEPBaN CEPBUCHOrO 06CNY>KUBAHUA

21:00 - 6:00.

MepnogUyHOCTb U CPOKM NpPOBeAEeHUA peramMmeHTHbIX pabor Ha cepeepax LOJ onepatopa Blitz Identity
Provider

e exeaHeBHO: ¢ 22:00 go 22:20 — cb6op CTaTUCTUKM, aBTOMATUUYECKMIA aHanu3 sql-3anpocos;

* exegHeBHO: ¢ 02:00 go 03:00 — 06HOBNEHWE aHANIUTUYECKMX AaHHbIX B C/ly4ae B3aMMOAENCTBUSA C UHDOPp-
MAUMNOHHbBIMM CUCTEMAMMU;

e exegHeBHO: ¢ 3:00 oo 5:00 — pe3epBHOE KONMMPOBAHME AAHHbIX;
¢ nepuoanyeckun: ¢ 19:00 go 21:00 — nnaHoBble PabOTbI, yCTaHOBKA NepUoANYEeCKUX OOHOBNEHUIA;

* NepuMoanyecku: No HeobXxoaMmocCTH — Npoyne paboTbl N0 MacCOBOMY U3MEHEHMIO AaHHbIX (BblBEPKA AaH-
HbIX, NpuBeaeHne GOPMaTOB K e4MHOMY BUAY U T. N.) — NOC/Ne NpeABapUTENbHOIO COrNacoBaHua ¢ obcay-
YKUBAIOLWMM MEePCOHANOM, BbIMONHALWMM GYHKLUN aaMUHUCTPUpPOoBaHMA Blitz Identity Provider.

PeXXnumbl GyHKLUOHMPOBAHUA
® LUTATHbIN PEXNM, B KOTOPOM KOMMOHEHTbI MCMPABHO BbIMOJ/IHAIOT BCE CBOW OCHOBHbIE GYHKLMUK;

® CEPBUCHBIN peXnM, B KOTOPOM NPOBOAATCA peKoHPUrypaLms, 06HOBNEHUS NPOrPaMMHOro obecneyeHus
(manee — NO) n npodunaktTnyeckoe o6CyRNBaHNE;

® aBapPUIHbLIN PEXKUM, B KOTOPOM OAMH UM HECKONIbKO KPpUTUYECKNX KOMMOHeHTOB Blitz Identity Provider He
BbIMOMHAIOT CBOM GYHKLUMN.

@ BaxHo

[Ons obecneyeHuns WTaTHOrO pexuma GyHKUMoHMpoBaHuA Blitz Identity Provider Heob6xoanmo BbINONHATb
TpeboBaHWA 1 BbIAEPKMBATL YCA0BUA 3KcnayaTaumm MO M KOMNNEKCA TEXHUYECKUX CPEACTB, YKa3aHHble B
COOTBETCTBYHOLLMX AOKYMEHTAX (TEXHUYECKAA AOKYMEHTALMA, MHCTPYKLMM MO SKCNayaTaumm U T. 4.).

B cepBucHoOM pexunme dyHKUMOHUpoBaHus Blitz Identity Provider obecneunBaeTca ocTyn ynosHOMOYEHHbIX pa-
60THMKOB A4N1A NPOBEAEHUA ChefyoWnX paboT:

® pernameHTHoe 0bcnyKmnBaHue obuiecuctemHoro U npuknagHoro MO, 6a3 gaHHbIX;
* 06HOBNeHue Bepcuii MO n 6a3 AaHHbIX;

® BOCCTaHOB/IeHWe nocse cboeB 1 aBapUNHBIX CUTYaLLUIA;

* npoBepka GpyHKUUIA MOHUTOPUHTA;

® MHble paboTbl, Heobxoanmble ana dyHKUMoHUpoBaHua Blitz Identity Provider B cooTBeTcTBMM € TpeboBa-
Hnamun T3 1 YT3, cornacoBaHHble C 3aKa3yMKOM.

A\ Npepynpexaenne

Mpu HaxoxkaeHuu Blitz Identity Provider B cepBUCHOM pernme BO3MOMKHO OrpaHUYeHme gocTyna noab3oBa-
Tenemn K cucteme, HEKOTOPbIM Moaynam n/unmn byHkumam Blitz Identity Provider.
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ABapuiiHbIN peXMM GYHKLMOHMPOBAHUA XapaKTepm3yeTca OTKa3OM OAHOIO UM HECKONbKUX KPUTUUYECKUX KOM-
NMOHEHTOB MPOrPAMMHOrO U (M1K) TexHUYecKoro obecneyeHus.

A\ Npeaynpexaenne

MpKn HaxoXKAEeHWM B aBapUIMHOM pexmnme 40CTyn nonb3osatenei K Blitz Identity Provider 6yaet HeBo3MOKeH.

YNoAHOMOUYEHHbIM PaboTHUKaM M/MAKM agMUHUCTPATOPaM HeobXoAMMO BYAET BbINOAHUTL KOMMIEKC MEPONpPU-
ATMIA NO YCTPaHEHUIO NPUUYKUHbBI Nepexoaa Blitz Identity Provider B aBapuitHbIi pexkum.

9.3 Mpoueaypa npuemku ceptuduumposaHHoi noctaBku Blitz Identity
Provider

Mpu nonyyeHnn noctasku NO Blitz Identity Provider Heobxoanmo NPoBeCTM NPOBEPKY KOMMIEKTHOCTU NMOCTaBKM,
NpoBepuTb MapKnpoBKy MO 1 NpoBepUTb LLENOCTHOCTb NONYYEHHbIX paiioB.

1. AAMMHUCTPATOP NPOBOAUT NPOBEPKY KOMMNEKTHOCTU KOMMNOHEHTOB NOCTaBKM C pa3genom «Komnnekr-
HOCTb NocTaBku» B dopmynape - Taba. 4.1.1 unm tabn. 4.1.2 B 3aBUCMMOCTM OT BUAA NOCTABKMU.

2. AgMUHUCTPATOP NPOBOAUT NPOBEPKY MAPKMPOBKM MNOCTaBKM TOBapa - CEPUMHBIA HOMep NPOAYKTa U HO-
Mep napTum B GopmMynape AO0KHbI COBMNaAaTb C HOMEPaMM Ha GU3MYECKOM HOoCUTeNe UK B cepTudUKaTe
COOTBETCTBUA.

3. AAMUMHUCTPATOP AO/IKEH NPOBECTM PACYET KOHTPONbHbLIX CyMM (ainioB O6GHOBNEHWUI C UCNONb30BAHNEM
nporpammbl «®UKC UNIX 1.0» no anroputmy «YpoBeHb 3», CPaBHUTb KOHTPO/IbHbIE CYyMMbl GpalinoB 06-
HOBNEHWI C yKa3aHHbIMU B MpunoxkeHnn 1 n MpunoxeHunn 2 Kk Gopmynapy.
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