Jira

Jira (https://www.atlassian.com/ru/software/jira) — 3170 Beb-nnaTdopmMa ynpaBieHns npoekTamum
018 N1aHUPOBAHUSA N OTCNEXNBAHNSA PaboThl KOMaHA,.

MookntoyeHune Jira K Blitz Identity Provider BeinonHaeTca no npoTokosy OpenID Connect n coctonTt
13 ABYX 3Tanos.:

e OTan 1. HaCTpoOnKKN Ha CTOPOHe Jira
e DTan 2. HacTponkun Ha cTopoHe Blitz Identity Provider

Ba>xHo:

B MHCTpYyKLMK ONS MpMMepa YKa3aHo, YTO Jira pacrosioXXeHa Ha JOMEHE https://jira.company.com, a
Blitz IDP ycTaHOB/IEH Ha OOMEHE https://login.company.com. YTOYHUTE BalLlX agpeca nepen
NPUMEHEeHNEM NHCTPYKLMN.

dTan 1. HacTponkn Ha CTOpPOHe Jira

NMpumeuaHue:

B Jira oTCyTCTBYET BCTPOEHHaA Noaaep>XKa 04HOro nogkato4eHns. s 3Toro Hy>KHO
NCNONb30BaTb MNaarnH. Huxe B MHCTPYKLUUM ONMCAHO NOAK/OYEHME Ha NpuMepe naaruHa
Kantega SSO Enterprise.

BbimonHuTe cneayouwme oencTeus:

1. YctaHoBuTe nnarnH Kantega SSO Enterprise. [119 3Toro B HacTporkax Jira nepengure
B Manage Apps 1 yCTaHOBUTE MJjarvH.
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2. B Kantega SSO Enterprise nepengute B pasgen ldentity Providers. Haxxmnute Add new
identity provider v Bbibepute Other.
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3. B oTKpbiBwEMCS OkHe BbibepnTe OpenlD Connect n HaxxmuTe Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

Select protocol for SSO integration

SSO protocol SAML
© OpenlD Connect

© What is the difference between SAML and OpenlD Connect?

SAML and OpenlD Connect (OIDC) are both identity federation technology. SAML is XML-based, while OIDC is built on top of
OAuth 2.0 with JSON and REST. They are both mature and secure protocols for setting up SSO to JIRA, and work on both desktop

clients and mobile apps.

More info about SAML and OpenlID Connect

4. BbibepuTe HACTPOMKKM MO BallMM noTpebHocTAM. Hanpumep, Create accounts on-the-fly .

Haxmnte Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

User accounts

Users are matched with user accounts in JIRA when they log in

Will accounts pre-exist? Accounts already exist in JIRA when logging in

This expects all users' accounts to be present in one of the configured user directories.

© Create accounts on-the-fly for non-existing users when they login

Use Just-in-time provisioning to create a user account using the name and email address provided by the identity provider.

Default groups groupl, group?2

A comma-separated list of groups. Users will be assigned to the default groups when they do a login through Other.

5. Ha cneaytowem ware opmupyetcsa URL Bawen Jira, KoTopbii He06X04MMO CKONMPOBaTb
n nobasuTb B Blitz IDP BO BTOpOM 3Tane. Haxxmute Next.
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6. Oanee seegute Discovery URL. Hanpumep, https://login.company.com/blitz/.well-known/openid-
configuration . HaxxmuTe Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

Metadata import

Discovery URL:  https://login.company.com/blitz/.well-known/openid-configuration

OpenlD server publishes metadata at a well-known discovery URL, returning a JSON listing of the OpeniD/OAuth endpoints,

supported scopes and claims, public keys used to sign the tokens, and other details.

© Discovery URL hint

https:/ /{identity server}/.well-known/openid-configuration

Back Save draft

7. 3anonHnTe cnegyowme nona n Haxxmmte Next:

o Identity provider name: yka>xnte Ha3BaHue CepBuca ayTeHTUOMKaLNN, KOTOpoe
byneT otobparkaTbCs B HacTponKax Jira. Hanpumep, Blitz .

e Scopes: yKaxxute HeobxoanMble paspelleHnsa A4ss nosyy4yeHna gaHHbIX. Hanpumep,
obs3aTesIbHbIN SCOpe openid WU CTaHAAPTHbLIN scope profile .

Add Identity Provider

Protocol Users Prepare Import Location  Secrets Summary

SSO Integration

Identity provider name  Blitz

Set a name for your identity provider (IdP). Typically the IdP organization name.

Scopes  openid x profile x v

Set scopes you want to request from your identity provider (IdP). If your desired scope is not in the list, start writing to add your

own.

Back Save draft

8. Ha cnepgytowem ware 3anosiHATe nonsa u Haxxmnte Next:
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e Client ID: jira.company.com
e Client Secret: 3agante cekpeTHbIN KoY gns 6esonacHoOM ayTeHTUpUKaLnm

NMPUNIOXXeHNA.

Add Identity Provider

Protocol Users Prepare Import Location Secrets  Summary

Credentials

Copy / paste client id and secret from the administration console of your identity provider into the fields below.

Client ID:  jira.company.com

Client Secret: * sk %

Back Save draft

9. Ha cnepgytowem Liare npoBepbTe BBeAEHHbIEe AaHHble U Ha)xxMuTe Finish.

JTan 2. HacTtponkn Ha cTtopoHe Blitz
ldentity Provider

B kKoHconu ynpasneHusa Blitz Identity Provider nepengnte B pa3gen MpuUno>XeHus 1 BbIMOJIHUTE

cnepywouime nencTBuUs:
1. Co3panTe HOBOE NMPUJIOXKeEHMe, 3aaaB ero 6a3oBble HACTPONKMU:

e UpeHTudukartop (entitylD unm client_id): ykaxute aHanornyHein client _id
o HasBaHue: nms npunoxxeHus Jira, kotopoe byanet otobpa>kaTbCA Ha cTopoHe Blitz IDP

e JlOMeH: https://jira.company.com
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HoBoe npunoxeHue

WpeHTtudukarop (entitylD nnun jira.company.com
client_id)
V‘,.‘J,PH T M‘TWMK?A TOP NPUNOXXeHnA Wcnos 1b3yeTCA ONA NOEHT /HPV Kaunu NnpunoXXeHua npu gocrtyne no
npoTokony SAML (cootBeTcTByeT entitylD) n OAuth 2.0 (cootBeTcTByeT client_id)

HassaHue Jira
Otobpaxaemoe nonb3osaTenam UMA npunoxenusa. Micnonsayetca Tonbko BHyTpy Blitz Identity Provider.
Oowmex https://jira.company.com

OtmeHa CoxpaHutb

Ha>xmnte CoXxpaHUTb.
s . -
3. Hanee HaxxMuTe KHonky MapaMeTpbl . y NMpeasioxXeHus Jira n oTpenakTupynTte
rnapamMeTpbl MPUIIOXKEHUNA:

e MpoTokonbl: BbibepnTe OAuth 2.0 U HaXXMUTe CKOHUrypuposaTb
lanee B napameTpax yKaXxuTe AaHHbIE, KaK B yYE€THbIX AaHHbIX Jira:

o Cekper (client_secret): ykaxnte aHanorun4Hbin client_secret
e Mpedukcobl CCbINIOK BO3BpaTa: https://jira.company.com
e lonycTuMble pa3peLwueHun: profile openid



HachoﬁKw B3aVIMO.D,eﬁCTBMF| C npunoXeHuem

Cekper (client_secret) sessssnnssanene @

CekpeTHblii KoY noakniodaemoro npunoxxenna (client_secret). Ecnm ykasaH, ToO MIMEHHO 39TOT cekpeT
[[OMKeH UCMONb30BaTLCA MOAKMIOYEHHBIM NPUNOXeHUeM Npu obpalieHun K Blitz Identity Provider

[lornonH1TeNbHbIA cekpeT VKaxuTe [ONONHUTENbHBIA CeKpeT AnA ayTeHTUdMKaLUM NpUNoXKeHUaA »

(client_secret)
[lononHuTeNbHbIN CeKPeTHBIA KoY NoaKnoyaemoro npunoxenua (client_secret). Ecnu ykasas, To

MOXXET WUCMOMb30BAaTLCA B Ka4ecTBe aslbTepHaTUBbI K OCHOBHOMY CekpeTy

MNpeponpeaeneHHan cobiika BeenwvTe npenonpeaeneHHbli redirect_uri

Bo3Bpara (redirect_uri)
URL, Ha KOTOpbIiA No yMonHaHuio 6yAeT nepeaspecosaH nosb3oBaTeslb NoCe NPOXOXAESHUA

aBTopu3saumnu (redirect_uri)

MpeduKebl CCLINOK BO3BpaTa ‘jlra.company.com

[ [Ona no6asneHnA HoBOro npedmkca BBEANTE ero 1 HaxxmmTe Enter

MpecbrKe nenonbayeTcA ANA NPOBEPKM GebiNoK BoaspaTta (redirect_uri). Ecnn B 3anpoce Ha
ayTeHTV]CbMKaLMK) yKa3aHa CCbl/ika BO3Bpara 1 OHa He COOTBETCTBYET HM OQHOMY U3 yKa3aHHbIX
npeduKcoB, To B ayTeHTUMKaLn 6yaeT oTkasaHo

[MonycTtumbie pa3pelieHnsa xopenid  x profile

PaspelueHna (scope), koTopble 6yayT AOCTYMHbI NPUMOXKEHWIO.

PaspelleHnA Nno yMon4aHuio AnA po6aBneHnA HOBOrO SCOpe BBEAUTE ero 1 HaxkmuTte Enter

PaspelueHus (scope), KoTopble GyayT Mo yMONYaHMIO BbiAaHsl NPUIOXKEHMIO nocne asTopuaaumu. Ecin
3HAYEHUA N0 YMOMNYAHUIO He yKkasaHbl, TO B 3arpoce Heo6X0anMo ABHO nponucaThk Tpebyemsle
paspelueHna

(0 He TpeGoBatb OT nonb3oBaresnA cornacie Ha npeaocTaseHe AoCTyna K AaHHbIM o ceGe
(J O6nasarensHoe ucnonbaosaHue Proof Key for Code Exchange (RFC 7636) ana Authorization code grant type

MerTop, ayTeHTUdDUKaumn npu client secret basic v
‘o6palueHum K cepBucy

BbiauN MapKepos VkagzaHHblii METOA, ayTeHTU(VKALNN [OSKEH UCMO/b30BATLCA MPY 0BPALLEHUM K CEPBUCY BbiAauM

mapkepos (token endpoint). Mpr NycToM 3Ha4eHUy OOCTYMNHbl BCE METOAbI

HonycTumsle grant type xauthorization_code  xclient_credentials

Cnucok grant type, koTopble 6yayT AOCTYMHbI NpUNoXeHuto. Mpy NycTom cnncke AoCTyMHbl Bee grant type
Honyctumble response type xcode

Cnucok response type, koTopbie 6yayT AOCTYMHbLI MHCTAHCY Npunoxexua npu obpaiierun k URL
asTopu3aunm (authorization endpoint). Mpy nycTom cnncke JOCTYMHbI BCe response type

4. HaxkmuTe CoOXpaHUTh.

CoBerT:

Mocse NpoxoXXAeHUs BCEX LAaroB peKoOMeHAyeM NpoBepUTb KOPPEKTHOCTb BX0O4a B Jira:
https://jira.company.com
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