Jira

Jira (https://www.atlassian.com/ru/software/jira) — 3To Beb-nnaTdopmMa ynpasaeHnsa npoekTaMmu

OnA NaaHNPOBaHMA N OTCJIEXUBaAHUA paGOTbI KOMaHAO.

MookntoyeHune Jira K Blitz Identity Provider BeinonHaeTca no npoTokosy OpenID Connect n coctonTt
13 ABYX 3Tanos.:

e OTan 1. HaCTpoOnKKN Ha CTOPOHe Jira
e DTan 2. HacTponkun Ha cTopoHe Blitz Identity Provider

Ba)kHo:

B MHCTpyKUMK ONS MpMMepa YKa3aHo, YTOo Jira pacrosioXKeHa Ha AOMEHEe https://jira.company.com, a
Blitz IDP ycTaHOB/1IEH Ha AOMEHE https://login.company.com. YTOYHUTE BaluM agpeca nepeq
NMPUMEeHeHUeM UHCTPYKLUN.

dTan 1. HacTpounkn Ha CTOPOHeE Jira

MpumeyaHue:

B Jira oTCyTCTBYeT BCTPOEHHas nogaep>Xka 04HOro NoAKAOYEHNS. NS 3TOro HY>XHO
MCMNOJIb30BaTh MJarnH. HuWxe B MHCTPYKLMM ONMUCAHO NOAKJIIOYEHME Ha NpuMepe rniarmHa
Kantega SSO Enterprise.

BbinonHUTe cnepytouine nencTeus:

1. YcTaHoBuTe nnarnH Kantega SSO Enterprise. 1719 3TOro B HaCTpoOMKax Jira nepenaute B

Manage Apps 11 YyCTaHOBUTE MaaruH.
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2. B Kantega SSO Enterprise nepengute B pa3gen Identity Providers. Haxxmute Add new

identity provider n Bbibepute Other.
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3. B oTKpbiBLIeMcA OoKHe BbibepuTe OpenID Connect 1 HaxxmuTe Next.

Add Identity Provider
® > ¢
Protocol Users Prepare Import Location Secrets Summary

Select protocol for SSO integration

SSO protocol SAML
© OpenlD Connect

©® What is the difference between SAML and OpenlD Connect?

SAML and OpenlID Connect (OIDC) are both identity federation technology. SAML is XML-based, while OIDC is built on top of
OAuth 2.0 with JSON and REST. They are both mature and secure protocols for setting up SSO to JIRA, and work on both desktop

clients and mobile apps.

More info about SAML and OpenID Connect

4. BbibepuTe HaCTPOMKK NO Bawmm noTpebHocTsaM. Hanpumep, Create accounts on-the-fly .

Ha>xmnte Next.

Add Identity Provider

aEm———
Protocol Users Prepare Import Location Secrets Summary

User accounts

Users are matched with user accounts in JIRA when they log in

Will accounts pre-exist? Accounts already exist in JIRA when logging in

This expects all users' accounts to be present in one of the configured user directories.

© Create accounts on-the-fly for non-existing users when they login

Use Just-in-time provisioning to create a user account using the name and email address provided by the identity provider.

Default groups groupl, group2

A comma-separated list of groups. Users will be assigned to the default groups when they do a login through Other.

Back Save draft

5. Ha cnepytouwem ware dopmupyetcs URL Bawlen Jira, KOTOpbIi HEOOX0AMMO CKONMPOBATb

n nobaeuTb B Blitz IDP BO BTOpOM 3Tane. Haxxmute Next.
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6. Nanee BeeaunTe Discovery URL. Hanpumep, https://login.company.com/blitz/.well-known/openid-

configuration . Ha)xmnTte Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

Metadata import

Discovery URL:  https://login.company.com/blitz/.well-known/openid-configuration

OpenlD server publishes metadata at a well-known discovery URL, returning a JSON listing of the OpeniD/OAuth endpoints,

supported scopes and claims, public keys used to sign the tokens, and other details.

© Discovery URL hint

https:/ /{identity server}/.well-known/openid-configuration

Back Save draft

7. 3anonHuTe cneayrouime nosaa n HaXxmMmTe Next:

 Identity provider name: ykaxnte Ha3zBaHue CepBuca ayTeHTUdUKaLumm, kotopoe byaet
oTobparkaTbCs B HAaCTpoOWKax Jira. Hanpumep, Blitz .

e Scopes: yKaxxnTte Heobxoanmble paspeLlleHns Aasa nojayvyeHuns gaHHbIX. Hanpumep,
ob6s3aTenbHbIN SCOope openid U CTaHOAPTHbLIA SCOpe profile .

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

SSO Integration

Identity provider name  Blitz

Set a name for your identity provider (IdP). Typically the IdP organization name.

Scopes  openid x profile x v

Set scopes you want to request from your identity provider (IdP). If your desired scope is not in the list, start writing to add your

own.

Back Save draft
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8. Ha cnepgytowem ware 3anosiHUTe nons n Haxxmute Next:

e ClientID: jira.company.com
e Client Secret: 3aganTe CeKpeTHbIN KNtoY Ana 6e3o0nacHoOm ayTEHTUDUKALNN MPUIOXKEHUS.

Add Identity Provider

Protocol Users Prepare Import Location Secrets  Summary

Credentials

Copy / paste client id and secret from the administration console of your identity provider into the fields below.

Client ID:  jira.company.com

Client Secret: * *hkk *

Back Save draft

9. Ha cnegytouwem Liare NnpoBepbTe BBEAEHHbIE AaHHble U Ha>KMuTe Finish.

9Tan 2. HacTtponkn Ha ctopoHe Blitz
ldentity Provider

B koHconu ynpasneHus Blitz Identity Provider nepengvte B pasaen NMpunoXeHus 1 BbiNOJIHUTE

cnegyowime 0encTBuUS:
1. Co3paiite HOBOE NPUJIOXKEHNE, 3adaB ero 6a3oBbie HACTPONKN:

o NpeHTudpukarop (entityID unm client_id): yka>xute aHanornyHein client_id

e HasBaHue: nmsa npunoxxeHus Jira, Kotopoe byageTt oTobparkaTbCs Ha cTopoHe Blitz IDP

e JloMeH: https://jira.company.com
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HoBoe npunoxeHue

WpeHTtudukarop (entitylD nnun jira.company.com

client_id)
MpeHTuchukaTop npunoxeHua. VicnonbayeTcA AnA AeHTUUKaLMM NPUIOXKEHUA NPy JOCTYNe no
npotokony SAML (cootseTtcTByeT entitylD) n OAuth 2.0 (cooTeeTcTByeT client_id)

HassaHue Jira
Otobpaxaemoe nonb3osaTenam UMA npunoxenusa. Micnonsayetca Tonbko BHyTpy Blitz Identity Provider.
Oowmex https://jira.company.com

OtmeHa CoxpaHutb

Ha>kmMuTe CoOXpaHuUTb.

7 . .
3. Janee Ha)xMUTe KHOMKy MapameTpbi . y NMpenJsioXXeHus Jira n oTpegakTupymnTte
napaMeTpbl MPUI0XKEHUS:

e MpoTokonbi: BbibepnTe OAuth 2.0 1 HaXMuTe CKOHGUrypupoBaTtb
lanee B napameTpax ykaxuTe AaHHbIe, Kak B y4€THbIX AaHHbIX Jira:

o Cekper (client_secret): yka)xute aHasnorn4Hbin client_secret
e Mpedukcbl ccbOK Bo3BpaTa: https://jira.company.com

e JlonycTumble paspeLueHuns: profile openid



HachoﬁKw B3aVIMO.D,eﬁCTBMF| C npunoXeHuem

Cekper (client_secret) sessssnnssanene @

CekpeTHblii KoY noakniodaemoro npunoxxenna (client_secret). Ecnm ykasaH, ToO MIMEHHO 39TOT cekpeT
[[OMKeH UCMONb30BaTLCA MOAKMIOYEHHBIM NPUNOXeHUeM Npu obpalieHun K Blitz Identity Provider

[lornonH1TeNbHbIA cekpeT VKaxuTe [ONONHUTENbHBIA CeKpeT AnA ayTeHTUdMKaLUM NpUNoXKeHUaA »

(client_secret)
[lononHuTeNbHbIN CeKPeTHBIA KoY NoaKnoyaemoro npunoxenua (client_secret). Ecnu ykasas, To

MOXXET WUCMOMb30BAaTLCA B Ka4ecTBe aslbTepHaTUBbI K OCHOBHOMY CekpeTy

MNpeponpeaeneHHan cobiika BeenwvTe npenonpeaeneHHbli redirect_uri

Bo3Bpara (redirect_uri)
URL, Ha KOTOpbIiA No yMonHaHuio 6yAeT nepeaspecosaH nosb3oBaTeslb NoCe NPOXOXAESHUA

aBTopu3saumnu (redirect_uri)

MpeduKebl CCLINOK BO3BpaTa ‘jlra.company.com

[ [Ona no6asneHnA HoBOro npedmkca BBEANTE ero 1 HaxxmmTe Enter

MpecbrKe nenonbayeTcA ANA NPOBEPKM GebiNoK BoaspaTta (redirect_uri). Ecnn B 3anpoce Ha
ayTeHTV]CbMKaLMK) yKa3aHa CCbl/ika BO3Bpara 1 OHa He COOTBETCTBYET HM OQHOMY U3 yKa3aHHbIX
npeduKcoB, To B ayTeHTUMKaLn 6yaeT oTkasaHo

[MonycTtumbie pa3pelieHnsa xopenid  x profile

PaspelueHna (scope), koTopble 6yayT AOCTYMHbI NPUMOXKEHWIO.

PaspelleHnA Nno yMon4aHuio AnA po6aBneHnA HOBOrO SCOpe BBEAUTE ero 1 HaxkmuTte Enter

PaspelueHus (scope), KoTopble GyayT Mo yMONYaHMIO BbiAaHsl NPUIOXKEHMIO nocne asTopuaaumu. Ecin
3HAYEHUA N0 YMOMNYAHUIO He yKkasaHbl, TO B 3arpoce Heo6X0anMo ABHO nponucaThk Tpebyemsle
paspelueHna

(0 He TpeGoBatb OT nonb3oBaresnA cornacie Ha npeaocTaseHe AoCTyna K AaHHbIM o ceGe
(J O6nasarensHoe ucnonbaosaHue Proof Key for Code Exchange (RFC 7636) ana Authorization code grant type

MerTop, ayTeHTUdDUKaumn npu client secret basic v

‘o6palueHum K cepBucy
BbiauN MapKepos VkagzaHHblii METOA, ayTeHTU(VKALNN [OSKEH UCMO/b30BATLCA MPY 0BPALLEHUM K CEPBUCY BbiAauM

mapkepos (token endpoint). Mpr NycToM 3Ha4eHUy OOCTYMNHbl BCE METOAbI

HonycTumsle grant type xauthorization_code  xclient_credentials

Cnucok grant type, koTopble 6yayT AOCTYMHbI NpUNoXeHuto. Mpy NycTom cnncke AoCTyMHbl Bee grant type
Honyctumble response type xcode

Cnucok response type, koTopbie 6yayT AOCTYMHbLI MHCTAHCY Npunoxexua npu obpaiierun k URL
asTopu3aunm (authorization endpoint). Mpy nycTom cnncke JOCTYMHbI BCe response type

4. Haxxmnte CoXpaHUTb.

CoBerT:

Mocne NpPoxXoXXAeHMA BCEX LLAroB peKoOMeHAyeM NpoBEPUTb KOPPEKTHOCTb BX0OAa B Jira:
https://jira.company.com
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