Jira

Jira (https://www.atlassian.com/ru/software/jira) — 310 Beb-nnaTdopmMa ynpaBrieHUs NMPoeKTaMu
ONS NJaHUPOBaHUA N OTCNEeXNBaHUSA paboTbl KOMaHA.

MonkntoyeHune Jira k Blitz Identity Provider BeinonHaeTca no npoTokosy OpenID Connect u coctonT
U3 OByX 3Taros:

e DTan 1. HaCcTponKn Ha CTOPOHE Jira
e DTan 2. HacTponkun Ha cTopoHe Blitz Identity Provider

Ba>xHo:

B MHCTpyKUMM ONg npuMmepa ykasaHo, 4TO Jira pacrnosloXKeHa Ha AOMEHe
https://jira.company.com, a Blitz IDP ycTaHOB/IeH Ha AOMEHEe https://login.company.com. YTOYHUTE
Balln afgpeca rnepeg npuMmeHeHnemMm NMHCTPYKUnNn.
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MpuMmeuyaHue:

B Jira oTCcyTCTBYeT BCTpOEHHas NoAAEpP>KKa 04HOro NnogkatodeHus. g 3TOro Hy»>XHO
MNCMoJ1b30BaTb MJlarnH. HMxe B MHCTPYKLUW ONMKUCAHO MNOAKJIIOYEHME Ha NpuMepe njarmHa
Kantega SSO Enterprise.

BbinonHuTe cnenywoume 0encTeus:

1. YctaHoBuTe nnarnH Kantega SSO Enterprise. [1714 3Toro B HaCcTporKax Jira nepengute
B Manage Apps 1 yCTaHOBUTE MJarvH.
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3. B oTKpbiBwEMCS OkHe BbibepnTe OpenlD Connect n HaxxmuTe Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

Select protocol for SSO integration

SSO protocol SAML
© OpenlD Connect

© What is the difference between SAML and OpenlD Connect?

SAML and OpenlD Connect (OIDC) are both identity federation technology. SAML is XML-based, while OIDC is built on top of
OAuth 2.0 with JSON and REST. They are both mature and secure protocols for setting up SSO to JIRA, and work on both desktop

clients and mobile apps.

More info about SAML and OpenlID Connect

4. BbibepuTe HACTPOMKKM MO BallMM NoTpebHocTAM. Hanpumep, Create accounts on-the-fly .

Haxmnte Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

User accounts

Users are matched with user accounts in JIRA when they log in

Will accounts pre-exist? Accounts already exist in JIRA when logging in

This expects all users' accounts to be present in one of the configured user directories.

© Create accounts on-the-fly for non-existing users when they login

Use Just-in-time provisioning to create a user account using the name and email address provided by the identity provider.

Default groups groupl, group?2

A comma-separated list of groups. Users will be assigned to the default groups when they do a login through Other.

5. Ha cneaytowem ware opmupyetcsa URL Bawen Jira, KoTopbii He06X04MMO CKONMPOBaTb
n nobasuTb B Blitz IDP BO BTOpOM 3Tane. Haxxmute Next.
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6. Oanee seegute Discovery URL. Hanpumep, https://login.company.com/blitz/.well-
known/openid-configuration . HaxxmuTe Next.

Add Identity Provider

Protocol Users Prepare Import Location Secrets Summary

Metadata import

Discovery URL:  https://login.company.com/blitz/.well-known/openid-configuration

OpenlD server publishes metadata at a well-known discovery URL, returning a JSON listing of the OpeniD/OAuth endpoints,

supported scopes and claims, public keys used to sign the tokens, and other details.

© Discovery URL hint

https:/ /{identity server}/.well-known/openid-configuration

Back Save draft

7. 3anonHnTe cnegyowme nona n Haxxmmte Next:

o Identity provider name: yka>xnte Ha3BaHue CepBuca ayTeHTUOMKaLNN, KOTOpoe
byneT otobpakaTbCs B HaCTponkax Jira. Hanpumep, Blitz .

e Scopes: yKaxxute HeobxoanMble paspelleHnsa A4ss nosyy4yeHna gaHHbIX. Hanpumep,
obsi3aTesIbHbIN SCOpe openid W CTaHOAPTHbIN scope profile .

Add Identity Provider

Protocol Users Prepare Import Location  Secrets Summary

SSO Integration

Identity provider name  Blitz

Set a name for your identity provider (IdP). Typically the IdP organization name.

Scopes  openid x profile x v

Set scopes you want to request from your identity provider (IdP). If your desired scope is not in the list, start writing to add your

own.

Back Save draft

8. Ha cnepgytowem ware 3anosiHATe nonsa u Haxxmnte Next:
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e Client ID: jira.company.com
e Client Secret: 3agante cekpeTHbIN KoY gns 6esonacHoOM ayTeHTUpUKaLnm

npunao>XXxeHus.

Add Identity Provider

Protocol Users Prepare Import Location Secrets  Summary

Credentials

Copy / paste client id and secret from the administration console of your identity provider into the fields below.

Client ID:  jira.company.com

Client Secret: = * FEOREEEE *

Back Save draft

9. Ha cnepytouwem ware npoBepbTe BBEAEHHbIE AaHHble U HaxmuTe Finish.

P07 2. ??2°7?7°7?7°7?7? ?7? 27?7?7777 Blitz Identity
Provider

B koHconu ynpasnenus Blitz Identity Provider nepengnte B pa3gen Mpuno>XeHusa 1 BbIMOJIHUTE

cnegytouime 0encTBuUs:
1. Co3panTe HOBOE NMpuUJIoXKeHne, 3aaaB ero 6asoBble HACTPOMKN:

e UpeHTudukartop (entitylD unm client_id): ykaxxmute aHanornyHein client id
o HasBaHue: nmsa npunoxeHus Jira, kotopoe bynet otobpa>kaTbCA Ha cTopoHe Blitz IDP
e lOMeH: https://jira.company.com

Hosoe npunoxeHue

jira.company.com

n

Jira

https://jira.company.com

OTmeHa CoxpaHuTb
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2. Haxxmnte COXpaHUTb.
3. Danee HaxxmuTe KHonky MapameTpsbl

nMnapaMeTpbl NMPUNOXKEHNA:

e MpoTokonbl: BoibepuTe 0Auth 2.0 1 HaxmnTe CKOH(UrypmpoBaTb

Lanee B napameTpax yKaXute gaHHble, Kak B YH4E€THbIX ,ﬂaHHbIinI’a.‘

o Cekper (client_secret): ykaxute aHanorun4nbin client_secret
e Mpedukcobl cCbiNIOK BO3BpaTa: https://jira.company.com
e lonycTuMble pa3pelueHusa: profile openid

HacTpoiiku B3auMoaeicTBUA C NPUNOXEHUEM

Cekper (client_secret)

nOI'IDﬂHVITeI'IbHI:Iﬁ cekpeTt
(client_secret)

I'IpeAunpeAeneH HaA ccbinka
Bo3Bpara (redirect_uri)

Mpedukcel ccbU10K BO3BpaTa

[NonycTumble pa3pelleHna

PaspelieHnA no ymon4aHuio

MeTop, ayTeHTUdUKaLUmn npu
oGpalueHum K cepBucy
BbIAa4M MapKepos

AonycTumbie grant type

HonycTumeie response type

tessnsesensens @

CekpeTHblii KoY noakniodaemoro npunoxxenna (client_secret). Ecnm ykasaH, To MMEHHO 39TOT cekpeT
[[0MKEH NUCMONb30BaTLCA MOAKITIOYEHHbBIM NPUoXeHUeM Npu obpauiequm K Blitz Identity Provider

VKakuTe AOMNONHUTENbHBIA CEKPET 1A ayTEHTUMKALIMN NPUNOXKEHNA @

[lononHuTeNbHbIN CeKPeTHbIA KoY noaknodaemoro npunoxenua (client_secret). Ecnu ykasan, To
MO>XEeT UCNONb30BATbCA B KA4YeCTBE a/lbTepHaTUBbl K OCHOBHOMY CeKpeTy

BeepnwuTe npeponpeaeneHHbli redirect_uri

URL, Ha KoTopbiii no ymMmonyaHuio byaeT nepeafpecoBaH rMosb3oBaTeslb Noce NPOXOXASHWUA
asTopu3aauwnn (redirect_uri)

jira.company.com

Ona nobasneHnA HOBOro Npedukca BBEANTE ero 1 HaxmmTe Enter

Mpedrke UCnonb3yeTcA ANA NPOBEPKYW CCbINoK Bo3spaTa (redirect_uri). Ecrv B 3anpoce Ha
ayTeHTUUKALMIO YKa3aHa CChiNka BO3BPATa W OHa He COOTBETCTBYET HN OAHOMY U3 YKa3aHHbIX
npedrkcos, To B ayTeHTUdhmKaumm 6yaeT oTkasaHo

xopenid  x profile

PaspelueHns (scope), KoTopble 6yAyT AOCTYMHbI NPUNOXKEHNIO.

AnA po6aBneHnA HOBOrO SCOpe BBeAUTE ero 1 HaxxmuTte Enter

PaspelueHus (scope), KoTopble ByayT No yMONYaHMio BbiAaHsl NPUIOXeHMIO nocne asTopuaaumu. Ecin
3Ha4eHUA MO YMONYaHMIO He yKasaHbl, TO B 3arpoce Heo6XoanMo ABHO nponucaTh Tpebyemble
paspelueHua

(0 He Tpebosatb OT Nonb3oBaTena cornacve Ha NpefocTasneHne AocTyna K JaHHbIM o cebe

(J O6asarensHoe ncnons3osaHue Proof Key for Code Exchange (RFC 7636) ana Authorization code grant type

client secret basic ~

VKagzaHHblii METO, ayTeHTU(UKALNW FOSKEH UCMONL30BATLCA NPY 06PALLEHUM K CEPBUCY Bbifaum
mapkepoB (token endpoint). Mpy NycTom 3Ha4eHnn AOCTYMHbI BCE METOAbl

x authorization_code = xclient_credentials

Cncok grant type, koTopele 6yayT AOCTYMHbI MpUNoxXeHKio. Mpr NycToM Crivicke AOCTYNHbI Bee grant type

x code

Cnucok response type, koTopble 6yayT AOCTYNHbLI MHCTaHCY NPUNoXeHua npu obpatleHun Kk URL
asTopu3saunm (authorization endpoint). Mpu nycTom cnncke JOCTYMHbI BCe response type.

4. HaxkmuTe CoXpaHUTb.

CoBerT:

. y NMPensioXXeHus Jira n oTpeaakTupymnTte



Mocne MNpoXoXOeHnsa BCcex LWaroB pekoMmeHayem rnpoBepnTb KOPPEKTHOCTbL BXOOa B Jira:
https://jira.company.com
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