[Tooknt4deHne AD FS Kak
KNneHT (Service Provider)
nns Blitz IDP

AD FS (Active Directory Federation Services) - komnoHeHT Windows Server, obecne4unBatoLni
henepaTuBHOE yrnpaBieHne yaoCToOBEPEHNAMU N AOCTYNOM. OH NO3BOSSET UCMOJIb30BaTb €4UHbIN
Bxon (SSO) onsa 6e3onacHOro 4ocTyna K BHELWHUM Beb-npuioxeHnsam, obsiadHbiM cepBmucam 1
pecypcaM napTHEPOB, UCMOJIb3yS YYEeTHble AaHHble KopropaTuesHon Active Directory

OcHOBHas HaCTpPOWKa MHTerpaunmn 3akato4daeTca B obMmeHe hannamMmm meTafaHHbIX C MapaMeTpamMu
noakntoydeHns mexay AD FS n Blitz IDP:

e URL meTagaHHbIXx Blitz IDP: https://login.company.com/blitz/saml/profile/Metadata/SAML

e URL meTagaHHbIX AD FS: https://adfs.company.com/FederationMetadata/2007-
06/FederationMetadata.xml

MonkntoyveHme AD FS k Blitz Identity Provider BeinosiHA@TCS Mo NpoTokoay SAML v coCcToUT U3 ABYyX

3TaloB:

e DTan 1. HacTponkn Ha cTopoHe AD FS
e JTan 2. HacTponku Ha cTtopoHe Blitz Identity Provider
e OTan 3. HacTponka aTpnbytoB AD FS

9Tan 1. Hactpoukn Ha ctopoHe AD FS

1. B ocHacTke ynpaBneHus AD FS Heobxoanmo nobaBuTb BHELIHWUIA NpoBanaep, AaHHble ANs
HaCTPOMKM UMMOPTUPYNTe U3 harna MmeTadaHHbIX Blitz IDP. Ha3BaHue Ha cnegyowiemM
Lware - npom3BoJsibHoe, Hanpumep - Blitz IDP.



@ AD FS
§@ File Action View Window Help

ez

- ﬂD Fs % Add Claims Provider Trust Wizard
> Ll Service
:_‘. Access Control Policies Select Data Source
_| Relying Party Trusts
.3 Claims Provider Trusts Steps

_| Application Groups @ Welcome

@ Select Data Source
@ Specify Display Name
@ Readyto Add Trust
@ Finish

Select an option that this wizard will use to obtain data about this claims provider:

() Import data about the claims provider published online or on a local network

Use this option to import the necessary data and certificates from a claims provider onganization that
publishes its federation metadata online or on a local network .

Federation metadata address (host name or URL):

Example: fs fabrkam .com or hitps:/As fabrkam .com/

© Import data about the claims provider from a file

Use this option to import the necessary data and certificates from a claims provider organization that has
provided its federation metadata in a file.

Federation metadata file location:

C:\Users\Administrator\ Downloads\SAML xml . Browse...

() Enter claims provider trust data manually
Use this option to manually input the necessary data about this claims provider organization.

< Previous Next > | Cancel

2. lNocne co3gaHng npoBangepa B ero HacTponkax HeobxoAMMO N3MEHUTb alirOPUTM

X3WunpoBaHMa Ha SHA-1.


https://docs.identityblitz.ru/kb/uploads/images/gallery/2026-04/SUzimage.png

§8 ADFS

G File Action

View Window Help
o« nE HE
| ADFS Claims Provider Trusts
> || Service Doy N
| Access Control Policies :st y . ame
_ Relying Party Trusts Active Directory
| Claims Provider Trusts BLITZ
_| Application Groups
7/
BLITZ Properties X
Monitoring |dentifiers - Encryption
Offered Claims Organization Endpoints Motes Advanced

Specify the secure hash algorithm to use for this claims provider trust,

Secure hash algorthm:  |SHA-1 . | v

OK Cancel Apply

JTan 2. HacTtponkn Ha cTtopoHe Blitz IDP

1. B KoHCONMM agMUHUCTpPaTOpa Co3hanTe HOBOE NPUJIOXKEHNE C naeHTurnkaTopom
http://adfs.company.com/adfs/services/trust 1 3Ha4YeHMEM LOMeHa adfs.company.com . [IpoBepUTb
NOEHTUPUKATOP MOXKHO B MeTadaHHbIX ADFS, 3Ha4yeHne napameTpa entitylD .

2. Mocne co3gaHnsa NpuUIoXKeHns HeobxoaAnMo CKOHPUIryprupoBaTb NPoToKoa SAML:
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e MeTtagaHHble: B MeTaZlaHHble 3arpy3nte MeTagaHHbiMU AD FS FederationMetadata.xml .

e SAML npo¢unb: BbibepmTe SAML 2.0 Web SSO Profile 1 3afialnTe napaMeTpsbl:
o MoanucebiBaTb YTBEPXKOEHNA: always
o WndpoBaTb YTBEPXKLAEHUA: never
o WudcposaTb naeHtTudgunkaTopsbl (Namelds): never

3. OTMeTbTe 4ek-60KC Bkawountb nepegady SAML-yTBepXA4eHWV O rnoJsib30BaTese B

cneumanbHoM 6s10ke Attribute Statement. B ATpubyTbl nonb3oBaTens ykasaTb aTpubyThl,
KoTopble Heobxoanmo nepegasaTb B AD FS.

OTan 3. HacTponka nepega4vv atpmnbyToB
Blitz IDP -> ADFS -> lNpunoxeHune

EcTb oBe cxeMbl nepenayvn atpnbyTos n3 Blitz IDP B KnueHTckoe npunoxxeHne yepes ADFS. Ux
MO>XHO NCMOJIb30BaTb Kak COBMECTHO, TaK M Mo OTAENbHOCTN:

e BapuaHT 1. AD FS paboTaeT NnpocTo Kak "nepepaTtymk" - npuciaaHHbin n3 Blitz IDP
aTpubyT nepepnaeT B KJIMEHTCKOE MPUIOXKEHNE C TaKUM XKEe U U3MEHEHHbIM
Ha3BaHMeM.

e BapnaHT 2. Blitz nepenaeT onpeneneHHbit atpubyT (C MeHeM
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname W 3HA4Y€HUEM
OOMEH\nosib3oBaTens ), N0 KOTOpoMy ADFS MoxxeT HanTu nonb3oBaTtens B AD v oTnpaBuTb
B KJIMEHTCKOe npunoxxeHne atpubyTtbl n3 AD 3TOoro nosb3oBaTtens. OTOT BapMaHT MeHee
3aTpaTHbIN, T.K. He NoTpebyeT HAaCTPOMKK Nepenadn Bcex aTpmbyToB 13 Blitz, HacTponkn
nx npuéma B ADFS n nameHeHmns HacTpoek BCex KINEHTCKUX rnpunoxxeHunm ADFS Ha
HOBble aTpUBYThI.

BapuaHT 1. Nepenaya atpubyTa B lNpunoxxeHne 4epes AD
FS

LLlar 1. HacTpowuka co cTtopoHbl Blitz IDP

1. B KoHCco/M agMUHUCTpaTopa SAML -> ATpnbyTbl -> [106aB1Tb HOBbI SAML-aTpubyT:
e HasBaHuMe: NponsBoJibHOE,
e VICTOYHUMK: Ha3BaHMe aTpmnbyTa nosb3oBaTenis, 3Ha4YeHne n3 Kotoporo byaeTr
oTnpasaeHo KoanposLLUK.
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A0BaENTE OTMEHS

+ A063BUTE HOBLIA SAML-3TpWBYT

2. B SAML nomnmo 3HavyeHus aTpmbyTa nepenaeTtcs ewe v ero Tun. 15 BHOBb CO34aHHOI0
SAML aTpunbyTa Heo6xo4MMO HAaCTPOUTb KaK MUHUMYM OAUNH KOOUPOBLUUK, NHaYe
aTpubyT nepenaH He byper.

Ons AD FS Hy>XHO BbIbupaTb KOOMPOBLLUMK SAML2. 1na SAML2 eCcTb ABa KOAUPOBLUMKA:

String n StringNamelD.

Ba)xHo:

Mo cneundmnkaunm SAML B oTBeTe Aos/mKeH 6biTb 0anH aTpubyT NamelD (He HOMb 1 He ABa U
6onee), nHavye oTBeT ByaeT cYMTaThCA OLUNOOYHBLIM U MPUHAT KINEHTOM He bynerT.

HacTponTte xoTs 6bl 0AVH KOAMPOBLUVK ANns Tuna NamelD, Torga 3HavyeHne nepegaBaemMoro B HeM

aTpubyTa bygeT conocTassieHO C BHyTpeHHUM aTpubyTtom AD FS nog Ha3zBaHnem Name
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name .

MpasunbHbiM 6yaeT B NamelD nepepasaTb aTpubyT sub un3 Blitz IDP, Takum obpa3om byneTt
BbIMOJIHEHO COMOCTaBNEHME YHUKASIbHbIX NOEHTU(PUKATOPOB B 0benx cucremax. Konm4yectso
aTpnbyTOB C KOAUPOBLUMKOM String He orpaHMYeHo.
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3. MNocne Bbibopa TMMNa KOAUPOBLLMKA HY>XXHO BbiOpaTbk Ha3eaHme 13 MpunoxkeHusa 1 - no
Hemy AD FS onpegpensieT K KakoMy BHyTpeHHeMy aTpubyTy AD FS oTHOCKUTCA BXOAAWMNN
aTpmbyT n3 SAML-Response, koTopbin hopmupyeT Blitz IDP. dopmaT nmeHn o06bI4HO
persistent , MPOBEPUTb MOXXHO B MeTaZaHHbIX AD FS no nyTwn

/EntityDescriptor/SPSSODescriptor/ - TYT nepe4duncieHsl gonyctumMmsle NamelD.
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LLlar 2. HacTpownka Ha ctopoHe AD FS

1. NMomumo mn3sectHoro gnsa AD FS Ha3BaHuMA aTpubyTa HY>KHO HAacTpouTb ero Nnpuém B AD
FS nna Bo3MOXXHOCTW fasbHenwen obpaboTkmn\nepenaydun. B Claim Provider Trusts
BblbepuTe HaCcTpPOeHHbI paHee npoBanaep Blitz IDP, cnpaBa HaxmuTe PegakTupoBaTtb
npaeBuna o6paboTku yTBepXxaeHuin, fobaBbTe HOBOE NPaBuU/Io N3 NMeLWMXCA WwabsioHoB,

a TakK>XXe BBeanTe AO0MOJIHNTEJIbHYIO I/IHCbOpMaLI,I/HO, HY>XXHYIO A4 pa60Tb| npasunnia.

[MonHoe onucaHme npaBu.
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https://learn.microsoft.com/en-us/windows-server/identity/ad-fs/deployment/configuring-claim-rules

@ ADFS — O
§& File Action View Window Help
ol AN

[ ADFS Claims Provider Trusts Actions

~v || Service

[ 7] Attribute Stores Display Name Enabled Claims Provider Trusts

7] Authentication Methods Active Directory Yes Add Claims Praovider Trust...
[ Certificates / BRI = View

[ Claim Descriptions

: Mew Window f H
[ | Device Registration ew Window from Here

] Endpoints |G| Refresh

J- Scope Des.crip.-tions ﬂ Help

| Web Application Proxy
] Access Control Policies BLITZ

J: Relying Party Trusts Update from Federation Metadata...
|_‘| Claims Pro\.riderTrusisl
Edit Claim Rules.,

[ Application Groups _/_,B,m;r'/u
Tsable

7

Properties
x Delete
i Help
Edit Claim Rules for BLITZ —_ * .
Acceptance Transform Rules
The following acceptance transfarm rules specify the incoming claims that will be accepted
from the claims provider and the outgoing claims that will be sent to the relying party trust.
Order  Rule Name lssued Claims
1 WinName2 <5See claim rule
2 UPN UPN
{3 Add Transform Claim Rule Wizard X

Select Rule Template

Steps Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.

@ Conrfigure Claim Rule Claim rule template:

Send LDAF Attributes as Claims

Send LDAP Atributes as Claims
Send Group Membership as a Claim
Transform an Incoming Claim
Pass Through or Filter an Incoming Claim
Send Claims Using a Custom Rule
mufiple claims from a single male using this rule Type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated users from the displayMame and telephoneMNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be used to send all of the user's group memberships. f you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.

< Previous Next = Cancel

2. Ona npocTtoro npnéma atpmubyTa B AD FS 6e3 ero nsmeHeHus soibepute npaBuso
"MMpoxoa Yyepes BxogsLume yTBepPXAeHNe nin ero puabtpauymsa":
HasBaHue: noboe NnoHsATHoOe,
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HM>Xe - BbiIOpaHHbI paHee WaboH,

Tun BXoasLlero yreep>XaeHna 00/KeH cooTBeTcTBoBaTh "IMeHn B ADFS" n3
MpunoxxeHunsa 1

@ Add Transform Claim Rule Wizard

Configure Rule

Steps You can configure this nule to pass through ar filker an incoming claim. You can also corfigure this rule to fitter
claims that are generated by previous rules. Specify the claim type and whether only some claim values or all

@ Choose Rule Type claim values should pass through.

@ Configure Claim Rule )
Claim rule name:

0 email

® Rule template: Pass Through or Fiter an Incoming Claim

@ Incoming claim type: E—Mail Address

vame |0 format: | | NS
@ © Pass through all claim values
() Pass through enly a speciiic claim value

() Pass through enly claim values that match a specific email suffix value:;

() Pass through only claim values that start with a specific value:

< Previous Cancel

3. [lns npocToi nepenayvm aTpubyTa B KJIMEHTCKOE MPUN0XKEHMNE HY>XHO A00aBUTb NpPaBuno
"[Mpoxoa Yepe3 BXOASLMNE YTBEPXKAEHNE NN €ro puibTpaLms" B NOIMTUKY BblAaum
YTBEPXXOEHUN B HACTPOMKAX NPUSIOXKEHUS:
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[ ADFS Relying Party Trusts Actions
v [ Service _________________ -
[ Attribute Stores Display Name Enabled Type Identifier Access Control Palicy Relying Party Trusts =3
] Authentication Methods / testsp Yes WS-Tu...  |AMShowecase Pemit everyone Add Relying Party Trust...
[ Certificates View »
(5] Claim Descriptions Mew Window from Here
[ ] Device Registration
|| Endpoints | Refresh
] Scope Descriptions ﬂ Help
] Web Application Pro:
| Access Control Polici estsp -
.| Relying Party Trusts Update from Federation Metadata...
[ 1 Claims Provider Trusts . .
[ Application Groups Edit Access Control Policy...
im |ssuance Policy...
Disable
Edit Claim Issuance Policy for testsp ™ = Properties
lssuance Transform Rules x Delete
ﬂ Help
The following transform rules specify the claims that will be sent to the relying party.
Order  Rule Name lssued Claims
1 UPN UPN
2 testsp Mame D E-Mail Address, ...
3 del Group
& Add Transform Claim Rule Wizard *
Configure Rule
Steps You can configure this rule to pass through or fitter an incoming claim. You can also configure this rule to fitter

claims that are generated by previous rules. Specify the claim type and whether only some claim values or all

@ Choose Rule Type claim values should pass through.

@ Configure Claim Rule X
Claim rule name:

. email

. Rule template: Pass Through or Fitter an Incoming Claim

. Incoming claim type: |E—Ma|| Address ~

ncorming rame |0 format: | NN
Add Rule Edit Rule

. © Pass through all claim values

(7)) Pass through only a specific claim value

(C) Pass through only claim values that match a specific email suffix value:

(O) Pass through only claim values that start with a specific value:

< Previous

BapuaHT 2. HacTponka nepenayun gaHHbIx n3 AD npwu
ayTeHTUnnKaunm 4yepes BHELLHNUW npoBangep

1. B Blitz IDP Hago HacTpouTb nepenadvy aTpmbyTa C Ha3BaHMEM B KOONPOBLUUKE
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname W 3Ha4Y€HUEM
NetBIOS-ums-gomeHa\nonb30BaTens: CONTOSO\user . B AD aTpubyTa C TakuM 3HAaYeHUEM Y
nonb3oBaTensa HeT, No3ToMy ByaemM ncnonb3oBaTb BblYncaseMbl aTpubyT B Blitz IDP.
Co30aéMm BbluMCNseMbln aTpubyT C MPaBUIOM BblHUCAEHNA CONTOSOW${sub} :
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2. Hactponte SAML-aTpubyT n KoanpoBLLUMK 018 HEro:
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3. B npunoxxenun gna nogkntodeHns AD FS HacTponTe nepefady codgaHHoro atpubyTa:
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BrNoUATE Nepegauy SAML-yTEEDXAEHWI O NONL30EaTENe B cNeLWansHoM Bnoke
Attribute Statement

ATpnbyThl NoNb3oBaTENA
OnpejennTe, Kakue a'chy—:\ NONL30BaTenA AO/MKHEI NePeAaBaThCA B NPUAOKEHNA N C KaKUMK Ha3BaHUAMK

SAML-aTpreyT MepepaeaTk
UPN v n
transientid v =] n
WindowsAccount gy A ® n

+ 1063ENTH

4. B AD FS gng npoBangepa Hy>XHO CO34aTb KACTOMHOE npaBusio 06paboTknm yTBepXAeHWUN,
KOTOpOe MeHseT MoANUCh AN YTBEPXKAEHUSA

http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname W3 BHELUHEro
npoBangepa Ha "AD AUTHORITY" - 6e3 Takon noanucu AD nonck nonb3oBaTens

OTKJIOHUT:
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§& File Action View Window Help
&=
1 ADFS Claims Provider Trusts Actions
~v [ Service _ _
. i Claims Provider Trusts
|| Attribute Stores Display Name Enabled
] Authentication Methods Active Directory Yes Add Claims Provider Trust...
[ Certificates BLITZ Yes View
[ Claim Descriptions Mew Window from Here
[ ] Device Registration
[ Endpoints |G Refresh
] Scope Descriptions H Hep
] Web Application Proxy
] Access Control Policies BLITZ
J_ Relying Party Trusts ‘\Updatefrom Federation Metadata...
|J Claims Provider Trusls| . .
[ Application Groups Edit Claim Rules...
Disable
Edit Claim Rules for BUITZ >
Properties
Acceptance Transform Rules x Delet
elete
The following acceptance transform rules specify the incoming claims that will be accepted ﬂ Help
from the claims provider and the outgoing claims that will be sent to the relying party trust.
Order  Rule Name lssued Claims
1 WinName2 <See claim nule>
2 UPN UPN

% Add Transform Claim Rule Wizard

Configure Rule

Steps You can corfigure a custom claim rule, such as a rule that requires multiple incoming claims or that extracts
claims from a SGL attribute store. To configure a custom rule, type one or more optional conditions and an
issuance statement using the AD FS claim rule language.

@ Choose Rule Type

@ Configure Claim Rule
Claim rule name:

WinLogin

Rule template: Send Claims Using a Custom Rule

Custom rule:

clType ==
"http://schemas.microsoft.com/ws,/2008/06/identity/claims/windowsaccountname"]
== issue(Type = c.Type, Issuer = "AD AUTHORITY", Originallssuer =
c.Originallssuer, Value = cValue);

< Previous Cancel

MpaBuno:

c:[Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]

=> issue(Type = c.Type, Issuer = "AD AUTHORITY", Originallssuer = c.Originallssuer, Value = c.Value);
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