WordPress

WordPress (https://wordpress.com) - 3To cucTeMa yrnpaBJieHUsa COAEPXKNUMbIM CalTa.

MonkntoyeHne WordPress K Blitz Identity Provider BeinosiHaeTcs no npotokoay OpenlD Connect u
COCTOMUT M3 ABYX 3Taros:

e OTan 1. HacTponkn Ha cTopoHe WordPress
e DTan 2. HacTponkn Ha cTopoHe Blitz Identity Provider

Ba>xHo:

B MHCTpyKuMmM ong npuMmepa ykasaHo, 41o WordPress pacnosioXXeH Ha JOMeHe
https://wp.company.com, a Blitz IDP ycTaHOB/IEH Ha OOMeEHE https://login.company.com. YTOYHUTE
BalLKX aZpeca nepen NpMMeHeHNEeM UHCTPYKLUN.
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BbimonHuTe cneaywume oencTeus:

1. Ona nHterpaunn WordPress c Blitz Identity Provider Bongnte B WordPress noa y4eTHOM
3anncbio agMuUHMcTpaTopa. YctaHoBuTe naaruH OpenlD Connect Generic n nepengnte B
€ro HaCTPOMKMU.

2. [anee 3anonHUTe cneaytowve nons:

e Login Type - BbibepuTe Auto Login - SSO .

e Client ID - yka)Knte yHUKasibHOe Ha3BaHWe AN NaeHTUumnKaunm Nnpuao>KeHns.
Hanpumep, Blitz.

e Client Secret Key - 3aganTte ceKpeTHbIN K04 A1 6e3onacHom ayTeHTUukaumnm
NPUNOXKEHUS.

e OpenlD Scope - ykaxute HeobxoAnMble paspeweHns ANa NoslyYeHNa OaHHbIX.
Hanpumep, obsA3aTesibHbIN SCope openid U CTaHOAPTHbLIN scope profile . Mpn yKazaHum
HECKOJIbKUX pa3peLlleHnin pasgenmTe nx npobesom.

e Login Endpoint URL - ykaxxute URL ona asTopusaumun. Hanpumep,
https://login.company.com/blitz/oauth/ae .

e Userinfo Endpoint URL - ykaxute URL cepBuca nony4eHns gaHHbIX NOJib30BaTENS.
Hanpumep, https://login.company.com/blitz/oauth/me .

e Token Validation Endpoint URL - yka>xute URL ong nosy4yeHus mapkepa gocrtyna.
Hanpumep, https://login.company.com/blitz/oauth/te .

e End Session Endpoint URL - ykaxute URL ansa Bbixoga vus npuioxxeHus. Hanpumep,
https://login.company.com/blitz/login/logout


https://wordpress.com

e Identity Key - ykaxxute B purypHbix CKobkax K4 ngeHtndpunkaumn. Hanpmmep, {sub} .

e Nickname Key - yka>kute B purypHbix ckobkax K4 MMeHn nofab3oBaTtensa. Hanpumep,
{sub} .

o Email Formatting - ykaxxute B purypHbix ckobkax hopmMaT 3/IEKTPOHHOWN MOYThI.
Hanpumep, {email} .

e Display Name Formatting - ykaxute B ¢purypHboix ckobkax bopmaT oTobpakeHns

nmeHu. Hanpumep, {family name} {given name} .

Client Settings

Enter your OpenID Connect identity provider settings

Login Type [ Auto Login - SSO v

Select how the client (login form) should provide login options.

Client ID [ Biitz

The ID this client will be recognized as when connecting the to identity provider server.
Example: my-wordpress-client-id

Client Secret Key [ [—————

Arbitrary secret key the server expects from this client. Can be anything, but should be very unique.

OpenlID Scope [ openid profile

Space separated list of scopes this client should access.
Example: email profile openid offline_access

Login Endpoint URL [ https://login.company.com/blitzfoauth/ae

Identify provider authorization endpoint.
Example: https://example.com/oauth2/authorize

Userinfo Endpoint URL [ https://login.company.com/blitz/oauth/me

Identify provider User information endpoint.
Example: https://example.com/oauthz/UserInfo

Token Validati dpoi { i ith/t

URL ) ; 5
Identify provider token endpoint.

Example: https://example.com/oauth2/token

End Session int URL { flogi comjblitzfloginflogout

Identify provider logout endpoint.
Example: https://example.com/oauth2/logout

Identity Key [ (sub}

Where in the user claim array to find the user's identification data. Possible standard values: preferred_username, name, or sub. If you're having trouble, use "sub".
Example: preferred_username

Disable SSL Verify @]
Do not require SSL verification during authaorization. The OAuth extension uses curl to make the request. By default CURL will generally verify the SSL certificate to see if its valid an issued by an accepted CA.
This setting disabled that verification.
Not recommended for production sites.

HTTP Request Timeout { 5
Set the timeout for requests made to the IDP. Default value is 5.
Example: 30

Nickname Key [ {sub}

Where in the user claim array to find the user's nickname. Possible standard values: preferred_username, name, or sub.
Example: preferred_username

Email Formatting [ {email}

String from which the user's email address is built. Specify "{email}" as long as the user claim contains an email claim.
Example: {email}

Display Name Formatting [ {family_name} {given_name}

String from which the user’s display name is built.
Example: {given_name} {family_name}

3. Haxxmnte CoXpaHUTb U3MEHEHHUS.
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Provider
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B koHconun ynpasneHus Blitz Identity Provider nepengnte B pa3gen Mpuno>XeHusa 1 BbIMOJIHUTE
cnepylowme oencTBus:

1. CospanTe HOBOE NMpuUaoKXeHne, 3afaB ero 6asoBble HACTPOMKN:

e UpenTudukartop (entitylD unm client_id): aHanornyHein client_id, koTopbin 6bin
nponucaH B OpenlID Connect Generic

o HasBaHue: nmsa npunoxeHus WordPress, koTopoe byaeT otobpakaTbCs Ha cTopoHe Blitz
IDP

e lOMe@H: https://wp.company.com

HoBoe npunoxxeHue

WNpeHTudukartop Blitz

(entitylD nnu
client_id) MoeHTubmnkaTop npunoxeHua. McnonbayeTtcAa anAa

naeHTUdMKaLMKM NMPUNOXEHUA NPU OOCTYNe no npoTokony SAML
(cooTtBeTcTBYET entitylD) n OAuth 2.0 (cooTBeTcTByET client_id).

HasBaHue WordPress

OTobpakaemoe NoNb30BaTENAM UMA NpUnoxeHus. MicnonssyeTcA
TOoNbKO BHYTpW Blitz Identity Provider.

OomeH https://wp.company.com

OTmeHa CoxpaHuTb

2. Haxxmnte CoXpaHUTD.

ke .
3. Danee HaxxMmunTe KHOMKY MapamMeTpbl . y npepnoxeHns WordPress n oTpefakTupymTe
rnapamMeTpbl MPUIOXKEHUNS:

e MpoTokonbl: BoibepuTe 0Auth 2.0 1 HaxmnTe CKOHUrypmpoBaTb

Hanee B napameTpax ykaxute agaHHble, kak B OpenlD Connect Generic n apyrue obsizatesibHble
rnapamMeTpbl:

o Cekper (client_secret): aHanorn4yHbIn client_secret, KoTopbin BbIs1 yKa3aH B HaCTpPOMKax
OpenlD Connect Generic

Mpedukcobl CCbIJIOK BO3BpaTa: https://wp.company.com

JonycTuMbie pa3spelleHus: openid profile

MeTtopn ayteHTu(MKauum npm odbpaLLeHun K CepBUCy BbiAa4dM MapKepoB: client
secret post

HdonycTuMblie response type: code token



HacTpoiku B3auMOAeACTBUA C NPUNOMNKEHUEM

Cexper (client_secret)

[ONOAHUTENLHBIN CEKpeT
(client_secret)

MpeponpeaeneHHan cobinka
Boaspara (redirect_uri)

Mpecpukesl cobiNOK Bo3BpaTa

OonycTumele pa3pelweHuA

PaspeleHHA No yMOM4aHuio

MeTon ayTeHTUMKALUKU NPy
o6paLlieHu K cepeucy
Bbifja44 MapKepoOB

OonycTumbie grant type

OonycTuMeie response type

W

CexpeTHbIR KoY NoAKNKYaemMoro Npunoxexna (client_secret). Ecnu ykazaH, TO MMEHHO 3TOT CekpeT

[DMKEH UCNONL30BATLCA NOAKNHHYEHHLIM NpWnoXesen npy obpawern k Blilz ldentity Provider

YKaXNTEe LONONHNUTENEHLIA CEKPET ANA ayTEHTUMKALWA NPUNoKEHWUA 2]

JloNoONHUTENLHLIA CEKPETHLIA KNIoY NomoYaemoro npunoxexun (client_secret). Ecnu ykasau, To
MOXET WCNONL30BATECA B Ka4YeCcTee ansTepHaTUEbl K OCHOBHOMY CeKpeTy

BeenuTe npenonpeneneHHeIi redirect_uri

URL, Ha KOTophIA No ymonyadui GyaeT nepeanpecosaH NONb30BaTENL NOCNE NPOXOXASHUA
asTopuaauuu (redirect_uri)

| https://wp.company.com

| [nA poSaeneqnA HOBOTO NpechuKkca BBEAWTE €ro W HaxmuTe Enter

Mpedhuke Mcnons3yeTcA ON1A NPOBEPKK CCLINOK BoaepaTa (redirect_uri). Ecnu B 3anpoce Ha
ayTeHTUPMKALMIO YKA3aHa CCLIKA BO3BPATA W OHA HE COOTBETCTBYET HI OAHOMY W3 YKA3AHHLIX
npetukcos, To B ayTeHTuthukayu ByneT oTkasano

xopenid  x profile

PaspelueHnA (scope), KOTopkie ByayT OOCTYMHE! MPUNOXEHHIO.

[nA noGaBEneHUA HOBOTD SCOPE BEEOWTE ero U HaxmMuTe Enter

PaspelueHiA (Scope), KOTopLIE BYaYT N0 YMONHAHWKD BEIGAHE! NPUIOKEHNIO Noce asTopusaumn. Ecnn
3HAYEHMA N0 YMOMNHAHWID HE YKa3aHEl, TO B 3anpoce HEoBXoAMMO ABHO NPONKCaTL Tpedyembie
paspeLlermA.

[J He TpeGosaTk OT NoMb3oBaTENA COrNACME HA NPEAOCTABNEHWME A0CTYNA K faHHLIM 0 cebe

[] OBrsatensHoe ucnonssosavne Proof Key for Code Exchange (RFC 7836) ana Authorization code grant type

~
YKA3AHHBIM METOL, 8YTEHTUPMKALIMK AOMKEH MCNONL30BATHCA NPU OBPALLEHMM K CEPBUCY BbIAA4M
mapkepos (token endpoint). Mpy NyCTOM 3HAYEHWM OOCTYTHE BCE METOAL!
x authorization_code  x refresh_token

Cricok grant type, KOTOpEIE BYOYT AOCTYMHEI NPUAOKEHUHO. [Py NYCTOM CIMCKE AOCTYNHLI BCe grant type

xcode  xtoken

Crmcok response type, KOTOpbIe BYAyT OOCTYMHEl MHCTAKCY NPUNOXEHKA NPK 0BpaLlexui K URL

aeTopuzaumu (authorization endpoint). Mpwx n

OM CNMCKe OOCTYNHLI BCE response type

4. Haxxmnte CoOXpaHUTD.

CoBerT:

Mocne NpoXoXOeHNA BCeX LaroB pekoMmeHayeMm rnpoBepnTb KOPPEKTHOCTbL BXOOa
https://wp.company.com

B WordPress:
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