WordPress

WordPress (https://wordpress.com) - 3To cUCTeMa yrnpaBJ/ieHUs COAEP>XKNUMbIM CalTa.

MonokntoyeHne WordPress K Blitz Identity Provider BeinosiHaeTca no npotokony OpenlD Connect u
COCTOMUT M3 ABYX 3Taros:

e OTan 1. HacTponkn Ha cTopoHe WordPress
e DTan 2. HacTponkun Ha cTopoHe Blitz Identity Provider

Ba>xHo:

B nHCTpyKunm ong npumepa ykasaHo, 4To WordPress pacnosioXXeH Ha JOMeHe
https://wp.company.com, a Blitz IDP yCTaHOBJIEH Ha AOMEHE https://login.company.com. YTOYHUTE BaLlUWn
appeca nepefn NpUMeEHEHNEM UHCTPYKLUN.

9Tan 1. HacTponkn Ha CTopoHe
WordPress

BbinonHuTe cneayoume nencTeus:

1. Ong vHTerpaunn WordPress c Blitz Identity Provider Bongnte B WordPress nofg y4eTHOWN
3anncbio agMuUHMcTpaTopa. YctaHoBuTe naaruH OpenlD Connect Generic n nepengnte B
€ero HaCTPOMKMU.

2. [danee 3anonHuTe crepytoLwme nons:

e Login Type - BbibepuTe Auto Login - SSO .

e Client ID - yka)xnte yHUKasibHOE Ha3BaHWe AN NAEHTUOUKaLUN NPUIOXKEHNS.
Hanpumep, Blitz .

e Client Secret Key - 3aganTe ceKpeTHbIN K04 ANna 6e3onacHom ayTeHTUUKaunm
NPUIOXKEHNS.

e OpenlD Scope - ykaxute HeobxoanMble paspeweHns ANa NoJay4eHNs OaHHbIX.
Hanpumep, ob6a3aTenbHbIn scope openid M CTaHOAPTHLIA scope profile . [py yKa3aHuu
HECKOJIbKUX pa3peLleHmnin pazgenmTe nx npobenom.

e Login Endpoint URL - ykaxxnte URL gnsa asTopusauunn. Hanpumep,
https://login.company.com/blitz/oauth/ae .

e Userinfo Endpoint URL - ykaxute URL cepBunca nonyv4eHus AaHHbIX NOJib30BaTENS.
Hanpumep, https://login.company.com/blitz/oauth/me .


https://wordpress.com

Token Validation Endpoint URL - ykaxute URL ang nony4yeHns mapkepa gocTtyna.

Hanpumep, https://login.company.com/blitz/oauth/te .

e End Session Endpoint URL - ykaxute URL ong Bbixoga n3 npuioxeHusa. Hanpumep,
https://login.company.com/blitz/login/logout

o Identity Key - ykakute B urypHbix ckobkax ko4 naeHtupukaumm. Hanpumep, {sub} .

e Nickname Key - yka>kute B purypHbix ckobkax K4 MMeHn nosb3oBaTtensa. Hanpumep,
{sub} .

o Email Formatting - ykaxxute B purypHbix ckobkax hopmMaT 3/IEKTPOHHOWN MOYThI.
Hanpumep, {email} .

e Display Name Formatting - ykaxute B ¢urypHboix ckobkax bopmaT oTobpakeHns

nMeHn. Hanpumep, {family_name} {given_name} .

Client Settings

Enter your OpenlID Connect identity provider settings

Login Type [ Auto Login - S0 v

Select how the client (login form) should provide login options.

Client ID [ Biitz

The ID this client will be recognized as when connecting the to identity provider server.
Example: my-wordpress-client-id

Client Secret Key [ P

Arbitrary secret key the server expects from this client. Can be anything, but should be very unique.

OpenlD Scope [ openid profile

Space separated list of scopes this client should access.
Example: email profile openid offline_access

Login Endpoint URL [ https://login.company.com/blitzfoauth/ae

Identify provider authorization endpoint.
Example: https://example.com/oauth2/authorize

Userinfo Endpoint URL [ https://logi com/blit; ith/me

Identify provider User information endpoint.
Example: https://example.com/oauth2/UserInfo

Token Validati {boi [ logi i ithite

URL ) ; 5
Identify provider token endpoint.

Example: https://example.com/oauth2/token

End Session int URL [ i itz/loginflogout

Identify provider logout endpoint.
Example: https://example.com/oauthZ/logout

Identity Key [ {sub}

Where in the user claim array to find the user's identification data. Possible standard values: preferred_username, name, or sub. If you're having trouble, use "sub".
Example: preferred_username

Disable SSL Verify @]
Do not require SSL verification during authorization. The OAuth extension uses curl to make the request. By default CURL will generally verify the SSL certificate to see if its valid an issued by an accepted CA.
This setting disabled that verification.
Not recommended for production sites.

HTTP Request Timeout [ 5
Set the timeout for requests made to the IDP. Default value is 5.
Example: 30

Nickname Key [ {sub}

Where in the user claim array to find the user's nickname. Possible standard values: preferred_username, name, or sub.
Example: preferred_username

Email Formatting [ {email}

String from which the user's email address is built. Specify "{email}" as long as the user claim contains an email claim
Example: {email}

Display Name Formatting [ {family_name} {given_name}

String from which the user's display name is built.
Example: {given_name} {family_name}

3. Haxxmnte CoxXxpaHUTb USMEHEeHUA.


https://docs.identityblitz.ru/kb/uploads/images/gallery/2024-08/image-1720691937526.png

9Tan 2. HacTtponkn Ha ctopoHe Blitz
ldentity Provider

B KoHconu ynpasneHusa Blitz Identity Provider nepengnte B pa3gen MpuUno>XeHus 1 BbIMOJIHUTE
cnepyrowme encTBUS:

1. Co3panTe HOBOE NMPUJIOXKEHME, 3aaaB ero 6a3oBble HACTPONKU:

e UpenTudukartop (entitylD unu client_id): aHanornyHein client_id, kotopbin 6bin
nponucaH B OpenlID Connect Generic

e HasBaHue: nmsa npunoxeHnsa WordPress, koTopoe byaeT oTobparkaTbCs Ha cTopoHe Blitz
IDP

e JlOMeH: https://wp.company.com

HoBoe npunoxxeHue

Blitz

WordPress

https://wp.company.com

OTmMeHa CoxpaHuTb

2. Haxxmnte COXpaHMUTb.

3. Hanee HaxxMuTe KHonky MapaMeTpbl y npepnoxeHns WordPress n oTpefakTupymTe
napameTpbl NPUNOXKEHUS:

e MpoToKobl: BbibepnTe OAuth 2.0 1M HaXXMUTe CKOH(UrypmpoBaTb

Hanee B napameTpax ykaxute gaHHble, kak B OpenlD Connect Generic n apyrve obsizatesibHbie
rnapamMmeTpsbi:



o Cekper (client_secret): aHanorn4HbIn client_secret, KoTopbI ObIS1 yKa3aH B HaCTpPOMKax
OpenID Connect Generic

e Mpedukcobl CCbIJIOK BO3BpaTa: https://wp.company.com

e lonycTUMble pa3peLueHuna: openid profile

e MeTop ayTeHTU(dUKaLUM Npu oOpaLLEeHUmn K CepBUCY Bbiga4yum MapKepoB: client
secret post

e lonycTuMblie response type: code token

HacTpoiku B3auMoaedCTEWUA C NPUNOKEHHEM

Cexper (client_secret) | sresssevensene @

[ONOAHUTENLHBIN CEKpeT YKaXUTe LONONHNTENLHBIA CEKPeT ANA ayTeHTMMHKALMN NPMNOXKEHIA &
(client_secret)
Oon t). Ecnu ykasaH, To
MOX
MpeponpepeneHHan cobinka Eeenure npegonpeneneqHei redirect_uri

Boaspara (redirect_uri)

YaHui GyneT nepeaapecoBaH NONL30BATENL NOC

aesTopuaaunud (redirect_uri)

Mpecpukesl cocbiNOK Bo3BpaTa https://wp.company.com

NNA noGasnesnA HOBOTO NpechUKea BEEAWTE ero U HaskmuTe Enter

OonycTimMble pazpeleHnA =openid | x profile
Pa3pelenus bie ByAyT OOCTYMHE MPHMNOKEHHK
PaspeleHHA No yMOM4aHuio OnA no6aBneHWA HOBOrO SCOPE BBEOWTE Ero M HaxmMuTe Enter

3Hat

pa3speLueHmA.

[J He TpefosaTs 0T NonkL3oBaTenA cornacue Ha NpeocTasneHne A0CTyNa K faHHbIM 0 cebe

[] OBrsatensHoe ucnonssosavne Proof Key for Code Exchange (RFC 7836) ana Authorization code grant type

MeTon ayTeHTUMKALUKU NPy ~
o6paLlieHu K cepeucy

BbIfA4YM MAPKEpoB AL EHWMW K CEPBUCY BblOaYA

[onycTumble grant type x authorization_code  xrefresh_token
Cnucok grant type, KoTopble GyayT AOCTYNHLI NPUNCKeHMO. NpK NyCTOM CNUWCKe AOCTYNHLI BCe grant type
fonycTuMeie response type xcode  xtoken
Cnucok resf HMK K URL

aBTOpM3aLMH

4. HaxxmnTe CoOXpaHUTD.

CoBerT:

[Mocne NpoxoXXAEeHUSA BCEX LLAroB pEKOMEHAYEM NPOBEPUTbL KOPPEKTHOCTL BXoaa B WordPress:
https://wp.company.com
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